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INTRODUCTION

The purpose of this Test Plan is to document the procedures that Pro V&V, Inc. will follow to
perform certification testing of the Ewveryone Counts elLect Quad Audit v.4.4.0 to the
requirements set forth by voting systems in the U.S. Election Assistance Commission (EAC)
2015 Voluntary Voting System Guidelines (VVSG) Version 1.1. Prior to submitting the voting
system for testing, Everyone Counts submitted an application package to the EAC for
certification of the elect Quad Audit v.4.4.0 to the requirements of the EAC VVSG Version 1.1.
The application was accepted by the EAC and assigned the unique application number of
ECI1601. In the application, Everyone Counts selected Pro V&V as the lead VSTL for the test
engagement.

Pro V&V received its Voting System Testing Accreditation from The National Institute of
Standards and Technology’s (NIST) National Voluntary Laboratory Accreditation Program
(NVLAP) on April 2, 2012 for core test methods. Additionally, Pro V&V was audited by the
Election Assistance Commission (EAC) and successfully met all requirements for the EAC
Voting System Testing Laboratory (VSTL) accreditation. As a result, Pro V&V was granted
accreditation as a VSTL on February 24, 2015.

At test conclusion, the results of all testing performed as part of this test campaign will be
submitted to the EAC in the form of a national certification test report.

The implementation statement provided by the manufacturer for this test campaign is presented in
Attachment B.

References

This subsection lists all documents relevant to the preparation of this Test Plan.

o Election Assistance Commission 2015 Voluntary Voting System Guidelines (VVSG) Version
1.1, Volume 1, “Voting System Performance Guidelines”, and Volume II, “National
Certification Testing Guidelines”

e Election Assistance Commission Testing and Certification Program Manual, Version 2.0

o Election Assistance Commission Voting System Test Laboratory Program Manual, Version
2.0

o National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition,
“NVLAP Procedures and General Requirements (NIST Handbook 150)”, dated February
2006

e National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008
Edition, “Voting System Testing (NIST Handbook 150-22)”, dated May 2008

e United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-
252), dated October 2002

e Pro V&V, Inc. Quality Assurance Manual, Version 7.0

e Election Assistance Commission “Approval of Voting System Testing Application Package”
letter dated October 6, 2016

e EAC Requests for Interpretation (RFI) (listed on www.eac.gov)
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1.2

e EAC Notices of Clarification (NOC) (listed on www.eac.gov)

e Everyone Counts eLect Quad Audit v.4.4.0 Technical Data Package (A listing of the eLect
Quad Audit v.4.4.0 documents submitted for this test campaign is listed in Section 4.6 of this
Test Plan)

Terms, Abbreviations, and Definitions

This subsection lists terms and abbreviations relevant to the hardware, the software, or this Test
Plan.

“ADA” — Americans with Disabilities Act 1990

“CM” — Configuration Management

“COTS” — Commercial Off-The-Shelf

“DRE” — Direct Record Electronic

“EAC” — United States Election Assistance Commission

“EAC VVSG 1.1” — United States Election Assistance Commission 2015 Voluntary Voting
System Guidelines, Version 1.1

“EBM” — Electronic Ballot Marker
“EOC” — Everyone Counts

“EMS” — Election Management System
“FCA” — Functional Configuration Audit
“HAVA” — Help America Vote Act
“MPSM” — Master Poll Station Machine
“NIST” — National Institute of Standards and Technology
“NOC” — Notice of Clarification

“PCA” — Physical Configuration Audit
“QA” — Quality Assurance

“RFI” — Request for Interpretation
“TDP” — Technical Data Package

“UPS” — Uninterruptible Power Supply

“NVLAP” — National Voluntary Laboratory Accreditation Program

TP-EOC-2016-01.02
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13.1

1311

1312

13.13

“VSTL” — Voting System Test Laboratory
“VVSG” — Voluntary Voting Systems Guidelines
Testing Responsibilities

All testing will be conducted under the guidance of Pro V&V by personnel verified by Pro V&V
to be qualified to perform the testing.

Project Schedule

The Project Schedule for the test campaign is located in Attachment A — Project Schedule. The
dates on the schedule are not firm dates but planned estimates based on the anticipated project
work flow.

Owner Assignments

This information is contained in the Project Schedule presented in Attachment A.

Test Case Development

Pro V&V will utilize baseline test cases for the Functional Configuration Audit (FCA), Usability,
Security, and System Integration Tests. These test cases will be augmented with specially
designed test cases tailored to the specific design of the eLect Quad Audit v.4.4.0. Additionally,
specific election definitions will be designed for the Operational Status Check.

Test Procedure Development and Validation

Pro V&V will utilize VSTL Test Procedures during the duration of the test campaign. These
procedures are developed to the EAC 2015 VVSG 1.1 standards. The validation of the VSTL
Test Procedures is accomplished by Technical Review and Approval. If necessary and where
practical, a validation might include execution to attempt to achieve the expected results using the
selected tool of the testing methodology. Test Plans, Test Suites, Test Specifications, and Test
Cases will be validated prior to execution. This validation will include the following:

o Confirmation of adequate test coverage of all requirements.

e Confirmation that test case results are not ambiguous and have objective pass/fail criteria.

o Confirmation that any automated test suites will produce valid results.
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Third Party Tests

Pro V&V will be utilizing third party testing during the performance of hardware testing. All of
this testing will be witnessed by Pro V&V personnel at the third party test site.

EAC and Manufacturing Dependencies

This information is contained in the Project Schedule presented in Attachment A.

Target of Evaluation Description

The following sections contain a product description and an overview of the design methodology
of the eLect Quad Audit v.4.4.0 Voting System, as taken from the Everyone Counts technical
documentation.

System Overview

The eLect Quad Audit 4.4.0 System is a voting system encompassing all aspects of election
management, including election definition and configuration, ballot creation, voting, data
transmission, vote data management, reporting, and auditing. The elLect Quad Audit 4.4.0
incorporates polling location ballot delivery, ballot marking, vote capture, and vote storage
capabilities that operate on commercial off-the-shelf (COTS) hardware located at a Central Office
and Poll Station.

The eLect Quad Audit 4.4.0 System consists of the major components listed below:

Software Components:

eLect Quad Audit

The eLect Quad Audit is the software platform that provides election administrators with the tools
to manage elections. The software is accessed by means of COTS hardware devices. The eLect
Quad Audit user interface (the EMS) is called eLect Administration and it includes the following:

e elect Central Scanning module
e elect Quad Audit Voting module

e elect Security Suite utility application

eLect Administration

The eLect Administration dashboard is the voting system’s user interface for the Admin User. It
contains the various system modules for all aspects of election creation and management. eLect
Administration is used by election administrators to define election criteria, create and set up an
election configuration, create ballots, generate reports, and manage the election life cycle.

el ect Security Suite

eLect Security Suite is a utility application that provides encryption and decryption services.
There are two modes of operation:
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1. Standalone - runs as a desktop application on the eLect Quad Audit solution’s Air-Gapped
Machine. The election official/administrator creates public and private security keys for
vote data encryption in the system.

2. Embedded - The automated utility is directly called by eLect Quad Audit to encrypt cast
ballots during the voting session and decrypt encrypted ballots after the voting session

eLect Quad Audit Voting

The eLect Quad Audit voting module is the core software module of the voting system. A voting
session is initiated at the EBM once the QR code is scanned; the voter is then served the assigned
ballot style. Ballot submissions are saved, transmitted, confirmed, scanned, encrypted, and stored
in the Master Poll Station Machine (MPSM) database.

eLect Central Scanning

eLect Central Scanning is a scanning and imaging module incorporated within elect
Administration .eLect Central Scanning supports write-in ballot scanning, imaging and
adjudication processes.

eLect Poll Station Management Console

The eLect Poll Station Management Console is the user interface that poll workers access through
the Poll Station EBM.

Hardware Components:

Central Server

The Central Server runs on a Linux operating system and is the primary system device that hosts
the eLect Quad Audit voting system, including eLect Administration (the EMS) and eLect Voting
(for tabulation). The Central Server is located in the Central Office.

eLect Administration Access Machine

The eLect Administration Access Machine (EAAM) runs on a Windows operating system and is
connected to the Central Server, the Central Scanner, and a printer. Election management activity
is executed using the eLect Administration interface. The EAAM is located in the Central Office.

Air-Gapped Machine

The Air-Gapped Machine is a dedicated COTS laptop that is isolated from the voting system and
any network connection. The Air-Gapped Machine hosts eLect Security Suite, which provides
ballot encryption and decryption services. The Air-Gapped Machine is located in the Central
Office.

Imaging Server
The Imaging Server provides dedicated image processing and character mark recognition for

scanned paper ballots only. The Imaging Server runs on a Windows operating system and is used
for eLect Central Scanning. The Imaging Server is located in the Central Office.
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Central Scanner

The Central Scanner is a COTS imaging scanner that is connected to the eLect Administration
Access Machine and performs eLect Central Scanning functions. The Central Scanner is located
in the Central Office.

Master Poll Station Machine (MPSM)

The Master Poll Station Machine (MPSM) is a laptop that runs on a Linux operating system and
is used to manage the voting process. The election configuration from the Central Server is
replicated to each MPSM prior to Poll Station delivery. The MPSM is then wired to the
Electronic Ballot Markers (EBMs) using a local network switch. MPSMs are located in the Poll
Stations.

Electronic Ballot Marker (EBM)

The Electronic Ballot Marker (EBM) is a COTS tablet that runs on a Windows operating system.
The EBM is used to mark the ballot and transmit digital vote data to and from the MPSM. The
EBM does not store vote data. EBMs are located in the Poll Stations. The EBM can function in
Optical Scan or DRE mode.

Ballot Box
The Ballot Box provides physical security for completed ballots. The Ballot Box includes the
secure container and the COTS Ballot Box scanner. The Ballot Box is located in the Poll Station

and is used in Optical Scan mode only.

The follow tables provide the software and hardware components of the eLect Quad Audit 4.4.0
System to be tested, identified with version numbers.

Table 1-1: Firmware/Software Versions

eLect Quad Audit 4.4.0 System Manufacturer Version
Component
Air-Gapped Machine
OS: Ubuntu Canonical 12.045LTS
eLect Security Suite (Stand Alone) Everyone Counts 1.3.0
Chef Chef 12.4.3
NodelS Node.js Foundation v.4.2.3
OpenSSL The OpenSSL Project OPenSSL 12.(()Ji%p-fips 9Jul
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Table 1-1: Firmware/Software Versions (continued)

Central Server

OS: Ubuntu Canonical 12.045LTS
eLect Security Suite (Embedded) Everyone Counts 1.3.0
€546052h2ff7093e1b8eb63
eLect Everyone Counts
df2dG10itL6a9b3e4178830
. a743f0307f727360229edd6
eLect Admin Everyone Counts 7499Sata9sbh0d6h0bfa77
MariaDB MariaDB Corp. 10.0.26
Tomcat Apache 6.0.35
Apache Webserver Apache 2.2.22
Perl Perl 5.14.2
Chef Chef 12.4.3
Java Oracle 1.8.0 65
LAME LAME 3.99.3
Centre for Speech
. Technology Research
Festival (CSTR), University of 2.1
Edinburgh, UK
eLect Administration Access Machine
OS: Windows Microsoft 8.1 Pro (64 bit)
Dynamic Web T_\/VAIN HTML5 Dynamsoft 10.2.312
edition
eLect Secure Transfer Installer Everyone Counts 1.2.1
Chrome Google 47.0.2526.106
iP110 Printer Driver Canon 6.3.9600.16384
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Table 1-1: Firmware/Software Versions (continued)

eLect Quad Audit 4.4.0 System

Component Manufacturer Version
eLect Administration Access Machine (continued)
Management Engine Components Intel 10.0.30.1060
Network Connections Drivers Intel 19.2
Kodak i4250 Driver Kodak 1.2
Kodak i3400 Driver Kodak 3.0
Kodak 2820 Driver Kodak 4.5
Chipset_Driver YVGNS8_
E5450 Drivers: Chipset Driver Dell WN_
10.0.30.1060_A01.EXE
E5450 BIOS Dell Al2
Central Scan Imaging Server
OS: Windows Microsoft 8.1 Pro (64 bit)
Visual C++ 2005 Redistributable .
KB246775 Microsoft 8.0.51011
Visual C++ 2010 x86 .
Redistributable Microsoft 10.0.30319
Microsoft. NET Framework Microsoft v4.0.30319
Recostar OpenText 7.0.2
. revision #: {7F534C39-
Recostar Patch I\/lSP, Service Pack OpenText D036-42A1-BEGO-
12971ACF811C}
E1C eLect Central Scanning: Everyone Counts 14

Imaging Service exe
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Table 1-1: Firmware/Software Versions (continued)

eLect Quad Audit 4.4.0 System

Manufacturer Version
Component
Imaging Server (continued)
Power Chute Business Edition Schneider Electric 9.1.1.604
Agent
Local GPO Microsoft 3.0.60.0
Enhanced Mltlgatlgn Experience Microsoft 59
Toolkit
Master Poll Station Machine (MPSM)
OS: Ubuntu Canonical 12.01.5LTS
eLect Security Suite Everyone Counts 1.3.0

€546052b2ff7093e1b8eb63

elect Everyone Counts df2dG10itL 6a9b3e4178830
Apache Webserver Apache 2.2.22
Perl Perl 5.14.2
Chef Chef 12.4.3
Java Oracle 1.8.0 65
MariaDB MariaDB Corp 10.0.26
LAME LAME 3.99.3
Centre for Speech
Festival (CSTR), Universy o 21
Edinburgh, UK
Electronic Ballot Marker (EBM)
OS: Windows Microsoft 8.1 Pro (64 bit)
5130 Chipset Driver Dell 603.9600.1948.34944
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Table 1-1: Firmware/Software Versions (continued)

eLect Quad Audit 4.4.0 System

Manufacturer Version
Component
Electronic Ballot Marker (continued)
Dell System BIOS update Dell A04
Chrome Google 47.0.2526.106
i110 Printer Driver Canon 6.3.9600.16384
EMET Microsoft 5.2
Local GPO Microsoft 3.0.60.0
Intel Graphics Driver Intel 10.18.10.4176
JoyToKey JoyToKey 5.7
Ballot Box Scanner
Microsoft Windows
OS: Windows Microsoft Embedded 8.1 Industry Pro
6.3.9600 Build 9600
Chrome Google 47.0.2526.106
Everyone Counts Ballot Box Everyone Counts 1.0.0
Software
Twain TWAIN Working 105
Group
Pillow PIL: Python Imaging 3.0.60.0
Library
Python software
Python foundation 2.1.10
Licensed under the
zbar GNU Lesser General 0.10

Public License

TP-EOC-2016-01.02
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Table 1-2: Hardware Versions

elect Quad Audit 4.4.0
System Component

Manufacturer

Model Number

Air-Gapped Machine

Laptop Dell Latitude E5450
Removable Storage Device:
128GB USB Flash Drive PNY P-FD128TBOP-GE
Surge Protector Tripp Lite ISOBARG6ULTRAHG

Central Server

Server SuperMicro SC813MTQ-R400CB
Monitor Dell SE2416HX
Keyboard Logitech MK120
Mouse Logitech MK120
ot ot Sl
Local Network Switch Netgear JGS516
Uninterruptible Power Supply Eaton 55700

(UPS)

Cat6 Ethernet Cable 10

Cable Exchange

CAX-C6-SHLBU-

SR-10FT
Removable Storage Device: .
VEX 128GB USB Flash Drive Patriot PSF128GVEX3USE
Removable Storage Device: PNY P-FD128TBOP-GE

128GB USB Flash Drive
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Table 1-2: Hardware Versions (continued)

elect Quad Audit 4.4.0
System Component

Manufacturer

Model Number

eLect Administration Access Machine

Laptop

Dell

Latitude E5450

Printer

Canon

iP110

Cat6 Ethernet Cable 10'

Cable Exchange

CAX-C6-SHLBU-
SR-10FT

Central Scan Imaging Server

Server

SuperMicro

SC813MTQ-R400CB

Uninterruptible Power Supply
(UPS) with USB connectivity

APC

SMC1500

Cat6 Ethernet Cable 10'

Cable Exchange

CAX-C6-SHLBU-

SR-10FT
Monitor Dell SE2416HX
Keyboard Logitech MK120
Mouse Logitech MK120
Master Poll Station Machine (MPSM)
Laptop Dell Latitude E5450
Removable Storage Device: PNY P-FD128TBOP-GE

128GB USB Flash Drive

Laptop Security Bracket

Computer Security
Products, Inc.

CSP-4020

Uninterruptible Power Supply
(UPS)

Eaton

5S700

TP-EOC-2016-01.02
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Table 1-2: Hardware Versions (continued)

elect Quad Audit 4.4.0
System Component

Manufacturer

Model Number

Master Poll Station Machine (MPSM)(continued)

Local Network Switch

Netgear

JGS516

Surge Protector

Tripp Lite

ISOBARGULTRAHG

Cat6 Ethernet Cable 10'

Cable Exchange

CAX-C6-SHLBU-
SR-10FT

Electronic Ballot Marker (EBM)

Tablet

Dell

Venue 11 Pro

5130
Dell Venue 11 Pro POS Stand iPadsimple IBS-002-1004
Enclosure
Activation Token 4-inch Tray Everyone Counts 002
LED Multi SELCA light Pickogen B013U47A5A
USB 3.0 Gigabit Ethernet and 3- J5Create JUHAT0
port Hub
1 ft. Extension USB Blue Right
Angle USB 3.0 Type A Male to Smays GAZEWALL19810035
Female Adapter
Headphone Jack Extension Cable iMBAPrice iMBA-PS-06 MF
Printer Canon iP110
Surge Protector Tripp Lite ISOBARGULTRAHG

Cat6 Ethernet Cable 20

Cable Exchange

CAX-C6-SHLBU-
SR-20FT

Hub Enclosure

Everyone Counts

PVV-EOC001

TP-EOC-2016-01.02
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Table 1-2: Hardware Versions (continued)

elect Quad Audit 4.4.0

System Component Manufacturer Model Number

EBM - Accessibility

ATI Storm Interface EZ05-222013

Sip/Puff Breeze with Headset USB

Interface Origin Instruments AC-0313-MU
Headphones Koss KPH7
Ballot Magnifier MakExpress BO1AL8J2NQ
Ballot Box
Ballot Box Container PakFlatt Fo&rggzllz_ihg er
Ballot Box Scanner Kodak Sce;régltzaxtion
Uninterrupti(tilﬁa g;)wer Supply Eaton 55700
Cat6 Ethernet Cable 50' Cable Exchange CAXS(éGSgE.:_‘ BU-
Ballot Bag
Provisional Ballot Bag Election Source BA-51
Central Scanner
Large Scanner Kodak 14250
Medium Scanner Kodak 13400
Small Scanner Kodak 12820
Uninterrupti(tiljtleag;)wer Supply APC SMC1500
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1.4.2

1.4.3

Block Diagram

The following diagram provides an overview of the eLect Quad Audit system operations:
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Figure 1.1: eLect Quad Audit System Operations Overview

System Limits

The system limits that Everyone Counts has stated to be supported by the eLect Quad Audit
v.4.4.0 are listed in the table below.

Table 1-3. System Limits

Device/Component

Limits

elLect
Administration

Candidate names: A limit of 100 characters per candidate name applies.
Lengthy candidate names limit ballot style configuration. To accommodate
this limitation, users should adjust the candidate name length. Visual
inspection and confirmation to verify this is performed during the ballot
configuration process on both the digital ballots and the mail-in paper
ballots.

Central Server

Active Elections: The Central Server has the capability to run one
active election. The Central Server cannot run multiple elections.
Name cannot exceed a maximum of two (2) digits when naming the
Central Server: For example, c01, c20, c99 are acceptable

15
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Table 1-3. System Limits (continued)

Device/Component

Limits

Master Poll Station
Machine

e Cannot alter election data after the configuration is defined and pulled
from the Central Server.

e Cannot exceed a maximum of 1000 devices names

e Cannot exceed a maximum of two mpsm (2) digits when naming the
MPSM after naming the central with two (2) digits: For example,
cXXpsYY.

Electronic Ballot
Marker (EBM)

Two EBMs per MPSM

One surge protector for every two EBM tablets

Cannot store any election data on device

Cannot display the ballot without connection to MPSM

Cannot mark the ballot without connection to MPSM

Cannot review the ballot without connection to MPSM

Cannot alter any election data or settings beyond a single ballot voting
session

EBM Printer Paper
Limits

Paper Size: US Standard 8.5x11 inches

Paper Color: White

Paper Weight: 20 Ib. minimum to 24 Ib. maximum
Capacity: 50 sheets in feeder tray

Ballot Box Limits

e Cannot reverse roll a paper ballot once accepted from the ballot box
scanner

e Does not maintain the ballot counter without connection to MPSM
(maintained on the MPSM, and displays on ballot box display screen)

e Does not store election data or vote data on the device

e Cannot operate as a ballot box without connection to the MPSM

e Will not duplicate scanning of individual ballots

Central Scan Paper
Ballot Limits

Paper Size in inches:

- U.S. Letter (8.5x11)

- U.S. Legal (8.5x 14)

- U.S. Ledger (11 x 17) not supported by the Kodak i2820 scanner or

13400 scanner

Paper Color: White

Paper Weight: 20 Ib. minimum to 24 1b. maximum

Printing Accuracy: Anchors are expected to be 5mm from the edge of the
paper. The system can manage an error of +/10 mm, and automatically
scales the scanned images. It is recommended not to exceed an error of
more than +/5mm.

Central Scan Limits

e Depending on the size of the scanner, Central Scan supports
maximum batch sizes of up to 500 ballots, and deck loads of 100
sheets or less on the scanner. Batches can be paused between scanner
reloads, when image processing continues for the batch, allowing for
the display of scanned images to be added to the images in the batch.
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Table 1-3. System Limits (continued)

Device/Component Limits

Central Scan Limits
(continued)

e Additionally, in the creation of the paper ballot, it is important to note
that every candidate name and contest name must be uniquely
different from all others on the ballot or in the election. For example,
if two candidates each have the name John Smith, a differentiator
such as middle initial, party affiliation, etc., must be placed with the
candidate name to ensure the proper display of tabulation results at
the close of the election.

Ballot Pens

Recommended and tested ballot pens for optimal scanning and imaging
include:

e Pilot Precise V7 Rolling Ball Point Pens Black 0.7mm

e Papermate InkJoy 300 Ballpoint Pens Black 0.7mm

1.4.4 Supported Languages

1.4.5

The following languages have been stated by Everyone Counts to be supported by the eLect Quad
Audit v.4.4.0:

English
Spanish
Bengali
Korean
Chinese
Vietnamese

Non-written language audio support

Support for all stated languages will be verified; however, only English and Spanish language
ballots will be cast during the performance of functional testing. Additionally, one character
based language (Chinese) will be tested during System Integration Testing.

Supported Functionality

The eLect Quad Audit v.4.4.0 is designed to support the following voting variations:

General Elections

Closed Primary

Open Primary

Early Voting

Partisan/Non-Partisan Offices

Write-In Voting

Primary Presidential Delegation Nominations
Straight Party Voting
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2.0

e Split Precincts
e Vote for N of M
e Ballot Rotation
= By Precinct
= Weighted by Number of Registered Voters per Precinct
e Cumulative Voting
e Provisional or Challenged Ballots
As stated in the Implementation Statement, the eLect Quad Audit v.4.4.0 does not include support

for Ranked Order Voting, Cross-party Endorsement, Recall Issues with options, or Proportional
Representation.

Standard (VVSG) Functionality

The eLect Quad Audit v.4.4.0 will be evaluated to all applicable EAC 2015 VVSG 1.1
requirements.

Manufacturer Extensions

There are no manufacturer extensions on testing for this test campaign.
Pre-Certification Testing and Issues

The following pre-certification testing has been performed on an “At-Risk” basis:

Source Code Review

A first pass review has been performed for all source code submitted by Everyone Counts for the
eLect Quad Audit v.4.4.0. Any issues discovered were compiled and reported to Everyone Counts
for resolution. Subsequent submissions will be reviewed by comparing newly submitted code
against previously reviewed code to ensure all documented issues are resolved.

Technical Date Package (TDP) Review

An initial TDP review was performed on the documents submitted for this test campaign. The
initial review is an abbreviated review performed in order to determine if the documents contain
sufficient information. It was determined that various documents were lacking in information.
Additionally, inconsistencies were noted throughout the TDP package. The results of the review
were reported to Everyone Counts for resolution. Everyone Counts has subsequently revised and
resubmitted the TDP and Pro V&V is currently reviewing these submissions. Specific documents
have been reviewed multiple times in order to facilitate performance of the FCA. The findings of
each review performed are tracked in the TDP review spreadsheet.
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2.1

2.2

2.3

Physical Configuration Audit (PCA)

An initial PCA has been performed to baseline the system prior to test campaign commencement.
The PCA was performed by documenting each hardware and software component of the voting
system by name, model, serial number, major component, and any other relevant information
needed for identification. Photographs of each hardware component were also taken.

Hardware Testing

Pro V&V has initiated Hardware Testing on an at-risk basis. This testing is being conducted at an
off-site third party laboratory.

For the FCA, Test Suites are developed to cover the pre-voting, voting, and post-voting phases of
the election process including the usability of the system during each phase.

Functional Configuration Audit (FCA)

Pro V&YV has begun conducting the FCA for the eLect Quad Audit v.4.4.0. This includes multiple
reviews of specific TDP documents to clarify and expand upon information concerning the
system functions and design methodology. During the FCA, assigned test personnel mapped the
voting system functional options, input data to exercise all system functions, and took note of all
program logic and data processing errors (this step will be performed throughout the test
campaign in parallel with other examinations as long as all functions are exercised and
independently tracked).

Assigned test personnel also reviewed the requirements matrix for completeness, developed and
performed system-specific Test Cases for any functions not exercised during other areas of the
test campaign or for functions judged to need individual examination, reviewed the
manufacturer’s test procedures and test results to determine if the voting systems functional
capabilities have been adequately tested, and analyzed the results of all testing and verify that all
functionality and requirements not satisfied during previous testing have been met.

Evaluation of Prior VSTL Testing

The eLect Quad Audit v.4.4.0 is a new voting system that has not previously been tested to
applicable federal standards in the EAC Program.

Evaluation of Prior Non-VSTL Testing

Everyone Counts submitted the following summative usability report for review: “Usability Test
Report of eLect Quad Audit v. 4.4.0 with 53 Voter Participants and 16 Poll Worker Participants
for Requirement VVSG 1.1 Volume I, Section 3, and Volume 2, Section 7 prepared by Mile7,
dated November 2, 2015.

Known Field Issues

This system has never been fielded; therefore, there are no known field issues to consider.
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3.0

3.1

Materials Required for Testing

The following sections list all materials needed to enable the test engagement to occur.

The materials required for testing of the eLect Quad Audit v.4.4.0 include all materials to enable
the test campaign to occur. This includes the applicable software and equipment as well as the

TDP, test support materials, and deliverable materials.

Software

This subsection lists the proprietary and COTS software to be provided by the manufacturer as
part of the test campaign. This includes all software required for the performance of hardware,

software, telecommunications, security, and system integration tests.

Table 3-1. Voting System Software

Firmware/Software | Manufacturer Version
Air-Gapped Machine
OS: Ubuntu Canonical 12.045LTS
eLect Security Suite (Stand Alone) Everyone Counts 1.3.0
Chef Chef 12.4.3
NodelS Node.js Foundation v4.2.3
OpenSSL The OpenSSL Project OpenSﬁlI;I 12.(()).115p—fips 9
Central Server
OS: Ubuntu Canonical 12.045LTS
eLect Security Suite (Embedded) Everyone Counts 1.3.0
elLect Everyone Counts e546052b§3f27f(2)93e1b8eb
eLect Admin Everyone Counts a743f030(7j1(;772479360229ed
MariaDB MariaDB Corp. 10.0.26
Tomcat Apache 6.0.35
Apache Webserver Apache 2.2.22
Perl Perl 5.14.2
Chef Chef 12.4.3
Java Oracle 1.8.0 65
LAME LAME 3.99.3
Festival N/A 2.1
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Table 3-1. Voting System Software (continued)

Firmware/Software

Manufacturer |

Version

elLect Administration Access Machine

OS: Windows Microsoft 8.1 Pro (64 bit)
Dynamic Web TWAIN HTMLS5 edition Dynamsoft 10.2.312
eLect Secure Transfer Installer Everyone Counts 1.1.2
Chrome Google 47.0.2526.106
iP110 Printer Driver Canon 6.3.9600.16384
Management Engine Components Intel 10.0.30.1060
Network Connections Drivers Intel 19.2
Kodak i4250 Driver Kodak 1.2
Kodak 13400 Driver Kodak 3.0
Kodak i2820 Driver Kodak 4.5
Chipset_Driver_YVGN8
E5450 Drivers: Chipset Driver Dell 10.0.36\./\1/(3\16_0_ AOL
.EXE
E5450 BIOS Dell Al12
Central Scan Imagine Server
OS: Windows Microsoft 8.1 Pro (64 bit)
\éggzgs;; 2005 Redistributable Microsoft 8.0.51011
Visual C++ 2010 x86 Redistributable Microsoft 10.0.30319
Microsoft. NET Framework Microsoft v4.0.30319
Recostar OpenText 7.0.2
revision #: {7F534C39-
Recostar Patch MSP, Service Pack 1 OpenText D036-42A1-BF60-
12971ACF811C}
Eirc\iliilgtz(;[eCentral Scanning: Imaging Everyone Counts 14
Power Chute Business Edition Agent Schneider Electric 9.1.1.604
Local GPO Microsoft 3.0.60.0
Enhanced Mitigation Experience Toolkit Microsoft 52
MPSM
OS: Ubuntu Canonical 12.045LTS
el ect Security Suite Everyone Counts 1.3.0
21
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Table 3-1. Voting System Software (continued)

Firmware/Software | Manufacturer | Version
MPSM (continued)
elLect Everyone Counts 6546052b§§g7]¢293e1b8eb
Apache Webserver Apache 2.2.22
Perl Perl 5.14.2
Chef Chef 12.4.3
Java Oracle 1.8.0 65
MariaDB MariaDB Corp 10.0.26
LAME LAME 3.99.3
Festival 2.1
EBM (DRE and/or OpScan)
OS: Windows Microsoft 8.1 Pro (64 bit)
5130 Chipset Driver Dell 603.9600.1948.34944
Dell System BIOS update Dell A04
Chrome Google 47.0.2526.106
1110 Printer Driver Cannon 6.3.9600.16384
EMET Microsoft 5.2
Local GPO Microsoft 3.0.60.0
Intel Graphics Driver Intel 10.18.10.4176
JoyToKey JoyToKey 5.7
Ballot Box Scanner (OpScan Mode Only)
Microsoft Windows
OS: Windows Microsoft 8.1 Indtii?segg)eg.s.%oo
Build 9600
Google Chrome Google 47.0.2526.106
Everyone Counts Ballot Box Software Everyone Counts 1.0.0
Twain TWAQ:(}’{YSrki”g 1.0.5
Pillow PIL: P)I/_trborr;rlymaging 2.7.0
Python Py‘;f(])z?] jgt?(\)/:/]are 2.7.10
Licensed under the
Zbar Gcgrl:lega:_lgiﬁzc 0.10
License
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3.2

Equipment

This subsection lists the proprietary and COTS equipment to be provided by the manufacturer as
part of the test campaign. This includes all equipment required for the performance of hardware,
software, telecommunications, security, and system integration tests.

For COTS equipment, every effort will be made to verify that the COTS equipment has not been
modified for use. This will be accomplished by performing research using the COTS equipment
manufacturer’s websites based on the serial numbers and service tag numbers for each piece of
equipment. Assigned test personnel will evaluate COTS hardware, system software and
communications components for proven performance in commercial applications other than
voting. For PCs, laptops, and servers, the service tag information will be compared to the system
information found on each machine. Physical external and internal examination will also be
performed when the equipment is easily accessible without the possibility of damage. Hard
drives, RAM memory, and other components will be examined to verify that the components
match the information found on the COTS equipment manufacturers’ websites.

Table 3-2. Voting System Equipment

Component | Manufacturer | Model #
Air-Gapped Machine
Laptop Dell Latitude E5450

Removable Storage Device:

128GB USB Flash Drive PNY P-FD128TBOPGE
Surge Protector Tripp Life ISOBAE(SGULTRA
Central Server

Server SuperMicro SC813MTQ-R400CB
Smart-UPS 1000
Wiatts/1500VA LCD 230V APC SMC1500
Local Network Switch Netgear JGS516
UPS Eaton 55700
Monitor Dell SE2416HX
Keyboard Logitech MK120
Mouse Logitech MK120

: CAX-C6-SHLBU-
Cat6 Ethernet Cable 10 Cable Exchange SR-10ET
Removable Storage Device: .
VEX 128GB USB Elash Drive Patriot PSF128GVEX3 USB
Removable Storage Device:
128GB USB Flash Drive PNY P-FD128TBOPGE

eLect Administration Access Machine

Laptop Dell Latitude E5450
Printer Canon iP110
Cat6 Ethernet Cable 10' Cable Exchange CAX-C6-SHLBU-

SR-10FT
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Table 3-2. Voting System Equipment (continued)

Component | Manufacturer | Model #
Central Scan Imaging Server
Server SuperMicro SC813MTQ-R400CB
Smart-UPS 1000
Watts/1500VA LCD 230V APC SMC1500
. CAX-C6-SHLBU-
Cat6 Ethernet Cable 10 Cable Exchange SR-10ET
Monitor Dell SE2416HX
Keyboard Logitech MK120
Mouse Logitech MK120
MPSM
Laptop Dell Latitude E5450
Removable Storage Device:
128GB USB Flash Drive PNY P-FD128TBOPGE
Laptop Security Bracket Computer Selcnucrlty Products, CSP-4020
5S700 Eaton 5S700
Local Network Switch Netgear JGS516
Surge Protector Tripp-Lite ISOBARG6ULTRAHG
\ CAX-C6-SHLBU-
Cat6 Ethernet Cable 10 Cable Exchange SR-10ET

EBM (DRE and/or OpScan)

Tablet Dell Venue 11 Pro 5130
Dell Venue 11 Pro POS Stand iPadsimple IBS-002-1004
Enclosure
Activation 4-inch Token Tray Everyone Counts 002
LED Light Pickogen B013U47A5A
USB 3.0 Gigabit Ethernet and J5Create JUHAT0
3-port Hub
1 ft Extension USB Blue Right
Angle USB 3.0 Type A Male to Smays GAZEWALL19810035
Female Adapt
Headphone Extension Cable iMBAPrice iMBA-PS-06 MF
Printer Canon iP110
Surge Protector Tripp-Lite ISOBARGULTRAHG
. CAX-C6-SHLBU-
Cat6 Ethernet Cable 10 Cable Exchange SR-10FT
Hub Enclosure Everyone Counts PVV-EOC001

EBM-Accessibility

ATI Storm Interface EZ05-222013
Sip/Puff Device Origin Instruments AC-0313-MU
Headphones Koss KPH7
USB/Ethernet Hub J5Create | JUH470

TP-EOC-2016-01.02
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Table 3-2. Voting System Equipment (continued)

Component | Manufacturer | Model #
Ballot Box
. Fortress Lander
Ballot Box Container PakFlatt Model: 1.0
Scan Station
Ballot Box Scanner Kodak 730EX
Uninterruptible Power Supply
(UPS) Eaton 55700
. CAX-C6-SHLBU-
Cat6 Ethernet Cable 50 Cable Exchange SR-50ET
Ballot Bag
Provisional Ballot Bag | Election Source BA-51
Central Scanning Scanner
Scanner Kodak 14250
Scanner Kodak 13400
Scanner Kodak 12820
Uninterruptible Power Supply
(UPS) APC SMC1500

3.3 Test Materials

This subsection lists all test materials required for the performance of the test campaign.

The materials required for testing of the eLect Quad Audit v.4.4.0 include all materials to enable the test
campaign to occur. This includes the applicable software and equipment as well as the TDP, test support
materials, and deliverable materials. A detailed list of the consumables required for each implementation
of the eLect Quad Audit v.4.4.0 system in contained in the Everyone Counts document RF-1505

Consumables.

3.4 Deliverable Materials

This subsection lists all materials delivered as part of the voting system to the users.

All materials delivered to the end user as part of the eLect Quad Audit v.4.4.0 System are detailed in the

Everyone Counts Configuration Items Register (Document No. DOC-1101). This document provides

detailed information for all software, hardware, and TDP documents.

TP-EOC-2016-01.02
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4.0

4.1

Test Specifications

Certification testing of the eLect Quad Audit v.4.4.0 submitted for evaluation will be performed
to ensure the applicable requirements of the EAC 2015 VVSG 1.1 and the EAC Testing and
Certification Program Manual are met. Additionally, all EAC Request for Interpretations (RFI)
and Notices of Clarification (NOC) relevant to the system under test will be incorporated in the
test campaign. A complete listing of the EAC RFIs and NOCs is available on the EAC website.

Requirements

To evaluate the eLect Quad Audit v.4.4.0 test requirements, each section of the EAC 2015 VVSG
1.1 will be analyzed to determine the applicable tests. The EAC 2015 VVSG 1.1 Volume |
Sections, along with the strategy of evaluation, are described below:

Section 2: Functional Requirements

The requirements in this section shall be tested during the FCA and System Integration Test.
This evaluation will utilize baseline test cases as well as specifically designed test cases and will
include predefined election definitions for the input data.

Section 3: Usability and Accessibility Requirements

The requirements in this section shall be tested during the Usability and Accessibility Testing.
This evaluation will utilize baseline test cases as well as specifically designed test cases and will
include predefined election definitions for the input data. Pro V&V will review the results of
Summative Usability Testing performed on the system.

Section 4: Hardware Requirements
The requirements in this section shall be tested and/or evaluated by personnel verified by Pro
V&V to be qualified to perform the testing.

Section 5: Software Requirements
The requirements in this section shall be tested utilizing a combination of review and functional
testing during the Source Code Review, TDP Review, and FCA.

Section 6: Telecommunications Requirements
The requirements in this section shall be tested utilizing baseline test cases as well as specifically
designed test cases.

Section 7: Security Requirements
The requirements in this section shall be tested during the Source Codec Review, Security Tests,
and FCA.

Section 8: Quality Assurance and Configuration Management

The requirements in this section shall be tested throughout the test campaign. This testing will
utilize a TDP Review in conjunction with the Source Code Review and PCA to determine
compliance to the EAC 2015 VVSG 1.1 requirements and the requirements stated in the
Everyone Counts technical documentation. The review of the Quality Assurance and
Configuration Management documentation will focus on Everyone Counts’ adherence to its
stated QA and CM processes.
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4.2

Throughout the test campaign, Pro V&V personnel shall maintain a test log identifying the
system and equipment under test and any records of deviations to the test plan along with the
rationale for performing the deviations. Pro V&V shall also utilize an internal bug tracking
system to record and track all issues and/or discrepancies noted during the test campaign.

Mapping of Requirements to Equipment Type and Features
This information shall be included in the EAC online matrix tool (VRT).

Rationale NA Requirements

All EAC 2015 VVSG 1.1 requirements, with the exceptions listed below, will be evaluated as
part of this test campaign.

o Volume I, Section 7.6 (Use of Public Networks)

e Volume I, Section 7.7 (Wireless Communications)

e Volume I, Section 7.8 (Voter Verifiable Paper Audit Trail Requirements)

The rationale for not evaluating the eLect Quad Audit v.4.4.0 to the indicated sections is
described in following table. Specific requirements that are excluded from this test campaign are
identified in the EAC online matrix tool.

Table 4-1. Not Applicable Requirements

EAC 2015 VVSG Version 1.1

1 3 1 9
Volume I, Section Rationale for ‘Not Applicable

This system does not support transmission over public

7.6
networks.
7.7 No wireless technology is utilized in this system.
78 This system does not contain a Voter Verifiable Paper Audit

Trail (VVPAT).

Hardware Configuration and Design

The eLect Quad Audit v.4.4.0 system operates in two environments/locations: the central location
and the polling place. Each location type utilizes a distinct hardware set. Each location
incorporates servers or laptops containing versions of eLect Quad Audit and associated election
settings/data.

The following six devices run different functions within the voting system:

e Central Server
The Central Server at the central location is the primary system device and runs eLect
Quad Audit (Voting) and eLect Administration. All official tabulation occurs on the
Central Server. The Central Server is comprised of COTS hardware and is connected to
COTS UPS devices for soft shutdown during power interruptions.
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Central Scan Imaging Server
The Central Scan Imaging Server is a COTS rack server attached to the Central Server
and is used solely for software image processing of centrally scanned mail-in ballots.

Master Poll Station Machine (MPSM)

MPSM laptops are located at the polling place and contain the same version of the
election configuration, but are not configured with eLect Administration; therefore, they
do not contain the full eLect Quad Audit voting system.

Air-Gapped Encryption/Decryption Device

An air-Gapped COTS laptop running eLect Security Suite only on Ubuntu desktop is
used to generate encryption key pairs during the pre-election setup stage and used to
decrypt vote data during post-election processing

eLect Administration Access Machine
The eLect Administration Access Machine is the COTS laptop that provides access to the
eLect Administration and is the user interface for all election management functionality
in the eLect Quad Audit voting system.

Local Network Switch

The Local Network Switch is a COTS network switch that provides Ethernet
communications between the Central Server, Central Scan Imaging Server and the eLect
Administration Access Machine.

4.3 Software System Functions

The eLect Quad Audit v.4.4.0 system includes the following proprietary software components:

eLect Quad Audit
The eLect Quad Audit voting system is the platform that provides election administrators
with the tools to manage elections.

eLect Administration Dashboard
eLect Administration is the user interface for the Admin User. It contains various system
modules for election creation and management.

Poll Station Management Console
The eLect Poll Station Management Console is the user interface that is accessed through
the poll station EBM to the poll worker.

eLect Central Scanning
eLect Central Scanning is incorporated within eLect Administration.

eLect Quad Audit
eLect Quad Audit is the core software module of the voting system.

el ect Security Suite
elLect Security Suite is a utility application that provides encryption and decryption
services.
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The eLect Quad Audit v.4.4.0 system also includes modified and unmodified third-party
components, and external library items, as previously detailed in Table 3-1.

Test Case Design

Test cases are designed based on the manufacturer’s design specifications and the relevant
technical requirements set forth by the VVSG. Test cases shall be examined based on the
following aspects of the voting system:

e Hardware qualitative examination design
e Hardware environmental test case design
e Software module test case design and data
e Software functional test case design

e System level test case design

Test cases shall provide information regarding the sequence of actions to be performed for the
execution of a test, the requirements being met, the test objective, test configuration, equipment
needed, special requirements, assumptions, and pass/fail criteria. Once the test cases are finalized,
they will be validated and published for use in the test campaign. The validation of the test case
will be accomplished by Technical Review and Approval. This validation will include the
following: confirmation of adequate test coverage of all requirements; confirmation that test case
results are not ambiguous and gave objective pass/fail criteria; and conformation that any
automated test suites will produce valid results.

Hardware Qualitative Examination Design

The voting system hardware with the exception of COTS Central Count shall be subjected to the
tests specified below. Testing will be performed by personnel verified by Pro V&V to be
qualified to perform the test. Pro V&V will utilize a third-party test facility for performance of
the majority of the electrical and environmental tests. All pre/post-tests shall be conducted by Pro
V&V personnel.
Electrical Tests:

o Electrical Power Disturbance

o Electromagnetic Emissions (Radiated & Conducted)

o Electrostatic Disruption

o Electromagnetic Susceptibility

e Electrical Fast Transient

e Lightning Surge

e Conducted RF Immunity

e Magnetic Fields Immunity

e Electrical Supply
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Environmental Tests:
e Bench Handling
e Vibration
e Low Temperature Non-Operational
e High Temperature Non-Operational
e Low Temp Operational
e High Temp Operational
e Humidity Non-Operational
e Humidity Operational

e Acoustic

4.4.1.1 Mapping of Requirements to Specific Interfaces

4472

443

This information shall be contained in the EAC online matrix tool.
Hardware Environmental Test Case Design

No previous examinations have been performed on the eLect Quad Audit v.4.4.0. The voting
system hardware shall be subjected to the tests specified in section 4.4.1. Testing will be
performed by personnel verified by Pro V&YV to be qualified to perform the test. Pro V&V will
utilize a third-party test facility for performance of the electrical and environmental tests. All
pre/post-tests shall be conducted by Pro V&V personnel.

Software Module Test Case Desigh and Data

Pro V&YV shall review the manufacturer’s program analysis, documentation, and module test case
design and shall evaluated the test cases for each module with respect to flow control parameters
and entry/exit data. As needed, Pro V&V shall design additional test cases to satisfy the coverage
criteria specified in Volume Il, Section 7.2.1.

Component Level Testing will be implemented during the FCA for each component and
subcomponent. During the Source Code Review, Compliance Builds, and Security Testing, Pro
V&V will utilize limited structural-based techniques (white-box testing). Additionally,
specification-based techniques (black-box testing) will be utilized for the individual software
components.

Pro V&V shall define the expected result for each test and the ACCEPT/REJECT criteria for
certification. If the system performs as expected, the results will be accepted. If the system does
not perform as expected, an analysis will be performed to determine the cause. The test will be
repeated in an attempt to reproduce the results. If the failure can be reproduced and the expected
results are not met, the system will have failed the test. If the results cannot be reproduced, the
test will continue. All errors encountered will be documented and tracked through resolution.
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4.5

4.6

Software Functional Test Case Design and Data

Pro V&YV shall review the manufacturer-submitted test plans and data to verify that the individual
performance requirements specified in the EAC 2015 VVSG 1.1 and the TDP are reflected in the
software. As part of this process, Pro V&V shall review the manufacturer’s test case design and
prepare a detailed matrix of system functions and the test cases that exercise them. Pro V&V shall
also prepare a test procedure describing all test ballots, operator procedures, and the data content
of output reports. Pro V&YV shall define abnormal input data and operator actions and design test
cases to verify that the system is able to handle and recover from these abnormal conditions.
During this review, emphasis shall be placed on those functions where the manufacturer data on
module development reflects significant debugging problems, and on functional tests that resulted
in high error rates.

Pro V&V shall define the expected result for each test and the ACCEPT/REJECT criteria for
certification. If the system performs as expected, the results will be accepted. If the system does
not perform as expected, an analysis will be performed to determine the cause. The test will be
repeated in an attempt to reproduce the results. If the failure can be reproduced and the expected
results are not met, the system will have failed the test. If the results cannot be reproduced, the
test will continue. All errors encountered will be documented and tracked through resolution.

System-Level Test Case Design

System Level testing will be implemented to evaluate the complete system. This testing will
include all proprietary components (software, hardware, and peripherals) and COTS components
(software, hardware, and peripherals) in a configuration of the system’s intended use. For
software system tests, the tests shall be deigned according to the stated design objective without
consideration of its functional specification. The system level hardware and software test cases
shall be prepared independently to assess the response of the hardware and software to a range of
conditions. These tests include: Volume, Stress, Usability, Accessibility, Security, Performance,
and Recovery.

Security Functions

The objective of the Security Testing is to evaluate the effectiveness of the voting system in
detecting, preventing, recording, reporting, and recovering from security threats. To evaluate the
integrity of the system, Pro V&YV shall develop specifically designed test cases in an attempt to
defeat the access controls and security measures documented in the system TDP. A threat matrix
shall be created to determine the risks and vulnerabilities. An evaluation of the system shall be
accomplished by utilizing a combination of functional testing, source code review, and Fortify
SCA. All findings will be reported to the EAC and Everyone Counts.

TDP Evaluation

In order to determine full compliance with the EAC 2015 VVSG 1.1, three phases of TDP review
shall be conducted:
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Initial TDP Review: The first review is performed to determine whether the TDP submitted is
complete enough to perform TDP review. This is an abbreviated review. Each document is
read to determine whether it provides enough description of the submitted voting system
components and whether it at least generically addresses VVSG requirements. The results of
the review are used in determining contractual requirements for the test campaign.

Compliance Review: This review is conducted on a document-by-document basis to
determine if every regulatory, state, or manufacturer-stated requirement has been met based
on the context of each requirement. This review does not address consistency or
completeness of documents. The review is more complex than the initial TDP review.
Results of the review of each document are entered on the TDP Review Checklist and are
reported to the manufacturer for disposition of any anomalies. This process is ongoing until
all anomalies are resolved. Any revised documents during the TDP review process are
compared with the previous document revision to determine changes made, and the document
is re-reviewed to determine whether subject requirements have been met.

Consistency/Completeness Review: The third TDP review is completed after the review for
compliance has been performed (the Consistency/Completeness TDP Review may overlap
the Compliance Review in part). This review is to ensure the information included in the TDP
documents is consistent across documents, especially in component naming, software and
firmware versioning, and the hardware, software, and firmware included with the voting
system submitted for testing. Any revisions to a document during the TDP review process
which affect other documents must also be revised. As with the other TDP reviews, the TDP
Review Checklist is utilized to report any anomalies to the manufacturer for resolution, if
required. The TDP review continues until all anomalies have been satisfactorily resolved.

A listing of all documents contained in the eLect Quad Audit v.4.4.0 TDP is provided in Table 4-

Table 4-2. eLect Quad Audit v.4.4.0 TDP Documents

Title Document Rev.
DOC-1101 Quad Audit 4.4.0 Configuration Items Register v4.4.0,r1.8
ST-1202 System Setup Overview v.4.4.0,r1.1
ST-1205 eLect Administration Access Machine Setup v.4.4.0,r1.0
ST-1206-0OPS Dell Venue 11 EBM Setup Instructions v.4.4.0,rl.1
ST-1206-DRE Dell Venue 11 EBM Setup Instructions v.4.4.0,r1.0
ST-1207-0OPS Ballot Box Setup v.4.4.0,r1.0
ST-1208 Building the Imaging and Transfer Service Files v.4.4.0,r10
ST-1209 Building an Imaging Server on Supermicro v.4.4.0,r10
ST-1210 Installing Ubuntu v.4.4.0,r1.0
ST-1212 Building an Ubuntu Linux 1SO v.4.4.0,r1.0
ST-1214 Deploying the Air-Gapped Machine with eLect Security Suite v.4.4.0,r1.0
ST-1215 Deploying the Master Poll Station Machine v.4.4.0,r1.0
ST-1216 Deploying the Central Server v.4.4.0,r10
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Table 4-2. eLect Quad Audit v.4.4.0 TDP Documents (continued)

Title Document Rev.
OP-1312 System Operations v.4.4.0,r1.0
UG-1400 User Guide: Central Office Hardware Setup v.4.4.0,r1.0
UG-1402 User Guide: Using the Correct Documentation Set v.4.4.0,r1.0
UG-1405 User Guide: Pre-Voting eLect Administration v.4.4.0,r1.0
UG-1406 User Guide: Appendix to User Guide: Pre-Voting eLect
Administration v:4.4.0,11.0
UG-1410 User Guide: Pre-Voting Central Scan Configuration v.4.4.0,r1.0
UG-1415-DRE User Guide: Poll Station Management v.4.4.0,r1.0
UG-1415-OPS User Guide: Poll Station Management v.4.4.0,r1.0
UG-1420 User Guide: Central Scan Ballot Processing v.4.4.0,r1.0
UG-1425-DRE User Guide: Voter Manual v.4.4.0,r1.0
UG-1425-OPS User Guide: Voter Manual v.4.4.0,r1.0
UG-1430-DRE User Guide: Post-Voting Poll Station Management v.4.4.0,r1.0
UG-1430-OPS User Guide: Post-Voting Poll Station Management v.4.4.0,r1.0
UG-1435 User Guide: Post-Voting eLect Administration v.4.4.0,r1.0
UG-1440 User Guide: Quick Reference for System Reports v.4.4.0,r1.0
UG-1445 User Guide: Accessing Audit Events v.4.4.0,r1.0
UG-1450 User Guide: Backing Up and Restoring MPSM Data and the
Election Server v.4.4.0,11.0
RF-1500 eLect Security Manual v.4.4.0,r1.0
RF-1505 Consumables v.4.4.0,r1.0
RF-1510 System Maintenance Manual v.4.4.0,r1.0
RF-1511 System Personnel and Training Manual v.4.4.0,r10
RF-1515 COTS Manuals v.4.4.0
RF-1520 Environmental Data Sheets v.4.4.0
QA-1605 Quality Manual v.4.4.0,r1.0
QA-1610 Configuration Management Plan v.4.4.0,rl.1
QA-1615 System Test Specification v.4.4.0,r10
QA-1616 System Test Reports v.4.4.0,r10
DS-1705 Implementation Statement v.4.4.0,r1.0
DS-1705a Implementation Statement Supplemental: Accuracy Attestation v.4.4.0,r1.0
DS-1710 System Overview v.4.4.0,r1.3
DS-1715 System Functionality Description v.4.4.0,r10
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Table 4-2. eLect Quad Audit v.4.4.0 TDP Documents (continued)

Title Document Rev.
DS-1720 Usability Testing Report v.4.4.0,r1.0
SP-1805 System Hardware Specifications v.4.4.0,r1.1
SP-1806 System Hardware Supplement v.4.4.0,r1.0
SP-1810 Software Design Specifications v.4.4.0,r1.0
SP-1811 Software Design Specifications: General Appendix A v.4.4.0,r1.0
SP-18_11_Software Design Specifications Appendix B: Interface V.4.4.0, 1.0
Description
SP-1811 Software Design Specifications Appendix C : Database Entities v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix D: Introduction v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix E: eLect Security Suite v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix F: ASYNC v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix G: Interface Audit Log
Service v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix H: Interface Bridge
. v.4.4.0,r1.0
Web Service
SP-1812 Software Design Specifications Appendix I: Interface
. : - v.4.4.0,r1.0
Configuration Service
ﬁ/IP(;éSIl(QZ Software Design Specifications Appendix J: Ballot Builder V440, 1.0
SP-1812 Software Design Specifications Appendix K: Administrative Web
. v.4.4.0,r1.0
Service
SP-1812 Software Design Specifications Appendix L: Batch Manager v.4.4.0,r1.0
SP-1_812 Software Design Specifications Appendix M: Notification V.4.4.0. 1.0
Services
g;—\}?c? Software Design Specifications Appendix N: Storage Web V.4.4.0, 1.0
SP-1812 Software Design Specifications Appendix O: Interface User V.4.4.0,rL.0
Manager
SP-1812 Software Design Specifications Appendix P: Core: General v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix Q: Core: System v.4.4.0,r1.0
SP-1812_ Software Design Specifications Appendix R: Core: V.4.4.0,rL.0
Authentication
SP-1812 Software Design Specifications Appendix S: Core: Election V.4.4.0, 1.0
Content
SP-1812 Software Design Specifications Appendix T: Core - Vote Data v.4.4.0,r10
Elli’egt?gﬁ Software Design Specifications Appendix U: Management V.4.4.0,rL.0
SP-1812 Software Design Specifications Appendix V: Voting: Ballot
v.4.4.0,r1.0
Storage And Backup
34
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4.7

Table 4-2. eLect Quad Audit v.4.4.0 TDP Documents (continued)

Title Document Rev.
SP-1812 Software Design Specifications Appendix W: Results Auditing
: v.4.4.0,r1.0
and Logging
SP-1812 Software Design Specifications Appendix X: Results Tabulation v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix Y: Imaging and V440 1.0
Transfer Service Program Specification Part 1 of 2 T
SP-1812 Software Design Specifications Appendix Y: Imaging and vA40 rL0
Transfer Service Program Specification Part 2 of 2 T
SP-1812 Software Design Specifications Appendix Z Management: Poll
Station v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix AA: Voting Session
v.4.4.0,r1.0
Management
SP-1812 Software Design Specifications Appendix AB: Voting: Ballot
. L v.4.4.0,r1.0
Rendering And Navigation
SP-1812 Software Design Specifications Appendix AC: Voting
o v.4.4.0,r1.0
Accessibility
SP-1812 Software Design Specifications Appendix AD: Javascript Code v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix AE: Perl Code v.4.4.0,r1.0
SP-1812 Software Design Specifications Appendix AF: Voting: Ballot
. v.4.4.0,r1.0
Box (Optical scan only)
SP-1812 Software Design Specifications Appendix AG: Voting Ballot
L v.4.4.0,r1.0
Printing (opscan only)
SP-1812 Software Design Specifications Appendix AH - Voting - EBM
v.4.4.0,r1.0
Barcode Scanner
SP-1812 Software Design Specifications Appendix Al: eLect
. . : v.4.4.0,r1.0
Administration JavaScript Interfaces
SP-1812 Software Design Specifications Appendix Al: eLect vA40 10
Administration Architecture Overview T
SP-1812 Software Design Specifications Appendix AK: eLect
.- . v.4.4.0,r1.0
Administration Groovy Interfaces
SP-1813 Third Party Software License Agreements v.4.4.0
SP-1815 System Security Specifications v.4.4.0,r10

Source Code Review

Pro V&V will review the submitted source code to the EAC 2015 VVSG 1.1 and the
manufacturer-submitted coding standards. Prior to initiating the software review, Pro V&V shall
verify that the submitted documentation is sufficient to enable: (1) a review of the source code
and (2) Pro V&V to design and conduct tests at every level of the software structure to verify that

design specifications and performance guidelines are met.
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4.8

5.0

5.1

5.2

5.3

6.0

6.1

QA & CM System Review

The Everyone Counts Quality and Configuration Management Manual shall be reviewed for its
fulfillment of Volume 1, Section 8.1.a and the requirements specified in Volume Il, Section 2.1.
The requirements for these sections establish the quality assurance and configuration standards
for voting systems to which manufacturers must conform. The requirements also require voting
system manufacturers to implement a quality assurance and configuration management program
that is conformant with recognized ISO standards.

As part of the review process, the Everyone Counts TDP documents will be reviewed to
determine if the stated policies are being followed.

Test Data

The following subsections provide information concerning test data recording, criteria, and
reduction.

Test Data Recording

All equipment utilized for test data recording shall be identified in the test data package. The
output test data shall be recorded in an appropriate manner as to allow for data analysis. For
source code and TDP reviews, results shall be compiled in reports and submitted to Everyone
Counts for resolution.

Test Data Criteria

The eLect Quad Audit v.4.4.0 shall be evaluated against all applicable requirements contained in
the EAC 2015 VVSG 1.1. The acceptable range for system performance and the expected results
for each test case shall be derived from the manufacturer-submitted technical documentation and
the EAC 2015 VVSG 1.1.

Test Data Reduction
Test data shall be processed and recorded in the test log book and the relevant Test Cases.
Test Procedure and Conditions

The following subsections detail the facility requirements, test setup conditions, and sequence of
testing.

Facility Requirements

Unless otherwise annotated, all testing shall be conducted at the Pro V&V test facility located in
Huntsville, AL, by personnel verified by Pro V&V to be qualified to perform the test. Unless
otherwise specified herein, testing shall be performed at the following standard ambient
conditions and tolerances:

36
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6.2

6.3

7.0

7.1

e Temperature: 68-75¢ F (£3.6°F)

e Relative Humidity: Local Site Humidity
Atmospheric Pressure: Local Site Pressure

e Time Allowable Tolerance: +5%

Testing performed at third-party laboratories will be subjected to the test parameters and
tolerances defined by the test facility and will be reported in the final Test Report.

Test Setup

All voting system equipment shall be received and documented using Pro V&V proper QA
procedures. Upon receipt of all hardware, an inspection will be performed to verify that the
equipment received is free from obvious signs of damage and/or degradation that may have
occurred during transit. If present, this damage shall be recorded, photographed, and reported to
the Everyone Counts Representative. Additionally, a comparison shall be made between the
recorded serial numbers/part numbers and those listed on shipper’s manifest and any
discrepancies shall be reported to the Everyone Counts Representative. TDP items and all source
code received shall be inventoried and maintained by Pro V&V during the test campaign.

During test performance, the system shall be configured as would be for normal field use. This
includes connecting all supporting equipment and peripherals.

Test Sequence

The eLect Quad Audit v.4.4.0 will be evaluated against all applicable requirements in the EAC
2015 VVSG 1.1. There is no required sequence for test performance.

TEST OPERATIONS PROCEDURES

Pro V&V will identify PASS/FAIL criteria for each executed test case. The PASS/FAIL criteria
will be based on the specific expected results of the system. In the case of an unexpected result
that deviates from what is considered standard, normal, or expected, a root cause analysis will be
performed.

Pro V&V will evaluate every EAC 2015 VVSG 1.1 requirement applicable to the eLect Quad
Audit v.4.4.0 voting system. Any deficiencies noted will be reported to the EAC and the
manufacturer. If it is determined that there is insufficient data to determine compliance, this test
plan will be altered and additional testing will be performed.

Proprietary Data

All data and documentation considered by the manufacturer to be proprietary will be identified
and documented in an independent submission along with a Notice of Protected Information.
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Task Name

TDP
Initial Review
Compliance Review
Final review
Test Plan
Test Plan Creation
Vendor Review & Comments
EAC Review
Test Plan Comment Review & Update
EAC Resubmission Review
EAC Approved Test Plan
Source Code
Source Code Delivered
Source Code Review
Document Review
Compliance Build
System Delivery & Setup
Equipment Delivered
PCA
System Loads & Hardening
Hardware Testing
Electrical Testing
Environmental Testing
System Level Testing
FCA
Telecommunications
Security
Usability
Accessibility
Volume & Stress (System Limits)
Pen Test (Multiple Colors)
Maintainability
Accuracy
Regression Testing
Trusted Build
System Integration
Test Report
Test Report Creation
Vendor Review & Comments
EAC Review
Test Report Comment Review & Update
EAC Resubmission Review
EAC Approved Test Report

Start Date End Date Assigned To% Complete Duration

10/06/16
10/06/16
10720116
03/0217
10/24/16
10/24116
11/22116
11128116
12127116
12/28116
0171617
09/16/16
09/16/16
09/19/16
09/26/16
09/27/16
08129116
08/29/16
08/29/16
09/28/16
11103116
11/03/16
11/08/16
11107116
11107116
1212116
12/289116
01/16/17
0111617
011817
0172517
0172517
01/30/17
02/0217
02/06/17
02/0817
02/02/117
02/02/17
02/2317
02727117
032717
04/0317
0411717

TP-EOC-2016-01.01

03/06/17
10/18/16
03/01/117
03/06/17
0116117
11721116
1172316
12123116
12/28/16
011317
01/1617
09/27116
09/16/16
08/23/16
08/26/16
09/27116
10/04/16
08/28/16
08/25/16
10/04116
12/09/16
1116116
12/09/16
02/14/17
12/20116
12/28116
011317
011717
011717
0172417
01726117
0122717
02/0117
02/0317
02/0717
02/1417
04117117
02/22117
02,2417
03/24117
033117
04/14117
0417117

Diane
Diane
Diane

Wendy
Wendy
Wendy
Wendy
Wendy
Wendy

Jack
Jack
Jack
Jack

Alan
Alan
Alan

Walker
Walker

Alan
Alan
Alan
Alan
Alan
Alan
Alan
Alan
Alan
Alan
Jack
Alan

Wendy
Wendy
Wendy
Wendy
Wendy
Wendy

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%

0%
0%
0%

0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

103d
10d
90d
3d
S6d
21d
2d
20d
2d
10d
1d
8d
1d
5d
1d
1d
27d

1d

25d
10d
22d
67d
30d

10d
2d
2d

geaRg

2d

15d
2d
20d

10d
1d
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Abstract

Implementation Statement Identifies and detalls all products, voting system devices, and voter
accessibliity components required for administration of the eLect Guad Audl Voting System.
The implementation Stafement additionaly lists device capachies and imits. This document
fulflis the requirements In Subsection 3.1.1 of the VVSG 1.1- V.2,

Everyone Counts, InC.
e Quad Auwdi v.£.4.0 DE-1T05 Implementation Staterment r1.2
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1.0 Introduction

elecl Guad Awrait £.4.0 5 an integrated woling system used to administer all aspects of election
manajement and tabwation. The system rms an commenzial af-the-shell {COTS) hardware
located at a Central OMce and Poll Statlons. To ensure the integrity and sesurnty capabliiies of

all system funcionallty, elect Quad Awdt apples a multlievel approach to system access and
securtty. eleact Guad Audi |5 avallable \n efther Opiical Scan mode or DRE mode. Addlibonally,

jurisdictions using Cpiical Scan mode may choose o allow thelr voters wiih disablities to use
DARE mode.

1.1 Related Documentation
The following docwments are elther referenced In of were used In preparation of this document:

& DOC-7707 Guad Awvat £.4.0 Condguration Hems
= EP-T805 Sysiem Hardware Speciicatlons

1.2 System Software Components

The following table lists the primary eLect Guad Aud!f voling sysiem software components and
capabilities.

elec Aoministration The eLect Agminisirafion application ks e gateway o the
elect Guad Audl valing sysiem. Election ofMcals asiess
specilic modwes In the user Inierface 10 manage the election
Ifecycle and all essentlal elemenis of the election.

el ect Central Scanning el ect Candral Scanning Is the alec Agministadion scanning
module used to configure and controd paper baliot condent,
scanning and processing. The settings In this module define

how paper ballots are processed.

eLect Security Sulte eLect Securfty Sulfe Is an application utiity that provides baliot
encryption and decryption seqvices. The application Is wsad In
bwa {2) modes of operation, Stand-Alone and Embedded.

eLect Voting eLect Voting I an eLect Quad Audit component that runs on
the Cenirai Server at the Central OMice and the Master Poil
Sfation Machine (MPSM) at the Podl Station. In the Poll
Station, eLect Voting Is used o collect votes and tabulate
Unofcial results. In the Central OMce, eLect Vating is used o

Everyone Coanls, InC.
ellect Cusd Audh v.2.4.0 DE-1T05 Implementaton Stabement r1.2
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bulld elections prior to voting, recelve voles collecied from Poll

Slations, and 1o accumulate and tabulate both Unamcal and
Offfclal resuits after the election.

Softwars version WI'I'IFI[H"IEI'I‘I numibers are awallable In DOC-1 107 Guad Audk 4.4.0
Configuration Kems Register.

1.2.1 System Software
For 3 compiete list of ail proprietary and thirg-pany system softwars components and version
numb=rs, refer o DOC-T107 QLad AT 4.4.0 Confguatan Bems Regisier

1.3 System Hardware Components
The following table provides a list of primary system handware components for eLect Guad

A,

Ceniral Sanver

The Cenfral Senver Ins on a Linux operating sysiem and is the primany
system device that hosts the elect Quad Audk voting systam, Inciuding
elect Afministration jthe EMS) and aLect Voding (for tabilation). The
Cantral Server Is located In the Central OfMce.

Imaging Server

The imaging Senver provides dedicated Image processing and character
mark recognition for scanned paper ballots only. The Imaging Server runs
on a Windows operating system and Is usad for elect Central Scanning.
The Imaging Server Is located In the Central OfMice.

el
Administration
Apcass Madhine

The elech Adminisiration Access Machine (EAAM) uns on 3 Windows
operating sysiem and Is connecied io the Central Senver, the Central
Scanner, and a printer. Election management activity ks executed using
the el ot Administration Inferface. The EAAM Is localed In the Central
CfMice.

Al-Gapped The Alr-Gapped Machine Is a dedicated COTS Iapiop that Is Isolated

Machins fram ihe voiing system and any network connection. The All-Gapped
Machine hosts eLect Securfly Suffe, which provides ballot encryption and
decryplion senvices. The Alr-Gapped Machine Is located In the Cenbral
Crimice.

Master Pol The Master Poll Statlon Machine (MPSM) Is 3 laptop that runs on a Linux

Station Machine | operating sysiem and Is used to manage the voling process. The election

(MPSM) configuration from the Central Server Is replicated to each MPSM prior to

Pol Statlon dellvery. The MPZEM [s then wired to the Elecironic Eallot

Everyone Counts, Inc.
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Markers (ESME] uslng a local network saiich. MPSMs are located In the
Pol Statlons.

Central Scanner | The Cendral Scanner s 3 COTS Imaging scanner that Is conneci2d to the
eledd Aoministration Access Machine and performs eled Cendral
scanning funcilons. The Central Scanner Is located In the Central Offlce.

Electronic Ballot | The Electronic Balot Marker (EBM) s a COTS tablet that runs on a
Marker [EEM) Windows operating system. The EBM Is used fo mark the ballot and
transmit digital vote data to and from the MPSM. The EBM does not siore
vote data. EBMs are located In the Podl Stabions.

Ballot Box The Ballot Box provkles physical securty for completed ballots. The Ballot
Box |5 located In the Paoll Station and Is used In EIFIHGH| Scan mode l:ll1|]|'.

The Ballot Box Is sed as one (1) unk and consists of three (3) elements:

= Ballol Box Scanner
= Ballod Box Contalner
= Emergency Ballot Container

1.3.1 System Hardware
For a complete list of all sysbem COTS hardware componenis and version numbers, refer to
DOE-1107 Quad Audit 4.4.0 Confguration Mems Regrster.

2.0 Voting System Component Descriptions
This section outines and detalls the separaie hardware components of the eLect Quad Audit

solution. For Information on peripheral accessaries refer 1o SP-1805 System Hardware
Spechications.

2.1 elect Administration and the Central Server

The Central Sarver Is the Linux Ubuniu coerating system sanver for the elect Guad Aude
solution. This sa2mver hosis elect Agdministranon, the elect Secuyily Sulfe, and eLact Central
Scanning. Access 1o eLeact Adminisiradion |8 inltated when the Central Server |6 connecied o
the elect Adminlstration Access Machine. The Central Sarver also deploys the election
configuration to the MPSMs; uploads saved and encrypied vote data from the MPSMs; and
tabulates, reports, and siores vole data.

Cantral Server
= SuperMicro Server; Model: SCE13MTQ-R200CE

Everyone Courrls, nc.
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2.2 elect Secunty Surte and the Air-Gapped Machine

Thne All-Gapped Maching Is the COTS iaptop that runs the el ect Securly Suffe SoMWare on
Limux Ubuntu. The elect Secwity Sute Is used io generate encryption key palrs during the
pre-slection setup stage and o decrypt encrypted vote data during post-slection data
processing. The Alr-Gapped Maching Is a dedicated machine that ks never connected to another
device beyond the approved data transter wsing remowable flash drves. It |5 1s0lated from the
rest of the voting sysiem, and from any network connaction.

Alr-Gapped Maching
« Del Latitude Laptop; Model E5450

2.3 elect Central Scanming and the Imaging Server

The Imaging Server runs on a Windows 5.1 Pro operating sysiem and |s a dedicated senver for
elect Cenfral Scanning functionality. 1t 16 used to run Recostar (3 third-party cobical characier
recognition [OCR] Image processing software) In conjunciion with eLect Cenfral Scanning to
provide Image processing and character mark recognition for scanned paper ballots only.

All scanning device components ane COTS hardware and are connected to COTS

Unintemuptable Power Source (UPS) devices to provide power In the event of a power
Intzrmuption. These UPS devices send a signal to the senvers for a graceful shutdown In the

avent of a power Intermupdion.

Imaging Sarver
= SuperMicro SCE13MT-RA00CE

Scannars

The eLect Central Scanning functionality supports three (3) levels of scanners depending on
'ﬂ'H'I:ILEI'IF'LI'I and gverall volume needs of the clenl. The dignt can chopss ang [l:lﬂrﬂ'IE- BCanner
models listed below.

= Kodsk Scanners:
o Maodel 14250 - Recommended for @Erge countlies (100,000+ vobers)
o Model: 13400 - Recommendad for small and mediwm cowntes (25,000 to 100,000

wolers)
o Model: 12320 - Recommended for small countles (25,000 or fewer vobers)

2.4 elect Quad Audit Voting and Poll Station Components

The primary Poll Sation hardware devices usad by el ect Quad Awdt Varng ane the Master Poll
Stabion Machine (MPSK), the Electronic Ballot Marker (EBM), and the Ballot Box. The Ballot

Sox |5 uw=ad DHI}' for E'p'ﬁ['-d Secan moda,
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2.4 1 master Poll station Machine
The MPSM operaies on 3 Linux Uburtu operating system and connects drecty 1o the EBMs.

MP5M functions:

# Scans the Manage Poll Station token on the EBM to open the Poll Siation and display
the Pall Station Managemeni Console menu

= Generatss the Diagnostc Report to review system status before the sian of 3 vobing
Eesslon

« Displays an election-specific ballot with a defined balat style to the EBM after the pol
worker scans the Voting Sesslon nitabian token for the woler

= Recslves, encrypis, and sbares digital wabe data from the EEM In DRE mode and
additionally from the Balkot Box In Optical Scan made.

= Contains the Poll Siatlon dataibase and replicabes voie data o the Ceniral Server
database after close of the Poll Stathon
Closes the elecilon by means of the Poll Station Management Console
Tabulates wabes for an unofclal result and exparts Audit Evends from the Poll Siation

Mastar Poll Station Machina
= Del Latfude Laptop
o Wodel: ES450

2_4.7 Electronic Ballot Marker

The EBM operates on 3 COTS tablet using a Windows operating system and s connected to
the MPSM via ethemet. In the Poll Statlon, every two (2) ESMs are plugged Into a surge
protector, which |s plugged into a3 grownded wall owtlel. A pol worker Initlates operatlon by
scanning the Manage Pol Siatlon token. The poll worker can then scan a Voling Session
Initiation token to display a ballot for a vater.

The proper ballot style displays for the voler wha then marks the ballot using the touchscreen
an/or peripheral device{s) Tor accessibillty. Volers approve and submit thelr ballot cholces by
Interacting with the EBM tablet. In Optical Scan mode, the voler prints the baliat and scans It on
the Ballot Box scanner, where It Is fad Into the Ballot Box container.

Opbical Scan Mode Only
The ballot print event ks recoded as an unconfirmed vote awalting Ballot Box valldation.
After the ballot Is printed, the vater places the ballot In the privacy sleeve provided and
moves to tha Baliot Box. At the Ballot Box, the voler Insarts the printed paper balkot Into
the Ballot Box Scanner. The scanned ballot automatically feeds from the scanner Into
the Ballot Sox.
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When voiers complete thelr seleciions and submit thelr ballpds, the EEM s2nds volte data to the
MPISM, where 3 screen capiure of the completed ballot |15 taken. The sysiem then resels the

EEM Lo its Inftlal state while walting for the poll worker o scan the next Votiing Session initlabion
token.

Elactronle Balof Marker [EBME)
= Dl Venwe Pro 11 Tablet

o Wodel: 5130
= Canan PIXMA Printer

o kodel: IP110

7.4 .3 Ballot Box (Optical Scan Mode Only)
The COTS Ballot Box combination ks designed to provide physical sacurtty for all baliots. Cast

balkots are only accessible If the security seals are remaved, and the Ballot Box I wihih the
atiached scanner |5 ed, or If the emengency ballot contalner s uniocked for use by aporoved
personnel. The Ballot Box conialing B own UPS.

Ballot Box Hardwars

= PakFlatl Forress Lander
o Maded: 1.0

« Kodak® Scan Statlon
o Model TIIEX

1.0VW5G Conformity Assessment

All system components recorded In this Implementation Statement conform o WVWSE 1.1, 2015
standards.

4.0 Voting Variations Supported
The eLect Administration dashboard Is the system’s user interface containing the functionality

for managing voting vanations. These voting vanations are controliad by tools provided In eLlect
Adminisration for creating elections and specific settings within Individual elecilons.

All election settings from any previously created election can be copled and Imporied Into newly
created elections while maintaining the funcionality to change any avallabie satling 1o suppon
the following vanations:

» Ballot mtation supports twa (2) methods only:
- Rotabion set by Precinct
o Rotation welghted by number of registered voters per Preginct
s Closed Primanes
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Nonpartisan OMces

Open Primaries

Partisan OMces

Primary Presidentlal Delegation Nominations
Provisional or Challenged Ballots

Spllt Precincts

Straight Party Voling

Vote for N of M

Wirfie-in Voling

B B R B R OB B B

4.1 Voting Variations Mot Supported
The fallowing voting variabions are nat suppored by tooks I eLect Administation:

Cumulativa

|:I'B¢E-E-F‘EIT!|I' Endarsement
Proportional Representation
Rankad Crder Voing
Recall Issues, with options

® B B B @

5.0 Device Capacities and Limits
This section proviges imfarmation about sysiem dayice capaciies and Imits.

5.1 Central Server Capacities and Limits
This section gescribes Central Server capachies and Imis.

5.1.1 Central Server Capacities

The Central Server contains all centrallzed el et Guad Audi voling system software, Including
the el et Administration gashboard, which Is the election managpement user inbarface for elect
Guad Ak functionallty. The Central S2nver also mns el ect Cenial Scanming, and hosts
glegtion management ooks and the election configuration In eLect Agministaiion. The Central
Server also sarves 3s the primary host for all eleciion and vole data.

Cantral Ssrver Funciiona:
= ACciesses the functonallty of the Cenia! Scanming module In elect Adminksfration far
scanning of paper absantee, prowisional, and other scanned paper ballot types
= Arndhbvas election Infmation
Assigns candidates to conlests
Cownts and tabulatas:
o Balots
o DMl vole tolaks
= [Creates:
o Rolesiusers and defines permissions
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Creates ballot Iayouts for paper and digital
Creates ballot map for digital ballods
Barcoded Voting Session inftiation tokens
Barcoded Manage Poll Station tokens
s Creates and edts:
o Contests
o Candidates
= Creates reporis for
o Audit Events
Pre-Election
Sysiem
Audit
Fillered Resuits
ContestiCandidate
ContestiCandidate detalled
Precinct
District
Poll Station
Pall Station I'EFI-BI'l-E are ?EI'IE'IETEH pEr MPSM. If there s mona than ons
(1) MPSM In a Pall Station, the reports are not aggregated.
= Voter Parficipation
Defines and l'."rﬂl'l'ﬂ'm.ll'E-E he sleciion
Exports encrypted vote fiies for fransfer to the Ar-Gapped Machine
= Ganeratzs:
o System-wide Audit and Event logs and codes
o 5}'5-1Eﬂ1 notifications and stabus MEEE3qES far the E-}'-EtEI'I"I and databas=
= Impons:
o Dalot data
o Decrypted vote fles for tabulation
Imporis and aggregates Poll Station databases from MPSMs
Monitars system
Previews baliots
Provides data preview
Replcates and exports election configuration o each MPSM In the jurisdiction
Sats:
Voting perods
Voling process
Voting rules
Scanning nules

# B B B B @
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5.1.2 Central Server Limits

The Caniral S&rver can rn I:ll'll}' oine I:':l acilve elecilan; [ cannat nun r‘I1IJ|'|I||'.HE Acilve slschans.
Caniral Sarver namsas cannol exceed 3 maxdmum of e [Iﬁnumen-: I:|-g|'|E Far E-Iﬂ'ﬂpl-l!-, i1,
20, oF c59 are I‘-BE'FIZEIDIE.

5_1.3 elect Administration Limits
Candidate names have a limilt of 130 characiers er can didate name. Ll:ll'lg candidate names
limit baliot style configurabion. To accommadate this imittation, users should adjust the

candidate name length. Visual Inspection and corfimmation to verity name display Is performed
during the ballot configuration process on both the digital baliots and the scanned paper ballots.

5.2 Air-Gapped Machine Capacities
This section describes the capacities af the Alr-Gapped Machine.

§.2.1 elect Security Suite Capacities
The Alr-Gapped Machine hosts eLect Securlty Sufte, which |s the security application and user

Interface for encryplion and decryption.

Alr-Gappad Machine funcilons:

Creates encryption/decryption key pairs
Impons encrypied voie data downloaded from votes flie
Stones encryption key pairs for vole encryption
Siores secumity keys and vote data on Mies using Advanced Encryption Standard (AES)
and RSA technigues
= Unlocks and downloads the election configuration In the MPSM with the security
NEys
Encrypis Vol ballots 3 they are stored In the MPSM
Generates Votes egd file to collect and store votes during the election
Decrypts vote data post election
Stores decrypted vaobe data In an XML file for fransfer to the Central Server for
tabulation

#® B B B

5.3 Master Poll 5tation Machine Capacities and Limits
This sectipn gescribes the capacites and limis af the Masier Poll Station Machine.

§.3.1 Master Poll Station Machine Capacities

The MPSM connects to the Poll Station netaork for commaunication io the EBME (for Optical
Scan mode and DRE mode) and Ballot Box Scanner (for Optical Scan mode only), and contalns
the el ect Guad Avai voting appiication.

MPSM functions:
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= Sipres election data including ballot styles, contests, candikdates, volers, vote data,
eleciion ID, date and time

« Opens the Podl Station

» Delvers proper ballot styie to EEMS

» Iniiates woting ses5lons with Input from the ESM

» Colects baliot marking data

s Authenficates ballots submitied

» Closes the Poll Station

= Displays repors

L] EﬂI:I}'FIbE- and sipres woies and ballots and screen ['rmtl.ll'E |IT'IEE-E from the EEMS

= Authenficates ballots submitied to the Ballot Box (Optical Scan mode oniy)

= Encrypts and siores scanned paper vobe coples from the Ballot Box scanner (Optical
Scan mode only)

» FRepicates encrypted data back to the Central Senver

» Tabulates the unoMcial results of the assoclated Poll Station

Zenes the Dallot cownter

5.3.2 Master Poll Station Machme Limits
The MPSM cannot atter election data after the configuration Is defined and pulled from the
Caniral Server.

The MPSM cannot excaed the folowing Imitatkns:

= A maximwen of 1,000 devices (named 000 to 999}
e A maximun of three {3) diglts when naming the MPSM after naming the Central Sernver
with two [2) digits, for example, CXX-pEYYY

5.4 Electronic Ballot Marker Capacities and Limits
This section sescribes the capacities and limits of the Electronic Ballot Marker.

5.4.1 Electronic Ballot Capacities
The EBM connects to the MPSM wla ethemst.

EBM Tuncticns:
s Scans Manage Poll Statlon tokens
o Inmalizes the Poll Station Management console
Opens the Poll Station
Displays reports
o Toggles between Opfical Scan paper baliot printing mode and Accessible DRE
made.

Everyone Counts, Inc.
elled Cuad Audit v.£ 4.0 DE-1705 Implementation Statement r1.2

Page 14 of 28
Confidential and Proprstany

B 15
TP-EOC-2016-01.01



= In Opfical Scan mode, 3 DRE (paperiess) balot s avalable to voters with
accessiblity needs. Optical Scan Is not avallable In DRE mode. This
option |s only avallable In Optical Scan mode.
= Scans Voling Sesslon Initation tokens
= Recalves digital ballots from the MPSM
o Displays dighal ballots In browser window
= Mavigates digital ballots audibly and visually, and In multiple languages when
multiple languages are supported and translated content is provided
= Marks Ballots
= Through tablet touchserean capabiities
= Through use of USE enabded five (S) button device jaccessibllty)
= Through use of USE enabied slp and pult davica (accassibilty)
Reviews ballot selections and allows for changes
Producas 5oreen gm of ballot s=lections
= Prints ballet from Ballot Printer (Optical Scan mode only)

5.4.7 EBM Limits
The following st gascnbes EBM Bmits:

= Two (2) EBMS per MPSM
s One (1) surge protecior ks used for every two (2) EBM tabikats In the Poll Station
= Opbical Scan mode only

= One (1] Eaton UPS |s usad for every two {2) Ballot Printers

The fiollowing st describes funclions that are out of scope Tor the EBM:

Aller any election data or setlings beyond 3 single ballot voting sesslon
Siore any election data on the dewics
# In the following Instances, an emor displays and the vober must restart the voting sesslon
with assistance from a pol worker
= [MHsplay the baliof without a connection o MPSM
= Mark the baliot without a connection o MPSM
Raview the ballot without a connection o MPSM

5.5 Poll Station Report Printer and Ballot Printer Capacities and Limits

The following saction provides capachies and imits for the Ballot Prnter (Optical Scan) and Pol
Sitation report printar {DRE mode) that ks attached o the ESM.

Paper Size: US Standard 8.5 x 11 Inches
Paper Color: White

Paper Weight: 24 b

Capacity: Up io 50 sheets In feader tray

® B B @
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Balot printer functons:

= In Opfical Scan mode, the Ballot Printer prints a paper copy of the voter's dighal baliot
Eelesdions wih the associalied Dancode.

= In Opiical Scan mode, the poll worker aiso uses the printer to print device and Poll
Station reparts from an EBM.

Poll Station report printes:

= In DRE mode, the poll worker uses the Poll Stafion Report Prinier to pnt device and
Pall Station reporis from an EBM.

5.6 Ballot Box Capacities and Limits (Optical Scan Mode Only)
This sectipn describes the capaclies and limits of the Ballod Box, whizh Is the combination
scanning device and Balot Box contalner receptacia for paper ballot coples.

5.6.1 Ballot Box Scanner Capacities
The fallowing st cutines Ballot Box Scanner t35Ks:

s Accepis paper coples of digital baliots printed from the EBM

= Approves of denles Poll Siation paper ballots wsing scanned Information In the printad
QR barcoss on the Poll Stabion paper ballot
Pravents eniry of any wnscanned balots o Eallot Box
Provides a separate locked emergency ballot containes that hoids up to 300 ballots

» Displays the count of submitted Poll Station paper ballots with Input from MPSM
This count Includes all scanned ballots and DRE {paperiess) submissions In Optical
Soan mode.

6_6.2 Ballot Box Scanner Limits
The following st descrives Balot Box Imitations:

= Cannot reverse roll a paper ballot once accepied from the Ballot Box scanner and
passed Into the Eallot Box Contalner

= Does not maintaln the ballot counter without connection 1o MPSM (Malntained on the

MPSM, and dispiays on Ballot Box display screen)
o Keeps device Ifetime counter for maintenance puposes that Is not displayed on

sCresn

Does not store elaction data or vole data on the device

Wl not duplicate scanning of Indlvidwal baliats

Cannot operate as a Balot Box Scanner without connection to the MPSM

The Emergency Ballot Container s accessible with proper security protocols at any time

& @ & @
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5.7 Imaging Server Capacities and Limits
The following sections describe capacities and Iimits for the Imaging Server, which runs In a
Wingows operating system envinonment.

5.7.1 Imaging Server Capacities
The tollowing st dascrbes the functons of the ImzaJing Server funciions:

& Decodes and analyzes Batch Coninol Shests
= Detemmines the marks on a ballot
= [Generates
o [Bakal Tester Sheels
o [PDF flles Tar Babch Control Sheets
= Handles corvershon of Imagea 1o warous formats for FII'EE-EI'I'E'H-M In the user Interface
= |denifes
o Balot Styles with the barcode on each ballot
o AMY low confidence marks
= Reads and venfes ballad r'nan:lngs after ballod E-{El'll'llﬂg
= Peromms
o Image reglsiraton, rotation, desbewing, and allgnmsant for ballots
o Sanity checks 1o ensure each baliot has t=en capiured successiully

5.7.2 Kodak Scanner Capacities
The following seciions provide speciic capacities for sach Kodak scanner supported.

5 7.2.1 Kgdak #4250 Eil:i:'t':'
s B.5¥ 11 Inch ballots
& B.5x 14 Inch ballots
= 11 %17 Inch ballods
L
-

Dupiex scan supported
Input Capacity: Up to 500 sheats

5 7.2.7 Kodak 13400 Eil:i:'t':'
E.5 x 11 Inch ballots
E.5 ¥ 14 Inch ballots

Dupiex scan swpportad
Input Capacity: Up io 150 sheats

B.5 x 11 Inch ballots
B.5 x 14 Inch ballots

Duplex scan supportad
Input Capacity: Up fo 50 sheets
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§.7.3 Central Scanning Paper Ballot Limits
This section provides spacific paper ballot Imitations for the Central Scanner.

Paper Slze
s U5 Lefler (8.5 x 11 Inches)
* U.5. Legal 8.5 x 14 Inches)

s 1.5, Ledger (11 x 17 Inches)
= This slze I5 only supported by the Kodak 14250 scanner.
Paper Color
e White
o Recycled paper Is not accepted due o Imperfections In the paper color

Papar Welght
The elect Cenfral Scanning module operates with the following recommendad and tesied paper
fypes to reduce bleed-through:

Hewlett Packand: U.5. Letter, Bright White, Ink|et, 221
Hammemlll: U.5. Letter, White, 25k

Hammemlll: U.5. Legal, White, 2&k

OMce Depot ULS. Ledger, White, 2010

8 & @

Printing Accuracy

Anchars are expecied 1o b2 5 mm from the edge of the paper. The system can manage an emos
of +/~ 10 mm and automaticaly scales the scanned Images, but It is recommended not o
excaed an armor of more than £/~ 5 mm.

5.7.4 Central Scanning Limits

Central Scanning supparts masimum Datch sizes of up to S04 ballots, and deck lpads of 100
sheets or fewer on the scanner. Batches can be paused between scanner reloads, of when
Image processing continues Tor the batch, allowing for the display of scanned Images to be
adged o the Images In the babch.

Papsr Ballot Limlis:
= Ewvery candidate name and contest name must be uniquely d@ifferant from all others on
the ballot or In the ekection.
o If twD candidatas have the same first and a6t name, a diferentiator such as
middie initlal, party afiiation, etc. must be placed with the candidabe name to
ansure the proper dispiay of tabulation resulis at the close of the alection.

Faor example, If two candidates have the name, John Smith, the names can
display @5 John E. Smith and John R. Smilth.
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5.7.5 Ballot Pens
Tesied ballot pens for optimal scanning and Imaging Inchude:

= Paper Mate Inkjoy 300 Ballpoint Pen
o Fine Pen Point Type
= 0.7 mm Pen Point Size
Black Ink
Transpareni Bame!

o 12/ Dozen per box
o Part Number PAP1T56482
= Pilot Precise V7 Premium Rolling Bal Stick Pen
o Fine Point
Slack Ink
0.7 mm
Part Number 26020

6.0 Supported Languages ldentification

The following languages are supporied In wiitien, digital, and audio formats by the elect Quad
Audk voting system:

English
Spanish

Bengall

Kaorean

Chinese

Visnamese

Mon-written language awdio support

#® B B ® B B @

7.0 Voter Accessibility Components |dentification

The following wober accessiblity componenis are supponed by the elect Quad Audit voting
SYELEM:

= Siomm Intedace Switch, Keypad; Mode] EZD5-223013
=« Orgin Instruments Mut-User Sip'Pulf Breeze with Headset, Moded AC-0313-MU
& Koss KPHT On-Ear Headphones

7.1 Voter Accessibility Components Capacities and Limits

The elect Quad Andl serves assigned ballot styles to the EBM, presenting a visually accessible
nallot with optlons for visually Impakred users and an audio ballot with audile user-driven

aptions for blind vaobers. When voters Inferact on the touchscreen andion on accasskbilty
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devices, the interface marks the Dakot on the EEM. The vote data 16 encrypied using the
Integrated elect Secunfy Sulfe tool and then sent to the MPSM.

7.1.1 Voter Accessibility Component Capacities
The following st describes the capadily of accessbilty support components avallable to voters
an the EBM:

= Nisual impalments
Headphones and Me 5-bution swhch provides visualy Impaired volers with audibie
Instructions Tor navigating the ballot, salecting candidates, and confirming and casting
voltes.

» Heanng Imparmenis
Headphones suppon hearing Impalred vobers by allowing volums control and adjestment
1o convey awdible instruciions and Teedback used to navgate the ballot, selecting
candldates, confirm selections, and casting the baliot.

= Cognilve Impalrments
Headphones are used to support vOlErs who may be literate, cognitively impaired, or
lack English proficiency. Audibie Instructions and feedback are provided to navigate the
ballot, select candidates, confinm selections, and cast the baliot

» Physial Impalmments
The slp and pull device with Headset with LUSB Intesfacs and the S-button switch 5 wsed
to support physically Impaired voters by providing a method for the vaber to navigate the
ballot, select candidates, confimm sslections, cast the ballod, and recalve feadback.

= Al Yolers
Digital and audio voter Instrections are provided In natural and plain language with the
optlons o select a larger Tont size and to alow the woier o control the rate of
Instructions, feedback, pausing, and repatition

NOTE
« The audio baliod Instructions, feedback, and messaging use the text that displays on

the digital balkot Instructions, feedback, and messaging.

7.1.2 voter Accessibility Components Limits
This section provides system companant imitations for accessiblify devices used with the
Electronic Ballot Marker (EBM) In the Pol Siatlon.
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EEM Limits:
Supports only English and Spanish for text to speach audio; all other languages

supported by user uploaded pre-recorded audio

Headphones and digital ballot dispiay only

Does not suppont wibters who are both Dlind and deaf

Appendix A: Device Capabilities Table

The following table provides a desciption of device characheristics and assoclaled capabiliies.

1 Active Elections (Central Sener-Sased) 1
2 Mumb=r of Presincts in Election 3000
3 Splits per Precinct (Mot exceeding Total Precingt -
spilts)
4 Mumiber af Gistrics In Eleciion (Mot exceeding 400
35 precincts assigned to one( 1} District)
5 Total Precinet splits In Elecilon 3500
& Parflas In Genaral Elechon 24
E Farfizs In F'I'Il'l'lﬂ'j' Eleciion - with crossaver on 10
EBM
& | Number of Languages In ane 1] election
(Supported languages Inclde English, Spanish, -
Epengﬂl. Karean, Chinese, Vielnamese,
rion-writhen
Contest per Ballod Style (not exceeding Conbasts 150
10 | perelecdon)
11 Measures per Election a0
12 | Characier Limit per Measure Descripiion 1,600 {25 character imit before 3
space ks required far print layout
Everyoine Cowmls, Inc.
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purposas on the Central Scan
Ballots)

13 | Character Limit per Candidate 100 total characters (15 character
limit before 3 space Is required for
print layout purpose on the
precinct ballot); Central Scan
ballot layout length of single
gcandldate names will HIEPTIZI
muitipie in2s, imiting the number
of candidates displaying per
coniest

14 | Character Limit per Write-in Candldate 50

15 | mstruction Blocks per Election 20

16 Character Limit (1) Insinicton Baox [1E-It I]|B¢I] 1.000; Instrection bHock on any
page of Central Scan baliot
reduces column length of that
conest, thiss having Impact on the
candidates per contest that can be
dsplayed.

17 | Character Limit per Paper Ballot (nstructions) | 1.250; Instruction iock on front
page of Central Scan baliot
reduees colwmn |El'lg1|'i of frond
page contests, this having Impact
on the candidates per condest that
¢an be displayed on the same
page.

13 Headers per Election 10a

13 Candidates per ajection [I"I1-EI candigate Hame 3 000

lines per contest imit mentioned in liem #15) :
20 | Lines for Candidate Names: B.5 ¥ 11 Inches - 25 ines for
For digital and scanned paper ballots, Imitations candiate names
on the number of candldate names per conbast
are the sams. B.5 ¥ 14 Inches - 34 lines for
candidate names
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1 x 17 Inches - 17E Ines for
candidate names with contest
column wrapping

21 Wode Tor M of M 20
22 Prnter Paper - Voting Station (EBM Ballot

Paper)

In the Pol Station, printer paper Is wsed at the oz il

EBM for ballots and the MPSM for reparts far

Oplical Scan moge only. In DRE mode, printer

paper 15 only used for repors.
23 | Podl Station Ballots Processed (Maximum

volume per Ballot Box)

The Inner Baliot Box can be removed and

replaced with replacement Inner Ballot Box mid -

election neaded. '

The Ballot Box and Inner Ballot Box 15 used for

Oplical Scan mode only, the Baliot Box Is nod

used for DRE mode.
24 | Emergency Ballot Container jmounted on side of

Ballot Bow)

300

The Emergency Baliot Container Is used in

Oplical Scan mode only.
25 MPSMs Simultaneowsly Loading 3
26 | Flle slze upioad lmit for previously saved

clections Elol4d KB
27 Central Serder 1D naming Digrtal Limit 2 diges {cXX)
28 | MPSM ID naming digital imit 3 dights (PEYYY)
29 | Mumber of unigue MPSM names allowed In

single election 1,000

(Exampie: c11-pel00 1o cd1-ps999]
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3 #r-Gapped Machine Stored Election Limit 1,000
31 | EBM responsa fime, In seconds 2
32 Elkecilons per MPSM 1
33 Elecilons per UEH (backup o MPEM) 1
34 EBMs per Poidl Stathon 2
35 Character Limit per Measure [Contest) e 1235 {15 character imit before 3
space ks required for print Iayout
purpoEs an the precinet ballot)
36 Character Limit for Balkat Tiile 254 (25 character imit betare 3
space ks required for print Iayout
purposas on the Central Scan
Ballots)
a7 Character Limlt for Header 125 (15 character limit before 3
space ks required for print Iayout
PUrpoES an e precine: ballot)
383 | Partes In Primary Election - with Crossover on N
Central Scan -
a9 Mumiber af Total Contests In Eleciian 20a
40 MNumbar of Poll Sations in Election [Mat 000
excesding number of Precincts in election)
MHOTES
» The Imis defined In this table cannot be applad simultaneowsly at maximum levels.
= In some cases, conflicts may exist bataaen the maximum lImits stated.
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A1.1 Candidates per Contest on Scanned Paper and Digital Ballots

A user can only get the trwe imit by cbsarving the paper ballot layout; the number of candidates
Is Wiciated by the total member of lines In 3 single colwmin.

= Limitations o the number of candidate names per conbest are Dased on the following

aEEUMpHans:
o Each name takes only ane (1) ine In the contest column

o An &-point font size
One (1} line Tor a contest header
One (1} line Tor a contest description

= 7 a candidate name wraps Info a second line, the total number of candidate names Is
reduced by one (1) for each wrapped line.

= Addiional t2xt in a colwmn, for examgle In the Ballot header and ballo? description,
Turthies limits the nemoer of possibbe candidates.
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Revision History

1.0

QaM4:2016

Iniial Draft

Everyone Counts

1.1

QL2016

Updated EEM Nmita In the following
gecilons:
& 2432 Flechonic Ballot Marker
= 542 FBM LImEs
s Appendix A System Limits Table, Row
34

1.1 Related Documentation
= Agded this section

2.0 Voting Syatem Componsnt Descriptions
= Added s2ntence refemring to SP-1805 to

introductory paragraph

5.3.1 Maater Poll Station Machine Capacities
& Edited Infroductory senience

5.5 Poll 5tatlon Repoert Printer and Ballo
Printsr Capacifies and Limits
« Edited paper weight to say 24 Io Instead
of a range

M. HEliman

T. Pamy
T. Fellows

1.2

11222016

1.2 System Software Componants

= Appenged document name with
“Reglster for * DOC-1101 Quad Audt
4.4.0 Configuration Items Reglster”

s Updated elect Voting definttion

1.3 S_r-ETB.I'H Hardwara ﬂmpﬂHﬂHEE
« Updated Baliot Box gescription

2.3 el act Cenmral Scanning and the Imaging
Server

T. Tallaferra
E.Cosgmove
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= Remaoyved |last two sentences of 2nd

paragragh
= Updated section to diferentiate the

Imaging Server and scanning device
components [Scanners)

2.4.2 Elacrronic Ballor Marker
= Mpdfed second sentencs In first
paragraph to clanfy two EBMs per surge

protector

4. 1.1 Canmal Sarver Capacines
# Updated FiRered Resulis sub-bullets to
comeciy refliect cument options

5.4.1 Elecmmonic Ballor EH'F-HEHI-E'E

« (Changed “Poll Station Manageament
console and menu of commiands” ta
“Pol Station HHH-HQEI"HEI'IT console” In
bauliet tiem 1

« Aoged Information to Manage Pol
Station tokens bulliet liem fo ciarty
Accessble (paperiess) option in Optical
Scan mode In bullet Bem 4

5.4.2 EBM Limits
s Updated bullets
& Added the word Shat™ to second
introduciony sentence

5.8.1 Balor Box Scanner Capacimas
e Kodifled bullet liems 1, 3, and 5

5.7.3 Cenwal Scanning Paper Ballor Limits
s Updated bullet liem 3 o danfy LS.
Ledger support
7.1 Vorer Accessibiiny Componens
Capacimes and Limis
s Updated last sentence In first paragraph

Appendix A - Device Capabiines Table
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s Changed section name from Appenoly
A Sysfem Limits Tabie and modified

Coening paragraph
Remaoved “per Cownty= from row 1

Updated bmits for the following
characteristics:
o Mumber of Precincts v Election
Mumber of DISHActs n Electon
Tafal Precinct spitts in Election
Number of Languages in one (1)
alection
Lines for Candidate Names
MNumber of Poll Siabions in
Eleciion
= Updated exampile In Number of unigue
MPZM names alowed In single ekection
= Added Noies fo botiom of tabie
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