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1 Introduction 
This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance 
summarizing the federal voting system certification testing of the Dominion Voting Systems, Sequoia 
WinEDS 4.0 voting system to the Federal Election Commission Voting System Standards 2002 (VSS 
2002).   
 
The Sequoia WinEDS 4.0 test campaign is an initial EAC Certification.  It incorporates an Election 
Management System and five voting devices, two of which include two hardware models.  

 The WinEDS election management system for ballot preparation and central count functions; 

 The EDGE2plus touch screen Direct Recording Electronic (DRE) video and audio voter editable 
ballot devices with accessible ballot inputs for voters with manual dexterity limitations (models 
CO.3 and CO.4); 

 The EDGE2plus Model 305 touch screen Direct Recording Electronic (DRE) video device; 

 The Edge II touch screen DRE video voter editable ballot devices with peripheral hardware to 
support audio ballot and a Voter Verified Paper Audit Trail (VVPAT); 

 The Optech Insight and Optech Insight Plus precinct count optical scanners; and  

 The Optech 400-C central count optical scanner. 
 
During the certification test campaign, Sequoia Voting Systems was purchased by Dominion Voting 
Systems.  For the purposes of this final report, Sequoia WinEDS 4.0 refers to the voting system under 
test during this federal test campaign.  
 
The purpose of this document is to provide an overview of the certification testing and findings.  The 
complete list of the systems names, major subsystems, version numbers and any interfacing devices is 
detailed in Section 3 - Voting System Identification.  Additional details of the design, structure, and 
processing capabilities are identified in Section 4 - Voting System Overview. 
 
This certification test campaign included a Physical Configuration Audit (PCA) of the Sequoia WinEDS 
voting system which included a review of the documentation and source code submitted in the 
Technical Data Package (TDP) to the requirements of the VSS 2002.  
 
A Functional Configuration Audit (FCA) of the Sequoia WinEDS voting system included a review of the 
testing performed by Dominion to: 

 The requirements of VSS 2002; 

 The WinEDS voting system specifications of the Sequoia TDP; and 

 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
The FCA also includes identification of the scope of testing, a test plan, customization of test cases, 
system configuration management, test execution, and analysis of the test results 
 
Certification testing was performed in compliance with the requirements of VSS 2002, Volume 2. The 
test record included all test executions and reviews.  All test executions and reviews included the record 
of requirements that were satisfactorily and unsatisfactorily completed to the accept/reject criteria 
identified in Appendix A, deficiencies noted, reports to Dominion, software and manufacturing 
resolutions, validations of resolutions and documentation of incorporation of resolutions into the voting 
system.   During all phases of the certification testing iBeta provided Dominion with regular status 
reports. 
 
iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado.  The company is a 
full service software testing laboratory providing Quality Assurance and Software Testing for the 
business and interactive entertainment communities.   Testing was conducted at iBeta in Aurora, 
Colorado. 
. 
iBeta Quality Assurance accreditations for the testing of voting systems to the federal standards include  

 National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL) 

 Election Assistance Commission Voting Systems Test Lab (VSTL) 
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Non-core hardware environmental testing is outside iBeta’s test accreditation scope as a VSTL. This 
testing was performed at the following subcontractors: 

 Criterion Technology, 1350 Tolland Road, P.O. Box 489, Rollinsville, CO  80474 

 Oracle®  Advanced Product Testing (APT), 1601 Dry Creek Drive Suite 2000, Longmont, CO  
80503 

 Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806 

 Intertek  Testing Services NA, Inc., 1795 Dogwood, Suite 200, Louisville, CO  80027  
 
Exclusions: 
The following functions are excluded from the WinEDS 4.0 voting system and therefore not tested in this 
certification effort: 

 Access to incomplete election returns or interactive queries;  

 Telecommunications: No voter authentication, ballot definition, individual vote records, or voter 
lists are transmitted via telecommunications; and  

 Shared Operating Environment: WinEDS 4.0 does not share an environment with other data 
processing functions. 

 
In addition, the submitted voting system does not have components that are used external to the voting 
functions.     
 
The WinEDS Voting System components supported by the WinEDS 4.0 Voting System that are not part 
of the certification effort include: 

 Advantage D10; 

 Ballot Printing System (BPS); 

 WinEDS Bridge Tool; 

 Eagle model optical scanners; 

 Extended Services modules Teamwork and Vote Sim; and  

 The EDGE2plus VVPAT printer which was withdrawn from the federal certification during this 
test campaign. 

 

1.1 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing. 

Table 1 Internal Documents 
Version # Title Abbreviation Date Author (Org.) 

v1.0 Voting Certification Master 
Services Agreement-Statement 
of Work 

MSA contract 
- SOW 

30 May 2007 - 22 
June 2007 

iBeta Quality Assurance 

 VSTL Procedures    

v3.0 Voting Deliverable Receipt 
Procedure 

 February 9, 2010 iBeta Quality Assurance 

v2.0 PCA Document Review 
Procedure 

 February 4, 2009 iBeta Quality Assurance 

v1.0 Witness Build Procedure  April 7, 2008 iBeta Quality Assurance 

v2.0 Trusted Build Procedure  January 23, 2009 iBeta Quality Assurance 

v2.0 PCA Source Code Review 
Procedure 

 April 21, 2009 iBeta Quality Assurance 

v2.0 8051 Assembler Review Criteria  April 21, 2009 iBeta Quality Assurance 

v3.0 80x86 Assembler Review 
Criteria 

 April 21, 2009 iBeta Quality Assurance 

v4.0 C-Sharp Review Criteria  March 3, 2009 iBeta Quality Assurance 

v5.0 C and C++ Review Criteria  March 2, 2009 iBeta Quality Assurance 

v3.0 Java Review Criteria  April 21, 2009 iBeta Quality Assurance 

v2.0 PowerScript Review Criteria  April 21, 2009 iBeta Quality Assurance 

v3.0 SQL Review Criteria  April 21, 2009 iBeta Quality Assurance 

v3.0 Visual Basic Review Criteria  April 21, 2009 iBeta Quality Assurance 

v3.0 VB.Net Review Criteria  April 21, 2009 iBeta Quality Assurance 

v2.0 Z80 Assembler Review Criteria  April 21, 2009 iBeta Quality Assurance 

v5.0 Test Case Preparation   February 9, 2010 iBeta Quality Assurance 
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Version # Title Abbreviation Date Author (Org.) 

and Execution Procedure 

v4.0 VSTL Test Planning  Procedure  May 23, 2008 iBeta Quality Assurance 

v4.0 VSTL Certification Report 
Procedure 

 April 24, 2008 iBeta Quality Assurance 

iBeta  Project Documents    

 Code and Equipment Receipt 
WinEDS 4.0.xxx 

 September 1, 2010 iBeta Quality Assurance 

 PCA Document Review WinEDS 
4.0.xxx 

 September 7, 2010 iBeta Quality Assurance 

 FCA Document Review WinEDS 
4.0.xxx 

 February 25, 2008 iBeta Quality Assurance 

 EAC Clearing House Catalog for 
Sequoia 

 July 1, 2010 iBeta Quality Assurance 

 Sequoia PCA Configuration   September 7, 2010 iBeta Quality Assurance 

 PCA and FCA Discrepancy 
Report WinEDS 4.0.xxx 

 September 7, 2010 iBeta Quality Assurance 

v3.0 WinEDS v. 4.0 VSTL Test Plan Test Plan April 17, 2009 iBeta Quality Assurance 

 FCA Telephony and 
Cryptographic Test Case 
WinEDS 4.0.xxx 

 July 26, 2010 iBeta Quality Assurance 

 Sequoia FCA Security Review 
WinEDS 4.0.xxx 

 September 7, 2010 iBeta Quality Assurance 

 FCA Security Test - Linux 
Configuration Test Steps - 
WinEDS-4.0 

 August 31, 2010 iBeta Quality Assurance 

 FCA Security Test - Windows  
Configuration Test Steps - 
WinEDS-4.0-IL 

 August 27, 2010 iBeta Quality Assurance 

 FCA Security Test Case -- 
Network Ports Steps-
WinEDS4.0-IL 

 August 17, 2010 iBeta Quality Assurance 

 FCA Security Test Case -- Serial 
Ports Steps - WinEDS4.0 

 December 29, 2009 iBeta Quality Assurance 

 FCA Accuracy Test Case - DRE  March 26, 2010 iBeta Quality Assurance 

 FCA Accuracy Test Case - 
Optical Scan  

 5  November 2009 iBeta Quality Assurance 

 FCA Environmental Test Case 
WinEDS 4.0.xxx 

 September 7, 2010 iBeta Quality Assurance 

 FCA Characteristics Test Case 
WinEDS 4.0 

 June 17, 2010 iBeta Quality Assurance 

 General 1 - CO System TC 
WinEDSv 4.0.xxx, v.0, v.1, v.2 

 v.0:  December 8, 
2009 
v.1: June 3, 2010 
v.2: August 27, 2010 
v.3: September 7, 
2010 

iBeta Quality Assurance 

 General 2 - MI System TC 
WinEDSv 4.0 v.0, v.1 
(Regression 1) 

 v.0: January  7, 2010 
v.1: June 14, 2010 

iBeta Quality Assurance 

 General 3 - IL System TC 
WinEDSv 4.0 

 8 September 2009 iBeta Quality Assurance 

 General 4 - PA System TC 
WinEDSv 4.0.xxx 

 14 December 2009 iBeta Quality Assurance 

 Primary 1 - WA System TC 
WinEDSv 4.0.xxx 

 5 January 2010 iBeta Quality Assurance 

 Primary 2 - WI System TC 
WinEDSv 4.0.xxx 

 29 December 2009 iBeta Quality Assurance 

 Primary 3 - AZ System TC 
WinEDSv 4.0.xxx 

 6 January 2010 iBeta Quality Assurance 

 Primary 4 - IL System TC 
WinEDSv 4.0.xxx v.0, v.1, v.2 

 v.0: November  24, 
2009 
v.1: December 8,  

iBeta Quality Assurance 
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Version # Title Abbreviation Date Author (Org.) 

2009 
v.2: June 2,  2010 

 Volume 1 - Closed Primary - IL 
System TC WinEDSv 4.0.xxx 

 March 1, 2010 iBeta Quality Assurance 

 Volume 1A - Closed Primary - IL 
System TC WinEDSv 4.0.xxx 

 March 1, 2010 iBeta Quality Assurance 

 Volume 2 - General - WA  
System TC WinEDSv 4.0.xxx, 
v.0, v.1 

 v.0: March 8, 2010  
v.1: March 9, 2010 

iBeta Quality Assurance 

 General 3R -IL System Level  
Regression TC WinEDSv 4.0 
(Regression 1) 

 June 11, 2010 iBeta Quality Assurance 

 General 4R - PA System Level  
Regression TC WinEDSv 4.0 
(Regression 1) 

 June 17, 2010 iBeta Quality Assurance 

 Primary 1R - WA System Level  
Regression TC WinEDSv 4.0 
(Regression 1) 

 June 10, 2010 iBeta Quality Assurance 

 Primary 2R - WI System Level  
Regression TC WinEDSv 4.0 
(Regression 1) 

 May 27, 2010 iBeta Quality Assurance 

 Primary 3R - AZ System Level  
Regression TC WinEDSv 4.0 
(Regression 1) 

 June 3, 2010 iBeta Quality Assurance 

 Volume1R System Level 
Regression Test Case (Closed 
Primary - IL) 
(Regression 1) 

 July 8, 2010 iBeta Quality Assurance 

 HAAT90 R2 System Level 
Regression Test Case 
(Regression 2) 

 July 19, 2010 iBeta Quality Assurance 

 400C Merge System Level 
Regression Test Case 
(Regression 1) 

 June 24, 2010 iBeta Quality Assurance 

 400C Network System Level 
Regression Test Case 
(Regression 1) 

 June 23, 2010 iBeta Quality Assurance 

 

1.2 External Documentation 
The documents identified below are external resources used to in certification testing. 

Table 2 External Documents  
Version # Title Abbreviation Date Author (Org.) 

 Test Plan Approval Letter  April 23, 2009 Election Assistance 
Commission 

 Help America Vote Act HAVA October 29, 
2002 

107
th

 Congress 

NIST Handbook 
150 2006 
Edition  

NVLAP Voting System 
Testing 

NIST 150 February 2006 National Voluntary Lab 
Accreditation Program 

NIST Handbook 
150-22 

NVLAP Voting System 
Testing 

NIST 150-22 October 2007 National Voluntary Lab 
Accreditation Program 

 Federal Election 
Commission Voting System 
Standards 

VSS April 2002 Federal Election 
Commission 

 EAC Decision on Request 
for Interpretation 2007-04, 
2005 VVSG Vol. 1 Section 
3.1.3 

Interpretation 
2007-04 

October 29, 
2007 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2007-05, 
2005 VVSG Vol. 1 Section 

Interpretation 
2007-05 

November 6, 
2007 

Election Assistance 
Commission 
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Version # Title Abbreviation Date Author (Org.) 

4.2.1 (Testing Focus and 
Applicability) 

 EAC Decision on Request 
for Interpretation 2007-06, 
2005 VVSG Vol. 1 Section 
4.1.1, 2.1.2c &f, 2.3.3.3o and 
2.4.3c&d. (Recording and 
reporting undervotes) 

Interpretation 
2007-06 

November 7, 
2007 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-01, 
2002 VSS Vol. II, Section 
4.7.1 & Appendix C 
2005 VVSG Vol. II, Section 
4.7.1 & Appendix C 

Interpretation 
2008-01 

February 6, 
2008 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-02, 
Battery Backup for Optical 
Scan Voting machines 

Interpretation 
2008-02 

February 19, 
2008 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-04, 
Ballot Production - 
Alternative languages 

Interpretation 
2008-04 

May 19, 2008 Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-05, 
Durability 

Interpretation 
2008-05 

May 19, 2008 Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-06 
Battery Back Up for Central 
Count 

Interpretation 
2008-06 

August 29, 
2008 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-07 
Zero Report 

Interpretation 
2008-07 

August 27, 
2008 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-08, 
Automatic Bar Code Reader 

Interpretation 
2008-08 

August 1, 2008 Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-09, 
Safety (NRTL) 

Interpretation 
2008-09 

August 25, 
2008 

Election Assistance 
Commission 

 EAC Decision on Request 
for Interpretation 2008-10 
Electrical Fast Transient 
(EFT) 

Interpretation 
2008-10 

August 26, 
2008 

Election Assistance 
Commission 

 EAC Decision on VVPAT 
Accessibility 

Interpretation 
2009-01 

October 5, 
2009 

Election Assistance 
Commission 

 EAC Decision on Alternate 
Languages 

Interpretation 
2009-02 

September 29, 
2009 

Election Assistance 
Commission 

 EAC Decision on Batter 
Back Up for Central Count 
Systems 

Interpretation 
2009-03 

September 28, 
2009 

Election Assistance 
Commission 

 EAC Decision on Audit Log 
Events 

Interpretation 
2009-04 

August 5, 2009 Election Assistance 
Commission 

 EAC Decision on T-Coil 
Requirement 

Interpretation 
2009-05 

June 25, 2009 Election Assistance 
Commission 

 NOC 07-05: Voting System 
Test Laboratory (VSTL) 
responsibilities in the 
management and oversight 
of third party testing. 

NOC 07-05 September 7, 
2007 

Election Assistance 
Commission 

 NOC 08-001: Validity of Prior 
Non-core Hardware 
Environmental and EMC 
Testing 

NOC 08-001 March 26, 2008 Election Assistance 
Commission 

 NOC 08-002: EAC Mark of NOC 08-002 May 16, 2008 Election Assistance 
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Version # Title Abbreviation Date Author (Org.) 

Certification Final Commission 

 NOC 08-003:  Conformance 
Testing Requirements 

NOC 08-003 July 30, 2008 Election Assistance 
Commission 

 NOC 09-001:  Requirements 
for Test Lab Development 
and Submission of Test 
Plans 

NOC 09-001 May 1, 2009 Election Assistance 
Commission 

 NOC 09-002:  Laboratory 
Independence Requirement 

NOC 09-002 May 4, 2009 Election Assistance 
Commission 

  NOC 09-003:  De Minimis 
Change Determination 
Requirements 

NOC 09-003 September 18, 
2009 

Election Assistance 
Commission 

 Voting System Testing and 
Certification Program 
Manual 

 1 January 2007 Election Assistance 
Commission 

 Voting System Test 
Laboratory Program Manual 

 21 July 2008 Election Assistance 
Commission 

 Sequoia Reuse of Hardware 
Testing Letter 

 24 July 2009 Election Assistance 
Commission 

 Sequoia Reuse of Hardware 
Testing Letter 

 29 September 
2009 

Election Assistance 
Commission 

 

1.3 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 
System Identification. 
 

1.4 Test Report Contents 
The contents of this Test Report include:  

 Section 1: The Introduction - identifies the scope of certification testing. 

 Section 2: The Certification Test Background identifies the process for the Physical and 
Functional Configuration Audits. 

 Section 3: The Voting System Identification identifies the system configuration including 
hardware, software and the Technical Data Package documentation. 

 Section 4: The Voting System Overview identifies the overall design and functionality of voting 
system. 

 Section 5: The Certification Review and Test Results are the methods and results of the testing 
effort. 

 Section 6: The Opinions & Recommendations of the acceptability of the voting system. 
Test Operations, Findings and Data Analysis are in the appendices.   

 Appendix A: Certification Test Requirements  

 Appendix B: Source Code Reviews  

 Appendix C: PCA TDP Document Reviews 

 Appendix D: FCA Test Results 

 Appendix E: Discrepancy Report 

 Appendix F: Warrant of Accepting Change Control Responsibility  

 Appendix G: Trusted Builds  

 Appendix H: Amended Test Plan 

 Appendix I: State Test Reports 

 Appendix J: Sequoia Voting System Implementation Statement 

 Appendix K: EAC Certification Number & Voting System Configuration 

1.4.1 VSTL Program Manual Format Trace 
Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific 
format as does the Notice of Clarification (NOC) 09-004.  The format of this report follows the 
recommended outline stipulated in the VSS 2002 Vol. 2 Appendix B.  As these documents indentify 



VSTL Certification #-pending 

Page 12 of 78          (V)2010-08Sep-001(A) 

placement of information in different locations a trace is being provided to clarify the location of the 
specified content in this report. 
 

Table 3 Trace of the Test Report to the VSTL Program Manual and EAC NOC 09-004 
EAC VSTL Program Manual Appendix B Test Report - VSS 2002  Vol. 2 Appendix B 

1. System Identification and 
Overview 

1. 
3. 
4. 

Introduction  
Voting System Identification 
Voting System Overview 

2 Certification Test Background 2. Certification Test Background 

2.1 Revision History 2. Certification Test Background 

2.2 Implementation Statement 2. 
7.9 

Certification Test Background 
Implementation Statement  

3 
3.1 

Test Findings and 
Recommendations 
Summary Finding and 
Recommendation 

4.3.1. 
 

Certification Review and Test Results 
Opinions & Recommendations 

3.2 Reasons for Recommendation 
of Rejection 

N/A Not applicable; no recommendation of rejection 

3.3 Anomalies (may also be 
identified as discrepancies, 
issues or defects ) 

 
 
 
Appendices: 

A 
 
 

B 
 
 

D 
 
 

E 

Provides a general description of how anomalies 
were encountered and reported during testing. 
 
Appendix A traces the VSS requirements to the 
specific anomalies. 
 
Addendum to Appendix B contains software related 
source code discrepancy detail. 
 
Appendix D Tables: "Issues Opened" traces the 
specific anomalies to the relevant software build. 
 
Appendix E, PCA and FCA Discrepancy Report, 
provides the discrepancy number, date, tester, 
location, description, and VSS 2002 requirement 

information about anomalies encountered during 
document reviews and testing. 

3.4 Correction of Deficiencies  
 
 
Appendices: 

A 
 

B 
 
 

D 
 
 

E 

Provides a general description of how deficiency 
corrections were confirmed. 
 
Appendix A traces the VSS requirements to the 
specific closed anomalies. 
 
Addendum to Appendix B reflects pass criteria for all 
reviewed source code. 
 
Appendix D Tables: "Issues Closed" traces the 
specific anomaly resolutions to the build  
 
Appendix E, PCA and FCA Discrepancy Report,   
provides the vendor responses and resolution 
validations for anomalies encountered during 
document reviews and testing. 

Appendix A Additional Findings  Appendices: 
A 
 
 
 
 

D 
 

Appendix A: Certification Test Requirements contains 
"should" and "not applicable" requirements.  
Comments provide rationale and references to 
relevant EAC Interpretations or Notices of 
Clarification. 
 
Appendix D: Supported Voting Variations of the VSS 
2002 Section 2.2.8.2 identifies "unsupported" optional 
functionality. 

Appendix B Warrant of Accepting Change 
Control Responsibility 

Appendix 
F 

Warrant of Accepting Change Control Responsibility 

Appendix C Witness Build Appendix 
G 

Trusted Build and Validation Tools  
documents the Witness of the Trusted Build 
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EAC VSTL Program Manual Appendix B Test Report - VSS 2002  Vol. 2 Appendix B 

Appendix D Test Plan  Appendix 
H 

Test Plan 

Appendix E State Test Reports Appendix 
 I 

State Test Reports 

  Appendix 
J 

Implementation Statement 

  Appendix 
K 

EAC Certification Number 
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2 Certification Test Background 
Earlier versions of products in this effort completed qualification testing under the outdated NASED 
program.  These earlier versions are in use, as permitted under the laws of the various states.  Under 
the EAC program, all systems submitted must be fully tested as a new system.  As such the WinEDS 
4.0 Certification test campaign is an initial certification to the 2002 VSS. 
 
As part of their application for Certification Testing, Sequoia Voting Systems submitted their 
implementation statement (see Section 7.10) for the WinEDS 4.0 voting system.  Certification testing of 
the Sequoia WinEDS 4.0 voting system included a Physical Configuration Audit and a Functional 
Configuration Audit.  Daily status reports were sent to Dominion certification management staff and 
iBeta project test staff.  These reports included project activity status, issues, and other relevant 
information.  Weekly status calls were held with the EAC, EAC Reviewers and Dominion.  Upon request, 
iBeta provided the EAC with information to clarify the testing, test process, schedule, and interim 
discrepancy reports. 

2.1 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 
 

Table 4 Terms and Definitions 
Term Abbreviation Definition 

Detachable Audio Voting Control 
(ABLE-D) 

ABLE-D Audio voting control for the EDGE2plus which 
provides blind, dexterity challenged Voters and 
Voters with reading limitations an easy way to 
vote independently, using an Audio or a Sip & 
Puff interface.  It can be detached from the base 
unit, attached only by its coiled power/data cord. 

APS External Printer (Model 
UTG300) 

UTG APS External Printer, which is used to print and 
physically record votes and provide election 
reports for the EDGE2plus (this component is 
not part of the certified voting system) 

Audit Trail Memory Audit Trail Cartridge Removable memory cartridge, which contains 
an unalterable randomized electronic record of 
all votes cast during an election.  Identical data 
is stored on the Results Cartridge for the voting 
system. 
If an Audit Trail Cartridge is present in the aux 
port, the event log data will be written there as 
well. 

AVC Edge  Edge II Sequoia Voting Systems’ stand-alone DRE 
polling place voting machine that incorporates a 
color LCD integral touch screen, integrated 
(voter) privacy flaps, poll worker panel, internal 
memory for storing ballot data and voting 
records, removable results cartridge, and 
protective & public counters. 

Card Activator Card Activator A component of the AVC Edge that serves as 
the voter’s access to the AVC Edge (Edge II) 
direct-record electronic touch-screen voting 
system by use of a Smart Card (aka Voter 
Card). 

Direct Recording Electronic DRE An electronic voting system that utilizes 
electronic components for the functions of ballot 
presentation, vote capture, vote recording, 
tabulation and logically & physically integrated 
into a single unit. 
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Term Abbreviation Definition 

Edge Audio Voting Accessory  E-AVA The audio voting device provides an unassisted, 
private & secure voting experience for the 
visually impaired.  The voter listens to a spoken 
audio presentation of the ballot while using the 
audio voting device to navigate through the 
ballot and cast their vote.  

Edge Aux Power Unit  Provides emergency power for up to two AVC 
Edge for a minimum of two hours. 

EDGE2plus Model 300 EDGE2plus Sequoia Voting Systems’ stand-alone DRE 
polling place voting machine that incorporates a 
color LCD integral touch screen, integrated 
(voter) privacy flaps, poll worker panel, internal 
memory for storing ballot data and voting 
records, removable results cartridge, and 
protective & public counters.  There are three 
configurations submitted for federal certification 
(CO.3, 305 and CO.4). 

EDGE2plus USB K9K Cartridges Cartridges (USB) COTS K9K Series USB format flash memory 
drives used as Results, Audit Trail, or Vote 
Simulation cartridges.  

Election Management System EMS Ballot preparation and central count functionality 
of a voting system 

Endorsed Candidates  Used in NJ, NY, NYC, and PA.   
A Candidate that is endorsed by their own 
political party along with that of a different 
political party.   

Escrow Agency  EAC identified repository that retains the file 
signature of the trusted build 

Help America Vote Act HAVA Legislation enacted in 2002 which includes 
creation of the EAC, federal voting standards 
and accreditation of test labs 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 50  

HAAT50 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. The 
HAAT50 does not consolidate, print or transmit 
results.  There are two configurations submitted 
for federal certification (v 0.3 and v 1.1) 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 80  

HAAT80 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. The 
HAAT80 also serves as a precinct level 
accumulator for consolidating and printing the 
consolidated results. The HAAT 80 does not 
transmit. 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 90  

HAAT90 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. The 
HAAT90 serves as a precinct level accumulator 
for consolidating and printing the consolidated 
results and for transmission of unofficial results 
over fixed telephone line networks to a central 
tally server.  

Hybrid Activator, Accumulator & 
Transmitter Unit Model 100 

HAAT100 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. The 
HAAT100 serves as a precinct level 
accumulator for consolidating and printing the 
consolidated results and for transmission of 
unofficial results from all precinct voting devices 
over CDMA 1X secured networks to a central 
tally server. 
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Term Abbreviation Definition 

Insight Battery  12 VDC battery which provides emergency 
power for an Optech Insight during power 
failures 

Insight Memory Pack Reader  IMPR The IMPR device attaches to the HAAT80, 90, 
and 100 via a serial port interface.  It is used for 
reading Insight results. 

Log Printer  COTS printer connected to the Optech 400-C 
LP2 port used for log printing. 

Memory Cartridge  COTS ATA/PCMCIA flash memory for the AVC 
Edge 5.1. 

Memory Pack Receiver  MPR The MPR device attaches to a WinEDS 
workstation and is used to create Insight 
memory packs and read results. 

Memory Pack  Removable cartridge containing election 
parameter data, precinct totals, electronic log 
data and optional CVR data used by the Optech 
Insights.  

Official Operating Mode  The operating mode used on election day. Vote 
simulation cannot be performed in the Official 
mode.  Pre-LAT and Post-LAT results cannot be 
intermixed or accumulated with votes cast in the 
Official Operating Mode. 

Optech 400-C Sequoia 400-C Sequoia Voting Systems’ central count ballot 
tabulator that reads ballots, tabulates the results 
and prepares output reports. 

Optech Insight  A portable Precinct Count System that uses 
Optical Scan Read-Head technology to 
electronically read and tabulate Optical Scan 
ballots at the Polling Place, print results and 
store election totals. 

Optech Insight Plus  Same as the Optech Insight, with the addition of 
an LCD panel display and a ready light. 

Plain Old Telephone Service POTS Terminology used to refer to analog voice-
quality telephone service used by some types of 
telecommunications. The abbreviation is used 
especially to distinguish it from any digital 
telephone system. 

Political Subdivisions PSD A geopolitical unit whose voters vote for one or 
more offices. One or more precincts (or parts of 
precincts) are included in a PSD. 

Post-election logic and accuracy 
testing 

Post-LAT Post-LAT mode is used after the election to 
confirm the vote recording accuracy results 
match Pre-election LAT results.  Vote simulation 
can be used in Post-LAT mode.  Post-LAT 
mode votes cannot be intermixed or 
accumulated with Official Mode results. 

Pre-election logic and accuracy 
testing 

Pre- LAT Pre-LAT mode is used for validating accurate 
vote recording accuracy prior to an election.  
Vote simulation can be used in Pre-LAT mode.  
Pre-LAT mode votes cannot be intermixed or 
accumulated with Official Mode results. 

Primary – Closed  Voters must declare a party affiliation in order to 
vote in the primary.   

The voter declares their party affiliation to the 
election official and receives a ballot containing 
only those party-specific contests, along with 
non-party-specific contests presented at the 
same election. 

 Unaffiliated voters are permitted to vote only on 
non-party-specific contests. 
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Term Abbreviation Definition 

Primary – Open (Selective or 
Pick-A-Party) 

 Voters do not have to declare a party affiliation 
in order to vote in the primary.   
 
Depending on state law, the voter can declare 
their party preference to the election official or 
make their choice of party within the privacy of 
the voting booth.   
 
The voter receives a ballot containing only those 
party-specific contests, along with non-party-
specific contests presented at the same 
election. 
 
Unaffiliated voters are permitted to vote only on 
non-party-specific contests.   

Primary – Open   Voters do not have to declare a party affiliation 
in order to vote in the primary.   
 
A primary election (aka Top Two) that allows 
voters to choose among all candidates running 
for each office.  Candidates from all parties are 
listed under the same contest. 

Remote Access Server RAS Analog (POTS) telephone endpoint at Central 
Count for a HAAT90 transmission. 

Report Printer  COTS printer connected to the Optech 400-C 
LP1 port used for report printing. 

Results Cartridge  Removable memory cartridge for a DRE 
containing the ballot, election results and  audit 
log 

Seiko DPU-414 Printer Seiko Printer A 40-column dot matrix printer, which is used to 
provide election reports for the AVC Edge. 

Simulation Cartridge  Vote Simulation Removable memory cartridge containing a vote 
simulation script.  This is a configuration option 
for Pre-LAT and Post-LAT operating modes. 

Sip & Puff device Sip & Puff A DRE ballot navigation and vote selection 
assistive device, used by individuals with 
dexterity challenges or limitations on the use of 
their hands 

Smart Card  Same as Voter Card.  Card issued by the poll 
worker to be used as a key to access the ballot 
on the DRE voting machines for voting 
purposes. 

Technical Data Package TDP  The documentation and code relating to the 
voting system, submitted by the manufacturer 
for review by the VSTL. 

Training Mode  Training Mode is used for poll worker training 
and allows voting in an Official Training Mode as 
indicated on the DRE.  This mode allows 
multiple passes through Official Election mode.  

U.S. Election Assistance 
Commission 

EAC U.S. agency established by the Help America 
Vote Act of 2002 to administer Federal 
elections. 

VeriVote Printer  Sequoia Voting Systems’ side-mounted VVPAT 
printer for an AVC Edge DRE. 

Voluntary Voting System 
Guidelines 

VVSG Federal voting system test standard revision 
stipulated by HAVA. 

Voter Card  Card issued by the poll worker to be used as a 
key to access the ballot on the DRE voting 
machines for voting purposes. 

Voting System Standards VSS Federal voting system test standards, 
predecessor of the VVSG. 

Voting System Test Lab VSTL Lab accredited by the EAC to perform 
certification testing of voting systems. 
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Term Abbreviation Definition 

Voting Variations  Significant variations among state election laws 
incorporating permissible ballot content, voting 
options and associated ballot counting logic  

Voter Verified Paper Audit Trail VVPAT  A software independent printed record of the 
electronic DRE ballot cast which is to be 
confirmed by the voter as an accurate report of 
their vote 

Windows Election Data System WinEDS A client/server election management application 
for ballot preparation and central count 
consolidation and reporting of the Election 
Management of the Sequoia Voting Systems 
voting system.  This system also includes 
Extended Services and Election Reporting. 

WinEDS/HAAT Listener  A server-based application designed to receive 
encrypted unofficial electoral data and, 
optionally, configuration data and event logs, 
from previously authorized transmitting HAAT 
devices and validates the integrity of all data 
received, and stores it in a centralized database 
management system (DBMS).  HAAT devices 
can also use the WinEDS/HAAT Listener server 
to synchronize their time and date with that of 
the server, so all HAAT devices will have an 
approximately similar time. 

WinETP  Election Tabulation software Program that 
enables the Optech 400-C to tabulate ballots 
and report results. 

 

2.2 Physical Configuration Audit 
The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including 
the source code, documentation and system configuration reviews.  Validation of COTS software and 
hardware, execution of a Trusted Build with the reviewed source code and installation of the 
executables are part of the PCA.  

2.2.1 PCA TDP Source Code Review 
The PCA TDP Source Code Review of Sequoia WinEDS 4.0 was performed to verify conformance to 
the VSS 2002 Vol. 1 Section 4.2 and Vol. 2 Section 5.  Reviewed results were recorded on Source 
Code Review sheets (Excel spreadsheets).  Issues were identified in the review and logged on a 
Discrepancy Report, after completion of peer review.  The Discrepancy Report was forwarded to 
Dominion for correction. 

2.2.2 PCA TDP Document Review 

The PCA TDP Document Review of Sequoia WinEDS 4.0 performed to verify conformance to Vol. 2 
Section 2 of the VSS 2002. Reviewed results are recorded on PCA TDP Document Review sheets 
(Excel spreadsheets).  Issues were identified in the review and logged on a Discrepancy Report, after 
completion of peer review.  The Discrepancy Report was forwarded to Dominion for correction. 

2.2.3 PCA System Configuration Review 

The PCA System Configuration Review of Sequoia WinEDS 4.0 was performed to verify conformance to 
the VSS Vol. 1 Section 8.7.1. Reviewed results are recorded on PCA System Configuration Review 
sheets (Excel spreadsheets).  Issues were identified in the review and logged on a Discrepancy Report, 
after completion of peer review.  The Discrepancy Report was forwarded to Dominion for correction. 

2.2.4 Witness, Trusted Build and Installation 

The Witness Build and Installation of the executable code for Sequoia WinEDS 4.0 was performed 
using the review source code per the VSS Vol. 1 Section 9.6.2.4. Observation of the build was 
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documented in the Witness of the Final Build and Code Comparison Template (Word Document).  
Trusted builds were conducted in accordance with the requirements of the EAC Certification and 
Program Manual. 
 

2.3 Functional Configuration Audit 
The Functional Configuration Audit was an examination of the functional aspects of the voting system.  
This included review of the Sequoia WinEDS 4.0 submitted test documentation and execution of all 
required tests. An audit was also performed at the vendors' offices that consisted of a review of Quality 
Assurance and Configuration Management policies and practices.  The review of the vendor testing was 
conducted as well and this review indicated a deficiency in the testing of the audit logs.  As a result 
iBeta focused test cases on testing and validating the audit logs.     

2.3.1 FCA Test Documentation Review 
The FCA Test Documentation Review assessed the level of vendor testing of the voting system to the 
VSS Vol. 1 Section 2, 3, 5, 6, and 8 requirements.  This assessment was used to define the extent of 
functional testing. 

2.3.2 FCA Functional, Accessibility, Maintainability, and Reliability Tests 
Functional and System Level Tests were conducted, in accordance with Vol. 2 Section 6.  End-to-end 
mock elections were conducted to demonstrate the integrated functionality and processes of the 
Sequoia WinEDS 4.0 voting system.  Upon completion of these Functional and System Level test 
cases, the evaluation of the Sequoia WinEDS 4.0 voting system was found to meet the accessibility 
requirements of the VSS 2002, Section 2.2.7 a) through e). 
 
The system configuration, test objective, test steps, and expected results were identified in each test 
case.   Acceptance and rejection results were recorded for each test step.  Issues encountered during 
testing were identified in the test record and logged on PCA and FCA Discrepancy Report, after 
completion of peer review.  Dominion resolved all discrepancies which did not meet the requirements of 
the VSS 2002.  Tests were rerun to validate all submitted fixes and these validations were recorded in 
the PCA and FCA Discrepancy Report.  

2.3.3  FCA Volume, Stress, Data Accuracy, and Error Recovery Tests 
iBeta reviewed the Sequoia's Practical System Limits (as submitted to the EAC as part of the 
Implementation Statement)  to  identify relevant application and system limits.  Based upon the system 
and application limits identified in this document iBeta defined and conducted a set of two test cases.  
These test cases incorporated end-to-end mock elections to demonstrate the ability of the system to 
operate at the declared limits.  Additional scenarios were incorporated into the test cases to 
demonstrate the system’s ability to provide an appropriate response to an overloading conditions 
exceeding the limits and recover without losing vote data.   
 
The Data Accuracy VSS 2002 requirements for the vote counting components of WinEDS were tested 
within two Data Accuracy Volume Test Cases.   Any issues encountered during testing were identified in 
the test record and logged on a PCA and FCA Discrepancy Report, after completion of peer review.  
Sequoia resolved all discrepancies which did not meet the requirements of the VSS 2002.  Tests were 
rerun to validate all submitted fixes. 

2.3.4 FCA Security Tests 
iBeta performed a security review of the Sequoia security documentation addressing Vol. 1 Section 
2.2.1, 2.2.3, 2.2.5 and 6 and Vol. 2 Section 6.4.  Based upon this review security specific tests were 
identified.  In additional to functional and system level tests, these tests incorporated source code and 
document reviews. Functionality to meet the requirements incorporated secrecy, integrity, system audit, 
error recovery or access to the voting system.  The review was either conducted or peer reviewed by an 
iBeta CISSP staff member. The tests or reviews to validate the security of WinEDS 4.0 were recorded in 
the FCA Security Review.  Sequoia resolved all discrepancies which did not meet the requirements of 
the VSS 2002.  Tests were rerun to validate all submitted fixes.   
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2.3.5 FCA Hardware Environmental Tests 
 

 FCA Hardware Environmental Tests are non-core tests which must be performed by a laboratory 
accredited in the hardware environmental test methods identified in VSS 2002 Vol.1, 4.6 and 4.7. Non-
core tests may be performed by subcontractor laboratories, under the supervision of the VSTL, if the 
VSTL does not hold these accreditations. iBeta validated Criterion Laboratories, Wyle Laboratory, and 
APT (Oracle) accreditation to perform all required hardware environmental tests and engaged them as 
iBeta’s subcontractors to perform the tests.  

 
 During the initial assessment of the Sequoia WinEDS 4.0 voting system hardware, iBeta reviewed the 

previous testing from the NASED certification test effort where FEC Voting System Standards 2002 
were utilized and testing was performed by Criterion, Percept Technologies, and Wyle Labs in 
accordance with the EAC NOC 08-001 for test result reuse with the following conditions being met:    

 
• The hardware was unchanged and the laboratory that performed the testing verified in an 
independent assessment that the equipment they tested was essentially the same as the 
system tendered for this test campaign;  and 
• iBeta confirmed that Criterion Technology Corp, Percept Technology and Wyle Laboratories 
were accredited by A2LA to perform all the VSS 2002 required test methods accredited in the 
test methods they performed on the date of test execution. 

 

 Subsequent to that initial assessment and prior to completion of all hardware testing, Sequoia petitioned 
the EAC for hardware test results reuse from the previous NASED certification test effort and received 
written approval for the additional reuse of previous NASED hardware test results as documented in the 
EAC letters to Sequoia dated 24 July 2009 and 29 September 2009. 

 
 Based on the testing remaining, a detailed test case with test instructions was provided to third party 

test labs to review, assess and test the Sequoia WinEDS 4.0 voting system. iBeta created test election 
databases for all operating tests and to validate the operational status of the Sequoia WinEDS 4.0 
voting system before and after each environmental test. The system configuration, test objective, test 
steps, and expected results were identified. Acceptance and rejection results were recorded for each 
test step. Issues encountered during testing were documented in the test record. In addition to the iBeta 
test record, each third party lab provided iBeta with anomaly and test reports following their internal 
processes.  iBeta logged anomaly reports as issues on the PCA and FCA Discrepancy Report. Sequoia 
resolved all discrepancies which did not meet the requirements of the VSS 2002. EAC Interpretation 
2007-05 provided that there is no merit to the interpretation that requires FCA Hardware Environmental 
testing of unmodified COTS equipment. Instead the interpretation requires the confirmation of FCC 
Class 15B and CE marks affixed to each unit indicating that the COTS product has been certified to 
meet those standards and a copy of the COTS manufacturer’s Declaration of Conformity confirming the 
manufacturer’s compliance claim. iBeta followed the interpretation for the Sequoia WinEDS 4.0 voting 
system. 

2.3.6 FCA Telephony and Cryptographic Review and Tests 

An examination of the Sequoia WinEDS 4.0 voting system was conducted to confirm that it does contain 
both landline and wireless data interchange devices. The results of this review were recorded in the 
FCA Telephony and Cryptographic Test Case.   Based upon this review specific tests were identified 
against the requirements of VSS Vol. 1 Section 5 and 6.  Functionality to meet the requirements 
incorporated telephony and cryptography of the voting system.  The testing and review was either 
conducted or peer reviewed by an iBeta CISSP staff member. The tests or reviews to validate the 
security of WinEDS 4.0 were recorded in the FCA Security Review.  Sequoia resolved all discrepancies 
which did not meet the requirements of the VSS 2002.  Tests were rerun to validate all submitted fixes. 
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3 Voting System Identification 
The description of the Sequoia WinEDS 4.0 submitted for certification is found in the EAC Scope of 
Certification as noted in Section 3.1.  The hardware, software and the Technical Data Package 
documentation used in the certification test environment is identified in Section 3.2.   

3.1 Submitted Voting System Identification 
Table 5 Voting System Name and Version 

Voting System Name Version 

Identified in the EAC Scope of Certification 

 

Table 6 Voting System Polling Place and Central Count Hardware 
Hardware  OS or Firmware & Version Description  

Identified in the EAC Scope of Certification 

 

Table 7 Voting System EMS Software 
Software Applications Version EMS Function Description  

Identified in the EAC Scope of Certification 

 

3.2 Voting System Test Environment 
The Voting System Test Environment identifies the specific hardware and software that was used in the 
test environment. The Test Methods in Appendix D identify the specific WinEDS 4.0 voting system 
software and firmware build installed for each test iteration. 

 

Table 8 Voting System Hardware 
 

Hardware  OS or Version Manufacturer Description 

Ballot Prep & Central Count    

EMS Configuration – HAAT90    

WinEDS 4.0 Workstation: 
Optiplex 330 
Intel Pentium Dual CPU 
1.60GHz, 0.98GB of RAM 

Windows XP 
Pro SP2 

Dell DRE ballot preparation and optical 
scan ballot programming PC 
(WinEDS 4.0) used in conjunction 
with the HAAT90. 

WinEDS 4.0 Server:  
PowerEdge 1900 
Intel Xeon CPU 
1.60GHz, 1.99GB of RAM 

Windows Server 
2003 R2 

Dell DRE ballot preparation and optical 
scan ballot programming PC ( SQL 
Server) and central count used in 
conjunction with the HAAT90. 

HAAT Listener: 
Dell PowerEdge 2900 
Intel Xeon CPU 
1.60GHz, 0.98GB of RAM 

SUSE 10 Linux 
Enterprise SP1 

Dell Central count HAAT Listener server 
used in conjunction with the HAAT90 
election data transmissions. 

RAS Server: 
Dell PowerEdge 840 
Intel Pentinum Dual CPU 
2.13GHz, 2.50GB of RAM 

SUSE 10 Linux 
Enterprise SP1 

Dell Central Count Remote Access 
Server used in conjunction with the 
HAAT90 dial-in election data 
transmissions. 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 90 

A1.1 Sequoia Voting Systems A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT90 serves as a 
precinct level accumulator for 
consolidating and tallying results, a 
thermal printer for printing the results 
and for transmitting unofficial results 
over fixed telephone line networks to 
central tally server. 

Insight Memory Pack Reader 
(IMPR) 

A1.0 Sequoia Voting Systems Serial Port interface for the HAAT80, 
90, and 100 to read Insight 
MemoryPacks. 

Watchguard Firebox  750e XTM 11.1 Watchguard Firewall and IPS for HAAT90 
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transmissions 

EMS Configuration – HAAT100    

WinEDS 4.0 Workstation: 
Optiplex 330 
Intel Pentium Dual CPU 
1.60GHz, 0.98GB of RAM 

Windows XP 
Pro SP2 

Dell DRE ballot preparation and optical 
scan ballot programming PC 
(WinEDS 4.0) used in conjunction 
with the HAAT100. 

WinEDS 4.0 Server:  
PowerEdge 1900 
Intel Xeon CPU 
1.60GHz, 1.99GB of RAM 

Windows Server 
2003 R2 

Dell DRE ballot preparation and optical 
scan ballot programming PC ( SQL 
Server) and central count used in 
conjunction with the HAAT100. 

HAAT Listener: 
Dell PowerEdge 2900 
Intel Xeon CPU 
1.60GHz, 0.98GB of RAM 

SUSE 10 Linux 
Enterprise SP1 

Dell Central Count HAAT Listener used in 
conjunction with the HAAT100 
wireless election data transmissions. 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 100 

A0.7 Sequoia Voting Systems A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT100 serves as a 
precinct level accumulator for 
consolidating and tallying results, a 
thermal printer for printing the results 
and for transmission of unofficial 
results from all precinct voting 
devices over CDMA 1X/TLS secured 
networks to a central tally server. 

Insight Memory Pack Reader 
(IMPR) 

C1.1 Sequoia Voting Systems Functionality the same as the IMPR 
A1.0 except for 3 minor hardware 
changes. 

Watchguard Firebox  750e XTM 11.1 Watchguard Firewall and IPS for HAAT100 
transmissions 

EMS Configuration – General    

WinEDS 4.0 Workstation/Server: 
Dell Lattitude 630 
Intel Pentium Dual CPU 
2.49GHz, 3.50GB of RAM 

Windows XP 
Pro SP2 

Dell DRE ballot preparation, optical scan 
ballot programming PC (WinEDS 
4.0) and central count (SQL) server. 

WinEDS 4.0 Workstation/Server: 
Dell Lattitude 610 
Intel  Pentium 1.86GHz Processor 
781 MHz, 504 MB RAM 

Windows XP 
Pro SP2 

Dell DRE ballot preparation, optical scan 
ballot programming PC (WinEDS 
4.0) and central count (SQL) server. 

WinEDS 4.0 Workstation/Server: 
Dell Lattitude 620 
Intel Pentium Dual CPU 
2.49GHz, 3.50GB of RAM 

Windows XP 
Pro SP2 

Dell DRE ballot preparation, optical scan 
ballot programming PC (WinEDS 
4.0) and central count (SQL) server. 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 50  

A0.3 Sequoia Voting Systems A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface.  

Hybrid Activator, Accumulator & 
Transmitter Unit Model 50  

A1.1 Sequoia Voting Systems Functionality the same as HAAT 
Model 50 except for 7 hardware 
changes. 

Hybrid Activator, Accumulator & 
Transmitter Unit Model 80  

A1.1 Sequoia Voting Systems A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT80 also serves 
as a precinct level accumulator for 
consolidating and tallying results and 
a thermal printer for printing the 
results 

MemoryPack Receiver (MPR) Rev E Sequoia Voting Systems A desktop device, which is 
connected to a PC via COM port 
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which was developed specifically to 
work in conjunction with WinEDS 4.0 
(Windows Election Database 
System) installed on a PC, to encode 
precinct election data from WinEDS 
4.0 to a MemoryPack. 

Voter/Smart Card  COTS Card issued by the poll worker to be 
used as a key to access the ballot on 
a DRE for voting purposes. 

Optech 400-C    

Optech 400-C 3.02P Sequoia Voting Systems Sequoia Voting Systems’ central 
count ballot tabulator that reads 
marked ballots, tabulates and 
prepares output reports. 

Desktop Personal Computer Intel 
Celeron 2 - 2.53 GHz 
RAM: 256 MB 

Dimension 1100 Dell Personal computer that runs the 
WinETP 1.16 application for the 
Optech 400-C. 

USB Flash Drive  COTS COTS removable flash memory for 
WinETP file transfers (to/from 
WinEDS). 

Polling Place    

DRE – Edge II    

AVC Edge 
(Edge II) 

5.2 Sequoia Voting Systems Sequoia Voting Systems’ stand-
alone touch screen DRE polling 
place voting device that incorporates 
a color LCD integral touchscreen, 
poll worker panel, integrated (voter) 
privacy flaps, internal memory for 
storing ballot data and voting 
records, removable Results 
Cartridge, and protective & public 
counters. 

VeriVote Printer Rev C Sequoia Voting Systems Sequoia Voting Systems’ optional 
side-mounted VVPAT printer to an 
AVC Edge 5.2 machine, to produce 
a paper record that can be reviewed 
by the Voter during the voting 
process. 

Seiko Printer DPU-414 Seiko A COTS 40-column dot matrix 
printer, which is used to provide 
election reports for the AVC Edge 
5.2. 

Edge Audio Voting Accessory 
(E-AVA) 

Rev D Sequoia Voting Systems A six button device designed for use 
with the AVC Edge 5.2 that allows 
unassisted, private & secure voting 
for the visually impaired and non-
reading voters using a spoken, audio 
ballot format. 

Edge Aux Power Unit BTC80W Lien Engineering COTS emergency power unit that 
provides power for two AVC Edges 
for an extended period of time. 

Card Activator Rev D & E Sequoia Voting Systems A component of the AVC Edge 5.2 
that serves as the voter’s access to 
the AVC Edge 5.2 direct-record 
electronic touch-screen voting 
system by use of a Voter/Smart 
Card. 

Memory Cartridge ATA/PCMCIA COTS COTS removable flash memory for 
the AVC Edge 5.2. 

DRE – EDGE2plus    

EDGE2plus Model 300 CO.3 Sequoia Voting Systems Sequoia Voting Systems’ stand-
alone touch screen DRE polling 
place voting device that incorporates 
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an LCD voter display panel, poll 
worker panel, integrated (voter) 
privacy flaps, internal memory for 
storing ballot data and voting 
records, removable Results 
Cartridge, protective & public 
counters, an ABLE-D audio voting 
control and APS external printer 
VVPAT (UTG) . 

EDGE2plus Model 300 CO.4 Sequoia Voting Systems Same as EDGE2plus CO.3 except 
for changes (including the change of 
the LCD) reflected in Change Order 
4 (CO.4). 

EDGE2plus Model 305 CO.4 Sequoia Voting Systems Same as EDGE2plus CO.4 except 
without the ABLE-D audio voting 
control. 

APS External Printer  UTG300 Advanced Printing 
Systems (APS) 

Optional COTS side-mounted 40-
column election report VVPAT 
thermal printer for the EDGE2plus. 

Detachable Audio Voting Control 
(ABLE-D) 

N/A Sequoia Voting Systems An eight-button device integrated 
into and designed for use with the 
EDGE2plus Model 300 that provides 
unassisted, private and secure 
voting for visually impaired, non-
reading and voters with dexterity 
challenges or limitations on the use 
of their hands. 

Results USB Cartridge 
 

 

Series 700/800 COTS Series K9K COTS USB flash drive used to 
capture Election Day ballot, results & 
audit log 

Simulation USB Cartridge Series 700/800 COTS Series K9K COTS USB flash drive used to 
simulation script used for Pre and 
Post Election Logic & Accuracy Test 
mode 

Audit Trail USB Cartridge Series 700/800 COTS Series K9K COTS USB flash drive used to 
contain unalterable randomized 
electronic record of all votes cast 
during an election.   

Optical Scanners    

Optech Insight G.05 Sequoia Voting Systems A portable Precinct Count System 
that uses Optical Scan Read-Head 
technology to electronically read and 
tabulate Optical Scan ballots at the 
Polling Place, print results and store 
election totals. 

Optech Insight Plus A.05 Sequoia Voting Systems Same as the Optech Insight, with the 
addition of an LCD panel display. 

MemoryPack Rev C Sequoia Voting Systems Removable cartridge containing 
election parameter data, precinct 
totals, electronic log data and 
optional CVR data used for the 
Optech Insights. 

Insight Battery PS 12180 F2 Powersonic COTS 12 VDC battery which 
provides emergency power for an 
Optech Insight or Insight Plus during 
power failures 
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Table 9 Voting System Software   

 

Software Version Manufacturer Identify Hardware 

Ballot Prep & Central Count    

EMS Software    Ballot preparation/Central Count 

WinEDS Election Management 
System 

4.0.175 Sequoia Voting Systems DRE ballot preparation, optical 
scanner programming & central 
count EMS software 

Extended Services 1.0.81 Sequoia Voting Systems A suite of common services and 
features for ballot preparation, 
programming, and central count 

Election Reporting 4.0.73 Sequoia Voting Systems Election Reports and flat file exports 
providing election night tally, 
historical summary data repository, 
and additional reporting capabilities 

Memory Pack Receiver 3.01.080422.0552 Sequoia Voting Systems Firmware for the MPR (peripheral 
device connected via serial 
interface to a WinEDS workstation), 
that reads from and writes to Insight 
memory packs. 

Central Count Software     

WinETP 1.6.15 Sequoia Voting Systems Central count EMS software for the 
400-C 

HAAT Listener 1.7.4 Sequoia Voting Systems Central count software to receive 
election results transmitted from the 
HAAT90 or HAAT100 

Polling Place    

DRE    

AVC Edge 5.2.16 Sequoia Voting Systems Edge II polling place firmware. 

VeriVote 1.04 Sequoia Voting Systems Edge II VVPAT polling place 
software. 

Edge Audio Unit 8.7.7 Sequoia Voting Systems Edge II E-AVA polling place 
firmware to support audio ballots. 

Card Activator 5.2.6 Sequoia Voting Systems Edge II polling place software to 
program voter activation 
Smartcards 

EDGE2plus 1.2.74 Sequoia Voting Systems EDGE2plus polling place firmware. 

HAAT (50, 80, 90, 100) 2.6.34 Sequoia Voting Systems Polling place software to activate  
Vote session Smartcards for the 
DREs (HAAT50, 80, 90, & 100), 
accumulate, print results (HAAT80, 
90, & 100), and transmit results 
(HAAT90 wired & 100 wireless). 

Optical Scanner    

Insight/Insight Plus (HPX) L1.46.100205.1100 Sequoia Voting Systems Insight and Insight Plus polling 
place firmware that scans and reads 
paper ballots on the Insight 
scanners 

Insight Memory Pack Receiver 
(IMPR) 

2.14 Sequoia Voting Systems Polling place software to read 
MemoryPacks used by the Insight 
optical scanners and transfers 
election results to the HAAT80, 90, 
and 100. 

MemoryPack (APX) L2.18.100205.1359 Sequoia Voting Systems Polling place firmware directing the 
movement and operations of paper 
ballots through the Insight optical 
scanners 
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Table 10 Voting System Technical Data Package Documents 

File Name Document Title Revision Doc Date 

Note:  The Author of all the following documents is Sequoia Voting Systems (SVS) 

Voting System Wide Documents 

4-0_Voting_System_Environment 
_Hardening.pdf 

4.0 Voting System Environment Hardening 
A.22 Aug 2010 

Implementation_Statement.pdf Implementation Statement Release 4.0 A.14 Jul 2010 

System40_Firmware_Build_Notes.
doc 

System 4.0 Firmware Build Notes 1.07 Jul 2010 

AVC EDGE Documents 

CardAct_OpMaint.doc 
Card Activator Operator's And Maintenance Manual 
5.2 

1.15 Jul 2010 

EDGE_APU_OpMaint.doc 
Edge Aux Power Unit Operator's And Maintenance 
Manual 5.2 

1.10 Jun 2010 

EDGE_AVA_PollWorkerOp.doc 
Edge Audio Voting Accessory Poll Workers And 
Operators Manual 

1.09 Aug 2010 

EDGE_APL.doc AVC Edge Approved Parts List 5.2 1.09 Jun 2010 

EDGE_ChgRelSummary.doc AVC Edge Change Release Summary 5.2 1.05 Jun 2010 

EDGE_CMPlan.doc AVC Edge Configuration Management Plan 5.2 1.09 Jun 2010 

EDGE_FEC-XRef.doc Trace To Vendor Testing And Technical Data Package 1.16 Jun 2010 

EDGE_FunctSpec.doc AVC Edge Functional Specifications 1.09 Jun 2010 

EDGE_HardSpec.doc AVC Edge Hardware Specification 1.09 Jun 2010 

EDGE_MaintMan.doc AVC Edge Maintenance Manual 5.2 1.11 Jun 2010 

EDGE_OpMan.doc AVC Edge Operators Manual 5.2 1.20 Aug 2010 

EDGE_PersTraining.doc AVC Edge Personnel And Training Requirements 5.2 1.07 Jun 2010 

EDGE_PollWorker.doc AVC Edge Poll Workers Manual 1.10 Jun 2010 

EDGE_QAProgram.doc AVC Edge Quality Assurance Program 1.09 Jun 2010 

EDGE_SampleReports.doc AVC Edge Sample Reports 1.07 Jun 2010 

EDGE_Security.doc AVC Edge Security Specification 5.2 1.12 Jul 2010 

EDGE_SoftSpec.doc AVC Edge Software Specification 5.2 1.14 Aug 2010 

EDGE_SysOverview.doc AVC Edge System Overview 5.2 1.11 Jun 2010 

EDGE_TDP.doc AVC Edge Technical Data Package 1.09 Jun 2010 

EDGE_TestVerifSpec.doc AVC Edge Test And Verification Specification 1.07 Jun 2010 

EDGE_Penetration.doc 
A AVC Edge Security Specification, Appendix B: 
Penetration Analysis 5.2 

1.03 Sep 2009 

VP_OpMaint.doc VeriVote Printer Operator's And Maintenance Manual 1.20 Jun 2010 

EDGE2plus Documents 

P168_Controller_Trusted_Build.do
c 

P168 Controller Trusted Build Guide 1.09 Jul 2010 

E2P_Application_Compilation EDGE2plus Application Compilation 1.14 Jul 2010 

TSM_Player_Compilation.doc EDGE2plus TSM Player Compilation Process 1.6 Jun 2010 

E2P_OS_Creation.doc Edge2plus Operating System Image Creation Process 1.16 Jun 2010 

Edge2plus_CMPlan.doc 
EDGE2PLUS MODEL 300 Configuration Management 
Plan 

3.10 Jun 2010 

Edge2plus_FactoryDiagnostics.doc 
EDGE2PLUS MODEL 300 DIAGNOSTICS 
APPLICATION MANUAL 

3.09 Jun 2010 

Edge2plus_FECXRef.doc Trace to Vendor Testing and Technical Data Package 3.10 Jun 2010 

Edge2plus_FunctSpec.doc 
EDGE2PLUS MODEL 300 FUNCTIONAL 
SPECIFICATION 

3.09 Jun 2010 

Edge2plus_HardSpec.doc Edge2plus Model 300 Hardware Specification 3.11 Jun 2010 

Edge2plus_MaintMan.doc Edge2plus Model 300 Maintenance Manual 3.10 Jun 2010 

Edge2plus_OpMan.doc Edge2plus Model 300 Operator's Manual 3.15 Aug 2010 

EDGE2plus_Penetration.doc 
EDGE2plus Security Specification Appendix B 
Penetration Analysis 

1.0 Nov 2009 
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Edge2plus_PersTraining.doc 
EDGE2PLUS MODEL 300 PERSONNEL & TRAINING 
REQUIREMENTS 

3.04 Jun 2010 

Edge2plus_QAProgram.doc Edge2plus Model 300 Quality Assurance Program 3.06 Jun 2010 

Edge2plus_Security.doc Edge2plus Model 300 Security Specification 3.12 Jun 2010 

Edge2plus_SoftSpec.doc 
Edge2plus Model 300 Version C03 Software 
Specification 

3.13 Jun 2010 

Edge2plus_SysOverview.doc Edge2plus Model 300 System Overview 3.08 Jun 2010 

Edge2plus_TDP.doc Edge2plus Model 300 Technical Data Package 3.05 Jun 2010 

Edge2plus_TestVerifSpec.doc Edge2plus Model 300 Test & Verification Specification 3.08 Jun 2010 

Edge2plus_APL_C04.doc 
Edge2plus Model 300™ Revision C0.4 Approved 
Parts List 

3.07 Jun 2010 

ABLE-D_OpMan.doc 
Able-D (Detachable Audio Voting Control) Operators 
Manual 

3.05 Jun 2010 

Edge2plusC03_APL.doc 
Edge2plus Model 300 version C0.3 Approved Parts 
List 

3.04 Jun  2010 

HAAT Overview Documents 

3200_Trusted_Build.doc HAAT 3200 Controller Trusted Build Guide 1.11 Aug 2010 

  
HAAT_Application_Compilation.do
c 

HAAT Application Compilation 1.8 Jul 2010 

HAAT_DataDictionary.doc HAAT Data Dictionary 1.02 May 2010 

HAAT_OS_Creation.doc 
HAAT (Hybrid Activator, Accumulator, & Transmitter) 
Operating System Trusted Build Guide 

1.21 Jul 2010 

ICR_Trusted_Build.doc ICR Trusted Build Guide 1.07 Jun 2010 

HAAT100 Documents 

HAAT100_CMPlan.doc HAAT100 Configuration Management Plan 1.08 Jun 2010 

HAAT100_AcceptTest.doc HAAT100 Acceptance Testing Guide 1.04 Jun 2010 

HAAT100_FunctSpec.doc HAAT100 Functional Specification 1.07 Jun 2010 

HAAT100_HardSpec.doc HAAT100 Hardware Specification HW Revision A0.7 
and A.1.2 

1.07 Jul 2010 

HAAT100_OpMaint.doc HAAT100 Operations And Maintenance Manual 1.19 Aug 2010 

HAAT100_PersTraining.doc HAAT100 Personnel & Training Requirements 1.04 Jun 2010 

HAAT100_PollWorker.doc HAAT100 Poll Workers Manual 2.09 Aug 2010 

HAAT100_QAProgram.doc HAAT 100 Quality Assurance Program 1.04 Jun 2010 

HAAT100_SecSpec.doc HAAT 100 Security Specification 1.13 Jul 2010 

HAAT100_SoftSpec.doc HAAT 100 Software Specification 1.06 Jun 2010 

HAAT100_SysOverview.doc HAAT 100 System Overview 1.08 Jun 2010 

HAAT100_TestVerifSpec.doc HAAT 100 Test & Verification Specification 1.04 Jun 2010 

HAAT100_APL_A07.doc HAAT 100 Approved Parts List HW Revision A0.7 1.04 Jul 2010 

HAAT90 Documents 

HAAT90_AcceptTest.doc HAAT90 Acceptance Testing Guide 1.08 Jun 2010 

HAAT90_CMPlan.doc HAAT90 Configuration Management Plan 2.08 Jun 2010 

HAAT90_FunctSpec.doc HAAT90 Functional Specification 2.07 Jun 2010 

HAAT90_OpMaint.doc HAAT90 Operations & Maintenance Manual 2.18 Aug 2010 

HAAT90_PersTraining.doc HAAT90 Personnel & Training Requirements 2.04 Jun 2010 

HAAT90_QAProgram.doc HAAT90 Quality Assurance Program 2.05 Jun 2010 

HAAT90_SecSpec.doc HAAT90 Security Specification 2.14 Jul 2010 

HAAT90_SysOverview.doc HAAT90 System Overview 2.10 Jun 2010 

HAAT90_TestVerifSpec.doc HAAT90 Test & Verification Specification 2.04 Jun 2010 

HAAT90_PollWorker.doc HAAT90 Poll Workers Manual 1.11 Aug 2010 

HAAT90_SoftSpec.doc HAAT90 Software Specification 1.08 Jun 2010 

HAAT90_APL_A11.doc HAAT90 Approved Parts List HW Revision A1.1 1.03 Jun 2010 

HAAT90_HardSpec.doc HAAT90 Hardware Specification 1.12 Jul 2010 
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HAAT80 Documents 

HAAT80_AcceptTest.doc HAAT 80 Acceptance Testing Guide 1.04 Jun 2010 

HAAT80_APL_A11.doc Approved Parts List HW Revision A1.1 1.03 Jun 2010 

HAAT80_CMPlan.doc HAAT80 Configuration Management Plan 2.07 Jun 2010 

HAAT80_FunctSpec.doc HAAT80 Functional Specification 2.08 Jun 2010 

HAAT80_HardSpec.doc HAAT80 Hardware Specification 2.07 Jul 2010 

HAAT80_OpMaint.doc HAAT80 Operations & Maintenance Manual 2.17 Aug 2010 

HAAT80_PersTraining.doc HAAT80 Personnel & Training Requirements 2.03 Jun 2010 

HAAT80_PollWorker.doc HAAT80 Poll Workers Manual 1.06 Aug 2010 

HAAT80_QAProgram.doc HAAT80 Quality Assurance Program 2.05 Jun 2010 

HAAT80_SecSpec.doc HAAT80 Security Specification 2.11 Jul 2010 

HAAT80_SoftSpec.doc HAAT80 Software Specification 2.04 Jun 2010 

HAAT80_SysOverview.doc HAAT80 System Overview 2.07 Jun 2010 

HAAT80_TestVerifSpec.doc HAAT80 Test & Verification Specification 2.04 Jun 2010 

HAAT50 Documents 

HAAT50_AcceptTest.doc HAAT50 Acceptance Testing Guide 1.04 Jun 2010 

HAAT50_APL_A03.doc HAAT50 Approved Parts List HW Revision A0.3 1.03 Jun 2010 

HAAT50_APL_A11.doc HAAT50 Approved Parts List HW Revision A1.1 1.03 Jun 2010 

HAAT50_CMPlan.doc HAAT50 Configuration Management Plan 1.07 Jun 2010 

HAAT50_FunctSpec.doc HAAT50 Functional Specification 1.08 Jun 2010 

HAAT50_HardSpec.doc HAAT50 Hardware Specification 1.07 Jul 2010 

HAAT50_OpMaint.doc HAAT50 Operations & Maintenance Manual 1.13 Aug 2010 

HAAT50_PersTraining.doc HAAT50 Personnel & Training Requirements 1.03 Jun 2010 

HAAT50_PollWorker.doc HAAT50 Poll Workers Manual 1.05 Jun 2010 

HAAT50_QAProgram.doc HAAT50 Quality Assurance Program 1.04 Jun 2010 

HAAT50_SecSpec.doc HAAT50 Security Specification 1.09 Jul 2010 

HAAT50_SoftSpec.doc HAAT50 Software Specification 1.04 Jun 2010 

HAAT50_SysOverview.doc HAAT50 System Overview 1.06 Jun 2010 

HAAT50_TestVerifSpec.doc HAAT50 Test & Verification Specification 1.03 Jun 2010 

HAAT Listener Build Documents 

SuSE_RAS_Installation.doc Remote Access Server for HAAT90 Installation Process 1.8 Jul 2010 

Source_Code_Compilation_Proce
ss.doc 

WinEDS/HAAT Listener Source Code Compilation 
Process (Fast Generation) 

1.09 Jun 2010 

SuSE_HAATListener_Installation.
doc 

WinEDS/HAAT Listener Installation Guide 1.16 Jun 2010 

HAAT Listener Documents 

Listener_SysOverview.doc WinEDS/HAAT Listener™ System Overview 1.15 Jul 2010 

Listener_CMPlan.doc 
WinEDS/HAAT Listener™ Configuration Management 
Plan 

1.13 Jun 2010 

Listener_FuncSpec.doc WinEDS/HAAT Listener™ Functional Specification 1.05 Jun 2010 

Listener_OpMan.doc WinEDS/HAAT Listener™ Operator’s Manual 1.12 Jul 2010 

Listener_PerTrain.doc 
WinEDS/HAAT Listener™ Personnel and Training 
Requirements 

1.03 Jun 2010 

Listener_SecSpec.doc WinEDS/HAAT Listener™ Security Specification 1.13 Jun 2010 

Listener_SoftSpec.doc WinEDS/HAAT Listener™ Software Specification 1.10 Jun 2010 

Listener_TDP.doc WinEDS/HAAT Listener™ Technical Data Package 1.06 Jun 2010 

Listener_TestVerifSpec.doc 
WinEDS/HAAT Listener™ Test and Verification 
Specification 

1.04 Jun 2010 

FEC_X-Ref.doc FVSS 2002 Vendor Testing and TDP Trace 1.06 Jun 2010 

Memory Pack Receiver Documents 

MPR-Penetration.doc MemoryPack Receiver® Penetration Analysis 1.03 May 2009 

MPR_CMPlan.doc MemoryPack Receiver® Configuration Management 1.06 Jun 2010 



VSTL Certification #-pending 

Page 29 of 78          (V)2010-08Sep-001(A) 

File Name Document Title Revision Doc Date 

Plan 

MPR_FEC-Xref.doc 
Requirements of the FECVSS 2002 Trace to Vendor 
Testing and Technical Data Package 

1.07 Jun 2010 

MPR_FunctSpec.doc MemoryPack Receiver® Functional Specification 1.04 Jun 2010 

MPR_HardSpec.doc MemoryPack Receiver® Hardware Specification 1.5 Jun 2010 

MPR_MaintMan.doc MemoryPack Receiver® Maintenance Manual 1.8 Jun 2010 

MPR_OpMan.doc MemoryPack Receiver® Operators Manual 1.8 Jun 2010 

MPR_PersTraining.doc 
MemoryPack Receiver for Optech Insight and Eagle 
Personnel and Training Requirements 

1.05 Jun 2010 

MPR_QAProgram.doc MemoryPack Receiver® Quality Assurance Program 1.04 Jun 2010 

MPR_Security.doc 
MemoryPack Receiver for Optech Insight/Eagle 
Security Specification 

1.05 Jun 2010 

MPR_SoftSpec.doc MemoryPack Receiver® Software Specification 1.04 Jun 2010 

MPR_SysOverview.doc MemoryPack Receiver® System Overview 1.05 Jun 2010 

MPR_TDP.doc MemoryPack Receiver® Technical Data Package 1.04 Jun 2010 

MPR_TestVerifSpec.doc 
MemoryPack Receiver® Test and Verification 
Specification 

1.5 Jun 2010 

MPR_Security.pdf 
MemoryPack Receiver for Optech Insight/Eagle security 
Specification 

1.05 Aug 2010 

MPR_APL.doc MemoryPack Receiver® Approved Parts List 1.02 Jun 2010 

MPR_ChgRelSummary.doc MemoryPack Receiver® Change Release Summary 1.01 Jun 2010 

Optech 400-C Documents 

400-C-Penetration.doc Optech 400-C® Penetration Analysis 1.08 Nov 2009 

400-C_ChgRelSummary.doc Optech 400-C Change Release Summary 1.14 Jul 2010 

400-C_CMPlan.doc Optech 400-C® Configuration Management Plan 1.13 Jun 2010 

400-C_FEC-XRef.doc 
Requirements of the FECVSS 2002 Trace to Vendor 
Testing and Technical Data Package 

1.16 Jun 2010 

400-C_FunctSpec.doc Optech 400-C® Functional Specification 1.12 Jun 2010 

400-C_HardSpec.doc Optech 400-C® Hardware Specification 1.12 Jun 2010 

400-C_MaintMan.doc Optech 400-C® Maintenance Manual 1.15 Aug 2010 

400-C_OpMan.doc Optech 400-C® Operators Manual 1.22 Aug  2010 

400-C_PersTraining.doc Optech 400-C® Personnel & Training Requirements 1.11 Jun 2010 

400-C_QAProgram.doc Optech 400-C® Quality Assurance Program 1.10 Jun 2010 

400-C_Security.doc Optech 400-C® Security Specification 1.12 Jun 2010 

400-C_SoftSpec.doc Optech 400-C® Software Specification 1.14 Jun 2010 

400-C_SysOverview.doc Optech 400-C® System Overview 1.13 Jun 2010 

400-C_TDP.doc Optech 400-C® Technical Data Package 1.12 Jun 2010 

400-C_TestVerifSpec.doc Optech 400-C® Test & Verification Specification 1.14 Aug 2010 

WinETP_RefGuide.doc WinETP® Reference Guide 1.15 Aug 2010 

400-C_APL.doc Optech 400-C® Approved Parts List 1.09 Jun 2010 

Optech Insight and Insight Plus Documents 

INSIGHTp-Penetration.doc 
Optech Insight Plus Penetration Analysis (Appendix B To 
Security Spec) 

1.03 Feb 2010 

INSIGHTp_APL2.xls Optech Insight Plus Approved Parts List 1.00 Jan 2009 

INSIGHTp_ChgRelSummary.doc Optech Insight Plus® Change Release Summary 1.06 Jun 2010 

INSIGHTp_CMPlan.doc Optech Insight Plus® Configuration Management Plan 1.07 Jun 2010 

INSIGHTp_FEC-XRef.doc 
Requirements of the FECVSS 2002 Trace to Vendor 
Testing and Technical Data Package 

1.12 Jun 2010 

INSIGHTp_FunctSpec.doc Optech Insight Plus® Functional Specification 1.08 Jun 2010 

INSIGHTp_HardSpec.doc Optech Insight Plus® Hardware Specification 1.08 Jun 2010 

INSIGHTp_MaintMan.doc Optech Insight Plus® Maintenance Manual 1.10 Jun 2010 

INSIGHTp_PersTraining.doc 
Optech Insight Plus® Personnel & Training 
Requirements 

1.06 Jun 2010 
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OptechPrintersManual.doc Optech Insight/Eagle and Optech 400-C Printers Manual 1.10 Jun 2010 

INSIGHTp_QAProgram.doc Optech Insight Plus® Quality Assurance Program 1.07 Jun 2010 

INSIGHTp_SampleReports.doc Optech Insight Plus® Sample Reports 1.06 Jun 2010 

INSIGHTp_Security.doc Optech Insight Plus® Security Specification 1.06 Jun 2010 

INSIGHTp_SoftSpec.doc Optech Insight Plus® Software Specification 1.08 Jun 2010 

INSIGHTp_SysOverview.doc Optech Insight Plus System Overview 1.08 Jun 2010 

INSIGHTp_TDP.doc Optech Insight Plus® Technical Data Package 1.09 Jun 2010 

INSIGHTp_TestVerifSpec.doc Optech Insight Plus® Test & Verification Specification 1.07 Jun 2010 

InsightBattery_PollWorkerOp.doc Insight Battery® Poll Workers & Operators Manual 1.04 Jun 2010 

INSIGHT-
INSIGHTplus_OpMan.doc 

Optech Insight/Insight Plus Operators Manual 1.16 Aug 2010 

INSIGHTp_APL.doc Optech Insight Plus® Approved Parts List 1.06 Jun 2010 

WinEDS Documents 

WinEDS4-0_PersTraining.doc 
WinEDS Personnel & Training Requirements Release 
4.0 

1.05 Jun 2010 

Software_Quality_Assurance_Pr
ogram.doc 

Software Quality Assurance Program Release 4.0 1.06 Jun 2010 

WinEDS4-0_SampleReports.doc WinEDS Sample Reports Release 4.0 1.07 Jun 2010 

WinEDS4-0_SysDatabase.doc WinEDS System Database Release 4.0 1.11 Jun 2010 

WinEDS4-0_VisioTemplates-
EDGE.doc 

WinEDS Visio Templates: Edge/EDGE2plus Release 4.0 1.05 Jun 2010 

WinEDS 4-0_TestVerifSpec.doc WinEDS Test & Verification Specification Release 4.0 1.07 Jun 2010 

WinEDS4-0_FunctSpec.doc WinEDS Functional Specification Release 4.0 1.05 Jun 2010 

WinEDS4-0_GUI.doc WinEDS Graphical User Interface Release 4.0 1.05 Aug 2010 

WinEDS4-0_Security.doc WinEDS Security Specification Release 4.0 1.15 Aug 2010 

WinEDS4-0_TDP-XRef.doc SVS WinEDS 4.0 – TDP Cross-Reference 1.08 Jun 2010 

WinEDS4-0Sys_Ops_Proc.doc WinEDS System Operations Procedures Release 4.0 1.30 Aug 2010 

WinEDS_4-
0_Build_Process_LOCAL.doc 

WinEDS Local Build Process Release 4.0 1.16 Aug 2010 

WinEDS4-0_CM_ Plan.doc WinEDS Configuration Management Plan Release 4.0 1.06 Jun 2010 

WinEDS4-0_TDP.doc WinEDS Technical Data Package Release 4.0 1.05 Jun 2010 

WinEDS4-0ExtSvcs_OpMan.pdf 
WinEDS Extended Services Operator’s Guide Release 
4.0 

2.20 Aug 2010 

WinEDS_4-0_Software_Spec.pdf WinEDS Software Specification Release 4.0 1.19 Aug 2010 

WinEDS4_0_Master_Doc_Chng
_Log.doc 

WinEDS 4.0 Technical Data Package Master Document 
Change Log 

0.18 Jun 2010 

WinEDS4-
0_RCV_Func_Spec.pdf 

WinEDS Ranked Choice Voting Functional Specification 
Release 4.0 

1.16 Jul 2010 

WinEDS4_0_Install_Gd.pdf WinEDS Installation Guide Release 4.0 1.14 Jun 2010 

WinEDS4-0_System_Overview. 
pdf 

WinEDS System Overview Release 4.0 1.11 Jul 2010 

WinEDS4-
0_ElecRptg_OpMan.pdf 

WinEDS Election Reporting Operator's Guide Release 
4.0 

2.17 Aug 2010 

 

Table 11 Other Software, Hardware and Materials 
Material Material Description Use in the Voting System 

Multiple desktop and laptop PCs A variety of PCs running Microsoft 
operating systems 

Supplied by iBeta: Preparation, 
management and recording of test plans, 
test cases, reviews and results 

Repository servers Separate servers for storage of test 
documents and source code, 
running industry standards 
operating systems, security and 
back up utilities 

Supplied by iBeta: Documents are 
maintained on a secure network server. 
Source code is maintained on a separate 
data disk on a restricted server  

Microsoft Office 2003 Excel and Word software and 
document templates 

Supplied by iBeta: The software used to 
create and record test plans, test cases, 
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Material Material Description Use in the Voting System 

reviews and results 

SharePoint 2003 TDP and test documentation 
repository 

Supplied by iBeta: TDP and test 
documentation repository and 
configuration management tool  

Other standard business application 
software 

Internet browsers, PDF viewers 
email 

Supplied by iBeta: Industry standard tools 
to support testing, business and project 
implementation 

Center 325 Mini Sound Level Meter IEC 651 Type 2 handheld sound 
level meter 

Supplied by iBeta: Measure decibel level 

Wagner Instruments Force Gage Model FDN 50 Supplied by iBeta:  Gage to measure force 

Visual Studio 2003 v.7.1.3808 
(Microsoft) 

Build and source code review 
Integrated Development 
Environment 

Supplied by iBeta:  View source code 
review  

RSM v.6.92  
(M Squared Technologies) 

C, C++, Java & C# static analysis 
tool 

Supplied by iBeta: Identify line counts and 
cyclomatic complexity 

Beyond Compare 2 v.2.4.3 (Scooter 
Software) 

Comparison utility Supplied by iBeta: Used to compare 
file/folder differences 

WinDiff 5.1 (Microsoft) Comparison utility Supplied by iBeta: Used to compare 
file/folder differences 

Hash.exe v.7.08.10.07.12 (Maresware) Hash creation utility Supplied by iBeta: Used to generate hash 
signatures for Trusted Builds 

Nessus  v.4.0.0 Network port scanner and 
vulnerability testing tool 

Supplied by iBeta: Used to scan ports of 
Public Telecommunications Networking for 
vulnerabilities 
v3.2.0 prior to 10/16/2009 and then v4.0.0. 
Plug-in Rev 200910052134 

WireShark v. 1.0 (Formerly Ethereal v. 
0.99.0) 

An open source network packet 
capture and analysis tool 

Supplied by iBeta: Used to capture 
packets for later analysis of cryptography 

MiniMaxwell v2.0/10 Network emulation and impairment 
tool 

Supplied by iBeta: used to emulate 
network impairments for telephony test 
cases. 

BartPE ghost32.exe (916 CD) OS to boot to for ghosting Disk image backups for testing 
repeatability. 

Norton Symantec Ghost v.11 Tool to create and restore ghost 
images 

Disk image backups for testing 
repeatability and for Trusted Build 
submission to the NSRL 
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4 Voting System Overview 
The Sequoia 4.0 Voting System consists of the following hardware and software: 
 

 WinEDS 4.0 is a client/server election management application for programming and tabulating 
election results. The election is defined and then applied to the voting machine(s), providing the 
machine with the logic needed to tabulate the results entered by the voter on the machine.  
Supports single input of customer profile data such as voting locations, precincts, political 
subdivisions, offices, parties and machines and uses this data to simultaneously manage 
multiple elections by multiple users. In addition, the system supports the use of multiple voting 
systems within any given election. WinEDS has two add-in applications: 

o Election Reporting module enables you to run reports and export data.  
o Extended Services has several different modules at this time: 

 - Data Manager 
 - Manual Data Entry 
 - Media Loader  
 - Ranked Choice Voting 
 - Selection Code Generator 
 

 WinEDS/HAAT Listener is a server-based application designed to receive encrypted unofficial 
electoral data and, optionally, configuration data and event logs, from previously authorized 
transmitting HAAT devices. The WinEDS/HAAT Listener validates the integrity of all data 
received, and stores it in a centralized database management system (DBMS).  

 
 HAAT devices can also use the WinEDS/HAAT Listener server to synchronize their time and 

date with that of the server, so all HAAT devices will have an approximately similar time. The 
application is designed to run on a redundant server network with as many interconnected 
servers so as to be able to handle all concurrent transmissions from multiple external devices. 
The HAAT Listener runs on an application server; uses a web server to connect and receive 
electoral data from transmitting devices; and temporarily  queues the data to an internal 
database before validating and sending it to the DBMS. 

 
  The HAAT Listener System Components include: 

o Application Server 
o Listener application 
o Local Database 
o Central Database 

 

 AVC Edge II is a DRE voting system that displays ballot content to a voter utilizing touch screen 
technology, electronically stores vote totals and audit trail voting activity and provides a method 
to transfer totals to a central tabulation center.  

o VeriVote Printer (Voter Verifiable Paper Audit Trail) is side-mounted onto an AVC 
Edge II to produce a paper record of the voter's selections for review. Various reports 
can be printed, and once polls are closed, a report is generated with the results for each 
candidate.  

o AVC Edge II Audio Voting Accessory (E-AVA) provides independent voting capability 
for visually impaired or other non-reading voters utilizing a keypad and audio scripts.   

o Card Activator serves as the voter's access to the AVC Edge II through a Smart Card 
activation interface.   

o Seiko DPU-414 printer is an optional 40 column thermal dot matrix printer by Seiko, 
used to provide election reports.  

o Edge Aux Power Unit is an Auxiliary Backup Power Unit that provides emergency 
power for two AVC Edge machines for an extended period of time. 

 

 EDGE2plus Model 300 (HW Rev. C.03 & C.04) and Model 305 (HW Rev. C.04) are designed 
as DRE voting systems that displays ballot content to a voter utilizing touchscreen technology, 
electronically stores vote totals and audit trail voting activity and provides a method to transfer 
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totals to a central tabulation center. The Model 300 includes the ABLE-D detachable audio 
voting control, model 305 does not. 

o Audio Voting Control (ABLE-D) is a simple eight-button device designed for use with 
the EDGE2plus Model 300. The ABLE-D provides unassisted, private and secure voting 
for voters with serious limitations to using their hands, as well as visually impaired and 
non-reading voters. 

o APS External Printer (UTG) is a Voter Verifiable Paper Audit Trail printer (not part of 
the certification test campaign) that is side mounted onto an EDGE2plus to produce a 
paper record of the voter's selections for review.  

 Various reports can be printed, and once polls are closed, a report is generated with the 
results for each candidate.  

 

 Hybrid Activator, Accumulator, and Transmitter (HAAT) enables the voter to access the 
AVC Edge II and EDGE2plus voting machines through a smart card interface. Some versions of 
the HAAT have additional functionality.    

o HAAT100 The unit also serves at the precinct level as an accumulator for consolidating 
and tallying results, a printer for printing results, and as a transmitter for transmitting 
results from the AVC Edge II, EDGE2plus, and Insight voting machines only. 

o HAAT90 The unit also serves at the precinct level as an accumulator for consolidating 
and tallying results, a printer for printing results, and as a transmitter for transmitting 
results from the AVC Edge II, EDGE2plus, and Insight voting machines only. 

o HAAT80 The unit also serves at the precinct level as an accumulator for consolidating 
and tallying results, and a printer for printing results from the AVC Edge II, EDGE2plus, 
and Insight voting machines only. 

o HAAT50 Only serves as voter's access to the AVC Edge II and EDGE2plus voting 
machines through activation of a smart card interface. 

o Insight Memory Pack Reader (iMPR) allows the HAAT80/90/100 to read and 
consolidate Insight data cartridges. This device must be connected to the 
HAAT80/90/100 serial port located at the back of the unit. 

 

 Optech Insight & Optech Insight Plus are portable Precinct Count Systems that sit atop a 
ballot box, that uses Optical Scan Read-Head technology to electronically read and tabulate 
Optical Scan ballots, store results, and print precinct totals at the Polling Place. 

o Memory Pack is a solid-state semiconductor portable cartridge whose software 
records and totals all of the information from the ballots inserted into an Optech Insight 
and Optech Insight  Plus. The MemoryPack is equipped with customized chips, which 
each has a specific function.  

o Memory Pack Receiver (MPR) is a desktop device, which is plugged into a computer 
to interface with WinEDS 4.0 to write election parameters to MemoryPacks, as well as 
read and tally election results from those same MemoryPacks. 

 

 Optech 400-C Central Count System is a standalone, self-contained optical scan ballot 
tabulator that uses an automatic ballot feeder to process ballots. The Optech 400-C can 
process about 400 ballots per minute depending upon the ballot length. It also simultaneously 
reads the front and back of each ballot card. 

o WinETP Election Tabulation Program is an election tabulation application that 
enables the Optech 400-C to tabulate ballots and report results. WinETP interfaces with 
WinEDS to receive the election definition and process 400-C Results.  

 
The following table identifies the maximum evaluated and calculated limits for WinEDS and the 
associated Sequoia machines. 
 

Table 12   WinEDS 4.0 System Limits 
Characteristic Evaluation 

Limit 
Calculated 
Limit 

Limiting 
Component 

WinEDS Insight 400C Edge 

Maximum precincts in 
election 

2,700  5,000 400C 
 

10,000,000 NA 5,000 NA 

Maximum precincts in a 
pack 

150 200 
 

Insight NA 200* 
 

NA 9999 
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Maximum contests in 
election 

2,019 5,000 400C 10,000,000 NA 5,000 NA 

Maximum candidates/ 
counters in election 

6,532 8,000 400C 10,000,000 NA 8,000 65,535 
 

Maximum candidate 
counters in a precinct 

350 1,023 Insight 10,000,000 1,023 8,000 65,535 

Maximum ballot styles 
in election 

2,520 10,000 400C 2,000,000,000 NA 10,000 
 

NA 

Maximum contests in a 
ballot style 

110 700 Insight/400C 10,000,000 700 700 65,535 

Maximum candidates in 
a contest 

348 700 Insight/400C 10,000,000 700 700 65,535 

Maximum ballot styles 
in a Precinct 

100 
 

100 Insight 2,000,000,000 100 1,024 1,024 

Maximum number of 
parties 

15 
 

15 Insight/400C 36 
 

15 15 255 

Maximum vote for in 
contest 

150 255 Edge 10,000 1,023 1,023 255 

 
 * For the Insight, the maximum number of precincts that fit on a cartridge is dependent on the complexity of the 
 election. The limit of 200 is based on a single candidate/single contest ballot. 

 

4.1 Election Management System- Pre Voting Capabilities 

4.1.1 WinEDS 4.0 

 WinEDS is a client/server election management application for programming and tabulating election 
results. Vote tabulation equipment currently supported by WinEDS 4.0 includes: 

 AVC Edge II 
 AVC EDGE2plus 
 Optech 400-C 
 Optech Insight Plus 
 Optech Insight 

 
 The system has been designed to support single input of customer profile data such as voting locations, 

precincts, political subdivisions, offices, parties and machines and use this data to simultaneously 
manage multiple elections by multiple users. In addition, the system supports the use of multiple voting 
systems within any given election. 

 
 WinEDS 4.0 has two add-in applications: 
  • WinEDS Extended Services 
  • WinEDS Election Reporting 
 
 The Election Reporting module enables you to run reports and export data. Extended Services has 

several different modules at this time, Data Manager, Manual Data Entry, Media Loader, Ranked Choice 
Voting, and Selection Code Generator. 

4.1.2 Memory Pack Receiver (MPR) for the Optech Insight/InsightPlus 

 The MPR is an interface that allows WinEDS 4.0 to write election parameters to MemoryPacks, as well 
as read and tally election results from those same MemoryPacks. 

 
 The MPR is a desktop device, which is plugged into a computer (usually at the election central site), and 

developed specifically to work in conjunction with WinEDS 4.0 (Windows Election Database System) to 
encode precinct election data from WinEDS 4.0 to a MemoryPack. 

 
 The MemoryPack is then placed in the Optech Insight for that precinct and ballots are tabulated by the 
 MemoryPack. 
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 After the election, the MemoryPacks from each precinct are inserted back into the MPR. The ballot 
tabulation totals stored in each MemoryPack are read by WinEDS 4.0 software, which accumulate the 
jurisdiction-wide results. 

 

 
Picture 1 – MPR and a MemoryPack 

 
 

4.2 Polling Place- Voting Capabilities 
 

The AVC Edge II and AVC EDGE2plus do not require any networking to a central system in order to function. All 
processing from loading the ballot to recording votes is done on individual units. Loading ballots and 
accumulating the tally from the machines is completed via the Results Cartridge. The Results Cartridge is 
designed so that it can be inserted into the voting machine, record voting results, and then be removed from the 
machine when the polls are closed to be read by WinEDS. 
The Results Cartridge stores: 
 • An electronic representation of the ballot 
 • Ballot logic to enable the voter to make those selections to which he or she is lawfully entitled 
 • Aggregated vote totals 
 • A randomized record of all individual ballots cast 

• A chronological log of significant machine operations, including error conditions 

4.2.1 AVC Edge II 
 The AVC Edge II is designed as a DRE voting system that performs the following functions: 
  • Present candidates and issues using an electronic ballot. 
  • Display a series of buttons/switches/images to be touched/pressed for  selecting a candidate 
    or option.  Indicators display to the voter or operator their selections. 
  • Prevent overvoting of offices. 
  • Allow the voter to select and deselect a candidate position right up until the Cast Ballot button  
   is touched. 
  • Allow for electronic Write-In voting. 
  • Operate on AC to DC External Power Supply and incorporate Main and Real-Time Clock  
   batteries for backup protection. 
  • Provide for voting privacy. 
  • Electronically store vote totals and a complete Audit Trail of voting activity. 

 • Print results for each candidate when the polls are closed. 
  • Provide a method to transfer machine totals to a central tabulation center. 
  • Have tamper resistant design using locks, seals and cryptography to provide security. 
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Picture 2 – Edge II 

 
 

 The AVC Edge II includes the following accessories: 
o Card Activator 

   The Card Activator serves as the voter's access to the AVC Edge II machines through a 
Smart Card activation interface. The Poll Worker issues this card to the voter for use as 
a key to access  the ballot on the AVC Edge II, for voting purposes.  

 

 
Picture 3 – Card Activator 

 

o VeriVote Printer 
The VeriVote Printer produces a paper record that can be reviewed by the voter as they 
cast their vote.      
Designed 

   • As an upgrade to existing units installed at jurisdictions across the county or country, 
   • As an optional feature with a new AVC Edge II. 
 
 The VeriVote Printer is designed to be shipped as a separate item from the AVC Edge 

II and installed in the polling place/precinct by Precinct/Poll Workers. 
 

o AVC Edge II Audio Voting Accessory 
 Provides independent voting capability for visually impaired or other non-reading voters 

by utilizing a keypad and audio scripts. 
 
 With the proper ballot configuration, any AVC Edge II can be used with the AVC Edge II 

Audio Voting Accessory on demand. 
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4.2.2 EDGE2plus 
 The EDGE2plus Models 305 and 300 are designed as DRE voting systems. The Model 300 includes 

the ABLE-D detachable audio voting control. Both models will perform the following functions: 
  • Present candidates and issues by using an electronic ballot. 
  • Display a series of buttons/switches/images to be touched/pressed for  selecting a candidate 
    or option. Indicators show the voter or operator that the selection has been made. 
  • Prevent overvoting of offices. 
  • Allow the voter to select and deselect a candidate position right up until the Cast Ballot button  

is touched. 
  • Allow for electronic Write-In voting. 
  • Operate on AC to DC External Power Supply and incorporate Main and Real-Time Clock  
   batteries for backup protection. 
  • Provide for voting privacy. 
  • Electronically store vote totals and a complete Audit Trail of voting activity. 
  • Print results for each candidate when the polls are closed. (Not Certified) 
  • Provide a method to transfer machine totals to a central tabulation center. 
  • Have tamper resistant design using locks, seals and cryptography to provide security. 
  • The Detachable Audio Voting Control (ABLE-D) is a simple eight-button device designed for  
   use with the EDGE2plus Model 300 voting system. The ABLE-D allows unassisted,  
   private and secure voting for voters with serious limitations to using their hands, as well  
   as visually impaired and non-reading voters. 
 

 
Picture 4 – EDGE2plus 

4.2.3 HAAT 
 The Hybrid Activator, Accumulator, and Transmitter (HAAT) enables the voter to access the AVC Edge 

II, EDGE2plus, and Insight voting machines through a smart card interface. Some versions of the HAAT 
have additional functionality. 

 
 HAAT100 
 The HAAT100 is the component that serves as the voter's access to the AVC Edge II, EDGE2plus 

direct-record electronic touch-screen voting machines through activation of a Smart Card interface. The 
HAAT100 Unit also serves, at the precinct level, as an accumulator for consolidating and tallying results, 
a printer for printing the  results, and as a transmitter for transmitting the results from the AVC Edge II, 
EDGE2plus, and Insight voting machines only. 
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Picture 5 – HAAT100 

 

 HAAT90 
The HAAT90 is the component that serves as the voter's access to AVC Edge II and EDGE2plus DRE 
touch-screen voting machines through activation of a Smart Card interface.  The HAAT90 Unit also 
serves, at the precinct level as an accumulator for consolidating and tallying results, a printer for printing 
the results, and as a transmitter for transmitting the results from the AVC Edge II, EDGE2plus, and 
Insight voting machines only. 

 

 
Picture 6 – HAAT90 

 

 HAAT80 
 The HAAT80 is the component that serves as the voter's access to AVC Edge II and EDGE2plus direct-

record  electronic touch-screen voting machines through activation of a Smart Card interface. The 
HAAT80 Unit also serves, at the precinct level, as an accumulator for consolidating and tallying results, 
and a printer for printing the results from AVC Edge II, EDGE2plus, and Insight voting machines only. 

 

 
Picture 7 – HAAT80 

 

 HAAT50 
 The HAAT50 is the component that serves as the voter's access to AVC Edge II and EDGE2plus direct-

record  electronic touch-screen voting machines through activation of a Smart Card interface. 
 Note: The HAAT50 does not consolidate, print or transmit results, since the HAAT50 does not use any 

printer or internal modem and the consolidation module is not available. 
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Picture 8 – HAAT50 

 

 Insight Memory Pack Reader for use with the HAAT80/90/100 
 The Insight Memory Pack Reader (iMPR) allows the HAAT80/90/100 to read and consolidate Insight 

data cartridges. This device must be connected to the HAAT80/90/100 serial port located at the back of 
the unit. 

 

 
Picture 9 - iMPR 

 
 

4.2.4 Optech Insight Plus 
 

 The Optech Insight and Optech Insight Plus are portable Precinct Count Systems, which use Optical 
Scan Read Head technology to electronically read and tabulate Optical Scan ballots. The machines are 
designed as Precinct Count systems that will work in conjunction with WinEDS, as follows: 

  • To code the election and prepare the Ballot. 
  • To accumulate, translate, and generate reports at the Central Counting Location 
 
 The machines are intended to be located at the Polling Place. The voter casts a vote on the ballot by 

using a  special Optech marking pen (or a soft lead #2 pencil) to complete a printed voting arrow 
pointing to the  candidate/issue of the voter's choice. The voter then places the marked ballot into the 
system in any orientation. The machine keeps a running tabulation on all ballots “cast.” The Optech 
Insight and Optech Insight Plus use the  Election Parameter data programmed into the MemoryPack 
using WinEDS. The MemoryPack may be removed at the end of the election and transported to the 
Central Counting Location for rapid transfer of precinct totals to the Central Counting Location for 
inclusion into the canvass reports. After the election, the MemoryPacks from each precinct are inserted 
back into the MPR. The ballot tabulation totals stored in each MemoryPack are read by WinEDS 
software, which accumulates the jurisdiction-wide results. 
 

 The Optech Insight Plus is a portable Precinct Count System that uses Optical Scan Read Head 
technology to  electronically read and tabulate Optical Scan ballots at the Polling Place. The Optech 
Insight Plus is classified by the Federal Election Commission as a Marksense Voting System used to 
cast and tabulate ballots. It allows Local Officials to conduct efficient, timely elections, and performs the 
following functions using the voter inserted ballots: 

  • Record Votes: Optically reads the marks made on the ballots. 
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  • Tabulate Ballot: Tabulates ballots as they are cast, allowing the results of the election to be 
 readily available when closing the Polls. 

  • Print Results: Produces precinct totals. 
  • Store Election Totals: Stores the election totals in the removable Memory-Pack, for easy transfer to the 
   Central Counting Location, after closing the Polls. 
 

 
Picture 10 – Insight Plus 

4.2.5 Optech Insight 

 The Optech Insight is a portable Precinct Count System that uses Optical Scan Read-Head technology 
to electronically read and tabulate Optical Scan ballots at the Polling Place. The Optech Insight is 
classified by the Federal Election Commission as a Marksense Voting System used to cast and tabulate 
ballots. It allows Local Officials to conduct efficient, timely elections, and performs the following 
functions using the voter inserted ballots: 

  • Record Votes: Optically reads the marks made on the ballots. 
  • Tabulate Ballot: Tabulates ballots as they are cast, allowing the results of the election to be  

readily available when closing the Polls. 
  • Print Results: Produces precinct totals. 
  • Store Election Totals: Stores the election totals in the removable Memory-Pack, for easy 

 transfer to the Central Counting Location, after closing the Polls. 
 
 The MemoryPack is a solid-state semiconductor portable cartridge whose software records and totals all 

of the information from the ballots inserted into one of the following voting systems: 
  • Optech Insight 
  • Optech Insight Plus 
 
 The MemoryPack is equipped with customized chips, which each has a specific function. After a 

MemoryPack is  inserted into the Memory Pack Receiver (MPR), the election results can be read into 
the WinEDS 4.0 software (which is installed on the computer connected to the MPR), and displayed by 
the computer. The Optech Insight uses the Memory Pack Receiver to apply the election parameters to 
the tabulator and following the election, to read and tally election results. 
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Picture 11 - Insight 

4.3 Election Management System- Post Voting Capabilities 

4.3.1 Optech 400-C Central Count System 
 The WinEDS election definition is applied to the Optech 400-C via the WinETP to enable the 400-C to 

tabulate ballots and report results. The interface between the WinETP and WinEDS comprises the 
following: 

  • Functions 
  • Events and Properties 
  • Build Processes 
 
 The WinEDS 4.0 database system includes a file management system with the following capabilities: 
  • Integration of Voting Data Files with Ballot Definition Files 
  • Verification of File Compatibility: File compatibility verification 
  • Edit and Update of Files: File updating and editing, as required 
 
 The Optech 400-C does not provide the Vote Data Management. WinEDS provides the management, 

processing and reporting of voting data after consolidation at the polling place and includes hardware 
and software required to generate all output reports in the various jurisdictional required formats at the 
Central Counting Location.  

 
 The Optech 400-C is a standalone, self-contained optical scan ballot tabulator that uses an automatic 

ballot feeder to process ballots. The Optech 400-C can process about 400 ballots per minute depending 
upon the ballot length. It also simultaneously reads the front and back of each ballot card. The Optech 
400-C is classified by the Federal Election Commission as a Marksense Voting System. 

 
 The Optech 400-C is used at the Central Count Location to perform the following activities: 
  • Open Polls 
  • Read mark-sense ballots 
  • Tabulate the results 
  • Prepare output reports 
  • Prepare results files for tally and accumulation in WinEDS 
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Picture 12 – 400-C 

4.3.2 WinETP Election Tabulation Program 

 The WinETP integrates with the Optech 400-C and the WinEDS election management system. The 400-
C counts the ballots and applies the results using the logic in the WinETP from the WinEDS system. 
This interface enables the 400-C to tabulate the election results from large numbers of ballot at a central 
count location. WinETP is used to perform the following operations: 

  • Apply and initialize the election 
  • Tabulate ballots by: 
   • Precinct 
   • Batch 
   • Polling Place 
  • Manage ballot handling 
  • Generate reports 
 
 WinETP interfaces with WinEDS to receive the election definition and process 400-C Results. The 

WinEDS system communicates with the WinETP by describing the following for a specific election: 
  • Offices 
  • Candidates 
  • Precincts 
 
 WinEDS is a computer software system, which contains the application software developed specifically 

for election requirements. 

4.3.3 Memory Pack Receiver (MPR) for the Optech Insight/Insight Plus 

 The MPR is an interface that allows WinEDS 4.0 to write election parameters to MemoryPacks, as well 
as read and tally election results from those same MemoryPacks. 

 
 The MPR is a desktop device, which is plugged into a computer (usually at the election central site), and 

developed specifically to work in conjunction with WinEDS 4.0 (Windows Election Database System) to 
encode precinct election data from WinEDS 4.0 to a MemoryPack. 

 
 The MemoryPack is then placed in the Optech Insight for that precinct and ballots are tabulated by the 
 MemoryPack. 
 
 After the election, the MemoryPacks from each precinct are inserted back into the MPR. The ballot 

tabulation totals stored in each MemoryPack are read by WinEDS 4.0 software, which accumulate the 
jurisdiction-wide results. 

4.3.4  WinEDS/HAAT Listener 
 WinEDS/HAAT Listener is a server-based application designed to receive encrypted unofficial electoral 

data and, optionally, configuration data and event logs, from previously authorized transmitting HAAT 



VSTL Certification #-pending 

Page 43 of 78          (V)2010-08Sep-001(A) 

devices. The WinEDS/HAAT Listener runs under JBoss version 4.0.2, which is a Java 2 Enterprise 
Edition (J2EE) compliant Application Server. The Listener Application uses a Web Service to process 
connections and transmissions from remote clients (HAAT devices) and store encrypted, unofficial 
results after a series of validations. The WinEDS/HAAT Listener validates the integrity of all data 
received, and stores it in a centralized database  management system (DBMS). HAAT devices can also 
use the WinEDS/HAAT Listener server to synchronize their time and date with that of the server, so all 
HAAT devices will have an approximately similar time.  Transmissions may include:  

 Voting Machine Results 
 HAAT Event Log 
 HAAT Configuration Data 

 
 All data transferred from the HAAT devices to the Listener is: 

 Encrypted 
 Unofficial 
 In XML format 
 Validated against an XSD schema 
 Validated against a separate transmitted hash string to detect any loss of data 
 Stored in a local repository for auditing purposes 

 
 WinEDS/HAAT Listener uses a local database to store backups of every correct and incorrect 

transmission received through the Web service as well as to handle all seven messaging queues used 
by the core of the Listener application for asynchronous data transfer among objects. 

 
 WinEDS/HAAT Listener uses a central database, common for all possible instances of the distributed 

application to store all voting machine results, HAAT event logs and HAAT configurations received 
through the Web Service. Additionally, this database holds a tabulated, organized, and centralized copy 
of all Listener instances event log records. 
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5 Certification Review and Test Results 
The results and evaluations of the PCA and FCA reviews tests are identified below.  Detailed data 
regarding the Acceptance/Rejection criteria, reviews and tests are found in the appendices. 

 Appendix A identifies all certification test requirements traced to specific Test Cases 

 Appendix B identified the PCA Source Code Review Acceptance/Rejection Criteria and 
Summary 

 Appendix C identifies the PCA TDP Document Review Acceptance/Rejection criteria 

 Appendix D identifies all FCA Testing Acceptance/Rejection criteria 

 Appendix E identifies the PCA and FCA Discrepancies reported during review and testing 
 

5.1 PCA Source Code Review 
iBeta Quality Assurance reviewed the Sequoia internally developed coding standards for the software 
submitted in section 3 in certification of the Sequoia WinEDS 4.0 Voting System.  Review criteria were 
customized to incorporate the requirements of VSS 2002 Vol. 1 Sect 4.2 and Vol. 2 Section 5, language 
specific conventions (PowerBuilder, Java, C, C++, C#, VB.net, VB 6, Z80, 80x86, 8051, PIC-ASM, and 
SQLScript) and the internally developed coding standards as referenced.  The specific review criteria for 
this test effort and the documentation of the building of the executable code from the reviewed source 
code (Trusted Builds) are identified in Appendix G. 
 
iBeta tracked  a number of metrics obtained from the results of  the source code review during this 
certification test campaign.  The overall summary of the source code review produced the following 
metrics as identified in Table 13.  The legend of this table is as follows: 
 

 Application - Each WinEDS 4.0 voting system application as defined in Table 9. 

 Language - The software coding language.  The four Assembler languages (Z80, 80x86, 8051, 
and PIC-ASM) are reported in one metric. 

 Discrepancies - Discrepancies are written against a module which may be defined as either a 
file or a function within a source code file and, as such, each discrepancy may represent one or 
more instance of non-compliance with a VSS 2002 requirement.   

 VSS Requirements:  Comment Related - The number of comment related instances of non-
compliance with 15 VSS 2002 requirements related to commenting and formatting (considered 
having a higher impact on software maintainability but a lower impact on system function). 

 VSS Requirement:  Software Related - The number of software related instances of non-
compliance with 29 VSS 2002 requirements that may impact software function.   

 Number of files/functions - Modules are defined for each language and the source code review 
is conducted at a module or function level.  Any code outside of a module or function is 
reviewed at the file level. 

 eLOCs - Number of executable Lines of Code (eLOC).  eLOC does not include comment lines, 
headers, blank lines, spacing, formatting, or continues. 

 Metrics:  Discrepancy to eLOC - An overall discrepancy-to-eLOC (executable Lines of Code) 
percentage. 

 Metrics:  Comment Related % - An overall comment related percentage of the number of 
instances noted during the source code review. 

 Metrics:  Software Related % - An overall software related percentage of the number of 
instances noted during the source code review. 

 
Analysis and summary of the source code review results delineated by coding language is provided in 
the following sections.    
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Table 13 Source Code Review Applications and Summary Metrics

Application Language Discrepancies 

VSS 2002 

Requirements Number 

of files/ 

functions eLOCs 

Metrics 

Comment 

Related 

Software 

Related 

Discrepancy to 

eLOC % 

Comment 

Related % 

Software 

Related % 

WinEDS PowerBuilder 1648 1755 116 9058 191126 0.86% 94% 6% 

WinEDS C/C++ 2961 2727 1188 11321 216173 1.37% 70% 30% 

Card Activator 

Edge II Audio Unit 

Edge II Firmware 

CRC Util 

iMPR 

WinETP (400-C) 

EDGE2plus 

HAAT 

HAAT 

WinEDS SQL  620 193 575 1320 99334 0.62% 25% 75% 

WinEDS 

WinEDS C# 2882 2702 1017 11606 120307 2.40% 73% 27% 

EDGE2plus 

HAAT 

WinEDS VB 6.0 196 227 97 324 9094 2.16% 70% 30% 

WinEDS VB.Net 429 359 289 1206 17376 2.47% 55% 45% 

HAAT Listener Java 152 125 75 476 3578 4.25% 63% 38% 

HAAT 

HAAT 

Edge II Firmware Assembler 258 63 229 1219 25776 1.00% 22% 78% 

EDGE2plus 

Insight/Insight Plus APX 

Insight/Insight Plus HPX 

HAAT 

VeriVote 

MPR 

Total 9146 8151 3586 35275 682764 1.34% 69% 31% 
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5.1.1 WinEDS 4.0 PowerBuilder Source Code Review Results 
WinEDS 4.0 consists of a PowerBuilder (or PowerScript) component.   A total of 9058 files/functions were reviewed 

and all instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 1648 
discrepancies were identified and validated to be resolved.  Those 1648 discrepancies encompassed 
1871 instances of VSS 2002 requirements identified as not being met at the initial source code review.    
 
The majority (1755) of those instances were comment related.  Of the software related instances (the 
remaining 116), the summary of the VSS 2002 requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 

The file function line count results identified no files or functions that exceeded 240 eLOCs.   
 

v.1: 4.2.3.d 
v.2: 5.4.2.I 

File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS Version 

4.0.158 PowerScript 10.5 

7195 500 112 0 7807 

      92.16% 6.40% 1.43% 0.00% 100.00% 

 
 

Comment Related Instances/Discrepancies 
Of the total 1871 VSS 2002 requirement non-compliances, 1755 or 94% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, lines exceeding 80 characters, 
incomplete header information, and non-unique module use. 

 
 Software Related Instances/Discrepancies 

In reviewing the source code for the remaining 29 software related requirements, iBeta identified 116 
non-compliances or 6% of identified issues.   All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed.   
 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.2 WinEDS 4.0 C/C++ Source Code Review Results 

WinEDS 4.0 consists of numerous C and C++ components.   A total of 11,321 files/functions were 
reviewed and all instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 
2961 discrepancies were identified and validated to be resolved.  Those 2961 discrepancies 
encompassed 3915 instances of VSS 2002 requirements identified as not being met at the initial source 
code review.    
 
The majority (2727) of those instances were comment related.   The summary of the VSS 2002 
requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The SQL files function line count results identified 4 files or functions that exceeded 240 eLOCs with the 
justification provided that these files/functions were not placed into separate functions for performance.    
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v.1: 4.2.3.d 

v.2: 5.4.2.I 
File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

C/C++ 

10290 767 212 4 11273 

      91.3% 6.8% 1.9% 0.04% 100.00% 

 
 

Comment Related Instances/Discrepancies 
Of the total 3915 VSS 2002 requirement non-compliances, 2727 or 69.7% were rejected against the 14 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, functions with more than 5 levels 
of indented scope, lines exceeding 80 characters,  constants other than "0" or "1" not defined, 
incomplete header information, and non-unique module use. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 1188 
non-compliances or 30.3% of identified issues.   All instances were noted in discrepancies, addressed 
by Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.3 WinEDS 4.0 SQL Source Code Review Results 
WinEDS 4.0 consists of an SQL component.   A total of 1320 files/functions were reviewed and all 
instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 620 
discrepancies were identified and validated to be resolved.  Those 620 discrepancies encompassed 768 
instances of VSS 2002 requirements identified as not being met at the initial source code review.    
 
The majority (575) of those instances were related to transaction updates within the database.  The 
summary of the VSS 2002 requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified 20 files/ functions that exceeded 240 eLOCs and that more 
than 5% exceeded 120 eLOCs all with the justification provided that these files/functions contained only 
database setup commands and had a cyclomatic complexity (number of execution paths within the 
file/function) of only 1.    
 

v.1: 4.2.3.d 
v.2: 5.4.2.I 

File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

SQL Scripts 

1000 180 120 20 1320 

      76% 14% 9% 2% 100.00% 

 

Comment Related Instances/Discrepancies 
Of the total 768 VSS 2002 requirement non-compliances, 193 or 25% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, functions with more than 5 levels 
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of indented scope, lines exceeding 80 characters,  constants other than "0" or "1" not defined, 
incomplete header information, and non-unique module use. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 575 
non-compliances or 75% of identified issues with 469 of those instances related to transaction updates 
within the database.   All instances were noted in discrepancies, addressed by Sequoia, reviewed by 
iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.4 WinEDS 4.0 C# Source Code Review Results 
WinEDS 4.0 consists of a C# component.   The EDGE2plus and HAAT applications also contain the C# 
programming language.   A total of 11,606 files/functions were reviewed and all instances of non-
conformance to the VSS 2002 were validated to be closed.  A total of 2882 discrepancies were 
identified and validated to be resolved.  Those 2882 discrepancies encompassed 3719 instances of 
VSS 2002 requirements identified as not being met at the initial source code review.    
 
The majority (2702) of those instances were comment related and the majority of the software related 
instances (529) were potential unhandled exceptions.   The summary of the VSS 2002 requirements 
and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified 7 files or functions that exceeded 240 eLOCs with the 
justification provided that these files/functions contained only variable initialization and had a cyclomatic 
complexity (number of execution paths within the file/function) of only 1.    
 

v.1: 4.2.3.d 
v.2: 5.4.2.I 

File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

C# 

11324 234 57 7 11622 

      97.4% 2% 0.5% 0.10% 100.00% 

 
 
Comment Related Instances/Discrepancies 

Of the total 3719 VSS 2002 requirement non-compliances, 2702 or 73% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, functions with more than 5 levels 
of indented scope, lines exceeding 80 characters,  constants other than "0" or "1" not defined, 
incomplete header information, and non-unique module use. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 1017 
non-compliances or 27% of identified issues.   All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.5 WinEDS 4.0 VB 6.0 Source Code Review Results 

WinEDS 4.0 consists of a Visual Basic 6.0 component.  A total of 324 files/functions were reviewed and 
all instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 197 
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discrepancies were identified and validated to be resolved.  Those 196 discrepancies encompassed 324 
instances of VSS 2002 requirements identified as not being met at the initial source code review.    
 
The majority (227) of those instances were comment related.   The summary of the VSS 2002 
requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified no files or functions that exceeded 240 eLOCs.    
 

v.1: 4.2.3.d 

v.2: 5.4.2.I 
File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

VB 6.0 

348 28 5 0 381 

      91.3% 7.4% 1.3% 0.0% 100.00% 

 
 

Comment Related Instances/Discrepancies 
Of the total 324 VSS 2002 requirement non-compliances, 227 or 70% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, functions with more than 5 levels 
of indented scope, lines exceeding 80 characters,  constants other than "0" or "1" not defined, and 
incomplete header information. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 97 
non-compliances or 30% of identified issues.   All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.6 WinEDS 4.0 VB.Net  Source Code Review Results 

WinEDS 4.0 consists of a VB.Net component.  A total of 1206 files/functions were reviewed and all 
instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 429 
discrepancies were identified and validated to be resolved.  Those 429 discrepancies encompassed 648 
instances of VSS 2002 requirements identified as not being met at the initial source code review.    
 
The majority (359) of those instances were comment related.   The summary of the VSS 2002 
requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified no files or functions that exceeded 240 eLOCs.    
 

v.1: 4.2.3.d 
v.2: 5.4.2.I 

File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

VB.Net 

1143 38 1 0 1182 

      96.7% 3.2% 0.1% 0.0% 100.00% 
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Comment Related Instances/Discrepancies 
Of the total 648 VSS 2002 requirement non-compliances, or 55%, were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, functions with more than 5 levels 
of indented scope, lines exceeding 80 characters,  constants other than "0" or "1" not defined, and 
incomplete header information. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 289 
non-compliances or 45% of identified issues.   All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 

5.1.7 WinEDS 4.0 Java Source Code Review Results 
WinEDS 4.0 consists of the HAAT Listener which utilizes the Java coding language.   A total of 476 
files/functions were reviewed and all instances of non-conformance to the VSS 2002 were validated to 
be closed.  A total of 152 discrepancies were identified and validated to be resolved.  Those 152 
discrepancies encompassed 200 instances of VSS 2002 requirements identified as not being met at the 
initial source code review.    
 
The majority (125) of those instances were comment.   The summary of the VSS 2002 requirements 
and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified no files or functions that exceeded 240 eLOCs.    
 

v.1: 4.2.3.d 
v.2: 5.4.2.I 

File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

JAVA 

463 7 1 0 471 

      98.3% 1.5% 0.2% 0% 100.00% 

 
 

Comment Related Instances/Discrepancies 
Of the total 200 VSS 2002 requirement non-compliances, 125 or 63% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Discrepancies noted variables 
without comments at the point of declaration, lack of in-line comments, lines exceeding 80 characters, 
incomplete header information, and lack of name readability. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 75 
non-compliances or 38% of identified issues.   All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 



VSTL Certification #-pending 

Page 51 of 78          (V)2010-08Sep-001(A) 

5.1.8 WinEDS 4.0 Assembly Source Code Review Results 

WinEDS 4.0 consists of several Assembly source code components and languages.   The Insight and 
Insight Plus APX and HPX as well as the MPR are written in Z80.  Both the EDGE2plus and the HAAT 
assembler language components are written in 8051.  VeriVote is PIC-ASM and the MBR bootloader 
which is association with the Edge II is in 80x86.   A total of 1,219 files/functions were reviewed and all 
instances of non-conformance to the VSS 2002 were validated to be closed.  A total of 258 
discrepancies were identified and validated to be resolved.  Those 258 discrepancies encompassed 292 
instances of VSS 2002 requirements identified as not being met at the initial source code review.    
 
The summary of the VSS 2002 requirements and closure are as follows:   
 
File Function Line Counts/Discrepancies 
The file function line count results identified no files or functions that exceeded 240 eLOCs.    
 

v.1: 4.2.3.d 

v.2: 5.4.2.I 
File's 

functions' 

line count 

On the Application level, no more 

than 50% exceeding 60 lines, no 

more than 5% exceeding 120 lines, 

and none exceeding 240 lines 

without justification. 
< 60  60 to 120 

120 to 

240 > 240 Total 
WinEDS  

Assembly 

1112 78 19 0 1209 

      92.0% 6.4% 1.6% 0.10% 100.00% 

 
 

Comment Related Instances/Discrepancies 
Of the total 292 VSS 2002 requirement non-compliances, 63 or 22% were rejected against the 15 
comment-related requirements.  All instances were noted in discrepancies; the comments were 
addressed by Sequoia, reviewed by iBeta, and validated to be closed.  Due to the memory size of the 
chipset and the broad nature of the VSS 2002 requirements for source code review, the ability to add 
comments to the Assembly source code was limited and recognized during the code review.  As a 
result, a much smaller percentage of the source code discrepancies are comment related.  
Discrepancies noted included indentation, variables without comments at the point of declaration, lack 
of in-line comments, and constants other than "0" or "1" not defined. 
 

 Software Related Instances/Discrepancies 
In reviewing the source code for the remaining 29 software related requirements, iBeta identified 229 
non-compliances or 78% of identified issues.   The majority of those instances, 173 or 75.5%, relate to 
the single entry or exit point requirement.    All instances were noted in discrepancies, addressed by 
Sequoia, reviewed by iBeta, and validated to be closed. 

 
The source code was found to meet the requirements of the VSS 2002. The data supporting this review 
are found in Appendix B. 
 

5.2 PCA TDP Document Review 
iBeta Quality Assurance reviewed all Sequoia Voting Systems submitted TDP documents of the 
WinEDS 4.0  voting system against the Vol. 2 Section 2 requirements of the VSS 2002 (see Section 
Appendix C for a list of the reviewed documents). Each submitted document was reviewed against the 
specific section of the VSS applicable to that category of document.  If the required content was present 
in one or more submitted documents results were summarized and the requirement was accepted.  If it 
was not present the requirement was rejected. 
 
Appendix C contains the specific review criteria for the TDP documents.  Errors, nonconformities and 
anomalies observed in this review are summarized in Appendix E. Documentation of corrections and 
verification of corrections are contained in each summary. 
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Any instance of inconsistency in the version control of documents delivered by Sequoia Voting Systems 
was reported in Appendix E an informational issue.    

5.2.1 PCA TDP Document Review Results 
The documents of the Sequoia Voting Systems WinEDS 4.0 Technical Data Package were found to 
meet the requirements of Vol. 2 Section 2 of the VSS 2002. The data supporting this review are found in 
Appendix C. 

5.3 FCA Functional and System Integration Testing 
iBeta executed a review of the Sequoia WinEDS 4.0  voting system functionality to the requirements of 
the VSS 2002 (see Appendix A).  Tests covering system functional requirements were incorporated into 
eight standard system level integration test cases of end-to-end mock elections.  Four of the tests were 
General Elections and four were Primary Elections.  Election databases and ballots were prepared, 
installed, voted and reported exercising the input controls, error content, and audit message content of 
the voting system.  The elections were programmed, voted and tallied to ensure ballot formats were 
accurately displayed, votes are accurately and reliably cast for the voting variations and functionality 
supported by the voting system.  Effectiveness of security access controls, system integrity, availability, 
confidentiality and audit accountability were examined. The content and clarity of user instructions and 
processes was reviewed for usability.  A General and a Primary election included visual and audio 
ballots as well as Spanish, English and Chinese. Votes were cast by testers with correctable visual 
disabilities to confirm that ballots can be accessed visually, aurally or with non-electronic dexterity aids 
in Spanish and English.  Testing verified availability of screen contrast settings, ballot display settings, 
and required audio ballot controls.  Content and accuracy of the Spanish translation was not tested.  
States and jurisdictions need to validate the content and accuracy of all translations.  
 
The specific voting variations and system functions tested in the General and Primary Test Cases are 
identified in the Appendix D Test Methods.  During the FCA Functional and System Level Testing 
numerous documentation and functional defects were noted. The functional discrepancies opened and 
closed in each test case are identified in the Appendix D Test Method. Sequoia resolved all identified 
defects.  As appropriate, iBeta performed a document review and/or functional regression test.  All 
regression testing was executed as an end-to-end system level test. 
 
The testing was conducted on the system configuration identified in Section 3.  System configuration 
was conducted in accordance with the Sequoia TDP that disables all non-specified services.  The 
individual test iterations include identification of the specific software and firmware build versions in the 
Appendix D Test Methods. In accordance with VSS 2002 Vol. 1 section 1.5, iBeta reviewed the body of 
knowledge deposited in the EAC's Voting System Reports Clearinghouse.  The Test Plan delineates the 
Test Methods and the test steps executed to address those issues and concerns were executed during 
the FCA Functional and System Integration testing as well as the Security Test Case execution.   
 
After all hardware and software testing was completed a final trusted build was performed with the 
release versions of the software and firmware (see Appendix G). This build was installed on the 
hardware configurations that had been utilized for Functional and System Integration testing.  A full 
regression system integration test was performed on this final system configuration and is documented 
below. 
 

5.3.1 Evaluation of Functional and System Integration Testing 
Upon completion of all iterations of the Functional and System Level test cases, the Sequoia WinEDS 
4.0 voting system was found to meet the Functional and System Integration requirements of the VSS 
2002.  Appendices A and D provide specific information on the FCA Functional and System Integration 
Testing.  The defects encountered, their resolution and validations are listed in Appendix E. 

5.3.2 Regression Functional and System Integration Testing 
For the discrepancies that were functional defects and required software or firmware modifications, 
Sequoia submitted the modified source code, iBeta reviewed the code, performed a Trusted Build, 
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wrote end-to-end and system level test cases, and executed those test cases.  Three full end-to-end 
test cases and 6 system level test cases were executed to validate all submitted fixes.  These 
validations were recorded in the PCA and FCA Discrepancy Report. 
 
In addition, the functionality of the EDGE2plus 305, which was not originally listed with the Sequoia Application to 
the EAC, was tested.  At the conclusion of the regression testing, all functional defects were resolved. 
 

5.4 FCA Characteristics Testing (Recovery, Accessibility, Usability & 
Maintainability) 

 iBeta re-used the General 4 Election that included audio, visual, and English ballots and the Primary 2 
Election that was modified to included audio for this test.  Test voting was performed by providing input 
direction to the voting machine touch screen and by using the Edge II Audio Voting Accessory (E-AVA) 
and the EDGE2plus Detachable Audio Voting Control (ABLE-D).  Usability testing examined the 
functional capabilities addressing cognitive, perceptual, interaction, and privacy issues identified in VSS 
Vol.1 Section 3.1and RFI 2007-01.   Accessibility testing examined the functional capabilities 
addressing visual, audio, dexterity, and mobility to confirm that the touch screen,  E-AVA and the ABLE-
D can be used to cast audio, visual, English ballots could be cast privately and independently on the 
Edge II and EDGE2plus units as identified in VSS Vol. 2 Section 3.2 and VSS Vol. 2 Section 6.5. 
Physical Characteristics and Design, Construction, and Maintenance requirements were tested on 
equipment, including the HAAT50, HAAT80, HAAT90, HAAT100, Card Activator, MPR and IMPR. 
Testing verified the functionality of screen contrast settings and text font ballot display settings, as well 
as the required audio ballot controls. All test conditions were in an ambient office environment. The 
Maintenance procedures outlined in the TDP were executed in conjunction with an examination of the 
physical characteristics and attributes of the Edge II, EDGE2plus, Insight, InsightPlus, and 400-C units 
to verify that they conformed to the requirements identified in VSS Vol. 2 Section 4.2 and 4.3.  

 
 During the test campaign, the EAC Decision on Request for Interpretation 2009-05 was issued.  The 

test requirements associated with that RFI were incorporated into the Characteristics Test Case.  The 
report from the third party laboratory that conducted the test is attached as H20 - Wyle Letter No. 
T57306B-002 dated January 11, 2010 subject of:  Hearing Aid Compatibility Testing of the Sequoia 
Headset.  

  
 The testing was conducted on the system configuration identified in Section 3. The individual test 

iterations include identification of the specific software and firmware build versions in the Appendix D 
Test Methods.  During testing 14 functional defects were noted.  Their resolution and validations are 
identified in Appendix E. 

5.4.1 FCA Characteristics Tests (Recovery, Accessibility, Usability & 
Maintainability) 

 The Sequoia WinEDS 4.0 voting system was found to meet the Recovery, Usability, Accessibility, 
Maintainability and Characteristics requirements of the VSS 2002. Appendices A and D provide specific 
information on the Characteristics (Maintainability, Usability and Accessibility) Testing. The defects 
encountered during the review, their resolution and validations are identified in Appendix E. 

 
 As dictated by RFI 2009-05, the COTS headset for the DREs was tested to the ANSI C63.19-2001 

Category 4 Requirement by Wyle Laboratories and the results documented in Attachment H20 - Wyle 
Letter No. T57306B-002 dated January 11, 2010. 
 

5.5 FCA Security Review and Testing 
iBeta’s security specialist, a Certified Information System Security Profession, supervised execution of a 
security analysis of the applicable TDP documents of the VSS 2002 to identify the threat model.  First 
the analysis identified VSS 2002 security requirements that were currently addressed in the standard 
testing, source code and document reviews.  The analysis next identified any unique voting system 
specific tests, source code and document reviews that were needed.  The tests, source code or 
documents reviews were traced to the VSS 2002 requirement in the FCA Security Review and Testing 
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table.  The results of the standard tests and reviews were recorded in the applicable FCA Functional 
and System Integration Testing, PCA Source Code Review or the PCA Document Review.   The unique 
tests and reviews were documented in the FCA Security Review and Testing table.  This documentation 
included the steps, acceptance and rejection criteria, and results. Appendix D contains the FCA Security 
Review and Testing table and the specific Test Methodology. During the test campaign, 98 
discrepancies were encountered.  The specific discrepancy numbers are identified in the Appendix D 
Security Review and Testing Method. 
 
Of note during the security review, the three locks on the ballot bin of the Insight and InsightPlus were 
defeated with simple tools.  Although any lock can be defeated over time and the lock provides for 
limited access, iBeta is disclosing this vulnerability within this final report. 
 

In order to comply with the security test requirements identified in Vol. 2 Section 6.4 of the VSS 2002.  
iBeta approached security testing of the VSS 2002  by first creating test scenarios which discounted the 
exposure to risk and excluded physical security procedures.  However, in establishing acceptance and 
rejection criteria, iBeta assessed the potential exposure to risk and included physical security 
procedures as an acceptable security control, per the requirements of Vol. 1 Section 2.2.1 and 6.2 of 
the VSS 2002.  To assess if an access control was effective iBeta considered the degree to which one 
or more of the following security controls was present: physical security procedures, password 
protection, detection in an audit, technical expertise required, obfuscation of sensitive material, and 
encryption of sensitive material.  In determining potential exposure to risk the security specialist 
considered access from the user and if the exposure was from a trusted user or non-trusted user.  
Systems were accepted as meeting the security requirements of the VSS 2002 if the security controls 
present were deemed effective to address the identified risk. 
 
Testing was conducted on the system configuration identified in Section 3. The individual test iterations 
include identification of the specific software and firmware build versions in the Appendix D Test 
Methods.  

5.5.1 FCA Security Review and Testing 
Testing, source code and documentation reviews of the WinEDS 4.0 system found that the system met 
the applicable VSS 2002 security requirements identified in the security analysis. Appendices A, B, C 
and D provide specific information on the FCA Security Review and Testing   Failures, errors, 
nonconformities and anomalies observed in testing are summarized in Appendix E. Documentation of 
corrections and verification of corrections are contained in each summary. 
 

5.6 FCA Data Accuracy Testing 
The data accuracy requirements of the VSS 2002 are addressed in all test cases. Any time a test 
required an election to be created, installed, voted, and/or reported the accuracy of the Sequoia 
WinEDS 4.0 voting system was being tested. 
 
The FCA Accuracy Testing is specifically the Data Accuracy testing called out in Vol.2 section 4.7.1.1.  
This is a test performed in conjunction with the Temperature and Power Variations Test (v.2 section 
4.7.1) and Reliability testing (v.2. section 4.7.3).   
 

Data Accuracy Testing 
The VSS 2002 stipulates that a voting system fails if one error occurs before recording/reading 26,997 
consecutive ballot positions correctly.  A voting system must record/read 1,549,703 (or more) 
consecutive ballot positions correctly.  If there’s one error with more than 26,997 ballot positions but less 
than 1,549,703 correctly read, the test can be continued, with testing until another 1,576,701 
consecutive ballot positions are counted without error (i.e.  3,126,404 with one error).   
 
Temperature and Power Variations Testing & Reliability Testing 
The VSS 2002 stipulates that non-COTS precinct and central count systems must execute Data 
Accuracy testing in a chamber while operating for 48 hours in temperatures between 50° F and 95° F at 
varying voltage (see Appendix D Test Method).  Reliability required a minimum operation of 163 hours.   
On February 6, 2008, the EAC issued Interpretation 2008-01 that identified the number of hours multiple 
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voting systems must accumulate.   For this Sequoia test campaign, 2 units ran for 48 hours through 
Temperature and Power variations cycles and 36 hours at ambient. Operation included voting and tallying 

results at the rates prescribed in the VSS 2002.  The equipment remained powered during all phases of test 
administration. 
 
The testing was conducted on the system configuration identified in Section 3. 

5.6.1 FCA Data Accuracy Tests (Accuracy, Reliability, Volume, & Stress) 
The Sequoia WinEDS 4.0 voting system was found to meet the VSS 2002 Vol. 1 Section 3.2.1 
requirements.  Appendices A and D provide specific information on the Data Accuracy Testing.  No 
issues were encountered during this testing 

5.7 FCA Volume, Performance, Stress, and Error Recovery Testing 
iBeta executed a review of the Sequoia WinEDS 4.0 voting system limits to the requirements of the VSS 
2002 (see Appendix A).  Tests covering system limit requirements were incorporated into three test 
cases of end-to-end mock elections.  The test cases are Volume 1, Volume 1a, and Volume 2.    

 Volume 1 and 1a objectives were to test and validate the ability to process, store and report 
data using the maximum number of ballot styles, contests, parties, candidate counters in an 
election and ballots/cards cast per machine within an election on different hardware 
configurations.   

 Volume 2 objectives were to test and validate the ability to process, store and report data using 
the maximum number of active voting positions, parties, contests in a ballot style/precinct, 
precincts in an election, candidates per contest, ballot styles in a precinct, precincts in a 
memory pack, Vote For in a contest, and candidate counters in a precinct within an election on 
different hardware configurations.   

 
Election databases and ballots were prepared, installed, voted and reported exercising the input 
controls, error content, and audit message content of the voting system.  The elections were 
programmed, voted and tallied to ensure ballot formats were accurately displayed, votes are accurately 
and reliably cast and reported for the voting variations and functionality supported by the voting system.    

5.7.1 FCA Volume (Performance, Stress, and Error Recovery) Tests  

 The Sequoia WinEDS 4.0 voting system was found to meet the Volume, Performance, Stress, and Error 
Recovery requirements of the VSS 2002. The specific voting variations and system limits tested in the 
Volume 1, Volume 1a, and Volume 2 Test Cases are identified in Appendix D section FCA Volume 
(Volume Stress, Performance and Error Recovery) Testing.  During testing 3 functional defects were 
noted.  Their resolution and validations are identified in Appendix E- Discrepancy Report.   
 

5.8 FCA Hardware Environmental Testing 
 

iBeta Quality Assurance executed environmental testing of the WinEDS 4.0 voting system in 
accordance with the 2002 VSS requirements.   The testing was conducted on the system configuration 
identified in Section 3 and in the attached hardware test reports by Criterion Technology, Inc., Wyle 
Laboratories, Oracle (formerly APT), and Intertek Testing Services. 
 

 The Sequoia WinEDS 4.0 vote scanning, counting and DRE voting equipment consists of the following: 

 EDGE2plus CO.3 

 EDGE2plus CO.4 with and without the VVPAT (as the VVPAT is not part of the federal 
certification test effort). 

 EDGE2plus 305 

 Edge II 

 HAAT80, 90, and 100  

 Insight  

 Insight Plus 

 Optech 400C 
 WinEDS (COTS) with MPR 



VSTL Certification #-pending 

Page 56 of 78          (V)2010-08Sep-001(A) 

  

 Additional voting system equipment that does not function in the role of vote scanning, counting, or DRE 
consists of the following components: 

 HAAT50 

 Card Activator 

 iMPR 
 
 iBeta performed an examination of the COTS equipment  Sycard PCCextend CardBus (PCMCIA 

adapter ), APC Smart-UPS, Tash buddy buttons, HP LaserJet 1022n, Acer 17" Monitor, CyberPower 
CPS1500AVR UPS, headphones and various Laptops against the system specifications to confirm 
documented evidence of COTS equipment and operation per VSS 2002 Vol.1 Section 4.1.2 and 
Interpretation 2007-05.   iBeta confirmed that each COTS component had FCC Class 15B and CE 
marks affixed to each unit indicating that the product has been certified to meet these requirements and 
the COTS manufacturer’s Declaration of Conformity confirming the manufacturer compliance claims. 

 
 Table 14 below lists the environmental test requirements and each piece of hardware with the 

corresponding test report.  All of the 3
rd

 party laboratory final reports are provided as attachments to this 
report including Wyle Letter No. T57306B-002 dated January 11, 2010 subject of:  Hearing Aid 
Compatibility Testing of the Sequoia Headset. 

 
During the federal test campaign, a number of Engineering Change Orders (ECOs) were submitted for 
hardware changes driven by testing.  Those ECOs incorporated into the hardware configuration during 
the test campaign are identified in Table 14. 
 

Engineering 
Change 
Order 
(ECO) 

Hardware Description 

ECO-776 Insight/Insight 
Plus 

Ferrites and tie wraps, copper coat valance, 2X holes, ground straps, 
Revision Level and EAC labels 

ECO-777 MPR Ferrite added 

ECO-778 400-C Ground wire, Rollback ECO 706 to previous , Revision Level label to 
3.02P 

ECO-2349 Edge II Gray adapter added (replacement adapter for audio connector) 

ECO-794 Edge II Cover top of PCMCIA card with electrical liquid tape 

ECO-795 Edge II Increase size of LED to 7.9mm, install and silicone VVPAT LED cover  

ECO-796 Edge II Plastic cover over VVPAT & Audio connections 

ECO-797 Edge II New serial audio connector (spare part) 

ECO-783 EDGE2plus Install a washer to the key lock area 

ECO-784 EDGE2plus Remove excessive paint to improve ground contact 

ECO-785 EDGE2plus Add and glue hard plastic piece (5.5” x 4.5”) to internal section of vent 

ECO-786 EDGE2plus Add grounding wire cable to internal section 

ECO-3192 HAAT Battery circuit saver 

ECO-787 HAAT Add copper paint to key lock area 

ECO-788 HAAT Grounding reinforcement of the LCD circuit 

ECO-789 HAAT Add polycarbonate frame between the LCD screen and the keypad 
membrane 

ECO-790 HAAT Cover membrane connection wire with a heat shrink tube 

ECO-791 HAAT Bend cable in new direction and maintain position with a rubber band 

ECO-792 HAAT Circuit configuration to improve battery life 

ECO-798 Edge II Ground Wire 

 

Table 14: Engineering Change Orders 
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 MIL-STD 810D FCC        OSHA 

Equipment Summary of Testing 
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EDGE2plus CO.3 
and CO.4  

EDGE2plus CO.3 and CO.4 both 
audio and flash drive .The CO.4 is 
the CO.3 hardware configuration 
plus the CO.4 change order.  ESD 
tested with and without the 
VVPAT. 
 

10 10 10 10 10 24 23 11, 12 23, 25 23 23 11, 12 23 11, 12 6 

EDGE2plus 305 The 305 is the CO.4 without audio 
and with ECRE2PMAINN24-
090831 
 

10 10 10 10 10 24 23 11, 12 23 23 23 11, 12 23 11, 12 6 

HAAT50 A0.3 and 
A1.1 
HAAT 80 A1.1  
HAAT90 A1.1 

The HAAT50 is not vote scanning 
or counting equipment.  HAAT 50 
is the HAAT80 without the printer 
and the HAAT80 is hardware 
equivalent of the HAAT90 
(difference is a modem in the 
HAAT90).  

7 7 7 7 7 24 21 7 21 7 5 5 5 5 7 

HAAT100 A0.7  7 7 7 7 7 24 22 22 22, 25 22 22 22 22 22 7 

HAAT100 A0.7 With Battery Circuit Saver  7 7 7 7 7 24 22 22 22, 25 22 22 22 22 22 7 

IMPR A1.0 and 
C1.1 

The iMPR was tested in 
conjunction with HAAT100. The 
IMPR is not vote scanning or 
counting equipment. 

7 7 7 7 7 24 22 22 22, 25 22 22 22 22 22 7 

MPR Revision D  1 1 1 1 1 17 13 13 13 13,17 13 13 13 13 17 

Edge II with 
VeriVote and audio 

 8 8 8 8 8 24 9 9 25 9 9 9 9 9 9 

Insight with UPS  2 2 2 2 2 19 14 14 14 14 14 14 14 14 2 

Insight Plus with 
UPS 

 2 2 2 2 2 19 15 15 15 15 15 15 15 15 2 

400-C with UPS  3 3 3 3 3 18 16 16 16 16 16 16 16 16 3 

Card Activator The Card Activator is not vote 
scanning or counting equipment. 

8 8 8 8 8 8 9 9 9 9 9 9 9 9 9 

 
Table 15:  Matrix of Environmental Hardware Testing Results Reports 
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Test Reports per EAC 24 July 2009 letter on test results reuse of hardware testing from the Sequoia WinEDS 4.0.034 test campaign:  
1. Wyle Laboratories Report No. 50932-03 Qualification Testing of the Memorypack Receiver dated 10 May 2005. 
2. Wyle Laboratories Report No. 52125-02 Hardware Qualification Testing of the Optech Insight/Insight Plus dated 16 March 2006. 
3. Wyle Laboratories Report No. 52125-04 Hardware Qualification Testing of the Sequoia Optech 400-C Ballot Counter with WinETP dated 16 March 

2006 
 

Test Reports per EAC 29 September 2009 letter on test results reuse of hardware testing from the Sequoia WinEDS 4.0.034 test campaign: 
4. EDGE2plus CO3: Percept Technology Labs Test Report dated 7/18/2006 
5. HAAT: Criterion Technology Report Number 060608-1056  EMC Qualification Test Report Hybrid Activator, Accumulator and Transmitter, HAAT90 

dated 5 July 2006  
6. Components Reliability & Safety, Inc. Report #06-1000 Product Safety Testing and Evaluation for Voting Machine Model number Edge 2 Plus-200, -

300 22 June 2006 
7. HAAT 90 Percept Technology Labs Test Report dated 7/17/2006 
8. Wyle Laboratories Report No. 51884-03 Hardware Qualification Testing of the Edge Models I & II DRE Voting Machines, VeriVote Printer, Card 

Activator, and ADA Audio Adapter Peripherals dated 16 March 2006 
9. Wyle Laboratories Report No. 44733-02 CE Verification Testing on the AVC Edge Voting Machine, Card Activator and Audio Box dated 23 April 

2002 
10. APT Testing Services Report for Testing of Sequoia Edge 2 Plus 200 5/16/-6-6/12/06 

 
Test Report s identified as reuse per the WinEDS v. 4.0 VSTL Test Plan: 

11. Criterion Technology Report Number 060509-1038 EMC Qualification Test Report Sequoia Voting System, Edge2plus 200 dated 31 May 2006 (ALL 
EMI/EMC) 

12. Criterion Technology Report Number 060608-1057 EMC Qualification Test Report Sequoia Voting System, Edge2plus 300 dated 5 July 2006 (ALL 
EMI/EMC for the updates from 200 to 300) 
 

Test Reports issued during this current Sequoia Test Campaign: 
13. Criterion Technology Report Number 080904-1302 EMC Qualification Test Report MPR, 3.01 Rev E dated 24 June 2009 
14. Criterion Technology Report Number 080904-1310 EMC Qualification Test Report Insight, G.05 dated 17 June 2009 
15. Criterion Technology Report Number 080904-1335 EMC Qualification Test Report Insight Plus, A.05 dated 29 June 2009 
16. Criterion Technology Report Number 080904-1338 EMC Qualification Test Report Optech 400-C, 3.02P dated 29 June 2009 
17. Wyle Laboratories Report No. T56534-01 Hardware Testing and Evaluation of the Sequoia Voting Systems Optech MemoryPack Receiver dated 23 

November 2009 
18. Wyle Laboratories Report No. T56534-02 Hardware Testing and Evaluation of the Sequoia Voting Systems Optech 400-C Ballot Counter dated 23 

November 2009 
19. Wyle Laboratories Report No. T56534-03 Hardware Testing and Evaluation of the Sequoia Voting Systems Optech Insight and Insight Plus Precinct 

Ballot Counter dated 23 November 2009 
20. Wyle Letter No. T57306B-002 dated January 11, 2010 subject of :  Hearing Aid Compatibility Testing of the Sequoia Headset 
21. Criterion Technology Report Number 090929-1472 EMC Qualification Test Report HAAT90 Rev 1 dated 16 June 2010 
22. Criterion Technology Report Number 090929-1475 EMC Qualification Test Report HAAT100 Rev 1 dated 24 June 2010 
23. Criterion Technology Report Number 090929-1474 EMC Qualification Test Report Edge2plus Rev 2 dated 15 July 2010 
24. Oracle® Advanced Product Testing Lab Testing Services Report 10-00317 dated 25 March 2010 
25. Intertek Electronic Voting Machine and Voter Card reader Test Report, 100097216DEN-001, 06/05/2010 

 

http://www.eac.gov/program-areas/voting-systems/docs/sequoia-voting-systems-wineds-v-4-0-vstl-certification-test-plan/attachment_download/file
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5.8.1 FCA Hardware Environmental Tests 
The Sequoia WinEDS 4.0 voting system was found to meet the environmental testing conducted in 
accordance with VSS 2002 Vol.1 Section 3.2.2.5 through 3.2.2.12.  As the VSS 2002 requires DRE’s to 
include audio functionality the environmental tests which require performance while the unit is operating 
must include audio operations, the Environmental Operating Tests therefore included both visual and 
audio ballot operations.   Appendix D details specific information on the Hardware Environmental 
Testing.  Failures, errors, nonconformities and anomalies observed in testing are summarized in 
Appendix E- Discrepancy Report. Documentation of corrections and verification of corrections are 
contained in each summary.   During testing 18 functional defects were noted.  Any mitigation required 
was performed in compliance with Section 2.5.2.1.3 of the EAC Laboratory Accreditation Program 
Manual.  
 

5.9 FCA Telephony and Cryptographic Review and Testing 
The WinEDS 4.0 voting system uses telephony to transmit unofficial consolidated results by wired and 
wireless modem from the Hybrid Activator, Accumulator and Transmitters (HAAT90 and HAAT100) to 
the central count WinEDS receiving server endpoint (HAAT Listener). The HAAT90 and HAAT100 
perform their accumulator role to consolidate precinct results prior to transmission. iBeta Quality 
Assurance executed the consolidation and transmission steps of General 2 (HAAT90) and General 3 or 
Primary 1 (HAAT100) test cases to specifically test the Telephony and Cryptographic aspect of the 
WinEDS 4.0 voting system.  The testing was conducted on the system configuration identified in Section 
3.   

5.9.1 FCA Telephony and Cryptographic Review and Tests 
iBeta confirmed that the WinEDS 4.0 voting system election management hardware and installation 
procedures reflect the configuration described in Section 3.   The HAAT90 and HAAT100 are prepared 
with ballot definitions at a secure location and transported to the precinct locations. After the election, 
the HAAT90 and HAAT100 upload consolidated results by modem.  The HAAT90 utilizes a POTS 
modem with an endpoint to the RAS which in turn sets up a TCP/IP connection to the HAAT Listener. 
The RAS consists entirely of COTS components. The HAAT100 utilizes a wireless connection to a 
COTS WAN with a TCP/IP endpoint at the HAAT Listener (both systems have a firewall between the 
public network and the HAAT Listener). In fielded systems, the COTS WAN is generally a state-wide or 
county-wide network. iBeta simulated this network utilizing the Internet. Wireshark was used to monitor 
the communications in a local environment to compare to the transmissions at the TCP/IP network 
layer. All communications are protected by formation of a TLS (https) connection between the HAAT90 
or HAAT100 and the HAAT Listener. In addition to the TLS connection, the HAAT devices utilize AES 
encryption and a pre-shared election-specific key to transmit the consolidated vote data.  Modem 
transmissions were monitored at the TCP/IP layer and a Mini-Maxwell device served as a man-in-the-
middle (MITM) to delay, reorder, drop and duplicate packets transmitted in the system. Appendix D 
details specific information on the Telephony and Cryptographic Review and Testing.  Failures, errors, 
nonconformities and anomalies observed in testing are summarized in Appendix E. Documentation of 
corrections and verification of corrections is contained in each summary. 
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6 Opinions & Recommendations 
 
iBeta Quality Assurance has completed the testing of Sequoia WinEDS 4.0 Voting System.  All testing prescribed in 

the test plan or amended test plan was performed as identified.  Documentation of any divergence from 
the EAC approved test plan was included in the amended as-run test play (see Appendix H).  All 
identified anomalies or failure were reported and resolved.    The information provided in this report is 
an accurate representation of the certification test effort of the Sequoia WinEDS 4.0 Voting System.  It is 
our opinion that the report is complete. 
 
For disclosure, iBeta is noting that the VVPAT association with the EDGE2plus was included in the test 
campaign although it is not part of the federal certification test effort (see Discrepancy #111 for details 
pertinent to this issue). 
 
Based on the findings identified in Section 5, it is our opinion that the acceptance requirement of the 
Federal Election Commission Voting System Standards April 2002 and the Dominion manufacturer 
specifications have been met for the hardware, software and user documentation of the system 
configuration submitted for certification testing. 

 
iBeta Quality Assurance recommends that the Election Assistance Commission certifies Sequoia 
WinEDS 4.0.    
 
See Appendix K for information regarding the EAC Certification number.  
 
 
 

 
 
 

Gail Audette 
Quality Manager  
iBeta Quality Assurance 
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7 APPENDICES: TEST OPERATION, FINDINGS & DATA 
ANALYSIS 

The Voting System Test Laboratory Program Manual v.1.0 Appendix B identifies content in specific 
appendices.  In order to ensure that this content and content required by VSS 2002 Volume 2 Appendix 
B a trace is provided in section 1.4 to clarify the location of this specified content. 

7.1 Appendix A: Certification Test Requirements 
Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. 
Requirements are marked as follows:  

 Accept: met the VSS 2002  requirement 

 Reject: did not meet the VSS 2002 requirement 

 NA: the requirement is not applicable to the voting system type submitted for Certification 
Testing  

 Pending: VSS 2002  requirements that cannot be completed by the VSTL until after Certification 

 Out of Scope: VSS 2002  requirements which are performed by entities other than the VSTL  
 
Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note.  
(Example: If a voting system is only a Central Count Scanner, the requirement is marked “NA” and a 
comment indicates “Not a DRE.")  The test case trace corresponds to the Test Methods identified in the 
Appendix H- Amended Test Plan and Appendix D- FCA Testing. 
 

 Env - Environmental Test Case 

 Char - Characteristics Test Case 

 G1 - General Election 01 Test Case 

 G2 - General Election 02 Test Case 

 G3 - General Election 03 Test Case 

 G4 - General Election 04 Test Case 

 P1 - Primary Election 01 Test Case 

 P2 - Primary Election 02 Test Case 

 P3 - Primary Election 03 Test Case 

 P4 - Primary Election 04 Test Case 

 G3R - General Election 03 Regression Test Case 

 G4R - General Election 04 Regression Test Case 

 P1R - Primary Election 01 Regression Test Case 

 P2R - Primary Election 02 Regression Test Case 

 P3R - Primary Election 03 Regression Test Case 

 T&C - Telephony and Cryptographic Test Case 

 Sec - Security Test Case 

 Acc - Accuracy Test Cases 

 Vol1 - Volume 01 Test Cases 

 Vol2 - Volume 02 Test Case 

 VolR - Volume Regression Test Case 
 
Optional requirements which apply to the voting system type but are not supported by the WinEDS 4.0 
voting system are not marked "NA".  Instead they are marked “Accept”, with an explanatory comment. 
The reason for this is to provide a positive identification that iBeta reviewed the voting system for all 
applicable requirements, including this optional functionality and confirmed non-support. (Example: If a 
voting system does not have a VVPAT.  The requirements are marked “Accept” and a comment 
indicates “DRE does not have a VVPAT”.) 
 
Issues identified during testing are cross-referenced to the Appendix E- Discrepancy Report.  
 
EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for 
certification testing are noted in the comments. 
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 Due to the size of this Appendix, it is provided as an attachment.  To view, select Attachments in the 

View menu in Adobe. 
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7.2 Appendix B: PCA Source Code Review 
The PCA Source Code Review was conducted against the following requirements in the VSS 2002 (those highlight 
in green are comment related): 
  

VSS Requirement Definition 

Vol. 1 Section 4.2.2-Integrity 

v.1: 4.2.2 Self-modifying code Self-modifying, dynamically loaded, or modification of compiled or interpreted code is 

prohibited 

Vol. 1 Section 4.2.3- Modularity 

v.1: 4.2.3.a Specific function Module performs a specific function 

v.1: 4.2.3.b Module has unique name Uniquely and mnemonically named using names that differ by more than a single 

character 
v.1: 4.2.3.b 
4.2.7 (a, a.1-

a.6) 

Module has header Header describes purpose, other units needed, inputs, outputs, files read or written, 

globals, revision records (for modules greater than 10 lines) 

 

Header comments shall provide the following information: 

1) The purpose of the unit and how it works; 

2) Other units called and the calling sequence 

3)  A description of input parameters and outputs 

4)  File references by name and method of access 

5) Global variables used 

6)  Date of creation and a revision record 

v.1: 4.2.3.c Required resources All required resources, such as data accessed by the module, should either be contained 

within the module or explicitly identified 

v.1: 4.2.3.e Single Entry Point Module has a single entry point 

v.1: 4.2.3.e Single Exit Point Module has a single exit point 

v.1: 4.2.3.f Control structures Support the modular concept and apply to any language feature where program control 

passes from one activity to the next. 

Vol. 1 Section 4.2.4-Control Constructs 

v.1: 4.2.4.a Acceptable Constructs Acceptable constructs are Sequence, If-Then-Else, Do-While, Do-Until, Case, and the 

General loop (including the special case for loop); 

v.1: 4.2.4.b Vendor Defined 

Constructs with 

Justification 

If the programming language used does not provide these control constructs, the vendor 

shall provide them (that is, comparable control structure logic). The constructs shall be 

used consistently throughout the code. No other constructs shall be used to control 

program logic and execution 
v.1: 4.2.4.c Execution through 

Control Constructs 

While some programming languages do not create programs as linear processes, stepping 

from an initial condition, through changes, to a conclusion, the program components 

nonetheless contain procedures (such as “methods” in object-oriented languages). Even in 

these programming languages, the procedures must execute through these control 

constructs. 
v.1: 4.2.4.d Program re-direction Logic that evaluates received or stored data shall not re-direct program control 

Vol. 1 Section 4.2.5-Naming Conventions 

v1: 4.2.5.a Name Readability Names shall be selected so that their parts of speech represent their  use. 

v.1: 4.2.5.b 
4.2.5.c 

Class, function and 

variable names 

Consistent names are used.  Names shall be unique within an application and differ by 

more than a single character. 

v.1: 4.2.5.d Keyword Keywords shall not be used as names of objects, functions, procedures, or variables 

Vol. 1 Section 4.2.6-Coding Conventions 

v.2: 5.4.2.a Uniform calling 

sequences 

Uses uniform calling sequences. 

v.2: 5.4.2.a Parameters type and 

range validation 

All parameters shall either be validated for type and range on entry into each unit or the 

unit comments shall explicitly identify the types and ranges 

v.2: 5.4.2.b Explicit return values The return is explicitly defined for functions and explicitly assigned 

v.2: 5.4.2.c Macros Does not use macros that contain returns or pass control beyond the next statement  

v.2: 5.4.2.d Unbound arrays Provides controls to prevent writing beyond the array, string, or buffer boundaries 

v.2: 5.4.2.e Pointers Provides controls that prevent pointers from being used to overwrite executable 

instructions or to access areas where vote counts or audit records are stored 

v.2: 5.4.2.f Case statements Default choice explicitly defined 
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VSS Requirement Definition 

v.2: 5.4.2.g Vote counter overflowing Provides controls to prevent any vote counter from overflowing 

v.2: 5.4.2.h Indentation Code is indented consistently and clearly 

v.2: 5.4.2.j Code generator Generated code should be marked as such with comments defining the logic invoked 

v.2: 5.4.2.k Line length No line of code exceeding 80 columns in width without justification 

v.2: 5.4.2.l Executable statement One executable statement for each line of source code 

v.2: 5.4.2.m Embedded executable 

statement 

The single embedded statement may be considered a part of the conditional expression.  

Any additional executable statements should be split out to the other lines. 

v.2: 5.4.2.n Mixed-mode operations Avoids mixed-mode operations.  Comment if mixed-mode usage is necessary. 

v.2: 5.4.2.o Exit() message Upon exit() at any point, presents a message to the user indicating the reason for the exit 

(). 

v.2: 5.4.2.p Format of messages Separate and consistent formats to distinguish between normal status and error or 

exception messages 
v.2: 5.4.2.q References variables References variables by fewer than five levels of indirection (i.e. a.b.c.d or a[b].c->d)  

v.2: 5.4.2.r Levels of indented scope Functions with fewer than six levels of indented scope 

v.2: 5.4.2.s Variable initialization Initializes every variable upon declaration where permitted. 

v.2: 5.4.2.t Explicit Comparisons  Explicit comparisons in all if() and while() conditions. 

v.2: 5.4.2.u Constant Definitions All constants other than “0” and “1” defined or enumerated 

v.2: 5.4.2.v Ternary Operator Only contains the minimum implementation of the “a = b ? c : d” syntax. Expansions such 

as “j=a?(b?c:d):e;” are prohibited.  

v.2: 5.4.2.w Assert() statement All assert() statements coded such that they are absent from a production compilation 

Vol. 1 Section 4.2.7 -Comments 

v.1: 4.2.7.b Variables All variables shall have comments at the point of declaration 

v.1: 4.2.7.c In-Line Comments In-line comments shall be provided to facilitate interpretation of functional operations, 

tests, and branching 
v.1: 4.2.7.d Assembly code Assembly code shall contain descriptive and informative comments  

v.1: 4.2.7.e Comments in uniform 

format 

All comments formatted in a uniform manner 

Vol. 1 Section 6.4.2 -Protection Against Malicious Software 

v.1: 6.4.2 Malicious Software Susceptibility to file or macro viruses, worms, Trojan horses, logic bombs, or hardcoded 

passwords 

 

The summary of the instances noted against the software related VSS 2002 requirements listed above for each 
source code language along with the iBeta validation is listed in a CONFIDENTIAL Appendix B provided as an 
attachment.  
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7.3 Appendix C: PCA TDP Document Review   
The PCA TDP Document review, to the requirements of the VSS 2002 section 2, was performed by 
iBeta.  
 
Due to the size of this Appendix, it is provided as an attachment. To view, select Attachments in the 
View menu in Adobe. 
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7.4 Appendix D: FCA Test Results 

7.4.1 FCA Functional and System Level Testing 

7.4.1.1 Functional Test Results 
 

The system configurations identified below represent the test platform detail (including serial numbers, if 
applicable) for the associated functional test cases.  A separate appendix contains detail and results.  
Due to the size of this Appendix, it is provided as an attachment. To view, select Attachments in the 
View menu in Adobe. 
 

Voting System Test Matrix 

General 
1  

General  
2 

General 
3 

General 
4 

WinEDS 4.0 
Hardware 

Primary 
1 

Primary 
2 

Primary 
3 

Primary 
4 

CO MI IL PA State WA WI AZ IL 
39349 36273   39349 Edge II 39349 36273 36273   

28400     28400 
VeriVote Printer 
(Rev C) 

28400 28400 
384VVPTB
00002551 

  

  3016976     
Seiko DPU-414 
Printer 

    3016976   

      X 
Edge Audio Voting 
Accessory  (Rev D) 

        

      X 
Edge AUX Power 
Unit 

        

        
Card Activator 
(Rev D) 

    
02144147

HCM 
  

06323446
HCM 

      
Card Activator 
(Rev E) 

        

  5472 9880   
EDGE2Plus (C0.3) 
Model 300 

  9880   9880 

S10001   S10001 S10001 
EDGE2Plus (C0.4) 
Model 300 

S10001   S10002 S10001 

        
EDGE2Plus (C0.4) 
Model 305 

        

X X X X 
APS (UTG300) 
Printer 

X X X X 

      512029 Insight (G05) 501751   501751   

502918 502918 502918 502896 Insight Plus (A05) 502896 502918   502918 

various various various various MemoryPack   various various various various 

PR506777 PR506777 500607 500607 MPR (Rev D)  500607 500607 PR506777 500607 

200208   200208   400-C (3.0xP) 200208 200208   200208 

        IMPR (A1.0)         

577IMPRC
1105908 

577IMPR
C1105908 

577IMPR
C1105907 

  IMPR (C1.1)       
577IMPR
C1105907 

        HAAT50 (A0.3)    1045     

      
351HT50A
11001008 

HAAT50 (A1.1) 
351HT50A
11001008 

      

1197       HAAT80 (A1.1)         

  1138     HAAT90 (A1.1)         

    4464   HAAT100 (A0.7)       4464 

  X X   HAAT Listener        X 

  X     RAS Server         

 
 

Voting System Test Matrix Regression Round 1 

General 
1  

General  
2 

General 
3 

General 
4 

WinEDS 4.0 
Hardware 

Primary 
1 

Primary 
2 

Primary 
3 

Primary 
4 

CO MI IL PA State WA WI AZ IL 
39349 36273   39349 Edge II 39349 36273    

28400     X 
VeriVote Printer 
(Rev C) 

X 12524    



VSTL Certification #-pending 

Page 67 of 78          (V)2010-08Sep-001(A) 

  3016976     
Seiko DPU-414 
Printer 

       

      
3427 

 

Edge Audio Voting 
Accessory  (Rev D) 

       

       
Edge AUX Power 
Unit 

       

        
Card Activator 
(Rev D) 

       

06323446
HCM 

      
Card Activator 
(Rev E) 

    
06348746

HCM  
  

    5472   
EDGE2Plus (C0.3) 
Model 300 

  5472   5472 

S10001    S10001 
EDGE2Plus (C0.4) 
Model 300 

    S10001 

  
100809 

    
EDGE2Plus (C0.4) 
Model 305 

       

X X   
APS (UTG300) 
Printer 

 X  X 

  501751    Insight (G05) 501751      

502918     Insight Plus (A05)    502918 

various various   MemoryPack  various   various 

PR506777 PR506777   MPR (Rev D)  PR506777   500607 

200208   200227  400-C (3.0xP) 200227    

  
350IMPRA
10003191 

   IMPR (A1.0)       

577IMPRC
1105908 

    IMPR (C1.1)     
577IMPR
C1105904 

       HAAT50 (A0.3)        

       HAAT50 (A1.1)        

1197      HAAT80 (A1.1)   1197     

  
334HT90A
11001128 

    HAAT90 (A1.1)         

       HAAT100 (A0.7)       
357H100
A0700617

7 

  X    HAAT Listener        X 

  X     RAS Server         

 
 

7.4.1.2 System Level Test Results 
Please see the Voting System Test Matrix above as corresponds to each rerun 
(versioned) test case. Discrepancies were noted in Appendix E - Discrepancy Report.  
 

7.4.1.3 Security Review and Test Results 
Please see the Voting System Test Matrix above as corresponds to general test cases 
referenced in the Security test steps. Discrepancies were noted in Appendix E - 
Discrepancy Report. 

7.4.2 FCA Accuracy Testing 
 

Accuracy Tests were conducted at APT and Wyle. The system configurations identified below represent 
the test platform detail (including serial numbers, if applicable) for the associated Accuracy Test Cases. 
Discrepancies were noted in Appendix E - Discrepancy Report.  
 

Location of 
Equipment 

Test Case Description of  Equipment Serial Number 

APT DRE Accuracy Dell Laptop Model D630 #PP18L 
Duo T9300 @ 2.50GHz 

3.50 GB RAM 

Service Tag: 
545WXG1 

APT DRE Accuracy HAAT90 1128 

APT DRE Accuracy HAAT100 4464 
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APT DRE Accuracy HAAT100 4412 

APT DRE Accuracy Edge II 39349 

APT DRE Accuracy Edge II 36273 

APT DRE Accuracy EDGE2plus Model 300 

Rev. C0.3 
5472 

APT DRE Accuracy EDGE2plus Model 300 
Rev. C0.3 

9880 

APT DRE Accuracy EDGE2plus Model 300 
Rev. C0.4 

S10001 

APT DRE Accuracy EDGE2plus Model 305 

Rev. C0.4 
100809 

Wyle Optical Scan Accuracy 400-C Central Count 200226 

Wyle Optical Scan Accuracy 400-C Central Count 200227 

Wyle Optical Scan Accuracy Optech Insight 501751 

Wyle Optical Scan Accuracy Optech Insight 512029 

Wyle Optical Scan Accuracy Optech InsightPlus 502896 

Wyle Optical Scan Accuracy Optech InsightPlus 502918 

iBeta Volume 1/1A Edge II  31172 

iBeta Volume 1/1A Optech Insight 501751 

iBeta Volume 1/1A Optech Insight 512029 

iBeta Volume 1/1A EDGE2plus Model 300 
Rev. C0.3 

9880 
 

iBeta Volume 1/1A Optech Insight Plus 502918 

iBeta Volume 1/1A Optech Insight Plus 502896 

iBeta Volume 1/1A HAAT100 4464 

iBeta Volume 1/1A Optech 400C Optical Scanner 200208 

iBeta Volume 1/1A Optech 400C Optical Scanner 200226 

iBeta Volume 2 Optech Insight 501751 

iBeta Volume 2 Optech Insight Plus 502896 

iBeta Volume 2 Edge II 36273 

iBeta Volume 2 EDGE2plus Model 300 
Rev. C0.4 

S10002 

iBeta Volume 2 EDGE2plus Model 300 

Rev. C0.3 
5472 

iBeta Volume 2 HAAT90 1138 

iBeta Volume 2 IMPR Rev.C 1.1 577IMPRC1105904 

iBeta Volume 2 MPR  
Rev D 

PR506777 

iBeta Volume 2 400-C (3.02P) 200226 

7.4.3 FCA Maintainability, Usability and Accessibility Testing 
 

Please see the Voting System Test Matrix above for system configurations identified for the test 
platform for the Characteristics test case as corresponds to general and primary test cases referenced 
in the test case. Discrepancies were noted in Appendix E - Discrepancy Report. 

7.4.4 FCA Hardware Environmental Testing 
 

The system configurations identified below represent the test platform detail (including serial numbers, if 
applicable) for the Environmental Test Case. Discrepancies were noted in Appendix E - Discrepancy 
Report. 

 

Description of  Equipment Serial Number 

HAAT 90 334HT90A11001128 

IMPR Rev. A1.0 350IMPRA10003191 

IMPR Rev. C 1.1 577IMPRC1105917 

HAAT 100 4412 

HAAT 100 6177 

IMPR Rev. C 1 5914 

HAAT 100 4412 
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EDGE2plus C0.4 S10004 

Edge II 51178 

VVPAT for Edge2 12524 

E-AVA & Headset 3422 

EDGE2plus C0.4 S10002 

Memory Pack Receiver (MPR)  
Rev D 

PR506801 

Memory Pack Receiver (MPR)  
Rev E 

PR506777 

(8) Power Sonic 
Class 2 Automatic Battery Charger PSC-

12800A-C 12 volt-800mA 

PR506801 

Optech Insight G05 512029 

CyberPower CPS1500AVR (400-C UPS) BB07Y2000347 

400-C (3.02P) 200227 

Optech Insight Plus A05 502918 

400-C (3.02P) 200226 

Optech Insight Plus  A0.2 (surface mount) 514044 

Optech Insight  G05 501751 

Optech Insight  Plus A05 502896 

Optech Insight  A.02 (surface mount) 502891 

APC UPS (COTS) No SN identified 

APC Smart-UPS 2200 (black) 
(SUA2200) (COTS) 

J50644088202 

7.4.5 FCA Telephony and Cryptographic Review and Testing 
 

Please see the Voting System Test Matrix above for system configurations identified for the test 
platform for the Telephony and Cryptographic test case as corresponds to general and primary test 
cases referenced in the test case. Discrepancies were noted in Appendix E - Discrepancy Report.   
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7.5 Appendix E: Discrepancy Report 
 

Due to the size of this Appendix, it is provided as an attachment. To view, select Attachments in the 
View menu in Adobe. 
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7.6 Appendix F: Warrant of Accepting Change Control Responsibility 
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7.7  Appendix G: Trusted Builds WinEDS 4.0 Voting System 
 

The Sequoia WinEDS 4.0 voting system is composed of the hardware, software, and documents 
identified in section 3.  

 
iBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHA1 hashes during 
trusted builds. Both algorithms have been validated using the test data from the NIST NSRL website 
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also 
used by some states to verify their voting software. The MD5 and SHA1 hashes are taken to be 
consistent with the currently distributed NSRL data files which contain the hash resulting from each of 
those two algorithms. 
 
Listed below are the source code versions reviewed by iBeta for the Final Trusted Builds versions of the 
Sequoia WinEDS 4.0  voting system (NIST Handbook 150-22 4.2.3, 4.13.2, 4.13.4, 5.10.4 VSS Vol. 1: 
9.6.2.4).  The final Trusted Build was utilized for the full end-to-end regression test in accordance with 
the requirements of the Section 5.6.3.4 of the EAC Testing and Certification Program Manual. 
 
Due to the size of this Appendix, it is provided as an attachment. To view, select Attachments in the 
View menu in Adobe. 

7.7.1 Trusted Build ICR (iMPR) and TSMPlayer (March 29, 2010) 

7.7.2 Trusted Build HAAT_OS (April 5, 2010) 

7.7.3 Trusted Build EDGE2plus_OS (April 15, 2010) 

7.7.4 Trusted Build HAAT Listener, HAAT Installer, and Saes_Log (April 16, 
2010) 

7.7.5 Trusted Build P168 and 3200 Controller (April 26, 2010) 

7.7.6 Trusted Build EDGE2plus (May 5, 2010) 

7.7.7 Trusted Build Insight, MPR, and VVPAT (May 19, 2010) 

7.7.8 Trusted Build ABU (May 20, 2010) 

7.7.9 Trusted Build Card Activator (June 2, 2010) 

7.7.10 Trusted Build Edge II (July 9, 2010) 

7.7.11 Trusted Build HAAT Application (July 9, 2010) 

7.7.12 Trusted Build WinEDS and WinETP (September 2, 2010) 

http://www.nsrl.nist.gov/testdata/
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7.8 Appendix H: Amended Test Plan 
 

The approved test plan along with the EAC Approval Letter dated 23 April 2009 are located on the EAC 
website.    
 
This test plan was amended during test execution.  This amended test plan is attached, Sequoia Voting 
System, WinEDS v.4.0 VSTL Certification Test Plan v.4.0. Changes are provided in purple text for easy 
identification.  
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7.9 Appendix I: State Test Reports 
During the federal certification test campaign of WinEDS 4.0, iBeta conducted three separate state 
testing efforts and a summary of the results of those test projects are provided below. In accordance 
with the EAC Notice of Clarification 2007-03, a separate test plan for each test effort was created as a 
stand-alone document.  Concurrent state testing was conducted during the EAC testing and certification 
test campaign; however, the concurrent state testing is not subject to EAC Certification or oversight.  
The State test reports addressed only the functionality associated with the State specific configuration of 
the WinEDS 4.0 system as defined in the Sequoia TDP.   

7.9.1 City and County of San Francisco 
 

The focus of this test effort was on the Ranked Choice Voting (RCV) functionality of WinEDS 4.0.  The 
test effort start date was 25 April 2008.  A separate test plan was submitted and approved by the vendor 
prior to test initiation.  The test effort was completed on 4 August 2008 with the approval of the Test 
Report. 
 
iBeta completed  the functional testing of the Sequoia Voting Systems WinEDS v.4.0 with WinETP and 
San Francisco Rank Choice Voting (RCV) as outlined in alternative implementation Section 2.3 of the 
Sequoia Voting Systems Ranked Choice Voting Alternative Implementations for California document 
version 1.00 dated April 2008 and the approved City and County of San Francisco Ranked Choice 
Voting (RCV) Test Plan v2.0 dated 19 June 2008 which identified iBeta Quality Assurance’s (iBeta) 
approach to functional testing of the Sequoia Voting Systems WinEDS 3.1.012 (NASED certified version 
that was currently in-use by the jurisdiction) and WinEDS 4.0 with WinETP.    
 
WinEDS v.4.0 with WinETP and San Francisco RCV was tested with Optech 400-C and Optech Insight 
Plus optically scanned paper ballots.  
 
This test effort incorporated: 

 Development of functional test requirements based upon Sequoia Voting System Ranked 
Choice Voting,  Sec 13.102 of Article XIII City and County of San Francisco Municipal Code 
1996 Charter, Instant Runoff Elections and California State Law Elections CODE Section 
15650-15654; 

 Pre-test source code  review of the Extended Services snap-ins and utilities to identify the 
applicability to the requirements and the extent of testing required;  

 A witnessed build  and source code escrow of source code previously reviewed by iBeta as part 
of Sequoia Voting System's federal certification application SEQ0701;  

 Development of a test plan detailing functional testing;  

 Review and acceptance of the test plan by Sequoia Voting Systems; 

 Management of the voting system configurations; 

 Development and execution of a set of functional system level test cases; 

 Reporting of defects and validation of their resolution; and  

 Analysis of results 
 
The execution of the original 12 test cases uncovered a number of discrepancies that were immediately 
addressed by Sequoia Voting Systems and regression tested by iBeta.  The final regression test (re-
execution of a full-end-to-end test with the final WinEDS build) was completed without any additional 
items identified.  All defects identified during functional testing are closed. In the opinion of iBeta Quality 
Assurance, the acceptance requirements identified in Test Report were met. 
 
At the conclusion of the test effort, the RCV snap-in was then submitted to be included as part of the 
WinEDS 4.0 Extended Services in the federal test campaign (functional tested in the Primary 1 Test 
Method and corresponding Test Case as documented in this final test report).  
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7.9.2 Pierce County Washington 
 

 The focus of this test effort was to review the modifications to the source code from WinEDS 4.0.108  with 

AvcEdge 1.2.56.0 to WinEDS 4.0.108 with AvcEdge 1.2.57.0 in accordance with the iBeta Source Code 

Review Procedure.  The modification consisted of 3 lines of code and 5 lines of comments.  Due to the small 

size of this test effort, the test plan was provided in a letter format.  

 Once the source code review was complete, a witness build of the updated source code was conducted and 

the build installations provided on CD with a Final Report to the Office of the Washington Secretary of State.  

All tasks were completed successfully.  This test effort had no impact on the federal certification test 

campaign. 

7.9.3 Illinois Board of Elections 
 

The focus of this test effort was functional testing tailored to the design and complexity of software and 
the type of voting system hardware deployed in Cook County, Illinois (see list of voting devices below for 
that configuration).   The test effort start date was 9 March 2009.  A separate test plan was submitted 
and approved by the Illinois Board of Elections prior to test initiation.  The test effort was completed on 
11 August 2009 with the approval and acceptance of the Test Report by the Illinois Board of Elections. 
 
The Sequoia Voting System, WinEDS v.4.0: Independent Voting Systems Testing for the State of Illinois 
Test Plan v1.0 dated 1 May 2009 identified iBeta's approach to independent testing of the Sequoia 
Voting Systems WinEDS 4.0 for the State of Illinois.    The test effort incorporated an Election 
Management System and three voting devices: 

 The WinEDS election management system for ballot preparation and central count functions; 

 The EDGE2plus touch screen Direct Recording Electronic (DRE) video and audio voter editable 
ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot inputs for 
voters with manual dexterity limitations (models CO.3 and CO.4); 

 The Optech Insight Plus precinct count optical scanners; and  

 The Optech 400-C central count optical scanner, with WinETP. 
 
This Test Case Design provided the complete functional test cases, system level test cases, 
documentation of the source code escrow (sources, control, and versioning), reporting requirements, 
document pass/fail criteria, discrepancy reporting requirements, test project status reporting, and project 
communication. 
 
The Test Report v1.0 dated 11 August 2009 identified the test activities that were conducted to support 
the Illinois Board of Elections and summarized the functional testing of the Sequoia Voting Systems 
WinEDS 4.0.141.  The purpose of the final test report was to document the scope and detail of the 
requirements of functional testing of Cook County, Illinois, voting configuration, including an overview of 
the pretest activities, functional testing and test findings. 
 
This Test Report identified the test activities conducted to support the Illinois Board of Elections and 
contains: 

 Development of functional test requirements based upon Sequoia Voting System functionality 
and State of Illinois board of elections.   

 Pre-test source code  review of the applications utilized in the functional test effort;   

 Witnessed builds and source code escrow of source code previously reviewed by iBeta as part 
of Sequoia Voting System's federal certification application SEQ0701;  

 Witnessed builds and source code escrow of source code reviewed by iBeta as part of this test 
effort; 

 Development of a test plan detailing functional testing;  

 Review and acceptance of the test plan by Sequoia Voting Systems and the Illinois Board of 
Elections; 

 Management of the voting system configurations; 

 Development and execution of a set of functional system level test cases; 
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 Reporting of defects and validation of their resolution; and  

 Analysis of results 
 

During the testing effort, iBeta noted a number of VSS 2002 requirements that were out-of-scope for this 
State test effort as identified in NOC 2007-03, States may use an EAC accredited laboratory to conduct 
testing of a sub-set of the requirements.  Additionally, there were a number of VSS 2002 requirements 
that would not be met in a federal certification test effort and those requirements were marked as 
'Reject' in the requirements matrix in Appendix A and traced to Appendix C which contains either the 
resolution or the mitigation provided by Sequoia within the Final Test Report.   
 
The Illinois State discrepancies were re-tested during the federal test campaign and those 
discrepancies, once re-verified, were listed in Appendix E and tracked to closure.  
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7.10 Appendix J Sequoia Voting Systems Release 4.0 Implementation 
Statement 
 

A copy of the Sequoia Voting Systems Release 4.0 implementation statement is provided as an 
attachment.  To view, select Attachments in the View menu in Adobe. 
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7.11 Appendix K – EAC Certification Number & Voting System 
Configuration  

 

This report was submitted to the Election Assistance Commission on 8 September 2010.  It is pending their 
acceptance.  No certification number has been issued.  When iBeta receives notification that the report is 
accepted, a revised version of the report will be issued.  The Certification number will appear here and on the 
Title page.  Any other revisions will be noted in the version history 
 
This Certification is for the Voting System Hardware and Software configuration(s) listed in section 3.1.   





 


2675 S. Abilene Street, Suite 300, Aurora, Colorado  80014 


 


 
 


Appendix A - Certification Test 
Requirements 


 
 
 


Prepared for 


Dominion Voting Systems 
717 17th Street, Suite 310, Denver, CO 80202 


EAC Application # SEQ-40-2007-WI 
 
 


Version 1.0 
 


(V)2010-08Sep-001(A) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


iBeta Quality Assurance is accredited for Voting System Testing: 


 
EAC Lab Code: 0702 - Effective thru 7/16/2011 


 


 







EAC Certification #-pending 


 


-ii-     (V)2010-08Sep-001(A) 
 


 


Version History 


Ver # Description of Change Author Approved by  Date 


v1.0 Initial  Release  
 


Charles Cvetezar Gail Audette 8 Sept 2010 


 


 


Trademarks 
 
All trademarks are the exclusive property of their respective owners. 
 
 


TABLE OF CONTENTS 


7.1 APPENDIX A: CERTIFICATION TEST REQUIREMENTS ................................................................................... 3 
 
 







EAC Certification #-pending 


 


Page 3 of 40         (V)2010-08Sep-001(A) 


7.1 Appendix A: Certification Test Requirements 
Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:  


 Accept: met the VSS 2002  requirement 


 Reject: did not meet the VSS 2002 requirement 


 NA: the requirement is not applicable to the voting system type submitted for Certification Testing  


 Pending: VSS 2002  requirements that cannot be completed by the VSTL until after Certification 


 Out of Scope: VSS 2002  requirements which are performed by entities other than the VSTL  
 
Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note.  (Example: If a voting 
system is only a Central Count Scanner, the requirement is marked “NA” and a comment indicates “Not a DRE.") 
 


 Env - Environmental Test Case 


 Char - Characteristics Test Case 


 G1 - General Election 01 Test Case 


 G2 - General Election 02 Test Case 


 G3 - General Election 03 Test Case 


 G4 - General Election 04 Test Case 


 P1 - Primary Election 01 Test Case 


 P2 - Primary Election 02 Test Case 


 P3 - Primary Election 03 Test Case 


 P4 - Primary Election 04 Test Case 


 G3R - General Election 03 Regression Test Case 


 G4R - General Election 04 Regression Test Case 


 P1R - Primary Election 01 Regression Test Case 


 P2R - Primary Election 02 Regression Test Case 


 P3R - Primary Election 03 Regression Test Case 


 T&C - Telephony and Cryptographic Test Case 


 Sec - Security Test Case 


 Acc - Accuracy Test Cases 


 Vol1 - Volume 01 Test Cases 


 Vol2 - Volume 02 Test Case 


 VolR - Volume Regression Test Case 
 
Optional requirements which apply to the voting system type but are not supported by the Sequoia WinEDS 4.0   
voting system are not marked "NA".  Instead they are marked “Accept”, with an explanatory comment. The reason 
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements, 
including this optional functionality and confirmed non-support. (Example: If a voting system does not have a 
VVPAT, the requirements are marked “Accept” and a comment indicates “DRE does not have a VVPAT”.)  
 
Issues identified during testing are cross-referenced to the Appendix E - Discrepancy Report.  
 
EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification 
testing are noted in the comments 
 


VSS Vendor, Voting System & Version Scope  Prior Certification 


  Sequoia WinEDS 4.0 Voting System Full 2002 
VSS 


 Initial EAC Certification 


  Vol. 1 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test Case Comments & References 
to Issues 


     


2.2 Overall System Capabilities      


2.2.1 Security 
System security is achieved through a combination of technical 
capabilities and sound administrative practices. Te ensure security all 
systems shall: 


    


a. Provide security access controls that limits limit or detect access to 
critical system components to guard against loss of system integrity, 
availability, confidentiality, and accountability.  


Accept Sec, T&C, 
PCA 
Document 
Review 


 Discrepancies #372, #373, 
#391, #392, #397 and 
#410 closed. 


b. Provide system functions that are executable only in the intended 
manner and order, and only under the intended conditions. 


Accept All General 
and Primary 
Test Cases, 
Sec,T&C 
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c. Use the system's control logic to prevent a system function from 
executing, if any preconditions to the function have not been met. 


Accept Sec and 
T&C 


  


d. Provide safeguards to protect against tampering during system repair, or 
interventions in system operations, in response to system failure. 


Accept Sec, PCA 
Document 
Review 


  


e. Provide security provisions that are compatible with the procedures and 
administrative tasks involved in equipment preparation, testing, and 
operation. 


Accept Sec   


f. If access to a system function is to be restricted or controlled the system 
shall incorporate the means of implementing this capability. 


Accept Sec and 
T&C 


 Discrepancies #391, #392, 
and #393 closed. 


g. Provide documentation of mandatory administrative procedures for 
effective system security. 


Accept PCA 
Document 
Review 


  


2.2.2 Accuracy  
To ensure vote accuracy, all systems shall: 


      


2.2.2.1 Common Standards to Ensure Vote Accuracy 
To ensure vote accuracy, all systems shall: 


      


a. Records the election contests, candidates, and issues exactly as defined 
by election officials. 


Accept All General, 
Primary , 
Env and 
Acc Test 
Cases 


  


b. Records the appropriate options for casting and recording votes. Accept All General 
and Primary 
Test Cases 


  


c. Records each vote precisely as indicated by the voter and have the 
ability to produce an accurate report of all votes cast. 


Accept All General, 
Primary and 
Vol Test 
Cases 


  


d. Control logic and data processing methods incorporation parity and 
check sums (or equivalent error detection and correction methods) to 
demonstrate the system has been designed for accuracy. 


Accept Sec, T&C Discrepancies #131, 162, 
#301, #306, #384, #429, 
and #430 closed. 


e. The software monitors the overall quality of data read-write and transfer 
quality status, checks the number and types of errors that occur in any of 
the relevant operations on data and how they were corrected. 


Accept Sec Discrepancies #122 and 
#405 closed. 


2.2.2.2 DRE System Standards 
In additional DRE systems shall: 


      


  As an additional means of ensuring accuracy in DRE systems, voting 
devices record and retain redundant copies of the original ballot image. A 
ballot image electronic record of all votes cast by the voter, including 
undervotes. 


Accept All General 
and Primary 
Test Cases 


 


2.2.3 Error Recovery 
To recover from a non-catastrophic failure of a device, or from any error 
or malfunction that is within the operator's ability to correct, the system 
shall provide the following capabilities: 


      


a. Restoration of the device to the operating condition existing immediately 
prior to an error or failure, without loss or corruption of voting data 
previously stored in the device 


Accept G1, G4, 
Sec, Env 


Discrepancies #249 and 
#401 closed. 


b. Resumption of normal operation following the correction of a failure in a 
memory component, or in a data processing component, including the 
central processing unit 


Accept G3, Sec, 
Env 


Discrepancy #401 closed. 


c. Recovery from any other external condition that causes equipment to 
become inoperable, provided that catastrophic electrical or mechanical 
damage due to external phenomena has not occurred. 


Accept G1, G4,  
Sec 


Discrepancies #249 and 
#401 closed. 


2.2.4 Integrity 
Integrity measures ensure the physical stability and function of the vote 
recording and counting processes. To ensure system integrity, all 
systems shall: 


      


2.2.4.1 Common Standards 
To ensure system integrity, all systems shall: 


      


a. Protect against a single point of failure that would prevent further voting 
at the polling place.  


Accept All General 
and Primary 
Test Cases 


Equipment redundancy 
meets requirement.  Loss 
of electrical power (single 
point failure) tested 
functionally. 


b. Protects against the interruption of electronic power. Accept G1, G2, G3   


c. Protects against electromagnetic radiation. Accept  Env   


d. Protects against the ambient temperature and humidity fluctuations. Accept  Env   


e.  Protects against failure of any data input or storage device.  Accept G1, G2, G3, 
P4, Sec 


  


f. Protects against any attempt at improper data entry or retrieval Accept Sec Discrepancy #199 closed. 


g. Records and reports of any normal or abnormal events. Accept G3, G3R, Discrepancies #107, #110, 
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Sec #115, #125, #252, #263 , 
and #419 closed. 


h. Maintains a permanent record of original audit data that cannot be 
bypassed or turned off. 


Accept All General, 
Primary  
and Sec 
Test Cases 


 


i. Detect and record every event, including the occurrence of an error 
condition that the system cannot overcome, and time-dependent or 
programmed events that occur without the intervention of the voter or a 
polling place operator 


Accept Sec Discrepancies #147, #316 
closed. 


j. Include built-in measurement, self-test, and diagnostic software and 
hardware for detecting and reporting the system's status and degree of 
operability 


Accept All General, 
Primary  
and Sec 
Test Cases 


  


2.2.4.2 DRE Systems Standards 
In addition to the common requirements, DRE systems shall: 


      


a. Maintain a record of each ballot cast using a process and storage 
location that differs from the main vote detection, interpretation, 
processing, and reporting path 


Accept Sec  


b. Provide a capability to retrieve ballot images in a form readable by 
humans 


Accept Sec   


2.2.5 System Audit 
See the requirement for context of these requirements. 


    RFI 2008-12 
RFI 2009-04 


2.2.5.2 Operational Requirements       


  Audit records shall be prepared for all phases of election operations 
performed using devices controlled by the jurisdiction or its contractors. 
These records rely upon automated audit data acquisition and machine-
generated reports, with manual input of some information. These records 
shall address the ballot preparation and election definition phase, system 
readiness 
tests, and voting and ballot-counting operations. The software shall 
activate the logging and reporting of audit data as described below. 


Accept All General 
and Primary 
Test Cases 


 Discrepancy #417 closed. 


2.2.5.2.1 Time, Sequence, and Preservation of Audit Records 
The timing and sequence of audit record entries is as important as the 
data contained in the record. All voting systems shall meet the 
requirements for time, sequence and preservation of audit records 
outlined below. 


      


a. Except where noted, systems shall provide the capability to create and 
maintain a real-time audit record. This capability records and provides 
the operator or precinct official with continuous updates on machine 
status. This information allows effective operator identification of an error 
condition requiring intervention, and contributes to the reconstruction of 
election-related events necessary for recounts or litigation. 


Accept All General 
and Primary 
Test Cases 


 Discrepancy #110 


b. All systems shall include a real-time clock as part of the system‟s 
hardware. The system shall maintain an absolute record of the time and 
date or a record relative to some event whose time and data are known 
and recorded. 


Accept All General 
and Primary 
Test Cases 


  


c. All audit record entries shall include the time-and-date stamp. Accept All General 
and Primary 
Test Cases 


  


d.  The audit record shall be active whenever the system is in an operating 
mode. This record shall be available at all times, though it need not be 
continually 
visible. 


Accept All General 
and Primary 
Test Cases 


  


e. The generation of audit record entries shall not be terminated or altered 
by program control, or by the intervention of any person. The physical 
security and 
integrity of the record shall be maintained at all times. 


Accept All General 
and Primary 
Test Cases 


  


f. Once the system has been activated for any function, the system shall 
preserve the contents of the audit record during any interruption of power 
to the system 
until processing and data reporting have been completed. 


Accept G1, G4, 
Env, 
Char 


  


g. 
 
 
1) 
 
2) 
 
3) 


The system shall be capable of printing a copy of the audit record. A 
separate printer is not required for the audit record, and the record may 
be produced on 
the standard system printer if all the following conditions are met: 
• The generation of audit trail records does not interfere with the 
production 
of output reports 
• The entries can be identified so as to facilitate their recognition, 
segregation, and retention 
• The audit record entries are kept physically secure 


Accept All General 
and Primary 
Test Cases 
Char 


Discrepancy #286 closed. 
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2.2.5.2.2 Error messages 
All voting systems shall meet the requirements for error messages 
below. 


      


a. The voting system shall generate, store, and report to the user all error 
messages as they occur.  


Accept All General 
and Primary 
Test Cases 


  


b. All error messages requiring intervention by an operator or precinct 
official shall be displayed or printed clearly in easily understood language 
text, or by 
means of other suitable visual indicators. 


Accept All General 
and Primary 
Test Cases 


  


c. When the voting system uses numerical error codes for trained 
technician maintenance or repair, the text corresponding to the code 
shall be self-contained or affixed inside the voting machine. This is 
intended to reduce inappropriate reactions to error conditions, and to 
allow for ready and effective problem correction. 


Accept All General 
and Primary 
Test Cases 


  


d.  All error messages for which correction impacts vote recording or vote 
processing shall be written in a manner that is understandable to an 
election official who possesses training on system use and operation, but 
does not possess technical training on system servicing and repair. 


Accept All General 
and Primary 
Test Cases 


  


e. The message cue for all voting systems shall clearly state the action to 
be performed in the event that voter or operator response is required.  


Accept All General 
and Primary 
Test Cases, 
G4R 


Discrepancies #208, #223, 
#224 closed. 


f. Voting system design shall ensure that erroneous responses will not lead 
to irreversible error.  


Accept All General 
and Primary 
Test Cases 


  


g. Nested error conditions are corrected in a controlled sequence such that 
voting system status shall be restored to the initial state existing before 
the first error occurred. 


Accept All General 
and Primary 
Test Cases 


  


2.2.5.2.3 Status Messages 
The Standards/Guidelines provide latitude in software design so that 
vendors can consider various user processing and reporting needs. The 
jurisdiction may require some status and information messages to be 
displayed and reported in real-time. Messages that do not require 
operator intervention may be stored in memory to be recovered after 
ballot processing has been  completed. 


      


  The voting system shall display and report critical status messages using 
clear  indicators or English language text. The voting system need not 
display non-critical status messages at the time of occurrence. Voting 
systems may display non-critical  status messages (i.e., those that do not 
require operator intervention) by means of numerical codes for 
subsequent interpretation and reporting as unambiguous text. 


Accept All General 
and Primary 
Test Cases 


  


  Voting systems shall provide a capability for the status messages to 
become part of the real-time audit record. 


Accept All General 
and Primary 
Test Cases 


  


  The voting system shall provide a capability for a jurisdiction to designate 
critical status messages. 


Accept All General 
and Primary 
Test Cases 


  


2.2.5.3 COTS General Purpose Computer System Requirements 
See the standards for the context these requirements. Three operating 
system protections are required on all such systems on which election 
software is hosted.  


    RFI 2008-03 
RFI 2008-12 


  Authentication shall be configured on the local terminal (display screen 
and keyboard) and on all external connection devices 
(“network cards” and “ports”). This ensures that only authorized and 
identified users affect the system while election software is running. 


Accept Sec Discrepancies #120, #309, 
#402, #403, #404, #406, 
#418, and #420 closed. 


  Operating system audit shall be enabled for all session openings and 
closings, for all connection openings and closings, for all process 
executions and terminations, and for the alteration or deletion of any 
memory or file object. This ensures the accuracy and completeness of 
election data stored on the system. It also ensures the existence of an 
audit record of any person or process altering or deleting system data or 
election data. 


Accept Sec, G3R Discrepancies #124, #127, 
#139 closed. 


  The system shall be configured to execute only intended and necessary 
processes during the execution of election software. The system shall 
also be configured to halt election software processes upon the 
termination of any critical system process (such as system audit) during 
the execution of election software. 


Accept Sec, G3R Discrepancies #123, #126, 
#128, #129, #137, #139, 
#147 closed. 


2.2.6 Election Management System       


  The Election Management System (EMS) is used to prepare ballots and 
programs for use in casting and counting votes, and to consolidate, 


Accept All General 
and Primary 
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report, and display election results. An EMS shall generate and maintain 
a database, or one or more interactive databases, that enables election 
officials or their designees to perform the following functions: 


Test Cases 


a. Define of the political subdivision boundaries and multiple election 
districts, as indicated in the system documentation. 


Accept G1, G2, G3, 
G4, P3, P4 


  


b. Identify of contests, candidates, and issues. Accept All General 
and Primary 
Test Cases 


  


c. Define of ballot formats and appropriate voting options. Accept All General 
and Primary 
Test Cases 


  


d. Generate ballots and election-specific programs for vote recording and 
vote counting equipment. 


Accept All General 
and Primary 
Test Cases 


  


e. Install ballots and election-specific programs. Accept All General 
and Primary 
Test Cases 


  


f. Test that ballots and programs have been properly prepared and 
installed. 


Accept All General 
and Primary 
Test Cases 


  


g. Accumulate vote totals at multiple reporting levels as indicated in the 
system documentation. 


Accept All General 
and Primary 
Test Cases, 
PCA 
Document 
Review 


  


h. Generate of post-voting reports per Section 2.5. Accept All General 
and Primary 
Test Cases 


  


i. Process and produce audit reports of the data indicated in Section 4.5. Accept All General 
and Primary 
Test Cases 


  


2.2.7  Accessibility       


2.2.7.1 Common Standards  
See the standard for diagrams. The voting system meets the following 
conditions:   


      


a. Where clear floor space only allows forward approach to an object, the 
maximum high forward reach allowed shall be 48inches.  The minimum 
low forward reach is 15 inches. 


Accept  Char Discrepancies #88 and #89 
closed. 


b. Where forward reach is over an obstruction with knee space below, the 
maximum level forward reach is 25 inches.  When the obstruction is less 
than 20 inches deep, the maximum high forward reach is 48 inches.  
When the obstruction projects 20 to 25 inches, the maximum high 
forward reach is 44 inches. 


Accept  Char Discrepancies #88 and #89 
closed. 


c. The position of any operable control is determined with respect to a 
vertical plane that is 48 inches in length, centered on the operable 
control, and at the maximum protrusion of the product within the 48-inch 
length. 


Accept  Char   


d. Where any operable control is 10 inches or less behind the reference 
plane, have a height that is between 15 inches and 54 inches above the 
floor. 


Accept  Char   


e. Where any operable control is more than 10 inches and not more than 
24 inches behind the reference plane, have a height between 15 inches 
and 46 inches above the floor. 


Accept  Char   


f. Have operable controls that are not more than 24 inches behind the 
reference plane. 


Accept  Char   


2.2.7.2 DRE Standards for Accessibility 
DRE voting systems shall provide , as part of their configuration, the 
capability to provide access to voters with a broad range of disabilities. 
This capability shall: 


      


a. Not require, the voter to bring their own assistive technology to a polling 
place. 


Accept  Char   


b Provide Audio information and stimulus that:   Char   


b.1. Communicates to the voter the complete content of the ballot. Accept  Char  Discrepancy #194 is 
closed. 


b.2.   Provides instruction to the voter in operation of the voting device. Accept   Char, G4R  Discrepancy #215 is 
closed. 


b.3. Provides instruction so that the voter has the same vote capabilities and 
options as those provided by the system to individuals who are not using 
audio technology 


Accept  Char, P2R  Discrepancies #194, #204, 
#208, and #214, #218 are 
closed. 


b.4. For a system that supports write-in voting, enables the voter to review 
the voter‟s write-in input, edit that input, and confirm that the edits meet 


Accept  Char, G4R Write-in votes were cast 
and edited.  
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the voter‟s intent. 


b.5. Enables the voter to request repetition of any system provided 
information. 


Accept  Char, G3R Discrepancy #205 is 
closed. 


b.6. Supports the use of headphones provided by the system that may be 
discarded after each use 


Accept Char   


b.7. Provides the audio signal through an industry standard connector for 
private listening using a 1/8 inch stereo headphone jack to allow 
individual voters to supply personal headsets 


Accept Char   


b.8. Provides a volume control with an adjustable amplification up to a 
maximum of 105 dB that automatically resets to the default for each 
voter 


Accept  Char   


c. Provide, in conformance with FCC Part 68, a wireless coupling for 
assistive devices used by people who are hard of hearing when a system 
utilizes a telephone style handset to provide audio information 


Accept  Char NA - Voting System does 
not use a telephone style 
handset. 


d. Meet the requirements of ANSI C63.19-2001 Category 4 to avoid 
electromagnetic interference with assistive hearing devices 


Accept  Char RFI 2009-05 testing 
conducted in association 
with the hardware testing  


e. For Electronic Image Displays, permit the voter to:       


e.1. Adjust contrast settings Accept  Char   


e.2. Adjust color settings, when color is used Accept  Char   


e.3. Adjust the size of the text so that the height of capital letters varies over 
a range of 3 to 6.3 millimeters 


Accept  Char, P2R  Discrepancies #206, #208, 
#217 closed. 


f. For a devise with touch screen or contact-sensitive controls, provide an 
input method using mechanically operated controls or keys that shall: 


      


f.1. Be tactilely discernible without activating the controls or keys. Accept  Char   


f.2. Be operable with one hand and not require tight grasping, pinching, or 
twisting of the wrist. 


Accept  Char   


f.3. Require a force less than 5 lbs (22.2 N) to operate. Accept  Char The different models of the 
EDGE2plus had no effect 
on the touch sensitivity. 


f.4. Provide no key repeat function. Accept  Char   


g. For a system that requires a response by a voter in a specific period of 
time, alert the voter before this time period has expired and allow the 
voter additional time to indicate that more time is needed 


Accept  Char, G4R Discrepancy #216 is 
closed. 


h. For a system that provides sound cues as a method to alert the voter 
about a certain condition, such as the occurrence of an error, or a 
confirmation, the tone shall be accompanied by a visual cue for users 
who cannot hear the audio prompt 


Accept  Char   


i. Provide a secondary means of voter identification or authentication when 
the primary means of doing so uses biometric measures that require a 
voter to possess particular biological characteristics 


Accept  Char NA - Biometric 
identification is not present 
on the devices. 


2.2.8 Vote Tabulating Program       


2.2.8.1 Functions  
The vote tabulating program software resident in each voting machine, 
vote count server, or other devices shall include all software modules 
required to: 


      


a. Monitor of system status and generating machine-level audit reports Accept All General 
and Primary 
Test Cases 


  


b. Accommodate device control functions performed by polling place 
officials and maintenance personnel 


Accept All General 
and Primary 
Test Cases 


  


c. Register and accumulating votes Accept All General 
and Primary 
Test Cases 


  


d. Accommodate variations in ballot counting logic Accept All General 
and Primary 
Test Cases 


  


2.2.8.2 Voting Variation  
The Technical Data Package accompanying the system shall specifically 
identify which of the following items can and cannot be supported by the 
voting system, as well as how the voting system can implement the items 
support. 


      


a. Documented support or non-support of closed primaries. Accept    See Appendix J - Sequoia  
Implementation Statement 


b. Documented support or non-support of open primaries. Accept    See Appendix J - Sequoia  
Implementation Statement 


c. Documented support or non-support of partisan offices. Accept    See Appendix J - Sequoia  
Implementation Statement 


d. Documented support or non-support of non-partisan offices. Accept    See Appendix J - Sequoia  
Implementation Statement 
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e. Documented support or non-support of write-in voting. Accept    See Appendix J - Sequoia  
Implementation Statement 


f. Documented support or non-support of primary president. Accept    See Appendix J - Sequoia  
Implementation Statement 


g. Documented support or non-support of ballot rotation. Accept    See Appendix J - Sequoia  
Implementation Statement 


h. Documented support or non-support of straight party voting. Accept    See Appendix J - Sequoia  
Implementation Statement 


i. Documented support or non-support of cross-party endorsement Accept    See Appendix J - Sequoia  
Implementation Statement 


j. Documented support or non-support of split precincts. Accept    See Appendix J - Sequoia  
Implementation Statement 


k. Documented support or non-support of vote for N of M. Accept    See Appendix J - Sequoia  
Implementation Statement 


l. Documented support or non-support of recall issues, with options. Accept    See Appendix J - Sequoia  
Implementation Statement 


m. Documented support or non-support of cumulative voting. Accept    See Appendix J - Sequoia  
Implementation Statement 


n. Documented support or non-support of ranked order voting. Accept    See Appendix J - Sequoia  
Implementation Statement 


o. Documented support or non-support of provisional or challenged ballots. Accept    See Appendix J - Sequoia  
Implementation Statement 


2.2.9 Ballot Counter  
For all voting systems, each device that tabulates ballots shall provide a 
counter that:. 


      


a. Can be set to zero before any ballots are submitted for tally Accept All General 
and Primary 
Test Cases, 
PCA 
Source 
Code 
Review 


RFI 2008-07 
Scanners specifically 
tested in G4. 
 
Discrepancies #389, #394 
and #395 closed. 


b. Records the number of ballots cast during a particular test cycle or 
election 


Accept All General 
and Primary 
Test Cases 


  


c. Increases the count only by the input of a ballot Accept All General 
and Primary 
Test Cases 


  


d. Prevents or disables the resetting of the counter by any person other 
than authorized persons at authorized points 


Accept All General 
and Primary 
Test Cases 


  


e. Is visible to designated election officials Accept All General 
and Primary 
Test Cases 


  


2.2.10 Telecommunications 
For all voting systems that use telecommunications for the transmission 
of data during pre-voting, voting or post-voting activities, capabilities shall 
be provided that ensure data are transmitted with no alteration or 
unauthorized disclosure during transmission.  Such transmissions shall 
not violate the privacy, secrecy, and integrity demands of the Standards.  
Section 5 of the Standards describes telecommunications standards that 
apply to, at a minimum, the following types of data transmissions: 


      


  Voter Authentication: Coded information that confirms the identity of a 
voter for security purposes for a system that transmit votes individually 
over a public network  


Accept   NA - Voting system does 
not transmit votes 
individually. 


  Ballot Definition: Information that describes to voting equipment the 
content and appearance of the ballots to be used in an election 


Accept   NA - No ballot definition 
transmitted via 
telecommunications. 


  Vote Transmission to Central Site: For voting systems that transmit votes 
individually over a public network, the transmission of a single vote to the 
county (or contractor) for consolidation with other county vote data 


Accept   NA - Voting system does 
not transmit votes 
individually. 


  Vote Count: Information representing the tabulation of votes at any one 
of several levels: polling place, precinct, or central count 


Accept  G2, G3, P4 
and T&C 


Discrepancy #151 closed. 


  List of Voters: A listing of the individual voters who have cast ballots in a 
specific election 


Accept   NA - Voter lists are not 
transmitted by 
telecommunications. 


2.2.11 Data Retention 
See standard/guideline for context. 


      


  All voting systems shall provide for maintaining the integrity of voting and 
audit data during an election and for a period of at least 22 months 
thereafter. 


Accept  All General 
and Primary 
Test Cases 


  


2.3 Pre-voting Functions       
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2.3.1 Ballot Preparation       


2.3.1.1 General Capabilities       


  All systems shall provide the general capability for ballot preparation, 
ballot formatting and ballot production. All systems shall be capable of: 


Accept  All General 
and Primary 
Test Cases, 
Vol1, Vol2, 
Acc 


  


2.3.1.1.1 Common Standards 
All systems shall be capable of:  


      


a. Enable the automatic formatting of ballots in accordance with the 
requirements for offices, candidates, and measures qualified to be 
placed on the ballot for each political subdivision and election district. 


Accept  All General 
and Primary 
Test Cases 


  


b. 
1) 
2) 
3) 


Collecting and maintaining the following data:  
Offices with labels/instructions 
Candidate names with labels 
Issues or measures with their text 


Accept  All General 
and Primary 
Test Cases 


  


c. Supporting the maximum number of potentially active voting positions as 
indicated in the system documentation. 


Accept  Vol1, Vol2, 
Acc 


  


d. For a primary election, generating ballots that segregate the choices in 
partisan races by party affiliation 


Accept  All Primary 
Test Cases 


  


e. Generating ballots that contain identifying codes or marks uniquely 
associated with each format. 


Accept  All General 
and Primary 
Test Cases 


  


f. Ensuring voter response fields, selection buttons, or switches properly 
align with the specific candidate names and/or issues printed on the 
ballot display, ballot card or sheet, or separate ballot pages. 


Accept  All General 
and Primary 
Test Cases 


  


2.3.1.1.2 Paper-Based System Standards 
Paper-based voting systems shall also meet the following requirements 
applicable to the technology used. 


      


a. Enable voters to make selections by punching a hole or by making a 
mark in areas designated for this purpose upon each ballot card or 
sheet. 


Accept  All General 
and Primary 
Test Cases 


 


b. For punchcard systems ensure that the vote response fields can be 
properly aligned with punching devices used to record votes. 


Accept   N/A - Voting System is not 
a punchcard system 


c. For marksense systems, the timing marks align properly with the vote 
response fields. 


Accept  All General 
and Primary 
Test Cases 


  


2.3.1.2 Ballot Formatting  
All voting systems shall provide a capability for:  


      


a. Creation of newly defined elections Accept  All General 
and Primary 
Test Cases 


  


b. Rapid and error-free definition of elections and their associated ballot 
layouts 


Accept  All General 
and Primary 
Test Cases 


  


c. Uniform allocation of space and fonts used for each office, candidate, 
and contest such that the voter perceives no active voting position to be 
preferred to any other. 


Accept  All General 
and Primary 
Test Cases 


  


d. Simultaneous display of the maximum number of choices for a single 
contest as indicated by the vendor in the system documentation 


Accept  All General 
and Primary 
Test Cases 


  


e. Retention of previously defined formats for an election Accept  All General 
and Primary 
Test Cases 


  


f. Prevention of unauthorized modification of any ballot formats Accept  G1   


g. Modification by authorized persons of a previously defined ballot format 
for use in a subsequent election 


Accept  All General 
and Primary 
Test Cases 


Specifically tested in G3, 
P4, G3R, G4R, P1R, P2R, 
P3R 


2.3.1.3 Ballot Production 
The voting system shall provide a means of printing or other wise 
generating a ballot display that can be installed in all system voting 
devices for which it is intended: All Systems shall provide a capability to 
ensure.  


    Discrepancy #192 closed. 


2.3.1.3.1 Common Standards 
The voting system shall provide a means of printing or other wise 
generating a ballot display that can be installed in all system voting 
devices for which it is intended: All systems shall provide a capability to 
ensure.  


      


a. The electronic display or printed document on which the user views the 
ballot is capable of rendering an image of the ballot in any of the 
languages required by The Voting Rights Act of 1965, as amended 


Accept  All General 
and Primary 
Test Cases 


RFI 2008-04 
 
Multi-lingual support 
specifically tested in G4 
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b. The electronic display or printed document where the user views the 
ballot does not show any advertising or commercial logos of any kind, 
whether public service, commercial, or political, unless specifically 
provided for in State law. Electronic displays do not provide connection 
through hyperlink. 


Accept  All General 
and Primary 
Test Cases 


  


c. The ballot conforms to vendor specifications for type of paper stock, 
weight, size, shape, size and location of punch or mark field used to 
record votes, folding, bleed through, and ink for printing if paper ballot 
documents or paper displays are part of the system 


Accept  All General 
and Primary 
Test Cases, 
PCA 
Document 
Review 


  


2.3.1.3.2 paper-based System Standards       


  Vendor documentation for marksense systems shall include 
specifications for ballot materials to ensure that vote selections are read 
from only a single ballot at a time, without detection of marks from 
multiple ballots concurrently (e.g., reading of bleed-through from other 
ballots) 


Accept  PCA 
Document 
Review 


  


2.3.2 Election Programming  
Process by which election officials or their designees use election 
databases and vendor system software to logically define the voter 
choices associated with the contents of the ballots.  All systems shall 
provide for:  


      


a. Logical definition of the ballot, including the definition of the number of 
allowable choices for each office and contest 


Accept  All General 
and Primary 
Test Cases 


  


b. Logical definition of political and administrative subdivisions, where the 
list of candidates or contests varies between polling places 


Accept  G1, G2, G3, 
G4, P3, P4 


  


c. Exclusion of any contest on the ballot in which the voter is prohibited 
from casting a ballot because of place of residence, or other such 
administrative or geographical criteria 


Accept  G3, P3   


d. Ability to select from a range of voting options to conform to the laws of 
the jurisdiction in which the system will be used 


Accept  All General 
and Primary 
Test Cases 


  


e. Generation of all required master and distributed copies of the voting 
program, in conformance with the definition of the ballots for each voting 
device and polling place, and for each tabulating device 


Accept  All General 
and Primary 
Test Cases 


  


2.3.3 Ballot and Program Installation and Control 
All systems shall include the following at the time of ballot an program 
installation: 


      


  All systems provide a means of installing ballots and programs on each 
piece of polling place or central count equipment according to the ballot 
requirements of the election and the jurisdiction.  


Accept  All General 
and Primary 
Test Cases 


  


a. A detailed work plan or other documentation  providing a schedule and 
steps for the software and ballot installation, including a table outlining 
the key dates, events and deliverables. 


Accept  PCA 
Document 
Review 


  


b. A capability for automatically verifying that the software has been 
properly selected and installed in the equipment or in programmable 
memory devices and for indicating errors.  


Accept  All General 
and Primary 
Test Cases 


  


c. A capability for automatically validating that software correctly matches 
the ballot formats that it is intended to process, for detecting errors, and 
for immediately notifying an election official of detected errors.  


Accept  All General 
and Primary 
Test Cases 


  


2.3.4 Readiness Testing 
Election personnel conduct voting equipment and voting system 
readiness tests prior to the start of an election to ensure that the voting 
system functions properly, to confirm that voting equipment has been 
properly integrated, and to obtain equipment status reports. All voting 
systems shall provide the capabilities to 


    RFI 2008-07 


2.3.4.1 Common Standards 
All voting systems shall provide the capabilities to: 


      


a. Verify the voting machines or vote recording and data processing 
equipment, precinct count equipment, and central count equipment are 
properly prepared for an election, and collect data that verifies equipment 
readiness 


Accept  All General 
and Primary 
Test Cases 


  


b. Obtains status and data reports from each set of equipment Accept  All General 
and Primary 
Test Cases 


  


c. Verify the correct installation and interface of all system equipment Accept  All General 
and Primary 
Test Cases 


Discrepancy #190 closed. 


d. Verify that hardware and software function correctly Accept  All General, 
Primary  
and 


Discrepancies #105, #106, 
#108, #112, #114, #116, 
#143, #152, #153, #154, 
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Regression 
Test Cases 


#166 - #169, #174, #176,  
#177, #181, #184, #186, 
#187, #188, #189, #209, 
#212, #226 - #228, #248, 
#250, #253 - #255, #257, 
#266, #273, #274, #277, 
#278, #279, #280, #283, 
#295, #298, #318, #335, 
#336, #337, #340 , #364, 
#376, #377, #380, #381, 
#396, #412, #413, #414, 
#415, #421, #432, #433, 
and #434 closed. 


e. Generate consolidated data reports at the polling place and higher 
jurisdictional levels 


Accept  All General 
and Primary 
Test Cases 


  


f. Segregate test data from actual voting data, either procedurally or by 
hardware/software features 


Accept  All General 
and Primary 
Test Cases, 
PCA 
Source 
Code 
Review 


  


  Resident test software, external devices, and special purpose test 
software connected to or installed in voting devices to simulate operator 
and voter functions used for these tests meeting the following standards:  


      


a. These elements are capable of being tested separately, and are proven 
to be reliable verification tools prior to their use 


Accept  All General, 
Primary  
and Vol 
Test Cases 


  


b. These elements are incapable of altering or introducing any residual 
effect on the intended operation of the voting device during any 
succeeding test and operational phase. 


Accept  All General, 
Primary  
and Vol 
Test Cases 


  


2.3.4.2 Paper-Based Systems 
Paper-based systems shall: 


      


a. Supports conversion testing that uses all potential ballot positions as 
active positions 


Accept  Vol2 Readiness testing used all 
ballot positions. 


b. Supports conversion testing of ballots with active position density for 
systems without pre-designated ballot positions 


Accept  Vol2 Readiness testing used all 
ballot positions. 


2.3.5 Verification at the Polling Place 
All systems shall provide a formal record of the following, in any media, 
upon verification of the authenticity of the command source: 


    RFI 2008-07 


a. The election's identification data; Accept  All General 
and Primary 
Test Cases 


  


b. The identification of all equipment units; Accept  All General 
and Primary 
Test Cases 


  


c. The identification of the polling place; Accept  All General 
and Primary 
Test Cases 


  


d. The identification of all ballot formats; Accept  All General 
and Primary 
Test Cases 


  


e. The contents of each active candidate register by office and of each 
active measure register at all storage locations (showing that they 
contain only zeros); 


Accept  All General 
and Primary 
Test Cases 


  


f. A list of all ballot fields that can be used to invoke special voting options Accept  All General 
and Primary 
Test Cases 


  


g. Other information needed to confirm the readiness of the equipment, and 
to accommodate administrative reporting requirements 


Accept  All General 
and Primary 
Test Cases 


  


  To prepare voting devices to accept voted ballots, all voting systems 
shall provide the capability to test each device prior to opening to verify 
that each is operating correctly. At a minimum the tests shall include. 


Accept  All General 
and Primary 
Test Cases 


  


a. Confirmation that there are no hardware or software failures. Accept  All General 
and Primary 
Test Cases 


  


b. Confirmation that the device is ready to be activated for accepting votes. Accept  All General 
and Primary 
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Test Cases 


  If a precinct count system includes equipment for the consolidation of 
polling place data at one or more central counting locations, it shall have 
means to verify the correct extraction of voting data from transportable 
memory devices, or to verify the transmission of secure data over secure 
communication links. 


Accept  All General 
and Primary 
Test Cases, 
T&C 


Transmission of secure 
data specifically tested in 
G2, G3, and P4. 


2.3.6 Verification at Central Location 
Election officials perform verification at the central location to ensure that 
vote counting and vote consolidation equipment and software function 
properly before and after an election. Upon verification of the authenticity 
of the command source, any system used in a central count environment 
shall provide a printed record of the following: 


    RFI 2008-07 


a. The election's identification data Accept  All General 
and Primary 
Test Cases 


  


b. The contents of each active candidate register by office and of each 
active measure register at all storage locations (showing that they 
contain only zeros); 


Accept  All General 
and Primary 
Test Cases 


  


c. Other information needed to confirm the readiness of the equipment, and 
to accommodate administrative reporting requirements. 


Accept  All General 
and Primary 
Test Cases 


  


2.4 Voting Functions  
All systems shall support: 
• Opening the polls; and 
• Casting a ballot. 
Additionally, all DRE systems shall support: 
• Activating the ballot. 
• Augmenting the election counter; and 
• Augmenting the life-cycle counter. 


      


2.4.1. Opening the Polls 
At a minimum , the systems shall provide the functional capabilities 
indicated below. 


    RFI 2008-07 


2.4.1.1 Opening the polling Place (Precinct Count Systems)  
To allow voting devices to be activated for voting, the system shall 
provide: 


      


a. An internal test or diagnostic capability to verify that all of the polling 
place tests specified in 2.3.5 have been successfully completed. 


Accept  All General 
and Primary 
Test Cases 


  


b. Automatic disabling any device that has not been tested until it has been 
tested. 


Accept  All General 
and Primary 
Test Cases 


  


2.4.1.2 Paper-Based System Standards       


2.4.1.2.1 All Paper-Based systems 
To facilitate opening the polls, all paper-based systems shall include:  


      


a. A means of verifying ballot punching or marking devices are prepared 
and ready to used; 


Accept  All General 
and Primary 
Test Cases 


  


b. A voting booth or similar facility, in which the voter may punch or mark 
the ballot in privacy 


Accept  PCA 
Document 
Review 


  


c. Secure receptacles for holding voted ballots.  Ballot boxes. Accept  All General 
and Primary 
Test Cases 


  


2.4.1.2.2 Precinct Count Paper-Based Systems 
In addition to the above requirements, all paper-based precinct count 
equipment shall include a means of:  


      


a. Activating the ballot counting device. Accept  All General 
and Primary 
Test Cases 


  


b. Verifying that the device has been correctly activated and is functioning 
properly 


Accept  All General 
and Primary 
Test Cases 


  


c. Identifying device failure and corrective action needed. Accept  All General 
and Primary 
Test Cases 


  


2.4.1.3 DRE System Standards 
To facilitate opening the polls, all DRE systems shall include: 


      


a. A security seal, a password, or a data code recognition capability to 
prevent the inadvertent or unauthorized actuation of the poll-opening 
function 


Accept  Sec and 
PCA 
Document 
Review 


  


b. A means of enforcing the execution of steps in the proper sequence if Accept  All General   
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more than one step is required and Primary 
Test Cases 


c. A means of verifying the system has been activated correctly Accept  All General 
and Primary 
Test Cases 


  


d. A means of identifying  system failure and any corrective action needed Accept  All General 
and Primary 
Test Cases 


  


2.4.2 Activating the Ballot (DRE Systems) 
To activate the ballot, all DRE systems shall: 


      


a. Enable election officials to control the content of the ballot presented to 
the voter, whether presented in printed form or electronic display, such 
that each voter is permitted to record votes only in contests in which that 
voter is authorized to vote 


Accept  All General, 
Primary  
and Vol 
Test Cases 


  


b. Allow each eligible voter to cast a ballot Accept  All General 
and Primary 
Test Cases 


Provisional Voting 
specifically tested in G3. 
 
Challenged Voting 
specifically tested in P3. 


c. Prevent a voter  from voting on a ballot to which he or she is not entitled Accept  G1, G2, G3, 
G4, P3, P4 


  


d. Prevent a voter from casting more than one ballot in the same election Accept  All General 
and Primary 
Test Cases 


  


e. Activate the casting of a ballot in a general election Accept  All General 
Test Cases, 
Vol2, Acc, 
Env 


  


f. Enable the selection of the ballot that is appropriate to the party affiliation 
declared by the voter in a primary election 


Accept  All Primary 
Test Cases 


Selective Primary 
specifically tested in P2. 


g. Activate all parts of the ballot upon which the voter is entitled to vote Accept  All General 
and Primary 
Test Cases 


  


h. Disable of all parts of the ballot upon which the voter is not entitled to 
vote 


Accept  G1, G2, G3, 
G4, P3, P4 


  


2.4.3 Casting a Ballot       


2.4.3.1 Common Standards 
To facilitate casting a ballot, all systems shall: 


      


a. Provide test that is at least 3 millimeters high and provide the capability 
to adjust or magnify the text to an apparent size of 6.3 millimeters 


Accept Char   


b. Protect the secrecy of the vote such that the system cannot reveal any 
information about how a particular voter voted, except as otherwise 
required by individual State law 


Accept  All General 
and Primary 
Test Cases 


  


c. Record the selection and non-selection (undervote) of individual vote 
choices for each contest and ballot measure 


Accept  All General 
and Primary 
Test Cases 


  


d. Record the voter‟s selection of candidates whose names do not appear 
on the ballot, if permitted under State law, and record as many write-in 
votes as the number of candidates the voter is allowed to select 


Accept  All General 
and Primary 
Test Cases 


  


e. In the event of a failure of the main power supply external to the voting 
system, provide the capability for any voter who is voting at the time to 
complete casting a ballot, allow for the successful shutdown of the voting 
system without loss or degradation of the voting and audit data, and 
allow voters to resume voting once the voting system has reverted to 
back-up power  


Accept  Sec, Char Audit logs with power 
interrupt were tested in G1. 


f. Provide the capability for voters to continue cast ballots in the event of a 
failure of a telecommunications connection within the polling place or 
between the polling place and any other location 


Accept  Char NA - No 
telecommunications are 
utilized during the voting 
process. 


2.4.3.2 paper-based System Standards       


2.4.3.2.1 All Paper-Based Systems 
All paper-based systems shall:  


      


a. Allow the voter to easily identify the voting field that is associated with 
each candidate or ballot measure response 


Accept  All General 
and Primary 
Test Cases 


  


b. Allow the voter to mark the ballot to register a vote Accept  All General 
and Primary 
Test Cases 


  


c. Allow either the voter or the appropriate election official is able to place 
the voted ballot into the ballot counting device (precinct count systems) 
or a secure receptacle (central count systems) 


Accept  All General 
and Primary 
Test Cases 


  


d. Protect the secrecy of the vote throughout the process Accept  All General   
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and Primary 
Test Cases 


2.4.3.2.2 Precinct Count Paper-Based Systems 
In addition to the above requirements, all paper-based precinct count 
equipment shall include a means of:  


      


a. Provide feedback to the voter identifies specific contests or ballot issues 
for which an overvote or undervote is detected 


Accept  G1, G3, P1, 
P2, P4 


  


b. Allow the voter, at the voter‟s choice, to vote a new ballot or submit the 
ballot „as is‟ without correction 


Accept  G1, G3, P1, 
P2, P4 


  


c. Allow an authorized election official to turn off the capabilities defined in 
the two prior provisions.  


Accept  Env Insight & Insight Plus 
Operational Status Check 


2.4.3.3 DRE Systems Standards       


a. Prohibit the voter from accessing or viewing any information on the 
display screen that has not been authorized by election officials and 
preprogrammed into the voting system (i.e., no potential for display of 
external information or linking to other information sources) 


Accept  All General 
and Primary 
Test Cases, 
PCA 
Source 
Code 
Review 


  


b. Enable the voter to easily identify the selection button or switch, or the 
active area of the ballot display that is associated with each candidate or 
ballot measure response 


Accept  All General 
and Primary 
Test Cases 


  


c. Allow the voter to select his or her preferences on the ballot in any legal 
number and combination 


Accept  All General, 
Primary  
and Vol 
Test Cases 


  


d. Indicate that a selection has been made or canceled Accept  All General 
and Primary 
Test Cases 


  


e. Indicate to the voter when no selection, or an insufficient number of 
selections, has been made in a contest (e.g. undervotes) 


Accept  G1, G3, P1, 
P2, P4 


 


f. Prevent the voter from overvoting Accept  All General 
and Primary 
Test Cases 


  


g. Notify the voter when the selection of candidates and measures is 
completed 


Accept  All General 
and Primary 
Test Cases 


  


h. Allowing the voter, before the ballot is cast, to review his or her choices 
and, if the voter desires, to delete or change his or her choices before 
the ballot is cast 


Accept  All General 
and Primary 
Test Cases 


  


i. For electronic image displays, prompt the voter to confirm the voter's 
choices before casting his or her ballot, signifying to the voter that 
casting the ballot is irrevocable and directing the voter to confirm the 
voter‟s intention to cast the ballot 


Accept  All General 
and Primary 
Test Cases 


  


j. Notify the voter after the vote has been stored successfully that the ballot 
has been cast 


Accept  All General 
and Primary 
Test Cases 


  


k Notify the voter that the ballot has not been cast successfully if it is not 
stored successfully, including storage of the ballot image, and provide 
clear instruction as to the steps the voter should take to cast his or her 
ballot should this event occur 


Accept  Env   


l. Provides sufficient computational performance to provide responses 
back to each voter entry in no more than three seconds 


Accept  All General 
and Primary 
Test Cases 


  


m. The votes stored accurately represent the actual votes cast Accept  All General, 
Primary  
and Vol 
Test Cases 


  


n. Preventing modification of the voter‟s vote after the ballot is cast Accept  Sec and 
PCA 
Source 
Code 
Review 


  


o. Provides a capability to retrieve ballot images in a form readable by 
humans (in accordance with the requirements of Section 2.2.2.2 and 
2.2.4.2) 


Accept  All General 
and Primary 
Test Cases 


  


p. Incrementing the proper ballot position registers or counters Accept  All General, 
Primary  
and Vol 
Test Cases 


  


q. Protecting the secrecy of the vote throughout the voting process Accept  All General 
and Primary 


 Discrepancy #111 closed. 
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Test Cases 


r. Prohibiting access to voted ballots until after the close of polls Accept  All General 
and Primary 
Test Cases, 
Sec and 
PCA 
Source 
Code 
Review 


  


s. Provides the ability for election officials to submit test ballots for use in 
verifying the end-to-end integrity of the system 


Accept  All General 
and Primary 
Test Cases 


  


t. Isolating test ballots such that they are accounted for accurately in vote 
counts and are not reflect in official vote counts for specific candidates or 
measures 


Accept  All General 
and Primary 
Test Cases, 
Sec and 
PCA 
Source 
Code 
Review 


  


2.5 Post-Voting Functions       


2.5.1 Closing the Polling Place (Precinct Count) 
These standards for closing the polls are specific to precinct count 
systems. The system shall provide the means for: 


      


a. Preventing the further casting of ballots once the polls has closed Accept  All General 
and Primary 
Test Cases 


  


b. Provides an internal test that verifies that the prescribed closing 
procedure has been followed, and that the device status is normal 


Accept  All General 
and Primary 
Test Cases 


  


c. Incorporating a visible indication of system status Accept  All General 
and Primary 
Test Cases 


  


d. Producing a diagnostic test record that verifies the sequence of events, 
and indicates that the extraction of voting data has been activated 


Accept  All General 
and Primary 
Test Cases 


  


e. Precluding the unauthorized reopening of the polls once the poll closing 
has been completed for that election 


Accept  All General 
and Primary 
Test Cases 


  


2.5.2 Consolidating Vote Data       


  All systems provide a means to consolidate and report vote data from all 
polling places, and optionally from other sources such as absentee 
ballots, provisional ballots, and voted ballots requiring human review 
(e.g., write-in votes). 


Accept  All General 
and Primary 
Test Cases 


RFI 2008-08 


2.5.3 Producing Reports       


  All systems shall be able to create reports summarizing the data on 
multiple levels. 


Accept  All General 
and Primary 
Test Cases 


  


2.5.3.1 Common Standards 
All systems shall provide capabilities to: 


      


a. Support of geographic reporting, which requires the reporting of all 
results for each contest at the precinct level and additional jurisdictional 
levels 


Accept  All General 
and Primary 
Test Cases 


  


b. Produce a printed report of the number of ballots counted by each 
tabulator 


Accept  All General 
and Primary 
Test Cases 


  


c. Produce a printed report for each tabulator of the results of each contest 
that includes the votes cast for each selection, the count of undervotes, 
and the count of overvotes 


Accept  All General 
and Primary 
Test Cases 


 


d. Produce a consolidated printed report of the results for each contest of 
all votes cast (including the count of ballots from other sources supported 
by the system as specified by the vendor) that includes the votes cast for 
each selection, the count of undervotes, and the count of overvotes 


Accept  All General 
and Primary 
Test Cases, 
P2R 


Discrepancies #291, #292 
closed. 


e. Be capable of producing a consolidated printed report of the combination 
of overvotes for any contest that is selected by an authorized official 
(e.g.; the number of overvotes in a given contest combining candidate A 
and candidate B, combining candidate A and candidate C, etc.) 


Accept  All General 
and Primary 
Test Cases 


  


f. Produce all system audit information required in Section 4.4 in the form 
of printed reports, or in electronic memory for printing centrally 


Accept  All General 
and Primary 
Test Cases 


  


g. Prevent data from being altered or destroyed by report generation, or by 
the transmission of results over telecommunications lines 


Accept  All General 
and Primary 
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Test Cases 


2.5.3.2 Precinct Count Systems 
In addition, all precinct count voting systems shall: 


      


a. Prevent the printing of reports and the unauthorized extraction of data 
prior to the official close of the polling place 


Accept  All General 
and Primary 
Test Cases 


  


b. Provide a means to extract information from a transportable 
programmable memory device or data storage medium for vote 
consolidation 


Accept  All General 
and Primary 
Test Cases 


  


c. Consolidate the data contained in each unit into a single report for the 
polling place when more than one voting machine or precinct tabulator is 
used 


Accept  All General 
and Primary 
Test Cases 


  


d. Prevent data in transportable memory from being altered or destroyed by 
report generation, or by the transmission of results over 
telecommunications lines 


Accept  G2, G3, P4, 
Sec 


  


2.5.4 Broadcasting Results 
Some voting systems offer the capability to make unofficial results 
available to external organizations such as the news media, political 
party officials, and others. Although this capability is not required, 
systems that make unofficial results available shall: 


      


a. Provide only aggregated results, and not data from individual ballots Accept    NA - Voting System does 
not broadcast results 


b. Provide no access path from unofficial electronic reports or files to the 
storage devices for official data 


Accept    NA - Voting System does 
not broadcast results 


c. Clearly indicate on each report or file that the results it contains are 
unofficial 


Accept    NA - Voting System does 
not broadcast results 


2.6 Maintenance, Transpiration and Storage 
All systems shall be designed and manufactured to facilitate preventive 
and corrective maintenance, conforming to the hardware standards 
described in Section 3. All vote casting and tally equipment designated 
for storage between elections shall: 
a. Function without degradation in capabilities after transit to and from 
the place of use, as demonstrated by meeting the performance 
standards described in Section 3 
b. Function without degradation in capabilities after storage between 
elections, as demonstrated by meeting the performance standards 
described in Section 3. 
(See Section 3.2) 


      


  The vendor shall conduct summative usability tests on the voting system 
using individuals representative of the general population. The vendor 
shall document the testing performed and report the test results using 
the Common Industry Format. This documentation shall be included in 
the Technical Data Package submitted to the EAC for national 
certification. 


     


3 Hardware Standards       


3.2 Performance Requirements 
Performance requirements address a broad range of parameters (see 
below) 


      


3.2.1  Accuracy Requirements   
Voting system accuracy addresses the accuracy of data for each of the 
individual ballot positions that could be selected by a voter, including the 
positions that are not selected. For a voting system, accuracy is defined 
as the ability of the system to capture, record, store, consolidate and 
report the specific selections and absence of selections, made by the 
voter for each ballot position without error. Required accuracy is defined 
in terms of an error rate that for testing purposes represents the 
maximum number of errors allowed while processing a specified volume 
of data. 


Accept Vol1, Vol2  


a. 
1) 
 
2) 


For all paper-based voting systems: 
 Scanning ballot positions on paper ballots to detect selections for 
individual candidates and contests 
 Conversion of selections detected on paper ballots into digital data 


Accept Vol1, Vol2  


b. 
1) 
2) 


For all DRE voting systems: 
Recording the voter selections of candidates and contests into voting 
data storage 
Recording voter selections of candidates and contests into ballot image 
storage independently from voting data storage 


Accept Vol1, Vol2  


c. 
1) 


For precinct-count voting systems (paper-based and DRE): 
Consolidation of vote selection data from multiple precinct-based voting 
machines to generate jurisdiction-wide vote counts, including storage 
and reporting of the consolidated vote data 


Accept Vol1, Vol2  


d. For central-count voting systems (paper-based and DRE): Accept Vol1, Vol2  
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1) Consolidation of vote selection data from multiple counting devices to 
generate jurisdiction-wide vote counts, including storage and reporting of 
the consolidated vote data 


  For testing purposes, the acceptable error rate is defined using two 
parameters: the desired error rate to be achieved, and the maximum 
error rate that should be accepted by the test process. For each 
processing function indicated above, the voting system shall achieve a 
target error rate of no more than one in 10,000,000 ballot positions, with 
a maximum acceptable error rate in the test process of one in 500,000 
ballot positions. 


Accept Vol1, Vol2  


3.2.2 Environmental Requirements 
All voting systems shall be designed to withstand the environmental 
conditions contained in the appropriate test procedures of the 
Standards/Guidelines. These procedures will be applied to all devices for 
casting, scanning and counting ballots, except those that constitute 
COTS devices that have not been modified in any manner to support 
their use as part of a voting system and that have a documented record 
of performance under conditions defined in the Standards/Guidelines. 


   


  The Technical Data Package supplied by the vendor shall include a 
statement of all requirements and restrictions regarding environmental 
protection, electrical service, recommended auxiliary power, 
telecommunications service, and any other facility or resource required 
for the proper installation and operation of the system. 


Accept  PCA 
Documentat
ion Review 


  


3.2.2.1 Shelter Requirements       


  Precinct count systems are designed for storage and operation in any 
enclosed facility ordinarily used as a warehouse or polling place, with 
prominent instructions as to any special storage requirements 


Accept  PCA 
Documentat
ion Review 


  


3.2.2.2 Space Requirements       


  The arrangement of the voting system does not impede performance of 
their duties by polling place officials, the orderly flow of voters through 
the polling place, or the ability for the voter to vote in private 


Accept  PCA 
Documentat
ion Review 


  


3.2.2.3 Furnishings and Fixtures       


  Any furnishings or fixtures provided as a part of voting systems, and any 
components provided by the vendor that are not a part of the system but 
that are used to support its storage, transportation, or operation, comply 
with the design and safety requirements of Subsection 3.4.8. 


Accept  PCA 
Documentat
ion Review 


  


3.2.2.4 Electrical Supply 
Components of voting systems that require an electrical supply shall 
meet the following standards:  


     Discrepancy #249 closed. 


a. Precinct count systems operate with the electrical supply ordinarily found 
in polling places (Nominal 120 Vac/60Hz/1 phase) 


Accept  Env Conducted at Criterion 
Technology facility. 


b. For components of voting systems that require an electrical supply, 
central count systems operate with the electrical supply ordinarily found 
in central tabulation facilities or computer room facilities (120vac/60hz/1, 
208vac/60hz/3, or 240vac/60hz/2); 


Accept  Env Conducted at Criterion 
Technology facility. 


c. All voting machines shall also be capable of operating for a period of at 
least 2 hours on backup power, such that no voting data is lost or 
corrupted nor normal operations interrupted. When backup power is 
exhausted the voting machine shall retain the contents of all memories 
intact.  The backup power capability is not required to provide lighting of 
the voting area. 


Accept  Env RFI 2008-02 
RFI 2008-06 
RFI 2009-03 
 
Discrepancies #225 
closed. 


3.2.2.5 Electrical Power Disturbance 
Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, shall be able to withstand, without disruption of normal 
operation or loss of data: 


    RFI 2008-02 
RFI 2008-06 


a. Surges of 30% dip @10 ms; Accept  Env Conducted at Criterion 
Technology facility. 


b. Surges of 60% dip @100 ms & 1 sec Accept  Env Conducted at Criterion 
Technology facility. 


c. Surges of >95% interrupt @5Sec; Accept  Env Conducted at Criterion 
Technology facility. 


d. Surges of + or - 15% line variations of nominal line voltage Accept  Env Conducted at Criterion 
Technology facility. 


e. Electric power increases of 7.5% and reductions of 12.5% of nominal 
specified power supply for a period of up to four hours at each power 
level. 


Accept  Env Conducted at Criterion 
Technology facility. 


3.2.2.6 Electrical Fast Transient 
Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, shall be able to withstand, without disruption of normal 
operation or loss of data, electrical fast transients of: 


    RFI 2008-10 


a.  2 kV AC & DC External Power lines Accept  Env Conducted at Criterion 
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Technology facility. 
b.  + or - 1 kV all external wires > 3 m no control Accept  Env Conducted at Criterion 


Technology facility. 
c.   + or - 2 kV all external wires control. Accept  Env Conducted at Criterion 


Technology facility. 
3.2.2.7 Lighting Surge 


Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, shall be able to withstand, without disruption of normal 
operation or loss of data, surges of: 


      


a.  + or - 2 kV AC line to line Accept  Env Conducted at Criterion 
Technology facility. 


b.  + or - 2 kV AC line to earth Accept  Env Conducted at Criterion 
Technology facility. 


c.  + or – 0.5 kV DC line to line >10m Accept  Env Conducted at Criterion 
Technology facility. 


d.  + or – 0.5 kV DC line to earth >10m Accept  Env Conducted at Criterion 
Technology facility. 


e.  + or - 1 kV I/O sig/control >30m Accept  Env Conducted at Criterion 
Technology facility. 


3.2.2.8 Electrostatic Disruption      RFI 2010-01 


  The vote scanning and counting equipment for paper-based systems, 
and all DRE equipment, is able to withstand ±15 kV air discharge and ±8 
kV contact discharge without damage or loss of data. The equipment 
may reset or have momentary interruption so long as normal operation is 
resumed without human intervention or loss of data. Loss of data means 
votes that have been completed and confirmed to the voter. 


Accept  Env Conducted at Criterion 
Technology and Intertek 
facility. 
 
Discrepancies #35, #37, 
#98, #100, #102, #191, 
#195, #196, #344, and 
#345 closed. 


3.2.2.9 Electromagnetic Radiation       


  Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, complies with the Rules and Regulations of the Federal 
Communications Commission, Part 15, Class B requirements for both 
radiated and conducted emissions 


Accept  Env  Conducted at Criterion 
Technology facility. 
 
Discrepancies #84 - #86, 
#99, and #101 closed. 


3.2.2.10 Electromagnetic Susceptibility       


  Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, is able to withstand an electromagnetic field of 10 V/m 
modulated by a 1 kHz 80% AM modulation over the frequency range of 
80 MHz to 1000 MHz, without disruption of normal operation or loss of 
data 


Accept  Env  Conducted at Criterion 
Technology facility. 
 
Discrepancy #96 closed. 


3.2.2.11 Conducted RF Immunity 
Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, shall be able to withstand, without disruption of normal 
operation or loss of data, conducted RF energy of: 


      


a. 10V AC & DC power Accept  Env Conducted at Criterion 
Technology facility. 


b. 10V, 20 sig/control >3m. Accept  Env Conducted at Criterion 
Technology facility. 


3.2.2.12 Magnetic Fields Immunity       


  Vote scanning and counting equipment for paper-based systems, and all 
DRE equipment, shall be able to withstand, without disruption of normal 
operation or loss of data, AC magnetic fields of 30 A/m at 60 Hz 


Accept  Env Conducted at Criterion 
Technology facility. 


3.2.2.13 Environmental Control – Operating Environment       


  Equipment used for election management activities or vote counting 
(including both precinct and central count systems) shall be capable of 
operation in temperatures ranging from 50 to 95 degrees Fahrenheit. 


Accept  Env Conducted at Criterion 
Technology facility. 


3.2.2.14 Environmental Control – Transit and Storage 
Equipment used for vote casting or for counting votes in a precinct count 
system, shall meet these specific minimum performance standards that 
simulate exposure to physical shock and vibration associated with 
handling and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an 
uncontrolled warehouse environment: 


      


a. High and low storage temperatures ranging from -4 to +140 degrees 
Fahrenheit, equivalent to MIL-STD-810D, Methods 501.2 and 502.2, 
Procedure I-Storage; 


Accept  Env Conducted at Wyle facility. 


b. Bench handling equivalent to the procedure of MIL-STD-810D, Method 
516.3, Procedure VI; 


Accept  Env Conducted at Wyle facility. 


c. Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, 
Category 1- Basic Transportation, Common Carrier 


Accept  Env Conducted at Wyle facility. 


d. Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, 
Method 507.2, Procedure I-Natural Hot-Humid. 


Accept  Env Conducted at Wyle facility. 
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3.2.2.15 Data Network Requirements       


  Voting systems may use a local or remote data network. If such a 
network is used, then all components of the network shall comply with 
the telecommunications requirements described in Section 5 and the 
Security requirements described in Section 6. 


Accept  Sec   


3.2.3 Election Management System (EMS) Requirements 
The Election Management System (EMS) requirements address 
electronic hardware and software used to conduct the pre-voting 
functions defined in Section 2 with regard to ballot  preparation, election 
programming, ballot and program installation, readiness testing, 
verification at the polling place, and verification at the central location. 


      


3.2.3.1 Recording Requirements 
Voting systems shall accurately record all election management data 
entered by the user, including election officials or their designees. 


      


a. Record every entry made by the user; Accept  All General 
and Primary 
Test Cases 


  


b. Add permissible voter selections correctly to the memory components of 
the device; 


Accept  All General 
and Primary 
Test Cases 


  


c. Verify the correctness of detection of the user selections and the addition 
of the selections correctly to memory 


Accept  All General 
and Primary 
Test Cases 


  


d. Add various forms of data entered directly by the election official or 
designee, such as text, line art, logos, and images 


Accept  All General 
and Primary 
Test Cases 


Line art, logos and images 
specifically tested in G4. 


e. Verify the correctness of detection of data entered directly by the user 
and the addition of the selections correctly to memory 


Accept  All General 
and Primary 
Test Cases 


  


f. Preserve the integrity of election management data stored in memory 
against corruption by stray electromagnetic emissions, and internally 
generated spurious electrical signals 


Accept  All General 
and Primary 
Test Cases 


  


g.  Log corrected data errors by the system. Accept  All General, 
Primary and 
Vol Test 
Cases 


  


3.2.3.2 Memory Stability 
Memory devices used to retain election management data shall have 
demonstrated error-free data retention for a period of 22 months. 


      


3.2.4 Vote Recording Requirements        


3.2.4.1 Common Standards 
All voting systems shall provide voting booths or enclosures for poll site 
use. Such booths or enclosures may be integral to the voting system or 
supplied as components of the voting system, and shall: 


      


a. Be integral to, or make provisions for installation of the voting device; Accept  Char   


b. Ensure by its structure stability against movement or overturning during 
entry, occupancy, and exit by the voter 


Accept  Char   


c. Provide privacy for the voter, and be designed in such a way as to 
prevent observation of the ballot by any person other than the voter 


Accept  Char   


d. Be capable of meeting the accessibility requirements of Subsection 3.2 Accept  Char  Discrepancies #88 and 
#89 closed. 


3.2.4.2 Paper-based Recording Standards  
The paper-based recording requirements govern: 
• Ballot cards or sheets, and pages or assemblies of pages containing 
ballot field identification data 
• Punching devices  
• Marking devices 
• Frames or fixtures to hold the ballot while it is being punched 
• Compartments or booths where voters record selections 
• Secure containers for the collection of voted ballots 


      


3.2.4.2.1 Paper Ballot Standards  
Paper ballots used by paper-based voting systems shall meet the 
following standards:  


      


a. Paper ballots used by paper-based voting systems shall meet the 
following standards: Punches or marks that identify the unique ballot 
format, in accordance with Section 2.3.1.1.1.c., shall be outside the area 
in which votes are recorded,  so as to minimize the likelihood that these 
punches or marks will be mistaken for vote responses and the likelihood 
that recorded votes will 
obliterate these punches or marks 


Accept  PCA 
Document 
Review 


  


b. If printed or punched alignment marks are used to locate the vote 
response fields on the ballot, these marks shall be outside the area in 


Accept  PCA 
Document 
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which votes are recorded, so as to minimize the likelihood that these 
marks will be mistaken for vote responses and the likelihood that 
recorded votes will obliterate these marks 


Review 


c. The TDP shall specify the required paper stock, size, shape, opacity, 
color, watermarks, field layout, orientation, size and style of printing, size 
and location of punch or mark fields used for vote response fields and to 
identify unique ballot formats, placement of alignment marks, ink for 
printing, and folding and bleed-through limitations for preparation of 
ballots that are compatible with the system. 


Accept  PCA 
Document 
Review 


  


3.2.4.2.2 Punching Devices 
Punching devices used by voting systems shall:  


      


a. Be suitable for the type of ballot card specified; Accept    NA - Voting system is not a 
punching device. 


b. Facilitate the clear and accurate recording of each vote intended by the 
voter; 


Accept    NA - Voting system is not a 
punching device. 


c. Be designed to avoid excessive damage to vote recorder components Accept    NA - Voting system is not a 
punching device. 


d. Incorporate features to ensure that chad (debris) is removed, without 
damage to other parts of the ballot card. 


Accept    NA - Voting system is not a 
punching device. 


3.2.4.2.3 Marking Devices  
The Technical Data Package shall specify marking devices (such as 
pens or pencils)  that, if used to make the prescribed form of mark, 
produce readable marked ballots such that the system meets the 
performance requirements for accuracy specified previously. These 
specifications shall identify: 


    (Carry over from IL State 
Cert)  


a. Specific characteristics of marking devices that affect readability of 
marked ballots 


Accept  PCA 
Document 
Review 


 


b. Performance capabilities with regard to each characteristic Accept  PCA 
Document 
Review 


 


c. For marking devices manufactured by multiple external sources, a listing 
of sources and model numbers that are compatible with the system. 


Accept  PCA 
Document 
Review 


 


3.2.4.1.4 Frames or Fixtures for Punchcard Ballots  
A frame or fixture for punchcard ballot shall: 


      


a. Hold the ballot card securely in the proper location and orientation for 
voting: 


Accept    NA - Not a Punchcard 
ballot 


b.  When contests not directly printed on the ballot card or sheet,  
incorporate an assembly of ballot label pages that identify offices and 
issues corresponding to the proper ballot format for the polling place 
where it is used and are aligned with the voting fields assigned to them 


Accept    NA - Not a Punchcard 
ballot 


c. Incorporate a template to preclude perforation of the card except in the 
specified voting fields; a mask to allow punches only in fields designated 
by the format of the ballot; and a backing plate for the capture and 
removal of chad.  The requirement may be satisfied by equipment of a 
different design as long it achieves the same result as the Standard with 
regard to: 


Accept    NA - Not a Punchcard 
ballot 


1) Positioning the card; Accept    NA - Not a Punchcard 
ballot 


2) Association of ballot label information with corresponding punch fields; Accept    NA - Not a Punchcard 
ballot 


3) Enable only those voting fields that correspond to the format of the ballot; 
and 


Accept    NA - Not a Punchcard 
ballot 


4) Punching the fields and the positive removal of chad. Accept    NA - Not a Punchcard 
ballot 


3.2.4.2.5 Frames or Fixtures for Printed Ballots  
A frame or fixture for printed ballot cards is optional.  If such a device is 
provided, it shall: 


      


a. A frame or fixture for printed ballot cards is optional.  If such a device is 
provided, it shall: 


Accept    NA - No device used. 


a. Be of any size and shape consistent with its intended use; Accept    NA - No device used. 


b. Position the card properly; Accept    NA - No device used. 


c. Hold the ballot card securely in its proper location and orientation for 
voting 


Accept    NA - No device used. 


d. Comply with the design and construction requirements in Subsection 4.3. Accept    NA - No device used. 


3.2.4.2.6 Ballot Boxes and Ballot Transfer Boxes 
Ballot boxes and ballot transfer boxes which serve as secure containers 
for the storage and transportation of voted ballots, shall: 


      


a. Ballot boxes and ballot transfer boxes which serve as secure containers 
for the storage and transportation of voted ballots, shall: 


Accept  Char   
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a. Be of any size, shape, and weight commensurate with their intended use Accept  Char   


b. Incorporate locks or seals, and specifications in the system 
documentation 


Accept  Char   


c. Provide specific points where ballots are inserted, with all other points on 
the box constructed in a manner that prevents ballot insertion 


Accept  Char   


d. For precinct count systems, contain separate compartments for 
segregating unread ballots, ballots with write-in votes, or irregularities 
that may require special handling or processing. In lieu of compartments, 
conversion processing may mark such ballots with an identifying spot or 
stripe to facilitate manual segregation 


Accept  Char   


3.2.4.3 DRE Systems Recording Requirements       


3.2.4.3.1 Activity Indicator 
DRE systems shall include an audible or visible activity indicator 
providing the status of each voting device. This indicator shall: 


      


a. Indicate whether the device has been activated for voting Accept  All General 
and Primary 
Test Cases 


  


b. Indicate whether the device is in use. Accept  All General 
and Primary 
Test Cases 


  


3.2.4.3.2 DRE System Vote Recording 
To ensure vote recording accuracy and integrity while protecting the 
anonymity of the voter, all DRE systems shall:  


      


a. Contain all mechanical, electromechanical, and electronic components; 
software; and controls required to detect and record the activation of 
selections made by the voter in the process of voting and casting a ballot 


Accept  All General 
and Primary 
Test Cases 
and PCA 
Source 
Code 
Review 


  


b. Incorporate redundant memories to detect and allow correction of errors 
caused by the failure of any of the individual memories 


Accept  All General 
and Primary 
Test Cases 
and PCA 
Source 
Code 
Review 


 


c. 
1) 
2) 


Provide at least two processes that record the voter‟s selections that: 
• To the extent possible, are isolated from each other 
• Designate one process and associated storage location as the main 
vote 
detection, interpretation, processing and reporting path 


Accept  All General 
and Primary 
Test Cases 
and PCA 
Source 
Code 
Review 


 


  Use a different process to store ballot images, for which the method of 
recording may include any appropriate encoding or data compression 
procedure consistent with the regeneration of an unequivocal record of 
the ballot as cast by the voter. 


Accept  All General 
and Primary 
Test Cases 


 


d. Provide a capability to retrieve ballot images in a form readable by 
humans. 


Accept  All General 
and Primary 
Test Cases 


  


e. Ensure that all processing and storage protects the anonymity of the 
voter. 


Accept  All General, 
Primary 
Test Cases 


  


3.2.4.3.3 Recording Accuracy 
DRE systems meet the following requirements for recording accurately 
each vote and ballot cast:' 


      


a. Detect every selection made by the voter Accept  All General, 
Primary, 
Acc and 
Volume 
Test Cases 


 


b. Correctly add permissible selections to the memory components of the 
device 


Accept  All General, 
Primary, 
Acc and 
Volume 
Test Cases 


 


c. Verify the correctness of the detection of the voter selections and the 
addition of the selections to memory 


Accept  All General, 
Primary, 
Acc and 
Volume 
Test Cases 
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d. Achieve an error rate not to exceed the requirement indicated in Section 
3.2.1 


Accept  Vol1, Vol2   


e. Preserve the integrity of voting data and ballot images (for DRE 
machines) stored in memory for the official vote count and audit trail 
purposes against corruption by stray electromagnetic emissions, and 
internally generated spurious electrical signals 


Accept  Env Conducted at Criterion 
Technology facility. 


f.  Maintain a log of corrected data Accept  All General 
and Primary 
Test Cases 


  


3.2.4.3.4 Recording Reliability       


  Recording reliability refers to the ability of the DRE system to record 
votes accurately at its maximum rated processing volume for a specified 
period of time. The DRE system shall record votes reliably in accordance 
with the requirements of Subsection 3.4.3. 


Accept  Acc See Subsection 3.4.3 


3.2.5 Paper-based Conversion Requirements       


3.2.5.1 Ballot Handling       


  Ballot handling consists of a ballot card‟s acceptance, movement through 
the read station and transfer into a collection station or receptacle. 


Accept  All General, 
Primary, 
and Volume 
Test Cases 


 


3.2.5.1.1 Capacity (Central Count)       


  The capacity to convert the marks on individual ballots into signals is 
uniquely important to central count systems. The capacity for a central 
count system shall be documented by the vendor. This documentation 
shall include capacity for individual components that impact the overall 
capacity. 


Accept  Volume 
Test Cases 


  


3.2.5.1.2 Exception Handling (Central Count) 
This requirement refers to the handling of ballots when they are 
unreadable or some condition is detected requiring that the cards be 
segregated from normally processed ballots for human review. In 
response to an unreadable ballot or a write-in vote all central count 
paper-based systems shall central count paper-based systems shall: 


      


a. 
b. 
c. 


Outstack the ballot, or 
Stop the ballot reader and display a message prompting the election 
official or 
designee to remove the ballot, or 
Mark the ballot with an identifying mark to facilitate its later identification. 


Accept  G1, G3, P1, 
P2, P4 


Specifically tested in P1 


  Additionally, the system shall a capability that can be activated by an 
authorized election official to identify ballots containing overvotes, blank 
ballots, and ballots containing undervotes in a designated race.  If 
enabled, these capabilities shall perform one of the above actions in 
response to the indicated condition 


Accept  G1, G3, P1, 
P2, P4 


Specifically tested in P1 


3.2.5.1.3 Exception Handling (Precinct Count) 
This requirement refers to the handling of ballots for precinct count 
system when they are unreadable or when some condition is detected 
requiring that the cards be segregated from normally processed ballots 
for human review. All paper based precinct count systems shall: 


      


a. In response to an unreadable or blank ballot, return the ballot and 
provide a 
message prompting the voter to examine the ballot 


Accept  G2, P1, P3   


b. In response to a ballot with a write-in vote, segregate the ballot or mark 
the ballot with an identifying mark to facilitate its later identification 


Accept  All General 
and Primary 
Test Cases 


  


c. 
1) 
2) 
3) 
4) 
5) 


In response to a ballot with an overvote the system shall: 
• Provide a capability to identify an overvoted ballot 
• Return the ballot 
• Provide an indication prompting the voter to examine the ballot 
• Allow the voter to correct the ballot 
• Provide a means for an authorized election official to deactivate this 
capability entirely and by contest 


Accept  G2, P1, P3   


d. 
1) 
2) 
3) 
4) 
5) 


In response to a ballot with an undervote, the system shall: 
• Provide a capability to identify an undervoted ballot 
• Return the ballot 
• Provide an indication prompting the voter to examine the ballot 
• Allow the voter to submit the ballot with the undervote 
• Provide a means for an authorized election official to deactivate this 
capability 


Accept  G1, G4, P1, 
P2, P3 


  


3.2.5.1.4 Multiple Feed Prevention 
Multiple feed refers to the situation arising when a ballot reader attempts 
to read more than one ballot at a time. The requirements govern the 
ability of a ballot reader to prevent multiple feed or to detect and provide 
an alarm indicating multiple feed. 
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a. If multiple feed is detected, the card reader shall halt in a manner that 
permits the operator to remove the unread cards causing the error, and 
reinsert them in the card input hopper 


Accept  G1, P1, P2, 
P4, Vol1, 
Vol2 


G1, P1, P2, P4, Vol1, Vol2 
specifically tested central 
count scanner 400-C.  
 
G1 specifically tested 
precinct count scanner 
Insight. 


b. The frequency of multiple feeds with ballots intended for use with the 
system shall not exceed 1 in 10,000 


Accept  Vol1, Vol2   


3.2.5.2 Ballot Reading Accuracy 
This paper-based system requirement governs the conversion of the 
physical ballot into electronic data. Reading accuracy for ballot 
conversion refers to the ability to: 
♦ Recognize vote punches or marks, or the absence thereof, for each 
possible selection on the ballot  
♦ Discriminate between valid punches or marks and extraneous 
perforations, smudges, and folds  
♦ Convert the vote punches or marks, or the absence thereof, for each 
possible selection on the ballot into digital signals 
To ensure accuracy, paper-based systems shall: 


      


a. Detect punches or marks that conform to vendor specifications with an 
error rate not exceeding the requirement indicated in Section 3.2.1 


Accept Vol1, Vol2   


b. Ignore, and not record, extraneous perforations, smudges, and folds; Accept  G1   


c. Reject ballots that meet all vendor specifications at a rate not to exceed 
2 percent. 


Accept  Acc  Conducted at Wyle facility. 


3.2.6 Tabulation Processing Requirements       


3.2.6.1 Paper-based Processing Requirements        


3.2.6.1.1 Processing Accuracy  
 Processing accuracy refers to the ability of the system to receive 
electronic signals produced by punches for punchcard systems and vote 
marks and timing information for marksense systems; perform logical 
and numerical operations upon these data; and reproduce the contents 
of memory when required, without error. Specific requirements are 
detailed below: 


      


a. 
 
 


Processing accuracy shall be measured by vote selection error rate, the 
ratio of uncorrected vote selection errors to the total number of ballot 
positions that could be recorded across all ballots when the system is 
operated at its nominal or design rate of processing 


Accept  Vol1, Vol2, 
Vol1R 


 


b. The vote selection error rate shall include data that denotes ballot style 
or precinct as well as data denoting a vote in a specific contest or ballot 
proposition 


Accept  Vol1, Vol2, 
Vol1R 


 


c The vote selection error rate shall include all errors from any source Accept  Vol1, Vol2  


d. The vote selection error rate shall not exceed the requirement indicated 
in Subsection 4.1.1 


Accept  Vol1, Vol2, 
Vol1R 


 


3.2.6.2 DRE System Processing Requirements  
The DRE voting systems processing requirements address all 
mechanical devices, electromechanical devices, electronic devices, and 
software required to process voting data after the polls are closed. 


      


3.2.6.1.2  Memory Stability 
Paper-based system memory devices, used to retain control programs 
and data, shall have demonstrated error-free data retention for a period 
of 22 months under the environmental conditions for operation and non-
operation (i.e. storage). 


Accept  All General, 
Primary, 
and Volume 
Test Cases 


  


3.2.6.2.1 Processing Speed 
DRE voting systems shall meet the following requirements for processing 
speed: 


      


a. Operate at a speed sufficient to respond to any operator and voter input 
without perceptible delay (no more than three seconds) 


Accept  All General, 
Primary, 
and Volume 
Test Cases 


  


b. if the consolidation of polling place data is done locally, perform this 
consolidation in a time not to exceed five minutes for each device in the 
polling place 


Accept  All General, 
Primary, 
and Volume 
Test Cases 


  


3.2.6.2.2 Processing Accuracy 
Processing accuracy is defined as the ability of the system to process 
voting data stored in DRE voting devices or in removable memory 
modules installed in such 
devices. Processing includes all operations to consolidate voting data 
after the polls have been closed. DRE voting systems shall: 


      


a. Produce reports that are completely consistent, with no discrepancy 
among reports of voting device data produced at any level 


Accept  All General, 
Primary, 
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Env and 
Volume 
Test Cases 


b. Produce consolidated reports containing absentee, provisional or other 
voting data that are similarly error-free. Any discrepancy, regardless of 
source, is resolvable to a procedural error, to the  failure of a non-
memory device or to an external cause 


Accept  All General, 
Primary, 
Env and 
Volume 
Test Cases 


  


3.2.6.2.3 Memory Stability       


  DRE system memory devices used to retain control programs and data 
shall have demonstrated error-free data retention for a period of 22 
months. Error-free retention may be achieved by the use of redundant 
memory elements, provided that the capability for conflict resolution or 
correction among elements is included. 


Accept All General, 
and Primary 
Test Cases 


 


3.2.7 Reporting Requirements        


3.2.7.1 Removable Storage Memory       


  All storage media that can be removed from the voting system and 
transported to another location for readout and report generation, these 
media shall use devices with demonstrated error-free retention for a 
period of 22 months under the environmental conditions for operation 
and non-operation contained in Section 3.2.2.  Examples of removable 
storage media include: programmable read-only memory (PROM), 
random access memory (RAM) with battery backup, magnetic media or 
optical media. 


Accept All General, 
Primary, 
and Volume 
Test Cases 


Devices are COTS. 


3.2.7.2 Printers 
All printers used to produce reports of the vote count shall be capable of 
producing: 


      


a. Alphanumeric headers Accept All General, 
Primary, 
and Volume 
Test Cases 


 


b. Election, office and issue labels Accept All General, 
Primary, 
and Volume 
Test Cases 


 


c. Alphanumeric entries generated as part of the audit record. Accept All General, 
Primary, 
and Volume 
Test Cases 


 


3.2.8 Vote Data Management Requirements  
The vote data management requirements for all systems address 
capabilities that manage, process, and report voting data after the data 
has been consolidated at the polling place or other jurisdictional levels. 
These capabilities allow the system to: 


      


a. Consolidate voting data from polling place data memory or transfer 
devices  


Accept All General, 
Primary, 
and Volume 
Test Cases 


 


b. Report polling place summaries; and Accept All General, 
Primary, 
and Volume 
Test Cases 


 


c. Process absentee ballots, data entered manually, and administrative 
ballot definition data. 


Accept G3, P1  


  The requirements address all hardware and software required to 
generate output reports in the various formats required by the using 
jurisdiction. 


Accept All General, 
and Primary 
Test Cases 


 


3.2.8.1 Data File Management 
All voting systems shall provide the capability to: 


Accept All General, 
Primary, 
and Volume 
Test Cases 


 


a. Integrate voting data files with ballot definition files Accept All General, 
Primary, 
and Volume 
Test Cases 


 


b. Verify file compatibility. Accept All General, 
Primary, 
and Volume 
Test Cases 


 


c. Edit and update files as required.: Accept All General, 
Primary, 
and Volume 
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Test Cases 


3.2.8.2 All voting systems shall include report generators for producing output 
reports at the device, polling place and summary level, with provisions 
for administrative and judicial subdivision as required by the using 
jurisdiction 


Accept All General, 
Primary, 
and Volume 
Test Cases 


 


3.3 Physical Characteristics       


3.3.1 Size       


  There is no numerical limitation on the size of any voting equipment, but 
the size of each voting machine should be compatible with its intended 
use and the location at which the equipment is to be used. 


Accept  Char  


3.3.2 Weight       


  There is no numerical limitation on the weight of any voting equipment, 
but the weight of each voting machine should be compatible with its 
intended use and the location at which the equipment is to be used. 


Accept  Char   


3.3.3 Transport and Storage of Precinct Systems 
All precinct voting systems shall: 


      


a. Provide a means to safely and easily handle, transport, and install voting 
equipment, such as wheels or a handle or handles 


Accept  Char   


b. 
1) 
2) 


Be capable of using, or be provided with, a protective enclosure 
rendering the equipment capable of withstanding: 
Impact, shock and vibration loads associated with surface and air 
transportation 
Stacking loads associated with storage  


Accept  Char   


3.3.4 Control Constructs    RFI 2007-02 


3.3.5 Naming Conventions      


3.4 Design, Construction, and Maintenance Characteristics       


3.4.1 Materials Process and Parts 
The approach to system design is unrestricted, and may incorporate any 
form or variant of technology capable of meeting the voting systems 
requirements and standards. Precinct count systems shall be designed 
in accordance with best commercial practice for microcomputers, 
process controllers, and their peripheral components. Central count 
voting systems and equipment used in a central tabulating environment 
shall be designed in accordance with best commercial and industrial 
practice. All voting systems shall: 


      


a. Be designed and constructed so that the frequency of equipment 
malfunctions and maintenance requirements are reduced to the lowest 
level consistent with cost constraints.  


Accept  Char   


b. Include, as part of the accompanying TDP, an approved parts list Accept  Char   


c. Exclude parts or components not included in the approved parts list. Accept  Char   


3.4.2 Durability       


  All voting systems shall be designed to withstand normal use without 
deterioration and without excessive maintenance cost for a period of ten 
years. 


Accept  Char RFI 2008-05 - Attestation 
provided by Dominion 


3.4.3 Reliability    


  The reliability of voting system devices shall be measured as Mean Time 
Between Failure (MTBF) for the system submitted for testing. MBTF is 
defined as the value of the ratio of operating time to the number of 
failures which have occurred in the specified time interval. A typical 
system operations scenario consists of approximately 45 hours of 
equipment operation, consisting of 30 hours of equipment set-up and 
readiness testing and 15 hours of elections operations. For the purpose 
of demonstrating compliance with this requirement, a failure is defined as 
any event which results in either the: 
a. Loss of one or more functions 
b.  Degradation of performance such that the device is unable to perform 
its intended function for longer than 10 seconds 
The MTBF demonstrated during certification testing shall be at least 163 
hours. 


Accept  Acc RFI 2008-01 
RFI 2009-06 


3.4.4 Maintainability       


3.4.4.1 Physical Attributes 
The following physical attributes will be examined to assess reliability: 


      


a. Presence of labels and the identification of test points Accept  Char   


b. Provision of built-in test and diagnostic circuitry or physical indicators of 
condition 


Accept  Char   


c. Presence of labels and alarms related to failures Accept  Char   


d. Presence of features that allow non-technicians to perform routine 
maintenance tasks (such as update of the system database) 


Accept  Char   


3.4.4.2 Additional Attributes 
The following additional attributes will be examined to assess 


  Char   
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maintainability: 


a. Ease of detecting that equipment has failed by a non-technician Accept  Char   


b. Ease of diagnosing problems by a trained technician Accept  Char   


c. Low false alarm rates (i.e., indications of problems that do not exist) Accept  Char   


d. Ease of access to components for replacement Accept  Char   


e. Ease with which adjustment and alignment can be performed Accept  Char   


f. Ease with which database updates can be performed by a non-
technician 


Accept  Char   


g. Adjust, align, tune or service components Accept  Char   


3.4.5 Availability 
The availability of a voting system is defined as the probability that the 
equipment (and supporting software) needed to perform designated 
voting functions will respond to operational commands and accomplish 
the function. The voting system shall meet the availability standard for 
each of the following voting functions: 


      


a. For all paper-based voting systems: Accept  Char   


1 Recording voter selections (such as by ballot marking or punch) Accept  Char   


2 Scanning the punches or marks on paper ballots and converting them 
into digital data 


Accept  Char   


b. For all DRE systems, recording and storing voter ballot selections Accept  Char   


c. For precinct count systems (paper-based and DRE), consolidation of 
vote selection data from multiple precinct based systems to generate 
jurisdiction-wide vote counts, including storage and reporting of the 
consolidated vote data 


Accept  Char   


d. For central-count systems (paper-based and DRE), consolidation of vote 
selection data from multiple counting devices to generate jurisdiction-
wide vote counts, including storage and reporting of the consolidated 
vote data  


Accept  Char   


  System availability is measured as the ratio of the time during which the 
system is operational (up time) to the total time period of operation (up 
time plus down time). Inherent availability (Ai) is the fraction of time a 
system is functional, based upon Mean Time Between Failure (MTBF) 
and Mean Time To Repair (MTTR), that is: Ai = (MTBF)/(MTBF + MTTR) 
MTTR is the average time required to perform a corrective maintenance 
task during periods of system operation. Corrective maintenance task 
time is active repair time, plus the time attributable to other factors that 
could lead to logistic or administrative delays, such as travel notification 
of qualified maintenance personnel and travel time for such personnel to 
arrive at the appropriate site. Corrective maintenance may consist of 
substitution of the complete device or one of its components, as in the 
case of precinct count and some central count systems, or it may consist 
of on-site repair.  
The voting system shall achieve at least 99 percent availability during 
normal operation for the functions indicated above. This standard 
encompasses for each function the combination of all devices and 
components that support the function, including their MTTR and MTBF 
attributes. 


Accept  Char Review of vendor TDP for 
predicted MTTR. 


  Vendors shall specify the typical system configuration that is to be used 
to assess availability, and any assumptions made with regard to any 
parameters that impact the MTTR. These factors shall include at a 
minimum: 


Accept  Char   


a. Recommended number and locations of spare devices or components to 
be kept on hand for repair purposes during periods of system operation 


Accept  Char   


b. Recommended number and locations of qualified maintenance 
personnel who need to be available to support repair calls during system 
operation 
Organizational affiliation (i.e., jurisdiction, vendor) of qualified 
maintenance personnel 


Accept  Char   


c. Organizational affiliation (i.e., jurisdiction, vendor) of qualified 
maintenance personnel 


Accept  Char   


3.4.6 Product Marking 
All voting systems shall: 


      


a. Identify all devices with a permanently affixed nameplate or label 
containing the name of the manufacturer or vendor, the name of the 
device, its part or model number, its revision letter, its serial number, and 
if applicable, its power requirements 


Accept  Char Discrepancies #81, #82, 
#83 closed. 


b. Display on each device a separate data plate containing a schedule for 
and list of operations required to service or to perform preventive 
maintenance 


Accept  Char Discrepancies #79, #80, 
#90 closed. 


c. Display advisory caution and warning instructions to ensure safe 
operation of the equipment and to avoid exposure to hazardous electrical 
voltages and moving parts at all locations where operation or exposure 


Accept  Char Discrepancies #90, #91 
closed. 
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may occur 


3.4.7 Workmanship 
To help ensure proper workmanship, all manufacturers of voting systems 
shall: 


      


a. Adopt and adhere to practices and procedures to ensure their products 
are free from damage or defect that could make them unsatisfactory for 
their intended purpose 


Accept  PCA 
Document 
Review 


  


b. Ensure components provided by external suppliers are free from damage 
or defect that could make them unsatisfactory for their intended purpose. 


Accept  PCA 
Document 
Review 


  


3.4.8 Safety 
All voting systems shall meet the following requirements for safety: 


    RFI 2008-09 


a. All voting system and their components shall be designed to eliminate 
hazards to personnel or the equipment itself. 


Accept  PCA 
Document 
Review 


  


b. Defects in design and construction that can result in personal injury or 
equipment damage must be detected and corrected before voting 
systems and components are placed into service. 


Accept  PCA 
Document 
Review 


  


c. Equipment design for personnel safety is equal to or better than the 
appropriate requirements of the Occupational Safety and Health Act, 
Code of Federal Regulations, as identified in Title 29, part 1910 


Accept  PCA 
Document 
Review 


  


3.4.9 Human Engineering- Controls and Displays 
All voting systems and components shall be designed and constructed 
so as to simplify and facilitate the functions required , and to eliminate 
the likelihood of erroneous stimuli and responses on the part of the voter 
or operator. All voting systems shall meet the following requirements for 
controls and displays: 


      


a. In all systems, controls used by the voter or equipment operator shall be  
conveniently located, shall use designs consistent with their functions, 
and shall be clearly labeled. Instruction plates are provided, if necessary 
to avoid ambiguity or incorrect actuation. 


Accept  Char   


b. Information or data displays are large enough to be readable by voters 
and operators with no disabilities and by voters with disabilities 
consistent with the requirements defined is Section 2.2.7 of the 
Standards. 


Accept  Char  Discrepancy #206 closed. 


c. Status displays meet the same requirements as data displays, and they 
shall also follow conventional industrial practice with respect to color: 


Accept  Char   


1 Green, blue, or white displays shall be used for indications of normal 
status; 


Accept  Char   


2 Amber indicators shall be used to indicate warnings or marginal status; 
and 


Accept  Char   


3 Red indicators shall be used to indicate error conditions or equipment 
states that may result in damage or hazard to personnel; and unless the 
equipment is designed to halt under conditions of incipient damage or 
hazard, an audible alarm is also be provided. 


Accept  Char   


d. Color coding shall be  selected so as to assure correct perception by 
voters and operators with color blindness; and shall not bet used as the 
only means of conveying information, indicating an action, prompting a 
response, or distinguishing a visual element (see  Appendix C for 
suggested references). 


Accept  Char  Discrepancy #206 closed. 


e. The system‟s display does not use flashing or blinking text objects, or 
other elements having a flash or blink frequency, greater than 2 Hz and 
lower than 55 Hz 


Accept  Char   


4 Software Standards       


4.1.1 Software Sources     RFI 2008-03 


4.2 Source Design and Coding Standards 
The software used by voting systems is selected by the vendor and not 
prescribed by the Standards.  This sections provides standards for voting 
system software with regard to:  


 Selection of programming languages 


 Software integrity 


 Software modularity and programming; 


 Control constructs; 


 Naming conventions;  


 Coding conventions; and  


 Comment conventions. 


Accept Source 
Code 
Review 


 


4.3 Data and Document Retention 
All systems shall: 


      


a. Maintain the integrity of voting and audit data during an election, and for 
at least 22 months thereafter, a time sufficient to resolve most contested 
elections and support other activities related to the reconstruction and 


Accept     
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investigation of a contested election 


b. Protect against the failure of any data input or storage device at a 
location controlled by the jurisdiction or its contractors, and against any 
attempt at improper data entry or retrieval 


Accept Sec   


4.4 Audit Record Data       


  Audit trails are essential to ensure the integrity of a voting system. 
Operational requirements for audit trails are described in Subsection 
2.2.5.2 of the Standards.  Audit record data are generated by these 
procedures. The audit record data in the following subsections are 
essential to the complete recording of election operations and reporting 
of the vote tally. This list of audit records may not reflect the design 
constructs of some systems. Therefore, vendors shall supplement it with 
information relevant to the operation of their specific systems. 


Accept   Attestation provided by 
Dominion 


4.4.1 Pre-election Audit Records       


  During election definition and ballot preparation, the system shall audit 
the preparation of the baseline ballot formats and modifications to them, 
a description of these modifications, and corresponding dates. The log 
shall include: 


Accept As noted 
below. 


Discrepancy 182 closed. 


a. The allowable number of selections for an office or issue; Accept G1, G3, G4, 
P1, P4 


  


b. The combinations of voting patterns permitted or required by the 
jurisdiction 


Accept G1, G3, G4, 
P1, P4 


  


c. The inclusion or exclusion of offices or issues as the result of multiple 
districting within the polling place 


Accept G1, G2, G3, 
G4, P3, P4 


  


d. Any other characteristics that may be peculiar to the jurisdiction, the 
election, or the polling place's location 


Accept G1, G2, G3, 
G4, P3, P4 


  


e. Manual data maintained by election personnel Accept G1, G2, G3, 
G4, P3, P4 


  


f. Samples of all final ballot formats Accept All General 
and Primary 
Test Cases 


  


g. Ballot preparation edits listings. Accept G1, G3, G4, 
P1, P4 


  


4.4.2 System Readiness Audit Records 
The following minimum requirements apply to system readiness audit 
records: 


      


a. Prior to the start of ballot counting, a system process shall verify 
hardware and software status and generate a readiness audit record. 
This record shall include the identification of the software release, the 
identification of the election to be processed, and the results of software 
and hardware diagnostic tests 


Accept All General 
and Primary 
Test Cases, 
P2R 


Discrepancies #289, #290 
closed. 


b. In the case of systems used at the polling place, the record shall include 
polling place identification 


Accept All General 
and Primary 
Test Cases 


  


c. The ballot interpretation logic shall test and record the correct installation 
of ballot formats on voting devices 


Accept All General 
and Primary 
Test Cases 


  


d. The software shall check and record the status of all data paths and 
memory locations to be used in vote recording to protect against 
contamination of voting data  


Accept All General 
and Primary 
Test Cases 


  


e. Upon the conclusion of the tests, the software shall provide evidence in 
the audit record that the test data have been expunged 


Accept All General 
and Primary 
Test Cases 


  


f. If required and provided, the ballot reader and arithmetic-logic unit shall 
be evaluated for accuracy, and the system shall record the results. It 
shall allow the processing or simulated processing of sufficient test 
ballots to provide a statistical estimate of processing accuracy 


Accept All General 
and Primary 
Test Cases 


  


g. 
1) 
2) 
3) 
4) 


For systems that use a public network, provide a report of test ballots 
that includes: 
Number of ballots sent 
When each ballot was sent 
Machine from which each ballot was sent 
specific votes or selections contained in the ballot 


Accept G2, G3, P4   


4.4.3 In-Process Audit Records 
In-process audit records document system operations during diagnostic 
routines and the casting and tallying of ballots. At a minimum, the in-
process audit records shall contain: 


    RFI 2008-07 


a. Machine generated error and exception messages to demonstrate 
successful recovery. Examples include, but are not necessarily limited to: 


Accept All General 
and Primary 
Test Cases, 
Sec, T&C 


  


1) The source and disposition of system interrupts resulting in entry into Accept All General   







EAC Certification #-pending 


 


Page 30 of 40         (V)2010-08Sep-001(A) 


exception handling routines and Primary 
Test Cases 


2) All messages generated by exception handlers Accept All General 
and Primary 
Test Cases, 
Acc 


  


3) The identification code and number of occurrences for each hardware 
and software error or failure 


Accept All General 
and Primary 
Test Cases 


  


4) Notification of system login or access errors, file access errors, and 
physical violations of security as they occur, and a summary record of 
these events after processing 


Accept G1, Sec  Discrepancies #375 and 
#325 closed. 


5) Other exception events such as power failures, failure of critical 
hardware components, data transmission errors or other types of 
operating anomalies 


Accept G1, Sec, 
T&C 


  


b. Critical system status messages other than informational messages 
displayed by the system during the course of normal operations. These 
items include, but are not limited to: 


Accept All General 
and Primary 
Test Cases 


  


1) Diagnostic and status messages upon startup Accept All General 
and Primary 
Test Cases 


 Discrepancy #197 closed. 


2) The “zero totals” check conducted before opening the polling place or 
counting a precinct centrally 


Accept All General 
and Primary 
Test Cases 


  


3) For paper-based systems, the initiation or termination of card reader and 
communications equipment operation 


Accept All General 
and Primary 
Test Cases 


  


4) For DRE machines at controlled voting locations, the event (and time, if 
available) of activating and casting each ballot (i.e., each voter's 
transaction as an event). This data can be compared with the public 
counter for reconciliation purposes 


Accept All General 
and Primary 
Test Cases 


  


c. Non-critical status messages that are generated by the machine's data 
quality monitor or by software and hardware condition monitors 


Accept All General 
and Primary 
Test Cases 


  


d. System generated log of all normal process activity and system events 
that require operator intervention, so that each operator access can be 
monitored and access sequence can be constructed 


Accept All General 
and Primary 
Test Cases 


  


4.4.4 Vote Tally Data 
In addition to the audit requirements described above, other election-
related data is essential for reporting results to interested parties, the 
press, and the voting public, and is vital to verifying an accurate count. 
Voting systems shall meet these reporting requirements by providing 
software capable of obtaining data concerning various aspects of vote 
counting and producing printed reports. At a minimum, vote tally data 
shall include: 


      


a. Number of ballots cast, using each ballot configuration, by tabulator, by 
precinct, and by political subdivision 


Accept All General 
and Primary 
Test Cases 


  


b. Candidate and measure vote totals for each contest, by tabulator Accept All General 
and Primary 
Test Cases 


  


c. The number of ballots read within each precinct and for additional 
jurisdictional levels, by configuration, including separate totals for each 
party in primary elections  


Accept All General 
and Primary 
Test Cases 


  


d. Separate accumulation of overvotes and undervotes for each contest, by 
tabulator, precinct and for additional jurisdictional levels (no overvotes 
would be indicated for DRE voting devices) 


Accept All General 
and Primary 
Test Cases 


  


e. For paper-based systems only, the total number of ballots both able to 
be processed and unable to be processed; and if there are multiple card 
ballots, the total number of cards read 


Accept All General 
and Primary 
Test Cases 


  


 For systems that produce an electronic file containing vote tally data, the 
contents of the file shall include the same minimum data cited above for 
printed vote tally reports. 


Accept All General 
and Primary 
Test Cases 


  


4.5 Voter Secrecy on DRE Systems 
All DRE systems shall ensure vote secrecy by: 


    


a. Immediately after the voter chooses to cast his or her ballot, record the 
voter‟s selections in the memory to be used for vote counting and audit 
data (including ballot images), and erase the selections from the display, 
memory, and all other storage, including all forms of temporary storage 


Accept All General 
and Primary 
Test Cases 


  


b. Immediately after the voter chooses to cancel his or her ballot, erase the 
selections from the display and all other storage, including buffers and 
other temporary storage 


Accept G1, G4 Discrepancy #203 closed.  
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5 Telecommunications        


5.2 Design, Construction, and Maintenance Requirement Accept  See below   


  Design, construction, and maintenance requirements for 
telecommunications represent the operational capability of both system 
hardware and software. These capabilities shall be considered basic to 
all data transmissions. 


Accept T&C PCA Document Review 


5.2.1 Accuracy       


  The telecommunications components of all voting systems shall meet the 
accuracy requirements of 3.4.1. 


Accept  Vol1, Vol2 See 3.4.1 


5.2.2 Durability       


  The telecommunications components of all voting systems shall meet the 
Durability requirements of 3.4.2. 


Accept  Char See 3.4.2 


5.2.3 Reliability       


  The telecommunications components of all voting systems shall meet the 
Reliability requirements of 3.4.3. 


Accept  Acc See 3.4.3 


5.2.4 Maintainability       


  The telecommunications components of all voting systems shall meet the 
maintainability requirements of 3.4.4. 


Accept  Char See 3.4.4 


5.2.5 Availability       


  The telecommunications components of all voting systems shall meet the 
availability requirements of 3.4.5. 


Accept  Char See 3.4.5 


5.2.6 Integrity 
For WANs using public telecommunications, boundary definition and 
implementation shall meet the requirements below. 


      


a. Outside service providers and subscribers of such providers shall not be 
given direct access or control of any resource inside the boundary. 


Accept  T&C Document review 
 
Discrepancy #135 closed. 


b. Voting system administrators shall not require any type of control of 
resources outside this boundary. Typically, an end point of a 
telecommunications circuit will be a subscriber termination on a Digital 
Service Unit/Customer Service Unit although the specific technology 
configuration may vary. Regardless of the technology used, the 
boundary point must ensure that everything on the voting system side is 
locally  configured and controlled by the election jurisdiction while 
everything on the public network side is controlled by an outside service 
provider. 


Accept  T&C Document review 


c. The system shall be designed and configured such that it is not 
vulnerable to a single point of failure in the connection to the public 
network which could cause total loss of voting capabilities at any polling 
place. 


Accept Sec With PCA Document 
Review 


5.2.7 Confirmation 
Confirmation occurs when the system notifies the user of the successful 
or unsuccessful completion of the data transmission, where successful 
completion is defined as accurate receipt of the transmitted data. To 
provide confirmation, the telecommunications components of a voting 
system shall  


     Discrepancy #162 closed. 


d. Notify the user of the successful or unsuccessful completion of the data 
transmission; and  


Accept T&C  Discrepancy #130 closed. 


e.  In the event of unsuccessful transmission, notify the user of the action to 
be taken. 


Accept T&C  Discrepancy #328 closed. 


6 Security Standards       


6.2 Access Controls      Discrepancies #309, #310, 
#311 and #379 closed. 


6.2.1 Access Control Policy      Discrepancy #133 closed. 


6.2.1.1 General Access Control Policy     RFI 2008-03 


  Although the jurisdiction in which the voting system is operated is 
responsible for determining the access policies for each election, the 
vendor shall provide a description of recommended policies for: 


Accept Sec With PCA Document 
Review 


a. Software access controls; Accept Sec With PCA Document 
Review 


b. Hardware access controls; Accept Sec With PCA Document 
Review 
 
Discrepancies #383 and 
#386 closed. 


c. Communications; Accept Sec, T&C With PCA Document 
Review 
 
Discrepancy #416 closed. 


d. Effective password management; Accept Sec With PCA Document 
Review 
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Discrepancies #296, #325 
closed. 


e. Protection abilities of a particular operating system; Accept Sec With PCA Document 
Review 
 
Discrepancy #134 closed. 


f. General characteristics of supervisory access privileges; Accept Sec With PCA Document 
Review 


g. Segregation of duties; and Accept Sec With PCA Document 
Review 


h. Any additional relevant characteristics. Accept Sec With PCA Document 
Review 


6.2.1.2 Individual Access Privileges 
Voting system vendors shall: 


     Discrepancy #163 closed. 


a. Identify each person to whom access is granted, and the specific 
functions and data to which each person holds authorized access 


Accept Sec With PCA Document 
Review 
 
Discrepancies #144 and 
#428 closed. 


b. Specify whether an individual‟s authorization is limited to a specific time, 
time interval or phase of the voting or counting operations 


Accept Sec With PCA Document 
Review 


c. Permit the voter to cast a ballot expeditiously, but preclude voter access 
to all aspects of the vote counting processes 


Accept Sec  


6.2.2 Access Control Measures 
Vendors shall provide a detailed description of all system access control 
measures designed to permit authorized access to the system and 
prevent unauthorized access, such as: 


    Discrepancies #140, #149, 
#164, #183, #201 closed. 


a. Use of data and user authorization Accept Sec, T&C With PCA Document 
Review 
 
Discrepancies #104, #139, 
#143 closed. 


b. Program unit ownership and other regional boundaries Accept Sec, T&C With PCA Document 
Review 


c. One-end or two-end port protection devices Accept Sec, T&C With PCA Document 
Review 
 
Discrepancies #46 closed. 


d. Security kernels Accept Sec, T&C With PCA Document 
Review 
 


e. Computer-generated password keys Accept Sec, T&C With PCA Document 
Review 


f. Special protocols Accept Sec, T&C With PCA Document 
Review 


g. Message encryption and Accept Sec, T&C With PCA Document 
Review 
 
Discrepancies #211, #235 
closed. 


h. Controlled access security. Accept Sec, T&C With PCA Document 
Review 


  Vendors also shall define and provide a detailed description of the 
methods used to prevent unauthorized access to the access control 
capabilities of the system itself. 


Accept Sec With PCA Document 
Review 


6.3 Physical Security Measures       


  A voting system‟s sensitivity to disruption or corruption of data depends, 
in part, on the physical location of equipment and data media, and on the 
establishment of secure telecommunications among various locations. 
Most often, the disruption of voting and vote counting results from a 
physical violation of one or more areas of the system thought to be 
protected. Therefore, security procedures shall address physical threats 
and the corresponding means to defeat them. 


Accept Sec With PCA Document 
Review 


6.3.1 Polling Place Security 
For polling place operations, vendors shall develop and provide detailed 
documentation of measures anticipate and counteract vandalism, civil 
disobedience, and similar occurrences. The measures shall. 


      


a. Allow the immediate detection of tampering with vote casting devices 
and precinct ballot counters.  


Accept Sec With PCA Document 
Review 


b. Control physical access to a telecommunications link if such a link is 
used 


Accept Sec, T&C With PCA Document 
Review 
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Discrepancy #198 closed. 


6.3.2 Central Count Location Security       


 
 
 
a. 
b. 
c. 
d. 


Vendors shall develop and document in  detailed measures to be taken 
in a central counting environment.  These measures shall include 
physical and procedural controls related to the 
Handling of ballot boxes 
Preparing of ballots for counting 
Counting operations and 
Reporting data 


Accept Sec With PCA Document 
Review 


6.4 Software Security        


6.4.1 Software and Firmware Installation 
The system shall meet the following requirements for installation of 
software, including hardware with embedded firmware. 


    Discrepancies #50 closed. 


a. If software is resident in the system as firmware, the vendor shall require 
and state in the system documentation that every device is to be retested 
to validate each ROM prior to the start of elections operations. 


Accept Sec, T&C With PCA Document 
Review 
 
Discrepancy #118 closed. 


b. To prevent alteration of executable code, no software shall be 
permanently installed or resident in the voting system unless the system 
documentation states that the jurisdiction must provide a secure physical 
and procedural environment for the storage, handling, preparation, and 
transportation of the system hardware. 


Accept Sec With PCA Document 
Review 


c. The voting system bootstrap, monitor, and device-controller software 
may be resident permanently as firmware, provided that this firmware 
has been shown to be inaccessible to activation or control by any means 
other than by the authorized initiation and execution of the vote counting 
program, and its associated exception handlers. 


Accept Sec Discrepancies #245, #246, 
#264, #314, #315 , and 
#408 closed. 


d. The election-specific programming may be installed and resident as 
firmware, provided that such firmware is installed on a component (such 
as a computer chip) other than the component on which the operating 
system resides. 


Accept Sec   


e. After initiation of election day testing, no source code or compilers or 
assemblers shall be resident or accessible. 


Accept Sec Discrepancy #119 closed. 


6.4.2 Protection Against Malicious Software 
Voting systems shall deploy protection against the many forms of threats 
to which they may be exposed such as file and macro viruses, worms, 
Trojan horses, and logic bombs 


      


  Vendors shall develop and document the procedures to be followed to 
ensure that such protection is maintained in a current status. 


Accept Sec Discrepancies #49, #51, 
#121, #132, #134, #140, 
#146, #243, #264, #299, 
#317 closed. 


6.5 Telecommunications and Data Transmission        


6.5.1 Access Controls       


  Voting systems that use telecommunications to communicate between 
system components and locations are subject to the same security 
requirements governing access to any other system hardware, software, 
and data function. 


Accept Sec  


6.5.2 Data Integrity       


  Voting systems that use electrical or optical transmission of data shall 
ensure the receipt of valid vote records is verified at the receiving station. 
This should include standard transmission error detection and correction 
methods such as checksums or message digest hashes. Verification of 
correct transmission shall occur at the voting system application level 
and ensure that the correct data is recorded on all relevant components 
consolidated within the polling place prior to the voter completing casting 
of his or her ballot. 


Accept Sec Discrepancy #162 closed. 


6.5.3 Data Interception Prevention 
Voting systems that use telecommunications to communicate between 
system 
components and locations before the polling place is officially closed 
shall: 


      


a.  Implement an encryption standard currently documented and validated 
for use by an agency of the U.S. Federal Government and 


Accept  Sec Discrepancy #138 closed. 


b.  Provide a means to detect the presence of an intrusive process, such as 
an Intrusion Detection System. 


Accept  Sec Discrepancy #138 closed. 


6.5.4 Protection Against External Threats       


  Voting systems that use public telecommunications networks shall 
implement protections against external threats to which commercial 
products used in the system may be susceptible. 


Accept  Sec  Discrepancies #51, #52, 
#121, #132, #243 closed. 


6.5.4.1 Identification of COTS Products       


 Voting systems that use public telecommunications networks shall Accept Sec, T&C With PCA Document 
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a. 
b. 
c. 
d. 


provide system documentation that clearly identifies all COTS hardware 
and software products and communications services used in the 
development and/or operation of the voting system, including  
operating systems,  
communications routers, 
modem drivers and  
dial-up networking software. 


Review 
 
Discrepancies #51, #200 
closed. 


  Such documentation shall identify the name, vendor, and version used 
for each 
such component. 


Accept Sec, T&C With PCA Document 
Review 


6.5.4.2 Use of Protective Software       


  Voting systems that use public telecommunications networks shall use 
protective software at the receiving-end of all communications paths to: 


Accept  Sec With Document Review 
 
Discrepancy #51 closed. 


a. Detect the presence of a threat in a transmission Accept  Sec Discrepancies #133, #155 
closed. 


b. Remove the threat from infected files/data Accept  Sec Discrepancies #140, #155 
closed. 


c. Prevent against storage of the threat anywhere on the receiving device Accept  Sec Discrepancies #133, #155 
closed. 


d. Provide the capability to confirm that no threats are stored in system 
memory and in connected storage media 


Accept  Sec Discrepancies #133, #155 
closed. 


e. Provide data to the system audit log indicating the detection of a threat 
and the processing performed 


Accept  Sec Discrepancy #155 closed. 


  Vendors shall use multiple forms of protective software as needed to 
provide capabilities for the full range of products used by the voting 
system. 


Accept  Sec  


6.5.4.3 Monitoring and Responding to External Threats       


  Voting system that use public telecommunications networks may 
become vulnerable, by virtue of their system components, to external 
threats to the accuracy and integrity of vote recording, vote counting, and 
vote consolidation and reporting processes. Therefore, vendors of such 
systems shall document how they plan to monitor and respond to known 
threats to which their voting systems are vulnerable. This documentation 
shall provide a detailed description, including scheduling  information, of 
the procedures the vendor will use to: 


Accept  Sec Discrepancy #51 closed. 


a. Monitor threats, such as through the review of assessments, advisories, 
and alerts for COTS components issued by the Computer Emergency 
Response Team (CERT), for which a current listing can be found at 
http://www.cert.org, the National Infrastructure Protection Center (NIPC), 
and the Federal Computer Incident Response Capability (FedCIRC), for 
which additional information can be found at www.uscert.gov 


Accept  Sec   


b. Evaluate the threats and, if any, proposed responses Accept  Sec   


c. Develop responsive updates to the system and/or corrective procedures Accept  Sec   


d. Submit the proposed response to the test labs and appropriate states for 
approval, identifying the exact changes and whether or not they are 
temporary or permanent 


Accept  Sec   


e. After implementation of the proposed response is approved by the state, 
assist clients, either directly or through detailed written procedures, how 
to update their systems and/or to implement the corrective procedures 
within the timeframe established by the state 


Accept  Sec   


f. Address threats emerging too late to correct the system by: Accept  Sec Discrepancies #52, #53 
closed. 


1 Providing prompt, emergency notification to the accredited test labs and 
the affected states and user jurisdictions 


Accept  Sec   


2 Assisting client jurisdictions directly or advising them through detailed 
written procedures to disable the public telecommunications mode of the 
system 


Accept  Sec   


3 Modifying the system after the election to address the threat, submitting 
the modified system to an accredited test lab and the EAC or state 
certification authority for approval, and assisting client jurisdictions 
directly or advising them through detailed written procedures, to update 
their systems and/or to implement the corrective procedures after 
approval 


Accept  Sec   


6.5.5 Shared Operating Environment 
Ballot recording and vote counting can be performed in either a 
dedicated or non-dedicated environment. If ballot recording and vote 
counting operations are performed in an environment that is shared with 
other data processing functions, both hardware and software features 
shall be present to protect the integrity of vote counting and of vote data. 
Systems that use a shared operating environment shall: 


     Discrepancies #156 and 
#354 closed. 


a. Use security procedures and logging records to control access to system Accept  Sec With Document Review 
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functions 


b. Partition or compartmentalize voting system functions from other 
concurrent functions at least logically, and preferably physically as well 


Accept  Sec With Document Review 


c. Control system access by means of passwords, and restrict account 
access to necessary functions only 


Accept  Sec With Document Review 


d. Have capabilities in place to control the flow of information, precluding 
data leakage through shared system resources 


Accept  Sec With Document Review 


6.5.6 Access to Incomplete Election Returns and Interactive Queries 
If the voting system provides access to incomplete election returns and 
interactive inquiries before the completion of the official count, the 
system shall: 


      


a. Be designed to provide external access to incomplete election returns 
(for equipment that operates in a central counting environment), only if 
that access for these purposes is authorized by the statutes and 
regulations of the using agency. This requirement applies as well to 
polling place equipment that contains a removable memory module or 
that may be removed in its entirety to a central place for the 
consolidation of polling place returns 


Accept    N/A - Does not allow 
access and interactive 
inquiries to incomplete 
election returns. 
 
Discrepancies #157 and  
#234 closed. 


b. Design voting system software and its security environment such that 
data accessible to interactive queries resides in an external file or 
database created and maintained by the elections software under the 
restrictions applying to any other output report: 


Accept    N/A - does not allow 
access and interactive 
inquiries to incomplete 
election returns. 


1 The output file or database has no provision for write-access back to the 
system. 


Accept    N/A - does not allow 
access and interactive 
inquiries to incomplete 
election returns. 


2 Persons whose only authorized access is to the file or database are 
denied write-access, both to the file or database, and to the system. 


Accept    N/A - does not allow 
access and interactive 
inquiries to incomplete 
election returns. 


6.6 Security for Transmission of Official Data Over Public 
Communications Networks 


      


6.6.1 General Security Requirements for Systems Transmitting Data Over 
Public Networks 
All systems that transmit data over public telecommunications networks 
shall: 


      


a. Preserve the secrecy of voter ballot selections and prevent anyone from 
violating ballot privacy 


Accept  Sec Only consolidated results 
are transmitted.  


b. Employ digital signatures for all communications between the vote server 
and other devices that communicate with the server over the network 


Accept  Sec   


c. Require that at least two authorized election officials activate any critical 
operation regarding the processing of ballots transmitted over a public 
communications network, i.e. the passwords or cryptographic keys of at 
least two employees are required to perform processing of vote 


Accept  Sec   


6.6.2 Voting Process Security for Casting Individual Ballots over a Public 
Telecommunications Network 


      


  Systems designed for transmission of telecommunications over public 
networks shall meet security standards that address the security risks 
attendant with the casting of ballots from polling places controlled by 
election officials using voting devices configured and installed by election 
officials and/or their vendor or contractor, and using in-person 
authentication of individual voters. 


Accept   See below. 


6.6.2.1 Documentation of Mandatory Security Activities 
Vendors of voting systems that cast individual ballots over a public 
telecommunications network shall provide detailed descriptions of: 


      


a. All activities mandatory to ensuring effective voting system security to be 
performed in setting up the system for operation, including testing of 
security before an election 


Accept   NA - Individual ballots are 
not case over public 
network or transmitted 
prior to poll closure 


b. All activities that should be prohibited during voting equipment setup and 
during the timeframe for voting operations, including both the hours when 
polls are open and when polls are closed 


Accept   NA - Individual ballots are 
not case over public 
network or transmitted 
prior to poll closure 


6.6.2.2 Capabilities to Operate During Interruption of Telecommunications 
Capabilities 
These systems shall provide the following capabilities to provide 
resistance to interruptions of telecommunications service that prevent 
voting devices at the polling place from communicating with external 
components via telecommunications: 


      


a. Detect the occurrence of a telecommunications interruption at the polling 
place and switch to an alternative mode of operation that is not 
dependent on the connection between polling place voting devices and 


Accept  Sec With Document Review 
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external system components 


b. Provide an alternate mode of operation that includes the functionality of a 
conventional electronic voting system without losing any single vote 


Accept  Sec   


c. Create and preserve an audit trail of every vote cast during the period of 
interrupted communication and system operation in conventional 
electronic  voting system mode 


Accept  Sec   


d. Upon reestablishment of communications, transmit and process votes 
accumulated while operating in conventional electronic voting system 
mode with all security safeguards in effect 


Accept  Sec   


e. Ensure that all safeguards related to voter identification and 
authentication are not affected by the procedures employed by the 
system to counteract potential interruptions of telecommunications 
capabilities 


Accept  Sec   


7 Quality Assurance Requirements        


7.2 General  Requirements  
The voting system vendor is responsible for designing and implementing 
a quality assurance program to ensure that the design, workmanship, 
and performance requirements of this standard are achieved in all 
delivered systems and components.  At a minimum, this program shall: 


      


a. Include procedures for specifying, procuring, inspecting, accepting, and 
controlling parts and raw materials of the requisite quality. 


Accept PCA 
Document 
Review 


 


b. Require the documentation of the hardware and software development 
process. 


Accept PCA 
Document 
Review 


 


c. Identify and enforce all requirements for: Accept PCA 
Document 
Review 


 


c. 1) In-process inspection and testing that the manufacturer deems 
necessary to ensure proper fabrication and assembly of hardware. 


Accept PCA 
Document 
Review 


 


c. 2) Installation and operation of software (including firmware). Accept PCA 
Document 
Review 


 


d. Include the plans and procedures for post-production environmental 
screening and acceptance testing. 


Accept PCA 
Document 
Review 


 


e. Include a procedure for maintaining all data and records required to 
document and verify the quality inspections and tests. 


Accept PCA 
Document 
Review 


 


7.3 Components from Third Parties        


  A vendor who does not manufacture all the components of its voting 
system, but instead procures components as standard commercial items 
for assembly and integration into a voting system, shall verify that the 
supplier vendors follow documented quality assurance procedures that 
are at least as stringent as those used internally by the voting system 
vendor. 


Accept PCA 
Document 
Review 


Discrepancies #42, #43, 
#45 closed. 


7.4 Responsibility for Tests 
The manufacturer or vendor shall be responsible for: 


      


a.        Performing all quality assurance tests. Accept PCA 
Document 
Review 


 


b.        Acquiring and documenting test data. Accept PCA 
Document 
Review 


 


c.        2002: Providing test reports for review by the ITA, and to the purchaser 
upon request. 


Accept PCA 
Document 
Review 


 


7.5 Parts and Materials Special Tests 
In order to ensure that voting system parts and materials function 
properly, vendors shall: 


      


a.        Select parts and materials to be used in voting systems and components 
according to their suitability for the intended application. Suitability may 
be determined by similarity of this application to existing standard 
practice, or by means of special tests. 


Accept PCA 
Document 
Review 


 


b.        Design special tests, if needed, to evaluate the part or material under 
conditions accurately simulating the actual operating environment. 


Accept PCA 
Document 
Review 


 


c.        Maintain the resulting test data as part of the quality assurance program 
documentation. 


Accept PCA 
Document 
Review 


 


7.6 Parts and Materials Special Tests       
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The vendor performs conformance inspections to ensure the overall 
quality of the voting system and components delivered to the ITA for 
testing and to the jurisdiction for implementation. To meet the 
conformance inspection requirements the vendor or manufacturer shall:: 


a. Inspect and test each voting system or component to verify that it meets 
all inspection and test requirements for the system. 


Accept PCA 
Document 
Review 


 


b. Deliver a record of tests or a certificate of satisfactory completion with 
each system or component. 


Accept PCA 
Document 
Review 


 


7.7 Documentation 
Vendors are required to produce documentation to support the 
development and formal testing of voting systems. To meet 
documentation requirements, vendors shall provide complete product 
documentation with each voting systems or components, as described 
Volume II, Section 2 for the TDP.  This documentation shall: 


   


a. 
 
b. 
 
 
 
 
c 


Be sufficient to serve the needs of the ITA, voters, election officials, and 
maintenance technicians; 
 Be prepared and published in accordance with standard industrial 
practice for information technology and electronic and mechanical 
equipment; and 
Consist, at a minimum, of the following: 
1) System overview; 
2) System functionality description; 
3) System hardware specification; 
4) Software design and specifications; 
5) System security specification; 
6) System test and verification specification; 
7) System operations procedures; 


Accept PCA 
Document 
Review 


Discrepancies #103, #141, 
#142, #170, #171, #172, 
#178, #180, #185, #210, 
#349 and #424 closed. 


8 Configuration Management    


8.1 Scope    


8.1.1 Configuration Management Requirements 
Configuration management addresses a broad set of record keeping, 
audit, and reporting activities that contribute to full knowledge and control 
of a system and its components. These activities include: 


   


 ▪ Identifying discrete system components. Accept PCA 
Document 
Review 


  


 ▪ Creating records of a formal baseline and later versions of components. Accept PCA 
Document 
Review 


  


 ▪ Controlling changes made to the system and its components. Accept PCA 
Document 
Review 


  


 ▪ Releasing new versions of the system to ITAs. Accept PCA 
Document 
Review 


  


 ▪ Releasing new versions of the system to customers. Accept PCA 
Document 
Review 


  


 ▪ Auditing the system, including its documentation, against configuration 
management records. 


Accept PCA 
Document 
Review 


  


 ▪ Controlling interfaces to other systems. Accept PCA 
Document 
Review 


  


 ▪ Identifying tools used to build and maintain the system. Accept PCA 
Document 
Review 


Discrepancies #330, #332 
closed. 


8.1.2 Organization of Configuration Management Standards       


8.1.3 Application of Configuration Management Standards 
Requirements for configuration management apply regardless of the 
specific technologies employed to all voting systems subject to the 
Standards. These system components include: 


      


a. Software components. Accept PCA 
Document 
Review 


  


b. Hardware components. Accept PCA 
Document 
Review 


  


c. Communications components. Accept PCA 
Document 
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Review 


d. Documentation. Accept PCA 
Document 
Review 


  


e. Identification and naming and conventions (including changes to these 
conventions) for software programs and data files. 


Accept PCA 
Document 
Review 


  


f. Development and testing artifacts such as test data and scripts. Accept PCA 
Document 
Review 


  


g. File archiving and data repositories. Accept PCA 
Document 
Review 


  


8.2 Configuration Management Policy 
The vendor shall describe its policies for configuration management in 
the TDP. This description shall address the following elements 


      


a. Scope and nature configuration management program activities.  Accept PCA 
Document 
Review 


  


b. Breadth of the application of the vendor‟s policies and practices to the 
voting system. (i.e. extent to which policies and practices apply to the 
total system and extent to which polices and practices of suppliers apply 
to particular components, subsystems, or other defined system 
elements. 


Accept PCA 
Document 
Review 


Discrepancy #347 closed. 


8.3 Configuration Identification       


8.3.1 Structuring and Naming Configuration Items 
The vendor shall describe the procedures and conventions used to: 


      


a. Classify configuration items into categories and subcategories. Accept PCA 
Document 
Review 


  


b. Uniquely number or otherwise identify configuration items. Accept PCA 
Document 
Review 


  


c. Name configuration items. Accept PCA 
Document 
Review 


  


8.3.2 Version Conventions 
When a system component is used to identify higher-level system 
elements, a vendor shall describe the conventions used to: 


      


a.  Identify the specific versions of individual configuration items and sets of 
items that are used by the vendor to identify higher level system 
elements such as subsystems. 


Accept PCA 
Document 
Review 


  


b. Uniquely number or otherwise identify versions. Accept PCA 
Document 
Review 


  


c. Name versions. Accept PCA 
Document 
Review 


  


8.4 Baseline, Promotion and Demotion Procedures 
The vendor shall establish formal procedures and conventions for 
establishing and providing a complete description of the procedures and 
related conventions used to: 


      


a.  Establish a particular instance of a component as the starting baseline. Accept PCA 
Document 
Review 


  


b. Promote subsequent instances of a component to baseline status as 
development progresses through to completion of the initial completed 
version released to the ITAs for qualification testing. 


Accept PCA 
Document 
Review 


  


c. Promote subsequent instances of a component to baseline status as the 
component is maintained throughout its life cycle until system retirement 
(i.e., the system is no longer sold or maintained by the vendor). 


Accept PCA 
Document 
Review 


  


8.5 Configuration Control Procedures 
Configuration control is the process of approving and implementing 
changes to a configuration item to prevent unauthorized additions, 
changes, or deletions. The vendor shall establish such procedures and 
related conventions, providing a complete description of those 
procedures used to: 


      


a. Develop and maintain internally developed items. Accept PCA 
Document 
Review 


Discrepancies #230, #231, 
#343, #346, #357, #358, 
#359, #360, #361, #362, 
#363, #365 and #426 
closed. 







EAC Certification #-pending 


 


Page 39 of 40         (V)2010-08Sep-001(A) 


b. Acquire and maintain third-party items. Accept PCA 
Document 
Review 


  


c. Resolve internally identified defects for items regardless of their origin. Accept PCA 
Document 
Review 


  


d. Resolve externally identified and reported defects (i.e., by customers and 
ITAs). 


Accept PCA 
Document 
Review 


  


8.6 Release Process Procedures 
The release process is the means by which the vendor installs, transfers, 
or migrates the system to the ITAs and, eventually, to its customers. The 
vendor shall establish such procedures and related conventions, 
providing a complete description of those used to: 


      


a. Perform a first release of the system to: Accept PCA 
Document 
Review 


Discrepancies #327 and 
#355 closed. 


b. Perform a subsequent maintenance or upgrade release of the system, or 
a particular components, to: 


Accept PCA 
Document 
Review 


  


c. Perform the initial delivery and installation of the system to a customer, 
including confirmation that the installed version of the system matches 
exactly the certified system version. 


Accept PCA 
Document 
Review 


  


d. Perform a subsequent maintenance or upgrade release of the system, or 
a particular component, to a customer, including confirmation that the 
installed version of the system matches exactly the qualified system 
version. 


Accept PCA 
Document 
Review 


  


8.7 Configuration Audits       


8.7.1 Physical Configuration Audit 
The PCA is conducted by the ITA to compare the voting system 
components submitted for qualification to the vendor‟s technical 
documentation. For the PCA, a vendor shall provide: 


      


a. Identification of all items that are to be a part of the software release. Accept PCA 
Document 
Review 


  


b. Specification of compiler (or choice of compilers) to be used to generate 
executable programs. 


Accept PCA 
Document 
Review 


  


c. Identification of all hardware that interfaces with the software. Accept PCA 
Document 
Review 


  


d. Configuration baseline data for all hardware that is unique to the system. Accept PCA 
Document 
Review 


  


e. Copies of all software documentation intended for distribution to users, 
including program listings, specifications, operations manual, voter 
manual, and maintenance manual. 


Accept PCA 
Document 
Review 


  


f. User acceptance test procedures and acceptance criteria. Accept PCA 
Document 
Review 


  


g. Identification of any changes between the physical configuration of the 
system submitted for the PCA and that submitted for the FCA, with a 
certification that any differences do not degrade the functional 
characteristics. 


Accept PCA 
Document 
Review 


  


h.  Complete descriptions of its procedures and related conventions used to 
support this audit by: 


Accept PCA 
Document 
Review 


Discrepancy #302 closed. 


h. 1) Establishing a configuration baseline of the software and hardware to be 
tested. 


Accept PCA 
Document 
Review 


Discrepancies #302, #303, 
#319 closed. 


h. 2) Confirming whether the system documentation matches the 
corresponding system components. 


Accept PCA 
Document 
Review 


Discrepancies #302, #303, 
#304, #319 closed. 


8.7.2  Functional Configuration Audits 
The FCA is conducted by the ITA to verify that the system performs all 
the functions described in the system documentation. The vendor shall: 


      


a. Completely describe its procedures and related conventions used to 
support this audit for all system components. 


Accept PCA 
Document 
Review 


  


b. Provide the following information to support this audit: Accept PCA 
Document 
Review 
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b. 1) Copies of all procedures used for module or unit testing, integration 
testing, and system testing. 


Accept PCA 
Document 
Review 


  


b. 2) Copies of all test cases generated for each module and integration test, 
and sample ballot formats or other test cases used for system tests. 


Accept PCA 
Document 
Review 


  


b. 3) Records of all tests performed by the procedures listed above, including 
error corrections and retests. 


Accept PCA 
Document 
Review 


  


 In addition to such audits performed by ITAs during the system 
qualification process, elements of this audit may also be performed by 
state election organizations during the system certification process, and 
individual jurisdictions during system acceptance testing. 


Accept PCA 
Document 
Review 


  


8.8 Configuration Management Resources 
Often, configuration management activities are performed with the aid of 
automated tools. Assuring that such tools are available throughout the 
system life cycle, including if the vendor is acquired by or merged with 
another organization, is critical to effective configuration management. 
Vendors may choose the specific tools they use to perform the record 
keeping, audit, and reporting activities of the configuration management 
standards. The resources documentation standard provided below focus 
on assuring that procedures are in place to record information about the 
tools to help ensure that they, and the data they contain, can be 
transferred effectively and promptly to a third party should the need 
arise. Within this context, a vendor is required to develop and provide a 
complete description of the procedures and related practices for 
maintaining information about: 


      


a. Specific tools used, current version, and operating environment 
specifications. 


Accept PCA 
Document 
Review 


  


b.  Physical location of the tools, including designation of computer 
directories and files. 


Accept PCA 
Document 
Review 


  


c. Procedures and training materials for using the tools. Accept PCA 
Document 
Review 
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7.3.1 Technical Data Package Configuration & Quality Assurance Practices  
 
Information listed below identifies the results of the review of the TDP Configuration and Quality Assurance 
practices to the requirements of the VSS 2002. During the certification testing iBeta tracked all materials provided 


by Dominion Voting Systems.  Any instances where the delivered materials did not conform to the Dominion Voting 
Systems identified Configuration and Quality Assurance practices were noted in the PCA and FCA Discrepancy 
Report (see Appendix E) as Documentation or Informational issues.  
 
A Quality Assurance and Configuration Management 'Spot Check' was designed and performed for the WinEDS 4.0 
Voting system that included iBeta requesting from the vendor 12 work products in the areas of Product 
Development, Software Change Management, Hardware Change, Manufacturing and Fielded Product. The work 
products were reviewed and any discrepancies were reported in Appendix E Discrepancy Report.  
 


 PCA Document Review TDP Configuration & QA Practices  Legend 


Vendor Sequioa Voting Systems   


 Voting 
System 


WinEDS 4.0   


Scope of 
Review 


2002 VSS Full Certification Effort   


  Review Criteria     


*** Out of scope for this document   


Accept Meets the requirement   


Reject Marked as Reject or N – Does not meet the requirement   


    


Reviewer Charles Cvetezar     


Review Date May 24, 2010     


VVSG Req. # Volume 1 Performance Standards  Discrepancy # 


 Quality Assurance   


7.2 General Requirements   


a. - e. 
 


Designing and implementing a quality assurance program that 
shall: 
a. Include procedures for specifying, procuring, inspecting, 
accepting, and controlling parts and raw materials of the 
requisite quality; 
b. Require the documentation of the hardware and software 
development process; 
c. Identify and enforce all requirements for In-process 
inspection and testing that the manufacturer deems necessary 
and Installation and operation of software/firmware; 
d. Include plans and procedures for post-production 
environmental screening and acceptance test; 
e. Include a procedure for maintaining all data and records 
required to document and verify the quality inspections and 
tests. 


Accept  


7.3 Components from Third Parties   


 A vendor who does not manufacture all the components of its 
voting system, but instead procures components as standard 
commercial items for assembly and integration into a voting 
system verifies that the supplier vendors follow documented 
quality assurance procedures that are at least as stringent as 
those used internally by the voting system vendor. 


Accept  


7.4 Responsibility for Tests   


c. To be responsible for providing test reports for review by the 
ITA, and to the purchaser upon request. 


Accept  


7.5 Parts and Materials Special Test and Examinations   


c. In order to ensure that voting system part and materials function 
properly, vendors shall maintain the resulting test data as part 
of the quality assurance program documentation. 


Accept  


7.6 Quality Confirmance Inspections   


b. To meet the conformance inspection requirement the vendor or 
manufacturer shall deliver a record of tests, or a certificate of 
satisfactory completion, with each system or component. 


Accept  
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7.7 Documentation   


a. – c. This documentation shall: 
a. be sufficient to serve the needs of the test lab, election 
officials, and maintenance technicians. 
b. be prepared and published in accordance with standard 
industrial practices for information technology and electronic 
and mechanical equipment. 
c. include, at a minimum, the following:  
System overview; 
System functionality description; 
System hardware specification; 
Software design and specifications; 
System security specification; 
System test and verification specification; 
System operations procedures; 
System maintenance procedures; 
Personnel deployment and training requirements; 
Configuration management plan; 
Quality assurance program; and 
System Change Note 


Accept  


 Configuration Management   


8.1.1 Configuration Management Requirements   


 Configuration management addresses a broad set of record 
keeping, audit, and reporting activities that contribute to full 
knowledge and control of a system and its components. These 
activities include: 
• Identifying discrete system components; 
• Creating records of a formal baseline and later versions of 
components; 
• Controlling changes made to the system and its components; 
• Releasing new versions of the system to ITAs; 
• Releasing new versions of the system to customers; 
• Auditing the system, including its documentation, against 
configuration management records; 
• Controlling interfaces to other systems; and 
• Identifying tools used to build and maintain the system. 


Accept  


8.1.3 Application of Configuration Management Standards   


a. - g. Requirements for configuration management apply regardless 
of the specific technologies employed to all voting systems 
subject to the Standards. These system components include: 
a. Software components; 
b. Hardware components; 
c. Communications components;  
d. Documentation; 
e. Identification and naming and conventions (including 
changes to these conventions) for software programs and data 
files; 
f. Development and testing artifacts such as test data and 
scripts; and 
g. File archiving and data repositories. 


Accept  


8.2 Configuration Management Policy   


a. & b. The vendor shall describe its policies for configuration 
management in the Technical Data Package. This description 
shall address the following elements: 
a. Scope and nature of configuration management program 
activities; and 
b. Breadth of application of the vendor's policies and practices 
to the voting system (i.e., extent to which policies and practices 
of suppliers apply to particular components, subsystems, or 
other defined system elements.) 


Accept Disc 347: 
HAAT80 CM, 
Doc Y: Does 
not address b. 
Breadth of 
application of 
the vendor's 
policies and 
practices to the 
voting system - 
Closed 4/12/10 


8.3 Configuration Identification   
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8.3.1 Structuring and Naming Configuration Items and Version 
Conventions 


  


 The vendor shall describe the procedures and conventions 
used to classify configuration 
items into categories and subcategories, uniquely number or 
otherwise identify configuration 
items and name configuration items. 


Accept  


8.3.2 Versioning Conventions   


a. - c. When a system component is part of a higher level system 
element such as a subsystem, the 
vendor shall describe the conventions used to: 
a. Identify the specific versions of individual configuration items 
and sets of items that 
are incorporated in higher level system elements such as 
subsystems 
b. Uniquely number or otherwise identify versions 
c. Name versions 


Accept  


8.4 Baseline, Promotion and Demotion Procedures   


a. - c. The vendor shall establish formal procedures and conventions 
for establishing and providing 
a complete description of the procedures and related 
conventions used to: 
a. Establish a particular instance of a component as the starting 
baseline 
b. Promote subsequent instances of a component to baseline 
status as development 
progresses through to completion of the initial completed 
version released to the 
accredited test lab for testing 
c. Promote subsequent instances of a component to baseline 
status as the component is 
maintained throughout its life cycle until system 


Accept  


8.5 Configuration Control Procedures   


a. - d. Configuration control is the process of approving and 
implementing changes to a 
configuration item to prevent unauthorized additions, changes 
or deletions. The vendor shall 
establish such procedures and related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally developed items 
b. Acquire and maintain third-party items 
c. Resolve internally identified defects for items regardless of 
their origin 
d. Resolve externally identified and reported defects (i.e., by 
customers and accredited 
test labs) 


Accept  


8.6 Release Process   


a. - d. The release process is the means by which the vendor installs, 
transfers or migrates the 
system to the accredited test lab and, eventually, to its 
customers. The vendor shall establish 
such procedures and related conventions, providing a complete 
description of those used to: 
a. Perform a first release of the system to an accredited test lab 
b. Perform a subsequent maintenance or upgrade release of 
the system or particular 
components, to an accredited test lab 
c. Perform the initial delivery and installation of the system to a 
customer, including 
confirmation that the installed version of the system matches 
exactly the certified 
system version 


Accept Disc 327: 
Listener: Doc O: 
a) No 
description to 
perform a first 
release to ITA. 
Closed 3/31/10 
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d. Perform a subsequent maintenance or upgrade release of 
the system or a particular 
component to a customer, including confirmation that the 
installed version of the 
system matches exactly the certified system version 


8.7.1 Physical Configuration Audit   


a. - h. The PCA is conducted by the ITA to compare the voting system 
components submitted for qualification to the vendor’s technical 
documentation. For the PCA, a vendor shall provide: 
a. Identification of all items that are to be a part of the software 
release; 
b. Specification of compiler (or choice of compilers) to be used 
to generate executable programs; 
c. Identification of all hardware that interfaces with the software; 
d. Configuration baseline data for all hardware that is unique to 
the system; 
e. Copies of all software documentation intended for distribution 
to users, including program listings, specifications, operations 
manual, voter manual, and maintenance manual; 
f. User acceptance test procedures and acceptance criteria; 
and 
g. Identification of any changes between the physical 
configuration of the system submitted for the PCA and that 
submitted for the FCA, with a certification that any differences 
do not degrade the functional characteristics; and 
h. Complete descriptions of its procedures and related 
conventions used to support this audit by:  
1) Establishing a configuration baseline of the software and 
hardware to be tested; and 
2) Confirming whether the system documentation matches the 
corresponding system components. 


Accept  


8.7.2 Functional Configuration Audit   


a. & b. The FCA is conducted by the ITA to verify that the system 
performs all the functions described in the system 
documentation. The vendor shall: 
a. Completely describe its procedures and related conventions 
used to support this audit for all system components; 
b. Provide the following information to support this audit:  
1) Copies of all procedures used for module or unit testing, 
integration testing, and system testing; 
2) Copies of all test cases generated for each module and 
integration test, and sample ballot formats or other test cases 
used for system tests; and  
3) Records of all tests performed by the procedures listed 
above, including error corrections and retests. 


Accept  


8.8 Configuration Management Resources   


a. - c. To develop and provide a complete description of the 
procedures and related practices for maintaining information 
about: 
a. Specific tools used, current version, and operating 
environment; 
b. Physical location of the tools, including designation of 
computer directories and files; and 
c. Procedures and training materials for using the tools. 


Accept  


9.4.1.5 Configuration Management Resources   


 The ITA also evaluates the conformance of other 
documentation and information provided by the vendor with the 
vendor's documented practices for quality assurance and 
configuration management. 


Accept  


2.1 Scope   


2.1.1 Content & Format   


 The vendor has listed all documents controlling the design, 
construction, operation and maintenance of the system. 


Accept Disc 366 & 367:  
Delivered work 
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 product did not 
match docu-
mented process 
in 2.12A and 
2.12I:  #367 
Closed on 
6/4/10.  
Document did 
not list SW 
change request 
and SW release 
order forms. 
Closed on 
7/02/10.  


2.1.3 The TDP shall include a detailed table of contents for the 
required documents, an abstract of each document, and a list of 
each of the informational sections and appendices presented. A 
cross index shall be provided indicating the portions of the 
documents that responsive to the documentation requirements 
for any item presented. 


Accept  


 
7.3.2 PCA TDP Document Review  
Information listed summarizes the TDP documents reviewed and the results of their review to the requirements of 
the VSS 2002 section 2. 


Section 2.2 System Overview  


Section 2.3 System Functionality Description  


Section 2.4 System Hardware Specification  


Section 2.5 System Software Design & Specification  


Section 2.6 System Security Specification  


Section 2.7 System Test and Verification Specification  


Section 2.8 System Operations Procedures  


Section 2.9 System Maintenance Procedures  


Section 2.10 Personnel Deployment and Training Requirements  


Section 2.11 Configuration Management Plan  


Section 2.12 Quality Assurance Program  


Section 2.13 System Change Notes – N/A 


 


 PCA Document Review Summary    


Vendor Sequioa Voting Systems    


Voting 
System 


WinEDS 4.0    


Scope of 
Review 


2002 VSS Full Certification Effort    


Section 
Trace 


Document Name & Version # Review 
Date 


Reviewer Revw-
Ver. # 


2.2 A: WinEDS/HAAT Listener™ System Overview v.1.15 7/30/2010 D. Valdez 4 


2.2 B:  Optech 400-C System Overview WinETP 1.16 v.1.13 7/30/2010 D. Valdez 4 


2.2 C: Optech Insight Plus System Overview APX L2.18-HPX L1.46 v.1.08 7/30/2010 D. Valdez 5 


2.2 F: HAAT90 System Overview v2.10 7/30/2010 D. Valdez 7 


2.2 G: AVC Edge 5.2 System Overview Document v.1.11 7/30/2010 D. Valdez 6 


2.2 H: MPR System Overview Release 3.0 v1.05 7/30/2010 D. Valdez 4 


2.2 I: WinEDS 4.0 System Overview Document v.1.11 7/30/2010 D. Valdez 7 


2.2 J: HAAT90 Operators & Maintenance Manual v2.16 8/09/2010 D. Valdez 7 


2.2 K: HAAT90 Functional Specification v2.07 7/30/2010 D. Valdez 5 


2.2 L: HAAT100 System Overview  v 1.08 7/30/2010 D. Valdez 5 


2.2 M: HAAT80 System Overview  v 2.07 7/30/2010 D. Valdez 4 


2.2 N:  HAAT50 System Overview  v 1.06 7/30/2010 D. Valdez 4 


2.2 S:  HAAT Operating System Trusted Build Guide v1.21 7/30/2010 D. Valdez 3 


2.3 A: WinEDS/HAAT Listener Functional Specification v.1.05 7/30/2010 D. Valdez 3 


2.3 B:  WinEDS/HAAT Listener Software Specification v.1.10 7/30/2010 D. Valdez 3 


2.3 C: WinEDS/HAAT Listener System Overview v.1.15 7/30/2010 D. Valdez 4 
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2.3 D: Optech 400-C Functional Specification v1.12 7/30/2010 D. Valdez 4 


2.3 F:  Optech Insight Plus Functional Specification APX L2.18-HPX L1.46 
v1.08 


7/30/2010 D. Valdez 5 


2.3 G: HAAT90 Functional Specification v2.07 7/30/2010 D. Valdez 7 


2.3 H: EDGE2plus Model 300  Functional Specification v3.09 7/30/2010 D. Valdez 6 


2.3 I: AVC Edge 5.2 Functional Specification v1.09 7/30/2010 D. Valdez 4 


2.3 J:  MemoryPack Receiver Functional Specification v1.04 7/30/2010 D. Valdez 5 


2.3 K: AVC Edge 5.2 Sample Reports v1.07 7/30/2010 D. Valdez 4 


2.3 M: WinEDS 4.0 Functional Specification v1.05 7/30/2010 D. Valdez 5 


2.3 N:  MemoryPack Receiver (for Optech Insight/Eagle) Security Specification 
v1.04 


7/30/2010 D. Valdez 3 


2.3 O: MemoryPack Receiver Hardware Specification v1.5 7/30/2010 D. Valdez 3 


2.3 P:  MemoryPack Receiver Test & Verification Specification v1.5 7/30/2010 D. Valdez 3 


2.3 Q: MemoryPack Receiver Software Specification v1.04 7/30/2010 D. Valdez 3 


2.3 R: HAAT100 Functional Specification v1.07 7/30/2010 D. Valdez 7 


2.3 S:  HAAT80 Functional Specification v2.08 7/30/2010 D. Valdez 8 


2.3 T: HAAT50 Functional Specification v1.08 7/30/2010 D. Valdez 8 


2.3 U:  WinEDS 4.0 Ranked Choice Voting Functional Specification v1.16 8/09/2010 D. Valdez 9 


2.4 A: Optech 400-C Hardware Specification v1.12 7/30/2010 D. Valdez 4 


2.4 B:  Optech 400-C Approved Parts List v.1.09 7/30/2010 D. Valdez 4 


2.4 D: Optech Insight Plus Hardware Specification APX L2.18-HPX L1.46 v1.08 7/30/2010 D. Valdez 4 


2.4 E:  EDGE2plus Model 300 Hardware Specification v3.11 7/30/2010 D. Valdez 6 


2.4 H: AVC Edge 5.2 Hardware Specification v1.09 7/30/2010 D. Valdez 4 


2.4 I:  MPR Hardware Specification v1.4 7/30/2010 D. Valdez 4 


2.4 J: MPR Approved Parts List v1.02 7/30/2010 D. Valdez 3 


2.4 K:  MPR Maintenance Manual v1.8 7/30/2010 D. Valdez 4 


2.4 M: EDGE2plus Model 300 v.C0.3 Approved Parts List v3.04 7/30/2010 D. Valdez 3 


2.4 N:  AVC Edge 5.2 Approved Parts List v1.09 7/30/2010 D. Valdez 4 


2.4 O: WinEDS 4.0 Installation Guide v1.14 7/30/2010 D. Valdez 6 


2.4 Q:  HAAT 100 Hardware Specification v1.07 7/30/2010 D. Valdez 5 


2.4 T: HAAT 100 Approved Parts List HW Revision A0.7 v1.04 7/30/2010 D. Valdez 3 


2.4 W:  HAAT 90 Hardware Specification v1.12 7/30/2010 D. Valdez 5 


2.4 X: HAAT 90 Approved Parts List HW Revision A1.1 v1.03 7/30/2010 D. Valdez 3 


2.4 Z: HAAT 80 Hardware Specification v2.07 7/30/2010 D. Valdez 5 


2.4 AA:  HAAT 80 Approved Parts List HW Revision A1.1 v1.03 7/30/2010 D. Valdez 3 


2.4 AC:  HAAT 50 Hardware Specification v1.07 7/30/2010 D. Valdez 6 


2.4 AD: HAAT 50 Approved Parts List HW Revision A0.3 v1.03 7/30/2010 D. Valdez 3 


2.4 AE:  HAAT 50 Approved Parts List HW Revision A1.1 v1.03 7/30/2010 D. Valdez 3 


2.4 AG:  EDGE2plus Model 300 v.C0.4 Approved Parts List v3.07 7/30/2010 D. Valdez 4 


2.5 A: WinEDS/HAAT Listener™ Software Specification v.1.10 8/02/2010 D. Valdez 3 


2.5 B:  WinEDS/HAAT Listener™ Security Specification v.1.13 8/02/2010 D. Valdez 7 


2.5 C: Software Quality Assurance Program v1.06 8/02/2010 D. Valdez 3 


2.5 D: Optech 400C Software Specification WinETP 1.16 v.1.14 8/02/2010 D. Valdez 5 


2.5 E:  Optech 400C Test & Verification Specification v. 1.13 8/02/2010 D. Valdez 4 


2.5 F: Optech 400C Security Specification v.1.12 8/02/2010 D. Valdez 4 


2.5 I: Optech Insight Plus Software Specification APX L2.18-HPX L1.46 v.1.08 8/02/2010 D. Valdez 5 


2.5 J:  Optech Insight Plus System Overview APX L2.18-HPX L1.46 v.1.08 8/02/2010 D. Valdez 5 


2.5 K: Edge2Plus Model 300 v.C03 Software Specification v.3.13 8/02/2010 D. Valdez 7 


2.5 L: Edge2Plus Model 300 Test & Verification Specification v.3.08 8/02/2010 D. Valdez 5 


2.5 Q:  AVC Edge 5.2 - Software Specification v1.14 9/02/2010 D. Valdez 8 


2.5 R: AVC Edge 5.2 Test & Verification Specification v.1.07 8/02/2010 D. Valdez 3 


2.5 S: AVC Edge 5.2 Quality Assurance Program v1.09 8/02/2010 D. Valdez 4 


2.5 T:  AVC Edge 5.2 Hardware Specification v.1.09 8/02/2010 D. Valdez 3 


2.5 U: WinEDS/HAAT Listener Test & Verification Specification v.1.04 8/02/2010 D. Valdez 3 


2.5 V: MPR Software Specification v1.04 8/02/2010 D. Valdez 4 


2.5 W:  MPR Test & Verification v1.5 8/02/2010 D. Valdez 4 


2.5 X: WinEDS 4.0 Software Specification v1.18 8/09/2010 D. Valdez 8 


2.5 Y: WinEDS Local Build Process V1.14 8/02/2010 D. Valdez 7 


2.5 Z:  WinEDS 4.0 Test & Verification Specification v1.07 8/02/2010 D. Valdez 3 


2.5 AA: HAAT90 Software Specification v.1.08 8/02/2010 D. Valdez 5 


2.5 AB: HAAT90 Test & Verification Specification v.2.04 8/02/2010 D. Valdez 5 


2.5 AC:  HAAT90 Security Specification v.2.14 8/02/2010 D. Valdez 7 
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2.5 AD: HAAT100 Software Specification v.1.06 8/02/2010 D. Valdez 4 


2.5 AE: HAAT100 Test & Verification Specification v.1.04 8/02/2010 D. Valdez 4 


2.5 AF:  HAAT100 Security Specification v.1.13 8/02/2010 D. Valdez 7 


2.5 AG: HAAT50 Software Specification v.1.04 8/02/2010 D. Valdez 4 


2.5 AH: HAAT50 Test & Verification Specification v.1.03 8/02/2010 D. Valdez 3 


2.5 AI:  HAAT80 Software Specification v2.04 8/02/2010 D. Valdez 4 


2.5 AJ: HAAT80 Test & Verification Specification v.2.04 8/02/2010 D. Valdez 4 


2.5 AK: Optech Insight Plus Configuration Management Plan APX L2.18-HPX 
L1.46 v1.07 


8/02/2010 D. Valdez 3 


2.5 AL:  Optech 400-C Quality Assurance Program v1.10 8/02/2010 D. Valdez 3 


2.6 A: WinEDS/HAAT Listener Security Specification v.1.13 8/02/2010 D. Valdez 6 


2.6 B:  Optech 400-C Security Specification v1.12 8/02/2010 D. Valdez 4 


2.6 D: Optech Insight Plus Security Specification APX L2.18-HPX L1.46 v.1.06 8/02/2010 D. Valdez 5 


2.6 E: EDGE2plus Model 300 Security Specification v3.12 8/02/2010 D. Valdez 6 


2.6 F:  HAAT90 Security Specification v2.14 8/02/2010 D. Valdez 9 


2.6 G: AVC Edge 5.2 Security Specification v1.12 8/05/2010 D. Valdez 7 


2.6 H: MPR Security Specification Release 3.00 v1.05 8/02/2010 D. Valdez 4 


2.6 I:  MPR Penetration Analysis (Appendix B to Security Specification) v1.03 1/21/2010 C. Cvetezar 2 


2.6 J: AVC Edge 5.2 Security Specification Appendix B Penetration Analysis 
v1.03 


1/21/2010 C. Cvetezar 2 


2.6 L: Optech Insight Plus Security Specification Appendix B Penetration 
Analysis APX L2.18-HPX L1.46  v1.03 


3/30/2010 C. Cvetezar 3 


2.6 M:  Optech 400-C Penetration Analysis v1.08 1/21/2010 C. Cvetezar 3 


2.6 N: WinEDS 4.0 Security Specification v1.15 9/02/2010 D. Valdez 10 


2.6 O:  HAAT100 Security Specification v1.13 8/02/2010 D. Valdez 8 


2.6 P: HAAT50 Security Specification v1.09 8/02/2010 D. Valdez 6 


2.6 Q: HAAT80 Security Specification v2.11 8/02/2010 D. Valdez 7 


2.6 R: Optech 400-C Operators Manual v1.20 8/05/2010 D. Valdez 4 


2.6 S:  Optech Insight/Insight Plus Operators Manual APX L2.18-HPX L1.46 
v1.15 


8/09/2010 D. Valdez 6 


2.6 T: AVC Edge 5.2 Operators Manual v1.19 8/05/2010 D. Valdez 7 


2.6 U:  4.0 Voting System Environment Hardening vA.22 9/02/2010 D. Valdez 7 


2.7 A: WinEDS/HAAT Listener Test & Verification Specification v.1.04 8/02/2010 D. Valdez 3 


2.7 C: Optech 400-C Test & Verification Specification Document v.1.14 9/02/2010 D. Valdez 4 


2.7 E: Optech Insight Plus Test & Verification Specification APX L2.18-HPX 
L1.46  v.1.07 


8/02/2010 D. Valdez 5 


2.7 F: EDGE2plus Model 300 Test & Verification Specification Document 
v.3.08 


8/02/2010 D. Valdez 4 


2.7 G: HAAT90 Test & Verification Specification Document v2.04 8/02/2010 D. Valdez 8 


2.7 H: AVC Edge 5.2 Test & Verification Specification Document v.1.07 8/02/2010 D. Valdez 4 


2.7 I: MPR Test & Verification Specification Document v.1.5 8/02/2010 D. Valdez 4 


2.7 K: Optech Insight Plus Sample Reports APX L2.18-HPX L1.46 Document 
Version 1.06 


8/02/2010 D. Valdez 4 


2.7 L: WinEDS 4.0 Test & Verification Specification Document v1.07 8/02/2010 D. Valdez 5 


2.7 M: HAAT100 Test & Verification Specification Document v1.04 8/02/2010 D. Valdez 6 


2.7 N: HAAT80 Test & Verification Specification Document v2.04 8/02/2010 D. Valdez 4 


2.7 O: HAAT50 Test & Verification Specification Document v1.03 8/02/2010 D. Valdez 4 


2.7 P: Optech 400-C Functional Specification v1.12 8/02/2010 D. Valdez 2 


2.7 Q: Optech 400-C Maintenance Manual v1.14 8/02/2010 D. Valdez 2 


2.7 R: Optech 400-C Software Specification WinETP 1.16 v1.14 8/02/2010 D. Valdez 3 


2.7 S: Optech Insight Plus Software Specification APX L2.18-HPX L1.46 v1.08 8/02/2010 D. Valdez 3 


2.7 T: Optech Insight Plus Maintenance Manual APX L2.18-HPX L1.46 v1.10 8/02/2010 D. Valdez 4 


2.7 U: Optech Insight Plus Functional Specification APX L2.18-HPX L1.46 
v1.08 


8/02/2010 D. Valdez 3 


2.7 V: EDGE2plus Model 300 Configuration Management Plan v3.10 8/02/2010 D. Valdez 3 


2.7 W: AVC Edge 5.2 Functional Specification v1.09 8/02/2010 D. Valdez 2 


2.7 X: AVC Edge 5.2 Maintenance Manual v1.11 8/02/2010 D. Valdez 3 


2.7 Y: AVC Edge 5.2 Hardware Specification v1.09 8/02/2010 D. Valdez 2 


2.7 Z: AVC Edge 5.2 Software Specification v1.113 8/02/2010 D. Valdez 4 


2.7 AA: MPR Software Specification v1.04 8/02/2010 D. Valdez 2 


2.7 AB: MPR Maintenance Manual v1.7 8/02/2010 D. Valdez 3 


2.7 AC:  WinEDS 4.0 Software Specification v1.18 8/09/2010 D. Valdez 3 
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2.8 A: WinEDS/HAAT Listener Operator’s Manual v.1.12 8/09/2010 D. Valdez 4 


2.8 B:  WinEDS/HAAT Listener Test & Verification Specification v.1.03 8/02/2010 D. Valdez 3 


2.8 C: Optech 400-C Operators Manual v1.22 9/02/2010 D. Valdez 7 


2.8 E: Optech Insight/Insight Plus Operators Manual APX L2.18-HPX L1.46 
v1.16 


9/02/2010 D. Valdez 10 


2.8 F: Optech Insight Plus Maintenance Manual APX L2.18-HPX L1.46 v1.10 8/02/2010 D. Valdez 4 


2.8 G: Optech Insight Plus Sample Reports APX L2.18-HPX L1.46 v1.06 8/02/2010 D. Valdez 3 


2.8 H: Optech Insight Plus Functional Specification APX L2.18-HPX L1.46 
v1.08 


8/02/2010 D. Valdez 3 


2.8 I: Insight Battery Pollworkers & Operators Manual v1.04 8/02/2010 D. Valdez 3 


2.8 J: Optech Printers Manual v1.09 1/27/2010 C. Cvetezar 2 


2.8 T: EDGE2plus Model 300  Operators Manual v3.15 9/02/2010 D. Valdez 10 


2.8 U: EDGE2plus Model 300  Security Specification v3.12 8/02/2010 D. Valdez 5 


2.8 V: EDGE2plus Model 300 Diagnostics Application Manual v3.09 8/02/2010 D. Valdez 3 


2.8 W: ABLE-D Operators Manual v3.05 8/02/2010 D. Valdez 3 


2.8 X: AVC Edge 5.2 Operators Manual v1.20 9/02/2010 D. Valdez 11 


2.8 Y: AVC Edge 5.2 Poll Workers Manual v1.10 8/02/2010 D. Valdez 4 


2.8 Z: AVC Edge Sample Reports v1.07 8/02/2010 D. Valdez 4 


2.8 AA: Edge Audio Voting Accessory Poll Worker & Operations Manual v.1.08 8/02/2010 D. Valdez 5 


2.8 AB: Edge Aux Power Unit Operator's and Maintenance Manual v1.10 8/02/2010 D. Valdez 2 


2.8 AC: Verivote Printer Operator's and Maintenance Manual v1.20 8/02/2010 D. Valdez 5 


2.8 AD: Card Activator 5.2 Operator's & Maintenance Manual v.1.15 8/02/2010 D. Valdez 6 


2.8 AF: MPR for Optech Eagle/Insight Operators Manual v1.8 8/02/2010 D. Valdez 4 


2.8 AG: MPR Maintenance Manual v1.8 8/02/2010 D. Valdez 4 


2.8 AH: HAAT50 Operators and Maintenance Manual v.1.13 9/02/2010 D. Valdez 10 


2.8 AI: HAAT50 Pollworkers Manual v.1.05 8/02/2010 D. Valdez 4 


2.8 AJ: HAAT80 Operators and Maintenance Manual v.2.15 8/02/2010 D. Valdez 7 


2.8 AK: HAAT80 Pollworkers Manual v.1.06 9/02/2010 D. Valdez 5 


2.8 AL: HAAT90 Operators & Maintenance Manual v.2.16 8/09/2010 D. Valdez 11 


2.8 AM: HAAT90 Pollworkers Manual v.1.11 9/02/2010 D. Valdez 4 


2.8 AN: HAAT100 Operators & Maintenance Manual v.1.17 8/09/2010 D. Valdez 8 


2.8 AO: HAAT100 Pollworkers Manual v.2.09 9/02/2010 D. Valdez 6 


2.8 AP: WinEDS 4.0 System Operations Procedures Release 4.0 v1.30 9/02/2010 D. Valdez 12 


2.8 AQ: WinEDS Election Reporting Operator's Guide v.2.16 8/02/2010 D. Valdez 6 


2.8 AR: WinEDS Extended Services Operators Guide 4.0 ver.2.20 9/02/2010 D. Valdez 5 


2.8 AT:  WinEDS 4.0 Sample Reports v1.07 8/02/2010 D. Valdez 2 


2.9 A: Optech 400-C Maintenance Manual v1.15 9/02/2010 D. Valdez 5 


2.9 B:  Optech 400-C Personnel & Training Requirements v1.10 8/02/2010 D. Valdez 4 


2.9 C: Optech 400-C System Overview v1.12 8/02/2010 D. Valdez 4 


2.9 F: Optech Insight Plus Maintenance Manual APX L2.18-HPX L1.46 v1.10 8/02/2010 D. Valdez 5 


2.9 G:  Optech Insight Plus System Overview APX L2.18-HPX L1.46 v1.08 8/02/2010 D. Valdez 5 


2.9 H: EDGE2plus Model 300 Maintenance Manual v3.10 8/02/2010 D. Valdez 7 


2.9 I: HAAT90 Operations & Maintenance Manual v.2.18 9/02/2010 D. Valdez 10 


2.9 J:  HAAT100 Operators & Maintenance Manual v1.19 9/02/2010 D. Valdez 9 


2.9 K: AVC Edge 5.2 Maintenance Manual v1.11 8/02/2010 D. Valdez 5 


2.9 L: AVC Edge 5.2 Personnel & Training Requirements v1.07 8/02/2010 D. Valdez 4 


2.9 M:  MPR Maintenance Manual v.1.8 8/02/2010 D. Valdez 4 


2.9 N: MPR Personnel & Training Requirements v.1.05 8/02/2010 D. Valdez 3 


2.9 O: Card Activator 5.2 Operators & Maintenance Manual v1.15 8/02/2010 D. Valdez 6 


2.9 R:  Verivote Printer Operator's and Maintenance Manual v.1.20 8/02/2010 D. Valdez 4 


2.9 T: Edge Aux Power Unit Operators & Maintenance Manual v1.10 8/02/2010 D. Valdez 3 


2.9 U: HAAT80 Operations & Maintenance Manual v2.17 9/02/2010 D. Valdez 8 


2.9 V:  HAAT50 Operations & Maintenance Manual v1.12 8/09/2010 D. Valdez 7 


2.9 X: MPR Approved Parts List v1.02 8/02/2010 D. Valdez 2 


2.9 Y:  Optech Insight Plus Approved Parts List APX L2.18-HPX L1.46 v1.06 8/02/2010 D. Valdez 3 


2.10 A: WinEDS/HAAT Listener Personnel & Training Requirements v.1.03 8/02/2010 D. Valdez 3 


2.10 B:  Optech 400-C Personnel & Training Requirements v1.11 8/02/2010 D. Valdez 4 


2.10 D: Optech Insight Plus Personnel & Training Requirements APX L2.18-HPX 
L1.46 v1.0 


8/02/2010 D. Valdez 5 


2.10 E:  EDGE2plus Model 300 Personnel & Training Requirements v3.04 8/02/2010 D. Valdez 4 


2.10 F: HAAT90 Personnel & Training Requirements v2.04 8/02/2010 D. Valdez 7 


2.10 G: AVC Edge 5.2 Personnel & Training Requirements v1.07 8/02/2010 D. Valdez 3 
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2.10 H:  MemoryPack Receiver Personnel & Training Requirements v1.05 8/02/2010 D. Valdez 4 


2.10 I: WinEDS 4.0 Personnel & Training Requirements v1.05 8/02/2010 D. Valdez 5 


2.10 J: AVC Edge 5.2 Poll Workers Manual v1.10 8/02/2010 D. Valdez 4 


2.10 K:  Edge Audio Voting Accessory 5.2 Poll Workers & Operators Manual 
v1.08 


8/02/2010 D. Valdez 5 


2.10 M: HAAT100 Personnel & Training Requirements v1.04 8/02/2010 D. Valdez 5 


2.10 N:  HAAT50 Personnel & Training Requirements v1.03 8/02/2010 D. Valdez 3 


2.10 O:  HAAT80 Personnel & Training Requirements v2.03 8/02/2010 D. Valdez 3 


2.11 A: WinEDS/HAAT Listener Configuration Management Plan v.1.12 8/02/2010 D. Valdez 4 


2.11 B:  Optech 400-C Configuration Management Plan Document v.1.12 8/02/2010 D. Valdez 5 


2.11 D: Optech Insight Plus Configuration Management Plan APX L2.18-HPX 
L1.46 Document v.1.06 


8/02/2010 D. Valdez 5 


2.11 E:  Edge2plus Model 300 Configuration Mangement Plan Document v.3.09 8/02/2010 D. Valdez 5 


2.11 F: HAAT90 Configuration Management Plan  v.2.07 8/02/2010 D. Valdez 7 


2.11 G: AVC Edge 5.2 Configuration Management Plan Document v.1.08 8/02/2010 D. Valdez 5 


2.11 H:  MPR Configuration Management Plan Document v.1.05 8/02/2010 D. Valdez 5 


2.11 I: WinEDS 4.0 Configuration Management Plan Document v.1.05 8/02/2010 D. Valdez 5 


2.11 J:  HAAT100 Configuration Management Plan v.1.07 8/02/2010 D. Valdez 6 


2.11 K: HAAT80 Configuration Management Plan  v.2.05 8/02/2010 D. Valdez 5 


2.11 L:  HAAT50 Configuration Management Plan v.1.06 8/02/2010 D. Valdez 5 


2.12 A: Software Quality Assurance Program v. 1.06 8/02/2010 D. Valdez 3 


2.12 B:  Optech 400-C Quality Assurance Program v.1.10 8/02/2010 D. Valdez 4 


2.12 D: Optech insight Plus Quality Assurance Program APX L2.18-HPX L1.46 
v.1.07 


8/02/2010 D. Valdez 5 


2.12 E:  EDGE2plus Model 300 Quality Assurance Program  v.3.06 8/02/2010 D. Valdez 4 


2.12 F: HAAT90 Quality Assurance Program v.2.05 8/02/2010 D. Valdez 7 


2.12 G: AVC Edge 5.2 Quality Assurance Program v.1.09 8/02/2010 D. Valdez 5 


2.12 H:  MPR Quality Assurance Program v.1.04 8/02/2010 D. Valdez 4 


2.12 J:  HAAT100 Quality Assurance Program v.1.04 8/02/2010 D. Valdez 5 


2.12 K: HAAT80 Quality Assurance Program v.2.05 8/02/2010 D. Valdez 5 


2.12 L:  HAAT50 Quality Assurance Program v.1.04 8/02/2010 D. Valdez 5 


 







EAC Certification #-pending 


Page 12 of 38            (V)2010-08Sep-001(A) 


 
 


 Review Criteria 


*** Not applicable to the document 


Accept Meets the requirement 


N Does not meet the requirement 


 
 


VSS 
Vol 2 


Testing Requirement -  Section 2 Technical 
Data Package Summary 


2.2 2.3 2.4 2.5 2.6 2.7 2.8 2.9 2.10 2.11 2.12 Disc 
# 


2.1 Scope                       


2.1.1.2 Required Content for System Changes and 
Re-qualification 


            
  


        


  If the scope of this certification is a change 
verify that the vendor has submitted 
appropriate System Change Notes covering 
this document. If this is not a change, no 
change notes are required.  


Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept 


 


2.1.1.3 Format                        


  
The TDP shall include a detailed table of 
contents for the required documents. 


Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept 
 


2.1.3 Protection of Proprietary Information                        


  Verify that if the vendor considers this 
document proprietary, they have marked it as 
such.  Documents that are approved by the 
vendor for public release do not need to be 
marked. . 


Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept Accept 


 


2.2 System Overview                        


  


In the system overview, the vendor shall 
provide information that enables the 
accredited test lab to identify the functional 
and physical components of the system, how 
the components are structured, and the 
interfaces between them. 


Accept *** *** *** *** *** *** *** *** *** *** 


 


2.2.1 


System Description -   


The system description shall include written 
descriptions, drawings and diagrams that 
present:  


                      


 


a 


A description of the functional components (or 
subsystems) as defined by the vendor (e.g., 
environment, election management and 
control, vote recording, vote conversion, 
reporting, and their interconnection) 


Accept *** *** *** *** *** *** *** *** *** *** 


 


b. 


A description of the operational environment of 
the system that provides an overview of the 
hardware, software, and communications 
structure 


Accept *** *** *** *** *** *** *** *** *** *** 


 







EAC Certification #-pending 


Page 13 of 38            (V)2010-08Sep-001(A) 


VSS 
Vol 2 
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c. 
A concept of operations that explains each 
system function, and how the function is 
achieved in the design 


Accept *** *** *** *** *** *** *** *** *** *** 
 


d. 
Descriptions of the functional and physical 
interfaces between subsystems and 
components  


Accept *** *** *** *** *** *** *** *** *** *** 
 


e. 


Identification of all COTS hardware and 
software products and communications 
services used in the development and/or 
operation of the voting system, identifying 
the name, vendor, and version used for each 
such component, including: 


Accept *** *** *** *** *** *** *** *** *** *** 


 


1) Operating Systems Accept *** *** *** *** *** *** *** *** *** ***  


2) Database software  Accept *** *** *** *** *** *** *** *** *** ***  


3) Communications routers Accept *** *** *** *** *** *** *** *** *** ***  


4) Modem drivers  Accept *** *** *** *** *** *** *** *** *** ***  


5) Dial-up networking software Accept *** *** *** *** *** *** *** *** *** ***  


f. 


Interfaces among internal components, and 
interfaces with external systems. For 
components that interface with other 
components for which multiple products may 
be used, the TDP shall provide an 
identification of: 


Accept *** *** *** *** *** *** *** *** *** *** 


 


1) File specifications, data objects, or other 
means used for information exchange  


Accept *** *** *** *** *** *** *** *** *** *** 
 


2) The public standard used for such file 
specifications, data objects, or other means  


Accept *** *** *** *** *** *** *** *** *** *** 
 


g. 


Benchmark directory listings for all software 
(including firmware elements) and associated 
documentation included in the vendor's 
release in order of how each piece of software 
would normally be installed upon setup and 
installation.  


Accept *** *** *** *** *** *** *** *** *** *** 


 


2.2.2 
System Performance -   


The vendor shall provide system performance 
information including: 


                      
 


a The performance characteristics of each 
operating mode and function in terms of 
expected and maximum speed, throughput 
capacity, maximum volume (maximum number 
of voting positions and maximum number of 
ballot styles supported), and processing 
frequency 


Accept *** *** *** *** *** *** *** *** *** *** 


 


b. Quality attributes such as reliability, 
maintainability, availability, usability, and 


Accept *** *** *** *** *** *** *** *** *** *** 
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portability 


c. Provisions for safety, security, privacy, and 
continuity of operation 


Accept *** *** *** *** *** *** *** *** *** *** 
 


d. Design constraints, applicable standards, and 
compatibility requirements 


Accept *** *** *** *** *** *** *** *** *** *** 
 


2.3 System Functionality Description                        


  The vendor shall declare the scope of the 
system’s functional capabilities, thereby 
establishing the performance, design, test, 
manufacture, and acceptance context for the 
system. 


*** Accept *** *** *** *** *** *** *** *** *** 


 


  The vendor shall provide a listing of the 
system’s functional processing capabilities, 
encompassing capabilities required by the 
Guidelines and any additional capabilities 
provided by the system. This listing shall 
provide a simple description of each capability. 
Detailed specifications shall be provided in 
other documentation required for the TDP. 


*** Accept *** *** *** *** *** *** *** *** *** 


 


a. The vendor shall organize the presentation of 
required capabilities in a manner that 
corresponds to the structure and sequence of 
functional capabilities indicated in Volume I, 
Section 2. The contents of Volume I, Section 2 
may be used as the basis for a checklist to 
indicate the specific functions provided and 
those not provided by the system. 


*** Accept *** *** *** *** *** *** *** *** *** 


 


b. Additional capabilities shall be clearly 
indicated. 


*** Accept *** *** *** *** *** *** *** *** *** 
 


c. Required capabilities that may be bypassed or 
deactivated during installation or operation by 
the user shall be clearly indicated 


*** Accept *** *** *** *** *** *** *** *** *** 
 


d. Additional capabilities that function only when 
activated during installation or operation by the 
user shall be clearly indicated 


*** Accept *** *** *** *** *** *** *** *** *** 
 


e. Additional capabilities that normally are active 
but may be bypassed or deactivated during 
installation or operation by the user shall be 
clearly indicated. 


*** Accept *** *** *** *** *** *** *** *** *** 


 


2.4 System Hardware Specifications                        


  The vendor shall expand on the system 
overview by providing detailed specifications 
of the hardware components of the system, 
including specifications of hardware used to 
support the telecommunications capabilities of 


*** *** Accept *** *** *** *** *** *** *** *** 
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the system, if applicable. 


2.4.1 System Hardware Characteristics                         


  The vendor shall provide a detailed discussion 
of the characteristics of the system, indicating 
how the hardware meets individual 
requirements defined in Volume I, Sections 3, 
4, 5, and 6 of the standards and include: 


*** *** Accept *** *** *** *** *** *** *** *** 


 


a. Performance Characteristics: This 


discussion addresses basic system 
performance attributes and operational 
scenarios that describe the manner in which 
system functions are invoked, describes 
environmental capabilities, describes life 
expectancy, and describes any other essential 
aspects of system performance 


*** *** Accept *** *** *** *** *** *** *** *** 


 


b. Physical Characteristics: This discussion 


addresses suitability for intended use, 
requirements for transportation and storage, 
health and safety criteria, security criteria, and 
vulnerability to adverse environmental factors 


*** *** Accept *** *** *** *** *** *** *** *** 


 


c. Reliability: This discussion addresses system 


and component reliability stated in terms of the 
systems operating functions, and identification 
of items that require special handling or 
operation to sustain system reliability 


*** *** Accept *** *** *** *** *** *** *** *** 


 


d. Maintainability: The discussion addresses 


maintainability. Maintainability represents the 
ease with which maintenance actions can be 
performed based on the design characteristics 
of equipment and software and the processes 
the vendor and election officials have in place 
for preventing failures and for reacting to 
failures. Maintainability includes the ability of 
equipment and software to self-diagnose 
problems and to make non-technical election 
workers aware of a problem. Maintainability 
also addresses a range of scheduled and 
unscheduled events 


*** *** Accept *** *** *** *** *** *** *** *** 


 


e. Environmental Conditions: This discussion 


addresses the ability of the system to 
withstand natural environments, and 
operational constraints in normal and test 
environments, including all requirements and 
restrictions regarding electrical service, 
telecommunications services, environmental 


*** *** Accept *** *** *** *** *** *** *** *** 


 







EAC Certification #-pending 


Page 16 of 38            (V)2010-08Sep-001(A) 


VSS 
Vol 2 


Testing Requirement -  Section 2 Technical 
Data Package Summary 


2.2 2.3 2.4 2.5 2.6 2.7 2.8 2.9 2.10 2.11 2.12 Disc 
# 


protection, and any additional facilities or 
resources required to install and operate the 
system 


2.4.2 Design and Construction                        


  The vendor shall provide sufficient data, or 
references to data, to identify unequivocally 
the details of the system configuration 
submitted for testing. 


*** *** Accept *** *** *** *** *** *** *** *** 


 


  The vendor shall provided a list of materials 
and components used in the system, a 
description of their assembly into major 
system components and the system as a 
whole. Paragraphs and diagrams shall be 
provided that describe: 


*** *** Accept *** *** *** *** *** *** *** *** 


#74 


a. Materials, processes, and parts used in the 
system, their assembly, and the configuration 
control measures to ensure compliance with 
the system specification 


*** *** Accept *** *** *** *** *** *** *** *** 


 


b. The electromagnetic environment generated 
by the system 


*** *** Accept *** *** *** *** *** *** *** *** 
 


c. Operator and voter safety considerations, and 
any constraints on system operations or the 
use environment  


*** *** Accept *** *** *** *** *** *** *** *** 
 


d. Human engineering considerations, including 
provisions for access by disabled voters 


*** *** Accept *** *** *** *** *** *** *** *** 
 


2.5 Software Design and Specification                        


  The vendor shall expand on the system 
overview by providing detailed specifications 
of the software components of the system, 
including software used to support the 
telecommunications capabilities of the system, 
if applicable. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.1 Purpose and Scope                        


  The vendor shall describe the function or 
functions that are performed by the software 
programs that comprise the system, including 
software used to support the 
telecommunications capabilities of the system, 
if applicable. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.2 Applicable Documents                        


  The vendor has listed all documents 
controlling the development of the software 
and its specifications. Documents shall be 
listed in order of precedence. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.3 Software Overview                        
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The vendor shall provide an overview of the 
software that includes the following items:  


a. A description of the software system concept, 
including specific software design objectives, 
and the logic structure and algorithms used to 
accomplish these objectives 


*** *** *** Accept *** *** *** *** *** *** *** 


 


b. The general design, operational 
considerations, and constraints influencing the 
design of the software 


*** *** *** Accept *** *** *** *** *** *** *** 
 


c. 
1) 
2) 
3) 


Identification of all software items, indicating 
items that were: 
- Written in-house 
-  Procured and not modified 
- Procured and modified, including 
descriptions of the modifications to the 
software and to the default configuration 
options 


*** *** *** Accept *** *** *** *** *** *** *** 


 


d. 
1) 
2) 
3) 
4) 
 
5) 


Additional information for each item that 
includes: 
- Item identification 
- General description 
- Software requirements performed by the item 
- Identification of interfaces with other items 
that provide data to, or receive data from, the 
item 
- Concept of execution for the item 


*** *** *** Accept *** *** *** *** *** *** *** 


#54 


  The vendor shall also include  a certification 
that procured software items were obtained 
directly from the manufacturer or a licensed 
dealer or distributor. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.4 Software Standards and Conventions                        


  The vendor shall provide information that can 
be used by an accredited test lab or state 
certification board to support software analysis 
and test design. The information addresses 
standards and conventions developed 
internally by the vendor as well as published 
industry standards applied by the vendor. The 
vendor shall provide information addressing 
standards and conventions for: 


*** *** *** Accept *** *** *** *** *** *** *** 


 


a. Software system development methodology *** *** *** Accept *** *** *** *** *** *** ***  


b. Software design standards, including internal 
vendor procedures 


*** *** *** Accept *** *** *** *** *** *** *** 
 


c. Software specification standards, including 
internal vendor procedures 


*** *** *** Accept *** *** *** *** *** *** *** 
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d. Software coding standards, including internal 
vendor procedures 


*** *** *** Accept *** *** *** *** *** *** *** 
 


e. Testing and verification standards, including 
internal vendor procedures, that can assist in 
determining the program's correctness and 
ACCEPT/REJECT criteria 


*** *** *** Accept *** *** *** *** *** *** *** 


 


f. Quality assurance standards or other 
documents that can be used to examine and 
test the software. These documents include 
standards for program flow and control charts, 
program documentation, test planning, and for 
test data acquisition and reporting 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.5 Software Operating Environment                        


  This section shall describe or makes reference 
to all operating environment factors that 
influence the software design. 


*** *** *** Accept *** *** *** *** *** *** *** 
 


2.5.5.1 Hardware Environment and Constraints 


The vendor shall identify and describe the 
hardware characteristics that influence the 
design of the software, such as 


                      


 


a. The logic and arithmetic capability of the 
processor 


*** *** *** Accept *** *** *** *** *** *** *** 
 


b. Memory read-write characteristics *** *** *** Accept *** *** *** *** *** *** ***  


c. External memory device characteristics *** *** *** Accept *** *** *** *** *** *** ***  


d. Peripheral device interface hardware *** *** *** Accept *** *** *** *** *** *** ***  


e. Data input/output device protocols *** *** *** Accept *** *** *** *** *** *** ***  


f.   Operator controls, indicators, and displays *** *** *** Accept *** *** *** *** *** *** ***  


2.5.5.2 Software Environment                        


  The vendor shall identify the compilers or 
assemblers used in the generation of 
executable code, and described the operating 
system or system monitor. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.6 Software Functional Specification                        


  The vendor shall provide a description of the 
operating modes of the system and of 
software capabilities to perform specific 
functions. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.6.1 Configurations and Operating Modes                        


  The vendor shall describe all software 
configurations and operating modes of the 
system, such as ballot preparation, election 
programming, preparation for opening the 
polling place, recording votes and/or counting 
ballots, closing the polling place, and 
generating reports. For each software function 


*** *** *** Accept *** *** *** *** *** *** *** 
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or operating mode, the vendor shall provide: 


a. A definition of the inputs to the function or 
mode (with characteristics, tolerances or 
acceptable ranges, as applicable) 


*** *** *** Accept *** *** *** *** *** *** *** 
#55 


b. An explanation of how the inputs are 
processed 


*** *** *** Accept *** *** *** *** *** *** *** 
 


c. A definition of the outputs produced (again, 
with characteristics, tolerances, or acceptable 
ranges as applicable). 


*** *** *** Accept *** *** *** *** *** *** *** 
#56 


2.5.6.2 Software Functions 
The vendor shall describe the software's 
capabilities or methods for detecting or 
handling 


                      


 


a. Exception conditions *** *** *** Accept *** *** *** *** *** *** ***  


b. system failures *** *** *** Accept *** *** *** *** *** *** ***  


c. Data input/output errors *** *** *** Accept *** *** *** *** *** *** ***  


d. Error logging for audit record generation *** *** *** Accept *** *** *** *** *** *** ***  


e. Production of statistical ballot data *** *** *** Accept *** *** *** *** *** *** ***  


f. Data quality assessment *** *** *** Accept *** *** *** *** *** *** ***  


g. Security monitoring and control. *** *** *** Accept *** *** *** *** *** *** ***  


2.5.7 Programming Specifications                        


  The vendor shall provide in this section an 
overview of the software design, its structure, 
and implementation algorithms and detailed 
specifications for individual software modules. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.7.1 Programming Specifications Overview                        


  The overview shall include such items as 
flowcharts, HIPOs, data flow diagrams, and 
other graphical techniques that facilitate 
understanding of the programming 
specifications. This section shall be prepared 
to facilitate understanding of the internal 
functioning of the individual software modules. 
Implementation of the functions shall be 
described in terms of the software 
architecture, algorithms, and data structures. 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.7.2 Programming Specifications Details 


The programming specifications shall describe 
individual software modules and their 
component units, if applicable and for each 
module and unit, the vendor shall provide: 


                      


 


a. Module and unit design decisions, if any, such 
as algorithms used 


*** *** *** Accept *** *** *** *** *** *** *** 
 


b. Any constraints, limitations, or unusual *** *** *** Accept *** *** *** *** *** *** ***  
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features in the design of the software module 
or unit 


c. The programming language to be used and 
rationale for its use if other than the specified 
module or unit language 


*** *** *** Accept *** *** *** *** *** *** *** 
 


d. If the software module or unit consists of or 
contains procedural commands, (such as 
menu selections in a database management 
system (DBMS) for defining forms and reports, 
on-line DBMS queries for database access 
and manipulation, input to a graphical user 
interface (GUI) builder for automated code 
generation, commands to the operating 
system, or shell scripts)  a list of the 
procedural commands and reference to user 
manuals or other documents that explain them 


*** *** *** Accept *** *** *** *** *** *** *** 


 


e. If the software module or unit contains, 
receives, or outputs data, a description of its 
inputs, outputs, and other data elements as 
applicable. (Section 2.5.9 describes the 
requirements for documenting system 
interfaces.) Data local to the software module 
or unit shall be described separately from data 
input to or output from the software module or 
unit\ 


*** *** *** Accept *** *** *** *** *** *** *** 


 


f. If the software module or unit contains logic, 
verify the logic to be used by the software unit, 
including, as applicable: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.1 Conditions in effect within the software module 
or unit when its execution is initiated 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.2 Conditions under which control is passed to 
other software modules or units 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.3 Response and response time to each input, 
including data conversion, renaming, and data 
transfer operation 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.4 Sequence of operations and dynamically 
controlled sequencing during the software 
module’s or unit’s operation, including: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.4.i The method for sequence control *** *** *** Accept *** *** *** *** *** *** ***  


f.4.ii The logic and input conditions of that method, 
such as timing variations, priority assignments 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f.4.iii Data transfer in and out of memory *** *** *** Accept *** *** *** *** *** *** ***  


f.4.iv The sensing of discrete input signals, and 
timing relationships between interrupt 
operations within the software module or unit 


*** *** *** Accept *** *** *** *** *** *** *** 
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f.5 Exception and error handling *** *** *** Accept *** *** *** *** *** *** ***  


g. If the software module is a database, the 
vendor provides the information described in 
subsection 2.5.8. 


*** *** *** Accept *** *** *** *** *** *** *** 
 


2.5.8 System Database                        


  The vendor shall identify and provide a 
diagram and narrative description of the 
system’s databases, and any external files 
used for data input or output. The information 
provided shall include for each database or 
external file: 


*** *** *** Accept *** *** *** *** *** *** *** 


 


a The number of levels of design and the names 
of those levels (such as conceptual, internal, 
logical, and physical) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


b. Design conventions and standards (which may 
be incorporated by references) needed to 
understand the design 


*** *** *** Accept *** *** *** *** *** *** *** 
 


c. Identification and description of all database 
entities and how they are implemented 
physically (e.g., tables, files) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


d. Entity relationship diagram and description of 
relationships 


*** *** *** Accept *** *** *** *** *** *** *** 
 


e. Details of table, record or file contents (as 
applicable) to include individual data elements 
and their specifications, including: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


1)  Names/identifiers *** *** *** Accept *** *** *** *** *** *** ***  


2) Data type (alphanumeric, integer, etc.) *** *** *** Accept *** *** *** *** *** *** ***  


3)  Size and format (such as length and 
punctuation of a character string) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


4) Units of measurement (such as meters, 
dollars, nanoseconds) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


5) Range or enumeration of possible values 
(such as 0-99) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


6) Accuracy (how correct) and precision (number 
of significant digits) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


7) Priority, timing, frequency, volume, 
sequencing, and other constraints, such as 
whether the data element may be updated and 
whether business rules apply 


*** *** *** Accept *** *** *** *** *** *** *** 


 


8) Security and privacy constraints *** *** *** Accept *** *** *** *** *** *** ***  


9) Sources (setting/sending entities) and 
recipients (using/receiving entities). 


*** *** *** Accept *** *** *** *** *** *** *** 
 


f. For external files, a description of the 
procedures for file maintenance, management 


*** *** *** Accept *** *** *** *** *** *** *** 
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of access privileges, and security. 


2.5.9 Interfaces                        


  The vendor shall identify and provides a 
complete description of all internal and 
external interfaces, using a combination of text 
and diagrams 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.9.1 Interface Identification 


For each interface identified in the system 
overview, the vendor shall: 


                      
 


a. Provide a unique identifier assigned to the 
interface 


*** *** *** Accept *** *** *** *** *** *** *** 
 


b. Identify the interfacing entities (systems, 
configuration items, users, etc.) by name, 
number, version, and documentation 
references, as applicable 


*** *** *** Accept *** *** *** *** *** *** *** 


 


c. Identify which entities have fixed interface 
characteristics (and therefore impose interface 
requirements on interfacing entities) and which 
are being developed or modified (thus having 
interface requirements imposed on them). 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.9.2 Interface Description 


For each interface identified in the system 
overview, the vendor shall provide information 
that describes: 


                      


 


a. The type of interface (such as real-time data 
transfer, storage-and-retrieval of data, etc.) to 
be implemented 


*** *** *** Accept *** *** *** *** *** *** *** 
 


b. Characteristics of individual data elements that 
the interfacing entity(ies) will provide, store, 
send, access, receive, etc., such as: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


1) Names/identifiers *** *** *** Accept *** *** *** *** *** *** ***  


2) Data type (alphanumeric, integer, etc.) *** *** *** Accept *** *** *** *** *** *** ***  


3) Size and format (such as length and 
punctuation of a character string) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


4) Units of measurement (such as meters, 
dollars, nanoseconds) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


5) Range or enumeration of possible values 
(such as 0-99) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


6) Accuracy (how correct) and precision (number 
of significant digits) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


7) Priority, timing, frequency, volume, 
sequencing, and other constraints, such as 
whether the data element may be updated and 
whether business rules apply 


*** *** *** Accept *** *** *** *** *** *** *** 


 


8) Security and privacy constraints and *** *** *** Accept *** *** *** *** *** *** ***  
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9) Sources (setting/sending entities) and 
recipients (using/receiving entities) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


c. Characteristics of communication methods 
that the interfacing entity(ies) will use for the 
interface, such as: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


1) Communication links/bands/frequencies/media 
and their characteristics 


*** *** *** Accept *** *** *** *** *** *** *** 
 


2) Message formatting *** *** *** Accept *** *** *** *** *** *** ***  


3) Flow control (such as sequence numbering 
and buffer allocation) 


*** *** *** Accept *** *** *** *** *** *** *** 
 


4) Data transfer rate, whether periodic/aperiodic, 
and interval between transfers 


*** *** *** Accept *** *** *** *** *** *** *** 
 


5) Routing, addressing, and naming conventions *** *** *** Accept *** *** *** *** *** *** ***  


6) Transmission services, including priority and 
grade and 


*** *** *** Accept *** *** *** *** *** *** *** 
 


7) Safety/security/privacy considerations, such 
as encryption, user authentication, 
compartmentalization, and auditing 


*** *** *** Accept *** *** *** *** *** *** *** 
 


d. Characteristics of protocols the interfacing 
entity(ies) will use for the interface, such as: 


*** *** *** Accept *** *** *** *** *** *** *** 
 


1) Priority/layer of the protocol *** *** *** Accept *** *** *** *** *** *** ***  


2) Packeting, including fragmentation and 
reassembly, routing, and addressing 


*** *** *** Accept *** *** *** *** *** *** *** 
 


3) Legality checks, error control, and recovery 
procedures 


*** *** *** Accept *** *** *** *** *** *** *** 
 


4) Synchronization, including connection 
establishment, maintenance, termination  


*** *** *** Accept *** *** *** *** *** *** *** 
 


5) Status, identification, and any other reporting 
features  


*** *** *** Accept *** *** *** *** *** *** *** 
 


e. Other characteristics, such as physical 
compatibility of the interfacing entity(ies) 
(dimensions, tolerances, loads, voltages, plug 
compatibility, etc.). 


*** *** *** Accept *** *** *** *** *** *** *** 


 


2.5.10 Appendices 


The vendor may provide descriptive material 
and data supplementing the various sections 
of the body of the Software Specifications. The 
content and arrangement of appendices shall 
be at the discretion of the vendor. Topics 
recommended for amplification or treatment in 
appendix form include: 
Glossary: A listing and brief definition of all 
software module names and variable names, 
with reference to their locations in the software 
structure. Abbreviations, acronyms, and terms 
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should be included, if they are either 
uncommon in data processing and software 
development or are used in an unorthodox 
semantic  
References: A list of references to all related 
vendor documents, data, standards, and 
technical sources used in software 
development and testing 
Program Analysis: The results of software 
configuration analysis algorithm analysis and 
selection, timing studies, and hardware 
interface studies that are reflected in the final 
software design and coding 


2.6 System Security Specification                        


  The vendor shall submit a system security 
specification that addresses the security 
requirements of Volume I, Section  6, and 
describes the level of security provided by the 
system in terms of the specific security risks 
addressed by the system, the means by which 
each risk is addressed, the process used to 
test and verify the effective operation of 
security capabilities and, for systems that use 
public telecommunications networks as 
defined in Volume I, Section  5, the means 
used to keep the security capabilities of the 
system current to respond to the evolving 
threats against these systems. 


*** *** *** *** Accept *** *** *** *** *** *** 


#49 


2.6.1 Access Control Policy                        


  The vendor shall specify the features and 
capabilities of the access control policy 
recommended to purchasing jurisdictions to 
provide effective voting system security to 
meet the specific requirements of Volume I, 
Section  6.2.1. The access control policy shall 
address the general features and capabilities 
and individual access privileges indicated in 
Volume I, Section  6.2.1. 


*** *** *** *** Accept *** *** *** *** *** *** 


 


2.6.2 Access Control Measures                        


  The vendor shall provide a detailed description 
of all system access control measures and 
mandatory procedures designed to permit 
access to system states in accordance with 
the access policy, and to prevent all other 
types of access to meet the specific 


*** *** *** *** Accept *** *** *** *** *** *** 


#48 
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requirements of Volume I, Section 6.2.2. 


  The vendor shall also define and provide a 
detailed description of the methods used to 
preclude unauthorized access to the access 
control capabilities of the system itself. 


*** *** *** *** Accept *** *** *** *** *** *** 


 


2.6.3 Equipment and Data Security                        


  The vendor shall provide a detailed description 
of system capabilities and mandatory 
procedures for purchasing jurisdictions to 
prevent disruption of the voting process and 
corruption of voting data to meet the specific 
requirements of Volume I, Section 6.3 of the 
Standards. This information shall address 
measures for polling place security and central 
count location security. 


*** *** *** *** Accept *** *** *** *** *** *** 


 


2.6.4 Software Installation                        


  The vendor shall provide a detailed description 
of the system capabilities and mandatory 
procedures for purchasing jurisdictions to 
ensure secure software (including firmware) 
installation to meet the specific requirements 
of Volume I, Section 6.4 of the Standards. This 
information shall address software installation 
for all system components. 


*** *** *** *** Accept *** *** *** *** *** *** 


#50 
#51 
#77 


2.6.5 Telecommunications and Data 
Transmission Security 


                      
 


  The vendor shall provide a detailed description 
of the system capabilities and mandatory 
procedures for purchasing jurisdictions to 
ensure secure data transmission to meet the 
specific requirements of Volume I, Section  
6.5: 


*** *** *** *** Accept *** *** *** *** *** *** 


#52 
#53 
#58 


a. For all systems, this information shall address 
access control, and prevention of data 
interception 


*** *** *** *** Accept *** *** *** *** *** *** 
 


b. For systems that use public communications 
networks as defined in Volume I, Section 5, 
this information shall also include: 


*** *** *** *** Accept *** *** *** *** *** *** 
 


1) Capabilities used to provide protection against 
threats to third party products and services 


*** *** *** *** Accept *** *** *** *** *** *** 
 


2) Policies and processes used by the vendor to 
ensure that such protection is updated to 
remain effective over time  


*** *** *** *** Accept *** *** *** *** *** *** 
 


3) Policies and procedures used by the vendor to 
ensure that current versions of such 


*** *** *** *** Accept *** *** *** *** *** *** 
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capabilities are distributed to user jurisdictions 
and are installed effectively by the jurisdiction 


4) A detailed description of the system 
capabilities and procedures to be employed by 
the jurisdiction to diagnose the occurrence of a 
denial of service attack, to use an alternate 
method of voting, to determine when it is 
appropriate to resume voting over the network, 
and to consolidate votes cast using the 
alternate method 


*** *** *** *** Accept *** *** *** *** *** *** 


 


5) A detailed description of all activities to be 
performed in setting up the system for 
operation that are mandatory to ensure 
effective system security, including testing of 
security before an election and 


*** *** *** *** Accept *** *** *** *** *** *** 


 


6) A detailed description of all activities that 
should be prohibited during system setup and 
during the timeframe for voting operations, 
including both the hours when polls are open 
and when polls are closed. 


*** *** *** *** Accept *** *** *** *** *** *** 


 


2.6.6 Other Elements of an Effective Security 
Program 


                      
 


  The vendor shall provide a detailed description 
of additional procedures required for use by 
the purchasing jurisdiction including: 


*** *** *** *** Accept *** *** *** *** *** *** 
 


a. Administrative and management controls for 
the voting system and election management, 
including access controls 


*** *** *** *** Accept *** *** *** *** *** *** 
 


b. Internal security procedures, including 
operating procedures for maintaining the 
security of the software for each system 
function and operating mode 


*** *** *** *** Accept *** *** *** *** *** *** 


 


c. Adherence to, and enforcement of, operational 
procedures (e.g., effective password 
management) 


*** *** *** *** Accept *** *** *** *** *** *** 
 


d. Physical facilities and arrangements *** *** *** *** Accept *** *** *** *** *** ***  


e. Organizational responsibilities and personnel 
screening. 


*** *** *** *** Accept *** *** *** *** *** *** 
 


2.7 System Test and Verification Specification 
The vendor shall provide test and verification 
specifications for:  


                      
 


a. Development test specifications *** *** *** *** *** Accept *** *** *** *** ***  


b. Qualification test specifications. *** *** *** *** *** Accept *** *** *** *** ***  


2.7.1 Development Test Specifications                        


  The vendor shall describe the plans, *** *** *** *** *** Accept *** *** *** *** ***  
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procedures, and data used during software 
development and system integration to verify 
system logic correctness, data quality, and 
security. This description shall include: 


a. Test identification and design, including: *** *** *** *** *** Accept *** *** *** *** ***  


1) Test structure *** *** *** *** *** Accept *** *** *** *** ***  


2) Test sequence or progression *** *** *** *** *** Accept *** *** *** *** ***  


3) Test conditions *** *** *** *** *** Accept *** *** *** *** ***  


b. Standard test procedures, including any 
assumptions or constraints 


*** *** *** *** *** Accept *** *** *** *** *** 
 


c. Special purpose test procedures including any 
assumptions or constraints 


*** *** *** *** *** Accept *** *** *** *** *** 
 


d. Test data, test data source, whether it is real 
or simulated, and control of  test data 


*** *** *** *** *** Accept *** *** *** *** *** 
 


e. Expected test results *** *** *** *** *** Accept *** *** *** *** ***  


f. Criteria for evaluating test results. *** *** *** *** *** Accept *** *** *** *** ***  


2.7.2 Qualification Test Specifications                        


  The vendor shall provide specifications for 
verification and validation of overall software 
performance. The specifications shall cover: 


*** *** *** *** *** Accept *** *** *** *** *** 
 


a Control and data input/output *** *** *** *** *** Accept *** *** *** *** ***  


b. Acceptance criteria *** *** *** *** *** Accept *** *** *** *** ***  


c. Processing accuracy *** *** *** *** *** Accept *** *** *** *** ***  


d. Data quality assessment and maintenance *** *** *** *** *** Accept *** *** *** *** ***  


e. Ballot interpretation logic *** *** *** *** *** Accept *** *** *** *** ***  


f. Exception handling *** *** *** *** *** Accept *** *** *** *** ***  


g. Security *** *** *** *** *** Accept *** *** *** *** ***  


h. Production of audit trails and statistical data. *** *** *** *** *** Accept *** *** *** *** ***  


  The specifications shall  identify procedures 
for assessing and demonstrating the suitability 
of the software for elections use.  


*** *** *** *** *** Accept *** *** *** *** *** 
 


2.8 System Operations Procedures                        


  This documentation shall provide all 
information necessary for system use by all 
personnel who support pre-election and 
election preparation, polling place activities 
and central counting activities, as applicable, 
with regard to all system functions and 
operations identified in Section 2.3 above.  
The nature of instructions for operating 
personnel will depend upon the overall system 
design and required skill level of system 
operations support personnel. 


*** *** *** *** *** *** Accept *** *** *** *** 


 


  The system operations procedures shall *** *** *** *** *** *** Accept *** *** *** ***  
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contain all information that is required for the 
preparation of detailed system operating 
procedures, and for operator training, as 
described below: 


2.8.1 Introduction                        


  The vendor shall provide a summary of 
system operating functions and modes, in 
sufficient detail to permit understanding of the 
system's capabilities and constraints. The 
roles of operating personnel shall be identified 
and related to the operating modes of the 
system. Decision criteria and conditional 
operator functions (such as error and failure 
recovery actions) shall be described. 


*** *** *** *** *** *** Accept *** *** *** *** 


 


  The vendor shall also list all reference and 
supporting documents pertaining to the use of 
the system during elections operations. 


*** *** *** *** *** *** Accept *** *** *** *** 
 


2.8.2 Operational Environment                        


  The vendor shall describe the system 
environment, and the interface between the 
user or operator and the system. 


*** *** *** *** *** *** Accept *** *** *** *** 
 


a. The vendor shall identify all facilities, 
furnishings, fixtures, and utilities that will be 
required, including equipment that operates at 
the: 
Polling place 


*** *** *** *** *** *** Accept *** *** *** *** 


 


b. Central count facility *** *** *** *** *** *** Accept *** *** *** ***  


c. Other locations *** *** *** *** *** *** Accept *** *** *** ***  


2.8.3 System Installation and Test Specification                        


  The vendor shall provide specifications for 
validation of system installation, acceptance, 
and readiness. These specifications address 
all components of the system, all locations of 
installation (e.g., polling place central count 
facility), and all elements of system 
functionality and operations identified in 
Section 2.3 above, including: 


*** *** *** *** *** *** Accept *** *** *** *** 


 


a. Pre-voting functions *** *** *** *** *** *** Accept *** *** *** ***  


b. Voting functions *** *** *** *** *** *** Accept *** *** *** ***  


c. Post-voting functions *** *** *** *** *** *** Accept *** *** *** ***  


d. General capabilities *** *** *** *** *** *** Accept *** *** *** ***  


2.8.4 Operational Features 


The vendor shall provide the documentation of 
system operating features that meets the 
following requirements: 
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a. A detailed description of all input, output, 
control, and display features accessible to the 
operator or voter 


*** *** *** *** *** *** Accept *** *** *** *** 
 


b. Examples of simulated interactions in order to 
facilitate understanding of the system and its 
capabilities 


*** *** *** *** *** *** Accept *** *** *** *** 
 


c. Sample data formats and output reports *** *** *** *** *** *** Accept *** *** *** ***  


d. Illustrate and describe all status indicators and 
information messages. 


*** *** *** *** *** *** Accept *** *** *** *** 
 


2.8.5 Operating Procedures 


The vendor shall provide the documentation of 
system operating procedures that meets the 
following requirements: 


                      


 


a. Provides a detailed description of procedures 
required to initiate, control, and verify proper 
system operation 


*** *** *** *** *** *** Accept *** *** *** *** 
 


b. Provides procedures that clearly enable the 
operator to assess the correct flow of system 
functions (as evidenced by system-generated 
status and information messages) 


*** *** *** *** *** *** Accept *** *** *** *** 


 


c. Provides procedures that clearly enable the 
operator to intervene the system operations to 
recover from an abnormal system state 


*** *** *** *** *** *** Accept *** *** *** *** 
 


d. Defines and illustrates the procedures and 
system prompts for situations where operator 
intervention is required to load, initialize, and 
start the system 


*** *** *** *** *** *** Accept *** *** *** *** 


 


e. Defines and illustrates procedures to enable 
and control the external interface to the 
system operating environment if supporting 
hardware and software are involved (such 
information shall be provided for the 
interaction of the system with other data 
processing systems or data interchange 
protocols as well) 


*** *** *** *** *** *** Accept *** *** *** *** 


 


f. Provides administrative procedures and off-
line operator duties (if any) if they relate to the 
initiation or termination of system operations, 
to the assessment of system status, or to the 
development of an audit trail 


*** *** *** *** *** *** Accept *** *** *** *** 


 


g. Supports successful ballot and program 
installation and control by election officials, 
provide a detailed work plan or other form of 
documentation providing a schedule and steps 
for the software and ballot installation, which 


*** *** *** *** *** *** Accept *** *** *** *** 
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includes a table outlining the key dates, events 
and deliverables 


h. Supports diagnostic testing, specify diagnostic 
tests that may be employed to identify 
problems in the system verify the correction of 
maintenance problems and isolate and 
diagnose faults from various systems states. 


*** *** *** *** *** *** Accept *** *** *** *** 


 


2.8.6 Operations Support 


The vendor shall provide the documentation of 
system operating procedures that meets the 
following requirements: 


                      


 


a. Defines the procedures required to support 
system acquisition, installation, and readiness 
testing. These procedures may be provided by 
reference, if they are contained either in the 
system hardware specifications, or in other 
vendor documentation 


*** *** *** *** *** *** Accept *** *** *** *** 


 


b. Describes procedures for providing technical 
support, system maintenance and correction 
of defects, and for incorporating hardware 
upgrades and new software releases. 


*** *** *** *** *** *** Accept *** *** *** *** 


 


2.8.7 Appendices 


The vendor may provide descriptive material 
and data supplementing the various sections 
of the body of the System Operations Manual. 
The content and arrangement of appendices 
shall be at the discretion of the vendor. Topics 
recommended for amplification or treatment in 
appendix form include: 
Glossary: A listing and brief definition of all 
terms that may be unfamiliar to persons not 
trained in either voting systems or computer 
operations.  
References: A list of references to all vendor 
documents and to other sources related to the 
operation of the system 
Detailed Examples: Detailed scenarios that 
outline correct system responses to faulty 
operator input; Alternative procedures may be 
specified depending on the system state 
Manufacturer's Recommended Security 
Procedures: This appendix shall contain the 
security procedures that are to be executed by 
the system operator. 


                      


 


2.9 System Maintenance Procedures                        
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  The system maintenance procedures shall 
provide information in sufficient detail to 
support election workers, information systems 
personnel, or maintenance personnel in the 
adjustment or removal and replacement of 
components or modules in the field. Technical 
documentation needed solely to support the 
repair of defective components or modules 
ordinarily done by the manufacturer or 
software developer is not required. 


*** *** *** *** *** *** *** Accept *** *** *** 


 


  Recommended service actions to correct 
malfunctions or problems shall be discussed , 
along with personnel and expertise required to 
repair and maintain the system; and  
equipment, materials, and facilities needed for 
proper maintenance.  This manual shall 
include the sections listed below. 


*** *** *** *** *** *** *** Accept *** *** *** 


 


2.9.1 Introduction                        


  The vendor shall describe the structure and 
function of the equipment (and related 
software) for election preparation, 
programming, vote recording, tabulation, and 
reporting in sufficient detail to provide an 
overview of the system for maintenance, and 
for identification of faulty hardware or 
software. The description includes a concept 
of operations that fully describes such items 
as: 


*** *** *** *** *** *** *** Accept *** *** *** 


 


a The electrical and mechanical functions of the 
equipment 


*** *** *** *** *** *** *** Accept *** *** *** 
 


b. How the processes of ballot handling and 
reading are performed (paper-based systems) 


*** *** *** *** *** *** *** Accept *** *** *** 
 


c. How vote selection and casting of the ballot 
(DRE systems) 


*** *** *** *** *** *** *** Accept *** *** *** 
 


d. How transmission of data over a network 
(DRE systems, where applicable) 


*** *** *** *** *** *** *** Accept *** *** *** 
 


e. How data handling in the processor and 
memory units 


*** *** *** *** *** *** *** Accept *** *** *** 
 


f. How data outputs are initiated and controlled *** *** *** *** *** *** *** Accept *** *** ***  


g. How power is converted or conditioned *** *** *** *** *** *** *** Accept *** *** ***  


h. How test and diagnostic information is 
acquired and used 


*** *** *** *** *** *** *** Accept *** *** *** 
 


2.9.2 Maintenance Procedures                        


  The vendor shall describe preventative and 
corrective, maintenance procedures for 


*** *** *** *** *** *** *** Accept *** *** *** 
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hardware and software. 


2.9.2.1 Preventative Maintenance Procedures 


The vendor shall identify and describe: 
                      


 


a. All required and recommended preventive 
maintenance tasks, including software tasks 
such as software backup, database 
performance analysis, and database tuning 


*** *** *** *** *** *** *** Accept *** *** *** 


 


b. Number and skill levels of personnel required 
for each task 


*** *** *** *** *** *** *** Accept *** *** *** 
 


c. Parts, supplies, special maintenance 
equipment, software tools, or other resources 
needed for maintenance 


*** *** *** *** *** *** *** Accept *** *** *** 
#74 


d. Any maintenance tasks that must be 
coordinated with the vendor or a third party 
(such as coordination that may be needed for 
off-the-shelf items used in the system). 


*** *** *** *** *** *** *** Accept *** *** *** 


 


2.9.2.2 Corrective Maintenance Procedures                        


  The vendor shall provide fault detection, fault 
isolation, correction procedures, and logic 
diagrams for all operational abnormalities 
identified by design analysis and operating 
experience. 


*** *** *** *** *** *** *** Accept *** *** *** 


 


  The vendor shall identify specific procedures 
to be used in diagnosing and correcting 
problems in the system hardware (or user-
controlled software).  Descriptions shall 
include: 


*** *** *** *** *** *** *** Accept *** *** *** 


 


a Steps to replace failed or deficient equipment *** *** *** *** *** *** *** Accept *** *** ***  


b. Steps to correct deficiencies or faulty 
operations in software 


*** *** *** *** *** *** *** Accept *** *** *** 
 


c. Modifications that are necessary to coordinate 
any modified or upgraded software with other 
software modules 


*** *** *** *** *** *** *** Accept *** *** *** 
 


d. The number and skill levels of personnel 
needed to accomplish each procedure 


*** *** *** *** *** *** *** Accept *** *** *** 
 


e. Special maintenance equipment, parts, 
supplies, or other resources needed to 
accomplish each procedure 


*** *** *** *** *** *** *** Accept *** *** *** 
 


f. Any coordination required with the vendor, or 
other party for off the shelf items. 


*** *** *** *** *** *** *** Accept *** *** *** 
 


2.9.3 Maintenance Equipment                        


  The vendor shall identify and describe any 
special purpose tests or maintenance 
equipment recommended for fault isolation 
and diagnostic purposes. 


*** *** *** *** *** *** *** Accept *** *** *** 
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2.9.4 Parts and Materials                        


  The vendor shall provide detailed 
documentation of parts and materials needed 
to operate and maintain the system. Additional 
requirements apply for paper based systems. 


*** *** *** *** *** *** *** Accept *** *** *** 


 


2.9.4.1 Common Standards                        


  The vendor shall provide a complete list of 
approved parts and materials needed for 
maintenance. This list shall contain sufficient 
descriptive information to identify all parts by: 


*** *** *** *** *** *** *** Accept *** *** *** 


 


a Type *** *** *** *** *** *** *** Accept *** *** ***  


b. Size *** *** *** *** *** *** *** Accept *** *** ***  


c. Value or range *** *** *** *** *** *** *** Accept *** *** ***  


d. Manufacturer's designation *** *** *** *** *** *** *** Accept *** *** ***  


e. Individual quantities needed *** *** *** *** *** *** *** Accept *** *** ***  


f. Source from which they may be obtained *** *** *** *** *** *** *** Accept *** *** ***  


2.9.4.2 Paper-Based Systems                        


  For marking devices manufactured by multiple 
external sources, the vendor shall provide a 
listing of sources and model numbers that are 
compatible with the system. 


*** *** *** *** *** *** *** Accept *** *** *** 


 


  The TDP shall specify  the required paper 
stock, size, shape, opacity, color, watermarks, 
field layout, orientation, size and style of 
printing, size and location of punch or mark 
fields used for vote response fields and to 
identify unique ballot formats, placement of 
alignment marks, ink for printing, and folding 
and bleed-through limitations for preparation 
of ballots that are compatible with the system 


*** *** *** *** *** *** *** Accept *** *** *** 


 


2.9.5 Maintenance Facilities and Support                        


  The vendor shall identify all facilities, 
furnishings, fixtures, and utilities that will be 
required for equipment maintenance. In 
addition, vendors shall specify the 
assumptions made with regard to any 
parameters that impact the mean time to 
repair.  


*** *** *** *** *** *** *** Accept *** *** *** 


 


a. Recommended number and locations of spare 
devices or components to be kept on hand for 
repair purposes during periods of system 
operation 


*** *** *** *** *** *** *** Accept *** *** *** 


 


b. Recommended number and locations of 
qualified maintenance personnel who need to 
be available to support repair calls during 


*** *** *** *** *** *** *** Accept *** *** *** 
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system operation 


c. Organizational affiliation (i.e., jurisdiction, 
vendor) of qualified maintenance personnel. 


*** *** *** *** *** *** *** Accept *** *** *** 
 


2.9.6 Appendices 


The vendor may provide descriptive material 
and data supplementing the various sections 
of the body of the System Maintenance 
Manual.   The content and arrangement of 
appendices shall be at the discretion of the 
vendor. Topics recommended for amplification 
or treatment in appendices include: 
Glossary: A listing and brief definition of all 
terms that may be unfamiliar to persons not 
trained in either voting systems or computer 
maintenance.  
References: A list of references to all vendor 
documents and to other sources related to the 
maintenance of the system 
Detailed Examples: Detailed scenarios that 
outline correct system responses to every 
conceivable faulty operator input; alternative 
procedures may be specified depending on 
the system state 
Maintenance and Security Procedures: This 
appendix shall contain technical illustrations 
and schematic representations of electronic 
circuits unique to the system. 


                      


 


2.10 Personnel Deployment and Training 
Requirements 


                      
 


  Verify that the vendor has described the 
personnel resources and training required for 
a jurisdiction to operate and maintain the 
system. 


*** *** *** *** *** *** *** *** Accept *** *** 


 


2.10.1 Personnel 


The vendor shall specify the number of 
personnel and skill levels required to perform 
each of the following functions: 


                      


 


a. Pre-election or election preparation functions *** *** *** *** *** *** *** *** Accept *** ***  


b. System operations for voting system functions 
performed at the polling place 


*** *** *** *** *** *** *** *** Accept *** *** 
 


c. System operations for voting system functions 
performed at the central count facility 


*** *** *** *** *** *** *** *** Accept *** *** 
 


d. Preventive maintenance tasks *** *** *** *** *** *** *** *** Accept *** ***  


e. Diagnosis of faulty hardware or software *** *** *** *** *** *** *** *** Accept *** ***  


f. Corrective maintenance tasks *** *** *** *** *** *** *** *** Accept *** ***  
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g. Test corrected problems. *** *** *** *** *** *** *** *** Accept *** ***  


  A description identifies functions that may be 
carried out by user personnel, and those that 
must be performed by vendor personnel. 


*** *** *** *** *** *** *** *** Accept *** *** 
 


2.10.2 Training 


The vendor shall specify the requirements for 
orientation and training of the following 
personnel: 


                      


 


a. Poll workers supporting polling place 
operations 


*** *** *** *** *** *** *** *** Accept *** *** 
 


b. System support personnel involved in election 
programming 


*** *** *** *** *** *** *** *** Accept *** *** 
 


c. User system maintenance technicians *** *** *** *** *** *** *** *** Accept *** ***  


d. Network/system administration personnel (if a 
network is used) 


*** *** *** *** *** *** *** *** Accept *** *** 
 


e. Data personnel *** *** *** *** *** *** *** *** Accept *** ***  


f. Vendor personnel. *** *** *** *** *** *** *** *** Accept *** ***  


2.11 Configuration Management Plan                        


   Vendors shall submit a Configuration 
Management Plan that addresses the 
configuration management requirements of 
Volume I, Section 8. This plan shall describe 
all policies, processes, and procedures 
employed by the vendor to carry out these 
requirements. The Configuration Management 
Plan shall contain the sections identified 
below. 


*** *** *** *** *** *** *** *** *** Accept *** 


 


2.11.1 Configuration Management Policy                        


  The vendor shall provide a description of its 
organizational policies for configuration 
management, per Volume I, Section  8.2 of the 
Standards. These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Scope and nature of configuration 
management program activities 


*** *** *** *** *** *** *** *** *** Accept *** 
 


b. Breadth of application of vendor’s policy and 
practices to the voting system. 


*** *** *** *** *** *** *** *** *** Accept *** 
 


2.11.2 Configuration Identification                        


  The vendor shall provide a description of the 
procedures and naming conventions used to 
address the specific requirements of Volume I, 
Section 8.3. These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Classifying configuration items into categories 
and subcategories 


*** *** *** *** *** *** *** *** *** Accept *** 
 


b. Uniquely numbering or otherwise identifying *** *** *** *** *** *** *** *** *** Accept ***  
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configuration items 


c. Naming configuration items. *** *** *** *** *** *** *** *** *** Accept ***  


2.11.3 Baseline, Promotion, and Demotion 
Procedures 


                      
 


  The vendor shall provide a description of the 
procedures and naming conventions used to 
address the specific requirements of Volume I, 
Section 8.4. These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Establishing a particular instance of a system 
component as the starting baseline 


*** *** *** *** *** *** *** *** *** Accept *** 
 


b. Promoting subsequent instances of a 
component to baseline throughout the system 
development process for the first complete 
version of the system submitted for  testing 


*** *** *** *** *** *** *** *** *** Accept *** 


 


c. Promoting subsequent instances of a 
component to baseline status as the 
component is maintained throughout its life 
cycle 


*** *** *** *** *** *** *** *** *** Accept *** 


 


2.11.4 Configuration Control Procedures                        


  The vendor shall provide a description of the 
procedures used by the vendor to approve 
and implement changes to a configuration 
item to prevent unauthorized additions, 
changes, or deletions to address the specific 
requirements of Volume I, Section 8.5 of the 
standards. These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Developing and maintaining internally 
developed items 


*** *** *** *** *** *** *** *** *** Accept *** 
 


b. Developing and maintaining third-party items *** *** *** *** *** *** *** *** *** Accept *** #12 


c. Resolving internally identified defects *** *** *** *** *** *** *** *** *** Accept ***  


d. Resolving externally identified and reported 
defects. 


*** *** *** *** *** *** *** *** *** Accept *** 
 


2.11.5 Release Process                        


  The vendor shall provide a description of the 
contents of a system release, the procedures 
and related conventions by which the vendor 
installs, transfers, or migrates the system to 
ITAs and customers to address the specific 
requirements of Volume I, Section 8.6. These 
requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. A first release of the system to an  accredited 
test lab 


*** *** *** *** *** *** *** *** *** Accept *** 
 


b. A subsequent maintenance or upgrade 
releases of a system or component to an 
accredited test lab 


*** *** *** *** *** *** *** *** *** Accept *** 
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c. The initial delivery and installation of the 
system to a customer 


*** *** *** *** *** *** *** *** *** Accept *** 
 


d. The subsequent maintenance or upgrade 
release of a system or component to a 
customer. 


*** *** *** *** *** *** *** *** *** Accept *** 
 


2.11.6 Configuration Audits                        


  The vendor shall provide a description of the 
procedures and related conventions for the 
two audits required by Volume I, Section 8.7. 
These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Physical configuration audit that verifies the 
voting system components submitted for 
qualification to the vendor’s technical 
documentation 


*** *** *** *** *** *** *** *** *** Accept *** 


 


b. Functional configuration audit that verifies the 
system performs all the functions described in 
the system documentation. 


*** *** *** *** *** *** *** *** *** Accept *** 
 


2.11.7 Configuration Management Resources                        


  The vendor shall provide a description of the 
procedures and related conventions for 
maintaining information about configuration 
management tools required by Vol. I, Sect. 
8.9. These requirements pertain to: 


*** *** *** *** *** *** *** *** *** Accept *** 


 


a. Specific tools used, current version, and 
operating environment 


*** *** *** *** *** *** *** *** *** Accept *** 
#13 


b. Physical location of the tools, including 
designation of computer directories and files 


*** *** *** *** *** *** *** *** *** Accept *** 
#13 


c. Procedures and training materials for using 
the tools. 


*** *** *** *** *** *** *** *** *** Accept *** 
#13 


2.12 Quality Assurance Program                        


  The vendor shall submit a Quality Assurance 
Program that addresses the quality assurance 
requirements of Volume I, Section 7. This plan 
describes all policies, processes and 
procedures employed by the vendor to ensure 
the overall quality of the system for its initial 
development, release and for subsequent 
modifications and releases.  The Quality 
Assurance Program shall, at a minimum, 
address the topics indicated below. 


*** *** *** *** *** *** *** *** *** *** Accept 


 


  The vendor shall submit a Quality Assurance 
Program that addresses the quality assurance 
requirements of Volume I, Section  8. This 
plan describes all policies, processes and 
procedures employed by the vendor to ensure 


*** *** *** *** *** *** *** *** *** *** Accept 
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the overall quality of the system for its initial 
development, release and for subsequent 
modifications and releases.  The Quality 
Assurance Program shall, at a minimum, 
address the topics indicated below. 


2.12.1 Quality Assurance Policy                        


  The vendor shall provide a description of its 
organizational policies for quality assurance, 
including: 


*** *** *** *** *** *** *** *** *** *** Accept 
 


a. Scope and nature of QA activities *** *** *** *** *** *** *** *** *** *** Accept  


b. Breadth of application of vendor’s policy and 
practices to the voting system. 


*** *** *** *** *** *** *** *** *** *** Accept 
 


2.12.2 Parts & Materials Special Tests and 
Examinations 


                      
 


  The vendor shall provide a description of its 
practices for parts and materials tests and 
examinations that meet the requirements of 
Volume I, Section  7.5.  


*** *** *** *** *** *** *** *** *** *** Accept 


 


2.12.3 Quality Conformance Inspections                        


  The vendor shall provide a description of its 
practices for quality conformance inspections 
that meet the requirements of Volume I, 
Section  7.6 of the Standards. For each test 
performed , the record of tests provided shall 
include: 


*** *** *** *** *** *** *** *** *** *** Accept 


 


a. Test location *** *** *** *** *** *** *** *** *** *** Accept  


b. Test date *** *** *** *** *** *** *** *** *** *** Accept  


c. Tester name *** *** *** *** *** *** *** *** *** *** Accept  


d. Test outcomes. *** *** *** *** *** *** *** *** *** *** Accept  


2.12.4 Documentation                        


 The vendor shall provide a description of its 
practices for documentation of the system and 
system development process that meet the 
requirements of Volume I, Section. 7.7 of the 
Standards. 


*** *** *** *** *** *** *** *** *** *** Accept 
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7.4  Appendix D:  FCA Testing 
 


The system configuration identified in Section 3 identifies the final configuration of the WinEDS 4.0 voting system.  
The initial baseline configuration is identified in the Appendix H - Amended Test Plan.  Testing was conducted using 
the Witness and Trusted Builds.  Dominion submitted code changes for issues encountered during testing.  At that 
time iBeta completed a Trusted Build and conducted final regression testing.  All changes to the system configuration 
were identified and recorded in the PCA Configuration document.  A cross reference to the applicable configuration in 
the PCA Configuration document was inserted in the test record each time a test case was executed. 
 


7.4.1  FCA Functional and System Level Test Cases 
 


Items identified as voting variation in the Dominion Voting Systems Implementation Statement (in Appendix J) 
were tested in four General and four Primary end-to-end mock elections.  Detail for the Test Cases is found in the 
Test Methods in the following sections.  All Testing was conducted on the system configurations identified in 
Section 3.  Only functional issues are identified.  While documentation discrepancies may be encountered in 
testing they do not result in the rejection of a functional test.   All issues are documented in Appendix E- 
Discrepancy Report. 


 


7.4.1.1  General Election 1 
 


Date Test Result Issues Opened Issues Closed Notes 


8/10/09 Accept #152 #152  


8/11/09 Accept #153 #153  


9/28/09 Reject #168, #169,  #174, 
#177 


 Regression test (Gen1R) #168, #169 (Gen1R2) 


9/28/09 Reject #176  Regression test. (Gen4R) 


10/2/09 Reject #181  Regression test (Gen1R) 


10/2/09 Reject #182  Regression test (Gen1R3)  


10/2/09 Accept #183 #183 Tester Error 


11/17/09 Reject #227, #228, #232  Regression test (Gen1R2) 


11/18/09 Reject #233  Regression test (Gen1R2) 


12/14/09 Reject #253  Regression test (Gen1R2) 


12/28/09 Reject #273, #274  Regression test (Gen1R2) 


 


Method Detail Test Method 


Test Case Name General 1 - CO 


Scope - identifies the type of test A general election system level test incorporating validations of the VSS 2002 required 


functionality.  Testing includes validation of measurable performance including 
accuracy, processing rate, and ballot format handling capability of the WinEDS voting 
system configured with : 


 Edge II polling place DRE with Verivote (VVPAT) with barcode  


 Optech Insight Plus precinct based paper ballot reader 


 MPR used in conjunction with the Insight Plus voting machine 


 EDGE2plus Model 300 (w/VVPAT) 


 Optech 400-C ballot  tabulator running WinETP 


 HAAT80 


 IMPR used in conjunction with HAAT80 


 Card Activator 


 MPR used in conjunction with the Insight Plus voting machine 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals) in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the Edge II DRE with Verivote, Optech Insight Plus, 
and 400- ballot tabulator  including the identified voting variations. 


Test Variables: Voting Variations General election 
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(as supported by the voting system) Partisan/non-partisan offices 
Write-in votes  
Multiple precincts 
Split precincts 
Vote for one 
Vote for N of M 
Audio (synthesized English) 
Terminology (Replace WinEDS terms w/ Jurisdiction Specific) 
Colorado Provisional (excluded from precinct totals) 
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 
   - Election Reporting 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
The WinEDS 4.0 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS PC. 
 
Votes shall be cast on the: 
Edge II DRE running AVC Edge FW 
 - Ballot & election results transfer (internal copy) memory (CF) 
 - Ballot & election results transfer Memory Cartridge (ATA/PCMCIA) 
EDGE2plus DRE C0.4 
- Ballot & election results transfer Cartridge (USB) 
- Batch Processing of Results Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
 - APS Printer for precinct report printing 
- Card Activator HW & Smartcards for ballot activation 
 - HAAT 80 & Smartcards for ballot activation and election results accumulation and 
report printing 
 - Verivote Printer HW for software independent vote validation 
Optech Insight Plus precinct count optical scanner 
 - MPR HW for transferring data to the MemoryPack 
 - MemoryPack for ballot & election results transfer  
- COTS CF redundant Flash Memory 
- Optech 400-C central count optical tabulator WinETP 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8, 2.2.9, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS 


  SW - WinEDS 4.0.157 
  OS - WinEDS Windows XP Pro SP2 (COTS) 
  HW - COTS Windows PC Workstation 
        - MemoryPack Receiver (MPR, Rev D) 
Extended Services 
   FW - 1.0.66 
 
DRE: Edge II 


  FW -  5.2   
  HW - AVC Edge II  
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
      Card Activator (Rev E), FW      5.1.3.5 
 
DRE: EDGE2plus 


  FW -  1.2.70 
  HW - AVC EDGE2plus C.04   
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
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      Card Activator (Rev E) , FW 5.1.35 
      USB Memory Cartridge K9K series - 700 or 800 
 
Paper: Optech Insight Plus (A05) 


  FW - (HPX L1.46.100205.1100) 
  HW- Optech Insight Plus optical scanner 
Memory Cartridge (APX L2.18.100205.1359 FW)           
MemoryPack Receiver (MPR) Rev D (3.01) 
  
Paper: Optech 400-C 


  SW - WinETP (1.16.10) 
  HW - Optech 400-C 
  OS - Windows XP Home (COTS) 
Manuals: 
- Optech 400-C Operators Manual WinETP  
 - WinETP Reference Guide WinETP  
 
Other: HAAT80 


  FW - 2.6.29 
  OS - HAAT (COTS Windows CE.NET 5.0) 
  HW - HAAT Model80 (A1.1) 
  HW - Insight Memory Pack Reader (IMPR, C1.1) 
   
Manuals testing (documents listed below are current in-house versions and testing will be 
conducted on the most recent delivered TDP): 
  
WinEDS 4.0 System Operations Procedures  
 WinEDS Election Reporting Operator’s Guide  
 WinEDS Extended Services Operator’s Guide  
         • Database Manager 
         • Election Reporting 
 AVC Edge 5.2 Operators Manual  
 AVC Edge 5.2 Poll Workers Manual  
 Verivote Printer Operators Manual  
 Edge Aux Power Unit Operators & Maintenance Manual  
 EDGE2plus Model 300 Operators Manual  
 Card Activator 5.2 Operators & Maintenance              
Card Activator 5.2 Poll Workers  
 EDGE2plus Model 300 Operators Manual 
Optech Insight/Insight Plus Operators Manual  
Insight Battery Operators Manual  
MemoryPack Receiver Operators Manual  
Optech 400-C Operators Manual WinETP 
WinETP Reference Guide 
HAAT80 Operations & Maintenance Manual 
HAAT80 Poll Workers Manual   
    
 Test Location: iBeta, Aurora, CO (Lab 22) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
- Record the testers & date 
- System has been set up as identified in the user manual(s) 
- Gather any necessary materials or manuals.  
- Ensure customization of the test case template is complete 
- HAAT80 unit is fully charged 


Getting Started Checks Check the voting system to : 
- Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
- Validate installation of a witnessed build 
Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 
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Documentation of Test Data & Test 
Results 


Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
-An election database can be accurately/securely defined & formatted. 
-Administrator can create different roles and users to be utilized throughout the course 
of the election 
-A ballot (candidates & propositions) can be accurately/securely defined & generated 
-Election media can be accurately/securely programmed & installed  
-The user manual is sufficiently detailed for preparation of a General Election ballot 
-Precinct Splits 
-Colorado Provisional 
- Terminology 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in resolution only) 
- Election Reporting 
-Database Manager 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
-Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability 
-Functions are only executable in the intended manner, order & under intended 
conditions 
-Prevents execution of functions if preconditions weren't met 
-Implemented restrictions on controlled functions 
- Documentation of mandatory administrative procedures. 
COTS  
-Authentication is configured on the local terminal & external connection devices, 
-Operating systems are enabled for all session & connection openings, & closings, all 
process executions & terminations & for the alteration or detection of any memory or 
file object 
-Configure the system to only execute intended & needed processes during the 
execution of election software.  Processes are halted in the event of termination of 
critical system processes (such as audit). 
Edge II 
- Valid Cartridges are only accepted by the system. 
- Audit logs reflect all events 
- Election data has to be installed before ballots can be read 
- Polls can only be open after preconditions are met.  
- Interruption of power during preparation of system requires system to be prepared 
again. 
-Power cycle Edge II during ballot installation 
- Interruption of power during ballot definition installation leads to re-initialization from 
the beginning 
- Place results cartridge into the AUX port, attempt to initialize system 
- Results and Aux Ports are pre-mapped 
- Attempt to modify the password field on the configuration.xml file for the HAAT80 
- Attempt to activate voter card without preparing the HAAT80 
- Attempt to prepare the HAAT80 with and invalid cartridge and activate and invalid 
card or a card from another vendor 
- HAAT audit logs reflect all access attempts 
- Attempt to power cycle HAAT80 during preparation of the system 
- Attempt to power cycle Card Activator during initialization of the system. 


Readiness Testing and Poll Voting system is ready for the election:  
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Verification - Status & data reports are generated 
- Attempt to open polls before election data is installed 
- Attempt to open polls during installation of election data 
- The election is correctly installed 
- The voting system functions correctly 
- Test data is segregated from voting data, with no residual effect 
The polling place voting system functions properly including a formal record of: 
- Election, polling place, voting system & ballot format identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm readiness & accommodate administrative reporting 
requirements 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes 


Pre- vote: Opening the Polls 
Verification 


Precinct Count: 
- The system is disabled until the internal test is successfully completed. 
Paper based: 
- Means to verify ballot marking devices are properly prepared & ready for use 
- Activating & verifying the ballot counting device is correctly activated & functioning 
- Identification of any failures & corrective action 
- Test acceptability of approved (felt tip  Sequoia Voting System #960-28096-00) 
markers 
DRE 
- Security seal, password, or data code recognition capability preventing inadvertent or 
unauthorized poll opening 
- Means to enforce the proper sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & corrective action 
- Attempt to record a vote prior to opening the polls 
- Attempt to access the diagnostic screen when polls are open 
- Open the polls, power down the Edge II, remove memory cartridge and replace. 
Restore power. 


Voting: Ballot Activation and Casting 
Verifications 


Protects secrecy of ballot/vote 
- Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark candidates 
- Mark ballots with approved felt tips, #2 pencil, soft lead pencil, and Sequoia Voting 
System #960-28096-00  
- Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
- Gives feedback & an opportunity to correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes) 
- Alert overvotes; permit review, & change before casting 
- Alert selection's complete; prompt confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & access until the polls close 
- Increment the ballot counter 
- Attempt to vote more than once with the same voter card 
Review message if received the following types of ballots for the Insight Plus: 
-Blank Ballot 
-Return To Voter 
-Overvote/Undervote/Crossvote Ballot 
-Error Ballot 
-Unprocessable Ballot 
-Aux Bin 
-Resume 
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Provisional/challenge voters 
- accept 
-reject 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped always available, report of normal/abnormal 
events that cannot be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators including ballot jams 
due to multiple feeds 
- The text for any numeric codes is contained in the error or affixed to the inside of the 
voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 
- Review event logs 
- Attempt to turn off/disconnect the VVPAT printer during voting 
- Verify administrative password is required to reset the HAAT80, set date & time 
- Non-administrative password is required  to move between election modes 
- Attempt to remove memory pack and place into a spare Insight system 


Post-vote: Closing the Polls Once the polls are closed the precinct count voting system 
- prevents further casting of ballots with polls closed 
- internally tests and verifies that the closing procedures has been followed and the 
device status is normal 
- visibly displays the status 
- produces a test record that verifies the sequence of events and indicates the 
extraction of vote data is activated 
- Attempt to reopen the polls on the EDGE2plus 


Post-vote: Central Count Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each contest by precinct & other jurisdictional levels 
- Printed reports of ballots counted by tabulator, with votes, undervotes,  overvotes, & 
write-ins 
- Report of system audit information printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or destroyed by report generation, transmission over 
telecommunication lines or extraction from portable media 
- Accurately process provisional (excluded in precinct count) ballots (added into central 
count) 
- Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
- Consolidate the votes from multiple voting systems into a single polling place report 
- Wired results transmission 
DRE: 
-Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 
Paper Based:  
- Test acceptability of approved (felt tips, #2 pencil, soft lead pencil, and Sequoia 
Voting System #960-28096-00) and on the 400-C 


Post-vote: 
Security 


The central count: 
- Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality and accountability 
-Audit logs reflect all events even the events of where non authorized user of a 
function trying to gain access to a specific function of the system 
- Non registered voting machine results cannot be read by WinEDS 
- Functions are only executable in the intended manner, order and under the intended 
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conditions 
- Prevented execution of functions if preconditions were not met 
- Implemented restrictions on controlled functions 
- Provided documentation of mandatory administrative procedures. 
- Operation of vote tally continues when power gets restored, all unsaved data will be 
required to be re added. 
- System cannot be reinitialized after polls have been closed. 
- Edge II system reset does not erase the results cartridge. 
- Only valid memory cartridges are accepted during vote tallying. 
- Login into Election Reporting needs correct username/password and correct 
profile/report name. 
-Access WinEDS Tally process as each user/role 
- Power  cycle WinEDS workstation during vote tally 
-Attempt to read in Edge II memory devices more than once 
-Attempt to read in results from a "0" serial number machine 
- Attempt to read in data from a non registered (machine not assigned to your election) 
voting machine 
-Attempt to reinstall election data into system with results cartridge 
HAAT80: 
- Consolidate vote totals 
 - Memory Cartridges from another precinct 
 - Tampered memory cartridges 
 - Valid memory cartridges 
 - Duplicated memory cartridges 
- Memory cartridges do not need to be closed prior to being consolidated 
 
COTS systems  
-Authentication is configured on the local terminal and external connection devices, 
-Operating systems are enabled for all session and connection openings, and closings, 
all process executions and terminations and for the alteration or detection of any 
memory or file object 
- Configure the system to only execute the intended and necessary processes during 
the execution of the election software.  Election software processes are halted in the 
event of  termination of any critical system process, such as system audit. 


Post-vote: 
System Audit 


The system audit provides a central count, time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
- Applied to HAAT80 
- Backup election data 
- Certify the Election 


Expected Results are observed Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another TC. 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure of the 
system, and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
- Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
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these issues.  Open items will be identified in the report. 


 
 


7.4.1.2  General Election 2 
 


Date Test Result Issues Opened Issues Closed Notes 


10/2/09 Reject #184  Regression test (Gen2R) 


1/11/10 Reject #295  Regression test (Gen2R) 


 


Method Detail Test Method 


Test Case Name General 2 - MI 


Scope - identifies the type of test Same as General 1 except configured with:  


 Edge II DRE (with Seiko Printer Rev C) 


 EDGE2plus Model 300 (w/ VVPAT) 


 HAAT90 & HAAT Listener 


 Optech Insight Plus 


 MPR used in conjunction with the Insight Plus voting machine 


 IMPR used in conjunction with the HAAT90 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals, if applicable) in the pre-vote, voting, and post-
voting operations of a voting system, logging and reports. 


Test Objective Validation of the ability to accurately and securely create visual  ballots, install, vote, 
count and report the results of a general election on the Edge II DRE, EDGE2plus 
Model 300 DRE,  and Insight Plus including the identified voting variations. 


Test Variables: Voting Variations 
(as supported by the voting system) 


General election 
Partisan/non-partisan offices 
Write-in votes 
Multiple precincts 
Vote for N of M 
Straight Party voting 
Audio (synthesized English) 
-Precinct Rotation 
 -None of These Candidate 
- Manual Data Entry (paper write-in resolution only) 
WinEDS Extended Services 
   -Database Manager (Backup & Restore) 


A description of the voting system type 
and the operational environment. 


Testing of the Sequoia WinEDS voting system shall include:  
  
Same as General 1 with: 
 
-Professional SP2 OS PC with HAAT Listener (SW) on Linux server (HW) for modem 
results receiving verification from HAAT90. 
- HAAT90 for card activation, election results, consolidation,  accumulation, printing,  
telephone transmission, and compare results to expected results 
- IMPR HW for MemoryPack election results transfer to HAAT90 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.7.2. thru 2.2.10, 2.3 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.5 thru 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS :  Same as General 1 


   
DRE: Edge II: Same as General 1 


   
DRE: EDGE2plus: Same as General 1 


   
Paper: Optech Insight Plus (A05):  Same as General 1  


 
Other: HAAT90 


  FW - 2.6.29 
  OS - HAAT (COTS Windows CE.NET 5.0) 
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  HW - HAAT Model 90 (C1.1) 
  HW - Insight Memory Pack Reader (IMPR, C1.1) 
 
Manuals testing (documents listed below are current in-house versions and testing 
will be conducted on the most recent delivered TDP): 


 
HAAT90 Operations & Maintenance Manual 
HAAT90 Poll Workers Manual 
 WinEDS/HAAT Listener Operator’s Manual 
 
Test Location: iBeta, Aurora, CO (Lab 22) 


Pre-requisites and preparation for 
execution of the test case.  


Same as General 1 
 - HAAT90 is fully charged 
 - HAAT Listener is running 


Getting Started Checks Same as General 1 


Documentation of Test Data & Test 
Results 


Same as General 1 
 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep:  
-An election database can be accurately/securely defined & formatted. 
-A ballot (candidates & propositions) can be accurately/securely defined & generated 
-Election media can be accurately/securely programmed & installed  
-The user manual is sufficiently detailed for preparation of a General Election ballot 
-Precinct Splits 
Extended Services: 
-Manual Data Entry (write-in resolution only) 
- Election Reporting 
-Database Manager 
- Straight Party ballots 
- Precinct Rotation 
- None of These Candidates 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
- Attempt to execute processes without first performing their prerequisites. 
EDGE2plus: 
- Attempt to circumvent the functional security procedures implemented in conjunction 
with the documented mandatory administrative procedures and attempt to alter 
Election data. 
- Configure Memory Cartridge with election data 
- Access EDGE2plus as pollworker/technician 
- Attempt to insert memory cartridge into USB slot: 
    - insert invalid cartridge 
    - insert valid cartridge 
    - insert different shaped USB stick 
   - Create EDGE2plus Cartridge with serial number zero (0) 
   - Attempt to initialize machines with same cartridge 
- Attempt to insert valid cartridge results into AUX USB slot 
- Power cycle machine during ballot definition installation 
HAAT 90 
- Attempt to activate votercard prior to preparing the HAAT 
- Access HAAT 90as a pollworker, attempt to prepare HAAT 
  - With incorrect password 
  - With correct password. 
- Prepare HAAT 90 
  - With improper memory cartridge 
  - With tampered memory cartridge 
- Powercycle HAAT during preparation of the HAAT 90 
- Reset HAAT 90 and prepare HAAT 90 
- Check audit logs 


Readiness Testing and Poll 
Verification 


Same as General 1 except:  
- Attempt to empty out the Password file from the Memory card that initializes HAAT 90 
and insert into the HAAT. 







EAC Certification #-pending 


Page 13 of 76           (V)2010-08Sep-001(A) 


Method Detail Test Method 


EDGE2plus: 
-Diagnostic Tests (E2P) (LCD, Printer, Event Log, Power Test, Map Cartridges, Audit 
Trail Memory, Flash Memory, Results Cartridge Memory,  Smart Card Memory) (Edge 
II) (Internal RAM, Internal HW, Printer Test) 
-System Reset 


Pre- vote: Opening the Polls 
Verification 


Precinct Count: 
- The system is disabled until the internal test is successfully completed. 
Paper based: 
- Means to verify ballot marking devices are properly prepared & ready for use 
- Activating & verifying the ballot counting device is correctly activated & functioning 
- Identification of any failures & corrective action 
DRE 
- Security seal, password, or data code recognition capability preventing inadvertent or 
unauthorized poll opening 
- Means to enforce the proper sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & corrective action 


Voting: Ballot Activation and Casting 
Verifications 


- Straight party: Make one selection to vote for all candidates of one party in a general 
election 
- Cross voting 
Protects secrecy of ballot/vote 
- Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark candidates 
- Mark ballots with approved Sequoia Voting System #960-28096-00  
- Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
- Gives feedback & an opportunity to correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes) 
- Alert overvotes; permit review, & change before casting 
- Alert selection's complete; prompt confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & access until the polls close 
- Increment the ballot counter 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped always available, report of normal/abnormal 
events that cannot be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators including ballot jams 
due to multiple feeds 
- The text for any numeric codes is contained in the error or affixed to the inside of the 
voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 
- Review event logs 
- Attempt to turn off/disconnect the VVPAT printer during voting 
- Verify administrative password is required to reset the HAAT90, set date & time 
 
Paper: 
- Overvote/Undervote/Crossvote Ballot 


Post-vote: Closing the Polls Same as General 1 


Post-vote: Central Count Vote Consolidation: 
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Consolidated reported votes match predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each contest by precinct & other jurisdictional levels 
- Printed reports of ballots counted by tabulator, with votes, undervotes,  overvotes, & 
write-ins 
- Report of system audit information printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or destroyed by report generation, transmission over 
telecommunication lines or extraction from portable media 
- Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
- Consolidate the votes from multiple voting systems into a single polling place report 
- Wired results transmission 
- Totals sent via HAAT90 from precinct to the central count PC running HAAT Listener 
and WinEDS 
DRE: 
-Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 


Post-vote: 
Security 


Same as General 1 except with HAAT90 
 


Post-vote: 
System Audit 


The system audit provides a central count, time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
- Applied to HAAT90 and HAAT Listener 
- Backup election data 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 
 


 
 


7.4.1.3  General Election 3  
 


Date Test Result Issues Opened Issues Closed Notes 


09/01/09 to 
09/08/09 


Accept #105, #106, #107, 
#108, #114, #115, 
#116 


#105, #106, #107, 
#108, #114, #115, 
#116 


 


09/08/09 Reject #110, #112  Regression test (Gen3R) 


09/08/09 Accept #111 #111 Withdrawn from certification 


 


Method Detail Test Method 


Test Case Name General 3 - IL 


Scope - identifies the type of test Same as General 1 except configured with: 


 Optech Insight Plus 


 EDGE2plus Model 300 (VVPAT with barcode) and ABLE-D 


 Optech 400-C ballot tabulator running WinETP 


 HAAT 100 


 MPR used in conjunction with the Insight Plus voting machines. 


 IMPR used in conjunction with the HAAT 100 
 


Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals, if applicable)  in the pre-vote, voting, and post-
voting operations of a voting system, logging and reports. 


Test Objective Validation of the ability to accurately and securely create visual and audio ballots, 
install, vote, count, report and transmit the results of a general election on the 
EDGE2plus Model 300 DRE with Audio, Voting Accessibility switching device and 
VVPAT, Optech 400-C ballot tabulator, and Insight Plus including the identified voting 
variations. 


Test Variables: Voting Variations General election 
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(as supported by the voting system) Partisan/non-partisan offices 
Write-in votes  
Multiple Precincts  
Split Precincts  
Vote for one 
Vote for N of M 
Audio (synthesized English) 
Provisional voting (excluded from precinct totals) 
Absentee voting 
Audio (externally produced .wav and .mp3) 
Results transmission (wireless) HAAT100 to central count is included 
 Absentee Vote on 400-C 
 Voting Accessibility switching input device 
WinEDS Extended Services:    
   -Medial Loader 
   - Manual Data Entry 
   - Selection Code Generator 
   -Data Base Manager (Turbo Tally, Backup & Restore) 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
Same as General 1 with: 
 
-Professional SP2 OS PC with HAAT Listener (SW) on Linux server (HW) for wireless 
results receiving verification from HAAT100. 
- HAAT100 HW for card activation, election results, consolidation, precinct report 
printing  and compare results with expected results 
 - IMPR HW for MemoryPack election results transfer to HAAT100 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.5.3.2 
HAVA a thru c2 


VSS 2002 vol. 2 Same as General 1 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS  Same as General 1 


   
DRE: EDGE2plus:  HW - EDGE2plus Model 300 C0.3 and C0.4 (with ABLE-D) 


      APS external printer UTG300 (VVPAT) 
       
Paper: Optech Insight Plus 


  FW- Optech Insight Plus (HPX L1.46.100205.1100) 
  HW- Optech Insight Plus optical scanner 
MemoryPack APX L2.18.100205.1359 FW 
MemoryPack Receiver (MPR) Rev D (3.01) 
 
 Other: HAAT100 


  FW - 2.6.29 
  OS - Windows CE 
  HW - HAAT Unit Model 100 A0.7 
  HW - Insight Memory Pack Reader (IMPR, C1.1) 
 
Manuals testing (documents listed below are current in-house versions and testing 
will be conducted on the most recent delivered TDP): 


 
HAAT100 Operations & Maintenance Manual 
HAAT100 Poll Workers Manual 
 WinEDS/HAAT Listener Operator’s Manual 
 
Test Location: iBeta, Aurora, CO (Lab 22) 


Pre-requisites and preparation for 
execution of the test case.  


Same as General 1 
 - HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Getting Started Checks Same as General 1 


Documentation of Test Data & Test Same as General 1 
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Results  


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
-An election database can be accurately/securely defined & formatted. 
-A ballot (candidates & propositions) can be accurately/securely defined & generated 
-Election media can be accurately/securely programmed & installed  
-The user manual is sufficiently detailed for preparation of a General Election ballot 
-Precinct Splits 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in resolution only) 
- Election Reporting 
-Database Manager 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
- Attempt to create a WinEDS password that does not comply with the password 
policy, which are at least 8 characters and less than 51characters.  Use an uppercase 
letter, lower case letter, a non-alphanumeric character, and a number. 
- Verify password field on WinEDS are encrypted and cannot be copied while the user 
is inputting in the password, validate this by attempting to copy/paste the password 
field 
- Verify the option for users to create a new password when first logged on to WinEDS. 
- Attempt to access WinEDS and Windows as different users, validate audit logs reflect 
all events 
EDGE2plus: 
- During the ballot preparation for the EDGE2plus, attempt to circumvent the functional 
security procedures implemented in conjunction with the documented mandatory 
administrative procedures. 
- Before performing “activate polls open using poll open/close switch, Attempt to record 
a vote when polls are not open. If; however, there is a successful recording of votes, 
the audit log reflects the event that there is an attempt to cast a vote (i.e. insertion of a 
voter card when system is not ready), and if the vote is casted successfully,  the audit 
log will reflect that there has a been a ballot casted. 
- Obtain a cartridge from another Test Case (election), pull current election USB & 
install different test case USB into DRE. 
- Attempt to go from Pre-Lat voting to Official voting without closing the polls to the 
Pre-LAT 
HAAT 100: 
- Attempt to activate Voter/Smart card prior to preparing the HAAT 
- With HAAT state to NONE, attempt to activate a voter card.    
- Attempt to prepare an “already prepared” HAAT100 without resetting HAAT100, 
verify that resetting is required before re-preparing is allowed, and with the Resetting 
Password from the original HAAT data.  
- During preparation of the HAAT100, attempt to power cycle the HAAT. Validate the 
power interruption during preparation of the HAAT100, the HAAT100 will not be 
prepared and will need to be prepared again. Message on the HAAT100 will show 
“NOT PREPARED” 
Insight Plus:  
- Insert a newly created memory pack into the insight and verify that the system goes 
through the initialization, resetting the counter and normal operations continue. 
- During system test and prior to installing election data,  No ballots can be read prior 
to opening the polls, validate this by attempting to insert a ballot prior to the election 
being initialized (polls opened)  
- Inspect the scanner to ensure keypad is locked so the poll worker does not have 
access other than to access the 3 key to Override Error Ballots, Print Totals, and 
Paper Feed. 
- Attempt to initialize the election without the correct 4-digit access code. 
- Access to the hardware involves only the required task to install new election data 
and to open up the polls, all other hardware access is not available. 
- Verify that all normal and abnormal events are recorded in the audit logs (time and 
date). 
400-C: 
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- Attempt to access the 400C's computer and the WinETP software on the computer, 
verify that the use of Windows XP username and password are required in order to 
gain access. 
- Attempt to read in ballots prior to installing election data; 
- Power cycle 400-C: during initializing election data, after initializing election data, 
verify audit log for power cycle 


Readiness Testing and Poll 
Verification 


Same as General 1 with: 
- Confirmation testing of audio ballot availability 
- Confirmation testing of Voting Accessibility switching input device 
-HAAT100 readiness 


Pre- vote: Opening the Polls 
Verification 


Same as General 2 


Voting: Ballot Activation and Casting 
Verifications 


-.wav & .mp3 audio ballot using accessibility switching device vote input 
- Attempt to vote on system with a bad voter card, (previously voted card) 
- Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark candidates 
- Mark ballots with approved Sequoia Voting System #960-28096-00  
- Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
- Gives feedback & an opportunity to correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes) 
- Alert overvotes; permit review, & change before casting 
- Alert selection's complete; prompt confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & access until the polls close 
- Increment the ballot counter 
Fleeing voters (cast, canceled) 
 - with selection(s) made 
 - blank ballot 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped always available, report of normal/abnormal 
events that cannot be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators including ballot jams 
due to multiple feeds 
- The text for any numeric codes is contained in the error or affixed to the inside of the 
voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 
- Review event logs 
- Verify administrative password is required to reset the HAAT100, set date & time 
- Attempt to remove the EDGE2plus cartridge without closing the polls, insert a new 


cartridge. Verify that the system rejects the new cartridge 
- Attempt to print vote totals reports without closing polls on the Insight Plus 
- Attempt to bypass the Insight Plus seal without breaking it, attempt to get into a 
component without the use of the key 


Post-vote: Closing the Polls Same as General 1 


Post-vote: Central Count Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each contest by precinct & other jurisdictional levels 
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- Printed reports of ballots counted by tabulator, with votes, undervotes,  overvotes, & 
write-ins 
- Report of system audit information printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or destroyed by report generation, transmission over 
telecommunication lines or extraction from portable media 
- Accurately process provisional (excluded in precinct count) ballots (added into central 
count) 
- Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
- Consolidate the votes from multiple voting systems into a single polling place report 
DRE: 
-Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 
Paper Based:  
- Test acceptability of approved (felt tips, #2 pencil, soft lead pencil, and Sequoia 
Voting System #960-28096-00) and on the 400-C 
-Wireless results transmission 
- Totals sent  via HAAT100 from precinct to the central count PC running HAAT 
Listener and WinEDS 


Post-vote: 
Security 


Same as General 1 except with 
-HAAT100 
- DRE shall maintain redundant ballot images of votes being cast. 
- Polls cannot be reopened once it has been closed without proper authorization. 
- Memory Cartridge can only be consolidated once 
- Error messages are displayed when trying to consolidate cartridges on the HAAT that 
are not related to the current election 
 - Interruption of power during consolidation requires consolidation of previous memory 
devices 
- Audit logs reflect all activities during post vote 
 
See Security and Telephony & Cryptography Test Cases 


Post-vote: 
System Audit 


The system audit provides a central count, time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
- Applied to HAAT100 and HAAT Listener 
- Backup election data 
- Barcodes printed on VVPAT 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 
- Barcodes printed on VVPAT 


 
 


7.4.1.4  General Election 4 
 


Date Test Result Issues Opened Issues Closed Notes 


09/10/09 to 
12/14/09 


Reject #166, #167, #189, 
#223 


 Regression test (Gen4R) 


11/3/09 Accept #209 #209 Retested with file that was not corrupted  


11/16/09 Reject #226  Regression test (Gen4R) 


12/14/09 Reject #254, #255, #257  Regression test (Gen4R) 


 


Method Detail Test Method 


Test Case Name General 4 - PA 


Scope - identifies the type of test Same as General 1 except configured with the: 


 Edge II DRE with Verivote (VVPAT without barcode) and E-AVA 


 EDGE2plus Model 300 and ABLE-D 


 Optech Insight precinct based paper ballot reader 


 MPR used in conjunction with the Insight Plus voting machine 
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 HAAT50 
 


Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals, if applicable)  in the pre-vote, voting, and post-
voting operations of a voting system, logging and reports. 


Test Objective Validation of the ability to accurately and securely create English and multilingual  
visual, and audio ballots, install, vote, count, report and transmit the results of a 
general election on the Edge II DRE with Verivote, EDGE2plus Model 300 DRE with 


VVPAT, Optech Insight including the identified voting variations.   


Test Variables: Voting Variations 
(as supported by the voting system) 


General election 
Straight Party (PA) 
Cross Party Endorsement (PA) 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
Recall C 
Dictionary  
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 
   - Media Loader 
   - Multi-lingual ballots (Spanish, Chinese) 
Audio (externally produced .wav & .mp3 for languages other than English) (Non-
English audio files are not produced by WinEDS.  They are files that have to be 
produced externally and input into the election. This functionality is precisely the same 
for Primary elections thus tested only in this election.) 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include: 
 
 Same as General 1 with:  
 
English and multilingual votes (visual and paper ballots) shall be cast on the 
Edge II DRE running AVC Edge 5.2 FW in conjunction with the Edge Audio Voting 
Accessory (E-AVA) with accessibility switching device and the 
EDGE2plus DRE running 1.2.70 FW  in conjunction with the  (ABLE-D) Audio with 
accessibility switching device 


VSS 2002 vol. 1 Same as General 3 


VSS 2002 vol. 2 Same as General 1 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS: Same as General 1      


     
DRE: Edge II 


  FW -  5.2 
  HW - AVC Edge II 5.2   
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
      Card Activator (Rev E), FW 5.1.35 
 
DRE: EDGE2plus 


    Same as General 1 except w/ ABLE-D (Audio) 
  
Paper: Optech Insight (G05) 


(HPX L1.46.100205.1100) 
MemoryPack  APX L2.18.100205.1359 FW 
MemoryPack Receiver (MPR) Rev D (3.01) 
  
Other: HAAT50 


  FW - 2.6.29 
  OS - HAAT (COTS Windows CE.NET 5.0) 
  HW - HAAT Model50 (A1.1) 
Manuals: 
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Manuals testing (documents listed below are current in-house versions and testing will be 


conducted on the most recent delivered TDP): 
 


WinEDS 4.0 System Operations Procedures (PA Straight Party, Cross Party 
Endorsement, Multi-lingual ballot, Multi-lingual audio) 
ABLE-D Operators Manual 
HAAT50 Operations & Maintenance Manual 
HAAT50 Poll Workers Manual 
  
 Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Same as General 1 
 - HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Getting Started Checks Same as General 1 


Documentation of Test Data & Test 
Results 


Same as General 1 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
-An election database can be accurately/securely defined & formatted. 
-A ballot (candidates & propositions) can be accurately/securely defined & generated 
-Election media can be accurately/securely programmed & installed  
-The user manual is sufficiently detailed for preparation of a General Election ballot 
-Precinct Splits 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in resolution only) 
- Election Reporting 
-Database Manager 
- English & Multilingual ballots with audio can be prepared 
- Straight party (PA) and Cross party endorsement (PA) 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
-Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability 
-Functions are only executable in the intended manner, order & under intended 
conditions 
-Prevents execution of functions if preconditions weren't met 
-Implemented restrictions on controlled functions 
- Documentation of mandatory administrative procedures. 
COTS  
-Authentication is configured on the local terminal & external connection devices, 
-Operating systems are enabled for all session & connection openings, & closings, all 
process executions & terminations & for the alteration or detection of any memory or 
file object 
-Configure the system to only execute intended & needed processes during the 
execution of election software.  Processes are halted in the event of termination of 
critical system processes (such as audit). 


Readiness Testing and Poll 
Verification 


Same as General 1 except:  
- Confirmation testing of multi-lingual ballot availability for display and audio 
- Confirmation testing of Voting Accessibility switching input device for multi-lingual 
-HAAT50 readiness 


Pre- vote: Opening the Polls 
Verification 


Same as General 2 


Voting: Ballot Activation and Casting 
Verifications 


- Multi-lingual .wav & .mp3 audio ballot using accessibility switching device vote input 
- When the voter selects a Yes or No response to the recall proposal, that voter will be 
allowed to cast a vote for a candidate in the recall linked office. An undervote will not 
allow a vote in the second contest to be counted. An overvote will not allow a vote in 
the second contest to be counted. 
- Cross endorsed candidates in an N of M contest can only receive a single vote 
- Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based 
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- Allow  voter to identify & mark candidates 
- Mark ballots with approved Sequoia Voting System #960-28096-00  
- Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
- Gives feedback & an opportunity to correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes) 
- Alert overvotes; permit review, & change before casting 
- Alert selection's complete; prompt confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & access until the polls close 
- Increment the ballot counter 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped always available, report of normal/abnormal 
events that cannot be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators including ballot jams 
due to multiple feeds 
- The text for any numeric codes is contained in the error or affixed to the inside of the 
voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 
- Review event logs 
- Errors requiring intervention by the voter or poll worker are clearly multi-lingual 
audible issues &  multi-lingual action instructions in easily understood or with 
visual/audible indicators 


Post-vote: Closing the Polls Same as General 1 


Post-vote: Central Count Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each contest by precinct & other jurisdictional levels 
- Printed reports of ballots counted by tabulator, with votes, undervotes,  overvotes, & 
write-ins 
- Report of system audit information printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or destroyed by report generation, transmission over 
telecommunication lines or extraction from portable media 
- Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
- Consolidate the votes from multiple voting systems into a single polling place report 
DRE: 
-Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 


Post-vote: 
Security 


Same as General 1 except no HAAT80 


Post-vote: 
System Audit 


The system audit provides a central count, time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
- Backup election data 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 
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7.4.1.5  Primary Election 1 
 


Date Test Result Issues Opened Issues Closed Notes 


9/22/09 to 
01/04/10 


Reject #169  Regression test (Prim1R) 


11/10/09 Reject #212  Regression test (Prim1R) 


12/28/09 Reject #280  Regression test (Prim1R) 


2/4/10 Reject #318  Regression test (Prim1R) 


 


Method Detail Test Method 


Test Case Name Primary 1 - WA 


Scope - identifies the type of test A "Closed Primary Election" system level test incorporating validations of the VSS 
2002 required functionality and Rank Choice Voting functionality.  Testing will include 
validations of measurable performance including accuracy, processing rate, and ballot 
format handling capability of: 
 


 Edge II polling place DRE with Verivote (VVPAT) no barcode  


 EDGE2plus Model 300 (VVPAT) 


 Optech Insight Plus precinct based paper ballot reader 


 Optech Insight precinct based paper ballot reader 


 MPR used in conjunction with the Insight  and Insight Plus voting machines 


 Optech 400-C ballot tabulator running WinETP 


 HAAT50 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures in the pre-vote, voting, and post-voting operations of a voting 
system.   


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a Closed Primary Election on the Edge II, EDGE2plus, Optech Insight, 


Optech Insight Plus, and 400-C ballot tabulator including the identified voting 
variations. 


Test Variables: Voting Variations 
(as supported by the voting system) 


Closed Primary (same function as an Open Public Selection) Election 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
Synthesized audio ballot 
Multiple ballot styles 
Multiple precincts 
Rank Choice Voting (RCV, Preference Voting, Non-Partisan and local only) 
Candidate Groups 
Proposition/Question 
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 
   - Rank Choice Voting 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
The WinEDS 4.0 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS PC. 
 
Votes shall be cast on the: 
Edge II DRE running AVC Edge FW 
 - Ballot & election results transfer (internal copy) memory (CF) 
 - Ballot & election results transfer Memory Cartridge (ATA/PCMCIA) 
EDGE2plus DRE C0.4 
- Ballot & election results transfer Cartridge (USB) 
- Batch Processing of Results Cartridges 
 - CF Flash Memory 
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 - VVPAT for vote validation 
- HAAT50 & Smartcards for ballot activation and election results accumulation and 
report printing 
 - Verivote Printer HW for software independent vote validation 
-Optech Insight Plus precinct count optical scanner 
- Optech Insight precinct count optical scanner 
 - MPR HW for transferring data to the MemoryPack 
 - MemoryPack for ballot & election results transfer  
- COTS CF redundant Flash Memory 
- Optech 400-C Central Count optical tabulator WinETP 


VSS 2002 vol. 1 2.1 thru 2.4 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6 & 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS 


  SW - WinEDS 4.0.154 
  OS - WinEDS Windows XP Pro SP2 (COTS) 
  HW - COTS Windows PC Workstation 
        - MemoryPack Receiver (MPR, Rev D) 
  Extended Services 
   FW - 1.0.66 
 
DRE: Edge II 


  FW -  5.2   
  HW - AVC Edge II  
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
            
DRE: EDGE2plus 


  FW -  1.2.70 
  HW - AVC EDGE2plus C.04   
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      USB Memory Cartridge K9K series - 700 or 800 
 
Paper: Optech Insight Plus (A05) 


  FW - (HPX 1.44) 
  HW- Optech Insight Plus optical scanner 
Memory Cartridge (APX 2.17 FW)           
MemoryPack Receiver (MPR) Rev D (2.14) 
  
Paper:  Optech Insight (G05) 


  FW - (HPX K1.44) 
  HW - Optech Insight optical scanner  
Memory Cartridge (APX K2.17 FW) 
 
Paper: Optech 400-C 


  SW - WinETP (1.16.9) 
  HW - Optech 400-C 
  OS - Windows XP Home (COTS) 
 
Other: HAAT 


  FW - 2.6.29 
  OS - HAAT (COTS Windows CE.NET 5.0) 
  HW - HAAT Model50 (C1.1) 
   
Manuals testing (documents listed below are current in-house versions and testing 
will be conducted on the most recent delivered TDP): 


 
WinEDS 4.0 System Operations Procedures 
WinEDS Installation Guide, WinEDS Extended Services Operator’s Guide 
WinEDS Ranked Choice Voting Functional Specification 
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Optech 400-C Operators Manual 
 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Prior to execution of testing the following prerequisites must be completed; 
- Record the testers & date 
- System set up as identified in the user manual 
- Perform and Install witness/'trusted build of EMS software and firmware for Sequoia 
Voting Systems 
- Gather any necessary materials or Technical Reference Manuals.   
- Ensure customization of the test case template is complete 
- Use a Supervisory level access user and password for WinEDS 
- HAAT unit 50 is fully charged 


Getting Started Checks Before initiating testing:  
- Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
- Validate installation of a witnessed/ trusted build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 


Documentation of Test Data & Test 
Results 


Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
-A Closed Primary election database can be accurately/securely defined & formatted. 
-Multiple partisan ballots and a separate non-partisan ballot (candidates & 
propositions) can be accurately/securely defined & generated. 
-Election media can be accurately/securely programmed & installed.   
Checks  
-Optech Ballot styles can be defined, generated and reviewed for the Insight  and 
Insight Plus 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep:  
During execution confirm: 
-Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability 
-Functions are only executable in the intended manner, order & under intended 
conditions 
-Prevents execution of functions if preconditions weren't met 
-Implemented restrictions on controlled functions 
- Documentation of mandatory administrative procedures. 
COTS  
-Authentication is configured on the local terminal & external connection devices, 
-Operating systems are enabled for all session & connection openings, & closings, all 
process executions & terminations & for the alteration or detection of any memory or 
file object 
-Configure the system to only execute intended & needed processes during the 
execution election software.  Processes are halted until termination of critical system 
processes (such as audit). 


Readiness Testing and Poll 
Verification 


Prior to installation of the ballot perform maintenance diagnostic checks: 
- DRE: LCD calibration; printer test; event log report  
- Optical scanner:  
Install the ballot and perform the Pre-election Logic and Accuracy Test 
- Run the Pre-LAT election, verifying correct election information  
- Test data is segregated from simulation  voting data, with no residual effect 
- The polling place voting system functions properly including a formal record of: 
- Election, polling place, voting system & ballot format identification 
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Method Detail Test Method 


- Zero count report which contains the list of all ballot fields  (specifically list candidates 
and offices - all fields part of the ballot) 
- Other information to confirm readiness & accommodate administrative reporting 
requirements 
Test confirmation that there are no hardware/software failures & the device is ready to 
be activated to accept votes 


Pre- vote: Opening the Polls 
Verification 


Precinct Count: 
- The system is disabled until the internal test is successfully completed. 
Paper based: 
- Means to verify ballot marking devices are properly prepared & ready for use 
- Activating & verifying the ballot counting device is correctly activated & functioning 
- Identification of any failures & corrective action 
DRE 
- Security seal, password, or data code recognition capability preventing inadvertent or 
unauthorized poll opening 
- Means to enforce the proper sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & corrective action 


Voting: Ballot Activation and Casting 
Verifications 


Check the voting system to : 
Protects secrecy of ballot/vote 
- Records selection/non-selection for each contest                                                                                                                                                                                                                                                     
Paper-based 
- Allow  voter to identify & mark candidates  
- Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
- Gives feedback and an opportunity to correct, before the ballot is counted 
(under/overvotes/error/blank) 
DRE 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes) 
- Not allow overvotes 
- Alert undervotes; permit review & change before casting 
- Alert selection's complete; prompt confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage of cast ballot; give instruction to resolve 
unsuccessful casting 
- Prevent access of vote reporting  until the polls close 
- Increment the ballot counter 
Insight and Insight Plus RCV options: 
- Inconsistent Ordering 
- Skipped Ranking 
- Duplicated Candidate 
- Unused Contest 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped always available, report of normal/abnormal 
events that cannot be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators  - The text for any 
numeric codes is contained in the error or affixed to the inside of the voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 
Insight/Insight Plus: 
- Blank Ballot 
- Return To Voter 
 -Overvote/Undervote/Crossvote Ballot 
- Error Ballot 
- Unprocessable Ballot 
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Method Detail Test Method 


- Aux Bin 
- Resume 


Post-vote: Closing the Polls Once the polls are closed the voting system 
- prevents further casting of ballots or reopening of the polls 
- internally tests and verifies that the closing procedures have been followed and the 
device status is normal 
- visibly displays the status 
- produces a test record that verifies the sequence of events and indicates the 
extraction of vote data is activated 


Post-vote: Central Count Paper Based:  
The central count voting system includes: 
- Election identification 
- Zero count report 
- Information to confirm readiness & accommodate administrative reporting 
requirements 
Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places, & optionally 
other sources (absentee, provisional, etc)  Reports include: 
- Geographic reports of votes; each contest by precinct & other jurisdictional levels 
- Printed reports of ballots counted by tabulator, with votes, undervotes, and overvotes 
- Report of system audit information printed or in electronic memory 
- Report identifying the combination of candidates receiving overvotes 
- Prevent data from being altered or destroyed by report generation, transmission over 
telecommunication lines, if applicable or extraction from portable media 
- Permit extraction & consolidate votes from programmable memory device or data 
storage medium 
- Consolidate the votes from multiple voting systems into a single polling place report 
DRE 
-Electronic ballot images of votes cast by each voter,  extracted from a separate 
process & storage location, is reported in a human readable form 
Correctly process challenged ballots (excluded in central counts) 


Post-vote: 
Security 


The central count: See Security Test for detail  
During execution confirm: 
- Security access controls limit or detect access to critical systems & the loss of system 
integrity, availability, confidentiality and accountability 
- Functions are only executable in the intended manner, order & under the intended 
conditions 
- Prevented execution of functions if preconditions were not met 
- Implemented restrictions on controlled functions 
- Provided documentation of mandatory administrative procedures. 
COTS systems  
-Authentication is configured on the local terminal and external connection devices, 
-Operating systems are enabled for all session and connection openings, and closings, 
all process executions and terminations and for the alteration or detection of any 
memory or file object 
- Configure the system to only execute the intended and necessary processes during 
the execution of the election software.  Election software processes are halted until the 
termination of any critical system process, such as system audit. 


Post-vote: 
System Audit 


The system audit provides a central count time stamped always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record. 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 
 


7.4.1.6  Primary Election 2 
 


Date Test Result Issues Opened Issues Closed Notes 
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9/10/09 to 
12/10/09 


Accept #152, #153, #154   #152, #153, #154  


1/6/10 Reject #286, #289, #290, 
#291, #292 


 Regression test (Prim2R) 


1/15/10 Reject #298  Regression test (Prim2R) 


 


Method Detail Test Method 


Test Case Name Primary 2 - WI 


Scope - identifies the type of test Same as Primary 1 except for a "Selective Primary Election" configured with the: 


 AVC Edge II DRE with Verivote and Seiko DPU-414 printers 


 EDGE2plus Model 300 DRE with  VVPAT (w/o barcode)  


 Optech Insight Plus precinct based paper ballot reader 


 MPR used in conjunction with the Insight  and Insight Plus voting machines 


 Optech 400-C ballot tabulator running WinETP 


 HAAT50 
 


Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures in the pre-vote, voting, and post-voting operations of a voting 
system.   


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of an Open Primary Election on the Edge II, EDGE2plus, Optech Insight 
Plus, and 400-C ballot tabulator including the identified voting variations. 


Test Variables: Voting Variations 
(as supported by the voting system) 


Open Selective Primary (Open Primary w/ private selection in the voting booth) 
Election 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
Synthesized audio ballot 
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
The WinEDS 4.0 ballot preparation & central count SW installed on a Windows XP O/S 
PC with an Insight Memory Pack Reader (MPR) 
 
- Voter/Smart Cards for ballot activation (EDGE2plus) 
- Printer functions for reports 
Votes shall be cast on the: 
Edge II DRE running AVC Edge  
 - Ballot & election results transfer Memory Cartridge 
 - Voter/Smart Cards for ballot loading  
 - Seiko DPU-414 Printer 
 - Verivote Printer for software independent vote validation 
 - Edge Aux Power Unit 
 - HAAT50 (A0.3) Card Activator  
- EDGE2plus DRE C0.3 
 - APS External Printer (UTG300) for software independent vote validation 
 - Ballot & election results transfer  USB Memory Cartridge (K9K series - 700) 
Paper ballots shall be tabulated on the: 
Optech Insight Plus (A05) precinct count optical scanner Insight  APX and HPX FW 
 - MPR HW for transferring data to the MemoryPack 
 - MemoryPack HW  (APX FW) for ballot & election results transfer 


VSS 2002 vol. 1 Same as Primary 1 


VSS 2002 vol. 2 Same as Primary 1 plus 6.5 


Hardware, Software voting system 
configuration and test location 


EMS:  WinEDS 


HW & SW - Same as Primary 1 
 
DRE: Edge II  


HW & SW - Same as Primary ( no barcode) 
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Method Detail Test Method 


 
DRE: EDGE2plus 


HW & SW - Same as Primary 1 
 
Paper: Optech Insight Plus 


HW & SW - Same as Primary 1 
 
Other: Card Activator 


  FW - 5.1.35 
  HW - Card Activator 5.2 
 
Manuals testing (documents listed below are current in-house versions and testing will be 
conducted on the most recent delivered TDP): 
 
WinEDS 4.0 System Operations Procedures (AZ Rotation functionality, Challenged 
voting, Closed Primary elections) 
Card Activator 5.2 Operator & Maintenance Manual 
 
Test Location: iBeta, Aurora, CO (Lab 22) 


Pre-requisites and preparation for 
execution of the test case.  


Same as Primary 1 


Getting Started Checks Same as Primary 1 


Documentation of Test Data & Test 
Results 


Same as Primary 1 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as Primary 1, except an Open Selective Primary and this election does not 
include an Optech Insight 


Pre-vote: 
Ballot Preparation Security 


Same as Primary 1 


Readiness Testing and Poll 
Verification 


Same as Primary 1 with no provisional but with WI Selective Primary (Pick-a-Party) 
and  Multi-lingual visual ballot vote. 


Pre- vote: Opening the Polls 
Verification 


Same as Primary 1 


Voting: Ballot Activation and Casting 
Verifications 


Same as Primary 1 except does not include RCV 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as Primary 1 except does not include Optech Insight 


Post-vote: Closing the Polls Same as Primary 1 


Post-vote: Central Count Same as Primary 1 


Post-vote: 
Security 


Same as Primary 1 


Post-vote: 
System Audit 


Same as Primary 1 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 
 


7.4.1.7  Primary Election 3 
 


Date Test Result Issues Opened Issues Closed Notes 


10/1/09 to 
1/6/10 


Reject #186, #187, #277, 
#283 


 Regression test (Prim3R) 


12/28/09 Accept #278 #278  


 


Method Detail Test Method 


Test Case Name Primary 3 - AZ 
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Method Detail Test Method 


Scope - identifies the type of test Same as Primary 1 
 "Closed Primary" configured with the: 
 


 EDGE2plus Model 300 DRE with VVPAT (no barcode) 


 Optech Insight precinct based paper ballot reader optical scanner 


 MPR used in conjunction with the Insight  and Insight Plus voting machines 


 Card Activator 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures in the pre-vote, voting, and post-voting operations of a voting 
system.   


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a Closed Primary Election on the Edge II, EDGE2plus, and Optech 
Insight, Optech Insight, including the identified voting variations. 


Test Variables: Voting Variations 
(as supported by the voting system) 


Closed Primary Election 
Partisan/non-partisan offices 
AZ Rotation (based on voter registration) 
Primary Presidential Delegation Nominations 
Write-in votes 
Vote for one 
Vote for N of M 
Challenged ballots (ballots are included in poll report) 
Multiple Precincts 
Synthesized audio ballot 
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 
   - Manual Data Entry (write-in resolution only) 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
The WinEDS 4.0 ballot preparation & central count SW installed on a Windows XP O/S 
PC with an Insight Memory Pack Reader (MPR) 
 
 - Voter/Smart Cards for ballot activation 
- Printer functions for reports 
 
Votes shall be cast on the: 
Edge II DRE with AVC Edge FW 
 - Ballot & election results transfer Memory Cartridge 
 - Seiko DPU-414 Printer 
 - Verivote Printer for software independent vote validation 
 - Edge Aux Power Unit 
EDGE2plus DRE C0.4 FW 
 - APS External Printer (UTG300) for software independent vote validation 
 - Ballot & election results transfer  USB Memory Cartridge (K9K series - 800) 
Paper ballots shall be tabulated on the: 
Optech Insight  G05 precinct count optical scanner Insight APX and HPX  
 - MPR HW for transferring data to the MemoryPack 
 - MemoryPack for ballot & election results transfer 


VSS 2002 vol. 1 Same as Primary 1 


VSS 2002 vol. 2 Same as Primary 1 


Hardware, Software voting system 
configuration and test location 


EMS:  WinEDS  


HW & SW - Same as Primary 1 
 
DRE: Edge II  


HW & SW - Same as Primary 1 
 
DRE: EDGE2plus 


HW & SW - Same as Primary  1 
 
Paper: Optech Insight Plus  
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Method Detail Test Method 


HW & SW - Same as Primary 1 
 
Other: HAAT80 


HW & SW - Same as Primary 1 
 
Test Location: iBeta, Aurora, CO 


Pre-requisites and preparation for 
execution of the test case.  


Same as Primary 1 except the Card Activator is fully charged 


Getting Started Checks Same as Primary 1 


Documentation of Test Data & Test 
Results 


Same as Primary 1 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as Primary 1, except this election does not include and Optech Insight Plus 


Pre-vote: 
Ballot Preparation Security 


Same as Primary 1 


Readiness Testing and Poll 
Verification 


Same as Primary 1 with challenged voting and  AZ rotation 


Pre- vote: Opening the Polls 
Verification 


Same as Primary 1 


Voting: Ballot Activation and Casting 
Verifications 


Same as Primary 1 except does not include RCV 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as Primary 1 except does not include Optech Insight Plus 


Post-vote: Closing the Polls Same as Primary 1 


Post-vote: Central Count Same as Primary 1 with challenged voting and  AZ rotation 


Post-vote: 
Security 


Same as Primary 1 


Post-vote: 
System Audit 


Same as Primary 1 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 


7.4.1.8  Primary Election 4 
 


Date Test Result Issues Opened Issues Closed Notes 


12/9/09 Reject #250  Regression test (Prim4R) 


12/28/09 Reject #266  Regression test (Prim4R) 


 


Method Detail Test Method 


Test Case Name Primary 4 - IL 


Scope - identifies the type of test Same as Primary 1 
 "Closed Primary" configured with the: 
 


 Optech Insight Plus 


 EDGE2plus Model 300 with VVPAT (no barcode) and  ABLE-D 


 Optech 400-C ballot tabulator running WinETP 


 MPR used in conjunction with the Insight Plus voting machine 


 HAAT100 


 HAAT Listener 


 IMPR 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures in the pre-vote, voting, and post-voting operations of a voting 
system.   
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Method Detail Test Method 


Test Objective Validation of the ability to accurately and securely create visual and audio ballots, 
install, vote, count, report and transmit the results of a Closed primary election on the 
EDGE2plus with Audio, Voting Accessibility switching device and VVPAT, Optech 
insight Plus, and  Optech 400-C ballot tabulator  including the identified voting 
variations. 


Test Variables: Voting Variations 
(as supported by the voting system) 


Closed Primary Election 
 Partisan/non-partisan offices 
One precinct with splits 
Write-in votes 
Vote for one 
Vote for N of M 
Early voting (using EDGE2plus) 


- Turbo Tally (Setup Option) 
- Early Vote on EDGE2plus  
- Synthesized English Audio 
- Voting Accessibility switching input device 
- DRE functional accessibility (audio in the voting mode is included).  
- Paper ballots on 400-C: approved and non-approved marking devices 
WinEDS Extended Services 
   - Database Manager (Backup & Restore) 
  - Turbo Tally (Setup Option) 
  - Manual Data Entry 
  - Selection Code Generator 
 
The audio functionality is precisely the same for General elections, thus is not tested in 
this election. 


A description of the voting system type 
and the operational environment.  


Testing of the Sequoia WinEDS voting system shall include:  
 
The WinEDS 4.0 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS PC with HAAT Listener (SW) on Linux server (HW) for wireless 
results receiving verification from HAAT100. 
 
 Votes shall be cast on the: 
EDGE2plus DRE C0.3 and C0.4 (with ABLE-D) 
 - Ballot & election results transfer Cartridge (USB) 
 - Batch Processing of Results Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
  - HAAT100 & Smartcards for ballot activation and election results accumulation, 
report printing, and wireless transmission.   
Paper absentee ballots shall be tabulated on the: 
Optech 400-C central count optical tabulator WinETP  
 - Ballot & election results transfer Cartridge (USB) 
Paper precinct  ballots shall be tabulated on the: 
Optech Insight Plus A05 precinct count optical scanner 
 - MPR HW for transferring data to the MemoryPack 
 - MemoryPack for ballot & election results transfer  
 - HAAT100 HW for precinct report printing test and compare results to expected 
results 
 - IMPR HW for MemoryPack election results transfer to HAAT100 


VSS 2002 vol. 1 2.1 thru 2.5.3.2 


VSS 2002 vol. 2 Same as Primary 1 


Hardware, Software voting system 
configuration and test location 


EMS: WinEDS 


HW & SW - Same as Primary 1 
 
DRE: EDGE2plus 


 HW & SW - Same as Primary 1 
 
Paper: Optech 400-C 


 HW & SW - Same as Primary 1 
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Paper: Optech Insight Plus 


 HW & SW - Same as Primary 1 
 
Other: HAAT 


 HW & SW - Same as Primary 1 
 
 Manuals testing (documents listed below are current in-house versions and testing will be 
conducted on the most recent delivered TDP): 
 
WinEDS 4.0 System Operations Procedures 
HAAT100 Operations & Maintenance Manual 
 
Test Location: iBeta, Aurora, CO (Lab 22) 


Pre-requisites and preparation for 
execution of the test case.  


Same as Primary 1 except access Gen1_IL_P & Gen1_IL_E databases from final 
backup of Gen1_IL State Certification and use HAAT100, not the HAAT100: 
- HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Getting Started Checks Same as Primary 1 


Documentation of Test Data & Test 
Results 


Same as Primary 1 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as Primary 1 except this election does not include an Optech Insight 
 


Pre-vote: 
Ballot Preparation Security 


Same as Primary 1 


Readiness Testing and Poll 
Verification 


Same as Primary 1 


Pre- vote: Opening the Polls 
Verification 


Same as Primary 1 


Voting: Ballot Activation and Casting 
Verifications 


Same as Primary 1including Fleeing voters (cast, cancelled) 
 - with selection(s) made 
 - blank ballot 
- does not include RCV 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as Primary 1 except does not include Optech Insight 


Post-vote: Closing the Polls Same as Primary 1including Early voting poll closing 


Post-vote: Central Count Same as Primary 1 with an early voting an election day tally type 


Post-vote: 
Security 


Same as Primary 1 


Post-vote: 
System Audit 


Same as Primary 1 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 
 


7.4.1.9  Regression System Level Test Results 
 


Detail for the Regression Test Cases is found in the Test Methods in the following sections.  All Testing was 
conducted on the system configurations identified in Section 3.  Only functional issues are identified.  While 
documentation discrepancies may be encountered in testing they do not result in the rejection of a functional 
test.  Specific software and firmware builds for each test execution are recorded in the PCA Configuration as 
identified in the individual test case document.  All issues are documented in Appendix E- Discrepancy 
Report. 
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In Regression Round 1 testing, three full end-to-end functional test cases (General 1RS1/S2, General 2, and 
Primary 4) were executed.  General1 was split into two different scenarios (General1RS1 and General1RS2).  
General1RS1 tested the functionality of the voting system and General1RS2 tested the functionality in 
conjunction with voting system security.   
 
Five system level test cases (Gen3R, Gen4R, Prim1R, Prim2R, and Prim3R) were also executed.  The system 
level test cases were devised to regression test specific discrepancies. 
 
In Regression Round 2 testing, one functional end-to-end test case (General1R2), and one system level test 
case (HAAT90) were executed. 
 
In Regression Round 3 testing, one functional end-to-end test case (General1R3), one system level test case 
(Custom R3), and three security test cases (Security Review, Security- Windows Configuration Test, and 
Security- Linux Configuration Test) were executed. 
 
In Regression Round 4 testing, one functional end-to-end test case (General1R3) and one security test case 
(Security Review) were executed. 
 
At the conclusion of the regression testing, all functional defects were resolved. 
 
Regression Round 1 


Date Test Result Issues Opened Issues Closed Notes 


5/17/10 Reject #377, #381 #181 Gen1RS1 (end-to-end) 
#377, #381: Tested in Gen1R2 


5/19/10 Reject #364  Tested in Gen1R2 


6/21/10 Reject #375, #386, #388, 
#434 


#174, #177 Gen1RS2  
#375, #386, #388: Tested in HAAT90R2 
#434: Tested in Gen1R4 


6/28/10 Reject #396  Tested in Gen1R2 


5/19/10 Accept  #137, #184, #295 General 2R (end-to-end) 


6/2/10 Accept  #250, #266, # Primary 4R (end-to-end) 
#321 closed in Security Review Test WinEDS tab  


5/20/10 Accept  #110, #112, #126, 
#127, #205 


Gen3R 


6/3/10 Accept  #166, #167, #176, 
#189, #204, #214, 
#215, #216, #223, 
#226, #254, #255, 
#257 


Gen4R 


6/10/10 Accept  #169, #212, #280, 
#318 


Prim1R 


5/17/10 Accept  #217, #218, #286, 
#289, #290, #291, 
#292, #298 


Prim2R 


5/17/10 Accept  #186, #187, #277, 
#283, #294 


Prim3R 


5/21/10 Accept  #336 Vol1R 


8/3/09 Accept  #138 Tested in Security Review 


 
Regression Round 2 


Date Test Result Issues Opened Issues Closed Notes 


12/9/09 Accept  #168, #169, #227, 
#228, #232, #233, 
#253, #273, #274, 
#364, #377, #381, 
#396 


Regression test (Gen1R2) 


12/28/09 Accept  #375, #386, #388 Regression test (HAA90R2) 


 
 
Regression Round 3 


Date Test Result Issues Opened Issues Closed Notes 
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8/31/10 Reject #434  #434: Tested in Gen1R4 


10/2/09 Accept  #182 Regression test (Gen1R3) 


8/5/10 Accept #413, #414,  #415 #413, #414, #415 #413 , #415 Regression test (Gen1R3)  
#413 also tested in Custom R3 test case 
#414 Regression test (Custom R3) 


8/6/10 Accept #417, #419 #417, #419 #417, #419 Regression test (Gen1R3 & Custom 
R3) 


8/11/10 Accept #422 #422 Regression test (Custom R3) 


 
Regression Round 4 


Date Test Result Issues Opened Issues Closed Notes 


9/7/10 Accept  #432, #433, #434 Regression Test Gen1R4 


 
Test Methods for end-to-end Regression Testing 


Method Detail General1RS1/S2 Test Method General 2R Test Method Primary 4R Test Method 


Test Case Name General 1RS1/S2 General 2R Primary 4R 


Scope - 
identifies the 
type of test 


A general election system level test 
incorporating validations of the 
VSS 2002 required functionality.  


Testing includes validation of 
measurable performance including 
accuracy, processing rate, and 
ballot format handling capability of 
the WinEDS voting system 
configured with : 


 Edge II polling place DRE with 
Verivote (VVPAT) with 
barcode  


 Optech Insight Plus precinct 
based paper ballot reader 


 MPR used in conjunction with 
the Insight Plus voting 
machine 


 EDGE2plus C0.4  (w/VVPAT) 


 Optech 400-C ballot  tabulator 
running WinETP 


 HAAT80 


 IMPR used in conjunction with 
HAAT80 


 Card Activator 


 MPR used in conjunction with 
the Insight Plus voting 
machine 


 
Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures (manuals) in the pre-
vote, voting, and post-voting 
operations of a voting system, 
logging and the Reports Module. 


Same as General 1 except configured 
with:  


 Edge II DRE (with Seiko Printer 
Rev C) 


 EDGE2plus Model 305 (w/ 
VVPAT) 


 HAAT90 & HAAT Listener 


 Optech Insight Plus 


 MPR used in conjunction with the 
Insight Plus voting machine 


 IMPR used in conjunction with the 
HAAT90 


 
Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals, if applicable)  in the pre-
vote, voting, and post-voting 
operations of a voting system, logging 
and reports. 


Same as Primary 1 (above),  
"Closed Primary" configured with 
the: 
 


 Optech Insight Plus 


 EDGE2plus Model 300 with 
VVPAT (no barcode) and  
ABLE-D 


 MPR used in conjunction 
with the Insight Plus voting 
machine 


 HAAT100 


 HAAT Listener 


 IMPR 
 
Functional aspects include error 
recovery, security, and usability 
of the hardware, software and 
procedures in the pre-vote, 
voting, and post-voting 
operations of a voting system.   


Test Objective Validation of the ability to 
accurately and securely create, 
install, vote, count, and report the 
results of a general election on the 
Edge II DRE with Verivote, the 
Edge2plus DRE, Optech Insight 
Plus, and Optech 400-C Central 
Count including the identified 
voting variations. 


Validation of the ability to accurately 
and securely create visual  ballots, 
install, vote, count and report the 
results of a general election on the 
Edge II DRE, EDGE2plus Model 305 


DRE,  and Insight Plus including the 
identified voting variations. 


Validation of the ability to 
accurately and securely create 
visual and audio ballots, install, 
vote, count, report and transmit 
the results of a Closed primary 
election on the EDGE2plus with 
Audio, Voting Accessibility 
switching device and VVPAT, 
and Optech insight Plus including 
the identified voting variations. 
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Method Detail General1RS1/S2 Test Method General 2R Test Method Primary 4R Test Method 


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


General elections 
- Partisan/non-partisan offices 
- Write-in votes 
- Vote for N of M 
- Election Day voting 
- Precinct Split 
- Colorado Provisional (excluded 
from precinct totals) 
- Terminology (replace WinEDS 
terms with Jurisdiction specific 
term) 
- Audio (synthesized English) 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 


General election 
Partisan/non-partisan offices 
Write-in votes 
Multiple precincts 
Vote for N of M 
Straight Party voting 
Audio (synthesized English) 
-Precinct Rotation 
 -None of These Candidate 
- Manual Data Entry (paper write-in 
resolution only) 
WinEDS Extended Services 
   -Database Manager (Backup & 
Restore) 
 


Closed Primary Election 
 Partisan/non-partisan offices 
One precinct with splits 
Write-in votes 
Vote for one 
Vote for N of M 
Early voting (using EDGE2plus) 
- Turbo Tally (Setup Option) 
- Early Vote on EDGE2plus  
- Synthesized English Audio 
- Voting Accessibility switching 
input device 
- DRE functional accessibility 
(audio in the voting mode is 
included).  
- Paper ballots on 400-C: 
approved and non-approved 
marking devices 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
  - Turbo Tally (Setup Option) 
  - Manual Data Entry 
  - Selection Code Generator 
- Election Reporting 


A description of 
the voting 
system type and 
the operational 
environment 
 
See "g" for 
SW- Software 
FW- Firmware 
HW- Hardware 


Testing of the Sequoia WinEDS 
voting system shall include:  
The WinEDS 4.0 SW ballot 
preparation & central count SW 
installed on a Windows XP 
Professional SP2 OS PC. 
 
Votes shall be cast on the: 
Edge II DRE running AVC Edge 
FW 
 - Ballot & election results transfer 
(internal copy) memory (CF) 
 - Ballot & election results transfer 
Memory Cartridge (ATA/PCMCIA) 
EDGE2plus DRE C0.4 
- Ballot & election results transfer 
Cartridge (USB) 
- Batch Processing of Results 
Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
 - APS Printer for precinct report 
printing 
- Card Activator HW & Smartcards 
for ballot activation 
 - HAAT 80 & Smartcards for ballot 
activation and election results 
accumulation and report printing 
 - Verivote Printer HW for software 
independent vote validation 
Optech Insight Plus precinct count 
optical scanner 
 - MPR HW for transferring data to 
the MemoryPack 
 - MemoryPack for ballot & election 
results transfer  


Testing of the Sequoia WinEDS voting 
system shall include:  
  
Same as General 1 with: 
 
-Professional SP2 OS PC with HAAT 
Listener (SW) on Linux server (HW) for 
modem results receiving verification 
from HAAT90. 
- HAAT90 for card activation, election 
results, consolidation,  accumulation, 
printing,  telephone transmission, and 
compare results to expected results 
- IMPR HW for MemoryPack election 
results transfer to HAAT90 


Testing of the Sequoia WinEDS 
voting system shall include:  
 
The WinEDS 4.0 SW ballot 
preparation & central count SW 
installed on a Windows XP 
Professional SP2 OS PC with 
HAAT Listener (SW) on Linux 
server (HW) for wireless results 
receiving verification from 
HAAT100. 
 
 Votes shall be cast on the: 
EDGE2plus DRE C0.3 and C0.4 
(with ABLE-D) 
 - Ballot & election results 
transfer Cartridge (USB) 
 - Batch Processing of Results 
Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
  - HAAT100 & Smartcards for 
ballot activation and election 
results accumulation, report 
printing, and wireless 
transmission.   
Paper absentee ballots shall be 
tabulated on the: 
Optech 400-C central count 
optical tabulator WinETP  
 - Ballot & election results 
transfer Cartridge (USB) 
Paper precinct  ballots shall be 
tabulated on the: 
Optech Insight Plus A05 precinct 
count optical scanner 
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- COTS CF redundant Flash 
Memory 
- Optech 400-C central count 
optical tabulator WinETP 


 - MPR HW for transferring data 
to the MemoryPack 
 - MemoryPack for ballot & 
election results transfer  
 - HAAT100 HW for precinct 
report printing test and compare 
results to expected results 
 - IMPR HW for MemoryPack 
election results transfer to 
HAAT100 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8, 2.2.9, 2.3 
thru 2.3.5, 2.4 thru 2.5.3.2 
 


2.2.1 thru 2.2.6, 2.2.7.2. thru 2.2.10, 
2.3 thru 2.5.3.2 
HAVA a thru c2 


2.1 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 6.2 thru 6.4.1, 6.5 thru 6.7 Same as Primary 1 (above) 


Hardware, 
Software voting 
system 
configuration 
and test location 
 
See Volume I 
Section 3 for 
detail of HW, SW 
& FW 
 
Version 
information is 
listed in Tables 
4, 5 & 6 


EMS: WinEDS 


  SW - WinEDS v. 4.0.170 
  OS - WinEDS Windows XP Pro 
SP2 (COTS) 
  HW - COTS Windows PC (laptop) 
Workstation 
  MemoryPack Receiver (MPR, 
Rev E) 
  Extended Services v. 1.0.77 
 
Manuals:  (testing will be 
conducted on the most recent 
delivered TDP) 
 
-  WinEDS 4.0 System Operations 
Procedures 
- WinEDS Election Reporting 
Operator’s Guide 
- WinEDS Extended Services 
Operator’s Guide 
         • Database Manager 
         • Election Reporting 
 
 
DRE: Edge II 


  FW - AVC Edge v. 5.2.1.4 
  HW - Edge II  
      Smartcards 
      Verivote printer (Rev C) FW 
1.04 
      Card Activator FW 5.2.6 
  Manuals:  (testing will be 
conducted on the most recent 
delivered TDP) 
 
- AVC Edge 5.2 Operators Manual  
- AVC Edge 5.2 Poll Workers 
Manual   
- Verivote Printer Operators 
Manual  
- Edge Aux Power Unit Operators 
& Maintenance Manual 
- Card Activator 5.2 Operators & 
Maintenance 
 
DRE:  EDGE2plus 


EMS: WinEDS :  Same as General 1 


   
DRE: Edge II: Same as General 1 


   
DRE: EDGE2plus: Same as General 1 


   
Paper: Optech Insight Plus (A05):  


Same as General 1  
 
Other: HAAT90 


  FW - 2.6.32 
  OS - HAAT (COTS Windows CE.NET 
5.0) 
  HW - HAAT Model 90 (C1.1) 
  HW - Insight Memory Pack Reader 
(IMPR, C1.1) 
 
 
HAAT90 Operations & Maintenance 
Manuals:  (testing will be conducted on 
the most recent delivered TDP) 
 
HAAT90 Poll Workers Manual 
 WinEDS/HAAT Listener Operator’s 
Manual 
 
Test Location: iBeta, Aurora, CO (Labs 
22 and 10) 
 


EMS: WinEDS 


HW & SW - Same as Primary 1 
(above) 
 
DRE: EDGE2plus 


 HW & SW - Same as Primary 1 
(above) 
 
Paper: Optech 400-C 


 HW & SW - Same as Primary 1 
(above) 
 
Paper: Optech Insight Plus 


 HW & SW - Same as Primary 1 
(above) 
 
Other: HAAT 


 HW & SW - Same as Primary 1 
(above) 
 
 Manuals testing (testing will be 


conducted on the most recent 
delivered TDP) 
 
WinEDS 4.0 System HAAT100 
Operations & Maintenance 
Manual 
HAAT100 Poll Workers Manual 
 
Test Location: iBeta, Aurora, CO 
(Labs 22 and 10) 
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  FW - EDGE2plus v. 1.2.74 
  HW - EDGE2plus Model C0.4 


      APS external printer UTG300 
(VVPAT) 
    Manuals:  (testing will be 
conducted on the most recent 
delivered TDP) 
 
- EDGE2plus Model 300 Operators 
Manual 
- HAAT80 Operations & 
Maintenance Manual 
- HAAT80 Poll Workers Manual 
 
Paper: Optech Insight Plus (A05) 


  FW - HPX L1.46.100205.1100 
  HW- Optech Insight Plus optical 
scanner 
          MemoryPack Receiver 
(MPR) (APX l2.18.100205.1359) 
   Manuals:  (testing will be 
conducted on the most recent 
delivered TDP) 
 
- Optech Insight/Insight Plus 
Operators Manual 
- Insight Battery  Poll Workers & 
Operators Manual 
- MemoryPack Receiver Operators 
Manual 
Paper: Optech 400-C 


  SW - WinETP (1.16.11) 
  HW - Optech 400-C 
  OS - Windows XP Home (COTS) 
Manuals: 
Optech 400-C Operators Manual 
WinETP 
 
Other: HAAT 80 


  FW - 2.6.32 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model80 (A1.1) 
  HW - Insight Memory Pack 
Reader (IMPR, C1.1) 
  Manuals:  (testing will be 
conducted on the most recent 
delivered TDP) 
 
- HAAT80 Operations & 
Maintenance Manual  
- HAAT80 Poll Workers Manual  
 
     Test Location: iBeta, Aurora, 
CO (Labs 22 and 10) 


Pre-requisites 
and preparation 
for execution of 
the test case.  


Complete the prerequisites; 
Complete the prerequisites; 
- Record the testers & date 
- System has been set up as 
identified in the user manual(s) 
- Gather any necessary materials 


Same as General 1 
 - HAAT90 is fully charged 
 - HAAT Listener is running 


Same as Primary 1(above) 
except access Gen1_IL_P & 
Gen1_IL_E databases from final 
backup of Gen1_IL State 
Certification and use HAAT100 
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or manuals.  
- Ensure customization of the test 
case template is complete 
- HAAT80 unit is fully charged 


 HAAT100: 
- HAAT unit 100 is fully charged 
 - Verizon Wireless Access 
account 


Getting Started 
Checks 


Check the voting system to : 
- Verify the test environment and 
system configuration is 
documented in the PCA 
Configuration and vendor 
described configuration.  
- Validate installation of a 
witnessed build 
Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 


Same as General 1 
 


Same as Primary 1(above) 


Documentation 
of Test Data  &  
Test Results 


Test Data: 
- Record all programmed & 
observed election, ballot & vote 
data fields and field contents on 
the corresponding  tabs to provide 
a method to repeat the test 
- Preserve all tabs for each 
instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test 
Steps 
- In Comments enter any 
deviations, discrepancies, or 
notable observations 
- Log discrepancies on the 
Discrepancy Report and insert the 
number in the Comments 


Same as General 1 
 


Same as Primary 1(above) 


Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Ballot Prep: 
-An election database can be 
accurately/securely defined & 
formatted. 
-Administrator can create different 
roles and users to be utilized 
throughout the course of the 
election 
-A ballot (candidates & 
propositions) can be 
accurately/securely defined & 
generated 
-Election media can be 
accurately/securely programmed & 
installed  
-The user manual is sufficiently 
detailed for preparation of a 
General Election ballot 
-Precinct Splits 
-Colorado Provisional 
- Terminology 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in 
resolution only) 
-Database Manager 


Ballot Prep:  
Same as General 1(except for security 
procedures) 
 
-Precinct Splits 
- Straight Party ballots 
- Precinct Rotation 
- None of These Candidates 
Extended Services: 
-Manual Data Entry (write-in resolution 
only) 
-Database Manager (backup & restore 
- Synthesized English audio ballots 


Same as Primary 1(above) 
except this election includes 
Optech Insight Plus 
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Pre-vote: 
Ballot 
Preparation 
Security 


Ballot Prep: 
-Security access controls limit or 
detect access to critical systems 
and the loss of system integrity, 
availability, confidentiality & 
accountability 
-Functions are only executable in 
the intended manner, order & 
under intended conditions 
-Prevents execution of functions if 
preconditions weren't met 
-Implemented restrictions on 
controlled functions 
- Documentation of mandatory 
administrative procedures. 
COTS  
-Authentication is configured on the 
local terminal & external 
connection devices, 
-Operating systems are enabled for 
all session & connection openings, 
& closings, all process executions 
& terminations & for the alteration 
or detection of any memory or file 
object 
-Configure the system to only 
execute intended & needed 
processes during the execution of 
election software.  Processes are 
halted in the event of termination of 
critical system processes (such as 
audit). 
Edge II 
- Valid Cartridges are only 
accepted by the system. 
- Audit logs reflect all events 
- Election data has to be installed 
before ballots can be read 
- Polls can only be open after 
preconditions are met.  
- Interruption of power during 
preparation of system requires 
system to be prepared again. 
-Power cycle Edge II during ballot 
installation 
- Interruption of power during ballot 
definition installation leads to re-
initialization from the beginning 
- Place results cartridge into the 
AUX port, attempt to initialize 
system 
- Results and Aux Ports are pre-
mapped 
- Attempt to modify the password 
field on the configuration.xml file 
for the HAAT80 
- Attempt to activate voter card 
without preparing the HAAT80 
- Attempt to prepare the HAAT80 
with and invalid cartridge and 
activate and invalid card or a card 


Ballot Prep: 
- Attempt to execute processes without 
first performing their prerequisites. 
EDGE2plus: 
-- Configure Memory Cartridge with 
election data 
- Access Edge2Plus as poll 
worker/technician 
- Attempt to insert memory cartridge 
into USB slot: 
    - insert invalid cartridge 
    - insert valid cartridge 
    - insert different shaped USB stick 
    - Create EDGE2plus Cartridge with 


serial number zero (0) 
   - Attempt to initialize machines with 
same cartridge 
HAAT 90 
- Attempt to activate voter card prior to 
preparing the HAAT 
- Access HAAT 90 as a poll worker, 
attempt to prepare HAAT 
  - With incorrect password 
  - With correct password. 
- Prepare HAAT 90 
  - With improper memory cartridge 
  - Verify audit logs 


Same as Primary 1 (above) 
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from another vendor 
- HAAT audit logs reflect all access 
attempts 
- Attempt to power cycle HAAT80 
during preparation of the system 
- Attempt to power cycle Card 
Activator during initialization of the 
system. 


Readiness 
Testing and Poll 
Verification 


Voting system is ready for the 
election:  
- Status & data reports are 
generated 
- Attempt to open polls before 
election data is installed 
- Attempt to open polls during 
installation of election data 
- The election is correctly installed 
- The voting system functions 
correctly 
- Test data is segregated from 
voting data, with no residual effect 
The polling place voting system 
functions properly including a 
formal record of: 
- Election, polling place, voting 
system & ballot format 
identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm 
readiness & accommodate 
administrative reporting 
requirements 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be 
activated to accept votes 


Same as General 1 except:  
- Attempt to empty out the Password 
file from the Memory card that 
initializes HAAT 90 and insert into the 
HAAT. 
EDGE2plus: 
-Diagnostic Tests (E2P) (LCD, Printer, 
Event Log, Power Test, Map 
Cartridges, Audit Trail Memory, Flash 
Memory, Results Cartridge Memory,  
Smart Card Memory) (Edge II) (Internal 
RAM, Internal HW, Printer Test) 
-System Reset 


Same as Primary 1 (above) 
 


Pre- vote: 
Opening the 
Polls Verification 


Precinct Count: 
- The system is disabled until the 
internal test is successfully 
completed. 
Paper based: 
- Means to verify ballot marking 
devices are properly prepared & 
ready for use 
- Activating & verifying the ballot 
counting device is correctly 
activated & functioning 
- Identification of any failures & 
corrective action 
DRE 
- Security seal, password, or data 
code recognition capability 
preventing inadvertent or 
unauthorized poll opening 
- Means to enforce the proper 
sequence of steps to open the 
polls 
- Means to verify correct activation 
- Identification of any failures & 


Same as General 1 except: 
- Open the polls, power down the Edge 
II, remove memory cartridge and 
replace. Restore power. 
 


Same as Primary 1 (above) 
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corrective action 
- Attempt to record a vote prior to 
opening the polls 
- Attempt to access the diagnostic 
screen when polls are open 
- Open the polls, power down the 
Edge II, remove memory cartridge 
and replace. Restore power. 


Voting:  
Ballot Activation 
and Casting 
Verifications 


Protects secrecy of ballot/vote 
- Records selection/non-selection 
for each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark 
candidates 
- Allow  placement of voted ballots 
into a precinct ballot counter or 
secure receptacle 
- Gives feedback & an opportunity 
to correct, before the ballot is 
counted (under/overvotes) 
DRE 
- Voter can make selections based 
on ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Alert overvotes; permit review & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is 
irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give 
instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & 
access until the polls close 
- Increment the ballot counter 
Fleeing voters (cast, canceled) 
 - with selection(s) made 
 - blank ballot 
- Attempt to vote more than once 
with the same voter card 
Review message if received the 
following types of ballots for the 
Insight Plus: 
-Blank Ballot 
-Return To Voter 
-Overvote/Undervote/Crossvote 
Ballot 
-Error Ballot 
-Unprocessable Ballot 
-Aux Bin 
-Resume 
Provisional/challenge voters 
- accept 
-reject 


Same as General 1 including: 
- Straight party: make one selection to 
vote for all candidates of one party in a 
general election 
- Cross voting 
Protects secrecy of ballot/vote 
- Records selection/non-selection for 
each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark 
candidates 
- Mark ballots with approved Sequoia 
Voting System #960-28096-00  
- Allow  placement of voted ballots into 
a precinct ballot counter or secure 
receptacle 
- Gives feedback & an opportunity to 
correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on 
ballot programming & indicate 
selection, cancellation, & non-selection 
(undervotes) 
- Alert overvotes; permit review, & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is irrevocable,  
- Alert successful/unsuccessful storage 
of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & access 
until the polls close 
- Increment the ballot counter 


Same as Primary 1 (above) 
including:   
 Fleeing voters (cast, cancelled) 
 - with selection(s) made 
 - blank ballot 
 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & 


The system audit provides a time 
stamped always available, report of 
normal/abnormal events that 
cannot be turned off when the 


Same as General 1 including: 
The system audit provides a time 
stamped always available, report of 
normal/abnormal events that cannot be 


Same as Primary 1 except this 
election includes an Optech 
Insight Plus 
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Status Indicators system is in operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use 
clear indicators or text 
Error messages are: 
- Generated, stored & reported as 
they occur 
- Errors requiring intervention by 
the voter or poll worker clearly 
display issues & action instructions 
in easily understood text language 
or with indicators including ballot 
jams due to multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to 
the inside of the voting system 
- Incorrect responses will not lead 
to irreversible errors.  
- Nested conditions are corrected 
in the sequence to restore the 
system to the state before the error 
occurred 
- Review event logs 
- Attempt to turn off/disconnect the 
VVPAT printer during voting 
- Verify administrative password is 
required to reset the HAAT80, set 
date & time 
- Non-administrative password is 
required  to move between election 
modes 
- Attempt to remove memory pack 
and place into a spare Insight 
system 


turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Generated, stored & reported as they 
occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators including ballot jams due to 
multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to the 
inside of the voting system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system to 
the state before the error occurred 
- Review event logs 
- Attempt to turn off/disconnect the 
VVPAT printer during voting 
- Verify administrative password is 
required to reset the HAAT90, set date 
& time 
 
Paper: 
- Overvote/Undervote/Crossvote Ballot 


Post-vote: 
Closing the Polls 


Once the polls are closed the 
precinct count voting system 
- prevents further casting of ballots 
with polls closed 
- internally tests and verifies that 
the closing procedures has been 
followed and the device status is 
normal 
- visibly displays the status 
- produces a test record that 
verifies the sequence of events 
and indicates the extraction of vote 
data is activated 
- Attempt to reopen the polls on the 
EDGE2plus 


Same as General 1 
Early Voting  (set up as a tally type) 


Same as Primary 1 (above) 
including Early voting poll closing 


Post-vote: 
Central Count 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted 
by tabulator, with votes, 


Same as General 1 including: 
 
- Wired results transmission 
- Totals sent via HAAT90 from precinct 
to the central count PC running HAAT 
Listener and WinEDS 
 


Same as Primary 1 (above) with 
an early voting and election day 
tally type 
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undervotes,  overvotes, & write-ins 
- Report of system audit 
information printed or in electronic 
memory 
- Report identifying overvotes  
- Prevent data from being altered 
or destroyed by report generation, 
transmission over 
telecommunication lines or 
extraction from portable media 
- Accurately process provisional 
(excluded in precinct count) ballots 
(added into central count) 
- Permit extraction & consolidate 
votes from programmable memory 
services or data storage medium 
- Consolidate the votes from 
multiple voting systems into a 
single polling place report 
DRE: 
-Electronic ballot images of votes 
cast by each voter, extracted from 
a separate process & storage 
location, is reported in human 
readable form 


Post-vote: 
Security 


The central count: 
- Security access controls limit or 
detect access to critical systems 
and the loss of system integrity, 
availability, confidentiality and 
accountability 
-Audit logs reflect all events even 
the events of where non authorized 
user of a function trying to gain 
access to a specific function of the 
system 
- Non registered voting machine 
results cannot be read by WinEDS 
- Functions are only executable in 
the intended manner, order and 
under the conditions 
- Prevented execution of functions 
if preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative 
procedures. 
- Operation of vote tally continues 
when power gets restored, all 
unsaved data will be required to be 
re added. 
- System cannot be reinitialized 
after polls have been closed. 
- Edge II system reset does not 
erase the results cartridge. 
- Only valid memory cartridges are 
accepted during vote tallying. 
-Access WinEDS Tally process as 
each user/role 
- Power  cycle WinEDS workstation 


Same as General 1 except with 
HAAT90 
 


Same as Primary 1 (above) 
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during vote tally 
-Attempt to read in Edge II memory 
devices more than once 
-Attempt to read in results from a 
"0" serial number machine 
- Attempt to read in data from a 
non registered (machine not 
assigned to your election) voting 
machine 
-Attempt to reinstall election data 
into system with results cartridge 
HAAT80: 
- Consolidate vote totals 
 - Memory Cartridges from another 
precinct 
 - Tampered memory cartridges 
 - Valid memory cartridges 
 - Duplicated memory cartridges 
- Memory cartridges do not need to 
be closed prior to being 
consolidated 
 
COTS systems  
-Authentication is configured on the 
local terminal and external 
connection devices, 
-Operating systems are enabled for 
all session and connection 
openings, and closings, all process 
executions and terminations and 
for the alteration or detection of 
any memory or file object 
- Configure the system to only 
execute the intended and 
necessary processes during the 
execution of the election software.  
Election software processes are 
halted in the event of termination of 
any critical system process, such 
as system audit. 


Post-vote: 
System Audit 


The system audit provides a 
central count, time stamped, 
always available, report of normal 
and abnormal events that cannot 
be turned off when the system is in 
operating mode.  Status message 
are part of the real time audit 
record.  
- Applied to HAAT80 
- Backup election data 
- Certify the Election 


Same as General 1 except with 
HAAT90 
 


Same as Primary 1 (above) 


Expected 
Results are 
observed 


Review the test result against the 
expected result:  
• Accept: the expected result is 
observed 
• Reject: the expected result of the 
test case is not observed 
• Not Testable (NT): rejection of a 
previous test step prevents 
execution of this step, or tested in 


Same as General 1 
 


Same as General 1 
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another TC. 
• Not Applicable (NA): not 
applicable to test scope 


Record 
observations and 
all input/outputs 
for each election; 


All inputs, outputs, observations, 
deviations and any other 
information impacting the integrity 
of the test results will be recorded 
in the test case.  
- Any failure against the 
requirements of the EAC 
guidelines will mean the failure of 
the system, and shall be reported 
as such.   
- Failures will be reported to the 
vendor as Defect Issues in the 
Discrepancy Report.  
- The vendor shall have the 
opportunity to cure all 
discrepancies prior to issuance of 
the Certification Report. 
- If cures are submitted the 
applicable test will be rerun. 
Complete information about the 
rerun test will be preserved in the 
test case. The cure and results of 
the retest will be noted in the - 
Discrepancy Report and submitted 
as an appendix of the Certification 
Report. 
- Operations which do not fail the 
requirements but could be deemed 
defects or inconsistent with 
standard software practices or 
election practices will be logged as 
Informational Issues on the 
Discrepancy Report.  It is the 
vendor's option to address these 
issues.  Open items will be 
identified in the report. 


Same as General 1 
 


Same as General 1 


 
 


7.4.2  FCA Volume (Volume Stress, Performance and Error 
Recovery) Test Cases  
During test case development, test setup or preparation of test data, iBeta encountered limits that were either not 
identified or only identified at the application level in the Implementation Statement, Release 4.0, Document 
Version A.14, July 2010 which forced modification of the Test Method as documented in the original Test Plan.  
Detail for the Test Cases is found in the updated Test Methods in the following sections.  All Testing was 
conducted on the system configurations identified in Section 3.  Only functional issues are identified.  While 
documentation discrepancies may be encountered in testing they do not result in the rejection of a functional test.   
All issues are documented in Appendix E- Discrepancy Report. 


 


7.4.2.1  Volume 1/1ATest Results 
 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  
Specific software and firmware builds for each test execution are recorded in the PCA Configuration as 
identified in the individual test case document. 
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Items identified as limits in the Dominion Voting Systems Implementation Statement (in Appendix J) were 
tested in 1 Primary (with the 400-C processing tested in Volume 1A) and 1 General end-to-end mock 
elections.   


 


Date Test Result Issues Opened Issues Closed Notes 


2/16/10 Accept #335 #335  


2/25/10 Reject #336  Regression test (Vol1R) 


2/25/10 Accept #337 #337  


 


Method Detail Volume (Data Acuracy, Volume, Stress, Performance, and Error Recovery) Test 1 


Test Case Name Volume Test 1 - Data  Accuracy, Volume, Stress, Performance, and Error Recovery - 
Primary Test Election - IL 


Scope - identifies the type of test Volume testing crosses into several areas of voting system testing and is included in 
the PCA TDP Document Review, the PCA Source Code Review, and in System Level 
Tests. 
 
A review of the vendor documentation will be completed to identify the documented 
limits, assess the historical election data, assess the testing conducted by the vendor, 
and assess the testing conducted by end users (jurisdictions) to establish test 
parameters that reasonably represent the expected limits that the voting system 
components will be subjected to in use. 


Test Objective The objective is to validate the ability to process, store and report data using the 
allowed maximum number of ballot styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by each precinct shall reflect the: 
          - Maximum number of ballot styles in an election 
          - Maximum number of contests in an election  
          - Maximum number of parties 
          - Maximum number of candidates/counters in an election 
 
Stress: 
- Test the system's response to transient overload conditions. 


 Polling place devices shall be subjected to ballot processing at the high 
volume rates at which the equipment can be operated. 


 Central counting systems shall be subjected to similar overloads including 
continuous processing through all readers simultaneously. 


 
Performance 
- Verify accuracy, processing rate, ballot format handling capability, and other 
performance attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from hardware and data errors. 


Test Variables:  
Volume 
Stress 
Performance 
Recovery 


Test Variables will be established to test the following: 
- EMS:  WinEDS election definition and accumulation of election results 
- Election Day:  1 EDGE2plus and 2 Insight Plus as used on election day (traditional 
vote center) with HAAT100. 
- Early voting devices: 1 Edge II and 2 Insight, which operate a longer time period and 
a higher volume of precincts and ballots. 
- Absentee/Early voting devices:  2 400-C which handles a much higher volume of 
precincts and ballots. 


A description of the voting system type 
and the operational environment.  


The WinEDS 4.0 includes: 
- Election Reporting 
- HAAT Listener 
- Extended Services 
All testing will be conducted in an office environment to simulate election day, early 
voting, and absentee voting environments.   


VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 
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Method Detail Volume (Data Acuracy, Volume, Stress, Performance, and Error Recovery) Test 1 


2.2.2 thru 2.2.2.2, 2.2.5, 3.2.1, 3.2.5.2, 3.4.3, and 3.4.5 (Data Accuracy) 


VSS 2002 vol. 2 6.2.3 Volume (maximum number of ballot styles) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of ballot styles) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down 
and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery 
without loss of data) 
4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3 (Data Accuracy) 


Hardware, Software voting system 
configuration and test location 


The WinEDS 4.0 Voting System consist of the following: 
- WinEDS application  
- MPR Rev D and application 
- WinETP application 
- IMPR C.1.1 and application 
- Extended Services 
- Election Reporting 
- Edge II Model A and B and application 
- Verivote and application 
- EDGE2plus CO.3 and CO.4 and application 
- HAAT100 and application 
- Insight and Insight Plus 
- HPX and APX applications 
- 400-C 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; Identify system configuration, validate automated tools 
(Vote Sim) for use, and verify voting system component operation. 
Test Method Validation:   Technical review to be conducted for validation of test 
method as defined in ISO/IEC 17025 clause 5.4.5. - 


Getting Started Checks Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
- Validate installation of the Witness build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 


Documentation of Test Data & Test 
Results 


Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the discrepancy number in 
the Comments field of Test Step. 


Volume: Voting systems 
Processing 


Ballot Prep: 
Primary Election Day (values may be adjusted based on historical elections and TDP 
limits review) 
-An election database can be accurately/securely defined & formatted. 
-Ballots (candidates & contests) can be accurately defined & generated. 
- Check WinEDS reports for election set up 
  
Election media on Insight, Insight Plus, Edge II (models A and B), EDGE2plus (models 
CO3 and CO4), and the 400-C can be installed with a Primary Election with 2019 
contests spread across 2520 ballot styles: 
Prec 1: Split A, Split B, Split C will contain 2, Party 1 offices with 1 candidate each, NP 
Offices C-J with 2 candidates each, and one District office with 10 candidates per split.  
Prec 1: Split A, Split B, Split C will contain 2, Party 2 offices with 1 candidate each, NP 
Offices C-J with 2 candidates each, and one District office with 10 candidates per split 
.... 
Prec 1: Split A, Split B, Split C will contain 2, Party 14 offices with 1 candidate each, 
NP Offices C-J with 2 candidates each, and one District office with 10 candidates per 
split 
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Method Detail Volume (Data Acuracy, Volume, Stress, Performance, and Error Recovery) Test 1 


Prec 1: Split A, Split B, Split C will contain NP Offices C-J with 2 candidates each, and 
one District office with 10 candidates per split 
  


Each precinct will have this same set of offices but with its own precinct offices. There 
are 3 ballot styles for each party per precinct. (Total of 45 styles for each precinct) 
 


 Party 15 is the Non partisan party and will only include the NP offices for each precinct 


and split.  
 
- If there are any system errors that cause the WinEDS ballot preparation applications 
to crash then verify the applications recover without any loss of data. 


Volume System response to processing more than the expected number of maximum number 
of ballot styles, primary parties, contests, and candidates/counters. 
Maximum limit or capacity is successfully processed without errors for the following: 
- Maximum number of ballot styles in an election      


- Maximum number of candidate/counters in an election 
- Maximum number of contests in an election              


- Maximum number of parties                                      


- Capacity limit of the data storage devices 


Stress System responses to overloading conditions: 
- Maximum rate (limit) of ballot processing for election day voting components 
- Maximum rate (limit) of ballot processing for Absentee/Early Voting components 
- Vary the order in which the election cartridges are loaded into WinEDS for tally 


Performance No system degradation (ballot format handling capability and processing rates): 
- When importing large amount of data into the WinEDS 
- When installing an election onto any device 
- The system will not slow down throughout the testing to the point where it takes 10 
times longer to complete a function 


Error Recovery In the event that functional testing causes error recovery to trigger, the voting system 
gracefully shuts down (no crash) and recovers from errors caused by overloading the 
number of contests, primary parties,  ballots styles and candidates/counters  
- Ballot format handling capabilities and processing capabilities-graceful shut down 
and recover without loss of data 
- Critical Status Messages 
 
The error recovery requirement is addressed also through the source code review of 
VSS vol 1: 4.2.3.e. 


Readiness Testing and Poll 
Verification 


Voting system is ready for the election:  
- The election is correctly installed (Election ID, polling place name, precincts) 
- Test data (run 2 different precincts to validate the system is ready) is segregated 
from voting data, with no residual effect 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes (No Identification of any failures & 
corrective action) 


Pre- vote: 
Opening the Polls Verification 


Precinct Count/ Paper based: 
- Zero count report (to verify no votes are on the components prior to starting precinct, 
early, and absentee voting) 


Voting:  
Ballot Activation and Casting 
Verifications 


Protects secrecy of ballot/vote 
- EV Insight set to auto read to scan paper ballots with one precinct per 
scanner/cartridge with different ballot styles per precinct within the election. 
- Edge II set to Pre-LAT mode to run vote simulation for Early Vote.  
- 2% of ballots will be manually voted 
- Election Day DRE & InsightPlus set to Official mode. 
- DRE's can be voted with different precincts & ballot styles per precinct within the 
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Method Detail Volume (Data Acuracy, Volume, Stress, Performance, and Error Recovery) Test 1 


election. 
- If there are any system errors that cause the machines to shut down then the 
component shall recover without any loss of data. 


Voting:  
Voting System Integrity, System Audit, 
Errors & Status Indicators 


The system audit provides a time stamped, always available, report of 
normal/abnormal events found.  
Error messages are: 
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators 
- Incorrect responses will not lead to irreversible errors. 


Post-vote: 
Closing the Polls 


Once the polls are closed the voting system, obtain: 
- Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 


Post-vote: 
Central Count 


Election Day: 
1 EDGE2plus  - 10 ballots manually voted in official mode. (Precinct 56, Ballot Style 
166, 167, 168) 
2 InsightPlus- 46 ballots will be hand-marked & scanned in official mode. (Precinct 2, 
Ballot Style 4, 5, 6 and Precinct 55, Ballot Style 163, 164, 165)    
 All memory cartridges will be uploaded to the WinEDS via a single HAAT100 (with 
IMPR C1.1) The upload will be in varying order between the memory cartridge types 
into the HAAT100. 
 
Early Voting: 
- 1 Edge II casting 5040 Vote Simulations in Pre-LAT mode for all precincts.  
- 1 Insight scanning 2264 ballots in auto-read (test) mode. (Precincts 2 & 55. 27 Ballot 
Styles. 283 pre-marked ballots auto-read 8 times = 2264) 
- 1 400-C scanning 37080 ballots (3708 pre-marked ballots scanned 10 times = 37080. 
27 Ballot Styles, Precinct 2 & 55) 
All memory cartridges will be uploaded to WinEDS via the MPR and USB ports. The 
upload will be in varying order between memory cartridge  types and will include the 
processing of the 400-C Early Vote totals. The Election Day vote import processing will 
also occur at the same time 
 
Absentee Voting: 
- 1 400-C scanning 756 hand-marked ballots. (108 ballots scanned 7 times = 756 
ballots. 4 ballots of each ballot styles =27. Precinct 30-38, Party P01) 
 
- Zero count report (to verify no votes prior to starting voting) 
- If there are any system errors that cause any component to shut down or crash then 
the component shall recover without any loss of data. 
Vote Consolidation: 
WinEDS consolidated reports match the predicted votes. 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report (containing all precincts) 
   - View and Print Precinct by Precinct Reports 


Expected Results are observed Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another Test Case. 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure of the 
system. and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information about 
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Method Detail Volume (Data Acuracy, Volume, Stress, Performance, and Error Recovery) Test 1 


the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
- Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
these issues.  Open items will be identified in the report.  


 


7.4.2.2  Volume Test 2 
 


Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  
Specific software and firmware builds for each test execution are recorded in the PCA Configuration as 
identified in the individual test case document.   


 


Date Test Result Issues Opened Issues Closed Notes 


1/28/10 
through 
3/9/10 


Accept None None  


 


Method Detail Volume (Data Accuracy, Volume,  Stress, Performance, and Error Recovery) Test 
2 


Test Case Name Volume Test 2 - Data Accuracy, Volume, Stress, Performance, and Error Recovery - 
General Test Election - WA 


Scope - identifies the type of test Same as Test 1 


Test Objective The objective is to validate the ability to process, store and report data using the 
allowed maximum number of precincts and ballot styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by each precinct shall reflect the: 
       - Maximum number of active voting positions 
       - Maximum number of parties 
       - Maximum number of contests in a ballot style/precinct  
       - Maximum number of precincts in an election 
       - Maximum number of candidates per contest 
       - Maximum number of ballot styles in a precinct 
       - Maximum number of precincts in a memory pack 
       - Maximum number of  Vote For in a contest 
       - Maximum number of candidate counters in a Precinct 
 
Performance 
- Verify accuracy, processing rate, ballot format handling capability, and other 
performance attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from hardware and data errors. 


Test Variables:  
Volume 
Stress 
Performance 
Recovery 


Test Variables will be established to test the following: 
- EMS:  WinEDS election definition and accumulation of election results 
- Election Day:  1 EDGE2plus, 1 Insight , 1 Edge II, and 1 InsightPlus,  as used on 
election day (traditional vote center) with HAAT90.  
- Early voting devices:  1 EDGE2plus and 1 Edge II, which operate a longer time 
period 
- Absentee voting devices:  1 400-C  


A description of the voting system type 
and the operational environment.  


Same as Test 1 


VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 


VSS 2002 vol. 2 6.2.3 Volume  
A4.3.5 Volume (maximum and exceeding more than the maximum number of 
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Method Detail Volume (Data Accuracy, Volume,  Stress, Performance, and Error Recovery) Test 
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precincts) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of precincts and ballot styles) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down 
and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery 
without loss of data) 


Hardware, Software voting system 
configuration and test location 


Same as Test 1 except for using the HAAT90 instead of the HAAT100: 
- HAAT90 and application 
- HAAT Listener (and RAS Server for HAAT90) 


Pre-requisites and preparation for 
execution of the test case.  


Same as Test 1 


Getting Started Checks Same as Test 1 


Documentation of Test Data & Test 
Results 


Same as Test 1 


Volume: Voting systems 
Processing 


Ballot Prep: 
General Election Day (values may be adjusted based on historical elections and TDP 
limits review) 
-An election database can be accurately/securely defined & formatted. 
-Ballots (candidates & contests) can be accurately defined & generated. 
- Check WinEDS reports for election set up 
 
Election media can be installed for a General Election: 
  
- Precinct 1, Ballot Style 1: 1 Partisan contest w/ 14 parties, 109 NP contests with 1 
candidate each. Total Candidates = 123 
- Precinct 2, Ballot Style 2: 1 Contest with 348 Candidates, Vote for 150, NP 
- Precinct 3, Ballot Style 3 - 102: 1 Contest per ballot style. 100 Contests total. Contest 
1-50, Vote for 1 with 1 candidate. Contests 51 - 100, vote for 2 with 2 candidates. All 
contests NP 
- Precinct 4 - 2700, Share Ballot Styles with those in Precinct 3: See Definition in 
Precinct 3. Memory cartridge holds 150 precincts 
 
- If there are any system errors that cause the EMS ballot preparation applications to 
crash then verify the applications recover without any loss of data. 


Volume System response to processing more than the expected number of precincts and 
maximum number of ballot styles. 
Maximum limit or capacity is successfully processed without errors for the following: 
- Total number of ballots processed by each precinct shall reflect the: 
- Maximum number of active voting positions 
- Maximum number of parties 
- Maximum candidate counters in a precinct 
- Maximum expected number of total candidates in a contest 
- Maximum precincts in an election 
- Maximum number of ballot styles in a precinct 
- Maximum number of contests in a ballot style/precinct 
- Maximum number of precincts in a Memory Pack (used in Insight & InsightPlus only) 
- Maximum number of candidates voted for in a single precinct  


Stress System responses to overloading conditions: 
- Vary the order in which the election cartridges are loaded into WinEDS for tally 


Performance Same as Test 1 


Error Recovery In the event that functional testing causes error recovery to trigger, the voting system 
gracefully shuts down (no crash) and recovers from errors caused by overloading the 
number of parties, candidates/counters, precincts, ballot styles, contests, number of 
precincts in a memory cartridge and vote for in a contest 
- Ballot format handling capabilities and processing capabilities-graceful shut down 
and recover without loss of data 
- Critical Status Messages 
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Method Detail Volume (Data Accuracy, Volume,  Stress, Performance, and Error Recovery) Test 
2 


 
The error recovery requirement is addressed also through the source code review of 
VSS vol 1: 4.2.3.e. 


Readiness Testing and Poll 
Verification 


Voting system is ready for the election:  
- The election is correctly installed (Election ID, polling place name, precincts) 
- Test Data (run 1 precinct to validate the system is ready) is segregated from voting 
data, with no residual effect 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes (No Identification of any failures & 
corrective action) 


Pre- vote: 
Opening the Polls Verification 


Same as Test 1 


Voting:  
Ballot Activation and Casting 
Verifications 


Protects secrecy of ballot/vote 
- The Insights & DRE's are set to Official Mode 
- 5 ballots cast per each type of equipment  for Early Vote, Election Day, & Absentee 
- 150 Precincts loaded onto 1 memory pack 
- If there are any system errors that cause the machines to shut down then the 
component shall recover without any loss of data. 


Voting:  
Voting System Integrity, System Audit, 
Errors & Status Indicators 


Same as Test 1 


Post-vote: 
Closing the Polls 


Same as Test 1 


Post-vote: 
Central Count 


Election Day: 
1 EDGE2plus, 1 Edge II, 1 Insight, 1 InsightPlus casting 5 ballots each per each type 
of equipment. (DRE- Precincts 1, 2, 3, 1050, 2700; Insights- Precincts 1, 2, 3, 1053, 
2600) All memory cartridges will be uploaded to the WinEDS via a single HAAT90 
(with IMPR C1.1). The upload will be in varying order between the memory cartridge 
types into the HAAT90 
 
Early Voting: 
1 Edge II, 1 EDGE2plus casting 5 ballots each per each type of equipment. (DRE- 
Precincts 1, 2, 3, 1050, 2700). All memory cartridges will be uploaded to the WinEDS 
via the MPR and USB ports.  The upload will be in varying order between the memory 
cartridge types and will include the processing of the 400-C Absentee totals. The 
Election Day vote import processing will also occur at the same time.  
 
Absentee Voting: 
1 400-C processing 5 ballots. (Precincts 1, 2, 3, 1050, 2700). 
     
- Zero count report (to verify no votes prior to starting voting) 
- If there are any system errors that cause any component to shut down or crash then 
the component shall recover without any loss of data. 
 
Vote Consolidation: 
WinEDS consolidated reports match the predicted votes. 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
- Printer Summary Report (containing all precincts) 
- View and Print Precinct by Precinct Reports 


Expected Results are observed Same as Test 1 


Record observations and all 
input/outputs for each election; 


Same as Test 1 
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7.4.3  FCA Accuracy (Accuracy, Reliability, Availability, 
Volume and Stress)Test Cases 
Testing was broken into two test cases; Accuracy Optical Scan and Accuracy DRE. Detail for the Test Cases is 
found in the Test Methods in the following sections.  All Testing was conducted on the system configurations 
identified in Section 3.  Specific software and firmware builds for each test execution are recorded in the PCA 
Configuration as identified in the individual test case document. Only functional issues are identified.  While 
documentation discrepancies may be encountered in testing they do not result in the rejection of a functional test.   
All issues are documented in Appendix E- Discrepancy Report. 


 


7.4.3.1  Accuracy Optical Scan Test Results 
 


Date Test Result Issues Opened Issues Closed Notes 


9/14/09 
through 
11/5/09 


Accept None None  


 
 


Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


Test Case Name Accuracy- Optical Scan  
(Accuracy, Reliability, Availability, & Volume) 


Scope - identifies the type of test Accuracy testing validates the individual ballot positions in terms of an a maximum 
error rate while processing a specified volume of data.   A large number of ballot 
positions and large numbers of votes incorporate volume test conditions. Reliability and 
availability test requirements are incorporated into the test. (see Test Variables) 


Test Objective Validation of the ability to reliably capture, record, store consolidate and report a 
predicted total of paper ballot vote selections and the absence of vote selection for a 
minimum of 1,549,703 ballot positions without error or with an acceptable level of error 
under varied temperature and power conditions over a minimum of 163 hours. 


Test Variables:  
Accuracy 
Volume 
Stress 
 


Ballot Preparation & Programming Variables: 
Volume & Availability Test:  


Paper Ballot: 9.75” x 14 


 Columns (front & back) @ w/ 2 contests = 12 total contests; 


 A contest = title & 20 ballot positions;  4/inch ballot density; 240 total ballot 
positions; 


Optech Insight & Insight Plus: 4 units,  running 4250 ballots 100/hour (total 17,000) 
Optech 400-C:  


 If 2 units @ runs 25,500 ballots 300/hr = 51,000 ballots with 12,240,000  


 If 1 unit run 48,900 ballots with 11,736,000 ballot positions 
Validate voter selections are recorded, reported & available for consolidation; errors & 
misfeeds are correctly reported. 
  
Vote Consolidation & Reporting Variables: 
Accuracy Test 


Ballots are marked in 4 configurations using all ballot positions;  


 1 configuration manually marked w/ black felt tip marker;  


 configurations machine marked 
Go/No Go Batch 1 


 Confirm a minimum of 26,997 ballot  positions are accurately recorded & reported; 


 If errors=1 reject; if errors = 0 continue; 


 Complete  the Insight & Insight Plus votes in hour 1 


 Complete the 400-C votes in hour 1 
Complete Accuracy Batches 2 through 4 


 Confirm a minimum of 1,522,706 ballot  positions are accurately recorded & 
reported  


 If errors=0 accept; if errors = 2 reject; if errors=1 run 1,576,701 additional 
positions, for a minimum of3,126,404 with 1 error 


 Complete the Insight & Insight Plus votes in hour 65;  


 Complete the 400-C votes in hour 23. 







EAC Certification #-pending 


Page 54 of 76           (V)2010-08Sep-001(A) 


Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


 
Volume & Availability Test:  


Continue processing votes until hour 85. (Hour 163 if only one unit is used.) Validate 
that all voter selections are reported and consolidated correctly to the predicted totals.  
 
Reliability Chamber & Non-chamber operation: 


Optech Insight& Insight Plus:  


 2 units; run the pre-testing operational status check  


 Run 48 hrs Temp & Power Variations;  


 Power down, move from chamber; power up;  


 Run 37 hours at ambient;  


 Run  the post-testing Operational Status Check  
Optech 400-C:  


 2 units; run the same as the Insights; however, if there is only 1 unit run 115 hours 
at ambient. 


 
Stress: 


Scan ballots at the maximum system operation  rate to confirm accurate ballot 
recording and reporting in the following  hardware-generated interrupts and wait states: 


 With a single  overvote ballot  wait state; 


 With a single mutilated ballot interrupt; and 


 Ballots without any interrupts or wait states. 
Optech Insight & Insight Plus:  


 For each interrupt or wait state scenario individually hand feed 20 ballots; initiate 
an interrupt or wait state on a single ballot 


Optech 400-C:  
For each condition feed 400 ballots at the maximum rate. (400/minute); initiate an 
interrupt or wait state on a single ballot 


A description of the voting system type 
and the operational environment.  


Ballot preparation/programming and central count vote consolidation/reporting on a 
Windows laptop running WinEDS software; MemoryPack, Memory Pack Receiver 
running MPR software 


 Precinct Counters: Optech Insight & Insight Plus running APX & HPX firmware, 
Optech Insight & Insight Plus Surface Mount running APX & HPXA 


Central Counter: Optech 400-C; with a Windows Personal Computer running WinETP 
software 


VSS 2002 vol. 1 2.2.2 thru 2.2.2.1, 2.2.5, 3.2.1, 3.2.5.2, 3.2.6.1, 3.2.6.1.1, 3.4.3, 3.4.5 


VSS 2002 vol. 2 4.7.1, 4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3, A.4.3.5 


Hardware, Software voting system 
configuration and test location 


Version information is listed in Tables 4 & 5 
Election Management System  


 HW: COTS Windows Laptop 


 OS: Windows XP 


 HW:  MemoryPack APX 


 SW: WinEDS v.4.0 


 HW: Memory Pack Receiver  


 FW: Memory Pack Receiver 
Precinct Scanner: 


 HW: Optech Insight  & Insight Plus  with Optech Printer 


 HW:  Optech Insight & Insight Plus Surface Mount  


 FW: Insight & Insight Plus (APX)  


 FW: Insight & Insight Plus (HPX) 


 FW: Insight & Insight Plus Surface Mount (HPXA) 
Central Count Scanner 


 HW: Optech 400-C 


 HW: COTS Windows Personal Computer 


 OS: Windows XP 


 SW: WinETP 
Precinct Accumulator and Consolidator 


 SW - HAAT  


 OS - HAAT (COTS Windows CE.NET 5.0) 
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Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


 HW - HAAT80 (A.1.1) 


 HW - Insight Memory Pack Reader (IMPR, A1.0 & C1.1) 
 
Test Location: Temperature & Power variation- Wyle Laboratories Huntsville, AL 
 
The test  will be run in conjunction with the Temperature & Power Variation as 
described in the Test Variables 


Pre-requisites and preparation for 
execution of the test case.  


Validate Wyle's chamber can be accessed in a way that ensures the integrity of the test 
temperature environment during ballot counting.   
Complete the prerequisites: 


 Record the testers, subcontractor accreditation, environmental test method, 
chamber calibration date & time  


 System has been set up as identified in the user manual 


 Use the Environmental Test Case for instructions on the Temperature & Power 
Variations test method (MIL-STD 810D Method 501.2 & 502.2).  


 Ensure customization of the test case template is complete 
Confirm error logs and audit reports are enabled 


Getting Started Checks Validate that the method for initiation of ballot counting cycles in the chamber can be 
accessed by a method that maintains the temperature environment.   
Check the voting system to : 


 Verify the test environment and system configuration is documented in the PCA 
Configuration and matches the vendor documented configuration.  


 Validate installation of the witnessed  build 


 Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 


 Initiate an operational status to confirm the correct function of the voting system 
prior to initiation of Accuracy testing. 


Record the start time 


Documentation of Test Data & Test 
Results 


Test Data:  


 In the Test Case record all programmed & observed Election, Ballot & Vote data 
fields and field contents on the corresponding tabs to provide a method to repeat 
the test 


 Preserve all tabs for each instance the test is run. 
 


Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments record any deviations, discrepancies, or notable observations 
Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Accuracy: Paper-based voting 
systems 
Processing 


Paper-based voting systems, verify for each Optech scanner: 


 All ballot positions on paper ballots can be scanned and detect selections for 
individual candidates and contests, converting them to digital data. (Receive 
electronic signals produced by vote marks and timing information; perform logical 
and numerical operations upon the data; and reproduce the contents of memory 
without error (including ballot style/precinct,  a vote for a specific 
candidate/contest) 


 The voting system does not record extraneous marks, smudges or folds. 


 The voting system does not reject more than 2% of ballots that meet the vendor's 
specifications for marking.  


 Vote selection data from multiple precinct-based voting machines is stored with the  
generated jurisdiction-wide vote counts 


Consolidated reports are accurate against a predicted vote total 


Accuracy: DRE Voting Systems 
Processing 


Verify the Optech scanners do not permit voters to directly record individual vote 
selections and cast such selections into electronic memory 


Accuracy: Error Rate Errors are from any source while testing the specific processing function and its related 
equipment.  


 Reject:  1 error before counting 26,997 consecutive ballot positions correctly or 2 


errors in any number 


 Accept: 1,549,703 (or more) consecutive ballot positions read correctly.  If there's 
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1 error with > 26,997 ballot positions but < 1,549,703,  continue testing another 
1,576,701 consecutive ballot positions; or  3,126,404 with 1 error 


Reliability Reliability shall be identified by determination of the Mean Time Between Failure 
(MTBF) during the minimum test period of 163 hours with 1 unit (or 85 hour each with 2 
units). The MTBF is the value of the ratio of operating time to the number of failures.  


 A failure occurs if 1 or more functions is loss; 


 Performance degrades so that the device is unable to perform its intended function 
for longer than 10 seconds. 


Availability Voting system availability (Ai) for the function of all combined devices and components 
must be equal or greater than 99%. 
     Ai = (MTBF)/(MTBF + MTTR) MTTR.  
 
Inherent availability (Ai) = % system is functional 
Mean Time Between Failure (MTBF) = total operation time 
Mean Time To Repair (MTTR) = average time required to perform a corrective 
maintenance task during periods of system operation.   
Corrective maintenance = on-site repair or substitution of the device or a component  
Corrective maintenance task time = active repair time + logistic /administrative time 
(notification and travel time of qualified maintenance personnel) 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 
 


7.4.3.2  Accuracy DRE Test Results 
 


Date Test Result Issues Opened Issues Closed Notes 


03/15/10 
through 
3/19/10 


Accept None None  


 


Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


Test Case Name Accuracy- DRE  
(Accuracy, Reliability, Availability, Volume, and Stress) 


Scope - identifies the type of test Accuracy testing validates the individual ballot positions in terms of a maximum error 
rate while processing a specified volume of data.  Incorporation of a test ballot and 
generation of votes for 85 hours provide stress and volume test conditions. Reliability 
and availability is measured in the results of the Accuracy Test. 


Test Objective Same as Accuracy - Optical Scan except for DRE ballots 


Test Variables:  
Accuracy 
Volume 
Stress 
 


Ballot Preparation & Programming Variables: 
Volume & Availability Test:  
Program a General Election for the Edge II and EDGE2plus: with a Vote for 1 as 
follows: 
   9 candidates in 30 contests = 270 ballot positions 
   8 candidates in 2 contests = 16 ballot positions 
   7 candidates in 1 contest  = 7 ballot positions 
   5 candidates in 1 contest  = 5 ballot positions 
   2 candidates in 1 contest  = 2 ballot positions 
 for a total of 300 ballot positions 
 
Vote Consolidation & Reporting Variables: 
Accuracy Test 


Ballots are marked in different variations and ballot positions;  


 Hour 1-4 (go-no-go) configuration voted manually  
Go/No Go -Session  1 


 Confirm a minimum of 26,997 ballot  positions are accurately recorded & reported 
in electronic memory, VVPAT list and bar code; 


 If errors=1 reject; if errors = 0 continue 


 6 hours manual voting, 45 votes per machine  
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Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


 Remaining batches (2-92) voted using vote simulation 
Complete Accuracy - Batches  2 through 92 


 Confirm a minimum of 1,522,706 ballot  positions are accurately recorded & 
reported in electronic memory;  


 If errors=0 accept; if errors = 2 reject; if errors=1 run 1,576,701 additional 
positions,  for a minimum of 3,126,404 with 1 error 


 Consolidate every 4 hours, average of 540 votes per machine 


 Consolidate every 8 hours, average of 809 votes on each Edge II machine; 


average of 110 votes on each EDGE2plus machine 


 Consolidate every 24 hours, average of 1694 votes on each Edge II machine; 


average of 260 votes on each EDGE2plus machine 


 
Volume & Availability Test:  


Continue processing votes until hour 85. (Hour 163 if only one unit is used.)  Validate 
that all voter selections are reported and consolidated correctly to the predicted totals.  
 
Reliability Chamber & Non-chamber operation: 
Edge II and EDGE2plus:  


 2 units of each DRE; run the pre-testing operational status check  


 Run 48 hrs Temp & Power Variations;  


 Power down, move from chamber; power up;  


 Run 37 hours at ambient;  


 Run  the post-testing Operational Status Check  


 If there is only 1 unit run 115 hours at ambient. 
 


Stress: 


Vote ballots using a Vote Simulator after the go/no-go to confirm accurate ballot 
recording and reporting.  (Average of 13 votes per hour for the EDGE2plus and 135 
votes per hour for the Edge II.) 


A description of the voting system type 
and the operational environment.  


Ballot preparation/programming and central count vote consolidation/reporting on a 
Windows laptop running WinEDS software;  


 Edge II with and without Verivote Printer 


 EDGE2plus with and without UTG300 VVPAT 


 HAAT90 


 HAAT100 


VSS 2002 vol. 1 2.2.2 thru 2.2.2.2, 3.2.1, 3.2.5.2, 3.2.6.2, 3.2.6.2.2, 3.4.3, 3.4.5 


VSS 2002 vol. 2 4.7.1, 4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3, A.4.3.5 


Hardware, Software voting system 
configuration and test location 


Version information is listed in Tables 4 & 5 
Election Management System  


 HW: COTS Windows Laptop 


 OS: Windows XP 


 SW: WinEDS v.4.0 
DRE: 


 HW: Edge II 


 HW: Verivote Printer 


 SW: AVC Edge 


 HW: EDGE2plus C0.3 and C0.4 (Models 300 & 305. 305 does not contain a 
VVPAT (UTG300) 


 SW: EDGE2plus  
 


Precinct Accumulator and Consolidator 


 SW - HAAT  


 OS - HAAT (COTS Windows CE.NET 5.0) 


 HW - HAAT90 (A.1.1) and HAAT100 (A0.7) 
 
Test Location: Temperature & Power variation - APT (Advanced Product Testing), 
Longmont, CO 
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Method Detail Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 


The test  will be run in conjunction with the Temperature & Power Variation as 
described in the Test Variables 


Pre-requisites and preparation for 
execution of the test case.  


Same as Accuracy Optical Scan. 
 
Validate the automatic vote generation tool for the Edge II and the EDGE2plus inputs 
votes as identified in the script.  Record the detail of the validation in the Test Tool 
Validation Log (Sequoia tab). 


Getting Started Checks Same as Accuracy Optical Scan 


Documentation of Test Data & Test 
Results 


Same as Accuracy Optical Scan 


Accuracy: Paper-based voting 
systems 
Processing 


N/A 


Accuracy: DRE Voting Systems 
Processing 


Consolidated reports are accurate against a predicted vote total 


Accuracy: Error Rate Same as Accuracy - Optical Scan 


Reliability Same as Accuracy - Optical Scan 


Availability Same as Accuracy - Optical Scan 


Expected Results are observed Same as General 1 


Record observations and all 
input/outputs for each election; 


Same as General 1 


 
 


7.4.4  FCA Characteristics Testing 
 


Testing was conducted on the system configuration identified in the PCA Configuration and Test Case. Only 
functional issues are identified.  While documentation discrepancies may be encountered in testing they do not 
result in the rejection of a functional test.   All issues are documented Appendix E- Discrepancy Report. 


 


Date Test Result Issues Opened Issues Closed Notes 


9/10/08 Accept #79, #80, #81, 
#82, #83, #88, 
#89, #90 


#79, #80, #81, 
#82, #83, #88, 
#89, #90 


 


10/30/09 Reject #204  Regression test (Gen4R) 


11/3/09 Reject #205  Regression test (Gen3R) 


11/3/09 Accept #206 #206  


11/10/09 Reject #214, #215, #216  Regression test (Gen4R) 


11/10/09 Reject #217, #218  Regression test (Prim2R) 


 


Method Detail Test Method 


Test Case Name  Characteristics Test Case 


Scope - identifies the type of test Accessibility, usability and maintainability are characteristics of voting systems.   
Accessible approach is applicable to DREs and Precinct Count Optical Scanners. 
Audio and non-manual vote input methods are applicable to DREs 
Maintainability is applicable to all voting systems 
These characteristics are performed as a single combined functional test. Validation of 
the integration of security and accuracy functions of the usability and accessibility 
features are tested in the system level tests. 


Test Objective The objective of characteristics testing is to verify the accessibility, usability, and 
maintainability requirements of the VSS guidelines and HAVA are met. 


Test Variables: Voting Variations 
(as supported by the voting system) 


An audio/visual straight party ballot with multi-lingual capabilities will be used.   
- One contest shall have a write-in vote. 
- Visual access to the ballot display/controls shall be restricted 


A description of the voting system 
type and the operational 
environment.  


Testing of the Sequoia WinEDS voting system shall include: 
Same as General 4 for the Edge II, EDGE2plus, Optech Insight/Plus and Optech 400-C 
English and multilingual votes (visual, audio and paper ballots) cast with audio and non-
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manual inputs: 
Audio, non-manual input, and visual ballots  Accessibility & Maintenance 
- DRE: Edge II (VeriVote Printer, Rev C & E-AVA, Rev A) 
- DRE: EDGE2plus (C.04) (UTG 300Printer, ABLE-D) 
Facility Accessibility only & Maintenance 
 - Paper: Optech Insight (G.05) 
 - Paper: Optech Insight Plus (A.05) 
Maintenance only 
 - Paper: Optech 400-C  
Other: 
HAAT50 (A1.1) 
HAAT90 (A1.1) 
(HAAT80 & 100 are hardware equivalent) 
Card Activator 5.1 
MPR (Rev D) 
IMPR (A1.0) 


VSS 2002 vol. 1 2.2.7.1.a thru g, 2.2.7.2.a thru i, 2.4.3.1.a & e,  2.2.5.2.1 f.& g, 3.3.1, 3.3.2, 3.3.3, 3.4.1 
thru 3.4.2, 3.4.4.1 a thru d, 3.4.4.2, 3.4.5 a thru d, 3.4.6 a thru c, 3.4.9.a thru e 
HAVA 301a.3 & 4 
RFI 2007-01, RFI 2009-05 


VSS 2002 vol. 2 4.7.2,  6.5,  6.7 


Hardware, Software voting system 
configuration and test location 


Test Location: iBeta Quality Assurance Aurora, CO 
Hardware: 
DRE: Edge II FW 5.1.35 
DRE: EDGE2plus FW 1.2.67 
Paper: Optech Insight  (APX K2.17.090825.1934, HPX K1.44.080501.1500) 
Paper: Optech Insight Plus (APX K2.17.090825.1934, HPX K1.44.080501.1500) 
Paper: Optech 400-C Rev 3.00P 
MPR 3.01 
HAAT50 FW 2.6.25 
HAAT90 FW 2.6.25 
IMPR A1.0 
System Configuration(s) noted in the PCA Configuration Document 


Pre-requisites and preparation for 
execution of the test case.  


A test election is prepared and installed on the polling place device 


 Verify the environment & installation of the witnessed build 


 Record any equipment used and calibration date 


 During installation of the election confirm the operational readiness of the voting 
system 


 System has been set up as identified in the user manual 


 Record the testers & date 


 Gather any necessary materials or manuals.  


 Ensure customization of the test case template is complete 


Getting Started Checks Test Data: 
Record all programmed & observed election &  ballot data fields and field contents on the 
corresponding  tabs to provide a method to repeat the test 
Preserve all tabs for each instance the test is run 
Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments enter any deviations, discrepancies, or notable observations 


 Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Documentation of Test Data & Test 
Results 


Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments enter any deviations, discrepancies, or notable observations 


  Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Polling Place Hardware & Recovery Validations of operations in the voting mode: 


 Adjust or magnify the font  


 Power supply interruption without corruption of data 
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 Power supply interruption provide the voter the capability  to complete casting a 
ballot, allow for graceful shutdown without loss or degradation of the voting and audit 
data 


 Permit  additional  voting session after a voting system has reverted to backup power 
without loss or degradation of the voting and audit data 


 Telecommunications interruption without corruption of data (no telecommunications 
are used for the casting of a ballot) 


 Three second response time 


Accessibility-Common Standards The voting station provides 


 Forward reach w/ no obstruction: max high reach 48 in, min low reach 15 in. 


 Forward reach over an obstruction with knee space below; maximum level forward 
reach: 25 in.  


 Forward reach w/ obstruction >20 inches deep: max high forward: 48 in; obstructions 
>20 and <25 inches: 44 in. 


 Position of operable control is determined with respect to a vertical plan 48 in. in 
length, centered on the operable control, and at the maximum protrusion of the 
product within the 48 in. length. 


 Where any operable controls = or > 10 in. behind the reference plane, height is > 15 
and <54 from the floor. 


 Where any operable control is >10 in. and < 24 in. behind the reference plane, height 
is >15 and <46 in. from the floor.  


 Operable controls are not >24 in. behind the reference plane. 


DRE Standards  DRE voting systems shall provide the capability to provide access to voters with a broad 
range of disabilities.  
- Voters are not required to bring their own assistive technology to a polling place 


DRE Standards - Audio information 
and stimulus 


Audio information: 


 Complete content of the ballot is communicated to the voter 


 Provides instruction to the voter in operation of the voting device 


 Provides instruction so that the voter has the same vote capabilities and options as 
those provided by the system to individuals who are not using audio technology 


 Enable the voter to review the voter's write-in input, edit that input and confirm that 
the edits meet the voter's intent 


 Enable the voter to request repetition of any information provided by the system 


 Supports the use of headphones that may be discarded after each use 


 Provide the audio signal through an industry standard connector for private listening 
using a 1/8 inch stereo headphone jack and support personal headsets 


 Provide a volume control with an adjustable amplification up to a maximum of 105dB 


 Volume automatically resets to the default  for each voter 


DRE Accessibility - Telephone 
handset 


No telephone style handset is used to provide audio information to the voter 


DRE Accessibility- Wireless No wireless device is used to provide audio information to the voter 


DRE Accessibility- Electronic image 
displays 


Voters are permitted to:  


 Adjust the contract settings 


 Adjust color settings, when color is used 


 Adjust the size of the text so that the height of the capital letters varies over a range 
of 3 to 6.3 millimeters 


DRE Accessibility- Touch-screen or 
contact sensitive controls 


The input method uses mechanically operated controls or keys:  


 Tactilely discernible without activating the controls or keys 


 Operable  with one hand and not require tight grasping, pinching or twisting of the 
wrist 


 Require a force <5 lbs (22.2N) to operate 


 Provide no repeat function 


DRE Accessibility- Response time If the system is set  to require a response by a voter in a specific period of time alert the 
voter before this time period expires and allow the voter additional time to indicate that 
more time is needed 


DRE Accessibility- Sound cues Sound cues used as an alert  are accompanied by a visual cue 


DRE Accessibility- Biometric 
measures 


If the system uses biometric measures for primary voter authentication, verify there is a 
secondary means of voter identification. 
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Method Detail Test Method 


Physical Characteristics Physical Characteristics  


 The size of each voting machine is compatible with its intended use and the location 
at which the equipment is to be used 


 Physical Characteristics 


 The weight of each voting machine should be compatible with its intended use and 
the location at which the equipment is to be used 


Transport, Storage, Materials, & 
Durability 


Transport & Storage of Precinct Systems 


 A means to safely handle, transport, and install voting equipment is provided 


 The voting system provides a protective enclosure to withstand: impact, shock, and 
vibration loads associated with surface and air transportation; stacking loads 
associated with storage  


 Durability 


 The voting system is designed to withstand normal use without deterioration and 
without excessive maintenance cost for a period of ten years 


 Materials  


 The voting system is designed and constructed so that the frequency of equipment 
malfunctions and maintenance requirements are reduced to the lowest level 
consistent with cost constraints 


 TDP includes an approved parts lists 


Maintainability Maintainability-  
The voting system and maintenance documentation include the: 


 Presence of labels and the identification of test points 


 Provision of built-in test and diagnostic circuitry or physical indicators of condition 


 Presence of labels and alarms related to failures 


 Presence of features that allow non-technicians to perform routine maintenance 
tasks (such as update of  the system database) 


 An assessment of the system maintenance attributes to confirm maintainability   at 
an acceptable level for: 


 Ease of detecting that equipment has failed by a non-technician 


 Ease of detecting that equipment has failed by a non-technician 


 Low false alarm rates (i.e., indications of problems that do not exist) 


 Ease of access to components for replacement 


 Ease with which adjustment and alignment can be performed 


 Ease with which database updates can be performed by a non-technician 


 Adjust, align, tune or service components 


Availability Availability- 
The vendor specifies the typical system configuration to be used to assess availability, 
and any assumptions made with regard to any parameters that impact the MTTR. The 
factors include at a minimum: 


 Recommended number and locations of spare devices or components to be kept on 
hand for repair purposes during periods of system operation 


 Recommended number and locations of qualified maintenance personnel who need 
to be available to support repair calls during system operation 


 Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel 


Human Engineering - Controls and 
Displays 


Controls and displays:  


 Controls used by the voter or equipment operator are conveniently located 


 Control designs are consistent with their functions 


 Instruction plates are provided as needed to avoid ambiguity or incorrect  actuation  


 Displays are large enough to be readable by voters and operators without disabilities 


 Displays are consistent with the DRE Accessibility requirements (above) 


 Status displays meet the same requirements as data displays 


 Green, blue or white are used to indicate normal status 


 Amber is used to indicate warnings or marginal status 


 Red is used to indicate error conditions, equipment states that may result in damage, 
or hazards to personnel 


 Equipment that is not designed to halt under conditions of damage or hazard provide 
an audible alarm 


 Color coding shall be selected to assure correct perception by voter and operators 
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with color blindness 


 Color shall not be the only means to convey information, indicate an action, prompt a 
response or distinguish a visual element 


 Systems display shall not use flashing  or blinking text objects or other elements 
having a flash or blink frequency >2Hz and < 55Hz 


Expected Results are observed Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another test case (TC) 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  


 Any failure against the requirements of the EAC guidelines will mean the failure of 
the system  and shall be reported as such  


 Failures will be reported to the vendor as Defect Issues in the Discrepancy Report 


 The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report 


 If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case.  The cure and results of the retest 
will be noted in the - Discrepancy Report and submitted as an appendix of the 
Certification Report. 


 Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
these issues.  Open items will be identified in the report. 


 


7.4.5  FCA Security Review and Testing 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  Only 
functional issues are identified.  While documentation discrepancies may be encountered in testing they do not 
result in the rejection of a functional test.   All issues are documented Appendix E- Discrepancy Report. 


 


Date Test Result Issues Opened Issues Closed Notes 


8/3/09 Accept #104 #104  


9/8/09 Accept #110 #110  


7/28/09 Accept #118 #118  


7/29/09 Accept #119 #119  


7/30/09 Accept #120 #120  


7/31/09 Accept #121 #121 Tested in Telephony Gen1 Wireless v.1 


8/4/09 Accept #122 #122 Tested in Security Review 2.2.4.1.g 


8/4/09 Accept #123, #124 #123, #124  


8/3/09 Accept #126  Tested in Gen3R 


8/5/09 Accept #127  Tested in Gen3R 


8/5/09 Accept #128 #128  


8/6/09 Accept #130, #131, #137 #130, #131 #137: Tested in Gen2R 


8/7/09 Accept #132, #134 #132, #134  


9/9/09 Accept #139 #139 Tested: Regression test (Security Review- 
WinEDS WS,Server,HAAT Listener) 


8/6/09 Accept #144 #144 Tested: Gen1R (S1) 


9/16/09 Accept #162 #162  


10/30/09 Accept #203 #203  


12/9/09 Accept #252 #252  


12/28/09 Reject #265  Tested: Environmental ESD testing 


12/28/09 Accept #269 #269  


1/11/10 Accept #296 #296  


1/15/10 Accept #301 #301 Tested: Regression test (Security Review- 
WinEDS WS, Sever, HAAT Listener, Insight, 
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InsightPlus, 400-C, MPR) 


1/15/10 Accept #306, #312 #306, #312 #312 Tester error 


2/4/10 Accept #315, #316, #321 #315, #316, #321  


6/21/10 Accept #384 #384  


7/2/10 Accept #402, #404 #402, #404  


7/2/10 Accept #397 #397 Tested: Regression test (Security Review- 
WinEDS WS,Server,HAAT Listener) 


7/9/10 Accept #405 #405 Tested: Regression test (Security Review- 
Insight, InsightPus, 400-C, MPR) 


7/13/10 Accept #409 #409 Tested: Regression test (Security- Windows 
Configuration Test, Optech 400-C) 


7/14/10 Accept #410 #410 Tested: Regression test (Security Review- 
WinEDS WS, Sever, HAAT Listener, Windows 
Configuration Test, Windows Laptop, #2018A) 


8/6/10 Accept #420 #410 Tested: Regression test (Security Review- 
WinEDS WS, Sever, HAAT Listener, Windows 
Configuration Test, Windows Laptop, #2018A) 


8/11/10 Accept #423 #423 Tested: Regression test (Security- Windows 
Configuration Test, Optech 400-C) 


8/30/10 Accept #429, #430 #429, #430 Tested:  Regression test (Security Review – 
Insight, InsightPlus, 400-C, MPR) 


 


Method Detail Security Test Method 


Test Case Name Security Test Case 


Scope - identifies the type of test Security testing crosses into several areas of voting system testing and thus must be 
tested at the integrated system level. System Level Tests are customized for the specific 
voting system to test the security elements incorporated into the pre-vote, voting and post 
voting functions. Further examination is performed in Telephony and Cryptographic 
Tests.  A review of the security documentation addresses Access Controls, Physical 
Security and Software Security. 


Test Objective The objective of security testing is to minimize the risk of accidents, inadvertent mistakes 
and errors; protect from intentional manipulation, fraud or malicious mischief; 


Test Variables:  
Voting Variations 
(as supported by the voting system) 


In the System Level Functional tests of general and primary elections validate the security 
of the pre-vote, voting, and post voting functions of the voting system by test incorporating 
overflow conditions, boundaries, password configurations, negative testing, inputs to 
exercise errors and status messages, protection of the secrecy in the voting process and 
identification of fraudulent or erroneous changes. Including unauthorized changes to 
system capabilities for:  


 Defining ballot formats, 


 Casting and recording votes,  


 Calculating vote totals consistent with defined ballot formats, 


 Reporting vote totals, 


 Alteration of voting system audit trails, 


 Changing or preventing the recording of a vote, 


 Introducing data not cast by an authorized voter, 


 Changing calculated vote totals,  


 Preventing access to vote data, including individual votes and vote totals, to 
unauthorized individuals, and 


  Preventing access to voter identification data and data for votes cast by the voter 
such that an individual can determine the content of specific votes cast by the voter. 


A description of the voting system 
type and the operational 
environment.  


The voting system types and operational environments are the same as General 1, 2, 3 
and 4 Test Cases. 
 
General 1 will incorporate security testing of the: 


 WinEDS ballot preparation, access controls and cartridge creation of the Edge II. 


 Edge II DRE 


 Verivote Printer (Rev C) 


 Internal Memory (CF) 


 Memory Cartridge ATA/PCMCIA (Sandisk) 


 Edge AUX Power Unit 
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 Card Activator 5.2 


 Voter/Smart Card 


 HAAT90 (A1.1) 


 WinEDS Central Count  


 Optech 400-C  Central Count Scanner & WinETP  
General 2 will incorporate security testing of the: 


 WinEDS  cartridge creation of the EDGE2plus 


 EDGE2plus DRE (C0.3 & C0.4 have same software/functions, only difference is 


hardware) 


 APS (UTG300) Printer 


 USB Cartridge (K9K series - 700) 


 Voter/Smart Card 


 HAAT90 (A1.1) 
General 3 will incorporate security testing of the: 


 WinEDS  cartridge creation for the Insight 


 Optech Insight  Plus Precinct Count Optical Scanner 


 IMPR (A1.0 & C1.1) 


 Insight Battery 


 MemoryPack (APX 2.16, HPX K1.44) 


 MPR (REV D) 


 HAAT100 (A0.7) 
General 4 will incorporate security testing of the: 


 WinEDS cartridge creation for the  Edge II, EDGE2plus, and Insight 


 ABLE-D (attached) (Audio/Sip & Puff) 


 E-VA (external) (Audio/Sip & Puff) 


 HAAT50 (A1.1) 


VSS 2002 vol. 1 2.2.1, 2.2.4 thru 2.2.5.2.3, 6.2 thru 6.4 


VSS 2002 vol. 2 6.4 thru 6.4.2 


Hardware, Software voting system 
configuration and test location 


Same as General 1, 2, 3, & 4 for security testing that is appropriately tested in end-to-end 
system level testing 
 
Other security testing will be performed.  Capture of ghost images has been incorporated 
into the General 1, 2, 3 & 4 test cases.  These images will be used to perform special 
security tests manipulation of election databases and election results. 
 
Testing is performed at the iBeta test lab in Aurora, CO. 


Pre-requisites and preparation for 
execution of the test case.  


Same as General 1 


Getting Started Checks Same as General 1  
Prior to testing Verify the following through Document Review: 


 AVC Edge II, EDGE2plus and Insight identify procedural requirements for the usage 
of destructible seals 


 AVC Edge II and EDGE2plus provide adequate procedural requirements for polling 
place security 


 AVC Edge II and EDGE2plus identify procedure requirements for storage of the 
voting machines 


 Manual identifies all required access control security measures 


 Manuals identify all roles and responsibility of each user 


 WinEDS manual identifies all required software and upgrades 


 WinEDS manual identifies database security 


 Operations manual identifies specific instructions during a failure to input or storage 
devices 


Documentation of Test Data  &  Test 
Results 


Same as General 1 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as General 1 , 2, 3 & 4 


Pre-vote: During system set-up and ballot preparation in General 1 TC (Step 1), perform the 
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Ballot Preparation Security following security TC and validation on WinEDS: 


 Attempt to create a password that does not conform to the Dominion “strong 
password” (defined as a password consisting of at least 1 special character, 1 
alphanumeric character and 1 number), verify that passwords that does not confirm 
cannot be created. 


 Attempt to access WinEDS as a user of a non-specified workstation, verify that users 
can only access their specified workstation. 


 Attempt to access WinEDS functions not assigned to the user, verify that users can 
only access their described/specified functions. 


 Attempt to delete/modify WinEDS audit logs, verify that WinEDS audit logs cannot be 
modified nor deleted.  


 Password field on WinEDS are encrypted and cannot be copied while the user is 
inputting in the password, validate this by attempting to copy/paste the password field 


 WinEDS election database and profile have unique name, validate this by attempting 
to gain access to a database without using the exact database name. 


 View audit logs to verify that all access attempts are recorded (date/time) 
 


WinEDS Stand-Alone Security Test: 


 Ghost Image before creating cartridge, Create cartridge A and replace cartridge. 
Create cartridge B with the image replaced. Compare both cartridge numbers and 
verify that the cartridge numbers are unique. 


Readiness Testing and Poll 
Verification 


Before installing election data in the DRE (General 1 and  2 - Step 10), perform the 
following validation test on the DRE (Gen1 – Edge II/ Gen2 – EDGE2plus): 


 Valid firmware can be installed with correct password, validate this by attempting to 
install firmware without using the correct password to the system. Audit log records 
the firmware upgrade date/time and version. 


 No malicious code can be installed into the system from the firmware, verify by 
attempting to install virus into the cartridge and attempt to install the firmware. The 
system will reject the firmware and will not install the firmware; audit logs record the 
rejected firmware. 


 Attempt to pull Compact Flash (CF) memory device from system, verify that system 
cannot operate with any device being inoperable.  


 System is non-functional if one of the removable parts contains an error, validate this 
by attempting to use the system with the CF (located on the CPU board) is removed 
or is not in working condition (attempt to fry the CF memory). 


 
Before loading ballot on DRE, perform a system reset (General 1 and 2 – Step 11) 
validate the following validation test on the DRE (Gen1 – Edge II/ Gen2– EDGE2plus): 


 Polls can only be opened after election data is installed into the system, validate this 
by attempting to open polls before election data is installed and before election data 
is installed completely.  


 Attempt to empty out the Password file from the PCMCIA card and insert into the 
Card Activator, verify that the Passwords file must not be empty to accept 
initialization (note that the documentation is changing and this password file is 
empty). 


 Verify that audit logs record events that pertain to opening the polls including 
attempting to initialize with invalid cartridge, attempt to open polls when system is not 
ready, and hardware failure. 


 
During loading ballot onto DRE (General 1 and 2 – Step 12) validate the following 
validation test on the DRE (Gen1 – Edge II/ Gen2- EDGE2plus): 


 Only valid memory cartridge can initialize the DRE, validate this by attempting to 
initialize the system with bad cartridges (cartridge with wrong serial number, cartridge 
missing correct election data definition, cartridges that are modified) 


 Power can be interrupted and restored without loss of election data, validate this by 
pulling the power during ballot installation; verify that when power is restored; ballot 
initialization picks off from the beginning. Audit log record (time/date) of power 
interruption and restore. 


 
Before performing “activate polls open using poll open/close switch” (General 1 and 2 – 
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Step 13) validate the following validation test on the DRE (Gen1 – Edge II/ Gen2 – 
EDGE2plus): 


 No votes can be recorded prior to opening the polls, validate this by attempting to 
record vote(s) when polls are not open.  If; however, there is a successful recording 
of votes, the audit log reflects the event that there is an attempt to cast a vote i.e.  
insertion of a voter card when system is not ready, and if the vote is casted 
successful the audit log will reflect that there has a been a ballot casted. 


 
During system test and prior to installing election data on Insight (General 3 – Step 11) 
validate the following validation test for the Insight: 


 No ballots can be read prior to opening the polls, validate this by attempting to feed 
ballot without a valid Memory Pack inserted with polls being open. 


 Only valid Memory Packs are accepted by the Insight, validate this by attempting to 
insert non-valid Memory Packs (a closed poll Memory Pack, a modified Memory 
Pack, a blank memory pack) and verify that the non-valid Memory Packs are rejected 
and recorded in the audit log. 


 
Insight Stand-alone TC – Ghost image for WinEDS and create a cartridge for Insight. 
Perform the following validation: 


 Vote totals cannot be printed without closing the polls; validate this by casting a vote 
(to open polls) and attempt to print vote totals without closing the polls. Attempt is 
logged in the audit log  


During system test and prior to activation of the HAAT90 (General 2 – Step 11), verify the 
following validation test on the HAAT90: 


 Attempt to activate a voter card without preparing the HAAT90; verify that voter card 
cannot be activated without preparing the HAAT90. 


 
During activation the HAAT90 (General 2 – Step 12) verify the following validation test on 
the HAAT90: 


 During preparation of the HAAT90, attempt to power cycle the HAAT. Validate the 
power interruption during preparation of the HAAT90, the HAAT90 will not be 
prepared and will need to be prepared again. Message on the HAAT90 will show 
“NOT PREPARED” 


 
After completion of step 12 for activating the HAAT90; (General 2 – Step 12) verify the 
following validation test on the HAAT90: 


 Verify HAAT state to NONE, attempt to activate a voter card. Verify that voter card 
cannot activate if in the NONE state. 


 Attempt to prepare an “already prepared” HAAT90 without resetting HAAT90, verify 
that resetting the HAAT90 is required before re-preparing is allowed, and with the 
Resetting Password from the original HAAT data. 


 Print audit log for the HAAT90, verify that the audit log record (time/date) of all the 
preparation events and power cycle events. 


 
HAAT90 Stand-Alone: Ghost WinEDS and create a cartridge to perform the following 
HAAT90 validation: 


 Modify the password field inside the configuration xml file from the HAAT directory 
from the results cartridge; verify that the HAAT uses the modified password, and that 
passwords on the HAAT are not hardcoded in the HAAT. 


 Modify election files on the HAAT directory on the cartridge, verify that the HAAT90 
will reject the files and will not prepare the system. 


Pre- vote: 
Opening the Polls Verification 


After activation of poll with open/close switch (General 1 and 2 – Step 13), perform the 
following validation for the DRE (Gen1 – Edge II/ Gen2 – EDGE2plus): 


 Cast  3 votes on the DRE,  interrupt power and restore, the DRE during restoration, 
checks the memory cartridges and will reject if the memory cartridge is not the same; 
validate this by changing the memory cartridges during a power interruption and 
restore. 


 
After verification of correct ballot being displayed to the voter (General 1 and 2 – Step 14) 
perform the following validation for the DRE (Gen1 – Edge II/ Gen2 – EDGE2plus):  
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 Attempt to remove cartridge from system and resume voting, verify that the system 
will alert and that voting will not continue if memory cartridge is removed.  


 Verify that the audit log reflect event (time and date) of power interruption, closing the 
polls without meeting criteria, removal of cartridges (when machine is powered off, 
the EDGE2plus will record when power is restored), and transition of Pre-Lat to 


Official voting.   
 


Edge II and EDGE2plus Stand-Alone Security Test; Ghost image on WinEDS and perform 
the following Security Validation Test: 


 Set in WinEDS “allows polls closed with no votes” to be NO, and set minimum 
opening time to be 6 minutes, attempt to close the polls without meeting both  
condition. Verify that polls cannot be closed without satisfying both conditions. 


 Verify that each created cartridges (using WinEDS) has their own unique cartridge 
version by creating 2 cartridges for the same voting machines and view cartridge 
version numbers on the cartridge files.  


 With 2 cartridges created for the same DRE, verify that the DRE records the cartridge 
into the system and will use the serial number to validate that the cartridge are the 
same, validate this by installing 1 cartridge and attempt to swap the cartridge. 
Confirm this is not a problem prior to opening the polls.  Confirm it is an issue once 
polls are opened. 


 Attempt to go from Pre-Lat voting to Official voting without first closing the polls to the 
PRE-LAT, verify that Official Voting cannot be opened without first going through Pre-
Lat 


 Attempt to install a virus into the compact flash while waiting for a zero-report 
procedure to activate, verify that the system will detect that there is malicious data 
inside the memory component and will not operate 


After Insight has been initialized with MemoryPack installed (General 3 – Step 13) perform 
the following Insight security validation: 


 Attempt to interrupt power and restore, verify that system resumes normal operation 
when power is restored.  


 Verify audit logs reflect activities of power interruption and restore. 


Voting:  
Ballot Activation and Casting 
Verifications 


During Vote and Ballot Casting (General 1 and 2 – Step 15) validate the following 
validation on the DRE (Gen1 – Edge II/ Gen2 – Edge1): 


 Attempt to vote more than once with the same voter card without reactivating the 
card.  Verify that the system detects a voted card and keeps the voter card and 
prompts for poll worker. 


 Attempt to disconnect/turn off VVPAT printer during voting, verify that the system will 
detect that a printer is inoperable and will alert for poll worker. System will not be 
operable until problem is resolved. 


 Verify that voting is not enabled if the VVPAT is out of paper and that votes are not 
cast if paper runs out while voting  


 
Edge II and EDGE2plus Stand-Alone Test:  


 Attempt to upgrade system Firmware during voting, verify that system upgrades are 
only during system diagnostic and cannot be accessed when polls are open. 


 Attempt to obtain a cartridge from another TC, install into DRE and verify that election 
data (such as poll, ID, ballot style) is made visible for poll worker verification or that it 
is stated to be an invalid cartridge. 


 View audit logs to verify that audit logs reflect each security attempt. 


Voting:  
Voting System Integrity, System 
Audit, Errors & Status Indicators 


During Ballot Casting (General 1 and 2 – Step 15) validate the following validation for the 
DRE (Gen1 – Edge II/ Gen2 – EDGE2plus) 


 Attempt to vote on system with a bad voter card, different precinct voter card. Verify 
that the voter cannot access ballots with the bad voter cards, and that the system 
does not eject the card and prompts for a poll worker.  


 Attempt to access “voter fled” option without proper usage of the activation button on 
the DRE, verify that these options are not accessible with improper usage of the 
activation button  


 Attempt to access “blank ballot” option without proper usage of the activation button 
on the DRE, verify that these options are not accessible with improper usage of the 
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activation button   


 Power interruption and restore resumes voting operation, validate this by interrupt 
power and restore, verifying that a new voting session can be initiated 


 
Edge II and EDGE2plus Stand-Alone Security Test: 


 Ballot images cannot be viewed/printed without closing the polls, verify this by 
attempting to view/print ballot images when polls are still open. 


 Attempt to print results prior to closing the polls, verify that polls need to be closed 
prior in order to view results report. 


 Attempt to unwind the VVPAT paper to view previous votes without opening up the 
VVPAT, verify that viewing previous votes cannot be viewed on the VVPAT without 
opening up the VVPAT. 


 
During Ballot Casting (General 3 – Step 15) validate the following validation for the 
Insight: 


 Attempt to feed in ballots that are torn, ripped, not of standard, incorrect data, 
incorrect precinct. Verify that only valid ballots of the correct election and precinct are 
accepted, all others are rejected. 


 Attempt to accept reject ballots without pressing the override key, verify that only the 
override key is allowed to accept ballots rejected by the system 


 Verify that whenever an override key is pressed to override a ballot, the audit trail 
prints out the override at that moment. 


 Voting continues after a power interruption and restore, verify this by attempting to 
interrupt power and then restore. 


Post-vote: 
Closing the Polls 


After polls are closed and during Errors and Status Indicators (General 1 and 2 – Step 18) 
verify the following validations for the DRE (Gen1- Edge II/Gen2 – EDGE2plus): 


 Verify that once a system is in post-lat, the system cannot go back to “official” by 
attempting to go back to official once it is in post-lat. 


 Attempt to cast another vote after polls have been closed, verify that no additional 
votes can be counted after polls have been closed. 


 
Edge II and EDGE2plus Stand-Alone Security Test: Ghost WinEDS and perform the 
following security validation: 


 Create another cartridge for the DRE, attempt to reopen polls with another cartridge, 
verify that the system will detect that new (different) cartridge is inserted and will not 
reopen polls. 


 System cannot be reused after polls are closed unless system has been reset, verify 
this by attempting to reinstall election data to begin the voting process on a already 
closed polls DRE. 


 Results cartridge will not be erased if system is to be reset, verify this by attempting 
to reset system with results cartridge still inside. Validate that results cartridge is not 
erased. 


 Attempt to modify election data on cartridge after polls have been closed, verify that 
the reports that the cartridge has been modified.   


 
After closing the polls and during Error and Status Indicators (General 3 – Step 19) verify 
the following validations for the Insight: 


 Insert a closed polls status MemoryPack back into the Insight and verify that 
message polls closed and no more ballots reading is printed and displayed.  GA:  If 
you reopen the polls. 


 Attempt to record a vote after polls have been closed, verify that vote cannot be 
added after polls have been closed. 


 
Insight Stand-Alone Security Test:  


 Attempt to change polls closed status on the memory pack to polls open, and reopen 
polls for adding more votes, verify that changing polls open/closed status is not 
possible.   


 
During HAAT consolidation (General 2 – Step 19) verify the following validations for the 
HAAT90: 
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 Attempt to consolidate a cartridge with polls being closed twice, verify that the HAAT 
detects the same cartridge and does not consolidate the cartridge. And error report 
will be printed.  


 Print total and closed polls on the Insight, consolidate the memory pack. Insert the 
MemoryPack into the Insight and reopen polls by performing the reopen polls (follow 
procedure). Cast 2 votes and then close polls again. Reconsolidate the MemoryPack 
with the HAAT90. Verify that the HAAT90 rejects the MemoryPack due to the fact that 
the first attempt the MemoryPack has closed polls status. 


 
HAAT90 Stand-Alone Security Test: Take ghost image on WinEDS and verify the 
following validations: 


 Create 2 cartridges for the same voting machine (From WinEDS), vote on 1 cartridge 
and attempt to modify data on the other cartridge making it a valid cartridge, attempt 
to read both cartridges into the HAAT90, verify that the HAAT90 consolidates the 
valid cartridge and rejects the modified cartridge. 


 Modify election data on cartridge and attempt to consolidate it, verify that HAAT90 
does not consolidate the data. 


Post-vote: 
Central Count 


During readiness testing for the 400-C (General 4 – Step 11) verify the following for the 
Optech 400 – C: 


 Attempt to log into the PC hosting WinETP without the proper username and 
password, verify that access to WinETP requires the proper username and password. 


 Attempt to read in ballots prior to installing election data; verify that election data has 
to be installed before ballots can be read. 


 
During Ballot Casting for the 400-C (General 4 – Step 15) verify the following validation for 
the 400-C: 


 Read in ballots of different type (incorrect precinct, different election ballot); verify that 
these ballots are rejected by the 400-C. Ballot rejection is logged in the audit log. 


 Attempt to power cycle the machine, verify that votes already counted are recorded 
and votes in progress need to be started again. 


 
Optech 400-C Stand-Alone Security Test: Ghost image of WinETP is to be perform before 
verifying the following: 


 Attempt to modify election data for the Optech 400-C, attempt to load the election 
data using WinETP; verify that WinETP cannot load the election data.  


 Modify 400-C election result file, attempt to read the result file into WinEDS, verify 
that WinEDS rejects the file after the necessary checksums were performed. 


 During Testing of General 5 using 400-C mixed mode, attempt to add in 1 ballot from 
another election and verify that the 400-C can detect the ballot and discard the ballot.  


 
During Tallying using WinEDS (General 4 – Step 20) verify the following validation for 
WinEDS: 


 During consolidation and tallying, gather each type of cartridge (USB results 
cartridge, Edge II memory cartridge, Insight Plus Memory Pack, and 400-C results 
file) attempt to tally the cartridge twice. Verify that cartridges cannot be tallied more 
than once. 


 
WinEDS Stand-Alone Security Test: Ghost images are taken on WinEDS prior to 
performing the following validation: 


 Modify election results on each type of cartridge; verify that WinEDS will not tally the 
election results. 


 Attempt to delete audit logs in WinEDS, verify that audit logs cannot be deleted from 
WinEDS. 


Post-vote: 
Security 


Post-Vote Security is divided into 3 sections. Security for closing the polls, security at the 
central count and security for system audit. 


Post-vote: 
System Audit 


During system audit for WinEDS (General 1 – Pg 8) verify the following validation for 
WinEDS: 


 Review audit logs for event of cartridge creation, log in attempts, and cartridge 
tallying; verify that all access attempts are recorded and cartridge creation logs are 
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recorded. 
 
During system audit for WinEDS (General 1 and 2 – Step 24) verify the following 
validation for the DRE (Gen1 – Edge II/ Gen2 – EDGE2plus): 


 Compare compact flash, results cartridge and Aux cartridge audit logs, verify that the 
audit logs in each memory device holds the same information. 


 Compare vote total on the VVPAT and the results cartridge, verify that the vote totals 
are the same.  


 
During system audit for the Insight (General 3 – Step 24) verify the following validation for 
the Insight: 


 Compare vote totals on memory cartridge with printed vote total; verify that the vote 
totals are the same. 


 Verify that the numbers of ballots scanned are reflected in the audit logs.  
 
During System Audit for the 400-C (General 4 – Step 24) verify the following validation for 
the 400-C: 


 Review audit logs for event (time and date) to verify that audit log record all events 
(startup, ballot counts, ballot rejection, power cycle). 


Additional Security Source Code Review for each Edge II and EDGE2plus: 


 Verify through source code that election data from the results cartridge are only 
accepted if the validation between the system and the Results cartridge are correct. 


 Verify through source code that the system writes an encrypted message to the 
Smart Card indicating that the smart card has been voted. 


 Verify through source code that the system records and safely stores the cartridges 
serial number. 


 Verify through source code that the audit logs are recorded in all the memory 
devices. 


 Verify through source code that the system detects bad voter cards. 
 
Source Code Review for Insight: 


 Verity through source code that the Insight only accepts valid and closed poll memory 
pack.   


 Verify through source code that polls must be closed before vote totals can be 
printed.  


 Verify through source code that same data are being sent to the printer and the LCD 
screen on the Insight Plus, if true then Insight and Insight Plus have the same 
software just different hardware. 


 
Source Code Review for WinEDS: 


 Review Password encryption algorithm, verify that the algorithm meets the criteria.  


 Verify through source code, that password input fields are encrypted while passwords 
are being entered. 


 Verify through source code, that passwords are stored securely. 


 Verify through source code that audit logs record time and date of events that are 
being recorded into the audit logs. 


 Verify through source code that WinEDS generates a random unique cartridge 
version number to each cartridges created.  


 
Source Code Review for 400-C WinETP: 


 Verify through source code that WinEDS Files (.ofc, .rpt, .pre as provided in the 
WinEDS TDP), Precinct Results File, and Other Runtime files are the only files 
accept by WinETP  


 Verify through source code that WinETP uses an approved algorithm (CRC) to check 
for uncorrupted files  


 Verify through source code that WinETP "mixed mode" can distinguish ballot from 1 
precinct  to another  


 
Non functional security (if applicable)  
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Locks and Keys: 


 Attempt to pick lock in 10 minutes, verify that locks cannot be picked within the time 
frame. 


 Attempt to open up the EDGE2plus using 1 key, verify that the EDGE2plus uses a 
different key for each compartment. 


 Attempt to open up the Insight Plus using 1 key, verify that the Insight uses a different 
key for each compartment. 


 Attempt to make duplicate copies of keys, verify that the keys cannot be easily 
duplicated and create. 


Destructible seals (if applicable) 


 Attempt to open up seals without breaking the seals   


 Attempt to make duplicated seals 


 


7.4.6  Telephony and Cryptographic Review and Testing 
 


Testing was conducted on the system configuration identified in the PCA Configuration and Test Case. Only 
functional issues are identified.  While documentation discrepancies may be encountered in testing they do not 
result in the rejection of a functional test. All issues are documented Appendix E- Discrepancy Report.  


 


Date Test Result Issues Opened Issues Closed Notes 


8/3/09 Accept #138 #138  


9/16/09 Accept #162 #162  


 


Method Detail Telephony and Cryptographic Test Method 


Test Case Name Telephony & Cryptographic Test Case 


Scope - identifies the type of test Telephony and Cryptographic testing validates/verifies that transferring of data through 
any means of telephony is correct and secured.  This includes the accumulated Optech 
Insight, Edge II and/or EDGE2plus precinct results transferred via the HAAT90 through a 
dial-up modem and wired connection, or via the HAAT100 through a wireless Internet 
connection, to the HAAT Listener subsystem.  
 
The activator, accumulator and printing functions of the HAAT 90/100 units do not 
incorporate telephony or information transmission via telecommunications and those 
functions are addressed in functional test methods.  Printing functionality will be used as 
a means of verification of the telecommunications transmitted information. (Note: 
HAAT50 and 80 have no telecommunications transmission capabilities.) 


Test Objective The object of the Telephony and Cryptographic testing is to validate the VSS additional 
security and cryptographic requirements due to the transmission of results via 
telecommunications by the HAAT90 and 100 to the HAAT Listener subsystem and 
internal transfer to the WinEDS database.  The overall objective is to confirm the security 
of election results and WinEDS are not compromised due to transmission via the public 
networks. 


Test Variables:  
Voting Variations 
(as supported by the voting 
system) 


Same as General 3 TC (HAAT90) 
Same as General 4 TC (HAAT100) 
Tests conducted shall include: 


 Injection of delays 


 Dropping and reordering packets 


 Modified packets 


 Duplicate transmissions 


 Transmission interruption 


 Wireless denial of service 


 Telephone outages 


 Cryptographic approved software 


 Symmetric encryption 


 Digital signature 


 Best-practice web server configuration 


 Verification of the installation of COTS software to mitigate security threats and that 
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the COTS software has the capability to mitigate the specific security threats described 
in the VVS including integrity of data, confirmation of data received, detecting any 
threats, removing the threats, prevention of storing any  threats, finding existing 
threats, and logging of any threats processed 


A description of the voting system 
type and the operational 
environment.  


 Same as General 3 TC (HAAT90) 
 Same as General 4 TC (HAAT100) 


VSS 2002 vol. 1 2.2.10, 5.1 thru 5.2.7, 6.2 thru 6.2.2, 6.5 thru 6.6.2.2 


VSS 2002 vol. 2 6.3 thru 6.4.2 


Hardware, Software voting system 
configuration and test location 


Same as General 3 TC (HAAT90) 
Same as General 4 TC (HAAT100) 
with the addition of 


 NISTNET or LANForge for packet testing 


 Nessus for vulnerability testing 


Pre-requisites and preparation for 
execution of the test case.  


Same as General 1 Same as General 3 and General 4 plus 


 Document the system under test (especially from a security perspective) 


 Set up NISTNET or LANForge (consult IT) 


 Set up Nessus for HAAT100 


Getting Started Checks Confirm NISTNET/LANForge is not visible to the voting system and does not change 
system function. 
Prior to testing, verify by source code review:  


 Data is encrypted prior to transmission and the algorithm and bit strength meet NIST 
SP800-57 (esp. Table 4) strengths. 


 Encryption software used is FIPS 140-2 certified, if applicable (a list of Nessus 
vulnerability plug-ins may be downloaded from 
http://www.nessus.org/plugins/index.php?view=all. These plug-ins are automatically 
installed in the scanner tool via the Nessus plug-in feed as described at 
http://www.nessus.org/plugins/.) 


 Data transmitted is protected by a CRC or hash and the CRC or hash is verified prior 
to acceptance of the transmission at the opposite end (this includes the transmission 
of the ACK or NACK from the HAAT Listener to the HAAT). 


 HAAT transmission is protected with a digital signature of minimal strength (1024 
bits/80 bits) 


 Prior to testing verify by document review:  


 HAAT Listener identifies all required open ports for its operation.  


 HAAT and HAAT Listener/WinEDS subsystems define the boundaries (physical and 
logical) between the jurisdictional control and the public control of the 
telecommunications boundary. 


 HAAT and HAAT Listener (or WinEDS) documentation and manuals enforce a 
physical access policy that includes not allowing public telecommunications workers 
access to the internal network. 


 After setup, prior to testing, verify: 


 The network layer configuration of the HAAT Listener and WinEDS system conforms 
to the recommendations or requirements of the vendor.  


 The HAAT Listener configuration satisfies v1: 6.5.4.2 requirements for the use of 
COTS protective software. Verify that the HAAT Listener documentation includes 
methods to upgrade this protective software in fielded systems prior to an election. 


 Determine if the WinEDS workstation computer and WinEDS server computer share 
the same network environment as the HAAT Listener (no DMZ) 


 If so, then those systems also must satisfy v1: 6.5.4.2 for the use of COTS protective 
software.  


 If the WinEDS application computer does not share the same network environment 
as the HAAT Listener then verify that its network configuration protects it from threats. 
For example, can an internet browser view the internet? Document the open ports 
(incoming) (lower 1056) and a justification for each one. (See in particular NIST 
SP800-53 SC-7) 


 After determining users allowed logical access to the HAAT Listener subsystem, verify 
that only the administrator/ administrator group has the ability to disable SSL/TLS or its 
underlying encryption agreement protocol. (If this test is performed prior to other 
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testing be sure and restore the original configuration utilizing SSL/TLS).  Document the 
Certification Path, Certificate Details and TLS configuration details (ssl.conf, 
ssl.default.conf, httpd.conf and any other files it is necessary or possible to modify to 
perform the test) 


Documentation of Test Data  &  
Test Results 


Same as General Test Cases 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as General 3, General 4 Test Cases 


Pre-vote: 
Ballot Preparation Security 


  Ballots Preparation does not utilize telephony. 


Readiness Testing and Poll 
Verification 


Same as General 3, General 4 plus 


 If the HAAT has the ability to operate in non-FIPS-140 mode, verify that the HAAT 
mode of operation is recorded in the audit log. 


 Attempt to modify the time in the HAAT100 to a time after the start of the election via 
the TCP/IP connection. Fail if time is changed. 


 During pre-vote testing or other times when the systems are connected to the 
internet, use Nessus or a similar internet/network security scanning tool to verify that 
known vulnerabilities are blocked. (General 4 only) 


 Attempt to connect to the HAAT Listener RAS from another telephone line. If 
successful and a TCP connection is made perform Nessus or similar vulnerability 
scanning as in the HAAT100 test case (General 3 only).  A list of Nessus vulnerability 
plug-ins may be downloaded from http://www.nessus.org/plugins/index.php?view=all. 
These plug-ins are automatically installed in the scanner tool via the Nessus plug-in 
feed as described at http://www.nessus.org/plugins/. 


Pre- vote: 
Opening the Polls Verification 


  Same as General 3, General 4 


Voting:  
Ballot Activation and Casting 
Verifications 


Same as General 3, General 4 TC 
Ballot Activation and Casting Ballots does not utilize telephony. 


Voting:  
Voting System Integrity, System 
Audit, Errors & Status Indicators 


Same as General 3, General 4 TC 
Audit logging between poll open and the transmission of results on the HAATs do not 
use telephony. 


Post-vote: 
Closing the Polls 


Using the Optech Insight, Edge II and EDGE2plus memory cartridges prepare to transmit 


election results validate:  
Using General 3  (HAAT90) validate: 


 When HAAT90 phone line is pulled prior to transmission,  it logs the failure. 


 When HAAT90 phone line is pulled in the middle of a transmission (using as many 
cartridges as possible), it logs the failure. The HAAT Listener should also log the 
failure, but is not required in this instance. 


 Using General 4  (HAAT100) validate: 


 When the antenna of the HAAT100 is disconnected prior to a transmission, it logs a 
failure, if it cannot succeed. 


 When the antenna of the HAAT100 is covered with a wire mesh (Faraday cage), it 
logs a failure, if it cannot succeed.  (If this test fails to prevent transmission a wireless 
phone jamming device is to be used instead of the Faraday cage. 


Post-vote: 
Central Count 


Using the Optech Insight, Edge II and EDGE2plus memory cartridges transmit the 


General 3 (HAAT90) & General 4 (HAAT100) election results validate:  


 Transmission of the precinct vote count and/or voter list is successful. 


 Delays do not prevent transmission of vote count and/or voter list 


 Failure or success in transmission as a result of reordering/dropping packets is 
recorded at both the HAAT and HAAT Listener. 


 Duplicate transmission is unsuccessful and includes notification. 


 HAAT results printed prior to a transmission failure and WinEDS results printed after 
a transmission failure agree.  


 If the HAAT Listener is disconnected from the incoming network, an attempted 
transmission from the HAAT reports a failure and offers instructions for further action. 


 Keys are computer generated. Validate this by listening into the data being sent to the 
HAAT Listener or check source code from HAATs to verify that keys being sent to the 
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Listener are unique and computer generated. 


 If errors are observed and logged by changing 1 or 2 bits in the data package 
transmitted. Verify that this failure is logged (although not necessarily in the audit log) 


 Using General 3  validate: 


 When dialing into the RAS system from an external line (not the HAAT90 line). 
Attempt to make a SOAP request via this line. Verify that all SOAP requests are 
logged by the HAAT Listener. 


 Using General 4 validate: 


 If an attempt to reach the HAAT Listener without using a HAAT system (via Internet) if 
successfully connected,  the Listener will not accept bad data, bogus connection 
attempts will be logged (identifying where) and the bogus SOAP requests will be 
logged in the audit log. 


 Using NISTNET or LANForge if the HAAT Listener (outbound) packets response to a 
successful HAAT transmission is dropped the HAAT reports a failed transmission. 
Reconfiguring NISTNET to allow all packets, the HAAT Listener accepts the 
transmission when the attempt is repeated. 


Post-vote: 
Security 


See the Post-vote Central Count regarding duplicate transmission, key generation, audit 
logging, attempts to insert bad data, and dropped transmission. 


Post-vote: 
System Audit 


See Post-vote Closing the Polls &  Central Count regarding the audit logging of 
successful/unsuccessful transmissions at the originator and audit or other logging 
records of all attempts to invade the HAAT Listener system 


 


7.4.7  FCA Reuse and Environmental Testing 
 


Hardware testing was conducted utilizing the system configuration identified in Section 3 of the Test Report and 
in the attached hardware test reports by Criterion Technology, Inc., Wyle Laboratories, Oracle (formerly APT), 
and Intertek Testing Services. Equipment and tests identified for reuse or testing during this certification are 
documented in Section 5.8 of the Test Report. Anomalies reported by Criterion or Intertek are contained in their 
reports and are documented in Appendix E- Discrepancy Report 
 


Date Test Result Issues Opened Issues Closed Notes 


10/13/09 Accept #191 #191 Reference #344 


10/14/09 Accept #194, #195 #194, #195  


10/21/09 Accept #196, #197 #196, #197  


9/7/10 Accept  #265 Opened in Security Review, resulted in ESD 
testing 


3/12/10 Accept #344, #345 #344, #345  


 


7.4.7.1  Environmental Hardware Test Report & Test Configuration Matrix 
 


Method Detail Environmental Test Method 


Test Case Name Environmental Test 


Scope - identifies the type of test Prior to initiating an assessment of the WinEDS 4.0 voting system hardware iBeta 
contacted the EAC and received confirmation that the environmental hardware testing 
performed by Criterion Technology Corp, Percept Technology and Wyle Laboratories to the 
2002 standards in a prior qualification effort would be valid for reuse if the following 
conditions were met: 
- The hardware was unchanged and the laboratory that performed the testing verified in an 
independent assessment that the equipment they tested was essentially the same as the 
system tendered for certification; 
 - Criterion Technology Corp, Percept Technology and Wyle Laboratories agreed to issue a 
report for the environmental tests as a subcontractor to iBeta; and 
- iBeta confirmed Criterion Technology Corp, Percept Technology, and Wyle Laboratories 
were accredited by A2LA to perform all the VSS 2002 required test methods accredited in 
the test methods they performed on the date of test execution. 
 
Execution and provision of test results identified in the VSS 2002 hardware operating and 
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non-operating environmental tests.  This set of hardware environmental test cases is 
outside the scope of iBeta's VSTL accreditation.  It is  performed by: 


 Percept Technology (Re-use only) 


 Wyle Laboratories  
Criterion Laboratories 


 Oracle (formerly APT) 


 Intertek Testing Services 
 
iBeta coordinates and oversees subcontractor testing.  iBeta shall review the test records, 
results and reports to confirm testing was performed under an appropriate mode as a 
voting system and to determine acceptance or rejection of some or all testing. 


Test Objective Validation of the polling place hardware to meet the Non-Operating/Operating 
Environmental test standards of the EAC VSS/VVSG. 


Test Variables 
 


Tests shall be conducted incompliance with the identified standard: 
Power disturbance disruption - IEC 61000-4-11 (1994-06). 
Electromagnetic radiation- FCC Part 15 Class B requirements - ANSI C63.4. 
Electrostatic disruption - IEC 61000-4-2 (1995-01). 
Electromagnetic susceptibility - IEC 61000-4-3 (1996). 
Electrical fast transient protection - IEC 61000-4-4 (1995-01). 
Lightning surge protection - IEC 61000-4-5 (1995-02). 
RF immunity - IEC 61000-4-6 (1996-04). 
AC magnetic fields RF immunity - IEC 61000-4-8 (1993-06). 
MIL-STD810-D: 
High temperature method 501.2 Procedures I-Storage maximum 140 F degrees 
Low temperature - method 502.2, Procedure I-Storage minimum -4 F degrees 
Temperature & power variations - method 501.2 & 502.2  
Humidity - method 507.2 
Vibration - method 514.3-1 Category 1 - Basic Transportation Common Carrier 
Bench handling - method 516.3 procedure VI 
Safety - OSHA  CFR Title 29, part 1910 


A description of the voting system 
type and the operational 
environment 


DRE - EDGE2plus C0.3 with audio and flash drive 
DRE- EDGE2plus C0.4 with audio and flash drive (CO.3 plus the CO.4 change order) 


HAAT50 Version A.03,  A1.1 
HAAT90 Version A1.1 (Reuse of all EMI/EMC except 4.8.2 - VSS) 
HAAT100 Version A0.7 
IMPR Version A1.0, C1.1 (A1.0 tested in conjunction with HAAT90, C1.1 tested in 
conjunction with C1.1) 
MPR 3.01 Revision E 
DRE - Edge II with Verivote and audio 
Optical Scanner Insight with UPS, G05 
Optical Scanner Insight Plus with UPS, A05 
Optical Scanner 400-C (300.P) with UPS 


VSS 2002 vol. 1 3.2.2 thru 3.2.2.14, 3.4.8, Interpretation 2007-05 


VSS 2002 vol. 2 4.6.1.5 thru 4.7.1 & 4.8 


Hardware, Software voting system 
configuration and test location 


See Tables 6 and 9. 
 
Test Locations: Percept Technologies, Boulder CO, Wyle Laboratories, Huntsville AL, 
Criterion Labs, Rollinsville CO, Oracle (formerly APT), Longmont, CO and Intertek Testing 
Services, Louisville, CO 
• iBeta provides the test labs with the environmental hardware test case outlining methods, 
instructions to document the configuration, test environment, lab accreditations, tester 
qualifications, and operational status check performance. 
• iBeta personnel execute the accuracy testing in conjunction with the Temperature and 
Power Variations, provide and oversee the operational status checks.   


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
- Validation and documentation of  the subcontractor  test labs'  A2LA or NVLAP 
accreditation in the specific test method identified in the Test Variables 
- Record the testers & date 
- System has been set up as identified in the user manual 
- Gather any necessary materials or manuals 
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- Ensure customization of the test case template is complete 
The iBeta approved Operational Status Check script is provided and includes: 
- Check for physical damage 
- Checking the operation of all buttons, switches and lights 
- Opening the polls & running a zero totals report 
- Checking appropriate error conditions for correct prompts or responses (Error conditions 
will depend upon the type of equipment being tested) 
- Accessibility features are operational 
- Power off and on with no loss of function 
- Close the polls and print all reports (Totals & Audit Logs) 


Getting Started Checks Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA 
Configuration and matches the  vendor described configuration 
- Validate installation of  the witnessed build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager 
- Confirm the tester understands the recording requirements of the iBeta test case 
- Operational status check procedures are available and successfully run  
- An automated script to loop system operation, for use during the EMC operational tests, 
exercises all necessary functionality 


Documentation of Test Data  &  
Test Results 


Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Standard Environmental Tests Follow test method in the identified standard and Interpretation 2007-05 


Expected Results are observed Review the test result against the expected result:  
• Pass: meets the requirements 
• Fail: does not meet the requirements; document the failure in the comments 
• Not Testable (NT): not testable; provide a reason in the comments 


Record observations and all 
input/outputs for each election; 


All test results will be recorded in the test case.  
- Any failure against the requirements will mean the failure of the system and shall be 
reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of the 
Certification Report 
- If cures are submitted the applicable test will be rerun. Complete information about the 
rerun test will be preserved in the test case. The cure and results of the retest will be noted 
in the - Discrepancy Report and submitted as an appendix of the Certification Report. 
- Operations which do not fail the requirements, but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address these 
issues.  Open items will be identified in the report.  


 
 








2675 S. Abilene Street, Suite 300, Aurora, Colorado, 80014 


 
 


Form-D: VSTL Test Report template 


 
 


Appendix E - Discrepancy Report 
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This PCA and FCA Discrepancy Report provides 3 types of discrepancies: 
D - Document Defect 
F - Functional Defect 
I - Information Item 
All of the discrepancies are closed. 
 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


1 9/19/07 K. 
Mathis 


D WinEDS/HAAT 
Listener 
Software 
Specification 
v.1.07 


The HAAT Listener Software Specification includes the 
locations where build software can be obtained, but did 
not include a procurement certification or reference the 
location where this is contained.  


v.2: 2.5.3 The vendor shall also 
include a certification that procured 
software items were obtained 
directly from the manufacturer or a 
licensed dealer or distributor. 


 No vendor response 
received. 


Accepted  - 4/11/08 CAC:   
Verified certification under 
section 4.7 Software 
Procurement Certification. 


2 9/19/07 K. 
Mathis 


I WinEDS/HAAT 
Listener 
Software 
Specification 
v.1.07 


Version is inconsistent.  The version noted in the 
History is 1.07.  The version noted on the Title Page 
and Copyright Page is 1.06. 
 
CAC 04/11/08 - Note: The 1.07 is dated September 
2007 while the 1.06 is dated August 2007. The August 
2007 date is also on the Title Page & Copyright Page. 


  9/30/09:  Version is 
consistent, we are 
now up to 1.09 


Accepted - 11/4/09 GA: 
Review of Version 1.09 
closes this discrepancy. 


3 9/20/07 C. Alm D WinEDS Build 
Procedure 


The PowerBuilder setting of Auto Commit to 'On' needs 
to be documented in the TDP, in the build procedure.   


v1: 4.2.3.e e. Each module shall 
have a single entry point, and a 
single exit point, for normal 
process flow.  For library modules 
or languages such as the object-
oriented languages, the entry point 
is to the individual contained 
module or method invoked.  The 
single exit point is the point where 
control is returned.  At that point, 
the data that is expected as output 
must be appropriately set.  The 
exception for the exit point is 
where a problem is so severe that 
execution cannot be resumed.   In 
this case, the design must 
explicitly protect all recorded votes 
and audit log information and must 
implement formal exception 
handlers provided by the language 


 No vendor response 
received. 


Accepted - 4/10/08 GA:  
Source Code Review of 
updated source code 
closed all discrepancies 
associated with the Auto 
Commit being 'off'‘.  The 
vendor elected to fix the 
instances in the code 
instead of building with 
the Auto Commit 'on'.   


4 9/28/07 C. 
Coggin
s 


I SharePoint - 
Sequoia File 
Names 


This entry is for iBeta Quality Assurance and not 
Sequoia.  The version control and history features of 
SharePoint, the iBeta document repository, need a 
consistent file name. The unique version identifiers 
incorporated into the Sequoia file names will be 
stripped when they are uploaded into SharePoint.  A 
field will be added to document with the original file 
names.   At the end of all testing, prior to archive iBeta 
is to restore the correct file names.   


   No vendor response 
received. 


Accepted - 3/5/10 GA:   
At the completion of the 
project, this information 
discrepancy is closed to 
indicate that the process 
of checking in the TDP 
was completed by the 
VSTL based on the 
consistency of the 
adherence to the Sequoia 







EAC Certification #-pending 


Page 4 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


CM. 


5 10/18/0
7 


C. 
Coggin
s 


D Optech 400-C 
Approved Parts 
List v.1.03 


The Approved parts list is referenced on the document 
as containing an attached Excel spreadsheet.  No 
attachment was submitted. 


v.2: 2.4.2 The vendor shall 
provided a list of materials and 
components used in the system, a 
description of their assembly into 
major system components and the 
system as a whole 


 No vendor response 
received. 


Accepted - 5/23/08 CAC:  
Verified Excel 
spreadsheet submitted for 
Optech 400-C Approved 
Parts List v.1.05. 


6 11/19/0
7 


T. 
Snyder 


D MPR System 
Overview v. 1.00 
MPR Hardware 
Specification v. 
1.1 


For the physical and functional description, the 
overview references "Appendix B: Drawings and 
Diagrams."   Appendix B does not contain any 
depiction of functional or physical components. 


v.2: 2.2 In the system overview, 
the vendor shall provide 
information that enables the 
accredited test lab to identify the 
functional and physical 
components of the system, how 
the components are structured, 
and the interfaces between them. 


 No vendor response 
received. 


Accepted - 4/10/08 CEC: 
v.1.03 verified appendix B 
contains functional and 
physical components 


7 11/26/0
7 


C. 
Coggin
s 


D MPR Approved 
Parts List 


The MPR Approved Parts List references diagrams 
and lists.  This information was not provided.  


v.2: 2.4.2 The vendor shall 
provided a list of materials and 
components used in the system, a 
description of their assembly into 
major system components and the 
system as a whole 


 No vendor response 
received. 


Accepted - 11/27/07 DH:  
The parts and diagrams 
identified in the MPR 
Approved Parts List was 
located in MPR Maint-
enance Manual v1.2.  


8 11/26/0
7 


G. 
Audett
e 


D WinEDS/HAAT 
Listener 
Software 
Specification 
v.1.07 


Section 4.4.6 End of File requires that "Each file shall 
have an end of file comment."  The Java files delivered 
on 9/10/07 in the saes/log folder (7 files total) and 
those delivered on 9/28/07 in the Listener_Install folder 
(14 files) do not meet this internal requirement. 


v.1: 4.2.7e:  The voting system 
software shall use the following 
comment conventions: All 
comments shall be formatted in a 
uniform manner… 


 No vendor response 
received. 


Accepted - 4/11/08 GA:   
HAAT Listener Software 
version 1.6.1 included the 
End of files comments. 


9 11/26/0
7 


G. 
Audett
e 


D WinEDS_Refere
nce_Guide 3.1 


In both the Insight and Insight Plus TDPs, the 
documentation received included a document for 
WinEDS 3.1 instead of WinEDS 4.0 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


 No vendor response 
received. 


Accepted - 5/23/08 CAC:  
Verified that resubmitted 
Insight and Insight Plus 
TDP's do not include the 
WinEDS 3.1 document. 
 


1
0 


11/26/0
7 


T. 
Snyder 


D MPR for Optech 
Eagle/Insight 
Test & 
Verification 
Specification 
v.1.1 


The test and verification specification does not address 
the MPR development test specifications.  The 
document only references specifications for 
qualification testing.  


v.2: 2.7.1 The vendor shall 
describe the plans, procedures, 
and data used during software 
development and system 
integration to verify system logic 
correctness, data quality, and 
security. 


 No vendor response 
received. 


Accepted - 2/28/08 LL: 
Verified in v.1.03 
inclusion of development 
test specifications. 


1
1 


11/26/0
7 


T. 
Snyder 


D MPR 
Configuration 
Management 
Plan Document 
v.1.00 


There is no description of the procedure or naming 
convention for the MPR baseline or promotion. 


v.2:2.11.3 a, b, and c The vendor 
shall provide a description of the 
procedures and naming 
conventions used to address the 
specific requirements of Vol. I, 
Subsection 9.4. These 
requirements pertain to: 
Establishing a particular instance 
of a system component as the 
starting baseline; Promoting 


 No vendor response 
received. 


Accepted - 2/28/08 DH:  
v1.02 of the MPR 
Configuration 
Management Plan 
addresses the procedure 
and naming convention 
for the MPR baseline in 
chapter 4. 
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# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


subsequent instances of a 
component to baseline throughout 
the system development process 
for the first complete version of the 
system submitted for testing; 
Promoting subsequent instances 
of a component to baseline status 
as the component is maintained 
throughout its life cycle. 


1
2 


11/26/0
7 


T. 
Snyder 


D MPR 
Configuration 
Management 
Plan Document 
v.1.00 


The plan does not clearly identify if there are or are not 
third party items. 


v.2: 2.11.4.b The vendor shall 
provide a description of the 
procedures used by the vendor to 
approve and implement changes 
to a configuration item to prevent 
unauthorized additions, changes, 
or deletions to address the specific 
requirements of Volume I, 
Subsection  9.5: Developing and 
maintaining third-party items 


 No vendor response 
received. 


Accepted - 4/14/08 CAC:  
Third party items 
addressed in 5.2 refer to 
the same procedures that 
are stated in 5.1 of the 
MPR Configuration 
Management Plan, v1.02. 


1
3 


11/26/0
7 


T. 
Snyder 


D MPR 
Configuration 
Management 
Plan Document 
v.1.00 


There is no description of the procedures or 
conventions for the configuration management tools 
used for the MPR. 


v.2: 2.11.7 a, b, .c. The vendor 
shall provide a description of the 
procedures and related 
conventions for maintaining 
information about configuration 
management tools required by Vol. 
I, Sect. 8.9. These requirements 
pertain to: Specific tools used, 
current version, and operating 
environment; Physical location of 
the tools, including designation of 
computer directories and files; 
Procedures and training materials 
for using the tools. 


 No vendor response 
received. 


Accepted - 4/14/08 CAC: 
The conventions for the 
configuration 
management tools are 
now addressed in chapter 
8 of the MPR 
Configuration 
Management Plan, v1.02. 


1
4 


11/27/0
7 


G. 
Audett
e 


D MPR Software 
Specification 
v.1.00 


Per section 4.4.9 of the MPR Software Spec v 1.0 
dated 9/2004, "Source files shall be less than 1500 
source lines long."  The NEW_PACK.ASM  file is 
approximately 3084 lines long. 


v2: 6.6.b:  The test agency shall 
examine the vendor's source code 
against the submitted 
documentation during the Physical 
Configuration Audit to verify that 
the software conforms to the 
vendor's specifications. 


 No vendor response 
received. 


Accepted - 4/11/08 GA: 
Document version 1.02 
dated February 2008 
removed this 
requirement. 


1
5 


11/28/0
7 


G. 
Audett
e 


D Insight and 
Insight Plus 
Software 
Specifications v. 
1.03 


Per section 4.4.9, "Source files shall be less than 1500 
source lines long."  The APX_BC1.ASM  file is 
approximately 2197 lines long and APX_BC2.ASM is 
approximately 4504 lines long. 


v2: 6.6.b:  The test agency shall 
examine the vendor's source code 
against the submitted 
documentation during the Physical 
Configuration Audit to verify that 
the software conforms to the 
vendor's specifications. 


 No vendor response 
received. 


Accepted - 4/11/08 GA: 
Document version 1.04 
dated January 2008 
removed this 
requirement. 


1
6 


11/28/0
7 


G. 
Audett
e 


D AVC Edge 5.1 
Software 
Specification 
v.1.02 


Per section 4.4.5, "Each file shall have an end of file 
comment;" however, 6 delivered files (bc.data.c, 
ansiapi.c, TRUEIDE.c, chkdsk.c, pci.c, and inthwtst.c) 
do not have this comment. 


v.1: 4.2.7e:  The voting system 
software shall use the following 
comment conventions: All 
comments shall be formatted in a 


No vendor response 
received.  


Accepted - 4/11/08 GA: 
Document version 1.05 
dated March 2008 states 
that it is recommended, 
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Per section 4.4.8 , "Source files shall be less than 1500 
source lines long."  There are 16 delivered files that 
exceed 1500 source lines. 


uniform manner… 
v2: 6.6.b:  The test agency shall 
examine the vendor's source code 
against the submitted 
documentation during the Physical 
Configuration Audit to verify that 
the software conforms to the 
vendor's specifications. 


but not a 'shall.'  The line 
length requirement has 
been removed. 


1
7 


11/30/0
7 


C. 
Cvetez
ar 


I AVC Edge 
5.1Pollworkers 
Manual v.1.02 


Per sections 2.2.5, 4.7, 4.8, 6.4, and 6.5 references are 
made to Edge Audio Voting Accessory 5.1 Operators & 
Maintenance Manual.  The actual manual title is: Edge 
Audio Voting Accessory 5.1 Pollworkers & Operators 
Manual.  This is deduced from the part number listed in 
1.2 matching 096134201. 


  No vendor response 
received.  


Accepted - 4/10/08 CEC:  
v.1.03 verified document 
references reflect the 
correct name. 


1
8 


11/30/0
7 


C. 
Cvetez
ar 


I AVC Edge 
5.1Pollworkers 
Manual v.1.02 


Per sections 1.2, 6.12, and B.4.1 references are made 
to Edge Aux Power Unit Operators & Maintenance 
Manual.  The actual manual title is: Edge Aux Power 
Unit Pollworkers and Operators Manual.  This is 
deduced from the part number listed in 1.2 matching 
096117301. 


  No vendor response 
received.  


Accepted - 4/11/08 CAC:  
Verified the "Edge Aux 
Power Unit Pollworkers 
and Operators Manual", 
v1.03, itself was renamed 
to be "Edge Aux Power 
Unit Operators & 
Maintenance Manual", 
v1.05, to be consistent 
with this and other docs 
referencing it (the actual 
manual itself was 
renamed). 


1
9 


11/30/0
7 


C. 
Cvetez
ar 


I Card Activator 
5.1 Pollworkers 
Manual (CA5-
1_PollWorker) 


The material in this manual is covered in the Card 
Activator 5.1 Operators & Maintenance Manual. This 
manual is not referenced by any other manual.  


  9/30/09:  Document 
has already been 
removed, unable to 
locate a copy in the 
current TDP 


Accepted -10/23/09 KSA:  
No Card Activator 
Pollworkers Manual 
delivered in TDP delivery 
on 10/20/09. 


2
0 


1/10/08 D. 
Harwo
od 


D Various MPR 
documents 


The following MPR documents incorrectly references 
the WinEDS/AERO System and documentation.  The 
AERO System is no longer in use:  
MPR System Overview v1.0 
MPR Operators Manual v1.3 
MPR Maintenance Manual v1.2 
MPR Personnel & Training Requirements v1.00 
MPR Security Specification v1.00 
MPR Software Specification v.1.00 
MPR Technical Data Package v1.00 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  The 
outstanding 
references were 
removed in May 
2009 
 
MPR Sys Over 1.04 
MPR Ops Man 1.6 
MPR Maint Man 1.6 
MPR Pers Train Req 
1.04 
MPR Sec Spec 1.04 
MPR SW Spec 1.03 
MPR TDP 1.03 


Rejected - 4/10/08 CEC:  
MPR Security Spec v1.02 
& MPR Technical Data 
Package v1.02 
 
Accepted - 4/10/08 CEC:  
Verified Aero System 
references were removed 
from MPR:  System 
Overview v1.03 
Operators Manual v1.05 
Maintenance Manual 
v1.05 
Software Spec v.1.02 
Personnel & Training 
Reqs v1.02 
 
Accepted - 11/4/09 CAC: 
AERO references 
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removed from: 
MPR Sys Over 1.04 MPR 
Ops Man 1.7 MPR Maint 
Man 1.6 
MPR Pers Train Req 1.04 
MPR Sec Spec 1.04 MPR 
SW Spec 1.03 
MPR TDP 1.03 


2
1 


1/10/08 D. 
Harwo
od 


D MPR System 
Overview v1.0 


The System Overview identifies functions performed by 
the AERO.  The AERO is not used.  No alternative 
method to complete these functions is identified.  
Fig 2.1 Post election means to transfer ballot totals 
from the MPR to WinEDS. 
Sec 2.1 Burning election data on to the MPR; 
Sec 2.3 Means to obtain election results from the 
MemoryPack; 
Sec 4 Reading  tabulated results for inclusion in the 
canvass reports; 
Sec 4.5 Election parameter coding and vote count data 
to detect tampering; 
Sec 6.3 Equipment preparations and communications 
testing; 
Sec 6.3.2 Manual entry of results from the tabulator 
event log tape; 
Sec 6.3.3 MemoryPack installation in the MPR; reading 
of results; accumulation and consolidation of 
MemoryPack data; 
Sec 6.6 Election parameter data passed from the EMS 
and AERO software via the MemoryPack; 
Sec 6.7 Report of results available from the AERO 
system; and 
Sec 7.2 MemoryPack Intended Use: Transfer EMS & 
AERO election data from the tabulator back to central 
count. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received.  


Accepted - 4/10/08 CEC:  
v.1.03 verified references 
to the Aero System have 
been removed. 
Alternative methods have 
been identified, where 
applicable. 


2
2 


1/11/08 D. 
Harwo
od 


D MPR System 
Overview v1.0 


The MPR system description of the functional 
components reference the obsolete AERO system. 


v.2: 2.2.1 System Description -   
The system description shall 
include written descriptions, 
drawings and diagrams that 
present:  
a) A description of the functional 
components (or subsystems) as 
defined by the vendor  


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.03 verified references 
to the Aero System have 
been removed. 
Alternative methods have 
been identified, where 
applicable. 


2
3 


1/11/08 D. 
Harwo
od 


D Optech Insight 
System 
Overview v1.03 
&  
Optech Insight 
Plus System 
Overview v.1.03 


The Optech Insight  and Optech Insight Plus system 
description identification of COTS hardware and 
software products and Interfaces reference the 
obsolete AERO system for: 
COTS hardware & software: Operating systems, 
database software, communications routers, modem 
drivers and dial-up networking software. 
Interfaces:  File specifications, data objects, or other 
means used for information exchange and the public 


v.2: 2.2.1.e & f The system 
description shall include written 
descriptions, drawings and 
diagrams that present: 
Identification of all COTS hardware 
and software products and 
communications services used in 
the development and/or operation 
of the voting system, identifying 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.04 verified references 
to the Aero System have 
been updated to WinEDS 
4.0. 
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standard used for such file specifications, data objects, 
or other means 


the name, vendor, and version 
used for each such component: 
Operating systems, database 
software, communications routers, 
modem drivers and dial-up 
networking software.  Interfaces 
among internal components, and 
interfaces with external systems. 
For components that interface with 
other components for which 
multiple products may be used, the 
TDP shall provide an identification: 
File specifications, data objects, or 
other means used for information 
exchange and the public standard 
used for such file specifications, 
data objects, or other means 


2
4 


1/11/08 D. 
Harwo
od 


D Optech Insight 
Plus System 
Overview v1.03 


The Optech Insight Plus system description of the 
operational environment, concept of operation, and 
description of functional and physical interfaces 
references the obsolete AERO system. 


v.2:2.2.1.b.c & d The system 
description shall include written 
descriptions, drawings and 
diagrams that present: A 
description of the operational 
environment of the system that 
provides an overview of the 
hardware, software, and 
communications structure; A 
concept of operations that explains 
each system function, and how the 
function is achieved in the design; 
Descriptions of the functional and 
physical interfaces between 
subsystems and components 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.04 verified references 
to the Aero System have 
been updated to WinEDS 
4.0. 


2
5 


1/10/08 D. 
Harwo
od 


D MPR Operators 
Manual v1.3 


The MPR Operators Manual identifies functions 
performed by the AERO.  The AERO is not used.  No 
alternative method to complete these functions is 
identified.  
Sec 3.1 MemoryPack date and time stamp creation; 
Sec 3.2.2 MemoryPack checksum validation; detection 
of tampering; date and time validation; and prior 
processing validation; 
Sec 3.10 Accumulation reports are generated with data 
read into the system using the MPR; and  
Sec 6.3 Preventing Unauthorized access to the AERO 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.05 verified the 
identified functionality has 
been updated to reflect 
performance by WinEDS 
4.0. 


2
6 


1/10/08 D. 
Harwo
od 


D MPR Operators 
Manual v1.3 


The MPR specification for validation of system 
installation references the obsolete AERO System. 


v.2: 2.8 The system operations 
procedures shall contain all 
information that is required for the 
preparation of detailed system 
operating procedures, and for 
operator training.   
v.2: 2.8.3a thru d The vendor shall 
provide specifications for validation 


No vendor response 
received 


Accepted - 2/29/08 DH:  
v. 1.5 - verified the 
identified functionality has 
been updated to reflect 
performance by WinEDS 
4.0. 
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of system installation, acceptance, 
and readiness. These 
specifications address all 
components of the system, all 
locations of installation ... and all 
elements of system functionality 
and operations ... including: Pre-
voting functions, Voting functions, 
Post-voting functions & General 
capabilities 


2
7 


1/10/08 D. 
Harwo
od 


D MPR 
Maintenance 
Manual v1.2 


The Maintenance Manual identifies functions 
performed by the AERO.  The AERO is not used.  No 
alternative method to complete these functions is 
identified. 
Sec 2 MemoryPack reading by AERO; 
Sec 2.1.1 Transfer of ballot totals to AERO; and 
Sec 2.1.2 Customized chip functionality & its 
relationship to AERO tabulation of results. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.05 verified the 
identified functionality has 
been updated to reflect 
performance by WinEDS 
4.0. 


2
8 


1/10/08 D. 
Harwo
od 


D MPR 
Maintenance 
Manual v1.2 


The MPR maintenance documentation for fault 
isolation and diagnostic purposes references the 
obsolete AERO system. 


v.2: 2.9.3 -The vendor shall 
identify and describe any special 
purpose tests or maintenance 
equipment recommended for fault 
isolation and diagnostic purposes. 


No vendor response 
received 


Accepted - 2/29/08 DH:  
v. 1.5 - the MPR 
specification for validation 
of system installation no 
longer references the 
AERO and contains the 
correct information. 


2
9 


1/10/08 D. 
Harwo
od 


D MPR Security 
Specification 
v1.00 


The Security Specification identifies functions 
performed by the AERO.  The AERO is not used.  No 
alternative method to complete these functions is 
identified. 
Sec 3.1 MemoryPack date & time printing on vote 
result reports & log report; 
Sec 3.2.2 "Checksum" verification; precinct verification, 
races & candidates match verification, non-duplicate 
transmission verification; and tampering detection by 
the continuous checksum maintenance process;  
Sec 3.10 AERO database updating; accumulation 
reports generation & review; and 
Sec 6.3 Prevention of unauthorized access to the 
AERO. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.02 verified the 
identified functionality has 
been updated to reflect 
performance by WinEDS 
4.0. 


3
0 


1/10/08 D. 
Harwo
od 


D MPR Software 
Specification 
v1.00 


The Software Specification identifies functions 
performed by the AERO.  The AERO is not used.  No 
alternative method to complete these functions is 
identified. 
Sec 3.1.1 NEW_PACK.ASM responds to EMS/AERO 
command requests; 
Sec 3.1.2 UT0053PE.ASM is downloaded to the MPR 
by EMS/AERO at initiation of serial communication;  
Sec 6.1.3.1 Control Subsystem/Equipment Preparation 
verifies MemoryPack loading in the receiver and 
communications testing with results read to AERO; 
Sec 6.1.3.1 Error recovery with AERO manual entry 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.02 verified applicable 
Aero functionality has 
been updated to reflect 
performance by WinEDS 
4.0. 
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program from the tabulator event log tape produced by 
the precinct tabulator; 
Sec 6.1.3.3 Central Counting Area reports: 
MemoryPack installation in the MPR Reading results 
data; and consolidation of multiple MemoryPack 
precinct data; and  
Sec 6.1.6 Reporting Subsystem: Election parameter 
data passing from the EMS/AERO software via the 
MemoryPack. 


3
1 


1/10/08 C. 
Cvetez
ar 


D Optech 400-C 
System 
Overview 
WinETP 1.16.3 
v.1.05 


In Section 2.1.4 it states that serial port COM1 can be 
used for a MemoryPack Receiver (MPR). The Optech 
400-C and WinETP do not interface with the MPR. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


No vendor response 
received 


Accepted - 01/25/08 
CAC:  v.1.07 verified 
reference to MPR was 
removed. 


3
2 


1/10/08 C. 
Cvetez
ar 


I Edge Aux Power 
Unit Pollworkers 
and Operators 
Manual v1.04 


The title and copyright page are inconsistent.  The 
Copyright page lists this manual as: Edge Audio Voting 
Accessory 5.1® Pollworkers & Operators Manual. Part 
number: Part Number 096117301. 


  No vendor response 
received 


Accepted - 4/10/08 CEC:  
v.1.01 verified title and 
copywriting are 
consistent. 


3
3 


1/11/08 D. 
Harwo
od 


D Optech Insight 
Maintenance 
Manual v1.05 
& Optech Insight 
Plus 
Maintenance 
Manual v1.04 


The location or location reference to the specifics of the 
paper used for paper ballot vote recording with the 
Optech Insight or Insight Plus is missing.  


v.2: 2.9.4.2 Paper Based Systems-  
The TDP shall specify  the 
required paper stock, size, shape, 
opacity, color, watermarks, field 
layout, orientation, size and style 
of printing, size and location of 
punch or mark fields used for vote 
response fields and to identify 
unique ballot formats. 


No vendor response 
received 


Accepted - 01/25/08 
CAC:  - Location now 
referenced in both docs. 


3
4 


1/14/08 C. 
Coggin
s 


D MPR Operators 
Manual v1.3 


The MPR  specification for validation of proper system 
operation, correct flow of operation, intervention of an 
abnormal state, external interface to the system 
operating environment, and support diagnostic testing 
references the obsolete AERO System. 


v.2: 2.8.5 a, b, c,.& e The vendor 
shall provide the documentation of 
system operating 
procedures…Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; Provides 
a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation; Provides procedures 
that clearly enable the operator to 
intervene the system operations to 
recover from an abnormal system 
state; Defines and illustrates 
procedures to enable and control 
the external interface to the 
system operating environment if 
supporting hardware and software 
are involved; 


No vendor response 
received 


Accepted - 2/29/08 DH:  
v1.5 verified no longer 
references the AERO 
System and correctly 
references WinEDS for 
validation of proper 
system operation. 


3 1/14/08 C. D MPR Operators The MPR Operators Manual references the MPR Test v.2: 2.8.5 h The vendor shall No vendor response Accepted - 2/29/08 DH:  
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5 Coggin
s 


Manual v1.3 & 
MPR Test and 
Verification 
Specification 
v.1.1 


and Verification Specification for definition of supported 
diagnostic testing.  This information is not found in 
either document.  


provide the documentation of 
system operating 
procedures…Supports diagnostic 
testing, specify diagnostic tests 
that may be employed to identify 
problems in the system, verify the 
correction of maintenance 
problems and isolate and diagnose 
faults from various systems states. 


received v1.5 no longer references 
the MPR test and 
Verification Specification. 
It states the diagnostic 
testing is a function of the 
Insight. 


3
6 


1/25/08 C. 
Cvetez
ar 


I SPR Host 
Operators 
Manual v1.06 


This manual states that the SPR Host is designed to 
work in conjunction with WinEDS/AERO software 
installed on the same PC. The SPR Host transfers 
ballot totals to WinEDS/AERO for tallying. The 
WinEDS/AERO is obsolete. The SPR Host is also 
deemed obsolete by the vendor; therefore, this 
document should not be part of the TDP. 


v.2: 2.8.5 a, b, c,.& e The vendor 
shall provide the documentation of 
system operating 
procedures…Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; Provides 
a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation; Provides procedures 
that clearly enable the operator to 
intervene the system operations to 
recover from an abnormal system 
state; Defines and illustrates 
procedures to enable and control 
the external interface to the 
system operating environment if 
supporting hardware and software 
are involved; 


9/30/09:  Manual 
was removed prior to 
6/2008 submission. 
 
Insight docs were 
replaced by the 
Insight Plus docs 
except for the Ops 
and Main manual 
that I have in 
progress. 
 
SPR Host 
documentation has 
been removed. 


Accepted - 10/23/09 KSA:  
No SPR Host Operators 
Manual was delivered in 
the 11/209 TDP delivery. 


3
7 


1/25/08 C. 
Cvetez
ar 


D Various Insight 
and Insight Plus 
documents 


The following Insight and Insight Plus documents 
incorrectly reference the obsolete SPR Host system.  
The SPR Host system is deemed obsolete by the 
vendor. 
 
Optech Insight System Overview v1.04; 
Optech Insight Plus System Overview v.1.04; 
Optech Insight Functional Specification v1.04; 
Optech Insight Plus Functional Specification v1.04; 
Optech Insight Hardware Specification v1.06; 
Optech Insight Plus Hardware Specification v1.04; 
Optech Insight Maintenance Manual v1.06; 
Optech Insight Plus Maintenance Manual v1.05; 
Optech Insight Operators Manual v1.08; 
Optech Insight Plus Operators Manual v1.05; 
Optech Insight Security Specification v1.03; 
Optech Insight Plus Security Specification v1.02; 
Optech Insight Software Specification v1.04; 
Optech Insight Plus Software Specification v1.04; 
Optech Insight Technical Data Package v1.02; 
Optech Insight Plus Technical Data Package v1.04; 
and 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  Documents 
and references have 
been removed by J. 
Bolen in May 2009 
or earlier. 
 
Optech Insight Func 
Spec - No longer in 
use. 
Optech Insight Plus 
Func Spec 1.05 
Optech Insight HW 
Spec - No longer in 
use. 
Optech Insight Plus 
HW Spec 1.05. 
 
11/10/09 - The 
Operations Manual 
for the Optech 
Insight Plus was 
merged with the ops 


Rejected - 5/23/08 CAC: 
References to Aero were 
found in the identified 
documents. 
 
Accepted - 11/4/09 CAC: 
SPR Host references 
removed from: Optech 
Insight Plus System 
Overview v.1.06; Optech 
Insight Plus Functional 
Specification v1.06; 
Optech Insight Plus 
Hardware Specification 
v1.06; Optech Insight 
Plus Maintenance Manual 
v1.07; Optech Insight 
Plus Security 
Specification v1.04; 
Optech Insight Plus 
Software Specification 
v1.06; and Optech Insight 
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Insight Modem Operators Manual v1.02 
 


man for the Optech 
Insight. The 
document titled 
Optech 
Insight/Insight Plus 
Operators Manual, 
version 1.08 dated 
October 2009 has 
NO references to 
either SPR or 
AERO.  
All Insight 
documents are now 
replaced with the 
Insight Plus 
document.  
Neither the Optech 
Insight Plus 
Functional Spec v 
1.06, dated October 
2009 nor the Optech 
Insight Plus 
Hardware 
Specification v 1.06, 
dated October 2009 
include any 
references to SPR or 
AERO. 


Plus Technical Data 
Package v1.06; 
 
Rejected - 11/4/09 CAC: 
Optech Insight Plus 
Operators Manual v1.05 
still contains ref's to SPR 
Host.  No Optech Insight 
TDP received for other 
references. 
 
Accepted - 12/7/09 CAC: 
Optech Insight/Insight 
Plus Operators Manual 
v1.08 does not reference 
SPR Host. 


3
8 


1/25/08 C. 
Cvetez
ar 


I Optech Insight 
Personnel & 
Training 
Requirements 
v1.02 
Optech Insight 
Plus Personnel 
& Training 
Requirements 
v1.02 
Optech Insight 
Sample Reports 
v1.02 
Optech Insight 
Plus Sample 
Reports v1.02 


These documents reference the obsolete SPR Host 
system in Section 1.2 (or 1.3) Related Documents (part 
number 190-32406-00). 


  9/30/09:  References 
removed by J. 
Bolen. 


Accepted -11/4/09 CAC: 
SPR Host references 
removed from: 
Optech Insight Plus 
Personnel & Training 
Requirements v1.04 and 
Optech Insight Plus 
Sample Reports v1.04 
 
Accepted - 12/7/09 CAC: 
Optech Insight Plus 
Personnel & Training 
Requirements APX K2.16 
- HPX 1.44 v.1.04 
 and Optech Insight Plus 
Sample Reports APX 
K2.16 - HPX 1.44 v.1.04 
does not ref SPR Host. 
 
Accepted - 1/6/10 CAC:  
Optech Insight Plus TDP 
combines the Optech 
Insight. Optech Insight 







EAC Certification #-pending 


Page 13 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


documents are no longer 
used. 


3
9 


1/25/08 C. 
Cvetez
ar 


I Optech Insight 
Quality 
Assurance 
Program v1.03 
Optech Insight 
Plus Quality 
Assurance 
Program v1.03 
Optech Insight 
Test & 
Verification 
Specification 
v1.03 
Optech Insight 
Plus Test & 
Verification 
Specification 
v1.03 


These documents reference the obsolete SPR Host 
system in Section 1.2 Related Documents (part 
number 190-32406-00). 
These documents also have "additional" TDP 
document references to the obsolete SPR Host 
system. 


  9/30/09:  References 
removed by J. 
Bolen. 


Accepted - 11/4/09 CAC:  
SPR Host references 
removed from: Optech 
Insight Plus Quality 
Assurance Program v1.05 
and Optech Insight Plus 
Test & Verification 
Specification v1.05 
 
Accepted - 12/7/09 CAC:  
SPR Host ref's removed 
from: Optech Insight Plus 
Quality Assurance 
Program APX K2.16 - 
HPX 1.44 v.1.05 
and Optech Insight Plus 
Test & Verification 
Specification APX K2.16 - 
HPX 1.44 v.1.05;  
 
Accepted - 1/6/10 CAC: 
Optech Insight Plus TDP 
combines the Optech 
Insight.  Optech Insight 
documents are no longer 
used. 


4
0 


1/28/08 C. 
Cvetez
ar 


D Optech 400-C 
System 
Overview v1.07 
Optech 400-C 
Operators 
Manual v1.08 
Optech 400-C 
Security 
Specification 
v1.06 


These documents reference only the use of floppy 
diskette for file transfer to the Summary System 
(WinEDS).  Standard USB flash drives have been 
demonstrated to be used in such a file transfer.  


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  The floppy 
reference is retained 
as this can be used 
as well as USB.  
Removed the 
reference to MPR 
and tape drive per 
Dave's analysis. 
Changes made to: 
Sys Over page 2-24, 
2-27, A-9 - 400C Sys 
Over 1.10; 
page 13-14 - 400C 
Ops Man 1.12; and 
No change - 400C 
Sec Spec 1.0 


Accepted - 11/4/09 CAC:  
The use of floppy and/or 
USB references are in: 
Optech 400-C System 
Overview v1.10 and 
Optech 400-C Operators 
Manual v1.12. 


4
1 


1/28/08 C. 
Cvetez
ar 


D EDGE2plus 
Model 300 
version C0.3 
Hardware 
Specification 
v3.02 


USB cartridges for use in the Edge2plus Model 300 are 
a specifically 'tuned' cartridge using a series 700 
firmware.  This conflicts with Appendix M.3: "NOTE: 
The customer can use any USB cartridge as long as it 
fits the shape and size of the USB slots that house the 
Result Cartridge port and the Aux Cartridge port on the 
EDGE2plus top cover." 


V.2: 2.4.1 b The vendor shall 
provide a detailed discussion of 
the characteristics of the system, 
indicating how the hardware meets 
individual requirements …Physical 
characteristics: This discussion 
addresses suitability for intended 


4/3/08: Sections 
2.3.1, 2.4.2, 2.6.1; 
and M.3 updated. 


Accepted - 4/11/08 CAC: 
Documentation changes 
reflect the specific USB 
cartridges to be used. 
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use. 


4
2 


1/28/08 C. 
Cvetez
ar 


D EDGE2plus 
Model 300  
version C0.3 
System 
Overview v3.01 


USB cartridges for use in the Edge2plus Model 300 
use a specifically 'tuned' cartridge using a series 700 
firmware. Sections 2.6.2.2 and 6.3.1.4 do not address 
the firmware. Appendix C.4 states: "The only cartridges 
used in these ports are standard USB Flash 
cartridges." 


V.1: 7.3 A vendors who does not 
manufacture all the components of 
its voting system, but instead 
procures components as standard 
commercial items for assembly 
and integration into a voting 
system, should verify that the 
supplier vendors follow 
documented quality assurance 
procedures that are at least as 
stringent as those used internally 
by the voting system vendor. 


4/3/08 Sections 
2.4.5, 2.6.1, 2.6.2, 
and C.4 updated. 


Accepted - 4/11/08 CAC:  
Documentation changes 
reflect the specific USB 
cartridges to be used. 


4
3 


1/28/08 C. 
Cvetez
ar 


D EDGE2plus 
Model 300 
version C0.3 
Functional 
Specification 
v3.01 


USB cartridges for use in the Edge2plus Model 300 
use a specifically 'tuned' cartridge using a series 700 
firmware.  Section 2.2.4.1 states: "These are industry 
standard parts... "  Section 2.2.6.1 states: "The Results 
Cartridge is a USB standard recording media..." and 
"For both Audit Trail and Results records, the recording 
media are standard USB Flash memory cartridges." 


V.1: 7.3 A vendors who does not 
manufacture all the components of 
its voting system, but instead 
procures components as standard 
commercial items for assembly 
and integration into a voting 
system, should verify that the 
supplier vendors follow 
documented quality assurance 
procedures that are at least as 
stringent as those used internally 
by the voting system vendor. 


4/3/08: Section 2.6.1 
updated. 


Accepted - 4/11/08 CAC: 
Documentation changes 
reflect the USB cartridges 
to be used without the 
"standard USB" 
reference. 


4
4 


1/28/08 C. 
Cvetez
ar 


D HAAT Hardware 
Specification 
v3.01 


USB cartridges for use in the Edge2plus Model 300 
use a specifically 'tuned' cartridge using a series 700 
firmware. Section 2.3.1 states: "The recording media 
are standard USB Flash memory cartridges... ".  
Sections 2.3.1.2, Appendix N.3 and Appendix N.3.1 do 
not address the firmware. Section 2.6.1 states: "All 
data is stored on standard USB Flash or PCMCIA 
memory cartridges." and "The recording media are 
standard USB Flash memory cartridges...‖  


V.2: 2.4.1 b The vendor shall 
provide a detailed discussion of 
the characteristics of the system, 
indicating how the hardware meets 
individual requirements … 
Physical characteristics: This 
discussion addresses suitability for 
intended use. 


3/24/08 Sections 
2.3.1, 2.6.1, and M.2 
updated. 


Accepted - 4/11/08 CAC: 
HAAT90 Hardware 
Specification HW 
Revision A1.1, v1.04, 
Sections 2.3.1 & M.2 & 
HAAT100 Hardware 
Specification HW 
Revision A0.7, v1.00, 
Sections 2.3.1 & N.2 
documentation changes 
reflect the specific USB 
cartridges to be used. 
 
Accepted - 7/10/08 CAC: 
HAAT50 & HAAT80, as 
these TDPs have now 
been tendered. 


4
5 


1/28/08 C. 
Cvetez
ar 


D HAAT System 
Overview v3.01 


USB cartridges for use in the Edge2plus Model 300 
use a specifically 'tuned' cartridge using a series 700 
firmware.  Section 3.3.1.2 does not address the 
firmware. 


V.1: 7.3 A vendors who does not 
manufacture all the components of 
its voting system, but instead 
procures components as standard 
commercial items for assembly 
and integration into a voting 
system, should verify that the 
supplier vendors follow 
documented quality assurance 


3/24/08: Sections 
2.3.1, 2.6.1, and M.2 
updated. 


Note CAC 4/11/08: the 
HAAT TDP has been split 
off into TDP's for each 
HAAT model.  As of this 
date we have received 
the HAAT 90 & 100 
TDP's. 
 
Accepted - CAC 4/11/08:  
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procedures that are at least as 
stringent as those used internally 
by the voting system vendor. 


HAAT 90 & 100 Section 
3.3.1 documentation 
changes reflect the 
specific USB cartridges to 
be used. 


4
6 


1/28/08 C. 
Cvetez
ar 


I HAAT Software 
Specification 
v3.01 


Section 8.2.1 states: "...the HAAT Application relies on 
the File System layer of Windows CE Embedded. For a 
USB or PCMCIA cartridge to function properly, it must 
be formatted with a FAT (FAT16) file system."  
Identification of the use of the FAT16 file system 
appears inconsistent with a 'tuned' cartridge using a 
series 700 firmware. 


  3/5/08: Windows CE 
Embedded does not 
support either 
FAT32 or NTFS. 
FAT16 is the best 
available option 
supported by the 
HAAT's OS. 


Accepted - 4/11/08 CAC:  
Vendor response 
acceptable for the 
Windows CE 
configuration. 


4
7 


2/1/08 C. 
Cvetez
ar 


I WinEDS 4.0 
System Ops 
Procedures 
v1.00 


The title on the Copyright page (p.2) does not agree 
with the Title page.  "WinEDS 4.0 System Operations 
Procedures - Done in Ready for Submission folder".  
This also appears in the footer. 


   No vendor response 
received. 


Accepted - 4/10/08 CEC:  
v.1.01 verified title, 
copyright & footer are 
consistent. 


4
8 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 


Section 3.3 is missing a description of port protection 
devices or a justification of why they are unnecessary 
(see also #52). 


V1 6.2.2c The vendor shall provide 
a detailed description of all system 
access control measures designed 
to permit authorized access to the 
system and prevent unauthorized 
access.  Examples of each 
measure include:  c. One-end or 
two-end port protection devices; 


12/29/09:  Added 
information on the 
port protection to 
section 3.3 of the 
WinEDS 4.0 Security 
Spec v 1.09. 


Accepted - 12/31/09 
KGW:  Verified in version 
1.09. 


4
9 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 
 HAAT 90 
Security 
Specification 
v2.0 


Section 4.2.1 stipulates an approved firewall, but does 
not define an approved firewall 
 
3/3/08; Added information - Same stipulation appears 
in section 1.3.8.5 of the HAAT 90. 


V1: 6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs.  Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current state. 


9/30/09:  WinEDS 
Security Spec, page 
4-1 and 4-2 updated 
in 6/2009. 


Accepted - 10/15/09 
KGW:  Incorporated into 
#140 to specifically 
identify ports for the 
firewall that WinEDS 
requires. 


5
0 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 


Section 5.1, subsections c and e need more 
justification than "N/A" since they both refer to 
software.  Section 5.1, especially sections b, c, & e use 
N/A after stating the requirement.  N/A does not justify 
why the requirement is not applicable to WinEDS or 
what the boundaries of the WinEDS system are.  For 
example WinEDS may operate on a COTS PC 
containing COTS firmware, but it nevertheless contains 
firmware. 


V1: 6.4.1 the system shall meet 
the following requirements for 
installation of software, including 
hardware with embedded firmware 


9/30/09:  Updated 
WinEDS Security 
Spec 1.06 page 5-1. 


Accepted - 10/26/09 
KGW:  Verified in version 
1.06. 


5
1 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 


Section 5.2 refers to a "recommended security 
application," but never states what this application is. 
Judging from the rest of the paragraph this is a COTS 
software item that needs to be provided in the COTS 
software sections of the requirements.  Paragraph 
does not address how the "security application" 
protects the WinEDS computer and operating system, 


v1: 6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs.  Vendors shall 
develop and document the 


12/29/09:  Revised 
the information in 
section 5.2 of 
WinEDS 4.0 Sec 
Spec v 1.09.  


Accepted - 12/31/09 
KGW:  Verified by review 
of updated Security spec, 
but due to complete 
rewording of section and 
Hardening 
documentation, a new 
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but only discusses protecting the WinEDS application. 
Sentences are confusing.  For example the phrases 
"Use a virus protection program" and "Run hash 
programs" appear in the bullets describing the actions 
of the security application.  It is unclear if these 
statements are an instruction to the jurisdiction or 
actions performed by the "security application".  The 
term "recommended" suggests the "security 
application" need not be present to run WinEDS.  If so 
the jurisdiction needs specific direction to indicate 
when the system is conforming to EAC requirements 
and when it is not. 


procedures to be followed to 
ensure that such protection is 
maintained in a current state. 


discrepancy (#302) was 
opened. 


5
2 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 


The applicable connections of the HAAT90 and 
HAAT100 are:  
- HAAT 100 <-> Wireless Internet Access <-> HAAT 
Listener <-> Cartridges DB <-> WinEDS; and  
- HAAT 90 <-> Public Telecommunications Network <-
> Possible Connection to the Internet <-> HAAT 
Listener <-> Cartridges DB <-> WinEDS.  
As these network interconnections directly or indirectly 
connect WinEDS to a public telecommunications 
network, VSS v.1:6.5.4 thru 6.5.4.3 must be 
addressed. 
 
Rejected - 10/27/09 KGW:   Reject overall, but only as 
delineated below: 
6.5.4.1.a-d Accept,  
6.5.4.2.a-c Reject -- Reference WinEDS/HAAT Listener      
Security Specification v.1.03 August 2007, sec. 5.3.2 -- 
contains references to an IDS, but no such IDS is 
included in any COTS found in for example the 
Listener build document (v.1.10 MAY 2009).  
Otherwise these requirements are not addressed 
specifically with concrete preventative measures. 
6.5.4.2.d Reject -- Cannot find how HAAT Listener or 
RAS detects or confirms that no threats are stored. 
6.5.4.2.e Accept (test step added to Security test 
case). 
6.5.4.3 Reject -- patches (paragraph 2 of sec 6.3) 
would need to go through the VSTL as per VSS 1-
6.5.4.3.d (VVSG 1-7.5.3.d). 
 
Rejected - 4/14/10 KGW: Overall rejected as below 
6.5.4.2.a-c Rejected - by review of v1.12 WinEDS 
Security Spec which refers to the HAAT Listener. 
HAAT Listener Security Spec v1.09 Feb/2010 still has 
no specific IDS to be included in the certified version 
and does not contain mandatory language requiring the 
installation of an IDS.  
6.5.4.2.d - Rejected as referenced in v1.12, the HL Sec 
Spec v1.09 as above, no text addresses the 


V1: 6.5.4 Protection Against 
External Threats thru v1:6.5.4.3 
(see VSS for complete text) 


10/6/09:  WinEDS 
Security Spec 1.06, 
page 6-2 updated in 
6/2009. 
 
11/10/09:  6.5.4.2.a-
c: WinEDS/HAAT 
Listener Security 
Spec v 1.07 dated 
10/2009 includes a 
recommended 
application for use 
as an IDS.  We have 
left the actual IDS 
selection to the 
customer.  
Therefore, the actual 
application is not 
included in the build 
document.  
6.5.4.2.d: 
6.5.4.3:  
 
2/10: WinEDS Sec 
Spec v 1.10 - Added 
information on 
submitting patches 
to the appropriate 
certification testing 
authority for 
certification before 
alerting customers to 
the need to test and 
install the patch. 
 
5/13/10: HAAT 
Listener Security 
Spec v 1.11 
addresses rejection. 


Accepted - 6/1/10 KGW: 
By review of HAAT 
Listener Security Spec 
v1.11. 
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requirement (VSS 6.5.4.2, VVSG 7.5.2.c.iv) 
6.5.4.3 Accepted v1.12. 


Included in the 5/17 
TDP Submission. 


5
3 


2/8/08 K. 
Wilson 


D WinEDS 4.0 
Security 
Specification  
v1.0 


Section 6.3 does not specifically address the situation 
where an emerging threat appears too late to be 
corrected. 


V1: 6.5.4.3.f Address threats 
emerging too late to correct the 
system at least on month before 
the election,  


10/6/09:  WinEDS 
Security Spec 1.06, 
page 6-3 updated in 
6/2009. 


Accepted - 10/27/09 
KGW:  Verified in version 
1.06.  


5
4 


2/11/08 L. Le D Optech 400C 
Software 
Specification 
v.1.07 


Section 9.5 is missing a description of structures used 
in interfaces such as pDIVFAILURE, pSTUCKBALLOT. 
400C System Overview describes providing tally data 
to a "Summary System" via floppy diskette, but the 
interface is not described.  Appendix K is mentioned in 
the document overview, but not in Section 9 and it 
does not completely describe the interface between the 
WinETP and WinEDS system (i.e. it is missing 
structure definitions used in the interface).  


V1: 2.5.3 d:  Additional information 
for each item that includes: 
1) Item identification 
2) General description 
3) Software requirements 
performed by the item 
4) Identification of interfaces with 
other items that provide data to, or 
receive data from, the item 
5) Concept of execution for the 
item 


11/9/09:  Addressed 
in version 1.10 of the 
400-C Software 
Specification. Added 
information to 
section 11.5 
(Hardware Driver 
and Ballot Handler 
Interfaces). 


Accepted - 11/10/09 
CAC:  Software Spec. 
v1.10, sec 11.5 describes 
structures used in 
interfaces and sec. 11.9 
(with App M) interfaces 
between WinETP and 
WinEDS. 


5
5 


2/11/08 L. Le D Optech 400C 
Software 
Specification 
v.1.07 


Characteristics are not described (files are binary, text, 
mixed, XML, BER etc.), tolerances are not described 
(minimum and or maximum sizes, candidate numbers, 
candidate name length or file structure). 


V1: 2.5.6.1a A definition of the 
inputs to the function or mode 
(with characteristics, tolerances or 
acceptable ranges, as applicable). 


11/9/09:  Addressed 
in version 1.10 of the 
400-C Software 
Specification. Added 
sections and detail 
to section 8.1 
(Configurations and 
Operating Modes). 


Accepted - 11/10/09 
CAC:  Software Spec. 
v1.10, sec 8.1 and 
references describe 
inputs. 


5
6 


2/11/08 L. Le D Optech 400C 
Software 
Specification 
v.1.07 


Missing characteristics, tolerances, or any detailed 
description of outputs produced. 


V1: 2.5.6.1c A definition of the 
outputs produced (again, with 
characteristics, tolerances, or 
acceptable ranges as applicable). 


11/9/09:  Addressed 
in version 1.10 of the 
400-C Software 
Specification. Added 
sections and detail 
to section 8.1 
(Configurations and 
Operating Modes). 


Accepted - 11/10/09 
CAC:  Software Spec. 
v1.10, sec 8.1 and 
references describe 
outputs produced. 


5
7 


2/22/08 K. 
Wilson 


D HAAT Hardware 
Specification 
v3.01 


The HAAT TDP does not define the boundary between 
the Sequoia supplied equipment and the jurisdiction 
supplied equipment. 


V.2:  2.4.2 The vendor shall 
provide sufficient data, or 
references to data, to identify 
unequivocally the details of the 
system configuration submitted for 
testing. 


3/24/08: Since the 
vendor is only 
responsible for the 
HAAT and the HAAT 
Listener, there are 
no specific details 
regarding network 
infrastructure and its 
configuration.  The 
following note on 
what exactly is 
responsibility of the 
vendor and what is 
responsibility of the 
client was added to 
the Hardware 
Specification, 


Accepted - 3/26/08 CEC:  
Verified HAAT90 
Hardware Specification 
HW Revisions A1.1 
v.1.04 identified the 
boundary between 
Sequoia and jurisdiction 
supplied equipment. 







EAC Certification #-pending 


Page 18 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


section 2.2.2:  'The 
vendor is only 
responsible for 
providing and 
configuring all HAAT 
devices and HAAT 
Listener servers. 
Anything in between 
regarding network 
infrastructure and its 
configuration is 
responsibility of the 
client. 


5
8 


2/22/08 K. 
Wilson 


D HAAT Listener 
Operators 
Manual v.1.05 
HAAT Listener 
System 
Overview v.1.06 
WinEDS 
Installation 
Guide v.1.02 


The HAAT Listener Operators Manual describes a 
computer with 2 Ethernet network adapters. Neither 
this document nor the Overview contain information 
about specific network connections and the objects 
connected (such as gateways, firewalls, open/closed 
ports, SSL/TLS certificates, SSL/TLS configuration, 
RAS server connections (network/POTS), and RAS 
server configuration).  Additionally review of the 
WinEDS Installation Guide did not provide an adequate 
description or reference to  the interconnection of the 
central count features of the election management 
system configuration. 
 
Rejected - 11/11/09 KGW:  TLS, certificates and 
configuration found in the Sec Spec v1.07. a) However 
even though the diagram in Appendix B Figure 1 of 
System Overview v1.10 shows connections from HAAT 
on the left and connections to WinEDS DB on the right, 
no statements are found indicating that these two 
connections are not on the same network. b) It is 
likewise unclear from the description or Figure 1 & 2 of 
Appendix B where the RAS is connected for a HAAT90 
system. c) It is not stated that the diagrams shown in 
Figures 1 & 2 of Appendix B refer specifically to a 
HAAT100 configuration. d) the System Overview v1.10 
sec 2.8 refers to SHTTP. SHTTP packets were not 
observed during testing. SSL/TLS packets were 
observed during testing. SSL/TLS is referenced by the 
Sec Spec. 
 
4/29/2010 KGW: Ref HAAT Listener Overview 1.12 
(4/10), HAAT Listener Op Manual v1.08, WinEDS 
Installation Guide 1.13 
a) Rejected cannot find any statements suggesting that 
there are two subnets. The diagrams in the Overview 
appendix B Figures 1 & 2 do not properly represent the 
system as iBeta tested it and as it is currently 
configured for the HAAT100 system. Cannot find any 


V2: 2.4.2 The vendor shall provide 
sufficient data, or reference to 
data, to identify unequivocally the 
details of the system configuration 
submitted for qualification testing.  
The vendor shall provide a list of 
materials and components ... and 
a description of their assembly into 
major system components and the 
system as a whole.  
V2:  2.6.5 The vendor shall provide 
a detailed description of the 
system capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.5 of the Standards. 


11/9/09:  HAAT 
Listener Operators 
Manual 
 
HAAT Listener 
System Overview  
 
9/30/09:  WinEDS 
Installation Guide 
v.1.02: 
There is nothing to 
install for the 400-C, 
WinETP is already 
installed. Please 
refer to the 
Implementation 
Statement. For 
information on how 
the WinEDS and 
400-C interface  
 
04/22/10: HAAT 
Listener Sys 
Overview v 1.12 
updated/added 
images to appendix 
b. 
 
6/9/10:HAAT 
Listener System 
Overview v1.14 and 
Security Spec v1.13 
updated 
 
7/8/10: HAAT 
Listener System 
Overview v 1.15 
figures 2 and 3 in 


Rejected - 4/15/2010 
KGW: a)-c) Ref HAAT 
Listener Overview 1.11, 
HAAT Listener Op 
Manual v1.08, WinEDS 
Installation Guide 1.13 a) 
Rejected - Figure 1 of 
Appendix B HL System 
Overview 1.11 did not 
change.  No text 
suggesting two 
connections were found 
by reviewer. b) Rejected - 
cannot find any changes 
pertinent to the RAS 
connections of the 
HAAT90 system c) 
Rejected as in b), d) 
Accepted (Closed) 
SHTTP may be used on 
the wireless side of the 
connection and would not 
be observed on the wired 
side monitored during 
testing. 
 
Accepted - 7/20/10 KGW. 







EAC Certification #-pending 


Page 19 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


documentation of how the firewall is configured so as 
to provide the two subnets observed during testing. 
b) Accepted Figure 2 of Appendix B in Listener 
Overview 1.12 OK 
c) Accepted there are now 2 diagrams, one for 
HAAT100 configuration and one for HAAT90 
configuration 
d) Accepted (as before) changed Overview 1.12 to Ref 
Software Specification v.1.09 (5/2009). 


Appendix B have 
been revised. 


5
9 


2/22/08 K. 
Wilson 


D WinEDS 
Security Spec 
v.1.00  


Section 1.1.4 of the WinEDS Software Spec (v.1.0 
Jan/2008) introduces the concept of a Regional Tally 
Center connected to the WinEDS System via a VPN 
(and also covered in more detail in section 3.1.4).  As 
described in the section 3.1.4, VPN's "data travels 
across public network."  This transmission capability 
could be over a public telecommunications network as 
defined in v.1 section 5.1 of the 2002 standards. 
Section 6.9 "Transmitting Data over Public Networks" 
does not does not address this possibility. 
 
Rejected - 10/27/09 SJ:  VPN is not removed from the 
WinEDS software specification document version 1.13, 
Oct 2009. 
 
Rejected - 12/31/09 KGW:  [Sec Spec v.1.09 
December 2009], [SW Spec Document Version 1.13 
October 2009] These documents are still contradictory. 
While Sec 6.9 of Sec Spec does state, "Operation on a 
shared network is not endorsed by Sequoia Voting 
Systems," Sec 1.14 and 3.14 of the Software Spec 
endorse the use of a VPN for a Regional Tally Center. 
Therefore either a) the Security Spec justifies the use 
of a VPN (in terms of all of VSS 1:6.5, not just 6.5.5) or 
b) the Software Spec removes all endorsements of a 
Regional Tally Center.  If (a) is chosen by the vendor, 
the VSTL will need suitable instructions and equipment 
to test such a configuration. 
 
Rejected - 2/5/10 CAC: Current WinEDS SW Spec 
v1.13, Oct 2009, has references to tally centers and 
VPN.  Note: v1.09 has date of Jan 2009. 
 


V.2. 2.6.5  The vendor shall 
provide a detailed description of 
the system capabilities and 
mandatory procedures for 
purchasing jurisdictions to ensure 
secure data transmission to meet 
the specific requirements of 
Volume I, Section  6.5: 


9/30/09: WinEDS 
Sec Spec 1.06 
removed in 6/2009 
 
12/29/09 JS:  
WinEDS 4.0 SW 
Spec v 1.09, 
removed all 
references to 
Regional Tally 
Centers and VPNs. 
 
1/06/10 - Please 
refer to the WinEDS 
Software 
Specification v 1.09 
included with the 
TDP submission of 
12/22/09 in which all 
references to 
regional tally centers 
and VPN have been 
removed.   
 
2/17/10: The 
document  versions 
with the requested 
changes were 
delivered as follows: 
 
WinEDS Software 
Spec v 1.15 Dec 
2009 was delivered 
in the document 
submission for 
January 2010 
WinEDS Security 
Spec v1.10 Feb 
2010 was delivered 
in the document 
submission for 
February 2010 


Accepted - 3/18/10 CAC: 
WinEDS SW Spec v1.15, 
Dec 2009 removed 
references to tally centers 
and VPN. 
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If there are 
additional changes, 
please indicate a 
section or page 
number to aid 
identification. 


6
0 


2/28/08 C. 
Cvetez
ar 


D HAAT90 
Software 
Specification  


The HAAT90 System Overview references the 
HAAT90 Software Specification.  This document was 
not tendered in the HAAT90 TDP. 


V2.5 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
software components of the 
system, including software used to 
support the telecommunications 
capabilities of the system, if 
applicable. 
v2.2.1d The system description 
shall include written descriptions, 
drawings and diagrams that 
present descriptions of the 
functional and physical interfaces 
between subsystems and 
components 


3/24/08: Software 
Specification is 
delivered. 


Accepted - 3/27/08 CEC:  
Verified HAAT90 
Software Specification 
was received. 


6
1 


2/28/08 C. 
Cvetez
ar 


D HAAT90 
Hardware 
Specification  


The HAAT90 System Overview references the 
HAAT90 Hardware Specification.  This document was 
not tendered in the HAAT90 TDP. 


V2.4 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the 
system, including specifications of 
hardware used to support the 
telecommunications capabilities of 
the system, if applicable. 


3/24/08: Hardware 
Specification (for 
Rev. A1.1 and A1.2) 
are delivered. 


Accepted - 3/27/08 CEC:  
Verified HAAT90 
Hardware Specifications 
HW Revisions A1.1 & 
A1.2 were received. 


6
2 


2/28/08 C. 
Cvetez
ar 


I HAAT90 
Functional 
Specification 
v2.00 


Title page contains the old Oakland California address.   3/24/08: Address 
included in all TDP 
documents title page 
is the official 
address as it is 
shown on Sequoia's 
web page. 


Accepted - 05/23/08 
CAC:  Verified the 
Sequoia website includes 
the Oakland address. 


6
3 


3/27/08 C. 
Coggin
s 


I HAAT90 
Operations and 
Maintenance 
Manual v.1.04 


The submission folder name and history identify the 
version as 1.04.  The cover page and copyright identify 
the version as 1.03.  


  No vendor response 
received. 


Accepted - 05/23/08 
CAC:  Verified version of 
2.01 has the correct cover 
page and copyright 
identities. 


6
4 


4/16/08 C. 
Cvetez
ar 


I 400-C Operators 
Manual v1.08 


Section 12.7 Generate Canvass Report, states"1. 
Select Not Canvass… from the Report menu…"  
Insertion of "Not" appears to be a typo.  


  9/30/09:  Removed 
the word NOT from 
page 12-9 from the 
400-C ops man. 


Accepted - 11/4/09 GA:  
Word 'NOT' has been 
removed from version 
1.12. 


6
5 


5/23/08 C. 
Cvetez
ar 


D HAAT50 TDP 
package 


The HAAT50 TDP package has not been tendered with 
the exception of the hardware changes introduced in 
the HAAT 50 for the A 1.1 revision. 


V1: 9.6.1.2.a  Pre-test Preparation: 
The vendor shall prepare and 
submit a complete TDP to the ITA 


No vendor response 
received. 


Accepted - 7/10/08 CEC:  
HAAT50 TDP was 
received 


6
6 


5/23/08 C. 
Cvetez


D HAAT80 TDP 
package 


The HAAT80 TDP package has not been tendered. V1: 9.6.1.2.a  Pre-test Preparation: 
The vendor shall prepare and 


No vendor response 
received. 


Accepted - 7/10/08 CEC:  
HAAT80 TDP was 
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ar submit a complete TDP to the ITA received. 


6
7 


6/2/08 C. 
Cvetez
ar 


D WinEDS 4.0 
System 
Operations 
Procedures 
v01.01 


Section 6.4.1 Creating Cartridges for an Election:   
Dialog screens "Create AVC Edge Cartridge" and 
"Create Cartridge" (Insights) do not address the 
function of the "Skip" button that appears on these 
screens. 


V1: 7.7a & c: Vendors are required 
to produce documentation to 
support the development and 
formal testing of voting systems 
a) This documentation shall:  Be 
sufficient to serve the needs of the 
ITA, voters, election official and 
maintenance technician. 
c2) System functionality 
description 


9/30/09:  Skip button 
was removed from 
application; 
therefore, it does not 
appear in images or 
the text. 
 
No change. 


Accepted 10/1/09 CAC:  
WinEDS 4.0 System 
Operations Procedures 
v1.10. 


6
8 


7/8/08 C. 
Cvetez
ar 


I HAAT100 
Personnel & 
Training 
Requirements 
v1.01 


 HAAT100 requirements contain references to the 
HAAT90. 
 
Section 3.7 For Voters: References HAAT90, "Voters 
have no interaction with the HAAT90 unit." 


  9/30/09:  Removed 
from TDP in 
07/2008. 


Accepted - 10/1/09 CAC:  
HAAT100 Personnel & 
Training Requirements 
v1.02. 


6
9 


7/8/08 C. 
Cvetez
ar 


D HAAT80 
Operations & 
Maintenance 
Manual v2.01 
 
HAAT 80 
Hardware 
Specification 
v2.02 
 
HAAT 80 
FUNCTIONAL 
SPECIFICATIO
N v2.01 


The HAAT80 unit does not transmit results, yet there 
are several references to the transmission. 
 
Ops & Maint Sections:  
1.1.1 HAAT80 Unit - "... this Backup Cartridge contains 
... results transmission ...‖ 
1.6.1 -  "This guide ... common problems, such as 
printing or transmission problems..."  
6.1& 6.3 -  "NOTE: A restriction can be configured in 
the HAAT80, so a minimum number of consolidations 
are required before any transmission can be 
attempted."  
 
HW Spec:  2.6.2 Printers - "Important transmitted 
results...." 
 
Func Spec 1.1.1 - "...this Backup Cartridge contains... 
results transmission ...‖ 
1.2.2: "Post-Voting Functions: Discusses the HAAT80 
―Unit functions...Results Transmission." 
4.3 - "... common problem, like printer or transmission 
failure..." 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  Removed 
from TDP in 07/2008 
 
HAAT80 Ops/Main 
Man 2.04; 
HAAT80 HW Spec 
2.04; 
HAAT80 Func Spec 
2.03; 


Accepted - 10/1/09 CAC:  
HAAT80 Operations & 
Maintenance Manual 
v2.02; HAAT 80 
Hardware Specification 
v2.03; HAAT80 
Functional Specification 
v2.02. 


7
0 


7/8/08 C. 
Cvetez
ar 


D HAAT50 
Operations & 
Maintenance 
Manual v1.01 
 
HAAT50 
Configuration 
Management 
Plan v.1.01 
 
HAAT 50 
Hardware 
Specification 


The HAAT50 doesn't print/transmit results or interface 
with PCMCIA cartridges; there are references to these 
functions. 
 
Ops & Maint Sections:  
1.6.1 -  "This guide ... common problems, such as 
printing or transmission problems...".  
3.5: 0 Other Options - 4. Backup..‖. or PCMCIA Backup 
Cartridge. 
4.3 – ―using either a PCMCIA 
7.9.1 - 7.9.3 FAT16 file system format (either USB or 
PCMCIA) 
3.3 Left View - Figure 3-4 shows Edge2 Insertion Slot 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


 9/30/09:  Most 
removed from TDP 
in 7/2008: 
 
PCMCIA reference 
remained in 
OpsMaintMan, I 
checked with Ron 
and removed it 
9/2009. 
 
HAAT50 Ops/Main 
Man 1.05; 


Accepted - 10/1/09 CAC:   
HAAT50 Configuration 
Management Plan v.1.03; 
HAAT 50 Hardware 
Specification v1.03; 
HAAT 50 FUNCTIONAL 
SPECIFICATION v1.02 
 
Rejected - 10/1/09 CAC:  
HAAT50 Operations & 
Maintenance Manual 
v1.02 references the 
PCMCIA in section 7.9.2 
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v1.02 
 
HAAT 50 
FUNCTIONAL 
SPECIFICATIO
N v1.01 


for PCMCIA card. 
 
Conf Mgmt: 
8.1.1 & 9.1.1 -  "Provides a description of the physical 
interfaces between ... USB/PCMCIA Cartridge ..." 
9.3.4.1, 9.3.4.2, & 9.3.4.3 – contain, ―insert a Firmware 
Update Cartridge (USB or PCMCIA)...‖ 
 FAT16 file system format (either USB or PCMCIA) 
 
HW Spec:  
5.3 - "Minimum repair time ... or printer..." 
B.1.3 - "In addition to supplies required  ... available for 
an external side printer." 
E - "The AC to DC External Power Supply is ... the 
functions of the HAAT50, including printing..." 
 
Func Spec: 4.3 - "When the HAAT50 presents a 
common problem, like printer or transmission failure..." 


HAAT50 CM plan 
1.04; 
HAAT50 HW Spec 
1.04; and 
HAAT50 Func Spec 
1.03. 
 
10/8/09: 
HAAT50 Ops/Main 
Man v 1.05 dated 
9/2009 has the 
PCMCIA reference 
removed. 


"FAT16 file system format 
(either USB or PCMCIA)." 
 
Accepted - 10/26/09 GA: 
Reference to PCMCIA 
card in section 7.9.2 has 
been removed (version 
1.05 dated Sept. 2009). 


7
1 


7/8/08 D. 
Harwo
od 


D HAAT80 System 
Overview v.2.01 


The HAAT80 System Overview contains references to 
HAAT90 and HAAT100. 
 
HAAT90 referenced in sections:  
2 - System Components/Printer/Zero Proof Report - 
Zero Proof (All Precincts), Note and (Zero Proof 
Specific Precinct); 
2.8.1 Bench Mark Directory APPX.X.X / HAATApp.exe 
and HAAT / configuration.xml ; 
HAAT100 referenced in sections:  
3.3.1 Recording Accuracy & Reliability; 
1.5.3 Spare Parts list Part numbers 480-32855-00, AM-
APS-5V and VS-HAATPT. 


  9/30/09:  Removed 
from TDP in 07/2008 


Accepted - 10/1/09 CAC:  
HAAT80 System 
Overview v.2.02. 


7
2 


7/9/08 C. 
Cvetez
ar 


D HAAT90 
Hardware Spec  
HW Revision 
A1.1 v1.04 
 
HAAT90 
Hardware Spec 
HW Revision 
A1.2 v1.07 


The HAAT90 specifications identify changes on the 
HAAT100 to correct issues on the HAAT90. 
 
Section 1.2 Document Structure - "Chapter 8 – 
Hardware Revisions: Defines the Hardware Revisions 
made on the HAAT100.  These revisions specify the 
changes made over the HAAT100 to correct issues 
regarding HAAT90 Unit‘s hardware." 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  Removed 
from TDP in 07/2008 
 
10/8/09 
HAAT90 HW Spec v 
1.09 dated May 
2009 has the 
references to 
HAAT100 removed. 


Accepted - 10/1/09 CAC:  
HAAT90 Hardware Spec 
HW Revision A1.2 v1.07 
 
Rejected - 10/1/09 CAC:   
HAAT90 Hardware Spec 
HW Revision A1.1 v1.04; 
still has HAAT100 
references 
 
Accepted - 10/27/09 SJ: 
Updated documentation 
has deletion of references 
to HAAT100 in HAAT90 
Hard Spec v1.09. 
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7
3 


7/10/08 C. 
Cvetez
ar 


I HAAT 80 
FUNCTIONAL 
SPECIFICATIO
N v2.01 


The HAAT80 spec references the HAAT100 and/or 
HAAT50. 
 
Section 1.2.2 Scope - Pre-Voting Functions discusses 
the HAAT100HAAT80 Unit functions… & Voting 
Functions discusses the HAAT100/HAAT80 Unit 
functions. 
Section 3 Pre-Voting Functions - "This chapter defines 
the following Pre-Voting Functions for the HAAT100 
and HAAT50 Units." 


  9/30/09:  Removed 
from TDP in 
07/2008. 


Accepted - 10/1/09 CAC:   
HAAT80 Functional 
Specification v2.02. 


7
4 


7/11/08 C. 
Coggin
s 


D Edge2plus 
Model 300 
Hardware 
Specification 
v.3.05 
 
Edge2plus 
Model 300 
Maintenance 
Manual v.3.03 


No separate parts list or update to the parts or spare 
parts lists was submitted for the changes reflected in 
Edge2plus hardware version CO.4. 


V2: 2.4.2  The vendor shall provide 
a list of materials and components 
… 
V2: 2.9.2.2.c  The vendor shall 
provide: Parts, supplies, special 
maintenance equipment, software 
tools, or other resources needed 
for maintenance 


  Accepted - 8/18/08 CAC:  
Approved Parts List was 
received for hardware 
version CO.4. 


7
5 


7/16/08 C. 
Coggin
s 


F WinEDS 4.0.116  
and WinEDS 
TDP 


Sequoia submitted a revised application to the EAC 
removing the Advantage.  The current TDP documents 
the WinEDS functionality for Advantage ballot 
preparation and election results tabulation.  With the 
removal of the Advantage polling place device from the 
scope of testing, functional and performance testing of 
this WinEDS functionality cannot be completed for the 
integrated system. 


EAC Testing & Certification 
Program Manual 4.3.2.4 System 
Overview. The Manufacturer must 
submit with the application form a 
copy of the voting system‘s 
System Overview documentation 
submitted to the VSTL as a part of 
the Technical Data Package. This 
document must meet the 
requirements of the VVSG (VVSG 
2005—Version 1.0, Vol. II, Section 
2.2) (Note: 2005 requirement is 
Identical to 2002) 
V.2: 2.2: In the system overview, 
the vendor shall provide 
information that enables the test 
authority to identify the functional 
and physical components of the 
system, how the components are 
structured and the interfaces 
between them. 
V.2:1.4.i: The ITA follows the 
general sequence of 
activities...Functional and 
performance testing of the 
integrated system, including 
testing of the full scope of system 
functionality... and examination 
and testing of the System 
Operations Manual.  


9/30/09:  
Implementation 
Statement and 
revised app etc will 
address this. 


Accepted - 11/11/09 GA: 
A draft Implementation 
Statement does not 
contain the Advantage 
nor has an Advantage 
TDP been provided since 
the initial delivery.  The 
implementation statement 
also excludes the 
Advantage (as well as the 
Eagle, Teamwork and 
VoteSim). 
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7
6 


7/22/20
08 


D. 
Harwo
od 


I HAAT100 
Pollworkers 
Manual ver. 2.01 


Section 2.6 Menu Options/ 0. other Options/ 5. Set 
Election Mode inside dialog box contains two typos.  It 
reads " Important: Open/Close…Expecified in section 
1.1.3.1."  Whereas 'expecified' is not a word and the 
word 'in' is duplicated. 


  9/30/09:  Fixed typos 
on page 2-8 in 
HAAT100 
Pollworkers Manual. 


Accepted - 10/27/2009 
SJ: Updated 
documentation by 
correcting the typos in 
HAAT100_Pollworker's 
Manual v2.05. 


7
7 


7/22/08 K. 
Wilson 


D AVC Edge 5.1 
Security 
Specification ver. 
1.02 


Section 5.2.1 does not address software installation 
procedures to guarantee integrity and confidentiality of 
firmware for the Card Activator.  
 
Reject 10/26/2009 KGW - a) While the "firmwarebuild" 
document has been informally provided, it has not yet 
been incorporated into the TDP and does not contain a 
proprietary notification. (see also #103) b) According to 
the Card Activator Operators and Maintenance Manual 
v.1.05 September 2009, a firmware upgrade can be 
performed with only access to the machine and an 
appropriately configured PCMCIA card. Therefore the 
PCMCIA card slot must be appropriately physically 
controlled after the firmware is loaded.  The use of 
terms such as, "proper physical security measures" in 
the TDP are not specific enough to provide jurisdictions 
with the appropriate guidance.  c) According to the 
"firmwarebuild" document firmware can also be 
installed via an internal serial port and only this 
installation procedure bypasses possibly pre-existing 
malicious firmware in a Card Activator.  d) As reported 
in Sec 5.2.1 of AVC Edge 5.1 Sec. Spec. v.1.06, the 
reporting of a hash value by the firmware, while 
validating the firmware against non-malicious 
modification, does not guarantee it against malicious 
modification as it may report the response expected 
regardless of the true hash.  The documentation must 
clarify exactly what "integrity" the self-reporting of a 
hash protects. 
 
Rejected - 12/31/2009 KGW: b) [AVC Edge 5.1 Sec. 
Spec. v.1.07] contains the same text as above. Need 
specific procedures. 
c) Our security observation shows that the only way to 
replace possibly maliciously loaded firmware that was 
loaded during an un-authenticated field upgrade does 
not appear in the TDP.  Once installed, malicious 
firmware might "pretend" to field upgrade itself with 
non-malicious firmware, but it might not actually 
replace itself.  Sophisticated software would hash the 
replacement on the way in and learn what version to 
report as well. 
d) [AVC Edge 5.1 Sec. Spec. v.1.07] statement 
essentially unchanged. 
 


V2:2.6.4 The vendor shall provide 
a detailed description of the 
system capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 
information shall address software 
installation for all system 
components. 


9/30/09:  Added 
security measure 
applied to Card 
Activator fw 
installation to the 
Sec Spec page 5-2 
 
12/29/09:  Added 
security measure 
applied to Card 
Activator installation 
FW to the EDGE 
Sec Spec v1.06 
page 5-2. The 
informally delivered 
"firmwarebuild.doc" 
was replaced with 
"System40_Firmwar
e_Build_Notes.doc", 
which is part of the 
TDP as of 11/2/09, 
and includes a 
proprietary 
notification. 
 
2/8/10:  Updated the 
Edge Security Spec 
v 1.08 and the Card 
Activator Ops/Main 
Man v 1.10 to 
include the 
additional security 
steps for firmware 
upgrades. 
 
3/10:  The ability to 
perform firmware 
upgrades in the field 
was removed from 
all applications and 
the documentation 
was updated to 
reflect this. 
 
5/28/10: Edge Sec 


Rejected - 10/26/09 
KGW:  See rejection 
notes in the Issue 
Description column. 
 
Rejected - 4/19/10 KGW: 
See rejection notes in the 
Issue Description column. 
 
a) Accepted 12/31/2009 
KGW 
 
Rejected - 6/4/2010 
KGW: See rejection notes 
in the Issue Description 
column. 
 
Rejected - 7/20/2010 
KGW 
 
Accepted - 8/6/10 CAC: 
AVC Edge Security Spec 
5.2 v1.12 July 2010 sec 
5.1 refers to System 4.0 
Firmware Build Notes. 
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Rejected  - 4/16/2010 KGW: 
Edge Sec Spec 1.09 (3/2010)  
Card Activators Operators, and Maintenance Manual 
5.2 v1.11 (3/2010): 
No firmware upgrade documentation was found. 
Response to #242 implies a fix in firmware version 
5.2.1 the most recent firmware version delivered to 
iBeta is 5.1.35. All firmware capabilities for upgrade 
must be documented. 
V1.11 of CA Op&Maint Man. removed the instructions 
for firmware upgrade.  Statements allowing only SVS 
personnel to upgrade firmware do not adequately 
document the capability. 
 
Rejected - 6/4/2010 KGW: ref CA Op & Maint v1.14, 
Edge Sec Spec v1.10 [To clarify, field upgrade has 
been removed from the source code of CA as it stands 
in v.5.2.6].  Sec 8.1.2 references "4.0 Installation 
Guide" That document contains only WinEDS (PC 
application) installation. The document "System 4.0 
Firmware Build Notes Release 4.0 v. 1.05" contains 
firmware installation documentation. 
 
Rejected 7/2/2010 KGW: rev CA Op & Maint v1.14, 
WinEDS Installation Guide Release 4.0 Document 
Version 1.13 March 2010 -- documents are unchanged 
relative to this discrepancy. If some document besides 
the two referenced here exist, I cannot find them. 
 
Rejected 7/9/2010 KGW: ref: TDP Document Listing 
v2.13 -- This document does not contain a reference to 
"4.0 Installation Guide." It does contain a reference to 
"WinEDS Installation Guide Release 4.0." "WinEDS 
Installation Guide Release 4.0" v1.14 Jun2010 does 
not contain any information on installing firmware on 
the Edge2 or Card Activator.  
The following references to "4.0 Installation Guide" 
exist: 
sec 5.1 of AVC Edge Security Spec 5.2 v1.10 May 
2010; 
sec 8.1.2 of Card Activator Operators and Maintenance 
Manual 5.2 v.1.14 MAY 2010; 
These references refer to the guide for installation of 
firmware on the devices. 
 
7/20/2010 KGW rejected overall 
accepted: ref Card Activator Operators and 
Maintenance Manual 5.2 v.1.15 JULY 2010  
rejected: ref: AVC Edge Security Spec 5.2 v1.11 June 
2010 sec 5.1 still refers to "4.0 Installation Guide. 


Spec v 1.10 and 
Card Activators 
Operators and 
Maintenance Manual 
v1.14 
Added a reference 
to the 4.0 Voting 
System Installation 
Guide. 
 
6/24/10:  
Edge Sec Spec v 
1.10 and Card 
Activators Operators 
and Maintenance 
Manual v1.14 
Added a reference 
to the 4.0 Voting 
System Installation 
Guide, .Please note 
that the reference is 
to the 4.0 Voting 
System installation 
guide.  This guide 
directs users to the 
installation 
instructions for each 
piece of the 4.0 
Voting System.  
 
7/8/10: Card 
Activator Ops and 
Maint Man v 1.15, 
added section 8.1.3, 
Software/Firmware 
Updates with a 
reference to the 
System 4.0 
Firmware Build 
Notes document. 
 
7/26/10: Edge Sec 
Spec v 1.12 
changed the 
reference from the 
4.0 Voting System 
Installation 
document to the 
System 4.0 
Firmware Build 
Notes document. 
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7
8 


7/24/05 C. 
Cvetez
ar 


D Card Activator 
5.1® Operator's 
& Maintenance 
Manual 
 
Card Activator 
5.1® Pollworkers 
Manual 


These manuals only address the capability of the Card 
Activator to activate the AVC Edge (or AVC Edge 5.1) 
voting system and do not address the capability of the 
Card Activator used to activate the Edge2plus Model 
300 voting system. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


 


11/10/2009:  Card 
Activator Operators 
and Maintenance 
Manual v 1.06 dated 
November 2009, 
updated the 
document to cover 
both the EDGE and 
EDGE2plus.  
 
EDGE2plus 
Operators Manual v 
3.09 dated 11/2009, 
added information 
on the Card 
Activator in section 
F.1. 


Accepted - 12/22/09 
CAC: Card Activator is 
not used for EDGE2plus 
but only with the Edge II. 
Card Activator 5.1® 
Operator's & Maintenance 
Manual 5.2 v1.05 
addresses 5.2.  
Pollworkers manual is no 
longer in use. 


 


7
9 


9/10/08 S. 
Eaton 


F Edge2plus 
Model 300 
Rev. C0.3  & 
C0.4 


Both Edge2plus configurations do not contain a service 
data plate. 
 
No service or preventative maintenance schedule or 
list of operation was found on or in the unit.   


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 
to perform preventive maintenance 


11/16/09:  Added the 
Schedule to the Job 
Aid. 
11/19/09: Edge2plus 
MaintMan v1.06 
Added the 
Preventive 
Maintenance 
Checklist Job Aid to 
Appendix G, Forms. 
Added section 4.1, 
Preventive 
Maintenance 
Schedule. 


Accepted - GA 4/19/10:  
Verified service and 
preventive maintenance 
provided in the TDP  
Edge2plus Maintenance 
Manual v3.09 dated 
March 2010 in Section 
4.1 and Appendix G. 


8
0 


9/10/08 S. 
Eaton 


F Insight (G.02), 
Insight Plus 
(A.02) & Insight 
Surface Mount 
(S-A) 


Both configurations of the Insight and Insight Plus do 
not contain a service data plate. 
 
No service or preventative maintenance schedule or 
list of operation was found on or in the unit.   


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 
to perform preventive maintenance 


11/16/09:  Added the 
Schedule to the Job 
Aid 
11/23/09: Optech 
Insight Plus Maint 
Man v 1.08: 
Added Preventive 
Maintenance 
Checklist to 
Appendix J, Forms 
Added Preventive 
Maintenance 
Schedule to Chapter 
3, Preventive 
Maintenance 
Procedures. 


Accepted - GA 4/19/10:  
Verified service and 
preventive maintenance 
provided in the TDP  
Optech Insight Plus 
Maintenance Manual 
v1.09 dated February 
2010 in Chapter 3 and 
Appendix J. 


8
1 


9/10/08 S. 
Eaton 


F HAAT50 A1.1 
HAAT80 2.5.5  
HAAT90, 2.6.19 
HAAT100 2.6.5 


The HAAT50, 80, 90 & 100 do not contain a service 
data plate. 
 
No service or preventative maintenance schedule or 


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 


11/16/09:  HAAT 
OpMaint TDP docs 
will be updated to 
state that the 


Accepted - GA 4/19/10:  
Verified service and 
preventive maintenance 
provided in the TDP  
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list of operation was found on or in the unit.   to perform preventive maintenance Preventative 
Maintenance Job 
Aids must be with 
the HAAT.  The 
schedule is being 
added to the job aid. 
 
HAAT100 OpMaint 
v1.06, HAAT50 
OpMaint v 1.06, 
HAAT80 OpMaint 
v2.05, HAAT 90 
OpMaint v2.05:   
Added the 
Preventive 
Maintenance 
Schedule and the 
Preventive 
Maintenance 
Checklist. 
 
The schedule was 
added to the job aid. 


- HAAT100 OpMan v1.12 
dated March 2010 in 
Chapter 7 and Appendix 
E; 
- HAAT50 OpMan v1.07 
dated March 2010 in 
Chapter 7 and Appendix 
D; 
- HAAT80 OpMan v2.10 
dated March 2010 in 
Chapter 7 and Appendix 
D; and 
- HAAT90 OpMan v2.11 
dated March 2010 in 
Chapter 7 and Appendix 
E. 


8
2 


9/10/08 S. 
Eaton 


F Card Activator 
5.1  REV E 


The Card Activator does not contain a service data 
plate. 


No service or preventative maintenance schedule or 
list of operation was found on or in the unit.   


Rejected - 4/19/10 GA:  Verified that the service and 
preventive maintenance were provided in the TDP 
Card Activator OpMaint v1.11 dated March 2010 in 
Chapter 7 and Appendix I; however, Section 7.1 is 
incomplete in that the numbering is inconsistent as well 
as the instruction for inspection following the election is 
incomplete.  
 


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 
to perform preventive maintenance 


11/16/09:  Card 
Activator OpMaint 
TDP doc will be 
updated to state that 
the Preventative 
Maintenance Job 
Aids must be with 
the Card Activator.   
The schedule is 
being added to the 
job aid. 
 
4/28/10: Fixed the 
numbering issue and 
refreshed the 
referenced field in 
the document. 


Accepted - 5/20/10 GA:  
Version 1.13 is corrected. 
 


 


8
3 


9/10/08 S. 
Eaton 


F Memory Pack 
Receiver 3.01 
Rev D 


The Memory Pack Receiver (MPR) does not contain a 
service data plate. 
 
No service or preventative maintenance schedule or 
list of operation was found on or in the unit.   


 


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 
to perform preventive maintenance 


1/16/09:  MPR 
OpMaint TDP doc 
will be updated to 
state that the 
Preventative 
Maintenance Job 
Aids must be with 
the MPR.  The 
schedule is being 
added to the job aid. 
1/13/10:  MPR 


Accepted - GA 4/19/10:  
Verified service and 
preventive maintenance 
provided in the TDP  
MPR Maintenance 
Manual v1.7 dated 
November 2009 in 
Chapter 3 and Appendix 
D. 
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OpMaint v1.7: 
Added the 
Preventive 
Maintenance 
Schedule and the 
Preventive 
Maintenance 
Checklist. 
The schedule was 
added to the job aid. 


8
4 


9/11/08 C. 
Cvetez
ar 


F Insight (G04) 


Insight Plus 
(A0.1) 


Optech Insight (HW-G04) exceeded the radiated 
emissions of FCC Part 15B (12 instances at various 
frequencies) as identified in the Criterion Test Report. 
 
Optech Insight Plus (HW-A0.1) (surface mounted APX) 
exceeded the radiated emissions of FCC Part 15B (4 
instances at frequencies between 76.4252MHz and 
80.0000MHz) as identified in the Criterion Test Report. 
 


V.1: 3.2.2.9 Electromagnetic 
Radiation: Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall comply with the 
Rules and Regulations of the 
Federal Communications 
Commission, Part 15, Class B 
requirements for both radiated and 
conducted emissions. 
 
FCC Part 15 Subpart B: The 
category of unintentional radiators 
includes a wide variety of devices 
that contain clocks or oscillators 
and logic circuitry but that do not 
deliberately generate radio 
frequencies emissions. Section 
15.33 Frequency range of radiated 
measurements. 


No vendor response 
received. 


Accepted - 3/31/09 KM: 
This issue was addressed 
by ECO 776, which was 
reviewed by K. Mathis on 
3/31/09. 


8
5 


9/11/08 C. 
Cvetez
ar 


F Optech 400-C 
(3.00P, WinETP 
1.16.6) 


Optech 400-C (HW-3.00P, SW-WinETP 1.16.6) 
exceeded the radiated emissions of FCC Part 15B (13 
instances at various frequencies) as identified in the 
Criterion Test Report. 


V.1:3.2.2.9 Electromagnetic 
Radiation: Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall comply with the 
Rules and Regulations of the 
Federal Communications 
Commission, Part 15, Class B 
requirements for both radiated and 
conducted emissions. 
 
FCC Part 15 Subpart B: The 
category of unintentional radiators 
includes a wide variety of devices 
that contain clocks or oscillators 
and logic circuitry but that do not 
deliberately generate radio 
frequencies emissions. Section 
15.33 Frequency range of radiated 
measurements. 


No vendor response 
received. 


Accepted - 3/31/09 KM: 
This issue was addressed 
by ECO 778, which was 
reviewed by K. Mathis on 
3/30/09. 


8 9/11/08 C. F Memory Pack MPR (HW-3.01 Rev D, FW-WinETP 2.16) exceeded v. 1: 3.2.2.9 Electromagnetic No vendor response Accepted - 3/31/09 KM: 
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6 Cvetez
ar 


Receiver (MPR) 
(3.01 Rev D, FW 
- 2.16) 


the radiated emissions of FCC Part 15B (11 instances 
at various frequencies between 43.0400MHz and 
55.5201MHz) as identified in the Criterion Test Report. 


Radiation: Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall comply with the 
Rules and Regulations of the 
Federal Communications 
Commission, Part 15, Class B 
requirements for both radiated and 
conducted emissions. 
 
FCC Part 15 Subpart B: The 
category of unintentional radiators 
includes a wide variety of devices 
that contain clocks or oscillators 
and logic circuitry but that do not 
deliberately generate radio 
frequencies emissions. Section 
15.33 Frequency range of radiated 
measurements. 


received. This issue was addressed 
by ECO 777, which was 
reviewed by K. Mathis on 
3/30/09. 


8
7 


K. 
Wilson 


9/16/0
8 


D Edge2Plus 
Model 300 
Software 
Specification 
September 2008 


Section 5.2.1.2 describes "Microsoft .NET Framework 
1.1 version 1.1.4322, Service Pack 2;" however, 
Edge2plus Witness Build utilized "Microsoft .NET 
Framework 2.0 version 2.0.50727.42." 


V.2: 2.5.3.c The vendor shall 
provide an overview of all software 
that includes the following items: 
… Identification of all software 
items that were: … procured and 
not modified. 


9/20/09:  Changed 
the doc to reflect 
Microsoft .NET 
Framework 2.0 
version 
2.0.50727.42 
 
page 5-6 of the E2P 
SW Spec 
 
9/28/09: Per Paul, 
the version is correct 
in the doc and was 
incorrect when used 
for the witness build. 
Changed the doc 
back. 
 
Page 5-6 of E2P SW 
Spec3.09 
 
11/24/09:  Version 
3.09 was delivered 
to the iBeta FTP site 
on 10/20/09. 


Rejected - 12/1/2009 
KGW: Edge2Plus Model 
300 Version C.03 
Software Specification 
v.3.09 September 2009 
has the same 
discrepancy. 
 
Accepted - 12/31/09 
KGW: Agree that .NET 
1.1 is used in the majority 
of the build. .NET 
2.0.50727.42 runtime is 
installed, and the 
installation is 
documented. 


8
8 


9/10/08 S. 
Eaton 


F Edge II  (5.1.20) Edge II exceeds the 48" maximum high forward reach 
limit when placed in the forward position. 
 
The touch screen can be set in one of five positions.  In 
order for a voter in a wheelchair to view the screen it 
would need to be positioned in the most forward 
position. Assembled with the legs, the forward three 


V.1: 2.2.7.1.a Where clear floor 
space only allows forward 
approach to an object, the 
maximum high forward reach 
allowed shall be 48inches.  The 
minimum low forward reach is 15 
inches. (See VSS  diagram) 


3/8/10:  The edge 
can be removed 
from the stand and 
placed on a table 
that is accessible to 
the voter. 
3/11/10 : Added 


Partial Accept 3/31/10 
KAS:  
Verified the Edge II meets 
the 48" forward approach 
when placed on its legs 
and a table when the LCD 
screen is in the 1st 
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positions exceed the maximum high forward reach of 
48 inches.  
 
Reject 3/31/10 KS: 
The Edge OpMan v. 1.14 Section K.7.2 is incorrect in 
stating that the legs are adjustable. 


notes regarding 
placing the Edge on 
a table to the Edge 
OpMan v 1.14 in 
section K.7.2 and 
8.2 and the Edge 
Pollworkers Man v 
1.09 section 4.2. 
The following 
documents already 
reference table 
placement and no 
further change was 
necessary: 
Edge System 
Overview v 1.09 
section 5.2 
Edge HW Spec v 
1.08, section 2.4.1. 


position. (This should be 
viewable to a wheelchair 
user). Verified the Edge 
OpMan v. 1.14 & the 
Edge Pollworkers v. 1.09 
documents contain a 
description that it can be 
placed on a table.  
 
Rejected 3/31/10KS:  
However the Edge 
OpMan v. 1.14 Section 
K.7.2 is incorrect in 
stating that the legs are 
adjustable. 
 
Accepted - 4/12/10 KS: 
Verified Edge OpMan 
v.1.15 statement 
regarding adjustable legs 
has been removed. 


8
9 


9/10/08 S. 
Eaton 


F Edge2plus 
Model 300 
Rev. C0.3 & 
C0.4 
 


Edge 2plus exceeds the 48" maximum high forward 
reach limit when placed in the forward position. 
 
The touch screen can be set in one of five positions.  In 
order for a voter in a wheelchair to view the screen it 
would need to be positioned in the most forward 
position. Assembled with the legs, the forward three 
positions exceed the maximum high forward reach of 
48 inches.  


V.1: 2.2.7.1.a Where clear floor 
space only allows forward 
approach to an object, the 
maximum high forward reach 
allowed shall be 48inches.  The 
minimum low forward reach is 15 
inches. (See VSS  diagram) 


3/08/10 The E2P 
metal stand can be 
lowered so that it is 
under the 48" 
requirement.  The 
E2P can also be 
removed from the 
stand and placed on 
a table that is 
accessible to the 
voter. 
3/10/10: Updated 
the E2P HW Spec v 
3.10 and the E2P 
Func Spec v 3.07 to 
include a note with 
information on 
lowering the height 
or placing on a table. 
See the Wheelchair 
Accessibility 
Appendices in each 
document. 


Accepted - 3/31/10 KS:  
Verified the Edge2Plus 
meets the 48" forward 
approach when placed on 
its legs and adjusted to a 
lower position; and on a 
table when the LCD 
screen is in the 1st 
position.  Verified the E2P 
HW Spec v. 3.10 & the 
E2P Func Spec v. 3.07 
documents contain a 
description that it can be 
placed on a table and/or 
the legs can be lowered. 


9
0 


9/10/08 S. 
Eaton 


F Edge II  (5.1.20) The Edge II does not contain a service data plate. 
 
No service or preventative maintenance schedule or 
list of operation was found on or in the unit.   


V.1: 3.4.6 b Each device shall 
display a separate data plate 
containing a schedule for and list 
of operations required to service or 
to perform preventive maintenance 


11/16/09:  Edge 
OpMaint TDP doc 
will be updated to 
state that the 
Preventative 
Maintenance Job 
Aids must be with 


Accepted - GA 4/19/10:  
Verified service and 
preventive maintenance 
provided in the TDP  
Edge Maintenance 
Manual v1.10 dated 
March 2010 in Chapter 3 
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the Edge.  The 
schedule is being 
added to the job aid. 
11/18/09: 
The schedule was 
added to the job aid. 
Edge Main Man 
v1.09 
Added the 
Preventive 
Maintenance Job 
Aid to Appendix L, 
Forms.  
Added the 
maintenance 
schedule to Chapter 
3, Preventive 
Maintenance 
Procedure. 


and Appendix L. 


9
1 


9/10/08 S. 
Eaton 


D Edge II  (5.1.20) 
 


The Edge II touch screen should have a handling 
warning for collapsing and setting up. 
 
The Edge II touch screen with the attached printer is 
heavy and has a propensity to pinch fingers if not 
handled properly.  Pinching hazards are addressed in 
the Edge II Operations Manual (EDGE5-1_OpsMan 
Sec8.2 pg8-5 #9) and the Pollworkers Guide (EDGE5-
1_Pollworker Sec4.2 pg4-5 #9) for Edge II assembly. 
However there is no warning at the location where the 
exposure occurs. 


V.1: 3.4.6 c Advisory caution and 
warning instructions shall be 
displayed to ensure safe operation 
of the equipment and to avoid 
exposure to hazardous electrical 
voltages and moving parts at all 
locations where operation or 
exposure may occur 


No vendor response 
received. 


Accepted - 3/11/10 GA:  
Verified that the current 
TDP does not contain the 
warning (hence no 
warning on the Edge II is 
required) and following 
the documented 
instructions does not 
pose a finger pinching 
hazard. 


9
2 


10/17/0
8 


C. 
Coggin
s 


D AVC Edge 5.1 
Operators 
Manual v.1.04  
Appendix E 
Voting Process 
 
Edge2plus 
Model 300 
Operators 
Manual v.3.05 
Appendix F 
Voting Process 


The DRE operation manuals do not address the voting 
process and error handling for the Rank Choice Voting 
(RCV), including Inconsistent Ranking, Skipped 
Ranking, Duplicated Candidate, Unvoted Contest, and 
Unused Ranking 
  
Rejected - 9 /30/09 DV:  Verified the E2P Ops Man 
dated August 2008 does contain information pertaining 
to a blank ballot (the added section, F.11 to Appendix F 
page F-25), but still does not explain the voting process 
and error for Rank Choice Voting.  The most recent 
EDGE Ops manual is v 1.04, dated March 2008 and 
this document does not contain section C11 (pg. C-22) 
or pg K-14.  In order to validate the response, the most 
current documentation must be received. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  EDGE Ops 
Manual 1.08 dated 
9/2009: added new 
section called For 
Preference Voting to 
Appendix c, section 
C.11 on page C-22. 
Added note to page 
K-14 
 
E2P Ops Man 3.08 
dated 9/2009 added 
section, F.11 to 
Appendix F page F-
25 


Accepted - 10/29/09 
CAC:  Both documents 
(EDGE Ops Manual 1.08 
& E2P Ops Manual 3.08) 
explain the voting process 
for Preference Voting. 
The EDGE Ops Manual 
1.08 also contains a 
Preference Voting 
definition on page K-14. 
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9
3 


10/3/08 C. 
Coggin
s 


D Optech Insight 
Plus Operators 
Manual v.1.05 
section 7.6 
 
Optech Insight 
Operators 
Manual v.1.08 
section 7.6 


The Insight operation manuals do not address the  
return ballot process and error handling priority  for the 
Rank Choice Voting (RCV) conditions:  
Overvoted Ranking, Inconsistent Ranking, Skipped 
Ranking, Duplicated Candidate, Unvoted Contest, and 
Unused Ranking 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  This is in 
the WinEDS ref 
guide and help. And 
in the WinEDS SW 
Spec v1.12 
 
Added to the Insight 
Plus Ops Manual 
v1.08  
 
NOTE: Insight and 
Insight Plus manuals 
are being combined. 


Rejected - 9/30/09 DEV:  
Verified the WinEDS 
Software Specs v 1.10 
does contain some Rank 
Choice Voting 
configuration options, but 
not the return ballot 
process and error 
handling priority 
conditions.  Also, the 
most recent Insight Plus 
Ops manual received  is   
v 1.05, dated January 
2008 and this document 
does not explain the 
voting process and error 
for Rank Choice Voting, 
in order to validate the 
response the most 
current documentation 
must be received. 
 
Accepted - 01/04/10 DEV:  
Verified Appendix K of the 
Optech Insight/Insight 
Plus Operators Manual 
APX K2.17-HPX 1.44 
Document Version 1.08, 
October 2009 which listed 
process/error handling 
conditions for overvoted, 
inconsistent, skipped, 
duplicated candidate, 
unvoted Contest, and 
unused Ranking. 


9
4 


2/5/09 C. 
Cvetez
ar 


D Edge Audio 
Voting 
Accessory 5.1® 
Pollworkers & 
Operators 
Manual v1.01 
Sections: 3.4 Sip 
& Puff Jack' ; 7.1 
Enabling Sip & 
Puff Voting 
 
AVC Edge 5.1® 
Hardware 
Specification 
v1.04 Section: 


For all docs listed: 
"The Sip & Puff jacks allow the connection of any 
assistive COTS devices designed to drive this kind of 
interface, such as those manufactured by TASH 
(http://www.tashinc.com/catalog/S_buddy_buttons.html
)." 
 
For "Edge Audio Voting Accessory 5.1® Pollworkers & 
Operators Manual v1.01 Section: 7.1 Enabling Sip & 
Puff Voting": 
"...provided that these devices meet the AVC Edge 5.1‘ 
Sip & puff interface standard, such as those 
manufactured by TASH 
(http://www.tashinc.com/catalog/S_buddy_buttons.html
)." 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  Replaced 
all references to 
TASH Web site for 
information on the 
Sip and Puff jack 
with Origin 
Instruments 
information and the 
Web site in the 
following: 
AVA Pollworkers 
Guide  1.05 thru-out 
HW Spec 1.07 page 
4-12 
Ops Man 1.08 page 


Accepted - 10/29/09 
CAC:   All documents 
listed reference Origin 
Instruments 
(www.orin.com) and 
specify details of the 
interface by the COTS 
devices (Sip & Puff used). 
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E3 Sip & Puff 
Interface 
 
AVC Edge 5.1® 
Operators 
Manual v1.04 
Section: 6.5.4 
Sip & Puff 
Interface, 
Connection, And 
Sip & Puff Jack 
 
AVC Edge 5.1® 
System 
Overview v1.04 
Section: 2.3.3 
Sip & Puff 
Interface 
 
Able-D™ 
Operators 
Manual V3.01 
Sections: 3.4 Sip 
& Puff Jack; 5.1 
Enabling The Sip 
& Puff Audio 
Voting 
 
Edge2plus 
Model 300™ 
Hardware 
Specification 
V3.05 Section: 
F.3 Sip & Puff 
Interface 


 
1) The given 
"http://www.tashinc.com/catalog/S_buddy_buttons.html
" internet address listed in the statements above does 
not exist. 
2) The above statements do not specify any detail 
(standards or otherwise) of the interface required by 
the COTS devices. 


2-13 6-7, & 5-6 
SysOver 1.08 page 
D-5 and 2-12 
ABLE-D Ops Man 
3.04 page 5-1 and 3-
4  
Edge2plus HW Spec 
3.08 page F-6 


9
5 


2/5/09 K. 
Mathis 


F Optech Insight 
Plus (A05) with 
battery 


After ESD gun contact on the Insight Plus on the ballot 
feeder tray or the rear access hatch hinge, the machine 
will no longer accept ballots to be scanned - as if a 
sensor had been disabled so the insight Plus was not 
able to detect that a ballot was being inserted. 


V. 1: 3.2.2.8 Electrostatic 
Disruption is conducted in 
compliance with the test specified 
in IEC 61000-4-2 (1995-01).  Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data. 


No vendor response 
received. 


Accepted - 3/31/09 KM:  
ECO 776 addresses this 
issue and was reviewed 
by K. Mathis on 3/31/09. 


9 2/5/09 K. F Optech Insight After two hours of continuous use (using shoe-shine V. 1: 3.2.2.10 Electromagnetic No vendor response Accepted - 1/13/09 KM:  
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6 Mathis (G05) with 
battery 
 
Optech Insight 
Plus Surface 
Mount (A02) with 
battery 


mode), the Insight became susceptible to frequencies 
around 650 MHz, and would record overvotes in 
certain races. 
 
Additional information by K. Mathis 1/13/09 - It was 
determined that running the Insight for 2 hours 
(simulating 5000 ballot scans) was overly stressful and 
was not representative of how the Insights are used in 
the field.  When following the recommended procedure 
of cleaning the Insight after every 2500 ballots and 
allowing the machine to cool for up to 10 minutes every 
hour, the problem does not occur. 


Susceptibility, conducted in 
compliance with the test specified 
in IEC 61000-4-3 (1996): Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand an electromagnetic field 
of 10 V/m modulated by a 1 kHz 
80% AM modulation over the 
frequency range of 80 MHz to 
1000 MHz, without disruption of 
normal operation or loss of data. 


received. When following the 
recommended procedure 
of cleaning the Insight 
after every 2500 ballots 
and allowing the machine 
to cool for up to 10 
minutes every hour, the 
problem does not occur. 
Additional Note added 
12/4/09 by GA:  The full 
test was repeated to 
confirm that the problem 
did not occur. 


9
7 


2/5/09 K. 
Mathis 


F Memory Pack 
Receiver (MPR) 
(3.01 Rev E, FW 
- 2.16) 


With -8kV contact on the lower-left screw of the face 
plate, WinEDS is not longer able to read data from the 
memory packs and the Eject button is inoperative. 
 
Update from testing completed on 01/16/2009: 
Anomaly: when using +8kV contact to the top two 
screws on the left side of the rear of the MPR (when 
looking at the MPR from the back) can disrupt 
communications between the PC and the MPR, 
however after closing the error message dialogs, the 
communication resumes without further intervention 
from the operator. 
 
Failures: Using -15kV air discharge to the middle 
portion of the left side of the MPR (when looking at the 
MPR from the front) and using +15kV air discharge to 
zap the central area of the memory pack will disrupt 
communication between the MPR and the PC.  It will 
also delete or corrupt the data on the memory pack so 
that WinEDS sees the pack as being uninitialized. 


V. 1: 3.2.2.8 Electrostatic 
Disruption is conducted in 
compliance with the test specified 
in IEC 61000-4-2 (1995-01).  Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data. 


12/4/09:  This model 
of the MPR has 
been used by 
Sequoia customers 
in multiple elections 
without loss of data 
or corruption of the 
packs.  It is common 
for the serial port to 
lose connection 
between the MPR 
and the PC.  When 
this occurs, a 
message box 
appears stating that 
the system is unable 
to initialize the MPR. 
Customers are 
trained to power--
cycle the MPR when 
this occurs in order 
to re-establish 
communication. 


Accepted - 12/30/09 GA:  
Since functional testing 
has been initiated, iBeta 
agrees that loss of 
connection between the 
MPR and the WinEDS is 
a common occurrence 
and can be considered as 
normal operation.  There 
was no loss of data in 
subsequent ESD testing.  
ESD testing was 
completed on the unit on 
9/14/09 at Wyle Labs to 
verify that only 
communication was lost 
and that the memory pack 
did not delete or corrupt 
data.  For this test, the 
repetition of discharge 
was continued for a total 
minimum of 80 times per 
suspect test point. 


9
8 


2/5/09 K. 
Mathis 


F Optech Insight 
Plus (A05) with 
battery 


Contacting the keypad with the ESD gun, through the 
access hole, permanently disables the keypad. 
 
K. Mathis 
01/13/2009 - While it's easy to get the ESD gun 
through the access hole and discharge directly to the 
keypad, this is an invalid test as during normal 
operations, the charge would discharge prior to contact 
with the keypad.   


V. 1: 3.2.2.8 Electrostatic 
Disruption is conducted in 
compliance with the test specified 
in IEC 61000-4-2 (1995-01).  Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 


No vendor response 
received. 


Accepted - 1/13/09 KM:  
Retesting without contact 
with the keypad showed 
no interruption in normal 
operation (VSS 
requirement is met). 
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of data. 


9
9 


2/5/09 K. 
Mathis 


F Optech 400-C 
(3.00P, WinETP 
1.16.6) 


When the 400-C is put into "paper jam mode" and the 
machine is told to continually run the motor, the motor 
emits significant noise spike between 30 MHz and 
50MHz at startup and shutdown. 
 
Upon further discussion, this noise spike is typical of 
this kind of motor and is always present during startup 
and shutdown as a part of the motor's normal function.  
What determines whether the noise constitutes a 
failure is a quasi-peak value that is determined by 
comparing the duration of the noise spike to the 
duration of the motor's run.  Trying to force the motor to 
run in "paper jam mode" causes the motor to start and 
stop much more frequently than it would in normal 
operation.  This causes the noise spike to appear more 
significant than it actually is.  However, when the motor 
runs for as little as several seconds (to simulate a small 
batch of ballots), the quasi-peak value drops to 
acceptable levels and does not cause this test to fail. 


v.1:3.2.2.9 Electromagnetic 
Radiation: Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall comply with the 
Rules and Regulations of the 
Federal Communications 
Commission, Part 15, Class B 
requirements for both radiated and 
conducted emissions. 
 
FCC Part 15 Subpart B: The 
category of unintentional radiators 
includes a wide variety of devices 
that contain clocks or oscillators 
and logic circuitry but that do not 
deliberately generate radio 
frequencies emissions. Section 
15.33 Frequency range of radiated 
measurements. 


No vendor response 
received. 


Accepted - 1/13/09 KM: 
Starting and stopping the 
motor as we were doing 
in the original test is not 
reflective of "normal 
operation" for the 400-C.  
When the motor is run for 
longer periods of time, 
which more accurately 
reflect normal operation, 
the startup/shutdown 
motor noise is not 
significant. 


1
0
0 


2/5/09 K. 
Mathis 


F Optech 400-C 
(3.02P, WinETP 
1.16.6) 


There is a PC board and ribbon cable assembly above 
the ballot sensor in the ballot feeding tray that fails 
when zapped with the ESD gun.  See "Inside detail.jpg" 
image for reference. 


V. 1: 3.2.2.8 Electrostatic 
Disruption is conducted in 
compliance with the test specified 
in IEC 61000-4-2 (1995-01).  Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data. 


No vendor response 
received. 


Accepted - 1/13/09 KM:  
While it is possible to 
touch the circuit board 
directly, the only way to 
access the point is to 
open a panel.  This would 
ground the charge prior to 
access of the circuit 
board.  In addition, the 
panel is only opened 
during maintenance (not 
normal operation).  As a 
result, this is a non-
credible touch point and 
does not constitute a 
failure. 


1
0
1 


2/5/09 K. 
Mathis 


F Optech 400-C 
(3.02P, WinETP 
1.16.6) 


Optech 400-C (HW-3.00P, SW-WinETP 1.16.6) 
exceeded the conducted emissions of FCC Part 15B 
as identified in the Criterion Test Report. 


V.1:3.2.2.9 Electromagnetic 
Radiation: Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall comply with the 
Rules and Regulations of the 
Federal Communications 
Commission, Part 15, Class B 
requirements for both radiated and 
conducted emissions. 
 
FCC Part 15 Subpart B: The 
category of unintentional radiators 
includes a wide variety of devices 


No vendor response 
received. 


Accepted - 3/31/09 KM: 
ECO 778 addresses this 
issue and was reviewed 
by K. Mathis on 3/30/09. 
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that contain clocks or oscillators 
and logic circuitry but that do not 
deliberately generate radio 
frequencies emissions. Section 
15.33 Frequency range of radiated 
measurements. 


1
0
2 


2/5/09 K. 
Mathis 


F Optech 400-C 
(3.02P, WinETP 
1.16.6) 


The 400-C's PS2 interface is susceptible to shocks on 
the ballot scanning lid and on the trackball.  When 
zapping the screws on the ballot scanning lid with plus 
or minus 2kV, 4kV, 6kV and 8kV contact, the trackball 
and keyboard become unresponsive and the computer 
must be rebooted in order to resume normal 
operations.  Similarly, if the trackball is zapped with 
plus or minus 12kV air discharge, the PS2 interface will 
be disabled and the computer will have to be rebooted 
to resume normal operations. 


V. 1: 3.2.2.8 Electrostatic 
Disruption is conducted in 
compliance with the test specified 
in IEC 61000-4-2 (1995-01).  Vote 
scanning and counting equipment 
for paper-based systems, and all 
DRE equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data. 


No vendor response 
received. 


Accepted 1/13/09 KM:  
Replacing the original 
Kensington trackball 
(COTS) with a Logitech 
Trackman (COTS) 
prevents the 400-C's PS2 
interface from being 
disabled and allows 
normal operations to 
continue throughout 
testing. 
 
Note: Logitech Trackman 
with 15Kv Air can/will 
permanently disable the 
scroll wheel on the 
trackball.  This does not 
affect the 400-C in any 
way and does not 
interfere with normal 
operations, so it was not 
considered a failure. 


1
0
3 


6/26/09 K. 
Wilson 


D Firmware Build 
Notes 


This document is required for the Trusted Build and is 
lacking any revision information or page numbers. 


V1:7.7.a a. Be sufficient to serve 
the needs of the ITA, voters, 
election officials, and maintenance 
technicians; 


11/9/09:  Firmware 
Build Notes 
document created 
and submitted with 
the TDP on 11/2/09. 


Accepted - 11/11/09 
KGW:  Document 
checked into 400C 
subfolder of the TDP. 


1
0
4 


8/3/09 S. 
Jakileti 


F Security Test - 
400C 


On 400-C, you are able to access WinETP as 
administrator, but not as a WinETP user.  When 
running as WinETP user an error message displays, 
 " File I\O error opening file _Imgpendr01.bin 
permission denied. 


V1 6.2.2a :Use of data and user 
authorization 


11/9/09:  This occurs 
due to file a 
permission error 
when attempting to 
open a file created 
by a different user. 
How to avoid these 
errors is addressed 
in a new section of 
the 400-C Operator's 
manual (v1.12): C.2 
File Permission 
Errors. 


Accepted - 1/4/10 GA:  
Closed by review of 
Section C.2 in Optech 
400-C Operators Manual 
WinETP 1.17 version 
1.14 dated Dec 2009. 


1
0
5 


9/8/09 C. 
Cvetez
ar 


F WinEDS 
4.0.141, Tools-
>Create 
Cartridge 


Gen3-IL:  When creating a cartridge for the Insight, 
Firmware field displays 2.16. The cartridge being used 
has APX 2.17. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/9/09:  Firmware 
versions were 
updated in WinEDS 
4.0.149. 


Accepted - 12/22/09 
CAC: SW v 4.0.154 
displays 2.17 in the 
firmware field. 


1 9/8/09 C. F HAAT 100: 3. Gen3-IL:  When HAAT Listener is not configured to V1: 2.3.4.1.d 9/30/09:  Unable to Accepted - 10/29/09 
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0
6 


Cvetez
ar 


Prepare Unit receive any data, the HAAT 100 never displays beyond 
―Attempt 2 of 3‖ as it continues connection attempts. 


Verify that all hardware and 
software function correctly. 


reproduce.  HAAT 
takes a long time, 
but it will eventually 
give up. 


CAC: Retested10/27/09 
and the unit eventually 
gave up. 


1
0
7 


9/8/09 C. 
Cvetez
ar 


F WinEDS login Gen3-IL:  There is no event log that captures WinEDS 
user login failures. 


V1: 2.2.4.1.g: 
Record and report the data and 
time of normal and abnormal 
events; 


10/6/09:  Added a 
note to WinEDS 4.0 
Security Spec 1.07 - 
re: failed log in 
attempts to the 
workstation, these 
events are logged to 
the Server 
Application Event 
Log. 


Accepted - 10/13/09 
CAC: Document contains 
note of location of event 
log that captures WinEDS 
user login failures. 


1
0
8 


9/8/09 C. 
Cvetez
ar 


F Insight Plus: 
LCD display 


Gen3-IL:  Insight Plus machine option for "Include 
Spanish on LCD display" was set to "No;" however, 
Spanish is displayed on the LCD screen (such as 
Ready To Read Ballots). 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/10/09: 
Insight/Insight Plus 
Operations Manual v 
1.09 dated 11/2009: 
Added note to the 
Include Spanish on 
LCD display option 
in Appendix K, 
Machine 
Configuration 
Options. 


Accepted - 1/4/10 CAC: 
Insight Plus with HPX 
1.44080501.1500 & 
cartridge APX 
2.17.091116.1104 only 
shows Spanish when 
option set YES in 
WinEDS. 


1
0
9 


9/8/09 C. 
Cvetez
ar 


I EDGE2plus 
Model 300 
C.03/C.04: 
Selection 
Review Screen 


Gen3-IL:  The selection Review Screen does not 
specify the parties of the candidates. 


  11/9/09:  The review 
screen displays what 
is entered as the 
candidate‘s short 
name.  Add the party 
to the short name. 


Accepted - 11/11/09 
CAC: User error; retested 
with party in candidate 
short name. 


1
1
0 


9/8/09 C. 
Cvetez
ar 


F EDGE2plus 
Model 300 
C.03/C.04: 
Maintenance 
Diagnostics-
>Event Log 
Report 


Gen3-IL:  IL Discrepancy #41 (Kelly Swift): 
Event log did not capture the messages regarding 
attempting to close polls with 1) no votes cast, and 2) 
trying to close polls early. 


V1:2.2.4.1.g Record and report the 
date and time of normal & 
abnormal events 
V1: 2.2.5.2.a 
The system shall generate, store, 
and report to the user all error 
messages as they occur. 


9/30/09:  Fixed in 
v1.2.69; the machine 
will now log both 
events. 


Partially Accepted - 
5/25/10 CAC: Gen3R: 1) 
does not allow without at 
least 1 vote. 
 
Rejected - 5/25/10 CAC:  
Reject 2) able to close 
polls before the minimum 
time specified (tried nine 
and 15 minutes). 
 
Accepted - 6/3/10 CAC: 
Retested on three iBeta 
E2P machines; Two of 
the machines had to have 
time reset first; 3rd 
machine worked first 
time. 


1
1


9/8/09 C. 
Cvetez


F EDGE2plus 
Model 300 C.03: 


Gen3-IL:  IL Discrepancy #35 (Kelly Swift): 
A paper jam did not prevent a voter from casting a 


V1: 2.4.3.3.q:  Protect the secrecy 
of the vote throughout the voting 


9/30/09:  Currently 
unable to fix: printer 


Accepted - 4/1/2010 GA:  
Verified that Sequoia also 
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1 ar UTG Printer 
(paper jam) 


ballot, removing the voters selections from the VVPAT, 
or prevent the next voter from voting until Cast Ballot 
was selected.  
 
A paper jam was encountered as a vote was being cast 
and only a few lines of that voting session printed and 
an error was not received.   
 
The paper jam was not cleared and a 2nd voter card 
was inserted.  A printer error was not received until the 
vote was cast stating, "'Please contact Pollworker. The 
vote has been registered. However, due to a printer 
error the vote finalization section could not properly be 
printed. The machine must be powered down 
immediately."  The unit was powered down, paper roll 
changed, unit powered up again and neither vote ever 
printed. 


process. hardware does not 
detect paper jams. 
 
1/13/10:  Hardware 
mitigation has been 
identified and the fix 
is being 
implemented. 
 
3/29/10:  Sequoia 
formally notified 
iBeta that the 
VVPAT for the 
EDGE2plus will not 
be part of the federal 
certification test 
campaign. 


formally notified the EAC 
during the 3/31/10 
teleconference and 
recorded in the 
corresponding meeting 
minutes. 


1
1
2 


9/8/09 C. 
Cvetez
ar 


F Optech 400-C: 
Report 
Generation 


Gen3-IL:  Adding .txt in the report filename creates the 
file but not specifically adding the .txt (using the files 
types‘ .txt) does NOT add .txt to the report filename. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/9/09:  Fixed in 
WinETP 1.16.9. 
When selecting an 
output filename 
using the Select 
Report Destination 
file dialog, the 
filename is forced to 
have a .txt 
extension. 


Accepted - 6/11/10 CAC:  
Verified in Gen3R steps 8 
- 10. 


1
1
3 


9/8/09 C. 
Cvetez
ar 


D Extended 
Services: 
Manual Data 
Entry 


Gen3-IL:  (IL Discrepancy #45): The Manual Data Entry 
instructions are not clear enough to test without 
assistance from the vendor.  As a result testing was 
limited. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


9/30/09:  Rewrote 
chapters 7 and 8. 
Updated the Help. 
 
Ext Svcs Ops Guide 
2.13 Pages 47-60 


Accepted - 10/30/09 
CAC: Chap 7 & 8 of the 
Ext. Srvs Op Guide, 
v2.14, sufficiently address 
clear instructions for 
Manual Data Entry. 


1
1
4 


9/8/09 C. 
Cvetez
ar 


F Extended 
Services: 
Manual Data 
Entry->About 


Gen3-IL:  About WinEDS Extended Services displays: 
Installed Snap-ins: Manual Data Entry, Snap-in Details: 
Supported Profile Versions: 4.0.140. 
The WinEDS and databases used for this election are 
4.0.146. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/9/09:  Fixed in 
build 1.0.66. 


Accepted - 12/22/09 
CAC: During Gen4_PA 
and Prim1_WA testing, 
Ext Svs 1.0.66 shows 
"Minimum supported 
profile version: 4.0.140." 


1
1
5 


9/8/09 C. 
Cvetez
ar 


F WinEDS-
>Election-
>Reporting...-
>Security->Log 
Report-> 
<various values> 


Gen3-IL:  Security->Log Report always gives the 
message: "returns no data" throughout the election 
process. 


V1: 2.2.4.g: Record and report the 
date and time of normal and 
abnormal events; 


11/9/09:  The log is 
updated anytime 
changes are made 
after the initial profile 
db is created. Select 
the sub-items on the 
report value 
dropdown. 


Accepted - 11/11/09 
CAC: Retested after 
making changes to profile 
db; log on changes were 
available. 


1
1


9/8/09 C. 
Cvetez


F WinEDS-
>Election-


Gen3-IL: 
1. Election Result.htm contains no data. 


V1: 2.3.4.1.d 
Verify that all hardware and 


11/9/09:  Cannot 
reproduce 


Accepted - 11/11/09 
CAC: retested with 
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6 ar >Reporting...-
>Export->HTML 
Summary 


2. Election Result_hdr.htm contains only the <HTML> 
and <BODY> tags, but no other data. 


software function correctly. default HTML templates 
selected; Election Results 
HTML files functioned 
properly. 


1
1
7 


9/8/09 C. 
Cvetez
ar 


D WinEDS 4.0.141 
& HAAT100 
(Security 
Testing) 


Gen3-IL :( IL Discrepancy #42): Vendor has not 
provided steps on how to configure number of 
cartridges expected to be consolidated for security 
testing 


V2: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


10/6/09:  See HAAT 
Data Dictionary v1.0, 
section 2.1.8 
Machine Type on 
page 23. 


Accepted - 10/25/09 
CAC: HAAT Data 
Dictionary v1.0, page 7 
Machine Type addresses 
the amount of cartridges 
expected to be 
consolidated. 


1
1
7 


9/8/09 C. 
Cvetez
ar 


D WinEDS 4.0.141 
& HAAT100 
(Security 
Testing) 


Gen3-IL (IL Discrepancy #42):  Vendor has not 
provided steps on how to configure number of 
cartridges expected to be consolidated for security 
testing. 


V2: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


10/6/09:  See HAAT 
Data Dictionary v1.0, 
section 2.1.8 
Machine Type on 
page 23. 


Accepted - 10/25/09 
CAC:  HAAT Data 
Dictionary v1.0, page 7 
Machine Type addresses 
the amount of cartridges 
expected to be 
consolidated. 


1
1
8 


7/28/20
09 


K. 
Wilson 


F Edge2plus 
Model 300 C.03  


Security (IL Discrepancy #41):  The Insight Plus 
Memory Pack contains 2 EPROM (or E2PROM) chips. 
One chip contains the firmware and has been witness 
built and witness installed. The other chip has not been 
witness installed and its contents are undocumented. 
(ref Test%20Cases/Security%20Review/photos/Insight 
Plus/P7210003.JPG) 


V1:6.4.1.a If software is resident in 
the system as firmware, the 
vendor shall require and state in 
the system documentation that 
every device is to be retested to 
validate each ROM prior to the 
start of elections operations.  
V1:9.3.b vendors shall submit for 
testing the specific system 
configuration that is to be offered 
to jurisdictions or that comprises 
the component to be marketed ... 
Benchmark directory listings shall 
be submitted for all 
software/firmware elements (and 
associated documentation) 
included in the vendor‘s release as 
they would normally be installed 
upon setup and installation 


10/20/09:  Edited the 
Insight plus System 
Overview v1.06, 
section 2.1.5 
MemoryPack to 
include a description 
of both chips, one 
with the election 
parameters (no 
code) and the other  
which contains the 
APX firmware. See 
page 2-8. 


Accepted - 11/06/09 
KGW: Closed with 
verification of vendor 
response. 


1
1
9 


7/29/09 K. 
Wilson 


F Security Test Security (IL Discrepancy #16):  While there is no 
source code present on the HAAT Listener server, 
there are several compilers -- gcc and javac were 
found. [ref 20090624-seq-hl-linux-server-
postinstall.hash.txt] 
 
Rejected - 12/1/09 KGW:  HAAT Listener Environment 
Hardening Document Version 1.00 July 2009 is still in 
the TDP and has not been updated. I f it has been 
retired, please let us know.  While 4.0 Voting System 
Environment Hardening Document Version A.7 does 
contain the appropriate information, we now have 
contradictory procedures in our TDP. 


V1:6.4.1.e After initiation of 
election day testing, no source 
code or compilers or assemblers 
shall be resident or accessible. 


10/6/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.5, 
Chapter 2 HAAT 
Listener 
Environment 
Hardening, Security 
Settings on pages 
28 and 29 
 
01/06/10 - Please 
refer to the TDP 
Document List 


Accepted - 3/8/10 GA:  
TDP Document list 
delineates that this 
document is removed. 
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submitted on 
12/22/09.  On page 
2, the HAAT Listener 
Hardening document 
is identified as 
having been 
incorporated into the 
4.0 Voting System 
Environment 
Hardening 
document.  


1
2
0 


7/30/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Test step 2 


Security:  (IL Discrepancy #18) --Computer booted to 
BartPE contained on a CD drive.  Any user with access 
to the computer (via BIOS password set in step 160 in 
Rev A.0 of Hardening Guide) is capable of modifying 
the boot order and thus allowing the system to boot to 
CD thus bypassing any security settings made in the 
Windows OS on the hard drive.  This discrepancy also 
applies to the Linux -- HAAT Listener computer as it is 
also missing any documentation that would prevent 
booting to a Knoppix CD. 


V1:2.2.5.3 Further requirements 
must be applied to COTS 
operating systems to ensure 
completeness and integrity of audit 
data for election software ... First; 
authentication shall be configured 
on the local terminal (display 
screen and keyboard) and on all 
external connection devices 
(―network cards‖ and ―ports‖). This 
ensures that only authorized and 
identified users affect the system 
while election software is running. 


11/9/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening, version 
A.4, page 19 (step 
139) and page 31 
(step 29). 


TDP Accepted 3/31/2010 
CAC: Review of 4.0 
Voting System 
Environmental Hardening 
vA.12 
a) Section 1.1, step 123 
addresses Bios 
configuration for WinEDS 
Client and Server 
machines. 
b) Section 2.2, step 28 
addresses Bios 
configuration for HAAT 
Listener. 
 
Accept - 7/20/10 CAC: 
Environment Hardening 
A.16; tested per KW with 
2 levels of security (BIOS 
and Administrator 
passwords). 


1
2
1 


7/31/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Test step 2 


Security:  (IL Discrepancy #19) --The following 
vulnerabilities were observed (severity is CVSS) 
1. SSH version 1 enabled - Severity 4.0 Medium 
(10881) 
2. SSH X11 Forwarding session hijacking - Severity 6.2 
Medium (10882) 
3. SSL Weak Cipher Suites Supported - Severity 5.0 
Medium (10863) 
4. SSL Anonymous Cipher Suites Supported - Severity 
5.0 Medium 
5. JBoss EAP leaks information - Severity 5.0 Medium 
(24260) 
Item 3 is mitigated by the fact that the HAAT 
transmission is encrypted at the application level inside 
the SSL wrapper as determined by code review.  
Item 4 is mitigated by the fact that the HAAT100 Client 
Hello does not support anonymous cipher suites 
This test was performed after hardening to 'HAAT 
Listener Environment Hardening Document Version 


V1:6.4.2  Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs 
V1:6.5.4 Voting systems that use 
public telecommunications 
networks shall implement 
protections against external 
threats to which commercial 
products used in the system may 
be susceptible. 


10/6/09:  1. See the 
Voting System 4.0 
Environment 
Hardening, version 
A.5, page 29 (steps 
18, 21) 
2. See the Voting 
System 4.0 
Environment 
Hardening, version 
A.5, page 29 (steps 
18, 21) 
3. No action required 
4. No action required 
5. See the Voting 
System 4.0 
Environment 
Hardening, version 
A.5, page 30 (step 


[10-26-2009 KGW waiting 
for v.A05 doc] 
[11-11-2009 KGW 
awaiting testing] 
[7/1/2010 Closed KGW - 
Telephony Gen1 Wireless 
v.1 step 23] 
 
Accepted - 7/1/2010 
KGW 
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1.00 July 2009' 
[ref file Security%20Review/Archive/20090731-HL-
Pen.html] 
 
 


28) 


1
2
2 


8/4/09 S. 
Jakileti 


F Security Test - 
Edge2Plus 


Security (IL Discrepancy #22):  Edge2Plus: Modified 
the results in CAND_TOT.off file externally and 
inserted into WinEDS for tallying, WinEDS rejected it 
displaying an error message, "Invalid data infile 
"E:\Root\CAND_TOT.off crypto-checksum comparison 
failed."  This error is not logged.  
 
Rejected - 1/6/10 KGW:  Edge and Edge2Plus. Unable 
to find any log entry (4.0.152). 


V1: 2.2.2.1e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected. 


11/9/09:  Fixed in 
WinEDS 4.0.146 
Sequoia Defect 
7418 
 
3/20/10:  Add'l steps: 
Run the Event Log 
report by going to 
Reports, Election, 
Log Report. Select 
Cartridge Processing 
for the value and 
click OK. 


Accepted- 7/1/10 CAC: 
Security Review 
2.2.4.1.g: Error recorded 
in log for Cartridge 
Processing under 
Election->Log Report. 
WinEDS 4.0.170. 


1
2
3 


8/4/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Tests 


Security (IL Discrepancy #23):  Nessus penetration 
tests. (Internal network 10.1.1.x) found the following 
vulnerabilities. Severity is CVSS. Both 10.1.1.10 and 
10.1.1.20 were tested at the same time. ref: 20090804-
Seq-IL-1.side.html 
10.1.1.10 -- SQL Server (WinEDS Server) 
1) SQL Server remote code execution (Nessus ID 
10144 MS09-004) Severity 9.0 (High) 
2) SQL Server memory corruption (Nessus ID 35635 
MS08-040) Severity 9.0 (High) 
10.1.1.20 -- WinEDS Client 
3) RPC Request handling unspecified remote code 
execution (Nessus ID: 10287 MS08-067) Severity 10.0 
(Critical) 
4) Server service remote code execution (Nessus ID: 
10394 MS06-040) Severity 10.0 (Critical) 
5) SMB crash flaw (Nessus ID 22194 MS09-001) 
Severity 10.0 Critical 
6) Server service remote code execution (Nessus ID 
35362 MS06-035) Severity 7.5 (High) 
 
ref: 20090804-Seq-IL-2.side.html 
7) SQL Server privilege escalation (Nessus ID: 11011 
MS08-040) Severity 9.0 (High) see #2 
8) SQL Server arbitrary remote code execution 
(Nessus ID 34311 MS09-004) see #1 
 
ref: 20090804-Seq-IL-configuration.txt for configuration 


V1:6.2.2 Vendors shall provide a 
detailed description of all system 
access control measures designed 
to permit authorized access to the 
system and prevent unauthorized 
access. 
V2:6.4 The ITA shall design and 
perform test procedures that test 
the security capabilities of the 
voting system against the 
requirements defined in Volume I, 
Section 6. T 
V1:2.2.5.3 ...the system shall be 
configured to execute only 
intended and necessary processes 
during the execution of election 
software. 


11/9/09:  Refer to 
the 
WinEDS4_0_Install_
Gc v1.10, Chapter 
4.1.4 Installing 
Microsoft Updates, 
page 28 


Accepted - 6/29/2010 
KGW:  (these are all 
closed, new one found in 
WinETP see #410).  


1
2
4 


8/4/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Tests 


Security (IL Discrepancy #24):  Non-administrative user 
on WinEDS Workstation was able to  
1) execute arbitrary code; 
2) access, and delete arbitrary objects; 
with no notification in the Windows event log; 


V1:2.2.5.3: Second, operating 
system audit shall be enabled for 
all session openings and closings, 
for all connection openings and 
closings, for all process executions 


11/9/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.6, 
Chapter 1.2 WinEDS 


Accepted - 3/8/10 CAC: 
tested using Environment. 
Hardening A.10. 
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3) Disabling the windows event log on the WinEDS 
Workstation did not prevent WinEDS Client from 
executing; and 
4) Logon and logoff of users is not reported on the 
WinEDS Server Event Log (ref K. Swift IL-Aug10C) 


and terminations, and for the 
alteration or deletion of any 
memory or file object. This 
ensures the accuracy and 
completeness of election data 
stored on the system. It also 
ensures the existence of an audit 
record of any person or process 
altering or deleting system data or 
election data. 
Third, the system shall be 
configured to execute only 
intended and necessary processes 
during the execution of election 
software. The system shall also be 
configured to halt election software 
processes upon the termination of 
any critical system process (such 
as system audit) during the 
execution of election software 


Workstation Setup, 
page 19 


1
2
5 


8/3/09 K. 
Wilson 


F Security Test - 
Beginning of day 
testing 


Security (IL Discrepancy #27):  On the morning of 
August 3 (a Monday) the following message appeared 
on the WinEDS Server (#1003): Application log full. 
The application log appeared not to be logging any 
events after August 1.  When (as administrator) I 
attempted to view the Security log, the message 
"Security log is corrupted" appeared.  The system was 
running over the weekend because it is normal to leave 
a server running continuously and no vendor 
documentation states otherwise.  2 days is an 
insufficient length of time to maintain WinEDS and 
other logs because the systems may be tampered with 
for periods of time going back longer than 2 days.  The 
size of the log file (during system hardening) was 
decreased substantially from its windows default size 
during system hardening (from 16Gb to 2 Gb). The 
vendor hardening decreased the availability of the 
system, as shown by the fact that the system was 
inoperable on August 3 after running for 5 days after 
being hardened.  Cannot find any documentation 
instructing the jurisdictions to run WinEDS for less than 
5 days prior to an election (which would include all the 
activities of election definition, deployment and the 
election itself, or otherwise mitigate the probability of 
this observed system failure)  
8/6/2009 KGW -- This error recurred today on the 
WinEDS Workstation preventing the non-administrator 
user (WinEdsUser) from logging in without 
administrator action on the security log.  For purposes 
of completing testing for IL the security log size was set 
to 16Gb. 


V1: 2.2.1.a a. Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 
confidentiality, and accountability 
V1:2.2.4.1.g Record and report the 
date and time of normal and 
abnormal events; 


9/30/09:  Added 
steps to set the 
Event log size to the 
WinEDS Installation 
guide 1.10 
 
11-12-09, WinEDS 
Install Guide v 1.11: 
Added steps for 
Security and System 
to the Event Log 
size and a link to the 
Hardening 
Document which has 
additional detail on 
the settings to use 
for these logs. 


Rejected - 11/6/09 KGW:  
Both the Application log 
and Security log appear 
to have problems in the 
above reported 
discrepancy Therefore we 
are uncomfortable with 
modifying only the size of 
the Application log (as per 
the documentation rev 
1.10) when the Security 
log also exhibited 
problems (which in my 
experience with XP is 
often a result of the file 
being too small). 
 
Accepted - 11/24/09 
KGW:  Verified in v1.11.  
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1
2
6 


8/3/09 S. 
Jakileti 


F Security Test - 
400C 


Security (IL Discrepancy #28:  On the 400C, stopping 
the event log as an administrator and logging on as a 
WINETP user, still allows WINETP to run.  Use of the 
Windows Event log for security is documented in 400-
c_Functspec.doc Section 2.5.2.2 c. 


V1 2.2.5.3: The system shall also 
be configured to halt election 
software processes upon the 
termination of any critical system 
process (such as system audit) 
during the execution of election 
software 


11/9/09:  Fixed in 
WinETP 1.16.9. 
WinETP will refuse 
to run if the Windows 
event log isn't 
running. 


Accepted - 6/11/10 CAC:  
Verified in Gen3R step 8. 


1
2
7 


8/5/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Test 


Security (IL Discrepancy #29):  Logged in as non-
administrator (OS) on 400C/WinETP computer (normal 
400C operator).  Access to critical files in the 
ELECDATA folder was not prevented or logged.  A file 
was copied and the copy was modified, but no event 
log entry could be found. 


V1:2.2.5.3 (para 3) Second, 
operating system audit shall be 
enabled for all session openings 
and closings, for all connection 
openings and closings, for all 
process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object. 


11/9/09:  The 400-C 
hardening procedure 
prevents access to 
files and folders. 
See the 400-C 
hardening 
document. 


Accepted - 6/11/10 CAC:  
Verified in Gen3R step 
10. 


1
2
8 


8/5/09 K. 
Wilson 


F Security Test - 
Windows 
Configuration 
Test 


Security (IL Discrepancy #30):  Logged on as non-
administrator (OS) on WinEDS Workstation computer 
(normal WinEDS operator).  Multiple non-voting-
essential programs including Internet Explorer could be 
run. 


V1:2.2.5.3 (para 3) Third, the 
system shall be configured to 
execute only intended and 
necessary processes during the 
execution of election software.  


11/9/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.6, 
Chapter 1.2 WinEDS 
Workstation Setup, 
page 19. 


Accepted - 3/8/10 CAC:  
Tested using Env. 
Hardening A.10. 


1
2
9 


8/5/09 K. 
Wilson 


F Windows 
Configuration 
Test - WinEDS 
Workstation 


Security (IL Discrepancy #32:  Logged into windows as 
a non-administrator.  Able to run UsbExeRev.exe, an 
iBeta virus (worm) simulation program inserted into 
either the CD drive or into the USB drive. 


V1:2.2.5.3 Third, the system shall 
be configured to execute only 
intended and necessary processes 
during the execution of election 
software. 


11/9/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.6, 
Chapter 1.2 WinEDS 
Workstation Setup, 
page 19 


Accepted - 7/20/10 CAC: 
Non-administrator user is 
unable to directly access 
the CD or USB devices.  
If access is gained in 
another manner the non-
administrator user is 
restricted and cannot run 
the executable. 


1
3
0 


8/6/09 S. 
Jakileti 


F Security review: 
HAAT100/WinE
DS 


Security (IL Discrepancy #33:  Modified Edge2Plus 
results file CAND_TOT.OFF on the results cartridge, 
consolidated on HAAT100, and transmitted to WinEDS.  
WinEDS side tally process is showing, ―invalid 
cartridge version," but HAAT100 is showing 
transmission success. 


V1 5.2.7; d. Notify the user of the 
successful or unsuccessful 
completion of the data 
transmission;  
V1: 2.2.1f: If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of 
implementing this capability. 


12/7/09:  Entered 
into Sequoia internal 
defect tracking 
system.  TD #7415. 
9/30/09:  Fixed in 
v2.6.27; the machine 
will now check vote 
data hashes at 
startup and other 
critical points. This 
prevents 
transmission of 
corrupted data from 
taking place. 


Accepted - 7/20/10 CAC: 
Accept as per #131 
(cannot consolidate; 
therefore, cannot 
transmit). 


1
3
1 


8/6/09 S. 
Jakileti 


F HAAT100 Security (IL Discrepancy #36):  Modified data in 
CAND_TOT.OFF file on results cartridge.  
Consolidated on HAAT100, it is consolidated without 
any error.  There is an entry in the log with success. 


V1: 2.2.2.1d: Include control logic 
and data processing methods 
incorporating parity and check-
sums (or equivalent error detection 
and correction methods) to 


9/30/09:  Fixed. See 
resolution for #130. 


Accepted - 7/20/10 CAC: 
HAAT90 2.6.34; tested; 
during consolidation, the 
HAAT gave the error: 
"Edge cart tampered with" 
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demonstrate that the system has 
been designed for accuracy, and 


and then would not 
consolidate.  Audit log 
shows consolidation 
failure. 


1
3
2 


8/7/09 K. 
Wilson 


F HAAT Listener 
Security Test 


Security (IL Discrepancy #37:  HATT Listener does not 
have any antivirus installed. 


V1:6.4.2  Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs 
V1:6.5.4 Voting systems that use 
public telecommunications 
networks shall 


10/6/09:  Refer to 
WINEDS/HAAT 
Listener Installation 
Guide v 1.12; 
section 4.7 
ANTIVIRUS 
INSTALLATION on 
page 40. 


Accepted - 11/6/09 KGW:  
Verified in v1.12. 


1
3
3 


8/7/09 K. 
Wilson 


D  WinEDS/HAAT 
Listener 
SECURITY 
SPECIFICATIO
N DOCUMENT 
VERSION 1.03 
AUGUST 2007 
Section 5.4.1  


Security (IL Discrepancy #38:  WinEDS/HAAT Listener 
Security Specification Document Version 1.03 August 
2007 Section 5.4.1 appears to be out of date and 
incorrect.  Suse Linux Enterprise Edition 10 SP1 was 
installed and tested, not version 9.3. 


V1:6.2.1 The vendor shall specify 
the general features and 
capabilities of the access control 
policy recommended to provide 
effective voting system security. e) 
Protection abilities of a particular 
operating system; 
V1:6.5.4.2 Voting systems that use 
public telecommunications 
networks shall use protective 
software at the receiving-end of all 
communications paths to: a) 
Detect the presence of a threat in 
a transmission; Remove the threat 
from infected files/data; b) Prevent 
against storage of the threat 
anywhere on the receiving device; 
c) Provide the capability to confirm 
that no threats are stored in 
system memory and in connected 
storage media; and d) Provide 
data to the system audit log 
indicating the detection of a threat 
and the processing performed. 


9/30/09:  
Documented on 
08/2009 
page 5-7 of the 
HAAT Listener Sec 
Spec 1.06. 


Accepted - 11/6/09 KGW:  
Verified in HAAT Listener 
Security Specification 
v1.06. 


1
3
4 


8/7/09 K. 
Wilson 


F Security Review: 
COTS OS's 


Security(IL Discrepancy #39):  COTS operating 
systems for WinEDS Server, WinEDS Workstation, 
WinETP and HAAT Listener (which is connected to the 
internet), do not appear to have any COTS OS updates 
installed since July 2008.  The Linux server has SP1 
installed, but SP2 was released Jan 2009. 


V1:6.2.1.e Although the jurisdiction 
in which the voting system is 
operated is responsible for 
determining the access policies for 
each election, the vendor shall 
provide a description of 
recommended policies for: e) 
Protection abilities of a particular 
operating system;  
V1:6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 


The systems 
provided were 
current at the date of 
the initial application.  
As updates can 
interfere with 
functionality, we 
provide a base 
system.  Systems in 
the field for many 
customers cannot be 
updated, even with 
OS level security 
patches.  At any 


Accepted - 8/11/09 GA:   
VSS does not require that 
OS remain current, only 
that emerging threats are 
mitigated.  As the 
Sequoia Voting System is 
not a shared 
environment, the Sequoia 
explanation is accepted. 
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and logic bombs. Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status. 


point, systems will 
be "out of date" with 
latest updates 
provided from COTS 
manufacturers.   


1
3
5 


8/7/09 S. 
Jakileti 


D HAAT 
Listener,HAAT10
0 and WinEDS 


Security (IL Discrepancy #40):  No documentation for 
public and jurisdictional control boundaries exists. 
 
Rejected - 11/6/09 KGW:  WinEDS/HAAT Listener 
Security Specification Document Version 1.07 October 
2009 section 5.7 a) states "NO internet access."  This 
statement is imprecise.  While we recognize that 
current implementations of the HAAT100 system may 
not utilize a connection to "the internet" (whatever that 
is), the system being tested at iBeta does access the 
Internet (with a capital I).  So if the exact configuration 
that iBeta is testing is not a part of the certified system, 
then what exactly is iBeta testing that is a part of the 
certified system or allows what iBeta is testing to be a 
representation of the certified system? The EAC 
requirements deal with LANs and WANs (see V1:5.1). 
The HAAT90 and HAAT100 access a WAN and the 
WAN has a provider and subscribers.  The jurisdictions 
and iBeta are one of the subscribers. b) The important 
thing is that public-jurisdictional boundary of the WAN 
is defined.  Given that boundary, Sequoia must 
recommend procedures necessary to prevent the 
provider's maintenance personnel and subscribers 
from any "direct access to anything inside the 
jurisdictional boundary." 
 
Rejected - 2/10/10 KGW:  By review of v1.08 January 
2010, The statement "the providers are not granted 
access to the systems," can only be imposed by the 
jurisdiction, if the boundaries of the system are 
specified.  The physical and logical boundaries of the 
system are missing. 


V1: 5.2.6a:  Verify that the system 
documentation describes the 
public and jurisdictional control 
boundaries and that no public 
service providers or subscribers 
are given direct access to anything 
inside the jurisdictional boundary. 


10/6/09:  Refer to 
HAAT Listener 
Security Specs 
v1.07 section 5.7 
Communication on 
page 5-8. 
HAAT100 Security 
Spec v 1.03, added 
note to see the 
HAATListener 
Security Spec to 
page 3-3. 
 
1/19/10 - HAAT 
Listener Sec Spec 
v1.08 - added 
specific 
recommendations 
for use with the 
HAAT100 and HAAT 
90 as well as made 
the communication 
description more 
precise. 
 
3/29/10:  Sequoia 
reviewing to see if 
additional 
documentation is 
necessary. 
 
4/20/10: HAAT 
Listener Sec Spec 
v1.10 and HAAT 100 
Sec Spec v1.08, 
added section on 
boundaries. 


Partial accept - 4/29/2010 
KGW as below: 
a) HAAT100 Accepted ref 
HAAT 100 Sec Spec 
v1.08 
b) HAAT Listener 
Accepted ref Listener Sec 
Spec v1.10 
c) HAAT90 Rejected ref 
HAAT90 Sec Spec v2.09 
-- as in the 
HAAT100/Listener case, 
the telecom company 
generally supports the 
equipment right up to the 
jack in the wall, which is 
inside the physically 
protected boundary. 
Therefore, any telecom 
support personnel needs 
to be supervised when 
attending that side of the 
physical boundary, as it 
was discussed correctly 
for the Listener case. 
 
Accepted - 5/21/10 SJ: 
Updated documentation 
for HAAT90 in HAAT 
Listener Sec Spec v1.11. 


1
3
6 


8/10/09 S. 
Jakileti
/ K. 
Wilson 


D WINEDS Security Test --Sequoia needs to document how they 
are meeting the requirement for (RFI 2008-07) a) 
memory is zeroed out and b) if memory is not zeroed 
out then election officials are warned. Rejected c) 
production of a zero memory report to the audit log is 
not present. 
 
10/2/09 G. Audette:  RFI 2008-07 states that "The VSS 
Volume II 3.3.1.c2 should be applied so that any 


V1: 3.3.1 For testing voting 
functions defined in Volume I, 
Sections 2.4 and 2.5, the following 
procedures shall be performed 
during the functionality tests of 
voting equipment and precinct 
counting equipment. 
Obtain "zero" printout or other 
evidence that data memory has 


This RFI does not 
apply to WinEDS as 
it is not a vote 
counting device 
 
11/16/09: Entered 
into Sequoia internal 
defect tracking 
system.  TD #7228 


Accepted - 8/24/10 GA:  
The updates to both 
documents (WinEDS 
System Ops v1.28 and 
WinEDS Software Spec 
v1.19) contain the detail 
provided in the 
communication and for 
test case design. 
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system component (including central count) which 
stores votes or consolidate results must provide a 
visual (screen) warning to the election officials if 
memory locations (including data on disk) contain 
votes or consolidate results as part of the readiness 
check of the system before counting results."  This RFI 
does apply to WinEDS. 


Rejected 6/11/2010 KGW - as per memo of 6/11/2010 
there is still insufficient documentation to write test 
case. 
 
Rejected - 7/2/2010 KGW:  per WinEDS System 
Operations Procedures Release 4.0 Document Version 
1.23 -- The information iBeta needs is technical 
information guiding us to validate how a) memory is 
zeroed out and b) if memory is found to not be zeroed 
out then election officials are warned and c) where 
iBeta can find a zero memory report in the audit log 
when tallying has commenced in WinEDS. Still not 
finding any of this information in the cited document. 
Items a) and b) are likely too technical to appear in an 
Ops manual, although c) probably would.  
 


Rejected - 7/20/2010 KGW:  the information in WinEDS 
System Operations Procedures Release 4.0 Document 
Version 1.27 is adequate from a functional perspective. 
However the detail contained in the email concerning 
the activities of the code to validate a zero count have 
not been found in the TDP. (ref email from Eric Coomer 
on 7/8/2010 and document "WinEDS Readiness 
Check.doc") 


Reject 08/20/10 DV: 


The vendor response refers to WinEDS SW Specs v. 
1.19 which iBeta has not received.  Unable to review 
discrepancy until the new document version is 
submitted. 


been cleared;  
12/7/09:  Fixed in 
build 4.0.153:  When 
starting tally in a tally 
mode for the first 
time the system will 
run a readiness 
check.  If there is no 
existing tally in that 
mode, the 
application displays 
an informational 
message and the 
user can stop tally 
from starting in order 
to produce a zero 
report.  If the check 
fails (i.e. tally data is 
present for that 
mode) then the 
system will display a 
warning message to 
that affect and keep 
tally from being 
started. 
 
12/17/09: 
Documentation 
updated to reflect 
additional 
functionality and 
error message. 
 
06/25/10: Updated 
Section 7.3 in 
WinEDS manual and 
Help to describe 
functionality 
 
7/8/10: updated 
description of 
readiness check 
provided to iBeta. 


1
3
7 


8/6/09 K. 
Wilson 


F Security Test -  Security Test --Disabled the Windows event log on the 
Windows 2003 Server (WinEDS Server).  Attempted to 
run Database Setup application.  Application ran past 
the login screen. 


V1:2.2.5.3 operating system audit 
shall be enabled for all session 
openings and closings, for all 
connection openings and closings, 
for all process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object ... and ... the system shall 


11/9/09:  Fixed in 
WinEDS 4.0.149 
and above -- 
Database setup will 
refuse to run if the 
Windows event log 
is not running. 


Accepted, 05/19/2010, 
DV & KS: 
Reviewed and verified 
(WinEDS & Database 
Setup 4.0.170) when the 
Windows Event Log is 
disabled, Database Setup 
returns a message stating 
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be configured to execute only 
intended and necessary processes 
during the execution of election 
software. The system shall also be 
configured to halt election software 
processes upon the termination of 
any critical system process (such 
as system audit) during the 
execution of election software. 


the application requires 
the Windows Event Log 
be running. 


1
3
8 


8/3/09 K. 
Wilson 


F Telephony Test Security Test--The HAAT100 consolidated and 
transmitted results from the Edge2Plus with the polls 
not closed.  Further votes were made on the 
Edge2Plus cartridge for later consolidation and 
transmission.  Therefore the HAAT100 & HAAT90 must 
satisfy V1:6.5.3.a and V1:6.5.3.b. a) The HAAT100 and 
HAAT90 do not produce a testable output which shows 
that the encryption algorithm in use validated for use by 
an agency of the federal government (HAAT100 
Security Specification 1.01 Jun 2008 states Rijndael. 
Rijndael is a superset of AES). b) The HAAT90 and 
HAAT100 do not have an IDS. 
[Clarification sent by email on 10-22-2009 GA/KGW] 
[Closed as per test review test step 2.2.1.f Edge2 and 
Edge2Plus KGW 12/21/2009]. 


V1:6.5.3 Voting systems that use 
telecommunications as defined in 
Section 5 to communicate 
between system components and 
locations before the poll site is 
officially closed shall: 
a. Implement an encryption 
standard currently documented 
and validated for use by an agency 
of the U.S. Federal Government; 
and 
b. Provide a means to detect the 
presence of an intrusive process, 
such as an Intrusion Detection 
System. 
V1:2.2.1.f f. If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of 
implementing this capability. 


11/9/09:  Internal 
defect 7517 
Fixed in Build: 
2.6.29 


Accepted - 12/21/09 
KGW:  
Closed as per test review 
test step 2.2.1.f Edge2 
and Edge2Plus. 


1
3
9 


9/9/09 K. 
Wilson 


F Security Test - 
HAAT Listener 


Security Test -- a) As the root user, an attempt was 
made to examine the authorization log at 
/var/log/auth.log; however auth.log does not exist. 
Need this file or further guidance in the TDP as to what 
file(s) is being used to satisfy the requirement. 
 
Also, login attempts (session openings) appear in 
'wtmp;' however, logoffs (session closings) do not 
appear. 
 
Reject - 7/20/10 CAC:  Env Harden A.16, Chap 2.2, 
item 13: further TDP guidance is still needed to satisfy 
the requirement.  The above issues still exist. Also see 
#147 below. 
 
8/9/10 CAC: Reject: Env Harden A.18, Chap 2.2, 
item13: no changes from A.16. 
 
Rejected 8/27/2010:  Unable to find the log for 
detection of process executions (running vi editor) on 
HAAT Listener. 


V1:2.2.5.3 operating system audit 
shall be enabled for all session 
openings and closings, for all 
connection openings and closings, 
for all process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object. 
V1: 6.2.1.2.a:  Voting system 
vendors shall:  a. Identify each 
person to whom access is granted, 
and the specific functions and data 
to which each person holds 
authorized access; 


10/6/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.5, 
Chapter 2 
HAATListener 
Environment 
Hardening, item 13 
on page 28. 
 
8/11/10 Made 
changes to 
Hardening document 
added step to Audit 
Log Polices, for the 
HAAT Listener 
Hardening section.  
Version A20. 
 
8/31/10 Hardening 
Document Chapter 2 
section 2.2 number 


Rejected 8/27/2010 SJ 
and CAC 
 
Partially Accepted - 
8/31/10 KGW:  Tested 
per the Vendor 
Response.  Need to verify 
that the A.22 of the 
Hardening Document is 
updated. 
 
Accepted - 9/2/10 CAC: 
Env Hardening A.22, 
Chap 2.2, step 10 cont. 
numbering updated. 
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10 and 11 cont. 
(numbering is off) 
address the settings 
and instructions to 
review the server 
logs. 


 
 
 


 


1
4
0 


9/9/09 K. 
Wilson 


D Telephony Test Security Review -- HAAT listener documentation does 
not describe the ports necessary to fulfill the 
HAAT100/HAAT Listener transmission in cases when 
the jurisdiction will provide their own firewall. 


V1:6.2.1.1 Although the jurisdiction 
in which the voting system is 
operated is responsible for 
determining the access policies 
applying to each election, the 
vendor shall provide a description 
of recommended policies for: c. 
Communications; 
V1:6.2.2 Vendors shall provide a 
detailed description of all system 
access control measures designed 
to permit authorized access to the 
system and prevent unauthorized 
access 
V1:6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs. Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status 
V1:6.5.4.2 Voting systems that use 
public telecommunications 
networks shall use protective 
software at the receiving-end of all 
communications paths to: ...b. 
Remove the threat from infected 
files/data; 


10/6/09:  Refer to 
WinEDS/HAAT 
Listener Security 
Specs v1.06 section 
2.5 on page 2-6. 
 


Accepted - 11/6/09 KGW:  
Verified by review of 
v1.06. 


1
4
1 


8/5/09 K. 
Wilson 


D Sequoia Voting 
Systems 
Haat100 
Operations & 
Maintenance 
Manual 
Document 
Version 1.01 
June 2008 


Section 1.1.3.1 and elsewhere describes 2 modes of 
operation of the HAAT100 - Full Election Mode Support 
and Full Election Mode Support without Open/Close 
status.  By examination of the IL configuration files we 
found the entry indicating that the IL test was done in 
"without Open/Close status" We are unable to find any 
documentation as to how the election is set into the 
other mode. We are also unable to find any 
documentation as to how the transmission of the 
HAAT100 and HAAT90 prior to the close of the polls is 
impacted by this setting. 
 
Rejected - 12/1/2009 KGW:  delivery of a data 
dictionary does not satisfy the requirement or the 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/6/09:  See HAAT 
Data Dictionary v1.0, 
section 2.1.10 Card 
Activator, on page 
25. 
 
11/10/09: The Data 
Dictionary is a 
separate document 
and was included in 
the 10/16 
submission. 
 
01/18/10 - updated 


Accepted - 2/5/2010 
CAC:  Functional Spec 
doc, section 1.1.3.3 for 
the HAAT 100 (v1.03), 90 
(v2.03), 80 (v2.04), and 
50 (v1.04) gives 
information on setting the 
operation mode. 
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discrepancy which is asking "how the election is set 
into the other mode.‖  A procedure is expected. 


the Functional Spec 
doc for the HAAT 
100 (v1.03), 90 
(v2.03), 80 (v2.04), 
and 50 (v1.04) to 
include more 
information on the 
Operation States 
and their use. 


1
4
2 


9/9/09 C. 
Cvetez
ar 


D WinEDS 
Environment 
Hardening, 
Release 4.0, 
Document 
Version A.0, July 
2009, Section 
1.1, Items: 56, 
73, 93, 108 


Item 56:  Step title reads: Disable Network Access: 
Remotely Accessible Registry Paths; however, step 1 
reads: Control Panel >> Administrator Tools >> Local 
Security Policy >> Local Policies >> 
Security options >> Network Access:  Named Pipes 
That can be Accessed Anonymously. 
 
Item 73: Step title reads:  Enable System Objects: 
Strengthen Default Permissions of Internal System 
Objects; however, step 1 reads: Control Panel >> 
Administrator Tools >> Local Security Policy >> Local 
Policies >> 
Security options >> System Objects: Require Case 
Insensitivity for Non-Windows subsystems. 
 
Item 93:  There is no documented value to give the 
added RefuseReset key. 
Item 108: Step 1 reads: Create Pagefile; however, the 
menus choice is: Create a Pagefile (missing the "a"). 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


9/30/09:  done 
Environment 
Hardening doc 
 
56 - page 9 
73 - page 11 
93 - Page 12 
108 - page 14 
 
11/10/09: Document 
included in the 
11/2/09 submission. 


Accepted - 11/17/09 
CAC:  vA.7, October 2009 
doc now reflects changes; 
however, the following 
item numbers have 
changed:  
73 is now 70, 93 is now 
92 and 108 is now 100.  
This raised the question 
of the state of our current 
testing hardware 
hardening and the 
systems had to be re-
installed in order to 
conform to the TDP 
update (this is recorded in 
the PCA Configuration as 
well as in the Sequoia 
Equipment Configuration 
Log). 


1
4
3 


9/10/20
09 


K. 
Mathis/
K. 
Wilson 


F WinEDS 4.0.141 Security (IL Discrepancy #34):  Only the system 
administrator is able to create Insight Plus cartridges 
using the MPR.  Non-administrator users will see an 
"Unable to Initialize Memory Pack Reader (MPR)" 
message when attempting to create a cartridge. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 
V1 6.2.2a :Use of data and user 
authorization 


11/9/09:  Cannot 
duplicate. Further 
investigation 
needed. 


Accepted - 12/28/09 GA:  
Retested in General 01 
successfully. 


1
4
4 


8/6/09 K. 
Swift/ 
K. 
Wilson 


F WinEDS 4.0.141 Security (IL Security Test):  A new User was not 
prompted to change password after setup by Admin.  If 
the Admin knows everyone else's password then the 
admin can impersonate any other user on the system. 
Furthermore the "WinEDS System Operations 
Procedures Release 4.0 Document Version 1.10 June 
2009" states that password must be changed. 


V1:6.2.1.2 Voting system vendors 
shall: a. Identify each person to 
whom access is granted, and the 
specific functions and data to 
which each person holds 
authorized access. 


11/9/09:  TD #7535 
 
11/16/09:  Fixed in 
build 4.0.150.  User 
receives change 
password prompt 
upon initial login 
 
11/10/09: Removed 
the wording that 
indicated that users 
MUST change their 
password.  Now it 
reads: ―After logging 
into WinEDS, the 
user is authenticated 
and their activities 


Partial Accept - 12/31/09 
KAS:  Verified WinEDS 
SOP v.1.15, dated Dec 
2009; Section 4.1 
contains vendor stated 
change. 
 
Partial Accept - 4/2/2010 
CAC:  WinEDS 4.0 Sys 
Ops Procs v 1.20, sec 
4.1.2. Must test WinEDS. 
 
Accepted - 06/22/10 
DEV/KAS: 
Reviewed and verified in 
GEN1 S1 after a new 
user is established by 
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are then restricted to 
only the tasks and 
areas defined by 
their role.‖ 
 
3/23/10:  WinEDS 
4.0 Sys Ops Procs v 
1.20 - Revised the 
wording in section 
4.1.2 to identify that 
users must change 
their password at 
first login. 


Admin, the new user is 
prompted to change their 
password at initial login. 


1
4
5 


8/10/09 D. 
Valdez 


D Sequoia Voting 
Systems 
EDGE2plus 
Model 300 
Operators 
Manual 
Document 
version 3.05, 
August 2008  


Appendix M states the barcode contains the entire 
vote's information including the selections made; 
however, it does not describe how to interpret the 
voter‘s selections unless the selections are write-ins.  If 
the vote selection is listed by SWID (candidate system 
wide ID), there is not sufficient information to determine 
how the SWID correlates to a candidate name.  
 
Reject - 09/30/09DV:  Reject:  
The sample report referenced on pg L-2 of the 
EDGE2Plus Ops Manual does not provide any 
information on how the SWID correlates to a candidate 
name when scanning a barcode. 


VII: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


9/30/09:  page L-2 of 
the E2pOps Manu 
3.08 dated 9/2009. 
 
11/9/09:  Disc 145 
Revised document, 
Edge2plus 
Operator's Manual 
v3.09, now dated 
11/2009. 


Accepted - 11/19/09 DEV:  
Verified Appendix L, 
section L.8, of the 
Edge2Plus Model 300 
Operators Manual 
Version 3.08, provides 
instructions to generate a 
ballot definition report 
which provides the 
SWIDs and 
corresponding candidate 
names. 


1
4
6 


8/10/09 K. 
Swift/K
. 
Wilson 


D MPR Security 
Specification, 
Rel 3.00, Doc 
Ver 1.02 
February 2008 


Security (IL Discrepancy #5:  Section 5.2.2 refers the 
reader to "MPR Operators Manual: Manufacturer‘s 
Recommended Security Procedures:  Protection 
Against Malicious Software for During Vote Tally 
Process." There is not an associated section in the 
OpsMan that discusses malicious software protection. 


V1: 6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs.  Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status. 


MPR_Security.pdf v. 
1.04 submitted to 
iBeta on 8/10/09. 


Accepted - 08/11/09 DEV: 
Verified section 5.2.2 of 
the Memory Pack 
Receiver for Optech 
Insight/Eagle Security 
Specification Release 
3.00, Document Version 
1.04 includes a 
description of the 
vendor's policy to protect 
against malicious 
software. 


1
4
7 


5/7/09 D. 
Valdez
/K. 
Wilson 


F Security Test - 
HAAT Listener 


Security (IL Discrepancy #26):  Steps were executed to 
verify if the system log contains entries for process 
execution.  While logged in as the root user, we used 
mkdir, vi, rm and could not find any events in any of the 
files in /var/log. 
 
7/20/10 CAC: Reject: Env Harden A.16, Chap 2.2, item 
13:  events library is installed and started; all stated 
commands of lastcomm, ac -p, last and history do not 
give "alteration or deletion of any memory or file 
object," but only list the command executed, user and 
timestamp (it does not give the file object).  Sample 


V1: 2.2.4.1.i:  Detect and record 
every event, including the 
occurrence of an error condition 
that the system cannot overcome, 
and time-dependent or 
programmed events that occur 
without the intervention of the 
voter or a polling place operator.  
 
V1: 2.2.5.3: Further requirements 
must be applied to COTS 
operating systems to ensure 


10/6/09:  Refer to 
the Voting System 
4.0 Environment 
Hardening vA.5, 
Chapter 2 
HAATListener 
Environment 
Hardening, item 13 
on page 28. 
 
8/11/10 Made 
changes to 
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command output files are available upon request.  
 
8/9/10 CAC: Reject: Env Harden A.18, Chap 2.2, 
item13: no changes from A.16. 
 
8/23/10 CAC: Reject: Env Harden A.20 step 11: 
a) After step "2. Select package audit >> Accept", the 
system prompts: "Insert SUSE Linux Enterprise Server 
10 SP1 CD1".  This is not documented. 
b) Step "3. Install more packages? >> No Activating 
service in every boot", the system actually displays 
"Install or Remove more packages?" with "Yes" and 
"No" choices and nothing pertaining to activating 
service in every boot. 


completeness and integrity of audit 
data for election software. These 
operating systems are capable of 
executing multiple application 
programs simultaneously. These 
systems include both servers and 
workstations (or ―PCs‖), including 
the many varieties of UNIX and 
Linux... 


Hardening document 
added step to Audit 
Log Polices, for the 
HAAT Listener 
Hardening section.  
Version A20. 


1
4
8 


8/4/09 S. 
Jakileti 


D EDGE5-
1_FunctSpec_v1
-
04_20080311.do
c 


 Documentation is not addressing what operating 
system the Edge2 firmware is running on and it is not 
addressing the COTS general purpose computer 
system requirements. 


V2:2.2.1e: System Description. 
Identification of all COTS hardware 
and software products and 
communications services used in 
the development and/or operation 
of the voting system, identifying 
the name, vendor and version 
used for each such component, 
including: 
1) Operating systems; 
V.2: 2.3.a The vendor shall 
organize the presentation of 
required capabilities in a manner 
that corresponds to the structure 
and sequence of functional 
capabilities indicated in Volume 1 
Section 2.... 


10/6/09:  Added 
references to the 
System Overview 
document from the 
EDGE Functional 
Spec.1.07 
Page 2-8 and 2-11. 
 
Added a blurb to 
section 2.5 
Operational 
Environment to the 
Edge System 
Overview NOT the 
Functional Spec. 
 
Page 2-18 or 19, 
EDGE Sys Over 
1.08 


Accepted - 10/26/09 SJ: 
Updated documentation 
with the operating system 
information in "AVC Edge 
System Overview 5.2 
ver1.08." 


1
4
9 


8/10/09 S. 
Jakileti 


D EDGE5-
1_Security_Sep2
007 


Documentation is not addressing security kernels, 
computer password keys and special protocols. 


V1:6.2.2: Access Control 
Measures 
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access. 


9/30/09:  Added 
verbiage to Sec 
Spec 1.06 page 3-5. 


Accepted - 10/26/09 SJ: 
Updated documentation 
with access controls in 
AVC Edge Security 
Specification 5.2 v1.06. 


1
5
0 


8/10/09 K. 
Wilson 


D Haat100 
Security 
Specification 
Document 
Version 1.01 
June 2008  
Haat90 Security 
Specification 
Document 
Version 2.02 


Cannot find any documentation for the requirement VII: 
6.4.2 for the HAAT100, HAAT90, and RAS.  The 
HAAT100 is connected to the wireless provider by 
wireless modem and to the internet by the provider. 
The HAAT90 connects to the public communications 
POTS system by modem. 


VII: 6.4.2 (para 2): For systems 
that use public communications 
networks the ITA shall also review 
the vendor‘s documented 
procedures for maintaining 
protection against newly 
discovered external threats to the 
telecommunications network. This 
review shall assess the adequacy 
of such procedures in terms of: a. 


10/6/09:  Refer to:  
HAAT90_FunctSpec 
- section 2.1.3  
HAAT100_FunctSpe
c - section 2.11 
Listener Security 
Spec - Section 7. 


Accepted - 11/6/09 KGW: 
This information was 
actually found in sec 5.4 
of the Listener Security 
Spec., and not so much in 
the other sections as 
described here. 
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June 2008  Identification of new threats and 
their impact; b. Development or 
acquisition of effective 
countermeasures; 
c. System testing to ensure the 
effectiveness of the 
countermeasures; d. Notification of 
client jurisdictions that use the 
system of the threat and the 
actions that should be taken; e. 
Distribution of new system 
releases or updates to current 
system users; and  f. Confirmation 
of proper installation of new 
system releases. 


1
5
1 


8/10/09 K. 
Wilson 


D WinEDS/HAAT 
Listener  
Security 
Specification 
Document 
Version 1.03 
August 2007 
HAATt100 
Security 
Specification 
Document 
Version 1.01 
June 2008  
HAAT90 
Security 
Specification 
Document 
Version 2.02 
June 2008  


The documents describe the use of AES at the 
application layer to protect against unauthorized 
disclosure of the vote count data transmitted between 
the HAAT90, HAAT100, and the HAAT Listener.  The 
document does not describe or refer to how the AES 
key is shared between the HAAT devices and the 
HAAT Listener or what precautions the jurisdictions 
need to take during this process. 
 
Rejected - 11-6-2009 KGW:  as specified in section 2.2 
of the Listener Security Spec, this key is confidential. 
As a result specific procedural protections must be 
outlined in terms of existing copies of the key during 
periods of a) generation of the key, b) transport of the 
key to the HAAT Listener, c) transport of the key to 
WinEDS (if applicable), d) transport of the cartridges 
and PCMCIA cards from WinEDS to the HAATs during 
election preparation, e) destruction of the key on 
transport devices following any transport, and possibly 
f) secure escrow of this key as applicable if it is being 
used to encrypt data at rest that might be subject to the 
22 month retention period. 
While the AES key is of particular interest, the private 
key of the asymmetric key-pair should be likewise 
treated between the time of its creation and its 
transport to the HAAT Listener. 


V1:2.2.10 For all voting systems 
that use telecommunications for 
the transmission of data during 
pre-voting, voting or post-voting 
activities, capabilities shall be 
provided that ensure data are 
transmitted with no alteration or 
unauthorized disclosure during 
transmission.   


10/6/09:  
WinEDS/HAAT 
Listener Security 
Specification:  
see Listener 
Security Spec v1.07 
section 2.2 on page 
2-5 
 
HAAT100 Security 
Specification:  
see HAAT100 Sec 
Spec v 1.03 added a 
line to refer to the 
HAATListener Sec 
Spec to page 3-3 
 
HAAT90 Security 
Specification:  
see HAAT90Sec 
Spec v 2.04, added 
a line to refer to the 
HAATListener Sec 
Spec to page 3-3 
 
Refer to Listener 
System Overview 
v1.08 section 2.5, 
Theory of Operation 
on page 2-3. 
 
4/20/10: HAAT 
Listener Security 
Spec v 1.10, HAAT 
100 Sec Spec v 
1.08, and HAAT 90 


Accepted - 6/2/10 KGW: 
Accepted by review of 
HAAT Listener Sec Spec 
v.1.11, HAAT 100 Sec 
Spec v1.10, HAAT 90 
Sec Spec v2.12. 
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Sec Spec v2.09, 
added sections on 
cartridge security 
and transportation 
and storage 


1
5
2 


8/10/09 D. 
Valdez 


F WinEDS v. 
4.0.146, 
Configuration 
Options: User 
Select Audio 
Language 


This option does not appear on the Machine Type 
Maintenance window under Configuration>System 
Setup for the Edge 2; however the option does appear 
in the documentation. 


V1: 2.3.4.1.d 
d. Verify that hardware and 
software function correctly 


11/16/09:  Removed 
the User select 
Audio Language 
Machine 
Configuration option. 
Documents affected: 
WinEDS 4.0 Sys 
Ops Proc v 1.14, 
RCV Functional 
Spec v 1.13, 
WinEDS 4.0 SW 
Spec 1.14, WinEDS 
online Help, and 
Edge Ops Manual. 


Accepted - 01/07/10, 
DEV:  Verified WinEDS 
System Operations 
Procedures Release 4.0 
Doc v 1.15, 12/09; RCV 
Functional Specification 
Release 4.0 Document v 
1.4, 12/09; AVC Edge 
Operators Manual 5.2 
Doc v 1.10, 12/09; and 
WinEDS online help that 
the User Select Audio 
Language option has 
been removed. 


1
5
3 


8/11/09 D. 
Valdez 


F WinEDS v. 
4.0.146, Election 
Reporting 


The Default Option Assignment Report does not return 
data when run at various times when creating election 
data and profile. 
 
Reject - 09/30/2009 DV:  
The WinEDS System Operations Procedures 
document v 1.11 does not indicate the Default Option 
Assignment Report is an Advantage report. 
 
Reject -11/19/09 DV:  
Unable to verify, per vendor's response, as WinEDS 
4.0 Sample Reports v 1.05, has not been received. 


V1: 2.3.4.1.d 
d. Verify that hardware and 
software function correctly 


9/30/09: The Default 
Option Assignment 
Report is an 
Advantage report.  
We are not certifying 
the Advantage, thus 
there is no 
Advantage data to 
display.  
Works as expected. 
 
11/16/09:  WinEDS 
4.0 Sample Reports 
v 1.05 - Added a 
note to the Default 
Option Assignment 
Report in section 
C.1 


Accepted - 2/5/10 CAC: 
WinEDS Sample Reports 
v1.06, Jan 2010, section 
C.1. 


1
5
4 


8/11/09 D. 
Valdez 


F WinEDS v. 
4.0.146, Election 
Setup>Election 
Day>Validation 
Tab 


Warning received upon validation, "One contest does 
not have any candidates."  When the details were 
viewed, the error referred to the special contest 
automatically created for the Selective Primary.  No 
functionality or documentation exists to resolve error. 


V1: 2.3.4.1.d 
d. Verify that hardware and 
software function correctly 


9/30/09:  Entered as 
a defect - defect has 
been corrected. 
 
11/30/09:  The 
warning is valid 
showing that the 
straight party contest 
does not have 
candidates (parties) 
assigned.  They are 
created during ballot 
generation. 


Accepted - 2/15/10 CAC: 
(related to #260) WinEDS 
4.0 System Operations 
Procedures v1.18, section 
6.3.2 addresses the issue 
of new contest added 
after ballot styles have 
been generated. 


1 8/11/09 K. D WinEDS/HAAT In particular the WinEDS/HAAT Listener Security V1:6.5.4.2 Voting systems that use 10/6/09:  Refer to Partial Accept - 10/26/09 
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5
5 


Wilson Listener Security 
Specification 
Document 
Version 1.03 
August 2007 


Specification Document Version 1.03 August 2007 
does not (especially in section 5.3.2) specify the Name, 
vendor and version of the IDS recommended or used 
by the HAAT Listener (especially for the HAAT100 
implementation), or the RAS (especially for the 
HAAT90 implementation).  IL#31 incorporated into this 
discrepancy.  Furthermore there is no documentation 
and no corresponding installed software was found to 
meet requirements d and e. 
 
Reject 11-6-2009 KGW: a) Section 5.3.2.3 of the HAAT 
Listener Sec Spec is being used to meet requirement 
d. In order to do so either a baseline needs to appear 
in this TDP or the jurisdiction needs to be instructed to 
take the baseline immediately after installation and 
execution of the appropriate processes. 


public telecommunications 
networks shall use protective 
software at the receiving-end of all 
communications paths to: a. 
Detect the presence of a threat in 
a transmission; b. Remove the 
threat from infected files/data; 
c. Prevent against storage of the 
threat anywhere on the receiving 
device; d. Provide the capability to 
confirm that no threats are stored 
in system memory and in 
connected storage media; and e. 
Provide data to the system audit 
log indicating the detection of a 
threat and the processing 
performed. Vendors shall use 
multiple forms of protective 
software as needed to provide 
capabilities for the full range of 
products used by the voting 
system. 


the HAATListener 
Sec Spec - Section 
5.3.2 
 
Refer to Appendix L 
of the 
Edge2Plus_OpMan.
v3.08 
 
5/13/10: HAAT 
Listener Sec Spec v 
1.11 includes an 
Antivirus Software to 
prevent any threat in 
the server and/or 
transmission 
process. 


KGW:  Appendix L of E2P 
Operators Manual 
addresses the format of a 
printed barcode and is not 
relevant to this 
discrepancy. Still awaiting 
delivery of newer HAAT 
Listener Sec. Spec. 
 
Accepted - 5/21/10 SJ:  
Updated documentation 
in WinEDS/HAAT 
Listener Security 
Specification, 
version1.11. 


1
5
6 


9/14/09 K. 
Wilson 


D WinEDS 
(Windows 
Election 
Database 
System) Security 
Specification 
Release 4.0 
Document 
Version 1.04 
June 2009 


Section 6.9 paragraph 1 is written as a 
recommendation and does not define the precise 
system certified by the EAC.  Paragraph 2 allows the 
jurisdiction to share their environment thus requiring full 
documentation of how a jurisdiction might satisfy 
V1:6.5.5.a-d by performing a "full security analysis to 
ensure that an adequate level of system security 
exists."  The latter statement would require that the 
jurisdiction know details of the system not disclosed 
elsewhere in the documentation because the 
requirement is marked N/A. 


V1:6.5.5 Ballot recording and vote 
counting can be performed in 
either a dedicated or non-
dedicated environment. If ballot 
recording and vote counting 
operations are performed in an 
environment that is shared with 
other data processing functions, 
both hardware and software 
features shall be present to protect 
the integrity of vote counting and 
of vote data. Systems that use a 
shared operating environment 
shall: ... 


9/30/09:  Updated 
page 6-5 of WinEDS 
Sec Spec. 


Accepted: 10/26/2009 SJ: 
Updated documentation 
with certified system in 
WinEDS Security 
Specification Release 4.0 
ver1.07. 


1
5
7 


9/14/09 K. 
Wilson 


D WinEDS 
(Windows 
Election 
Database 
System) Security 
Specification 
Release 4.0 
Document 
Version 1.04 
June 2009 


Section 6.5 addresses incomplete election returns but 
does not explain how the system implements the 
capability to provide incomplete election returns only if 
that access for these purposes is authorized by the 
statutes and regulations of the using agency. (i.e. how 
is the capability turned on and off). 
 


V1:6.5.6.a If the voting system 
provides access to incomplete 
election returns and interactive 
inquiries before the completion of 
the official count, the system shall: 
a. For equipment that operates in 
a central counting environment, be 
designed to provide external 
access to incomplete election 
returns only if that access for these 
purposes is authorized by the 
statutes and regulations of the 
using agency. This requirement 
applies as well to polling place 
equipment that contains a 


11/12/09:  WinEDS 
Sec Spec v 1.08:  
Updated the 
document to reflect 
that WinEDS does 
not allow access to 
incomplete election 
returns. 


Accepted - 1/4/10 KGW:   
Closed by review of 
v.1.09. 
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removable memory module, or that 
may be removed in its entirety to a 
central place for the consolidation 
of polling place returns. 


1
5
8 


9/14/09 K. 
Wilson 


D Security Test Cannot find any documentation that provides 
procedures for confirmation of proper installation of 
new system releases.  In particular the 
telecommunications systems such as the HAAT100, 
HAAT90, and RAS. 


V2:6.4.2.f. Confirmation of proper 
installation of new system 
releases.  


10/20/09:  Refer to 
"HAAT AND IMPR 
(Firmware Upgrade 
Process)" and 
"SUSE_RAS_Install
ation" documents. 


Accepted - 10/26/09 SJ: 
This discrepancy is 
similar to #150, closing 
this discrepancy here and 
rolling it to #150. 


1
5
9 


9/14/09 K. 
Wilson 


D EDGE2plus 
Model 300 
Operators 
Manual 


Appendix M Section M.6 
A) Section states that the hash is calculated over all 
records except the ENDVOTER record.  Analysis of the 
source code shows that the M.1 HEADER record is 
also not hashed. B) The statement "Using the 
EEPROM machine seed as the encryption key" is 
incorrect and imprecise.  The algorithm used is not 
FIPS-198 (although it does use SHA1) and therefore 
not publicly known.  iBeta believes that since this hash 
is on a printed record, it is being used for data 
verification and not data authentication.  Therefore, the 
jurisdiction should have the opportunity to calculate it if 
desired to verify the correctness of the scanned 
encoding.  The jurisdiction cannot do that unless the 
encryption key is made public.  Even if the "key" is not 
disclosed, the exact nature of the algorithm must be.  If 
the iBeta interpretation is incorrect then the 
documentation needs to clearly state the purpose of 
the ENDVOTER record. 


EAC-RFI 2008-08: An Automatic 
Bar Code Reader is considered 
part of voting system based on the 
definition of a voting system. 
Specifically, the Automatic Bar 
Code Reader ―supports‖ the 
system and is used to produce 
audit trail information, therefore it 
must be included as part of the 
testing of a voting system. 


12/05/09:  Added 
more information 
and revised the 
information in the 
E2P Ops Man v3.10 
in Appendix L on the 
SHA and CRC. 


Accepted - 1/4/10 KGW:   
Closed by review of 
v3.10. 


1
6
0 


9/16/09 K. 
Wilson 


D VeriVote Printer 
Operators 
Manual 


Appendix E 
The statement "Using the EEPROM machine seed as 
the encryption key" is incorrect and imprecise. The 
algorithm used is not FIPS-198 (although it does use 
SHA1) and therefore not publicly known. iBeta believes 
that since this hash is on a printed record, it is being 
used for data verification and not data authentication. 
Therefore, the jurisdiction should have the opportunity 
to calculate it if desired to verify the correctness of the 
scanned encoding.  The jurisdiction cannot do that 
unless the encryption key is made public.  Even if the 
"key" is not disclosed, the exact nature of the algorithm 
must be. If the iBeta interpretation is incorrect then the 
documentation needs to clearly state the purpose of 
the ENDVOTER record. 


EAC-RFI 2008-08: An Automatic 
Bar Code Reader is considered 
part of voting system based on the 
definition of a voting system. 
Specifically, the Automatic Bar 
Code Reader ―supports‖ the 
system and is used to produce 
audit trail information, therefore it 
must be included as part of the 
testing of a voting system. 


12/05/09:  Revised 
the information in 
the VP Ops Man 
v1.16,  Appendix H, 
VeriVote Printer Bar 
Code Format  


Accepted - 1/4/10 KGW:  
Verified in the VP Ops 
Manual  


1
6
1 


9/16/09 K. 
Wilson 


D EDGE2plus 
Model 300 
Operators 
Manual 
VeriVote Printer 
Operators 
Manual 


Appendix M of Edge2Plus Operators Manual and 
VeriVote Printers Operators Manual Appendix E -- 
Especially Appendix M.  
I am unable to reproduce a CRC-16 that agrees with 
the CRC-16 in the barcode section of the Edge2Plus 
printer for the HEADER record (Appendix M.1 -- "CRC 
of S(i)"). I have tried this even looking at the source 


EAC-RFI 2008-08: An Automatic 
Bar Code Reader is considered 
part of voting system based on the 
definition of a voting system. 
Specifically, the Automatic Bar 
Code Reader ―supports‖ the 
system and is used to produce 


12/05/09:  Added 
more information 
and revised the 
information in the 
E2P Ops Man v3.10 
in Appendix L on the 
SHA and CRC. 


Accepted - 2/5/10 CAC:  
E2P Ops v3.11 L8 link 
explaining CRC 
parameters. 
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code that generates the record.  Neither of these 
documents states the specific flavor of CRC-16 being 
used of which there are at least 3 (see Wikipedia 
CRC). The Edge 5 Software Spec suggests that CCITT 
is being used.  The source code suggests that an 
attempt at CCITT is being used.  So far I am unable to 
reproduce the algorithm without using Sequoia 
software and at this point I do not believe this algorithm 
is CCITT (but I could further verify this with another 4 
hours or so of work).  If in 11-A and 11-B the hash is 
being used to verify the correctness of the records, 
then the exact nature of the CRC algorithm may not be 
important since the hash serves the same purpose.  
 
The Edge II does not have a corresponding HEADER 
record so it does not calculate the CRC described 
above.  However, in both the Edge II and Edge2Plus a 
CRC is used to compress election information into a 
unique (16-bit) value represented in each 
STARTVOTER record (CrcElec). The same CRC is 
used in that case as described above. The exact 
nature of the CRC algorithm in this case is probably 
unimportant because it serves only as an election 
identification value.  On the other hand, so far we are 
unaware that this value is reported anywhere for the 
jurisdiction to use to validate any records. 
 
At least on the surface, both the Edge II and 
Edge2Plus are using the same CRC algorithm, and 
probably have to for its widespread application in other 
communications within the system.  This analysis has 
not determined that there is anything "wrong" with the 
CRC being used.  The strength of its error detection 
capability is not in question, only its reproducibility to 
the external world. 
Reject - 10/30/2009 KGW - see separate 
correspondence concerning this issue. 
 
Reject - 1/4/2009 KGW - ref v3.10 E2P Op Man. 
Section L.8 the table of CRC parameters is only useful 
if the reference of definitions is provided, and the 
reference is missing. 


audit trail information, therefore it 
must be included as part of the 
testing of a voting system. -- Goes 
to the determination of the 
correctness of the audit data read 
by the barcode reader. 


Added a reference 
from the VP Ops 
Man v1.16 to the 
E2P Ops Man 
Appendix L. 
 
1/14/10:  E2P Ops 
Man v 1.11 - Added 
new information to 
App L, added a link 
to a document 
describing the CRC 
parameters, updated 
the table containing 
these parameters to 
reflect new 
information. 


1
6
2 


9/16/09 K. 
Wilson 


F Security/Telepho
ny test 


IL Discrepancy #43:  After transmission of two 
cartridges (i.e. the second was a retransmission of the 
same cartridge), the cartridges were no long er being 
updated in WinEDS from the HAAT Listener. We 
monitored the traffic between the HAAT Listener and 
HAAT100 with Wireshark while impairing the traffic with 
the MiniMaxwell.  Even though it appeared that the 
HAAT Listener had received all of the correct data and 
the HAAT100 reported a successful transmission, the 


V1: 5.2.7 Confirmation occurs 
when the system notifies the user 
of the successful or unsuccessful 
completion of the data 
transmission, where successful 
completion is defined as accurate 
receipt of the transmitted data.  To 
provide confirmation, the 
telecommunications components 


10/20/09:  The DRE 
cartridges are 
consolidated with 
Polls Closed, which 
means that is not 
possible to alter any 
record for the 
specified election 
mode in the DRE; 


Accepted - 7/7/10 KGW: 
There is a documented 
way to clean out the 
HAAT Listener database. 
Retransmission of 
cartridges is possible and 
warned and logged in the 
HAAT100.  
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data did not make it into WinEDS even after 2 hours.  
During creation of the E2P cartridge the "overwrite 
cartridge version" checkbox was set.  This situation 
was similar to the situation observed several days 
before that had been precipitated by the introduction of 
a bit error on the E2P cartridge prior to consolidation by 
the HAAT100 and subsequent transmission.  In this 
case no errors had been purposefully introduced, but 
the Functional test group had had at least 2 cartridge 
failures during their testing.  Because the HAAT is not 
checking a CRC or hash when reading data from the 
cartridge, it is impossible for us to determine whether 
the error seen here is resulting from an error reading 
the cartridge or an error transmitting the cartridge to 
the HAATListener. The HAAT100 reports a successful 
transmission even though the data never appears in 
WinEDS.  There is therefore no way to ascertain the 
"accurate receipt of the transmitted data." kgw 
9/16/2009 -- The requirement discrepancy is: a) 
(V1:5.2.7) the HAAT100 reported a successful 
transmission but the data did not appear in WinEDS. 
The Pollworker was not notified of unsuccessful 
transmission or of an action to be take and b) 
(V1:2.2.2.1.d, V1:6.5.1) The HAAT100 successfully 
consolidated a cartridge that was destined for electrical 
transmission and containing a bit error.  The latter 
situation permanently placed the system into a state 
where all future transmissions from that device failed to 
make it into WinEDS (termed "bad HL-WinEDS state"). 
While the overt modification of bits on the cartridge 
always placed the system into "bad HL-WinEDS state," 
the system was also placed into this state without overt 
modification of bits on any tester‘s part.  However, in 
those cases the testers suspected that the cartridges 
or memory packs were "flakey." A "flakey" cartridge or 
memory pack was one that would seem to fail one day, 
but appear to be OK on another day or later the same 
day. When modifying TCP/IP traffic using the 
MiniMaxwell and monitoring it with Wireshark, we 
observed that in all cases of modified packets, the 
packets were retransmitted at the TCP layer (as 
expected).  The evidence supports the conclusion that 
the failure of the system is caused by the upstream 
consolidation of bad cartridges or memory packs. 
Regardless, it manifests as a failure in transmission 
and a failure of the system to notify the Pollworker of a 
successful or unsuccessful transmission to the 
WinEDS central count reporting system. It is important 
to note that despite the fact that we knew the HAAT100 
transmissions were present in the HAAT Listener 
subsystem, these results were useless to us and the 


of a voting system shall:  d. Notify 
the user of the successful or 
unsuccessful completion of the 
data transmission; and e. In the 
event of unsuccessful 
transmission, notify the user of the 
action to be taken.  
V1: 2.2.2.1.d Include control logic 
and data processing methods 
incorporating parity and check-
sums (or equivalent error detection 
and correction methods) to 
demonstrate that the system has 
been designed for accuracy, 
V1:6.5.1 Voting systems that use 
electrical or optical transmission of 
data shall ensure the receipt of 
valid vote records is verified at the 
receiving station. This should 
include standard transmission 
error detection and correction 
methods such as checksums or 
message digest hashes. 


the Optical Scanners 
are allowed to 
transmit results with 
Polls Open and the 
data could be 
updated in WinEDS. 
Once the cartridge is 
transmitted, the 
HAATListener 
verifies this content 
to determine if the 
data could be 
updated into the 
HAATListener 
database or not 
(refer to 
Listener_SoftSpec 
section 8.2.3.1 
Cartridges).   
i.e.: an Insight pack 
and an E2P 
cartridge were 
transmitted by the 
HAAT successfully 
at 15:30; if a 
transmission of the 
same cartridge is 
performed again at 
15:40; the records 
for the E2P will not 
be affected at all; 
however, the Insight 
records will be 
updated to that time 
(because, the Insight 
transmits with polls 
open and the data 
can be updated) 
 
The HAAT includes 
a hash verification 
process to prevent 
consolidating 
cartridges with 
tampered data  
and/or manipulated 
the results stored in 
the CF. (this will be 
updated in the  
HAAT Software 
Specification, at 
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only way to recover them was to reinstall the HAAT 
Listener and retransmit the results. It is also worth 
noting that the same E2P cartridges containing known 
bit errors that were successfully consolidated by the 
HAAT100 were refused by WinEDS when transported 
to central count. 
 
12/1/2009 KGW - The Telephony (a) and Security Test 
Cases (b) will be modified to incorporate the response 
and expected results. 
a) An Insight and Insight Plus cartridge will be used 
during all Mini-Maxwell tests (Telephony test case) 
since these cartridges should allow addition of votes 
and updated transmissions. No modifications to current 
Accept criteria, but the additional accept criteria that all 
updated cartridge transmissions are logged in the 
HAAT Listener. 
b1) Prior to consolidation of an E2P, the cartridge will 
be modified to simulate a bad (flakey) cartridge.  
Accept criterion is that the modified cartridge is 
refused, at the HAAT or the HAAT Listener and the 
poll-worker is informed of steps taken to mitigate the 
error. If the HAAT refuses the corrupted cartridge at the 
time of consolidation, then the HAAT log contains an 
entry. If the HAAT consolidates the corrupted cartridge 
and transmits it, then the error in transmission appears 
in the HAAT Listener log.   
b2) A good cartridge is generated from the data stored 
in the E2P (corresponding to the previously corrupted 
cartridge).  This cartridge is consolidated to the HAAT 
and transmitted.  Accept criteria are that the cartridge 
contents appear in WinEDS and the HAAT reports a 
successful transmission. 
c) The above E2P cartridge from step b2 is 
retransmitted from the HAAT. The HAAT reports a 
successful transmission.  The HAAT Listener log is 
examined to verify that the transmission was received 
compared to the current results and no update 
occurred because the results had not changed (all 
significant events in the transmission of data). 
d) Another previously un-transmitted results cartridge 
from a second E2P or an Edge II is transmitted to the 
HAAT Listener.  Accept criteria: the votes are 
consolidated, transmitted successfully and appear in 
WinEDS. 


this time, the version 
is unknown) 
 
The HAAT 
generates a receipt 
reporting the status 
of the transmission; 
when, the Pollworker 
tries to retransmit a 
cartridge the HAAT 
will display a 
message indicating 
that you are trying to 
transmit cartridges 
previously 
transmitted (refer to 
HAAT100_PollWork
er.doc Appendix 
C.8), and, in case to 
perform the 
transmission the 
HAAT will generate 
the receipt of such 
transmission (the 
cartridge verification 
is performed by the 
HAAT Listener once 
the transmission 
have been 
completed). 
 


1
6
3 


8/10/09 S. 
Jakileti 


D CA-
1_OpMaint.Doc 
v1.01 


Under section B.5.1, Software Access Controls states 
the card activator interacts with voter cards and smart 
cards, but is not addressing what the smart card 
functionality is or where it is being used. 


V1:6.2.1:  General Access Control 
Policy 
The vendor shall specify the 
general features and capabilities of 
the access control policy 
recommended to provide effective 


11/16/09:  Updated 
the TDP 
documentation to 
reflect only the voter 
card activation.  
CAOpMaint v 1.06 


Accepted - 1/4/10 GA:  
Closed by review of 
section H.6.1 in the Card 
Activator Operator's and 
Maintenance Manual 5.2 
version 1.07 dated Dec 
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voting system security. 2009. 


1
6
4 


9/28/09 S. 
Jakileti 


D Edge2plus_Secu
rity_Jun2008b 


Documentation is not addressing any of access control 
measures other use of data and user authorization 


V1:6.2.2:  Vendors shall provide a 
detailed description of all system 
access control measures designed 
to permit authorized access to the 
system and prevent unauthorized 
access 


2/10: Updated the 
EDGE2plus Sec 
Spec v3.06 to 
include the missing 
sections.  


Accepted - 2/15/10 CAC: 
EDGE2plus Sec Spec 
v3.06, section 1.6.1. 


1
6
5 


9/28/09 C. 
Cvetez
ar 


D WinEDS 
Extended 
Services 
Operator‘s Guide 
Release 4.0, 
Document 
Version 2.11, 
June 2009 


Section 9.3 Importing the Audio Files; 7. Click Import 
Files:  The report displays the settings used during 
import, the files successfully loaded, any conversions 
that took place, and any files that failed to load.  The 
document does not address what conversions can take 
place. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


10/20/09:  Removed 
the words "any 
conversions that 
took place" from the 
document, this is 
specific to WinEDS 
3.1 and does not 
apply to WinEDS 
4,0. 
WinEDS Extended 
Services 4.0 v 2.14, 
dated October 2009, 
page 68. 


Accepted - 10/29/09 
CAC: The statement "any 
conversions that took 
place" has been removed. 


1
6
6 


9/28/09 C. 
Cvetez
ar 


F WinEDS 
4.0.146: Election 
Setup > Ballot 
Management-
>Plates->AVC 
Edge->Batch 
Processing-
>Process 
Save As Format: 
Visio Files 
(*VSD) 


General 4 - PA:  During Batch Processing->Process, 
Export Plates (processing window) Spanish, System 
error occurred (see error-Export Plates.jpg) or System 
Error occurs for English (see error-Export Plates2.jpg). 
After selection OK, WinEDS crashed and left the 
Export Plates window active. 
 
Support files:  
error-Export Plates.jpg (screenshot) 
error-Export Plates2.jpg (screenshot) 
Gen4_PA_p_20090915_142454.bak 
GEN4_PA_E_20090915_142455.bak 
 
[12-07-2009 CAC]: During Batch Processing->Process, 
Export Plates (processing window, choosing two 
languages 
(English & Spanish) using "<", gives a system FILE IN 
USE error. Selecting any of the 3 options results in 
having to close the Visio window which in turn results 
in a SYSTEM ERROR - Error Number 25. Using Task 
Manager to end the Export Plates task gives 
PowerBuilder Execution Error (R0002). 
Support files: 
166 Batch Processing Plates 01.jpg 
166 Batch Processing Plates 02.jpg 
166 Batch Processing Plates 03.jpg 
166 Batch Processing Plates 04.jpg 
Gen4_PA_p_20091125_090319.bak 
GEN4_PA_E_20091125_090320.bak 


V1:  2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/9/09:  Under 
investigation to see 
if it is related to the 
next discrepancy.  
Could not reproduce 
using English only  
 
12/29/09:  4.0.150 
 
3/27/10:  Additional 
development is 
being performed on 
Plate Generation.  
This issue is being 
reopened until this 
work is completed 
and this issue has 
been regression 
tested in-house. 


Accepted - 06/03/10 
CAC:  Verified in Gen4R 
with all language plate 
generation combinations 
for AVC Edge and AVC 
Edge2Plus. 


1
6


9/28/09 C. 
Cvetez


F WinEDS 
4.0.146: Election 


General 4 - PA:  Preview of non-English plates gives 
Unexpected Error with details of Database error code: 


V1:  2.3.4.1.d 
Verify that all hardware and 


9/30/09:  Will be 
fixed in a future 


Accepted - 6/17/10 CAC: 
Verified in Gen4R testing 
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7 ar Setup > Ballot 
Management-
>Plates->Plate 
1->Plate (Page 
4), Contest: City 
Council 
Language: 
Spanish (or 
Chinese) 
Preview 


156. 
When selecting Yes, No, or Cancel to the detailed error 
message window, the Visio preview template is 
displayed. 
Support files: 
error-PlatePreviewSpanish1.jpg (screenshot) 
error-PlatePreviewSpanish2.jpg (screenshot) 
error-PlatePreviewSpanish3.jpg (screenshot) 
Gen4_PA_p_20090921_131114.bak 
GEN4_PA_E_20090921_131115.bak 
 
[12-07-2009 CAC]: During Batch Processing->Process, 
Export Plates (processing window, choosing two 
languages 
(English & Spanish) using "<", gives a system FILE IN 
USE error. Selecting any of the 3 options results in 
having to close the Visio window which in turn results 
in a SYSTEM ERROR - Error Number 25. Using Task 
Manager 
to end the Export Plates task gives PowerBuilder 
Execution Error (R0002). 
Support files: 
166 Batch Processing Plates 01.jpg 
166 Batch Processing Plates 02.jpg 
166 Batch Processing Plates 03.jpg 
166 Batch Processing Plates 04.jpg 
Gen4_PA_p_20091125_090319.bak 
GEN4_PA_E_20091125_090320.bak 


software function correctly. build.  TD Defect 
#7468 
 
11/16/09:  Fixed in 
Build 4.0.147 
 
3/27/10:  Additional 
development is 
being performed on 
Plate Generation.  
This issue is being 
reopened until this 
work is completed 
and this issue has 
been regression 
tested in-house.  


steps 5-8. 


1
6
8 


9/28/09 D. 
Valdez 


F WinEDS 
4.0.146:  
Machine Type 
Maintenance > 
Configuration 
Options > 400C  


Under the Judge Initial Column the option 'none' was 
selected.  The option to choose the number of judge 
marks on ballot was also available.  It would seem the 
number of judge marks would not be necessary if the 
judge initial column did not appear on the ballot. 
 
Also, the Insight options do not work in the same 
manner.  If you select 'none' under the Judge Initial 
Column then the number of judge marks on ballot 
option is grayed out. 
 
Rejected, 05/17/10, DV: 
Tested in GEN1R and found when 'none' is selected 
for the Judge Initial Column, the Judge Marks option is 
grayed out for the 400-C only.  However, on 4.0.169, 
the Insight options no longer work as described above. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/30/09: Will be fixed 
in a future build.  TD 
Defect #7470 
 
11/16/09:  Fixed in 
Build 4.0.150 
 
5/18/10:  The 
original defect was 
written against the 
400C machine 
options which have 
been fixed and 
closed.  A new 
Sequoia internal 
defect has been 
opened against the 
Insight machine 
options (TD 7702). 
 
6/10/10 EDC: Fixed 
in Build 4.0.171 


Accepted - 07/16/10 DV: 
Reviewed and verified, in 
WinEDS 4.0.712, If judge 
initials are set to none, 
the number of judge 
marks is grayed out on 
both the 400-C and 
Insight configuration 
options. 


1 9/28/09 D. F WinEDS When adding a new voting machine, some serial V1: 2.3.4.1.d 9/30/09:  Will be Accept 08/16/10 DEV: 
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6
9 


Valdez 4.0.146:  Profile 
> Voting 
Machines > 
Machine Column 


numbers were entered incorrectly.  The serial numbers 
could not be corrected, in the dialog box, as the field 
was grayed out; therefore, we clicked on the serial 
number, of the machine, on the main screen.  A 
warning message appeared stating, "The name you 
have entered has 4 characters, but only 0 are allowed.  
Please enter a shorter name."  When the OK button 
was selected, on the message, the serial number 
appeared to have been accepted.  Three different 
serial numbers were corrected and this message was 
received three different times, but the character 
number was different depending on the amount of 
numbers in the serial number.  Each time, WinEDS 
appears to have accepted the new serial number. 
Support file:  
Error-MachineSerial.jpg (screenshot) 
 
Rejected - 05/20/10 CAC: Single click on machine 
serial number does not allow edit of the number (it 
actually did nothing but highlight the line). Double-click 
gives serial number in an un-editable (grayed out) text 
box. Adding new machine gives same result (added 
1111 but could not change it); however, the error 
message does not display anymore. 
Note: Create Cartridge allows a single-click change of 
serial numbers but those numbers do not show up in 
the Profile->Voting Machines. 
 
Reject 07/20/10, DV & KS:  
(WinEDS v. 4.0.172) A single click, on the machines 
serial number, still does not allow the user to edit the 
serial number.  A double click opens the window, but 
the serial number is still not editable, but we do not get 
the original warning message any longer.  In addition, 
the WinEDS SOP v. 1.27 (4.3.5.1) states to double 
click the machine and the S/N, status, and training 
machines are editable.  However, all fields are editable 
except the S/N.  Also, the screen shot show the S/N as 
being editable. 


Verify that all hardware and 
software function correctly. 


fixed in a future 
build.  TD Defect # 
7469 Single-click on 
s/n allows the 
number to be edited.  
Warning is 
reproducible.   
 
11/16/09:  Fixed in 
Build 4.0.150 
 
6/10/10 EDC: Fixed 
in Build 4.0.171 
 
8/5/10: WinEDS Ops 
Proc 1.29 Revised 
the steps to remove 
changing serial 
numbers. 


Reviewed and verified the 
WinEDS SOP v. 1.29 
(4.3.5.1) states to double 
click the machine and the 
status and training 
machines are editable.  
The SOP no longer states 
the serial number is 
editable.  


1
7
0 


9/28/09 C. 
Cvetez
ar 


D WinEDS 
Environment 
Hardening, 
Release 4.0, 
Document 
Version A.0, July 
2009, Section 
1.1, Item: 12: 
Reset Account 
Lockout Counter: 
Control Panel >> 
Admin Tools >> 


This item states: "… ensure the value is set to 0" 
Windows only allows this value to be set to 1 through 
99999. 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09:  Corrected 
the setting in System 
4.0 Environment 
Hardening v A.6 on 
page 3. 


Accepted - 11/10/09 
CAC:  Environment 
Hardening v.A.7, Oct 
2009, has the value to be 
set at 30. 
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Local Security 
Policy >> 
Account Policies 
>> "Reset 
Account Lockout 
Counter After" 


1
7
1 


9/28/09 C. 
Cvetez
ar 


D WinEDS 
Environment 
Hardening, 
Release 4.0, 
Document 
Version A.0, July 
2009, Section 
1.1, Item: 57: 
Disable Network 
Access 


"2. Set to:  
System\Microsoft\Windows NY\CurrentVersion". 
There is no such setting. 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09: Corrected 
the spelling error in 
System 4.0 
Environment 
Hardening v A.6 on 
page 9, this is now 
item number 56. 


Accepted - 11/10/09 
CAC: Environment 
Hardening v.A.7, Oct 
2009, has "NT" instead of 
"NY"; item is 55, not 57. 


1
7
2 


9/28/09 C. 
Cvetez
ar 


D WinEDS 
Environment 
Hardening, 
Release 4.0, 
Document 
Version A.0, July 
2009, Section 
1.1, Item: 97: 
Ensure Router 
Discovery is 
Disabled 


This item instructs to set: 
"HKEY_LOCAL_MACHINE…TCPIP\Parameters\Perfro
mRouterDiscovery to 0". 
I question the spelling. 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09:  Corrected 
the spelling error in 
System 4.0 
Environment 
Hardening v A.6 on 
page 13 


Accepted - 11/10/09 
CAC:   Note: Environment 
Hardening v.A.7, Oct 
2009, I could not find this 
item in the document 
anymore. It also does not 
appear as a change in the 
document header. 
 
Accepted - 1/4/10 CAC: 
This setting no longer 
appears; System 4.0 Env 
Hardening v.A.7, Oct 
2009. 


1
7
3 


9/28/09 D. 
Valdez 


D WinEDS 4.0 
System 
Operations 
Procedures, v 
1.10 dated June 
2009 


WinEDS Sys Op does not describe roles.  It is unclear 
whether you can modify privileges assigned to existing 
roles or if it is necessary to create a new role and then 
assign privileges.   


V2: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


10/20/09:  Updated 
the WinEDS 4.0 Sys 
Ops Proc Man v 
1.13 to include more 
introductory 
information 
regarding the 
predefined roles, 
see section 4.1.1, 
Roles on page 4-1 
and 42. Added a 
note to sections 
4.1.1.1 and 4.1.1.2 
regarding the outline 
type structure of the 
WinEDS 
components see 
pages 4-3 and 4-4. 


Accepted - 11/11/09 DEV:  
Verified sections 4.1.1, 
4.1.1.1 and 4.1.1.2 of the 
WinEDS System 
Operations Procedures  
v 1.13 which provides 
more information on 
predefined roles, 
modifying those roles, 
and creating new roles. 


1
7
4 


9/28/09 D. 
Valdez 


F WinEDS 4.0.146 
> Role 
assignment tab> 


When new role was created, the privileges could not be 
unchecked under the read column. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/30/09:  Will be 
fixed in a future 
build.  TD Defect 


Accepted - 06/16/10 DEV: 
Reviewed and verified as 
you select the upper tier 
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New Role #7471 
 
Very specific steps 
must be followed to 
reproduce this 
discrepancy.   
 
11/25/09:  Fixed in 
build 4.0.152     


(non-indented), check 
marks appear in all 
corresponding categories.  
Then you must uncheck 
the update column in 
order for the read column 
to be unchecked. 


1
7
5 


9/28/09 D. 
Valdez 


D WinEDS 4.0 
System 
Operations 
Procedures, v 
1.10 dated June 
2009 


WinEDS Sys Ops does not provide enough information 
or steps to complete the dictionary tab. 


V2: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


10/20/09:  In the 
WinEDS Sys Ops 
Procs Man v 1.13 
added more 
introductory 
information to 
section 4.2.9, 
Dictionary to help 
complete the tab. 
See page 4-30. 


 Accepted - 01/04/10 
DEV:  Verified section 
4.2.9 and 4.2.9.1 of the 
WinEDS System 
Operations Procedures 
Release 4.0, Document 
Version 1.15 December 
2009 contain both an 
explanation of the 
dictionary function and 
steps to execute 
changing alternate 
language terms using the 
function. 


1
7
6 


9/28/09 D. 
Valdez 


D WinEDS 4.0.146 
> System setup 
> Dictionary Tab 


The dictionary tab is not selectable (grayed out) 
despite our user having privileges.   


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/30/09:  Not a 
defect 
The dictionary is 
associated with 
alternate languages.  
If the election is 
English only, the tab 
is disabled. 


Accepted - 10/20/09 DEV:  
The use of the dictionary 
feature was 
misinterpreted and is only 
available in an election 
with alternate languages; 
therefore, the functionality 
will be tested in GEN04 
(English, Spanish, and 
Chinese). 


1
7
7 


9/28/09 K. 
Swift 


F Gen1_CO 
WinEDS 4.0.146 
> Configuration 
> Profile  


Privileges granted to a user are not displaying/working 
correctly. 
 
User ID of "Tester2" was created in Configuration > 
Security; and a new role was created that prevented 
privileges of "Change Password", Read=Allowed, 
Update=unchecked; "Rank Choice Voting" & "Training 
Machines", Read=Allowed, Update=unchecked. Two 
scenarios are detailed:  
1) When trying to validate the Profile, the Apply, Close, 
& Refresh buttons were grayed out.  
2) When in the Profile > Voting Machines, unchecked 
'Training Machine', selected 'OK', and 'Cancel'.  The 
Tester2 user ID did change the Training Machine 
checkbox, even though a) Cancel was selected; and b) 
the privilege to 'update' was prevented. 
 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1.  Entered into 
Sequoia internal 
defect tracking 
system. TD Defect 
#7420.  Fixed in 
build 4.0.147. 
2a Not a defect.  OK 
saved the change.  
View returned to the 
Voting Machine 
Screen.  Selecting 
Cancel here doesn't 
have any effect on 
the previous actions.  
It simply closes the 
window. 
2b - Not a defect.  
Training Machines 


Partial Accept - 9/30/09 
KAS:  Item 2a, vendor 
response is correct. 2b, 
tester error.  
 
Accepted - 06/16/10 DEV: 
Reviewed and verified:  1) 
when validating, the 
Profile, the Apply, Close, 
& Refresh buttons are 
grayed out only if you do 
not have permissions set.  
With correct permissions, 
users are able to validate 
the election/profile.  
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under Create 
Cartridge was 
selected.  Not in 
profile.   


1
7
8 


9/28/09 C. 
Cvetez
ar 


D WinEDS 4.0 
System 
Operations 
Procedures, v 
1.10 dated June 
2009 


Gen2_MI:  This document does not address the 
following setting: 
Configuration->System Setup->Tally Type->New Tally 
Type: 
Rotation Applies to tally type (check box). 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09:  In 
WinEDS Sys Ops 
Proc Man v 1.13, 
dated October 2009: 
Updated section 
4.2.4.1, Adding and 
Editing Tally Types, 
included new image 
on page 4-19 and 
text on 4-20 for the 
Rotation Applies to 
tally type check box. 


Accepted - 10/29/09 
CAC:  Document 
addresses the Rotation 
Applies to tally type check 
box. 


1
7
9 


10/2/09 K. 
Swift 


D WinEDS 4.0 
System 
Operations 
Procedures, v 
1.10 dated June 
2009 


Ballot Management, Section 6.3.3, Ballot Wizard steps 
detail the "Parameter" & "Filter" screens; however, 
these screens did not display when setting up the 
Gen1_CO election. 
 
Reject - KS 11/5/09: 
The 'Filter' screen "Note" appears to be incorrect. 
When setting the Ballot Wizard, Layout Ballot option on 
the Design screen to "Automatic," the Filter screen still 
does not display.  The 'Design' screen screenshot on 
pg. 6-40 is displaying two additional options (Manual & 
None) that are not displayed in the WinEDS 4.0.146 
application.  


V2: 2.8.5.a 
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation 


In WinEDS Sys Ops 
Proc 10/20/09:  Man 
v 1.13, dated 
October 2009: 
Added explanation 
to section 6.3.3, 
Editing Ballot Style 
Positioning, 
identifying when the 
Parameter pane is 
available.11/16/09 - 
Section 6.3.3, 
Editing Ballot Style 
Positioning has two 
different sets of 
steps.  The first set 
begins with the 
words "To edit ballot 
style positions for 
the Edge series" this 
set of steps does not 
include information 
on the Filter screen 
because we 
removed the filter 
functionality from the 
Edge series 
machines.  The 
second set of steps 
begins with the 
words "To edit ballot 
style positions for 
the Advantage D10" 
and does include 
information on the 


Accepted - 11/20/09 KAS:   
Vendors explanation is 
correct. 
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Filter screen as the 
Filter functionality 
remained in place 
for the Advantage 
D10.  
What machine is 
being used for this 
test? There are links 
to the separate 
sections following 
the introductory 
information, is this 
not working? 


1
8
0 


10/2/09 K. 
Swift 


D WinEDS 4.0 
System 
Operations 
Procedures, v 
1.10 dated June 
2009 


Viewing Plates, section 6.3.5: 
The document does not adequately explain the 
"Plates" tab in Ballot Management.  There is no 
information on the data displayed on the various 
sections of the screen to aid the user in determining if 
the setup is correct.  There also is no information on 
how the position wizard relates to the data displayed. 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09:  In 
WinEDS Sys Ops 
Proc Man v 1.13, 
dated October 2009: 
Revised sections 
6.3.5, Viewing 
Plates and 6.3.6, 
Generating Sample 
Ballots (changed 
title) on pages 6-45 
through 6-49: 
revised text, added 
links to supporting 
text, and added new 
images for clarity. 


Accepted - 11/5/09 KAS: 
Verified WinEDS SOP, 
Release 4.0, Document 
Version 1.13, October 
2009; Section 6.3.5 & 
6.3.6 have been updated 
to clarify the Plates tab 
and Position Wizard 
relationship. 


1
8
1 


10/2/09 K. 
Swift 


F Gen1_CO 
WinEDS 4.0.146 
>Election Data > 
Contest/Candida
te >selected 
contest > Ballot 
Display  


Selected the "Preview" button, made changes to the 
contest header in Visio, and saved changes when 
prompted by Visio; however when we went back into 
the header the changes were not saved.  We then 
made the same changes in the System Setup>Ballot 
Headers location and the changes were saved. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


10/20/09:  Entered 
into Sequoia internal 
defect tracking 
system.  TD Defect # 
7474 
 
12/7/09:  Fixed in 
build 4.0.153. 


Accepted -  05/19/10 DEV 
& KAS: 
Reviewed and verified 
(WinEDS 4.0.169) when 
attempting to save 
changes made in Contest 
Header a message is 
returned advising the 
changes need to be made 
in the Ballot Headers. 


1
8
2 


10/2/09 K. 
Swift 


F Gen1_CO 
WinEDS 4.0.146 
> Election Log 
Reports 


Inconsistencies found in the log entries:  
1) There are missing audit entries:  loading HAAT files, 
regenerating ballots (from the Plates tab), and 
generating ballots (Optech tab).  
2) The Optech ballot returns no data; however, the 
Plate log report shows entries for the contest position 
changing on the Optech ballot. 
 
Reject 07/19/10, DV/KS: 
It seems item #2 was not addressed, as Optech ballot 
report still returns no data and the contest column 
position changes are still appearing on the Plates 
value.   


V1: 4.4.1 
...During election definition and 
ballot preparation,, the system 
shall audit the preparation of the 
baseline ballot formats and 
modifications to them, a 
description of these modifications, 
and corresponding dates 


10/20/09:  Entered 
into Sequoia internal 
defect tracking 
system.  TD Defect # 
7474 
 
11/25/09:  Fixed in 
build 4.0.151 
 
8/6/10 EC: fixed 
WinEDS v4.0.174 


Partial accept - 07/19/10 
DEV/KAS:  Reviewed and 
verified, WinEDS 4.0.172, 
audit items were located 
for item #1 (loading HAAT 
files, regenerating ballots, 
and generating ballots). 
 
 
Accepted - 08/27/10 
DEV/KAS: 
Reviewed and verified the 
Optech ballot tab now 
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returns data and the 
column position changes 
are appearing in this 
report, not in the Plates 
report. 


1
8
3 


10/2/09 D. 
Valdez 


F Gen1_CO 
WinEDS 4.0.146 
>Tools > 
Change 
Password 


Created a new role (User2 role) and assigned to the 
Tester 2 user.  Password change privileges under the 
update column were not checked; however, Tester 2 
was able to change their password. 


V1:6.2.2: Access Control 
Measures 
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access 


10/20/09:  Not a 
defect.  User error. 


Accepted - 11/05/09 DEV: 
A user is able to change 
the password in two 
areas, under Security > 
User's Tab and under 
Tools.  The password 
change field was grayed 
out under the user's tab 
and the user was able to 
change their password 
under Tools.  System is 
working as designed, 
tester misunderstanding. 


1
8
4 


10/2/09 C. 
Cvetez
ar 


F Election Data-
>Ballot 
Management-
>Plates->AVC 
Edge2p->Batch 
Processing-
>Export Plates-
>Process 


Gen2_MI:  Export Plates results in Visio Fatal Error; 
selecting OK to the error results in a  system error; 
selecting OK to the system error results in WinEDS 
exiting and Export Plates screen remaining (must use 
Task Manager to end). 
 
Support files: 
Error - Export Plates.jpg 
Error - Export Plates System.jpg 
Error - Export Plates aft WinEDS crash.jpg 
Gen2_MI_p_20091002_083409.bak 
GEN2_MI_E_20091002_083410.bak 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


10/20/09:  Entered 
into Sequoia internal 
defect tracking 
system.  TD Defect # 
7475 
 
4/27/10:  Fixed in 
build 4.0.163. 


Accepted - 05/20/10 DEV 
& KAS:  
Using WinEDS 4.0.169, 
reviewed and verified 
plate exportation did not 
return any errors. 


1
8
5 


10/2/09 C. 
Cvetez
ar 


D WinEDS 
4.0.146-
>Appendix A 
Machine 
Configuration-
>A.2 AVC Edge 


 For AVC Edge machine configuration settings, on 
page A-3 of this document, the Printer Type has the 
options of: None, Default (Seiko), VVPAT, or Both 
Printers.  The AVC Edge II has only one printer port 
and only one power port to plug into. No document 
addresses how to configure for both printers. 


V1:7.7 This documentation shall: 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


10/20/09:  Updated 
the Machine 
Configuration 
options for the Edge 
in the WinEDS 4,0 
System Operations 
Procedures Manual, 
v1.13, dated Oct 
2009. 


Accepted - 10/29/09 
CAC:  Documentation 
addresses Printer Type of 
"Both Printers" to accept 
either printer in the port. 


1
8
6 


10/13/0
9 


D. 
Valdez 


F Prim3_AZ  
(backup on FTP 
site) 
WinEDS 4.0.146 
> Profile > 
Voting Machines  


When the default assignment is selected, the value is 
not saved.  


Rejected - 11/05/09 DEV:  
Unable to address discrepancy based on vendor 
response. 
 
Rejected - 12/10/09 KAS:  
Tested in WinEDS 4.0.154, and problem is still 
occurring.  The Default Assignment for all equipment 
was set to "Statewide" location, however; it kept 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


10/20/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD Defect 
#7489 
 
11/25/09:  Fixed 
build 4.0.150- 
WinEDS now 
supports assigning 
precincts or 
locations for default 


Accepted - 5/17/10 CAC: 
Verified in Prim3R testing 
steps 1-4. 
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defaulting to Precinct ―1000". assignments. 
 
3/30/10:  Internal 
defect has been 
rejected.  The 
location code must 
be different from the 
precinct code.  The 
test database has a 
code of 1 for both 
the location and the 
precinct.  
Documentation and 
help is being 
updated with this 
information. 
 
3/30/10: WinEDS 
SYs Ops Procs v 
1.21 Updated 
sections 4.3.3.1, 
Maintaining 
Precincts, and 
4.3.4.1, Maintaining 
Voting Locations to 
identify that the 
Assignment Code 
must be a unique 
number.  Updated 
the Help Assignment 
Code definition, 
Maintaining 
Precincts, and 
Maintaining Voting 
Locations.  


1
8
7 


10/13/0
9 


D. 
Valdez 


F Prim3_AZ  
(backup on FTP 
site) 
WinEDS 4.0.146 
> Election setup 
> Machine 
Assignment 


 In tally type maintenance, the ballot mode field was set 
to "by precinct."  We continued on through system 
setup and profile.  After we setup the voting machines 
(AVC Edge, E2P, and Insight plus), we realized the ―by 
precinct" was chosen in error and changed it to "by 
location."  We have never been able to assign the 
three serial numbers originally listed.  The only way we 
can assign machines is if we list new serial numbers or 
list them by precinct instead of by location. 
 
NOTE 11/05/09 DEV:  
Vendor only received half of the information written.  
Complete discrepancy description has been sent to the 
vendor. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system.  TD #7554 
 
11/25/09:  This is not 
a defect. 
When changing 
fundamental profile 
and election 
parameters- it is 
possible to "orphan" 
records.  Validating 
the profile and 
election will Un-
assign all orphaned 


Accepted - 5/17/10 CAC:  
Verified by testing in 
Prim3R testing steps 5-8. 
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machines and they 
will reappear in the 
list.  This is standard 
operating procedure 
for the application. 
 
  


1
8
8 


10/13/0
9 


C. 
Cvetez
ar 


 D WinEDS-
>System Setup-
>Dictionary-
>Language 


Gen4_PA:  When adding a new Dictionary Term, the 
Dictionary Maintenance screen only displays Spanish 
for a language selection when this election also has 
Chinese. 
WinEDS System Operations Procedures V1.10, June 
2009, Sec 4.2.9.1 Adding A Dictionary Term does not 
state any language limitations. 
 
Support files: 
error -DictionaryLanguage.jpg 
Gen4_PA_p_20091006_092020.bak 
GEN4_PA_E_20091006_092021.bak 
 
Section 4.2.9 does not state support for only text based 
languages.  [10-15-09 CAC]: As per 10/14/09 email 
from Judy Sargent: "188 - Dictionary is working as 
designed.  The dictionary only supports text based 
languages, therefore Chinese will not display.  Help will 
be updated to address this issue.‖  Changed to doc 
discrepancy: sec 4.2.9 does not state support for only 
text based languages. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


10/20/09:  Working 
as designed.  
Dictionary term only 
supports text based 
languages.  
Documentation in 
the Help and 
Operations manual 
are being updated.   
 
11/10/09: System 
Ops and Proc Man 
and online Help 
have been updated. 
Document was 
included in the 1 


Accepted - 11/16/09 
CAC:  System Ops & 
Proc Man v1.13, sec 
4.2.9 and online Help.  In 
Process: Online Help 
needs to be verified with 
new WinEDS build. 
 
Accepted - 12/22/09 
CAC:  WinEDS v4.0.154 
online help verified to 
state text-based 
languages only. 


1
8
9 


10/13/0
9 


C. 
Cvetez
ar 


F WinEDS-
>Election Setup-
>Ballot 
Management-
>Plates->Plate 
(Page 4) 


Gen4_PA:  After adding a Dictionary Term, Plates were 
regenerated.  When attempting to preview Plate (Page 
4) for Spanish or Chinese, an "Unexpected Error" 
(Database error code: 156) occurs. Preview works fine 
for English. 
 
Support files: 
error-PlatePreviewES_1.jpg 
error-PlatePreviewES_2.jpg 
error-PlatePreviewES_3.jpg 
error-PlatePreviewES_4.jpg 
Gen4_PA_p_20091006_101751.bak 
GEN4_PA_E_20091006_101753.bak 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


10/20/09:  
Resolution to #167 
will also fix this 
discrepancy. 
 
11/25/09:  Fixed in 
4.0.150. 
 
3/27/10:  Additional 
development is 
being performed on 
Plate Generation.  
This issue is being 
reopened until this 
work is completed 
and this issue has 
been regression 
tested in-house.   


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
step 12. 


1
9
0 


10/13/0
9 


K. 
Wilson 


F Edge2 firmware 
installation. 
5.1.35. 


Following the readme.txt procedure in the EdgeCf 
folder from the Edge2 witness build,  If the CF card is 
formatted prior to running m50.bat, then the Edge2 
always boots with an error similar to "Invalid cluster 
XXXX previous cluster was YYYY. If m50.bat is run on 


V1:2.3.4.1 Common Standards All 
systems shall provide the 
capabilities to: ... c. Verify the 
correct installation and interface of 
all system equipment; 


11/9/09:  Readme.txt 
procedures have 
been updated to 
state, do not format 
the compact flash. 


Accepted - 11/24/09 
KGW:  System 4.0 
Firmware Build Notes 
v1.02 contains the 
warning not to normally 
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a previous version of the CF card then everything 
works fine.  We were able to salvage non-working 
cards by restoring the image of the previous version. 
Pertinent images are 20091008_e2cf#2_old.ima (512 
Mb) 20091008-old-e2-cf.img.ima (512 Mb), 20091009-
512mbcfoldformatnewsvsfdisk.img, 20091009-
512mbformattednewsvsfdisk.img. These are in 
20091009-e2p-cfimages.zip (CD in build envelope) 
11-24-2009 KGW - System 4.0 Firmware Build Notes 
v1.02 contains the warning not to normally format and 
the procedure should formatting be necessary. 
Readme.txt removed. 


format and the procedure 
should formatting be 
necessary. Readme.txt 
removed. 


1
9
1 


10/13/0
9 


G. 
Audett
e 


F Edge2 ESD (IEC 
61000-4-2) Test 


The Edge2 failed ESD testing at 4kv contact at two 
touch points: 
1)  At the Audio connector, during the reading of a 
proposition, the contact resulted in the voting session 
being cancelled.  There was no indication to the voter.  
The audio stopped, the voter card rejected, and the 
LCD displayed the welcome screen.  This was 
repeated 3 times with the same result; however, in the 
final try, the Edge2 no longer recognized that the audio 
was connected and the audio had to be unplugged and 
re-plugged in order for the system to recover. 
2)  Similarly, at the Printer connector, during the 
printing of the tape, the contact also resulted in the 
voting session being cancelled.  The VeriVote did print 
****VOIDED***. 
These touch points were accessible and therefore ESD 
testable.  None of the Edge2s delivered to iBeta had a 
covering for these connectors. 
 
10/15/09 ESD testing with ECO 2349:  4Kv Contact 
applied to exposed shell on audio adapter, vote 
session terminated (voided) and voter card ejected. 
Edge2 did not recognize that the audio was connected 
and the audio had to be unplugged and re-plugged in 
order for the system to recover.  2nd attempt, "Insert 
voter card" screen was overlaid with ovals in dotted 
lines on LCD screen.  Power cycled.  3rd attempt, 
ballot voided and voter card ejected. 
 
12/4/2009 ESD testing with ECO 2349 amended:  
Front left latch screw, -8kv contact; lost audio. 


V1 3.2.2.8:  Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data.  


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7549. 


Accepted - 4/2/10 GA:   
This discrepancy is 
closed and the issue is 
tracked in discrepancy 
#344. 


1
9
2 


10/13/0
9 


G. 
Audett
e 


D Optech Printers 
Manual Version 
1.07 dated July 
2007 


Section 3.1 identifies how to use WinEDS/EMS to 
define the ballot.  The statement "WinEDS/EMS 
creates final output in the format of a hard copy of each 
ballot format to assist in the 
proofing/typesetting/printing of ballots."  The files or 
method to use WinEDS to review the format is not 
defined. 


V1:  2.3.1.3.1:  The voting system 
shall provide a means of printing 
or otherwise generating a ballot 
display that can be installed in all 
system voting devices for which it 
is intended. 


11/17/09:  Revised 
section 4.1, Using 
WinEDS 4.0 to 
Define the Ballot. 
Removed inaccurate 
references to 
generating Optech 
ballot images.  


Accepted - 12/28/09 GA: 
Verified by review of 
v1.08 that the instructions 
for files are provided. 
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1
9
3 


10/14/0
9 


K. 
Swift 


D EDGE2PLUS 
MODEL 300, 
OPERATORS 
MANUAL 
DOCUMENT 
VERSION 3.05 
AUGUST 2008 


An error was received on the Edge2Plus; "Bad Printer 
Configuration. Please contact Technician." Neither the 
screen nor the document states what to do when this 
error is received. 


V2: 2.8.5.c & d 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
c. Provides procedures that clearly 
enable the operator to intervene 
the system operations to recover 
from an abnormal system state; 
d. Defines and illustrates the 
procedures and system prompts 
for situations where operator 
intervention is required to load, 
initialize, and start the system; 


12/17/09:  E2P Main 
Man v 3.07 Added a 
section to Appendix 
B, Error Messages 
on Bad Printer 
Configuration to 
explain the error 
message and 
possible resolutions. 
No change was 
made to the E2P 
Ops Man as Error 
Messages are 
defined in the Maint 
Man. 


Accepted - 12/31/09 KAS:  
Verified E2P Maint Man 
v.3.07, dated Dec 2009; 
Section B.6.4 contains 
the error 
message/resolution. 


1
9
4 


10/14/0
9 


K. 
Swift 


F Edge2Plus C.04 
OpStat 
(FCA_Env_Audi
o election) 


While performing the steps of our Opstat Test case to 
cast votes; the audio quit playing and in Audio Only 
mode the voter card was not ejected. 
 
Audio/Visual voter card - audio played successfully 
Audio Only voter card - audio stopped playing, Activate 
button was pressed to eject the voter card as it did not 
automatically eject. 
Sip/Puff voter card - audio played successfully. 


V1: 2.2.7.2.b1 
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall: 
b. Provide audio information and 
stimulus that: 
1) Communicates to the voter the 
complete content of the ballot; 


11/25/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7479 
 
3/31/10:  Internal 
defect rejected as 
unable to reproduce. 


Accepted - 4/5/2010 GA:  
This defect has not been 
repeatable during the 
OpStat testing for the 
Edge2Plus for ESD 
testing.  The Edge2plus 
has been through 4 more 
OpStat tests without this 
defect being noted. 


1
9
5 


10/14/0
9 


K. 
Swift 


F Edge2Plus C.04 
ESD (IEC 
61000-4-2) Test 


2Kv Contact on the side of the VVPAT (where it 
attaches to the Edge2Plus) caused "Vote Save Failure" 
to display on the LCD screen and the VVPAT to print a 
"Voided" ballot.  The voter card did not eject; a power 
cycle of the machine was performed to eject the card.  
 
3/23/10 ESD Testing with ECOs 783 and 784:  15 kV 
Air:  Shooting at the bottom left corner of the VVPAT at 
the seam, caused audio to stop playing.  Attempting to 
recreate; Hit the Activate button and selected to cast 
vote. VVPAT printed voter record, then Message on 
screen with red X's: "Multiuse Popup box: An 
unhandled exception has occurred in your application, 
If you click continue, the application will ignore this 
error and attempt to continue. If you click Quit the 
application will shut down immediately.  Invalid 
parameter used."  Selected Continue, and then 
message went away, but the red X's are still on the 
screen.  Pressed activate button 2x & quickly switched 
the Polls Open/Close button a few times.  No 
response. Power cycled, card ejected with message: 
"Smartcard activation error:  Thread was being 
aborted." Selected OK then Quit.  Message on Screen: 
"Please wait..." Power cycled 30 minutes later and tried 
to recreate. Shooting in the same spot caused audio to 
stop again.  I unplugged the headset and re-plugged in 


V1 3.2.2.8:  Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data.  


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7548 
 
11/25/09:  Sequoia 
was unable to 
reproduce this issue.  
Scheduled to retest 
at Criterion on 
12/1/09. 


Rejected - 12/2/09 GA:  
Issue reconfirmed at 
Criterion. 
 
Accepted - 6/25/10 GA:  
ESD testing successfully 
completed at Intertek on 
5/28/10.  Testing was 
conducted with reviewed 
ECOs and modifications 
as follows:  
4/28/10 - a) Ground cable 
added in LCD. (ECO 786) 
b) Bottom of case 
replaced (No ECO) c) 
Firmware reloaded. (No 
ECO) d) P168 controller 
v.7.68 (No ECO) e) Lock 
washer added to key lock 
of printer (ECO 783) f) 
Removal of excess paint 
on key lock (ECO 784) 
 
4/26/10 - New FW 1.2.73 
was loaded. New CF card 
was trusted built (TB) and 
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and audio started again.  Was able to vote the ballot 
using the buttons.  Next try; did not unplug/re-plug the 
headset and buttons continued to work, but did not 
know what I was voting for.  
 
4/7/10 ESD Testing with ECO 786 modified with an 
added grounding cable.  The bottom case was also 
replaced as the battery power light was lit and the case 
had a crimp in the power wiring (not an ECO - 
replacement of damaged case):  8kV Air:  At the top of 
the touch screen LCD, arcing is deselecting the 
selected candidate (in the first position) and selection 
the next candidate.  The audio stops.  Voted on the 
touch screen and received the "Vote Save Failure" 
message.  The Activate button was not responsive.  
Power cycled and recreated; however, the vote was 
accepted this time.  After 3 recreations of the failure, no 
audio is playing in Audio only & Audio visual.   
 
4/28/10 ESD Testing failed at all contact points (+/- 2, 
4, and 8) with & without VVPAT, resulted in "Vote Save 
Failure.  Ballot voided. Pollworker messages". Power 
cycled to recover, then re-voted and was not 
repeatable.  
 
5/10/10 ESD testing failed. -8 Contact: Point #39 (latch 
on polls open/close) and +8 Air: #40 (air vents on top 
back): audio stopped, screen froze, power cycled. 


installed at HW lab.  
 
5/5/10 - New FW: 1.2.74 
 
5/11/10 - Added clear 
plastic cover over vents 
on bottom of top cover 
(ECO 785). 


1
9
6 


10/21/0
9 


K. 
Swift 


F HAAT90 
ESD (IEC 
61000-4-2) Test 


 8Kv Air received 1 discharge while hitting the area 
around and above the "NO" button and the area 
around the "4, 5, 7, 8" buttons. "Printer Failed try 
again" message was received. "Yes" was selected and 
printer resumed printing. 
 
12/1/09 ESD Testing with firmware correction:   
-15kv Air on top "note slots" to the right of number 
buttons. 
Power & Battery lights on, no button controls, no 
beeps, LCD blank.  Printer still printing.  Cycle power: 
HDD light flickers, continuous short beeps, no LCD, 
power & battery lights on, no controls. Same when 
unplugged from A/C power. 
 
12/04/2009 ESD Testing with replacement of bottom 
case: 
-8kv Air on USB ports cover seam. Printer still printing. 
Unit would not respond; after reboot, unit would not get 
past "Initializing … Please wait" message. 
 
Rejected - 4/2/10 GA:   With the application of ECO 
787, the testing was conducted on 3/10/10 with ESD 


V1. 3.2.2.8:  Vote scanning and 
counting equipment for paper-
based systems, and all DRE 
equipment, shall be able to 
withstand ±15 kV air discharge 
and ±8 kV contact discharge 
without damage or loss of data. 
The equipment may reset or have 
momentary interruption so long as 
normal operation is resumed 
without human intervention or loss 
of data.  


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7547 
 
11/20/09: Unable to 
reproduce, however 
we have added 
additional 
confirmation 
protection in 
firmware to mitigate 
any ESD during 
printing. 
 
4/27/10:  Passed 
ESD Testing. 


Accepted - 6/25/10 GA:  
Verified with approved 
ECO that the 
modifications are 
documented. 
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completing successfully; however, the delivery of the 
approved ECO to verify the modifications noted on the 
unit are documented in the ECO is required. 


1
9
7 


10/21/0
9 


K. 
Swift 


F Edge2  
Opstat  on 
10/15/09 - 
Before ESD Test 


The LCD Calibration and System Reset did not log to 
the Event log.   
 
Select "Aux Cartridge Reports...," Select "Official 
Election"; Select "Print to Screen"; Select "Event Log 
Report." 


V1 4.4.3.b1: 
In-process audit records document 
system operations during 
diagnostic routines and the casting 
and tallying of ballots. At a 
minimum, the in-process audit 
records shall contain: 
b. Critical system status messages 
other than informational messages 
displayed by the system during the 
course of normal operations. 
These items include, but are not 
limited to: 
1) Diagnostic and status 
messages upon startup; 


11/9/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7522. 
 
3/30/2010:  Internal 
defect rejected.  
Screen calibration 
does save to the 
event log if 
performed 'before' 
system reset.  
System reset clears 
the compact flash 
log which is where 
the calibration is 
stored.  System 
Reset is logged to 
the Event Log. 


Accepted - 4/12/10 KAS: 
Screen calibration does 
appear in Aux Cartridge 
Reports Event Log which 
is looking at the 'Cartridge 
event log'.  Both events 
appear in the Event log 
report for the 'machine'. 


1
9
8 


10/21/0
9 


S. 
Jakileti 


D HAAT100 
Security 
Specification 
Document 
Version  1.03 , 
Oct 2009 
HAAT90 
Security 
Specification 
Document 
Version 2.04 Oct 
2009  


Cannot find documentation for the control of physical 
access to a telecommunications link. 


V1:6.3.1:  For polling place 
operations, vendors shall develop 
and provide detailed 
documentation of measures to 
enable Pollworkers to physically 
protect and perform orderly 
shutdown of voting equipment to 
counteract vandalism, civil 
disobedience, and similar 
occurrences.  
b. They also shall control physical 
access to a telecommunications 
link  


5/3/10: HAAT 100 
Sec Spec v 1.09 and 
HAAT 90 Sec Spec 
v 2.10, added cross 
references to the 
section on 
Boundaries to 
Chapter 6. 


Accepted - 5/19/2010 SJ: 
Updated documentation 
with Physical access to 
telecommunications link 
was verified in "HAAT90 
Security Specification 
v2.11" and HAAT100 
Security Specification 
v1.10." 


1
9
9 


10/27/0
9 


K. 
Wilson 


D WinEDS 
Environment 
Hardening 
Release 4.0 
Document 
Version A.0 


The Windows XP client machine (Dell Laptop) 
(#2121A) did not convert to requiring CTRL+ALT+DEL 
to logon despite setting number 47 in the hardening 
guide:  Disable Do Not Require CTRL+ALT+DEL. An 
additional setting is required: see for example 
http://support.microsoft.com/kb/291559. This setting is 
required as described in 
http://technet.microsoft.com/en-
us/library/cc780932(WS.10).aspx 


V1:2.2.1.b b. Provide system 
functions that are executable only 
in the intended manner and order, 
and only under the intended 
conditions 
V1:2.2.4.1.f f. Protect against any 
attempt at improper data entry or 
retrieval; 


11/25/09:  Removed 
the checkbox from 
the workstation 
hardening (kept it for 
the server) as we 
recommend a 
standalone (non-
domain) 
environment for the 
workstation.  Ctrl-alt-
del would provide 
added security on a 
domain by 
eliminating potential 


Accept - 3/18/10 CAC: 
tested during 3/8/10 
hardening of 2018A 
laptop. 
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sniffing and 
interception over the 
wire.  Since we use 
local accounts, 
nothing is sent over 
the wire and 
therefore requiring 
ctrl-alt-del provides 
no added security 
benefit. 


2
0
0 


10/30/0
9 


S. 
Jakileti 


D HAATListener, 
HAAT100, 
HAAT90, and 
RAS 


Cannot find complete documentation of identification of 
COTS products (name, vendor, and version of the 
COTS software and hardware products)  for RAS, 
HAATListener, HAAT100, and HAAT90. 


Rejected - 1/4/10 KGW:   WinEDS/HAAT Listener 
Installation Guide Document Version 1.12 September 
2009 -- the statement in section 2.1 "Prerequisites 
COTS (provided by iBeta)" is correct; however, the 
contents of this CD need to be listed somewhere. Did 
not find such a listing in this document. 
 


V1:6.5.4.1:6.5.4.1 Identification of 
COTS Products 
Voting systems that use public 
telecommunications networks shall 
provide system documentation that 
clearly identifies all COTS 
hardware and software products 
and communications services 
used in the development and/or 
operation of the voting system, 
including: 
a. Operating systems; 
b. Communications routers; 
c. Modem drivers; and 
d. Dial-up networking software. 
Such documentation shall identify 
the name, vendor, and version 
used for each such component. 


11/25/09:  Refer to: 
- HAAT OS Trusted 
Build Guide 
- E2P OS Image 
Creation Process  
- WinEDS/HAAT 
Listener Installation 
Guide 
- Remote Access 
Server for HAAT90 
Installation Process 
 
12/17/09:  OS Image 
Creation doc name 
changed to 
Application 
Compilation 
 
1/14/10:  HAAT 
Listener Install 
Guide v1.13 - added 
appendix B Pre-
requisite COTS.   
HAAT Listener SC 
Comp Process v1.04 
Added Appendix D 
to reference the 
Appendix B in the 
install guide with the 
COTS.  


Accepted - 1/4/10 KGW:  
RAS (HAAT90) in 
Remote Access Server 
For Haat90 Installation 
Process Document 
Version 1.3 October 2009 
HAAT Listener (both 
HAAT100, HAAT90). 
 
Accepted - 2/5/10 CAC:  
Listener Install Guide 
v1.13, appendix B; 
Listener SC Comp v1.04, 
appendix D. 


2
0
1 


10/30/0
9 


S. 
Jakileti 


D HAAT100 and 
HAAT90 security 
specification 


HAAT100, HAAT90:  Cannot find documentation for 
program unit ownership and other regional boundaries. 


V1:6.2.2: Access Control 
Measures 
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access, such as: 
b. Program unit ownership and 
other regional boundaries 


4/20/10: HAAT 100 
Sec Spec v1.08 and 
HAAT 90 v 2.09, 
added section on 
boundaries. 


Accepted - 4/29/10 KGW: 
Accepted as per review of 
HAAT100 Sec Spec 
v1.08 & HAAT90 v2.09. 
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2
0
2 


10/30/0
9 


C. 
Cvetez
ar 


I EDGE2plus 
Model 300 
Operators 
Manual 


Section 5.1.7.4 displays as "¿AUDIT TRAIL MEMORY 
TEST". 
There is an upside-down question mark. 


  12/29/09:  Removed 
question mark in 
E2P Ops Man v 
3.09. 


Accepted - 1/4/10 CAC:   
v 3.10, Dec 2009, of the 
document has removed 
the upside-down question 
mark. 


2
0
3 


10/30/0
9 


K. 
Wilson 


F Security Test 
Edge 2 


By code review: Voting.c, VoterActiveHandler -- Not all 
code paths contain methods to clear buffers and 
temporary storage in the if ... else if ... end clause for 
values of key (line 4617 & 4650). proc_voter (line 
4576) can return a variety of values besides 
BACKSPACE and CAST_VOTE including 
SMRT_CRD_REM, a pressed key code, IGNORE, a 
candidate selection, DISPLAY_SUMMARY, 
RET_TO_BALLOT, SWITCH_LANGUAGE, 
ZOOM_ON, and any of these could exit the loop at line 
4567-4594. 11/23/2009 KGW - The discrepancy has 
been modified to read: 
Referring to the file Voting.c in Edge 2 version 5.1.35 
(7/20/09).  The ClearBallot method clears memory 
associated with the display, memory and all other 
storage. The method VoterActiveHandler at line 4636 
calls ClearBallot after SaveVote when key has value 
CAST_VOTE (thus meeting requirement V1:4.5.a). The 
method also calls ClearBallot when key has value 
BACKSPACE at line 4660 (thus meeting requirement 
V1:4.5.b when voter cancels voting session).  As 
described above, it appears that key can exit the loop 
between 4567-4594 with other values besides 
CAST_VOTE and BACKSPACE. In those cases the 
method exits without calling ClearBallot. The method 
name, VoterActiveHandler, and the header comments 
indicate that this method runs while the voter is active, 
and yet it is possible for the method to exit without 
calling ClearBallot. It is not clear from the code or 
comments how this code meets the requirement 
V1:4.5.b. Examination of the Software Spec v1.08 did 
not clarify the discrepancy. File Voting.c did not change 
between version 5.1.35 and 5.2 (11/16/2009). 


V1:4.5.b Immediately after the 
voter chooses to cancel his or her 
ballot, erase the selections from 
the display and all other storage, 
including buffers and other 
temporary storage. 


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. TD#7545 
 
4/7/10:  Fixed in 
build 5.2.3.  Ready 
for code review. 


Accepted – 4/15/10 SJ: 
Code is fixed. 


2
0
4 


10/30/0
9 


K. 
Swift 


F Edge2Plus C.04 
(Characteristics 
TC using Gen4) 


In audio/visual mode the voter is given a button to 
change the language at any time in the ballot, in audio 
mode, no option is given to change the language once 
in the ballot.  


V1: 2.2.7.2.b.3 
b. Provide audio information and 
stimulus that: 
3) Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology; 


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7543. 
 
4/9/10:  Fixed in 
build WinEDS 
4.0.161 and E2P 
1.2.72.  Help 
instructions that play 
when the Round 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
step 21. 
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Red Help button is 
selected includes 
instructions for 
returning to 
language selection. 


2
0
5 


11/3/09 K. 
Swift 


F Edge2Plus C.04 
(Characteristics 
TC using Gen4) 


In Audio mode, there is no option for a voter to initiate 
a repeat of instructions or voting options, however, it 
will repeat after a period of time automatically. 


V1: 2.2.7.2.b.5 
b. Provide audio information and 
stimulus that: 
5) Enables the voter to request 
repetition of any information 
provided by the system; 


Entered into internal 
Sequoia defect 
tracking system. 
Test Director defect 
#7641 
 
3/27/10:  Fixed in 
build 4.0.156. 


Accepted - 5/25/10 CAC:  
Gen3R testing; Use of red 
Help button as per initial 
instructions. 


2
0
6 


11/3/09 K. 
Swift 


F Edge2Plus C.04 
(Characteristics 
TC using Gen4) 


The text display does not meet the requirement. 
 
The LCD was calibrated. In normal view the text size of 
a capital letter is less than 3 mm. (medium zoom = 5 
mm; maximum zoom = 8mm). 


V1: 2.2.7.2.e 1 thru 3 & 3.4.9.b 
e. For electronic image displays, 
permit the voter to: 
3) Adjust the size of the text so 
that the height of capital letters 
varies over a range of 3 to 6.3 
millimeters; 


11/16/09:  Entered 
into internal Sequoia 
defect tracking 
system. Test 
Director defect 
#7546. 
 
3/10:  Rejected 
internal discrepancy.  
The height of the 
contest and 
candidate text is 
controlled by the 
size of the font 
selected in the 
contest or candidate 
header. 


Accepted -3/31/10 KAS: 
Vendor response 
regarding font size is 
correct and is controlled 
in WinEDS election 
creation. 


2
0
7 


11/3/09 K. 
Swift 


D Sequoia Voting 
Systems 
WinEDS 
System 
Operations 
Procedures, 
Release 4.0 
Document 
Version 1.13, 
October 2009 


In Appendix A, Section 3; these options do not provide 
any information on what the values mean or how to 
determine what they should be set at. 
- Audio Voting Instructions Repeat Timeout  
- Audio Voting Return to Language Selection Timeout  


V2: 2.8.4.a 
The vendor shall provide 
documentation of system 
operating features that meets the 
following requirements: 
a. Provides a detailed description 
of all input, output, control, and 
display features accessible to the 
operator or voter; 


12/17/09: 
Updated in WinEDS 
4.0 Sys Ops Proc v 
1.14 


Accepted - 12/31/09 KAS:   
Verified WinEDS SOP 
v.1.15, dated Dec 2009; 
Section A.3 contains 
descriptions of options. 


2
0
8 


11/3/09 K. 
Swift 


D Sequoia Voting 
Systems AVC 
Edge 
Operators 
Manual 5.2 
Document 
Version 1.08 
September 2009 


The following error messages were received, however, 
they were not listed in the documentation, nor were 
there instructions displayed to instruct the operator of 
the actions to perform to remedy the error: 
1) "Can't Init the Touch screen" (received upon turning 
the machine on) 
2) "Audio File Integrity Error" (received upon loading 
ballot) 


V1: 2.2.5.2.2.e 
All voting systems shall meet the 
following requirements for error 
messages: 
e. The message cue for all 
systems shall clearly state the 
action to be performed in the event 
that voter or operator response is 
required; 


12/17/09: 
Updated in EDGE 
Op Man v 1.10. 


Accepted - 12/31/09 KAS:  
Verified Edge Op Man 
v.11.10 dated Dec 2009; 
Section F.6.2 & F.7.11 
contains error 
messages/resolutions. 


2
0


11/3/09 C. 
Cvetez


F Edge II (SN: 
36273), v5.1.35: 


Using General Election Gen4_PA, and Edge II 
cartridge was created for English & Chinese.  During 


V1: 2.3.4.1.d 
Verify that all hardware and 


11/9/09:  This error 
will disappear when 


Rejected - 11/10/09 CAC: 
Candidate J.R. Ewing 







EAC Certification #-pending 


Page 76 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


9 ar Ballot Load Ballot Load the following error is displayed: 
"Ballot Copy to Audit Trail Failed. Please remove 
Results Cartridge.‖ 
After the Results Cartridge is removed, the 
informational message is displayed: 
"Cleaning Up After Abort by Removing Files". 
 
Note: Creating a cartridge for English or English & 
Spanish loads the ballot properly. 
 
Support files:  
gen4_pa_p_20091103_090242.bak 
GEN4_PA_E_20091103_090243.bak 
These files were previously uploaded on 11/3/2009 in 
Gen4_PA 2009-1103.rar during ballot PDF's request. 
 
Rejected - 11/10/09 CAC: After checking profile and 
election validation for correctness and regenerating 
ballot styles, layouts & plates, Edge II still gives same 
message.  EDGE2plus loaded fine. 
 
[11-18-2009 CAC]: updated to WinEDS 4.0.152, 
corrected election as per Sequoia email.  When 
validation is good, regenerating ballot styles removes 
some audio files and Chinese settings in Straight Party. 
 
Updated support files (uploaded to FTP): 
Gen4-Error-SP_validation.rar: contains before and 
after ballot regen databases. 


software function correctly. the election 
validation warning 
showing unequal 
vote for/candidates 
for a SP contest is 
resolved.  The City 
Council Vote for Two 
contest has three 
republican 
candidates.  Delete 
J. R. Ewing per plan 
to resolve the 
warning. 
 
11/11/09 - Still an 
issue.  Entered into 
Sequoia internal 
defect system.  TD 
#7555  


was deleted; election 
validated with no 
warnings; Edge II still 
gave "Ballot Copy to Audit 
Trail Failed. Please 
remove Results 
Cartridge." during Ballot 
Load. 
 
Accepted - 12/22/09 
CAC: chngoff.bmp was 
somehow corrupt.  
Replaced file and ballot 
loads. 


2
1
0 


11/3/09 K. 
Swift 


D Sequoia Voting 
Systems 
WinEDS 
System 
Operations 
Procedures, 
Release 4.0 
Document 
Version 1.13, 
October 2009 


The configuration option listed in the document does 
not display in the application. 
 
"User Select Audio Language" 


V1:7.7  
This documentation shall: a. Be 
sufficient to serve the needs of the 
ITA, voters, election officials, and 
maintenance technicians; 


12/10/09:  The User 
Select Audio 
Language option 
was removed in 
version 1.14 
completed in 
November 2009.  


Accepted - 12/31/09 KAS:  
Verified WinEDS SOP 
v.1.15, dated Dec 2009; 
option has been removed. 


2
1
1 


11/10/0
9 


S. 
Jakileti 


D Edge2Plus_Sec
urity.Docver 3.05 


Edge2plus _Security Doc is not addressing encryption. V1:6.2.2: Access Control 
Measures 
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access 
g. Message encryption 


2/10:  E2P Sec Spec 
v3.06 - Added 
Message Encryption 
section to chapter 2. 


Accepted - 2/15/10 CAC: 
EDGE2plus Sec Spec 
v3.06, section 1.6.7. 


2
1
2 


11/10/0
9 


C. 
Cvetez
ar 


F Create 
Cartridge-
>Insight Plus-


Prim1_WA:  During Create Cartridge (Insight), when a 
header code validation error is given, the information 
for this error is not completely displayed on the screen 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/16/09:  Fixed in 
build 4.0.150 
Entered into 


Accepted - 5/26/10 CAC:  
Verified in Prim1R testing 
steps 4-6. 
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>Start (i.e., column to the right of HC Version ID is cut off of 
the display with no way to scroll or widen the screen). 
 
Support files uploaded to FTP site: 
CreateCartridgeError-Prim1_WA.rar 


Sequoia internal 
defect tracking 
system.  TD #7551 
 
3/27/10:  Fixed in 
build 4.0.146 


2
1
3 


11/10/0
9 


K. 
Swift 


D Sequoia Voting 
Systems 
WinEDS 
System 
Operations 
Procedures, 
Release 4.0 
Document 
Version 1.13, 
October 2009 


Section A.2 AVC Edge lists an option that is not 
present in the application: 
 ―Show Change Language button‖ 


V2: 2.8.4.a 
The vendor shall provide 
documentation of system 
operating features that meets the 
following requirements: 
a. Provides a detailed description 
of all input, output, control, and 
display features accessible to the 
operator or voter; 


12/10/09:  Removed 
this option from the 
Manual, Help, and 
other docs. 
 
01/18/10:  iBeta 
needs the updated 
WinEDS Build with 
up-to-date Help.  
NOTE: the Show 
Change Language 
button is still a valid 
option for the E2P; it 
was removed from 
the EDGE options 
only. 


Accepted - KS 12/30/09 
KAS: Partial Accept 
Verified WinEDS SOP 
v.1.15, dated Dec 2009, 
Section A.2; option has 
been removed; however, 
option is still listed in 
online 'Help' function. 
 
Accepted - 05/17/10, DV:  
Reviewed and verified the 
"Show Change 
Language" option is no 
longer available in 
WinEDS 4.0.169. 


2
1
4 


11/10/0
9 


K. 
Swift 


F Edge2 
(Characteristics 
TC using Prim2) 


In audio/visual mode the voter is able to use the 'Back' 
button to change the language at any time in the ballot. 
In audio only mode; no option is given to change the 
language once in the ballot.  


V1: 2.2.7.2.b3 
Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology. 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7544 
 
3/27/10:  Fixed in 
build 4.0.157 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
step 21. 


2
1
5 


11/10/0
9 


K. 
Swift 


F Edge2 
(Characteristics 
TC using Prim2) 


There is no audio that informs the voter that all 
characters that can be entered on the Write-in Screen 
have been entered. There is just silence. 


V1: 2.2.7.2.b2 
Provides instruction to the voter in 
operation of the voting device. 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7552 
 
3/28/10:  Fixed in 
v.5.2. 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
step 21. 


2
1
6 


11/10/0
9 


K. 
Swift 


F Edge2Plus 
(Characteristics 
TC using Lang 
election) 


Configuration Options do not appear to function 
correctly. 
 
In Machine Configuration Options, set "Audio Voting 
Instruction Repeat Timeout" to 255; waited for 7 
minutes without touching DRE and instructions 
continued to play. 
 
The "Audio Voting Return to Language Selection 
Timeout" set to 120; however the voter was never 
given the option to change languages in that time 
frame.  


V1: 2.2.7.2.g 
For a system that requires a 
response by a voter in a specific 
period of time, alert the voter 
before this time period has expired 
and allow the voter additional time 
to indicate that more time is 
needed 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7553 
 
12/17/09:  
Documentation 
(WinEDS 4.0 Sys 
Ops Proc - Appendix 
A, Machine 
Configuration 
Options) and 
application were 
both updated. 
Should be in the 


Accepted - 2/5/10 CAC: 
TDP documenting values 
5 to 15. Need retest. 
 
Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
steps 16-21. 
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next submission. 


2
1
7 


11/10/0
9 


K. 
Swift 


F Edge2Plus C.04 
& Edge2 
(Characteristics 
TC using Prim2) 


The Write-in Screen does not appear in a larger font 
when in Zoom mode.  When not is Zoom mode, the 
Write-in screen does appear. 


V1: 2.2.7.2.e3 
e. For electronic image displays, 
permit the voter to: 
3) Adjust the size of the text so 
that the height of capital letters 
varies over a range of 3 to 6.3 
millimeters; 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7557 
 
3/10:  Fixed in build 
1.2.71. 


Accepted - 5/18/10 CAC:  
Verified in Prim2R testing. 


2
1
8 


11/13/0
9 


K. 
Swift 


F Edge2 
(Characteristics 
TC using Prim2) 


In Audio Only mode initiated a VVPAT printer error by 
unplugging the VVPAT. A sound is heard but the error 
is not read.  The audio voter is allowed to proceed 
voting the ballot and cast a ballot, although the 
confirmation is not played.  If the voter doesn't know 
that the "sound" is meant to convey an error, the voter 
could think that their vote has been cast. 


V1: 2.2.7.2.b3 
Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology. 


11/16/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7558 
 
4/7/10:  Fixed in 
Edge build 5.2.8. 


Accepted - 5/27/10 CAC:  
Verified Prim2R testing 
step 8. 


2
1
9 


11/13/0
9 


D. 
Valdez 


D Card Activator 
Operator‘s and 
Maintenance 
Manual v 5.2 
Document 
Version 1.05 


The document does not explain what the C/P lock and 
unlock functions do, why you would use, or when you 
would use the functions. 
 
Reject 01/04/10 D. Valdez -:  Section 5.8 of the Card 
Activator Operator's And Maintenance Manual 5.2 
Document Version 1.07 December 2009 provides 
additional information on the "locked mode" and 
Pollworker sequence.  However, the references are 
made to a "challenge voter" only and there is no 
indication if these instances apply to provisional voters 
as well. 


V1: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


12/10/09:  Added 
more 
detail/explanation to 
the section 5.8, C/P 
Lock/Unlock -- 
Setting 
Challenge/Provision
al Voting 
Locked/Unlocked 
Mode, describing the 
difference between 
the two modes to v 
1.07 of CA OpMaint 
Man 
 
1/18/10: CA Ops 
and Main Man v 
1.09 - Updated 
sections 5.8 and 
D.5.3 to reflect both 
Challenge and 
Provisional voters as 
they are handled the 
same by the Card 
Activator. 


Accepted - 2/5/10 CAC: 
Card Activator OpMaint, 
v1.09, sections 5.8 and 
D.5.3. 


2
2
0 


11/13/0
9 


D. 
Valdez 


D Card Activator 
Operator‘s and 
Maintenance 
Manual v 5.2 
Document 
Version 1.05 


While attempting to create a provisional voter card a 
message was received stating, "Chall/Prov Table End 
Press NO to Resume."  The document does not 
indicate how to proceed. 
 
Reject 01/04/10, D. Valdez:  Unable to verify vendor 
response until document is received.  Latest CA 
Operator and Maintenance Manual document version 
received is 1.07. 


V2: 2.8.4.a 
The vendor shall provide 
documentation of system 
operating features that meets the 
following requirements: 
a. Provides a detailed description 
of all input, output, control, and 
display features accessible to the 
operator or voter; 


Card Activator 
Operator‘s and 
Maintenance Manual 
v 1.08 includes the 
error message and 
corrective action in 
Appendix D. 


Accepted - 2/5/10 CAC: 
Card Activator OpMaint, 
v1.09, section D.5.3. 


2 11/13/0 K. D AVC Edge The document does not discuss how to verify the V2: 2.8.4.a 12/21/09:   EDGE Accepted - 2/5/10 CAC: 
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2
1 


9 Swift Operators 
Manual 5.2 
Document 
Version 1.08, 
September 2009 


VVPAT firmware version. 
 
KS 12/31/09 Reject 
Referenced documents have not been received. 


The vendor shall provide 
documentation of system 
operating features that meets the 
following requirements: 
a. Provides a detailed description 
of all input, output, control, and 
display features accessible to the 
operator or voter; 


Operators Manual v 
1.11 - Added a 
reference to a new 
section in the 
VeriVote Operators 
and Maintenance 
Manual called 
Verifying the 
Installed Firmware 
Version. 
VeriVote Operators 
and Maintenance 
Manual v1.17 - 
Added section 5.4, 
Verifying the 
Installed Firmware 
Version outlining the 
steps to check the 
firmware version.  


Edge Ops Man, v1.12, 
section 2.8.1; VeriVote 
Ops Maint, v1.18, section 
5.4. 


2
2
2 


11/13/0
9 


C. 
Cvetez
ar 


D AVC Edge 5.1 
AVC Edge 
Functional 
Specification 
v1.07 


TDP does not address an 8 character DOS limitation 
for filenames used in the Override.ini file. 
Ex:  Gen4_PA references 229, smileBig_322x329.img 
in the override.ini file. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


12/7/09:  Added a 
sentence stating that 
the override.ini file 
name must be less 
than or equal to 
eight characters in 
length to the Edge 
(v1.10) and 
EDGE2plus (v3.11) 
Software Specs. 
Updated the 
Machine 
Configuration 
Options appendix for 
the Edge and 
Edge2plus Override 
Attributes Files to 
identify the eight 
character file name 
limit in the WinEDS 
SW Spec (v1.15), 
RCV Func Spec 
(v1.14), and 
WinEDS 4.0 Sys 
Ops Proc 
(v1.15)/Help file. 


Accepted - 1/4/10 CAC: 
AVC Edge Func. Spec. 
v1.10, EDGE2plus 
Software Specs v3.11, 
WinEDS Func. Spec. 
v1.14, WinEDS 4.0 Sys 
Ops Proc v1.15, all Dec 
2009 addresses the 8 
character file length in the 
override.ini file. 


2
2
3 


11/13/0
9 


C. 
Cvetez
ar 


F AVC EDGE 5.1 
v5.1.35 


Gen4_PA:  During ballot load of an override.ini file 
containing a filename reference that is over the DOS 
limit of 8 characters, the Edge II displays the error: 
"Ballot copy to audit trail failed.  Please remove results 
cartridge". 
The error is not descriptive enough nor are there any 


V1: 2.2.5.2.2.e 
All voting systems shall meet the 
following requirements for error 
messages: 
e. The message cue for all 
systems shall clearly state the 


11/16/09:  Related to 
discrepancy #209.  
This error will 
disappear when 
issue #209 is fixed. 
 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
step 16. 
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resolution messages to indicate the problem with the 
load of the election to resolve the issue. 


action to be performed in the event 
that voter or operator response is 
required; 


11/24/09:  Additional 
testing is in progress 
to ensure that the 
Edge successfully 
loads the election 
with the test 
override.ini file. 
 
3/27/10:  Entered 
into Sequoia internal 
defect tracking 
system.  TD#7555. 
 
3/27/10:  Fixed in 
WinEDS build 
4.0.153.  File name 
length is being 
checked for any that 
are over 8 
characters in length. 


2
2
4 


11/13/0
9 


K. 
Swift 


D HAAT80 
Operations & 
Maintenance 
Manual 
Document 
Version 2.04 
July 2009 


The document does not explain what the Election 
Counter on the Consolidation Receipt is. 


V2: 2.8.5.b 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-
generated status and information 
messages); 


11/24/09:  The 
HAAT Operation & 
Maintenance Manual 
includes a reference 
to the HAAT 
Functional 
Specification. 


Accepted - 12/31/09 KAS:  
Verified HAAT90 Func 
Spec, v.2.03, dated May 
09 contains a description 
of the Election Counter. 


2
2
5 


11/16/0
9 


K. 
Swift 


F Insight G.05 & 
Insight Plus A.05 
(Environmental 
TC) 


Not able to validate "When backup power is exhausted 
the system shall retain the contents of all memories 
intact." 
 
Test was started 11/11/09 at 12:45 PM on battery 
power and 10 ballots from Prim2 election were 
scanned during operation on battery power.  On 
11/13/09 at 7:52 AM, The machines had error message 
"Test Results Not Zeroed! Call Service Technician!" 
displayed, along with the count of "0010". Tester was 
not able to clear error to proceed with the final 
validation of this requirement. 


V1:3.2.2.4.c 
Components of voting systems 
that require an electrical supply 
shall meet the following standards: 
c. All systems shall also be 
capable of operating for a period of 
at least 2 hours on backup power, 
such that no voting data is lost or 
corrupted, nor normal operations 
interrupted.  When backup power 
is exhausted the system shall 
retain the contents of all memories 
intact. 


11/24/09:  iBeta 
should zero out the 
test data and 
execute this test with 
limited battery life 
that ensures that it 
runs down within the 
same day.  The 
Insight has 
safeguards that 
detects when a 
machine is powered 
up that it does not 
contain test data 
from a date that is 
different than the 
current date.  If it 
does, it displays the 
message that Test 
Results Not Zeroed.   


Accepted - 1/4/10 GA:  
Closed by modification of 
the test case to verify that 
a non-closed poll 
cartridge will be read by 
WinEDS.  Also, testing 
was conducted to verify 
that the polls could be re-
opened with proper 
authorization and the 
results were retained. 
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2
2
6 


11/16/0
9 


C. 
Cvetez
ar 


F Gen4_PA: 
WinEDS-
>Create 
Cartridge 


 The following error occurs during cartridge creation: 
"Invalid Data! Some contest records do not have 
associate color records.‖ 
I cannot continue testing until this is resolved. 
 
Location:  
WinEDS->Create Cartridge 
 
Databases: 
Gen4_PA_p_20091117_082113.bak 
GEN4_PA_E_20091117_082114.bak 
 
Description: 
During either Edge II or EDGE2plus cartridge creation, 
the following error occurs: 
"Invalid Data! Some contest records do not have 
associate color records." 
I could not find any information on this message that 
would guide me to resolving the error. 
 
Support files (already sent/uploaded): 
Error-CartridgeCreate-Gen4.rar 
Crash-WinEDS_CartCreate_Options.jpg 
 
A side note to this election:  At various times in working 
with this election, the Straight Party audio file gets 
"lost" and uses 0001000- for a new audio filename. I 
then create a new audio file labeled: 0001000-Straight 
Party and manually load it.  At the same time I "lose" 
the audio file, some of the Straight Party Chinese 
settings are also lost (like Short Name).  Once in 
awhile, WinEDS will crash (see attached: Crash-
WinEDS_CartCreate_Options.jpg). I am having a 
difficult time getting a sequence of events that shows 
this, but have done it twice using Create Cartridge-
>Edge II->Options... 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7573 
 
Fixed in build 
4.0.157 by adding 
this to the election 
validation. 
 
3/4/10:   Error 
message is 
documented in 
WinEDS 4.0 Sys 
Ops Procs v 1.20. 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
steps 23-24. 


2
2
7 


11/17/0
9 


D. 
Valdez 


F Gen1_CO: 
WinEDS, 
4.0.146 -
>Statement of 
Vote Reports 


The WinEDS System Ops document states, "click the 
Major Contest - cross-ballot style provisional resolution 
check box to enable contest resolution for this contest 
only.  For example, click this option when working with 
Federal contests that need to be resolved in the 
Provisional Resolution window.  All other contests that 
do not have this option checked, provisional votes will 
appear as an undervote. (CO only).‖  This option was 
selected for the Presidential race only; however, it 
appears the provisional voters selections are not being 
listed as undervotes.  Instead the provisional voters‘ 
selections do not appear in any totals.  
 
Note:  Validated two contests without resolving any 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/25/09:  Fixed in 
Build 4.0.152. 


Accepted - 8/6/10 GA:  
Verified during regression 
test of Gen01R2. 
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provisionals.  Then resolved one provisional and 
compared the totals. 


2
2
8 


11/17/0
9 


D. 
Valdez 


F WinEDS 4.0.146 
->Election Night 
Statistics 
(GEN1_CO) 


On the Election Night Statistics screen not all resolved 
write-ins received a total or percentage. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


11/25/09:  Entered 
into Sequoia internal 
defect tracking 
system to display 
zero values. TD 
#7562 
 
12/6/09:  Fixed in 
build 4.0.154 to 
show zeros for 
candidates with no 
votes.  Before, it was 
blank. 


Accepted - 07/23/10 DV & 
KS:   
Reviewed and verified 
write-in's are displaying 
correct totals and 
percentages in WinEDS 
4.0.172. 


2
2
9 


11/17/0
9 


D. 
Valdez 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
(Resolving 
Write-ins) 


The documentation is not clear on how the write-ins 
are listed in the right hand panel.  Some of the write-in 
names are indented and grouped, but the document 
does provide any explanation. 
 
Reject  - 01/07/10 D. Valdez: 
WinEDS System Operations Procedures Release 4.0 
Doc v 1.15 does not 1) explain that the indented 
candidate name is the name entered on the DRE, 2) is 
unclear what a "checked" candidate is (last sentence of 
step #8), as all write-in totals whether resolved, 
unresolved, or rejected will appear in the totals, and 3) 
is instructing the user to select the unresolved write-in 
check box (step #9), but does not refer the user back to 
the right hand pane. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


12/10/09:  Added an 
explanation of the 
grouping to section 
9.2 Resolving Write-
ins in v 1.15 
 
1/19/10:  WinEDS 
Sys Ops Procs v 
1.17 - revised 
wording in section 
9.2 Resolving Write-
ins. 


Accepted - 2/5/10 DEV: 
Verified steps 1-14 of the 
WinEDS Sys Ops 
Procedures release 4.0 v. 
1.17 contain more 
information/clarification 
on the write-in resolution 
process and screen shots 
point user to different 
areas. 


2
3
0 


11/17/0
9 


S. 
Jakileti 


D HAAT Source 
Code Build 
Instructions.doc 
(iBeta received 
on Sep2008) 


Missing latest build document. This build 
documentation is incomplete, and does not include the 
process to create .exe from the all image software. 
 
12/28/09 KW:  Original discrepancy closed by review of 
documentation.  Additional documentation discrepancy 
as a result of that review is that we have witnessed the 
generation of HAAT files for trusted installation and for 
field upgrades.  The vendor documentation used during 
the trusted build must describe the procedure(s) used 
to generate all files used for both a trusted installation 
and field upgrade.  This documentation must be 
sufficient to allow iBeta to validate the firmware version 
prior to an election and after completion of an election. 
In cases where an image file of a memory device is 
produced as the installation device, the documentation 
and procedures must be sufficient for iBeta to compare 
the hashes of the content of the fielded memory device 
to those produced during a trusted or witness build. 
 
Reject - 1/4/2009 KGW:  a) Ref: HAAT ... Os Trusted 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 


11/25/09:  Refer to 
the HAAT OS 
Trusted Build Guide  
 
12/29/09:  12/17/09 
Refer to the HAAT 
Application 
Compilation 
document v1.1  
 
01/06/10:  HAAT 
Application 
Compilation 
document v1.1 was 
placed on the FTP 
site 12/22/09. 
 
5/3/10: 
HAAT_OS_Creation.
doc v 1.1 - added 
the Partition Magic 


Accepted - 5/24/10 SJ: 
Updated documentation 
with partition magic 
version number and 
STPC Consumer II BSP 
version number in HAAT 
Operating System, 
document version 1.18. 
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Build Guide Document Version 1.08 September 2008. 
In section 3.10, the statement at step 6 "The HAAT will 
reboot, and start the HAAT application." This statement 
is only possible if the HAAT application is a 
prerequisite to the OS Trusted Build procedure, which 
is not stated anywhere in the document, especially 
section 2.1 "Required Components." 
b) We do not have the document "HAAT Application 
Compilation document v1.1" 
 
Reject 2/10/2010 KGW:  please refer to document 
20100210-Discrepancy230.doc for complete details. 
Documentation is missing: HAATUtil references in 
2.1.1, AllImage references in 2.1.1, version information 
in 2.1.1, main body of build is incomplete, and 
documentation of build process executables and 
installation devices is incomplete. 
 
Reject 4/19/2010 KGW:  v1.16 -- need a version on 
Partition Magic (sec 2.1.1), need a version or the 
specific download for the BSP, need a version on the 
Air555 drivers. (All others are OK or placed into a new 
discrepancy by SJ). 


version number.  


2
3
1 


11/17/0
9 


S. 
Jakileti 


D Edge2Plus_Sour
ceCodeCompilati
on_Process(Dat
ed August 2009) 


This build documentation is incomplete, not included 
the process to create .exe from the all image software 
for different types of CF cards. 
 
12/28/09 KW:  Original discrepancy closed by review of 
documentation.  Additional documentation discrepancy 
as a result of that review is that we have witnessed the 
generation of Edge2Plus files for trusted installation 
and for field upgrades.  The vendor documentation 
used during the trusted build must describe the 
procedure(s) used to generate all files used for both a 
trusted installation and field upgrade.  This 
documentation must be sufficient to allow iBeta to 
validate the firmware version prior to an election and 
after completion of an election. I n cases where an 
image file of a memory device is produced as the 
installation device, the documentation and procedures 
must be sufficient for iBeta to compare the hashes of 
the content of the fielded memory device to those 
produced during a trusted or witness build.  
 
Reject 1/4/2009 KGW:  a) Ref: Edge2plus Operating 
System Image Creation Document Version 1.09 
December 2009. First paragraph of section 8.1 refers 
to loading the previously compiled E2P application. 
Therefore the E2P application is a prerequisite of this 
build procedure and needs to appear in the 
prerequisites section 2.1. 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 


12/17/09: Refer to 
the E2P Application 
Compilation v1.04 
 
01/07/10: Refer to 
the changes made 
to 
E2P_OS_Creation 
document v1.10. 
Updated the E2P 
OS Creation 
document to 
reference the correct 
document name 
(EDGE2plus 
Application 
Compilation rather 
than the EDGE2plus 
Source Code 
Compilation 
Process. Added the 
file created in this 
document to the list 
of pre-requisites. 
Added the document 
to the Related 
Documents table.  
 


Accepted - 2/10/10 KGW: 
a) Closed by delivery of 
Edge2plus Application 
Compilation Document 
Version 1.06 January 
2010. b) Closed by 
delivery of Edge2plus 
Upgrade Cartridge 
Creation Document 
Version 1.0 January 2010 
And Edge2plus Upgrade 
Creator Compilation 
Document Version 1.0 
January 2010. 
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b) Cannot find any documentation describing trusted 
generation of field upgrade executable images. (see 
also #264) 


01/08/10: b: In the 
next TDP 
submission, the E2P 
Upgrade Creator 
Compilation 
document v 1.0 and 
E2P Upgrade 
Cartridge Creation v 
1.0 will be included 
to describe trusted 
generation of field 
upgrade executable 
images 


2
3
2 


11/17/0
9 


K. 
Swift 


F WinEDS 4.0.146 
(Gen1_CO) 
Election > Log 
Report 


Election Setup>Election Data>Contest/Candidate 
option:  
1) The information displayed is not clear enough to 
determine how to interpret the entries.  
2) The audit entries do not identify the contests. 


V1: 2.2.5.1 
...Because the actual 
implementation of specific 
characteristics may vary from 
system to system, it is the 
responsibility of the vendor to 
describe each system's 
characteristics in sufficient detail 
that ITAs and system users can 
evaluate the adequacy of the 
system's audit trail. 


11/25/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7563 
 
12/6/09:  Fixed in 
build 4.0.154 to 
show contest and 
candidate names 
along with the IDs. 


Accepted - 07/23/10 DEV 
& KAS:   
Reviewed and verified the 
Contest/Candidate Log 
report details/information 
are clear and the contests 
are also appearing 
(WinEDS 4.0.172). 


2
3
3 


11/18/0
9 


K. 
Swift 


F WinEDS 4.0.146 
(Gen1_CO) 
Election > Log 
Report 


Post Election> Write-in Resolution & Provisional 
Resolution options; The information displayed is not 
clear enough to determine how to interpret the entries.  


V1: 2.2.5.1 
...Because the actual 
implementation of specific 
characteristics may vary from 
system to system, it is the 
responsibility of the vendor to 
describe each system's 
characteristics in sufficient detail 
that ITAs and system users can 
evaluate the adequacy of the 
system's audit trail. 


11/25/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7564 
 
12/5/09:  W/I 
resolution log fixed 
in build 4.0.154.  
New defect #7570 
opened to address 
provisional 
resolution log 
entries. 


Accepted - 07/23/10 DEV 
& KAS:   
Reviewed and verified the 
Write-in Resolution and 
Provisional log reports 
and all details/information 
are clear and easily 
understandable. (WinEDS 
4.0.172). 


2
3
4 


11/18/0
9 


S. 
Jakileti 


D HAAT100_Funct
Spec v.1.02 


Cannot find the documentation for access to 
incomplete election returns and interactive queries.  As 
described in the requirement, the HAAT100 (and 
HAAT90) have the capability to consolidate and 
transmit election returns prior to the completion of the 
official count.  Therefore, this requirement must be 
addressed in the documentation. 


V1: 6.5.6 Access to Incomplete 
Election Returns and Interactive 
Queries  
If the voting system provides 
access to incomplete election 
returns and interactive inquires 
before the completion of the official 
count, they system shall: For 
equipment that operates in a 
central counting environment, be 
designed to provided external 
access to incomplete election 
returns only if that access for these 
purposes is authorized by the 


2/10:  HAAT 100 
Security Spec v1.05 
and HAAT 90 
Security Spec v2.06 
- Added section, 
3.9.1, Incomplete 
Election Returns. 
HAAT 80 Sec Spec 
v2.05 - added 
section on 
incomplete election 
returns. 


Accepted - 2/5/10 CAC: 
Security Spec of 
HAAT100 (V1.05), 
HAAT90 (v2.06), section 
3.9.1; HAAT80 (2.05) 
section 3.9. 
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statutes and regulations of the 
using agency.  This requirement 
applies as well to polling place 
equipment that contains a 
removable memory module, or that 
may be removed in its entirety to a 
central place for the consolidation 
of polling place returns.  


2
3
5 


12/4/09 S. 
Jakileti 


D 400-
C_SoftSpec.doc 
v.1.10 
400-
C_Security.doc 
v.1.09 


400C_Security documentation is stating that the 
Election Log file is encrypted, but not addressing what 
encryption algorithm is used.  This information also 
does not appear in the Security Specification. 


V1:6.2.2: Access Control 
Measures 
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access 
g. Message encryption 


12/17/09: 
Added information 
on encryption used 
for the election log 
files to the Security 
Spec v 1.11 and the 
SW Spec v 1.12 


Accepted - 1/4/10 GA: 
Closed by review of 
Section 3.7 of the Optech 
400-C Security 
Specification v.1.11 dated 
Dec 2009 and Section 6.5 
and 8.2.4 of the Software 
Specification v.1.12 dated 
Dec 2009. 


2
3
6 


12/4/09 K. 
Swift 


D WinEDS  
System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
October 2009 


Load Tally Data for the 400-C results gives the 
following message:  Election Name or Election Path 
does not match". This message is not in the 
documentation. The document also does not contain 
any information on the Election Path and Election 
Name fields. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


12/29/09:  Added the 
error message and 
corrective action for 
the Election Name 
or Election Path 
does not match error 
to Appendix B in 
version 1.16 of the 
WinEDS Sys Ops 
Proc. 


Accepted - 2/5/10 CAC: 
WinEDS Ops Proc, v.1.17 
contains info on error 
message, Election Path 
and Election Name fields. 


2
3
7 


12/4/09 K. 
Swift 


I AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.08 
September 2009 


The document does not contain an appendix for the 
Bar Code.  
(Edge2Plus document does) 
 
Reject 12/31/09 KS: 
Vendor response does not address discrepancy.  The 
Edge2Plus OpMan document contains Appendix L: 
Barcode Structure with Vote Information that aids in 
deciphering the barcode, but there is no information in 
the Edge2 OpMan document. 


  12/7/09:  Updated 
the EDGE SW Spec 
v1.10 with the 
missing data 
dictionary chapter on 
bar code 
 
2/15/10:  Changed 
the VeriVote Printer 
manual to refer to 
the EDGE and E2P 
Ops manuals. Each 
Ops manual 
contains a specific 
appendix for the Bar 
Code that applies to 
the machine.  


Accepted - 3/31/10 KAS: 
Verified VeriVote Printer 
Ops & Maint v. 1.19 
added Appendix H 
referencing AVC Edge 
OpMan v. 1.14 Appendix 
O which contains the bar 
code information. 


2
3
8 


12/4/09 C. 
Cvetez
ar 


D WinEDS 
SYSTEM 
OPERATIONS 
PROCEDURES, 
v1.13, section 
4.2.12.4 
LOADING 


Gen4_PA:   
 
a) The TDP does not address the location of stored 
files that are listed in the override.ini file once they are 
loaded. 
[2010-2-5 CAC]: Clarification: Section H.3.2 CHINESE 
OVERRIDE FILE, the input location of file names listed 


v.2: 2.2 In the system overview, 
the vendor shall provide 
information that enables the 
accredited test lab to identify the 
functional and physical 
components of the system, how 
the components are structured, 


1/5/10 - WinEDS 4.0 
Sys Ops Procs v 
1.17 includes 
section H.4 
Override.ini Index, 
the bitmap file 
limitations, and 


Partial Accept - 2/5/10 
CAC:  WinEDS 4.0 Sys 
Ops Procs v 1.17, b) 
section H.2.1; c) section 
H.3 
 
Rejected - 2/5/10 CAC:  
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OVERRIDE 
MESSAGE and 
Appendix H 


in the override.ini file are not documented.  Example: 
"5,btn5,img".  It is not documented where the input 
location of this file is (where does it find this file?). 
 
b) The TDP does not address the specifications of 
BMP image file (size). 
[2009-1210 CAC: BMP image file specifications 
received as a file (outside of TDP); still needs to be in 
TDP. 
 
c) The TDP does not address the specifications of the 
format used (and what the indexes mean) in the 
override.ini for the Edge II and EDGE2plus machines. 
[2009-1210 CAC] : Specifications of format indexes 
used received as a file (outside of TDP); still needs to 
be in TDP. 


and the interfaces between them. explanation on 
editing messages. 
 
2/18/10:  WinEDS 
4.0 Sys Ops Procs v 
1.19 - Added a new 
section to Appendix 
H called Applying An 
Override.ini File. 
Added links to the 
various sections in 
this appendix to help 
users navigate the 
information. 


a): see clarification in 
Issue Description. 
 
Accepted - 3/31/10 KAS: 
Verified WinEDS SOP 
v.1.20 contains section 
H.3 addressing item a. 


2
3
9 


12/4/09 K. 
Wilson 


D AVC Edge 
Security 
Specification, 
Appendix C: 
Upgrade 
Cartridge 
Specification 5.2 
v1.02 9/2009 


a) The Edge Security Specification Appendix C refers 
to an installation program the source code of which has 
not been delivered.  All source code must be delivered, 
reviewed and witness or trusted built prior to VSTL 
testing.  The Edge II capability for field upgrade must 
be tested. b) The source code has not been witness 
built to allow for VSTL testing. 


V2: 5.2 All software components 
designed or modified for election 
use shall be tested in accordance 
with the applicable procedures 
contained in this section. 
V2:3.2.1.e ITAs shall design and 
perform procedures to test a voting 
system against the functional 
requirements outlined in Volume I, 
Section 2. ...   System 
Maintenance 


1/18/10:  The source 
code for the 
firmware upgrade 
utility will be 
included in the next 
Edge code delivery 
and creating an 
upgrade cartridge 
will be part of the 
witnessed build. 


Accepted - 6/4/10 KGW:  
Code has been delivered, 
built and upgrade 
capability will be tested in 
regression/security tests. 


2
4
0 


12/4/09 K. 
Swift 


D WinEDS  
System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.13 
October 2009 
 
(Voyager 
BarCode Reader 
- Gen1_CO) 


The barcode from the Edge2 tape is not recording 
votes in contest order (like the Edge2Plus). Undervotes 
are recorded after candidate selections. There is no 
information to determine if this is correct.  
 
Reject 12/31/09 KS: 
The VeriVote OpMaint manual, section E.3.5 is 
referencing the user to see the Edge2Plus OpMan, 
however, the barcodes are printing differently between 
the Edge2 & Edge2Plus, as described in discrepancy. 
Appendix H of the VP OpMaint manual is also 
referencing the Edge2Plus. On the Edge2, votes were 
printed out of contest order and undervotes were 
printed at the end of the list of SWID's, not in the order 
of the contests, therefore, we could not determine what 
contest(s) had the undervote(s). 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


12/21/09: VeriVote 
Operations and 
Maintenance Manual 
v 1.17 - Added more 
information on the 
placement of the 
SWIDs In the 
barcode. 
 
1/19/10:  Removed 
appendix content 
from the VP Op Man 
v1.18 and instead 
referred users to the 
applicable machine 
ops man. 


Accepted - 2/5/10 CAC:  
Op Man v1.18 appendix 
H. 


2
4
1 


12/4/09 K. 
Swift 


D Optech 400-C 
Operators 
Manual 
WinETP 1.16.8 
Document 
Version 1.12 
October 2009 


The document states "After performing pre-election 
testing, you must zero all results before opening the 
polls for official results.", however, it does not explain 
whether this is accomplished by "File>Zero" options or 
by generating the zero report. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 


12/17/09:  Added a 
procedure outlining 
the process to zero 
out the results 
following pre-
election testing to 
section 9.6 Opening 
the Polls. 400cOps 


Accepted -12/31/09 KAS:  
Verified 400-C OpMan 
v.1.14, dated Dec 2009, 
Section 9.6 has been 
updated with procedure to 
zero test totals. 
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operation; Man v 1.14 


2
4
2 


12/4/09 K. 
Wilson 


F Security Review 
Card Activator 


Card Activator accepted a firmware upgrade without 
any authentication. 


V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 
b. Provide system functions that 
are executable only in the intended 
manner and order, and only under 
the intended conditions 
f. If access to a system function is 
to be restricted or controlled, the 
system shall incorporate a means 
of implementing this capability. 


12/29/09: Entered 
into Sequoia internal 
defect tracking 
system. TD #7572 
 
3/10:  Fixed in Card 
Activator build 5.2.1 
 
3/19/10:  The ability 
to upgrade the Card 
Activator using an 
upgrade cartridge 
has been removed.  
Therefore, this 
discrepancy and the 
fix indicated in build 
5.2.1 are no longer 
relevant. 


Accepted 6/11/2010 KGW 
field upgrade no longer 
possible 


2
4
3 


12/4/09 K. 
Wilson 


F Security Review 
Card Activator 


Card Activator accepted maliciously modified firmware 
upgrade. 


V1:6.4.2  Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs 
V1:6.5.4 Voting systems that use 
public telecommunications 
networks shall 


2/8/10: Updated the 
Edge Security Spec 
v 1.08 and the Card 
Activator Ops/Main 
Man v 1.10 to 
include the 
additional security 
steps for firmware 
upgrades. 


Accepted - 4/2/2010 
CAC: Firmware upgrades 
are performed by SVS-
supplied personnel as per 
Edge Security Spec v 
1.09, Card Activator 
Operator's And 
Maintenance Manual 5.2 
Document Version 1.11, 
section B.3 


2
4
4 


12/4/09 D. 
Valdez 


D EDGE2PLUS 
MODEL 300 
OPERATORS 
MANUAL  
DOCUMENT 
VERSION 3.08 


The document does not provide information on the 
following message, "Invalid Results Cartridge Date.  
Please Remove Results Cartridge." 
 
Rejected - 01/07/10 DV: Verified the same error 
message is documented as two different issues. The 
Edge2Plus Model 300 Operators Manual Doc v.3.10, 
12/09 states the error is due to an invalid election date 
and resolve the matter by removing and replacing the 
cartridge with a valid results cartridge.  The Edge2Plus 
Model 300 Maintenance Manual Doc v 3.07 12/09 
states the system date is outside the ballot definition‘s 
―valid date‖ range and to rectify the matter by checking 
the EDGE2plus‘ date and time are correct.   


V2: 2.8.5.b 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-
generated status and information 
messages); 


12/17/09:  E2P Ops 
Man v 3.10: Added 
information on 
invalid results 
cartridge to step 4 in 
section 5.2 , Loading 
Ballot.  
 
This error message 
is also documented 
in the E2P 
Maintenance Manual 
v3.07.  
 
1/18/10:  Revised 
wording in both dos 
to more closely 
mirror the text and 
expected user 
interaction. Ops Man 
v 3.11, Main Man v 
3.08. 


Accepted - 2/5/10 CAC: 
WinEDS Ops Man v 3.11, 
WinEDS Maint Man v 
3.08. 
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2
4
5 


12/4/09 K. 
Wilson 


D AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.08 
September 2009 


Appendix B of the Operators Manual describes security 
for protection of the Edge II firmware.  However, it is 
missing the placement of tamper-evident seals on the 
chassis following the installation of the CF card 
containing trusted firmware.  Without such seals, the 
bootstrap can be activated by maliciously placed CF 
card. 


V1:6.4.1.c c. The system 
bootstrap, monitor, and device-
controller software may be 
resident permanently as firmware, 
provided that this firmware has 
been shown to be inaccessible to 
activation or control by any means 
other than by the authorized 
initiation and execution of the vote-
counting program, and its 
associated exception handlers; 
V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


1/11/10: Added a 
step to the EDGE 
Ops Man v 1.12 to 
add a seal to the 
chassis and record 
the number when 
updating firmware. 


Accepted - 2/5/10 CAC:  
EDGE Ops Man v 1.12, 
section B.7.2. 


2
4
6 


12/4/09 K. 
Wilson 


D Missing 
Documentation - 
Card Activator 
Security 


While Appendix B of the Edge II Operators Manual 
describes security for protection of the Edge II 
firmware, no such documentation for the Card Activator 
(CA) was found. As with the Edge II, access to the 
bootloader of the CA firmware must be protected 
following installation of the trusted firmware. 


V1:6.4.1.c c. The system 
bootstrap, monitor, and device-
controller software may be 
resident permanently as firmware, 
provided that this firmware has 
been shown to be inaccessible to 
activation or control by any means 
other than by the authorized 
initiation and execution of the vote-
counting program, and its 
associated exception handlers; 
V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


2/8/10: Updated the 
Edge Security Spec 
v 1.08 and the Card 
Activator Ops/Main 
Man v 1.10 to 
include the 
additional security 
steps for firmware 
upgrades. 


Accepted - 4/2/2010 
CAC: Firmware upgrades 
are performed by SVS-
supplied personnel as per 
Card Activator Operator's 
And Maintenance Manual 
5.2 Document Version 
1.11, section B.3. 


2
4
7 


12/4/09 K. 
Wilson 


D Security Review 
Edge II 2.2.1.a 


Ref: Edge2 Op Man App B. v1.08 9/2009 Section B.6.6 
refers to VeriVote Op Man App. B v1.15 9/2009 section 
B.5.5.  Application of the seal on the upper portion of 
the rail for the VeriVote does not prevent removal of 
the bolt on the rubber stopper at the other end of the 
rail and subsequent non-detectible removal of the 
VeriVote from the Edge II chassis.  Following such 
removal, another VeriVote can be inserted in its place, 
the replacement of which is not recorded if the 
replacement occurs when the Edge II is powered 
down.  
 
Rejected 1/4/2009 KGW -- Ref E2 Op Man App B 
v1.10 12/2009 and VeriVote Op Man App B v1.16 
12/2009.  Relevant documentation did not change. 


V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


12/7/09:  Change to 
documentation 
discrepancy.  This 
reference is not 
relevant and will be 
removed from the 
document.   
 
12/17/093/11/2010  
Removed from 
EDGE OP Man v 
1.10 
 
01/07/10:  
VPOpMan v 1.18 - 
Inserted an 
additional step in 


Accepted - 2/5/10 CAC: 
Edge OpsMan v1.12 
section B.6.6; VeriVote 
OpsMan v1.18, section 
B.5.3. 
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section B.5.3 to 
attach a seal to the 
bolt on the rubber 
stopper at the other 
end of the rail to 
prevent removal of 
the Verivote Printer. 
The EDGE Op Man 
refers to this section 
- no further change 
needed. 


2
4
8 


12/4/09 C. 
Cvetez
ar 


D WinEDS System 
Operations 
Procedures, 
v1.13, section 
4.2.12.4 Loading 
Override 
Message 


 Gen4_PA: 
Loading the EDGE2plus overrirde.ini file, "yb/" is 
displayed (umlaut over the "y") instead of the file 
contents of the override.ini file. 
The Edge II displayed fine. 
Note:  Sequoia will be shown this during 11/23 visit. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


No vendor response 
received. 


Accepted - 12/10/09 
CAC:  Accept: override.ini 
file was input as 
UNICODE text when it 
should be ASCII text.  


2
4
9 


12/9/09 C. 
Cvetez
ar 


D Insight G.05 & 
InsightPlus A.05 


 Gen4_PA: 
 
a)  After loading the election, open polls, read in a 
ballot, power off machine completely (battery and A/C), 
power on the machine, messages on paper: 
"Test Results Not Zeroed!" 
"First test ballot read at ..." 
Call Service Technician" 
messages on Insight Plus LCD: 
"Test Results Not Zeroed!" 
Call Service Technician" 
Ballot count of "0001". Was not able to clear error nor 
read any more ballots. 
 
b) The above "TEST RESULTS NOT ZEROED!" error 
is not addressed in the TDP. 
 
c) The message "First test ballot read at ..." refers to a 
test ballot; however, the polls were open at the time of 
the first ballot was read. 
 
Rejected - 2/8/10 CAC: b) message included in 
Insight/Insight Plus Ops Man; however, note under 
message states: "enter the access code and press [5] 
and [7] to set all totals to zero" when Vendor Response 
a) states to not zero out. 


V1:3.2.2.4 Electrical Supply 
Components of voting systems 
that require an electrical supply 
shall meet the following standards: 
c. All systems shall also be 
capable of operating for a period of 
at least 2 hours on backup power, 
such that no voting data is lost or 
corrupted, nor normal operations 
interrupted.  When backup power 
is exhausted the system shall 
retain the contents of all memories 
intact. 
 
V1:2.2.3 Error Recovery 
To recover from a non-
catastrophic failure of a device, or 
from any error or malfunction that 
is within the operator's ability to 
correct, the system shall provide 
the following capabilities: 
a. Restoration of the device to the 
operating condition existing 
immediately prior to the error or 
failure, without loss or corruption of 
voting data previously stored in the 
device; 
c. Recovery from any other 
external condition that causes 
equipment to become inoperable, 
provided that catastrophic 
electrical or mechanical damage 
due to external phenomena has 


12/18/09:  Similar to 
#225: 
a) Open the polls 
again (do not zero 
out). 
b) Documentation 
discrepancy.   
 
1/11/10:  Updated 
the Insight/Insight 
plus ops Man v 1.10 
with the Test Results 
not zeroes error 
messages. Will be 
included in the next 
TDP submission. 
c) Should not refer 
to "test". 
 
4/5/10: This may be 
a miscom-
munication. The 
Vendor Response 
dated 1/11/10 
identifies the error 
message (thus NOT 
ZERO). However, 
the manual identifies 
both the error 
message and the 
user response, 
which should be to 
"On the Insight 


Accepted - 4/14/2010 
CAC:  b) functions as 
designed since power 
restore on the machine 
was 3 days after the polls 
were open. 
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not occurred.  keypad, enter the 
access code and 
press [5] and [7] to 
set all totals to zero". 
The user response 
will set them to zero 
as they should be.  


2
5
0 


12/9/09 K. 
Swift 


F HAAT100 FW: 
2.6.29 
(Prim4_IL) 


HAAT100 transmission is failing with error 301 on the 
InsightPlus cartridge. The HAAT Listener is reporting 
that the Decryption and Decompress are successful; 
Checksums are OK.  Schema validation has failed.  
 
Note: The HAAT100 Sys Ops document states to 
resolve error 301 is to cycle the power on the unit and 
retransmit. This does not appear to be the correct 
solution for the problem. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7584. 
 
Fixed in build 1.7.2 
 
4/5/10:  Corrected 
TD defect number 
from 7584 to 7574. 


Accepted -  5/27/10 KAS 
& DEV:  Verified in 
Prim4R successful 
transmission of the 
InsightPlus cartridge, with 
no errors. 


2
5
1 


12/9/09 K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.13 
(Prim4_IL) 


The document does not contain the following 
messages: 
 
a) Warning! Machine is not assigned. Please assign 
the machine before tallying 
 
b) Cart info is not valid for current election 


V2: 2.8.4.d 
The vendor shall provide 
documentation of system 
operating features that meets the 
following requirements: 
d. Illustrate and describe all status 
indicators and information 
messages. 


1/21/10:  Added 
messages to 
WinEDS Sys Ops 
Procs v 1.17 


Accepted - 2/8/10 CAC: 
a) & b); WinEDS Sys Ops 
Procs v1.17 contains the 
messages. 


2
5
2 


12/9/09 K. 
Wilson 


F Security Review, 
Edge II 


Attempts to update the Edge II firmware, when 
unsuccessful, are not logged. 


V1:2.2.4.1.g. Record and report 
the date and time of normal and 
abnormal events; 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7601. 
 
3/29/10: Fixed in 
build 5.2.5 


Accepted 6/18/2010 KGW 
field upgrade no longer 
possible. 


2
5
3 


12/14/0
9 


D. 
Valdez 


F WinEDS v. 
4.0.154 > Post 
Election > 
Reports  
(GEN1) 


A blank ballot was cast by a provisional voter, however, 
WinEDS is not displaying the blank provisional ballot 
on the "Resolving Provisional Voters" screen. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7575. 
Fixed in build 
4.0.155 


Accepted - 07/23/10 DEV 
& KAS:   
 Reviewed and verified 
the Blank provisional 
ballot appeared in 
provisional ballot 
resolution and was able 
to be resolved (WinEDS 
4.0.172). 


2
5
4 


12/14/0
9 


C. 
Cvetez
ar 


F WinEDS Election 
Data->Special 
Contests-
>Straight Party 


Gen4_PA: 
In the SP audio is (none), selecting the synthesized 
icon (Lips) gives audios file of "0001000 -" with no 
sound. 
Selecting a previous recorded "0001000 - Straight 
Party" from the drop down corrects the audio. 
When the synthesize icon is then used it gives the 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7599 
 
4/27/10:  #254 
(7599) fixed in build 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
steps 25-28. 
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audio of "zero zero zero one zero zero zero". 
Selecting Election Data->Audio->Synchronize Audio 
does clear the file; however, if the synthesized icon is 
selected again, the file reverts back to "0001000 -". 
Support Files (created after Ballot Styles generated: 
Gen4_PA_p_20091120_135737.bak 
Gen4_PA_e_20091120_135738.bak 
These files already provided to Sequoia via USB. 


4.0.164. 


2
5
5 


12/14/0
9 


C. 
Cvetez
ar 


F WinEDS Ballot 
Management-
>Plates->AVC 
Edge->Plate 1-
>Plate 
WinEDS Ballot 
Management-
>Plates->AVC 
Edge2plus-
>Plate 1->Plate 


Gen4_PA: 
For Languages set to "Chinese", the Prohibition box 
displays the generic "Party" and "Candidate Name" 
fields instead of the assigned values set in Profile-
>Prohibition->Translation. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  The issue 
has changed and is 
being tracked in 
Sequoia internal 
defect tracking 
system.  TD #7600 
 
Party Candidates 
are not displaying 
with the Contest 
(Straight Party). 
 
4/9/10:  Internal 
defect rejected.  
Cannot reproduce 
using a new 
database.   


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
steps 16. 


2
5
6 


12/14/0
9 


C. 
Cvetez
ar 


D 1) Optech 
Insight/Insight 
Plus Operators 
Manual APX 
K2.17-HPX 1.44 
Document 
Version 1.08 
October 2009, 
10.7.4 Cross-
voted Ballot 
2) Optech Insight 
Plus Functional 
Specification 
APX K2.16 - 
HPX 1.44 
Document 
Version 1.06 
October 2009, 
C.6 Cross-voted 
Ballot 


These documents cover cross-voted ballots in 
reference to "States with Open Primary Only," but do 
not address a cross-voted ballot in a General Election. 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


1/8/10:  Open 
Primaries enable 
voters to select their 
party designation on 
Election day and 
then their candidates 
based on the voter‘s 
party.  If a voter 
cross-votes in an 
open primary, their 
vote will not count, 
thus the warning 
message.  General 
Elections allow 
cross-voting - voting 
for candidates other 
than in one‘s party 
designation - 
therefore no warning 
message is needed. 
This works as 
designed. 


Accepted - 1/17/09 CAC: 
Since cross-voting is 
allowed in a general 
election (Straight Party) 
and the votes are simply 
counted as marked, then 
there would be no reason 
to give any message. 


2
5
7 


12/14/0
9 


C. 
Cvetez
ar 


F WinEDS Election 
Data->Validation 


Gen4_PA: Jerry List 
In Election Data->Contests/Candidates after a contest 
is created using the office drop-down, the office can 
then be deleted in Profile->Office.  Once deleted, the 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7573. 


Accepted - 6/17/10 CAC:  
Verified in Gen4R testing 
steps 16. 
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Election Data Validation does not give any warnings of 
the missing tie.  


 
3/27/10:  Fixed in 
build 4.0.157. 


2
5
8 


12/14/0
9 


C.  
Cvetez
ar 


D WinEDS Ballot 
Management-
>Optech Ballot 


Gen4_PA: 
The upper-right display shows a column for "# 
Segments".  The TDP does not address the meaning 
or definition of "# Segments". 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


1/8/10:  WinEDS Sys 
Ops Proc V 1.17 - 
Added a sentence 
defining the # 
Segment in the 
Optech Ballot tab. 


Accepted - 2/8/10 CAC: 
WinEDS Sys Ops Procs 
v.1.17 addresses # 
segments. 


2
5
9 


12/14/0
9 


C. 
Cvetez
ar 


D WinEDS TDP Gen4_PA: 
The TDP does not address the action that is taken 
when a recall race uses the  "Abstain" (or 
Undetermined) choice from its Response Set.  Only the 
YES/NO options are addressed. 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


1/15/10: WinEDS 
Sys Ops Procs v 
1.17 - Added 
information on the 
use of Undetermined 
as it relates to Recall 
Voting. 


Accepted - 2/8/10 CAC: 
WinEDS Sys Ops Procs 
v.1.17 addresses 
Undetermined choice. 


2
6
0 


12/14/0
9 


C. 
Cvetez
ar 


D WinEDS Ballot 
Management 


Gen4_PA: 
After ballot style generation and editing Straight Party 
settings (audio, short names, etc.), regenerating ballot 
styles clears the previously edited settings to Straight 
Party. 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


1/14/10:  WinEDS 
Sys Ops Procs v 
1.17, Added note to 
pages 6-33 and 6-44 
regarding generating 
ballot styles. 
Added section 6.3.2, 
Regenerating Ballot 
Styles to page 6-36. 


Accepted - 2/8/10 CAC: 
WinEDS Sys Ops Procs 
v1.17 NOTE's addresses 
the ballot regenerations. 


2
6
1 


12/14/0
9 


C. 
Cvetez
ar 


D WinEDS Election 
Data-
>Contest/Candid
ate->City 
Council-
>Contest 
Maintenance-
>Ballot Display-
>Preview 


Gen4_PA: 
At this point, making ballot changes in Visio and saving 
changes does not save the changes. 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


1/14/10:  WinEDS 
Sys Ops Procs v 
1.17, Added note to 
page 6-5 regarding 
saving changes to 
the Ballot Display. 
The application 
works as designed 


Accepted - 2/8/10 CAC: 
WinEDS Sys Ops Procs 
v.1.17 NOTE's addresses 
the Visio Preview. 


2
6
2 


12/14/0
9 


C. 
Cvetez
ar 


D 1) HAAT90 
(Hybrid 
Activator, 
Accumulator & 
Transmitter) 
Operations & 
Maintenance 
Manual 
Document 
Version 2.04 
JULY 2009; 
Appendix D 
Troubleshooting 
2) HAAT90 


These documents address Signal Strength & Quality in 
error codes: 301-303, 308, 901-903, 905 & 907.  The 
HAAT90 transmissions use modem, not wireless for 
transmission. 


V1: 7.7 Documentation 
Vendors are required to produce 
documentation to support the 
development and formal testing of 
voting systems. ... 
a. Be sufficient to serve the needs 
of the ITA, voters, election officials, 
and maintenance technicians; 


02/10:  HAAT90 Ops 
Main Man v2.09 - 
Updated the error 
messages in 
Appendix D. 
 
HAAT100 Ops Maint 
Man v 1.10 Updated 
error messages in 
Appendix D. 
 
HAAT 90 
Acceptance Testing 
Guide v 1.06 


Accepted - 2/5/10 CAC:  
Accept by review of 
HAAT90 (v2.09) & 
HAAT100 (v1.10) Ops 
Main Man Appendix 
D..HAAT 90 AcceptTest v 
1.06 (308 & 907 removed 
from HAAT90 docs.) 
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(Hybrid 
Activator, 
Accumulator & 
Transmitter) 
Acceptance 
Testing Guide 
Document 
Version 1.05 
MAY  


updated error 
messages in 
Appendix B.  


2
6
3 


12/14/0
9 


K. 
Wilson 


F Security Review 
Card Activator 


Following firmware upgrade in the Card Activator, 
could not find any entry in any log file indicating that 
the firmware had been upgraded. 


V1:2.2.4.1.g Record and report the 
date and time of normal and 
abnormal events; 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7576. 
 
3/29/10:  Fixed in 
build 5.2.2. 


Accepted 6/11/2010 
KGW:  field upgrade 
removed. 


2
6
4 


12/28/0
9 


K. 
Wilson 


D Edge2plus 
Model 300 
Security 
Specification 
Document 
Version 3.05 
July 2009 (SS) 
Edge2plus 
Model 300 
Maintenance 
Manual 
Document 
Version 3.05 
July 2009 (MM) 


The Security Spec contains numerous references to 
the capability to upgrade firmware via a cartridge (field 
upgrade). Sec 1, sec 1.3.3.1, 2.1, sec 4.1.  We have 
also found this capability in the code.  The 
Maintenance Manual (MM) contains references to 
firmware upgrade: Sec 4.1, 8.1.2, 9.4. 
We have been told the functionality is to be removed.  
If it is removed, the documentation needs to be 
updated.  If it is not removed, we are missing 
procedures to create the update cartridges, which need 
to be created at the time of the witness and trusted 
builds. 


V1:6.4.1.c. The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown 
to be inaccessible to activation or 
control by any means other than 
by the authorized initiation and 
execution of the vote-counting 
program, and its associated 
exception handlers; 
V1:6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs. Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status. 


01/08/10:  In the 
next TDP 
submission, the E2P 
Upgrade Creator 
Compilation 
document v 1.0 and 
E2P Upgrade 
Cartridge Creation v 
1.0 will be included 
describing the 
trusted generation of 
field upgrade 
executable images. 


Accepted - 2/15/10 KGW:  
Review of MM v3.08 (Jan 
2010). Sec 4.3 Firmware 
Update, Sec 9.4 
Closed by the addition of 
step 3 to the Security 
Review E2P tab 
requirement 6.4.1.c 


2
6
5 


12/28/0
9 


K. 
Wilson 


F Security Review 
Edge II  


It is possible to recalibrate the screen on the Edge2 
when the polls are open. Such recalibration appears on 
the VVPAT printed log.  
 
8/13/10 KS:  ESD testing on the back panel resulted in 
a -15 Air discharge in the seam of the button while the 
cap is open. Audio stopped and ABU had to be 
unplugged/re-plugged.  


V1:2.2.1.b. Provide system 
functions that are executable only 
in the intended manner and order, 
and only under the intended 
conditions 
V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


7/8/10: Activate 
button can be 
secured with a 
tamper proof cap. 


Accept, 9/7/10, KS 
Verified ECO 798 (ground 
wire) resolved failure and 
ESD testing completed 
successfully. 


2
6
6 


12/28/0
9 


D. 
Valdez 


F HAAT100 FW: 
2.6.29 
(Prim4_IL) 


Receiving error 301 when attempting to transmit Insight 
cartridge. 
 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 


Accepted - 5/27/10 KAS 
& DEV: 
Verified in Prim4R, HAAT 
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HAAT 100 OpMaint doc states, "Problem: Error code 
301 displayed while trying to transmit data results. 
Cause:  The connection to the tally server may be busy 
or unavailable. 
Solution: Verify the optimum signal strength and quality 
for transmission (Signal: S:5/5 Q:5/5). Then try 
transmission every 10 minutes until it is successful." 
 
The signal strength was S: 5/5 Q 5/5 and numerous 
attempts were made and were unsuccessful. 


system. TD #7584. 
 
3/10:  Fixed in HAAT 
Listener build 1.7.2. 


Listener v. 1.7.4; 
message did not occur 
and transmission was 
successful. 


2
6
7 


12/28/0
9 


D. 
Valdez 


D WinEDS System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.13 
(Prim4_IL) 


There is no information on the "SQL Agent" selection 
area under Election Day>Tally Processing>Server 
Status Tab. 


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation. 


1/5/10: - WinEDS 
4.0 Sys Ops Procs 
v1.16, information 
and screen shot with 
SQL Agent added to 
section 7.4. 


Accepted - 2/28/10 CAC: 
WinEDS Sys Ops Procs 
v.1.17 addresses SQL 
Agent selection area 


2
6
8 


12/28/0
9 


D. 
Valdez 


D Edge2plus 
Model 300 
Operators 
Manual 
Document 
Version 3.08 
September 2009 


The following message does not appear in the 
document, "Please contact Pollworker.  Error writing to 
voter card.  The voter's ballot has been successfully 
recorded.  The voter card status cannot be updated."   


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation. 


1/11/10:  The error 
message (and all the 
E2P error 
messages) is 
documented in the 
E2P Maintenance 
Manual v3.07. No 
change necessary.   
 
3/10:  B1.4 shows 
the following 
description:  Pop-Up 
Window:  Error 
Writing To Voter 
Card. The Voter's 
Ballot Has Been 
Successfully 
Recorded.  The 
Voter Card Status 
Cannot Be Updated. 
Event Log:      No 
Entry 
Description:    The 
Voter Card was 
removed from the 
Activation Slot 
before the vote was 
saved and the Voter 
Card status updated. 
The vote has been 
saved successfully, 
but the Voter Card 
status will read as 


Accepted - 3/11/10 GA:  
Verified the error 
message and the entry as 
noted in the vendor 
response in the 
Edge2Plus Maintenance 
Manual v3.08. 
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the first status vote 
save in process at 
the HAAT (all 
models). 
Solution:       This 
error message 
requires no operator 
action. 


2
6
9 


12/28/0
9 


K. 
Wilson 


F Security Review 
Edge II 


The current system as configured has an empty 
PRGRMR.PW file for Gen1.  If this file is filled manually 
then the "Invalid election files" results.  Code indicates 
this is a result of a CRC check, so that is good.  It 
appears from the code that if PRGRMR.PW is not 
empty then a pin is required to login to the CA. Page 5-
2 of the CA Op Manual documents this functionality. 
However, no where can we find how to set this PIN 
value if the jurisdiction so chooses.  


V1:2.2.1.f If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of 
implementing this capability. 


2/4/10:  Entered into 
Sequoia internal 
defect tracking 
system.  TD #7616. 
 
3/10:  Fixed in build 
4.0.155. 


Accepted - 6/23/10 KGW:  
Verified in Security 
Review 2.2.1.c step 6. 


2
7
0 


12/28/0
9 


D. 
Valdez 


D Wineds System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.13 
(Prim4_IL) 


The document is not clear that section 9.2 is A) for 
resolving DRE write-ins only, B) does not explain how 
to resolve paper ballot write-ins, and C) is not clear that 
paper write-ins must be resolved before you can 
declare winners. 
 
Rejected - 02/16/10 DEV: Verified the WinEDS System 
Operations Procedures v 1.18 does state the 
instructions provided in section 9.2 are to resolve write-
ins for Edge series machines, but B) still does not 
explain how to resolve paper ballot write-ins, and C) 
does not explain that paper write-ins must be resolved 
before you can declare winners in section 9.3 


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


1/15/10:  WinEDS 
Sys Ops Procs v 
1.17 - Added more 
specific information 
on resolving write-
ins (section 9.2) and 
declaring winners 
(section 9.3), 
WinEDS can be 
used to resolve 
write-ins entered on 
the Edge series 
machines and you 
must resolve 
provisional votes 
and write-ins before 
declaring winners. 
 
2/18/10: Added a 
reference to the 
Extended Services 
Ops Guide to 
section 9.2 
Resolving Write-ins 
as discussed with 
Judy Sargent. 


Accepted - 3/31/10 KAS: 
Verified WinEDS SOP v. 
1.20 addresses item c 
and contains reference to 
Extended Services Op 
Guide v. 2.17 which 
addresses item b. 


2
7
1 


12/28/0
9 


D. 
Valdez 


D WinEDS 
Extended 
Services 
Operator‘s Guide 
Release 4.0 
Document 
Version 2.14 


A) The document does not explain how to resolve 
write-ins for the Insights. 
B) The Extended Services on-line "help" states the 
negative vote feature is applicable to Optech and paper 
ballot sources; however, the WinEDS Extended 
Services doc states this feature is only for the 400C for 
resolving write-ins. 


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 


1/19/10: XS Ops 
Man v 2.16 -added 
information on 
Insights to section 
on Resolving Write-
ins. 


Accepted 2/8/10 CAC: 
Ext. Svs Ops Man v 2.16 
addresses all paper 
based (Insight & 400-C) 
machines resolve write-
ins using 400-C write-in 
resolution. 
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October 2009 
(Prim4_IL) 


operation 


2
7
2 


12/28/0
9 


D. 
Valdez 


D WinEDS System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.13 
October 2009 
(Gen1) 


Section 9.3 states you select "Top Vote Getters and/or 
Must Receive Percentage" and then click Declare All 
Winners; however, when you select either of these 
options, the Declare All Winners" button is grayed out 
and not selectable. 


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


1/15/10: WinEDS 
Sys Ops Procs v 
1.17 - edited text in 
section 9.3, 
Declaring Winners. 


Accepted - 2/8/10 CAC: 
WinEDS Ops Man v 1.17 
addresses Declare All 
Winners usage separate 
from Top Vote Getters 
and/or Must Receive 
Percentage. 


2
7
3 


12/28/0
9 


D. 
Valdez 


F WinEDS v. 
4.0.154 > Post 
Election > 
Reports > 
Election Returns 
(GEN1) 


Election Returns report will not generate.  The following 
message was received, "Wineds40.exe has 
encountered a problem and needs to close.  We are 
sorry for the inconvenience."   


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7579.  
Fixed in build 
4.0.155. 


Accepted - 7/23/10 
DEV/KAS: 
Verified the WinEDS Post 
Election> Election 
Returns report generated 
with no errors in Gen1R2 
test case. 


2
7
4 


12/28/0
9 


D. 
Valdez 


F WinEDS v. 
4.0.154 > 
Provisional 
Voting 
Resolution 
(GEN1) 


Changed ballot style from 2 to 3 and applied changes.  
Closed window and reopened and the ballot style was 
displaying 4 (which does not exist). 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7571.  
Fixed in build 
4.0.156 


Accepted - 07/23/10 DEV 
& KAS:   
Reviewed and verified the 
Ballot style change saved 
correctly when changing 
from ballot style 2 to 3.  
Also, verified a change 
was accepted when 
changing from precinct 
split 3000-01 to precinct 
2000, ballot style 2 
(WinEDS 4.0.172). 


2
7
5 


12/28/0
9 


K. 
Wilson 


D AVC Edge 
Security 
Specification 5.2 
Document 
Version 1.06 
September 2009 
AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.08 
September 2009 


While the Edge II cartridge is protected by a CRC, a 
CRC provides integrity protection against random 
(unintentional) modifications, but not malicious 
modifications.  Cannot find any documentation stating 
specific mandatory policies that the Edge II cartridges 
are physically protected during transport to the Edge II 
and while being transported post-voting to the 
consolidation center for official count. 


V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


2/10: EDGE Sec 
Man v 1.08 - Added 
the following 
sections to Chapter 
4, Equipment and 
Data Security: 
- 4.1.2 Security for 
Results Cartridge 
- 4.2.3 Transport to 
Central Counting 
Location. 


Accepted - 2/5/10 CAC:  
Review of EDGE Sec 
Man v 1.08, sections 
4.1.2 & 4.2.3. 


2
7
6 


12/28/0
9 


C. 
Cvetez
ar 


I WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
October 2009, 
section H2.2, 
page H-33 


This section of the document has a table header 
"Tagalong"(a misspelling of this language). 


  1-5-10:  WinEDS 4.0 
Sys Ops Procs v 
1.17, fixed the 
misspelling of 
Tagalog.  


Accepted - 2/8/10 CAC: 
WinEDS 4.0 Sys Ops 
Procs v 1.17 


2 12/28/0 D. F WinEDS v. The value is only showing the State Assembly V1: 2.3.4.1.d 12/29/09:  Entered Accepted - 5/17/10 CAC: 
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7
7 


9 Valdez 4.0.154 > 
Election 
Reporting>Electi
on Setup>AZ 
Rotation 
(Prim3) 


contests, however; rotation is set up for Mayor and Dog 
Catcher. 


Verify that all hardware and 
software function correctly. 


into Sequoia internal 
defect tracking 
system. TD #7581.  
Fixed in build 
4.0.155. 


Validated in Prim3R 
testing step 12. 


2
7
8 


12/28/0
9 


D. 
Valdez 


F WinEDS v. 
4.0.154 > 
Election Data > 
Contest/Candida
te Tab 
(Prim3) 


Election Data>Contest/Candidate Tab. Right-click on 
contest and selecting rotate does not display box as 
diagramed in document where you can select either 1) 
Use State Specified Rotation, or 2) Use Standard 
Precinct Rotation. It is unclear how the application is 
determining to use AZ functionality. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


12/29/09:  Change 
to Documentation 
Defect as this pop-
up does not apply to 
AZ.  The application 
uses the state code 
for determining 
rotation logic.  
1/15/10 - WinEDS 
Sys Ops Proc v 1.17 
removed AZ from 
the list of states 
included in this 
section. 


Accepted - 2/8/10 CAC: 
WinEDS 4.0 Sys Ops 
Procs v 1.17, section 
6.1.1.1, 5. b. (does not 
apply to AZ). 


2
7
9 


12/28/0
9 


K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
October 2009 


The "DTS Party" checkbox does not display in WinEDS 
as illustrated in the document. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/15/10:  WinEDS 
Sys Ops Proc v 1.17 
- removed the 
section on DTS from 
Appendix E 


Accepted - 2/8/10 CAC: 
WinEDS 4.0 Sys Ops 
Procs v 1.17, Appendix E. 


2
8
0 


12/28/0
9 


D. 
Valdez 


F WinEDS 
Extended 
Services 1.0.66 
Manual Data 
Entry > Contest 
Entry form for 
Resolving Write-
Ins 
(Gen1_CO & 
Prim1_WA) 


A precinct selection box is presented along with a "Go" 
button, and the right window pane is a blank white box. 
When the precinct and "Go" button are selected; the 
following error is returned: "An unknown entry mode or 
selection code has been entered. Please try the 
operation again." 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7592. 
 
3/10:  Fixed in Ext. 
Services build 
1.0.67. 


Accepted - 5/26/10 CAC: 
Verified Prim1R testing 
step17. 


2
8
1 


1/5/10 K. 
Swift 


I Edge2Plus FW: 
1.2.70 
(Prim4_IL) 


The Event log contains the following entry "Invalid EV 
Unlock Attempt   On Lock". Early Voting is transparent 
to the E2P, so we don't know how or why this message 
was generated. 


  2/4/10:  This is 
Informational 
Discrepancy, but it 
has been addressed 
by internal defect 
#7577 and has been 
fixed in build 1.2.71. 


Accepted 5/27/10 KAS & 
DEV: Verified in Prim4R, 
on E2P the messages are 
no longer present. 


2
8
2 


1/6/10 D. 
Valdez 


D Card Activator 
Operator's And  
Maintenance 
Manual 5.2 
Document 
Version 1.05 
September 2009 


When attempting to create challenged voter cards, the 
following error was received, "Cable to ERIN 
unplugged? - Press Enter."  Enter was selected and 
the card was successfully created; however, a 
description of the message does not appear in the 
documentation. 
 


The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 


1/20/10:  CA Ops 
and Maint Man v 
1.09 - Added the 
error message to 
appendix D. 
 
3/9/10: Resolved by 


Accepted - 5/27/10 CAC:  
Verified Prim3R testing 
step 14. 
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Reject 02/12/10 DV: 
Section D.5.3 of the CA Ops and Maint Man v 1.09 
states you may receive the "Cable to ERIN unplugged" 
message when activating challenge or provisional voter 
cards in Louisiana; however, we received this message 
using an election that was not coded for the state of 
Louisiana. 
 
The document also states, if the Challenge/Provisional 
ID pool of 9999 becomes exhausted, the following 
message will appear "Chall/Prov Table End Press NO 
to Resume."  If this message is received, press No. 
This machine can continue to be used for regular voter 
activations; however it will be unable to complete 
challenge/provisional activations."  This is an incorrect 
statement.  A challenged/provisional voter can be 
activated upon pressing no to this message. 


operation Card Activator 
firmware fixes. No 
further 
documentation 
change needed. 


2
8
3 


1/6/10 D. 
Valdez 


F WinEDS 
4.0.154: Ballot 
Management > 
Ballot Style Tab 
(choose a 
presidential 
delegate ballot 
style) > Ballot 
Style 
Maintenance 
Window displays 
> Positions Tab 
> X/Y fields 


When entering a value less than 1, in the Y field, 
WinEDS automatically changes the value to a negative 
number.  (Prim3_AZ). 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7587. 
 
3/10:  Fixed in build 
4.0.155. 


Accepted - 5/17/10 CAC:  
Verified by testing in 
Prim3R testing step 13. 


2
8
4 


1/6/10 D. 
Valdez 


D Optech Insight 
Plus Operators 
Manual 
APX K2.16 - 
HPX 1.44 
Document 
Version 1.05 


Appendix A. Insight: does not explain that the "Print 
Overvoted and Undervoted Title" will only be received 
in an election with Major Contests. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


2/10:  
Insight/Insight+ Ops 
Man v1.11, Added 
the words Major 
Contest to section 
5.5.3, Print Title of 
Overvoted/Undervot
ed  Office (Option) to 
better define that the 
overvote and 
undervote title only 
appear for overvoted 
and undervoted 
major contest 
offices. 


Accepted - 02/12/10 DEV:  
Verified section 5.5.3 of 
the Optech 
Insight/InsightPlus Ops 
Manual Doc v 1.11 
explains the print title of 
the overvote/undervoted 
office title option only 
applies to major contest 
offices, explains how the 
information will appear 
depending on the number 
of offices under/overvoted 
and refers the user back 
to the election parameter 
data. 


2
8
5 


1/6/10 D. 
Valdez 


D HAAT90 (Hybrid 
Activator, 
Accumulator & 
Transmitter) 
Operations & 


Error Code 215 is not documented. It is not clear how 
to proceed when this error is received. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 


01/18/10:  The 
Operation and 
Maintenance 
Manuals for the 
HAAT 100 (v1.09). 


Partially Accepted - 
2/9/10 CAC: Accept 
HAAT100 Ops Maint 
v1.09. 
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Maintenance 
Manual 
Document 
Version 2.04 
JULY 2009 


a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


90 (v2.08), and 80 
(v2.08)  documents 
now include this 
error message.  
 
 
2/18/10:  Removed 
the reference to 
HAAT100 in the 
HAAT90 v 2.10 and 
HAAT80 v 2.09 Ops 
Maint Docs.  


Rejected - 2/9/10 CAC: 
Reject Ops Maint 
HAAT90 (v2.08) and 
HAAT80 (v2.08) as the 
addressed Error Code 
215 refers to the 
HAAT100 election 
information. 
 
Accepted -  3/31/10 KAS: 
Verified HAAT80 Ops & 
Maint v. 2.10 & HAAT90 
Ops & Maint v. 2.11 
contains Error 215. 


2
8
6 


1/6/10 K. 
Swift 


F WinEDS 4.0.154 
Election>Reporti
ng>Post-Election 
(Prim2_WI) 
(Prim3_AZ) 


The Cartridge Event Log report for SN: 9880 
(Edge2Plus C.03) is reporting the following messages 
several times prior to voting; "9880 Official Edge2Plus 
329 12/24/2009 01:49:43 PM ** Unknown Event (381) " 
& 9880 Official Edge2Plus 329 12/24/2009 01:49:43 
PM ** Unknown Event (382)". These messages are not 
in the Edge2Plus Event Log, nor in the WinEDS SOP 
document. 
 
Also occurring for Edge2Plus C.04, SN: 10002 in 
Prim3-AZ.  


V1: 2.2.5.2.1.g2 
2) The entries can be identified so 
as to facilitate their recognition, 
segregation, and retention;  


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7588. 
 
3/27/10:  Fixed in 
4.0.154.  OCX code 
updated with 
missing log entries.. 


Accepted - 5/18/10 CAC:  
Verified in Prim2R testing. 


2
8
7 


1/6/10 K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
October 2009 
 


The document does not detail the following messages 
or provide instruction on how to resolve:  "Warning! 
Cartridge Version Mismatch" (which was received 
when loading an Edge2 cartridge for tallying); or 
"Invalid Cart Version" (displayed in the Tally 
Processing window). (Prim2_WI). 
 
Rejected - 2/5/10 CAC: Review of Sys Ops Proc v1.18 
appendix B does not address the "Warning! Cartridge 
Version Mismatch" error. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation. 


2/10:  WinEDS Sys 
Ops Procs v1.18 - 
added error 
messages to 
Appendix B, Error 
Messages 
 
3/9/10: WinEDS Sys 
Ops Procs v1.20 - 
added error 
messages to 
Appendix B, Error 
Messages. 


 
 
Accepted - 3/31/10 KAS: 
Verified WinEDS SOP  
v.1.20 contains both error 
messages. 


2
8
8 


1/6/10 K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.13 
October 2009 
 
(Prim2_WI) 


Section 7.2.1, Step 4 describes a field "Write Cartridge 
Event Log to".  This does not appear in the application. 
Step 6 does not explain how to verify the serial number 
or firmware version. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation. 


2/10:  WinEDS Sys 
Ops Procs v1.18 - 
updated doc and 
help to match 
functionality. 


Accepted - 2/5/10 CAC: 
Accept by review of Sys 
Ops Proc v1.18 section 
7.2.1, but system still 
needs retest of the Help. 
 
Accepted - 5/18/10 CAC:  
Verified in Prim2r testing. 


2
8
9 


1/6/10 K. 
Swift 


F WinEDS 4.0.154 
Election>Reporti
ng>Post-Election 
(Prim2_WI) 


The Cartridge Event Log report for SN: 36273 (Edge2) 
is reporting the following message: "36273 Official 
Edge2 2432 12/24/2009 12:19:40 PM Early vote data 
collected". This election was not set up for Early 


V1: 4.4.2.a 
a. Prior to the start of ballot 
counting, a system process shall 
verify hardware and software 


1/13/10: Entered into 
Sequoia internal 
defect tracking 
system. TD #7589. 


Accepted - 5/27/10 CAC:   
Verified Prim2R testing 
step 10. 
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Voting, so do not know why this message is being 
generated. 


status and generate a readiness 
audit record. This record shall 
include the identification of the 
software release, the identification 
of the election to be processed, 
and the results of software and 
hardware diagnostic tests 


 
3/27/10:  Fixed in 
build 4.0.155. 


2
9
0 


1/6/10 K. 
Swift 


F WinEDS 4.0.154 
Election>Reporti
ng>Post-Election 
(Prim2_WI) 


The Cartridge Event Log report for SN: 36273 (Edge2) 
does not display the election name, or polling place. It 
also does not appear on the VVPAT Event Log tape. 


V1: 4.4.2.a & b 
The following minimum 
requirements apply to system 
readiness audit records: 
a. Prior to the start of ballot 
counting, a system process shall 
verify hardware and software 
status and generate a readiness 
audit record. This record shall 
include the identification of the 
software release, the identification 
of the election to be processed, 
and the results of software and 
hardware diagnostic tests; 
b. In the case of systems used at 
the polling place, the record shall 
include the polling place's 
identification; 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7597. 
 
2/4/10: Fixed in 
WinEDS 4.0.155, 
and Edge 5.2.5. 


Accepted - 5/27/10 CAC:  
Verified Prim2R testing 
step 10. 


2
9
1 


1/6/10 K. 
Swift 


F WinEDS 4.0.154 
Tools > 
Cartridge Utilities  
(Prim2_WI) 


When selecting either AVC Edge, AVC Edge II Plus, or 
Edge Voter Blocks; Menu, Reports, Election 
Blank/Undervotes Report, the report returns 0's, even 
though there were Blank ballots & ballots with 
undervotes in the test case. 


V1: 2.5.3.1.d 
d. Produce a consolidated printed 
report of the results for each 
contest of all votes cast (including 
the count of ballots from other 
sources supported by the system 
as specified by the vendor) that 
includes the votes cast for each 
selection, the count of undervotes, 
and the count of overvotes; 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7596. 
 
2/4/10:  Fixed in 
WinEDS build 
4.0.156. 


Accepted - 5/27/10 CAC: 
Verified Prim2R testing 
step 12. 


2
9
2 


1/6/10 K. 
Swift 


F WinEDS 4.0.154 
Election > 
Reporting > Post 
Voting 
(Prim2_WI) 


1) Statement of Vote Summary Report is reporting 
Write-Ins incorrectly for the Republican State Assembly 
& Mayor contests.  
-  REP SA contest reports the resolved DRE votes (2), 
but is ignoring the 2 paper write-ins.  
- MAYOR contest is reporting 0 write-ins, but there are 
5 paper and 1 DRE which was rejected. Other SOV 
reports are reporting 6. 
 
2) Statement of Vote Book Report is reporting Write-Ins 
incorrectly for the Democrat State Assembly. 
-  DEM SA reporting 4 write-ins, other SOV reports 
reporting 7. 


V1: 2.5.3.1.d 
d. Produce a consolidated printed 
report of the results for each 
contest of all votes cast (including 
the count of ballots from other 
sources supported by the system 
as specified by the vendor) that 
includes the votes cast for each 
selection, the count of undervotes, 
and the count of overvotes; 


1/13/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7593, 
7594, 7596. 
 
1/15/10:  WinEDS 
Sample Reports v 
1.06 - Added a note 
on the SOV Report 
and the way that 
Write-Ins display.  
 
1/19/10:  Replaced 
the report image. 
 


Partial Accepted - 
4/2/2010 CAC: WinEDS 
4.0 Sample Reports v 
1.06, J.13 image; Must 
regression test. 
 
Accepted - 5/18/10 CAC: 
Verified in Prim2R testing. 
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2/11/10:  The two 
reports are fixed in 
build 4.0.156. 


2
9
3 


1/6/10 K. 
Swift 


D HAAT 50 
Operators And 
Maintenance 
Manual 
Document 
Version 1.06 
November 2009 


Document does not identify what the 'Election Counter' 
means in the configuration. (Prim2_WI) 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


1/20/10: Refer to 
HAAT50 Functional 
Specification, 
section 2.8 


Accepted - 1/22/10 KAS:  
HAAT50 Functional 
Specification v1.04, 
section 2.8 addresses the 
Election Counter. 


2
9
4 


1/6/10 K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.15 
December 2009 


Document does not identify how to resolve Challenge 
Voter ballots when tallying. (Prim3_AZ) 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


2/10:  Added 
challenge voting to 
section on 9.1 
Resolving 
Provisional or 
Challenge Votes. 
Added Challenge to 
Provisional 
throughout the 
document and online 
Help for clarity. 


Accepted - 2/5/10 CAC:  
Review of Sys Ops Proc 
v1.18 section 9.1 but 
requires regression 
testing. 
 
Accepted - 5/17/10 CAC:  
Verified in Prim3R testing 
step 9. 


2
9
5 


1/6/10 D. 
Valdez 


F Insight Plus A05, 
K 2.17 
(Gen2_MI) 


When verifying the results report for a rotated contest 
with a selection of 'None of these candidates', the 
actual results do not match the predicted results or the 
paper ballots.  Ballots scanned and totals are not 
correct for President in precincts 2 & 3.  


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


2/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7591. 
 
Fixed in WinEDS 
build 4.0.155. 


Accepted - 06/04/10 DEV 
& KAS: 
Reviewed and verified the 
rotating contests with 
"None of These 
Candidates" are matching 
both the predicted totals 
and the paper ballots.   


2
9
6 


1/11/10 K. 
Wilson 


F HAAT 2.6.29, 
WinEDS 4.0.154 


Several passwords are required for operations 
performed on the HAAT (the passwords for reset, set 
election mode, and backup) and appear in plaintext in 
the configuration files. 


V1:2.2.1.f If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of 
implementing this capability. 
V1:6.2.1.d Effective password 
management.  


2/4/10:  Sequoia 
internal defect 7613. 
 
3/27/10: Fixed in 
build 2.6.30. 


Accepted - 6/11/10 KGW:  
Verified in retest with 
build 2.6.30. 


2
9
7 


1/14/10 K. 
Wilson 


D a) TSM Player 
Compilation 
Process 
Document 
Version 1.2 
August 2009 
B) Edge2plus 
Source Code 
Compilation 
Process 
Document 
Version 1.02 
August 2009 


a) The "TSM PLAYER" document is still present in the 
TDP even though it appears it has been replaced with 
Appendix C of "Edge2Plus Source Code Compilation 
Process."  b) The process described in the document 
requires that source code be modified during the 
trusted build.  Source code must be reviewed prior to a 
trusted build and therefore cannot be modified during 
the build itself.  The procedure describes how the 
COTS generated code is created, and K. Wilson has 
duplicated this process to verify the COTS nature of 
the starting code.  It is therefore acceptable to include 
the procedure in the vendor software specification to 
describe how the COTS code is modified by the 


Voting System Testing 
&Certification Program Manual 
Version 1.0 - Effective January 1, 
2007: 5.6 A trusted build is a 
three-step process: (1) the build 
environment is constructed, (2) the 
source code is loaded onto the 
build environment, and (3) the 
executable code is compiled and 
the installation device is created. 
... Before creating the trusted 
build, the VSTL must complete the 
source code review of the software 


1/25/10:  In the TDP 
Submission of 
1/22/10, the TDP 
Document Listing 
identifies the 
Edge2Plus Source 
Code Compilation 
Process is now 
called the 
EDGE2plus 
Application 
compilation. The 
document no longer 


Accepted - 2/10/10 CAC: 
Accept: a) E2P 
Application Compilation 
v1.06, TSM Player v1.2. 
 
In Process - 2/12/10 
KGW: b) In process 
awaiting updated TSM 
Player Comp doc 
 
Accepted - KGW 4/19/10: 
Verified per review of 
TSM Player Compilation 
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Appendix C vendor.  However, the procedure itself cannot be 
performed during a trusted build.  This documentation 
discrepancy closes the software review discrepancies 
#3 and #5 in the latest C++ Edge2Plus 1.2.63 
08292008, and summarizes the email discussion 
transmitted on 3/30/2009 by Gail Audette (Status of 
Sequoia). 


delivered from the vendor for 
compliance with the VVSG and 
must produce and record file 
signatures of all source code 
modules. 


includes Appendix 
C, this was from an 
earlier doc version. 
Both the E2P App 
Comp and TSM 
Player Comp are 
necessary. 
 
2/22/10:  TSM 
Player Comp Doc 
v1.03 updated.  


Process v1.4 (3/2010), 
E2P OS Creation Process 
v1.13 (4/2010), E2P 
Application Compilation 
v1.09 (3/2010). 


2
9
8 


1/15/10 K. 
Swift 


F Edge2 FW: 5.2 
(Gen_2_MI) 
(Prim2_WI) 


The Zoom bitmap is missing. We are seeing a small 
stop sign instead of the box with "zoom".  A bitmap 
may be uploaded, but there is no explanation in the 
documentation why the bitmap IS missing.  This 
occurred in both the Primary 2 and General 2 Test 
Cases. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


3/10:  Sequoia 
cannot reproduce 
this issue using the 
mentioned elections.  
It has been entered 
into Sequoia internal 
defect tracking 
system for tracking 
purposes.  TD # 
7644. 
 
3/15/10:  Further 
investigation 
revealed that the 
bitmaps were 
missing from the 
install scripts.  This 
will be fixed with the 
next witnessed build. 


Accepted - 5/27/10 CAC:  
Verified Prim2R testing 
step 18. 


2
9
9 


1/15/10 K. 
Wilson 


D HAAT Listener 
Security Review 


Ref vendor documentation HAAT Listener Security 
Spec v1.07 (10/2009) section 1.3.4 The certificate used 
to verify the HAAT Listener deployment contains a self-
signed certificate.  


V1:6.4.2 For systems that use 
public communications networks 
the accredited test lab shall also 
review the vendor‘s documented 
procedures for maintaining 
protection against newly 
discovered external threats to the 
telecommunications network. This 
review shall assess the adequacy 
of such procedures in terms of:... 
g) Confirmation of proper 
installation of new system releases 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7580. 
 
3/27/10:  Per notes 
iBeta and Sequoia 
have agreed that 
this can be mitigated 
with documentation. 


Accepted - 7/2/10 KGW:  
Verified updated HAAT 
Listener Security Spec. 


3
0
0 


1/15/10 K. 
Swift 


D Sequoia Voting 
Systems 
WinEDS 
System 
Operations 
Procedures 
Release 4.0 
Document 
Version V01.09, 


The InsightPlus Ballot Report contains 2 counters that 
are not explained in the document. 
 
"Striped" & "Unstriped" counters. 


V2: 2.8.5.b 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-


4/7/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7401. 
 
4/7/10:  Not a 
documentation 
issue.  Fixed in build 
4.0.143 - Stripe 


Accepted - 06/04/10 DEV 
& KAS: 
Reviewed and verified the 
"Striped" & "Unstriped" 
counters have been 
removed from the Insight 
ballot report. 
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January 2009 generated status and information 
messages); 


option was still set in 
the machine options, 
which are now not 
set.  This message 
will not appear. 


3
0
1 


1/15/10 K. 
Wilson 


F Sequoia FCA 
Security Review 
WinEDS -- 
WinEDS tab 
v1:2.2.2.1.d and 
see also 
WinEDS-400C 
tab for more 
detailed steps 
WinEDS 
4.0.154, WinETP  


Importing and tallying 400-C election results via 
cartridge into WinEDS. Bit modifications of a number of 
files, and whole file modifications of a file are imported 
and tallied into WinEDS without any report of error or 
rejection of the file.  
 
Rejected 7/28/2010 KGW/CAC: WinEDS 4.0.172, 
WinETP 1.16.13 -- The error is reported in the GUI, but 
we are unable to find the error reported in a log or 
report. Item e added to discrepancy. (see 2.2.2.1.e-
WinEDS-400C-import-20100728.zip for data) 


V1:2.2.2.1.d Include control logic 
and data processing methods 
incorporating parity and check-
sums (or equivalent error detection 
and correction methods) to 
demonstrate that the system has 
been designed for accuracy 
V1:2.2.2.1.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected. 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7639 
 
4/27/10:  #301 
(7639) fixed in builds 
WinEDS 4.0.164, 
WinETP 1.16.10  
 
8/6/10 EC: Sequoia 
Internal defect 7639 
reopened for failure 
to log event. 


Accepted – 8/26/10 SJ:  
Error is reported in the 
log. 


3
0
2 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Referring to Section 2.1 HAAT Listener Platform 
Considerations, Account Access Policies item 1 
a) The current test configuration of the HAAT90-HAAT 
Listener system does not utilize a VPN meeting the 
definition described here in terms of a modem-Mac 
address authentication subsystem.  
b) The current test configuration of the HAAT100-
HAAT Listener system may utilize a VPN on the 
wireless side. 


V1:8.7.1 The PCA is conducted by 
the ITA to compare the voting 
system components submitted for 
qualification to the vendor‘s 
technical documentation. For the 
PCA, a vendor shall provide: ... h. 
Complete descriptions of its 
procedures and related 
conventions used to support this 
audit by:  
1) Establishing a configuration 
baseline of the software and 
hardware to be tested; and 
2) Confirming whether the system 
documentation matches the 
corresponding system components 


4/7/10:  Refer to, 4.0 
Voting System 
Environment 
Hardening 
Document v. A.11 


Accepted - 4/19/10 KGW:  
Verified in 4.0 Voting 
System Environment 
Hardening Document 
Version A.12 (3/2010). 


3
0
3 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Referring to Section 2.1 HAAT Listener Platform 
Considerations, Account Access Policies item 5 
The current HAAT100-HAAT Listener configuration 
under test utilize an SSL over TCP connection via the 
internet.  The statement that, "the internet access in 
the WinEDS/HAAT Listener platform must be totally 
restricted" is not possible to meet and maintain 
functionality of that system. 


V1:8.7.1 The PCA is conducted by 
the ITA to compare the voting 
system components submitted for 
qualification to the vendor‘s 
technical documentation. For the 
PCA, a vendor shall provide: ... h. 
Complete descriptions of its 
procedures and related 
conventions used to support this 
audit by:  
1) Establishing a configuration 
baseline of the software and 
hardware to be tested; and 
2) Confirming whether the system 
documentation matches the 
corresponding system components 


2/15/10:  4.0 
Hardening Doc v 
A.11, removed step 
5 from section 2.1. 


Accepted - 4/5/10 KGW:  
Closed by review of Env 
Hardening v.A.12. 
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3
0
4 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Referring to Section 1.1 Environment Hardening for 
WinEDS Client and Server Machines and Referring to 
Section 2.2 Environment Hardening Steps 
Use of the words "strongly recommend" is not 
mandatory.  The certified system documentation must 
use mandatory language so that the jurisdictions 
clearly understand what was certified. 


V1:8.7.1 The PCA is conducted by 
the ITA to compare the voting 
system components submitted for 
qualification to the vendor‘s 
technical documentation. For the 
PCA, a vendor shall provide: ... h. 
Complete descriptions of its 
procedures and related 
conventions used to support this 
audit by:  
... 2) Confirming whether the 
system documentation matches 
the corresponding system 
components 


2/10 : Env Hard v 
A.10 - removed the 
words "Strongly 
recommended" from 
chapter 1 and 
Chapter 2 


Accepted - 2/5/10 CAC:  
Review of Env Hardening 
vA.10. 


3
0
5 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Referring to Section 2.2 Environment Hardening Steps 
Item 9 
A timeout of 6 hours in the middle of an election for 3 
mistaken password entry attempts could deny service 
to important functionality for the majority of a voting 
day. [ref NIST SP800-118 Guide to Enterprise 
Password Management (Draft) for guidance] 


V1:2.2.1.a. Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 
confidentiality, and accountability. 


2/10: Env Hard v 
A.10 changed the 
timeout to 15 
minutes for section 
2.2, step 9. 


Accepted - 2/5/10 CAC:  
Review of Env Hardening 
vA.10. 


3
0
6 


1/15/10 K. 
Wilson 


F Security Review 
- WinEDS tab - 
v1:2.2.2.1.d step 
3b. 


WinEDS 4.0.154, Insight Memory Pack Reader:  By 
source code review, Determined that although a 
checksum is validated during read of the Insight 
Memory Pack, if the checksum is invalid, the user is 
warned with either a notification form or a line in a list 
view. However, the failed read is not logged.  


V1:2.2.2.1 To ensure vote 
accuracy, all systems shall: ... d. 
Include control logic and data 
processing methods incorporating 
parity and check-sums (or 
equivalent error detection and 
correction methods) to 
demonstrate that the system has 
been designed for accuracy; and 
e. Provide software that monitors 
the overall quality of data read-
write and transfer quality status, 
checking the number and types of 
errors that occur in any of the 
relevant operations on data and 
how they were corrected. 


2/4/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7606. 
 
4/5/2010:  Fixed in 
build 4.0.157. 


Accepted - 7/27/10 KGW:  
Verified by review of 
4.0.172 source code. 


3
0
7 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 
WinEDS/HAAT 
Listener 
Operator's 
Manual 
Document 
Version 1.08 
August 2009 


Section 2.2 of Hardening step #20 states that the 
command must be performed following each boot. 
Therefore this command needs to appear in the 
procedure used to start up the HAAT Listener Apache, 
MySQL and Jboss servers after each boot.  We cannot 
find the procedure to start up the HAAT Listener 
servers after each boot. 


V2:2.8.5 The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


2/12/10: HAAT 
Listener Install 
Guide v 1.14 - 
Added a step to 
section A.1, 
Verification Services 
to disable the ping. 
4.0 Hardening Doc v 
A.11, removed step 
20 from section 2.2 
HAAT Listener 
Environment 
Hardening. 


Accepted - 4/2/10 CAC: 
WinEDS/HAAT Listener 
Installation Guide v1.15, 
A.1 step 7. 
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3
0
8 


1/15/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Section 2.2 of Hardening step #15 and #16  
cannot find YaST Control Panel >> Network Services 
>> Network Devices  
 
Reject 2/12/2010 KGW:  per vA.10 dated 2/2010: 
Logged in as root (as originally tested). No such path: 
YaST Control Panel >> Network Services >> Network 
Devices >> Next. One possible path on both of the two 
Listener Servers is YaST Control Panel >> Network 
Devices >> Network Card >> Next (further validation 
stopped at that point). 


V2:2.8.5 The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


1/20/10:  Hardening 
doc v A.09 - revised 
the introductory 
paragraph to section 
2.2 to clarify steps 
15 and 16. 
 
2/19/10:  Hardening 
doc v A.11, revised 
steps 15 and 16 in 
section 2.2 HAAT 
Listener 
Environment 
Hardening. 


Accepted - 4/2/10 CAC: 
HAAT Listener 
Environment Hardening 
vA.12, steps 15 and 16 in 
section 2.2. Tested on 
HAAT100 Listener 
system. 


3
0
9 


1/15/10 K. 
Wilson 


D HAATXX 
Functional 
Specification 
(Xx: 100-5/2009, 
90-5/2009, 80-
5/2009, 50-
5/2009) 
HAATXX 
Security 
Specification 
(XX: 100-
10/2009, 90-
10/2009, 80-
5/2009, 50-
5/2009) 
HAATXX 
Operations & 
Maintenance 
Manual (XX: 
100-9/2009, 90-
7/2009, 80-
7/2009, 50-
9/2009) 
HAATXX 
Pollworkers 
Manual (XX: 
100-10/2009, 90-
10/2009, 80-
7/2009, 50-
7/2009) 


The security of the HAAT-HAAT Listener transmission 
relies upon 2 layers of virtual security.  During an 
election the cartridge(s) reside on the Insight, Edge II 
or Edge2Plus devices.  A man-in-the-middle attack 
could occur.  


V1: 6.2 Access controls are 
procedures and system 
capabilities that detect or limit 
access to system components in 
order to guard against loss of 
system integrity, availability, 
confidentiality, and accountability. 
Access controls provide 
reasonable assurance that system 
resources such as data files, 
application programs, and 
computer-related facilities and 
equipment are protected against 
unauthorized operation, 
modification, disclosure, loss, or 
impairment ... 6.2.1 The vendor 
shall specify the general features 
and capabilities of the access 
control policy recommended to 
provide effective voting system 
security 
v1: 2.2.1.g. Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 


4/21/10: HAAT 100 
Sec Spec v 1.08, 
HAAT 100 Func 
Spec v 1.05, HAAT 
100 Ops and Maint v 
1.13, HAAT 90 Sec 
Spec v 2.09, HAAT 
90 Func Spec v 
2.05, HAAT 90 Ops 
and Main v 2.12, 
HAAT 80 Sec Spec 
v 2.08, HAAT 80 
Func Spec v 2.06, 
HAAT 80 Ops and 
Maint v 2.11, HAAT 
50 Sec Spec v 1.06, 
HAAT 50 Funct 
Spec v 1.06, HAAT 
50 Ops and Maint v 
1.08, HAAT Listener 
Sec Spec v 1.10 
updated. 
 
6/9/10: HAAT 
Listener Sec Spec v 
1.13 updated. Will 
include in next TDP 
Submission. See 
section 5.3 Election 
Certificates 


Partial accept 4/29/2010 
KGW:  ref as displayed 
for 4/21/2010 response 
a) HAAT100 Accepted 
b) HAAT90 Accepted 
c) HAAT Listener - 
Rejected (ref also HAAT 
Listener Ops Man v1.08)  
 
Accepted - 7/2/10 KGW:  
By review of HAAT 
Listener  Sec Spec v1.13) 


3
1
0 


1/15/10 K. 
Wilson 


D HAATXX 
Functional 
Specification 
(XX: 100-5/2009, 
90-5/2009, 80-
5/2009, 50-


SSL-attacks outside. The security of the HAAT-HAAT 
Listener transmission relies upon 2 layers of virtual 
security.  At the OSI transport/session layer, SSL is 
used which could be exploited by a man-in-the-middle 
attack.  Sequoia has not addressed this vulnerability in 


V1: 6.2 Access controls are 
procedures and system 
capabilities that detect or limit 
access to system components in 
order to guard against loss of 
system integrity, availability, 


4/21/10: HAAT 100 
Sec Spec v 1.08, 
HAAT 100 Func 
Spec v 1.05, HAAT 
100 Ops and Maint v 
1.13, HAAT 90 Sec 


Accepted - 7/2/10 KGW: 
Physical security of 
transported cartridges 
added to documentation. 
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5/2009) 
HAATXX 
Security 
Specification 
(XX: 100-
10/2009, 90-
10/2009, 80-
5/2009, 50-
5/2009) 
HAATXX 
Operations & 
Maintenance 
Manual (XX: 
100-9/2009, 90-
7/2009, 80-
7/2009, 50-
9/2009) 
HAATXX 
Pollworkers 
Manual (XX: 
100-10/2009, 90-
10/2009, 80-
7/2009, 50-
7/2009) 


documentation. confidentiality, and accountability. 
Access controls provide 
reasonable assurance that system 
resources such as data files, 
application programs, and 
computer-related facilities and 
equipment are protected against 
unauthorized operation, 
modification, disclosure, loss, or 
impairment ... 6.2.1 The vendor 
shall specify the general features 
and capabilities of the access 
control policy recommended to 
provide effective voting system 
security 
V1: 2.2.1.g. Provide 
documentation of mandatory 
administrative procedures for 
effective system security. 


Spec v 2.09, HAAT 
90 Func Spec v 
2.05, HAAT 90 Ops 
and Main v 2.12, 
HAAT 80 Sec Spec 
v 2.08, HAAT 80 
Func Spec v 2.06, 
HAAT 80 Ops and 
Maint v 2.11, HAAT 
50 Sec Spec v 1.06, 
HAAT 50 Funct 
Spec v 1.06, HAAT 
50 Ops and Maint v 
1.08, HAAT Listener 
Sec Spec v 1.10 
updated. 
 
6/9/10: HAAT 
Listener Sec Spec v 
1.13 updated. Will 
include in next TDP 
Submission. See 
section 5.3 Election 
Certificates 


3
1
1 


1/15/10 K. 
Wilson 


D HAATXX 
Functional 
Specification 
(XX: 100-5/2009, 
90-5/2009, 80-
5/2009, 50-
5/2009) 
HAATXX 
Security 
Specification 
(XX: 100-
10/2009, 90-
10/2009, 80-
5/2009, 50-
5/2009) 
HAATXX 
Operations & 
Maintenance 
Manual (XX: 
100-9/2009, 90-
7/2009, 80-
7/2009, 50-
9/2009) 
HAATXX 
Pollworkers 
Manual (XX: 


SSL attacks.  Discrepancy #309 deals with the security 
of the SSL layer outside of jurisdictional boundaries. 
Discrepancy #310 deals with the security of the SSL 
layer as implemented by Sequoia outside of the 
jurisdictional boundaries.  This discrepancy deals with 
the security of the SSL layer inside the boundaries of 
the telecommunications system that the jurisdiction can 
control to avert man-in-the-middle attacks. 


V1: 6.2 Access controls are 
procedures and system 
capabilities that detect or limit 
access to system components in 
order to guard against loss of 
system integrity, availability, 
confidentiality, and accountability. 
Access controls provide 
reasonable assurance that system 
resources such as data files, 
application programs, and 
computer-related facilities and 
equipment are protected against 
unauthorized operation, 
modification, disclosure, loss, or 
impairment ... 6.2.1 The vendor 
shall specify the general features 
and capabilities of the access 
control policy recommended to 
provide effective voting system 
security 
v1: 2.2.1.g. Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 


4/21/10: HAAT 100 
Sec Spec v 1.08, 
HAAT 100 Func 
Spec v 1.05, HAAT 
100 Ops and Maint v 
1.13, HAAT 90 Sec 
Spec v 2.09, HAAT 
90 Func Spec v 
2.05, HAAT 90 Ops 
and Main v 2.12, 
HAAT 80 Sec Spec 
v 2.08, HAAT 80 
Func Spec v 2.06, 
HAAT 80 Ops and 
Maint v 2.11, HAAT 
50 Sec Spec v 1.06, 
HAAT 50 Funct 
Spec v 1.06, HAAT 
50 Ops and Maint v 
1.08, HAAT Listener 
Sec Spec v 1.10 
updated. 


Accepted - 4/29/10 KGW:  
4/21/2010 response 
a) HAAT100 Accepted 
b) HAAT90 Accepted 
c) HAAT Listener - 
Accepted 
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100-10/2009, 90-
10/2009, 80-
7/2009, 50-
7/2009) 


3
1
2 


1/15/10 K. 
Wilson 


F Security Test, 
WinEDS Tab 
v1:2.2.1.b step 3 


Prim1_IL_p for Security.  Created a user, Phase4, with 
PHASE IV - Tally role.  Once logged in, this user did 
not have any Tally capability.  All of the items in the 
Election Day menu were grayed out. As per the Role 
and User Security reports this user should have access 
to tally functionality.  Failure of the functionality to 
operate correctly forces jurisdictions to turn it off which 
violates the requirement. 


V1:2.2.1.b Provide system 
functions that are executable only 
in the intended manner and order, 
and only under the intended 
conditions. 


2/4/10:  Possible 
tester error.  Please 
check that the phase 
iv user has the 
current election 
selected.    


Accepted - 2/15/10 KGW: 
WinEDS 4.0.154:  Tester 
error. Security Users 
must be defined at the 
election level. No global 
level is documented. 
None means no election. 


3
1
3 


1/15/10 K. 
Wilson 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.15 
December 2009 


Section 4.1 Security.  The functionality described 
allows for users to have more than 1 role (section 
4.1.2.2).  However, the documentation does not 
describe the effect that the assignment of multiple roles 
to a user will have on a user's access rights.  While 
item 3 of section 4.1.1.2 for the role is consistent with 
the observed behavior it does not explain how roles will 
be combined for a single user.  In particular the 
assignment of roles Phase IV and Phase VI to a single 
user (Phase4-Tally) causes that user to be denied 
Manual Data Entry in Extended Services. The 
functional discrepancy #312 prevents this test from 
being performed in WinEDS. 
2/15/2010 KGW In Process while the above 
combination of roles is now strictly forbidden by the 
documentation, the combination of other roles is not. 
This functionality needs to be retested as per the 
modifications to the manual. Combine for example 
clerk and tally. 


V2:8.1 Prior to development of any 
test plan, the test agency must 
obtain the Technical Data Package 
(TDP) from the vendor submitting 
the voting system for qualification. 
The TDP contains information 
necessary to the development of a 
Qualification Test Plan. 


2/10: WinEDS Sys 
Ops Procs v 1.18 - 
Added more 
information on the 
use of roles to the 
Security chapter 


Accepted - 2/15/10 KGW: 
WinEDS 4.0.154, Ops 
Man v1.18. 


3
1
4 


1/15/10 K. 
Wilson 


D EDGE2Plus 
Model 300 
Version C03 
Software Spec 
v3.09 October 
2009 and 
Security Spec 
v3.05 July 2009 


Reference Revision 1.2.70 of Edge2Plus firmware 
code.  The capability to perform a field upgrade is 
present in the code.  This capability requires disclosure 
in the TDP and addressing of security implications to 
such capability.  While such capability is addressed in 
the Software Spec and the Security Spec, it is not 
presented with sufficient detail so that iBeta can 
functionally test and validate its security. 


V1:6.4.1.c. The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown 
to be inaccessible to activation or 
control by any means other than 
by the authorized initiation and 
execution of the vote-counting 
program, and its associated 
exception handlers; 


4/6/10: Functionality 
has been removed 
and documentation 
updated to reflect 
the change.  


Accepted - 4/13/20 CAC: 
TDPs reflect functional 
removal of field upgrade; 
EDGE2plus Software 
Spec v3.12, sections 3.7, 
3.8.7, D1.1; EDGE2plus 
Security Spec v3.08, 
section 4.1. 


3
1
5 


2/4/10 K. 
Wilson 


F Security 
Review/Test 


As described in #314 for the Edge2Plus and #239 for 
the Edge II, the capability to field-upgrade the firmware 
is present in both DRE's.  While we are awaiting further 
documentation of this capability, we have noted the 
following from source code review.  On the Edge II, a 
password is used to validate the firmware prior to 
update.  The password, while hashed, can be replaced 
with an arbitrary password hashed in the same manner 


V1:6.4.1.c. The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown 
to be inaccessible to activation or 
control by any means other than 
by the authorized initiation and 


3/10:  This is to be 
changed to 
documentation 
discrepancy.  
Sequoia will provide 
a recommended 
procedure for 
jurisdictions to 


Accepted - 4/2/2010 
CAC: Firmware upgrades 
are performed by SVS 
supplied personnel as per 
Edge Security Spec v 
1.09 and EDGE2plus 
Model 300 Security 
Specification v 3.08, 
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and included on the update cartridge and all hashes on 
the update cartridge can be determined using that 
password. (Contact K. Wilson for further details). 
Similar results were obtained for the Edge2Plus code. 
While there are other relevant EAC requirements, 
V1:6.4.1.c is violated because when the device reboots 
after such a maliciously modified firmware 
replacement, the bootstrap turns control over to 
unauthorized code. 


execution of the vote-counting 
program, and its associated 
exception handlers; 


provide documented 
chain of custody for 
Edge and Edge2p 
machines, 
cartridges, and 
related files. 


section 4.1.  Firmware 
upgrade removed from 
AVC Edge 5.2 Operators 
Manual v1.14. 


3
1
6 


2/4/10 K. 
Wilson 


F Security Review. 
HAAT 2.6.29. 
Reproduced on 
100 and 50 
models. 


HAAT100 in election mode:  Attempted to backup to a 
USB cartridge.  Response was Error 511 call 
technician.  Followed OpMaint manual. Turned off, 
restarted and tried again. Same result. Switched 
HAAT100 to PostLat mode. Same result. HAAT50 also 
had same result. The HAAT 100 Security Specification 
(10/2009) states that the audit log is backed up through 
this operation.  While the printer capable HAAT's can 
print the audit log, the HAAT50 does not have such 
capability, although the audit log can be viewed record 
by record on the display.  The HAAT90 also showed 
the same result on Dec. 23. 


V1: 1.6 The Standards apply to all 
system hardware, software, 
telecommunications, and 
documentation intended for use to: 
... • Maintain and produce all audit 
trail information 
V1:2.2.4.1.i Detect and record 
every event, including the 
occurrence of an error condition 
that the system cannot overcome, 
and time-dependent or 
programmed events that occur 
without the intervention of the 
voter or a polling place operator 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7536. 
 
3/27/10:  Fixed in 
build 2.6.30. 


Accepted - 06/22/10 DEV: 
Tested and verified a 
backup can be performed 
on the HAAT100 & 50 
(same FW for the 80 & 
90, so same results 
applies).  The backup 
files can be viewed from 
the cartridge with 
WinRAR. 


3
1
7 


2/4/10 K. 
Wilson 


D Security 
Specification 
Release 4.0 
Document 
Version 1.09 
December 2009 
[SS] 
4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 [H] 


The Security Spec (SS) in sec 5.2 states: "Ensure that 
Microsoft Windows SteadyState has been installed on 
all system computers."  However the Hardening doc 
(H) provides procedures (sec 1.2) to install Microsoft 
Windows SteadyState only to workstation computer. 


v1: 6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs.  Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status. 


2/12/10:  WinEDS 
4.0 Security Spec v 
1.11 - Changed 
bullet point 3 in 
section 5.2 to install 
SteadyState on all 
WinEDS 
workstations instead 
of all system 
computers.  


Accept 3/31/2010 CAC: 
Review of WinEDS 
Security Specification, 
section 5.2 describes that 
SteadyState is to be 
installed on all WinEDS 
workstations. 


3
1
8 


2/4/10 C. 
Cvetez
ar 


F WinEDS 
Extended 
Services-
>Manual Data 
Entry 


Prim1_WA: RCV 2 tab 
Selecting a 400-C cartridge, Pct 4, selection code 60 
aborts with a SQL abort window. 
Note:  Note: database backups to be given to vendor. 
 
Vendor stated that the crash needs to be handled more 
gracefully. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7606. 
 
Fixed in Build 
4.0.155. 


Accepted - 5/26/10 CAC:  
Verified Prim1R testing 
step17. 


3
1
9 


2/4/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


Referring to Section 2.1 HAAT Listener Platform 
Considerations 
Account Access Policies item 3 
The current HAAT90-HAAT Listener and HAAT100-
HAAT Listener systems do not have a load balancer or 
a cluster installed.  


V1:8.7.1 The PCA is conducted by 
the ITA to compare the voting 
system components submitted for 
qualification to the vendor‘s 
technical documentation. For the 
PCA, a vendor shall provide: ... h. 
Complete descriptions of its 


2/12/10:  4.0 Voting 
System Environment 
Hardening v A.11 - 
Removed items 1 
and 3 from the 
Account Access 
Polices of section 


Accepted - 4/2/10 CAC: 
4.0 Voting System 
Environment Hardening v 
A.12, removed load 
balancer and cluster 
(items 1 and 3). 







EAC Certification #-pending 


Page 109 of 156                 (V)2010-08Sep-001(A) 


# Date Tester Ty
pe 


Location Issue Description Requirement Sequoia Response Validation 


procedures and related 
conventions used to support this 
audit by:  
1) Establishing a configuration 
baseline of the software and 
hardware to be tested; and 
2) Confirming whether the system 
documentation matches the 
corresponding system components 


2.1, Platform 
Considerations for 
the HAAT Listener 


3
2
0 


2/4/10 K. 
Wilson 


D WinEDS 
Extended 
Services 
Operators Guide 
Release 4.0 
Document 
Version 2.00 
January 2008 


Prim1_IL_p for Security:  E2P Machine 9880 Election 
Day.  Following Manual Data Entry for this cartridge 
and tallying the results.  The only log entry of this 
activity that could be found was in the WinEDS report, 
Post Election, Cartridge Events log. While the cartridge 
is tallied, it is not clear from the log that it contains 
manually entered data.  No other log of the manual 
data entry process was found.  Technically, the person 
entering the manual data could be different than the 
person who later starts the tally process.  In a multi-
workstation environment, there is no way to tie the 
person performing the manual data entry to the activity. 


V1:2.2.1.a. Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 
confidentiality, and accountability.  
b. Provide system functions that 
are executable only in the intended 
manner and order, and only under 
the intended conditions 


3/27/10:  Entered 
into Sequoia internal 
defect tracking 
system. TD #7635. 
 
Fixed in build 
Extended Service 
build 1.0.68. 


Accepted - 6/25/10 CAC: 
Tested with Gen1_IL with 
MDE on a 400-C 
cartridge (added a vote); 
Tally log contains 
workstation and user 
along with "Manual Data 
Entry Complete". Ext. Svs 
1.0.77; WinEDS 4.0.170. 


3
2
1 


2/4/10 K. 
Wilson 


F Security Test, 
WinEDS Tab 
v1:2.2.1.b step 3 


Prim1_IL_p for Security:  Created a user, Phase4, with 
PHASE IV - Tally role (and all other settings left at the 
default). This user changed password at which point 
the user was logged out of WinEDS.  User was not 
allowed to log back into WinEDS because too many 
other connections were already active. (Rebooting the 
workstation did cure this loss of availability). 


V1:2.2.1.a. Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 
confidentiality, and accountability.  
b. Provide system functions that 
are executable only in the intended 
manner and order, and only under 
the intended conditions 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7625. 
 
4/27/10:  #321 
(7625) was fixed in 
build 4.0.163. 


Accepted - 06/22/10 DEV: 
Created user IS (Security) 
with Phase IV (tally role) 
assigned role Phase IV. 
Logged in and changed 
password.  Default 
connection was 1, and we 
were prevented from a 
second concurrent 
connection.  Also verified 
all options were grayed 
out except Tally options.  


3
2
2 


2/4/10 K. 
Wilson 


D  System 
Overview 
Release 4.0 
Document 
Version 1.03 
June 2008; 
 Security 
Specification 
Release 4.0 
Document 
Version 1.09 
December 
 2009 ; 
 Software 
Specification 
Release 4.0 
Document 
Version 1.03 


Documentation concerning the implementation of SSL 
for SQL Server network traffic is inconsistent.   
System Overview 
 - sec 2.2.3 stated as fact: "Data exchanged between 
WinEDS workstations and the SQL Server is protected 
using Secure Socket Layer (SSL) transmission" 
 
Security Specification states: 
 - sec 3.7 SSL should configured 
 - sec 6.7 SSL should be configured 
 
Software Specification states: 
 - Secure Sockets Layer (SSL) encrypted 
communications 
 
System Operations Procedures states: 
 - sec 2.5.6 recommended - force from server 
 


V1:2.2.1.a. Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 
confidentiality, and accountability.  
V2: 2.3 c. Required capabilities 
that may be bypassed or 
deactivated during installation or 
operation by the user shall be 
clearly indicated; 
d. Additional capabilities that 
function only when activated 
during installation or operation by 
the user shall be clearly indicated; 


2/12/10: Sec Spec v 
1.11 - section 3.7 
and 6.7, changed 
the wording to 
indicate SSL is in 
place.  
WinEDS Sys Ops 
Proc v 1.19 - revised 
the wording in 2.5.6 
requiring the use of 
SQL Server 2005 
with SSL encryption. 
WinEDS Install 
Guide v1.12 - 
revised the wording 
in section 4.1.5 to 
require the use of 
SSL encryption 


Accepted - 4/2/10 CAC: 
SQL Server is protected 
using SSL (unless 
Listener is used): 
WinEDS 4.0 Security 
Specification v1.12, sec: 
3.7 & 6.7; 
WinEDS 4.0 System 
Operations Procedures 
v1.20, sec 2.5.6; 
WinEDS Install Guide 
v1.13, sec 4.1.5. 
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May 2008; 
 System 
Operations 
Procedures 
Release 4.0 
Document 
Version 1.15;  
WinEDS 
Installation 
Guide Release 
4.0 Document 
Version 1.04 


WinEDS Installation Guide 
  - sec 4.1.3 states recommended 


unless Listener is 
used. 


3
2
3 


2/4/10 K. 
Wilson 


D WinEDS/HAAT 
Listener Security 
Specification 
Document 
Version 1.07 
October 2009 


Section 2.4 refers to OpenSSL v0.9.  There are several 
v0.9 released versions.  Need specific information 
about what version of OpenSSL is installed on the 
target machine. 


V2: 2.2.1 e. Identification of all 
COTS hardware and software 
products and communications 
services used in the development 
and/or operation of the voting 
system, identifying the name, 
vendor and version used for each 
such component, including ... 


2/12/10:  
WinEDS/HAAT 
Listener Sec Spec 
v1.09 - Added the 
full OpenSSL 
version number to 
section 2.4, 
Computer 
Generated 
Password Keys. 


Accepted - 3/31/10 CAC: 
Review of HAAT Listener 
Security Specification v 
1.09, section 2.4 states 
the use of OpenSSL 
version as 0.9.7c. 


3
2
4 


2/4/10 K. 
Wilson 


D WinEDS/HAAT 
Listener Security 
Specification 
Document 
Version 1.07 
October 2009 
- 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.7 
October 2009 


On the HAAT Listener for the HAAT100 system, the 
JMX Console for JBoss is configured to allow remote 
administration of the server.  Furthermore the 
configured username and password pair are not strong 
and easily guessed.  These username/password pairs 
appear to have come from the build of the HAAT 
Listener and no documentation to change or harden 
them in the field was found. 


v1:2.2.1.a. Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability.  


2/16/10:  HAAT 
Listener Installation 
Guide v 1.14 - 
Updated section 
5.1.3 to include 
entering a strong 
password for the 
HAAT Listener 
Administrator. 


Accepted - 4/2/2010 
CAC: HAAT Listener 
Installation Guide v 1.15, 
sec 5.1.3 addresses 
changing to a strong 
password for the Admin. 


3
2
5 


2/4/10 K. 
Wilson 


D WinEDS System 
Operations 
Procedures 
Release 4.0 
Document 
Version V01.05 
July 2008 


Background: 
The HAAT100 (and by association the other HAAT 
models as well) contain a hard-coded password which 
is utilized to load an election definition prior to an 
election (the prepare operation).  The ports required to 
load this election are open during an election because 
they are required to consolidate election results.  Once 
an election definition is loaded (i.e. prepared), the 
HAAT100 relies on another password, which was set 
through WinEDS to perform other sensitive 
functionality.  The election definition was reset using 
the hard-coded password.  This functionality would 
allow an attacker with access to the device to replace 
the election definition with their own modified election 
definition without knowing the jurisdictionally set 
password.  The functionality described here is in 


V1:2.2.1 g. Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 
V1:6.2.1.1 Although the jurisdiction 
in which the voting system is 
operated is responsible for 
determining the access policies 
applying to each election, the 
vendor shall provide a description 
of recommended policies for: ... d. 
Effective password management; 


2/16/10:  Added 
information on 
changing the 
password to section 
1.3.3.1 in the 
following docs: 
HAAT100Sec Spec 
v1.06 
HAAT90Sec Spec v 
12.07 
HAAT80 Sec Spec v 
2.06 
HAAT50 Sec Spec 
v1.04 


Accepted - 4/2/2010 
CAC:"the customer 
should change the 
password" satisfies 
V1:6.2.1.1 of 
"recommended policies" 
in section 1.3.3.1 of: 
HAAT100 Security 
Specification v1.07; 
HAAT90 Security 
Specification v2.08; 
HAAT80 Security 
Specification v2.07; 
HAAT50 Security 
Specification v1.04 
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contradiction to the documentation as stated in sec. 
1.3.3.1 of the HAAT100 Security Specification V1.04 
December 2009.  Apparently these passwords can be 
changed by the jurisdiction.  The document HAAT Data 
Dictionary Document Version 1.01 November 2009 
describes that the default setting for this password is 
the same as the hard-coded password.  
Discrepancy: 
a) No documentation was found directing the 
jurisdictions to change this password and b) no 
documentation was found describing a procedure for 
the jurisdiction to change the password. 


3
2
6 


2/4/10 K. 
Wilson 


F WinEDS 
Security Testing 


As described in Feb02B, the configuration.xml file 
contains several hard-coded passwords.  In particular, 
the password to reset the HAAT back to an unprepared 
state, and the firmware-upgrade password are hard-
coded.  WinEDS allowed the tester to load the 
configuration.xml file onto a cartridge when it contained 
these default hard-coded passwords. 


V1:2.2.1 System security is 
achieved through a combination of 
technical capabilities and sound 
administrative practices. To ensure 
security, all systems shall: 
a. Provide security access controls 
that limit or detect access to critical 
system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability.  
b. Provide system functions that 
are executable only in the intended 
manner and order, and only under 
the intended conditions. 
c. Use the system's control logic to 
prevent a system function from 
executing if any preconditions to 
the function have not been met. 
... 
f. If access to a system function is 
to be restricted or controlled, the 
system shall incorporate a means 
of implementing this capability. 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7643. 
 
5/18/10:  Fixed.  
Documentation 
updated: HAAT 100 
Sec Spec v 1.10, 
HAAT 90 Sec Spec 
v 2.11, HAAT 80 
Sec Spec v 2.09, 
HAAT 50 Sec Spec 
v 1.07. 


Accepted - 5/24/10 SJ: 
Updated documentation 
with changing the 
password and saving the 
hash value of the 
password in config.xml 
file in HAAT100 Security 
Specification v1.10, 
HAAT80 Security 
Specification v2.09, 
HAAT50 Security 
Specification v1.07, and 
HAAT90 Security 
Specification v2.12. 


3
2
7 


2/4/10 C. 
Cvetez
ar 


D WinEDS/HAAT 
Listener 
Configuration 
Management 
Plan v.1.09 


This document does not address a complete 
description of first release of the system to an 
accredited test lab. 


V1 8.6: The release process is the 
means by which the vendor 
installs, transfers or migrates the 
system to the accredited test lab 
and, eventually, to its customers. 
The vendor shall establish 
such procedures and related 
conventions, providing a complete 
description of those used to: 
a. Perform a first release of the 
system to an accredited test lab 


2/11/10: Revised 
Chapter 7, Software 
Release Process of 
the HAAT Listener 
CM Plan v 1.10 to 
more closely follow 
the FEC 2002 
requirements -  


Accepted - 3/31/2010 
CAC: Review of HAAT 
Listener CM Plan v 1.12, 
Chap 7 describes first 
release of the system to 
VSTL. 


3
2
8 


2/4/10 K. 
Wilson 


D Security 
Telephony & 
Cryptographic 
Test Step 34 


The HAAT100-Wireless-Internet-HAAT Listener-
WinEDS transmission was tested in a variety of failure 
modes.  The HL-WinEDS (HL-W) connection was 
broken, the Internet-HL (I-L) connection was broken, 


V1:5.2.7.e. In the event of 
unsuccessful transmission, notify 
the user of the action to be taken 


2/11/10: Reviewed 
the HAAT100 
(v1.10) and HAAT90 
(v2.09) Ops/Maint 


Accepted - 4/2/2010 
CAC: Error code 901 
addressed in Appendix D 
of the HAAT100 
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Wireless attempts were made to break the Wireless-Internet 
(WI) connection.  The following results were observed 
Transmit Config -- HL-W Fail 901 at H100, I-L Fail 901 
Transmit votes -- HL-W Success at H100, I-L Fail 301 
Note that after the reported HL-W success at H100, if 
the WinEDS connection is fixed the votes are 
consolidated into WinEDS OK. 
For the unsuccessful transmission, the HAAT display 
reports a failure, and the codes do not contain 
sufficient information to determine where the 
connection might be broken.  In all cases the action to 
be taken is to turn off the HAAT100, turn it back on and 
try again.  In no case would this action solve the 
connection problem. 


error listings and 
both these errors are 
listed.  The solution 
is to check the signal 
strength and quality 
and try again.  I think 
this error description 
may have been 
added recently and 
iBeta may not have 
had the updated 
doc.  Revised the 
wording in an effort 
to make the 
resolution more 
clear. 


Operators and 
Maintenance Manual 
v1.12 and 
HAAT90 Operators and 
Maintenance Manual 
v2.11. 


3
2
9 


2/4/10 C. 
Cvetez
ar 


D a) Optech 400-C 
Configuration 
Management 
Plan, v1.10, 
sections 6.3.2 
and 7.1 e. 
 
b)  Optech 
Insight Plus 
Configuration 
Management 
Plan v1.04, 
sections 6.1.2, 
6.3.2 and 7.1 e. 


a) These sections refer to the obsolete WinEDS 4.0 
SDK - Optech 400-C. 
 
b)  These sections refer to the obsolete WinEDS 4.0 
SDK - Optech Insight Plus. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


2/18/10:  Removed 
references to the 
obsolete doc in 400-
C CM Plan v 1.11 
and Insight Plus CM 
Plan v 1.05. 


Accepted - 3/31/10 KAS: 
Verified Optech 400-C 
CM Plan v.1.12 & Optech 
Insight Plus CM Plan v. 
1.06 documents have 
removed references to 
SDK. 


3
3
0 


2/12/10 K. 
Wilson 


D Edge2plus 
Upgrade Creator 
Compilation 
Document 
Version 1.0 
January 2010 


a) Section 2.1.4 "Such as WinRAR or 7-Zip" 
Identification of and version of all COTS is missing. 


V1:8.1.1 Configuration 
management ... activities include: 
... Identifying tools used to build 
and maintain the system. 
V1:9.6.2.4 The ITA responsible ... 
shall witness the final system 
build, encompassing hardware, 
software and communications, and 
the version of associated records 
and documentation. The system 
elements witnessed, including their 
specific versions, shall become the 
specific system version that is 
recommended for qualification. 


2/19/10: Edge2plus 
Upgrade Creator 
Compilation v1.1, 
added WinRAR and 
7-zip versions to 
doc. 
 
4/6/10: Functionality 
removed and 
documentation 
removed from the 
TDP documents. 


Accepted - 4/9/2010 
CAC: Edge2plus Upgrade 
Creator Compilation 
document removed from 
TDP. 


3
3
1 


2/12/10 K. 
Wilson 


D Edge2plus 
Upgrade 
Cartridge 
Creation 
Document 
Version 1.0 
January 2010 


Sections 3.2 and 4.10 refer to CreateUpCart.exe. a) 
This utility does not appear in the prerequisites section 
of this or any other associated document.  b) Could not 
find any documentation on how to build this tool.  Use 
of this tool requires that it be built during a trusted build 
and its source code must be delivered for review so the 
source code can be placed on a trusted build system. 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 


2/19/10: Edge2plus 
Upgrade Cartridge 
Creation v1.1, 
Added the utility file 
name to step 2 in 
Chapter 2, 
Requirements. 


Accepted - 4/2/2010 
CAC:  Document 
Edge2plus Upgrade 
Cartridge Creation 
removed from TDP 
(firmware upgrades 
performed by SVS 
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Package were introduced in the 
software build. 


Added utility name 
and associated file 
name to step 2 in 
Chapter 3, Preparing 
the System. Added 
the utility name to 
step 10 in Chapter 4, 
Creating the 
Upgrade Cartridge.  


personnel). 


3
3
2 


2/12/10 K. 
Wilson 


D Edge2plus 
Application 
Compilation 
Document 
Version 1.06 
January 2010  


Section 2.1 does not include the version of WinRAR 
installed. 


V1:8.1.1 Configuration 
management ... activities include: 
... Identifying tools used to build 
and maintain the system. 
V1:9.6.2.4 The ITA responsible ... 
shall witness the final system 
build, encompassing hardware, 
software and communications, and 
the version of associated records 
and documentation. The system 
elements witnessed, including their 
specific versions, shall become the 
specific system version that is 
recommended for qualification. 


2/19/10:  Edge2plus 
Application 
Compilation v 1.07 
added WinRAR 
version to doc. 


Accepted - 3/31/10 KS: 
Verified Edge2Plus 
Application Compilation v. 
1.09 contains the 
WinRAR version. 


3
3
3 


2/12/10 K. 
Wilson 


D EDGE2PLUS 
OPERATING 
SYSTEM IMAGE 
CREATION 
DOCUMENT 
VERSION 1.10 
JANUARY 2010 


As per the program manual, iBeta is required to take a 
hash of the COTS portion of the build system (but 
generally also takes an image). Then after loading the 
"source code" another hash and image is taken. It 
appears that the build process begins in Chapter 4. 
Therefore, the files in section 7.5 "E2P OS 
Configuration Files" need to be present on the build 
system prior to Chapter 4. These files may be moved 
during the build process, but they must be present on 
the imaged and hashed drive so that the prebuild 
image is consistent with all materials resulting in the 
trusted build products. 


Program Manual: 5.6.1.3. After 
construction of the build 
environment, the VSTL shall 
produce and record a file signature 
of the build environment 
5.6.2.2. The VSTL shall load the 
source code onto the build 
environment and produce and 
record the file signature of the 
resulting combination. 
5.6.2.3. The VSTL shall capture a 
disk image of the combination 
build environment and source 
code modules immediately before 
performing the build. 


4/7/10:  The 
procedure cannot be 
changed and must 
be followed as is. 


Accepted - GA 4/8/10:  
The Trusted Build 
Process has been 
modified to include two 
build environments in 
order to capture the 
images required by the 
EAC Program Manual.  
This process will capture 
pre-build and post-build 
images of both the 
Edge2plus OS trusted 
build and the Edge2plus 
application trusted build. 


3
3
4 


2/12/10 K. 
Wilson 


D Hardware 
Specification Hw 
Revisions A0.7 
And A1.2 
Document 
Version 1.03 
May 2009 


The document "AirCard 555 Modem Spec" referred to 
in Appendix H is missing from the TDP  


V2:2.4.2 The vendor shall provide 
sufficient data, or references to 
data, to identify unequivocally the 
details of the system configuration 
submitted for qualification testing. 
... .b. The electromagnetic 
environment generated by the 
system; 


2/19/10:  HAAT100 
HW Spec v 1.04 
updated the Aircard 
555 reference. 


Accepted - 3/31/10 KAS: 
Verified HAAT100 Hard 
Spec v. 1.05 contains a 
section on the AirCard 
555 Modem Spec. 


3
3
5 


2/16/10 K. 
Swift / 
D. 
Valdez 


F 400-C  WinETP 
1.16.9 
(Vol1_Pri) 


Ballots were printed and scanned for precincts 2 and 
55 only.  However, votes are being reported by 
WinETP in precincts 2, 3, 10, 18, and 55.   


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


Summary from email 
sent on 2/25/10:  To 
determine the 
precinct for a ballot 
in this election, 


Accepted - 3/11/10 GA:  
Verified that the 
possibility (and 
probability) of flakes 
impinging on the header 
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WinETP looks at two 
positions on the left 
side of the header 
code, plus all eight 
on the right. All 
ballot types in a 
precinct must have 
the same header 
code marks in the 
"P" positions, and 
ballot types from 
different precincts 
must not have the 
same marks in these 
positions. These 
rules allow WinETP 
to identify the 
precinct from the 
marks in the P 
positions in the 
mask.  During 
repeated ballot 
scans, flakes from 
the scanner can 
adhere to the ballot 
or the ballot can 
become smudged.  
If this happens in the 
header mask area, 
the 400C will read 
this as a mark and 
interpret the precinct 
based on where the 
mark is found.    


would impact the 
identification of the other 
precincts as noted in the 
election reports.  The 
acceptance criterion was 
modified to limit the 
number of ballots run to 
10 times or less. 


3
3
6 


2/25/10 K. 
Swift / 
D. 
Valdez 


F 400-C  WinETP 
1.16.9 
(Vol1_Pri) 


The total votes are being reported incorrectly in all of 
the vote for five contests within this test case (reporting 
by WinETP).  It appears that the totals for the fourth 
candidate are being added twice in the total vote count. 
 
Also, the Pct is not adding up to 100%.  This is 
consistently adding up to 94.18%. 
 
6/16/10 Reject - Rescanned a batch of 84 ballots in 
Vol1 Regression test case.  The District 01 through 03 
totals are correct, however the percentages are still 
incorrect. (Percentage should equal 100%, but it is 
adding up to 100.03 %.) 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


3/10:  Entered into 
Sequoia internal 
defect tracking 
system. TD #7651. 
 
3/27/10:  Fixed in  
WinETP 1.16.11 


Rejected - 6/16/10 KS: 
The totals are correct in 
the Vol1R test case.  The 
issue was caused by the 
"Illinois overvote rule". 
When this rule is in effect, 
the overvote in a contest 
is only counted as one 
overvote, regardless of 
the Vote for #. 
 
Accepted - 7/8/10 KS/GA: 
The reports are not 
showing 100.03%, it is 
the addition of the totals 
manually.  If the 
percentages were not 
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rounded to 2 places and 
fully printed, they would 
equal 100%. 


3
3
7 


2/25/10 K. 
Swift / 
D. 
Valdez 


F 400-C  WinETP 
1.16.9 
(Vol1_Pri) 


The total votes are being reported by WinETP 
incorrectly for some of the candidates in NP Office 
DIST 03.  Some (approximately two) of the votes can 
be accounted for in precincts 3, 10, and 18 (see disc 
335); however, there is no accounting for the remaining 
reported votes.  One candidate is reporting 8 votes 
less, two candidates are reported 9 votes less, two 
candidates are reporting 12 votes less, and the 
overvotes count is reported as being increased by 9 
votes. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


3/10:  One ballot 
was found with a 
stray mark in the 
voting target area 
which the 400C read 
as a mark.  This 
caused the contest 
to be read as 
overvoted. 


Accepted - 3/11/10 GA:  
Sequoia showed the 
ballot to iBeta and we 
confirmed that the stray 
mark was responsible for 
the overvotes being 
reported.   


3
3
8 


2/25/10 C. 
Cvetez
ar 


D 4.0 Voting 
System 
Environment 
Hardening A.10 
WinEDS 
Environment 
Hardening 


Section 1.1 of this document addresses the procedures 
for Environmental Hardening for WinEDS Client and 
Server machines.  One of the supported configurations 
is to have the server "local" along with the client (such 
as laptops).  There is no statement or procedure 
addressing how to harden a system that has this 
configuration. 


V2:2.8.5 The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


3/9/10:  Added a 
note addressing 
hardening a local 
configuration to 
section 1.1 of the 4.0 
Voting System 
Hardening v A.12. 


Accepted 3/31/2010 CAC: 
Review of 4.0 Voting 
System Environmental 
Hardening vA.12, section 
1.1 addresses hardening 
of a local configuration. 


3
3
9 


3/5/10 D. 
Valdez 


D WinEDS System 
Operations 
Procedures  
Release 4.0 
Document 
Version 1.18 


The document does not detail the following message, 
"Unable to load contmap.txt."  This error was received 
when attempting to create a cartridge. 


V2:2.8.5 The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


3/8/10: Added error 
message to the 
WinEDS 4.0 Sys 
Ops Procs v 1.20 


Accepted- 3/31/10 KAS: 
Verified WinEDS SOP  
v 1.20 contains the error 
message. 


3
4
0 


3/5/10 K. 
Swift 


D Implementation 
Statement 
Release 4.0 
Document 
Version A.11 


While trying to create an Insight cartridge for location 
ED 904-1053 Location (150 Precincts) the following 
message is being displayed "Limited Storage for Ballot 
Images: 6 pages for 150 precincts.  5 pages per 
precinct is desirable with the current option settings.  A 
review is recommended," with an OK button. 
 
The WinEDS SOP document does not list this error 
message. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


3/15/10:   Added 
error message to the 
WinEDS 4.0 Sys 
Ops Procs v 1.20 
 
4/6/10: The 
Implementation 
Statement v A.12 
includes the qualifier 
single 
candidate/single 
contest in the 
system limitations for 
the Insight. 


Partial Accept - 3/31/10 
KAS:  Verified WinEDS 
SOP v. 1.20 contains the 
error message.  The 
implementation statement 
in the EAC application 
needs to reflect that the 
max precincts on a pack 
is based on a single 
contest ballot and needs 
to also include a single 
candidate statement. 
 
Accepted - 4/12/10 KAS: 
Verified Implementation 
Statement v.A.12 
contains clarification of 
single contest and single 
candidate. 


3
4


3/5/10 C. 
Cvetez


D 4.0 Voting 
System 


Item 93 refers to setting: 
HKEY_LOCAL_MACHINE\System\CurrentControlSet\


V2:2.8.5 The vendor shall provide 
documentation of system 


3/15/10 - changed 
step 93 in to include 


Accepted  - 3/31/10 CAC: 
Review of 4.0 Voting 
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1 ar Environment 
Hardening A.10 
WinEDS 
Environment 
Hardening 


Sevices\Tcpip\Parameters\DeadGWDetect.  
During a hardening procedure (laptop #2018A), this 
value did not exist; however, the value 
DeadGWDetectDefault existed and was defaulted at 
the value of 1. 


operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation; 


the correct setting in 
the 4.0 Voting 
System Environment 
Hardening A.12. 


System Environmental 
Hardening v.A.12, item 
93. 


3
4
2 


3/11/10 K. 
Wilson 


D WinEDS 
(Windows 
Election 
Database 
System) Build 
Process Release 
4.0 Document 
Version 1.7 June 
2009 


Ch. 7 uses an InstallShield ism file to create the 
WinEDS Server application installation.  However, 
InstallShield is not listed in Appendix A (versioning 
information) or Appendix B (installation checklist). 


V2:2.11.7 The vendor shall provide 
a description of the procedures 
and related conventions for the 
maintaining information about 
configuration management tools 
required by Volume I, Section 8.9 
of the Standards. These 
requirements pertain to information 
regarding: 
a. Specific tools used, current 
version, and operating 
environment; 


3/15/10:   
InstallShield has 
been included in 
Appendix B, 
Required Software 
Installation, in the 
Build Process 
document v 1.8. 


Accepted - 4/2/2010 
CAC:  WinEDS 4.0 Build 
Process v1.8, B.18: 
documents Install Shield 
2010. 


3
4
3 


3/11/10 S. 
Jakileti 


D WinEDS4.0-
BuildProcess 
doc (Version 1.7, 
June2009) 


Not able to download the right versions from the listed 
downloadable COTS links: 
 
1. MSBuild SDC Tasks Library 2.1.2688.0:  Current 
codeplex library (http://www.codeplex.com/sdctasks/) is 
version 2.1.3155.0 with no obvious way to retrieve an 
earlier version; 
2. FreeToDev.MsBuild.Tasks library Version 1.7.926.0: 
The given location: 
(http://perthsafes.com.au/freetodev/FreeToDev.MSBuil
d.Tasks.zip) does not exist (no domain 
perthsafes.com.au); 
3. Windows Installer XML (WiX) Toolset Version 3.0: 
Need build number, there are multiple 3.0.xxxx.y builds 
on the Sourceforge site. (http://wix.sourceforge.net/)  
Latest ("stable") build is 5419. 
4. Microsoft Sandcastle – October 2007 CTP Version 
2.3.8000.26:Version at link given (below) is 2.4.10520, 
not 2.3.8000.26. 
Link: 
http://www.microsoft.com/downloads/details.aspx?famil
yid=e82ea71d-da89-42ee-a715-
696e3a4873b2&displaylang=en; 
5. MarshallSoft WSC4C 4.2: Currently available 
version (http://www.marshallsoft.com/wsc4c.htm) is 
5.0, not 4.2; 
6. Tetradyne DriverX 4.1.5: According to website, latest 
version is 4.1.2, NOT 
4.1.5(http://www.tetradyne.com/driverxsys.htm); 
7. Cypress EZUSB libraries: What is the package 
name and version number?  Searching Cypress web 
site for "EZUSB" doesn't narrow it down; 
8. NCTSoft NCTAudioStudio ActiveX DLLs v2.7: 


V1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


3/15/10:  
InstallShield has 
been included in 
Appendix B, 
Required Software 
Installation, in the 
Build Process 
document v 1.8. 
 
4/6/10: Build doc v 
1.8 reflects the 
following 
information: 
4. Sandcastle was 
removed. 
7. Cypress removed. 
9. ImageScaler - 
Link works, click 
Download. 
10. Word - Use SVS 
account to download 
11. Visio - Use SVS 
account to download 
14. PowerBuilder - 
use factory CD 
15. Office 2003  - 
removed 
16 Add-In 
Extensibility - 
removed 


Accepted - 4/2/10 CAC:  
WinEDS 4.0 Build 
Process v1.8 Appendix A: 
1. MSBuild SDC Tasks 
Library 2.1.3155.0. 
3. Windows Installer XML 
(WiX) Toolset Version 
3.0.5419 
5. MarshallSoft WSC4C 
4.5.0 
6. Tetradyne DriverX 
4.1.2 
8. NCTSoft 
NCTAudioStudio ActiveX 
DLLs v2.7.1 
12. 
http://msdn2.microsoft.co
m/en-
us/vs2005/aa718670.asp
x 
13. SQL Server 2000 
include files removed 
from document. 
17. Shared Add-in 
Support Update for 
Microsoft .NET 
Framework 2.0 
(KB908002) removed 
from document. 
 
Accepted - 6/3/10 KGW: 
All with the notes that: 
4. Sandcastle was 
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Downloaded version is 2.7.1. Not 2.7; 
9. Intellidev ImageScaler 6.41: Could not get from 
softempire.com.(http://www.softempire.com/imagescal
er-standard-edition.html); 
10. Microsoft Word 2003: Provided link is not working( 
http://office.microsoft.com/en-
us/word/FX100487981033.aspx); 
11. Microsoft Visio 2003: Provided link is not 
working(http://office.microsoft.com/en-
us/visio/FX100487861033.aspx); 
12. Visual SourceSafe 2005: Provided link is not 
working(http://msdn2.microsoft.com/en-
us/vs2005/aa718670.aspx); 
13. SQL Server 2000 include files: Not able to locate 
these from provided 
link(http://www.microsoft.com/sql/default.mspx;. 
14. Sybase PowerBuilder 10.5: Is this an original disk?; 
15. Office2003-kb907417sfxcab-ENU: Not able to 
locate in the provided 
link(http://support.microsoft.com/kb/908002); 
16. Shared Add-in Extensibility Update for Microsoft 
.NET Framework 2.0 (KB908002):Not able to locate in 
the provided 
link(http://support.microsoft.com/kb/908002); and 
17. Shared Add-in Support Update for Microsoft .NET 
Framework 2.0 (KB908002): Not able to locate in the 
provided link(http://support.microsoft.com/kb/908002). 


installed and therefore 
must be documented: 
2.4.10520 
7. CySuite USB 3.4.1 was 
installed on 4/16/2010 
13. These were delivered 
by COTS CD and can no 
longer be downloaded.  


3
4
4 


3/12/10 K. 
Swift 


F Edge2 FW: 5.2 
with VeriVote 
printer & E-AVA 
audio 
(ESD testing) 


3/10/10 ESD testing with ECO 2349 amended:  4 KV+ 
Contact on left screw next to handle on case.  Audio 
stopped playing, manually voted, card ejected.  Screen 
froze on Vote Recorded.  Pressed Activate button, 
msg: "Please connect audio box".  Reconnected audio 
box and is playing now.  Repeated with same results. 
 
3/23/10 ESD testing with ECO 2349 - new unit :  2 kV 
Contact on left screw next to handle on case.  Audio 
stopped playing, manually voted, card ejected.  Screen 
froze on Vote Recorded.  Pressed Activate button. 
Inserted new voter card, msg: "Please connect audio 
box".  Reconnected audio box at the back of the unit 
and is playing now, voted and repeated with no issues. 
-4 kV Contact on screw on latch to the front left of unit 
caused audio to stop playing, manually voted, card 
ejected.  Screen froze on Vote Recorded.  Pressed 
Activate button, msg: "Please connect audio box". 
Reconnected audio box at the back of the unit and is 
playing now.  Contact at the back screw on the latch 
left side, audio stopped again.  Reconnected the audio 
box at the back of the unit and audio started playing 
again.  Contact at the screw again caused audio to 


V1: 3.2.2.8 
Vote scanning and counting 
equipment for paper-based 
systems, and all DRE equipment, 
shall be able to withstand ±15 kV 
air discharge and ±8 kV contact 
discharge without damage or loss 
of data. The equipment may reset 
or have momentary interruption so 
long as normal operation is 
resumed without human 
intervention or loss of data. Loss of 
data means votes that have been 
completed and confirmed to the 
voter 


Entered into 
Sequoia internal 
defect tracking 
system. TD #7657. 
 
4/27/10:  Edge II 
passed ESD 
Testing. 


Accepted - 6/25/10 GA:  
ESD testing passed on 
4/27/10 with the following 
modifications (ECO have 
been reviewed): 1) See 
also Disc 191) Plastic 
cover provided to cover 
the audio & printer ports 
(ECO 796).  
 
2) Plastic cover provided 
over the Activate button 
(ECO 793). 
 
2) Disc 344: a) Changed 
placement of routing the 
E-AVA cord.  b) New 
audio connector. (ECOs 
797 and 2349.) 
 
3) Discharge around 
Results & Aux Cartridge 
cover: rubber ‗hat‘ 
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stop.  Reconnected the audio box at the back of the 
unit and audio resumed playing, completed casting 
ballot using the E-AVA. 
 
4/6/10 ESD testing with ECO 2349 amended with new 
audio connector and rerouting of E-AVA cord:  at 15 kV 
Air around the top of the Results Cartridge (RC) cover, 
the audio stopped, the screen froze, and buttons did 
not respond.  The Edge2 was powered down and 
during boot up, the message "Election Verify Ballot 
Error:  AT does not Match RC" displayed.  Attempted 
to reset the unit to repeat the test by closing the polls, 
reset and reload the election.  With ESD applied at the 
same point, the audio stopped.  Voting was continued 
on the touchscreen (screen was responding) and when 
casting the ballot, received the message "Vote Save 
Failure.  Failed writing Vote Block File on RC.  Use 
Backup Voting Procedure." 
 
4/14-15/10:  ESD testing with rubber 'hat' for PCMCIA 
card, clear plastic lens added to faceplate to cover LED 
and silicon applied around that clear plastic lens 
resulted in the Edge II passing the ESD test.   


created for PCMCIA card 
(ECO 794.) 
 
4) Discharge around E-
AVA LED cover: a) Clear 
plastic lens added to 
faceplate to cover LED 
(ECO 795).  b) Silicon 
applied around clear 
plastic lens. (ECO 795.) 


3
4
5 


3/12/10 K. 
Swift 


F HAAT100 with 
BCS FW: 2.6.29 
(ESD testing) 


8kV Contact: At the right printer connection screw 
caused the printer to hesitate, then it started printing in 
a small font.  
8kV Air: Shooting around the touch panel, display went 
away. Shooting around the bottom of the touch panel, 
the battery light came on.  Printer then stopped. 
Attempted to recreate, only resulted in battery light is 
now flashing, but printer is still printing.  At conclusion 
of 8kV; attempting to cancel & restart printer, buttons 
were not responsive.  Had to turn off power to stop 
printer. Turning power on, unit boots up with 3 tests 
displaying OK, but is stuck on the "Initializing" screen. 
 
3/23/10 ESD testing with ECO 788:  8kV Contact on 
front right screws on metal plate (underside) caused 
printer to stop printing.  Cannot get it to print again to 
recreate.  Msg Print Failed 807.  Power cycled and still 
same error. Unscrewed/re-screwed each printer port 
and still same message. 
 
4/6/10:  8kV Air: shooting top middle of display area, 
display went away and buttons not responding. Kept 
printing.  Cycled power, display came back; however, 
hung up on 'Initializing' screen. 
 
4/15/10:  The printer was changed out and the PCB 
functional controller 3200 board was replaced.  The 
front panel was resealed with the same gasket.  COTS 


V1 3.2.2.8 
Vote scanning and counting 
equipment for paper-based 
systems, and all DRE equipment, 
shall be able to withstand ±15 kV 
air discharge and ±8 kV contact 
discharge without damage or loss 
of data. The equipment may reset 
or have momentary interruption so 
long as normal operation is 
resumed without human 
intervention or loss of data. Loss of 
data means votes that have been 
completed and confirmed to the 
voter 


Entered into 
Sequoia internal 
defect tracking 
system. TD #7656. 
 
4/27/10:  HAAT 100 
passed ESD 
Testing. 


Accepted - 4/27/10 GA:  
ESD testing on 10/15 was 
successful and the 
Operational Status Test 
was completed 
successfully on 4/26/10 
with transmittal of the 
consolidated results.  
 
Accepted - 6/25/10 GA:  
ECOs 787, 788, 789, 790, 
791, and 792 reviewed 
against the modifications 
made during the ESD test 
failure mitigations. 
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components were replaced. 


3
4
6 


3/12/10 S. 
Jakileti 


D HAATListener_b
uildSourceCode.
doc,version1.0,M
ay2009 


Missing  file paths. In Appendix B:  Showing files are 
available on "Included In jboss-4.0.2 ―or  "Included in 
jwsdp-1.6," but not the extract location of the file. 
Example activation.jar: there are multiple files on the 
same name with different hashes in Jboss-4.0.2, and 
not able to locate any .jar files included in jwsdp-1.6. 


V.1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


5/13/10: HAAT 
Listener Source 
Code Compilation 
Process v 1.08 
includes notes with 
location of files in 
App B. 


Accepted- 5/19/10 SJ: 
Updated documentation 
with the paths in 
WinEDS/HAAT Listener 
Source Code Compilation 
Process, version 1.08. 


3
4
7 


4/1/10 C. 
Cvetez
ar 


D HAAT80 
Configuration 
Management 
Plan v2.05 


This document does not address Breadth of application 
of the vendor's policies and practices to the voting 
system 


V.1: 8.2:  The vendor shall 
describe its policies for 
configuration management in the 
Technical Data Package. This 
description shall address the 
following elements: 
b. Breadth of application of the 
vendor's policies and practices to 
the voting system (i.e., extent to 
which policies and practices of 
suppliers apply to particular 
components, subsystems, or other 
defined system elements.) 


4/6/10: HAAT80 CM 
Plan v 2.06, added 
these sections to the 
document. 


Accepted - 4/12/10 KS: 
Verified HAAT80 CM Plan 
v. 2.06 addresses 
'Breadth of application' in 
sections 1.7 & 1.8 


3
4
8 


4/7/10 K. 
Wilson 


D Trusted Builds iBeta was unable to validate the COTS nature of the 
following software used in the WinEDS applications 
and firmware trusted builds: 
 a - Keil PK51 Professional Developers Kit -- firmware -
- CD copy and diskette activation key 
 b - Metaware HighC Compiler v3.31 --  firmware --  
 c - Opus Make v6.12 --  firmware --  
 d - SP/Link v1.6b -- firmware --  
 e - 2500AD x280 & x64180 embedded linkers -- 
firmware --  
 f - Borland C++ Builder 3 Professional -- firmware -- a 
copy of this was found and ordered on 3/26, shipped 
on 3/30. We will update to determine if the hashes 
match 
 g - Atmel Flip 3.3.4 -- firmware -- v3.4.1 available 
online, not v3.3.4 
 h - FreeToDev.MSBuild.Tasks v.1.7.926.0 -- WinEDS 
applications -- the website perthsafes.au no longer 
exists, no other repository was found 
 i - SQL Server 2000 Include files: sqldmoid.h & 
sqldmo.h -- WinEDS applications --  
  j -  ImageScaler 6.4.1 -- iBeta was unable to 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 
Package were introduced in the 
software build. 


4/7/10:  Sequoia will 
issue a COTS 
affidavit document. 
 
6/21/10: Letter 
prepped and signed. 


Partial Accept - 5/4/10 
GA:  Receipt and review 
of affidavit in letter format 
for items a through i in 
conjunction with the 
review that iBeta 
completed on each of the 
items prior to installation 
on the Trusted Build 
environment.  iBeta 
documented our 
assessment that the 
items are, in the opinion 
of our staff, COTS as 
instructed by the EAC 
Technical reviewers in a 9 
February 2009 
teleconference and also 
in accordance with the 
iBeta interpretation of the 
VSS. 
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download versions of ImageScaler 6.4, or 6.4.1, and 
this version is no longer available from the internet or 
vendor. 
 k -  DCOM95.MSM, DMO.MSM, DMO_AES.MSM, 
MDAC25.MSM, MDAC27ENU.MSM 
 l - AppSupport: 
C:\projects\Sequoia\AppSupport\Build\source\wineds4
0\AvcCore\Compression\Compress\FCI.* which is 
loaded from 
D:\WinEdsCpp\source\AvcCore\Compression\Compres
s\FCI.* where * is (H, LIB) does not match the hashes 
of those loaded in C:\Program Files\Microsoft Visual 
Studio 8\VD\PlatformSDK\Lib or extracted from the ms 
cab SDK from http://support.microsoft.com/kb/310618. 
Likewise the FDI files. 
 m -  Rodemeyer.MsBuildToCCnet.dll  
 n - GraphicsProcessor2002 Redistributable  
 o - Plxapi.dll from PLX Technology, Inc 


Partial Accept - 6/4/10 
GA:  Receipt of updated 
letter containing item o. 
 
Accepted - 6/30/10 GA:  
Receipt of updated letter 
containing all of the items. 


3
4
9 


4/7/10 C. 
Cvetez
ar 


D Edge Audio 
Voting 
Accessory 
Pollworker & 
Operator, doc 
v.1.05 Section 
2.1.2, Figure 2-3 
& section 3.2, 
figure 3-5; 
Edge2 OpMan 
Sect 2.4.3 Figure 
2-10 & Section 
5.1.6 Figure 5-8 


These figures show the EDGE2plus ABLE-D device, 
not the E-AVA device. 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


4/8/10: Edge Audio 
Voting Accessory 
Pollworker & 
Operator, doc v.1.06 
and Edge2 OpMan 
v1.15, updated with 
the correct image. 


Accepted - 4/12/10 KAS: 
Verified Edge AVA 
Pollworker & Op doc v. 
1.06 & Edge OpMan v. 
1.15 contains the correct 
images. 


3
5
0 


4/27/10 K. 
Swift 


D Edge Audio 
Voting 
Accessory 
Pollworkers And 
Operators 
Manual 5.2 
Document 
Version 1.06 
April 2010 


Section 5.2.1.2 contains procedures to create a voter 
card using the AVC Edge 5.2. These procedures 
appear to be incorrect. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


5/28/10: Edge Audio 
Voting Accessory 
Pollworkers And 
Operators Manual v 
1.07, revised section 
5.2.1.2. 


Accepted - 6/4/10 KAS: 
Verified Edge Audio 
Voting Accessory 
Pollworkers and 
Operators Manual v 1.07; 
Section 5.2.1.2 has been 
updated to accurately 
reflect the Card Activator. 


3
5
1 


4/27/10 K. 
Swift 


D AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.15, 
April 2010 


Section M.3 details configuration options (set using 
WinEDS 4.0) that do not pertain to the Edge2: 
- Show Change Language button 
- Allow Audio / Sip & Puff Voting 
- Enable Multiple Languages 
- Print Language Changes 
 
Reject 06/17/10, DV: 
1)  The EDGE Ops Manual and the vendor response 
state the Enable Multiple Languages and Print 
Language Changes were removed from the document.  


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


5/28/10: AVC Edge 
Operators Manual v 
1.16, the following 
options are valid and 
in use, no change 
made: 
- Show Change 
Language button 
- Allow Audio / Sip & 
Puff Voting 
The following 


Partial Accept 7/15/10 
KAS: 
Verified AVC Edge Ops 
Manual v1.18, Appendix 
M has been updated with 
Vendor changes detailed 
on 7/7/10 response. 
 
Accepted - 8/5/10 KAS: 
Verified Edge OpMan 
v.1.19 document 
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The description has been removed, from Appendix M; 
however, the options are still listed in the section 
overview, M.3 Features.   
2)  Per the vendor response, the Show Change 
Language button and Allow Audio / Sip & Puff Voting 
options are valid.  These options are detailed in 
Section M.3; however, they do not appear in the 
WinEDS machine configuration options, therefore, it is 
unclear if these options are indeed valid. 
 
Reject 07/02/10, DV: 
1) Reviewed AVC Edge Ops Man v 1.16, the Enable 
Multiple Languages and Print Language Changes are 
still listed under M.3 features.  Per the previous vendor 
response and the document revision history these 
need to be removed, as they are valid options. 
2) The Show Change Language button M.3.1 and 
Allow Audio / Sip & Puff Voting M.3.5 options are 
detailed in the document, but do not appear in the 
machine configuration options in WinEDS.    
 
Reject 7/15/10 KS: 
Show Change Language Button, Allow Audio Sip & 
Puff Voting features are still listed in the Table of 
Contents under Appendix M 


options are not 
currently in use and 
were removed from 
documentation: 
- Enable Multiple 
Languages 
- Print Language 
Changes 
 
6/21/10: TDP 
prepped for 
submission 
 
7/7/10 
AVC EDGE 
OPERATORS 
MANUAL v 1.18 
Removed the bullet 
points identifying the 
Enable Multiple 
Languages, Show 
Change Language 
Button, Allow Audio 
Sip & Puff Voting, 
and Print Language 
Changes options 
from the introductory 
section of M3. 
Removed the 
sections detailing 
the operation of 
Show Change 
Language Button 
and Allow Audio Sip 
& Puff Voting from 
Appendix M. 
 
7/26/10: AVC EDGE 
OPERATORS 
MANUAL v 1.19, 
regenerated the 
TOC 


Appendix M, Table of 
Contents has been  
correctly modified. 


3
5
2 


4/27/10 K. 
Wilson 


D WinEDS Build 
Process Release 
4.0 Document 
Version 1.8 
March 2010 


The document does not contain a procedure to 
produce installation disk(s) from the executable code. 
(Installation executables are created, but the actual 
collection and or distribution of the executables to a 
disk is not defined). 


Program Manual 5.6.3.2 The VSTL 
shall ... create installation disk(s) 
from the executable code 


5/25/10: WinEDS 
Local Build Process 
v 1.13 includes 
steps for creating 
the disc. V1.13 was 
supplied to iBeta on 
5/19/2010. 


Accepted - 6/3/10 KGW:  
Closed by review of 
WinEDS Local Build 
Process v1.13. 


3
5


4/27/10 K. 
Swift 


D AVC Edge 
Operators 


There are no instructions to troubleshoot the message 
"System Timeout" on the Edge2. 


V2: 2.8.4.d 
The vendor shall provide 


5/28/10:  AVC Edge 
Operators Manual  


Accepted - 6/4/10 KS: 
Verified in Edge 
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3 Manual 5.2 
Document 
Version 1.15, 
April 2010 


documentation of system 
operating features that meets the 
following requirements: 
d. Illustrate and describe all status 
indicators and information 
messages. 


v1.16, Added 
System Timeout 
error to the  manual 


Operator's Manual  
v.1.16, the addition of the 
System Timeout error.  


3
5
4 


5/18/10 K. 
Wilson 


D Security 
Specification 
Release 4.0 
Document 
Version 1.12 
March 2010 


Section 6.7 (pg 32) states "Ideally, the using 
jurisdiction, should configure the network such that it is 
a closed ..." This statement is not mandatory. If this 
statement remains non-mandatory, then all of the 
requirements in VSS v1:6.5.5, v1:4.1.3, must be 
addressed and tested. 
The statement: "In the event that the Network 
configuration is NOT a closed and dedicated operating 
environment..." needs to include the additional warning 
that operation in such an environment is not covered 
by the EAC certification.  The latter statement is made 
because it is not possible for the EAC or the VSTL to 
asses the adequacy of a "full security analysis" that is 
not performed by a VSTL per EAC requirements. 


V1:6.5.5 Ballot recording and vote 
counting can be performed in 
either a dedicated or non-
dedicated environment. If ballot 
recording and vote counting 
operations are performed in an 
environment that is shared with 
other data processing functions, 
both hardware and software 
features shall be present to protect 
the integrity of vote counting and 
of vote data. Systems that use a 
shared operating environment 
shall: 
a. Use security procedures and 
logging records to control access 
to system functions; 
b. Partition or compartmentalize 
voting system functions from other 
concurrent functions at least 
logically, and preferably physically 
as well; 
c. Controlled system access by 
means of passwords, and 
restriction of account access to 
necessary functions only; and 
d. Have capabilities in place to 
control the flow of information, 
precluding data leakage through 
shared system resources. 
v1:4.1.3 Some voting systems use 
equipment, such as personal 
computers, that may be used for 
other purposes and have resident 
on the equipment general purpose 
software such as operating 
systems, programming language 
compilers, database management 
systems, and Web browsers. Such 
software is governed by the 
Standards unless: ... Procedures 
are provided that confirm that the 
software has been removed, 
disconnected, or switched. 


5/25/10: WinEDS 
Sec Spec v 1.13 
removed the 
wording on how to 
use an open network 
environment. 


Accepted - 6/34/10 GA:  
V1.13 retains the 'should' 
but removes the 'ideally' 
and includes the 
instruction with emphasis 
on the internal network 
requirements. 
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3
5
5 


5/18/10 K. 
Wilson 


F Trusted Build 
Source Code 
delivery for 
4.0.169 


1. The following files were delivered with the Source 
Code and had to be removed manually by the VSTL 
prior to the Trusted Build: 
a. XS_ManualDataEntry_ChangeDoc.xls 
b. 
C#\Utilities_CartridgeHelper\SolutionItems\Interop.Wor
d.dll 
c. 
C#\VisioController\SolutionItems\Microsoft.Office.Intero
p.Visio.dll is already in postcots10 
d. Folder: PB\Sequoia\WinEDS\PB Documentation 
e. Folder: PB\Sequoia\WinEDS\PFC 
f. PB\Sequoia\WinEDS\objectstobecheckedin.pbl 
g. Folder: 
WinEDSElectionReporting\WinEDSElectionReporting\
Documentation\ 
h. WinEDSElectionReporting\ 
WinEDSElectionReporting\ElectionReporting\bin\Debu
g\svsdbscr.dll 
i. WinEDSCpp\ScriptWiz\additional db 
page\Sequoia.Extended Services.SecurityHelper.tlb 
j. Folder WinEDSCpp\ScriptWiz\status page\  files 
Sequoia.Extended Services.DatabaseSetupHelper.tlb, 
Sequoia.Extended Services.DongleHelper.tlb, 
Sequoia.Extended Services.Membership.tlb 
k. WinEDSCpp\CppChangeDoc.xls 
l. WinEDSCpp\readme.txt 
Excel files can contain un-reviewed scripting. Product 
files are illegal (dll, tlb), pfc's change hash after a build 
so they cannot be validated, and are installed on the 
COTS image. 


V1:8.6 The release process is the 
means by which the vendor 
installs, transfers, or migrates the 
system to the ITAs and, 
eventually, to its customers.  


No vendor response 
received. 


Accepted - 5/20/10 GA:  
The source code delivery 
of WinEDS 4.0.170 
removed all of the listed 
components. 


3
5
6 


5/18/10 D. 
Valdez 


D WinEDS V. 
4.0.169  
(GEN1R) 
System 
Setup>Machine 
Type tab>AVC 
Edge2p>Configu
ration 
Options>Audio 
Voting Return to 
Language 
Selection 
Timeout 


The field will not accept double digits and will only 
accept the #5.  If you attempt to put in a single digit 
other than 5, an error is returned stating, "9 is invalid.  
Value must be between 5 and 5."  The WinEDS SOP 
(v. 1.2.1, March 2010) advises the field value can be 
set between 5 & 15. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


6/10/10 EC: fixed in 
v4.0.170. 


Accepted - 06/17/10 DEV: 
Reviewed and verified the 
option "Audio Voting 
Return to Language 
Selection Timeout" has 
been corrected in 
WinEDS v 4.0.170.  The 
field accepts any value 
between 5 & 15 and does 
not accept any values 
outside of this range. 


3
5
7 


5/19/10 S. 
Jakileti 


D Edge2Plus 
operating 
System Image 
Creation 
Document 
Version 1.11 
January 2010 


Section 3.1 (after step 17) is missing instructions how 
to proceed if network adapter drivers are missing to 
enable file sharing. 
Section 3.1 (after step 25) missing instruction to restart 
the system. 
Section 3.2 CD labeled winrar3.70  software CD looks 
like customized for Sequoia Voting System.  Need 


V.1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 


5/27/10: Edge2Plus 
Operating System 
Image Creation 
v1.15, Updated 
section 6, step 2 to 
include the word 
write-protect instead 


Accepted - 7/2/10 SJ: 
Verified updated 
documentation in 
Edge2Plus Operating 
System Image Creation, 
Version 1.16, June 2010. 
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Affidavit for this. 
Section 3.3: Missing instruction to enter license key 
after installing the All Image software. 
3/30/2010:  
2. Section 4.1 is instructing to import the 
E2PDEVXP.PMQ file from USB to trusted build 
system, the process used in Trusted Build is to copy 
the file from CD to C:\ 
4/1/2010: In section 5.5 Step 15, instructed to copy the 
unidrv.hlp file to folder, but complete folder path is 
missing. 
4/5/2010: In Section 5.1 Step 6 listed Display adapter 
instead of Display adapters. 
Section 6 used bootable floppy disk instead of USB 
cartridge.  Instructions have to change accordingly. 
The instructions are missing to create a windows 98 
start up floppy disk and copying the bootprep.exe file 
from the build system. Step 10 is replaced with insert 
the formatted CF card on the E2P machine turn on the 
machine. In step 20 format drive C not D.  Step 21: 
bootprep dC.After 21 instruction is missing to if more 
than 1 CF card go back to step 7 perform following 
steps. And after step 27 if more than 1 CF card do the 
step 27 again for new CF card. Step 28 is replaced 
with copy the contents for c:\Windows Embedded 
Images folder except configuration folder to CF card. 
Section 7.2.5 Not doing steps 8,9 and 10. 
Section 8.3.1 step 6 Missing the location for .ssl file 
Section 8 is missing some steps Taking the CF card 
from step 7 ,Select all  the contents of CF card and 
deselect system volume information ,and add to 
archive to C:\E2P_OS_MasterImage. 
And step is missing to copy the image to the c:\ 
Have to move Section from 8.1 to Edge2Plus 
application trusted build document. 
 
Rejected 5/20/2010: All the above information is fixed, 
but in Section 6 step2 instruction is not clear to write 
protect the disc. 


 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


of protect. 
 
6/21/10: TDP 
prepped for 
submission 


3
5
8 


5/19/10 S. 
Jakileti 


D TSM Player 
Compilation 
Process v1.4, 
March 2010 


Section 2: is missing loading source process on the 
build system. 
3/29/2010: In Section 2.1 Source code for the TSM 
Player listed original source code files provided by 
Enounce, which is incorrect.  The location for Signature 
file .snk is missing. 


V.1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 


No vendor response 
received. 


Accepted - 5/20/10 SJ: 
Updated with missing 
information in TSM Player 
Compilation Process, 
Version1.5, May 2010. 
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described in the Technical Data 
Package. 


3
5
9 


5/19/10 S. 
Jakileti 


D HAAT Operating 
System Trusted 
Build Guide 
V1.14, March 
2010 


Section 3.1 step 5 is missing COTS file name and step 
7 missing location of the file (STANDARD_SDK.msi) 
During COTS instruction is missing to copy the drivers 
(Air555.dll,Air555Ser.dll,INMSER.dll) to 
c:\WinCE500\Stpc_consumer_II_X86\OAK\Files.In 
Section 3.5 step 9 needs to be changed. 
3/25/2010: Section 2.1 listed required components 
Microsoft Embedded Studio SP1 Installation CD1,CD2 
and CD3, But there is no CD3.  
3/30/2010: Section 3.1 instructing to create the bldr 
and save that to safe location, but the process is 
changed bldr build was included in HAAT Listener 
Build, we need folder structure from bldr build  to 
create HAAT_OS, for this in HAAT_OS creation 
process we are compiling the BLDR boot loader file, 
but we are not using this BLDR file in the creation of 
CF card, using one created in HAAT Listener Build. 
4/5/2010: Loading source code step is missing.  
Copied platform.reg.txt,project.reg.txt,project.bib.txt 
files to HAAT properties folder in C.  Copied aps305 
source code folder to 
c:\WinCE500\PBWorkspaces\HaatOS.Created a folder 
HAATshell in C and copied the HAAT shell code.  
Created a folder HAATtUtil in C and copied the 
HAATUtil code. 
In Section 3.3 Instruction is confusing to open the 
HAATOS project. 
In creating the APS305 Driver section (page3-
32)before opening a New Project or File, instruction is 
missing to move the aps305 folder to C:\ ,in step 3 
Manufacturer name is change to Sequoia Voting 
Systems. 
In Section3.5 step 16 Instructions are missing to copy 
the nk.bin to HAATxx folder in C:\.After coping remove 
HAATXX from Environment tab, and add the new 
HAAT model. 
After creating the APS305 Driver, step is missing to 
save the project. 
In Section 3.7 Copied Utilities\DOS,DOS.  Make folders 
from partition magic 8.0 original CD to root directory of 
Compact Flash. 
In Section 3.8 step 3 mouse is not used and keyboard 
is connected directly, not used PS/2 Port Splitter 
cable.Step9: after executing there are 2 popups ,we 
have to press Yes for these popups.Step13: Minimum 
size shows 32.5.In section formatting the DOM with the 
DOS system files there is message proceed with 
format(Y/N) press Y. 
Appendix B: step 4: configure the compilation mode on 


V.1: 8.5.a:  The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


5/26/10:  HAAT 
Operating System 
Trusted Build Guide 
v 1.19, May 2010, 
Updated sections 
3.5, 2.1.1, 3.1, 3.2, 
and Appendix B 
 
6/21/10: TDP 
prepped for 
submission 
 
7/7/10: Added 
section 3.11 to 
HAAT 
Operating System 
Trusted Build Guide 
v1.21 


Accepted - 7/14/10 SJ: 
Updated in HAAT 
Operating System 
Trusted Build Guide, 
version1.21, July2010. 
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release to win32(wince x86). 
Appendix C: C1: Step 5 Place the product name is 
HAATOS, in step 7 steps are missing to install process 
.msi file. 
 C2: HAATUtil is compiled with Microsoft Visual Studio 
C++ not with the Microsoft Embedded Visual C++.,no 
step 3,need to rebuild the solution 
Step 6: Created a folder under C:\HAAT_OS\HAAtUtil 
and copied the HAATUtil.dll 
Missing the section for Extract the all image from the 
bootable blank CF card to C:\HAAT_OS\HAAT CF 
Blank Image .creating .ssf file is missing. 
 
Rejected SJ:5/20/2010: Most of the above information 
is fixed, but still need to fix the below: 
1) In section 3.5 step10 no need to copy 
Air555.dll,Air555Ser.dll and INMSER.dll to 
WINCE500\Stpc_consumer_II_x86\OAK\files.  These 3 
DLLs are already loaded after section 3.2 step5. 
2) Source code loading paths are missing.  Created 
HAAT propertied folder in C:\ and  
platform.reg.txt,project.reg.txt,project.bib.txt files, 
copied aps305 source code folder to 
c:\WinCE500\PBWorkspaces\HaatOS, created a folder 
HAATshell in C and copied the HAAT shell code, 
created a folder HAATUtil in C and copied the 
HAATUtil code. 
3)In section 3.9 formatting the DOM with the DOS 
system files instruction is missing to press Y to proceed 
with format(after step1). 
4)In Appendix B step4 is missing information for 
release mode(setting mode to release win32(wince 
x86). 
5) In Section 3.5 after connecting the CF card to the 
PC, information is missing to extract the image using 
All image(create .ssf file) and save that image to 
"C:\HAAT_OS\HAAT CF Blank Image\HAAT CF Blank 
Image.exe. 
 
Rejected 6/8/2010: In Section 2.1.1 missing step to 
load aps305 folder to 
c:\WinCE500\PBWorkspaces\HaatOS. 
  In Section 2.1.1 missing step to load HAATshell 
source code to C:\HaatShell 
  In section 2.1.1 missing step to load HAATUtil source 
code to C:\HaatUtil. 
  In Appendix B step4 is missing information for release 
mode(setting mode to release win32(wince x86). 
 Information is missing  extracting the bootable CF card 
image using All image(create .ssf file) and save that 
image to "C:\HAAT_OS\HAAT CF Blank Image\HAAT 
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CF Blank Image.exe. 


3
6
0 


5/19/10 S. 
Jakileti 


D ICR Trusted 
Build Guide 
v1.03,March 
2010 


Loading source code instruction is missing 
3/19/2010: Section 3.1 is missing Instruction to activate 
the license 


V.1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
v.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


No vendor response 
received. 


Accepted - 5/20/10 SJ: 
Updated with missing 
information in ICR 
Trusted Build 
Guide,version1.06 


3
6
1 


5/19/10 S. 
Jakileti 


D Edge2plus 
Application 
Compilation 
version1.09 


Missing steps to copy the Edge2Plus OS Configuration 
files ,Video, Audio, graphic, touch screen drivers and 
EaseWincontrol.dll to C:\E2P OS Configuration 
files,C:\E2P Jarltech COTs and C:\EaseSoft 
In section 4.1 create folder structure to copy the source 
c:\Sequoia\EdgeII. 
In Section 4.1 missing step to copy the TSMPlayer dlls 
to Edgecommon. 
Before starting the compilation need to copy the 
EaseWinControl.dll to EdgeCore folder and 
MSvcr71.dll to edgecommon folder. 
In Section 4.3 the prepare.bat file is located under 
C:\Sequoia\EdgeIII\Source. 
Not performing the Section 4.4. 
Need to move Section 8 from Edge2PLus operating 
system Trusted Build document to Edge2Plus 
Application document.  In Section 8.1 not performing 
the step 2 and 3.Connecting the trusted build CF card 
coping the content of the C:\sequoia\EdgeIII\output to 
the CF card and to back up images for the different 
types of CF cards for different models created folder 
E2P_TrustedImages and saved the images with the 
name 
E2P_RiData_M300_1.2.73,E2P_RiData_M305_1.2.73,
E2P_SanDisk_M300_1.2.73 and 
E2P_SanDisk_M305_1.2.73. 
 
Rejected 5/20/2010 SJ:  Most of the above information 
is fixed, but still missing1) In Section 2.1 E2P JarlTech 
COTS driver names and versions are missing and 
missing EaseWinControl.dll(provided by EaseSoft) and 
its version number. 
2) In Section 5.1 step1 connected the CF (Prepared 
during the E2P OS trusted Build process) card to 
Trusted Build system not to any other 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual,  


5/26/10: Edge2plus 
Application 
Compilation v1.12, 
Updated sections 
5.1 and 5.3, added 
EaseSoft COTS to 
section 2.1 
 
6/21/10: TDP 
prepped for 
submission 
 
7/7/2010: 
EDGE2PLUS 
APPLICATION 
COMPILATION, 
version 1.14 
includes the Jarltech 
drivers names and 
versions in section 
2. 


Accepted - 7/30/10 CAC: 
Edge2Plus Application 
Compilation, version 1.14, 
July 2010: JariTech 
COTS driver names and 
versions are addressed in 
section 2.1. 
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system(documented as Windows XP SP2 computer). 
3. In section 5.3 documented to generate an E2P OS 
backup, but already archived up the E2P_OS image in 
E2P OS trusted build process, not performing this step 
again in this process.  
 
Rejected 7/2/2010 : 1. Still missing in section 2.1 E2P 
JarlTech COTS driver names and versions are 
missing. 


3
6
2 


5/19/10 S. 
Jakileti 


D HAAT 
Application 
Compilation V1.2 


Missing steps to copy Utilities\DOS and DOSMAKE 
folder to C:\PartitionMagic folder. 
Missing step to copy the content of the DOS6.22 to 
C:\DOS6.22 
Missing step load the ICSharpcode 
dll(c:\ICSharpCode).This DLL requires Affidavit 
Missing step to load CF card config 
(boot.ini,config.xml) files during the source code 
load(C:\CF Config Files) 
Section 4.1 is missing step to load the postbuilt item 
P168 controller to C:\3200V4.3. 
Before compiling HAAT application, moved the 
ICSharpCode dll to HAAT folder, copied HAATUtil dll 
(postbuilt component) to HAAT.APP folder and copied 
HAAT_OS_TB_OutPut(PostBuilt component from 
HAAT_OS TB) to C:\HAAT_OS_TB_OutPut. 
Need to move section 3.11 from the HAAT_OS trusted 
build document to HAAT application document. 
Connected trusted CF card from the HAAT_OS trusted 
build and copied the Splash.bmx file(Which is a 
Windows CE file, location for this file is 
C:\WinCE500\Public\Common\oak\X86\Biosloader\disk
Images\Bootdisk\ to root of the CF card. 
Copied C:\CF Config Files (Boot.ini and config.xml)to 
root of the CF card. 
Copied C:\Sequoia\HAAT\OutPut\APP2.6.32 folder to 
root of the CF card 
Copied the C:\HAAT_OS_TB_OutPut\HAAT100 nk.bin 
to the root of the CF card. 
Created a folder under C:\HAAT_TrustedImages and 
copied the extracted image from the CF card with All 
Image(need to create new AllImageSettings.ssf) 
names that file as HAAT100_2.6.32_RiData.exe. 
Replaced the HAAT100 nk.bin with HAAT90 nk.bin 
extracted the image from the CF card with All Image--
>HAAT90_2.6.32_RiData.exe. 
 Replaced the HAAT90 nk.bin with HAAT80 nk.bin 
extracted the image from the CF card with All Image--
>HAAT80_2.6.32_RiData.exe. 
Replaced the HAAT80 nk.bin with HAAT50 nk.bin 
extracted the image from the CF card with All Image--
>HAAT50_2.6.32_RiData.exe. 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual,  


5/25/10: HAAT 
Application 
Compilation v 1.6 
Updated section 2.1 
with missing version 
numbers and 
postbuild/precompile 
steps. 
Updated section 4.3 
with folder locations, 
and removed 
sections on 
modifying the 
boot.ini and config 
files. 
Section 4.4, added 
creating the 
HAAT_TrustedImag
es folder to the 
steps. 
Section 4.2 removed 
steps 7, 17, and 18 
from the process. 
 
6/21/10: TDP 
prepped for 
submission 
 
7-7-2010: HAAT 
APPLICATION 
COMPILATION, 
version 1.8 revised 
the image file names 
in section 4.4. 
Added step to load 
the config.xml file to 
C:\CF Config Files 
folder to section 2.1. 


Accepted - 7/14/10 SJ:  
Updated documentation 
in HAAT Application 
Compilation, version 1.8, 
July2010. 
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Rejected: 5/21/2010 1) In section 2.1 missing step to 
copy Utilities\DOS and DOSMAKE folders from 
PartitionMagic8.0 to C:\PartitionMagic.Missing step to 
copy the content of DOS6.22 floppy disc to 
C:\DOS6.22. 
2) In section2.1 step2 complete name of the dll and 
version numbers are 
missing(ICSharpCode.SharpZipLib.dll version 
0.83.1.0). 
3) In section2.1 documented as copied splash.bmx to 
c:\CF Config Files, which is incorrect.  Only loaded 
HAAT CF config(Config.xml,boot.ini) files to C:\CF 
Config Files 
4)In Section2.1 missing step to load postbuilt(From 
HAAT OS trusted build) item HaatUtil.dll to 
C:\Sequoia\HAAT\Source\Smartmatic.HAAT.App and 
copy the ICSharpCode.SharpZipLib.dll to  
C:\Sequoia\HAAT\Source\Smartmatic.HAAT\. 
5) In section 2.1 missing step to load postbuilt items 
(From HAAT OS trusted build) NK.bins for 4 HAAT 
model to C:\HAAT_OS_TB_OutPut(steps 4 and 5 
should be done after loading the HAAT application 
source code but before compilation process). 
6) In Section 4.3 missing the location for nk.bin 
(C:\HAAT_OS_TB_OutPut), Boot.ini and config.xml 
(from C:\CF Config Files) are copied to root of the CF 
card, Spash.bmx file(Which is a Windows CE file, 
location for this file is 
C:\WinCE500\Public\Common\oak\X86\Bioloader\diskI
mages\Bootdisk\) is copied to root of the CF card. 
7) In section 4.3 step1 and 2 showing modification to 
the boot.ini and config files, but no modifications done 
during the trusted build process. 
8) In section 4.4 missing information to create the 
folder C:\HAAT_TrsutedImages to save CF card 
images. 
9) In section 4.2 step 7, 17 and 18 are not performed 
during trusted build. 
 
Rejected 6/8/2010 In Section 2.1 missing to load the 
config.xml file to C:\CF Config Files folder 
In Section 4.4 Image names are wrong 
(HAAT100_2.6.32_RiData.exe,HAAT90_2.6.32_RiData
.exe,HAAT80_2.6.32_RiData.exe,HAAT50_2.6.32_RiD
ata.exe). 
 
Rejected 7/2/2010 SJ: In Section 2.1 missing to load 
the config.xml file to C:\CF Config Files folder 
In Section 4.4 Image names are wrong 
(HAAT100_2.6.32_RiData.exe,HAAT90_2.6.32_RiData
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.exe,HAAT80_2.6.32_RiData.exe,HAAT50_2.6.32_RiD
ata.exe). 


3
6
3 


5/19/10 S. 
Jakileti 


D HAAT Listener 
Signature 
Certificates 
Generation 
Process  
version1.01, 
March 2010 


In section 4 there are no steps to proceed with in case 
if there is typo in the password. 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual 


5/25/10:  Document 
v 1.02 contains 
instructions related 
to invalid passwords.  
Refer to the Note in 
section 4. 


Accepted - 6/8/2010 SJ: 
Updated steps in HAAT 
Listener Signature 
Certificates 
Generation Process 
version 1.02. 


3
6
4 


5/19/10 D. 
Valdez 


F WinEDS V. 
4.0.169  
(GEN1R) 
Logging into 
WinEDS after 
new users were 
created. 


Three new users were created (User1, MediaCreate, 
and Tally).  When logging in for the first time, WinEDS 
prompted a password change.  After the password was 
changed, a password successful/close WinEDS 
message was received.  When OK was selected, on 
this message, a system error was received:   
 
"Error Number 2.  Error text=Null object Reference at 
Line 196 in PFC_save event of object 
bart_w_password. 
Window/Menu/Ovject = bart_w_password. 
Error Object/Control = bart_w_password. 
Script - PFC_save. 
Line in Script = 196." 
 
This error was received after changing each user's 
password, but the password change was accepted. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


Entered into 
Sequoia internal 
defect tracking 
system. TD #7698. 
 
6/10/10 EC: Fixed 
v4.0.17.1. 


Accepted - 07/16/10 DEV: 
Reviewed and verified 
WinEDS 4.0.172 does not 
return an error message 
when changing password 
at the initial login. 


3
6
5 


5/19/10 S. 
Jakileti 


D P168 Controller 
Trusted Build 
Guide 
v1.06,May2010 
3200 Controller 
Trusted Build 
Guide v1.07,May 
2010 


Documented as  FW_BTLDR_Merge_Process.rar file 
is copied to the C:\, but this is not correct during COTS 
loading process, created a folder structure 
C:\FW_BTLDR_Merge_Process\Programs and copied 
CPSM.exe,HEXBIN.exe,Link51.exe and 
X8051.exe.During Source code loading process copied 
the  FW_BTLDR_Merge_Process folder to C:\, then 
loaded the bootloader and firmware files. 
In Section 2 information is missing that bootloader file a 
Jarl tech COTS file. 
 
Rejected 6/16/2010: 3200: Still documentation is 
missing to specify that BootLoader files are JarlTech 
COTS in 3200 CONTROLLER TRUSTED BUILD 
GUIDE v1.08. 
 
Rejected 7/2/2010: 1. Updated Merge_FW_BTLDR.bat 
is Jarl tect COTS file in 3200 Controller Trusted Build 
Guide, version 1.09, which is wrong. 3200cv3.asm file 
is bootloader file. 
2. P168 Controller Trusted Build Guide, version 1.07 
still missing to mention P168acv2.asm  file is Jarltec 


V.1: 8.5.a: The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 
 
EAC Voting System Testing and 
Certification Program Manual, 
V.1.0  Sec 5.5.1. Demonstrate that 
the software was built as 
described in the Technical Data 
Package. 


5/25/10:  Updated 
3200 Controller 
Trusted Build Guide 
v 1.08 to include 
jarltech cots.  
 
5/26/10: Updated 
the P168 Controller 
Trusted Build v1.06  
 
6/21/10: TDP 
prepped for 
submission 
 
7/7/10: revised 
section 2 of P168 
Controller Trusted 
Build Guide v1.08 
and 3200 Controller 
Trusted Build Guide 
v1.10 
 


P168: Discrepancy raised 
against P168 Controller 
Trusted Build v1.06, 
waiting for updated 
document. 


 


Accepted - 8/20/10 CAC: 
Merge_FW_BTLDR.bat is 
listed in Section 2, step 
2b in 3200 Controller 
Trusted Build Guide, 
version 1.11. 
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COTS file. 
 
Rejected 7/14/2010: Merge_FW_BTLDR.bat is deleted 
from section 2, but that has to be listed in section 2 
components required. 
 
Rejected 8/10/10 CAC: Merge_FW_BTLDR.bat is still 
deleted from section 2 in 3200 Controller Trusted Build 
Guide, version 1.10 (have not received updates for this 
doc). 


7/26/10: P168 
Controller Trusted 
Build Guide v1. 09 
Replaced 
Merge_FW_BTLDR.
bat back into section 
2. 


3
6
6 


5/24/10 G. 
Audett
e 


D HAAT Listener 
Quality 
Assurance 
Program, v1.04 
Section 4.0 


Document does not list the current Software Change 
Request and Software Release Order forms. 


V.1: 9.4.1.5:  The ITA reviews the 
documentation submitted by the 
vendor to evaluate the extent to 
which it conforms to the 
requirements outlined in Sections 
7 and 8 for vendor configuration 
and quality assurance practices.  


6/9/10: Combined 
the HAAT Listener 
QA Program with the 
WinEDS QA 
Program document. 
Will be included in 
the next TDP 
submission. 
 
6/21/10: TDP 
prepped for 
submission. 


Accepted - 7/2/10 GA:  
Verified that the forms as 
well as the combination of 
the HAAT Listener QA 
Program with the 
WinEDS QA Program 
was part of the 6/29/10 
TDP delivery. 


3
6
7 


5/24/10 G. 
Audett
e 


D WinEDS Quality 
Assurance 
Program v1.04 
Section 2.4.1 


Document does not reflect that the test cases, test 
plans, and discrepancy reports are written Test 
Director. 


V.1: 9.4.1.5:  The ITA reviews the 
documentation submitted by the 
vendor to evaluate the extent to 
which it conforms to the 
requirements outlined in Sections 
7 and 8 for vendor configuration 
and quality assurance practices.  


5/28/10: WinEDS 
Quality Assurance 
Program v1.05 
Updated section 2.4 
and 2.4.1 on 
Inspection Reports; 
3.2 on satisfactory 
completion; 4.2.6, 
Test Documentation  


Accepted - 6/4/10 GA:  
Verified in v1.05. 


3
6
8 


6/4/10 K. 
Wilson 


D WinEDS Build 
Process Release 
4.0 Document 
Version 1.14 
May 2010 


8 binary source code files are being delivered in the 
VB6 folder: ContestPreview\CP-Connect.DCA, 
Header\Connect.DCA, HeaderEdge\HE-Connect.DCA, 
Layout\Connect.DCA, LayoutEdge\Connect.DCA, 
ContestPreview\CP-Connect.Dsr, Header\Connect.Dsr, 
HeaderEdge\HE-Connect.Dsr, Layout\Connect.Dsr, 
LayoutEdge\Connect.Dsr. These files are 
undocumented in the two TDP documents cited. We 
need more documentation to allow these files into a 
Trusted Build. 
 
DSR Files: Accepted 7/2/2010 as per v1.15  
DCA Files: Pending next build (after 4.0.170) 
 
7/21/2010 KGW rejected -- DCA files were delivered 
with 4.0.172 code. 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 
Package were introduced in the 
software build. 


6/11/10 DM: DCA 
files are temporary 
designer cache for 
speeding up the 
compilation, they are 
not needed, they'll  
be removed from the 
next submission. 
 
DSR files are not 
binary, are text files 
part of the source 
code, they are 
generated by visual 
basic when 
reference to Visio 
are added. 
 
Build Document 
updated to include 


Accepted - 8/10/10 KGW:  
Verified on trusted build 
of WinEDS 4.0.173 on 
8/9/10. 
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App H, File 
Description v 1.15 
 
6/21/10: TDP 
prepped for 
submission 
 
8/6/01 EC: Files 
removed from code 
submission for 
trusted build 
4.0.173. 


3
6
9 


6/4/10 K. 
Wilson 


D WinEDS Trusted 
Build -- 4.0.160, 
4.0.168, 4.0.169, 
4.0.170 source 
code deliveries 


The files WSC.h, WSC32.lib, WSC32.DLL which are 
delivered with the source code in the folder 
\WinEdsCpp\source\3rd\ were downloaded from the 
COTS source by iBeta on 8/1/2007 during the source 
code review.  These files have hashes which do not 
match those downloaded to the trusted build machine 
during the build process (also COTS from 
MarshallSoft).  As these files are loaded with the 
source code but also are on the machine as part of the 
COTS environment, the documentation needs to reflect 
which are used in the build.  The older ones appear to 
have been used in the build. 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 
Package were introduced in the 
software build. 


6/29/10: Use the 
licenses downloaded 
from MarshallSoft in 
the build. 


Accepted - 8/9/10 KGW:  
The 3 files that were 
installed in postcots11 
image were deleted and 
the build proceeded as 
normal, thus proving that 
the vendor supplied 
COTS files which have 
been affirmed and include 
a COTS license are the 
ones used during the 
build. 


3
7
0 


6/4/10 K. 
Wilson 


D WinEDS Trusted 
Build -- 4.0.160, 
4.0.168, 4.0.169, 
4.0.170 source 
code deliveries 


The file objectstobecheckedin.pbl is delivered in the 
PB\Sequoia\WinEDS\ folder is delivered, but not part of 
the build process.  Also, the file wineds30.pbt is 
likewise delivered but not a part of the WinEDS 4.0 
build process 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 
Package were introduced in the 
software build. 


6/14/10: Files were 
included in error. 
These files will not 
be included in future 
submissions. No doc 
change needed. 


Accepted 7/21/2010 
(4.0.172 build) KGW 


3
7
1 


6/4/10 K. 
Wilson 


D WinEDS Build 
Process Release 
4.0 Document 
Version 1.14 
May 2010 


The SequoiaXS.snk files found throughout the C# 
Extended Services source code are not documented. 
Whereas the existence of other files can be inferred 
from the existing documentation (such as csproj, 
wixproj, wxs files) there is no mention in this document, 
or the WinEDS Security or Software Specification 
addressing the existence and necessity of these files 
for the build. 


Program Manual 5.5.2 Show that 
the tested and approved source 
code was actually used to build the 
executable code used on the 
system. 5.5.3. Demonstrate that 
no elements other than those 
included in the Technical Data 
Package were introduced in the 
software build. 


6/11/10: Build 
Document v1.15 
updated to include 
App H, File 
Description with this 
file 
 
TDP prepped for 
submission 6/21/10 


Accepted - 7/2/10 KGW:  
Verified by review of 
WinEDS System 4.0 Build 
documentation. 


3
7
2 


6/4/10 S. 
Jakileti 


D HAAT50 Sec 
Spec ver1.07, 
HAAT90 Sec 
Spec 
version2.12, 
HAAT80 Sec 
Spec 
version2.09, 
HAAT Sec Spec 


1.  Documentation is missing the placement of tamper 
evident security seals. 
2.  Section 2.1.7 is referring to 3.5: Destructible seals, 
but there is no 3.5 section. 
 
 
Rejected 7/2/2010: Still information is missing how to 
handle the USB and PCMCIA card door. 


V1:2.2.1 System security is 
achieved through a combination of 
technical capabilities and sound 
administrative practices. To ensure 
security, all systems shall: 
a. Provide security access controls 
that limit or detect access to critical 
system components to guard 
against loss of system integrity, 


#1: 6/14/10: HAAT 
100 Sec Spec v 
1.11, HAAT 50 Sec 
Spec v 1.08, HAAT 
80 Sec Spec v 2.10, 
and HAAT 90 Sec 
Spec v 2.13: 
placement of 
destructible seal  


Accepted - 7/14/10 SJ: 
Updated Documentation 
In HAAT Operating 
System Trusted Build 
Guide Version 1.21, 
July2010. 
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version1.10 availability, confidentiality, and 
accountability 


has been identified. 
#2: 6/14/10: HAAT 
100 Sec Spec v 
1.11, HAAT 50 Sec 
Spec v 1.08, HAAT 
80 Sec Spec v 2.10, 
and HAAT 90 Sec 
Spec v 2.13: the 
section reference 
has been corrected. 
 
TDP prepped for 
submission 6/21/10. 


3
7
3 


6/4/10 S. 
Jakileti 


D EDGE2PLUS 
MODEL 300 
Security 
Specification,  
v. 3.09 


Documentation is missing the placement of tamper-
evident seals on the chassis following the installation of 
the CF card containing trusted firmware. 


V1:2.2.1 System security is 
achieved through a combination of 
technical capabilities and sound 
administrative practices. To ensure 
security, all systems shall: 
a. Provide security access controls 
that limit or detect access to critical 
system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability 


6/14/10: E2P Sec 
Spec v 3.10 Added 
the placement of 
tamper evident seals 
to the access door 
lock following 
firmware upgrades 
to section 4.1, 
Software/Firmware 
Installation. 
 
TDP prepped for 
submission 6/21/10. 


Accepted - 7/2/10 SJ: 
Verified updated 
documentation with 
placing a seal on compact 
flash access door in 
Sequoia Voting Systems 
Edge2Plus Model 300 
Security Specification, 
version 3.11. 


3
7
4 


6/4/10 D. 
Valdez 


D WinEDS System 
Operations 
Procedures, 
release 4.0, Doc 
v 1.22, May 
2010 


Section 8.1, step #4 also provides instructions on 
opening a report created in Infomaker or PowerBuilder, 
but does not provide instructions on creating reports 
with those applications. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


6/10/10: WinEDS 
Sys Ops Procs v 
1.23 removed steps 
on infomaker and 
PowerBuilder. 
 
TDP prepped for 
submission 6/21/10. 


Accepted 07/02/10 DEV:  
Verified the removal of 
PowerBuilder and 
InfoMaker from section 
8.1, step # 4 in the 
WinEDS Sys Ops, v. 
1.23. 


3
7
5 


6/4/10 D. 
Valdez 


F HAAT 90, v. 
2.6.32 


When switching from Pre-Lat mode to Official mode an 
incorrect password was entered.  The HAAT90 audit 
log does not show the unsuccessful attempt. 


V1:  4.4.3 a.4 
In-process audit records document 
system operations during 
diagnostic routines and the casting 
and tallying of ballots.  At a 
minimum, the in-process audit 
records shall contain: 
 
a.4.  Notification of system logging 
or access errors, file access 
errors, and physical violations of 
security as they occur, and a 
summary record of these events 
after processing. 


6/25/10: Added 
logging for 
unsuccessful login 
attempt v2.6.34. 


Accepted - 7/19/10 CAC: 
Tested in HAAT90 R2 
and incorrect password 
was recorded in audit log 
print. 


3
7


6/8/10 D. 
Valdez 


F Insight, v. HPX 
L1.46.100205.11


Three ballots were voted in Precinct one (voters 22-
24).  Two of the ballots contained Write-ins and none of 


V1: 2.3.4.1.d 
Verify that all hardware and 


6/14/10 EC: Read 
failures are due to a 


Accepted - 06/17/10 DEV: 
Reviewed and verified the 
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6 00 
GEN2R_MI) 


the ballots were overvoted; however, the ballot report 
tape shows one regular ballot and two overvoted 
ballots.  In addition, the Chief Librarian totals are being 
assigned to the incorrect candidates.  It appears the 
totals are rotating, but not the candidate names, so the 
votes are being assigned to the wrong candidate. 
 
Note:  WinEDS configuration options are as follows: 
Write-ins = ignored 
Write-in ballots, Stack = Center bin 
Over ballots, Process = Count 
Overvoted ballots, Stack 
WinEDS configuration options for print candidates in 
ballot position order is set to "yes." 


software function correctly. mis-coded ballot.  
The contest list order 
for the Optech 
ballots in WinEDS 
do not match the 
contest order on the 
physical ballots. 


contest order, in WinEDS, 
was in the incorrect order.  
Once we fixed the contest 
order (in Ballot Style 
Maintenance) to match 
the paper ballots, all 
totals were correct and no 
further issues were found. 


3
7
7 


6/9/10 K. 
Swift 


F WinEDS 
4.0.170. 
Configuration>S
ecurity 
(Gen1R() 


A user with restricted access is able to update field. 
 
A new user was created "MediaCreate". Roles 
assigned: "Technician" and "Phase III" (Both with 
Election Setup items set to Read only).  Selected to 
update the Proposal Text, exited out of MSWord and 
the text showed the updates, then cancelled out of 
Proposal Maint screen.  Changed text is displaying. 
Verified on a E2P that the Proposal text is displaying 
the changed proposition. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


6/10/10 EC: Internal 
defect TD#7712 
 
6/14/10 EC: Defect 
fixed v4.0.171  


Accepted - 07/20/10 DEV 
& KAS: 
Reviewed & Verified 
(WinEDS V. 4.0.172) The 
MediaCreate User Was 
Unable To Edit The 
Proposal Text.  


3
7
8 


6/11/10 D. 
Valdez 


D WinEDS 4.0 
System 
Operations 
Procedures, 
Release 4.0,  
Doc v. 1.22, May 
2010 


The Insight is not providing an undervoted title when  
scanning GEN2R ballots.  The WinEDS SOP (section 
A.5) does not address the undervoted option in the 
"Print Overvoted and Undervoted Title" option, despite 
being set to "Yes.   


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


7/30/10 DA:  
Discrepancy 378 
was due to the 
documentation not 
making it clear that 
when this option is 
set, undervoted 
office titles are 
printed only for 
contests flagged as 
―major‖ contests. I 
thought I would point 
out that yesterday‘s 
documentation 
delivery includes 
updates to this effect 
where this Insight 
machine type option 
is discussed. Also, 
the help file in 
WinEDS workstation 
4.0.172 has the 
same update. 
 
The Insight is not 
providing an 
undervoted title 


Accepted - 08/10/10 DEV: 
Reviewed and verified the 
WinEDS System 
Operations Procedures 
Release 4.0 1.28 July 
2010 has a notation 
stating, "Undervoted 
office titles will print for 
major offices only."  Also 
verified this notation is in 
the WinEDS 4.0.172 help 
files. 
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when scanning 
GEN2R ballots.  The 
WinEDS SOP 
(section A.5) does 
not address the 
undervoted option in 
the "Print Overvoted 
and Undervoted 
Title" option, despite 
being set to "Yes. 


3
7
9 


6/11/10 C. 
Cvetez
ar 


D 4.0 Voting 
System 
Environment 
Hardening, 
vA.12, March 
2010, Chap 3, 
step 4 of "To add 
WinETP to the 
desktop" 


During WinETP hardening procedures, Chap 3, step 4 
of "To add WinETP to the desktop" states," 4. From the 
desktop, remove the Internet Explorer and My 
Computer icons.". The user Operator does not have 
permissions to delete the icons from the desktop. 


V1: 6.2 Access controls are 
procedures and system 
capabilities that detect or limit 
access to system components in 
order to guard against loss of 
system integrity, availability, 
confidentiality, and accountability. 
Access controls provide 
reasonable assurance that system 
resources such as data files, 
application programs, and 
computer-related facilities and 
equipment are protected against 
unauthorized operation, 
modification, disclosure, loss, or 
impairment ... 6.2.1 The vendor 
shall specify the general features 
and capabilities of the access 
control policy recommended to 
provide effective voting system 
security 


6/14/10: 4.0 Voting 
System Environment 
Hardening, vA.13, 
Added steps to 
remove I explorer 
and My Computer 
icons from Desktop 
as a Group Policy. 
 
6/21/10:  TDP 
prepped for 
submission. 


Accepted - 7/12/10 CAC: 
Env Hardening v.A.15 
steps on page 20 address 
removals. 


3
8
0 


6/15/10 K. 
Swift 


D WinEDS 4.0.170  
Election > Open 
Gen1R 


There is a button on the Election>Open screen titled 
"none".  It is not documented in WinEDS SOP, section 
5.2, and also does not appear to have any function. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


6/15/10: Internal 
Defect opened 
TD#7714. 
 
Fixed v4.0.171. 


Accepted - 07/16/10 DEV: 
Reviewed and verified 
WinEDS 4.0.172 no 
longer has the "none" 
button on the 
Election>open screen 
window. 


3
8
1 


6/15/10 D. 
Valdez 


F WinEDS 
4.0.170>Load 
Tally Data OR 
Batch Load Tally 
Data>Tally 
Sequoia 400-C  
Gen1R 


Logged in as the Tally user; however, the Tally user is 
unable to process 400-C cartridges.  All options in the 
Tally Sequoia 400-C window are grayed out and not 
selectable. 
 
(The Tally user has Tally Worker and Phase IV - Tally 
rights assigned.)   


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


6/15/10: Internal 
Defect opened 
TD#7713. 
 
Fixed v4.0.171. 


Accepted - 07/23/10 
DEV/KAS: 
Reviewed and verified the 
Tally user was able to 
process 400-C cartridges 
(WinEDS 4.0.172). 


3
8
2 


6/21/10 C. 
Cvetez
ar 


D WinETP, 
Operator user, 
Initialize 


Log in as an Admin user and transfer WinEDS 
exported 400-C files (Gen1R_IL or Prim1R_WA). 
Log out then login as Operator user and run WinETP 
from the desktop icon. 
a) Gen3R database: 
File->Open Gen1R_IL.OFC file in the exported 400-C 


V2:6.4 The ITA shall design and 
perform test procedures that test 
the security capabilities of the 
voting system against the 
requirements defined in Volume I, 
Section 6. T 


6/24/10: 4.0 voting 
System hardening 
document v.A.14, 
moved the file 
sharing steps from 
the Ops Manual to 


Accepted - 7/12/10 CAC: 
Env Hardening vA.15, 
Chap 3 WinETP Env 
Hardening pgs 29-35. 
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files folder. 
Check: Precinct Processing Mode: Precinct Header 
Select: Initialize button 
Result: I/O error opening file _imgpendr01.bin: 
Permission denied 
b) Prim1R database: 
File->Open Gen1R_IL.OFC file in the exported 400-C 
files folder. 
Check: Precinct Processing Mode: Precinct Header 
Select: Initialize button 
Result: Internal error: Invalid parameter passed to 
function dtkill. 
 
Appendix C.2 of the Optech 400-C Operators Manual 
(v1.16) calls for modifying the security settings of a 
system based on unknown inputs. The system was 
hardened and during that process an operator user 
was created. As described in the Optech 400-C 
Security Spec (v1.16) the operator is the role specified 
to scan ballots. If the operator attempts to install the 
election the error occurs: File I/O Error opening file 
_imgpendr01.bin and then the application crashes. 
Therefore, the procedure described in a 
"troubleshooting" section is not troubleshooting, but a 
required state of the system as it is proposed to be 
tested to meet EAC requirements. 


V1:2.2.5.3 ...the system shall be 
configured to execute only 
intended and necessary processes 
during the execution of election 
software. 
V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


the hardening 
document. 


3
8
3 


6/21/10 K. 
Wilson 


D Optech Insight 
Plus Security 
Specification 
APX L2.18 - 
HPX L1.46 
Document 
Version 1.05 
February 2010 
Optech 
Insight/Insight 
Plus Operators 
Manual APX 
L2.18-HPX 
L1.46 Document 
Version 1.12 
February 2010 


Section 2.1.2 of the Security Document refers to the 
Operators Manual.  The Operators Manual does not 
specify usage of tamper-evident seals on the bins of 
the Insight to allow detection of tampering with the bins 
during the period that the polls are open. The latter 
document describes the use of seals for the memory 
pack cartridge in Section B.2.2 and Appendix L. While 
section 5.4.5 mentions the usage of seals on the ballot 
bins, Appendix L does not contain a location for the 
seals and implies that a single seal is sufficient to 
satisfy the requirement.  
 
A recommendation for the location of seals to protect 
the ballot bin was not found.  There are 4 locks 
allowing access to compartments when the Insight 
"housing" is removed.  There are 3 locks allowing 
access to compartments when the Insight "housing" is 
in place.  Section 9.2 step 5 implies that another lock 
exists to physically lock the upper and lower housings 
together.  Functional evidence for any such lock could 
not be found. 
 
Rejected 7/2/2010 KGW -- discussion of recommended 
points of placement and types of tamper evident seals 
is inadequate, especially in light of Jun15B. 


V1:6.2.1.b The vendor shall 
specify the general features and 
capabilities of the access control 
policy recommended to provide 
effective voting system security. ... 
Hardware Access Controls 
V2:6.4 The ITA shall design and 
perform test procedures that test 
the security capabilities of the 
voting system against the 
requirements defined in Volume I, 
Section 6.  


A.  
7/26/10: Optech 
Insight and Insight 
plus Ops Manual v 
1.15 added more 
information on the 
use of security seals 
to the following 
sections: 5.4, 
Security Features 
9.2, Setting Up 
Ballot Box 12.2, 
Dismantling Optech 
Insight/Insight Plus 
B.6.2, 
Recommendations 
for Seal Types 
 
B. 
6/24/10: Optech 
Insight and Insight 
plus Ops Manual v 
1.13, revised section 
9.2 


Accepted - 8/9/10 CAC: 
Optech Insight and 
Insight plus Ops Manual v 
1.15, sections 5.4, 9.2, 
and 12.2 adequately 
addresses recommended 
points of placement of 
destructible seals. 
Section B.6.2 addresses 
recommended types of 
destructible seals for 
door/cover, ballot bin and 
ballot box.  Security Spec 
v1.06 simply refers to the 
Ops Manual; therefore, 
did not need to change. 
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Rejected 7/9/2010 KGW -- Ref Insight Sec Spec v1.06 
June 2010 -- refers (2.1.7,2.1.8.1,3.8.2, 4.3) to 
Insight/Insight Plus Operations Manual v1.13 Jun 2010 
which was the document cited above on 7/2. Ops Man 
Section 5.4.5 does not recommend placement or types 
of tamper evident seals.  Discussion of Memory Pack 
seal is adequate, however discussion of ballot box 
seals is not adequate. Statements such as 9.2.10 "as 
required by your jurisdiction "are not adequate.  I have 
no idea what the statement in 12.2.16 referring to wire 
seals might be implemented to secure ballots during 
transport.  Section B.6.2 describes only one type of 
seal for the Memory Pack, but not any for the ballot 
box. 


3
8
4 


6/21/10 K. 
Wilson 


F Optech 400-C 
Security Review 
Tab 


Unable to find any evidence by source code review of 
any CRC, check-sum or other EDC being used in the 
transfer of data between the set of networked 400-C 
machines.  Neither is their any information supplied in 
the software specification as to how the system meets 
this requirement. 
 
Rejected 7/15/2010 KGW - feedInput method when 
there is a CRC error in one case calls setError, but 
nothing else. setError sets the error message into the 
private member errMsg, but I am unable to determine 
where errMsg is ever checked or used in that case 
feedInput returns true (indicating no error). 
Requirement 2.2.2.1.e also applies to this situation and 
is added to the discrepancy. 


V1:2.2.2.1.d Include control logic 
and data processing methods 
incorporating parity and check-
sums (or equivalent error detection 
and correction methods) to 
demonstrate that the system has 
been designed for accuracy 
V1:2.2.2.1.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected 


7/8/10: In WinETP 
1.16.12 and above, 
a CRC32 has been 
added to the 
network message 
header. The receiver 
of a network 
message verifies the 
CRC from the 
sender, and throws 
an exception if there 
is a mismatch. 
 
8/6/10: The call to 
setError() also sets 
the 'error' data 
member in the 
SocketStreamClient 
object. When we 
return from 
feedInput(), the call 
to yield() in 
sendReceive() 
returns. When 
sendReceive() calls 
throwError(), this 
routine detects that 
there is an error, and 
throws an exception 
with 'errMsg' as the 
error message. The 
exception is caught 
in the GUI exception 
handler 
(TMainForm::appExc
eption), which 


Accepted - 8/9/10 CAC: 
Verified by Code Review 
of 1.16.13 that setError 
sets the error data "error" 
with type set as 
neCRCERR (set from 
feedInput) which in turn is 
caught by throwError 
which throws an 
exception via panic. 
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displays a message 
box to the user, with 
the error message. 


3
8
5 


6/21/10 K. 
Swift 


D WinEDS System 
Operations 
Procedures 
Release 4.0, 
Document 
Version 1.22, 
May 2010 
(Gen1R - Task 
List) 


WinEDS does not automatically checkmark tasks 
completed as stated in the manual.  


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


6/24/10: WinEDS 
4.0 Sys Ops Proc v 
1.24: removed the 
documentation on 
this feature 
 
Functionality 
removed from the 
application. 


Accepted - 07/02/10 DEV: 
Verified the Task List 
instructions have been 
removed from section 
10.0 of the WinEDS 
System Operations 
Procedures, Release 4.0 
1.23, June 2010.  Then 
later the functionality was 
removed from the 
WinEDS application. 


3
8
6 


6/21/10 D. 
Valdez 


F Windows Event 
Viewer (HAAT 
90 workstation) 


Windows Event Log (security) should log an attempt to 
delete the WinEDS 4.0.exe and the actual deletion of 
the .exe, but nothing was logged.   
2)  Copying and deleting the mprlog and erlog files, 
from C:\ProgramFilesSequoia\WinEDS4.0\bin, were 
not logged either.  (We were logged in as the Windows 
SVS [Admin] user.) 


V1:6.2.1.b The vendor shall 
specify the general features and 
capabilities of the access control 
policy recommended to provide 
effective voting system security. ... 
Hardware Access Controls 


6/25/10: Changes 
were made to the 
Hardening 
procedures to 
prevent access to 
the "My Computer" 
icon and prevent 
exploring the file 
system so those 
actions cannot be 
executed. 


Accepted - 7/19/10 CAC:  
Tested in HAAT90 R2 
and all Copy and Delete 
accesses were presented 
in the Security log. 


3
8
7 


6/23/10 D. 
Valdez 


D WinEDS Sys 
Ops, Release 
4.0, Doc v 1.22 
May 2010 


 On the Export Auto Activate Files, in WinEDS, there is 
an Include PIN and a PIN field; however, the document 
(section 10.6.1) does not detail the function of these 
two fields. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


6/24/10: WinEDS 
4.0 Sys Ops Proc v 
1.24, revised section 
10.6.1. 


Accepted -07/08/10, DEV: 
Verified section 10.5.1 
(exporting auto activate 
files) of the WinEDS 
System Operations 
Procedures Release 4.0 
1.26 July 2010 has been 
updated to include 
information on the PIN 
fields and also has a 
corresponding 
screenshot. 


3
8
8 


6/23/10 D. 
Valdez 


F HAAT80 
OpsMaint, Doc 
v. 2.11 April 
2010 


Prepared HAAT and cancelled the printing of the 
configuration report.  Received Error 614, call 
technician.  Error 614 is not detailed in the document. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


6/24/10: Updated 
the application to 
address this issue. 
V2.6.34 


Accepted - 7/19/10 CAC: 
Tested in HAAT90 R2 
and no error was 
reported. 


3
8
9 


6/23/10 K. 
Wilson 


D AVC Edge 
Software 
Specification 5.2 
Document 
Version 1.12 


Unable to find any source code in the Edge2 
supporting the requirements of RFI 2008-07: a) a 
verification that vote counting memory or device 
locations contain zero vote totals and a screen warning 
if counts are found during readiness check or prior to 


RFI 2008-07 3.3.1.c2 should be 
applied so that any system 
component (including central 
count) which stores votes or 
consolidate results must provide a 


7/18/10: In 5.2.15 
and above of the 
Edge II firmware, 
readiness checking 
has been added to 


Accepted - 7/12/10 KGW:  
Verified by review of 
5.2.16 code.  Two log 
entries in the case of 
success (started and 
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March 2010 
AVC Edge 
Functional 
Specification 5.2 
Document 
Version 1.07 
September 2009 


opening polls b) an entry in the device audit log 
indicating that vote totals were found and c ) an audit 
log entry containing any operator or automatic 
corrective actions taken if the device remained in 
service d) any other advise for operator(s) of the 
corrective action to be taken should non-zero vote 
totals appear. 


visual (screen) warning to the 
election officials if memory 
locations (including data on disk) 
contain votes or consolidate 
results as part of the readiness 
check of the system before 
counting results. ... A report (with a 
time stamp) must be produced 
indicating the status of the 
votes/results memory and disk 
storage locations. ... If a unit or 
system has a non-zero counter or 
residual votes this is considered a 
failure to activate correctly. ... The 
occurrence shall be recorded in 
the device audit log. In addition, a 
clear, unambiguous warning must 
be passed to the system level 
where an election official will be 
clearly notified that an attempt has 
been made to initiate an election 
with non-zero totals. 


satisfy this 
requirement. A 
readiness check is 
performed upon 
opening the polls. 
The same check is 
also performed upon 
startup, if the polls 
are open and the 
public counter is 
zero. The check 
verifies that the 
summary totals files 
contain all zeroes, 
and that the other 
totals files (vote 
blocks, preference 
blocks, write-in 
names) have zero 
length. 


succeeded) only 1 entry if 
failed (started, then 
system resets). 


3
9
0 


6/23/10 K. 
Swift 


D HAAT80 
OpsMaint, Doc 
v. 2.11 April 
2010 


Section 6.8 does not indicate that a password is 
required to initiate the Backup, or to unzip the files. 
 
Reject 7/15/10 KS 
All of the HAAT OpsMan documents from the TDP 
delivered 7/14/10 for the steps to insert a password to 
perform a backup are still missing. 
 
Reject 8/5/10 KS: 
HAAT 50 OpsMaint v.1.12, HAAT80 OpsMaint v.2.15, 
HAAT90 OpsMaint v.2.16 and HAAT100 OpsMaint v. 
1.17, sections pertaining to 'Backing up the HAAT" Unit 
still do not contain the step for entering a password to 
initiate the backup. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


6/24/10: HAAT 
Functional Spec 
updated. HAAT100 v 
1.07, HAAT90 v 
2.17, HAAT80 v 
2.08, HAAT50 v 1.08 


Partial Accept, 7/15/10 
KS: 
Verified all vendor 
referenced Functional 
Spec documents contain 
verbiage of a password 
contained in the 
preparation files. 
(correction HAAT90 
FuncSpec is v. 2.07) 
 
Accept - 08/19/10 DEV: 
Verified all the HAAT 
documents (HAAT 50 
OpsMaint v.1.13; 
HAAT80 OpsMaint 
v.2.17; HAAT90 
OpsMaint v.2.18; & 
HAAT100 OpMaint 
v.1.19) include a step for 
entering a password in 
the Backing up the 
HAATXX section. 


3
9
1 


6/23/10 K. 
Wilson 


D Edge2plus 
Model 300 
Security 
Specification 
Document 
Version 3.09 


The Edge2Plus protects the vote counts on the 
cartridge using a keyed SHA1 hash.  However, the key 
is hard-coded making the protection forgeable. 
Furthermore, a keyed hash is only a detection 
mechanism and not preventative.  Unable to find 
documentation of mandatory administrative procedures 


V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


6/24/10: Edge2plus 
Sec Spec v 3.12, 
revised sections 3.6 
and 3.7, added 
section 4.4 


Accepted - 7/21/10 KGW: 
Closed by review of Sec 
Spec v3.12. 
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April 2010 to physically protect the cartridge after removal from 
the DRE and during transportation to central count for 
official results collection. 


V1:2.2.1.f Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 


3
9
2 


6/23/10 K. 
Wilson 


D AVC Edge 
Security 
Specification 5.2 
Version 1.10 
May 2010 
AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.16 
May 2010 


The Edge II protects the vote counts on the cartridge 
using a keyed SHA1 hash.  However, the key is hard-
coded making the protection forgeable.  Furthermore, a 
keyed hash is only a detection mechanism and not 
preventative.  Unable to find documentation of 
mandatory administrative procedures to physically 
protect the cartridge after removal from the DRE and 
during transportation to central count for official results 
collection. 


V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 
V1:2.2.1.f Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 


6/24/10: Edge Sec 
Spec v 1.11, revised 
section 4.1.2, added 
sections 4.2 and 5.3 


Accepted - 7/21/10 KGW:  
Closed by review of Sec 
Spec v1.11. 


3
9
3 


6/28/10 D. 
Valdez 


D Security Test 
Case 
WinEDS 4.0.170 


Opened two different WinEDS windows.  Made a 
change on the 2nd window opened and the 1st window 
kept the original data.  There does not seem to be any 
restrictions/lock preventing the same election/data from 
being updated at the same time. 
 
Failing to control the access violates the integrity 
requirement. The TDP allows multiple workstations to 
edit the same election.  Documentation supporting that 
multiple workstations can edit the same election:  
WinEDS System Overview v1.09 2.2.3, 2.3.5 Figure 3, 
2.6.3 Figure 5, 2.7.3; WinEDS System Operations 
Procedures v1.22 in general; and WinEDS Software 
Spec v1.15  1.1.3. 


V1:2.2.1.f  
If access to a system function is to 
be restricted or controlled, the 
system shall incorporate a means 
of implementing this capability. 
V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity... 


7/8/10: 
WinEDS System 
Overview v1.11 
added information 
on simultaneous 
editing to sections 
2.3.5 and 2.6.3 
WinEDS System 
Operations 
Procedures v1.27, 
added information 
on simultaneous 
editing to section 2.4 
WinEDS Software 
Spec v1.17  added 
information on 
simultaneous editing 
to section 1.1.3 


Accepted - 07/17/10 DEV:  
Reviewed and verified in 
the WinEDS System 
Overview Release 4.0 v. 
1.11 July 2010, WinEDS 
System Operations 
Procedures Release 4.0 
v. 1.27 July 2010, and 
WinEDS Software 
Specification Release 4.0 
v. 1.17 July 2010  
WinEDS allows 
simultaneous editing of 
data by multiple users for 
the majority of profile and 
election data.  The last 
edit submitted is the value 
that is stored in the 
database. WinEDS does 
prevent simultaneous 
editing of all tally data 
including lock protection 
during Manual Data-
Entry. 


3
9
4 


6/28/10 K. 
Wilson 


D AVC Edge 
Security 
Specification 5.2 
Version 1.10 
May 2010 
AVC Edge 
Operators 
Manual 5.2 
Document 
Version 1.16 
May 2010 


Unable to find any documentation stating how the Edge 
II meets the requirement that the audit trail of the zero 
report be retained.  The Edge II may operate with or 
without a printer in certified configurations.  Therefore, 
an audit trail that has been or can be retained, and the 
jurisdictions need documentation on what to retain. 


RFI 2008-07 ... A report (with a 
time stamp) must be produced 
indicating the status of the 
votes/results memory and disk 
storage locations. The report(s) 
will be part of the official audit trail 
records to be retained showing the 
readiness of the system for voting. 


Response.7/1/10 - 
Included in 6/28/10 
TDP Submission 
EDGE Functional 
Spec v 1.09 - In 
section F.3, 
Operating System 
Audit added a note 
regarding reports 
referring users to the 
EDGE Ops Man, 
section 5.1.14 for 


Accepted - 7/21/10 KGW:  
Closed by review of 
EDGE Functional Spec v 
1.09 EDGE Ops Man 
v1.17, section 5.1.14. 
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info on reports. 
EDGE Ops Man v 
1.17 - revised 
section 5.1.14, 
Report Options, with 
section 5.1.14.2, 
Send Reports to 
File. 


3
9
5 


6/28/10 K. 
Wilson 


D Edge2plus 
Model 300 
Functional 
Specification 
Document 
Version 3.07 
March 2010  


Unable to find any documentation stating how the 
Edge2Plus meets the requirement that the audit trail of 
the zero report be retained.  The Edge2Plus may 
operate with or without a printer in certified 
configurations. Therefore an audit trail must be 
produced that has been or can be retained, and the 
jurisdictions need documentation on what to retain. 


RFI 2008-07 ... A report (with a 
time stamp) must be produced 
indicating the status of the 
votes/results memory and disk 
storage locations. The report(s) 
will be part of the official audit trail 
records to be retained showing the 
readiness of the system for voting. 


7/1/10 Included in 
6/28/10 TDP 
Submission 
E2P Functional 
Spec v 3.09 - In 
section 2.5.4.3, 
added a reference to 
the E2P Ops Man, 
section 4.1.6 for info 
on reports. 
E2P Ops Man v 3.14 
- revised section 
4.1.6, Report 
Options, with section 
4.1.6.2, Send 
Reports to File. 


Accepted - 7/21/10 KGW:  
Closed by review of E2P 
Functional Spec v 3.09 - 
section 2.5.4.3, E2P Ops 
Man v 3.14 - section 
4.1.6. 


3
9
6 


6/28/10 K. 
Swift 


F WinEDS 4.0.170 
Tools>Cartridge 
Utilities>Insight>
Parameter 
Report 


The Insight Parameter Report displays FW Version 
2.17; which is incorrect. It should be FW V. 2.18. 
Source code review reveals that the version is 2.18. 
 
This was verified on several Trusted Build cartridges.  


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


6/30/10:  Fixed 
v4.0.171 awaiting 
trusted build 


Accepted - 07/23/10 
DEV/KAS: 
Reviewed and verified the 
InsightPlus  parameter 
report is displaying the 
correct version of 2.18 
(WinEDS 4.0.172). 


3
9
7 


7/2/10 K. 
Swift 


F Security Test 
Case 
(Windows Event 
Viewer & 
WinEDS 
4.0.170) 
Login attempts 


a) Windows Event Viewer logged invalid access 
attempt by SA into Extended Services, but did not log 
any valid attempts.  
 
b) Neither the Windows Event View or WinEDS logged 
any access attempts; invalid or valid. 
 
b) Reject: WinEDS 4.0.172 and Election Reporting 
4.0.72 do not log valid access attempts on the 
workstation nor the server. 


V1: 2.2.1.a 
Provide security access controls 
that limit or detect access to critical 
system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


7/2010:  Fixed in 
Extended Services 
version 1.0.79.0 
 
8/10/10: Added step 
to WinEDS 4.0 
Voting System 
Hardening Doc 1.19 
 
8/11/10: Added 
information that to 
install application 
user must be an 
Administrator to 
Election Reporting 
Manual v. 2.17 
Section 3.1 Installing 
Election Reporting 
Tool. 


Partial accept - 7/27/10 
CAC:  Workstation/Server 
config: 
a) Accept: Extended Svs 
1.0.80  logs valid & invalid 
access attempts in the 
Application Event Log on 
the Workstation. 
 
Accepted - 8/27/10 SJ 
and CAC. 
 


3 7/2/10 C. D WinETP 1.16.11; 400-C Merge TC: WinETP: File->Save As and File- V2: 2.3 The vendor shall declare 7/2/10: Accepted - 7/13/10 CAC: 
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9
8 


Cvetez
ar 


Non-networked, 
standalone with 
Master 
(standalone PC) 
and 2 counter 
stations 
(standalone 400-
C's) 
(400-C counter): 
File->Save As 
(Master): File-
>Merge 


>Merge functional usage are not addressed in the TDP 
other than the statement in Optech 400-C Operators 
Manual v1.16, Appendix N:  If the Optech 400-Cs were 
not on an Optech 400-C network, it would be 
necessary to merge the totals manually, using the 
Save As and Merge functions on the File menu. 
 
Ops Man sec 10.6 step 3 states: Click Browse... to 
browse to the backup folder that was created. This 
implied a folder selection whereas the software gives a 
file selection.  There is no mention of a root file name 
being pre-pended in the documentation. 


the scope of the system‘s 
functional capabilities, thereby 
establishing the performance, 
design, test, manufacture, and 
acceptance context for the system. 
V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


These options are 
covered in the 
WinETP Ref Guide 
v1.14, also, replaced 
the images in 
sections 4.6 and 4.7 


Ref Guide v1.14 
addresses Save As and 
Merge functions. 


3
9
9 


7/2/10 D. 
Valdez 


D HAAT 80 
Operators and 
Maintenance 
Manual, 2.11 
April 2010 HAAT 
50 Operators 
and 
Maintenance 
Manual 1.08 
April 2010 
HAAT100 
Operators and 
Maintenance 
Manual 1.13 
April 2010  
HAAT 90 
Operations and 
Maintenance 
Manual 2.12 
April 2010 
HAAT Data 
Dictionary 1.02 
May 2010   


The password change steps are located in section 
2.1.3.1, of the each individual HAAT Security 
Specifications; however, there is no reference, to this 
document, in the HAAT Operators and Maintenance 
Manuals. 


V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


7/9/10: HAAT 80 Op 
and Maint v 2.14, 
HAAT100 Op Main v 
1.16, HAAT90 Op 
and Maint v 2.15, 
HAAT50 Op and 
Maint v 1.11  
includes reference to 
section in  Sec Spec 
with steps for 
changing password 
as well as reference 
to Data Dictionary. 


Accepted - 07/14/10 DEV: 
Reviewed and verified the 
HAAT 80 Op and Maint v 
2.14, HAAT100 Op Main 
v 1.16, HAAT90 Op and 
Maint v 2.15, HAAT50 Op 
and Maint v 1.11  include 
a reference to section 
2.1.3.1 in the  Sec Spec 
with steps for changing 
password as well as 
reference to Data 
Dictionary. 


4
0
0 


7/2/10 K. 
Wilson 


D WinEDS/HAAT 
Listener 
Operator's 
Manual 
Document 
Version 1.08 
August 2009  


Following a reboot of the HAAT Listener Server 
machine, the HAAT Listener application is not ready to 
receive transmitted cartridges from the HAAT's.  That 
information is not documented and the procedure to 
start the HAAT Listener for cartridge transmissions is 
not documented.  
The procedure we have used in testing is (logged in as 
root): 
/etc/init.d/mysql start 
/etc/init.d/jboss start 
/etc/init.d/mysql status 
/etc/init.d/jboss status 
tail -f /opt/jboss/server/haat_listener/log/server.log 
 


V2:2.8.5.a Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; 
V1:2.2.3.b Resumption of normal 
operation following the corrections 
of a failure in a memory 
component, or in a data 
processing component, including 
the central processing unit; and  


7/9/10: HAAT 
Listener Op Man v 
1.11: Added section 
5.3.2, Receiving 
Transmitted Vote 
Data with references 
to the WinEDS 
HAAT Listener 
Installation Guide 
Appendix A, 
Running Services. 


Accepted 7/21/2010 KGW 
-- HAAT Listener Op Man 
v 1.11 section 5.3.2, 
WinEDS HAAT Listener 
Installation Guide 
Appendix A. 
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the response to the two status commands should be 
'running' 
the tail command provides a view of the log allowing a 
trained technician to view results of transmissions as 
they occur. 
While the last command is optional, the first 2 are 
required to begin operation of the system following a 
power failure or other system restart.  The next 2 are 
required to validate that the system is ready for 
operation. 


4
0
1 


7/2/10 K. 
Wilson 


D WinEDS/HAAT 
Listener 
Operator's 
Manual 
Document 
Version 1.08 
August 2009  


Could not find any trouble-shooting section in HAAT 
Listener addressing an ongoing problem found during 
testing. Ref discrepancy #162.  This situation can 
happen, for example, if an election in WinEDS is 
restored that did not have election results tallied, but 
the HAAT Listener is in a state where results from that 
election and tabulator have been previously transmitted 
and tallied.  This circumstance should only occur 
during testing, but it is possible for the HAAT Listener 
database and the WinEDS database to become 
unsynchronized.  Under these circumstances the 
HAAT will transmit consolidated cartridges to the HAAT 
Listener and the HAAT reports successful 
transmission.  However, the results never appear in 
WinEDS tally processing. If it is possible that these 
circumstances could exist prior to election tallying, the 
'Clean the HAAT Listener' described in section 7.6 of 
the WinEDS System Operations Procedures should be 
performed.  The following error in the HAAT Listener 
service.log is typical when this situation exists: 
2010-06-24 14:14:25,572 ERROR 
[saes.haat.message.CartridgeProcessor] Message 
could not be processed. Reason:[Cartridge selection 
failed. Cartridge-Serial:[9880], Tally-Mode-Id:[Official], 
Reason:[No element in enumeration 
saes.haat.cartridge.Cartridge.SynchronizationStatus 
matched short value: [15].].]. [-LOG_SESSION_ID-: 
10.2.1.1:5aff01f0:1296b8fb016:-7ffe]  [-IP_SERVER-: 
10.2.1.1]  [-EVENT_CODE-: 30503]. 


V1:2.2.3.a Restoration of the 
device to the operating condition 
existing immediately prior to the 
error or failure, without loss or 
corruption of voting data previously 
stored in the device; 
V1:2.2.3.b Resumption of normal 
operation following the corrections 
of a failure in a memory 
component, or in a data 
processing component, including 
the central processing unit; and  
V1:2.2.3.c Recovery from any 
other external condition that 
causes equipment to become 
inoperable, provided that 
catastrophic electrical or 
mechanical damage due to 
external phenomena has not 
occurred. 


7/14/10: HAAT 
Listener Ops Man v 
1.12, updated 
section 7.2. 


Accepted - 8/6/10 CAC: 
WinEDS/HAAT Listener 
Ops Manual v1.12, 
section 7.2.4 addresses 
the cleaning of the HAAT 
Listener as a corrective 
procedure. 


4
0
2 


7/2/10 K. 
Wilson 


F Security 
Review/Windows 
Configuration 
Test/WinEDS 
Workstation 


Logged into WinEDS as operator (non-administrative 
user).  Performed the following activities:  Accessed 
multiple folders. Started Media Player, started Internet 
Explorer, Ran WinEDS to generate a report saved in 
C:\WinEDSData.  Exited WinEDS and browsed to the 
folder where the report resided.  Selected the report, 
press Ctrl-C.  Press Ctrl-V creates a copy of the report. 
Select the report press CR and report was opened in 
Acrobat Reader.  Select the copy of the report and 
press the delete key, the file was deleted. 
 
Logoff, Logon as administrator. Analyze the windows 


V1:2.2.5.3 para 4: Second, 
operating system audit shall be 
enabled for all session openings 
and closings, for all connection 
openings and closings, for all 
process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object.  


7/2010: 4.0 Voting 
System Environment 
Hardening vA.15 
Added extra steps to 
hardening procedure 
to enable auditing at 
a file and folder 
level. 


Accepted - 7/22/10 CAC: 
Per Env Hardening A.16: 
Operator was restricted to 
WinEDS software 
execution only and also 
restricted folder/file 
access.  As Admin user, 
accessed multiple folders. 
Started Media Player, 
started Internet Explorer, 
ran Database Setup, 
Exited Database Setup 
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security event log.  The log contains entries for the 
execution of the executables, but no entries for access 
to the files and folders within or outside of the 
executables.  No entries were found for the creation, 
writing, copy or deletion of the report.  
 
Similarly with Windows 2003, access of files and 
folders not logged.  Run WinEDS as administrator or 
operator.  Generate a report such as list of cartridges. 
save the report to something-20100628-fromwineds.txt. 
Login as administrator and browse to and copy, 
rename the copy and delete the copy or original file. 
None of these actions appear in the Windows Event 
Log.  Log should contain creation of the file, deletion of 
the file and accessing the file for copy and rename.  


Selected a file in WinEDS 
Server\bin folder, pressed 
Ctrl-C.  Pressed Ctrl-V 
created a copy of a file, 
pressed the delete key, 
the file was deleted. 
Security Log contains 
entries for the execution 
of the executables and for 
access to the files and 
folders within or outside 
of the executables. 
Entries were also found 
for the creation, writing, 
copy and deletion of the 
files.  


4
0
3 


7/2/10 C. 
Cvetez
ar/ 
D. 
Valdez 


F WinEDS 4.0.170 
Extended 
Services 1.0.77 
Election 
Reporting 4.0.70 


Security Review:  
With a termination of the system Event Viewer on a 
workstation, WinEDS, Extended Services and Election 
Reporting software continued to execute. 
 
This is a test of 2.2.5.3: "The system shall also be 
configured to halt election software processes upon the 
termination of any critical system process (such as 
system audit) during the execution of election software" 
We are emulating the accidental or unforeseen halting 
of a critical system process. The test is not designed to 
test any malicious behavior. 


V1:2.2.5.3: Second, operating 
system audit shall be enabled for 
all session openings and closings, 
for all connection openings and 
closings, for all process executions 
and terminations, and for the 
alteration or deletion of any 
memory or file object. This 
ensures the accuracy and 
completeness of election data 
stored on the system. It also 
ensures the existence of an audit 
record of any person or process 
altering or deleting system data or 
election data. 
Third, the system shall be 
configured to execute only 
intended and necessary processes 
during the execution of election 
software. The system shall also be 
configured to halt election software 
processes upon the termination of 
any critical system process (such 
as system audit) during the 
execution of election software 


7/2010:  Added 
verifications of the 
event viewer running 
to election reporting, 
extended services 
and WinEDS 
workstation. 


Accepted - 7/26/10 CAC: 
After disabling Event Log, 
WinEDS & Ext. Svs will 
not run. Elec Rpt runs but 
warns of inability to open 
or create databases. 
Note: Scriptwiz (Database 
Setup) will not run with 
Event Log off on server; 
however, all other apps 
on WS run normally (see 
Jul27A). 


4
0
4 


7/2/10 K. 
Wilson 


F Windows 
Configuration 
Test, XP 
workstation 
#1011 


Access of files and folders no logged.  Run WinEDS as 
administrator or operator.  Generate a report such as 
list of cartridges.  Save the report to something-
20100628-fromwineds.txt.  Login as administrator and 
browse to and delete, copy or rename the file. None of 
these actions appear in the Windows Event Log. Log 
should contain creation of the file, deletion of the file 
and accessing the file for copy and rename.    
 
The specifics of the test are different than Disc #386 


V1:2.2.5.3 Second, operating 
system audit shall be enabled for 
... the alteration or deletion of any 
memory or file object. This 
ensures the accuracy and 
completeness of election data 
stored on the system. It also 
ensures the existence of an audit 
record of any person or process 
altering or deleting system data or 


7/2010: 4.0 Voting 
System Environment 
Hardening vA.15 
Added extra steps to 
hardening procedure 
to enable auditing at 
a file and folder 
level. 


Accepted - 7/20/10 CAC: 
Env Harden A.16; Access 
of files and folders are 
logged. WinEDS as 
administrator or operator. 
Generated a report; save 
the report to xxxxxx.txt. 
Logged in as 
administrator and 
browsed to and copy, 
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which is specifically for administrator who has direct 
access to explorer.exe.  This issue is operator and 
coincidentally administrator accessing an explorer via 
WinEDS Reporting Save As dialogs. Specifically this 
discrepancy is accessing files to which operator and 
(probably) administrator need access in order to 
perform their job. 


election data delete and rename the file 
and also wineds.exe. All 
actions appear in the 
Windows Event Log 
(Security). Log contains 
creation of the file, 
deletion of the file and 
accessing the file for copy 
(not rename). (Tested on 
2018A laptop). 


4
0
5 


7/9/10 K. 
Wilson 


F Optech 400-C 
Security Review 
Tab 


Replaced all the bits in Gen1R_IL.PRE election 
definition file from WinEDS for Optech import with 
randomly generated bits.  The file was rejected by the 
Optech and a Gen1R_IL.LOG file was created.  The 
log entries appear in the window of the WinETP 
application. If the application is shut down and an 
attempt to reopen the log file again at a later time 
(opening the Gen1R_IL.PR file instead of the PRE file), 
a new set of log messages appear in the window of the 
WinETP application.  Although the .LOG file is 
encrypted, it appears that the log entries from the first 
attempt at loading the election are overwritten by the 
second attempt to load the election.  (No other method 
of actually reading the log file could be found except by 
the method described here. The optional printer was 
not installed in the test configuration).  There are 37 
records reported in the GUI of the 1st open.  As 
documented at 80 bytes per record that is 0xB90 
(2960) bytes.  However the Gen1R_IL.LOG file is only 
0x360 (864) bytes in size after the 1st open. After the 
2nd open it is still 0x360 bytes in size.  A binary 
comparison shows that not even the 1st 80 bytes are 
the same between the two files.  While this could be 
due to the use of salt or an IV in the encryption, no 
evidence of such a salt or IV was found or documented 
in the source code.  When an election is loaded without 
any introduced bit errors, and then subsequently 
opened a second time, the log file appears to operate 
as expected where the original 0xDC0 bytes are 
identical and an extra 0x960 bytes are appended to the 
end after the second open.  We were unable to find a 
method in a WinEDS workstation to print this audit log. 
 
Rejected 7/28/2010 KGW/CAC WinETP 1.16.13, 
WinEDS 4.0.72 The log is no longer being truncated, 
and we were able to find a method to print the audit 
log; however, the log does not contain an entry 
indicating that the election was not opened (and/or was 
corrupt), but instead contains an entry: "Setup was 
successful; all totals are set to zero." 


V1:2.2.2.1.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected. 
V1:2.2.4.1.h Maintain a permanent 
record of all original audit data that 
cannot be modified or overridden 
but may be augmented by 
designated authorized officials in 
order to adjust for errors or 
omissions (e.g. during the 
canvassing process.) 
V1:2.2.5.2 Audit records shall be 
prepared for all phases of 
elections operations performed 
using devices controlled by the 
jurisdiction or its contractors. 
These records rely upon 
automated audit data acquisition 
and machine-generated reports, 
with manual input of some 
information. These records shall 
address the ballot preparation and 
election definition phase, system 
readiness tests, and voting and 
ballot-counting operations.  
V1:2.2.5.2.1.e. The generation of 
audit record entries shall not be 
terminated or altered by program 
control, or by the intervention of 
any person. The physical security 
and integrity of the record shall be 
maintained at all times. 
V1:2.2.5.2.1.f. Once the system 
has been activated for any 
function, the system shall preserve 
the contents of the audit record 
during any interruption of power to 


7/9/10: WinETP 
1.16.12 and above 
preserve existing log 
messages if re-
initialization is forced 
due to an error, as in 
this case. 
 
8/5/10 DA: WinETP 
logging updated in 
1.16.14 to log "setup 
failed", plus the 
exception text if the 
initialization fails. 


 Accepted - 8/26/10 SJ: 
Election initialization 
failed is logging in 
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the system until processing and 
data reporting have been 
completed. 
V1:2.2.5.2.1.g. The system shall 
be capable of printing a copy of 
the audit record. A separate printer 
is not required for the audit record, 
and the record may be produced 
on the standard system printer if 
all the following conditions are 
met: ... 


4
0
6 


7/9/10 K. 
Wilson 


D Windows 
Configuration 
Test, XP 
workstation 
#1011 


Able to execute the UsbExeRev virus emulation 
program as operator. Login as operator, Start > 
Programs > Accessories > System Tools > Scheduled 
Tasks.  Press the Folders icon.  This is a normal 
Windows Explorer UI window.  Browse to 
E:\UsbExeRev.exe where E:\ is the USB or CD drive 
(USB in this case).  Double click UsbExeRev.exe it 
runs locally from the E:\ drive, installs itself on the C:\ 
drive, runs itself from the C:\ drive and deletes itself 
from the C:\ drive when complete. 
 
Similarly, able to execute the following programs when 
logged in as operator: iexplorer.exe (Internet Explorer), 
wmplayer.exe (Windows Media Player), outlook.exe, 
various games. All of these were available from the 
Start Menu. 


V1:2.2.5.3 ...the system shall be 
configured to execute only 
intended and necessary processes 
during the execution of election 
software.  
V1:2.2.1.b Provide system 
functions that are executable only 
in the intended manner and order, 
and only under the intended 
conditions 
V1:6.4.2 Voting systems shall 
deploy protection against the many 
forms of threats to which they may 
be exposed such as file and macro 
viruses, worms, Trojan horses, 
and logic bombs. Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status 


7/9/10: 4.0 Voting 
System Hardening v 
A.16, Revised 
hardening 
procedures  


7/19/10 CAC: Accept: 
unable to access the USB 
device; therefore, unable 
to run UsbExeRev.exe.  
Also unable to access or 
execute any program 
other than WinEDS, Ext. 
Svs, Election Rpt. 
Used laptop #2018A with 
A.16 hardening. 


4
0
7 


7/13/10 C. 
Cvetez
ar 


D Optech 400-C 
Reference 
Guide, v1.14; 
 
Optech 400-C 
Maintenance 
Manual, v1.14, 
sec 3.7.3.2 
NOTE; and 
 
Optech 400-C 
Operators 
Manual, v1.20 


When referring to data file location, inconsistencies 
exist. Various places the file location is referred to "the 
computer's disk drive (A drive), or USB flash drive" and 
others the location is referred to only "the computer's 
disk drive (A drive)". 
Sec: 4.1 refers to A drive and USB flash in the first 
paragraph and a bullet but the NOTE refers to only the 
A drive. 
Sec: 4.4 refers only to the A drive in the NOTE. 
Sec's: 4.6 & 4.7 refers only to the A drive in bullet items 
and NOTE. 
Sec: 4.11.1, 9.3 - 9.14, B.7, C.8 & D.7 refers only to the 
A drive in bullet items. 
 
Rejected 8/17/2010 CAC: Optech 400-C Reference 
Guide v1.15 is consistent in only referring to USB.  This 
change implies that only the USB is used for the 
election source and that the A drive is not a viable 
election data source; however, according to the 400-C 
OpMan v1.20, both A drive and USB is reference 


V2: 2.3 The vendor shall declare 
the scope of the system‘s 
functional capabilities, thereby 
establishing the performance, 
design, test, manufacture, and 
acceptance context for the system. 
V2: 2.8.5.a 
The vendor shall provide 
documentation of system 
operating procedures that meets 
the following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation 


8/9/2010 WinETP 
Reference Guide 
v.1.15: removed all 
references to the A 
Drive. 


Rejected - 8/17/10 CAC 
 
Accepted - 8/30/10 CAC: 
Optech 400-C Reference 
Guide, v1.15; Optech 
400-C Maintenance 
Manual, v1.15; Optech 
400-C Operators Manual, 
v1.22.  All references to A 
Drive have been taken 
out and all manuals 
consistent in their 
wording. 
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throughout the document.  400-C Maintenance manual 
v1.14 references only the A drive ins sec 3.7.3.2 
NOTE.  I have added the Maint Manual and OpsMan to 
this discrepancy. 
Basically, it is a consistency issue on usage what 
device(s) are used for election data source. In the past 
only the floppy (A drive) was used and now USB is a 
viable (if not preferred) device to use. These 
documents need consistency in their wordings for the 
usages of devices for election data source. 


4
0
8 


7/13/10 K. 
Wilson 


D 4.0 Voting 
System 
Environment 
Hardening 
Document 
Version A.12 
March 2010 


Ch. 3 contains no BIOS hardening recommendations. 
The Optech-400C was booted to a CD and files were 
copied and replaced from the Bart-PE OS. On a PC, 
the BIOS is resident permanently as firmware. 
 
8/9/10 CAC: Have not received Env Hardening A.19 
document as of this date. 


V1:6.4.1.c The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown 
to be inaccessible to activation or 
control by any means other than 
by the authorized initiation and 
execution of the vote-counting 
program, and its associated 
exception handlers; 
V1:2.2.1.a Provide security access 
controls that limit or detect access 
to critical system components to 
guard against loss of system 
integrity, availability, 
confidentiality, and accountability. 


8/2/10:  4.0 Voting 
System Environment 
Hardening 
Document v A.19 
added BIOS 
protection steps to 
chapter 3. 


Accepted - 8/18/10 CAC: 
Env Hardening vA.19 
provides BIOS protection 
for Optech 400-C at the 
end of Chapter 3. 


4
0
9 


7/13/10 K. 
Wilson 


D Windows 
Configuration 
Test, Optech 
400-C, #2003 


Login as administrator. Open Event Viewer, Security 
events.  The log is empty.  The log has not been 
emptied by iBeta since testing of either Optech 400-C 
began several weeks ago.  The log should be full of all 
of the cited requirements 
 
Rejected KGW 7/29/2010 -- above was for Hardening 
A.12. Hardening A.16 partially closes this discrepancy. 
The following items remain: 
Windows Security Event Log  
a) is not showing process executions in the log (for 
example notepad, without opening a file); 
b) is not showing successful and unsuccessful login 
attempts; 
Additionally,  
c) 2.2.5.3 para 3 Able to access BIOS to modify boot 
settings. 


V1:2.2.5.3 para 4 Second, 
operating system audit shall be 
enabled for all session openings 
and closings, for all connection 
openings and closings, for all 
process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object.  
V1:2.2.5.3 para 3 authentication 
shall be configured on the local 
terminal (display screen and 
keyboard) and on all external 
connection devices (―network 
cards‖ and ―ports‖). 


8/5/10:  Updated 4.0 
Voting System 
Environment 
Hardening 
Document Version 
A.19 - Added BIOS 
Hardening to 
Chapter 3 
Revised Steps 11 
and 18 in the 
WinEDS Workstation  
Hardening Section 
1.2  Removed My 
Computer from 
Steps in Workstation 
Hardening and steps 
were added to 
restrict the All 
Program Menu. 


 Accepted 8/26/10 SJ and 
CAC:  Verified in updated 
hardening document. 


4
1
0 


7/14/10 K. 
Wilson 


F Windows 
Configuration 
Test, Windows 
Laptop, #2018A 


Nessus network vulnerability check fails:  The remote 
host is running a version of Microsoft SQL Server, 
Desktop Engine or Internal Database that suffers from 
authenticated remote code execution vulnerability in 
the MSSQL extended stored procedure 


V1: 2.2.1.a Provide security 
access controls that limit or detect 
access to critical system 
components to guard against loss 
of system integrity, availability, 


8/16/10: While this 
vulnerability is 
flagged by Nessus, it 
is not exploitable in 
the WinEDS system.  


Accepted - 8/27/10 CAC: 
non-admin user 
(Operator) is unable to 
execute files (locally or on 
USB) due to security 
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'sp_replwritetovarbin' due to an invalid parameter 
check. 
Nessus ID: 10144 
CVE ID: CVE-2008-5416 
ref: 
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-
2008-5416 
http://www.microsoft.com/technet/security/bulletin/ms0
9-004.mspx 
It is interesting to note that this vulnerability does not 
appear on any other WinEDS client nor does it appear 
on any WinETP computer that has not been running as 
a Master in a set of networked 400-C's. Details are 
available in 20100701-400C-network-pentests.zip 
which includes msinfo outputs from 2 laptops which 
have had WinEDS and WinETP installed, but only 1 
(#2018A) has been used as a master. 
 
Rejected 8/10/2010 KGW -- 'sp_replwritetovarbin' is 
remotely executable by an authenticated connection to 
MSSQL. It matters not whether Sequoia uses the 
procedure or not. Please be more specific about how 
system hardening procedures prevent access. 


confidentiality, and accountability. 
V1:2.2.4.1.f Protect against any 
attempt at improper data entry or 
retrieval; 


The application does 
not make use of the 
sp_replwritetovarbin 
system stored 
procedure.   
 
In addition, the 
system hardening 
procedures in place 
severely limit access 
to executing this 
system stored 
procedure.   The 
hardening 
procedures preclude 
any operator from 
accessing any 
system resource for 
running ad-hoc SQL 
queries.  While the 
workstation 
environments do not 
have the SQL 
Management tools 
installed to open a 
query window.   
 
Finally, WinEDS 
incorporates a 
routine that prevents 
users from logging in 
directly to SQL 
Server using the 
WinEDS application 
login credentials. 
 
In the hardened 
systems described in 
the WinEDS 
documentation, it is 
not possible to 
access and exploit 
this system stored 
procedure through 
any standard 
operator access. 


restrictions. Env 
Hardening A.20; WinETP 
1.16.14. 


4
1
1 


8/5/10 C. 
Cvetez
ar 


D Optech 400-C 
Operators 
Manual WinETP 
1.16 Document 
Version 1.18 


a) Section B.3.4 states that First Security Agent is 
recommended; however, the Env Harding vA.16 
instructs to use Microsoft's SteadyState. This is a 
contradiction. The roles of the users in SteadyState; 
however are not defined in the documentation. 


v2: 2.3 The vendor shall declare 
the scope of the system‘s 
functional capabilities, thereby 
establishing the performance, 
design, test, manufacture, and 


8/4/10:  
Documentation 
contradictions to be 
addressed 


 Accepted - 8/23/10 CAC: 
Optech 400-C Ops 
Manual v1.21  section 
2.4, 2.4.1 and 2.4.2 
addresses the 
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July 2010  
b) Section B.7.5 states "virus-checking program must 
be installed..." and "If the Central Count System is not 
on a standalone closed network" when B.2.3 states "All 
network connections must be local". This is a 
contradiction. 
 
Reject 8/17/2010 KBW/CAC: By review of Optech 400-
C Operators Manual WinETP 1.16 Document Version 
1.20 July 2010 
a) addendum "The roles of the users in Steady State; 
however are not defined in the documentation." 
i) First Security agent references have been removed, 
so that one is OK 
ii) Section 2.4 defines 3 roles on the system. The 
hardening document (v.A.19) doesn't create 3 roles or 
groups and so there is some confusion there. 


acceptance context for the system. Maintenance Tech to use 
the default Administrator 
user; therefore, the users 
of Administrator and 
Operator are consistent 
between this document 
and hardening Steady 
State for the 2 roles. 


4
1
2 


8/5/10 D. 
Valdez
/K. 
Swift 


D WinEDS v. 
4.0.172, Ballot 
Management>Pl
ates Tab 


After generating ballot styles, layouts, and position 
wizard, the Plates tab was selected, but there was not 
data.  The Plates tab was blank.  Ballot styles and 
layouts were regenerated, but the Plates Tab was still 
blank.   
 
The only way we were able to populate the tab was by 
closing the ballot management window and selecting 
Election Setup>Ballot Management>Plates tab.  These 
steps populated  the tab (the machines appeared).    
 
NOTE:  The WinEDS SOP v1.27 does not state the 
ballot management window must be closed before 
plates can be generated. 
 
It was also necessary to close the ballot management 
window in order to right-click for the batch processing 
option and other options to appear. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


8/4/10:  
Documentation will 
be updated to 
specify that the 
window must be 
closed in order to 
access the plate 
functionality 
 
8/10/10: Corrections 
in TDP Submission 
dated 8/10. 


Accepted 08/18/10 CAC: 
WinEDS Sys Ops v1.29, 
sec 6.3.5 & 6.3.6 states 
that in order to generate 
the plates, the window 
must be refreshed by 
closing Ballot Mgt and 
reopening if ballot styles 
have been generated. 


4
1
3 


8/5/10 D. 
Valdez
/K. 
Swift 


F WinEDS v. 
4.0.172, Ballot 
Management>O
ptech Ballot Tab 


There is a button on the Optech Ballot Tab titled 
"none". It is not documented in WinEDS SOP v 1.27, 
section 6.3.8, or in the screenshot, and also does not 
appear to have any function. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


8/4/10:  This button 
collapses the 
expanded tree view 
of the ballot types.  
However, this 
functionality is not 
very useful and we 
have removed the 
button from the form 
to be consistent with 
the documentation.  
Internal Defect 7726 
 
8/11/10 EC: Fixed 
ready for testing 
4.0.174 


 Accepted - 08/27/10 
CAC:  Reviewed and 
verified the 'none' button 
is no longer appearing on 
the Optech Ballot Tab 
(WinEDS v40.0174). 
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4
1
4 


8/5/10 C. 
Cvetez
ar 


D 4.0 Voting 
System 
Environment 
Hardening 


Chapter 1, sec 1.2: Workstation Setup, To Remove My 
Computer and Internet Explorer icons from the 
desktop, steps 3 & 4: enables the removal of My 
Computer from the desktop.  This in turn disables the 
C: drive displaying in many WinEDS and Election 
Reporting "Browse" buttons. 
Ex: WinEDS->Ballot Management->Optech tab-
>Export 400C 
Ex: WinEDS->Tools->HAAT Configuration->Load File 
buttons 
Ex: Election Reporting->Output->Export Data-> 
Browse buttons 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


8/4/10:  Updated 
hardening to be 
provided. 
8/10/10: Corrections 
in TDP Submission 
dated 8/10. 


 Accept 8/27/10 CAC: C 
drive is enabled for 
WinEDS Browse 
button(s). Env Hardening 
A.20 and WinEDS 
4.0.174. 


4
1
5 


8/5/10 K. 
Swift/ 
D. 
Valde
z 


F WinEDS 
Extended 
Services 
v.1.0.80 
 
( Manual Data 
Entry Admin) 
Gen1R2_CO 


Paper write-in names were entered into WinEDS; 
however, were not present in Extended 
Services/Manual Data Entry.  Therefore, we were only 
able to enter the negative votes number in the write-in 
field as outlined in Section 6.2, Step 11, but the only 
option to assign those votes are to existing candidates 
that are on the ballot or undervote. There is no option 
to assign the votes to the write-in candidate name 
established in WinEDS. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


8/4/10:  This issue is 
mis-stated. Resolved 
write-in names are 
managed through 
WinEDS 
Workstation- not 
Extended Services.  
See the WinEDS 
workstation help and 
documentation on 
resolved write-ins.  
However, the real 
issue is that 
Extended Services 
is currently filtering 
resolved write-ins 
from the list.  Internal 
defect opened 
#7728 
 
8/10/10 EC: Fixed 
ready for testing 
4.0.174. 


 Accepted - 08/27/10 
DEV/KAS: 
Reviewed and verified 
paper write-in names 
entered into WinEDS are 
now appearing in 
Extended 
Services/Manual Data 
Entry (write-in resolution) 
(WinEDS 4.0.174; Ext 
Srvcs 1.0.81).   


4
1
6 


8/6/10 D. 
Valdez
/ 
C. 
Cvetez
ar 


D Security Review 
- WinEDS Tab 
WinEDS laptop 


The laptop was hardened using 4/6/10 A.12 
procedures.  The Dell Wireless 1395 WLAN Mini-Card 
device usage is set to "Use this device (enable)". 
7/29/10 CAC: BIOS settings also has all wireless 
enabled. 
 
Env Hardening A.16 procedure does not address a 
recommended access control policy for this type of 
communication. 


V1: 6.2.1.c 
The vendor shall specify the 
general features and capabilities of 
the access control policy 
recommended to provide effective 
voting system security 
a. Communications 


8/10/10: Corrections 
in TDP Submission 
dated 8/10.  Step 30 
in section 1.1 
updated in 4.0 
Voting System 
Hardening.  


Accepted - 8/18/10 CAC: 
Env Hardening vA.19 
provides disabling of 
wireless in Security 
Settings on step 30 for 
workstation and server. 


4
1
7 


8/6/10 D. 
Valdez
/ 
C. 
Cvetez
ar 


F WinEDS 
4.0.170, 
Election>Reporti
ng 
GEN1R_CO_p 
DB for Security 
Review 


1)  Changed the Tally user's password.  As prompted, 
by WinEDS, logged out of WinEDS and logged back in.  
The password change report stated "No Data 
Returned" in the changed password areas under 
Election>Reporting,  The password change reports 
also returned no data when logged in under the Admin 
user. 


V1: 2.2.5.2 Audit records shall be 
prepared for all phases of 
elections operations performed 
using devices controlled by the 
jurisdiction or its contractors. 
These records rely upon 
automated audit data acquisition 


Entered into Test 
Director Defect ID 
7725. 
 
8/10/10 EC: Fixed 
ready for testing 
4.0.174. 


 Accepted - 08/30/10 
DEV:     
Because the password 
was changed under 
Tools>Change Password, 
it was incorrectly 
assumed the action would 
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2)  As the Admin user, selected File>Close election, 
logged out of WinEDS, logged back into WinEDS and 
the Close Election report stated "No Data Returned".   


and machine-generated reports, 
with manual input of some 
information. These records shall 
address the ballot preparation and 
election definition phase, system 
readiness tests, and voting and 
ballot-counting operations.  


be logged in the same 
place 
(Reporting>Security>Log 
Report>Tools>Change 
password).  The action 
was found under 
Reporting>Security>Log 
Report>Security>Change 
Password.  Accepted due 
to misunderstanding of 
the location of the log. 


4
1
8 


8/6/10 K. 
Wilson 


D 4.0 Environment 
Hardening 
Document 
Version A.16 
July 2010 


Hardening of the RAS is not discussed in the 
documentation. As per discrepancy #124, we will test 
operating system audit for the HAAT Listener, but it will 
also be performed for the RAS, and the RAS is not 
being hardened comparably to the HAAT Listener. 
 
8/10/10 CAC: Env Hardening vA.18, sec 2.3 addresses 
RAS hardening.  Needs Windows Config Testing 
 
Rejected 8/24/2010 SJ: No auditing is enabled on RAS 
server.  File creation and deletion, running applications 
nothing is logging in system audit log. 


V1:2.2.5.3 Second, operating 
system audit shall be enabled for 
all session openings and closings, 
for all connection openings and 
closings, for all process executions 
and terminations, and for the 
alteration or deletion of any 
memory or file object. This 
ensures the accuracy and 
completeness of election data 
stored on the system. It also 
ensures the existence of an audit 
record of any person or process 
altering or deleting system data or 
election data 


8/10/10: Corrections 
in TDP Submission 
dated 8/10. 


Rejected - 8/24/10 SJ: 
Rejected "hardened as 
per "4.0 Voting System 
Environment Hardening 
Version A.20 August 
2010" 
 
Accepted - 8/31/10 CAC: 
Env Hardening A.21, 
Chap 2.3 hardens the 
RAS comparably to the 
HAAT Listener.  Tested 
and Accepted in Linux 
Configuration Test Case. 


4
1
9 


8/6/10 D. 
Valdez
/K. 
Swift 


F Gen1_CO 
WinEDS 4.0.172 
> Election Log 
Report , Optech 
ballot (value) 
and 400-C 
export (value). 


400-C files (.ofc, .pre, .rpt, .wca, .wco, and .wpr) were 
exported from WinEDS from both the Optech ballot 
Tab and from the Tools menu. Election log reports do 
not show exporting the 400-C files.  Neither the Optech 
Ballot nor the 400-C report returned any data. 


V1: 2.2.4.1.g:  Record and report 
the date and time of normal and 
abnormal events as interpreted by 
RFI 2009-04 that an event is "Data 
transfer from one machine or 
program to another machines or 
program by any means." 


Entered into Test 
Director Defect ID 
7727 
 
8/10/10 EC: Fixed 
ready for testing 
4.0.174 


 Accepted - 08/27/10 
CAC/DEV: 
Reviewed and verified the 
export of 400-C files is 
appearing in the 400-c 
export log report 
(WinEDS 4.0.174). 


4
2
0 


8/6/10 C. 
Cvete
zar 


D Security Review 
WinEDS tab 


Security Test -- HAAT90 Workstation/Server 
configuration: Disabled the Windows event log on the 
Windows 2003 Server (WinEDS Server). Attempted to 
run WinEDS, Extended Services and Election 
Reporting on the workstation. Applications ran past the 
login screen. Windows event log is a critical system 
process. Related to #137 & #403.  Test is not for 
malicious behavior but a critical process failing for 
some reason. 
 
Rejected 8/27/2010:  Stopped the event log on 
Windows 2003 server (WinEDS server), still able to run 
WinEDS, Extended services and Election reporting on 
workstation. 


V1:2.2.5.3 operating system audit 
shall be enabled for all session 
openings and closings, for all 
connection openings and closings, 
for all process executions and 
terminations, and for the alteration 
or deletion of any memory or file 
object ... The system shall also be 
configured to halt election software 
processes upon the termination of 
any critical system process (such 
as system audit) during the 
execution of election software.  


8/13/10 - 4.0 Voting 
System Hardening v. 
A.19 - added steps 
to disable SQL 
Server if event log is 
disabled preventing 
login to applications. 


 Rejected - 8/27/10 SJ 
and CAC 
 
Accepted - 8/30/10 CAC:  
Review of updated TDP 
in conjunction with the 
test platform resolved the 
issue (multi string versus 
single string).  


4
2
1 


8/6/10 C. 
Cvetez
ar 


D Edge II Audio 
Voting (Sip & 
Puff) 


Created a simple non-partisan General election with 
audio only, 1 ballot style, 1 office, 2 candidates.  As per 
Edge Audio Voting Accessory 5.2 Poll Workers and 
Operations Manual v1.08, section 5.2.2: "2.  From the 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


8/10/10: Corrections 
in TDP Submission 
dated 8/10.  Added 
step 96 to section 


Accepted - 8/17/10 CAC:  
Edge Audio Voting Acc. 
5.2, v1.09 addresses that 
there is only an Audio 
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Waiting for Voter screen, press the Sip & Puff Voting 
button, which displays a Please Make Sure the Sip & 
Puff Module is Plugged Into the Correct Port prompt.".  
After pressing the Activate button when the "Waiting for 
Voter" screen is displayed, there is no Sip & Puff 
Voting button.  All instructions were for the keypad.  
The election was also created with the "Voter Choice" 
which only gave the "Audio Voting" button. 


1.1 in Hardening 
document. 


Voting button not a Sip & 
Puff Voting button. This is 
consistent with the way 
the machine functions. 


4
2
2 


8/11/10 C. 
Cvetez
ar 


D 4.0 Environment 
Hardening 
Document 
Version A.16 
July 2010 


Chapter 3 instructs the WinETP hardening procedure. 
After completion of the hardening the Operator user is 
unable to run any of the 3 desktop (WinETP installed) 
items due to a "software restriction policy". 
 
Note: I have noticed that A.15, To define the Operator 
user, step 7 was eliminated in A.16. 


V2:2.8.5.a. Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-
generated status and information 
messages); 


8/13/10: Updated 
documentation in 
A.19 version of the 
Hardening document 


 Accepted: 8/27/10 CAC: 
Operator user is able to 
run the 3 WinETP 
desktop items. Env 
Hardening A.20. WinETP 
1.16.14. 
 


4
2
3 


8/11/10 C. 
Cvetez
ar 


D 4.0 Environment 
Hardening 
Document 
Version A.16 
July 2010 


Chapter 3 instructs the WinETP hardening procedure. 
After completion of the hardening and after a short time 
with logout's and login's of both Admin and Operator 
users, the system message,  "The security log on this 
system is full" appears and prevents the Operator from 
logging in until the Administrator clears the log(s) via 
the Event Viewer. 


V2:2.8.5.a. Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-
generated status and information 
messages); 


8/11/10 Made 
corrections to 
Environment 
Hardening 
Document to 
WinETP section 
called To Maintain 
Window Event logs. 


 Accepted - 8/27/10 CAC: 
Security log is of a 
sizeable amount to 
prevent the security log 
full message. Env 
Hardening A.20. WinETP 
1.16.14. 
 


4
2
4 


8/11/10 C. 
Cvetez
ar 


D AVC Edge 5.2 
Software 
Specification 
v1.13 


Section I.6.2: 
It is also possible for the Sip & Puff Voter to use the 
AVC Edge 5.2 Sip & Puff Voting interface with a pair of 
buddy buttons, provided that these devices meet the 
AVC Edge 5.2‘ Sip & Puff Voting interface standard, 
such as those manufactured by TASH 
(http://www.tashinc.com/catalog/S buddy buttons.html). 
 
Section I.6.4: 
The Sip & Puff jacks allow the connection of any 
assistive COTS devices designed to drive this kind of 
interface, such as those manufactured by TASH 
(http://www.tashinc.com/catalog/S_buddy_buttons.html
). 
 
Section H.9.1: 
Sip & Puff Jack: The Sip & Puff jacks allow the 
connection of any assistive COTS devices designed to 
drive this kind of interface, such as those manufactured 
by TASH 
(http://www.tashinc.com/catalog/S_buddy_buttons.html
) 
 


V1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal 
testing of voting systems…This 
documentation shall:  Be sufficient 
to serve the needs of the ITA, 
voters, election official and 
maintenance technician. 


8-10-2010 Made 
correction to Edge 
5.2 Software Spec 
for Sip and Puff links 
and the standard 
interface needed for 
COTS devices. 


Accept - 08/20/10 DEV: 
Reviewed AVC Edge SW 
Specs and found 
information on the 
standard interface 
needed for COTS Sip and 
Puff devices.  
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1) The given 
"http://www.tashinc.com/catalog/S_buddy_buttons.html
" internet address listed in the statements above does 
not exist. 
2) The above statements do not specify any detail 
(standards or otherwise) of the interface required by 
the COTS devices. 
 
Note: similar occurrences were addressed (see #94) 
when all 
references were replaced with TASH Web site for 
information on the 
Sip and Puff jack with Origin Instruments information 
and the Web site. 
 
Reject 08/20/10 DV: 
The text to the links to ablenet.com is correct and 
directs you to the website if they are copied and 
pasted; however, if you click on the link it directs you to 
https://.webmail.dominionvoting.com. 


4
2
5 


8/12/10 D. 
Valdez
/K. 
Swift 


D HAAT 100 v 
2.6.34  
Consolidation 


Inserted an Edge, two E2P (one valid and one invalid 
in that it contains 400-C files), and an Insight Plus 
cartridge.  The HAAT100 consolidated the Edge, the 
valid E2P, and the Insight Plus cartridge.  A message 
was not received advising that the second E2P 
cartridge was not consolidated (or invalid) when all the 
cartridges were inserted at the same time, nor was 
there an entry in the audit log.  A message and an 
entry in the audit log, was received when only the 
invalid E2P cartridge was inserted. 


V1:  4.4.3 a.4 
In-process audit records document 
system operations during 
diagnostic routines and the casting 
and tallying of ballots.  At a 
minimum, the in-process audit 
records shall contain: 
 
a.4.  Notification of system logging 
or access errors, file access 
errors, and physical violations of 
security as they occur, and a 
summary record of these events 
after processing. 
 
v1: 2.2.4.1.i  To ensure system 
integrity, all systems shall:  i.  
Detect and record every event, 
including the occurrence of an 
error condition that the system 
cannot overcome, and time-
dependent or programmed events 
that occur without the intervention 
of the voter or a polling place 
operator;  


8/13/10 Updated 
documentation for 
proper labeling 
procedures along 
with 
validation/verification 
by the Pollworker 
against 
consolidation tapes 
 
 Updated sections 
6.2, and 6.3 in Ops 
Manual for the HAAT 
100 v1.19, HAAT 90 
v.2.18, and HAAT 80 
v.2.17.  Updated 
sections 3.3.1, 3.3.2, 
and 3.3.4 in the 
Pollworker Man for 
the HAAT 100 
V.2.09, HAAT 90 
v.1.11, and HAAT 80 
v1.06.  
Updated Edge2Plus 
Ops Manual v 3.15 
sections 2.1 and 6.   
Updated Edge Ops 
Manual v. 1.20 
sections 2.8.1, 6.5.1, 
and Appendix H.  
Updated Edge Poll 


 Accept - 08/19/10 DEV: 
Verified all the HAAT 
documents (HAAT 50 
OpsMaint v.1.13; 
HAAT80 OpsMaint 
v.2.17; HAAT90 
OpsMaint v.2.18; & 
HAAT100 OpMaint 
v.1.19) include a notation 
stating, "The Pollworker 
must verify that all the 
cartridges inserted for 
consolidation are listed as 
being successfully 
consolidated on the tape 
based on the serial 
number on the label."  
The issue is procedural 
and the notations are 
advising the jurisdiction 
how to verify cartridge 
consolidation. 
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Worker Manual v. 
1.11 sections 2.6.1 
and 2.3.2. 
Updated Insight Plus 
Op Manual v. 1.16 
sections 8.3 and 
E.5. 


4
2
6 


8/30/10 S. 
Jakileti 


D WinEDS Local 
Build Process 
Release 4.0 
,Document 
Version 1.15 


1. In section 5.3 after step 1 missing steps to create a 
bin folder in C:\PB105Dev\Sequoia\WinEDS. 
2. In Chapter 9 after step 9 instructions is missing to do 
the build. 
3. In chapter 9 step 13 copying 
C:\projects\Sequoia\WinEds\WorkStation\Installer\Win
EDSWorkStation4\FTP\release 1\DiskImages\DISK1\  
to  C:\Projects\Sequoia\WinEdsWorkstation\ 
4. In Chapter 9step 10a is not forcing to build. 


V.1: 8.5.a :The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to: 
a. Develop and maintain internally 
developed items; 


9/1/10: Updated 
chapters 5 and 9 
added and removed 
steps for a more 
accurate build 
process.  In TDP 
submission dated 8-
27-2010. 


Accepted - 9/2/10 KGW:  
Review of v1.16 and use 
of the build document 
during the trusted build 
closed this issue. 


4
2
7 


8/30/10 S. 
Jakileti 


D RAS server with 
4.0 Voting 
System 
Environment 
Hardening, 
Document 
Version A.20, 
Aug 2010 


1. Logon/logout events are not recorded in system log. 
2. RAS server is not locked out after 10 attempts with 
incorrect password. 


V1:6.2.1.2 a:a. Identify each 
person to whom access is granted, 
and the specific functions and data 
to which each person holds 
authorized access 
2.2.4.1g. Record and report the 
date and time of normal and 
abnormal events; 


9/1/10: Updated in 
Hardening Doc 
version A.22, in TDP 
submission dated 9-
1-10 


Accepted - 9/1/10 
CAC/KBW: Logon/Logout 
events recorded in on the 
system by use of the 
"ausearch -w" command.  
Event data file saved in 
SharePoint under 
Security Data folder. 


4
2
8 


8/30/10 S. 
Jakileti 


D WinETP,4.0 
Voting System 
Environment 
Hardening, 
Document 
Version A.20, 
Aug 2010 


400C hardening document does not address disabling 
of modem or wireless. 


V1:6.2.1.2 a:a. Identify each 
person to whom access is granted, 
and the specific functions and data 
to which each person holds 
authorized access 
2.2.4.1g. Record and report the 
date and time of normal and 
abnormal events; 


8/31/10: Updated 
Hardening doc ver 
A.22 updated step 
30 in Chapter 1, 
section 1.1 and 
Chapter 3 created a 
new step called 'To 
disable 
communication 
services'. 


Accepted -9/1/10 CAC: 
Env Hardening A.22, 
Chap 3, "To disable 
communication devices" 
addresses disabling of 
modem and wireless. 


4
2
9 


8/30/10 S. 
Jakileti 


F WinEDS 4.0.174 
- Security 
Review 


Modified election results from 400C are imported into 
WINEDS (Election used PRIM1_IL_CP) 
1. Modified 1 bit in PRIM1_IL_CP.EI file in location 
00000000C (modified 07 to 05) and these results 
loaded successfully without any validation error. 


V1:2.2.2.1.d Include control logic 
and data processing methods 
incorporating parity and check-
sums (or equivalent error detection 
and correction methods) to 
demonstrate that the system has 
been designed for accuracy 
V1:2.2.2.1.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected. 


9/02/10 EDC: 
Modified WinETP 
1.16.15 and 
WinEDS 4.0.175 to 
validate all 400C 
files used in 
tally/tabulation 


Accepted 9/3/2010 KGW 
WinEDS 400C v2 tab of 
Security Review. 


4
3
0 


8/30/10 S. 
Jakileti 


F WinEDS 4.0.174 
- Security 
Review 


WINEDS rejected these modified results but this error 
is not logged (Election used PRIM1_IL_CP) 
1. Modified 1 bit in PRIM1_IL_CP.EC file in location 


V1:2.2.2.1.d Include control logic 
and data processing methods 
incorporating parity and check-


9/2/10 EDC: 
Modified error 
messaging to 


Accepted - 9/3/10 KGW: 
WinEDS 400C v2 tab of 
Security Review. 
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pe 
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00000168( Modified C4 to C0) and these results failed 
to load by reporting reason to reject the import was 
because the election was not official and could not be 
imported into official results, but this error not logged. 
 
2. Replaced all bytes in  PRIM1_IL_CP.EI and  
PRIM1_IL_CP.EC  files with randomly generated bytes 
and these results failed to load by reporting reason to 
reject the import was because the election was not 
official and could not be imported into official results, 
but this error not logged. 


sums (or equivalent error detection 
and correction methods) to 
demonstrate that the system has 
been designed for accuracy 
V1:2.2.2.1.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality 
status, checking the number and 
types of errors that occur in any of 
the relevant operations on data 
and how they were corrected. 


properly reflect the 
errors in file 
validation, also 
added logging of 
errors.  WinETP 
1.16.15 WinEDS 
4.0.175. 


 
 


 


4
3
1 


8/30/10 C. 
Cvetez
ar 


D 4.0 Environment 
Hardening 
Document 
Version A.20 
August 2010, 
Chapter 3 "To 
check the file 
sharing settings", 
step 2, pg 41 


This section states: "If Sharing appears, no further 
action is needed".  The Sharing tab does appear; 
however the Security tab does not.  The Security tab is 
needed to set the file sharing settings. 


V2:2.8.5.a. Provides a detailed 
description of procedures required 
to initiate, control, and verify 
proper system operation; 
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-
generated status and information 
messages); 


8/31/10: Updated 
Hardening doc ver. 
A.22, added section 
header 'how to 
enable Sharing and 
Security tabs' to 
WinETP Chapter 3.  
This is the same as 
Aug27C turned into 
discrepancy 431. 


Accepted - 9/2/10 CAC: 
Env Hardening A.22, 
Chap 3 addresses File 
Sharing and Security tabs 
with settings. 


4
3
2 


8/31/10 K. 
Swift/D
. 
Valdez 


D WinEDS 4.0.174 
Gen1R3 
Election>New 
Election (User1) 
Machine 
Assignment 
(User1) 
Security 
Privileges 
(MediaCreate & 
Tally) 


The Security functionality appears to not be functioning 
correctly. 
 
1) User ID: User1 has Administrator, Clerk, Phase I, II, 
III, V, VI roles assigned, however, the "Next" and 
"Finish" buttons are grayed out (not selectable) when 
trying to enter New Election information. 
 
2) The same User1 id was used to try to assign 
machines. The following message was received, "You 
are not authorized to edit machines". 
 
3) MediaCreate (Roles: Technician & Phase III) & Tally 
(Roles: Tally Worker & Phase IV) users are unable to 
update anything…all menu items are grayed out, even 
though the election has been assigned to both users. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/1/10:  Updated 
Sys Op Proc and 
Security document 
with a Note 
explaining 
workstation security.  
In TDP submission 
dated 9-1-10. 
 


 


Accepted 09/07/10 
KAS/DEV:  Verified that 
you must assign 
workstations to all users, 
it is not optional.  This 
was verified not assigning 
workstation and 
attempting a login.  This 
returned a security error 
and assigned 
workstations to the user 
and not the roles.  This 
also returned a security 
error. 
 


 


4
3
3 


8/31/10 K. 
Swift/D
. 
Valdez 


F WinEDS 4.0.174 
Gen1R3 
Election> 
Reporting> 
Statement of 
Vote Summary 


Pre-LAT and Post-LAT totals for the DRE's are 
incorrect on the SOV Summary report. 
1) Write-ins were resolved in Official mode only. 
Reports were run in modes of Pre-LAT & Post-LAT. 
Both reports are displaying the resolved 'Official' write-
in names with votes assigned, even though no write-ins 
were voted in Pre & Post-LAT modes.  
2) The Post-LAT report is also reporting votes 
incorrectly for what was voted in contests City Council, 
Mayor & 18th Amendment. 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/2/10 EDC: 
Updated SOV report 
to filter resolved 
write-in votes by 
mode WinEDS 
v4.0.175. 
 


 


Accept 09/07/10 
DEV/CAC: 
Reviewed and verified 
section 8.1.4 (WinEDS 
SOP v1.30) states the 
Statement of Vote report 
is typically used on 
election night prior to 
resolving write-ins and 
the Statement of Vote 
Book and Statement of 
Vote Summary reports 
will show actual vote 
totals for the resolved 
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write-ins.   


4
3
4 


8/31/10 K. 
Swift/D
. 
Valdez 


F WinEDS 4.0.170 
Configuration > 
Security > Users 
(Gen1R) 


Set field "User Can Try to Login X Times Before 
Application Terminates for each user as follows: 
User 1 = 3 
MediaCreate = 3 
Tally = 2 
Logging into all IDs two times, resulted in message 
"Failed to connect 2 times…" 


V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


9/2/10 EDC: 
removed ability to 
set max login 
attempts at a user 
level.  Application 
updated to only 
allow 5 login 
attempts per session 
regardless of the 
user.  Updated and 
ready to test 


 


Accepted - 09/07/10 
DEV/CAC: 
Verified the maximum 
login attempts field has 
been removed and the 
max logins has been set 
(hardcoded) to five. 
 


 








2675 S. Abilene Street, Suite 300, Aurora, Colorado, 80014 
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7.7  Appendix G: Trusted Builds WinEDS 4.0 Voting 
System  


 
The Dominion WinEDS 4.0 voting system is composed of the hardware, software, and documents identified in 
section 3.  


 
iBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHA1 hashes during trusted builds. 
Both algorithms have been validated using the test data from the NIST NSRL website 
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also used by 
some states to verify their voting software. The MD5 and SHA1 hashes are taken to be consistent with the currently 
distributed NSRL data files which contain the hash resulting from each of those two algorithms. 
 
Listed below are the source code versions reviewed by iBeta for the Final Trusted Builds versions of the Dominion 
WinEDS 4.0  voting system (NIST Handbook 150-22 4.2.3, 4.13.2, 4.13.4, 5.10.4 VSS vol. 1: 9.6.2.4).  The final 
Trusted Build was utilized for the full end-to-end regression test in accordance with the requirements of the Section 
5.6.3.4 of the EAC Testing and Certification Program Manual. 
 


Application Built Major Version Date Section 


ICR (iMPR) 2.14 3/29/10 7.7.1 


TSMPlayer 1.2.70_03112010 3/29/10 7.7.1 


HAAT_OS 3.0.4 4/09/10 7.7.2 


APS305 1.2 4/09/10 7.7.2 


HAATShell 1.5 4/09/10 7.7.2 


HAATUtil 2.6.20.0 4/09/10 7.7.2 


Edge2plus_OS 2.0.12 4/15/10 7.7.3 


HAAT Listener 1.7.4 4/16/10 7.7.4 


HAAT Installer 1.0.5 4/16/10 7.7.4 


Saes_log 1.0.7   4/16/10 7.7.4 


P168 Controller 7.68   4/26/10 7.7.5 


3200 Controller 4.3 4/26/10 7.7.5 


Edge2Plus 1.2.74 5/05/10 7.7.6 


Insight APX L2.18.100205.1359 5/19/10 7.7.7 


Insight HPX L1.46.100205.1100 5/19/10 7.7.7 


MPR 3.01.08422.0552 5/19/10 7.7.7 


VVPAT (Verivote) 1.04 5/19/10 7.7.7 


ABU 8.7.7 5/20/10 7.7.8 


Card Activator 5.2.6 6/02/10 7.7.9 


Edge2 5.2.16 7/09/10 7.7.10 


HAAT Application  
(50, 80, 90, and 100) 2.6.3.4 7/09/10 7.7.11 


WinEDS 4.0.175 9/2/10 7.7.12 


WinETP 1.16.15 9/2/10 7.7.12 


 



http://www.nsrl.nist.gov/testdata/
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7.7.1  Trusted Build ICR (iMPR) and TSMPlayer (March 29, 2010) 
 


Application/ Component Version Language File Signature 


HAAT    


3200 Controller 4.3 8051 HL_P168_3200_ICR_TSMPlayer_Truste
dBuildSource_03262010_hash.txt 


ICR 2.14 C " 


Edge2Plus    


P168 Controller 7.68 8051 " 


TSMplayer 1.2.70_03
112010 


C++ " 


HAAT Listener    


HaatListener  1.7.4 Java " 


HaatInstaller 1.0.5 Java " 


Saes_log 1.0.7 Java " 


BLDR No Code   


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document v1.11, 
3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plus TSMPlayer Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010  
HAAT Listener Signature Certificates Generation Process, v1.01, 
3/2010 


Equipment Used Windows XP machine:  Dell Latitude D630 Laptop #3201 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Active KillDisk for DOS V:4.1 Build 2380 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code 
being built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVerson 1.5.4 


Build tool(s) and version(s) P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2 (Not installing on 


trusted build box, used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2(Not installing on 


trusted build box, used in chip burning process) 


TSMPlayer:  


      Microsoft Visual Studio .NET 2003 


HAAT-OS: 
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       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation CD1 
and CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


      Java 2 Platform SDK 1.5.0_08 
      JBoss IDE 1.5.1 GA 
      Macrovision InstallAnywhere 2008 Enterprise 
      Apache Chainsaw 'release_20060302’ 
      JBoss Application Server 4.0.2 
      Java WSDP 1.6 
      Java WSDP 1.5 
      Apache Ant version 1.6.5 
     Java Enterprise Edition (J2EE) SDK 1.4 
      Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version 
HAAT Listener: 


(Final COTS.v3(COTS CD validated and created by iBeta) )antlr-
2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-framework-
4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-ws4ee.jar(4.0.2), cglib-
2.1.jar, cleanimports.zip, commons-codec-1.1.zip, commons-
collections-2.1.1.jar, commons-dbcp-1.2.1.zip, commons-
discovery-0.2.zip(discovery.jar), commons-fileupload-
1.0.zip(commons-fileupload-1.0.jar), commons-httpclient-3.1.zip, 
commons-lang-2.1.zip(commons-lang-2.1.jar), commons-logging-
1.0.4.jar(logging.jar), commons-logging-api-1.1..jar, commons-
pool-1.2..zip, concurrent-1.3.2.jar, dom4j-1.5.2.jar, ehcache-
1.1.jar, hibernate3.jar, icu4j-3_8.jar, isorelax.jar , itext-1.01.jar, 
jasperreports-0.6.6.jar, jboss-system.jar(5.0.0alpha), 
jdbcappender.jar(2.1.0.1), jtds-1.2.jar , log4j-1.2.9.jar, Msv-
20030225.zip, mysql-connector-java-3.1.14-bin.jar, odmg-3.0.jar, 
ojdbc14-9i.jar, axis-saaj-1.2.jar, xercesImpl-2.6.2.jar, commons-
lang-2.0.jar, (activation.jar, autonumber-plugin.jar, bcel.jar, 
bindingservice-plugin.jar, bsh-1.3.0.jar, bsh-deployer.jar, 
hsqldb.jar, hsqldb-plugin.jar, jboss.jar, jboss-common-jdbc-
wrapper.jar, jboss-iiop.jar, jboss-j2ee.jar, jboss-jaxrpc.jar, jboss-
jca.jar, jboss-jsr77.jar, jboss-management.jar, jboss-monitoring.jar, 
jbossmq.jar, jbosssx.jar, jboss-transaction.jar, jgroups.jar, jmx-
adaptor-plugin.jar, jnpserver.jar, jpl-pattern.jar, jpl-util.jar, mail-
plugin.jar, properties-plugin.jar, scheduler-plugin.jar, scheduler-
plugin-example.jar, scout.jar, snmp-support.jar, 
webcallbackhandler.jar)(version 4.0.2), commons-beanutils.jar 
v1.6, commons-httpclient.jar v3.0, commons-logging.jar v1.0.3, 
javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, jaxb-api.jar v1.0.1, 
jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-xjc.jar 1.0.5, jaxrpc-
api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, jboss-cache.jar 
1.2.1, jboss-common.jar, jboss-jmx.jar v5.0.0.alpha, jboss-
minimal.jar v4.0.0, j2ee.jar v1.4, mail.jar1.3.1, relaxngDatatype.jar 
v1.0, saaj-impl.jar v1.2.1, xsdlib.jar v1.6.2.) 


HAAT-OS 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version P168: P168acv2.asm 
3200: 3200cv3.asm 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 


Additional file(s) loaded and version(s) P168 & 3200: Merge_FW_BTLDR.bat (Loading with source 
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code) 
HAAT Listener: APACHE-LICENSE-2.0.txt 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


HL_E2P_HAAT_PostCots1_03192010.hash.txt 


Record the filename of the build environment disk 
image  –  


HL_E2P_HAAT_PostCots1_03192010.GHO 
HL_E2001.GHS 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO 
PreBu001.GHS 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO 
PreBu001.GHS 


Record the Final Build Version – Unique Identifier Listener.bin 
v.1.7.4,P168V7.68.bin,ICRV2.14,3200.binV4.3,TSMPlayer 
1.0.0.1,bldr 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 3/26/2010  1.30pm 


Compiler and Version See Build tools and versions 


Application Name HAAT Listener, 3200 Controller, P168 Controller, ICR, 
TSMPlayer, BLDR 


Application Version Order None 


Obtain Names and Signatures of all persons 
present during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild_03292010_HL_3200_P168_ICR_TSMPlayer_Bldr.GH
O 
PostB001.GHS 
PostB002.GHS 


Record file signature of the final build (5.6.3.1) HL_P168_3200_ICR_TSMPlayer_Bldr_PostBuild_03262010.has
h.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


Trusted Build Installs and Build components 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


HL_P168_3200_ICR_TSMPlayer_TrustedBuildInstalls_0329201
0.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have 
a unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


  
 Notes:  


1. 3/22/2010: Loaded all the COTS software for all the applications (Edge2Plus, Haat, Haat listener, ICR, TSMplayer, 
3200controller & p168 controller) except Platform Builder 5.0 Rollup updates for 2007(Which is used in HAAT OS 
creation).This Image is labeled as HL_E2P_HAAT_PostCots1_03192010.GHO. 


2. JarlTech COTS  CPSM.exe ,HEXBIN.exe,Link51.exe,X8051.exe are copied during COTS loading into 
C:\fw_btldr_merge_process\programs\.. 
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3. 3/26/2010: After taking the PostCots1 image and before loading the source code, activated the HITIDE C Compiler, 
version 9. 


4. 3/26/2010: Loaded content of BatConf folder (located on source CD prepared by iBeta) at the time of source code 
loading in C:\openssl folder. 


5. Loaded P168 boot loader file and 3200 bootloader files with Source code. 
6. 3/26/2010: Haat Listener: In section 4.3 Registered the Install Anywhere software. 
7. 3/26/2010:TSMPlayer: In section 3 loaded EdgeIII.snk signature file during the compilation process, this file is not a  


Source code file, this file is provided by Sequoia voting systems. 
 


Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 3/29/2010 
iBeta:  Sridevi Jakileti 3/29/2010 
 


7.7.2  Trusted Build HAAT_OS (April 9, 2010) 
 


Application/ Component Version Language File Signature 


APS305 1.2 C aps305_TBSource_04022010.hash.t
xt 


HAATShell 1.5 C++ " 


HAATUtil 2.6.20.0 C++ " 
 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
Insight Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010 
HAAT Listener Signature Certificates Generation Process, 
v1.01, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
Edge2Plus Operating System Image Creation Document, 
v1.11, 3/2010 
Edge2Plus Application Compilation Document, v1.09, 3/2010 
Edge2Plust TSM Player Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document v1.02, 3/2010 
HAAT Application Compilation v1.2, 3/2010 


Equipment Used Windows XP machine: 
Dell Latitude D630 Laptop #3205 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Restored the image from the previous trusted build 
HL_E2P_HAAt_PostCots1_03192010.GHO 
HL_E2001.GHS 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code 
being built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVersion 1.5.4 


Build tool(s) and version(s)  P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2 (not installing on 


trusted build box, used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2 (not installing on 


trusted build box, used in chip burning process) 


TSMPlayer:   
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     Microsoft Visual Studio .NET 2003 


HAAT-OS: 


       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation 
CD1, CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


 Java 2 Platform SDK 1.5.0_08 
JBoss IDE 1.5.1 GA 
Macrovision InstallAnywhere 2008 Enterprise 
Apache Chainsaw 1.2.9 (release_20060302) 
JBoss Application Server 4.0.2 
Java WSDP 1.6 
Java WSDP 1.5 
Apache Ant version 1.6.5 
Java Enterprise Edition (J2EE) SDK 1.4 
Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version HAAT Listener: 


(Final COTS.v3(COTS CD validated and created by iBeta) )antlr-
2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-framework-
4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-ws4ee.jar(4.0.2), cglib-
2.1.jar, cleanimports.zip, commons-codec-1.1.zip, commons-
collections-2.1.1.jar, commons-dbcp-1.2.1.zip, commons-
discovery-0.2.zip(discovery.jar), commons-fileupload-
1.0.zip(commons-fileupload-1.0.jar), commons-httpclient-3.1.zip, 
commons-lang-2.1.zip(commons-lang-2.1.jar), commons-logging-
1.0.4.jar(logging.jar), commons-logging-api-1.1..jar, commons-
pool-1.2..zip, concurrent-1.3.2.jar, dom4j-1.5.2.jar, ehcache-
1.1.jar, hibernate3.jar, icu4j-3_8.jar, isorelax.jar , itext-1.01.jar, 
jasperreports-0.6.6.jar, jboss-system.jar(5.0.0alpha), 
jdbcappender.jar(2.1.0.1), jtds-1.2.jar , log4j-1.2.9.jar, Msv-
20030225.zip, mysql-connector-java-3.1.14-bin.jar, odmg-3.0.jar, 
ojdbc14-9i.jar, axis-saaj-1.2.jar, xercesImpl-2.6.2.jar, commons-
lang-2.0.jar, (activation.jar, autonumber-plugin.jar, bcel.jar, 
bindingservice-plugin.jar, bsh-1.3.0.jar, bsh-deployer.jar, 
hsqldb.jar, hsqldb-plugin.jar, jboss.jar, jboss-common-jdbc-
wrapper.jar, jboss-iiop.jar, jboss-j2ee.jar, jboss-jaxrpc.jar, jboss-
jca.jar, jboss-jsr77.jar, jboss-management.jar, jboss-
monitoring.jar, jbossmq.jar, jbosssx.jar, jboss-transaction.jar, 
jgroups.jar, jmx-adaptor-plugin.jar, jnpserver.jar, jpl-pattern.jar, 
jpl-util.jar, mail-plugin.jar, properties-plugin.jar, scheduler-
plugin.jar, scheduler-plugin-example.jar, scout.jar, snmp-
support.jar, webcallbackhandler.jar)(version 4.0.2), commons-
beanutils.jar v1.6, commons-httpclient.jar v3.0, commons-
logging.jar v1.0.3, javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, 
jaxb-api.jar v1.0.1, jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-
xjc.jar 1.0.5, jaxrpc-api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, 
jboss-cache.jar 1.2.1, jboss-common.jar, jboss-jmx.jar 
v5.0.0.alpha, jboss-minimal.jar v4.0.0, j2ee.jar v1.4, mail.jar1.3.1, 
relaxngDatatype.jar v1.0, saaj-impl.jar v1.2.1, xsdlib.jar v1.6.2.) 


HAAT-OS 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) 
 


WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 
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Edge2Plus:Remotesoft Salamander .NET Protector 3 
HAAT-OS: Air555.dll,Air555ser.dll,INMSER.dll, HP USB Disk 


Storage Format Tool, Windows CE Rollup Update for 
2007,Windows CE 5.0 Standard SDK,STPC Consumer II BSP 


Additional file(s) loaded and version(s) HAAT Listener: APACHE-LICENSE-2.0.txt 
HAAT_OS: platform.reg.txt,project.reg.txt,project.bib.txt(Loaded 


during source code load) 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


PostCots2_HAAT_OS_03302010.hash.txt 


Record the filename of the build environment disk 
image  –  


PostCots2_HAAT_OS_03312010.GHO 
PostC001.GHS 
PostC002.GHS 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code (5.6.2.1) See table of source code, above 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild_04022010_HAAT_OS.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild_04022010_HAAT_OS.GHO 
PreBu001.GHS 
PreBu002.GHS 


Record the Final Build Version – Unique Identifier 3.0.4 


Certification Application Number (if applicable) None 


Document during the Trusted Build:  


Date / Time Build Initiated 4/5/2010 2.00pm 


Compiler and Version See Build tool(s) and version(s) above 


Application Name HAAT_OS 


Application Version Order 3.0.4 


Obtain Names and Signatures of all persons present 
during build (record below) 


Ronald Morales  
Sridevi Jakileti 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild_04052010_HAAT_OS.GHO 
PostB001.GHS 
PostB002.GHS 


Record file signature of the final build (5.6.3.1) PostBuild_04052010_HAAT_OS.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


HAAT_OS_TB_OutPut 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


No Install just the: 
HAAT_OS(Nk.bin,HAATUtil.dll,HAATShell.exe,image from the 
bootable CF card) 
HAAT_OS_TrustedBuild_OutPut.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have a 
unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


 
 Notes:  


1. 3/30/2010: Restored the System from HL_E2P_HAAt_PostCots1_03192010.GHO, compiled the Boot loader file (to 
create the HAAT boot CF card not using this bldr, using the one which was created during the 03262010 Trusted 
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Build process) and loaded more COTS for HAAT_OS (Windows CE rollup update for 2007, HP USB Disk Storage 
Format TOOL, Air555.dll, Air555Ser.dll and INMSER.dll, SDK for Windows CE 5.0).  The final image of this is 
“PostCots2_HAAT_OS_PostCots2.GHO”.  


2. D0S6.22 Operating system and Norton Partition Magic are used in the process of creation of a bootable CF card. 
3. During source code loading process platform.txt, project.reg.txt, and project.bib.txt are copied to HAAT Properties 


folder in Created HaatUtil and Haatshell folders in C:\ to copy the source code. 
4. In Section 3.5 step 16 after changing the environment variable value, saved the NK.BIN to c:\HAATXX, then 


removed exiting HAAT model and added new HAAT model. 
5. After creating the bootable CF card copied the image using All Image back the trusted build system. 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 4/9/2010 
iBeta:  Sridevi Jakileti 4/9/2010 
 
 


7.7.3  Trusted Build EDGE2plus_OS (April 15, 2010) 
 


Application/ Component Version Language File Signature 


E2PDEVXP.PMQ No code   


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document 
v1.11, 3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plus TSMPlayer Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010  
HAAT Listener Signature Certificates Generation Process, 
v1.01, 3/2010 


Equipment Used Windows XP machine:  Dell Latitude D630 Laptop #3201 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Restored the Image from 
HL_E2P_HAAT_PostCots1_03192010.GHO 
Hl_E2001.GHS.This is the build environment for 
Edge2Plus_OS Build 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code 
being built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version N/A 


Build tool(s) and version(s)  P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2 (not installed on 


trusted build box, used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2 (not installed on 


trusted build box, used in chip burning process) 


TSMPlayer:  Microsoft Visual Studio .NET 2003 


HAAT-OS: 
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       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation 
CD1,CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
HAAT Listener: 


 Java 2 Platform SDK 1.5.0_08 
JBoss IDE 1.5.1 GA 
Macrovision InstallAnywhere 2008 Enterprise 
Apache Chainsaw 1.2.9 
JBoss Application Server 4.0.2 
Java WSDP 1.6 
Java WSDP 1.5 
Apache Ant version 1.6.5 
Java Enterprise Edition (J2EE) SDK 1.4 
Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version HAAT Listener: 


(Final COTS.v3 (COTS CD validated and created by iBeta)) 
antlr-2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-
framework-4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-
ws4ee.jar(4.0.2), cglib-2.1.jar, cleanimports.zip, commons-
codec-1.1.zip, commons-collections-2.1.1.jar, commons-dbcp-
1.2.1.zip, commons-discovery-0.2.zip(discovery.jar), commons-
fileupload-1.0.zip(commons-fileupload-1.0.jar), commons-
httpclient-3.1.zip, commons-lang-2.1.zip(commons-lang-2.1.jar), 
commons-logging-1.0.4.jar(logging.jar), commons-logging-api-
1.1..jar, commons-pool-1.2..zip, concurrent-1.3.2.jar, dom4j-
1.5.2.jar, ehcache-1.1.jar, hibernate3.jar, icu4j-3_8.jar, 
isorelax.jar , itext-1.01.jar, jasperreports-0.6.6.jar, jboss-
system.jar(5.0.0alpha), jdbcappender.jar(2.1.0.1), jtds-1.2.jar , 
log4j-1.2.9.jar, Msv-20030225.zip, mysql-connector-java-3.1.14-
bin.jar, odmg-3.0.jar, ojdbc14-9i.jar, axis-saaj-1.2.jar, 
xercesImpl-2.6.2.jar, commons-lang-2.0.jar, (activation.jar, 
autonumber-plugin.jar, bcel.jar, bindingservice-plugin.jar, bsh-
1.3.0.jar, bsh-deployer.jar, hsqldb.jar, hsqldb-plugin.jar, 
jboss.jar, jboss-common-jdbc-wrapper.jar, jboss-iiop.jar, jboss-
j2ee.jar, jboss-jaxrpc.jar, jboss-jca.jar, jboss-jsr77.jar, jboss-
management.jar, jboss-monitoring.jar, jbossmq.jar, jbosssx.jar, 
jboss-transaction.jar, jgroups.jar, jmx-adaptor-plugin.jar, 
jnpserver.jar, jpl-pattern.jar, jpl-util.jar, mail-plugin.jar, 
properties-plugin.jar, scheduler-plugin.jar, scheduler-plugin-
example.jar, scout.jar, snmp-support.jar, 
webcallbackhandler.jar) (version 4.0.2), commons-beanutils.jar 
v1.6, commons-httpclient.jar v3.0, commons-logging.jar v1.0.3, 
javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, jaxb-api.jar 
v1.0.1, jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-xjc.jar 
1.0.5, jaxrpc-api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, 
jboss-cache.jar 1.2.1, jboss-common.jar, jboss-jmx.jar 
v5.0.0.alpha, jboss-minimal.jar v4.0.0, j2ee.jar v1.4, 
mail.jar1.3.1, relaxngDatatype.jar v1.0, saaj-impl.jar v1.2.1, 
xsdlib.jar v1.6.2) 
HAAT OS: 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 
Edge2Plus:Remotesoft Salamander .NET Protector 3 


Additional file(s) loaded and version(s) HAAT Listener: APACHE-LICENSE-2.0.txt 


Record the disk image software version being used Norton GHOST V:11.0 
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Record the filename of the build environment file 
signature  (5.6.1.3)  


HL_E2P_HAAT_PostCots1_03192010.hash.txt 


Record the filename of the build environment disk 
image  –  


Restored the Image from 
HL_E2P_HAAT_PostCots1_03192010.GHO 
Hl_E2001.GHS.This is the build environment for 
Edge2Plus_OS Build 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code (5.6.2.1) See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild_Edge2Plus_OS_03312010.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild_03312010_Edge2Plus_OS.GHO 
PreBu001.GHS 


Record the Final Build Version – Unique Identifier 2.0.12 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 4/1/2010 2.00pm 


Compiler and Version See Build tools and versions 


Application Name Edge2Plus_OS 


Application Version Order 2.0.12 


Obtain Names and Signatures of all persons present 
during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3)  


Record file signature of the final build (5.6.3.1) PostBuild1_E2P_OS_04152010.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


Edge2Plus OS Image no app on Nas2 drive 
 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


Edge2Plus OS Image no app on Nas2 drive 
E2P_OS_v2.0.12_RiData_NoApp.exe 
E2P_OS_v2.0.12_SanDisk_NoApp.exe 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


This is not a complete install Just the Edge2Plus Operating 
system images 
scandisk_EDge2Plus_OS_hash.txt 
Ridata_EDge2Plus_OS_hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have 
a unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


 
 Notes:  


1. In section 2.2 after step 12 inserted USB cartridge and removed after detected by E2P machine.  Copied the 
E2PDEVXP.PMQ file from the CD to C:\ drive as source file. To create bootable compact flash card, first created a 
Windows 98 start up floppy disk with all utilities and copied the bootprep.exe (which is a Windows CE file) from 
Edge2Plus_OS trusted build system. In section 7.5 changed version number to 2.0.12 in 
OperatingSystemVersion.reg file.  In Section 5.2 Entered the Windows XP Embedded Runtime key. In Section 8 
final OS CF cards (Ridata and sandisk) images (without application) are copied to trusted build system.  In section 6 
step 4 copied the E2P_COTSFiles_Provided_by_Jarltech (drivers) and E2P OS Configuration files to a USB 
cartridge (which is used on Edge2plus machine).  After creating the bootable CF card with OS copied the image 
back to the build system using All Image. 


2. 4/15/2010: Final trusted build images (E2P_RiData_M300_1.2.73, E2P_RiData_M305_1.2.73.exe, 
E2P_SanDisk_M300_1.2.73.exe, E2P_SanDisk_M305_1.2.73.exe) from 4/12/2010 having issue printer driver is 
missing, the reason for this is APS drivers not installed properly on the CF card.  To resolve this, restored the build 
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system with PostBuild_04052010_Edge2Plus_OS.GHO image. Copied the content of C:\Windows Embedded 
Images to root of trusted build CF card (bootable CF card) and performed the section 7 operations on Edge2Plus 
machine.  Deleted E2P_OS_MasterImage.rar file from C:\ and deleted E2P_OS_V2.0.12_RiData_NoApp.exe and 
E2P_OS_V2.0.12_RiData_NoApp.exe image files from c:\ E2P_OS_Images_2.0.12. CF card from section 7 in this 
process connected to trusted build system archived the connect to C:\E2P_OSMasterIamge.rar.  Using All Image 
extracted the image from the CF card to C:\E2P_OS_Iamges_2.0.12\ E2P_OS_v2.0.12_RiData_NoApp.exe.   
Connected the SanDisk trusted CF card to build system, extracted the E2P_OSMasterIamge.rar file to root of the 
CF card. Using All Image extracted the image from the CF card to C:\E2P_OS_Iamges_2.0.12\ 
E2P_OS_v2.0.12_RiData_NoApp.exe.  Hashes the trusted build system and took the final image(PostBuild1) 
 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 4/15/2010 
iBeta:  Sridevi Jakileti 4/15/2010 
 
 


7.7.4  Trusted Build HAAT Listener, HAAT Installer, and Saes_Log (April 16, 2010) 
 


Application/ Component Version Language File Signature 


HAAT    


3200 Controller 4.3 8051 HL_P168_3200_ICR_TSMPlayer_Truste
dBuildSource_03262010_hash.txt 


ICR 2.14 C " 


Edge2Plus    


P168 Controller 7.68 8051 " 


TSMplayer 1.2.70_03
112010 


C++ " 


HAAT Listener    


HaatListener  1.7.4 Java " 


HaatInstaller 1.0.5 Java " 


Saes_log 1.0.7 Java " 


BLDR No Code   


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document v1.11, 
3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plus TSMPlayer Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010  
HAAT Listener Signature Certificates Generation Process, v1.01, 
3/2010 


Equipment Used Windows XP machine:   
      Dell Latitude D630 Laptop #3205 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Restored the Build machine with prebuild image 
PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO 
PreBu001.GHS 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code Ronald Morales 
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being built is the source code provided by iBeta 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVerson 1.5.4 


Build tool(s) and version(s)  P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2 (not installing on 


trusted build box, used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2 (not installing on 


trusted build box, used in chip burning process) 


TSMPlayer:   Microsoft Visual Studio .NET 2003 


HAAT-OS: 


       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation CD1 
and CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


 Java 2 Platform SDK 1.5.0_08 
JBoss IDE 1.5.1 GA 
Macrovision InstallAnywhere 2008 Enterprise 
Apache Chainsaw 1.2.9 (release_20060302) 
JBoss Application Server 4.0.2 
Java WSDP 1.6 
Java WSDP 1.5 
Apache Ant version 1.6.5 
Java Enterprise Edition (J2EE) SDK 1.4 
Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version 
HAAT Listener: 


(Final COTS.v3(COTS CD validated and created by iBeta) )antlr-
2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-framework-
4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-ws4ee.jar(4.0.2), cglib-
2.1.jar, cleanimports.zip, commons-codec-1.1.zip, commons-
collections-2.1.1.jar, commons-dbcp-1.2.1.zip, commons-
discovery-0.2.zip(discovery.jar), commons-fileupload-
1.0.zip(commons-fileupload-1.0.jar), commons-httpclient-3.1.zip, 
commons-lang-2.1.zip(commons-lang-2.1.jar), commons-logging-
1.0.4.jar(logging.jar), commons-logging-api-1.1..jar, commons-
pool-1.2..zip, concurrent-1.3.2.jar, dom4j-1.5.2.jar, ehcache-
1.1.jar, hibernate3.jar, icu4j-3_8.jar, isorelax.jar , itext-1.01.jar, 
jasperreports-0.6.6.jar, jboss-system.jar(5.0.0alpha), 
jdbcappender.jar(2.1.0.1), jtds-1.2.jar , log4j-1.2.9.jar, Msv-
20030225.zip, mysql-connector-java-3.1.14-bin.jar, odmg-3.0.jar, 
ojdbc14-9i.jar, axis-saaj-1.2.jar, xercesImpl-2.6.2.jar, commons-
lang-2.0.jar, (activation.jar, autonumber-plugin.jar, bcel.jar, 
bindingservice-plugin.jar, bsh-1.3.0.jar, bsh-deployer.jar, 
hsqldb.jar, hsqldb-plugin.jar, jboss.jar, jboss-common-jdbc-
wrapper.jar, jboss-iiop.jar, jboss-j2ee.jar, jboss-jaxrpc.jar, jboss-
jca.jar, jboss-jsr77.jar, jboss-management.jar, jboss-monitoring.jar, 
jbossmq.jar, jbosssx.jar, jboss-transaction.jar, jgroups.jar, jmx-
adaptor-plugin.jar, jnpserver.jar, jpl-pattern.jar, jpl-util.jar, mail-
plugin.jar, properties-plugin.jar, scheduler-plugin.jar, scheduler-
plugin-example.jar, scout.jar, snmp-support.jar, 
webcallbackhandler.jar)(version 4.0.2), commons-beanutils.jar 
v1.6, commons-httpclient.jar v3.0, commons-logging.jar v1.0.3, 
javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, jaxb-api.jar v1.0.1, 
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jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-xjc.jar 1.0.5, jaxrpc-
api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, jboss-cache.jar 
1.2.1, jboss-common.jar, jboss-jmx.jar v5.0.0.alpha, jboss-
minimal.jar v4.0.0, j2ee.jar v1.4, mail.jar1.3.1, relaxngDatatype.jar 
v1.0, saaj-impl.jar v1.2.1, xsdlib.jar v1.6.2.) 


HAAT-OS 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version P168: P168acv2.asm 
3200: 3200cv3.asm 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 


Additional file(s) loaded and version(s) P168 & 3200: Merge_FW_BTLDR.bat (Loading with source 


code) 
HAAT Listener: APACHE-LICENSE-2.0.txt 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


Restored the Build machine with prebuild image 
PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO 
PreBu001.GHS 


Record the filename of the build environment disk 
image  –  


Restored the Build machine with prebuild image 
PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO 
PreBu001.GHS 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild1_04162010_ HL_P168_3200_ICR_TSMPlayer.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild1_04162010_ HL_P168_3200_ICR_TSMPlayer.GHO 


Record the Final Build Version – Unique Identifier Listener.bin v1.7.4 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 4/16/2010 3.00pm 


Compiler and Version See Build tools and versions 


Application Name HAAT Listener 


Application Version Order None 


Obtain Names and Signatures of all persons 
present during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild1_04162010_HaatListner.GHO 


Record file signature of the final build (5.6.3.1) PostBuild2_04232010_ P168V768.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


HAAT Listener 1.7.4 Install 4/16/2010 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


HaatListner1.7.4_TBInstall_04162010.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have 


NAS2 Drive 
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a unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


Explanation of any significant differences observed See Notes 


  
 Notes:  


1. 3/22/2010: Loaded all the COTS software for all the applications (Edge2Plus, HAAT, HAAT Listener, ICR, 
TSMplayer, 3200controller & p168 controller) except Platform Builder 5.0 Rollup updates for 2007 (which is used in 
HAAT OS creation). This Image is labeled as HL_E2P_HAAT_PostCots1_03192010.GHO. 


2. JarlTech COTS  CPSM.exe, HEXBIN.exe,Link51.exe,X8051.exe are copied during COTS loading into 
C:\fw_btldr_merge_process\programs\.. 


3. 3/26/2010: After taking the PostCots1 image and before loading the source code, activated the HITIDE C Compiler, 
version 9. 


4. 3/26/2010: Loaded content of BatConf folder (located on source CD prepared by iBeta) at the time of source code 
loading  in C:\openssl folder. 


5. Loaded P168 boot loader file and 3200 bootloader files with Source code. 
6. 3/26/2010: Haat Listener: In section 4.3 Registered the Install Anywhere software. 
7. 3/26/2010:TSMPlayer: In section 3 loaded EdgeIII.snk signature file during the compilation process, this file is not a  


Source code file, this file is provided by Sequoia voting systems. 


 
4/16/2010: Listener.bin (from the 03262010) install is not working. 3 resource files (.classpath, .classpath and .project) 
are missing and 6 files (server.properties,build-jaxb.xml,build-listener.xml,compile.xml,packaging-haat.xml, 
server.properties) need updated files. To Resolve the situation, restored the build system from 
PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO, and replaced 6 files and loaded 3 new resource files, 
hashed the system and took the image(PreBuild1_04162010_ HL_P168_3200_ICR_TSMPlayer.GHO). 


Generated HaatListener certificate, and did the HaatListener build only. 
 


Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 4/16/2010 
iBeta:  Sridevi Jakileti 4/16/2010 
 
 


7.7.5  Trusted Build P168 and 3200 Controller (April 26, 2010) 
 


Application/ Component Version Language File Signature 


HAAT    


3200 Controller 4.3 8051 HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


ICR 2.14 C HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


Edge2Plus    


P168 Controller 7.68 8051 P168V768_TBSource_04232010.hash.txt 


TSMplayer 1.2.70_03
112010 


C++ HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


HAAT Listener    


HaatListener  1.7.4 Java HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


HaatInstaller 1.0.5 Java HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


Saes_log 1.0.7 Java HL_P168_3200_ICR_TSMPlayer_Tru
stedBuildSource_03262010_hash.txt 


BLDR No Code   


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document v1.11, 
3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plus TSMPlayer Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
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3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010  
HAAT Listener Signature Certificates Generation Process, v1.01, 
3/2010 


Equipment Used Windows XP machine:  Dell Latitude D630 Laptop #3205 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Restored the Build machine with prebuild image 
PreBuild2_04232010_ HL_P168_3200_ICR_TSMPlayer.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code 
being built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVerson 1.5.4 


Build tool(s) and version(s) P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2(Not installing 
on trusted build box,used in chip burning process) 
ICR Compilation: 
HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2(Not installing on 
trusted build box,used in chip burning process) 


TSMPlayer:  


      Microsoft Visual Studio .NET 2003 


HAAT-OS: 


       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation CD1 
and CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


      Java 2 Platform SDK 1.5.0_08 
      JBoss IDE 1.5.1 GA 
      Macrovision InstallAnywhere 2008 Enterprise 
      Apache Chainsaw 'release_20060302’ 
      JBoss Application Server 4.0.2 
      Java WSDP 1.6 
      Java WSDP 1.5 
      Apache Ant version 1.6.5 
     Java Enterprise Edition (J2EE) SDK 1.4 
     Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version 
HAAT Listener: 


(Final COTS.v3(COTS CD validated and created by iBeta) )antlr-
2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-framework-
4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-ws4ee.jar(4.0.2), cglib-
2.1.jar, cleanimports.zip, commons-codec-1.1.zip, commons-
collections-2.1.1.jar, commons-dbcp-1.2.1.zip, commons-
discovery-0.2.zip(discovery.jar), commons-fileupload-
1.0.zip(commons-fileupload-1.0.jar), commons-httpclient-3.1.zip, 
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commons-lang-2.1.zip(commons-lang-2.1.jar), commons-logging-
1.0.4.jar(logging.jar), commons-logging-api-1.1..jar, commons-
pool-1.2..zip, concurrent-1.3.2.jar, dom4j-1.5.2.jar, ehcache-
1.1.jar, hibernate3.jar, icu4j-3_8.jar, isorelax.jar , itext-1.01.jar, 
jasperreports-0.6.6.jar, jboss-system.jar(5.0.0alpha), 
jdbcappender.jar(2.1.0.1), jtds-1.2.jar , log4j-1.2.9.jar, Msv-
20030225.zip, mysql-connector-java-3.1.14-bin.jar, odmg-3.0.jar, 
ojdbc14-9i.jar, axis-saaj-1.2.jar, xercesImpl-2.6.2.jar, commons-
lang-2.0.jar, (activation.jar, autonumber-plugin.jar, bcel.jar, 
bindingservice-plugin.jar, bsh-1.3.0.jar, bsh-deployer.jar, 
hsqldb.jar, hsqldb-plugin.jar, jboss.jar, jboss-common-jdbc-
wrapper.jar, jboss-iiop.jar, jboss-j2ee.jar, jboss-jaxrpc.jar, jboss-
jca.jar, jboss-jsr77.jar, jboss-management.jar, jboss-monitoring.jar, 
jbossmq.jar, jbosssx.jar, jboss-transaction.jar, jgroups.jar, jmx-
adaptor-plugin.jar, jnpserver.jar, jpl-pattern.jar, jpl-util.jar, mail-
plugin.jar, properties-plugin.jar, scheduler-plugin.jar, scheduler-
plugin-example.jar, scout.jar, snmp-support.jar, 
webcallbackhandler.jar)(version 4.0.2), commons-beanutils.jar 
v1.6, commons-httpclient.jar v3.0, commons-logging.jar v1.0.3, 
javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, jaxb-api.jar v1.0.1, 
jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-xjc.jar 1.0.5, jaxrpc-
api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, jboss-cache.jar 
1.2.1, jboss-common.jar, jboss-jmx.jar v5.0.0.alpha, jboss-
minimal.jar v4.0.0, j2ee.jar v1.4, mail.jar1.3.1, relaxngDatatype.jar 
v1.0, saaj-impl.jar v1.2.1, xsdlib.jar v1.6.2.) 


HAAT-OS 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version P168: P168acv2.asm 
3200: 3200cv3.asm 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 


Additional file(s) loaded and version(s) P168 & 3200: Merge_FW_BTLDR.bat (Loading with source 


code) 
HAAT Listener: APACHE-LICENSE-2.0.txt 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


Restored the Build machine with prebuild image 
PreBuild2_04232010_ HL_P168_3200_ICR_TSMPlayer.GHO 


Record the filename of the build environment disk 
image  –  


Restored the Build machine with prebuild image 
PreBuild2_04232010_ HL_P168_3200_ICR_TSMPlayer.GHO 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild2_04232010_ 
HL_P168_3200_ICR_TSMPlayer.hash.txt 
 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild2_04232010_ HL_P168_3200_ICR_TSMPlayer.GHO 
 


Record the Final Build Version – Unique Identifier P168V768.BIN, 3200.bin 
Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 4/26/2020 10:30 am 


Compiler and Version See Build tools and versions 


Application Name P168 Controller,3200 Controller 
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Application Version Order None 


Obtain Names and Signatures of all persons 
present during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild3_04262010_P168_3200.GHO 
 


Record file signature of the final build (5.6.3.1) PostBuild3_04262010_P168_3200.hash.txt 
 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


P168V768 and 3200 post built component 4/26/2010 
 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


P168 and 3200_TBBuiltComponents_04262010.hash.txt 
 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have 
a unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


  
 Notes:  


1. 3/22/2010: Loaded all the COTS software for all the applications (Edge2Plus, Haat, Haat listener, ICR, TSMplayer, 
3200controller & p168 controller) except Platform Builder 5.0 Rollup updates for 2007(Which is used in HAAT OS 
creation).This Image is labeled as HL_E2P_HAAT_PostCots1_03192010.GHO. 


2. JarlTech COTS  CPSM.exe ,HEXBIN.exe,Link51.exe,X8051.exe are copied during COTS loading into 
C:\fw_btldr_merge_process\programs\.. 


3. 3/26/2010: After taking the PostCots1 image and before loading the source code, activated the HITIDE C Compiler, 
version 9. 


4. 3/26/2010: Loaded content of BatConf folder (located on source CD prepared by iBeta) at the time of source code 
loading  in C:\openssl folder. 


5. Loaded P168 boot loader file and 3200 bootloader files with Source code. 
6. 3/26/2010: Haat Listener: In section 4.3 Registered the Install Anywhere software. 
7. 3/26/2010:TSMPlayer: In section 3 loaded EdgeIII.snk signature file during the compilation process, this file is not a 


Source code file, this file is provided by Sequoia voting systems. 
 


4/16/2010: Listener.bin (from the 03262010) install is not working. 3 resource files( .classpath, .classpath and .project) 
are missing and 6 files(server.properties,build-jaxb.xml,build-listener.xml,compile.xml,packaging-haat.xml 
,server.properties) need updated files. To Resolve the situation, restored the build system from 
PreBuild_03262010_HL_P168_3200_ICR_TSMPlayer.GHO, and replaced 6 files and loaded 3 new resource files, 
hashed the system and took the image (PreBuild1_04162010_ HL_P168_3200_ICR_TSMPlayer.GHO). 
     Generated HaatListener certificate, and did the HaatListener build only. 
 
4/23/2010: Only P168 v7.68 build. Restored the build machine with PreBuild1_04162010_   
HL_P168_3200_ICR_TSMPlayer.GHO, and replaced the P168 latest source code. Performed the build. 
 
4/26/2010: Because of the wrong file name in the build process document, restored the machine with 
PreBuild2_04232010_ HL_P168_3200_ICR_TSMPlayer.GHO image. Performed only P168 and 3200 build. Final 
Image of this build is PostBuild3_04262010_P168_3200.GHO 
 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 4/26/2010 
iBeta:  Sridevi Jakileti 4/26/2010 
 
 
 
 
 


7.7.6  Trusted Build EDGE2plus (May 5, 2010) 
 


Application/ Component Version Language File Signature 







EAC Certification #-pending 


Page 21 of 46         (V)2010-08Sep-001(A) 


Application/ Component Version Language File Signature 


Edge2Plus 1.2.74 C# Edge2Plus1.2.74_TBSource.hash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document 
v1.11, 3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plus TSMPlayer Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.2, 3/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010  
HAAT Listener Signature Certificates Generation Process, 
v1.01, 3/2010 


Equipment Used Windows XP machine:  Dell Latitude D630 Laptop #3205 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


Restored the build system with 
PostCots3_04092010_E2P_APP.GHO 
PostC001.GHS Image 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVerson 1.5.4 


Build tool(s) and version(s)  P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2 (not installed on 


trusted build box, used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2 (not installed on 


trusted build box, used in chip burning process) 


TSMPlayer:  Microsoft Visual Studio .NET 2003 


HAAT-OS: 


       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation CD1 
and CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


 Java 2 Platform SDK 1.5.0_08 
JBoss IDE 1.5.1 GA 
Macrovision InstallAnywhere 2008 Enterprise 
Apache Chainsaw 1.2.9 
JBoss Application Server 4.0.2 
Java WSDP 1.6 
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Java WSDP 1.5 
Apache Ant version 1.6.5 
Java Enterprise Edition (J2EE) SDK 1.4 
Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version HAAT Listener: 


(Final COTS.v3 (COTS CD validated and created by iBeta)) 
antlr-2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-
framework-4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-
ws4ee.jar(4.0.2), cglib-2.1.jar, cleanimports.zip, commons-
codec-1.1.zip, commons-collections-2.1.1.jar, commons-dbcp-
1.2.1.zip, commons-discovery-0.2.zip(discovery.jar), commons-
fileupload-1.0.zip(commons-fileupload-1.0.jar), commons-
httpclient-3.1.zip, commons-lang-2.1.zip(commons-lang-2.1.jar), 
commons-logging-1.0.4.jar(logging.jar), commons-logging-api-
1.1..jar, commons-pool-1.2..zip, concurrent-1.3.2.jar, dom4j-
1.5.2.jar, ehcache-1.1.jar, hibernate3.jar, icu4j-3_8.jar, 
isorelax.jar , itext-1.01.jar, jasperreports-0.6.6.jar, jboss-
system.jar(5.0.0alpha), jdbcappender.jar(2.1.0.1), jtds-1.2.jar , 
log4j-1.2.9.jar, Msv-20030225.zip, mysql-connector-java-3.1.14-
bin.jar, odmg-3.0.jar, ojdbc14-9i.jar, axis-saaj-1.2.jar, 
xercesImpl-2.6.2.jar, commons-lang-2.0.jar, (activation.jar, 
autonumber-plugin.jar, bcel.jar, bindingservice-plugin.jar, bsh-
1.3.0.jar, bsh-deployer.jar, hsqldb.jar, hsqldb-plugin.jar, 
jboss.jar, jboss-common-jdbc-wrapper.jar, jboss-iiop.jar, jboss-
j2ee.jar, jboss-jaxrpc.jar, jboss-jca.jar, jboss-jsr77.jar, jboss-
management.jar, jboss-monitoring.jar, jbossmq.jar, jbosssx.jar, 
jboss-transaction.jar, jgroups.jar, jmx-adaptor-plugin.jar, 
jnpserver.jar, jpl-pattern.jar, jpl-util.jar, mail-plugin.jar, 
properties-plugin.jar, scheduler-plugin.jar, scheduler-plugin-
example.jar, scout.jar, snmp-support.jar, 
webcallbackhandler.jar) (version 4.0.2), commons-beanutils.jar 
v1.6, commons-httpclient.jar v3.0, commons-logging.jar v1.0.3, 
javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, jaxb-api.jar 
v1.0.1, jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-xjc.jar 
1.0.5, jaxrpc-api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, 
jboss-cache.jar 1.2.1, jboss-common.jar, jboss-jmx.jar 
v5.0.0.alpha, jboss-minimal.jar v4.0.0, j2ee.jar v1.4, 
mail.jar1.3.1, relaxngDatatype.jar v1.0, saaj-impl.jar v1.2.1, 
xsdlib.jar v1.6.2) 
HAAT OS: 


STANDARD_SDK.msi, STPC Consumer II BSP.msi 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
HAAT Listener: Openssl  0.9.7c, Key Tool Gui 4.7 
Edge2Plus CF Card COTS: VIA-S3G UniChrome IGP WinXP-


2K Video Card v6.14.10.178,APS Printer v1.4.0.03, AUDIO 
VYNIL AC97 Audio Card v6.14.1.4020, DMC9000 Touchscreen 
v5.0.0.0,EaseWinControl.dll v3.5.1945.35143 


Additional file(s) loaded and version(s) HAAT Listener: APACHE-LICENSE-2.0.txt 
Edge2Plus CF Card:Edge2Plus OS  Configuration files(loaded 


these files during source code load) 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


PostCots3_04092010_Edge2Plus_App.hash.txt 


Record the filename of the build environment disk 
image  –  


PostCots3_04092010_E2P_APP.GHO 
PostC001.GHS 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
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Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild_05052010_E2P.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild_05052010_E2P.GHO 
PreBu001.GHS 


Record the Final Build Version – Unique Identifier Edge2Plus 1.2.74 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 5/5/2010 12.05am 


Compiler and Version See Build tools and versions 


Application Name Edge2Plus 


Application Version Order None 


Obtain Names and Signatures of all persons present 
during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild_05052010_E2P.GHO 


Record file signature of the final build (5.6.3.1) PostBuild_005052010_E2P.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


E2P_TrustedImage: 
E2P_RiData_M300_1.2.74.exe 
E2P_RiData_M305_1.2.74.exe 
E2P_SanDisk_M300_1.2.74.exe 
E2P_SanDisk_M305_1.2.74.exe 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


E2P1.2.74_M300_RiData_CF.hash.txt 
E2P1.2.74_ M300_ SanDisk _CF.hash.txt 
E2P1.2.74_ M305_RiData_CF.hash.txt 
E2P1.2.74_ M305_ SanDisk _CF.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD) 
–  


NAS2 Drive 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


 
 Notes:  


1. Restore the build system with PostCots1 image  9HL_E2P_HAAT_PostCots1_03192010.GHO).  Added Jarltech 
printer, audio, touch screen, graphic drivers and Easewincontroll.dll, and then took image that is 
PostCots3_04082010_Edge2Plus_APP.GHO. 


2.  Copied Edge2Plus OS Configuration files (there are used in Bootable CF creation process on Edge2Plus machine) 
during Edge2Plus application source loading. 


3. After compilation copied the content of c:\sequoia\EdgeIII\output to CF card (created during Edge2Plus OS trusted 
build).And extracted the image from the CF card to trusted build system. 


4. 4/16/2010: Final trusted build images (E2P_RiData_M300_1.2.73, E2P_RiData_M305_1.2.73.exe, 
E2P_SanDisk_M300_1.2.73.exe, E2P_SanDisk_M305_1.2.73.exe) from 4/12/2010 having issue printer driver is 
missing, the reason for this is APS drivers not installed properly on the CF card.  To resolve this, restored the build 
system with PostBuild_04122010_E2P.GHO.Deleted 4 images files (E2P_RiData_M300_1.2.73, 
E2P_RiData_M305_1.2.73.exe, E2P_SanDisk_M300_1.2.73.exe, E2P_SanDisk_M305_1.2.73.exe) from 
C:\E2P_TrustedImages from the build system. Copied the content of C:\Sequoia\EdgeIII\OutPut to CF Card (latest 
CF card from   trusted PostBuild1) and extracted the image from the CF card named as 
E2P_RiData_M300_1.2.73.Changed the Model number on the CF (in EdgeApplication.exe.config file) card, using All 
Image extracted the image of the CF card named as E2P_RiData_M305_1.2.73.exe. Performed the same steps for 
SanDisk CF.  Then took the final hash and image (PostBuild_04162010) of the build system. 


5. 4/23/2010: P168 source code is changed, restored the build machine with  PostBuild_04162010_E2P.GHO image. 
Deleted P168v766.bin file and copied P168v768.bin(Built on 4/23/2010) in 
C:\Sequoia\EdgeIII\Output\Edge2p\ControllerUpdate\.Moved the all the files(E2P_RiData_M300_1.2.73, 
E2P_RiData_M305_1.2.73.exe, E2P_SanDisk_M300_1.2.73.exe, E2P_SanDisk_M305_1.2.73.exe) from 
c:\E2P_Trustedimages to C:\E2P_TrustedImages\Temp folder. Using the All Image extracted images to CF cards 
deleted P168V766.bin file and copied the P168V768.bin from the 
C:\Sequoia\EdgeIII\Output\Edge2p\ControllerUpdate\. Extracted (using All Image) the image from the CF card 
named as E2P_RiData_M305_1.2.73(checked  the model number in EdgeApplication.exe.config file) and saved to 
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c:\E2P_trsutedImages.Changed the model number in EdgeApplication.exe.config file in CF card and extracted the 
image of cf card to c:\E2P_trsutedImages.Same steps repeated for SanDisk CF card. 


6. 4/26/2010: Due to wrong file name in P168 build procedure document, restored the build system with 
PostBuild3_04232010_E2P.GHO image. Replaced P168v766.bin file in 
C:\Sequoia\EdgeIII\Output\Edge2p\ControllerUpdate\ with P168v766.bin (Built on 4/26/2010). Moved the all the 
files(E2P_RiData_M300_1.2.73, E2P_RiData_M305_1.2.73.exe, E2P_SanDisk_M300_1.2.73.exe, 
E2P_SanDisk_M305_1.2.73.exe) from c:\E2P_Trustedimages to C:\E2P_TrustedImages\Temp folder. Using the All 
Image extracted images to CF cards replaced P168v768.bin file. Using All Image extracted the image from the CF 
card to the c:\E2P_TrustedImages depending the model number and CF card type saved the image files 
E2P_RiData_M300_1.2.73, E2P_RiData_M305_1.2.73.exe, E2P_SanDisk_M300_1.2.73.exe, 
E2P_SanDisk_M305_1.2.73.exe.  Finally removed the Temp folder. 


7. 5/5/2010: Restored the machine with PostCots3_04092010_E2P_APP.GHO Image, copied the latest source code 
and E2P-OS configuration files.After hash and image, before compilation copied TSMPlayer prebuilt components to 
C:\Sequoia\EdgeIII\Source\EdgeCommon\  and msvcr71.dll file moved(from trusted build system) to 
C:\Sequoia\EdgeIII\Source\EdgeCommon\.Moved C:\EaseSoft\EaseWinControl.dll to 
C:\Sequoia\EdgeIII\Output\Edge2p\EdgeUpdate\. Copied the P168V768.bin (pre built component) to 
C:\Sequoia\EdgeIII\Source\P168Controller. Performed the build ,then copied the content of c:\sequoia\EdgeIII\output 
to RiData CF and SanDisk cards (This CF cards are created during Edge2Plus OS trusted build) and extracted the 
images from both the CF cards (checked  the model number in EdgeApplication.exe.config file ) to trusted build 
system. Depending on the model number created 4 images.   


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Ronald Morales 5/5/2010 
iBeta:  Sridevi Jakileti 5/5/2010 
 
 


7.7.7  Trusted Build Insight, MPR, and VVPAT (May 19, 2010) 
 


Application/ Component Version Language File Signature 


Edge2 5.2.14 C 20100514.tb.seq.frm.srccd.hash.txt 
Edge2 5.2.8 ASM “ 
Insight APX L2.18.100


205.1359 
Z80 “ 


Insight HPX L1.46.100
205.1100 


Z80 “ 


MPR  3.01.0842
2.0552 


ASM 
64180 


“ 


Card Activator 5.2.5 C “ 
WinETP 1.16.10 C++ “ 
ABU 8.7.7 C “ 
VVPAT (VeriVote) 1.04 PIC-ASM “ 
Svsfdisk 20091116 C++ “ 
Fwcrc 20091116 C++ “ 
CAInstaller 20091116 C++ “ 


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) System 4.0 Firmware Build Notes v1.05 4/2010 
Equipment Used Dell Optiplex 330  


S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 


2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


see WinEDS 4.0 Witness of Trusted Build starting on 3/12/2010 
restored from postcots10_wineds4tb_20100421.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 
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Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


K. Wilson 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


K. Wilson 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 
Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000  
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
VI Labs Code Armour 


Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer) (as above) 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
WinEDS Setup_Resources (as above) 
WinEDS Server (as above) 
WinEDS Election Reporting (as above) 
WinEDS Installation  Install V.I Labs Code Armour 
Firmware 


Borland C++ 5.01 
FLIP 1.8.8 
Keil uMicrovision 2 
MPLab Tools 7.60 


3
rd


 Party Libraries and Version See DLLs below 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
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-MS Build SDC Tasks Library v2.1.2688.0 
-MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
- MS ReportViewer 2005 SP1 redistributable 
- Datalight ROM-DOS v7.1SU 


Additional file(s) loaded and version(s) script file for Cruise Control (not used here) 
batch files in folder: firmware\build 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


20100421.seq.tb.postcots10.hash.txt 


Record the filename of the build environment disk 
image  –  


Postcots10_wineds4tb_30100421.GHO 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) 20100514.tb.seq.frm.srccd.hash.txt 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


K. Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


20100519.tb.seq.winedsfrmwr.prebuild.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


prebuild_wineds4frmwr_2010519.gho 


Record the Final Build Version – Unique Identifier WinEDS 4.0 firmware 2010-05-19 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 5/19/2010 15:25 (GMT-7) 


Compiler and Version  - WinETP: 
Borland C++ Professional v3.0 
InstallShield Express v.2.12 


- Insight HPX, APX: 2500 AD Software x280 Assembler v.4.03a 
- MPR:  2500 AD Software 64180 Assembler v.4.01a 
- Edge II: 


Metaware High C/C++ v.3.31 
Systems & Software SPLINK 386 v.1.6b 


 - Card Activator :Borland C++ Professional v3.0 
- ABU:  Keil PK51 Professional Developers Kit (uVision v2.38) 
- VVPAT: Microchip MPLab IDE v7.60a 


Application Name - WinETP  1.16.10 
- Insight HPX  L1.46.100205.100 
- Insight APX L2.18.100205.1359 
- MPR 3.01.08422.0552 
- Edge II 5.2.14 
- Card Activator 5.2.5 
- ABU not built in this build 
- VVPAT 1.04 


Application Version Order WinEDS 4.0 and as above 


Obtain Names and Signatures of all persons present 
during build (record below) 


D. Anderson 
K. Wilson 
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Issue(s) and Resolution(s) None 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) Postbuild_wineds4frmwr_20100519.GHO 


Record file signature of the final build (5.6.3.1) 20100519.tb.seq.wineds4frmwr.postbuild.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


APXL218.TSK, EdgeCF, HPXL146.TSK, NEW_PACK.TSK, 
and vvpat.HEX on CD 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


20100519.tb.seq.winedsfrmwr.install.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD) 
–  


Drive NAS2 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


Drive NAS2 


Explanation of any significant differences observed None 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  Dave Anderson 5/20/2010 


            iBeta:  Kevin Wilson 5/20/2010 
 


7.7.8  Trusted Build ABU (May 20, 2010) 
 


Application/ Component Version Language File Signature 


Edge2 5.2.14 C 20100514.tb.seq.frm.srccd.hash.txt 
Edge2 5.2.8 ASM “ 
Insight APX L2.18.100


205.1359 
Z80 “ 


Insight HPX L1.46.100
205.1100 


Z80 “ 


MPR  3.01.0842
2.0552 


ASM 
64180 


“ 


Card Activator 5.2.5 C “ 
WinETP 1.16.10 C++ “ 
ABU 8.7.7 C “ 
VVPAT (VeriVote) 1.04 PIC-ASM “ 
Svsfdisk 20091116 C++ “ 
Fwcrc 20091116 C++ “ 
CAInstaller 20091116 C++ “ 


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) System 4.0 Firmware Build Notes v1.05 4/2010 
Equipment Used Dell Optiplex 330  


S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 


2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


see WinEDS 4.0 Witness of Trusted Build starting on 3/12/2010 
restored from postcots10_wineds4tb_20100421.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


K. Wilson 


Witness attests to verifying that the source code being K. Wilson 
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built is the source code provided by iBeta 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 
Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000  
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
VI Labs Code Armour 


Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer) (as above) 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
WinEDS Setup_Resources (as above) 
WinEDS Server (as above) 
WinEDS Election Reporting (as above) 
WinEDS Installation  Install V.I Labs Code Armour 
Firmware 


Borland C++ 5.01 
FLIP 1.8.8 
Keil uMicrovision 2 
MPLab Tools 7.60 


3
rd


 Party Libraries and Version See DLLs below 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
-MS Build SDC Tasks Library v2.1.2688.0 
-MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
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-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
- MS ReportViewer 2005 SP1 redistributable 
- Datalight ROM-DOS v7.1SU 


Additional file(s) loaded and version(s) script file for Cruise Control (not used here) 
batch files in folder: firmware\build 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


20100520.tb.seq.wineds4.postcots11.hash.txt 


Record the filename of the build environment disk 
image  –  


postcots11_wineds4_20100520.gho 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) 20100514.tb.seq.frm.srccd.hash.txt 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


K. Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


20100520.tb.seq.winedsfrmwr.prebuild.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


prebuild_wineds4frmwr_2010520.gho 


Record the Final Build Version – Unique Identifier WinEDS 4.0 firmware 2010-05-20 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 5/20/2010 13:45 (GMT-7) 


Compiler and Version  - WinETP: 
Borland C++ Professional v3.0 
InstallShield Express v.2.12 


- Insight HPX, APX: 2500 AD Software x280 Assembler v.4.03a 
- MPR:  2500 AD Software 64180 Assembler v.4.01a 
- Edge II: 


Metaware High C/C++ v.3.31 
Systems & Software SPLINK 386 v.1.6b 


 - Card Activator :Borland C++ Professional v3.0 
- ABU:  Keil PK51 Professional Developers Kit (uVision v2.38) 
- VVPAT: Microchip MPLab IDE v7.60a 


Application Name - ABU 8.7.7 
- other source code not built because it was built on 5/19/2010 


Application Version Order WinEDS 4.0 and as above 


Obtain Names and Signatures of all persons present 
during build (record below) 


D. Anderson 
K. Wilson 


Issue(s) and Resolution(s) None 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) postbuild_wineds4frmwr_20100520.gho 


Record file signature of the final build (5.6.3.1) 20100520.tb.seq.winedsfrmwr.postbuild.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


header on all CD’s 
(CD combines results of 5/19/2010 and 5/20/2010 builds) 


iBeta Trusted Build  Sequoia Voting Systems 5/20/2010 
Installers 
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WinEDS 4.0 Firmware 
Firmware Products CD 


Hashes 
WinEDS 4.0.170 & firmware 
Hashes CD 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


20100520.tb.seq.winedsfrmwr.install.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD)  


Drive NAS2 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


Drive NAS2 


Explanation of any significant differences observed Note 1 


Note: 
1. Due to the failure of ABU to build on 5/19/2010, postcots10_wineds4tb_20100421.GHO was restored and uVision 


was uninstalled and reinstalled with the known good registration floppy in the A: USB drive. Then 
20100520.tb.seq.wineds4.postcots11.hash.txt and postcots11_wineds4_20100520.gho were taken 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  David Anderson 6/2/2010 
iBeta:  Kevin Wilson 6/2/2010 


 
 


7.7.9  Trusted Build Card Activator (June 2, 2010) 
 


Application/ Component Version Language File Signature 


Card Activator 5.2.6 C 20100602.tb.seq.winedsfrmw.srccd
.hash.txt 


 


WinETP 1.16.11 C++ “ 


 


Document Prior to the Trusted Build:  


Vendor Name Sequoia Voting Systems 


Vendor Consultant(s) (5.6) Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) System 4.0 Firmware Build Notes v1.05 4/2010 


Equipment Used Dell Optiplex 330  
S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 
2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


see WinEDS 4.0 Witness of Trusted Build starting on 3/12/2010 
restored from postcots11_wineds4_20100520.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


see Notes 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


K. Wilson 
D. Anderson 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
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Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 
Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000  
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
VI Labs Code Armour 


Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer) (as above) 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
WinEDS Setup_Resources (as above) 
WinEDS Server (as above) 
WinEDS Election Reporting (as above) 
WinEDS Installation 


Install V.I Labs Code Armour 
Firmware 


Borland C++ 5.01 
FLIP 1.8.8 
Keil uMicrovision 2 
MPLab Tools 7.60 


3
rd


 Party Libraries and Version See DLLs below 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
-MS Build SDC Tasks Library v2.1.2688.0 
- MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
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- MS ReportViewer 2005 SP1 redistributable 
- Datalight ROM-DOS v7.1SU 


Additional file(s) loaded and version(s) None 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


2010520.tb.seq.wineds.postcots11.hash.txt 


Record the filename of the build environment disk 
image  –  


Postcots11_wineds_20100520.GHO 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) See table of source code above 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


K. Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


20100602.tb.seq.frmwr.prebuild.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


prebuild_winedsfrm_20100602.gho 


Record the Final Build Version – Unique Identifier WinEDS 4.0 firmware 2010-06-02 
CA 5.2.6 
WinETP 1.16.11 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 6/02/2010   11:20  (GMT-7) 


Compiler and Version  - WinETP 
Borland C++ Professional v3.0 
InstallShield Express v.2.12 


- Insight HPX, APX 
2500 AD Software x280 Assembler v.4.03a 


- MPR 
2500 AD Software 64180 Assembler v.4.01a 


- Edge II 
Metaware High C/C++ v.3.31 
Systems & Software SPLINK 386 v.1.6b 


   - Card Activator 
Borland C++ Professional v3.0 


- ABU 
Keil PK51 Professional Developers Kit (uVision v2.38) 


- VVPAT 
Microchip MPLab IDE v7.60a 


Application Name - Card Activator 5.2.6 
 - WinETP 1.16.11 
- other source code not built because it was built on 5/19/2010-
5/20/2010 


Application Version Order WinEDS 4.0 and as above 


Obtain Names and Signatures of all persons present 
during build (record below) 


Listed below 


Issue(s) and Resolution(s) None 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) 20100602.tb.seq.winedsfrmw.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_winedsfrm_20100602.gho 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


Header on all CD’s 


iBeta Trusted Build  Sequoia Voting Systems WinEDS 4.0  
Firmware Build, CA & WinETP 
6/2/2010 
Installers 


Installers & Hashes 
Copy  x of 2 







EAC Certification #-pending 


Page 33 of 46         (V)2010-08Sep-001(A) 


Hashes 


included in above CD 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


20100602.tb.seq.winedsfrmw.hashes.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD) 
–  


NAS2 Drive 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed None. 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Sequoia:  David Anderson 6/2/2010 


 iBeta:  Kevin Wilson 6/2/2010 
 
 


7.7.10  Trusted Build Edge II (July 9, 2010) 
 


Application/ Component Version Language File Signature 


Edge2 5.2.16 C 20100709.tb.dvs.frmwr.srccd.hash.txt 
 


WinETP 1.16.11 C++ “ 


 


Document Prior to the Trusted Build:  


Vendor Name Dominion Voting Systems 


Vendor Consultant(s) (5.6) Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) System 4.0 Firmware Build Notes v1.06 6/2010 


Equipment Used Dell Optiplex 330  
S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 


2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


see WinEDS 4.0 Witness of Trusted Build starting on 3/12/2010 
restored from postcots11_wineds4_20100520.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


see Notes 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


K. Wilson 
D. Anderson 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


Windows XP SP2 
CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 
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Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000  
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
VI Labs Code Armour 


Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer)  


as above 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
WinEDS Setup_Resources 


as above 
WinEDS Server 


as above 
WinEDS Election Reporting 


as above 
WinEDS Installation 


Install V.I Labs Code Armour 
Firmware 


Borland C++ 5.01 
FLIP 1.8.8 
Keil uMicrovision 2 


               MPLab Tools 7.60 


3
rd


 Party Libraries and Version See DLLs below 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
-MS Build SDC Tasks Library v2.1.2688.0 
- MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
- MS ReportViewer 2005 SP1 redistributable 
- Datalight ROM-DOS v7.1SU 
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Additional file(s) loaded and version(s) script file for Cruise Control (not used here) 
batch files in folder: firmware\build 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


20100520.tb.seq.wineds4.postcots11.hash.txt 
 


Record the filename of the build environment disk 
image  –  


postcots11_wineds4_20100520.gho 
 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) See table of source code above 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


K. Wilson 


Method of Build Witness Trusted Build, manual and scripts 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


20100709.tb.dvs.frmwr.prebuild.hash.txt 
 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


prebuild_20100709_frmwr.gho 
 


Record the Final Build Version – Unique Identifier WinEDS 4.0 firmware 2010-07-09 
CA 5.2.16 
WinETP 1.16.13 


Certification Application Number (if applicable) N/A 


Document during the Trusted Build:  


Date / Time Build Initiated 07/09/2010 


Compiler and Version   WinETP 
Borland C++ Professional v3.0 
InstallShield Express v.2.12 


  Insight HPX, APX 
2500 AD Software x280 Assembler v.4.03a 


  MPR 
2500 AD Software 64180 Assembler v.4.01a 


  Edge II 
Metaware High C/C++ v.3.31 
Systems & Software SPLINK 386 v.1.6b 


 Card Activator 
Borland C++ Professional v3.0 


  ABU 
Keil PK51 Professional Developers Kit (uVision v2.38) 


 VVPAT 
Microchip MPLab IDE v7.60a 


Application Name - Card Activator 5.2.6 
- WinETP 1.16.11 
- other source code not built because it was built on 5/19/2010-
5/20/2010 


Application Version Order WinEDS 4.0 and as above 


Obtain Names and Signatures of all persons present 
during build (record below) 


Listed below 


Issue(s) and Resolution(s) See notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) 20100709.tb.dvs.frmwr.postbuild.hash.txt 
Record file signature of the final build (5.6.3.1) postbuild_20100709_frmwr.gho 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


Header on all CD’s 


iBeta Trusted Build  Dominion Voting Systems 
WinEDS 4.0  
Firmware Build, Edge 5.2.16 & WinETP 1.16.13 
07/09/2020 
Installers 


Installers & Hashes 
Copy  x of 2 
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Hashes 


included in above CD 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


included above 
 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD) 
–  


NAS2 Drive 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed None 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Dominion:  David Anderson 7/9/2010 


 iBeta:  Kevin Wilson 7/9/2010 
 
 


7.7.11  Trusted Build HAAT Application (July 9, 2010) 


 


Application/ Component Version Language File Signature 


HAAT 2.6.34 C# HAAT2.6.34_TBSource_07092010.h
ash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Dominion Voting Systems 


Vendor Consultant(s) (5.6) Ronald Morales 


Witness Name (5.6) Sridevi Jakileti 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


EDGE2plus Operating System Image Creation Document, 
v1.11, 3/2010 
EDGE2plus Application Compilation Document, v1.09, 3/2010 
EDGE2plusTSM Player Compilation Process, v1.4, 3/2010 
P168 Controller Trusted Build Guide Document, v1.02, 3/2010 
3200 Controller Trusted Build Guide, v1.04, 3/2010 
HAAT Application Compilation, v1.7, 6/2010 
HAAT Operating System Trusted Build Guide, v1.14, 3/2010 
INSIGHT Cartridge Reader Trusted Build Guide, v1.03, 3/2010 
WinEDS/HAAT Listener Source Code Compilation Process, 
v1.06, 3/2010 
HAAT Listener Signature Certificates Generation Process, 
v1.01, 3/2010 


Equipment Used Windows XP machine: 
Dell Latitude D630 Laptop #3205 


iBeta COTS used to clean the build environment 
disk (name and version) (5.6.1.1) 


Restored the image from the previous trusted build 


PreBuild_HAAT_04132010.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


Sridevi Jakileti 


Witness attests to verifying that the source code 
being built is the source code provided by iBeta 


Ronald Morales 


Build Environment Operating System Microsoft Windows XP SP2 


Vendor CM Tool and version SubVersion 1.5.4 


Build tool(s) and version(s) P168 Controller Compilation: 
      LabTool-48XP/UXP for Windows v 7.2(Not installing on 


trusted build box,used in chip burning process) 
ICR Compilation: 


HITIDE C Compiler, version 9.01 – HITECH Software 
3200 controller: 
   LabTool-48XP/UXP for Windows v 7.2(Not installing on 


trusted build box, used in chip burning process) 
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TSMPlayer:  


Microsoft Visual Studio .NET 2003 
HAAT-OS: 


       Microsoft Windows CE 5.0 
       Embedded Visual C++ 4.0 
HAAT-Application 


       Microsoft Visual Studio .NET 2005 Professional Edition 
Edge2Plus-OS 


       Microsoft Windows Embedded Studio SP1 Installation 
CD1, CD2 


       Microsoft Windows Embedded Studio SP2 Installation CD 
Edge2Plus-Application: 


       Microsoft Visual Studio .NET 2003 
       Remotesoft Salamander .NET Protector 3 
Haat Listener: 


 Java 2 Platform SDK 1.5.0_08 
JBoss IDE 1.5.1 GA 
Macrovision InstallAnywhere 2008 Enterprise 
Apache Chainsaw 'release_20060302’ 
JBoss Application Server 4.0.2 
Java WSDP 1.6 
Java WSDP 1.5 
Apache Ant version 1.6.5 
Java Enterprise Edition (J2EE) SDK 1.4 
Eclipse XDoclet 1.2 


3
rd


 Party Libraries and Version 
HAAT Listener: 


(Final COTS.v3(COTS CD validated and created by iBeta) )antlr-
2.7.5H3.jar, asm-1.5.3.jar, asm-attrs-1.5.3.jar, avalon-framework-
4.1.5.jar, axis-bin-1_4.zip(axis.jar), axis-ws4ee.jar(4.0.2), cglib-
2.1.jar, cleanimports.zip, commons-codec-1.1.zip, commons-
collections-2.1.1.jar, commons-dbcp-1.2.1.zip, commons-
discovery-0.2.zip(discovery.jar), commons-fileupload-
1.0.zip(commons-fileupload-1.0.jar), commons-httpclient-3.1.zip, 
commons-lang-2.1.zip(commons-lang-2.1.jar), commons-logging-
1.0.4.jar(logging.jar), commons-logging-api-1.1..jar, commons-
pool-1.2..zip, concurrent-1.3.2.jar, dom4j-1.5.2.jar, ehcache-
1.1.jar, hibernate3.jar, icu4j-3_8.jar, isorelax.jar , itext-1.01.jar, 
jasperreports-0.6.6.jar, jboss-system.jar(5.0.0alpha), 
jdbcappender.jar(2.1.0.1), jtds-1.2.jar , log4j-1.2.9.jar, Msv-
20030225.zip, mysql-connector-java-3.1.14-bin.jar, odmg-3.0.jar, 
ojdbc14-9i.jar, axis-saaj-1.2.jar, xercesImpl-2.6.2.jar, commons-
lang-2.0.jar, (activation.jar, autonumber-plugin.jar, bcel.jar, 
bindingservice-plugin.jar, bsh-1.3.0.jar, bsh-deployer.jar, 
hsqldb.jar, hsqldb-plugin.jar, jboss.jar, jboss-common-jdbc-
wrapper.jar, jboss-iiop.jar, jboss-j2ee.jar, jboss-jaxrpc.jar, jboss-
jca.jar, jboss-jsr77.jar, jboss-management.jar, jboss-
monitoring.jar, jbossmq.jar, jbosssx.jar, jboss-transaction.jar, 
jgroups.jar, jmx-adaptor-plugin.jar, jnpserver.jar, jpl-pattern.jar, 
jpl-util.jar, mail-plugin.jar, properties-plugin.jar, scheduler-
plugin.jar, scheduler-plugin-example.jar, scout.jar, snmp-
support.jar, webcallbackhandler.jar)(version 4.0.2), commons-
beanutils.jar v1.6, commons-httpclient.jar v3.0, commons-
logging.jar v1.0.3, javax.servlet.jar v2.4, javax.servlet.jsp.jar v2.0, 
jaxb-api.jar v1.0.1, jaxb-impl.jar v1.0.5, jaxb-libs.jar v1.0.5, jaxb-
xjc.jar 1.0.5, jaxrpc-api.jar 1.1, jaxrpc-impl.jar 1.1.2, jaxrpc-spi.jar, 
jboss-cache.jar 1.2.1, jboss-common.jar, jboss-jmx.jar 
v5.0.0.alpha, jboss-minimal.jar v4.0.0, j2ee.jar v1.4, mail.jar1.3.1, 
relaxngDatatype.jar v1.0, saaj-impl.jar v1.2.1, xsdlib.jar v1.6.2.) 


HAAT-OS 


STANDARD_SDK.msi, STPC Consumer II BSP.ms 


3
rd


 Party Source Code (COTS) and Version None 
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3
rd


 Party DLLs, Drivers, etc. and Version(s) WinRAR v3.70, All Image v1.3.1 
Haat listener: Openssl  0.9.7c, Key Tool Gui 4.7 
Edge2Plus:Remotesoft Salamander .NET Protector 3 
HAAT-OS: Air555.dll,Air555ser.dll,INMSER.dll, HP USB Disk 


Storage Format Tool, Windows CE Rollup Update for 
2007,Windows CE 5.0 Standard SDK,STPC Consumer II BSP 
HAAT_APP: ICSharpCode.SharpZipLib.dll v0.83.1.0 


Additional file(s) loaded and version(s) HAAT Listener: APACHE-LICENSE-2.0.txt 


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


Restored the image from the previous trusted build 
PreBuild_HAAT_04132010.GHO 


Record the filename of the build environment disk 
image  –  


Restored the image from the previous trusted build 
PreBuild_HAAT_04132010.GHO 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Sridevi Jakileti 


Loading Source Code (EAC Program Manual 
5.6.2) 


 


Record the file signature of the source code (5.6.2.1) See table of source code, above 


Additional files loaded at time of source code N/A 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


Sridevi Jakileti 
 


Method of Build Witness Trusted Build 


Record the combined source code and pre-build 
environment file signature (5.6.2.2) 


PreBuild_07092010_HAAT.hash.txt 


Record the combined source code and pre-build 
environment disk image (5.6.2.3) 


PreBuild_HAAT_007092010.GHO 
PreBu001.GHS 
PreBu002.GHS 


Record the Final Build Version – Unique Identifier 2.6.34 


Certification Application Number (if applicable) None 


Document during the Trusted Build:  


Date / Time Build Initiated 7/9/2010 9.30am 


Compiler and Version See Build tools and versions 


Application Name HAAT 


Application Version Order 2.6.34 


Obtain Names and Signatures of all persons present 
during build (record below) 


Sridevi Jakileti 
Ronald Morales 


Issue(s) and Resolution(s) See Notes 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) PostBuild_07092010_HAAT.GHO 


Record file signature of the final build (5.6.3.1) PostBuild_07092010_HAAT.hash.txt 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


HAAT 2.6.34 TB Installs and Hashes, 7/9/2010 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


HAAT2.6.34_TrustedBuildInstalls_07092010.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., 
CD) –  


NAS2 Drive 


Record each piece of media that is part of the pre-
build and post-build archive disks  (each must have 
a unique identifier) (5.6.2.4, 5.7.2, 5.7.3) 


NAS2 Drive 


Explanation of any significant differences observed See Notes 


    Notes:  
1. Restored the Build system from PostCots_HAAT_OS_PostCots2_03312010.GHO, and loaded Partition magic 8.0 


files (utilities\Dos and DOSMAKE folders) to C:\PartitionMagic.Copied DOS6.22 floppy disk content to 
C:\DOS6.22.Loaded ICSharpCode.SharpZipLib.dll to C:\ICSharpCode. 


2. Loaded config.xml and boot.ini (CF card config files) files to C:\CF Config Files during source code loading. 
 
4/26/2010 12.30PM: Due to 3200.bin file name problem in build process, restored the build system with 
PostBuild_HAAT_04132010.GHO image and replaced the 3200.bin file (built on 4/26/2010) with 
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C:\Sequoia\HAAT\OutPut\APP2.6.32\3200.BIN and C:\3200v4.3\3200.bin.Moved C:\HAAT_TrustedImages to Temp 
folder, by using All Image extracted c:\TrustedImages\Temp\ HAAT100_2.6.32_RiData.exe to CF card then 
replaced the 3200.bin file. Extracted CF card image to C:\HAAT_TrustedImages\ HAAT100_2.6.32_RiData.exe. 
Repeated the same way for remaining 3 images.  Finally deleted the Temp folder from C:\TrustedImages.  Took the 
Hash and image of the build system. 
 
7/9/2010: Restored the build system with PreBuild_HAAT_04132010.GHO image. Deleted HAAT old source code 
and copied new source code.  Replaced new config.xml file in C:\CF Config Files. Imaged and hashed the build 
system.1) Copied ICSharpcode.SharpZipLib.dll from C:\ICSharpcode to 
C:\Sequoia\HAAT\Source\Smartmatic.HAAT. 2) Copied 3200.bin file (from 4/26/2010 Trusted Build) to 
C:\3200V4.3. 3) Copied HaatUtil.dll (from 4/9/2010 Trusted Build) to 
c:\Sequoia\HAAT\Source\Smartmatic.HAAT.APP.4) Loaded NK.bins (from 4/9/2010 Trusted Build) for all HAAT 
models to C:\HAAT_OS_TB_OutPut, then performed HAAT build. 
 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Dominion:  Ronald Morales 7/09/2010       
iBeta:  Sridevi Jakileti 7/09/2010     


 


7.7.12  Trusted Build WinEDS (September 2, 2010) 
 


Application/ Component Version Language File Signature 


WinEDS Workstation  
4.0.175 


Power-Script 20100902.tb.dvs.srccd.hash.txt (1) 


WinEDS Server 4.0.175 T-SQL " 


Election_Reporting 4.0.73 T-SQL " 


WinEDS Election Reporting 4.0.73 VB.NET " 


Extended Services    


Election Management System 1.0.81.0 C# " 


Snap-Ins (Extended Services)    


Manual Data Entry 1.0.77.0 C# " 


Database Manager 1.0.40.0 C# " 


MediaLoader 1.0.16.0 C# " 


Ranked Choice Voting 1.0.21.0 C# " 


CLR 1.0.13.0 C# " 


SelectionCodeGenerator 1.0.12.0 C# " 


Teamwork 1.0.29.0 C# " 


Utilities    


CartridgeHelper 1.0.3.0 C# " 


DatabaseSetupHelper 1.0.8.0 C# " 


DongleHelper 1.0.5.0 C# " 


GifConverter 1.0.2.0 C# " 


ReportViewerVersionChecker 1.0.2.0 C# " 


MembershipHelper  1.0.2.0 C# " 


SecurityHelper 1.0.2.0 C# " 


VirtualCartridges 1.0.4.0 C# " 


Visio Controller 1.0.5.0 C# " 


MS Build Tasks 1.0.2.0 C# " 


VisioUtilities    


ContestPreview 4.0.36 VB6 " 


ContestPreviewEdge 4.0.36 VB6 " 


Header 4.0.36 VB6 " 


HeaderEdge 4.0.36 VB6 " 


Layout 4.0.36 VB6 " 


LayoutEdge 4.0.36 VB6 " 


Application Support    


AvcCore 1.2.42.0 C++ " 


AvcEdge 1.2.73.0 C++ " 


Cryptscr 1.1.2.1 C++ " 


ScriptWiz 2.2.26.0 C++ " 
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Document Prior to the Trusted Build:  


Vendor Name Dominion Voting Systems 


Vendor Consultant(s) (5.6) Jessica Bowers 
Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


WinEDS (Windows Election Database System) Build Process 
Release 4.0 v1.16 August 2010 


Equipment Used Dell Optiplex 330  
S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 


2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


environment restored from  
postcots11_wineds4tb_20100520.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


K Wilson 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


K Wilson see above hashes 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


Windows XP SP2 
CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 
Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
MS Visual Studio 2005 


seq400c 1.2.10.0 C++ " 


seqmisc 1.0.4.1 C++ " 


seqmpr 1.0.20.0 C++ " 


spv400c 1.2.54.0 C++ " 


spvutil 1.2.23.0 C++ " 


svsdbscr 1.0.12.0 C++ " 


svsmpr 1.0.74.0 C++ " 


SetupResources 1.2.2 VB.NET " 


RunRegisterAll 1.1.0 C++ " 


WinEDS Build Resources Dated 
6/18/10 


 20100819.tb.dvs.wineds.ressrccd.hash.t
xt 
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Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer) (as above) 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
SQL Server Client installer 


WinEDS Setup_Resources (as above) 
WinEDS Server (as above) 
WinEDS Election Reporting (as above) 
WinEDS Installation 


InstallShield v.12 
Firmware 


Borland C++ 5.01 
FLIP 3.3.4 (not installed, used for EPROM installation) 
Keil uMicrovision 2 
MPLab Tools 7.60 


3
rd


 Party Libraries and Version As below under DLL’s 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
-MS Build SDC Tasks Library v2.1.2688.0 
- MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
- MS ReportViewer 2005 SP1 redistributable 


Additional file(s) loaded and version(s) script file for Cruise Control & resources 
see  


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


20100520.tb.seq.wineds4.postcots11.hash.txt 


Record the filename of the build environment disk 
image  –  


restored from postcots11_wineds4tb_20100520.GHO 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) Listed in the table above 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 


K. Wilson 
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(5.6.2.1) 


Method of Build Witness Cruise Control 


Record the combined source code and environment file 
signature (5.6.2.2) 


20100902.tb.dvs.wineds40175.prebuild.hash.txt 


Record the combined source code and environment 
disk image (5.6.2.3) 


prebuild_wineds40175_20100902.gho 


Record the Final Build Version – Unique Identifier WinEDS 4.0.175 
WinEDS Server 4.0.175 
WinEDS Workstation 4.0.175 
Extended Services 1.0.81 
Election Reporting 4.0.73 


Certification Application Number (if applicable) #SEQ-40-2007-WI 


Document during the Trusted Build:  


Date / Time Build Initiated 11:20 9/2/2010 MDT (GMT-6) 


Compiler and Version various 
All WinEDS Applications 


-Cruise Control v1.3 
WinEDS Extended Services 


-C# -- MS Visual Studio .NET 2005 
- WiX v.3.0 


WinEDS Visio Utilities 


MS Visual Studio 6.0 SP6 -- VB6 
FreeToDev.MSBuild Tasks v1.7.926.0 


WinEDS Application Support 


MS Visual Studio 6.0 SP 6 – C++ 
WinEDS Workstation 


-PB - Powerbuilder v.10.5 
- Code Armor v2.2 


WinEDS Setup_Resources 


MS Visual Studio .NET 2005 
WinEDS Server 


InstallShield  


Application Name WinEDS 4.0.175 
WinEDS Workstation 4.0.175 
WinEDS Server 4.0.175 
WinEDS Extended Services 1.0.81 
 WinEDS Election Reporting 4.0.73 


Application Version Order WinEDS 4.0.175 


Obtain Names and Signatures of all persons present 
during build (record below) 


Dave Anderson 
Jessica Bowers 
Kevin Wilson 


Issue(s) and Resolution(s) See notes below 


Explanation of any significant differences observed See notes below 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) 20100902.tb.dvs.wineds40175.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_wineds40175_20100902.GHO 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


Each CD labeled with header: 
iBeta Trusted Build 
Dominion Voting Systems WinEDS 4.0  
Sep-02-2010 Copy x of y 


Installation CD: 
Installation and Hashes 
WinEDS 4.0.175 , WinETP 1.16.15 
Copy x of 2  


Source CD: 
Source Code WinEDS 4.0.175 WinETP 1.16.15 
Copy 1 of 1 used in build 


Resource CD dated 8/18/2010 
Resource CD dated 5/20/2010 


Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


20100902.tb.dvs.wineds40175.install.hash.txt 


Record the file signature of executable code (5.7.4) included in post-build hash 
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Record the unique identifies of has disk and disk type See above 


Record the file signatures of has CD (5.7.4) 20100902.tb.dvs.wineds40175.hashes.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD)  


Drive NAS2 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


Drive NAS2 


Explanation of any significant differences observed See notes below 


Notes:  
1. Firmware and PC application builds were combined, but each has its separate build sheet. (Similar to what was 


done in witness builds). 
 


Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Dominion:  Dave Anderson 9/2/2010 
Dominion:  Jessica Bowers 9/2/2010 
iBeta:  Kevin Wilson 9/2/2010 


 


7.7.13  Trusted Build WinETP (September 2, 2010) 
 


 


 


Document Prior to the Trusted Build:  


Vendor Name Dominion Voting Systems 


Vendor Consultant(s) (5.6) Jessica Bowers 
Dave Anderson 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) System 4.0 Firmware Build Notes v1.07 July 2010 


Equipment Used Dell Optiplex 330  
S/N: 6HQKTF1  
iBeta Tag #3200 
2 Gb Memory, Intel Core 2 Duo T7400 


2.126 GHz clock 


iBeta COTS used to clean the build environment disk 
(name and version) (5.6.1.1) 


environment restored from  
postcots11_wineds4tb_20100520.GHO 


iBeta COTS used to generate HASH file signatures 
(name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC Program 
Manual 5.6.1.2) 


 


Verify (by signature) that the build environment is 
isolated and controlled by iBeta 


K Wilson (see notes) 


Witness attests to verifying that the source code being 
built is the source code provided by iBeta 


K Wilson see above hashes 


Build Environment Operating System Windows XP SP2 


Vendor CM Tool and version MS Visual Source Safe 2005 


Build tool(s) and version(s) All WinEDS Applications 


Windows XP SP2 
CruiseControl.Net 1.3 
MS .NET Framework Version 2.0 Redistributable 
MS .NET Framework Version 2.0 SDK 
MS Build Community Tasks 1.2.0.306 
MSBuild SDC Tasks 2.1.2688.0 
FreeToDev.MsBuild.Tasks 1.7.926.0 
Windows Installer Xml (WiX) 3.0 
Microsoft Enterprise Library 3.1 – May 2007 
Microsoft Sandcastle 2.3.800.26 
MS HTML Help SDK 1.4 
MS Office KB907417 
MS .NET KB908002 
MS Word 2003 
MS Visio 2003 


Application/ Component Version Language File Signature 


WinETP 1.16.15 C++ 20100902.tb.dvs.srccd.hash.txt (1) 


Firmware Resource CD 5/19/10 N/A 20100520.tb.seq.frmwr.rsrccd.hash.txt 
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Visual SourceSafe 2005 SP1 
MS Visual Studio 6.0 SP6 
NCTSoft NCTAudioSoft ActiveX 2.7 
Intellidev Imagescaler 6.41 
SQL Server 2000 Management Objects Collection 
MS SQL Server Native Client  
MSXML 6.0 
SharpZipLib 0.85.2.329 
ReportViewer 2005 SP1 Redistributable 
MS Visual Studio 2005 


Extended Services (WinEdsClr, CartridgeHelper, Gif 
Converter, Security Helper, Membership, Dongle Helper, 
Database Setup Helper, Extended Services Main and 
Manual Data Entry Snap-In, Database Manger, Selection 
Code Generator, Virtual Cartridges, Teamwork, RCV, Media 
Loader, Report Viewer, Installer) (as above) 
Visio Utilities 


MS Visual Studio 6.0 SP6 (VB) 
MS Word 2003 
Visio 2003 
FreeToDev.MsBuild Tasks 


WinEDS Application Support 


MarshallSoft WSC4C 
Tetradyne DriverX 
Cyprus EZUSB 
SQL Server DMO 


WinEDS Workstation 


Sybase Powerbuilder 10.5 
SQL Server Client installer 


WinEDS Setup_Resources (as above) 
WinEDS Server (as above) 
WinEDS Election Reporting (as above) 
WinEDS Installation 


InstallShield v.12 
Firmware 


Borland C++ 5.01 
FLIP 3.3.4 (not installed, used for EPROM installation) 
Keil uMicrovision 2 
MPLab Tools 7.60 


3
rd


 Party Libraries and Version As below under DLL’s 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) WinEDS 
-MS .NET v.2.0 
-MS Build Community Task v.1.2.0.306 
-MS Build SDC Tasks Library v2.1.2688.0 
- MS Enterprise Library v.3.1 (5/2007) 
-DotNetFX 
-MS Word 2003 
-MS Visio 2003 
-MarshallSoft WSC4C v.4.2 
-Tetradyne DriverX v.4.1.5 
-Cypress EZUSB v.5.0 
-NCTAudioStudio v.2.7 
-ImageScaler v.6.41 
-SQL Server 2000 include files 
-SQL Server 2005 Management Objects v. 9.00.1399 
-SQL Server Native Client v. 9.00.1399 
- MSXML v.6.0 
- SharpZipLib v.0.85.2.329 
- MS ReportViewer 2005 SP1 redistributable 


Additional file(s) loaded and version(s) script file for Cruise Control & resources 
see  


Record the disk image software version being used Norton GHOST V:11.0 


Record the filename of the build environment file 
signature  (5.6.1.3)  


20100520.tb.seq.wineds4.postcots11.hash.txt 
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Record the filename of the build environment disk 
image  –  


restored from postcots11_wineds4tb_20100520.GHO 


Verify (by signature) the build environment file signature 
(5.6.1.3) 


K. Wilson 


Loading Source Code (EAC Program Manual 5.6.2)  


Record the file signature of the source code (5.6.2.1) Listed in the table above 


Additional files loaded at time of source code None 


Verify (by signature) that each file signature of the 
source code loaded matches as documented above 
(5.6.2.1) 


K. Wilson 


Method of Build Witness Cruise Control 


Record the combined source code and environment file 
signature (5.6.2.2) 


20100902.tb.dvs.wineds40175.prebuild.hash.txt 


Record the combined source code and environment 
disk image (5.6.2.3) 


prebuild_wineds40175_20100902.gho 


Record the Final Build Version – Unique Identifier WinEDS 4.0 firmware 2010-09-02 
WinETP 1.16.15 


Certification Application Number (if applicable) #SEQ-40-2007-WI 


Document during the Trusted Build:  


Date / Time Build Initiated 11:20 9/2/2010 MDT (GMT-6) 


Compiler and Version various 
All WinEDS Applications 


-Cruise Control v1.3 
WinEDS Extended Services 


-C# -- MS Visual Studio .NET 2005 
- WiX v.3.0 


WinEDS Visio Utilities 


MS Visual Studio 6.0 SP6 -- VB6 
FreeToDev.MSBuild Tasks v1.7.926.0 


WinEDS Application Support 


MS Visual Studio 6.0 SP 6 – C++ 
WinEDS Workstation 


-PB - Powerbuilder v.10.5 
- Code Armor v2.2 


WinEDS Setup_Resources 


MS Visual Studio .NET 2005 
WinEDS Server 


InstallShield  


Application Name - WinETP 1.16.15 


Application Version Order WinEDS 4.0 and as above 


Obtain Names and Signatures of all persons present 
during build (record below) 


Dave Anderson 
Jessica Bowers 
Kevin Wilson 


Issue(s) and Resolution(s) See notes below 


Explanation of any significant differences observed See notes below 


Document at Completion of the Trusted Build:  


Record the disk image of the final build (5.7.3) 20100902.tb.dvs.wineds40175.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_wineds40175_20100902.GHO 


Record the type of unalterable storage media being 
used for installation disk(s) (i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique identifier) 
(5.6.3.2, 5.7.5) 


Each CD labeled with header: 
iBeta Trusted Build 
Dominion Voting Systems WinEDS 4.0  
Sep-02-2010 Copy x of y 


Installation CD: 
Installation and Hashes 
WinEDS 4.0.175 , WinETP 1.16.15 
Copy x of 2  


Source CD: 
Source Code WinEDS 4.0.175 WinETP 1.16.15 
Copy 1 of 1 used in build 


Resource CD dated 8/18/2010 
Resource CD dated 5/20/2010 
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Record the file signature of the installation disk(s). 
(5.6.3.3, 5.7.5) (include in below archive) 


20100902.tb.dvs.wineds40175.install.hash.txt 


Record the file signature of executable code (5.7.4) included in post-build hash 


Record the unique identifies of has disk and disk type See above 


Record the file signatures of has CD (5.7.4) 20100902.tb.dvs.wineds40175.hashes.hash.txt 


Record the type of unalterable storage media being 
used for pre-build and post-build archive disk (i.e., CD)  


Drive NAS2 


Record each piece of media that is part of the pre-build 
and post-build archive disks  (each must have a unique 
identifier) (5.6.2.4, 5.7.2, 5.7.3) 


Drive NAS2 


Explanation of any significant differences observed See notes below 


Notes:  
1. Firmware and PC application builds were combined, but each has its separate build sheet. (Similar to what was 


done in witness builds). 
 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Dominion:  Dave Anderson 9/2/2010 
Dominion:  Jessica Bowers 9/2/2010 
iBeta:  Kevin Wilson 9/2/2010 
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1. Introduction 
This Test Plan identifies iBeta Quality Assurance’s (iBeta) approach to US Election Assistance 
Certification (EAC) Voting System Test Lab (VSTL) Certification Testing of the Sequoia Voting Systems 
(Sequoia) WinEDS v.4.0 voting system to the Federal Election Commission Voting System Standards 
2002 (VSS 2002).  The purpose of this plan is to document the scope and detail of the requirements of 
certification testing tailored to the design and complexity of software being tested and the type of voting 
system hardware.  The Sequoia WinEDS v.4.0 test effort is an initial EAC Certification.  It incorporates 
an Election Management System and five voting devices, three of which include two hardware models.  


 The WinEDS election management system for ballot preparation and central count functions; 


 The EDGE2plus touch screen Direct Recording Electronic (DRE) video and audio voter editable 
ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot inputs for 
voters with manual dexterity limitations (models CO.3 and CO.4); 


 The Edge II touch screen DRE video voter editable ballot devices with peripheral hardware to 
support audio ballot and a VVPAT; 


 The Optech Insight and Optech Insight Plus precinct count optical scanners (each has two 
models, regular and surface mount); and  


 The Optech 400-C central count optical scanner, with WinETP. 
 
Detailed definitions of the hardware and software associated with the Sequoia WinEDS v.4.0 are 
contained in section 1.4 Terms and Definitions and section 3 Materials Required for Testing. 
 
In addition, this Test Plan is accompanied by the completed and corresponding EAC Certification 
Program Requirements Matrix. 
 
Non-core hardware environmental testing is outside iBeta’s test accreditation scope as a VSTL. Non-
core hardware environmental assessments and testing are subcontracted to A2LA or NVLAP accredited 
laboratories as dictated in NIST Handbook 150-22. iBeta will verify that each and every environmental 
test lab retains current qualifications that they are accredited to perform the applicable VSS 2002 
identified environmental test methods.  The accredited test methods are traced to the applicable VSS 
2002 requirement for: 
Accredited Test Method VSS 2002 Vol.2 Requirement 
MIL-Std 810 M 516 Transportation Shock 4.6.2 Bench Handling Test  


MIL-Std 810 M 514 Road Transport (Bounce- Loose Cargo) 4.6.3 Vibration Test 


MIL-Std 810 M 502 Low Temperature 4.6.4 Low Temperature Test  
4.7.1 Temperature & Power Variation Test 


MIL-Std 810 M 501 High Temperature 4.6.5 High Temperature Test  
4.7.1 Temperature & Power Variation Test 


MIL-Std 810 M 507 Humidity (Temperature /Humidity) 4.6.6 Humidity Test 


 


Accredited Test Method VSS 2002 Vol.2 Requirement 
EN 61000-4-11 Testing and Measurement Techniques-
Section 11: Voltage Dips, Short Interruptions and Voltage 
Variations Immunity Test  


4.8.1 Power Disturbance Disruption 


FCC Class B Requirements  per ANSI C63.4 4.8.2 Electromagnetic Radiation 


EN 61000-4-2 Electrostatic Discharge Susceptibility 4.8.3 Electrostatic Disruption  


EN 61000-4-3 Radiated Susceptibility, 80 MHz to 1 GHz, 
Electric Field 


4.8.4 Electromagnetic Susceptibility 


EN 61000-4-4 Conducted Susceptibility, Electrical 
Fast/Burst Transients, Signal and Power lines and Cables 


4.8.5 Electrical Fast Transient Protection  


EN 61000-4-5 Testing and Measurement Techniques-
Section 5: Surge Immunity Test 


4.8.6 Lightning Surge Protection 


EN 61000-4-6 Conducted Susceptibility, Common Mode 
Cable Injection, 150 kHz to 80 MHz 


4.8.7 Conducted RF Immunity 


EN 61000-4-8 Testing and Measurement Techniques-
Section 18: Power Frequency Magnetic Field Immunity Test 


4.8.8 Magnetic Fields Immunity 


 
A Physical Configuration Audit (PCA) of the Sequoia WinEDS voting system shall include a review of 
the documentation and source code submitted in the Technical Data Package (TDP) to the 
requirements of the VSS 2002.  
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A Functional Configuration Audit (FCA) of the Sequoia WinEDS voting system shall include a review of 
the testing performed by Sequoia to: 


 The requirements of VSS 2002; 


 The WinEDS voting system specifications of the Sequoia TDP; and 


 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
The FCA also includes identification of the scope of testing, a test plan, customization of test cases, 
system configuration management, test execution, and analysis of the test results 
 
This test plan contains: 


 The voting system and the scope of certification testing; 


 The pre-certification test approach and methods; 


 The certification test hardware, software, references and other materials for testing; 


 The certification test approach and methods; 


 The certification test tasks and prerequisite tasks; and 


 The certification resource requirements. 
 
As identified in the VSS 2002 vol.1 section 4.1.2, software is excluded if it: 


 Provides no support of voting system capabilities; 


 Cannot function while voting system functionality is enabled; and 


 Procedures are provided that confirm software has been removed, disconnected or switched.  
 
The following functions are excluded from the WinEDS 4.0 voting system and therefore not tested in this 
certification effort: 
 


 Cumulative voting; 


 Access to incomplete election returns or interactive queries;  


 Telecommunications: No voter authentication, ballot definition, individual vote records, or voter 
lists are transmitted via telecommunications; and  


 Shared Operating Environment: WinEDS 4.0 does not share an environment with other data 
processing functions. 


 
In addition, the submitted voting system does not have components that are used external to the voting 
functions.   
 


1.1 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing  


Table 1 Internal Documents 


Version # Title Abbreviation Date Author (Org.) 


v1.0 Voting Certification 
Master Services 
Agreement-Statement of 
Work 


MSA contract 
- SOW 


30 May 2007 
- 22 June 
2007 


iBeta Quality 
Assurance 


v2.0 Trusted Build Procedure  January 23, 
2009 


iBeta Quality 
Assurance 


v2.0 PCA Document Review 
Procedure 


 February 4, 
2009 


iBeta Quality 
Assurance 


v2.0 PCA Source Code 
Review Procedure 


 April 14, 2009 iBeta Quality 
Assurance 


 FCA Test Document 
Review WinEDS 4.0 


 25 February 
2008 


iBeta Quality 
Assurance 


 PCA TDP Document 
Review WinEDS 4.0 


 4 April 2008 iBeta Quality 
Assurance 


 General Test Method 
WinEDS 4.0 


 5 May 2008 iBeta Quality 
Assurance 


 Other Test Methods 
WinEDS 4.0 


 27 May  2008 iBeta Quality 
Assurance 
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Version # Title Abbreviation Date Author (Org.) 


 Primary Test Method 
WinEDS 4.0 


 28 May 2008 iBeta Quality 
Assurance 


 Security Test Method 
WinEDS 4.0 


 21 May  2008 iBeta Quality 
Assurance 


 


1.2 External Documentation 
The documents identified below are external resources used in certification testing. 


Table 2 External Documents 


Version # Title Abbreviation Date Author (Org.) 


 Help America Vote Act HAVA October 29, 
2002 


107
th
 Congress 


NIST 
Handbook 150 
2006 Edition  


NVLAP Voting System 
Testing 


NIST 150 February 
2006 


National Voluntary Lab 
Accreditation Program 


NIST 
Handbook 
150-22 


NVLAP Voting System 
Testing 


NIST 150-22 October 2007 National Voluntary Lab 
Accreditation Program 


 Federal Election 
Commission Voting 
System Standards 


VSS April 2002 Federal Election 
Commission 


 EAC Decision on Request 
for Interpretation 2007-04, 
2005 VVSG Vol. 1 
Section 3.1.3 


Interpretation 
2007-04 


October 29, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2007-05, 
2005 VVSG Vol. 1 
Section 4.2.1 (Testing 
Focus and Applicability) 


Interpretation 
2007-05 


November 6, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2007-06, 
2005 VVSG Vol. 1 
Section 4.1.1, 2.1.2c &f, 
2.3.3.3o and 2.4.3c&d. 
(Recording and reporting 
undervotes) 


Interpretation 
2007-06 


November 7, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-01, 
2002 VSS Vol. II, Section 
4.7.1 & Appendix C 
2005 VVSG Vol. II, 
Section 4.7.1 & Appendix 
C 


Interpretation 
2008-01 


February 6, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-02, 
Battery Backup for Optical 
Scan Voting machines 


Interpretation 
2008-02 


February 19, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-04, 
Ballot Production - 
Alternative languages 


Interpretation 
2008-04 


May 19, 2008 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-05, 
Durability 


Interpretation 
2008-05 


May 19, 2008 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-06 


Interpretation 
2008-06 


August 29, 
2008 


Election Assistance 
Commission 







 


      Page 9 of 113 
 


Version # Title Abbreviation Date Author (Org.) 


Battery Back Up for 
Central Count 


 EAC Decision on Request 
for Interpretation 2008-07 
Zero Report 


Interpretation 
2008-07 


August 27, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-08, 
Automatic Bar Code 
Reader 


Interpretation 
2008-08 


August 1, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-09, 
Safety (NRTL) 


Interpretation 
2008-09 


August 25, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-10 
Electrical Fast Transient 
(EFT) 


Interpretation 
2008-10 


August 26, 
2008 


Election Assistance 
Commission 


 NOC 07-05: Voting 
System Test Laboratory 
(VSTL) responsibilities in 
the management and 
oversight of third party 
testing. 


NOC 07-05 September 7, 
2007 


Election Assistance 
Commission 


 NOC 08-001: Validity of 
Prior Non-core Hardware 
Environmental and EMC 
Testing 


NOC 08-001 March 26, 
2008 


Election Assistance 
Commission 


 NOC 08-002: EAC Mark 
of Certification Final 


NOC 08-002 May 16, 2008 Election Assistance 
Commission 


 NOC 08-003:  
Conformance Testing 
Requirements 


NOC 08-003 July 30, 2008 Election Assistance 
Commission 


 Voting System Testing 
and Certification Program 
Manual 


 1 January 
2007 


Election Assistance 
Commission 


 Voting System Test 
Laboratory Program 
Manual 


 21 July 2008 Election Assistance 
Commission 


 


1.3 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort are listed in Section 8. 
 


1.4 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 
 


Table 3 Terms and Definitions 
 


Term Abbreviation Definition 


Detachable Audio Voting 
Control (ABLE-D) 


ABLE-D Audio voting control for the EDGE2plus 
which provides blind, dexterity challenged 
Voters and Voters with reading limitations 
an easy way to vote independently, using 
an Audio or a Sip & Puff interface.  It can 
be detached from the base unit, attached 
only by its coiled power/data cord. 
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Term Abbreviation Definition 


APS External Printer (Model 
UTG300) 


UTG APS External Printer, which is used to print 
and physically record votes and provide 
election reports for the EDGE2plus. 


Audit Trail Memory Audit Trail 
Cartridge 


Removable memory cartridge, which 
contains an unalterable randomized 
electronic record of all votes cast during an 
election.  Identical data is stored on the 
results cartridge for the voting system. 
If an Audit Trail Cartridge is present in the 
aux port, the event log data will be written 
there as well. 


AVC Edge  Edge II Sequoia Voting Systems’ stand-alone DRE 
polling place voting machine that 
incorporates a color LCD integral touch 
screen, integrated (voter) privacy flaps, poll 
worker panel, internal memory for storing 
ballot data and voting records, removable 
results cartridge, and protective & public 
counters. 


Card Activator Card Activator A component of the AVC Edge that serves 
as the voter’s access to the AVC Edge 
(Edge II) direct-record electronic touch-
screen voting system by use of a Smart 
Card (aka Voter Card). 


Direct Recording Electronic DRE An electronic voting system that utilizes 
electronic components for the functions of 
ballot presentation, vote capture, vote 
recording, tabulation and logically & 
physically integrated into a single unit. 


Edge Audio Voting Accessory  E-AVA The audio voting device provides an 
unassisted, private & secure voting 
experience for the visually impaired.  The 
voter listens to a spoken audio presentation 
of the ballot while using the audio voting 
device to navigate through the ballot and 
cast their vote.  


Edge Aux Power Unit  Provides emergency power for up to two 
AVC Edge for a minimum of two hours. 


EDGE2plus Model 300 EDGE2plus Sequoia Voting Systems’ stand-alone DRE 
polling place voting machine that 
incorporates a color LCD integral touch 
screen, integrated (voter) privacy flaps, poll 
worker panel, internal memory for storing 
ballot data and voting records, removable 
results cartridge, and protective & public 
counters, and an APS external printer 
VVPAT (UTG). There are two 
configurations submitted for federal 
certification (CO.3 and CO.4). 


EDGE2plus USB K9K 
Cartridges 


Cartridges (USB) COTS K9K Series USB format flash 
memory drives used as Results, Audit Trail, 
or Vote Simulation cartridges.  


Election Management System EMS Ballot preparation and central count 
functionality of a voting system 







 


      Page 11 of 113 
 


Term Abbreviation Definition 


Endorsed Candidates  Used in NJ, NY, NYC, and PA.   
A Candidate that is endorsed by their own 
political party along with that of a different 
political party.   


Escrow Agency  EAC identified repository that retains the 
file signature of the trusted build 


Help America Vote Act HAVA Legislation enacted in 2002 which includes 
creation of the EAC, federal voting 
standards and accreditation of test labs 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 50  


HAAT50 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. 
The HAAT50 does not consolidate, print or 
transmit results.  There are two 
configurations submitted for federal 
certification (v 0.3 and v 1.1) 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 80  


HAAT80 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. 
The HAAT80 also serves as a precinct 
level accumulator for consolidating and 
printing the consolidated results. The HAAT 
80 does not transmit. 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 90  


HAAT90 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. 
The HAAT90 serves as a precinct level 
accumulator for consolidating and printing 
the consolidated results and for 
transmission of unofficial results over fixed 
telephone line networks to a central tally 
server.  


Hybrid Activator, Accumulator 
& Transmitter Unit Model 100 


HAAT100 A Sequoia Voting Systems’ component that 
provides voter access to the DREs through 
activation of a Voter/Smart Card interface. 
The HAAT100 serves as a precinct level 
accumulator for consolidating and printing 
the consolidated results and for 
transmission of unofficial results from all 
precinct voting devices over CDMA 1X 
secured networks to a central tally server. 


Insight Battery  12 VDC battery which provides emergency 
power for an Optech Insight during power 
failures 


Insight Memory Pack Reader  IMPR The IMPR device attaches to the HAAT80, 
90, and 100 via a serial port interface.  It is 
used for reading Insight results. 


Log Printer  COTS printer connected to the Optech 400-
C LP2 port used for log printing. 


Memory Cartridge  COTS ATA/PCMCIA flash memory for the 
AVC Edge 5.1. 


Memory Pack Receiver  MPR The MPR device attaches to a WinEDS 
workstation and is used to create Insight 
memory packs and read results. 
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Term Abbreviation Definition 


Memory Pack  Removable cartridge containing election 
parameter data, precinct totals, electronic 
log data and optional CVR data used by the 
Optech Insights.  


Official Operating Mode  The operating mode used on election day. 
Vote simulation cannot be performed in the 
Official mode.  Pre-LAT and Post-LAT 
results cannot be intermixed or 
accumulated with votes cast in the Official 
Operating Mode. 


Optech 400-C Sequoia 400-C Sequoia Voting Systems’ central count 
ballot tabulator that reads ballots, tabulates 
the results and prepares output reports. 


Optech Insight  A portable Precinct Count System that uses 
Optical Scan Read-Head technology to 
electronically read and tabulate Optical 
Scan ballots at the Polling Place, print 
results and store election totals. 


Optech Insight Plus  Same as the Optech Insight, with the 
addition of an LCD panel display and a 
ready light. 


Optech Insight Surface Mount  Same as the Optech Insight, with the 
addition of the surface mount board that 
has the APX firmware embedded.  This 
accepts the blank MemoryPack (no 
firmware). 


Optech Insight Plus Surface 
Mount 


 Same as the Optech Insight Surface 
Mount, with the addition of an LCD panel 
display and a ready light. 


Plain Old Telephone Service POTS Terminology used to refer to analog voice-
quality telephone service used by some 
types of telecommunications. The 
abbreviation is used especially to 
distinguish it from any digital telephone 
system. 


Political Subdivisions PSD A geopolitical unit whose voters vote for 
one or more offices. One or more precincts 
(or parts of precincts) are included in a 
PSD. 


Post-election logic and 
accuracy testing 


Post-LAT Post-LAT mode is used after the election to 
confirm the vote recording accuracy results 
match Pre-election LAT results.  Vote 
simulation can be used in Post-LAT mode.  
Post-LAT mode votes cannot be intermixed 
or accumulated with Official Mode results. 


Pre-election logic and 
accuracy testing 


Pre- LAT Pre-LAT mode is used for validating 
accurate vote recording accuracy prior to 
an election.  Vote simulation can be used in 
Pre-LAT mode.  Pre-LAT mode votes 
cannot be intermixed or accumulated with 
Official Mode results. 
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Term Abbreviation Definition 


Primary – Closed  Voters must declare a party affiliation in 
order to vote in the primary.   


The voter declares their party affiliation to 
the election official and receives a ballot 
containing only those party-specific 
contests, along with non-party-specific 
contests presented at the same election. 


 Unaffiliated voters are permitted to vote 
only on non-party-specific contests. 


Primary – Open (Selective or 
Pick-A-Party) 


 Voters do not have to declare a party 
affiliation in order to vote in the primary.   
 
Depending on state law, the voter can 
declare their party preference to the 
election official or make their choice of 
party within the privacy of the voting booth.   
 
The voter receives a ballot containing only 
those party-specific contests, along with 
non-party-specific contests presented at 
the same election. 
 
Unaffiliated voters are permitted to vote 
only on non-party-specific contests.   


Primary – Open   Voters do not have to declare a party 
affiliation in order to vote in the primary.   
 
A primary election (aka Top Two) that 
allows voters to choose among all 
candidates running for each office.  
Candidates from all parties are listed under 
the same contest. 


Remote Access Server RAS Analog (POTS) telephone endpoint at 
Central Count for a HAAT90 transmission. 


Report Printer  COTS printer connected to the Optech 400-
C LP1 port used for report printing. 


Results Cartridge  Removable memory cartridge for a DRE 
containing the ballot, election results, and  
audit log 


Seiko DPU-414 Printer Seiko Printer A 40-column dot matrix printer, which is 
used to provide election reports for the 
AVC Edge. 


Simulation Cartridge  Vote Simulation Removable memory cartridge containing a 
vote simulation script.  This is a 
configuration option for Pre-LAT and Post-
LAT operating modes. 


Sip & Puff device Sip & Puff A DRE ballot navigation and vote selection 
assistive device, used by individuals with 
dexterity challenges or limitations on the 
use of their hands 


Smart Card  Same as Voter Card.  Card issued by the 
poll worker to be used as a key to access 
the ballot on the DRE voting machines for 
voting purposes. 







 


      Page 14 of 113 
 


Term Abbreviation Definition 


Technical Data Package TDP  The documentation and code relating to the 
voting system, submitted by the 
manufacturer for review by the VSTL. 


Training Mode  Training Mode is used for poll worker 
training and allows voting in an Official 
Training Mode as indicated on the DRE.  
This mode allows multiple passes through 
Official Election mode.  


U.S. Election Assistance 
Commission 


EAC U.S. agency established by the Help 
America Vote Act of 2002 to administer 
Federal elections. 


Verivote Printer  Sequoia Voting Systems’ side-mounted 
VVPAT printer for an AVC Edge DRE. 


Voluntary Voting System 
Guidelines 


VVSG Federal voting system test standard 
revision stipulated by HAVA. 


Voter Card  Card issued by the poll worker to be used 
as a key to access the ballot on the DRE 
voting machines for voting purposes. 


Voting System Standards VSS Federal voting system test standards, 
predecessor of the VVSG. 


Voting System Test Lab VSTL Lab accredited by the EAC to perform 
certification testing of voting systems. 


Voting Variations  Significant variations among state election 
laws incorporating permissible ballot 
content, voting options and associated 
ballot counting logic  


Voter Verified Paper Audit 
Trail 


VVPAT  A software independent printed record of 
the electronic DRE ballot cast which is to 
be confirmed by the voter as an accurate 
report of their vote 


Windows Election Data 
System 


WinEDS A client/server election management 
application for ballot preparation and 
central count consolidation and reporting of 
the Election Management of the Sequoia 
Voting Systems voting system.  This 
system also includes Extended Services 
and Election Reporting. 


WinEDS/HAAT Listener  A server-based application designed to 
receive encrypted unofficial electoral data 
and, optionally, configuration data, and 
event logs, from previously authorized 
transmitting HAAT devices and validates 
the integrity of all data received, and stores 
it in a centralized database management 
system (DBMS).  HAAT devices can also 
use the WinEDS/HAAT Listener server to 
synchronize their time and date with that of 
the server, so all HAAT devices will have 
an approximately similar time. 


WinETP  Election Tabulation software Program that 
enables the Optech 400-C to tabulate 
ballots and report results. 
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2. Pre-certification Tests 
2.1 Pre-certification Test Activity 


A review of the test documentation provided by Sequoia was performed to assess the scope of testing 
and conformance with the VSS 2002 vol. 1 sect. 2, 3, 4.4, 4.5, 5 and 6 Functional, Usability, 
Accessibility, Hardware, Software, Telecommunication and Security requirements.  
 
The VSS 2002 vol.1 sect. 4.2 source code review criteria were customized to reflect the applicable 
programming languages (C, C#, C++, Java, SQL, VB.Net, PowerBuilder, and Assembly languages, 
8051, Z80, 80x86 and PIC) and the Sequoia software coding standards.  This customization included 
confirmation that the manufacturer specific coding standards were accepted best practices as 
documented by an industry recognized source. Applications identified in Table 5 as COTS were 
exempted from review. 
 
An assessment of the hardware was initiated to determine the scope of environmental testing.  Sequoia 
submitted hardware and documentation for testing to the VSS 2002 in an October 2006 NASED 
qualification test effort of WinEDS 3.1.074 (NASED N-1-07-22-22-004 - 2002). This testing had been 
performed by Wyle Laboratories or Criterion Technology, Inc.  iBeta confirmed that at the time that this 
testing was conducted these labs were either A2LA or NVLAP ISO/IEC 17025 accredited in the VSS 
2002 specified test methods, as required of non-core test labs  under the current EAC program. iBeta 
evaluated the qualification reports against the hardware and documentation submitted by Sequoia for 
this initial EAC certification.  Once that assessment was completed, the ISO/IEC 17025 accredited 
environmental and EMC testing labs were contracted to complete an independent hardware 
configuration and assessment. These labs reviewed Sequoia submitted hardware and Engineering 
Change Orders against the configurations documented in their internal reports for the WinEDS 3.1.074 
test effort. The labs determined and documented the configuration modifications between the equipment 
they tested and the equipment submitted for the initial EAC certification  
 
Sequoia provides a separate Technical Data Package for each DRE, optical scanner, card activation, 
results accumulation and transmission product.  These unique TDPs follow a consistent format 
addressing the requirements of the VSS 2002 vol.2 sect.  2.  An initial review of each product specific 
TDP document was performed in the PCA TDP Documentation Review to assess compliance with the 
requirements of VSS 2002 vol.2 sect.2. 
 
Review of Sequoia's Quality Assurance and Configuration Management documentation is part of the 
PCA Document Review.  In addition to the build and installation process, iBeta observes the delivered 
materials, documents, hardware and software to confirm that Sequoia is consistent with their internal 
quality procedures and configuration management.  The VSS tasks the VSTL with this observation 
during testing.  Any inconsistencies identified by iBeta shall be noted on the discrepancy report as 
informational.  iBeta shall deem that Sequoia follows their policies if no inconsistencies are identified 
during the test effort.  It is additionally noted that Sequoia maintains an ISO 27001 certification program. 
 
In accordance with VSS 2002 vol. 1 sect. 1.5 titled Evolution of Testing, iBeta reviewed the body of 
knowledge deposited in the EAC's Voting System Reports Clearinghouse for impact to the Security Test 
Method submitted herein.  The review was conducted on the 39 documents posted to that EAC website 
as of 10 April 2009.   
 
Many identified vulnerabilities within these documents are attributed to the voting system's dependency 
on the effectiveness of the election procedures.  The VSS 2002 vol. 1 sect. 2.2.1 states that "System 
security is achieved through a combination of technical capabilities and sound administrative practices".  
These election procedures are incorporated in the FCA Security Review. 
 
Review of the Connecticut Optical Scan Report on a competitor's system, the Diebold Optical Scan 
Voting Terminal, recommended the use of tamper-resistant seals for memory cards, ports, and screws 
that allow access to the interior of the voting terminal.  Although this document review did not result in 
any modifications to the Test Method as part of this Test Plan; the Security Test Case itself was 
modified to verify that the Connecticut recommended tamper-resistant seals were incorporated into the 
Sequoia TDP for both the scanner and DRE voting terminals.   
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2.2 Pre-certification Test Results 
A review of the test documentation provided by Sequoia was found to incorporate testing of the voting 
system to the requirements of the VSS 2002 and the WinEDS voting system requirements.  In 
accordance with the Conformance Testing Requirements, the Telephony and Cryptographic Test 
Method (Section 7.5) contains the introduction of errors (out of order packets, duplication, and dropped 
packets, as examples) that will validate the voting system responses and reporting. 
 
Customization of source code review criteria for the language and manufacture coding standards was 
completed.  Documentation by an industry recognized source of applicable manufacturer specific coding 
standards was confirmed. The customized criteria were incorporated into the source code review 
sheets, where the acceptance or rejection of each reviewed module will be captured.  In addition, during 
source code review, areas of focus were identified by the source code reviewers in accordance with the 
iBeta Source Code Review Procedure.  These items were incorporated into the Test Cases and are 
reflected in the Test Methods delineated in Section 7.  
 
In addition to the full hardware review conducted by iBeta, Criterion Laboratories and Wyle Laboratories’ 
personnel reviewed and assessed all past test results.  All concluded that a very limited set of hardware 
had not changed since the last federal certification test effort for WinEDS 3.1.074 to the VSS  2002 and 
many test results were documented prior to the 1 January 2005 such that the test results were not 
permitted for use as stipulated in NOC 08-001 (Use of previous non-core hardware testing) . As a result, 
the majority of the hardware testing must be executed (see Section 4.3.2 for full test matrix).  Based 
upon the Criterion Technology review, the Edge2plus CO.3 and CO.4 modifications require repeating of 
a subset of EMI/EMC testing.  Criterion Technology will re-issue the test reports under contract to iBeta 
documenting this review with the reuse of these valid earlier test results in the final report. 
 
Based upon the findings of the preliminary PCA TDP Documentation Review performed to assess 
compliance with the requirements of VSS 2002 vol. 2 sect.2, iBeta has found the submitted TDP 
documents to be generally consistent and contained the overall VSS 2002 required content Results of 
the preliminary PCA TDP Documentation Review were submitted to Sequoia in the PCA and FCA 
Discrepancy Report.  This report contained 52 documentation defect issues and 14 informational 
issues.  Prior to preparation of the Test Plan, Sequoia has submitted resolutions for 36 documentation 
defects.  Resolutions submitted by Sequoia and the validations by iBeta are documented in the PCA 
and FCA Discrepancy Report.  This report will be included as an appendix in the final VSTL Certification 
Test Report.  The remaining 16 document defects, listed below, must be resolved and validated prior to 
the completion of certification testing. 
 
Informational issues are items noted during testing or review for items that do not contravene the 
standard.  They may include cosmetic issues, typos, functional bugs, format errors, or concerns which 
impact use of the voting system.  They are identified for the purpose of disclosure to the manufacturer, 
EAC, election officials and the public.  It is the manufacturer’s option to address them.  They are 
included in the appendix of the final report.  At this time seven have been resolved and validated.  


 
Table 4  PCA and FCA Discrepancies 


# Type Location Issue Description Guideline 


20 Docume
ntation 
Defect 


Various MPR 
documents 


The following MPR documents incorrectly 
reference the WinEDS/AERO System and 
documentation.  The AERO System is no longer in 
use:  
MPR System Overview v1.0 
MPR Operators Manual v1.3 
MPR Maintenance Manual v1.2 
MPR Personnel & Training Requirements v1.00 
MPR Security Specification v1.00 
MPR Software Specification v.1.00 
MPR Technical Data Package v1.00 
 
4/10/08 Rejected: References to Aero were found 


v1: 7.7a: Vendors are required to 
produce documentation to 
support the development and 
formal testing of voting 
systems…This documentation 
shall:  Be sufficient to serve the 
needs of the ITA, voters, election 
official and maintenance 
technician. 
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# Type Location Issue Description Guideline 


in:  
MPR Security Specification v.1.02 section 4.0  
MPR Technical Data Package v.1.02 section 6.4 


37 Docume
ntation 
Defect 


Various Insight 
and Insight 
Plus 
documents 


The following Insight and Insight Plus documents 
incorrectly reference the obsolete SPR Host 
system.  The SPR Host system is deemed obsolete 
by the vendor. 
 
Optech Insight System Overview v1.04  
Optech Insight Plus System Overview v.1.04 
Optech Insight Functional Specification v1.04 
Optech Insight Plus Functional Specification v1.04 
Optech Insight Hardware Specification v1.06 
Optech Insight Plus Hardware Specification v1.04 
Optech Insight Maintenance Manual v1.06 
Optech Insight Plus Maintenance Manual v1.05 
Optech Insight Operators Manual v1.08 
Optech Insight Plus Operators Manual v1.05 
Optech Insight Security Specification v1.03 
Optech Insight Plus Security Specification v1.02 
Optech Insight Software Specification v1.04 
Optech Insight Plus Software Specification v1.04 
Optech Insight Technical Data Package v1.02 
Optech Insight Plus Technical Data Package v1.04 
Insight Modem Operators Manual v1.02 
 
5/23/08 Rejected: References to Aero were found 
in:  
Optech Insight Functional Specification v1.04 
Optech Insight Plus Functional Specification v1.04 
Optech Insight Hardware Specification v1.06 
Optech Insight Plus Hardware Specification v1.04 
Insight Modem Operators Manual v1.02 (this 
manual should not be submitted) 


v1: 7.7a: Vendors are required to 
produce documentation to 
support the development and 
formal testing of voting 
systems…This documentation 
shall:  Be sufficient to serve the 
needs of the ITA, voters, election 
official and maintenance 
technician. 


40 Docume
ntation 
Defect 


Optech 400-C 
System 
Overview 
v1.07 
Optech 400-C 
Operators 
Manual v1.08 
Optech 400-C 
Security 
Specification 
v1.06 


These documents reference only the use of floppy 
diskette for file transfer to the Summary System 
(WinEDS).  Standard USB flash drives have been 
demonstrated to be used in such a file transfer. 


v1: 7.7a: Vendors are required to 
produce documentation to 
support the development and 
formal testing of voting 
systems…This documentation 
shall:  Be sufficient to serve the 
needs of the ITA, voters, election 
official and maintenance 
technician. 


48 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 


Section 3.3 is missing a description of port 
protection devices or a justification of why they are 
unnecessary (see also #52). 


V1 6.2.2c The vendor shall 
provide a detailed description of 
all system access control 
measures designed to permit 
authorized access to the system 
and prevent unauthorized 
access.  Examples of each 
measure include:  c. One-end or 
two-end port protection devices; 


49 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 
 HAAT90 
Security 
Specification 
v2.0 


Section 4.2.1 stipulates an approved firewall but 
does not define an approved firewall 
 
3/3/08 Same stipulation appears in section 1.3.8.5 
of the HAAT90 


v1: 6.4.2 Voting systems shall 
deploy protection against the 
many forms of threats to which 
they may be exposed such as file 
and macro viruses, worms, 
Trojan horses, and logic bombs.  
Vendors shall develop and 
document the procedures to be 
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followed to ensure that such 
protection is maintained in a 
current state. 


50 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 


Section 5.1 Subsection c and e need more 
justification than "N/A" since they both refer to 
software. Section 5.1, especially sections b, c & e 
use N/A after stating the requirement. N/A does not 
justify why the requirement is not applicable to 
WinEDS or what the boundaries of the WinEDS 
system are. For example WinEDS may operate on 
a COTS PC containing COTS firmware, but it 
nevertheless contains firmware. 


v1: 6.4.1 the system shall meet 
the following requirements for 
installation of software, including 
hardware with embedded 
firmware 


51 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 


Section 5.2 Refers to a "recommended security 
application" but never states what this application 
is. Judging from the rest of the paragraph this is a 
COTS software item that needs to be provided in 
the COTS software sections of the requirements. 
Paragraph does not address how the "security 
application" protects the WinEDS computer and 
operating system but only discusses protecting the 
WinEDS application. Sentences are confusing. For 
example the phrases "Use a virus protection 
program" and "Run hash programs" appear in the 
bullets describing the actions of the security 
application. It is unclear if these statements are an 
instruction to the jurisdiction or actions performed 
by the "security application".  The term 
"recommended" suggests the "security application" 
need not be present to run WinEDS. If so the 
jurisdiction needs specific direction to indicate 
when the system is conforming to EAC 
requirements and when it is not. 


v1: 6.5.4 Protection Against 
External Threats thru v1:6.5.4.3 
(see VSS for complete text) 


52 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 


The applicable connections of the HAAT90 and 
HAAT100 are:  
- HAAT100 <-> Wireless Internet Access <-> HAAT 
Listener <-> Cartridges DB <-> WinEDS; and  
- HAAT90 <-> Public Telecommunications Network 
<-> Possible Connection to the Internet <-> HAAT 
Listener <-> Cartridges DB <-> WinEDS.  
As these network interconnections directly or 
indirectly connect WinEDS to a public 
telecommunications network, VSS v.1:6.5.4 thru 
6.5.4.3 must be addressed. 


v1: 6.5.4 Protection Against 
External Threats thru v1:6.5.4.3 
(see VSS for complete text) 


53 Docume
ntation 
Defect 


WinEDS 4.0 
Security 
Specification  
v1.0 


Section 6.3 does not specifically address the 
situation where an emerging threat appears too 
late to be corrected. 


v1: 6.5.4.3.f Address threats 
emerging too late to correct the 
system at least one month before 
the election, 


54 Docume
ntation 
Defect 


Optech 400-
C Software 
Specification 
v.1.07 


Section 9.5 is missing a description of structures 
used in interfaces such as pDIVFAILURE, 
pSTUCKBALLOT. 400-C System Overview 
describes providing tally data to a "Summary 
System" via floppy diskette, but the interface is not 
described. Appendix K is mentioned in the 
document overview, but not in Section 9 and it 
does not completely describe the interface between 
the WinETP and WinEDS system (i.e. it is missing 
structure definitions used in the interface). 


v1: 2.5.3 d:  Additional 
information for each item that 
includes: 
1) Item identification 
2) General description 
3) Software requirements 
performed by the item 
4) Identification of interfaces with 
other items that provide data to, 
or receive data from, the item 
5) Concept of execution for the 
item 


55 Docume
ntation 
Defect 


Optech 400-
C Software 


Characteristics are not described (files are binary, 
text, mixed, XML, BER etc.), tolerances are not 
described (minimum and or maximum sizes, 


v1: 2.5.6.1a A definition of the 
inputs to the function or mode 
(with characteristics, tolerances 
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Specification 
v.1.07 


candidate numbers, candidate name length or file 
structure) 


or acceptable ranges, as 
applicable) 


56 Docume
ntation 
Defect 


Optech 400-C 
Software 
Specification 
v.1.07 


Missing characteristics, tolerances or any detailed 
description of outputs produced 


v1: 2.5.6.1c A definition of the 
outputs produced (again, with 
characteristics, tolerances, or 
acceptable ranges as 
applicable). 


58 Docume
ntation 
Defect 


HAAT Listener 
Operators 
Manual v.1.05 
HAAT Listener 
System 
Overview 
v.1.06 
WinEDS 
Installation 
Guide v.1.02 


The HAAT Listener Operators Manual describes a 
computer with 2 Ethernet network adapters. 
Neither this document nor the Overview contain 
information about specific network connections and 
the objects connected (such as gateways, firewalls, 
open/closed ports, SSL/TLS certificates, SSL/TLS 
configuration, RAS server connections 
(network/POTS), and RAS server configuration).  
Additionally review of the WinEDS Installation 
Guide did not provide an adequate description or 
reference to the interconnection of the central 
count features of the election management system 
configuration. 


v2: 2.4.2 The vendor shall 
provide sufficient data, or 
reference to data, to identify 
unequivocally the details of the 
system configuration submitted 
for qualification testing.  The 
vendor shall provide a list of 
materials and components ... and 
a description of their assembly 
into major system components 
and the system as a whole.  
v2:  2.6.5 The vendor shall 
provide a detailed description of 
the system capabilities and 
mandatory procedures for 
purchasing jurisdictions to 
ensure secure software 
(including firmware) installation 
to meet the specific requirements 
of Volume I, Section 6.5 of the 
Standards. 


59 Docume
ntation 
Defect 


WinEDS 
Security Spec 
v.1.00 


Section 1.1.4 of the WinEDS Software Spec (v.1.0 
Jan/2008) introduces the concept of a Regional 
Tally Center connected to the WinEDS System via 
a VPN (and also covered in more detail in section 
3.1.4). As described in the section 3.1.4, VPN's 
"data travels across public network."  This 
transmission capability could be over a public 
telecommunications network as defined in v.1 
section 5.1 of the 2002 standards. Section 6.9 
"Transmitting Data over Public Networks" does not 
address this possibility. 


v.2:  2.6.5  The vendor shall 
provide a detailed description of 
the system capabilities and 
mandatory procedures for 
purchasing jurisdictions to 
ensure secure data transmission 
to meet the specific requirements 
of Volume I, Section  6.5: 


65 Docume
ntation 
Defect 


HAAT50 TDP 
package 


The HAAT50 TDP package has not been tendered 
with the exception of the hardware changes 
introduced in the HAAT50 for the A 1.1 revision. 


V1: 9.6.1.2.a  Pre-test 
Preparation: The vendor shall 
prepare and submit a complete 
TDP to the ITA ... 
V2: 2.1.1.1 Required Content for 
Initial Qualification: At minimum, 
the TDP shall contain the 
following documentation: … 


66 Docume
ntation 
Defect 


HAAT80 TDP 
package 


The HAAT80 TDP package has not been tendered. V1: 9.6.1.2.a  Pre-test 
Preparation: The vendor shall 
prepare and submit a complete 
TDP to the ITA ... 
V2: 2.1.1.1 Required Content for 
Initial Qualification: At minimum, 
the TDP shall contain the 
following documentation: … 


75 Functio
nal 
Defect 


SEQ-40-
2007-W1 
scope and 
WinEDS 


Sequoia submitted a revised application to the EAC 
removing the Advantage.  The current TDP 
documents the WinEDS functionality for Advantage 
ballot preparation and election results tabulation. 
With the removal of the Advantage polling place 
device from the scope of testing, functional and 
performance testing of this WinEDS functionality 


EAC Testing & Certification 
Program Manual 4.3.2.4 System 
Overview. The Manufacturer 
must submit with the application 
form a copy of the voting 
system’s System Overview 
documentation submitted to the 
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cannot be completed for the integrated system. VSTL as a part of the Technical 
Data Package. This document 
must meet the requirements of 
the VVSG (VVSG 2005—Version 
1.0, Vol. II, Section 2.2) (Note: 
2005 requirement is Identical to 
2002) 
v.2: 2.2: In the system overview, 
the vendor shall provide 
information that enables the test 
authority to identify the functional 
and physical components of the 
system, how the components are 
structured and the interfaces 
between them. 
v.2:1.4.i: The ITA follows the 
general sequence of 
activities...Functional and 
performance testing of the 
integrated system, including 
testing of the full scope of system 
functionality... and examination 
and testing of the System 
Operations Manual.  
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3. Materials Required for Testing  
The System Identification stipulates the following materials are required for testing of the Sequoia 
WinEDS voting system. 


 


3.1 Voting System Software 
The software listed in Table 5 is the baseline documented configuration of the Sequoia WinEDS voting 
system. 
 


Table 5 Voting System Software 


Application  Manufacturer Version Description (identify COTS) 


EMS Software    Ballot preparation/Central 
Count 


WinEDS Election 
Management System 


Sequoia Voting Systems 4.0.122 DRE ballot preparation, 
optical scanner programming 
& central count EMS software 


Extended Services Sequoia Voting Systems 1.0.49.0 A suite of common services 
and features for ballot 
preparation, programming, 
and central count 


Election Reporting Sequoia Voting Systems 4.0.44 Election Reports and flat file 
exports providing election 
night tally, historical summary 
data repository, and additional 
reporting capabilities 


Memory Pack Receiver Sequoia Voting Systems 3.01 Firmware for the MPR 
(peripheral device connected 
via serial interface to a 
WinEDS workstation), that 
reads from and writes to 
Insight memory packs. 


Polling Place Voting 
Software 


   


Card Activator Sequoia Voting Systems 5.1.28 
 


Polling place software to 
program voter activation 
Smartcards 


Edge Audio Unit Sequoia Voting Systems 8.7.5 Polling place software to 
support audio ballots on the 
Edge II 


AVC Edge Sequoia Voting Systems 5.1.25 Polling place firmware for the 
Edge II  


EDGE2plus Sequoia Voting Systems 1.2.62.0 Polling place software for the 
EDGE2plus 


VeriVote Sequoia Voting Systems 1.04 VVPAT polling place software 


Insight Memory Pack 
Receiver 


Sequoia Voting Systems 2.14 Polling place software to read 
MemoryPacks used by the 
Insight optical scanners and 
transfers election results to 
the HAAT80, 90, and 100. 


Insight/Insight Plus (APX) Sequoia Voting Systems K2.16.080711.1775 Polling place firmware 
directing the movement and 
operations of paper ballots 
through the Insight optical 
scanners 


Insight/Insight Plus (HPXA) 
Surface Mount 


Sequoia Voting Systems K1.44A.080422.1500 Polling place firmware that 
scans and reads paper ballots 
on the Insight scanners 


Insight/Insight Plus (HPX) Sequoia Voting Systems K1.44.080501.1500 Polling place firmware that 
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scans and reads paper ballots 
on the Insight scanners 


HAAT (50, 80, 90, 100) Sequoia Voting Systems 2.6.20.0 Polling place software to 
activate  
Vote session Smartcards for 
the DREs (50, 80, 90, & 100) 
and accumulate, print results 
(80, 90, & 100), and transmit 
results (90 wired & 100 
wireless). 


HAAT Listener Sequoia Voting Systems 1.6.9 Central count software to 
receive election results 
transmitted from the HAAT90 
or HAAT100 


Central Count Voting 
Software 


   


WinETP Sequoia Voting Systems 1.16.6 Central count EMS software 
for the 400-C 


 


3.2 Voting System Hardware and Equipment 
The equipment listed in Table 6 is the documented configuration of the Sequoia WinEDS voting system.  
 


Table 6 Voting System Hardware and other Equipment 
 


Hardware or Equipment Manufacturer Version Description (identify COTS) 


Election Management System 
(WinEDS- Ballot Preparation 
and Central Count) 


  Ballot preparation & Central 
Count 


WinEDS 4.0 Server:  
PowerEdge 1900 
Windows Server 2003 R2 
Intel Xeon CPU 
1.60GHz, 1.99GB of Ram 


Dell 5XNXRF1 DRE ballot preparation and 
optical scan ballot programming 
PC (WinEDS 4.0 and SQL 
Server) and central count 


WinEDS 4.0 Workstation: 
Optiplex 330 
Windows XP Pro SP2 
Intel Pentium Dual CPU 
1.60GHz, 0.98GB of Ram 


Dell BMVTRF1 DRE ballot preparation and 
optical scan ballot programming 
PC (WinEDS 4.0 and SQL 
Server) 


WinEDS 4.0 Server:  
PowerEdge 1900 
Windows Server 2003 R2 
Intel Xeon CPU 
1.60GHz, 1.99GB of Ram 


Dell Service Tag: 
4XNXRF1 


DRE ballot preparation and 
optical scan ballot programming 
PC (WinEDS 4.0 and SQL 
Server) and central count 


WinEDS 4.0 Workstation: 
Optiplex 330 
Windows XP Pro SP2 
Intel Pentium Dual CPU 
1.60GHz, 0.98GB of Ram 


Dell Service Tag: 
CMVTRF1 


DRE ballot preparation and 
optical scan ballot programming 
PC (WinEDS 4.0 and SQL 
Server) 


Edge II   DREs & associated hardware 


AVC Edge 5.1 (Edge II) Sequoia Voting Systems  Sequoia Voting Systems’ stand-
alone touch screen DRE polling 
place voting device that 
incorporates a color LCD 
integral touchscreen, poll worker 
panel, integrated (voter) privacy 
flaps, internal memory for 
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storing ballot data and voting 
records, removable Results 
Cartridge, and protective & 
public counters. 


Card Activator 
 
 


Sequoia Voting Systems Rev D and E A component of the AVC Edge 
5.1 that serves as the voter’s 
access to the AVC Edge 5.1 
(Edge II) direct-record electronic 
touch-screen voting system by 
use of a Voter/Smart Card. 


Edge Audio Voting Accessory 
5.1 (E-AVA) 


Sequoia Voting Systems Rev A A six button device designed for 
use with the AVC Edge 5.1 that 
allows unassisted, private & 
secure voting for the visually 
impaired and non-reading voters 
using a spoken, audio ballot 
format. 


Verivote Printer Sequoia Voting Systems Rev C Sequoia Voting Systems’ 
optional side-mounted VVPAT 
printer to an AVC Edge 5.1 
machine, to produce a paper 
record that can be reviewed by 
the Voter as they vote. 


Seiko Printer Seiko DPU-414 A COTS 40-column dot matrix 
printer, which is used to provide 
election reports for the AVC 
Edge 5.1. 


Edge Aux Power Unit Lien Engineering BTC80W COTS emergency power unit 
that provides power for two AVC 
Edges for an extended period of 
time.  


Memory Cartridge COTS ATA/PCMCIA Removable flash memory for 
the AVC Edge 5.1. 


EDGE2plus   DRE & associated hardware 


EDGE2plus Model 300 Sequoia Voting Systems CO.3 Sequoia Voting Systems’ stand-
alone touch screen DRE polling 
place voting device that 
incorporates an LCD voter 
display panel, poll worker panel, 
integrated (voter) privacy flaps, 
internal memory for storing 
ballot data and voting records, 
removable Results Cartridge, 
protective & public counters, an 
APS external printer VVPAT 
(UTG) and ABLE-D audio voting 
control .  


EDGE2plus Model 300 Sequoia Voting Systems CO.4 Same as EDGE2plus CO.3 
except for changes (including 
the change of the LCD) 
reflected in Change Order 4 
(CO.4). 


APS External Printer  Sequoia Voting Systems UTG300 Permanently attached COTS 
40-column election report 
VVPAT thermal printer for the 
EDGE2plus. 
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Detachable Audio Voting 
Control (ABLE-D) 


Sequoia Voting Systems  An eight-button device 
integrated into and designed for 
use with the EDGE2plus that 
provides unassisted, private and 
secure voting for visually 
impaired, non-reading and 
voters with dexterity challenges 
or limitations on the use of their 
hands. 


Results USB Cartridge 
 


 


COTS Series K9K Series 700 COTS USB flash drive used to 
capture Election Day ballot, 
results & audit log 


Simulation USB Cartridge COTS Series K9K Series 700 COTS USB flash drive used to 
simulation script used for Pre 
and Post Election Logic & 
Accuracy Test mode 


Audit Trail USB Cartridge COTS Series K9K Series 700 COTS USB flash drive used to 
contain unalterable randomized 
electronic record of all votes 
cast during an election.   


Insight & Insight Plus   Optical scanners & associated 
hardware 


Optech Insight Sequoia Voting Systems G04 
 


A portable Precinct Count 
System that uses Optical Scan 
Read-Head technology to 
electronically read and tabulate 
Optical Scan ballots at the 
Polling Place, print results and 
store election totals. 


Optech Insight Plus Sequoia Voting Systems A04 Same as the Optech Insight, 
with the addition of an LCD 
panel display. 


Optech Insight Surface Mount Sequoia Voting Systems A.01 Same as the Optech Insight, 
with the addition of the surface 
mount board that has the APX 
firmware embedded.  This 
accepts the blank MemoryPack 
(no firmware). 


Optech Insight Plus Surface 
Mount 


Sequoia Voting Systems A.01 Same as the Optech Insight 
Surface Mount, with the addition 
of an LCD panel display. 


MemoryPack Sequoia Voting Systems Rev C Removable cartridge containing 
election parameter data, 
precinct totals, electronic log 
data and optional CVR data 
used for the Optech Insights.  


Insight Battery Powersonic Rechargeable 
Battery  


PS 12180 F2 COTS 12 VDC battery which 
provides emergency power for 
an Optech Insight during power 
failures 


400-C   Optical scanner & associated 
hardware 


Optech 400-C Sequoia Voting Systems 3.00P Sequoia Voting Systems’ central 
count ballot tabulator that reads 
marked ballots, tabulates and 
prepares output reports. 


Reports Printer COTS  COTS printer connected to the 
Optech 400-C LP1 port used for 
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reports printing. 


Log Printer COTS  COTS printer connected to the 
Optech 400-C LP2 port used for 
log printing. 


WinETP   Central count hardware 


Desktop Personal Computer 
Intel Celeron 2 - 2.53 GHz 
RAM: 256 MB 


Dell Dimension 
1100 


Personal computer that runs the 
WinETP application for the 
Optech 400-C. 


Other Hardware   Other associate hardware 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 50  


Sequoia Voting Systems A0.3 A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface.  


Hybrid Activator, Accumulator 
& Transmitter Unit Model 50  


Sequoia Voting Systems A1.1 Functionality the same as HAAT 
Model 50 except for 7 hardware 
changes. 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 80  


Sequoia Voting Systems A1.1 A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT80 also 
serves as a precinct level 
accumulator for consolidating 
and tallying results and a 
thermal printer for printing the 
results 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 90  


Sequoia Voting Systems A1.1 A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT90 serves 
as a precinct level accumulator 
for consolidating and tallying 
results, a thermal printer for 
printing the results and for 
transmitting unofficial results 
over fixed telephone line 
networks to central tally server. 


Hybrid Activator, Accumulator 
& Transmitter Unit Model 100 


Sequoia Voting Systems A0.7 A Sequoia Voting Systems’ 
component that provides voter 
access to the DREs through 
activation of a Voter/Smart Card 
interface. The HAAT100 serves 
as a precinct level accumulator 
for consolidating and tallying 
results, a thermal printer for 
printing the results and for 
transmission of unofficial results 
from all precinct voting devices 
over CDMA 1X/TLS secured 
networks to a central tally 
server. 


Insight Memory Pack Reader 
(IMPR) 


Sequoia Voting Systems A1.0 Serial Port interface for the 
HAAT80, 90, and 100 to read 
Insight MemoryPacks. 


Insight Memory Pack Reader Sequoia Voting Systems C1.1 Functionality the same as the 
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(IMPR) IMPR A1.0 except for 3 minor 
hardware changes. 


Voter/Smart Card Various COTS  Card issued by the poll worker 
to be used as a key to access 
the ballot on a DRE for voting 
purposes. 


MemoryPack Receiver (MPR) Sequoia Voting Systems Rev D A desktop device, which is 
connected to a PC via COM port 
which was developed 
specifically to work in 
conjunction with WinEDS 4.0 
(Windows Election Database 
System) installed on a PC, to 
encode precinct election data 
from WinEDS 4.0 to a 
MemoryPack. 


 
 
 


Table 7 Sequoia WinEDS Voting Device Hardware Configuration Options 


 Touch Screen DRE Optical Scanners – Optech 


Peripheral Hardware 


EDGE2-
plus  


(C0.3 & 


C0.4) 


Edge II 


Insight 
 (G04 &  A.01 


Surface 
Mount) 


Insight 
Plus 


(A04 & A.01 
Surface 
Mount) 


400-C 
(WinETP) 


Only Activators      


Card Activator  (D/E)      


HAAT50 (A0.3)      


HAAT50 (A1.1)      


Activators Accumulators 
& Printers 


     


HAAT80 (A1.1)      


HAAT90 (A1.1)      


HAAT100 (A0.7)      


Printers      


APS (UTG300) Printer      


 


Seiko DPU-414 Printer      


VeriVote Printer (Rev C)      


COTS Report Printer (LP1)      


COTS Log Printer (LP2)      


Receivers, Modems & 
Readers 


     


MPR       


IMPR (A1.0 & C1.1)      


Memory Cartridge 
ATA/PCMCIA (Sandisk) 


     


Accessibility      


Audio (E-AVA) 5.1 (Rev A)      


ABLE-D      


Memory      


MemoryPack (APX 2.16)      
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 Touch Screen DRE Optical Scanners – Optech 


Peripheral Hardware 


EDGE2-
plus  


(C0.3 & 


C0.4) 


Edge II 


Insight 
 (G04 &  A.01 


Surface 
Mount) 


Insight 
Plus 


(A04 & A.01 
Surface 
Mount) 


400-C 
(WinETP) 


Only Activators      


MemoryPack (No-FW)      


Memory Cartridge - Flash 
ATA/PCMCIA (Sandisk) 


     


USB Cartridge (K9K series 
- 700) 


     


COTS memory options:  
USB, CD-ROM DVD Rom, 
floppy disc & LAN (PC 
WinETP) 


     


Other      


Edge Aux Power      


Insight Battery      


Smart Card      


Personal Computer 
(WinETP 1.16.6)  


     


 


3.3 Testing Software, Hardware and Materials 
The software, hardware and materials listed in Table 8 are needed to support testing and in test 
simulations of elections of the Sequoia WinEDS voting system. 
 


Table 8 Testing Software, Hardware and Materials  
 


Software, Hardware or Material Description Description of use in testing 


3 1/8‖ x 300’ paper rolls COTS Verivote printer rolls VVPAT validation on the Edge II; 
compatible for HAAT report printing 


112mm x48mm x12mm paper rolls COTS Thermal printer rolls Edge II report printing 


3 1/8’ x 273’ x 7/16‖ paper rolls COTS Insight thermal printer 
rolls 


Report printing on the Insights; ; 
compatible for HAAT report printing 


3 1/8‖ (UTG300 58-400) paper rolls  COTS E2P UTG printer rolls Report printing and VVPAT validation 
on the EDGE2plus; compatible for 
HAAT report printing 


Pigma Micron 08 marker pens COTS marking pens. Paper ballot voting marking pens. 


Paper Sleeves Paper sleeves used by the 
Edge II Verivote printer. 


Edge II report printing 


U.S. Robotics 56K USB Fax 
modem 


COTS 56K USB Fax modem HAAT Model 90 transmitting 
component. 
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Software, Hardware or Material Description Description of use in testing 


Multiple desktop and laptop PCs A variety of PCs running 
Microsoft operating systems 


Supplied by iBeta: Preparation, 
management and recording of test 
plans, test cases, reviews and results 


Repository servers Separate servers for storage of 
test documents and source 
code, running industry 
standards operating systems, 
security and back up utilities 


Supplied by iBeta: Documents are 
maintained on a secure network 
server. Source code is maintained on 
a separate data disk on a restricted 
server  


Microsoft Office Professional 
Enterprise Edition 2003 


Excel, Word and Visio software 
and document templates 


Supplied by iBeta: The software used 
to create and record test plans, test 
cases, reviews and results 


SharePoint Portal Server 2003 TDP and test documentation 
repository 


Supplied by iBeta: TDP and test 
documentation repository and 
configuration management tool  


Other standard business 
application software 


Internet browsers, PDF viewers 
email 


Supplied by iBeta: Industry standard 
tools to support testing, business and 
project implementation 


Center 325 Mini Sound Level Meter IEC 651 Type 2 handheld 
sound level meter 


Supplied by iBeta: Measure decibel 
level 


Visual Studio 2003 v.7.1.3808 
(Microsoft) 


Build and source code review 
Integrated Development 
Environment 


Supplied by iBeta: View source code 
review  


RSM v.7.40 
(M Squared Technologies) 


C, C++, Java & C# static 
analysis tool 


Supplied by iBeta: identify line counts 
and cyclomatic complexity 


Beyond Compare 2 v.2.5.1 
(Scooter Software) 


Comparison utility Supplied by iBeta: used to compare 
file/folder differences 


WinDiff 5.1 (Microsoft) Comparison utility Supplied by iBeta: used to compare 
file/folder differences 


Hash.exe v.7.08.10.07.12 
(Maresware) 


Hash creation utility Supplied by iBeta: used to generate 
hash signatures for Trusted Builds 


NistNet -- version 2.0.12.c Packet switching and network 
packet analysis tool 


NIST tool used in testing Public 
Telecommunications Networking 


Nessus v. 3.2.0 Network port scanner and 
vulnerability testing tool 


Supplied by iBeta: used to scan ports 
of Public Telecommunications 
Networking for vulnerabilities 


WireShark v. 1.0 (Formerly 
Ethereal v. 0.99.0) 


An open source network packet 
capture and analysis tool 


Supplied by iBeta: used to capture 
packets for later analysis of 
cryptography 


LANForge CT970-16 Network-related testing and 
simulation tool 


Supplied by iBeta:  (FIRE) used to 
generate Public Telecommunications 
signals and (ICE) used to insert 
duplicate and reordered packets to 
test the receiving software 


Automation Anywhere v4.0.1  Functional automation tool Supplied by iBeta:  used to simulate 
keystrokes inputs to  WinEDS and 
WinETP during EMI/EMC testing of 
the 400-C and MPR 


 
 


3.4 Deliverable Materials 
Sequoia delivered separate Technical Data Packages for each product. The documents are listed in the 
Appendix - TDP Documents.  The documents listed are delivered as part of the Sequoia WinEDS voting 
system.  
 
The materials listed in Table 9 are to be delivered as part of the Sequoia WinEDS voting system (see 
Tables 5 and 6 for hardware, software, and firmware versions). 
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Table 9 System Materials 


Material Material Description Use in the Voting System 


WinEDS Voting  software  Ballot preparation and central 
count software 


Memory Pack MPR MemoryPack Recorder 
 


Attached to WinEDS that 
reads and writes to Insight 
MemoryPacks. 


AVC Edge II DRE (Touch Screen) voting hardware  DRE polling place device for 
recording votes. 


Edge Audio Voting Accessory 
(E-AVA) 


Audio Unit Device 
 


Audio unit device attached to 
Edge II to assist in audio 
voting 


Edge Aux Power Unit Lien Engineering Power Back-up unit 
 


COTS Power back-up for 
Edge II 


Card Activator Smartcards activation hardware 
 


Polling place device used to 
program voter/smart cards for 
access to Edge II. 


Verivote Printer Printer for Edge II 
 


Printer attached to Edge II 
used to print out voter ballot 
for voter verification. 


Seiko Printer COTS Thermal Printer:  
Model DPU-414 


Printer attached to Edge II 
used to print out system audit 
logs. 


Memory Cartridge (2) COTS SATA/PCMCIA Flash Memory 
 


External/Detachable memory 
device used on Edge II for 
installing election and 
capturing election ballot, 
results and audit logs. 


EDGE2plus DRE (Touch Screen) voting hardware DRE polling place device for 
recording votes 


APS External Printer Report Printer  
Model: UTG 300 


Election Report printer for the 
EDGE2plus  


Detachable Audio Voting Control 
(ABLE-D) 


Eight (8) button assistive device with 
headphone input. 


Audio device attached to 
EDGE2plus that allows voters 
to vote in audio mode, audio 
visual mode, and any assisted 
device with 2 channel, 3 mm 
connectors 


Results/AUX Cartridge (2) COTS USB Flash Memory External/Detachable memory 
device used on EDGE2plus for 
installing election and 
capturing election ballot, 
results and audit logs. 


Optech Insight  Paper ballot optical Scanner 
(G04) 


Polling place paper ballot 
scanner 


Optech Insight  Paper ballot optical Scanner 
(A.01) 


Polling place paper ballot 
scanner 


Optech Insight Plus Paper ballot optical Scanner 
(A04) 


Polling place paper ballot 
scanner 


Optech Insight Plus Paper ballot Optical Scanner 
(A.01) 


Polling place paper ballot 
scanner 


MemoryPack Insight memory cartridge 
 


Removable memory device 
used to program and transfer 
election results from Optech 
Insight and Insight Plus. 
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Material Material Description Use in the Voting System 


Insight Battery Backup power 
PS 12180 F2 


Back-up power equipment for 
the Insights. 


Optech 400-C Paper ballot optical scanner Central Count paper ballot 
optical scanner. 


WinETP 400-C software 400-C software for controlling 
ballot scanner and 
counting/recording votes. 


HAAT (Hybrid Activator, 
Accumulator & Transmitter) 50 


Sequoia smartcard activation device Device to activate smartcard 
for access to DRE. 


HAAT (Hybrid Activator, 
Accumulator & Transmitter) 80 


Sequoia smartcard activation and vote 
consolidator device. 
Version A1.1 


Device to activate smartcard 
for access to DRE, consolidate 
and print vote totals from 
cartridges. 


HAAT (Hybrid Activator, 
Accumulator & Transmitter) 90 


Sequoia smartcard activation, vote 
consolidator, and transmitter device. 
Version A1.1 


Device to activate smartcard 
for access to DRE, consolidate 
and print vote totals from 
cartridges. Also transmit vote 
totals via telephone line. 


HAAT (Hybrid Activator, 
Accumulator & Transmitter) 100 


Sequoia smartcard activation, vote 
consolidator, and transmitter device. 
Version A07 


Device to activate smartcard 
for access to DRE, consolidate 
and print vote totals from 
cartridges. Also transmit vote 
totals via wireless telephone. 


Insight Memory Pack Reader 
(IMPR)  


Serial port device attached to HAAT 
(80/90/100). 


Device attached to HAAT 
(80/90/100) units to read 
Memory Pack from Insights. 


Voter/Smart Card COTS data card. Polling place card to provide 
DRE voter access. 


 


3.5 Proprietary Data 
All software, hardware, documentation and materials shall be considered by iBeta as proprietary to 
Sequoia.  None of the elements submitted for certification testing may be used outside the scope of 
testing.  No release or disclosure may occur without the written authorization of Sequoia.  Authorization 
for release to the EAC is contained in the MSA contract. 
 
No information submitted to the EAC within this test plan has been identified by Sequoia as subject to 
restriction on use, release or disclosure. 
 
iBeta has provided internal process documentation to the EAC to assist in the review of their test plan. 
This information includes programming language specific review criteria in Appendix A.  These 
documents are tendered in separate electronic files and identified as confidential and protected from 
release as a trade secret because they are a description of how the process is performed and the end 
result of substantial effort.   This information is explicitly prohibited from release by the FOIA and the 
Trade Secrets Act (18 U.S.C. §1905). 
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4. Test Specifications 
Testing for conformance to the VSS 2002 shall be conducted as identified below.  The test methods for 
the system level (functional, integration, security, volume, telephony and cryptographic), environmental, 
accuracy (accuracy, volume, stress, reliability, and availability) characteristics (recovery, usability, 
accessibility, and maintainability) test cases are contained in the appendix.  A test case shall be 
provided for each test method.  Documentation of all test iterations shall be maintained with a separate 
record of the configuration and results of each test execution. 
 


4.1 Hardware Configuration and Design 
The baseline hardware configuration of the Sequoia WinEDS voting system submitted for testing is 
identified in Table 6.  It is recorded in the PCA Configuration document.  If during testing there is any 
change to the configuration of the system, the complete voting system configuration will be recorded on 
a new tab.  The new tab will reflect the date upon which the new configuration was documented.  All test 
cases identified in Tables 11 and 12 will include verification and documentation of the test environment 
against the applicable PCA Configuration tab 
 


4.2 Software System Functions 
Testing of the software system functions defined in the VSS 2002 include: 


 Identification of the functional test scope based upon the PCA TDP Document Review (Vol. 2, 
Sect. 2) and FCA review of the Sequoia WinEDS voting system testing (Vol.2 Appendix A.2) 


 PCA TDP Source Code Review of all new or changed code (Vol.2 Sect. 5.4)  


 Witness the build of the reviewed code for the baseline version of the system intended to be 
sold by the vendor and delivered to the jurisdiction. (Vol.2. Sect. 6.2) 


 Development of a Certification Test Plan and Test Cases (Vol. 2, Appendix A.) 


 Execution of Functional/System Integration Test Cases: General 1 thru General 4,Primary 1 
thru Primary 6, Accuracy Optical Scan , Accuracy DRE.  (Vol. 2, Sect. 6) 


 Testing of the performance and sequence of system hardware and software functions identified 
in System Operations, Maintenance and Diagnostic Testing Manuals: General 1 thru General 4, 
Primary 1 thru Primary 6, Accuracy Optical Scan, Accuracy DRE, Characteristics Edge II, 
Characteristics EDGE2plus, Characteristics Insight/Insight Plus and Characteristics 400-C (Vol. 
2. Sec. 6.8) Completion of a trusted build by the VSTL with file signatures provided to the 
escrow agency. 


 


4.3 Test Case Design 
 


4.3.1 Hardware Qualitative Examination Design 


iBeta conducted a review of all submitted testing of the Sequoia WinEDS voting system.  The review 
was conducted in accordance with vol.2 Appendix A.4.3.1 (a-d) of the VSS 2002 and Section 301 of 
HAVA.  The results of this review were recorded in the FCA Test Document Review and mapped to the 
applicable iBeta test cases. As a result of this review it was determined that iBeta will conduct testing to 
determine the quality of the hardware design.  This will be assessed in the Characteristic (Usability, 
Accessibility and Maintenance) and Security Test Cases. iBeta will also conduct tests to determine the 
quality of the overall voting capabilities, pre-voting, voting and post voting functions of the Sequoia 
WinEDS voting system.   These will be assessed in the General 1 through 4, Primary 1 through 6 
Functional System Level Test Cases and the Accuracy Test Cases.  
 
An examination of the Sequoia voting system was conducted to confirm that it contains only COTS 
electronic dexterity equipment. The results of this review were recorded in the FCA Test Document 
Review and mapped to the applicable iBeta standard test cases.  As a result of this review it was 
determined that the voting system will be examined for all functionality listed within the VSS 2002. 
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4.3.2 Hardware Environmental Test Case Design 


For the hardware environmental test case design, iBeta completed a full review of each component of the Sequoia voting system submitted for 
certification testing.   The results of the analysis associated with the summary of the testing that will be conducted as provided below in Table 10.  


 Vol.1 sections 3.2.2.5 through 3.2.2.12 only require electrical testing for vote scanning and counting equipment.   
 
The Accuracy Test Case will be executed during the 48 hour temperature and humidity chamber test.  It also contains the test steps for reliability, 
availability, volume, and stress. 
 


Table 10 Environmental Hardware Test Matrix 
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Equipment Summary of Testing 
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EDGE2plus CO.3 
with audio and flash 
drive 


Mil-Std Testing only - reuse 
EMI/EMC from Criterion 2006 
testing (see Section 2.2) 


               


EDGE2plus CO.4 
with audio and flash 
drive (CO.3 plus 
the CO.4 change 
order) 


All except EMI/EMC 4.8.1 
(Power Disturbance), 4.8.6 
(Lightning Surge), and 4.8.8 
(Magnetic Field Immunity) - 
reuse of those test results 
from Criterion 2006 testing. 
(see Section 2.2) 


               


HAAT50 A0.3 All Mil-Std 810D.  The 
HAAT50  is not vote scanning 
or counting equipment. 


               


HAAT50 A1.1 All Mil-Std 810D.  The 
HAAT50  is not vote scanning 
or counting equipment. 


               


HAAT80 A1.1 None - unit is hardware 
equivalent to HAAT90 


               


HAAT90 A1.1 Reuse of all EMI/EMC except 
4.8.2 - VSS.  All Mil-Std 
Testing (see Section 2.2). 


               


HAAT100 A0.7 All                
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 MIL-STD 810D FCC        OSHA 


Equipment Summary of Testing 
Required 
 


  
5
1
6
.3


 B
e
n
c
h
 H


a
n
d
lin


g
 


  
5
1
4
.3


 C
a
te


g
o
ry


 1
 


  
V


ib
ra


ti
o


n
 


  
5
0
2
 L


o
w


 T
e


m
p
 


  
5
0
1
 H


ig
h
 T


e
m


p
 


  
5
0
7
-2


 H
u
m


id
it
y
 


  
5
0
1
 &


 5
0
2
 T


e
m


p
 &


 P
o
w


e
r 


  
  
  
  
  
  
  
  
  
  
  
 


V
a
ri
a


ti
o


n
 W


it
h
 A


c
c
u
ra


c
y
 &


  


1
6
3
 h


o
u
r 


R
e
lia


b
ili


ty
 T


e
s
ts


 


E
le


c
tr


o
m


a
g
n
e
t 
R


a
d
ia


ti
o


n
  


P
a
rt


 1
5
 C


la
s
s
 B


 


P
o
w


e
r 


D
is


tu
rb


a
n
c
e
  


6
1
0
0
0
-4


-1
1


 


E
le


c
tr


o
s
ta


ti
c
 D


is
ru


p
ti
o


n
 


6
1
0
0
0
-4


-2
 


E
le


c
tr


o
m


a
g
n
e
ti
c
 


S
u
s
c
e
p
ti
b


ili
ty


 
6
1
0
0
0
-4


-3
 


E
le


c
tr


ic
a
l 
F


a
s
t 
T


ra
n
s
it
 


 6
1
0
0
0
-4


-4
 


L
ig


h
te


n
in


g
 S


u
rg


e
 


 6
1
0
0
0
-4


-5
 


R
F


 I
m


m
u
n
it
y
  


6
1
0
0
0
-4


-6
 


M
a


g
n
e
ti
c
 F


ie
ld


s
 


Im
m


u
n
it
y
  


6
1
0
0
0
-4


-8
 


S
a
fe


ty
 T


it
le


 2
9
, 
P


a
rt


 


1
9
1
0
 


IMPR A1.0 All but tested in conjunction 
with HAAT100 A0.7  The 
IMPR is not vote scanning or 
counting equipment. 


               


IMPR C1.1 All but testing in conjunction 
with HAAT90 A1.1.  The 
IMPR is not vote scanning or 
counting equipment. 


               


MPR Revision D All - test results are prior to 
Jan 1, 2005 (11/15/2004) and 
impacts from RFI 2008-02. 


               


Edge2 with 
VeriVote and audio 


All                


Insight with UPS All                


Insight Plus with 
UPS 


All EMI/EMC due to battery 
configuration.  Reuse of Mil-
Std testing based on the 
2006 test results but a run in 
tandem with multiple units will 
obtain up-to-date test results.  
Accuracy testing requires the 
48 hour chamber test. 


               


Surface Mount 
Insight with UPS 


All                 


Surface Mount 
Insight Plus with 
UPS 


All                 


400-C with UPS All - test results are prior to 
Jan 1, 2005 as dictated by 
the EAC NOC 08-001. 


               


Card Activator All - MIL-Std test results are 
prior to Jan 1, 2005 as 
dictated by the EAC NOC 08-
001. The Card Activator is not 
vote scanning or counting 
equipment. 


               
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4.3.3 Software Module Test Case Design and Data 


Based upon the FCA Document Review of the Sequoia tests the iBeta standard test cases were 
customized to cover the applicable requirements of the VSS 2002. 
 
These test cases cover the scope of Security, Accuracy, Integrity, System Audit, Error Recovery, 
Accessibility, Vote Tabulation, Ballot Counter, Telecommunications, Data Retention, and Reporting. The 
Pre and Post vote testing scope will include Ballot Preparation, Ballot Formatting, Ballot Production, 
Election Programming, Ballot and Program Installation and Control, Readiness Testing, Activating the 
Ballot (DRE Systems), DRE Standards for Accessibility, Casting Ballots, Consolidating Vote data, Vote 
tabulation and Reporting. Testing on Voting variables for the EMS will include Closed and Open 
Primary, Non-partisan Offices, Write-In Voting, Primary Presidential Delegation Nominations, Ballot 
Rotation, Straight Party Voting, Cross-Party Endorsement, Vote N of M, Recall Issues, with options, 
Ranked Order Voting, Tabulation of Ranked Order Votes, Provisional/Challenged Ballots, Overvotes, 
Undervotes, Blank Ballots, and Display/Printing of Multi-Lingual Ballots. 
 
The customized test cases include the identification of the flow control parameters between the 
applications, user interfaces, and hardware interfaces with the capture of entry and exit data (see 
Tables 11 and 12 and Appendix - Test Methods). 
 


4.3.4 Software Functional Test Case Design 


A review of the Sequoia functional test cases against the 2002 Voting System Standards and the 
WinEDS voting system functional requirements has been performed.  Tests covering system functional 
requirements are incorporated into a standard set of system level integration test cases.  These test 
cases identify Accept/Reject performance criteria for certification based upon the VSS 2002 and the 
WinEDS voting system software and hardware specifications 
 
The Sequoia WinEDS voting system functions and the iBeta Test Cases are identified in Table 11.  
Greater description of each Test Case is found in the Test Methods. (See the Appendix.)  Detailed test 
steps and test data are found in the separate individual Test Case documents. 
 


Table 11 System Function and Test Cases 


System Function Test Case 


a. Ballot Preparation Subsystem  


1) Creation of Election Database: select election type, state and 
election parameters; set and assign user, roles and workstation; 
set tally types, precincts, PSD, voting location, voting machines 
and assignments; and Create offices and contests.  


2) Setting up an election; assign candidates to offices and contests 
3) Setting up a ballot; generate layouts and ballot styles; export 


Optech ballots; generate and edit header masks; and view 
ballots for proofing. 


4) Create cartridges; installing ballots onto voting systems; perform 
Pre-Lat testing and verification.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 


b. Test operations performed prior to , during and after processing of 
ballots, including:  


 


1) Logic Test: Interpretation of Ballot Styles & recognition of 
precincts; displaying ballot styles correctly by election type, 
precinct, precinct splits and party. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
 


2) Accuracy Tests: Clearly identifiable voting fields associated with 
candidates and measures; Optech paper ballot reading accuracy 
on optical scanners; correctly mark and scan paper ballot; and 
correctly voted and recorded votes on DRE and with audio.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


3) Status Tests: Initialize voting systems, card activator and HAATs; 
confirm operational status  of  system and Ready mode; and 
check buttons, touch-panel ,scanner, display, and ballot. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
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System Function Test Case 


Volume 


4) Report Generation:  Produce, view and print Voting system 
(DREs and Optech Scanners) reports; and produce consolidated 
central count reports. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


5) Report Generation: Produce, view and print Voting system 
(DREs and Optech Scanners)  and central count (WinEDS) audit 
data reports. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


c. Procedures applicable to equipment used in a Polling Place for:  


1) Opening the polls; print zero proof report; and activate for 
accepting ballots;  display, vote and cast ballots. 


General 1, 2, 3 &4 
Primary 1, 2, 3 & 4 
Security 
Accuracy  
Volume 


2) Monitoring equipment status ready and non-ready modes; and 
voting booths provide privacy. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Characteristics 
Volume 


3) Equipment response to commands; confirm voting enabled; 
fleeing voter enabled; audio and visual ballots activated; write-
ins, review of votes, casting the ballot; activation of authorized 
ballot content (election information, election type, precinct, party, 
supported variations); usable and accessible generation/display 
of all voter facing messages and notifications.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Characteristics 


4) Generating real-time audit messages for election installation, 
equipment status, opening/closing polls, vote activations, poll 
worker interference, power fault and recovery; and report 
processing. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Characteristics 
Volume 


5) Polls are close; Ballot activation is disabled; visible indication of 
system status.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Volume 


6) Generating election data reports; Vote consolidation via the 
HAAT; and Post-Lat testing and verification. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


7) Transfer ballot count to central counting location via results 
cartridges and memory pack. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Volume 


8) Electronic network transmission on the HAAT 90/100. HAAT90 
using POTS and HAAT100 uses wireless transmission. 


General 3 & 4 
Telephony and Cryptography 
Volume 


d. Procedures applicable to equipment used in Central Count  


1) Read in results cartridges, memory pack and removable media 
for >1 precinct to WinEDS for tallying. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Volume 


2) Monitoring equipment status for ready and non-ready mode. 
Cartridges and Memory Pack readers are correctly connected to 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
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System Function Test Case 


WinEDS and are ready to process results cartridges. Accuracy 
Volume 


3) Equipment response to commands; WinEDS reads votes from 
results cartridges, memory pack and external memory device 
from 400-C; write-ins identified; faulty cartridges (already read 
cartridges and tampered cartridges) rejected.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 


4) Integration with peripherals equipment or other data processing 
systems. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Volume 


5) Generating real-time audit messages: election installation, 
cartridge creation, equipment status checks, power recovery, 
report processing; and cartridge result  tally status.  


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Security 
Accuracy 
Volume 


6) Generating precinct-level election data reports: view and print 
reports with partial and complete precinct votes. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


7) Generating summary election data reports: view and print zero 
proof reports; and view and print vote summary reports with 
partial and complete votes. 


General 1, 2, 3 & 4 
Primary 1, 2, 3 & 4 
Accuracy 
Volume 


 


4.3.5 System Level Test Case Design 
System Level Test Cases have been prepared to assess the response of the hardware and software to 
a range of conditions.  Greater description of each Test Case is found in the Test Methods. (See the 
Appendix.)  Detailed test steps and test data are found in the separate individual Test Case documents.  
 


Table 12 System- Level Test Cases 


 Test Cases 


a. Volume Test  


Using the Sequoia defined system limitations, confirm that the voting 
system limit exceed the documented limits when those limits are 
combined in a worse case scenario in a Primary and General Election.   
 
Using the defined system limits, verify that the maximum capacity is 
successfully prepared and processed without errors for: 
-Total number of ballots processed by each precinct shall reflect the: 
           Maximum number of active voting positions 
           Maximum number of ballot styles in a precinct 
           Maximum number of precincts in a Memory Cartridge 
           Maximum number of candidates voted for in a single precinct  
           Maximum number of parties 
-Process the maximum number of Precincts 
-Process the maximum expected number of races and the number of 
candidates per race 
- Process the maximum expected number of total candidates in an election 
- Process the maximum number of races per precinct 
- Process the maximum number of ballot styles in an election 
- Process the maximum number of contests in a ballot style 


 
Verify that during the expected hours of operation audit entries are  
successfully recorded without errors. 
 
During the Accuracy Test a minimum of 1,549,703 ballot positions will 


Volume Test Cases 
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 Test Cases 


be exercised to confirm that this volume is handled by the voting 
system.  In order to complete the Reliability requirements additional 
ballots will be run. Two units will operate for 85 hours. 
Edge II and EDGE2plus with VVPAT: 


 2 units of @ DRE, running 1,607 ballots per unit (Total 4,608); 


 Total predicted volume of 5,253,120 ballot positions; and 


 Voter selections are recorded, reported and available for 
consolidation; errors are correctly reported. 


Insight, Insight Plus,  Insight Surface Mount, Insight Plus Surface 
Mount, and 400-C:  


 Optech Insight & Insight Plus: 2 units, 1 of  @ running 8,500 
ballots 100/hour (total 17,000 ballots with 4,080,000 ballot 
positions );   


 Optech Insight & Insight Plus Surface Mounts: 2 units, 1 of  @ 
running 8,500 ballots 100/hour (total 17,000 ballots with 
4,080,000 ballot positions );   


 Optech 400-C: 2 units, @ running 25,500 ballots 300/hour 
(total 51,000 with 12,240,000 ballot positions ) (Alternative: 1 
unit running 163 hours for 48,900 ballots with 11,736,000 ballot 
positions); and 


 Voter selections are recorded, reported and available for 
consolidation; errors & misfed ballots are correctly reported. 


 
 
 
 
 
 
Accuracy DRE and Optical 
Scan Test Cases 


b. Stress Test   


Stresses for hardware-generated interrupts are initiated in the 
Environmental - Electrical Testing for the Edge II, EDGE2plus, Insight, 
Insight Plus, and 400-C. Successful completion of the post electrical 
test Operational Status Checks provides validation.  
 
Insight, Insight Plus, Insight Surface Mount, Insight Plus Surface 
Mount, and 400-C shall include processing of ballots at the equipment's 
maximum rate with an over voted ballot injecting a hardware wait state 
and a mutilated ballot injecting a hardware interrupt. Accurate vote 
recording and reporting provides validation. 
 
Edge II and EDGE2plus shall include processing of a voting session 
with a hardware interrupt.  Appropriate error handling and voting 
recording provides validation when a VVPAT reaches the end of the 
role.  
 
Using the Sequoia defined system limits, verify that the voting system 
provides an appropriate response to an overloading conditions: 


 Polling place devices shall be subjected to ballot processing at 
the high volume rates at which the equipment can be operated. 


 Central counting systems shall be subjected to similar 
overloads including continuous processing through all readers 
simultaneously. 
 


Stress scenarios exceeding the maximum limitations will be executed 
to confirm any applicable error handling.  If error messages are 
generated they are:  


 Stored and reported as they occur 


 Errors requiring intervention clearly display issues and action 
instructions or with indicators 


 Incorrect responses will not lead to irreversible errors. 
 
If error messages are not generated:  


Post Environmental 
Electrical Testing 
Operational Status Checks 
 
 
Accuracy Optical Scan Test 
Case 
 
 
 
 
Accuracy DRE Test Case 
 
 
 
 
Volume Test Cases 
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 The system processes without error; or  


 If there are any system errors then the system shall recover 
without any loss of data. 


c. Usability Tests:  


In the system level test cases election databases, DRE and paper 
ballots will be prepared, installed, voted and reported exercising the 
input controls, error content, and audit message content of the voting 
system.  


 A review will assess the content and clarity of instructions and 
processes. 


General 1 through 4 
Primary 1 through 4 
 


d. Accessibility Tests:  


Audio and visual ballots will be programmed in the default language 
(English), a secondary language using a Western European font 
(Spanish), an ideographic languages (Chinese) and non-written audio 
ballot. Votes will be cast to confirm: 


 All ballot and instructions can be printed or displayed in 
supported languages; 


 DRE ballots, instructions and voting system controls can be 
accessed visually, aurally or with non-manual dexterity aids in 
all supported languages; and  


 DRE ballots and instructions can be accessed visually , aurally, 
and with non-manual controls adjusting screen contrast, ballot 
display settings (colors & text), and audio ballot controls within 
the ranges identified in the VSS 2002; 


 DRE voter sound cues and alerts are accompanied by visual 
cues; and  


 Precinct voting systems physical measurements of the voting 
systems will comply with Vol.1 Sect. 2.2.7.1 a through f. 


General 2 & 4, Primary 2 
and Characteristics 


e. Security Tests:  


A PCA Security Document Review of each Voting System shall be 
executed to verify a means of implementing the following capabilities: 


 Software/hardware access controls 


 Effective password management 


 Segregation of duties 


 Individual Access Privileges 


 Controlled System functions 


 Safeguards to protect against tampering during system repair 
or interventions in system operations 


During System Function testing steps will be incorporated into the pre-
vote, vote, and post-vote election phases. These steps shall test: 


 Security access controls that limit or detect access to critical 
system components (ballot preparation, opening/closing of 
polls, voter card activation, ballot activation, tallying of results, 
reading/transfer data, audit functions); 


 System functions are executable only if the defined function 
predecessors are met; and 


 Restoration of device to operating condition existing 
immediately prior to an error or non-catastrophic failure (power 
failure, memory device failure, voter card error). See recovery 
test section g of this table for more recovery testing. 


 
Security specific test cases shall include: 


 Attempts to bypass or defeat voting system security including: 
changing vote data, copying voter cards, ability to bypass user 
passwords, modifying data in audit logs, and accessing 
controlled functions without appropriate validation; 


General 1, 2, 3 & 4 Test 
Cases 
 
PCA Document Review: 
Security Specifications 
 
Source Code Review 
 
Security 
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 Voter denial of service attacks introduced via the voter card or 
results cartridges. 


 Attempts to circumvent physical security devices, without 
detection, including, destructible seals and system components 
locks for cartridge slots, polls switches, keypads, and hardware 
components; and 


 Poll workers, voters, and operators as threat agents to access 
the ability of the voting system to resist or detect attacks, log 
and/or report attempts. 


 
After defining language specific review criteria, a software source code 
review will be executed to confirm that: 


 Audit logs report the date and time of normal and abnormal 
events; 


 Data processing methods are verified through the use of 
check-sums; 


 Modules have single entry/exit point; 


 There are no voter counter overflow; 


 There are no self modifying code; 


 Messages are encrypted; 


 There is separate and redundant ballot image, vote and audit 
recording; 


 There are no computer-generated passwords; and 


 Voting systems halt execution at the loss of critical systems. 


f. Performance Tests:  


During the system level and accuracy testing election databases will be 
programmed for the functions identified in Table 11. WinEDS will be 
used to create the test election databases. These will include: 


 One or more DRE and one or more optical scanner;  


 Specific voting variations that are supported by the hardware 
and state specific election databases; and 


 Election setup and management reports. 
The voting equipment shall be programmed to verify:  


 Ballot instructions, formats, errors and status are presented to 
the appropriate voter (geographic, party, visual, audio, English, 
and/or multi-lingual); 


 Ballots can be viewed, voted, reviewed, cancelled, and votes 
modified and prior to casting; 


 Ballots can be cast in all voting modes (visual, audio, non-
manual, English, and/or multi-lingual); 


 Votes can be accurately recorded and reported; 


 DRE optional/ required Voter Verified Paper Audit Trails can be 
viewed,  modified, cancelled and cast; and 


 Optional/ required activation, accumulation, and transmission 
of votes. 


Election results shall be centrally compiled to verify:  


 Accurate reporting at the required election, precinct and party 
level; and 


 Accurate reporting of optional Election Day and Post Election 
management reports. 


General 1 through 4 
Primary 1 through 4 
Accuracy DRE and Optical 
Scan Test Cases 
Volume Test Cases 


g. Recovery Tests:  


Test will be conducted to determine that  the Edge II, EDGE2plus, 
Insight, Insight Plus,  Insight Surface Mount, Insight Plus Surface 
Mount, and 400-C are able to: 


 Recover from power or other system failure, without loss of 
vote data; and  


Characteristics Test Case 
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 Test Cases 


 Be supported on back up power for a minimum of two hours. 
 
Consistency assessment of Source Code to confirm that the single exit 
point is the point where control is returned.  At that point, the data that 
is expected as output is appropriately set. The exception for the exit 
point is where a problem is so severe that execution cannot be 
resumed.  In this case, the design explicitly protects all recorded votes 
and audit log information and implements formal exception handlers 
provided by the language. 
 
If during Volume and Stress testing there are system errors that cause 
a crash the system shall recover without any loss of data. 


 
 
PCA Source Code Review 
 
 
 
 
 
 
 
Volume Test Cases 
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5. Test Data 
 


5.1 Test Data Recording 
The results of testing and review to the Sequoia WinEDS voting system to the VSS 2002 are recorded 
in the test case and review forms prepared by iBeta.  Environmental test data will be recorded in the 
manner appropriate to the test equipment with output reports detailing the results and analysis. 
Electronic copies of all testing and reviews will be maintained.  
 


5.2 Test Data Criteria 
The results of the voting system tests and reviews shall be evaluated against the documentation of the 
WinEDS voting system TDP, and the requirements of the VSS 2002   The WinEDS voting system shall 
be evaluated for its performance against the standard and the expected results identified in each test 
case. 
 


5.3 Test Data Reduction 
Test data will be processed manually. 
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6. Test Procedures and Conditions 
 


6.1 Facility Requirements 
All software testing and review will be performed at iBeta laboratory in Aurora, Colorado  
 
All Sequoia documentation, test documentation and results will be maintained in the Sequoia WinEDS 
voting system project folder on the SharePoint server in the Voting. Only project assigned test 
personnel will have access to the Sequoia repository. Sequoia source code will be maintained on a 
separate server. Only project assigned test personnel will have access to the source code repository.  
Repositories are backed up daily using industry standard utilities. 
 


6.2 Test Set-up 
As part of the PCA, the Sequoia WinEDS voting system test platform will be set-up in the manner 
identified in the system configuration identified in the WinEDS 4.0 Configuration Management Plan.  
The test platform will be documented.  Installation of the witnessed build will be observed and 
documented.  An inventory of any accessories or preloaded applications will be documented. 
 


6.3 Test Sequence 
There is no prescribed sequence for the testing of the voting system.  The only sequence requirement is 
that predecessor tasks are completed prior to initiation of a task.  


 
Table 13 –Sequence of Certification Test Tasks 


Certification Test Task Predecessor Task Test Personnel 


Identify scope of project for contract 
negotiation 


Determination of voting system status 
(new or changed) 


Gail Audette 


Set up Project and Repositories Contract Authority Gail Audette  
Carolyn Coggins 


Reporting of Discrepancies Commencement of the project All 


PCA TDP Document Review Project repository and TDP Documents 
received 


Mary Ricketts 
Deb Harwood 
Charles Cvetezar 
Lich Le 
Kevin Wilson 
Michael Libman 


PCA TDP Source Code Review Project repository and TDP Documents & 
Source Code received 


Lauren Laboe 
Kevin Wilson 
Charles Cvetezar 
Kenyatta Thomas 
Kalpana Siddhatham 
Lich Le 
Ken Mathis 


FCA Testing Review and Test Scope/ 
Requirements Identified 


TDP Test Documents received Ken Mathis 
Gail Audette 
Deb Harwood 


Certification Test Plan Preliminary PCA TDP Document Review 
& FCA Testing Review  


All 


FCA Test Case preparation TDP Documentation received, FCA 
Testing Review, Identification of Test 
Scope and Requirements 


Mary Ricketts 
Deb Harwood 
Charles Cvetezar 
Lich Le 
Kevin Wilson 
Gail Audette 
Carolyn Coggins 


PCA System Configuration TDP Documentation, hardware and 
software received 


All 


PCA Witness Build PCA Source Code Review Kevin Wilson 
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Certification Test Task Predecessor Task Test Personnel 


Lich Le 


FCA Environmental Hardware Test 
Case Execution 


FCA Test Case preparation & PCA 
System Configuration 


Charles Cvetezar 
Gail Audette 


FCA Accuracy Test Case FCA Test Case preparation, PCA System 
Configuration, Temperature and Power 
Variation Environmental Test 


Carolyn Coggins 
Charles Cvetezar 


FCA Functional/System Level Test 
Case Execution 


FCA Test Case preparation & PCA 
System Configuration 


All 


FCA Characteristics. Test Case 
Execution 


FCA Test Case preparation & PCA 
System Configuration 


Deb Harwood 


FCA Security Review & Testing FCA Test Case preparation & PCA 
System Configuration 


Kevin Wilson 
Lich Le 


FCA Telephony and Cryptography 
Review and Test Case 


FCA Test Case preparation & PCA 
System Configuration 


Kevin Wilson 
Lich Le 


Regression Testing of Discrepancy 
Fixes 


Receipt of applicable fix or response from 
Sequoia and PCA Witness Build of 
reviewed code, if applicable 


All 


VSTL Certification Report  Successfully complete all FCA and PCA 
tasks 


All 


Deliver the Certification Report for EAC 
Review 


Completion of VSTL Certification Report Gail Audette 


Re-issue the Certification Report with 
the EAC Certification Number 


Acceptance of the Certification Report by 
the EAC 


Gail Audette 


 


6.4 Test Operations Procedures 
Test cases and review criteria are contained in separate documents.  They are provided to the iBeta 
test staff and Environmental Hardware Subcontractor with step-by-step procedures for each test case or 
review conducted.  Test and review instructions identify the methods for test or review controls.  Results 
are recorded for each test or review step. Possible results include: 


 Accept: the expected result of the test case is observed; an element of the voting system 
meets the VSS 2002  


 Reject: the expected result of the test case is not observed; an element of the voting system did 
not meet the VSS 2002  


 Not Applicable (NA):  test or review steps that are not applicable to the scope of the current 
Certification are marked NA. 


 Not Testable (NT): rejection of a previous test step prevents execution of this and subsequent 
test steps. 


Reject, Not Applicable and Not Testable results are marked with an explanatory note.  The note for 
rejected results contains the discrepancy number. 
 
Issues identified in testing or reviews are logged on the Discrepancy Report.  Issue types include: 


 Document Defects: a documentation element of the voting system did not meet the VSS 2002.   
Resolution of the defect is required for certification.  


 Functional Defects: a hardware or software element of the voting system did not meet the VSS 
2002.  Resolution of the defect is required for certification. 


 Informational: an element of the voting system which meets the VSS 2002 but may be 
significant to either the vendor or the jurisdiction.  Resolution of Informational issues is optional. 
Unresolved issues are disclosed in the certification report. 


 
Test steps are numbered and a tabulation of the test results is reported in the test case.  Test operation 
personnel and their assignments are identified in Table 13. 
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7. Appendix- Test Methods 
7.1 System Level Test Cases 


The TDP documents utilized to create the following test methods are the most recent delivered as identified in Section 8.0.  The receipt and 
review of all TDP documents after the submittal of this test plan for approval will be recorded in the Test Method and in a Test Plan update.  


7.1.1 General Elections 


Method Detail General Election 1 Test Method General Election 2 Test Method General Election 3 Test Method General Election 4 Test Method 


Test Case Name General 1 - CO General 2 - MI General 3 - IL General 4 - PA 


Scope - identifies the 
type of test 


A general election system level test 
incorporating validations of the VSS 
2002 required functionality.  Testing 
includes validation of measurable 
performance including accuracy, 
processing rate, and ballot format 
handling capability of the WinEDS 
voting system configured with : 


 EDGE II polling place DRE with 
Verivote (VVPAT) with barcode  


 Optech Insight Plus precinct 
based paper ballot reader 


 MPR used in conjunction with 


the Insight Plus voting machine 


 EDGE2plus Model 300 
(w/VVPAT) 


 Optech 400-C ballot  tabulator 
running WinETP 


 HAAT80 


 IMPR used in conjunction with 
HAAT80 


 Card Activator 


 MPR used in conjunction with 


the Insight Plus voting machine 


 
Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals)  in the pre-vote, voting, 
and post-voting operations of a voting 
system, logging and the Reports. 


Same as General 1 except 
configured with:  


 EDGE II DRE (with Seiko Printer 
Rev C) 


 EDGE2plus Model 300 (w/o 


VVPAT) 


 HAAT90 & HAAT Listener 


 Optech Insight Plus 


 MPR used in conjunction with 


the Insight Plus voting machine 


 IMPR used in conjunction with 
the HAAT90 


 
Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals, if applicable)  in the pre-
vote, voting, and post-voting 
operations of a voting system, 
logging and reports. 


Same as General 1 except 
configured with: 


 Optech Insight Plus 


 EDGE2plus Model 300 (VVPAT 


with barcode) and ABLE-D 


 Optech 400-C ballot tabulator 
running WinETP 


 HAAT 100 


 MPR used in conjunction with 
the Insight Plus voting 
machines. 


 IMPR used in conjunction with 
the HAAT 100 
 


Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures (manuals, if applicable)  
in the pre-vote, voting, and post-
voting operations of a voting 
system, logging and reports. 


 
 


Same as General 1 except configured 
with the: 


 EDGE II DRE with Verivote 
(VVPAT without barcode) and E-
AVA (ABU) 


 EDGE2plus Model 300 and 


ABLE-D  


 Optech Insight precinct based 
paper ballot reader 


 MPR used in conjunction with the 


Insight Plus voting machine 


 HAAT50 
 


Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals, if applicable) in the pre-
vote, voting, and post-voting 
operations of a voting system, logging 
and reports. 
 
 


Test Objective Validation of the ability to accurately 
and securely create, install, vote, 
count and report the results of a 
general election on the EDGE II DRE 
with Verivote, Optech Insight Plus, 


Validation of the ability to accurately 
and securely create visual  ballots, 
install, vote, count and report the 
results of a general election on the 


Validation of the ability to accurately 
and securely create visual and 
audio ballots, install, vote, count, 
report and transmit the results of a 


Validation of the ability to accurately 
and securely create English and 
multilingual  visual, and audio ballots, 
install, vote, count, and report results 
of a general election on the EDGE II 
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Method Detail General Election 1 Test Method General Election 2 Test Method General Election 3 Test Method General Election 4 Test Method 


and 400- ballot tabulator  including 
the identified voting variations. 


EDGE II DRE, EDGE2plus Model 


300 DRE,  and Insight Plus including 
the identified voting variations. 


general election on the EDGE2plus 


Model 300 DRE with Audio, Voting 
Accessibility switching device and 
VVPAT, Optech 400-C ballot 
tabulator, and Insight Plus including 
the identified voting variations. 


DRE with Verivote, EDGE2plus 


Model 300 DRE with VVPAT, Optech 
Insight including the identified voting 
variations.   


Test Variables:  
Voting Variations 
(as supported by the 
voting system) 


General election 
Partisan/non-partisan offices 
Write-in votes  
Multiple precincts 
Split precincts 
Vote for one 
Vote for N of M 
Audio (synthesized English) 
Terminology (Replace WinEDS terms 
w/ Jurisdiction Specific) 
Colorado Provisional (excluded from 
precinct totals) 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
   - Election Reporting 
 
 


General election 
Partisan/non-partisan offices 
Write-in votes 
Multiple precincts 
Vote for N of M 
Straight Party voting 
Audio (synthesized English) 
-Precinct Rotation 
 -None of These Candidate 
- Manual Data Entry (paper write-in 
resolution only) 
WinEDS Extended Services 
   -Database Manager (Backup & 
Restore) 
 
 


General election 
Partisan/non-partisan offices 
Write-in votes  
Multiple Precincts  
Split Precincts  
Vote for one 
Vote for N of M 
Audio (synthesized English) and 
visual ballots 
Provisional voting (excluded from 
precinct totals) 
Absentee voting (400-C only) 
Audio (externally produced .wav and 
.mp3) 
Results transmission (wireless) 
HAAT100 to central count is 
included 
 Voting Accessibility switching input 
device 
WinEDS Extended Services:    
  -Medial Loader 
  - Manual Data Entry 
  - Selection Code Generator 
  - Data Base Manager (Turbo Tally, 
Backup & Restore) 


General election 
Straight Party (PA) 
Cross Party Endorsement (PA) 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
Recall C 
Dictionary Term 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
   - Media Loader 
- Multi-lingual ballots (English, 
Spanish, Chinese) 
Audio (externally produced .wav & 
.mp3 for languages other than 
English) (Non-English audio files are 
not produced by WinEDS.  They are 
files that have to be produced 
externally and input into the election. 
This functionality is precisely the same 
for Primary elections thus tested only 
in this election.) 


A description of the 
voting system type 
and the operational 
environment  
(See below for the 
HW, SW & FW 
configuration detail ) 


Testing of the Sequoia WinEDS 
voting system shall include:  
 
The WinEDS 4.0 SW ballot 
preparation & central count SW 
installed on a Windows XP 
Professional SP2 OS PC. 
 
Votes shall be cast on the: 
Edge II DRE running AVC Edge FW 
 - Ballot & election results transfer 
(internal copy) memory (CF) 
 - Ballot & election results transfer 
Memory Cartridge (ATA/PCMCIA) 


EDGE2plus DRE C0.4 


Testing of the Sequoia WinEDS 
voting system shall include:  
  
Same as General 1 with: 
 
-Professional SP2 OS PC with HAAT 
Listener (SW) on Linux server (HW) 
for modem results receiving 
verification from HAAT90. 
- HAAT90 for card activation, election 
results, consolidation,  accumulation, 
printing,  telephone transmission, and 
compare results to expected results 
- IMPR HW for MemoryPack election 
results transfer to HAAT90 


Testing of the Sequoia WinEDS 
voting system shall include:  
 
Same as General 1 with: 
 
-Professional SP2 OS PC with 
HAAT Listener (SW) on Linux server 
(HW) for wireless results receiving 
verification from HAAT100. 
- HAAT100 HW for card activation, 
election results, consolidation, 
precinct report printing, telephone 
transmission,   and compare results 
with expected results 
 - IMPR HW for MemoryPack 


Testing of the Sequoia WinEDS voting 
system shall include: 
 
 Same as General 1 with:  
 
English and multilingual votes (visual 
and paper ballots) shall be cast on the 
EDGE II DRE running AVC Edge 5.2 
FW in conjunction with the Edge 
Audio Voting Accessory (E-AVA) with 
accessibility switching device and the 


EDGE2plus DRE running 1.2.70 FW  


in conjunction with the  (ABLE-D) 
Audio with accessibility switching 
device 
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Method Detail General Election 1 Test Method General Election 2 Test Method General Election 3 Test Method General Election 4 Test Method 


- Ballot & election results transfer 
Cartridge (USB) 
- Batch Processing of Results 
Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
 - APS Printer for precinct report 
printing 
- Card Activator HW & Smartcards for 
ballot activation 
 - HAAT 80 & Smartcards for ballot 
activation and election results 
accumulation and report printing 
 - Verivote Printer HW for software 
independent vote validation 
Optech Insight Plus precinct count 
optical scanner 
 - MPR HW for transferring data to 
the MemoryPack 
 - MemoryPack for ballot & election 
results transfer  
- COTS CF redundant Flash Memory 
- Optech 400-C central count optical 
tabulator WinETP 


 election results transfer to HAAT100  


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8, 2.2.9, 2.3 thru 
2.3.5, 2.4 thru 2.5.3.2 
 


2.2.1 thru 2.2.6, 2.2.7.2. thru 2.2.10, 
2.3 thru 2.5.3.2 
 


2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 
2.3 thru 2.5.3.2 
HAVA a thru c2 


Same as General 3 
 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 6.2 thru 6.4.1, 6.5 thru 6.7 Same as General 1 Same as General 1 


Hardware, Software 
voting system 
configuration and 
test location 
 
 
 


EMS: WinEDS 


  SW - WinEDS 4.0.152 
  OS - WinEDS Windows XP Pro SP2 
(COTS) 
  HW - COTS Windows PC 
Workstation 
        - MemoryPack Receiver (MPR, 
Rev D) 
Extended Services 
   FW - 1.0.66 
 
DRE: EDGE II 


  FW -  5.2   
  HW - AVC Edge II  
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
      Card Activator (Rev E),            


EMS: WinEDS :  Same as General 1 


   
DRE: EDGE II: Same as General 1 


   


DRE: EDGE2plus: Same as 
General 1 


   
Paper: Optech Insight Plus (A05):  


Same as General 1  


 
Other: HAAT90 


  FW - 2.6.29 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model 90 (C1.1) 
  HW - Insight Memory Pack Reader 
(IMPR, C1.1) 


EMS: WinEDS  Same as General 1  


   


DRE: EDGE2plus:  HW -


Edge2plus Model 300 C0.4 (with 
ABLE-D) 
      APS external printer UTG300 
(VVPAT) 
       
Paper: Optech Insight Plus 


  FW- Optech Insight Plus (HPX 
K1.44.080501.1500) 
  HW- Optech Insight Plus optical 
scanner 
MemoryPack APX 
K2.16.090716.1500 FW 
MemoryPack Receiver (MPR) Rev 
D (3.01) v 2.17 
 


EMS: WinEDS: Same as General 1 


with Election Reporting v 4.0.65    
     
DRE: EDGE II 


  FW -  5.2 
  HW - AVC Edge II 5.2   
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
      E-AVA (ABU 8.7.7) 
      Card Activator (Rev E), FW 5.1.35 
 


DRE: EDGE2plus 


    Same as General 1 except w/ 
ABLE-D (Audio) and FW -  1.2.67 
  
Paper: Optech Insight (G05) 


(HPX L1.46.100205.1100) 
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Method Detail General Election 1 Test Method General Election 2 Test Method General Election 3 Test Method General Election 4 Test Method 


FW  5.1.3.0 
 


DRE: EDGE2plus 


  FW -  1.2.67 
  HW - AVC Edge2plus C.04   
      Smartcards 
      Verivote printer (Rev C), FW 1.04 
      COTS Seiko DPU-414 printer  
      USB Memory Cartridge K9K 
series - 700 or 800 
 
Paper: Optech Insight Plus (A05) 


  FW - (HPX L1.46.100205.1359) 
  HW- Optech Insight Plus optical 
scanner 
Memory Cartridge (APX 
L2.18.100205.1359 FW)           
MemoryPack Receiver (MPR) Rev D 
(3.01) 
  
Paper: Optech 400-C 


  SW - WinETP (1.16.10) 
  HW - Optech 400-C 
  OS - Windows XP Home (COTS) 
Manuals: 
- Optech 400-C Operators Manual 
WinETP  
 - WinETP Reference Guide WinETP  
 
Other: HAAT80 


  FW - 2.6.25 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model80 (A1.1) 
  HW - Insight Memory Pack Reader 
(IMPR, C1.1) 
   
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
  
WinEDS 4.0 System Operations 
Procedures  
 WinEDS Election Reporting 
Operator’s Guide  


 
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 
HAAT90 Operations & Maintenance 
Manual 
HAAT90 Poll Workers Manual 
 WinEDS/HAAT Listener Operator’s 
Manual 
 
Test Location: iBeta, Aurora, CO (Lab 
22) 
 
 


 Other: HAAT100 


  FW - 2.6.25 
  OS - Windows CE 
  HW - HAAT Unit Model 100 A0.7 
  HW - Insight Memory Pack Reader 
(IMPR, C1.1) 
 
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 
HAAT100 Operations & 
Maintenance Manual 
HAAT100 Poll Workers Manual 
 WinEDS/HAAT Listener Operator’s 
Manual 
 
Test Location: iBeta, Aurora, CO 
(Lab 22) 
 
 
 
 
 
 


MemoryPack  APX 
K2.17.090825.1934FW 
MemoryPack Receiver (MPR) Rev D 
(3.01) 
 
  
Other: HAAT50 


  FW - 2.6.29 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model50 (A1.1) 
Manuals: 
 
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 


WinEDS 4.0 System Operations 
Procedures (PA Straight Party, Cross 
Party Endorsement, Multi-lingual 
ballot, Multi-lingual audio) 
ABLE-D Operators Manual 
HAAT50 Operations & Maintenance 
Manual 
HAAT50 Poll Workers Manual 
  
 Test Location: iBeta, Aurora, CO (Lab 
25) 
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 WinEDS Extended Services 
Operator’s Guide  
         • Database Manager 
         • Election Reporting 
 AVC Edge 5.2 Operators Manual  
 AVC Edge 5.2 Poll Workers Manual  
 Verivote Printer Operators Manual  
 Edge Aux Power Unit Operators & 
Maintenance Manual  
 EDGE2plus Model 300 Operators 
Manual  
 Card Activator 5.2 Operators & 
Maintenance              
Card Activator 5.2 Poll Workers  
 EDGE2plus Model 300 Operators 
Manual 
Optech Insight/Insight Plus Operators 
Manual  
Insight Battery Operators Manual  
MemoryPack Receiver Operators 
Manual  
Optech 400-C Operators Manual 
WinETP 
WinETP Reference Guide 
HAAT80 Operations & Maintenance 
Manual 
HAAT80 Poll Workers Manual   
    
 Test Location: iBeta, Aurora, CO 
(Lab 22) 


Pre-requisites and 
preparation for 
execution of the test 
case.  


Complete the prerequisites; 
- Record the testers & date 
- System has been set up as 
identified in the user manual(s) 
- Gather any necessary materials or 
manuals.  
- Ensure customization of the test 
case template is complete 
- All equipment is complete per the 
PCA configuration 
- HAAT80 unit is fully charged 


Same as General 1 
 - HAAT90 is fully charged 
- HAAT Listener is running 


Same as General 1 
 - HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Same as General 1 
 - HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Getting Started 
Checks 


Check the voting system to : 
- Verify the test environment and 
system configuration is documented 
in the PCA Configuration and vendor 
described configuration.  


Same as General 1 
 


Same as General 1 
 


Same as General 1 
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- Validate installation of a witnessed 
build 
Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 


Documentation of 
Test Data  &  Test 
Results 


Test Data: 
- Record all programmed & observed 
election, ballot & vote data fields and 
field contents on the corresponding  
tabs to provide a method to repeat 
the test 
- Preserve all tabs for each instance 
the test is run. 
Test Results:  
- Enter Accept/Reject on the Test 
Steps 
- In Comments enter any deviations, 
discrepancies, or notable 
observations 
- Log discrepancies on the 
Discrepancy Report and insert the 
number in the Comments 


Same as General 1 
 


Same as General 1 
 


Same as General 1 
 


Pre-vote: 
Ballot Preparation 
procedures 
verifications 


Ballot Prep: 
-An election database can be 
accurately/securely defined & 
formatted. 
-Administrator can create different 
roles and users to be utilized 
throughout the course of the election 
-A ballot (candidates & propositions) 
can be accurately/securely defined & 
generated 
-Election media can be 
accurately/securely programmed & 
installed  
-The user manual is sufficiently 
detailed for preparation of a General 
Election ballot 
-Precinct Splits 
-Colorado Provisional 
- Terminology 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in 


Ballot Prep:  
-An election database can be 
accurately/securely defined & 
formatted. 
-A ballot (candidates & propositions) 
can be accurately/securely defined & 
generated 
-Election media can be 
accurately/securely programmed & 
installed  
-The user manual is sufficiently 
detailed for preparation of a General 
Election ballot 
-Precinct Splits 
Extended Services: 
-Manual Data Entry (write-in 
resolution only) 
- Election Reporting 
-Database Manager 
- Straight Party ballots 
- Precinct Rotation 
- None of These Candidates 


Ballot Prep: 
-An election database can be 
accurately/securely defined & 
formatted. 
-A ballot (candidates & propositions) 
can be accurately/securely defined 
& generated 
-Election media can be 
accurately/securely programmed & 
installed  
-The user manual is sufficiently 
detailed for preparation of a General 
Election ballot 
-Precinct Splits 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in 
resolution only) 
- Election Reporting 
-Database Manager 
 
 


Ballot Prep: 
-An election database can be 
accurately/securely defined & 
formatted. 
-A ballot (candidates & propositions) 
can be accurately/securely defined & 
generated 
-Election media can be 
accurately/securely programmed & 
installed  
-The user manual is sufficiently 
detailed for preparation of a General 
Election ballot 
-Precinct Splits 
- Synthesized English 
Extended Services: 
-Manual Data Entry (write-in resolution 
only) 
- Election Reporting 
-Database Manager 
- English & Multilingual ballots with 
audio can be prepared 
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resolution only) 
- Election Reporting 
-Database Manager  


- Straight party (PA) and Cross party 
endorsement (PA) 
 


Pre-vote: 
Ballot Preparation 
Security 


Ballot Prep: 
-Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality & 
accountability 
-Functions are only executable in the 
intended manner, order & under 
intended conditions 
-Prevents execution of functions if 
preconditions weren't met 
-Implemented restrictions on 
controlled functions 
- Documentation of mandatory 
administrative procedures. 
COTS  
-Authentication is configured on the 
local terminal & external connection 
devices, 
-Operating systems are enabled for 
all session & connection openings, & 
closings, all process executions & 
terminations & for the alteration or 
detection of any memory or file object 
-Configure the system to only 
execute intended & needed 
processes during the execution of 
election software.  Processes are 
halted in the event of termination of 
critical system processes (such as 
audit). 
EDGE II 
- Valid Cartridges are only accepted 
by the system. 
- Audit logs reflect all events 
- Election data has to be installed 
before ballots can be read 
- Polls can only be open after 
preconditions are met.  
- Interruption of power during 
preparation of system requires 
system to be prepared again. 
-Power cycle EDGE II during ballot 


Ballot Prep: 
- Attempt to execute processes 
without first performing their 
prerequisites. 
EDGE2plus: 
- attempt to circumvent the functional 
security procedures implemented in 
conjunction with the documented 
mandatory administrative procedures 
and attempt to alter Election data. 
- Configure Memory Cartridge with 
election data 
- Access Edge2Plus as poll 
worker/technician 
- Attempt to insert memory cartridge 
into USB slot: 
    - insert invalid cartridge 
    - insert valid cartridge 
    - insert different shaped USB stick 
   - Create Edge2Plus Cartridge with 
serial number zero (0) 
   - Attempt to initialize machines with 
same cartridge 
- Attempt to insert valid cartridge 
results into AUX USB slot 
- Power cycle machine during ballot 
definition installation 
HAAT 90 
- Attempt to activate voter card prior 
to preparing the HAAT 
- Access HAAT 90as a poll worker, 
attempt to prepare HAAT 
  - With incorrect password 
  - With correct password. 
- Prepare HAAT 90 
  - With improper memory cartridge 
  - With tampered memory cartridge 
- Power cycle HAAT during 
preparation of the HAAT 90 
- Reset HAAT 90 and prepare HAAT 
90 
- Check audit logs 


Ballot Prep: 
- Attempt to create a WinEDS 
password that does not comply with 
the password policy, which are at 
least 8 characters and less than 
51characters.  Use an uppercase 
letter, lower case letter, a non-
alphanumeric character, and a 
number. 
- Verify password field on WinEDS 
are encrypted and cannot be copied 
while the user is inputting in the 
password, validate this by 
attempting to copy/paste the 
password field 
- Verify the option for users to create 
a new password when first logged 
on to WinEDS. 
- Attempt to access WinEDS and 
Windows as different users, validate 
audit logs reflect all events 
Edge2Plus: 
- During the ballot preparation for 
the Edge2plus, attempt to 
circumvent the functional security 
procedures implemented in 
conjunction with the documented 
mandatory administrative 
procedures. 
- Before performing ―activate polls 
open using poll open/close switch, 
Attempt to record a vote when polls 
are not open. If; however, there is a 
successful recording of votes, the 
audit log reflects the event that there 
is an attempt to cast a vote (i.e. 
insertion of a voter card when 
system is not ready), and if the vote 
is casted successfully,  the audit log 
will reflect that there has a been a 
ballot casted. 
- Obtain a cartridge from another 
Test Case (election), pull current 


Ballot Prep: 
-Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality & 
accountability 
-Functions are only executable in the 
intended manner, order & under 
intended conditions 
-Prevents execution of functions if 
preconditions weren't met 
-Implemented restrictions on 
controlled functions 
- Documentation of mandatory 
administrative procedures. 
COTS  
-Authentication is configured on the 
local terminal & external connection 
devices, 
-Operating systems are enabled for all 
session & connection openings, & 
closings, all process executions & 
terminations & for the alteration or 
detection of any memory or file object 
-Configure the system to only execute 
intended & needed processes during 
the execution of election software.  
Processes are halted in the event of 
termination of critical system 
processes (such as audit). 
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installation 
- Interruption of power during ballot 
definition installation leads to re-
initialization from the beginning 
- Place results cartridge into the AUX 
port, attempt to initialize system 
- Results and Aux Ports are pre-
mapped 
- Attempt to modify the password field 
on the configuration.xml file for the 
HAAT80 
- Attempt to activate voter card 
without preparing the HAAT80 
- Attempt to prepare the HAAT80 with 
and invalid cartridge and activate and 
invalid card or a card from another 
vendor 
- HAAT audit logs reflect all access 
attempts 
- Attempt to power cycle HAAT80 
during preparation of the system 
- Attempt to power cycle Card 
Activator during initialization of the 
system. 


election USB & install different test 
case USB into DRE. 
- Attempt to go from Pre-Lat voting 
to Official voting without closing the 
polls to the Pre-LAT 
HAAT 100: 
- Attempt to activate Voter/Smart 
card prior to preparing the HAAT 
- With HAAT state to NONE, attempt 
to activate a voter card.    
- Attempt to prepare an ―already 
prepared‖ HAAT100 without 
resetting HAAT100, verify that 
resetting is required before re-
preparing is allowed, and with the 
Resetting Password from the 
original HAAT data.  
- During preparation of the 
HAAT100, attempt to power cycle 
the HAAT. Validate the power 
interruption during preparation of the 
HAAT100, the HAAT100 will not be 
prepared and will need to be 
prepared again. Message on the 
HAAT100 will show ―NOT 
PREPARED‖ 
Insight Plus:  
- Insert a newly created memory 
pack into the insight and verify that 
the system goes through the 
initialization, resetting the counter 
and normal operations continue. 
- During system test and prior to 
installing election data,  No ballots 
can be read prior to opening the 
polls, validate this by attempting to 
insert a ballot prior to the election 
being initialized (polls opened)  
- Inspect the scanner to ensure 
keypad is locked so the poll worker 
does not have access other than to 
access  the 3 key to Override Error 
Ballots, Print Totals, and Paper 
Feed. 
- Attempt to initialize the election 
without the correct 4-digit access 
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code. 
- Access to the hardware involves 
only the required task to install new 
election data and to open up the 
polls, all other hardware access is 
not available. 
- Verify that all normal and abnormal 
events are recorded in the audit logs 
(time and date). 
400-C: 
- Attempt to access the 400C's 
computer and the WinETP software 
on the computer, verify that the use 
of Windows XP username and 
password are required in order to 
gain access. 
- Attempt to read in ballots prior to 
installing election data; 
- Power cycle 400-C: during 
initializing election data, after 
initializing election data, verify audit 
log for power cycle  


Readiness Testing 
and Poll Verification 


Voting system is ready for the 
election:  
- Status & data reports are generated 
- Attempt to open polls before 
election data is installed 
- Attempt to open polls during 
installation of election data 
- The election is correctly installed 
- The voting system functions 
correctly 
- Test data is segregated from voting 
data, with no residual effect 
The polling place voting system 
functions properly including a formal 
record of: 
- Election, polling place, voting 
system & ballot format identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm 
readiness & accommodate 
administrative reporting requirements 
Test confirmation that there are: 
- No hardware/software failures  


Voting system is ready for the 
election:  
- Status & data reports are generated 
- The election is correctly installed 
- The voting system functions 
correctly 
The polling place voting system 
functions properly including a formal 
record of: 
- Election, polling place, voting 
system & ballot format identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm 
readiness & accommodate 
administrative reporting requirements 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated 
to accept votes 
 - Attempt to empty out the Password 
file from the Memory card that 
initializes HAAT 90 and insert into the 
HAAT90. 


Voting system is ready for the 
election:  
- Status & data reports are 
generated 
- The election is correctly installed 
- The voting system functions 
correctly 
The polling place voting system 
functions properly including a formal 
record of: 
- Election, polling place, voting 
system & ballot format identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm 
readiness & accommodate 
administrative reporting 
requirements 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated 
to accept votes 
 - Confirmation testing of audio 
ballot availability 


Voting system is ready for the 
election:  
- Status & data reports are generated 
 
- The election is correctly installed 
- The voting system functions correctly 
The polling place voting system 
functions properly including a formal 
record of: 
- Election, polling place, voting system 
& ballot format identification 
- Zero count report 
- A list of all ballot fields  
- Other information to confirm 
readiness & accommodate 
administrative reporting requirements 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated 
to accept votes 
 - Confirmation testing of multi-lingual 
ballot availability for display and audio 
- Confirmation testing of Voting 
Accessibility switching input device for 
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- The device is ready to be activated 
to accept votes 


EDGE2plus: 
-Diagnostic Tests (E2P) (LCD, 
Printer, Event Log, Power Test, Map 
Cartridges, Audit Trail Memory, Flash 
Memory, Results Cartridge Memory,  
Smart Card Memory) (EDGE2) 
(Internal RAM, Internal HW, Printer 
Test) 
-System Reset 


- Confirmation testing of Voting 
Accessibility switching input device 
-HAAT100 readiness 


multi-lingual 
-HAAT50 readiness 
 
 


Pre- vote: 
Opening the Polls 
Verification 


Precinct Count: 
- The system is disabled until the 
internal test is successfully 
completed. 
Paper based: 
- Means to verify ballot marking 
devices are properly prepared & 
ready for use 
- Activating & verifying the ballot 
counting device is correctly activated 
& functioning 
- Identification of any failures & 
corrective action 
- Test acceptability of approved (felt 
tip  Sequoia Voting System #960-
28096-00) markers 
DRE 
- Security seal, password, or data 
code recognition capability preventing 
inadvertent or unauthorized poll 
opening 
- Means to enforce the proper 
sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & 
corrective action 
- Attempt to record a vote prior to 
opening the polls 
- Attempt to access the diagnostic 
screen when polls are open 
- Open the polls, power down the 
Edge2, remove memory cartridge 
and replace. Restore power. 


Precinct Count: 
- The system is disabled until the 
internal test is successfully 
completed. 
Paper based: 
- Means to verify ballot marking 
devices are properly prepared & 
ready for use 
- Activating & verifying the ballot 
counting device is correctly activated 
& functioning 
- Identification of any failures & 
corrective action 
DRE 
- Security seal, password, or data 
code recognition capability preventing 
inadvertent or unauthorized poll 
opening 
- Means to enforce the proper 
sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & 
corrective action 


Same as General 2 Same as General 2 


Voting:  
Ballot Activation and 
Casting Verifications 


Protects secrecy of ballot/vote 
- Records selection/non-selection for 
each contest                                                                                                                                                                                                                                                    
Paper-based 


- Straight party: Make one selection 
to vote for all candidates of one party 
in a general election 
- Precinct Rotation 


-.wav & .mp3 audio ballot using 
accessibility switching device for 
vote input 
- Attempt to vote on system with a 


- Multi-lingual .wav & .mp3 audio 
ballot using accessibility switching 
device vote input 
- When the voter selects a Yes or No 
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- Allow  voter to identify & mark 
candidates 
- Mark ballots with approved felt tips, 
#2 pencil, soft lead pencil, and 
Sequoia Voting System #960-28096-
00  
- Allow  placement of voted ballots 
into a precinct ballot counter or 
secure receptacle 
- Gives feedback & an opportunity to 
correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on 
ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Alert overvotes; permit review, & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & 
access until the polls close 
- Increment the ballot counter 
- Attempt to vote more than once with 
the same voter card 
Review message if received the 
following types of ballots for the 
Insight Plus: 
-Blank Ballot 
-Return To Voter 
-Overvote/Undervote/Crossvote 
Ballot 
-Error Ballot 
-Unprocessable Ballot 
-Aux Bin 
-Resume 
Provisional/challenge voters 
- accept 
-reject 
 


- Cross voting 
Protects secrecy of ballot/vote 
- Records selection/non-selection for 
each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark 
candidates 
- Mark ballots with approved Sequoia 
Voting System #960-28096-00  
- Allow  placement of voted ballots 
into a precinct ballot counter or 
secure receptacle 
- Gives feedback & an opportunity to 
correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on 
ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Alert overvotes; permit review, & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & 
access until the polls close 
- Increment the ballot counter 
 
 


bad voter card, (previously voted 
card) 
- Records selection/non-selection 
for each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark 
candidates 
- Mark ballots with approved 
Sequoia Voting System #960-
28096-00  
- Allow  placement of voted ballots 
into a precinct ballot counter or 
secure receptacle 
- Gives feedback & an opportunity to 
correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based 
on ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Alert overvotes; permit review, & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is 
irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give 
instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & 
access until the polls close 
- Increment the ballot counter 
Fleeing voters (cast, canceled) 
 - with selection(s) made 
 - blank ballot 
 
 


response to the recall proposal, that 
voter will be allowed to cast a vote for 
a candidate in the recall linked office. 
An undervote will not allow a vote in 
the second contest to be counted. An 
overvote will not allow a vote in the 
second contest to be counted. 
- Cross endorsed candidates in an N 
of M contest can only receive a single 
vote 
- Records selection/non-selection for 
each contest                                                                                                                                                                                                                                                    
Paper-based 
- Allow  voter to identify & mark 
candidates 
- Mark ballots with approved Sequoia 
Voting System #960-28096-00  
- Allow  placement of voted ballots into 
a precinct ballot counter or secure 
receptacle 
- Gives feedback & an opportunity to 
correct, before the ballot is counted 
(under/overvotes) 
DRE 
- Voter can make selections based on 
ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Alert overvotes; permit review, & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give instruction  
to resolve unsuccessful casting 
- Prevent modification of vote & 
access until the polls close 
- Increment the ballot counter 
 


Voting:  
Voting System 


The system audit provides a time 
stamped always available, report of 


The system audit provides a time 
stamped always available, report of 


The system audit provides a time 
stamped always available, report of 


The system audit provides a time 
stamped always available, report of 
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Integrity, System 
Audit, Errors & 
Status Indicators 


normal/abnormal events that cannot 
be turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Generated, stored & reported as 
they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators including ballot jams due to 
multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to the 
inside of the voting system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system to 
the state before the error occurred 
- Review event logs 
- Attempt to turn off/disconnect the 
VVPAT printer during voting 
- Verify administrative password is 
required to reset the HAAT80, set 
date & time 
- Non-administrative password is 
required  to move between election 
modes 
- Attempt to remove memory pack 
and place into a spare Insight system 


normal/abnormal events that cannot 
be turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Generated, stored & reported as 
they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators including ballot jams due to 
multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to the 
inside of the voting system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system to 
the state before the error occurred 
- Review event logs 
- Attempt to turn off/disconnect the 
VVPAT printer during voting 
- Verify administrative password is 
required to reset the HAAT90, set 
date & time 
 
Paper: 
- Overvote/Undervote/Crossvote 
Ballot 


normal/abnormal events that cannot 
be turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Generated, stored & reported as 
they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators including ballot jams due 
to multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to 
the inside of the voting system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system 
to the state before the error 
occurred 
- Review event logs 
- Verify administrative password is 
required to reset the HAAT100, set 
date & time 
- Attempt to remove the EDGE2plus 
cartridge without closing the polls, 
insert a new cartridge. Verify that 
the system rejects the new cartridge 
- Attempt to print vote totals reports 
without closing polls on the Insight 
Plus 
- Attempt to bypass the Insight Plus 
seal without breaking it, attempt to 
get into a component without the 
use of the key 
 


normal/abnormal events that cannot 
be turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Generated, stored & reported as 
they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators including ballot jams due to 
multiple feeds 
- The text for any numeric codes is 
contained in the error or affixed to the 
inside of the voting system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system to 
the state before the error occurred 
- Review event logs 
- Errors requiring intervention by the 
voter or poll worker are clearly multi-
lingual audible issues &  multi-lingual 
action instructions in easily 
understood or with visual/audible 
indicators 


Post-vote: 
Closing the Polls 


Once the polls are closed the precinct 
count voting system 
- prevents further casting of ballots 
with polls closed 


Once the polls are closed the precinct 
count voting system 
- prevents further casting of ballots 
with polls closed 


Once the polls are closed the 
precinct count voting system 
- prevents further casting of ballots 
with polls closed 


Same as General 1 
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- internally tests and verifies that the 
closing procedures has been followed 
and the device status is normal 
- visibly displays the status 
- produces a test record that verifies 
the sequence of events and indicates 
the extraction of vote data is 
activated 
- Attempt to reopen the polls on the 
EDGE2plus 


- internally tests and verifies that the 
closing procedures has been followed 
and the device status is normal 
- visibly displays the status 
- produces a test record that verifies 
the sequence of events and indicates 
the extraction of vote data is 
activated 
HAAT 90: 
- Wired results receiving verification 
from HAAT 90 
Attempt to consolidate a cartridge 
more than once. 
- Consolidate multiple cartridges (as 
many as possible)  at the same time.  


- internally tests and verifies that the 
closing procedures has been 
followed and the device status is 
normal 
- visibly displays the status 
- produces a test record that verifies 
the sequence of events and 
indicates the extraction of vote data 
is activated 
HAAT100: 
TEL TC, Step 20: 
Transmit ballots using normal test 
case testing procedures.  
Provide a report of ballots that 
includes: 
1) Number of votes cast; 
2) When results were sent; 
3) Machine on which each cartridge 
was voted; and 
4) Specific votes or selections 
contained on each cartridge 
 
TEL TC, Step 36: Using the Optech 
Insight Plus and EDGE2plus 
memory cartridges prepare to 
transmit election results validate and 
using General 1 (HAAT100) 
validate: 
- When the antenna of the HAAT100 
is disconnected prior to a 
transmission, the unit will show a 
communication failure when it  
validates the signal.  
 
TEL TC, Step 34: Disconnect the 
HAAT Listener from the network 
(leaving Apache and Jboss 
operational if possible) Attempt to 
transmit a cartridge from the HAAT. 
 
TEL TC, Step 47: For each case of 
both a sender and a receiver unplug 
or otherwise block the public 
telecommunications connection and 
attempt to transmit vote counts. 
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TEL TC, Step 43: Verify that at least 
two election officials must 
authenticate (log in with a password, 
certificate, or device) in order to 
transmit election results 
 
TEL TC, Step 40: HAAT100 
(General 1) election results validate:  
HAAT results printed prior to a 
transmission failure and WinEDS 
results printed after a transmission 
failure agree.  
 
TEL TC, Step 39: When transmitting 
results from the HAAT100 via 
telecommunications verify that a 
successful transmission is reported  
(when applicable) 
 
See Security and Telephony & 
Cryptography Test Cases 


Post-vote: 
Central Count 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted by 
tabulator, with votes, undervotes,  
overvotes, & write-ins 
- Report of system audit information 
printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or 
destroyed by report generation, 
transmission over telecommunication 
lines or extraction from portable 
media 
- Accurately process provisional 
(excluded in precinct count) ballots 
(added into central count) 
- Permit extraction & consolidate 
votes from programmable memory 
services or data storage medium 
- Consolidate the votes from multiple 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted by 
tabulator, with votes, undervotes,  
overvotes, & write-ins 
- Report of system audit information 
printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or 
destroyed by report generation, 
transmission over telecommunication 
lines or extraction from portable 
media 
- Permit extraction & consolidate 
votes from programmable memory 
services or data storage medium 
- Consolidate the votes from multiple 
voting systems into a single polling 
place report 
- Wired results transmission 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted 
by tabulator, with votes, undervotes,  
overvotes, & write-ins 
- Report of system audit information 
printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or 
destroyed by report generation, 
transmission over 
telecommunication lines or 
extraction from portable media 
- Accurately process provisional 
(excluded in precinct count) ballots 
(added into central count) 
- Permit extraction & consolidate 
votes from programmable memory 
services or data storage medium 
- Consolidate the votes from 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places 
Reports include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted by 
tabulator, with votes, undervotes,  
overvotes, & write-ins 
- Report of system audit information 
printed or in electronic memory 
- Report identifying overvotes  
- Prevent data from being altered or 
destroyed by report generation, 
transmission over telecommunication 
lines or extraction from portable media 
- Permit extraction & consolidate votes 
from programmable memory services 
or data storage medium 
- Consolidate the votes from multiple 
voting systems into a single polling 
place report 
DRE: 
-Electronic ballot images of votes cast 
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voting systems into a single polling 
place report 
- Wired results transmission 
DRE: 
-Electronic ballot images of votes 
cast by each voter, extracted from a 
separate process & storage location, 
is reported in human readable form 
Paper Based:  
- Test acceptability of approved (felt 
tips, #2 pencil, soft lead pencil, and 
Sequoia Voting System #960-28096-
00) and on the 400-C 


- Totals sent via HAAT90 from 
precinct to the central count PC 
running HAAT Listener and WinEDS 
DRE: 
-Electronic ballot images of votes 
cast by each voter, extracted from a 
separate process & storage location, 
is reported in human readable form 


multiple voting systems into a single 
polling place report 
DRE: 
-Electronic ballot images of votes 
cast by each voter, extracted from a 
separate process & storage 
location, is reported in human 
readable form 
Paper Based:  
- Test acceptability of approved (felt 
tips, #2 pencil, soft lead pencil, and 
Sequoia Voting System #960-
28096-00) and on the 400-C 
-Wireless results transmission 
- Totals sent  via HAAT100 from 
precinct to the central count PC 
running HAAT Listener and WinEDS 


by each voter, extracted from a 
separate process & storage location, 
is reported in human readable form 
 


Post-vote: 
Security 


The central count: 
- Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality and 
accountability 
-Audit logs reflect all events even the 
events of where non authorized user 
of a function trying to gain access to 
a specific function of the system 
- Non registered voting machine 
results cannot be read by WinEDS 
- Functions are only executable in the 
intended manner, order and under 
the intended conditions 
- Prevented execution of functions if 
preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative procedures. 
- Operation of vote tally continues 
when power gets restored, all 
unsaved data will be required to be re 
added. 
- System cannot be reinitialized after 
polls have been closed. 
- EDGE2 system reset does not 
erase the results cartridge. 


The Central Count: 
- Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality and 
accountability 
-Audit logs reflect all events even the 
events of where non authorized user 
of a function trying to gain access to 
a specific function of the system 
- Non registered voting machine 
results cannot be read by WinEDS 
- Functions are only executable in the 
intended manner, order and under 
the intended conditions 
- Prevented execution of functions if 
preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative procedures. 
- Operation of vote tally continues 
when power gets restored, all 
unsaved data will be required to be re 
added. 
- System cannot be reinitialized after 
polls have been closed. 
COTS systems  
-Authentication is configured on the 


The Central Count: 
- Security access controls limit or 
detect access to critical systems 
and the loss of system integrity, 
availability, confidentiality and 
accountability 
- Functions are only executable in 
the intended manner, order and 
under the intended conditions 
- Prevented execution of functions if 
preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative 
procedures. 
COTS systems  
-Authentication is configured on the 
local terminal and external 
connection devices, 
-Operating systems are enabled for 
all session and connection 
openings, and closings, all process 
executions and terminations and for 
the alteration or detection of any 
memory or file object 
- Configure the system to only 
execute the intended and necessary 
processes during the execution of 


The Central Count: 
- Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality and 
accountability 
-Audit logs reflect all events even the 
events of where non authorized user 
of a function trying to gain access to a 
specific function of the system 
- Non registered voting machine 
results cannot be read by WinEDS 
- Functions are only executable in the 
intended manner, order and under the 
intended conditions 
- Prevented execution of functions if 
preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative procedures. 
- Operation of vote tally continues 
when power gets restored, all 
unsaved data will be required to be re 
added. 
- System cannot be reinitialized after 
polls have been closed. 
COTS systems  
-Authentication is configured on the 
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- Only valid memory cartridges are 
accepted during vote tallying. 
- Login into Election Reporting needs 
correct username/password and 
correct profile/report name. 
-Access WinEDS Tally process as 
each user/role 
- Power  cycle WinEDS workstation 
during vote tally 
-Attempt to read in Edge 2 memory 
devices more than once 
-Attempt to read in results from a "0" 
serial number machine 
- Attempt to read in data from a non 
registered (machine not assigned to 
your election) voting machine 
-Attempt to reinstall election data into 
system with results cartridge 
HAAT80: 
- Consolidate vote totals 
 - Memory Cartridges from another 
precinct 
 - Tampered memory cartridges 
 - Valid memory cartridges 
 - Duplicated memory cartridges 
- Memory cartridges do not need to 
be closed prior to being consolidated 
 
COTS systems  
-Authentication is configured on the 
local terminal and external 
connection devices, 
-Operating systems are enabled for 
all session and connection openings, 
and closings, all process executions 
and terminations and for the 
alteration or detection of any memory 
or file object 
- Configure the system to only 
execute the intended and necessary 
processes during the execution of the 
election software.  Election software 
processes are halted in the event of  
termination of any critical system 
process, such as system audit. 


local terminal and external 
connection devices, 
-Operating systems are enabled for 
all session and connection openings, 
and closings, all process executions 
and terminations and for the 
alteration or detection of any memory 
or file object 
- Configure the system to only 
execute the intended and necessary 
processes during the execution of the 
election software.  Election software 
processes are halted in the event of 
termination of any critical system 
process, such as system audit. 
HAAT90: 
- Consolidate vote totals 
- Valid memory cartridges 
 


the election software.  Election 
software process are halted until the 
termination of any critical system 
process, such as system audit. 
HAAT100 
- Access HAAT100 as a poll worker 
- Consolidate Vote Data 
- Attempt to consolidate Memory 
Cartridge twice 
- Attempt to validate another 
Voter/Smart card (after polls closed 
& consolidated) and try to place 
another vote after consolidation. 
- Configure number of data 
cartridges expected to be 
consolidated to be 3 (will need to 
create a 4th Tally type). 
- EDGE2plus shall maintain 


redundant ballot images of votes 
being cast. 
- Polls cannot be reopened once it 
has been closed without proper 
authorization. 
- Memory Cartridge can only be 
consolidated once 
- Error messages are displayed 
when trying to consolidate 
cartridges on the HAAT that are not 
related to the current election 
 - Interruption of power during 
consolidation requires consolidation 
of previous memory devices 
- Audit logs reflect all activities 
during post vote 
 
See Security and Telephony & 
Cryptography Test Cases 
 
 
 
 
 


local terminal and external connection 
devices, 
-Operating systems are enabled for all 
session and connection openings, and 
closings, all process executions and 
terminations and for the alteration or 
detection of any memory or file object 
- Configure the system to only execute 
the intended and necessary 
processes during the execution of the 
election software.  Election software 
processes are halted in the event of 
termination of any critical system 
process, such as system audit. 
 


Post-vote: The system audit provides a Central The system audit provides a Central The system audit provides a Central The system audit provides a Central 
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System Audit Count, time stamped, always 
available, report of normal and 
abnormal events that cannot be 
turned off when the system is in 
operating mode.  Status message are 
part of the real time audit record.  
- Applied to HAAT80 
- Backup election data 
- Certify the Election 


Count, time stamped, always 
available, report of normal and 
abnormal events that cannot be 
turned off when the system is in 
operating mode.  Status message are 
part of the real time audit record.  
- Applied to HAAT90 and HAAT 
Listener 
- Backup election data 
Edge II & EDGE2plus: 


Compare compact flash, results 
cartridge, and Aux Cartridge audit 
logs 


Count, time stamped, always 
available, report of normal and 
abnormal events that cannot be 
turned off when the system is in 
operating mode.  Status message 
are part of the real time audit record.  
- Applied to HAAT100 and HAAT 
Listener 
- Backup election data 
- Barcodes printed on VVPAT 


Count, time stamped, always 
available, report of normal and 
abnormal events that cannot be 
turned off when the system is in 
operating mode.  Status message are 
part of the real time audit record.  
- Backup election data 


Expected Results 
are observed 


Review the test result against the 
expected result:  
• Accept: the expected result is 
observed 
• Reject: the expected result of the 
test case is not observed 
• Not Testable (NT): rejection of a 
previous test step prevents execution 
of this step, or tested in another TC. 
• Not Applicable (NA): not applicable 
to test scope 


Same as General 1 
 


Same as General 1 
 


Same as General 1 
 


Record observations 
and all input/outputs 
for each election; 


All inputs, outputs, observations, 
deviations and any other information 
impacting the integrity of the test 
results will be recorded in the test 
case.  
- Any failure against the requirements 
of the EAC guidelines will mean the 
failure of the system, and shall be 
reported as such.   
- Failures will be reported to the 
vendor as Defect Issues in the 
Discrepancy Report.  
- The vendor shall have the 
opportunity to cure all discrepancies 
prior to issuance of the Certification 
Report. 
- If cures are submitted the applicable 
test will be rerun. Complete 
information about the rerun test will 
be preserved in the test case. The 
cure and results of the retest will be 
noted in the - Discrepancy Report 


Same as General 1 
 


Same as General 1 
- Barcodes printed on VVPAT 


Same as General 1 
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and submitted as an appendix of the 
Certification Report. 
- Operations which do not fail the 
requirements but could be deemed 
defects or inconsistent with standard 
software practices or election 
practices will be logged as 
Informational Issues on the 
Discrepancy Report.  It is the 
vendor's option to address these 
issues.  Open items will be identified 
in the report. 
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7.1.2 Primary System Level Test Cases 1 through 4 
 
An installed WinEDS database is state specific.    
 


Method Detail Primary Election 1 Test Method Primary Election 2 Test Method Primary Election 3 Test Method Primary Election 4 Test Method 


Test Case Name Primary 1 - WA Primary 2 - WI Primary 3 - AZ Primary 4 - IL 


Scope - identifies the 
type of test 


A "Closed Primary Election" system 
level test incorporating validations of 
the VSS 2002 required functionality 
and Rank Choice Voting 
functionality.  Testing will include 
validations of measurable 
performance including accuracy, 
processing rate, and ballot format 
handling capability of: 
 


 EDGE II polling place DRE with 
Verivote (VVPAT) no barcode  


 EDGE2plus Model 300 


(VVPAT) 


 Optech Insight Plus precinct 
based paper ballot reader 


 Optech Insight and Insight Plus 
precinct based paper ballot 
readers 


 MPR used in conjunction with 


the Insight  and Insight Plus 


voting machines 


 Optech 400-C ballot tabulator 
running WinETP 


 HAAT50 
 
Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures in the pre-vote, voting, 
and post-voting operations of a 
voting system.   


Same as Primary 1 except for a 
"Selective Primary Election and no 
Rank Choice Voting" configured with 
the: 
 


 AVC Edge II DRE with Verivote 
and Seiko DPU-414 printers 


 EDGE2plus Model 300 DRE with  
VVPAT (w/o barcode)  


 Optech Insight Plus precinct 
based paper ballot reader 


 MPR used in conjunction with the 


Insight  voting machine 


 Optech 400-C ballot tabulator 
running WinETP 


 HAAT50 
 


Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures in the pre-vote, voting, 
and post-voting operations of a voting 
system.   


Same as Primary 1 
"Closed Primary" except no Rank 
Choice Voting configured with the: 
 


 AVC Edge II DRE with Verivote 


 EDGE2plus Model 300 DRE 
with VVPAT (no barcode) 


 Optech Insight precinct based 
paper ballot reader 


 MPR used in conjunction with 


the Insight  voting machines 


 Card Activator 
 
Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures in the pre-vote, voting, 
and post-voting operations of a 
voting system.   


 


Same as Primary 3 
 "Closed Primary" configured with 
the: 
 


 Optech Insight Plus precinct 
based paper ballot reader 


 EDGE2plus Model 300 C0.3 & 
C.04  with VVPAT (no barcode) 
and  ABLE-D 


 Optech 400-C ballot tabulator 
running WinETP 


 MPR used in conjunction with 
the Insight Plus voting machine 


 HAAT100 


 HAAT Listener 


 IMPR 
 
Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures in the pre-vote, voting, 
and post-voting operations of a 
voting system.   
 
 


Test Objective Validation of the ability to accurately 
and securely create, install, vote, 
count and report the results of a 
Closed Primary Election on the 


Validation of the ability to accurately 
and securely create, install, vote, 
count and report the results of an 
Open Selective Primary Election on 


Validation of the ability to accurately 
and securely create, install, vote, 
count and report the results of a 
Closed Primary Election on the 


Validation of the ability to accurately 
and securely create visual and audio 
ballots, install, vote, count, report 
and transmit the results of a Closed 
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EDGE II, EDGE2plus, Optech 
Insight, Optech Insight Plus, and 
400-C ballot tabulator including the 
identified voting variations. 


the EDGE II, EDGE2plus, Optech 
Insight Plus, and 400-C ballot 
tabulator including the identified 
voting variations. 


EDGE II, EDGE2plus, and Optech 
Insight, including the identified voting 
variations. 


primary election on the EDGE2plus 


with Audio, Voting Accessibility 
switching device and VVPAT, 
Optech insight Plus, and  Optech 
400-C ballot tabulator  including the 
identified voting variations. 


Test Variables:  
Voting Variations 
(as supported by the 
voting system) 


Closed Primary (same function as 
an Open Public Selection) Election 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
Multiple ballot styles 
Multiple precincts 
Rank Choice Voting (RCV, 
Preference Voting, Non-Partisan 
and local only) 
Proposition/Question 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
   - Rank Choice Voting 
 
 


Open Selective Primary (Open 
Primary w/ private selection in the 
voting booth) Election 
Partisan/non-partisan offices 
Write-in votes 
Vote for one 
Vote for N of M 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
 
 


Closed Primary Election 
Partisan/non-partisan offices 
AZ Rotation (based on voter 
registration) 
Primary Presidential Delegation 
Nominations 
Write-in votes 
Vote for one 
Vote for N of M 
Challenged ballots (ballots are 
included in poll report) 
Multiple Precincts 
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
 


Closed Primary Election 
 Partisan/non-partisan offices 
One precinct with splits 
Write-in votes 
Vote for one 
Vote for N of M 
Early voting (using Edge2plus) 
- Early Vote on EDGE2plus  


- Voting Accessibility switching input 
device 
- DRE functional accessibility (audio 
in the voting mode is included).  
WinEDS Extended Services 
   - Database Manager (Backup & 
Restore) 
  - Turbo Tally (Setup Option) 
  - Manual Data Entry 
  - Selection Code Generator 


A description of the 
voting system type 
and the operational 
environment 


Testing of the Sequoia WinEDS 
voting system shall include:  
 
The WinEDS 4.0 SW ballot 
preparation & central count SW 
installed on a Windows XP O/S PC 
with an Insight Memory Pack 
Reader (MPR). 
 
Votes shall be cast on the: 
Edge II DRE running AVC Edge FW 
 - Ballot & election results transfer 
(internal copy) memory (CF) 
 - Ballot & election results transfer 
Memory Cartridge (ATA/PCMCIA) 
- Voter/Smart Cards for ballot 
loading 
- Verivote Printer for software 
independent vote validation 


EDGE2plus DRE C0.4 


- Ballot & election results transfer 
USB Memory Cartridge (K9K series 


Same as Primary 1 except  
- EDGE2plus DRE C0.3 
 - Seiko DPU-414 Printer (Edge II) 


Same as Primary 1 except 
- Optech Insight only 
- Seiko DUP-414 Printer (Edge II) 
 


Same as Primary 1 except 
- HAAT100 & Smartcards for ballot 
activation and election results 
accumulation, report printing, and 
wireless transmission to HAAT 
Listener. 
 - HAAT100 HW for precinct report 
printing test and compare results to 
expected results 
 - IMPR HW for MemoryPack 
election results transfer to HAAT100 
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- 700/800) 
- APS External Printer (UTG300) for 
software independent vote validation 
- Batch Processing of Results 
Cartridges 
 - CF Flash Memory 
 - VVPAT for vote validation 
- HAAT 50 & Smartcards for ballot 
activation and election results 
accumulation and report printing 
-Optech Insight Plus precinct count 
optical scanner 
- Optech Insight precinct count 
optical scanner 
 - MPR HW for transferring data to 
the MemoryPack 
- MemoryPack HW (APX FW) for 
ballot & election results transfer 
- COTS CF redundant Flash 
Memory 
- Optech 400-C Central Count 
optical tabulator WinETP 


VSS 2002 vol. 1 2.1 thru 2.4 Same as Primary 1 Same as Primary 1 2.1 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6 & 6.7 Same as Primary 1 plus 6.5 Same as Primary 1 Same as Primary 1 


Hardware, Software 
voting system 
configuration and 
test location 


EMS: WinEDS 


  SW - WinEDS 4.0.146 
  SW - WinEDS Extended Services 
1.0.66 
  OS - WinEDS Windows XP Pro 
SP2 (COTS) 
  HW - COTS Windows PC 
Workstation 
        - MemoryPack Receiver (MPR, 
Rev D) 3.01 FW 
 
DRE: EDGE II 


  FW -  5.2   
  HW - AVC Edge II  
      Smartcards 
      Verivote printer (Rev C), FW 
1.04 
            


DRE: EDGE2plus Model 300 


  FW -  1.2.70 
  HW - AVC Edge2plus C.04   
      Smartcards 


EMS:  WinEDS 


HW & SW - Same as Primary 1 
 
DRE: Edge II  


HW & SW - Same as Primary 1 
with Seiko DPU-414 printer 
 
DRE: EDGE2plus Model 300 


HW & SW - Same as Primary 1 
 
Paper: Optech Insight Plus 


HW & SW - Same as Primary 1 
 
Other: Card Activator 


  Same as Primary 1 
 
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 
WinEDS 4.0 System Operations 


EMS:  WinEDS  


  SW - WinEDS 4.0.146 
  HW  - Same as Primary 1 
 
DRE: Edge II  


  HW & SW - Same as Primary 1 
with Seiko DPU-414 printer 
Card Activator  5.1.35 
 
DRE: EDGE2plus 


  HW & SW - Same as Primary  1 
 
Paper: Optech Insight (G05) 


  HW & SW - Same as Primary 1 
 
 
Test Location: iBeta, Aurora, CO 
(Lab 22) 
 
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 


EMS: WinEDS 


  SW - WinEDS 4.0.152 
  HW - Same as Primary 1 
 


DRE: EDGE2plus Model 300 


  Same as Primary 1 with 
  HW - AVC Edge2plus C.03 & C.04  
       
Paper: Optech 400-C 


 HW & SW - Same as Primary 1 
 
Paper: Optech Insight Plus 


 HW & SW - Same as Primary 1 
except APX K2.17.091116.1104 
 
Other: HAAT 


  FW - 2.6.29 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model 100 (A0.7) 
  With wireless transmission to HAAT 
Listener. 
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      UTG (VVPAT printer), FW 1.04 
      USB Memory Cartridge K9K 
series - 700 or 800 
 
Paper: Optech Insight Plus (A05) 


  FW - (HPX K1.44.080501.1500) 
  HW- Optech Insight Plus optical 
scanner 
Memory Cartridge (APX 2.17 FW)           
MemoryPack Receiver (MPR) Rev 
D (K2.17.090825.1934) 
  
Paper:  Optech Insight (G05) 


  FW - (HPX K1.44.080501.1500) 
  HW - Optech Insight optical 
scanner  
Memory Cartridge (APX 
K2.17.090825.1934) 
 
Paper: Optech 400-C 


  SW - WinETP (1.16.9) 
  HW - Optech 400-C 
  OS - Windows XP Home (COTS) 
 
Other: HAAT 


  FW - 2.6.29 
  OS - HAAT (COTS Windows 
CE.NET 5.0) 
  HW - HAAT Model50 (C1.1) 
   
Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 
WinEDS 4.0 System Operations 
Procedures 
WinEDS Installation Guide, WinEDS 
Extended Services Operator’s Guide 
WinEDS Ranked Choice Voting 
Functional Specification 
Optech 400-C Operators Manual 
 
Test Location: iBeta, Aurora, CO 
(Lab 25)  


Procedures  
 
 
Test Location: iBeta, Aurora, CO (Lab 
22) 


recent delivered TDP): 
 
 
WinEDS 4.0 System Operations 
Procedures (AZ Rotation 
functionality, Challenged voting, 
Closed Primary elections) 
 


  IMPR C1.1 (2.14) 
 
 
 Manuals testing (documents listed 


below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
 
WinEDS 4.0 System Operations 
Procedures 
HAAT100 Operations & 
Maintenance Manual 
HAAT100 Poll Workers Manual 
 
Test Location: iBeta, Aurora, CO 
(Lab 22) 


Pre-requisites and Prior to execution of testing the Same as Primary 1 Same as Primary 1 except Same as Primary 1 except 
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preparation for 
execution of the test 
case.  


following prerequisites must be 
completed; 
- Record the testers & date 
- System set up as identified in the 
user manual 
- Perform and Install witness/'trusted 
build of EMS software and firmware 
for Sequoia Voting Systems 
- Gather any necessary materials or 
Technical Reference Manuals.   
- Ensure customization of the test 
case template is complete 
- Use a Supervisory level access 
user and password for WinEDS 
- All equipment is complete per the 
PCA configuration 
- HAAT unit 50 is fully charged 


- Card Activator is fully charged - HAAT unit 100 is fully charged 
 - Verizon Wireless Access account 


Getting Started 
Checks 


Before initiating testing:  
- Verify the test environment and 
system configuration is documented 
in the PCA Configuration and 
vendor described configuration.  
- Validate installation of a witnessed/ 
trusted build 
- Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 


Same as Primary 1 Same as Primary 1 Same as Primary 1  


Documentation of 
Test Data  &  Test 
Results 


Test Data: 
- Record all programmed & 
observed election, ballot & vote data 
fields and field contents on the 
corresponding  tabs to provide a 
method to repeat the test 
- Preserve all tabs for each instance 
the test is run. 
Test Results:  
- Enter Accept/Reject on the Test 
Steps 
- In Comments enter any deviations, 
discrepancies, or notable 
observations 
- Log discrepancies on the 
Discrepancy Report and insert the 
number in the Comments 


Same as Primary 1 Same as Primary 1 Same as Primary 1 
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Pre-vote: 
Ballot Preparation 
procedures 
verifications 


Ballot Prep: 
-A Closed Primary election database 
can be accurately/securely defined 
& formatted. 
-Multiple partisan ballots and a 
separate non-partisan ballot 
(candidates & propositions) can be 
accurately/securely defined & 
generated. 
-Election media can be 
accurately/securely programmed & 
installed.   
Checks  
-Optech Ballot styles can be 
defined, generated and reviewed for 
the Optech Insight and Insight Plus 


Ballot Prep: 
Same as Primary 1 except 
-An Open Selective Primary election 
database can be accurately/securely 
defined & formatted. 
-Optech Ballot styles can be defined, 
generated and reviewed for the 
Optech Insight Plus 


Ballot Prep: 
Same as Primary 1 except: 
Checks 
-Optech Ballot styles can be defined, 
generated and reviewed for the 
Optech Insight   
- Candidates are rotation per AZ 
Rotation rule 


Ballot Prep: 
Same as Primary 1 except 
 Checks  
-Optech Ballot styles can be defined, 
generated and reviewed for the 
Optech Insight Plus 
 


Pre-vote: 
Ballot Preparation 
Security 


Ballot Prep:  
During execution confirm: 
-Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, 
availability, confidentiality & 
accountability 
-Functions are only executable in 
the intended manner, order & under 
intended conditions 
-Prevents execution of functions if 
preconditions weren't met 
-Implemented restrictions on 
controlled functions 
- Documentation of mandatory 
administrative procedures. 
COTS  
-Authentication is configured on the 
local terminal & external connection 
devices, 
-Operating systems are enabled for 
all session & connection openings, 
& closings, all process executions & 
terminations & for the alteration or 
detection of any memory or file 
object 
-Configure the system to only 
execute intended & needed 
processes during the execution 
election software.  Processes are 


Same as Primary 1 Same as Primary 1 Same as Primary 1 
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halted until termination of critical 
system processes (such as audit). 


Readiness Testing 
and Poll Verification 


Prior to installation of the ballot 
perform maintenance diagnostic 
checks: 
- DRE: LCD calibration; printer test; 
event log report  
- Optical scanner:  
Install the ballot and perform the 
Pre-election Logic and Accuracy 
Test 
- Run the Pre-LAT election, verifying 
correct election information  
- Test data is segregated from 
simulation  voting data, with no 
residual effect 
- The polling place voting system 
functions properly including a formal 
record of: 
- Election, polling place, voting 
system & ballot format identification 
- Zero count report which contains 
the list of all ballot fields  
(specifically list candidates and 
offices - all fields part of the ballot) 
- Other information to confirm 
readiness & accommodate 
administrative reporting 
requirements 
Test confirmation that there are no 
hardware/software failures & the 
device is ready to be activated to 
accept votes 


Same as Primary 1 with no 
provisional, but with WI Selective 
Primary (Pick-a-Party). 


Same as Primary 1 with challenged 
voting and  AZ rotation  


Same as Primary 1  
 


Pre- vote: 
Opening the Polls 
Verification 


Precinct Count: 
- The system is disabled until the 
internal test is successfully 
completed. 
Paper based: 
- Means to verify ballot marking 
devices are properly prepared & 
ready for use 
- Activating & verifying the ballot 
counting device is correctly 
activated & functioning 
- Identification of any failures & 
corrective action 


Same as Primary 1 Same as Primary 1 Same as Primary 1 
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DRE 
- Security seal, password, or data 
code recognition capability 
preventing inadvertent or 
unauthorized poll opening 
- Means to enforce the proper 
sequence of steps to open the polls 
- Means to verify correct activation 
- Identification of any failures & 
corrective action 


Voting:  
Ballot Activation and 
Casting Verifications 


Check the voting system to : 
Protects secrecy of ballot/vote 
- Records selection/non-selection for 
each contest                                                                                                                                                                                                                                                     
Paper-based 
- Allow  voter to identify & mark 
candidates  
- Allow  placement of voted ballots 
into a precinct ballot counter or 
secure receptacle 
- Gives feedback and an opportunity 
to correct, before the ballot is 
counted 
(under/overvotes/error/blank) 
DRE 
- Voter can make selections based 
on ballot programming & indicate 
selection, cancellation, & non-
selection (undervotes) 
- Not allow overvotes 
- Alert undervotes; permit review & 
change before casting 
- Alert selection's complete; prompt 
confirmation as casting is 
irrevocable,  
- Alert successful/unsuccessful 
storage of cast ballot; give 
instruction to resolve unsuccessful 
casting 
- Prevent access of vote reporting  
until the polls close 
- Increment the ballot counter 
 
Ranked Choice Voting 
DRE 
- Voter can make ranked choice 


Same as Primary 1 
-  without Ranked Choice Voting 


Same as Primary 1  
- without Ranked Choice Voting 
- with challenged voting and  AZ 
rotation 


Same as Primary 1 without   
Ranked Choice Voting but including 
Fleeing voters (cast, cancelled) 
- with selection(s) made 
- blank ballot 
- Audio voting 
-Voting Accessibility switching input 
device 
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selections based on ballot 
programming 
Insight and Insight Plus RCV 
options: 
- Inconsistent Ordering 
- Skipped Ranking 
- Duplicated Candidate 
- Unused Ranking 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & 
Status Indicators 


The system audit provides a time 
stamped always available, report of 
normal/abnormal events that cannot 
be turned off when the system is in 
operating mode.   
Status message are part of the real 
time audit record.  
- Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
- Are generated, stored & reported 
as they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators  - The text for any numeric 
codes is contained in the error or 
affixed to the inside of the voting 
system 
- Incorrect responses will not lead to 
irreversible errors.  
- Nested conditions are corrected in 
the sequence to restore the system 
to the state before the error 
occurred 
Insight/Insight Plus: 
- Blank Ballot 
- Return To Voter 
 -Overvote/Undervote/Crossvote 
Ballot 
- Error Ballot 
- Unprocessable Ballot 
- Aux Bin 
- Resume 


Same as Primary 1 except does not 
include Optech Insight 


Same as Primary 1 except does not 
include Optech Insight Plus 


Same as Primary 1 except does not 
include Optech Insight 


Post-vote: 
Closing the Polls 


Once the polls are closed the voting 
system 


Same as Primary 1 Same as Primary 1  Same as Primary 1including Early 
voting poll closing 
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- prevents further casting of ballots 
or reopening of the polls 
- internally tests and verifies that the 
closing procedures have been 
followed and the device status is 
normal 
- visibly displays the status 
- produces a test record that verifies 
the sequence of events and 
indicates the extraction of vote data 
is activated 


Post-vote: 
Central Count 


Paper Based:  
The central count voting system 
includes: 
- Election identification 
- Zero count report 
- Information to confirm readiness & 
accommodate administrative 
reporting requirements 
Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places, 
& optionally other sources 
(absentee, provisional, etc)  Reports 
include: 
- Geographic reports of votes; each 
contest by precinct & other 
jurisdictional levels 
- Printed reports of ballots counted 
by tabulator, with votes, undervotes, 
and overvotes 
- Report of system audit information 
printed or in electronic memory 
- Report identifying the combination 
of candidates receiving overvotes 
- Permit extraction & consolidate 
votes from programmable memory 
device or data storage medium 
- Consolidate the votes from multiple 
voting systems into a single polling 
place report 
DRE 
-Electronic ballot images of votes 
cast by each voter,  extracted from a 
separate process & storage location, 
is reported in a human readable 


Same as Primary 1  Same as Primary 1 with challenged 
voting and  AZ rotation 


Same as Primary 1 with an early 
voting an election day tally types 
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form 
Correctly process challenged ballots 
(excluded in central counts)  


Post-vote: 
Security 


The central count: See Security Test 
for detail  
During execution confirm: 
- Security access controls limit or 
detect access to critical systems & 
the loss of system integrity, 
availability, confidentiality and 
accountability 
- Functions are only executable in 
the intended manner, order & under 
the intended conditions 
- Prevented execution of functions if 
preconditions were not met 
- Implemented restrictions on 
controlled functions 
- Provided documentation of 
mandatory administrative 
procedures. 
COTS systems  
-Authentication is configured on the 
local terminal and external 
connection devices, 
-Operating systems are enabled for 
all session and connection 
openings, and closings, all process 
executions and terminations and for 
the alteration or detection of any 
memory or file object 
- Configure the system to only 
execute the intended and necessary 
processes during the execution of 
the election software.  Election 
software processes are halted until 
the termination of any critical system 
process, such as system audit. 


Same as Primary 1  
 


Same as Primary 1  Same as Primary 1  
 


Post-vote: 
System Audit 


The system audit provides a central 
count time stamped always 
available, report of normal and 
abnormal events that cannot be 
turned off when the system is in 
operating mode.  Status message 
are part of the real time audit record. 


Same as Primary 1 Same as Primary 1 Same as Primary 1 


Expected Results Same as General 1 Same as General 1 Same as General 1 Same as General 1 
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are observed 


Record observations 
and all input/outputs 
for each election. 


Same as General 1 Same as General 1 Same as General 1 Same as General 1 


 


7.2 Environmental Test Method 
Method Detail Environmental Test Method 


Test Case Name Environmental Test 


Scope - identifies the type 
of test 


Prior to initiating an assessment of the Sequoia WinEDS 4.0 voting system hardware iBeta contacted the EAC and received confirmation that 
as the hardware environmental testing requirements of the VVSG 2005 were essentially unchanged from the FEC Voting System Standards 
2002, environmental hardware testing performed by Criterion Technology Corp, Intertek, Percept Technology and Wyle Laboratories to the 
2002 standards in a prior qualification effort would be valid for reuse if the following conditions were met: 
- The hardware was unchanged and the laboratory that performed the testing verified in an independent assessment that the equipment they 
tested was essentially the same as the system tendered for certification to the VVSG 2005; 
 - Criterion Technology Corp, Intertek, Percept Technology and Wyle Laboratories agreed to issue a report for the environmental tests as a 
subcontractor to iBeta; and 
- iBeta confirmed Criterion Technology Corp, Intertek, Percept Technology and Wyle Laboratories were accredited by A2LA to perform all the 
VVSG 2005 required test methods accredited in the test methods they performed on the date of test execution. 
 
Execution and provision of test results identified in the VSS 2002 hardware operating and non-operating environmental tests.  This set of 
hardware environmental test cases is outside the scope of iBeta's VSTL accreditation.  It is  performed by: 
Percept Technology (Re-use only) 
Wyle Laboratories  
Criterion Laboratories 
iBeta coordinates and oversees subcontractor testing.  iBeta shall review the test records, results and reports to confirm testing was performed 
under an appropriate mode as a voting system and to determine acceptance or rejection of some or all testing. 


Test Objective Validation of the polling place hardware to meet the Non-Operating/Operating Environmental test standards of the EAC VSS/VVSG. 


Test Variables Tests shall be conducted incompliance with the identified standard: 
Power disturbance disruption - IEC 61000-4-11 (1994-06). 
Electromagnetic radiation- FCC Part 15 Class B requirements - ANSI C63.4. 
Electrostatic disruption -  IEC 61000-4-2 (1995-01). 
Electromagnetic susceptibility - IEC 61000-4-3 (1996). 
Electrical fast transient protection - IEC 61000-4-4 (1995-01). 
Lightning surge protection - IEC 61000-4-5 (1995-02). 
RF immunity - IEC 61000-4-6 (1996-04). 
AC magnetic fields RF immunity - IEC 61000-4-8 (1993-06). 
MIL-STD810-D: 
High temperature method 501.2 Procedures I-Storage maximum 140 F degrees 
Low temperature - method 502.2, Procedure I-Storage minimum -4 F degrees 
Temperature & power variations - method 501.2 & 502.2  
Humidity - method 507.2 
Vibration - method 514.3-1 Category 1 - Basic Transportation Common Carrier 
Bench handling - method 516.3 procedure VI 
Safety - OSHA  CFR Title 29, part 1910 
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A description of the voting 
system type and the 
operational environment 


DRE - EDGE2plus C0.3 with audio and flash drive 


DRE- EDGE2plus C0.4 with audio and flash drive (CO.3 plus the CO.4 change order) 


HAAT50 Version A.03,  A1.1 
HAAT90 Version A1.1 (Reuse of all EMI/EMC except 4.8.2 - VSS) 
HAAT100 Version A0.7 
IMPR Version A1.0, C1.1 (Tested in conjunction with HAAT90) 
MPR 3.01 Revision E 
DRE - EDGE II with Verivote and audio 
Optical Scanner Insight with UPS, G05 
Optical Scanner Insight Plus with UPS, A05 
Optical Scanner 400-C (300.P) with UPS 


VSS 2002 vol. 1 3.2.2 thru 3.2.2.14, 3.4.8, Interpretation 2007-05 


VSS 2002 vol. 2 4.6.1.5 thru 4.7.1 & 4.8 


Hardware, Software voting 
system configuration and 
test location 


See Tables 6 and 9. 
 
Test Locations: Percept Technologies, Boulder CO, Intertek, Louisville CO, Wyle Laboratories, Huntsville AL and Criterion Labs, Rollinsville 
CO  
• iBeta provides the test labs with the environmental hardware test case outlining methods, instructions to document the configuration, test 
environment, lab accreditations, tester qualifications, and operational status check performance. 
• iBeta personnel execute the accuracy testing in conjunction with the Temperature and Power Variations, provide and oversee the operational 
status checks.   


Pre-requisites and 
preparation for execution of 
the test case.  


Complete the prerequisites; 
- Validation and documentation of  the subcontractor  test labs'  A2LA or NVLAP accreditation in the specific test method identified in the Test 
Variables 
- Record the testers & date 
- System has been set up as identified in the user manual 
- Gather any necessary materials or manuals 
- Ensure customization of the test case template is complete 
The iBeta approved Operational Status Check script is provided and includes: 
- Check for physical damage 
- Checking the operation of all buttons, switches and lights 
- Opening the polls & running a zero totals report 
- Checking appropriate error conditions for correct prompts or responses (Error conditions will depend upon the type of equipment being 
tested) 
- Accessibility features are operational 
- Power off and on with no loss of function 
- Close the polls and print all reports (Totals & Audit Logs) 


Getting Started Checks Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA Configuration and matches the  vendor described 
configuration 
- Validate installation of  the witnessed build 
- Testers understand that no change shall occur to the test environment without documentation in the test record and the authorization of the 
project manager 
- Confirm the tester understands the recording requirements of the iBeta test case 
- Operational status check procedures are available and successfully run  
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- An automated script to loop system operation, for use during the EMC operational tests, exercises all necessary functionality 


Documentation of Test 
Data  &  Test Results 


Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Standard Environmental 
Tests 


Follow test method in the identified standard and Interpretation 2007-05 


Expected Results are 
observed 


Review the test result against the expected result:  
• Pass: meets the requirements 
• Fail: does not meet the requirements; document the failure in the comments 
• Not Testable (NT): not testable; provide a reason in the comments 


Record observations and 
all input/outputs for each 
election; 


All test results will be recorded in the test case.  
- Any failure against the requirements will mean the failure of the system and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of the Certification Report 
- If cures are submitted the applicable test will be rerun. Complete information about the rerun test will be preserved in the test case. The cure 
and results of the retest will be noted in the - Discrepancy Report and submitted as an appendix of the Certification Report. 
- Operations which do not fail the requirements, but could be deemed defects or inconsistent with standard software practices or election 
practices will be logged as Informational Issues on the Discrepancy Report.  It is the vendor's option to address these issues.  Open items will 
be identified in the report.  


 


7.3 Characteristics (Recovery, Accessibility, Usability & Maintainability) Test Method 
 


Method Detail Characteristics Test Method 


Test Case Name  Characteristics Test Case 


Scope - identifies the type 
of test 


Accessibility, usability and maintainability are characteristics of voting systems.   


Accessible approach is applicable to DREs and Precinct Count Optical Scanners. 
Audio and non-manual vote input methods are applicable to DREs 
Maintainability is applicable to all voting systems 
These characteristics are performed as a single combined functional test. Validation of the integration of security and accuracy functions of the 
usability and accessibility features are tested in the system level tests. 


Test Objective The objective of characteristics testing is to verify the accessibility, usability, and maintainability requirements of the  VSS guidelines and HAVA 
are met. 


Test Variables:  
Voting Variations 
(as supported by the voting 
system) 


An audio/visual straight party ballot with multi-lingual capabilities will be used.   
- One contest shall have a write-in vote. 
- Visual access to the ballot display/controls shall be restricted 


A description of the voting 
system type and the 
operational environment 


Testing of the Sequoia WinEDS voting system shall include: 


Same as General 4 for the Edge II, EDGE2plus, Optech Insight/Plus and Optech 400-C 


English and multilingual votes (visual, audio and paper ballots) cast with audio and non-manual inputs: 
Audio, non-manual input, and visual ballots  Accessibility & Maintenance 
- DRE: EDGE II (VeriVote Printer, Rev C & E-AVA, Rev A) 


- DRE: EDGE2plus (C.04) (UTG 300Printer, ABLE-D) 
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Facility Accessibility only & Maintenance 
 - Paper: Optech Insight (G.05) 
 - Paper: Optech Insight Plus (A.05) 
Maintenance only 
 - Paper: Optech 400-C  
Other: 
HAAT50 (A1.1) 
HAAT90 (A1.1) 
(HAAT80 & 100 are hardware equivalent) 
Card Activator 5.1 
MPR (Rev D) 
IMPR (A1.0) 


VSS 2002 vol. 1 2.2.7.1.a thru g, 2.2.7.2.a thru i, 2.4.3.1.a & e,  2.2.5.2.1 f.& g, 3.3.1, 3.3.2, 3.3.3, 3.4.1 thru 3.4.2, 3.4.4.1 a thru d, 3.4.4.2, 3.4.5 a thru d, 3.4.6 
a thru c, 3.4.9.a thru e 
HAVA 301a.3 & 4 
RFI 2007-01, RFI 2009-05 


VSS 2002 vol. 2 4.7.2,  6.5,  6.7 


Hardware, Software voting 
system configuration and 
test location 


Test Location: iBeta Quality Assurance Aurora, CO 
Hardware: 
DRE: EDGE II FW 5.1.35 


DRE: EDGE2plus FW 1.2.67 


Paper: Optech Insight  (APX K2.17.090825.1934, HPX K1.44.080501.1500) 
Paper: Optech Insight Plus (APX K2.17.090825.1934, HPX K1.44.080501.1500) 
Paper: Optech 400-C Rev 3.00P 
MPR 3.01 
HAAT50 FW 2.6.25 
HAAT90 FW 2.6.25 
IMPR A1.0 
System Configuration(s) noted in the PCA Configuration Document 


Pre-requisites and 
preparation for execution of 
the test case.  


A test election is prepared and installed on the polling place device 


 Verify the environment & installation of the witnessed build 


 Record any equipment used and calibration date 


 During installation of the election confirm the operational readiness of the voting system 


 System has been set up as identified in the user manual 


 Record the testers & date 


 Gather any necessary materials or manuals.  


 Ensure customization of the test case template is complete 


Getting Started Checks Test Data: 


Record all programmed & observed election &  ballot data fields and field contents on the corresponding  tabs to provide a 
method to repeat the test 
Preserve all tabs for each instance the test is run 
Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments enter any deviations, discrepancies, or notable observations 
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 Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Documentation of Test 
Data  &  Test Results 


Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments enter any deviations, discrepancies, or notable observations 


  Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Polling Place Hardware & 
Recovery 


Validations of operations in the voting mode: 


 Adjust or magnify the font  


 Power supply interruption without corruption of data 


 Power supply interruption provide the voter the capability  to complete casting a ballot, allow for graceful shutdown without loss or 
degradation of the voting and audit data 


 Permit  additional  voting session after a voting system has reverted to backup power without loss or degradation of the voting and audit 
data 


 Telecommunications interruption without corruption of data (no telecommunications are used for the casting of a ballot) 


 Three second response time 


Accessibility-Common 
Standards 


The voting station provides 


 Forward reach w/ no obstruction: max high reach 48 in, min low reach 15 in. 


 Forward reach over an obstruction with knee space below; maximum level forward reach: 25 in.  


 Forward reach w/ obstruction >20 inches deep: max high forward: 48 in; obstructions >20 and <25 inches: 44 in. 


 Position of operable control is determined with respect to a vertical plan 48 in. in length, centered on the operable control, and at the 
maximum protrusion of the product within the 48 in. length. 


 Where any operable controls = or > 10 in. behind the reference plane, height is > 15 and <54 from the floor. 


 Where any operable control is >10 in. and < 24 in. behind the reference plane, height is >15 and <46 in. from the floor.  


 Operable controls are not >24 in. behind the reference plane. 


DRE Standards  DRE voting systems shall provide the capability to provide access to voters with a broad range of disabilities.  
- Voters are not required to bring their own assistive technology to a polling place 


DRE Standards - Audio 
information and stimulus 


Audio information: 


 Complete content of the ballot is communicated to the voter 


 Provides instruction to the voter in operation of the voting device 


 Provides instruction so that the voter has the same vote capabilities and options as those provided by the system to individuals who are 
not using audio technology 


 Enable the voter to review the voter's write-in input, edit that input and confirm that the edits meet the voter's intent 


 Enable the voter to request repetition of any information provided by the system 


 Supports the use of headphones that may be discarded after each use 


 Provide the audio signal through an industry standard connector for private listening using a 1/8 inch stereo headphone jack and support 
personal headsets 


 Provide a volume control with an adjustable amplification up to a maximum of 105dB 


 Volume automatically resets to the default  for each voter 


DRE Accessibility - 
Telephone handset 


No telephone style handset is used to provide audio information to the voter 


DRE Accessibility- 
Wireless 


No wireless device is used to provide audio information to the voter 


DRE Accessibility- 
Electronic image displays 


Voters are permitted to:  


 Adjust the contract settings 
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 Adjust color settings, when color is used 


 Adjust the size of the text so that the height of the capital letters varies over a range of 3 to 6.3 millimeters 


DRE Accessibility- Touch-
screen or contact sensitive 
controls 


The input method uses mechanically operated controls or keys:  


 Tactilely discernible without activating the controls or keys 


 Operable  with one hand and not require tight grasping, pinching or twisting of the wrist 


 Require a force <5 lbs (22.2N) to operate 


 Provide no repeat function 


DRE Accessibility- 
Response time 


If the system is set  to require a response by a voter in a specific period of time alert the voter before this time period expires and allow the 
voter additional time to indicate that more time is needed 


DRE Accessibility- Sound 
cues 


Sound cues used as an alert  are accompanied by a visual cue 


DRE Accessibility- 
Biometric measures 


If the system uses biometric measures for primary voter authentication, verify there is a secondary means of voter identification. 


Physical Characteristics Physical Characteristics  


 The size of each voting machine is compatible with its intended use and the location at which the equipment is to be used 


 Physical Characteristics 


 The weight of each voting machine should be compatible with its intended use and the location at which the equipment is to be used 


Transport, Storage, 
Materials, & Durability 


Transport & Storage of Precinct Systems 


 A means to safely handle, transport, and install voting equipment is provided 


 The voting system provides a protective enclosure to withstand: impact, shock, and vibration loads associated with surface and air 
transportation; stacking loads associated with storage  


 Durability 


 The voting system is designed to withstand normal use without deterioration and without excessive maintenance cost for a period of ten 
years 


 Materials  


 The voting system is designed and constructed so that the frequency of equipment malfunctions and maintenance requirements are 
reduced to the lowest level consistent with cost constraints 


 TDP includes an approved parts lists 


Maintainability Maintainability-  
The voting system and maintenance documentation include the: 


 Presence of labels and the identification of test points 


 Provision of built-in test and diagnostic circuitry or physical indicators of condition 


 Presence of labels and alarms related to failures 


 Presence of features that allow non-technicians to perform routine maintenance tasks (such as update of  the system database) 


 An assessment of the system maintenance attributes to confirm maintainability   at an acceptable level for: 


 Ease of detecting that equipment has failed by a non-technician 


 Ease of detecting that equipment has failed by a non-technician 


 Low false alarm rates (i.e., indications of problems that do not exist) 


 Ease of access to components for replacement 


 Ease with which adjustment and alignment can be performed 


 Ease with which database updates can be performed by a non-technician 


 Adjust, align, tune or service components 


Availability Availability- 
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The vendor specifies the typical system configuration to be used to assess availability, and any assumptions made with regard to any 
parameters that impact the MTTR. The factors include at a minimum: 


 Recommended number and locations of spare devices or components to be kept on hand for repair purposes during periods of system 
operation 


 Recommended number and locations of qualified maintenance personnel who need to be available to support repair calls during system 
operation 


 Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel 


Human Engineering - 
Controls and Displays 


Controls and displays:  


 Controls used by the voter or equipment operator are conveniently located 


 Control designs are consistent with their functions 


 Instruction plates are provided as needed to avoid ambiguity or incorrect  actuation  


 Displays are large enough to be readable by voters and operators without disabilities 


 Displays are consistent with the DRE Accessibility requirements (above) 


 Status displays meet the same requirements as data displays 


 Green, blue or white are used to indicate normal status 


 Amber is used to indicate warnings or marginal status 


 Red is used to indicate error conditions, equipment states that may result in damage, or hazards to personnel 


 Equipment that is not designed to halt under conditions of damage or hazard provide an audible alarm 


 Color coding shall be selected to assure correct perception by voter and operators with color blindness 


 Color shall not be the only means to convey information, indicate an action, prompt a response or distinguish a visual element 


 Systems display shall not use flashing  or blinking text objects or other elements having a flash or blink frequency >2Hz and < 55Hz 


Expected Results are 
observed 


Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or tested in another test case (TC) 
• Not Applicable (NA): not applicable to test scope 


Record observations and 
all input/outputs for each 
election; 


All inputs, outputs, observations, deviations and any other information impacting the integrity of the test results will be recorded in the test case.  


 Any failure against the requirements of the EAC guidelines will mean the failure of the system  and shall be reported as such  


 Failures will be reported to the vendor as Defect Issues in the Discrepancy Report 


 The vendor shall have the opportunity to cure all discrepancies prior to issuance of the Certification Report 


 If cures are submitted the applicable test will be rerun. Complete information about the rerun test will be preserved in the test case.  The 
cure and results of the retest will be noted in the - Discrepancy Report and submitted as an appendix of the Certification Report. 


 Operations which do not fail the requirements but could be deemed defects or inconsistent with standard software practices or election 
practices will be logged as Informational Issues on the Discrepancy Report.  It is the vendor's option to address these issues.  Open items 
will be identified in the report. 


 
 


7.4 Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) Test Method 
 


iBeta Definition Accuracy (Accuracy, Reliability, Availability, Volume, and Stress)  


Test Case Name Accuracy- Optical Scan  
(Accuracy, Reliability, Availability, & Volume)  


Accuracy- DRE  
(Accuracy, Reliability, Availability, Volume, and Stress) 


Scope - identifies the Accuracy testing validates the individual ballot positions in terms of an a Accuracy testing validates the individual ballot positions in terms of an a 
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type of test maximum error rate while processing a specified volume of data.   A large 
number of ballot positions and large numbers of votes incorporate volume 
test conditions. Reliability and availability test requirements are 
incorporated into the test. (see Test Variables) 


maximum error rate while processing a specified volume of data.  
Incorporation of a test ballot  and generation of votes for 85 hours  provide 
stress and volume test conditions. Reliability and availability is measured 
in the results of the Accuracy Test. 


Test Objective Validation of the ability to reliably capture, record, store consolidate and 
report a predicted total of paper ballot vote selections and the absence of 
vote selection for a minimum of 1,549,703 ballot positions without error or 
with an acceptable level of error under varied temperature and power 
conditions over a minimum of 163 hours. 


Same as Accuracy - Optical Scan except for DRE ballots 


Test Variables:  
Accuracy 
Volume 
Stress 


Ballot Preparation & Programming Variables: 
Volume & Availability Test:  


Paper Ballot: 9.75‖ x 14 


 Columns (front & back) @ w/ 2 contests = 12 total contests; 


 A contest = title & 20 ballot positions;  4/inch ballot density; 240 total 
ballot positions; 


Optech Insight & Insight Plus: 4 units,  running 4250 ballots 100/hour (total 
17,000) 
Optech 400-C:  


 If 2 units @ runs 25,500 ballots 300/hr = 51,000 ballots with 
12,240,000  


 If 1 unit run 48,900 ballots with 11,736,000 ballot positions 
Validate voter selections are recorded, reported & available for 
consolidation; errors & misfeeds are correctly reported. 
  
Vote Consolidation & Reporting Variables: 
Accuracy Test 


Ballots are marked in 4 configurations using all ballot positions;  


 1 configuration manually marked w/ black felt tip marker;  


 configurations machine marked 
Go/No Go Batch 1 


 Confirm a minimum of 26,997 ballot  positions are accurately 
recorded & reported; 


 If errors=1 reject; if errors = 0 continue; 


 Complete  the Insight & Insight Plus votes in hour 1 


 Complete the 400-C votes in hour 1 
Complete Accuracy Batches 2 through 4 


 Confirm a minimum of 1,522,706 ballot  positions are accurately 
recorded & reported  


 If errors=0 accept; if errors = 2 reject; if errors=1 run 1,576,701 
additional positions , for a minimum of3,126,404 with 1 error 


 Complete the Insight & Insight Plus votes in hour 65;  


 Complete the 400-C votes in hour 23. 
 


Volume & Availability Test:  


Continue processing votes until hour 85. (Hour 163 if only one unit is 


Ballot Preparation & Programming Variables: 
Volume & Availability Test:  
Program a General Election for the Edge II and EDGE2plus: with a Vote 
for 1 as follows: 
   9 candidates in 30 contests = 270 ballot positions 
   8 candidates in 2 contests = 16 ballot positions 
   7 candidates in 1 contest  = 7 ballot positions 
   5 candidates in 1 contest  = 5 ballot positions 
   2 candidates in 1 contest  = 2 ballot positions 
for a total of 300 ballot positions 
 
• Edge II: 2 units, running a total of 3825 ballots for 85 hours 
• EDGE2plus: 4 units, running a total of 3825 ballots for 85 
 
Vote Consolidation & Reporting Variables: 
Accuracy Test 


Ballots are marked in different variations and ballot positions;  


 Hour 1-4 (go-no-go) configuration voted manually  
Go/No Go -Session  1 


 Confirm a minimum of 26,997 ballot  positions are accurately recorded 
& reported in electronic memory, VVPAT list and bar code; 


 If errors=1 reject; if errors = 0 continue 


 6 hours manual voting, 45 votes per machine  


 Remaining batches (2-92) voted using vote simulation 
Complete Accuracy - Batches  2 through 92 


 Confirm a minimum of 1,522,706 ballot  positions are accurately 
recorded & reported in electronic memory;  


 If errors=0 accept; if errors = 2 reject; if errors=1 run 1,576,701 
additional positions , for a minimum of 3,126,404 with 1 error 


 Consolidate every 4 hours, average of 540 votes per machine 


 Consolidate every 8 hours, average of 809 votes on each Edge2 
machine; average of 110 votes on each Edge2 plus machine 


 Consolidate every 24 hours, average of 1694 votes on each Edge2 
machine; average of 260 votes on each Edge2 plus machine 


 
Volume & Availability Test:  
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used.) Validate that all voter selections are reported and consolidated 
correctly to the predicted totals.  
 
Reliability Chamber & Non-chamber operation: 


Optech Insight& Insight Plus:  


 2 units; run the pre-testing operational status check  


 Run 48 hrs Temp & Power Variations;  


 Power down, move from chamber; power up;  


 Run 37 hours at ambient;  


 Run  the post-testing Operational Status Check  
Optech 400-C:  


 2 units; run the same as the  Insights; however, if there is only 1 unit 
run 115 hours at ambient. 


 
Stress: 


Scan ballots at the maximum system operation  rate to confirm accurate 
ballot recording and reporting in the following  hardware-generated 
interrupts and wait states: 


 With a single  overvote ballot  wait state; 


 With a single mutilated ballot interrupt; and 


 Ballots without any interrupts or wait states. 
Optech Insight & Insight Plus:  


 For each interrupt or wait state scenario individually hand feed 20 
ballots; initiate an interrupt or wait state on a single ballot 


Optech 400-C:  


 For each condition feed 400 ballots at the maximum rate. 
(400/minute); initiate an interrupt or wait state on a single ballot 


Continue processing votes until hour 85. (Hour 163 if only one unit is 
used.)  Validate that all voter selections are reported and consolidated 
correctly to the predicted totals.  
 
Reliability Chamber & Non-chamber operation: 
Edge II and EDGE2plus:  


 2 units of each DRE; run the pre-testing operational status check  


 Run 48 hrs Temp & Power Variations;  


 Power down, move from chamber; power up;  


 Run 37 hours at ambient;  


 Run  the post-testing Operational Status Check  
 


 If there is only 1 unit run 115 hours at ambient. 
 
 


Stress: 


Vote ballots using a Vote Simulator after the go/no-go to confirm accurate 
ballot recording and reporting. 
(Average of 13 votes per hour for the EDGE2plus  and 135 votes per hour 
for the  Edge II.) 


A description of the 
voting system type 
and the operational 
environment 


Ballot preparation/programming and central count vote 
consolidation/reporting on a Windows laptop running WinEDS software; 
MemoryPack, Memory Pack Receiver running MPR software 


 Precinct Counters: Optech Insight & Insight Plus running APX & HPX 
firmware, Optech Insight & Insight Plus Surface Mount running APX & 
HPXA 


 Central Counter: Optech 400-C; with a Windows Personal Computer 
running WinETP software 


Ballot preparation/programming and central count vote 
consolidation/reporting on a Windows laptop running WinEDS software;  


 Edge II with and without Verivote Printer 


 EDGE2plus with and without UTG300 VVPAT 


 HAAT90  


 HAAT100 


VSS 2002 vol. 1 2.2.2 thru 2.2.2.1, 2.2.5, 3.2.1, 3.2.5.2, 3.2.6.1, 3.2.6.1.1, 3.4.3, 3.4.5, 2.2.2 thru 2.2.2.2, 3.2.1, 3.2.5.2, 3.2.6.2, 3.2.6.2.2, 3.4.3, 3.4.5 


VSS 2002 vol. 2 4.7.1, 4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3, A.4.3.5 4.7.1, 4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3, A.4.3.5 


Hardware, Software 
voting system 
configuration and 
test location 


Version information is listed in Tables 4 & 5 
Election Management System  


 HW: COTS Windows Laptop 


 OS: Windows XP 


 HW:  MemoryPack APX 


 SW: WinEDS v.4.0 


 HW: Memory Pack Receiver  


Version information is listed in Tables 4 & 5 
Election Management System  


 HW: COTS Windows Laptop 


 OS: Windows XP 


 SW: WinEDS v.4.0 
DRE: 


 HW: Edge II 


 HW: Verivote Printer 
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 FW: Memory Pack Receiver 
Precinct Scanner: 


 HW: Optech Insight  & Insight Plus  with Optech Printer 


 HW:  Optech Insight & Insight Plus Surface Mount  


 FW: Insight & Insight Plus (APX)  


 FW: Insight & Insight Plus (HPX) 


 FW: Insight & Insight Plus Surface Mount (HPXA) 
Central Count Scanner 


 HW: Optech 400-C 


 HW: COTS Windows Personal Computer 


 OS: Windows XP 


 SW: WinETP 
Precinct Accumulator and Consolidator 


 SW - HAAT  


 OS - HAAT (COTS Windows CE.NET 5.0) 


 HW - HAAT80 (A.1.1) 


 HW - Insight Memory Pack Reader (IMPR, A1.0 & C1.1) 
 
Test Location: Temperature & Power variation- Wyle Laboratories 
Huntsville, AL 
 
The test  will be run in conjunction with the Temperature & Power 
Variation as described in the Test Variables 


 SW: AVC Edge 


 HW: EDGE2plus C0.3 and C0.4 (Models 300 & 305. 305 does not 
contain a VVPAT (UTG300) 


 SW: EDGE2plus  
 


Precinct Accumulator and Consolidator 


 SW - HAAT  


 OS - HAAT (COTS Windows CE.NET 5.0) 


 HW - HAAT90 (A.1.1) and HAAT100 (A0.7) 
 
Test Location: Temperature & Power variation - APT (Advanced Product 
Testing), Longmont, CO 
 
The test  will be run in conjunction with the Temperature & Power Variation 
as described in the Test Variables 


Pre-requisites and 
preparation for 
execution of the test 
case.  


Validate Wyle's chamber can be accessed in a way that ensures the 
integrity of the test temperature environment during ballot counting.   
Complete the prerequisites: 


 Record the testers, subcontractor accreditation, environmental test 
method, chamber calibration date & time  


 System has been set up as identified in the user manual 


 Use the Environmental Test Case for instructions on the Temperature 
& Power Variations test method (MIL-STD 810D Method 501.2 & 
502.2).  


 Ensure customization of the test case template is complete 
Confirm error logs and audit reports are enabled 


Same as Accuracy Optical Scan 
 
Validate the automatic vote generation tool for the Edge II and the 
EDGE2plus inputs votes as identified in the script.  Record the detail of the 
validation in the Test Tool Validation Log (Sequoia tab). 


Getting Started 
Checks 


Validate that the method for initiation of ballot counting cycles in the 
chamber can be accessed by a method that maintains the temperature 
environment.   
Check the voting system to : 


 Verify the test environment and system configuration is documented 
in the PCA Configuration and matches the vendor documented 
configuration.  


 Validate installation of the witnessed  build 


 Testers understand that no change shall occur to the test 
environment without documentation in the test record and the 
authorization of the project manager. 


Same as Accuracy Optical Scan 
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 Initiate an operational status to confirm the correct function of the 
voting system prior to initiation of Accuracy testing. 


 Record the start time 


Documentation of 
Test Data  &  Test 
Results 


Test Data:  


 In the Test Case record all programmed & observed Election, Ballot & 
Vote data fields and field contents on the corresponding tabs to 
provide a method to repeat the test 


 Preserve all tabs for each instance the test is run. 
 


Test Results:  


 Enter Accept/Reject on the Test Steps 


 In Comments record any deviations, discrepancies, or notable 
observations 


 Log discrepancies on the Discrepancy Report and insert the number 
in the Comments 


Same as Accuracy Optical Scan 


Accuracy: Paper-
based voting 
systems 
Processing 


Paper-based voting systems, verify for each Optech scanner: 


 All ballot positions on paper ballots can be scanned and detect 
selections for individual candidates and contests, converting them to 
digital data. (Receive electronic signals produced by vote marks and 
timing information; perform logical and numerical operations upon the 
data; and reproduce the contents of memory without error (including 
ballot style/precinct,  a vote for a specific candidate/contest) 


 The voting system does not record extraneous marks, smudges or 
folds. 


 The voting system does not reject more than 2% of ballots that meet 
the vendor's specifications for marking.  


 Vote selection data from multiple precinct-based voting machines is 
stored with the  generated jurisdiction-wide vote counts 


 Consolidated reports are accurate against a predicted vote total 


N/A 


Accuracy: DRE 
Voting Systems 
Processing 


Verify the Optech scanners do not permit voters to directly record 
individual vote selections and cast such selections into electronic memory 


Consolidated reports are accurate against a predicted vote total 


Accuracy:  
Error Rate 


Errors are from any source while testing the specific processing function 
and its related equipment.  


 Reject:  1 error before counting 26,997 consecutive ballot positions 


correctly or 2 errors in any number 


 Accept: 1,549,703 (or more) consecutive ballot positions read 


correctly.  If there's 1 error with > 26,997 ballot positions but < 
1,549,703,  continue testing another 1,576,701 consecutive ballot 
positions; or  3,126,404 with 1 error 


Same as Accuracy - Optical Scan 


Reliability Reliability shall be identified by determination of the Mean Time Between 
Failure (MTBF) during the minimum test period of 163 hours with 1 unit (or 
85 hour each with 2 units). The MTBF is the value of the ratio of operating 
time to the number of failures.  


 A failure occurs if 1 or more functions is loss; 


Same as Accuracy - Optical Scan 
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 Performance degrades so that the device is unable to perform its 
intended function for longer than 10 seconds. 


Availability Voting system availability (Ai) for the function of all combined devices and 
components must be equal or greater than 99%. 
     Ai = (MTBF)/(MTBF + MTTR) MTTR.  
 
Inherent availability (Ai) = % system is functional 
Mean Time Between Failure (MTBF) = total operation time 
Mean Time To Repair (MTTR) = average time required to perform a 
corrective maintenance task during periods of system operation.   
Corrective maintenance = on-site repair or substitution of the device or a 
component  
Corrective maintenance task time = active repair time + logistic 
/administrative time (notification and travel time of qualified maintenance 
personnel) 


Same as Accuracy - Optical Scan 


Expected Results 
are observed 


Same as General 1 Same as General 1 


Record observations 
and all input/outputs 
for each election; 


Same as General 1 Same as General 1 


 
 


7.5 Security and Telephony/Cryptographic Test Methods 
 


Method Detail Security Test Method Telephony and Cryptographic Test Method 


Test Case Name Security Test Case Telephony & Cryptographic Test Case 


Scope - identifies the 
type of test 


Security testing crosses into several areas of voting system 
testing and thus must be tested at the integrated system level. 
System Level Tests are customized for the specific voting system 
to test the security elements incorporated into the pre-vote, voting 
and post voting functions. Further examination is performed in 
Telephony and Cryptographic Tests.  A review of the security 
documentation addresses Access Controls, Physical Security and 
Software Security. 


Telephony and Cryptographic testing validates/verifies that transferring of data 
through any means of telephony is correct and secured.  This includes the 


accumulated Optech Insight, Edge II and/or EDGE2plus precinct results 


transferred via the HAAT90 through a dial-up modem and wired connection, or 
via the HAAT100 through a wireless Internet connection, to the HAAT Listener 
subsystem.  
 
The activator, accumulator and printing functions of the HAAT 90/100 units do 
not incorporate telephony or information transmission via telecommunications 
and those functions are addressed in functional test methods.  Printing 
functionality will be used as a means of verification of the telecommunications 
transmitted information. (Note: HAAT50 and 80 have no telecommunications 
transmission capabilities.) 


Test Objective The objective of security testing is to minimize the risk of 
accidents, inadvertent mistakes and errors; protect from 
intentional manipulation, fraud or malicious mischief; 


The object of the Telephony and Cryptographic testing is to validate the VSS 
additional security and cryptographic requirements due to the transmission of 
results via telecommunications by the HAAT90 and 100 to the HAAT Listener 
subsystem and internal transfer to the WinEDS database.  The overall objective 
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is to confirm the security of election results and WinEDS are not compromised 
due to transmission via the public networks. 


Test Variables:  
Voting Variations 
(as supported by the 
voting system) 


In the System Level Functional tests of general and primary 
elections validate the security of the pre-vote, voting, and post 
voting functions of the voting system by test incorporating 
overflow conditions, boundaries, password configurations, 
negative testing, inputs to exercise errors and status messages, 
protection of the secrecy in the voting process and identification of 
fraudulent or erroneous changes. Including unauthorized changes 
to system capabilities for:  


 Defining ballot formats, 


 Casting and recording votes,  


 Calculating vote totals consistent with defined ballot formats, 


 Reporting vote totals, 


 Alteration of voting system audit trails, 


 Changing or preventing the recording of a vote, 


 Introducing data not cast by an authorized voter, 


 Changing calculated vote totals,  


 Preventing access to vote data, including individual votes and 
vote totals, to unauthorized individuals, and 


  Preventing access to voter identification data and data for 
votes cast by the voter such that an individual can determine 
the content of specific votes cast by the voter. 


Same as General 3 TC (HAAT90) 
Same as General 4 TC (HAAT100) 
Tests conducted shall include: 


 Injection of delays 


 Dropping and reordering packets 


 Modified packets 


 Duplicate transmissions 


 Transmission interruption 


 Wireless denial of service 


 Telephone outages 


 Cryptographic approved software 


 Symmetric encryption 


 Digital signature 


 Best-practice web server configuration 


 Verification of the installation of COTS software to mitigate security threats 
and that the COTS software has the capability to mitigate the specific 
security threats described in the VVS including integrity of data, confirmation 
of data received, detecting any threats, removing the threats, prevention of 
storing any  threats, finding existing threats, and logging of any threats 
processed. 


A description of the 
voting system type 
and the operational 
environment 


The voting system types and operational environments are the 
same as General 1, 2, 3 and 4 Test Cases. 
 
General 1 will incorporate security testing of the: 


 WinEDS ballot preparation, access controls and cartridge 
creation of the Edge II. 


 Edge II DRE 


 Verivote Printer (Rev C) 


 Internal Memory (CF) 


 Memory Cartridge ATA/PCMCIA (Sandisk) 


 Edge AUX Power Unit 


 Card Activator 5.2 


 Voter/Smart Card 


 HAAT90 (A1.1) 


 WinEDS Central Count  


 Optech 400-C  Central Count Scanner & WinETP  


  
General 2 will incorporate security testing of the: 


 WinEDS  cartridge creation of the EDGE2plus 


 EDGE2plus DRE (C0.3 & C0.4 have same 


software/functions, only difference is hardware) 


Same as General 3 TC (HAAT90) 
Same as General 4 TC (HAAT100) 
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 APS (UTG300) Printer 


 USB Cartridge (K9K series - 700) 


 Voter/Smart Card 


 HAAT90 (A1.1) 
General 3 will incorporate security testing of the: 


 WinEDS  cartridge creation for the Insight 


 Optech Insight  Plus Precinct Count Optical Scanner 


 IMPR (A1.0 & C1.1) 


 Insight Battery 


 MemoryPack (APX 2.16, HPX K1.44) 


 MPR (REV D) 


 HAAT100 (A0.7) 
General 4 will incorporate security testing of the: 


 WinEDS cartridge creation for the  Edge II, EDGE2plus, and 


Insight 


 ABLE-D (attached) (Audio/Sip & Puff) 


 E-VA (external) (Audio/Sip & Puff) 


 HAAT50 (A1.1) 


VSS 2002 vol. 1 2.2.1, 2.2.4 thru 2.2.5.2.3, 6.2 thru 6.4 2.2.10, 5.1 thru 5.2.7, 6.2 thru 6.2.2, 6.5 thru 6.6.2.2 


VSS 2002 vol. 2 6.4 thru 6.4.2 6.3 thru 6.4.2 


Hardware, Software 
voting system 
configuration and test 
location 


Same as General 1, 2, 3, & 4 for security testing that is 
appropriately tested in end-to-end system level testing 
 
Other security testing will be performed.  Capture of ghost images 
has been incorporated into the General 1, 2, 3 & 4 test cases.  
These images will be used to perform special security tests 
manipulation of election databases and election results. 
 
Testing is performed at the iBeta test lab in Aurora, CO. 


Same as General 3 TC (HAAT90) 
Same as General 4 TC (HAAT100) 
with the addition of 


 NISTNET or LANForge for packet testing 


 Nessus for vulnerability testing 


Pre-requisites and 
preparation for 
execution of the test 
case.  


Same as General 1 Same as General 3 and General 4 plus 


 Document the system under test (especially from a security perspective) 


 Set up NISTNET or LANForge (consult IT) 


 Set up Nessus for HAAT100 


Getting Started 
Checks 


Same as General 1  
 
Prior to testing Verify the following through Document Review: 


 AVC Edge II, EDGE2plus and Insight identify procedural 


requirements for the usage of destructible seals 


 AVC Edge II and EDGE2plus provide adequate procedural 


requirements for polling place security 


 AVC Edge II and EDGE2plus identify procedure 


requirements for storage of the voting machines 


 Manual identifies all required access control security 
measures 


Confirm NISTNET/LANForge is not visible to the voting system and does not 
change system function. 
Prior to testing, verify by source code review:  


 Data is encrypted prior to transmission and the algorithm and bit strength 
meet NIST SP800-57 (esp. Table 4) strengths. 


 Encryption software used is FIPS 140-2 certified, if applicable (a list of 
Nessus vulnerability plug-ins may be downloaded from 
http://www.nessus.org/plugins/index.php?view=all. These plug-ins are 
automatically installed in the scanner tool via the Nessus plug-in feed as 
described at http://www.nessus.org/plugins/.) 


 Data transmitted is protected by a CRC or hash and  the CRC or hash is 
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 Manuals identify all roles and responsibility of each user 


 WinEDS manual identifies all required software and upgrades 


 WinEDS manual identifies database security 


 Operations manual identifies specific instructions during a 
failure to input or storage devices 


verified prior to acceptance of the transmission at the opposite end (this 
includes the transmission of the ACK or NACK from the HAAT Listener to 
the HAAT). 


 HAAT transmission is protected with a digital signature of minimal strength 
(1024 bits/80 bits) 


 Prior to testing verify by document review:  


 HAAT Listener identifies all required open ports for its operation.  


 HAAT and HAAT Listener/WinEDS subsystems define the boundaries 
(physical and logical) between the jurisdictional control and the public 
control of the telecommunications boundary. 


 HAAT and HAAT Listener (or WinEDS) documentation and manuals enforce 
a physical access policy that includes not allowing public 
telecommunications workers access to the internal network. 


 After setup, prior to testing, verify: 


 The network layer configuration of the HAAT Listener and WinEDS system 
conforms to the recommendations or requirements of the vendor.  


 The HAAT Listener configuration satisfies v1: 6.5.4.2 requirements for the 
use of COTS protective software. Verify that the HAAT Listener 
documentation includes methods to upgrade this protective software in 
fielded systems prior to an election. 


 Determine if the WinEDS workstation computer and WinEDS server 
computer share the same network environment as the HAAT Listener (no 
DMZ) 


 If so, then those systems also must satisfy v1: 6.5.4.2 for the use of COTS 
protective software.  


 If the WinEDS application computer does not share the same network 
environment as the HAAT Listener then verify that its network configuration 
protects it from threats. For example, can an internet browser view the 
internet? Document the open ports (incoming) (lower 1056) and a 
justification for each one. (See in particular NIST SP800-53 SC-7) 


 After determining users allowed logical access to the HAAT Listener 
subsystem, verify that only the administrator/ administrator group has the 
ability to disable SSL/TLS or its underlying encryption agreement protocol. 
(If this test is performed prior to other testing be sure and restore the original 
configuration utilizing SSL/TLS).  Document the Certification Path, 
Certificate Details and TLS configuration details (ssl.conf, ssl.default.conf, 
httpd.conf and any other files it is necessary or possible to modify to perform 
the test) 


Documentation of 
Test Data  &  Test 
Results 


Same as General 1 Same as General Test Cases 


Pre-vote: 
Ballot Preparation 
procedures 
verifications 


Same as General 1 , 2, 3 & 4 Same as General 3, General 4 Test Cases 
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Pre-vote: 
Ballot Preparation 
Security 


During system set-up and ballot preparation in General 1 TC 
(Step 1), perform the following security TC and validation on 
WinEDS: 


 Attempt to create a password that does not conform to the 
Sequoia ―strong password‖ (defined as a password consisting 
of at least 1 special character, 1 alphanumeric character and 
1 number), verify that passwords that does not confirm 
cannot be created. 


 Attempt to access WinEDS as a user of a non-specified 
workstation, verify that users can only access their specified 
workstation. 


 Attempt to access WinEDS functions not assigned to the 
user, verify that users can only access their 
described/specified functions. 


 Attempt to delete/modify WinEDS audit logs, verify that 
WinEDS audit logs cannot be modified nor deleted.  


 Password field on WinEDS are encrypted and cannot be 
copied while the user is inputting in the password, validate 
this by attempting to copy/paste the password field 


 WinEDS election database and profile have unique name, 
validate this by attempting to gain access to a database 
without using the exact database name. 


 View audit logs to verify that all access attempts are recorded 
(date/time) 
 


WinEDS Stand-Alone Security Test: 


 Ghost Image before creating cartridge, Create cartridge A 
and replace cartridge. Create cartridge B with the image 
replaced. Compare both cartridge numbers and verify that the 
cartridge numbers are unique. 


Ballots Preparation does not utilize telephony. 


Readiness Testing 
and Poll Verification 


Before installing election data in the DRE (General 1 and  2 - Step 
10), perform the following validation test on the DRE (Gen1 – 


Edge II/ Gen2 – EDGE2plus): 


 Valid firmware can be installed with correct password, 
validate this by attempting to install firmware without using 
the correct password to the system. Audit log records the 
firmware upgrade date/time and version. 


 No malicious code can be installed into the system from the 
firmware, verify by attempting to install virus into the cartridge 
and attempt to install the firmware. The system will reject the 
firmware and will not install the firmware; audit logs record the 
rejected firmware. 


 Attempt to pull Compact Flash (CF) memory device from 
system, verify that system cannot operate with any device 
being inoperable.  


Same as General 3, General 4 plus 


 If the HAAT has the ability to operate in non-FIPS-140 mode, verify that the 
HAAT mode of operation is recorded in the audit log. 


 Attempt to modify the time in the HAAT100 to a time after the start of the 
election via the TCP/IP connection. Fail if time is changed. 


 During pre-vote testing or other times when the systems are connected to 
the internet, use Nessus or a similar internet/network security scanning tool 
to verify that known vulnerabilities are blocked. (General 4 only) 


 Attempt to connect to the HAAT Listener RAS from another telephone line. If 
successful and a TCP connection is made perform Nessus or similar 
vulnerability scanning as in the HAAT100 test case (General 3 only).  A list 
of Nessus vulnerability plug-ins may be downloaded from 
http://www.nessus.org/plugins/index.php?view=all. These plug-ins are 
automatically installed in the scanner tool via the Nessus plug-in feed as 
described at http://www.nessus.org/plugins/. 
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 System is non-functional if one of the removable parts 
contains an error, validate this by attempting to use the 
system with the CF (located on the CPU board) is removed or 
is not in working condition (attempt to fry the CF memory). 


 
Before loading ballot on DRE, perform a system reset (General 1 
and 2 – Step 11) validate the following validation test on the DRE 


(Gen1 – Edge II/ Gen2– EDGE2plus): 


 Polls can only be opened after election data is installed into 
the system, validate this by attempting to open polls before 
election data is installed and before election data is installed 
completely.  


 Attempt to empty out the Password file from the PCMCIA 
card and insert into the Card Activator, verify that the 
Passwords file must not be empty to accept initialization (note 
that the documentation is changing and this password file is 
empty). 


 Verify that audit logs record events that pertain to opening the 
polls including attempting to initialize with invalid cartridge, 
attempt to open polls when system is not ready, and 
hardware failure. 


 
During loading ballot onto DRE (General 1 and 2 – Step 12) 
validate the following validation test on the DRE (Gen1 – Edge II/ 


Gen2- EDGE2plus): 


 Only valid memory cartridge can initialize the DRE, validate 
this by attempting to initialize the system with bad cartridges 
(cartridge with wrong serial number, cartridge missing correct 
election data definition, cartridges that are modified) 


 Power can be interrupted and restored without loss of 
election data, validate this by pulling the power during ballot 
installation; verify that when power is restored; ballot 
initialization picks off from the beginning. Audit log record 
(time/date) of power interruption and restore. 


 
Before performing ―activate polls open using poll open/close 
switch‖ (General 1 and 2 – Step 13) validate the following 
validation test on the DRE (Gen1 – Edge II/ Gen2 – 


EDGE2plus): 


 No votes can be recorded prior to opening the polls, validate 
this by attempting to record vote(s) when polls are not open.  
If; however, there is a successful recording of votes, the audit 
log reflects the event that there is an attempt  to cast a vote 
i.e.  insertion of a voter card when system is not ready, and if 
the vote is casted successful the audit log will reflect that 
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there has a been a ballot casted. 
 
During system test and prior to installing election data on Insight 
(General 3 – Step 11) validate the following validation test for the 
Insight: 


 No ballots can be read prior to opening the polls, validate this 
by attempting to feed ballot  without a valid Memory Pack 
inserted with polls being open. 


 Only valid Memory Packs are accepted by the Insight, 
validate this by attempting to insert non-valid Memory Packs 
(a closed poll Memory Pack, a modified Memory Pack, a 
blank memory pack) and verify that the non-valid Memory 
Packs are rejected and recorded in the audit log. 


 
Insight Stand-alone TC – Ghost image for WinEDS and create a 
cartridge for Insight. Perform the following validation: 


 Vote totals cannot be printed without closing the polls; 
validate this by casting a vote (to open polls) and attempt to 
print vote totals without closing the polls. Attempt is logged in 
the audit log  


During system test and prior to activation of the HAAT90 (General 
2 – Step 11), verify the following validation test on the HAAT90: 


 Attempt to activate a voter card without preparing the 
HAAT90; verify that voter card cannot be activated without 
preparing the HAAT90. 


 
During activation the HAAT90 (General 2 – Step 12) verify the 
following validation test on the HAAT90: 


 During preparation of the HAAT90, attempt to power cycle the 
HAAT. Validate the power interruption during preparation of 
the HAAT90, the HAAT90 will not be prepared and will need 
to be prepared again. Message on the HAAT90 will show 
―NOT PREPARED‖ 


 
After completion of step 12 for activating the HAAT90; (General 2 
– Step 12) verify the following validation test on the HAAT90: 


 Verify HAAT state to NONE, attempt to activate a voter card. 
Verify that voter card cannot activate if in the NONE state. 


 Attempt to prepare an ―already prepared‖ HAAT90 without 
resetting HAAT90, verify that resetting the HAAT90 is 
required before re-preparing is allowed, and with the 
Resetting Password from the original HAAT data. 


 Print audit log for the HAAT90, verify that the audit log record 
(time/date) of all the preparation events and power cycle 
events. 


HAAT90 Stand-Alone: Ghost WinEDS and create a cartridge to 
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perform the following HAAT90 validation: 


 Modify the password field inside the configuration xml file 
from the HAAT directory from the results cartridge; verify that 
the HAAT uses the modified password, and that passwords 
on the HAAT are not hardcoded in the HAAT. 


 Modify election files on the HAAT directory on the cartridge, 
verify that the HAAT90 will reject the files and will not prepare 
the system. 


Pre- vote: 
Opening the Polls 
Verification 


After activation of poll with open/close switch (General 1 and 2 – 
Step 13), perform the following validation for the DRE (Gen1 – 


Edge II/ Gen2 – EDGE2plus): 


 Cast  3 votes on the DRE,  interrupt power and restore, the 
DRE during restoration, checks the memory cartridges and 
will reject if the memory cartridge is not the same; validate 
this by changing the memory cartridges during a power 
interruption and restore. 


 
After verification of correct ballot being displayed to the voter 
(General 1 and 2 – Step 14) perform the following validation for 


the DRE (Gen1 – Edge II/ Gen2 – EDGE2plus):  


 Attempt to remove cartridge from system and resume voting, 
verify that the system will alert and that voting will not 
continue if memory cartridge is removed.  


 Verify that the audit log reflect event (time and date) of power 
interruption, closing the polls without meeting criteria, removal 


of cartridges (when machine is powered off, the EDGE2plus 


will record when power is restored), and transition of Pre-Lat 
to Official voting.   
 


Edge II and EDGE2plus Stand-Alone Security Test; Ghost image 


on WinEDS and perform the following Security Validation Test: 


 Set in WinEDS ―allows polls closed with no votes‖ to be NO, 
and set minimum opening time to be 6 minutes, attempt to 
close the polls without meeting both  condition. Verify that 
polls cannot be closed without satisfying both conditions. 


 Verify that each created cartridges (using WinEDS) has their 
own unique cartridge version by creating 2 cartridges for the 
same voting machines and view cartridge version numbers 
on the cartridge files.  


 With 2 cartridges created for the same DRE, verify that the 
DRE records the cartridge into the system and will use the 
serial number to validate that the cartridge are the same, 
validate this by installing 1 cartridge and attempt to swap the 
cartridge. Confirm this is not a problem prior to opening the 
polls.  Confirm it is an issue once polls are opened. 


Same as General 3, General 4 
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 Attempt to go from Pre-Lat voting to Official voting without 
first closing the polls to the PRE-LAT, verify that Official 
Voting cannot be opened without first going through Pre-Lat 


 Attempt to install a virus into the compact flash while waiting 
for a zero-report procedure to activate, verify that the system 
will detect that there is malicious data inside the memory 
component and will not operate 


After Insight has been initialized with MemoryPack installed 
(General 3 – Step 13) perform the following Insight security 
validation: 


 Attempt to interrupt power and restore, verify that system 
resumes normal operation when power is restored.  


 Verify audit logs reflect activities of power interruption and 
restore. 


Voting:  
Ballot Activation and 
Casting Verifications 


During Vote and Ballot Casting (General 1 and 2 – Step 15) 
validate the following validation on the DRE (Gen1 – Edge II/ 
Gen2 – Edge1): 


 Attempt to vote more than once with the same voter card 
without reactivating the card.  Verify that the system detects a 
voted card and keeps the voter card and prompts for poll 
worker. 


 Attempt to disconnect/turn off VVPAT printer during voting, 
verify that the system will detect that a printer is inoperable 
and will alert for poll worker. System will not be operable until 
problem is resolved. 


 Verify that voting is not enabled if the VVPAT is out of paper 
and that votes are not cast if paper runs out while voting  


 


Edge II and EDGE2plus Stand-Alone Test:  


 Attempt to upgrade system Firmware during voting, verify that 
system upgrades are only during system diagnostic and 
cannot be accessed when polls are open. 


 Attempt to obtain a cartridge from another TC, install into 
DRE and verify that election data (such as poll, ID, ballot 
style) is made visible for poll worker verification or that it is 
stated to be an invalid cartridge. 


 View audit logs to verify that audit logs reflect each security 
attempt. 


Same as General 3, General 4 TC 
Ballot Activation and Casting Ballots does not utilize telephony. 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & Status 
Indicators 


During Ballot Casting (General 1 and 2 – Step 15) validate the 
following validation for the DRE (Gen1 – Edge II/ Gen2 – 


EDGE2plus) 


 Attempt to vote on system with a bad voter card, different 
precinct voter card. Verify that the voter cannot access ballots 
with the bad voter cards, and that the system does not eject 
the card and prompts for a poll worker.  


Same as General 3, General 4 TC 
Audit logging between poll open and the transmission of results on the HAATs 
do not use telephony. 
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 Attempt to access ―voter fled‖ option without proper usage of 
the activation button on the DRE, verify that these options are 
not accessible with improper usage of the activation button  


 Attempt to access ―blank ballot‖ option without proper usage 
of the activation button on the DRE, verify that these options 
are not accessible with improper usage of the activation 
button   


 Power interruption and restore resumes voting operation, 
validate this by interrupt power and restore, verifying that a 
new voting session can be initiated 


 
Edge II and Edg2Plus Stand-Alone Security Test: 


 Ballot images cannot be viewed/printed without closing the 
polls, verify this by attempting to view/print ballot images 
when polls are still open. 


 Attempt to print results prior to closing the polls, verify that 
polls need to be closed prior in order to view results report. 


 Attempt to unwind the VVPAT paper to view previous votes 
without opening up the VVPAT, verify that viewing previous 
votes cannot be viewed on the VVPAT without opening up 
the VVPAT. 


 
During Ballot Casting (General 3 – Step 15) validate the following 
validation for the Insight: 


 Attempt to feed in ballots that are torn, ripped, not of 
standard, incorrect data, incorrect precinct. Verify that only 
valid ballots of the correct election and precinct are accepted, 
all others are rejected. 


 Attempt to accept reject ballots without pressing the override 
key, verify that only the override key is allowed to accept 
ballots rejected by the system 


 Verify that whenever an override key is pressed to override a 
ballot, the audit trail prints out the override at that moment. 


 Voting continues after a power interruption and restore, verify 
this by attempting to interrupt power and then restore. 


Post-vote: 
Closing the Polls 


After polls are closed and during Errors and Status Indicators 
(General 1 and 2 – Step 18) verify the following validations for the 


DRE (Gen1- Edge II/Gen2 – EDGE2plus): 
 Verify that once a system is in post-lat, the system cannot go 


back to ―official‖ by attempting to go back to official once it is 
in post-lat. 


 Attempt to cast another vote after polls have been closed, 
verify that no additional votes can be counted after polls have 
been closed. 


 


Using the Optech Insight, Edge II and EDGE2plus memory cartridges prepare 


to transmit election results validate:  
Using General 3  (HAAT90) validate: 


 When HAAT90 phone line is pulled prior to transmission,  it logs the failure. 


 When HAAT90 phone line is pulled in the middle of a transmission (using as 
many cartridges as possible), it logs the failure. The HAAT Listener should 
also log the failure, but is not required in this instance. 


 Using General 4  (HAAT100) validate: 


 When the antenna of the HAAT100 is disconnected prior to a transmission, 
it logs a failure, if it cannot succeed. 
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Edge II and EDGE2plus Stand-Alone Security Test: Ghost 


WinEDS and perform the following security validation: 


 Create another cartridge for the DRE, attempt to reopen polls 
with another cartridge, verify that the system will detect that 
new (different) cartridge is inserted and will not reopen polls. 


 System cannot be reused after polls are closed unless 
system has been reset, verify this by attempting to reinstall 
election data to begin the voting process on a already closed 
polls DRE. 


 Results cartridge will not be erased if system is to be reset, 
verify this by attempting to reset system with results cartridge 
still inside. Validate that results cartridge is not erased. 


 Attempt to modify election data on cartridge after polls have 
been closed, verify that the reports that the cartridge has 
been modified.   


 
After closing the polls and during Error and Status Indicators 
(General 3 – Step 19) verify the following validations for the 
Insight: 


 Insert a closed polls status MemoryPack back into the Insight 
and verify that message polls closed and no more ballots 
reading is printed and displayed.  GA:  If you reopen the polls. 


 Attempt to record a vote after polls have been closed, verify 
that vote cannot be added after polls have been closed. 


 
Insight Stand-Alone Security Test:  


 Attempt to change polls closed status on the memory pack to 
polls open, and reopen polls for adding more votes, verify that 
changing polls open/closed status is not possible.   


 
During HAAT consolidation (General 2 – Step 19) verify the 
following validations for the HAAT90: 


 Attempt to consolidate a cartridge with polls being closed 
twice, verify that the HAAT detects the same cartridge and 
does not consolidate the cartridge. And error report will be 
printed.  


 Print total and closed polls on the Insight, consolidate the 
memory pack. Insert the MemoryPack into the Insight and 
reopen polls by performing the reopen polls (follow 
procedure). Cast 2 votes and then close polls again. 
Reconsolidate the MemoryPack with the HAAT90. Verify that 
the HAAT90 rejects the MemoryPack due to the fact that the 
first attempt the MemoryPack has closed polls status. 


 
HAAT90 Stand-Alone Security Test: Take ghost image on 
WinEDS and verify the following validations: 


 When the antenna of the HAAT100 is covered with a wire mesh (Faraday 
cage), it logs a failure, if it cannot succeed.  (If this test fails to prevent 
transmission a wireless phone jamming device is to be used instead of the 
Faraday cage. 
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 Create 2 cartridges for the same voting machine (From 
WinEDS), vote on 1 cartridge and attempt to modify data on 
the other cartridge making it a valid cartridge, attempt to read 
both cartridges into the HAAT90, verify that the HAAT90 
consolidates the valid cartridge and rejects the modified 
cartridge. 


 Modify election data on cartridge and attempt to consolidate 
it, verify that HAAT90 does not consolidate the data. 


Post-vote: 
Central Count 


During readiness testing for the 400-C (General 4 – Step 11) 
verify the following for the Optech 400 – C: 


 Attempt to log into the PC hosting WinETP without the proper 
username and password, verify that access to WinETP 
requires the proper username and password. 


 Attempt to read in ballots prior to installing election data; 
verify that election data has to be installed before ballots can 
be read. 


 
During Ballot Casting for the 400-C (General 4 – Step 15) verify 
the following validation for the 400-C: 


 Read in ballots of different type (incorrect precinct, different 
election ballot); verify that these ballots are rejected by the 
400-C. Ballot rejection is logged in the audit log. 


 Attempt to power cycle the machine, verify that votes already 
counted are recorded and votes in progress need to be 
started again. 


 
Optech 400-C Stand-Alone Security Test: Ghost image of 
WinETP is to be perform before verifying the following: 


 Attempt to modify election data for the Optech 400-C, attempt 
to load the election data using WinETP; verify that WinETP 
cannot load the election data.  


 Modify 400-C election result file, attempt to read the result file 
into WinEDS, verify that WinEDS rejects the file after the 
necessary checksums were performed. 


 During Testing of General 5 using 400-C mixed mode, 
attempt to add in 1 ballot from another election and verify that 
the 400-C can detect the ballot and discard the ballot.  


 
During Tallying using WinEDS (General 4 – Step 20) verify the 
following validation for WinEDS: 


 During consolidation and tallying, gather each type of 
cartridge (USB results cartridge, Edge II memory cartridge, 
Insight Plus Memory Pack, and 400-C results file) attempt to 
tally the cartridge twice. Verify that cartridges cannot be 
tallied more than once. 


Using the Optech Insight, Edge II and EDGE2plus memory cartridges transmit 


the General 3 (HAAT90) & General 4 (HAAT100) election results validate:  


 Transmission of the precinct vote count and/or voter list is successful. 


 Delays do not prevent transmission of vote count and/or voter list 


 Failure or success in transmission as a result of reordering/dropping packets 
is recorded at both the HAAT and HAAT Listener. 


 Duplicate transmission is unsuccessful and includes notification. 


 HAAT results printed prior to a transmission failure and WinEDS results 
printed after a transmission failure agree.  


 If the HAAT Listener is disconnected from the incoming network, an 
attempted transmission from the HAAT reports a failure and offers 
instructions for further action. 


 Keys are computer generated. Validate this by listening into the data being 
sent to the HAAT Listener or check source code from HAATs to verify that 
keys being sent to the Listener are unique and computer generated. 


 If errors are observed and logged by changing 1 or 2 bits in the data 
package transmitted. Verify that this failure is logged (although not 
necessarily in the audit log) 


 Using General 3  validate: 


 When dialing into the RAS system from an external line (not the HAAT90 
line). Attempt to make a SOAP request via this line. Verify that all SOAP 
requests are logged by the HAAT Listener. 


 Using General 4 validate: 


 If an attempt to reach the HAAT Listener without using a HAAT system (via 
Internet) if successfully connected,  the Listener will not accept bad data, 
bogus connection attempts will be logged (identifying where) and the bogus 
SOAP requests will be logged in the audit log. 


 Using NISTNET or LANForge if the HAAT Listener (outbound) packets 
response to a successful HAAT transmission is dropped the HAAT reports a 
failed transmission. Reconfiguring NISTNET to allow all packets, the HAAT 
Listener accepts the transmission when the attempt is repeated. 
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WinEDS Stand-Alone Security Test: Ghost images are taken on 
WinEDS prior to performing the following validation: 


 Modify election results on each type of cartridge; verify that 
WinEDS will not tally the election results. 


 Attempt to delete audit logs in WinEDS, verify that audit logs 
cannot be deleted from WinEDS. 


Post-vote: 
Security 


Post-Vote Security is divided into 3 sections. Security for closing 
the polls, security at the central count and security for system 
audit. 


See the Post-vote Central Count regarding duplicate transmission, key 
generation, audit logging, attempts to insert bad data, and dropped 
transmission. 


Post-vote: 
System Audit 


During system audit for WinEDS (General 1 – Pg 8) verify the 
following validation for WinEDS: 


 Review audit logs for event of cartridge creation, log in 
attempts, and cartridge tallying; verify that all access attempts 
are recorded and cartridge creation logs are recorded. 


 
During system audit for WinEDS (General 1 and 2 – Step 24) 
verify the following validation for the DRE (Gen1 – Edge II/ Gen2 


– EDGE2plus): 


 Compare compact flash, results cartridge and Aux cartridge 
audit logs, verify that the audit logs in each memory device 
holds the same information. 


 Compare vote total on the VVPAT and the results cartridge, 
verify that the vote totals are the same.  


 
During system audit for the Insight (General 3 – Step 24) verify 
the following validation for the Insight: 


 Compare vote totals on memory cartridge with printed vote 
total; verify that the vote totals are the same. 


 Verify that the numbers of ballots scanned are reflected in the 
audit logs.  


 
During System Audit for the 400-C (General 4 – Step 24) verify 
the following validation for the 400-C: 


 Review audit logs for event (time and date) to verify that audit 
log record all events (startup, ballot counts, ballot rejection, 
power cycle). 


See Post-vote Closing the Polls &  Central Count regarding the audit logging of 
successful/unsuccessful transmissions at the originator and audit or other 
logging records of all attempts to invade the HAAT Listener system 


Additional Security Source Code Review for each Edge II and EDGE2plus: 


 Verify through source code that election data from the results 
cartridge are only accepted if the validation between the 
system and the Results cartridge are correct. 


 Verify through source code that the system writes an 
encrypted message to the Smart Card indicating that the 
smart card has been voted. 


 Verify through source code that the system records and 
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safely stores the cartridges serial number. 


 Verify through source code that the audit logs are recorded in 
all the memory devices. 


 Verify through source code that the system detects bad voter 
cards. 


 
Source Code Review for Insight: 


 Verity through source code that the Insight only accepts valid 
and closed poll memory pack.   


 Verify through source code that polls must be closed before 
vote totals can be printed.  


 Verify through source code that same data are being sent to 
the printer and the LCD screen on the Insight Plus, if true 
then Insight and Insight Plus have the same software just 
different hardware. 


 
Source Code Review for WinEDS: 


 Review Password encryption algorithm, verify that the 
algorithm meets the criteria.  


 Verify through source code, that password input fields are 
encrypted while passwords are being entered. 


 Verify through source code, that passwords are stored 
securely. 


 Verify through source code that audit logs record time and 
date of events that are being recorded into the audit logs. 


 Verify through source code that WinEDS generates a random 
unique cartridge version number to each cartridges created.  


 
Source Code Review for 400-C WinETP: 


 Verify through source code that WinEDS Files ( .ofc, .rpt, .pre 
as provided in the WinEDS TDP), Precinct Results File, and 
Other Runtime files are the only files accept by WinETP  


 Verify through source code that WinETP uses an approved 
algorithm (CRC) to check for uncorrupted files  


 Verify through source code that WinETP "mixed mode" can 
distinguish ballot from 1 precinct  to another  


 
Non functional security (if applicable)  
Locks and Keys: 


 Attempt to pick lock in 10 minutes, verify that locks cannot be 
picked within the time frame. 


 Attempt to open up the EDGE2plus using 1 key, verify that 


the Edge2plus uses a different key for each compartment. 


 Attempt to open up the Insight Plus using 1 key, verify that 
the Insight uses a different key for each compartment. 
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 Attempt to make duplicate copies of keys, verify that the keys 
cannot be easily duplicated and create. 


Destructible seals (if applicable) 


 Attempt to open up seals without breaking the seals   


 Attempt to make duplicated seals 
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7.6 Volume, Performance, Stress, and Error Recovery Test Method 
 
During test case design of the following Volume Test Methods, iBeta reviewed the system limitations provided in 
the TDP (specifically the Implementation Statement, Release 4.0, Document Version A.11, January 2010) which 
established the volume test parameters in accordance with the VSS Volume II Section 8.4.3.5 to processing 
more than the expected number of ballots/voters per precinct, to processing more than the expected number of 
precincts, or to any other similar conditions that tend to overload the system's capacity to process, store, and 
report data.   The stress aspect of the test design, per the VSS, was to process ballots at high volume rates.  
For verification of the performance requirement, the processing rate, ballot format handling capability and the 
other aspects documented within the Vendor TDP was reviewed and incorporated into the Test Methods below.  
For error recovery, the testing was designed to verify the ability of the voting system to recover from hardware 
errors generated as a result of this Volume, Stress, and Performance testing and for the verification of the ability 
of the voting system to recover from data errors, iBeta relied on the source code review to the requirements of 
the VSS Volume I Section 4.2.3e (see Appendix C for the review criteria associated with those requirements).   
 
The methodology for this testing was to combine as many of the limits in a test case as possible to stress the 
limits in combination.  As general elections historically support the most number of voters, a general election 
was planned for the majority of the limits; however, the number of parties, ballot styles, and contests in a ballot 
style is historically much higher in a primary, so the most ballots and votes will be processed in a Primary 
Election. 
 
A basis for determining the limit values to be tested was established by taking the largest value required by any 
jurisdiction supported by Sequoia Voting Systems, then increasing it by 5% where possible. 
 
This testing will be conducted in conjunction with the Data Accuracy Test methods provided in Section 7.4.   
 


iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


Test Case 
Name 


Data  Accuracy, Volume, Stress, Performance, and 
Error Recovery - Primary Test Election - IL 


Data Accuracy, Volume, Stress, Performance, 
and Error Recovery - General Test Election - WA 


Scope - 
identifies the 
type of test 


Volume testing crosses into several areas of voting 
system testing and is included in the PCA TDP 
Document Review, the PCA Source Code Review, 
and in System Level Tests. 
 
A review of the vendor documentation will be 
completed to identify the documented limits, assess 
the historical election data, assess the testing 
conducted by the vendor, and assess the testing 
conducted by end users (jurisdictions) to establish 
test parameters that reasonably represent the 
expected limits that the voting system components 
will be subjected to in use. 


Same as Test 1 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


Test Objective The objective is to validate the ability to process, 
store and report data using the allowed maximum 
number of ballot styles (cards) within an election.  
 
Volume:   
Total number of ballots processed by each precinct 
shall reflect the: 
     -  Maximum number of ballot styles in an election 
     - Maximum number of contests in an election  
     - Maximum number of parties 
     - Maximum number of candidates/counters in an 
election 
 
Stress: 
- Test the system's response to transient overload 
conditions. 
        • Polling place devices shall be subjected to 
ballot processing at the high volume rates at which 
the equipment can be operated. 
        • Central counting systems shall be subjected to 
similar overloads including continuous processing 
through all readers simultaneously. 
 
Performance 
- Verify accuracy, processing rate, ballot format 
handling capability, and other performance attributes 
claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from 
hardware and data errors. 


The objective is to validate the ability to process, 
store and report data using the allowed maximum 
number of precincts and ballot styles (cards) 
within an election.  
 
Volume:   
Total number of ballots processed by each 
precinct shall reflect the: 
       - Maximum number of active voting positions 
       - Maximum number of parties 
       - Maximum number of contests in a ballot 
style/precinct  
       - Maximum number of precincts in an election 
       - Maximum number of candidates per contest 
       - Maximum number of ballot styles in a 
precinct 
       - Maximum number of precincts in a memory 
pack 
       - Maximum number of  Vote For in a contest 
       - Maximum number of candidate counters in 
a Precinct 
 
Performance 
- Verify accuracy, processing rate, ballot format 
handling capability, and other performance 
attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from 
hardware and data errors. 


Test 
Variables:  
Volume 
Stress 
Performance 
Recovery 


Test Variables will be established to test the 
following: 
- EMS:  WinEDS election definition and accumulation 
of election results 
- Election Day:  1 Edge2plus and 2 Insight Plus as 
used on election day (traditional vote center) with 
HAAT100. 
- Early voting devices: 1 Edge2 and 2 Insight,  which 
operate a longer time period and a higher volume of 
precincts and ballots. 
- Absentee/Early voting devices:  2 400-C which 
handles a much higher volume of precincts and 
ballots. 


Test Variables will be established to test the 
following: 
- EMS:  WinEDS election definition and 
accumulation of election results 
- Election Day:  1 EDGE2plus, 1 Insight , 1 
Edge2, and 1 InsightPlus,  as used on election 
day (traditional vote center) with HAAT90.  
- Early voting devices:  1 EDGE2plus and 1 
Edge2, which operate a longer time period 
- Absentee voting devices:  1 400-C  


A description 
of the voting 
system type 
and the 
operational 
environment 


The WinEDS 4.0 includes: 
- Election Reporting 
- HAAT Listener 
- Extended Services 
All testing will be conducted in an office environment 
to simulate election day, early voting, and absentee 
voting environments.   


Same as Volume 1 Primary 


VSS 2002 vol. 
1 


2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 
2.2.2 thru 2.2.2.2, 2.2.5, 3.2.1, 3.2.5.2, 3.4.3, and 
3.4.5 (Data Accuracy) 


2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


VSS 2002 vol. 
2 


6.2.3 Volume (maximum number of ballot styles) 
A4.3.5 Volume/Stress (Processing, storing and 
reporting data when overloading the number of ballot 
styles) 
A4.3.5 Performance/Recovery (Ballot format 
handling capability-graceful shut down and recovery 
without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-
graceful shut down and recovery without loss of 
data) 
4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3 (Data 
Accuracy) 


6.2.3 Volume  
A4.3.5 Volume (maximum and exceeding more 
than the maximum number of precincts) 
A4.3.5 Volume/Stress (Processing, storing and 
reporting data when overloading the number of 
precincts and ballot styles) 
A4.3.5 Performance/Recovery (Ballot format 
handling capability-graceful shut down and 
recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-
graceful shut down and recovery without loss of 
data)  


Hardware, 
Software 
voting system 
configuration 
and test 
location 


The WinEDS 4.0 Voting System consist of the 
following: 
- WinEDS application  
- MPR Rev D and application 
- WinETP application 
- IMPR C.1.1 and application 
- Extended Services 
- Election Reporting 
- Edge2 Model A and B and application 
- Verivote and application 
- Edge2plus CO.3 and CO.4 and application 
- HAAT100 and application 
- Insight and Insight Plus 
- HPX and APX applications 
- 400-C 


Same as Volume 1 Primary except for using the 
HAAT90 instead of the HAAT100: 
- HAAT90 and application 
- HAAT Listener (and RAS Server for HAAT90) 


Pre-requisites 
and 
preparation 
for execution 
of the test 
case.  


Complete the prerequisites; Identify system 
configuration, validate automate tools for use, and 
verify voting system component operation. 
Test Method Validation:   Technical review to be 
conducted for validation of test method as defined in 
ISO/IEC 17025 clause 5.4.5. -  


Same as Volume 1 Primary 


Getting 
Started 
Checks 


Check the voting system to:  
- Verify the test environment and system 
configuration is documented in the PCA 
Configuration and vendor described configuration.  
- Validate installation of the Witness build 
- Testers understand that no change shall occur to 
the test environment without documentation in the 
test record and the authorization of the project 
manager. 


Same as Volume 1 Primary 


Documentatio
n of Test Data  
&  Test 
Results 


Test Data: 
- Record all programmed & observed election, ballot 
& vote data fields and field contents on the 
corresponding  tabs to provide a method to repeat 
the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, 
or notable observations 
- Log discrepancies on the Discrepancy Report and 
insert the discrepancy number in the Comments field 
of Test Step. 


Same as Volume 1 Primary 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


Volume: 
Voting 
systems 
Processing 


Ballot Prep: 
Primary Election Day (values may be adjusted based 
on historical elections and TDP limits review) 
-An election database can be accurately/securely 
defined & formatted. 
-Ballots (candidates & contests) can be accurately 
defined & generated. 
- Check WinEDS reports for election set up 
  
Election media on Insight, Insight Plus, Edge2 
(models A and B), EDGE2plus (models CO3 and 
CO4), and the 400-C can be installed with a Primary 
Election with 2019 contests spread across 2520 
ballot styles: 
Prec 1: Split A, Split B, Split C will contain 2, Party 1 
offices with 1 candidate each, NP Offices C-J with 2 
candidates each, and one District office with 10 
candidates per split.  
Prec 1: Split A, Split B, Split C will contain 2, Party 2 
offices with 1 candidate each, NP Offices C-J with 2 
candidates each, and one District office with 10 
candidates per split 
.... 
Prec 1: Split A, Split B, Split C will contain 2, Party 14 
offices with 1 candidate each, NP Offices C-J with 2 
candidates each, and one District office with 10 
candidates per split 
Prec 1: Split A, Split B, Split C will contain NP Offices 
C-J with 2 candidates each, and one District office 
with 10 candidates per split 
  


Each precinct will have this same set of offices but 
with its own precinct offices. There are 3 ballot styles 
for each party per precinct. (Total of 45 styles for 
each precinct) 
 


 Party 15 is the Non partisan party and will only 


include the NP offices for each precinct and split.  
 
- If there are any system errors that cause the 
WinEDS ballot preparation applications to crash then 
verify  the applications recover without any loss of 
data. 


Ballot Prep: 
General Election Day (values may be adjusted 
based on historical elections and TDP limits 
review) 
-An election database can be accurately/securely 
defined & formatted. 
-Ballots (candidates & contests) can be accurately 
defined & generated. 
- Check WinEDS reports for election set up 
 
Election media can be installed for a General 
Election: 
  
- Precinct 1, Ballot Style 1: 1 Partisan contest w/ 
14 parties, 109 NP contests with 1 candidate 
each. Total Candidates = 123 
- Precinct 2, Ballot Style 2: 1 Contest with 348 
Candidates, Vote for 150, NP 
- Precinct 3, Ballot Style 3 - 102: 1 Contest per 
ballot style. 100 Contests total. Contest 1-50,  
Vote for 1 with 1 candidate. Contests 51 - 100, 
vote for 2 with 2 candidates. All contests NP 
- Precinct 4 - 2700, Share Ballot Styles with those 
in Precinct 3: See Definition in Precinct 3. 
Memory cartridge holds 150 precincts 
 
- If there are any system errors that cause the 
EMS ballot preparation applications to crash then 
verify  the applications recover without any loss of 
data. 


Volume System response to processing more than the 
expected number of maximum number of ballot 
styles, primary parties, contests, and 
candidates/counters. 
Maximum limit or capacity is successfully processed 
without errors for the following: 
- Maximum number of ballot styles in an election           
- Maximum number of candidate/counters in an 
election 
- Maximum number of contests in an election             
- Maximum number of parties                                      
- Capacity limit of the data storage devices 


 
 


System response to processing more than the 
expected number of precincts and maximum 
number of ballot styles. 
Maximum limit or capacity is successfully 
processed without errors for the following: 
- Total number of ballots processed by each 
precinct shall reflect the: 
- Maximum number of active voting positions 
- Maximum number of parties 
- Maximum candidate counters in a precinct 
- Maximum expected number of total candidates 
in a contest 
- Maximum precincts in an election 
- Maximum number of ballot styles in a precinct 
- Maximum number of contests in a ballot 
style/precinct 
- Maximum number of precincts in a Memory 
Pack (used in Insight & InsightPlus only) 
- Maximum number of candidates voted for in a 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


single precinct  


Stress System responses to overloading conditions: 
- Maximum rate (limit) of ballot processing for 
election day voting components 
- Maximum rate (limit) of ballot processing for 
Absentee/Early Voting components 
- Vary the order in which the election cartridges are 
loaded into WinEDS for tally 


System responses to overloading conditions: 
- Vary the order in which the election cartridges 
are loaded into WinEDS for tally 


Performance No system degradation (ballot format handling 
capability and processing rates): 
- When importing large amount of data into the 
WinEDS 
- When installing an election onto any device 
- The system will not slow down throughout the 
testing to the point where it takes 10 times longer to 
complete a function 


Same as Volume 1 Primary 


Error 
Recovery 


In the event that functional testing causes error 
recovery to trigger, the voting system gracefully shuts 
down (no crash) and recovers from errors caused by 
overloading the number of contests, primary parties,  
ballots styles and candidates/counters  
- Ballot format handling capabilities and processing 
capabilities-graceful shut down and recover without 
loss of data 
- Critical Status Messages 
 
The error recovery requirement is addressed also 
through the source code review of VSS vol 1: 
4.2.3.e. 


In the event that functional testing causes error 
recovery to trigger, the voting system gracefully 
shuts down (no crash) and recovers from errors 
caused by overloading the number of parties, 
candidates/counters, precincts, ballot styles, 
contests, number of precincts in a memory 
cartridge and vote for in a contest 
- Ballot format handling capabilities and 
processing capabilities-graceful shut down and 
recover without loss of data 
- Critical Status Messages 
 
The error recovery requirement is addressed also 
through the source code review of VSS vol 1: 
4.2.3.e. 


Readiness 
Testing and 
Poll 
Verification 


Voting system is ready for the election:  
- The election is correctly installed (Election ID, 
polling place name, precincts) 
- Test data (run 2 different precincts to validate the 
system is ready) is segregated from voting data, with 
no residual effect 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes 
(No Identification of any failures & corrective action) 


Voting system is ready for the election:  
- The election is correctly installed (Election ID, 
polling place name, precincts) 
- Test Data (run 1 precinct to validate the system 
is ready) is segregated from voting data, with no 
residual effect 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept 
votes (No Identification of any failures & 
corrective action) 


Pre- vote: 
Opening the 
Polls 
Verification 


Precinct Count/ Paper based: 
- Zero count report (to verify no votes are on the 
components prior to starting precinct, early, and 
absentee voting) 


Same as Volume 1 Primary 


Voting:  
Ballot 
Activation and 
Casting 
Verifications 


Protects secrecy of ballot/vote 
- EV Insight set to auto read to scan paper ballots 
with one precinct per scanner/cartridge with different 
ballot styles per precinct within the election. 
- Edge2 set to Pre-LAT mode to run vote simulation 
for Early Vote.  
- 2% of ballots will be manually voted 
- Election Day DRE & InsightPlus set to Official 
mode. 
- DRE's can be voted with different precincts & ballot 
styles per precinct within the election. 
- If there are any system errors that cause the 
machines to shut down then the component shall 
recover without any loss of data. 


Protects secrecy of ballot/vote 
- The Insights & DRE's are set to Official Mode 
- 5 ballots cast per each type of equipment  for 
Early Vote, Election Day, & Absentee 
- 150 Precincts loaded onto 1 memory pack 
- If there are any system errors that cause the 
machines to shut down then the component shall 
recover without any loss of data. 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


Voting:  
Voting System 
Integrity, 
System Audit, 
Errors & 
Status 
Indicators 


The system audit provides a time stamped, always 
available, report of normal/abnormal events found.  
Error messages are: 
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll 
worker clearly display issues & action instructions in 
easily understood text language or with indicators 
- Incorrect responses will not lead to irreversible 
errors.  


Same as Volume 1 Primary 


Post-vote: 
Closing the 
Polls 


Once the polls are closed the voting system, obtain: 
- Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from 
tabulator with votes and undervotes. 


Same as Volume 1 Primary 


Post-vote: 
Central Count 


Election Day: 
1 Edge2Plus- 10 ballots manually voted in official 
mode. (Precinct 56, Ballot Style 166, 167, 168) 
2 InsightPlus- 46 ballots will be hand-marked & 
scanned in official mode. (Precinct 2, Ballot Style 4, 
5, 6 and Precinct 55, Ballot Style 163, 164, 165)    
 All memory cartridges will be uploaded to the 
WinEDS via a single HAAT100 (with IMPR C1.1) The 
upload will be in varying order between the memory 
cartridge types into the HAAT100. 
 
Early Voting: 
- 1 Edge2 casting 5040 Vote Simulations in Pre-LAT 
mode for all precincts.  
- 1 Insight scanning 2264 ballots in auto-read (test) 
mode. (Precincts 2 & 55. 27 Ballot Styles. 283 pre-
marked ballots auto-read 8 times = 2264) 
- 1 400-C scanning 37080 ballots (3708 pre-marked 
ballots scanned 10 times = 37080. 27 Ballot Styles, 
Precinct 2 & 55) 
All memory cartridges will be uploaded to WinEDS 
via the MPR and USB ports. The upload will be in 
varying order between memory cartridge  types and 
will include the processing of the 400-C Early Vote 
totals. The Election Day vote import processing will 
also occur at the same time 
 
Absentee Voting: 
- 1 400-C scanning  756 hand-marked ballots. (108 
ballots scanned 7 times = 756 ballots. 4 ballots of 
each ballot styles =27. Precinct 30-38, Party P01) 
 
- Zero count report (to verify no votes prior to starting 
voting) 
- If there are any system errors that cause any 
component to shut down or crash then the 
component shall recover without any loss of data. 
Vote Consolidation: 
WinEDS consolidated reports match the predicted 
votes. 
Reports include: 
- Printed reports of ballots counted by tabulator, with 
votes and undervotes 
   - Printer Summary Report (containing all precincts) 
   - View and Print Precinct by Precinct Reports 


Election Day: 
1Edge2Plus, 1 Edge2, 1 Insight, 1 InsightPlus 
casting 5 ballots each per each type of 
equipment. (DRE- Precincts 1, 2, 3, 1050, 2700; 
Insights- Precincts 1, 2, 3, 1053, 2600) All 
memory cartridges will be uploaded to the 
WinEDS via a single HAAT90 (with IMPR C1.1). 
The upload will be in varying order between the 
memory cartridge types into the HAAT90 
 
Early Voting: 
1 Edge2, 1 Edge2Plus casting 5 ballots each per 
each type of equipment. (DRE- Precincts 1, 2, 3, 
1050, 2700). All memory cartridges will be 
uploaded to the WinEDS via the MPR and USB 
ports.  The upload will be in varying order 
between the memory cartridge types and will 
include the processing of the 400-C Absentee 
totals. The Election Day vote import processing 
will also occur at the same time.  
 
Absentee Voting: 
1 400-C processing 5 ballots. (Precincts 1, 2, 3, 
1050, 2700). 
     
- Zero count report (to verify no votes prior to 
starting voting) 
- If there are any system errors that cause any 
component to shut down or crash then the 
component shall recover without any loss of data. 
 
Vote Consolidation: 
WinEDS consolidated reports match the predicted 
votes. 
Reports include: 
- Printed reports of ballots counted by tabulator, 
with votes and undervotes 
- Printer Summary Report (containing all 
precincts) 
- View and Print Precinct by Precinct Reports 
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iBeta 
Definition 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 1 
Primary 


Volume (Data Accuracy, Volume,  Stress, 
Performance, and Error Recovery) Volume 2 
General 


Expected 
Results are 
observed 


Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not 
observed 
• Not Testable (NT): rejection of a previous test step 
prevents execution of this step, or tested in another 
Test Case. 
• Not Applicable (NA): not applicable to test scope 


Same as Volume 1 Primary 


Record 
observations 
and all 
input/outputs 
for each 
election; 


All inputs, outputs, observations, deviations and any 
other information impacting the integrity of the test 
results will be recorded in the test case.  
- Any failure against the requirements of the EAC 
guidelines will mean the failure of the system. and 
shall be reported as such.   
- Failures will be reported to the vendor as Defect 
Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all 
discrepancies prior to issuance of the Certification 
Report. 
- If cures are submitted the applicable test will be 
rerun. Complete information about the rerun test will 
be preserved in the test case. The cure and results 
of the retest will be noted in the - Discrepancy Report 
and submitted as an appendix of the Certification 
Report. 
- Operations which do not fail the requirements but 
could be deemed defects or inconsistent with 
standard software practices or election practices will 
be logged as Informational Issues on the 
Discrepancy Report.  It is the vendor's option to 
address these issues.  Open items will be identified 
in the report.  


Same as Volume 1 Primary 
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8. Appendix - TDP Documents 
Sequoia delivered a separate TDP for each product. Multiple TDP deliveries have been grouped into a 
single table if they are closely related.   Example:  Insight, Insight Plus and MPR have been grouped 
into a single table. The documents listed are delivered as part of the Sequoia WinEDS voting system.  


 
Table 14 - WinEDS Technical Data Package Documents 


Title Version Date Author (Organization.) 


WinEDS 4.0 Personnel & Training 
Requirements 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Quality Assurance Program 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Sample Reports 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 SDK - Optech 400-C 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 SDK - AVC Edge 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 SDK - Optech Insight 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 SDK - Sequoia Miscellaneous 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 System Database 1.04 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Visio Templates: 
Edge/Edge2Plus 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Test & Verification 
Specification 1.03 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Functional Specification 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Graphical User Interface 1.01 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Security Specification 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 System Overview 1.03 June 2008 Sequoia Voting Systems 


Sequoia Voting Systems WinEDS 4.0 – 
TDP Cross-Reference No version February 2008 Sequoia Voting Systems 


WinEDS 4.0 System Operations Procedure 1.6 July 16, 2008 Sequoia Voting Systems 


WinEDS 4.0 Build Process 1.03 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Configuration Management 
Plan 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Technical Data Package 1.02 June 2008 Sequoia Voting Systems 


WinEDS 4.0 Installation Guide 1.04 June 2008 Sequoia Voting Systems 


WinEDS Election Reporting Operator's 
Guide Release 4.0 2.05 June 2008 Sequoia Voting Systems 


WinEDS Extended Services Operator's 
Guide Release 4.0 Draft 2.07 July 2008 Sequoia Voting Systems 


WinEDS 4.0 Software Specification 1.06 July 2008 Sequoia Voting Systems 


WinEDS 4.0 Technical Data Package 
Master Document Change Log No Version July 2008 Sequoia Voting Systems 


WinEDS 4.0 Rank Choice Voting 
Functional Specification 1.08 July 2008 Sequoia Voting Systems 


 
Table 15 - EDGE2plus Technical Data Package Documents 


 


Title Version Date Author (Organization.) 


EDGE2PLUS MODEL 300 Configuration 
Management Plan 3.04 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 DIAGNOSTICS 
APPLICATION MANUAL 3.05 June 2008 Sequoia Voting Systems 


Trace to Vendor Testing and Technical 
Data Package None June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 FUNCTIONAL 
SPECIFICATION 3.03 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 HARDWARE 
SPECIFICATION 3.05 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 3.03 June 2008 Sequoia Voting Systems 
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Title Version Date Author (Organization.) 


MAINTENANCE MANUAL 


EDGE2PLUS MODEL 300 OPERATOR'S 
MANUAL 3.05 August 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 PERSONNEL 
& TRAINING REQUIREMENTS 3.02 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 QUALITY 
ASSURANCE PROGRAM 3.02 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 SECURITY 
SPECIFICATION 3.03 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 SOFTWARE 
SPECIFICATION 3.06 September 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 SYSTEM 
OVERVIEW 3.03 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 TECHNICAL 
DATA PACKAGE 3.02 June 2008 Sequoia Voting Systems 


EDGE2PLUS MODEL 300 Test & 
Verification Specification 3.04 June 2008 Sequoia Voting Systems 


VSS Test Suite 3.02 August 2007 Sequoia Voting Systems 


Edge2plus Model 300 C.03 Supported 
Functionality Declaration None July 2007 Sequoia Voting Systems 


ABLE-D™ Operators Manual 3.01 July 2007 Sequoia Voting Systems 


Edge2plus Hardware Revision C0.3 
Release Notes 1.00 


September 25, 
2007 Sequoia Voting Systems 


Edge2plus Hardware Revision C0.4 
Release Notes 1.00 


September 25, 
2007 Sequoia Voting Systems 


Edge2plus Model 300 version C0.3 
Approved Parts List 3.02 July 2007 Sequoia Voting Systems 


 
 


Table 16 - AVC Edge Technical Data Package Documents 


Title Version Date Author (Organization.) 


Card Activator 5.2 Operations & 
Maintenance Manual 


1.09 March 2008 Sequoia Voting Systems 


Edge Aux Power Unit Operations & 
Maintenance Manual 


1.05 March 2008 Sequoia Voting Systems 


Edge Audio Voting Accessory 5.1 Poll 
Workers & Operators Manual 


1.01 March 2008 Sequoia Voting Systems 


AVC Edge 5.1 Approved Parts List 1.04 March 2008 Sequoia Voting System 


AVC Edge 5.1 Change Release Summary 1.01 March 2008 Sequoia Voting System 


AVC Edge 5.1 Configuration Management 
Plan 


1.03 March 2008 Sequoia Voting System 


Requirements of the FECVSS 2002 Trace 
to Vendor Testing and Technical Data 
Package 


1.05 March 2008 Sequoia Voting System 


AVC Edge 5.1 Functional Specification 1.04 March 2008 Sequoia Voting System 


AVC Edge 5.1 Hardware Specification 1.04 March 2008 Sequoia Voting System 


AVC Edge 5.1 Maintenance Manual 1.04 March 2008 Sequoia Voting Systems 


AVC Edge 5.1 Operators Manual 1.04 March 2008 Sequoia Voting System 


AVC Edge 5.1 Personnel & Training 
Requirements 


1.03 March 2008 Sequoia Voting System 


AVC Edge 5.1 Poll Workers Manual 1.03 March 2008 Sequoia Voting System 


AVC Edge 5.1 Quality Assurance Program 1.03 March 2008 Sequoia Voting Systems 


AVC Edge 5.1 Sample Reports 1.03 March 2008 Sequoia Voting Systems 


AVC Edge 5.1® Security Specification 1.02 September 2007 Sequoia Voting Systems 


AVC Edge 5.1 Software Specification 1.05 March 2008 Sequoia Voting Systems 


AVC Edge 5.1 System Overview 1.04 March 2008 Sequoia Voting Systems 
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AVC Edge 5.1 Technical Data Package 1.05 March 2008 Sequoia Voting Systems 


AVC Edge 5.1 Test & Verification 
Specification 


1.03 March 2008 Sequoia Voting Systems 


AVC Edge 5.1® Penetration Analysis 1.00 March 2007 Sequoia Voting Systems 


Verivote Printer Maintenance Manual 1.07 March 2008 Sequoia Voting Systems 


Verivote Printer Operations Manual 1.11 March 2008 Sequoia Voting Systems 


ASSY, AUDIO, EDGE TYPE 2, FINAL PN 
460-32500-00 B.O.M 


none 3/16/05 Sequoia Voting Systems 


 
Table 17 - Insight, Insight Plus and MPR Technical Data Package Documents 


Title Version Date Author (Organization.) 


OPTECH INSIGHT PENETRATION 
ANALYSIS (APPENDIX B TO 
SECURITY SPEC) 


1.02 July 2007 Sequoia Voting Systems 


OPTECH INSIGHT APPROVED PARTS 
LIST 


1.03 January 2008 Sequoia Voting Systems 


APPROVED PARTS LIST 1.01 February 2005 Sequoia Voting Systems 


OPTECH INSIGHT CHANGE RELEASE 
SUMMARY 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT CONFIGURATION 
MANAGMENET PLAN 


1.02 January 2008 Sequoia Voting Systems 


Requirements of the FEC VSS 2002 
Trace to Vendor Testing and Technical 
Data Package 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT FUNCTIONAL 
SPECIFICATION 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT HARDWARE 
SPECIFICATION 


1.06 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT MAINTENENCE 
MANUAL 


1.06 January 2008 Sequoia Voting Systems  


OPTECH INSIGHT OPERATORS 
MANUAL 


1.08 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PERSONNEL & 
TRAINING REQUIREMENTS 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT QUALITY 
ASSURANCE PROGRAM 


1.03 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT SAMPLE REPORTS 1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT SECURITY 
SPECIFICATION 


1.03 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT SOFTWARE 
SPECIFICATION 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT SYSTEM 
OVERVIEW 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT TECHNICAL DATA 
PACKAGE 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT TEST & 
VERIFICATION SPECIFICATION 


1.03 January 2008 Sequoia Voting Systems 


INSIGHT BATTERY OPERATORS 
MANUAL 


1.01 September 2005 Sequoia Voting Systems 


INSIGHT MODEM OPERATORS 
MANUAL 


1.02 July 2007 Sequoia Voting Systems 


SPR HOST FOR OPTECH 
EAGLE/INSIGHT OPERATORS 
MANUAL 


1.06 July 2007 Sequoia Voting Systems 


Optech Insight Documentation Updates 0.01 January 2008 iBeta Quality Assurance 


INSIGHT BATTERY OPERATORS 1.01 September 2005 Sequoia Voting Systems 
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MANUAL 


INSIGHT MODEM OPERATORS 
MANUAL 


1.02 July 2007 Sequoia Voting Systems 


OPTECH INSIGHT PLUS 
PENETRATION ANALYSIS (APPENDIX 
B TO SECURITY SPEC) 


1.01 July 2007 Sequoia Voting Systems 


OPTECH INSIGHT PLUS APPROVED 
PARTS LIST 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS APPROVED 
PARTS LIST 


1.00 September 2005 Sequoia Voting Systems 


Optech Insight Plus Change Release 
Summary APX K2.16 - HPX 1.44 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS 
CONFIGURATION MANAGEMENT 
PLAN 


1.02 January 2008 Sequoia Voting Systems 


Requirements of the FEC VSS 2002 
Trace to Vendor Testing and Technical 
Data Package 


1.05 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS FUNCTIONAL 
SPECIFICATION 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS HARDWARE 
SPECIFICATION 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS 
MAINTENENCE MANUAL 


1.05 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS OPERATORS 
MANUAL 


1.05 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS PERSONNEL 
& TRAINING REQUIREMENTS 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS QUALITY 
ASSURANCE PROGRAM 


1.03 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS SAMPLE 
REPORTS 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS SECURITY 
SPECIFICATION 


1.02 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS SOFTWARE 
SPECIFICATION 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS SYSTEM 
OVERVIEW 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS TECHNICAL 
DATA PACKAGE 


1.04 January 2008 Sequoia Voting Systems 


OPTECH INSIGHT PLUS TEST & 
VERIFICATION SPECIFICATION 


1.03 January 2008 Sequoia Voting Systems 


SPR HOST FOR OPTECH 
EAGLE/INSIGHT OPERATORS 
MANUAL 


1.06 July 2007 Sequoia Voting Systems 


Optech Insight Plus Documentation 
Updates 


0.01 January 2008 iBeta Quality Assurance 


SC33024B9 B 5/6/2008 Sequoia Voting System 


PCB, SPU-SM, INSIGHT (NEW) B 10/13/06 Sequoia Voting Systems 


PCA, SPU-SM, INSIGHT (NEW) B 10/13/06 Sequoia Voting Systems 


PCA, SPU-SM, TESTED INSIGHT B 4/24/08 Sequoia Voting Systems 


ASSY. MEM-PAK TRAY/PRINTER / 
CPU-SM 


A 4/24/08 Sequoia Voting System 


ASSY. MEM-PAK TRAY/PRINTER / 
CPU-SM 


A 4/24/08 Sequoia Voting System 


ASSY. CHASSYS COMPLETED W/ A 4/24/08 Sequoia Voting Systems 







 


      Page 110 of 113 
 


Title Version Date Author (Organization.) 


SPU-SM 


FINAL UNIT (AS STOCKED) INSIGHT 
W/ CPU-SM 


A 4/24/08 Sequoia Voting Systems 


ASSY, MEM-PAK TRAY/ PRT/ CPU-SM/ 
LCD 


A 4/24/08 Sequoia Voting Systems 


ASSY, MEM-PAK TRAY/ PRT/ CPU-SM/ 
LCD 


A 4/24/08 Sequoia Voting Systems 


ASSY, MEM-PAK TRAY/ PRT/ CPU-SM/ 
LCD 


A 4/24/08 Sequoia Voting Systems 


ASSY. CHASSIS COMPLETED W/SPU-
SM/LCD 


A 4/24/08 Sequoia Voting Systems 


Insight Hybrid w/LCD and battery backup A 4/24/08 Sequoia Voting Systems 


ENGINEERING CHANGE ORDER NUMBER:697 4/21/08 Sequoia  Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Insight Master CPU Schematic B 10/12/06 Sequoia Voting Systems 


Bill of Material n/a no date Sequoia Voting Systems 


PCA, CPU-SM, INSIGHT (NEW) B 10/13/06 Sequoia Voting Systems 


MemoryPack Receiver Penetration 
Analysis 


1.02 Feb-08 Sequoia Voting Systems 


MPR Configuration Management Plan 1.02 Feb-08 Sequoia Voting Systems 


MPR FEC Cross-Reference 1.02 Feb-08 Sequoia Voting Systems 


MPR Functional Specification 1.02 Feb-08 Sequoia Voting Systems 


MPR Hardware Specification 1.3 Feb-08 Sequoia Voting Systems 


MPR Maintenance Manual 1.5 Feb-08 Sequoia Voting Systems 


MPR Operators Manual 1.5 Feb-08 Sequoia Voting Systems 


MPR Personnel & Training Requirements 1.02 Feb-08 Sequoia Voting Systems 


MPR Quality Assurance Program 1.02 Feb-08 Sequoia Voting Systems 


MPR Security Specification 1.02 Feb-08 Sequoia Voting Systems 


MPR Software Specification 1.02 Feb-08 Sequoia Voting Systems 


MPR System Overview 1.03 Feb-08 Sequoia Voting Systems 


MPR Technical Data Package 1.02 Feb-08 Sequoia Voting Systems 


MPR Test &  Verification Specification 1.3 Feb-08 Sequoia Voting Systems 


 
 


Table 18 - HAAT and HAAT Listener Technical Data Package Documents 


Title Version Date Author (Organization.) 


HAAT50 ACCEPTANCE TESTING GUIDE 1.01 June 2008 Sequoia Voting Systems 


HAAT50 APPROVED PARTS LIST HW 
REVISION A0.3 1.01 June 2008 Sequoia Voting Systems 


HAAT50 APPROVED PARTS LIST HW 
REVISTION A1.1 1.01 June 2008 Sequoia Voting Systems 


HAAT50 APPROVED PARTS LIST HW 
REVISION A1.2 1.01 June 2008 Sequoia Voting Systems 


HAAT50 Configuration Management Plan 1.03 July 2008 Sequoia Voting Systems 


HAAT50 Functional Specification 1.02 July 2008 Sequoia Voting Systems 


HAAT50 Hardware Specification 1.03 July 2008 Sequoia Voting Systems 


HAAT50™ Operations & Maintenance 
Manual 1.02 July 2008 Sequoia Voting Systems 


HAAT50 PERSONNEL & TRAINING 1.01 June 2008 Sequoia Voting Systems 
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REQUIREMENTS 


HAAT50 POLL WORKERS MANUAL 1.01 June 2008 Sequoia Voting Systems 


HAAT50 QUALITY ASSURANCE 
PROGRAM 1.01 June 2008 Sequoia Voting Systems 


HAAT50 SECURITY SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


HAAT50 SOFTWARE SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


HAAT50 SYSTEM OVERVIEW 1.01 June 2008 Sequoia Voting Systems 


HAAT50 TEST & VERIFICATION 
SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


HAAT80 ACCEPTANCE TESTING GUIDE 1.01 June 2008 Sequoia Voting Systems 


APPROVED PARTS LIST HW REVISION 
A1.1 


1.01 June 2008 Sequoia Voting Systems 


HAAT80 APPROVED PARTS LIST HW 
REVISION A1.2 


1.01 June 2008 Sequoia Voting Systems 


HAAT80 Configuration Management Plan 2.02 July 2008 Sequoia Voting Systems 


HAAT80 Functional Specification 2.02 July 2008 Sequoia Voting Systems 


HAAT80 Hardware Specification 2.03 July 2008 Sequoia Voting Systems 


HAAT80 Operations & Maintenance 
Manual 


2.02 July 2008 Sequoia Voting Systems 


HAAT80 PERSONNEL & TRAINING 
REQUIREMENTS 


2.01 June 2008 Sequoia Voting Systems 


HAAT80 POLL WORKERS MANUAL 1.01 June 2008 Sequoia Voting Systems 


HAAT80 Quality Assurance Program 2.02 July 2008 Sequoia Voting Systems 


HAAT80 SECURITY SPECIFICATION 2.01 June 2008 Sequoia Voting Systems 


HAAT80 SOFTWARE SPECIFICATION 2.01 June 2008 Sequoia Voting Systems 


HAAT80 System Overview 2.02 July 2008 Sequoia Voting Systems 


HAAT80 TEST & VERIFICATION 
SPECIFICATION 


2.01 June 2008 Sequoia Voting Systems 


HAAT90 ACCEPTANCE TESTING GUIDE 1.04 June 2008 Sequoia Voting Systems 


HAAT90 Configuration Management Plan 2.04 July 2008 Sequoia Voting Systems 


HAAT90 FUNCTIONAL SPECIFICATION 2.01 June 2008 Sequoia Voting Systems 


HAAT90 OPERATIONS & MAINTENANCE 
MANUAL 2.02 June 2008 Sequoia Voting Systems 


HAAT90 Personnel & Training 
Requirements 2.02 July 2008 Sequoia Voting Systems 


HAAT90 Quality Assurance Program 2.02 July 2008 Sequoia Voting Systems 


HAAT90 SECURITY SPECIFICATION 2.02 June 2008 Sequoia Voting Systems 


HAAT90 SYSTEM OVERVIEW 2.04 June 2008 Sequoia Voting Systems 


HAAT90 TEST & VERIFICATION 
SPECIFICATION 2.01 June 2008 Sequoia Voting Systems 


HAAT90 Hardware Specification HW 
Revision A1.1 1.04 March 2008 Sequoia Voting System 


HAAT90 POLL WORKERS MANUAL 1.04 June 2008 Sequoia Voting Systems 


HAAT90 SOFTWARE SPECIFICATION 1.05 June 2008 Sequoia Voting Systems 


HAAT90 APPROVED PARTS LIST HW 
REVISION A1.1 1.01 June 2008 Sequoia Voting Systems 


HAAT90 APPROVED PARTS LIST HW 
REVISION A1.2 1.01 June 2008 Sequoia Voting System 


HAAT90 Hardware Specification 1.08 July 2008 Sequoia Voting Systems 


HAAT100 Configuration Management Plan 1.04 July 2008 Sequoia Voting Systems 


HAAT100 ACCEPTANCE TESTING 
GUIDE 1.01 June 2008 Sequoia Voting Systems 


HAAT100 FUNCTIONAL SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


HAAT100 Hardware Specification HW 
Revision A0.7 1.00 March 2008 Sequoia Voting Systems 
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HAAT100 HARDWARE SPECIFICATION 
HW REVISION A1.2 1.02 June 2008 Sequoia Voting Systems 


HAAT100 OPERATIONS & 
MAINTENANCE MANUAL 1.01 June 2008 Sequoia Voting Systems 


HAAT100 Personnel & Training 
Requirements 1.02 July 2008 Sequoia Voting Systems 


HAAT100 POLL WORKERS MANUAL 2.01 June 2008 Sequoia Voting Systems 


HAAT100 QUALITY ASSURANCE 
PROGRAM 1.01 June 2008 Sequoia Voting Systems 


HAAT100 SECURITY SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


HAAT100 SOFTWARE SPECIFICATION 1.02 June 2008 Sequoia Voting Systems 


HAAT100 SYSTEM OVERVIEW 1.02 June 2008 Sequoia Voting Systems 


HAAT100 TEST & VERIFICATION 
SPECIFICATION 1.01 June 2008 Sequoia Voting Systems 


WinEDS/HAAT Listener™ System 
Overview 1.06 August 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Configuration 
Management Plan 1.06 August 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Functional 
Specification 1.03 July 2006 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Operator’s 
Manual 1.05 August 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Personnel & 
Training Requirements 1.01 October 2006 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Quality 
Assurance Program 1.03 August 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Security 
Specification 1.03 August 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Software 
Specification 1.07 September 2007 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Technical Data 
Package 1.04 October 2006 Sequoia Voting Systems 


WinEDS/HAAT Listener™ Test & 
Verification Specification 1.02 January 2006 Sequoia Voting Systems 


WinEDS/HAAT Listener Test Plan none no date Sequoia Voting Systems 


FVSS 2002 Vendor Testing and TDP 
Trace none no date Sequoia Voting Systems 


 
Table 19 - Optech 400-C – WinETP Technical Data Package Documents 


Title Version Date Author (Organization.) 


OPTECH 400-C PENETRATION 1.04 September 2007 Sequoia Voting Systems 


OPTECH 400-C APPROVED PARTS LIST 1.05 January 2008 Sequoia Voting Systems 


APPROVED PARTS LIST 1.00 March 2004 Sequoia Voting Systems 


OPTECH 400-C CHANGE RELEASE 
SUMMARY 


1.06 January 2008 Sequoia Voting Systems 


OPTECH 400-C CONFIGURATION 
MANAGEMENT PLAN 


1.06 January 2008 Sequoia Voting Systems 


Requirements of the FECVSS 2002 Trace 
to Vender Testing and Technical Data 
Package 


1.08 January 2008 Sequoia Voting Systems 


OPTECH 400-C FUNCTIONAL 
SPECIFICATION 


1.07 January 2008 Sequoia Voting Systems 


OPTECH 400-C HARDWARE 
SPECIFICATION 


1.07 January 2008 Sequoia Voting Systems 


OPTECH 400-C MAINTENANCE MANUAL 1.08 January 2008 Sequoia Voting Systems 


OPTECH 400-C OPERATORS MANUAL 1.08 January 2008 Sequoia Voting Systems 
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OPTECH 400-C PERSONNEL & 
TRAINING REQUIREMENTS 


1.05 January 2008 Sequoia Voting Systems 


OPTECH 400-C QUALITY ASSURANCE 
PROGRAM 


1.05 January 2008 Sequoia Voting Systems 


OPTECH 400-C SECURITY 
SPECIFICATION 


1.06 January 2008 Sequoia Voting Systems 


OPTECH 400-C SOFTWARE 
SPECIFICATION 


1.07 January 2008 Sequoia Voting Systems 


OPTECH 400-C SYSTEM OVERVIEW 1.07 January 2008 Sequoia Voting Systems 


OPTECH 400-C TECHNICAL DATA 
PACKAGE 


1.07 January 2008 Sequoia Voting Systems 


OPTECH 400-C TEST & VERIFICATION 
SPECIFICATION 


1.07 January 2008 Sequoia Voting Systems 


WinETP (Election Tabulation Program for 
Windows) REFERENCE GUIDE 


1.06 January 2008 Sequoia Voting Systems 


WinETP (Election Tabulation Program for 
Windows) REFERENCE GUIDE 


1.06 January 2008 Sequoia Voting Systems 


 
Table 20 - Optech Printers Technical Data Package Documents 


Title Version Date Author (Organization.) 


Optech III-Pe & IV-C Ballot Specification 
Drawing Voting Tracks 


B 8/26/2003 Sequoia Voting Systems 


Optech III-Pe & IV-C Ballot Specification 
Drawing Single-Sided Ballots 


B 8/26/2003 Sequoia Voting Systems 


Optech III-Pe & IV-C Ballot Specification 
Drawing Voting Layout Options 


B 8/26/2003 Sequoia Voting Systems 


Optech III-Pe & IV-C Ballot Specification 
Drawing Voting Ballot Components 


B 8/26/2003 Sequoia Voting Systems 


Ballot, Cut Line Detail Optech III-Pe & IV-C A 5/1/1990 Sequoia Voting Systems 


Ballot, Voting Arrow B 4/27/1990 Sequoia Voting Systems 


Optech III-Pe / 400-C  3 Wide Ballot - 2 
Stubs 


A 8/22/1990 Sequoia Voting Systems 


Optech III-Pe & IV-C Ballot Specification 
Drawing Voting Layout Dimensions 


J 8/26/2003 Sequoia Voting Systems 


FOR OPTECH EAGLE/INSIGHT AND 
400-C Optech Printers Manual 


1.07 July 2007 Sequoia Voting Systems 


 
 


 





