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PUBLIC MEETING 

 
INTERDISCIPLINARY OFFICIAL ROUNDTABLE DISCUSSION  

DR. KING: 

Okay, I think we’re ready to get started, if we can take our seats.  

Good morning, everybody, and welcome to the seventh and final 

roundtable discussion on the topic of the draft version of the VVSG 

that’s now out for public comment.  This is the seventh in the series 

of roundtables, prior roundtables -- and many of you have been at 

the prior roundtables that met with academic security experts, with 

equipment manufacturers, with voting system test labs, with the 

voting advocacy groups, with election officials, and now we’re here 

today with an interdisciplinary roundtable with representatives from 

each of those groups.   

And what I’d like to do is to begin first with introductions of 

the panelists and if you could briefly introduce yourself, the 

organization that you represent, and your role within that 

organization.  And Carolyn, I’m going to start with you and then 

we’ll work around the table and we’ll end with Brian. 

MS. COGGINS: 

Okay.  I’m Carolyn Coggins with iBeta Quality Assurance and we’re 

one of the VSTL’s, voting system test labs and I’m the QA Director 

for Voting. 

DR. KING: 

Keith. 

MR. CUNNINGHAM: 
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My name is Keith Cunningham.  I am the Director of Elections in 

Allen County, Ohio, a position I’ve held for approximately eleven 

years. 

DR. KING: 

Okay, thank you.  Pam. 

MS. SMITH: 

I’m Pamela Smith, Verified Voting Foundation and President.  We 

also have a sister organization called VerifiedVoting.org. 

DR. KING: 

Thank you.  Alec. 

DR. YASINSAC: 

Alec Yasinsac, I’m at Florida State University for another three 

weeks and then I’ll move down to the University of South Alabama.  

And I’m also working with the USACM on voting issues and we’ll 

release our comments later today, on the VVSG. 

DR. KING: 

Go Jags. 

DR. YASINSAC: 

Go Jags, that’s right. 

DR. KING: 

Tim? 

MR. RYAN: 

I’m Tim Ryan.  I’m with the AEI-Brookings Election Reform Project.  

This is a four year cooperative project between the American 

Enterprise Institute and Perkins Institution headed by Norm 

Ornstein and Thomas Mann. 

MR. DICKSON: 
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I’m Jim Dickson with the American Association of People with 

Disabilities. 

DR. KING: 

Thank you, Jim. 

MR. BEIRNE: 

And I’m David Beirne, Executive Director of the Election 

Technology Council, the National Trade Association of Voting 

System Providers. 

DR. KING: 

Okay. 

MR. LEWIS: 

I’m Doug Lewis, Executive Director of the Election Center in 

Houston. 

DR. KING: 

Doug, thank you. 

DR. GILBERT: 

Hi, Juan Gilbert, Associate Professor at Auburn University, 

Computer Science and Software Engineering. 

DR. KING: 

Juan, thank you.   

MR. GALE: 

John Gale, Secretary of State, State of Nebraska, member of the 

TGDC and a member of the Standards Board. 

DR. KING: 

John, thanks.  Mark. 

MR. SKALL: 
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Thank you.  Mark Skall, NIST, National Institute of Standards and 

Technology and I’m the Division Chief of the Software Division and 

also the Program Manager for the voting project. 

DR. KING: 

Thank you, Mark.  And Brian. 

MR. HANCOCK: 

Thank you, Merle.  Brian Hancock, Director of Testing and 

Certification for the Election Assistance Commission.  Thank you 

for coming today on behalf of our commissioners and our executive 

director.  In fact, I’d like to recognize Commissioner Donetta 

Davidson in the audience.  And let’s see, anybody else here?  Not 

yet.  I know our executive director is here and will be joining us 

probably later this morning and we’ll recognize the other 

commissioners, as they perhaps come in later today.   

As Merle said, this is the seventh, it seems like perhaps the 

twelfth or fifteenth or the twentieth of these that we’ve had recently.  

But we think we’ve done a fairly reasonable job of bringing all of the 

participants in, something that we did not do in 2005, and we really 

feel very important for this dialogue, is to bring everyone in and let 

everyone have a say on the draft document.   

Just to remind you all, the public comment period on this 

version of the TCDG Draft ends today at 5:00.  Please get your 

comments in, if you haven’t already done so.  We have received 

over the past three or four days, as many comments as we had 

received up to that point during the entire public comment period.  

And I think there is about 900 sitting out there right now that are yet 

to be published and then we have till the end of the day so.  I won’t 
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say we’re looking forward to it, but we’re certainly anticipating a 

process where we will work with the NIST staff to go through the 

comments, categorize them, and look at the comments that we get 

from the public, as well as, the comments that we received at these 

roundtables.  It will take us a little while to synthesize everything 

and to see exactly what we want to propose for our commissioners.  

But again, thank you and get those comments in, if you haven’t at 

this point.  

I’ll also thank the man most responsible for putting this on, 

Matt Masterson sitting over there, thank you, Matt, once again.  

And the guy that makes this all run, Merle King, thank you, Merle. 

DR. KING: 

You’re welcome, Brian and thank you.  A couple of housekeeping 

things before we begin.  One, if you have cell phones or PDA’s 

particularly Bluetooth or WiFi enabled, that the mikes are going to 

pick up, now would be a great time to mute those and I know the 

rest of the folks here will appreciate that, too.  When you wish to be 

recognized today, if you would put your tent card up, that will help 

me keep track of who would like to speak and in what order.  And 

an important thing is, to recognize that we have about three hours 

for discussion this morning until lunch and then another hour when 

we come back from lunch for summary.  We’ve got eleven 

panelists.  We’ve got seven questions.  The importance of self 

regulating the duration of your comments cannot be overstated this 

morning.  So if you have a comment that can be told without a story 

leading up to it, Doug, that will be beautiful.   

MR. LEWIS: 
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Just, you know, you just -- I feel like Rodney Dangerfield already. 

DR. KING: 

But it is important that we do keep on track.  We do have seven 

questions to cover and we will take a break right at about 10:30 and 

then we’ll break for an hour at lunch.  And when we come back 

from lunch, it’s been the custom with these roundtables, each 

person here will be given about five minutes to pull together the 

most important thing that you would like to go into record, regarding 

this draft of the VVSG.  And it can be a reflection on things that 

you’ve heard.  It can be responses to things that you heard, but 

everybody will be given an opportunity at the end to make a 

statement into the record, in that closing hour that we have when 

we come back from lunch.   

There’s a couple of folks who have volunteered to give 

introductory statements to open each question and if there is no 

one to volunteer for that, then I will do my best to motivate each 

question to open it up.  And I think right now, all I’ve got is David 

and Alec.  Is there anybody else that’s volunteered for a question?  

Okay, very good.  Well with that, then, let’s begin and Matt, if you 

could go ahead and put the first question up.  And Alec has 

volunteered to motivate that first question.  Alec. 

DR. YASINSAC: 

Just to clarify, I didn’t volunteer, I said I can help any way I can and 

he said okay, lead the first question.  So, I will try to -- the first 

question regards the ability to reduce costs of voting systems, 

without compromising core functionality.  And it’s interesting 

because as an academic, I have some real strong opinions about 
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software engineering, as Juan  doing software engineering in a way 

that applications can be developed.  But not just from an academic 

standpoint, I also, in 20 years in the Marines, I wrote code.  I 

designed and developed applications.  I operated and ran facilities 

that executed applications and did the user interface on how those 

things were done.  So, it’s not all ivory tower stuff that I’m talking 

about here.   

And my contention is that, these applications, voting systems 

applications are high assurance applications.  They’re priority of our 

critical infrastructure and they need to be engineered with that in 

mind.  And we can both reduce costs and actually improve 

functionality, reliability, capabilities, and features, if we adopt 

rigorous engineering processes in our development procedures.  

And how can the VVSG handle this?  Well it could be -- it can 

require as a standard, that the voting system vendors report as part 

of their process, how mature the processes are that they develop 

with.  And those can be recorded via mechanisms that are well 

established and responded to the Software Engineering Institute in 

a process called CMMI and there are others out there, that would 

allow us to focus on getting the product right the first time, having a 

high probability that any product that is submitted for certification 

will pass, which is critical.   

It doesn’t make sense to be trying to recertify and reprocess 

systems that have failed.  There’s no good way to do that.  It’s an 

ugly process and we need to avoid it.  We need to give the vendors 

a standard that they can engineer to and then they can produce 

products that are high quality and that will be accepted when it 
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goes to any -- to the certification from a reliability security and 

process standpoint. 

Now to finish up my initial comments here and hopefully get 

some discussion, I think what we have is, we have a product 

standard and there’s a mention in another one of the comments 

that I’ve seen already about Deming [ph].  Deming is about 

process.  And the notion here is, quality processes produce quality 

products.  We will never be able to eliminate product standards.  

We will have to look at the products that come out, because they’re 

not guaranteed to be good because they’re quality processes.  But 

if we don’t back up and start looking at the process, that these 

systems are developed with, we’re never going to achieve the goal, 

which is producing high assurance systems that are voting 

systems.  And that’s my introduction to the comment and I’m happy 

to engage questions and thoughts.  

DR. KING: 

Okay, thank you, Alec.  I’ve heard another expression and I think it 

relates to what you said, which is, the wisdom of attempting to test 

quality into a system that’s not been engineered into it, initially.  So, 

that’s I think something that came out of some discussions at the 

IEEE .  All right, any comments or follow on to Alec’s lead in?  

Mark? 

MR. SKALL: 

Yeah, well this is really a completely different track than what Alec 

said.  Clearly this is a very large standard.  It’s going to cost a lot of 

money to implement all of the features.  One of the things that I 

know the TGDC looked at, at least briefly, is, whether in fact, it 
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should be an all inclusive standard, i.e., should conformance be 

mandated for all the functionality or should we break it up to various 

segments or levels?   

So, one of the thoughts I had and I believe I brought it up at 

the previous roundtable, I forget exactly which one, was that we 

could break this up into levels and ask for conformance to not be 

dependent upon all the functionality, but if you conform to a specific 

subset or a level that would suffice, that would reduce the cost.  We 

could possibly break it up, so that you would have sort of a minimal 

level with all the core functions that we believe are absolutely 

necessary, have another level on top of that, perhaps a third level 

on top of that.  If we can do that and segregate the functionality that 

we believe is absolutely mandatory from the ones that are perhaps 

desirable, you can have, again, conforming implementations that 

would only conform to less functions.  Of course, if you conform to 

the second level or third level it would be even better but you could 

still get a certificate from the EAC.  That would be a way to perhaps 

reduce costs. 

DR. KING: 

Okay.  So, one alternate model perhaps might be a stratified 

conformance model.  Okay, thank you.  David? 

MR. BEIRNE: 

David Beirne, the Election Technology Council.  I just wanted to 

provide my comments from the standpoint of reducing costs.  And I 

think that’s one of the concerns that we have as an industry, is what 

we’re seeing with the current certification process, is that 

certification costs are increasing 300 to 400 percent through over a 
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year and a half of pending certification, with not a single product 

certified, as of yet.  The real concern is that, all of those certification 

costs get placed into a bucket, that essentially, will be used to 

establish a price point.  And the concern we have is, how do we 

build in efficiencies?  And I think, it goes back to when we’re 

adopting the VVSG, to make sure that we have clear performance 

protocols and standards, by which we know how the systems are 

going to be judged.  And I think, that needs to be done prior to the 

adoption of the VVSG, which will go a long way to standardize 

costs and so that the industry partners can anticipate the final cost 

for certification and build that into their pricing schedule. 

DR. KING: 

Okay, thank you.  Carolyn. 

MS. COGGINS: 

One of the things that I’ve taken, more as somebody who actually is 

using this standard on a daily basis, is really a practical approach to 

this.  This is really a very small industry.  It has a huge impact on 

the country, but it’s not got a lot of players.  And one of the things in 

the approach -- well, actually it does have a lot players.  It has -- it 

goes across a long line of people from, you know, the 

manufacturer, ultimately down to the voter.  And part of the process 

is that, it’s almost a development of the format of the standard.  It’s 

not taking into account, how can we streamline this process so that 

somebody who is doing the state certification can look at the report 

and really trace it back to the standard.   

You know, in terms of how we’ve set up our processes, all of 

our processes as a test lab, actually go into how can we facilitate 
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that ultimate report that we’re providing?  So, we actually start with 

the report and work our way back to, how can we make this an 

efficient process?  And that’s something that I don’t think we’re 

looking at this document as really being the starting point where we 

can get a practical holistic and cohesive perspective.  You know, if 

we can -- it’s almost like, what’s the usability of this document?  

And I don’t think that aspect was in the initial design.  It -- what 

does someone at the county level need, in order to look at a report 

and have a good feeling that, here are the key pieces I need in that 

report to tell me whether or not this thing is going to work for me or 

what else I need to do.   

And I think that’s one of the aspects of the standard that 

hasn’t really been looked at.  It’s just, who’s it going to touch?  Who 

wants to use this?  And is there a way that we can all look at this 

process and make it work for everyone. 

DR. KING: 

  Okay.  Doug and then Jim.  Doug.  

MR. LEWIS: 

Struggling with, what is the appropriate mix of requirements and 

needs and assessments and still coming back to, what is rational 

and reasonable in terms of how to manufacture a system that 

jurisdictions can afford, is always going to be, I think this is a 

question we’re going to be faced with for almost ever, in this 

process.  We’re at the point that, at least from what I’m hearing 

now, and Brian, maybe you can confirm some of this, is that the 

systems have gone from maybe $500,000 for testing now, to where 

we’re looking at 2.5 million for testing.  And the vendors, at some 
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point, obviously have to pass that along.  In the meantime, they 

don’t have anybody to pass it along to, because they’re not selling 

anything because the market is muddled, you know.  So, what I 

think we’re looking at, if we’re not careful is, we’re going to look at 

an intense contraction of the available supply of voting systems.  

And reality is reality and if this gets to be so expensive, that you 

can’t afford to play, then there has to be a different way to finance 

it.   

We struggled with, over the years, this question of, should 

the federal government, for instance, be paying for all of the 

testing?  Well then, the answer to that was, as we got to looking at, 

if you do that, then you’ve got every fly by night outfit in the world 

deciding that, since you’re going to pay for it, they will come use 

you as their alpha testing and their beta testing, too and you end up 

with a process that then, the federal government is spending, you 

know, zillions of bucks for stuff that’s pretty marginal.   

At the same time, we can’t just assume that, it seems to me 

that, this whole marketplace has no breaking point in terms of cost.  

It does have a breaking point.  And what we want, I think, what 

everybody who’s sitting around the table wants, is robust systems 

that are safe to vote on, but I’m not sure we’re going to ever 

achieve perfection in any of this.  And I think, that unfortunately for 

our recognition factor here, is that we all want, we strive for 

perfection, but to sort of insist on it from the very beginning is very 

difficult.   

And let’s also remember this is -- we’re making this up as we 

go along.  There’s not been any of these testing programs 
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anywhere else in the world.  We invented this process.  We 

invented the idea of testing voting equipment and finding out, could 

we set the standards for it and all that.  We’re still learning.  And as 

we’re learning, we’re going to make some mistakes in this and 

some of it is going to be expensive mistakes.  And some of it is 

going to be embarrassing mistakes, on occasion.   

I think we need to set our expectations, that what we’re 

trying to do is come up with something that’s robust, something that 

contributes to the continuous improvement of voting equipment.  

That’s what we’re looking for.  And hopefully, some day, we’ll get to 

the point that we’re as close to perfection as we can be.  But I think, 

we’ve got to get past the fear that it’s not going to be perfect and 

therefore we can’t approve it or therefore, we’ve got to load on 95 

more tests, in order to make sure that it is perfect.  Finding this 

balance is not going to be the easy part of this process. 

DR. KING: 

  Okay, thank you, Doug.  Jim and then Brian. 

MR. DICKSON: 

I wanted to go back to Carolyn’s point, about the usability of the 

document and just lift up one example that I think speaks to the 

problem that she raised and that is, that the accessibility 

requirements in this document are scattered in several places.  And 

I think that leads to confusion.  We said, in our formal testimony, 

that there should be one, well, either one section on disability or at 

least an appendix, where all of the accessible features are listed, 

because I know from the point of view of my community, this is not 

a user friendly document.  It’s a very confusing document.   
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DR. KING: 

Okay, thank you, Jim.  Brian. 

MR. HANCOCK: 

Thanks, Merle.  I want to kind of touch on a couple of things Doug 

was alluding to, and, you know, I think it’s important, you know, 

there’s not one -- going to be one way that we can tackle this.  I 

mean, we need to deal with the issue of cost savings, which 

actually, we’ve already been thinking about and we started, we had 

an initial meeting last year that we hope to follow up on.  But it’s 

also going to be financial incentives.  What we know, no matter 

how, what the percentage of how much more expensive this is 

going to be.  It is going to be more expensive and there’s nothing 

we can do about that.  So, what we need to do is look at it, how can 

we save in this area?  How can we work with states to bring more 

testing to the federal level to save the states money?  But we also 

need to make the Congress and state legislators aware that, you 

know, they’re going -- at some point, they’re going to have to pony 

up money if they want better systems and better testing, you know, 

it’s just the way it is, you know.  Again, it’s a small industry.  

Election officials can’t afford to have those costs passed down to 

them, you know, on the basis that it’s going now. 

 I think one of the other things that’s affecting the initial cost 

right now, is that we’re dealing with a new program, as Doug 

mentioned.  The players in this program are essentially used to 

working in an unregulated industry.  We’re bringing some more 

rigor and although not exactly regulatory functions, it really, almost 

goes to that in some levels.  And so, there’s a maturity aspect that 
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we just can’t get around.  It’s going to take a while for the program 

to mature.  I think we’d all like to have a very mature program.  

We’d like to be where the FCC is right now but they’re been doing 

this for 40 or 50 years and they have gone through their own 

growing pains, it was just quite awhile ago and people tend to 

forget about those things.  So, we’re there right now.  And we 

certainly hope it doesn’t take us 40 or 50 years to do this, but 

there’s no getting around the fact that there are going to be some 

growing pains and some maturity issues that we do have to deal 

with. 

DR. KING: 

Okay, thank you, Brian.  I’ve got David, then Alec, then Pam. 

MR. BEIRNE: 

David Beirne, the Election Technology Council.  There’s a -- 

certainly there are some precedents that we can look at, from a 

policy standpoint with the federal government providing grants or 

incentives to spur innovation.  We see that with the Energy Reform 

Bill.  I believe there was some grants or innovative programs that 

were intended to encourage the manufacturers to retool their 

plants, so they could accommodate the new café standards for gas 

mileage.  That’s certainly something we can look at, but I don’t 

know that the industry is all that eager to have a handout from the 

federal government, with any type of funding mechanism.   

I think in the short-term, one thing we’ve proposed as a cost 

saving measure, because the key aspect is to make sure it’s a fixed 

cost, so that you can plan for it accordingly.  Understanding that 

you’re already in the marketplace, how do you incur and carry on 
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and pass the cost, the increased cost to the consumer, while 

making sure that you’re not creating a market failure.  The 

economics of this issue have not really been fully examined and I 

would certainly encourage everyone or to have more roundtables 

such as this, to start discussing it.   

But in the short-term, I think one thing we can do is, with the 

VSTL process, although the EAC cannot set a rate for certification, 

there may be something where we can look at, in making sure that 

the VSTL’s, during the accreditation phase, just as a proposal, is to 

submit a fixed cost, just as they would for a bidding process, to say 

this is how much we’re going to charge for the entire circle of life, to 

give you a certified product.  And that would go a long way to, at 

least, shore up and create some fixed costs, so that the vendors 

can build that in and build around from a planning standpoint, to 

make sure that they understand what they’re getting involved with. 

DR. KING: 

Okay, thank you, David.  I would like to recognize Commissioner 

Carolyn Hunter, just joined this morning.  Good morning, 

Commissioner.  Okay.  Alec, then Pam, then John. 

DR. YASINSAC: 

I’d just like to go back to the original statement where we started 

with and reflect, a second, on what’s been said.  Mark mentioned, 

we should go through a tiered pricing structure, where we have 

absolute necessity in things that are desired and tiered into 

structures.  Well, I would hope that the VVSG is limited to absolute 

requirements here, that we’re not trying to get into what people may 
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want in our standards system, but that, again, goes to the product 

nature that we have, in the standard.   

Mr. Lewis is interested, obviously, in the fact that the costs 

are becoming exorbitant and we’re unable to sustain a 

monotonically increasing or geometrically increasing, testing cost 

structure and I -- that’s absolutely correct.  We can’t do that.  Brian 

mentions, the states have to be ready to pay and the states have to 

be ready to pay, that’s correct.  And David would like to have a 

fixed pricing structure.  We all would like to have that.   

But the bottom line here is, we’re not going to get any of 

those things, unless we take steps to insure that the products that 

are coming into the certification process are high quality products.  

And that the processes that develop those products, are high 

quality.  And I’ve not heard a soul either endorse or challenge that 

tenet, that I’ve made here.  And I’ve not seen anybody put forward 

an initiative that will help to get to that process.   

So, while it helps a lot to complain about exorbitant costs, 

makes us feel better, until somebody steps forward and says, we’ve 

got to put this standard of process in place, we’re not going to see a 

lot of improvement in any of these complaints that have been 

made, that I see.   

DR. KING: 

Okay, thank you.  I’ve got Pam, then John, then Carolyn.  Pam. 

MS. SMITH: 

Yeah, I think it’s important to think about the costs, a little bit in 

terms of, not only the costs up front to vendors that may get passed 

along, but also what the costs are down the line.  If a system turned 
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out not to be rigorously tested and failed in the field, then who’s 

going to bear that?  That’s going to get borne in the jurisdiction 

where something goes terribly wrong.  So, that’s one thing. 

 I do actually support the idea that Alec mentioned.  I think 

that fixing a problem before you release, is going to be an order of 

magnitude or so, less costly than having to fix it after you ship the 

system.  So, there you go, I do support it. 

DR. YASINSAC: 

Thank you, thank you very much. 

MS. SMITH: 

I don’t have the solution for you though, the plan you suggested, 

but I support it.  But also, like what Mark suggested, which was a 

phased or stratified adoption of the most critical factors, first.  And I 

think that, that says, you know, we’re not necessarily leaving out 

factors but that it’s possible to reduce costs, by doing it in a phased 

fashion. 

DR. KING: 

Okay, thank you.  I’ve got John and then Carolyn.  John. 

MR. GALE: 

Thank you, Merle.  Well I guess, as an election official for a state, 

there are several things I would like to comment on.  I think there 

are some macro forces at work here, that are going to impact 

whatever we decide.  This is not a singular step forward, in terms of 

election technology.   

One trend I think, is multi-channeling.  We’re going to see 

more and more states offering more and more kinds of 

opportunities for people to vote.  It’s not going to be just, this kind of 
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system. It’s not going to be just, a high technology piece of 

equipment in every precinct.  We’re going to mail-in ballot only 

precincts and counties.  We’re going to voting centers.  We’re going 

to states, like Oregon, that are all mail-in ballots.  We’re going to 

early voting.  We see telephone voting developing, like in Vermont.  

So, focusing on this and considering a steel ring around the tree 

and that if we can strain it enough through this testing process and 

through the VVSG, that will force everything into this high tech 

compliance and forget the costs, that’s the price you pay for high 

tech.   

 I will tell you, I hear nothing from county officials, in the 

Standards Board or in National Association Secretary of State, the 

bottom line dollar is going to drive whatever we do.  And if we drive 

this cost so high, it means that election vendors, election equipment 

vendors are going to go out of business manufacturing.  They’re 

going to go into service oriented work, in terms of ballot design and 

layout.  They’re going to go into assisting with voter registration 

systems.  There are going to be software -- they are going to 

abandon the whole idea of manufacturing, simply because the 

costs have become too high to pass on.  Our counties are not going 

to buy super technology, super expensive equipment.  The counties 

are property tax based.  The state’s budgets are usually 

constrained and they are not contributing to election equipment.  

And consequently, if you drive this process, you’re going to end up 

with vendors from Latin American and Asia, because they can 

absorb those lower costs and then we’re going to have to decide if 
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we’re willing to have foreign manufacturers of our election 

equipment.   

The other possibility is, we just, will have state’s abandoning 

these voluntary standards.  These are voluntary standards.  

Twenty-six states have said well yes, we’ll get onboard with 

voluntary standards set by the EAC, but once that cost price 

reaches a certain limit and the counties say, we aren’t going to yield 

to that, the states are going to abandon the idea of going with 

voluntary federal standards.  And you’re going to find generic 

equipment coming in, with states setting up their own, kind of low 

cost labs to certify their own equipment and this whole process of 

this hugely complex expensive testing and certification is going to 

become an anomaly.  It will be just simply abandoned on the 

beach.   

So, I think you have to consider what’s happening on the 

macro side and what’s happening to the vendors, what’s happening 

the county based system.  I guess one of the other things is, you 

could go to a system where the manufacturers can’t manufacture 

precinct based equipment because it’s too expensive, so you’re 

going to have to go to high tech state purchased equipment, where 

maybe you have a state system that’s all mail-in ballots and one or 

two super optical scanners that are going to process statewide 

ballots.  And then, maybe  manufacturers will go into the business 

of manufacturing those because the state can afford two or three of 

those, as opposed to precinct based systems.   
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So, if we’re going to have precinct based voting, we have to 

consider the cost, the simplicity, and the reasonableness of poll 

workers using that equipment. 

DR. KING: 

Thank you.  I do want to note, I think John is the first person to use 

the descriptor, simplicity, as a desirable attribute of voting systems.  

So, after five months of this, I’ve finally heard that word, so thank 

you, John.  I’ve got Carolyn, Keith, and then David.  Carolyn? 

MS. COGGINS: 

I was just going back to the, kind of, the idea of a fixed cost and 

with the VVSG.  I mean, one of the aspects of that is supposed to 

be coming out with this iteration of the VVSG, are the test methods.  

And in order to get towards, you know, the idea of fixed cost, we’ve 

got to get products coming into the pipeline, in a state where they 

are ready for certification.  And by having it -- the test methods 

have, in my opinion, have to come out with the standard because 

the manufacturer needs to have an idea as to, okay, this is exactly 

what I’m going to be tested to.  And the advocate has to know that 

this is what they’re going to get tested to and the person who is 

going to be buying the voting system has to be able to look at it and 

say, okay, this is what they’re going to be tested to.   

And I think we can get closer to a true certification, if the 

manufacturer has truly gone through that process and knows 

exactly what they’re going to be tested to.  Now, you still are going 

to have some aspect of interpretation there, but there’s, just the fact 

that we’ve gone through so many -- well we haven’t, you know, 

we’ve got a half dozen to a dozen interpretations that have come 
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out of standards that have in some cases really haven’t changed 

since 1990, but that aspect of the interpretation of what that test is 

going to mean, is, you know, that’s where this is a mature industry 

that’s reexamining what’s been out there for a long time.  And that’s 

one of the difficulties for the manufacturers and for -- I thought we 

already discussed this, so many years ago, but it wasn’t discussed 

-- it didn’t -- it never had a blessing, it just got discussed.   

And so, if, that’s one of the key things that I just think that 

this standard has to come out as a mature document.  It has to be 

fully functional. 

DR. KING: 

Okay, thank you, Carolyn.  Keith, and then David, and then Mark. 

MR. CUNNINGHAM: 

Thank you.  Just a couple of comments, maybe, from the local 

perspective.  First off, I think Secretary Gale is right and actually, I 

would say we’re even past the point of local counties purchasing 

election equipment any longer.  It’s beyond their means.  But at this 

point, election equipment is either going to have to be purchased by 

the state or the federal government.  And I would submit that, had 

not the Help America Vote Act appropriated the money that it did, 

we would still be using punch cards in many counties.   

Which brings me to this point.  You know, the local official 

has moved, in a matter of just a few years, from punch cards to 

DRE’s, by and large, with nothing in the middle.  We just went from 

a walk to subsonic, or maybe even in some cases, supersonic 

speed.  I think the average, you know, I’m very flattered to be in this 

group of people, most of whom are far more educated than I in 
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much of what we’re talking about.  I think that the local official is 

absolutely and totally confused by most of this.  They don’t 

understand logarithms.  They don’t understand cryptography.  They 

-- you know what they’re looking for the same type of thing, that 

when you buy a lamp it’s got a UL sticker on it because they’re 

involved in making this work.   

You know, and my focus, as I’ve said at the last roundtable, 

basically, is on usability.  You know, are my people going to be able 

to set this up?  Is it going to work?  You know, how dependable is 

it?  And I think that, you know, we have to consider, in talking about 

the funding, Boards of Elections had the -- well, they definitely were 

the -- in 2000.  The Boards of Elections used the punch card 

equipment up through about 2004.  They had to be the last 

organizations on the face of the earth using that type of equipment, 

to try to do some kind of accurate compilation of data.  And why 

was that?  It was because of funding.  Nobody wanted to fund it.   

I am saying that I use with my commissioners, whenever I 

get into a budget battle with them, I just look at them and say, well 

you think a good election is expensive, wait until you see the cost of 

a bad one.  This is beyond -- I guess my point is, this beyond the 

local level of funding.   

And Mark, I wanted to ask you one question.  When you 

talked about a tiered standard, are you basically saying, that 

equipment could be sent to the market based on three different 

levels in certification, basic, you know, intermediate, and advanced 

and I guess my question in that would be, what would be the 

incentive to move beyond basic certification, if that was the case? 



 27

MR. SKALL: 

Yeah, well, in writing the standard, I like to think of conformance 

rather than certification, because that’s the necessary next step.  

The way I envision a possible scenario is, the standard defines 

conformance in terms of tiers, so everyone must conform to the first 

tier.  The second tier which would encompass the first and second 

tier, if you conform to both of those you’d get a certificate, that 

would be a little bit different.  And if you conform to the next level 

up, which would be everything again, including a third tier, you 

would get a certificate that says you conform to that.  And what 

differentiates the certificates is the market.   

So essentially, if we can differentiate and say these are 

absolutely mandatory and I disagree with Alec a little, but yes, 

they’re all mandatory, they’re all important, that’s why we put them 

in.  But there are certain things that are more basic.  There are 

other things that are put in to push the envelope.  For instance, 

open ended vulnerability testing, very, very important, but it’s sort of 

at a level different than the absolute conformance of requirements.  

There are many other things like that.  The marketplace will 

determine that.   

So, there is that model in other standards, where you can 

conform to different levels and what determines whether, in fact 

,you are better than the next person, is whether, in fact, the 

marketplace decides that your additional functionality is worth the 

additional cost of your product. 

DR. KING: 
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Okay.  Let me go to David and then come back to Mark.  Mark had 

another point.  David. 

MR. BEIRNE: 

I just wanted to build off of Secretary Gale’s comments, with 

regards to the framework for the VVSG.  And one of the biggest 

things is that, for it to be successful, the states that currently opt 

into this voluntary framework must remain within the voluntary 

framework.  And we’re already seeing stress points occurring within 

a number of a states, where there are already either, have already 

chosen to leave the voluntary framework or are considering building 

in exceptions.  And I think that goes contrary to how we all come 

about to this place here today.   

And certainly from the industry standpoint, one way to build 

in cost efficiencies is to make sure that the VVSG is a, excuse me, 

is a functional document.  One that is flexible enough for the states 

to see that it does recognize its challenges and makes it willing to 

stay in and see the process bear itself out.  And I think we’re not 

seeing that currently and that’s what we’re concerned, as an 

industry moving forward, is to make sure that it is still robust 

enough that it has teeth added to it by the states.  And that’s really 

where the teeth come into play, is that, the states are choosing to 

require federal certification for the voting systems.  And I just want 

to make sure that we don’t lose sight of that. 

DR. KING: 

Okay, thank you, David.  Mark, and then Juan, and then Tim. 

MR. SKALL: 
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Thanks.  I just want to expand a bit on what Carolyn said about 

testing.  Most people think, at least in this environment, is testing as 

important, because it allows a certifier, in this case the EAC, the 

test labs, to make decisions, go and no go decisions, about 

whether, in fact, implementations, or in this case voting systems, 

pass and should be certified in this and then sold.   

Testing is much, much more than that.  Testing is a way, as 

Carolyn said, which allows the implementations to get the bugs out 

early.  And the tests, at least in our opinion, need to be developed 

early on, not later, after the fact.  If they’re developed early, the 

voting system manufacturers can use those, not only to get bugs 

out in the implementation, but get the bugs out in the VVSG.  We 

find that when we write tests early, you have to look at 

requirements.  Often times, you find those requirements are not 

precise, they’re ambiguous and perhaps they’re wrong.   

One really good way to vet the standard, is to write tests and 

look at each requirement and try to test it.  So, it’s extremely 

important to do this.  NIST is, in fact, producing a comprehensive 

test sweep for the next VVSG.  We’re working on it as we speak.  It 

will not only, we believe, be comprehensive, but be uniform 

because if all test labs use one test sweep, you will get the same 

result, regardless of which particular test lab test, which is very 

important.  So that’s something we’re working on, something we 

believe in, and we think will really improve the process. 

DR. KING: 

Okay, thank you.  Juan and then Tim. 

DR. GILBERT: 
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Okay.  I’d like to speak to Mark’s tiers, but I would like to change 

that from a tier to component based testing.  I think, one way to 

potentially reduce costs is certify components, such as hardware or 

software and have some kind of separation there.  If you could 

imagine, if you look at other industries, you have hardware that can 

be certified and the software, independently can be certified to run 

on the hardware.   

So, rather than each vendor coming to the table every time, 

saying, I need to have certification for this brand new product, this 

brand new software, this brand new -- is it possible to do a 

component based certification and will that actually reduce costs?  I 

envision, something of the nature, where you have a hardware 

somewhat certification, that certifies with respect to usability, 

security, accessibility, reliability, and the same thing with software.  

And then, it could speak to Alec’s notion of the process as well to 

developing that software.   

I think that notion of this component base approach could 

significantly reduce costs.  And in actuality, it could open up new 

markets and increase the competition, because if I specialize in 

software, then maybe I want to write software that can run on 

different hardware and things like that.  So, I think that is an option 

to reduce costs.  

DR. KING: 

Okay, thank you.  I’ve got Tim, and then John, and then Keith.  Tim. 

MR. RYAN: 

I’d also like to build off of Mark’s comment on the tier certification 

system.  This is something that resembles something that we’ve 
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discussed at the AEI-Brookings.  One thing that someone said in 

one of our meetings is that, you know, one way to make this 

document much more simple and, in a way, more elegant, would be 

to whittle it down to the -- just the basics, the bare minimum 

standards, and then we weren’t really thinking of a tiered 

certification system, but rather just a separate document, just in 

best practices, things that we think are a good idea, in a general 

way, but we’re not so sure that we’re ready to, you know, to be fully 

committed to it and we still want to give the states flexibility, but sort 

of suggestions or examples of good systems, to be pointed to, as 

examples for the states. 

DR. KING: 

And Tim, if I could just, for my notes, separate the document into 

sort of a minimum conformance and a best practices, kind of stratify 

it in that direction? 

MR. RYAN: 

Yes. 

DR. KING: 

Okay, thank you.  John and then Keith. 

MR. GALE: 

Well, a couple of things, in regard to the VVSG recommendations.  

Taking into account that there are other alternatives out there that 

states may well explore, such as internet voting and all mail-in 

ballot voting, if the machine technology isn’t affordable.  But, I think 

there are things in the VVSG that can be looked at.  For example, 

both from the county and the vendor point of view, the device 

specific hardware cryptographic requirements, really, is causing 
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tremendous heartburn out there, because if you have a device that 

is only precinct specific, that means that the election administrators 

can’t, in the county, can’t move that piece of equipment to another 

precinct, because that precinct is busier.  It has more volume.  It 

has more load.  They need a piece of backup equipment.  Right 

now they have that flexibility.  Once you have that device specific 

cryptographic requirement, then that piece of equipment cannot be 

used outside of that precinct.  And if that piece of equipment, one of 

those pieces of equipment goes down, there is no way to bring in a 

replacement piece of equipment.  And so, they lose tremendous 

flexibility at the very point of interaction, at the time of conducting 

the election, when this stuff is critically important that they have that 

flexibility.   

So, if there is a way for a state to opt out of that requirement 

and say, we’ll take the risks on that.  We’ll do, with Georgia, we’ll 

use DRE and we’ll have Kennesaw State provide that management 

envelope or cover, for best practices, to take care of some of these 

risks.  That would be, to me, a very practical approach to some of 

the VVSG requirements.   

 Also for example, updates in firmware modifications.  The 

way I understand these is, if it’s a piece of equipment that you want 

to update for and it hasn’t gone through the newest standards, the 

whole piece of equipment comes back through, in terms of 

upgrades and firmware.  Well, both the manufacturers and the 

counties are going to pay for the cost of that and look with horror at 

that, because it had that flexibility in the past, suddenly they won’t.   



 33

I mean, it’s as basic as, okay, let’s change the case of an 

AutoMark, because they’re so heavy and let’s put a cheaper case 

on it.  Technically, you would have to run the AutoMark back 

through the certification process, because you’re changing the 

weight of the case and the -- and so, there’s an absurdity to a 

certain level, of this inability to do upgrades and firmware 

modifications.  Obviously, at some point, there’s a bright line, where 

you don’t want to give that core function or core requirements, but 

there seems no built-in flexibility, which is exactly what the election 

administrators need on election day, because they’ve got to make 

that election work.  They want every person to vote and every vote 

to be counted.  If they don’t have that flexibility and if these pieces 

of equipment they paid a lot of money for, go down, they have 

some very expensive paperweights that have not performed to 

make that election work. 

DR. KING: 

Okay, thank you, John.  I wanted to follow up on something that 

John said.  Later on, in our discussion today, we will be asking the 

question, how can we create models for evaluating tradeoffs and 

the tradeoff that you mentioned, John, was the flexibility derived 

from the ease of deploying equipment on election day versus the 

security of knowing that a device has to come back in from that 

precinct.   

And I wanted to point out that, these discussions brought up 

these kind of things and I think again, you’re the first guy who said, 

well here’s one way we can do it and the states can opt out.  Now, 

so now, we’re looking at a couple of different views.  Mark’s brought 
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up a stratified model.  Tim’s brought up a model that, kind of, 

separates minimum components from best practices.  And now, 

John’s talking about a component, componentized model that 

would enable states to opt out of specific, perceived, onerous 

requirements.  That’s interesting to see these different models 

mature.   

I’ve got Keith, and Doug, and then Carolyn, I’m going to let 

you have the last word on this question.  The issue of cost comes 

up in a couple of different formats, so there’s still plenty of time, but 

we do need to move forward.  So Keith, Doug, and Carolyn. 

MR. CUNNINGHAM: 

Just to quickly pick up on that theme of the flexibility.  We also, 

move equipment, post election and pre election, in that off period, 

based on use.  Optical scan voting machines have a lot of moving 

parts.  If you’ve got one that 1,000 votes have been cast on 

routinely, and another that 300 votes have been cast on, you want 

to switch those machines out, just to even wear, so flexibility is 

critical. 

 I guess, maybe I’m tilting at windmills here, but it seems to 

me that the whole purpose here, was to create a set of universal 

standards, test sweep to match, so that, we could all agree on, at 

some point, and sort of lesson the acrimony and get past this, 

because it seems to me, we’re just stuck in this.  And when I think 

what troubles me the most is that, A, states, I guess states rights, 

are important.  You know, if states are going to opt out, that’s not 

going to help us.  And the other thing that’s not going to help us is, 

federally certified laboratories, then, going outside of this 
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environment and attempting to undercut it, by working directly with 

states and I think we’re beginning to see some of that happen.  Not 

necessarily with your organization, but I think that is a corrosive, will 

have a corrosive effect on our ability to maintain good standards for 

a long period of time. That’s troublesome, I think. 

DR. KING: 

Okay, thank you, Keith.  Doug and then Carolyn. 

MR. LEWIS: 

I wanted to speak first, to Juan’s point on component testing.  Brian 

will remember that we went through looking at some pieces of this 

in the early days, in the NASED testing program and what we 

discovered was, is that vendors would test components, but then, 

when you put those components together as a system, they didn’t 

operate the same as they did as a component.  And so, it was one 

of the things that, some years ago we decided that now, a voting 

system is a voting system, so if you’re to test it with a component, 

it’s got to be tested with that voting system, as a component, to 

make sure that it does indeed work and can be sold that way, but it 

can’t be, we’ve tested this component, this component, and if you 

put the three component’s together, then it’s okay to use it as a 

voting system, because we discovered there were flaws in that, 

considerable flaws.  And so, I would hate to see us get to the point 

that we go back to that.  I think the unified approach of making sure 

that, if you test a component and improve a component, it also 

works as a part of a complete voting system, with whatever 

manufacturer.  It’s going to have to be tested with that 

manufacturer’s components, in order to make sure it works.   



 36

 In terms of the change order process, we’ve struggled with 

this for the entire life of the program.  And I think you spoke to it 

and certainly John Gale has spoken to it, it’s how do you get to the 

point that you recognize that a change is a substantive change, or 

is a cosmetic change?  And how do you assure all the doubting 

Thomas’s, that you’ve made the right decision when you do that?  

And to look at, what does that mean, in terms of being able to make 

the process work smoother and quicker and less costly, versus, oh, 

but, yeah, when you did that you, you know, you ignored X,Y, and 

Z.  And so, the change order process is one that, if we do not 

conquer it and cannot get to the point of conquering, it simply 

means that you end up having to retest every system, every time 

you make a change to it.  That is -- that’s probably the kind of 

decision that will end up killing the program, eventually.  You just 

can’t live with that kind of environment, of where, everything has 

got to mean an entire system reworked completely. 

 Number three, enabling states to opt out, it seems to me, I 

think, Keith has really put his finger on this, is that, it sounds like a 

good idea, in practice it doesn’t work very well.  And if you really 

look at what the federal government is trying to say is, if you’re 

going to use this equipment in a federal election, it will do X, Y, Z, 

and therefore, that’s what we’re developing standards for.  And 

there’s never been a requirement that states had to do it for their 

own purposes this way, but gee, if you’re going to use if for a 

federal election, then at what point do we separate federal elections 

from state elections and run those separately?   
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And so, it seems to me, whether we like it or not, the 

standards that come, that control federal elections actually control 

all elections, from a practical standpoint and practical purposes. 

DR. KING: 

Okay, thank you, Doug.  And Carolyn. 

MS. COGGINS: 

Just, in this discussion, just in kind of the last little bit, we’re talking 

policy and the VVSG and that’s something that should not be 

together.  I mean the requirements for the VVSG should be, you 

know, the technical requirements.  The policy is the EAC.  And 

that’s where we’re seeing also, some, you know, that has to be in 

balance, as far as going forward, because that’s also part of what 

has been in the climate, in the last couple years, is that, we’re going 

to test to this, but the policy says, okay, if there are engineering 

changes that you can identify.   

I mean, the standard can say, here are the things you have 

to look at, to assess whether or not this change is significant.  It’s 

the policy of the EAC that tells us whether or not it has to go 

through retest, in some ways.  And so, that needs -- those 

documents, the things that govern us, as an EAC lab, has to be in 

balance with all of this and, you know, we’ve run into a few conflicts 

where -- with our NVLAB accreditation, where we’re told to do it 

one way and something from the EAC, we’re shaking it out and it’s 

conflicting.  So,, those things have to also come into balance. 

DR. KING: 

Okay, thank you.  Well that’s a great segway into Question #2.  

That was good, that was good, because Question 2 introduces the 
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notion that, the VVSG is administered by a certification program, 

within the EAC.  And that often, as Carolyn has pointed out, the 

notion of the standard, the test, the metrics, the administration of 

the standard, all, kind of, get pooled together and this question is 

now an attempt, in part to tease it apart a little bit, and say, are 

there things that are related to the VVSG... 

MS. SMITH: 

He really wants to talk about this issue. 

MR. SKALL: 

I’ll turn it the other way. 

DR. KING: 

I’m going to take that as a sign that Mark really wants to talk about 

this next question.  He’s getting his mics ready.  To retrace the 

genesis of this question, are there things that are associated with 

the VVSG, that are best discussed in the context of the 

management of the certification program?  And I’ll put one topic 

out, perhaps to start discussion, that has been mentioned in a 

couple of the roundtables, is that, the open ended vulnerability 

testing.  There’s been discussion about whether that should be a 

part of the VVSG, or whether that is something that can be 

administered as a part of the certification program.   

So, with this question, I’ll reread.  What specifically can be 

done with the proposed VVSG standards and certification testing 

procedures and infrastructure, to reduce time and process of a 

candidate system?  And I think, for those of us that are in election 

administration, we would attest that there are relatively small and 

short windows of opportunity to introduce voting systems into a 



 39

jurisdiction.  Sometimes the public perceives it as being a very 

short-term task.  Most of us recognize, particularly, at a statewide 

level, you’re looking at years of planning and possibly a year of 

rollout and implementation.  So, when we are looking at the time 

and process that the latest standard, the 2005 standard, is 

imposing upon systems, there is a concern that 2007, or whatever 

the year designation is assigned to the standard, may produce 

substantially long time and process, that may not be in sync with 

the jurisdictions’ planning and funding cycles.   

So with that, I’ll open the question up.  I see Alec is ready 

and then Brian. 

DR. YASINSAC: 

Well, I give, on this one, several bullets as well.  I’ll just hit those 

bullets and let you, let it pass onto the next person.  I believe that 

the, again, the proper procedure here, the proper thing to reduce 

the timing in certification, is to incentivize quality development.  If 

you have -- high quality products are uniformly easier to test than 

low quality products.  It’s just the nature of the beast.   

Provide streamline certification procedures, for systems that 

were developed under certified and mature development 

processes.  If you know it’s been engineered in a certain way, then 

you can streamline the certification process, to make it happen 

more easily.  

Make the certification process, for non-mature process 

development systems onerous and expensive.  So, if you want us 

to be a fly by night and do things by the seat of the pants, then 
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you’re going to have to pay more.  It’s going to be more rigorous for 

you and hard to get your systems through. 

Make reexamination expensive.  If you are willing to submit a 

product that’s not ready for certification, the certification process, 

once -- fool me once, but don’t fool me twice.  If it gets -- if a system 

fails it needs to be very expensive to go through a recertification 

process. 

And then track vendor performance and certification and use 

those previous measures to gauge what level of maturity their 

processes are in.  And that way we are going to necessarily reduce 

the length of time that it takes to get these systems through the 

certification process, if we do those four things. 

DR. KING: 

Okay, thank you, Alec.  Brian. 

MR. HANCOCK: 

Thanks, Merle.  Certainly, one of the things that it’s going to be 

incumbent upon the EAC to do for this process, is to work more 

closely with state election officials and state certifiers of voting 

systems.  You know, the traditional model that’s sort of happened in 

the past is, you know, the system comes into the federal process.  

It takes however long it takes and then it goes to the states and 

take however long it takes, you know, and they each have their own 

speed, some longer, some shorter.   

I don’t think there’s any reason and we’ve been exploring 

with, particularly with Pennsylvania, some ways, where the 

processes can develop more in parallel.  You know, the states, 

generally, know which systems they’re going to want to purchase or 



 41

pull down to their counties and there’s no reason that they can’t 

work with us, more closely, with their testing.  You know, expensive 

testing can be brought up to our level.  We can assist them with 

that, but while our testing process is going to go on, because it 

likely will be the more lengthy process, there’s no reason that they 

can’t be working on their state testing, as well, and I think that 

would, in the long-term, shorten the process to get systems to 

market. 

DR. KING: 

  Thank you.  Jim. 

MR. DICKSON: 

I wanted -- it doesn’t directly answer your question, Merle, but it 

speaks to a point that you raise, that has been on my mind for a 

long time.  I think, one of our underlying problems here, is the 

expectation that change in voting systems can happen quickly and 

that we have that expectation amongst the public and state 

legislatures, in Congress and amongst the media.  And I don’t know 

whether, in what venue the EAC should put out there, but I think 

that it’s important that we educate the public policymakers and the 

media, that these changes take time.  And if we could, somehow, 

get that into the public discourse, it would have lots of -- it would 

make this process run a whole lot smoother.   

DR. KING: 

Okay, thank you, Jim.  Alec. 

DR. YASINSAC: 

I just wanted to speak to Brian’s comment, on making these 

processes parallel.  That’s a potential -- appears to be a savings in 
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the time.  The problem is, what happens if the system fails federal 

certification testing and the state’s expended the effort to go 

through their part of the testing process, then the product has to go 

back and be reengineered and as Doug talked about, then you’d 

have to do -- really start from ground zero, unless you’ve devised 

an architecture that supports Juan’s issue of component testing. 

And that’s, I think, the difference between what Doug was 

saying and what Juan was saying is, that for a component based 

process, you have to have an overriding architecture that defines 

what the components are and it takes time for that to happen and 

we’re nowhere near maturity, in the voting system’s design, such 

like, maybe, in the automobile industry or in the electronics 

industry, where any third party person can make components, 

because everybody knows that they do.  We’re not there with voting 

systems yet, so, the integration testing would be necessary.  But I 

don’t know how you would parallelize that and not risk wasting 

retesting, and retesting, and retesting, and retesting.  At this point, it 

would be a very difficult thing to do, I think. 

MR. HANCOCK: 

Well, we’re going to make sure the manufacturers develop your 

maturity model, so that’s more... 

DR. YASINSAC: 

Well, there you go, okay.   

DR. KING: 

Thank you.  I have Juan and then John. 

DR. GILBERT: 
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I just want to speak back to that idea of component testing.  When I 

put that out there, I want to make this clear.  I don’t think that -- I’m 

not making that a recommendation.  I’m saying, that’s inevitable.  

The cost -- our discussions that we had on the previous topic, it’s 

clear the costs are going to get to the point that it’s going to not be 

feasible to take whole systems through repeatedly.  This process 

will break down.  That’s going to happen.  That cost is just not 

going to stabilize.   

So, getting to Doug’s point, I wasn’t suggesting that you 

certify components and then let people build them and just work 

with them.  There would be an integration module.  So, what I’m 

suggested is, exactly what Alec is saying, that at some point, there 

needs to be a discussion or the start of formalizing components.  

When that’s going to happen, I don’t know, but it’s inevitable, 

because I believe and I don’t know when it’s going to happen, but I 

believe the cost to build, to certify, and to actually get a process in 

time, is going to have to be too high and it’s going to break down.  

And then, the only model we will have, that will be able to work, will 

go to a component based model.  Imagine, you have someone who 

specializes in hardware, they get it certified and someone comes 

along who is good at the software.  They’re going to -- they may be 

willing to split the cost for the integration testing.   

So, there’s all of these different models, on not only reducing 

the cost, but also reducing the time, at the integration level and 

even at the lower level.  So, I think this is something that will occur 

whether or not we get ahead of the curve, we’ll have to see. 

DR. KING: 
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Juan, one of the things that’s also come about, with the component 

testing is, the need to standardize interfaces between components.  

Is that also a part of what you’re proposing in component testing? 

DR. GILBERT: 

Yeah, well that’s -- as you know, that’s one of my expertise.  So, I 

think the interface definitely, I mean, we’ve seen incidents where 

we know bad ballot design or poor interface has been a serious 

issue.  And that’s why I said, that you can have hardware 

component testing, with respect to usability, meaning, how easy is 

it to set up and use, the hardware, the security of the hardware, the 

accessibility or ergonomics of the hardware, as well as, reliability of 

the hardware.  If you take those four conditions and then you can 

drop them right on the software.  Is the software usable?  Is the 

software secure?  Is it accessible?  Is it reliable?  And then, I’d 

actually throw in what Alec mentioned, about the process by which 

these things were built.  Those could be documented and then 

evaluated as well.   

So, I would say, that if you take a software vendor and you 

have a hard -- you have say, four hardware platforms that can be 

four different integration tests, that could be shared.  Now, the 

different pricing models and they may not want to get certified on all 

four.  You may get certified on two.  If they -- it’s going to be a lot of 

demand coming from local jurisdictions, saying, well, we like this 

vendor, can you certify your software on that particular vendor?  

And it, there may be different cost sharing models there, as well.   

So, I think, again, I think this model is inevitable and that 

unless some miracle happens, where the entire system costs and I 
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don’t see how it’s going to happen, is going to go the opposite 

direction down to the certification process.  I just don’t see how it’s 

going to happen. 

DR. KING: 

Okay, thank you.  John and then Doug. 

MR. GALE: 

Well I’m very intrigued by Professor Gilbert’s thoughts on that, 

because it comes back to this flexibility issue.  If you have just two 

or three federal labs and they’re going to do the end to end testing 

of the whole process and you get two or three plugs in that pipeline, 

and they’re backed up and you have an election coming up and 

there’s no alternative, except to stand in line behind all those plugs 

in that pipeline.   

You have flexibility like the -- if you could use some of the 

established state testing labs, like Florida or Texas or California 

and have them certify it for a particular component.  So, if you get 

backlogged, if you have an election coming, you can out -- the EAC 

test labs can outsource to the state labs for particular component 

testing that they’ve already been certified for.  Or maybe, you can 

certify some of those state labs for the whole process, when there’s 

a backlog, but you’ve got to have that flexibility that you mentioned, 

Mr. King.  If you have elections coming up, the elections are going 

to happen.  They’re not going to wait for the certification and so you 

better have a way to have alternative resources, to complete the 

certification process.  I think established state labs are one way to, 

maybe, handle that component testing, to move more products 
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faster through that system, rather than singular pipelines for the 

whole process. 

 I wanted to mention a couple other things.  Since we’re 

talking about reducing time in the process, there’s two things on 

TGDC I never was quite convinced that I understood the necessity 

for and it’s probably because I’m a lawyer and not a scientist, but 

requiring the vendors to come up with the technical development 

package, as part of the certification process, seemed like an 

enormous cost to prepare that and did it really help speed up the 

certification process or did it slow it down?  And if the development 

package wasn’t as precise as the instrumentation and there are 

errors, does that mean that you kick out the development package 

along with the instrumentation, because they didn’t quite 

correspond and then they start all over?  I think that was always a 

huge issue.   

The other thing was, I can understand the analysis of source 

code and the need for understanding the source code for, whether 

it’s optical scan equipment, or whether it’s DRE equipment, but 

going from analysis of source code to analysis of source code logic, 

where there’s so much subjectivity to that process, I wasn’t ever 

convinced that either one of those things were really going to help 

the objective process of the certification and instead was going to 

put up roadblocks and it’s going to kick stuff out and require we 

start over again.  Thank you. 

DR. KING: 

Okay, good.  I’ve got Doug and then Carolyn. 

MR. LEWIS: 
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Part of, probably, the slowness at this point of the process is 

caused, and it seems to me, two contributing factors to this, are that 

you have to establish, fairly early on, a method by which you know 

why you’re being delayed.  You need to know, is it because the lab 

has asked the vendor for something and the vendor just hasn’t 

supplied that yet?  We discovered in a lot of places over the years, 

that the labs were getting blamed for things that clearly they had 

issued and asked for information or data or equipment and didn’t 

have it and then, until they had it, they couldn’t proceed with the 

testing.  And so, you need to know exactly where that -- what’s 

causing that, so that you know, you can pinpoint at what point it -- 

what process is breaking down, if necessary.   

 Secondly, I think the environment that we’re in today, in 

elections, has created a paralysis of fear that we’re all afraid to 

make a mistake, at this point.  And this is -- this would be like trying 

to raise children and expect them to never make a mistake.  And 

that you, as a parent, are never going to make a mistake.  The truth 

of the matter is, is that we have a process that is evolving.  It was 

invented by America.  It is a process that is going to go through its 

learning curves.  The truth is, is that the EAC eventually is going to 

certify some systems that will prove to have some faults.  That’s 

reality.  To expect anything other than that, seems to me, to be 

insanity, because these systems, I guess, you could keep them 

locked up for 20 years, in a desire to try to make sure that 

everything you put through them, as you finally put the Good 

Housekeeping seal of approval on, it is going to be a magnificent 

system.  But that’s not going to happen.   
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We’re going to -- voters are so creative about doing things 

none of us anticipated they could do, that we discover new flaws 

that we didn’t know -- that our testing didn’t relate.  And so, we go 

through that.  And it’s going to happen.  And so, we’ve got to kind of 

get out of this paralysis of fear and move on.  Get something 

certified, get it out there, and then we’re going to have to hope for 

the best.  We’re going to have to hope that our testing is robust and 

that our standards are robust, but the truth is we learn from 

experience.  Because we will see something, we will go back and 

rewrite a standard.  We’ll go back and rewrite a test plan, so that 

we make sure that we don’t miss those kinds of things in the future. 

DR. KING: 

Okay.  I wanted to follow on Doug with just an observation on your 

comments that in many industries the do nothing alternative is a 

valuable thing to consider and unfortunately, in the election field, 

because of pressure from legislatures, even the lifespan of the 

equipment itself, may not give us those 20 years to ride out a 

working system.  And so, there’s many things that conspire to force 

us into innovation and from a jurisdiction level, often we’re not 

looking for the innovation.  I’ve got Carolyn and then Alec. 

MS. COGGINS: 

I think, just in terms of looking at the standards, our approach to 

this question has been more about what can be done within the 

standards to make things work a little better, and again, going into 

the idea of building quality into the first point.  And that I think is, 

you know, it is realized that the standards do have good, clear 

information.   



 49

The idea of the source code review, that is an issue that we 

feel, you know, can be changed, instead of it being this all or 

nothing, that’s based on these qualitative assessments, going to 

more quantitative.  And it’s a little difficult, I don’t want to get off too 

much into discussion, but we’re seeing -- we have a standard that 

says we’ve got to walk through all this stuff manually.  And well it -- 

the way that the requirements are set, we have to walk through it 

manually.  It’s not something that we can use a test tool that will 

work in all sorts of ways.  And I think that’s one of the aspects that 

we’d like to see, is that, we look at going to some tools that can 

look at, for non-maintainable code and non-testable code, code that 

isn’t executed in unit testing.  We’ve got issues with dead code.   

Also, going back to the TDP, the idea of the technical data 

package is to provide information to the -- that the jurisdictions and 

the test labs need.  And they -- and it doesn’t -- because a piece of 

information is missing, it doesn’t stop testing, it doesn’t hold up 

testing, it doesn’t stop us from certifying, somewhat.  We do require 

that they deliver it, ultimately.  But it’s -- it is a big piece of this and I 

think that the TDP could be revisited to say -- to see, what is really 

going into the hands of the jurisdictions and what do the 

jurisdictions really need to have in their hands?  And what do the 

labs need in order to test the systems?   

Yes, I think there -- it is a little bit difficult, as far as having -- 

it’s a great deal of information that’s being requested and it does 

generate a lot of the discrepancies, but it’s not something that’s 

necessarily holding up or making you go back through or -- you 

know, the thing that really holds up testing is, when you’ve got 
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something that, well from a functional standpoint, it’s not working or 

even within the code.   

I do think the coding standards should be revisited because I 

think that -- and it’s kind of hard to have -- to get into the issues, in 

this environment, but we can do better at reviewing -- making this 

more about maintainable code, making this more about maturity of 

the organization and the quality of the organization. 

DR. KING: 

Okay.  I’ve got Alec, Pam, Juan, and then David you’re going to get 

the last word.  We’re going to take a break after that, so Alec and 

then Pam. 

DR. YASINSAC: 

All right the -- there’s a -- frequently, there’s an argument made, 

that because you can’t achieve perfection, then you don’t need to 

worry about excellence or high assurance.  And I think we need to 

be very, very careful not to fall into that trap.  There’s no doubt, 

software will never be perfect, but we can develop high assurance 

software, software that works an overwhelming majority of the time, 

that does not fail.  You just -- you see it happen in the defense 

industry and all the industries.  We can produce software that is 

fully functional, that is safe, that is secure, and that just doesn’t fail, 

to the level that we need to have it, if we develop through the 

appropriate processes.  And so, that’s where we need to get.   I 

agree that we’re never going to test our software into perfection.  

It’s not going to happen. 

 Just a quick note on software review, because I’ve done lots 

of it and I understand lots of different perspectives here.  In 
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response to Carol, we’ve recommended and you’ll see my 

comments in the VVSG comments coming up by the end of the 

day, today, about incorporating testing tools into the process, to 

give some additional objectivity to this.  There are tools out there 

that give you greater depth of objectivity in the code reviews, that 

address many of the security issues, dead code, circular logic, lots 

of things that can be caught with tools and we’ve recommended 

that.   

But the critical idea of OEVT, is that, software is inherently 

subjective, that the only way to get a good view of the logic, is to 

look at the code.  Now, I also contend that there are significant 

limitations that you’ve identified, on the ability to identify faults in 

code.  All we can do, really, with code review, is we can determine 

the quality level of the software.  We can’t determine if the code is 

perfect or even very, very good.  What we can determine, is, if it’s 

bug filled, that we can find, with our eyes, that we can’t find with 

tools, there are lots of them we can find that way, we can determine 

if it was developed through mature processes or not.  And that’s a 

critical component, I believe, with the certification process. 

DR. KING: 

Okay, thank you, Alec.  Pam and then Juan. 

MS. SMITH: 

A just real quick note.  A technical advisor that I often rely on, has 

passed along a story from when he was teaching.  He said that, 

grading good assignments took little to no time and grading poorly 

done assignments can take forever.  So, I thought that was 

something the testers and Alec might appreciate. 
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DR. KING: 

That’s very true.  Juan and then David. 

DR. GILBERT: 

I won’t say much on this, because I, you know, this is kind of my 

soapbox thing, which I’ll come through on #5.  But I think a lot of the 

things, the situations where we -- the conversations we’re having 

today are a result of lack of research done ahead of time.  We kind 

of jumped into this and thought it was easy to do, as been 

mentioned already.  So, we made a lot of mistakes.  And I think, 

one of the things to correct this, is that, we can address a lot of the 

things that Doug was mentioning, if we were to take a moment and 

conduct research about them.  We need to investigate some of 

these things.  There are tools, like what Alec is talking about, that 

could be used, that have not been used in this particular domain.  

Now I would stop and pause and say, well maybe, we should have 

taken it and investigated their success in that domain, but we 

haven’t done it.  We may use it in this domain and get great results, 

we may not, but no one’s researched that.  No one’s actually done 

it.  So and again, I’ll come back to that later, but I mean... 

DR. YASINSAC: 

We have done it in Florida, in our lab. 

DR. GILBERT: 

Oh, good. 

DR. YASINSAC: 

We’ve used these tools on voting systems.  And the California test 

did and also the Ohio test did. 

DR. GILBERT: 
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See, so there again, it’s the research that has been done, that can 

be useful to help solve some of these problems.  And if we don’t do 

the research, we end up where we are today.  So, and I’ll come 

back to it on 5. 

DR. KING: 

Okay, than you, Juan.  David, last word. 

MR. BEIRNE: 

Well, I was going to throw a few things out there, which is, we’re 

currently in a process that is still being defined and improved upon.  

And I think that when we looked at this question, on how to reduce 

time and process of certification, we were struck with the fact that 

we have not yet finished the certification process, in its entirety.  So 

I -- while we’re considering the next draft of voting system 

guidelines, we’re still in the process that we’re trying to figure out.   

So, I think one thing that we need to do, is look at, you know, 

bringing the folks together after the certification process has been 

completed for all of those that are currently pending certification 

and hearing directly between the VSTL’s and the manufacturers to 

find out what -- where the discrepancies were occurring or where 

were the challenges that delayed a lot of the certification issues?  

And I think that’s first and foremost that needs to be looked at. 

 And I think this also speaks to the need that Carolyn brought 

up for, you know, specific test methods and test scripts that define 

what is being measured for the system.  I mean, we could talk 

about how the systems are being looked at and they’re not 

adequate or they’re not functioning, but often times, you know, 

we’re still dealing with an environment in which the industry has 
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anticipated where things are going or what is being looked at and I 

think it’s basically been turned on it’s head, in many ways.  And so, 

it is a constant learning process and we shouldn’t lose sight of that.   

 And also, one thing that goes to the time in process and 

goes back to the cost and how this all relates and I think it also 

speaks to the need for some sort of component testing or tier 

process, is that, you know, the need for software upgrades among 

the states, is critically important.  And if you’re looking at the overall 

cost, if they continue to rise, the industry is going to consistently 

look at it and say, do I need to reduce the frequency in which I’m 

submitting myself for upgrades to maximize my investment?  It’s 

just the practical, you know, challenges of dealing in the 

marketplace, as to, how do I maximize my value to my customers, 

meeting their demands, but also making sure that I can stay in 

business?  And so, there has to be some sort of allowance or 

consideration of the economies, the economics of this.  And 

certainly, I think it speaks to the component aspect or just the fact 

that software upgrades are going to be consistently necessary, 

because states change their legislation from time to time.  And 

that’s something that we need to definitely look at, to make sure it 

remains viable.   

DR. KING: 

Okay.  I heard something reflected in a couple of comments in 

here, that I don’t think has come up before, at the roundtable 

discussions.  We’ve talked about risk assessment, as an overall 

process, but we’ve not talked about an analysis of the testing 

pipeline, its processes and the where and why, the impediments in 
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that process.  And so, maybe as a precursor to Question 2, I heard 

a couple people talking about, before we make changes in the 

management of that pipeline, make sure that we understand its 

current structure and its behavior.   

Let’s take a fifteen minute break.  The restrooms are out the 

door, straight across the hallway, to the left of the water fountains.  

And let’s return here, right at a few minutes till and we’ll get started 

on Question #3.  And Matt, if we could put up Question #3, please, 

thank you. 

*** 

[Recess from 10:30 a.m. until 10:45 a.m.] 

*** 

DR. KING: 

I would like to get started again.  We need to try to stay on 

schedule.  We’ve got five more questions, to finish up before lunch.  

And this is typical.  Normally, in the first session, sometimes we 

only cover one question, so we actually did pretty well this morning.  

But let’s look at Question #3.  What specifically can be done to 

increase the efficiency and economy of efforts, within the testing 

process at the federal, state, and local levels?   

Over the past five months, in these roundtables, we’ve heard 

a lot of discussion about the cost and extended time schedule, and 

a topic that’s not often brought up and that is, opportunity cost.  And 

in an environment in which budgets, appear to be, at the state level, 

very tight, going into the next cycle, when a jurisdiction expends 

resource on redundant testing voting systems, what are they not 

going to be able to spend that money on?  So, I think there’s not 
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only the actual outlay of costs associated with state and local 

jurisdiction testing, but also the opportunity cost, of where those 

funds could be applied elsewhere.   

So, the question here is, what specifically can be done to 

increase the efficiency and economy of efforts within the testing 

process at the federal, state, and local level?  I’ve got -- Tim has a 

flag up already, so I’ll call on you. 

MR. RYAN: 

` Okay.  This is a -- a thought that I had towards the end of the last 

session and I think it bears on all three of the first questions, 

including this one, so I’ll throw it out there now.  I think Doug is right 

when he says that, no matter how many certification standards you 

come up with, something is going to go wrong.  You’re not going to 

stop that from happening, you’re never going to have a perfect 

system.  And so, one thing that I think the federal government 

should take into account, as they contemplate these standards is, 

who do they want to be blamed when that happens?  Would they 

rather have themselves be blamed or would they rather shift that 

blame, to the extent possible, to the manufacturers?  I think it would 

behoove the government to do the latter.   

And this is a theme that sort of comes up in our report, that I 

put on all your chairs during the break, is, in many ways, it’s a plea 

for minimum standards.  The -- such that, the onus is shifted to the 

companies, which, in the view of most of the people, I think all the 

people that developed that report, is, where it most properly 

resides.   

DR. KING: 
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Tim, I think an answer to your first question is, there will be plenty 

of blame to go around.  I don’t think anybody will be shorted.   

I’ll put a suggestion out, on one of the ways in which 

economies can occur.  I think one of the intuitive implications of 

states that adopt federally certified voting systems is, the notion 

that federal certification precedes state certifications and state 

certification precedes any jurisdictional testing of the system.  And 

one of the things that we found in Georgia, is that, if the state 

certification is concurrent with federal certifications, anomalies that 

are discovered in the system, would make it non-compliant with 

state law can be identified and escalated back to the vendor, in 

time to incorporate it into the federal certification sweep.   

So, one of the recommendations that I would make, and this 

is not so much for the standard but for the certification process 

itself,  is that, states and local jurisdictions don’t perceive 

certification as being interlocked end to end and that they may be 

overlapping and concurrent in many stages.  Brian? 

MR. HANCOCK: 

Thanks.  That’s actually a good segue into, kind of, one of the 

things I was going to talk about and I agree.  You know, I think we 

need to do a better job working with the states and educating both 

state level and local election officials, just, you know, to how closely 

related these two processes are.   

And just to touch on some of the things that we’ve been 

discussing this morning, a lot of the issues we’ve been discussing 

actually have already been fleshed out.  Whether they’re fleshed 

out correctly or not is one thing but we certainly do have, at least, 
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our initial answer in our certification manual and it’s obvious a lot of 

people haven’t taken the time and this is across the country, a lot of 

people haven’t taken the time to look at that and see how and if that 

meshes well with the VVSG documents.  I think it’s probably 

incumbent upon the EAC to do a better job of going out to the 

states, to the end users and describing exactly how the federal 

process works and how it meshes with state certification testing 

and also to a degree, local acceptance testing, because it’s really, 

you know, it’s all one process when it comes down to it, is making 

sure the machines are robust and work for the voters and local 

election officials, so, that was something as well. 

DR. KING: 

Okay.  Also, we’d like to recognize a point that Alec has made 

several times, already today, which is, focusing on process can 

have many benefits downstream and certainly on acceptance 

testing, where a jurisdiction is attempting to test the suitability of 

that system, in preparation for a specific election, any 

improvements in the process quality will have an immediate 

positive impact at acceptance testing, which, depending upon the 

jurisdiction, could be a hidden cost, as opposed to state 

certification, which, is closer to a known quantity.  With acceptance 

testing, often, it’s very much an open ended testing procedure that 

could be prohibitively expensive.  Jim. 

MR. DICKSON: 

Yeah.  Is it in line to ask a question of one of the panelists? 

DR. KING: 

Certainly, certainly as long as it’s something that they can answer. 
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MR. DICKSON: 

I wanted to ask Alec, you have mentioned several times, using the 

right processes in the manufacturing.  What exactly are you talking 

about and are there -- are these processes used in other 

industries? 

DR. YASINSAC: 

Other industries, meaning non-voting system industries.  There are 

many federal systems out there, that I’m aware of, federal systems 

primarily, that require processes that forum, that are based on 

some fundamental theoretical structure, software engineering, 

software development processes.  And the most common that I 

referred to, is the capability and maturity set of processes that are 

described and managed by the Software Engineering Institute and 

these processes are well understood, they’ve been out there for 

years and years.  And what they do is, they don’t restrict 

organizations the way they have to do business.  They -- all they 

say is, that it has to be managed.  And the question was raised 

about, isn’t there an overhead to be put on top of, that has to be put 

on top of the processes, as they are, to be able to generate these, 

administrative, the day that it occurred.  Well, of course there is, but 

if you’re not managing your processes, it’s questionable about how 

successful you can be, in terms of producing quality, anyway.   

So, the notion here, is that, these processes simply give you 

a framework for being able to evolve, to learn from mistakes and to 

accept and to identify and accept and incorporate improvements to 

the processes that emerge.  Which is, it’s a real shame when you, if 

you come up with an idea, a new idea like Juan and say, hey, I 
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have this great new idea about how to do components and then 

you forget about it.  But with C & M process, ensures that you don’t 

forget about it when you come up with a very good idea and it gives 

you a way to incorporate it back into your development scheme.  

And so, it’s really just a different approach to managing the 

processes that you already have.  And hopefully, that’s a little bit 

helpful. 

DR. KING: 

Okay, thank you.  Jim does -- are you satisfied with that? 

MR. DICKSON: 

  Yeah. 

DR. KING: 

Okay, thank you.  Alec, you had your tent up for another reason. 

DR. YASINSAC: 

I did.  I just wanted to mention the comment that I put in my written 

testimony here and I know that the EAC is already a clearinghouse 

for information from states.  Right now, it’s a very loose, I believe 

responsibility, to provide the information to states and localities but 

it’s, in my view, it’s the only place and I’m a -- I don’t like pushing 

any requirements to the federal government.  I’m a, you know, a 

small government -- have no problem at the local, as far local as 

you can.  But in this case and God bless the vendors, but they don’t 

walk into the local supervisor of elections office and say, we want 

you to buy our systems, but you should know, they failed here, and 

here, and here, and here and that -- I wouldn’t do so either, if it 

were my product.  It’s not in their best interest to do that.  But when 

elections officials are looking at buying voting systems, they need 
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to be able to capture rigorously extracted data about the history of 

the vendor and the history of the voting systems, because these 

systems are high assurance.  That information needs to be there.  

And the only place that I can know or see, that can handle that type 

of a clearinghouse information, is through the EAC.  And one of the 

ways to capture it, is through the certification process, that it be 

required that vendors submit with their package, with their data 

package, that we’re now building up and more and more, is a 

description of the maintenance history of those products and of the 

identified faults that have occurred.   

Interestingly enough in Florida, the standards that we set, 

we’re rigorous -- we’re actually fairly enforceable standards for our 

software review process, unlike the Ohio and the California studies 

were, really, wide open.  The Florida studies were not wide open.  

The Florida studies were identified, were directed to identify 

previously noted faults that were found in these systems and that 

made it very easy for us to go in and do our work, because we 

knew what those faults were.  In the past, we dug through the 

literature, we found the places where those faults had occurred 

previously, and we went in and we looked at the system.  That 

information needs to be available to Mr. Cunningham and to the 

folks that work for Mr. Gale and implement elections and select 

elections equipment, at the lowest level.  And having that 

information available will facilitate the ability to certify these 

systems and get them into act -- get them into operation at the 

lower level. 

DR. KING: 
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Okay, thank you.  Doug. 

MR. LEWIS: 

I think, anything that will help us to discover reported anomalies, is 

really critical, to us being able to improve this process, as we go.  

Unfortunately, in the systems that we’ve had in the past, anomalies 

were known only to the jurisdiction in which the anomaly occurred.  

And that was never reported up the chain, anywhere else.  But I 

think, at the same time, we’ve got to recognize that they are 

anomalies.  That is, if they can be fixed, then it’s simply an 

anomaly.  If it can’t be fixed, then it’s a flaw in the process, that it’s 

a flaw in the equipment, that probably needs recertification.  And 

certainly, we need some way of clearinghouse wise, to be able to 

say to every jurisdiction in America, if you have this unit and this 

model number, you probably need to have it reviewed for these 

potential anomalies, once we’ve discovered this.  I think that would 

help immensely, in being able to get -- so that we don’t leave 

systems out there.   

Now, sometimes anomalies are caused, because a state or 

a local jurisdiction required them to make a change, that suited their 

look and feel purposes,  that then created the anomaly.  And we’ve 

got to recognize, in those instances, too, what caused this or what 

led to it.   

In terms of, I want to make sure that we don’t go so 

overboard, and Alec, I am a believer in process stuff, but I spent 

several years as a consultant and trying to work with people, not on 

computer processes, but other processes and I will say to you, we 

have to be careful, also, that we don’t go so far on the process side 
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of it, we forget that you really do have to manufacture this stuff, and 

test this stuff, and move this stuff.  And that documentation of the 

processes, this has been one of the knots in the ISO processes for 

years, was, that you could have a really well documented process, 

but still came up with a crappy product, you know.  And so, what -- 

this is always about balance.  It’s about finding the -- even when I 

make my comments about, you know, we’re not expecting 

perfection, I’m not saying let’s go to the other side of that and just 

say, well, just ignore all that, but that’s where we are in this.   

And so, it seems to me, the efficiencies that are here, would 

be, if we could find a way for state and local jurisdictions to say to 

the EAC, from the very beginning, here are the things I want this 

unit to do, once you found out whether or not it counts votes 

correctly, I need to know, would it do Ohio pure rotation.  I need to 

know, if I’m in New York, will it do crossover voting.  I need to know, 

if I’m at the local jurisdiction, will it allow me to have, vote for five be 

counted correctly within one area, so that I have my, at-large votes, 

done.   

Those are the kinds of things that we, if we can do those 

from the very beginning, it makes the process move a whole lot 

smoother, and certainly, once it’s in the lab, for the lab to say, yeah, 

and does it handle this variation, pretty well, you know.  Then we 

begin to have some economies of scale and some advantages to 

government.  Getting there, however, is the difficult part, you know.  

It is getting the word out that, A, this can be done and B, at what 

point does that begin to drag down the slope, you know, the 

process of getting something certified, with an EAC insignia on it.  
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And maybe, what the EAC does, is, it does the first level of testing, 

and so, from that we will issue a certification, beyond that, there will 

be additional certifications at state and local levels. 

DR. KING: 

  Okay, thank you.  I’ve got Juan and then Brian. 

DR. GILBERT: 

Yeah, I just have a question directed to Brian and Pam.  In 2004, I 

do recall, for the election, there was a website that listed all of the 

issues that occurred with the voting machines.  Do we have any 

repository, anywhere, that tracks these things and have them 

documented at the EAC or Verified Voting?  Is there any place that 

exists like this now?  So that’s a question for you two. 

DR. KING: 

I’ll let Pam. 

MS. SMITH: 

I’ll go first.  Yeah, Verified Voting partnered with a number of 

organizations in 2004 to build a way to capture reports that were 

coming into election protection hotlines, about a number of different 

issues, including accessibility issues, including voters not being 

given a provisional ballot, and different kinds of voting equipment 

issues that came up as well.  They were -- it was a broad spectrum.  

There were about 40,000 reports that year, that November.  And a 

percentage of those were on equipment.  There were actually 

hundreds of thousands of reports, but most of them were just, I 

can’t find my polling place and where do I go?  That was only one 

data capture system.  It was the first of its kind.  It was used again 

in ’05 and ’06 and now in ’08 it’s being -- a new version of it is 
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developed by Electronic Frontier Foundation, which is quite good 

and so far is working really well.   

I’ve -- in looking at the recommendation that came out of, if 

I’m not mistaken the TGDC, I may have that wrong, but there was a 

recommendation that came out about the EAC being able to 

capture voting system issues or reports.  And I suggested that the 

folks at Electronic Frontier Foundation get in touch with the EAC, 

because I think that what they have, which they’re designing as 

open source, is scalable and transferable and the kind of thing that 

could serve an organization like the EAC, in capturing on a national 

level.  And it doesn’t matter whether those come in from the states, 

from the secretary’s of state, from, you know, channeled through 

their own systems that they may have or from counties or from 

individual voters. 

DR. KING: 

  Okay, thank you, Pam.  Brian? 

MR. HANCOCK: 

Thanks, Merle.  Right now, the clearinghouse function is addressed 

in kind of two different slightly different ways.  The issues with 

current voting systems, that are fielded out there now, our 

commissioners passed a policy, last year, whereby, if a state or 

local jurisdiction submits a report they have commissioned to us, 

we will post that study.  And we have several up on our website 

right now that -- where you can see that.  So, that’s with currently 

fielded systems.   

For systems that the EAC certifies, we have several different 

ways of capturing the information.  First of all, all the manufacturers 
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that are registered with us are required to report to us all the field 

anomalies that they encounter during an election, okay.  A second 

method is, we have an anonymous sort of form, that election 

officials can use and it actually doesn’t have to be anonymous, but 

where they can voluntarily submit information that they have 

encountered, during an election, with a voting system, that kind of, 

can give us a check and a balance on information we’re receiving 

from the manufacturers.  But, you know, certainly we’ll use the 

media, we’ll use Verified Voting, and we’ll use, you know, other 

methods, as well, to try to see what’s happening out there to the 

systems that we certify. 

DR. KING: 

Okay, good.  I have to say the Verified Voting System is very cool.  

It is a really neat application and kudos to the developers.  It’s very 

nice.  I’ve got David and then Kevin, I’m going to let you have the 

last word on this question. 

MR. BEIRNE: 

Just a couple of things to echo my submitted written remarks, is 

that, when it comes to cost redundancies, again, I think everyone 

agrees that the federal model needs to be the standard bearer and 

the state process comes in afterwards and builds on it, making sure 

that, as much as possible, the federal process should reduce any 

type of state driven redundancy in the testing process, that will build 

in some economies of scale, as well as, efficiency, into the process.  

I’m not sure how the reporting of specific instances or problems 

builds in efficiency into the process.  I understand where you’re 
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going and the need for it, but I’m not quite sure how that pertains to 

the economics of it or the efficiency of it.   

And one thing, with regards to the election incident reporting 

system, I know I’ve looked at that data.  That speaks to the larger 

problem and I know we’ve already touched on that a little bit, is 

that, there is no standardized definitions for, what is an equipment 

malfunction?  What is an equipment problem?  And that’s an 

important factor, because if you look at that databank, which I have 

on a number of instances, back in my previous role as an election 

official, is that, a lot of it is not related to equipment.  And if you look 

it and the question then becomes, okay, what’s the process for that 

to be vetted, either by the election official, to see if it can be 

replicated, if there’s any substance there and then, they would, in 

turn, report it to, hopefully, the vendor, to see if they can respond to 

it or clarify what exactly was transpiring at the poling place or within 

their tabulation software.  That’s the critical role that needs to be 

established.   

But I think, if we’re going to go in the direction of reporting or 

asking jurisdictions or foundations to report incidences, there needs 

to be a good vetting, of what that data is, because there can be a 

lot of damage done, because we are dealing with a perception 

based industry.  I think that we all recognize that, but if we’re not 

careful, there’s going to be a lot of damage done, while we’re trying 

to improve the process. 

DR. KING: 

  Okay, David, thank you.  Kevin. 

MR. CUNNINGHAM: 
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Keith? 

DR. KING: 

Keith, I’m sorry, Keith. 

MR. CUNNINGHAM: 

As a local election guy I’ve been called a lot of names, but as long 

as you -- as long as it’s a legitimate name it’s good.  You know, I 

think Juan, you raised a really important point.  We’re not 

absolutely sure of the condition of the patient because I think the 

information we’re getting is filtered through a variety of filters with a 

variety of intentions.  And we probably need to do something to 

calm down the rather adversarial relationship that exists, perhaps 

between advocates and election officials and politicians, so that the 

data that we do collect is -- you know, there’s a difference between 

an incident and a failure.  And you’re not going to eliminate 

incidents.  They are going to happen.  The goal should be to 

eliminate failures and but we’re not going to do that until we’re able 

to bring good information back to the EAC or whatever and analyze 

it in ways that are not partisan, that are not biased, and that are 

looking for solutions, not problems. 

DR. KING: 

Okay.  Pam, the last word. 

MS. SMITH: 

Oh, good.  Well, I couldn’t agree more with what Keith just said.  I 

think that there’s a huge difference between an incident, a 

malfunction, a failure, a disaster, whatever it might be.  And I, you 

know, in a system like an incident reporting system, of any kind, I 

think has its value.  In particular, in real time, because and that 
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system was created for election protection efforts, because when 

something seems like they’re getting some reports from a given 

area, then people on the ground can check it out or someone can 

make a phone call.  And then Keith can say, it’s all right, it’s fine, 

we’ve resolved the problem, no issue here.  And, you know, that’s 

part of the function, the best functionality of it is real time, on 

election day.  But you can also find some useful data down the road 

and it’s worth having to look at.  That’s, you know, I think not having 

a vacuum, having a place where there can be some official 

reporting, you know, into a system like that can help everybody and 

can help with the process David was talking about.   

So, I wanted to add one final thought on this, on Question 3, 

which was about economies, you know, and the testing process, 

federal, state, and local is something that came up in the 

roundtable about a year ago, Brian, that you might remember.  And 

I don’t know how far that thought went, but some states are already 

doing things, like some volume testing or similar testing of 

equipment, locally or within the state and I’m -- I don’t know if it’s 

possible for any states that have similar equipment to have kind of 

a consortium effect of doing that kind of volume testing, so that they 

amongst themselves can even save costs and other states that 

may not be part of the consortium can look at it and say, well, they 

did it, I probably don’t have to now because I can see what their 

report is.  So, it was a thought that occurred back then, that may 

still be valid. 

MR. CUNNINGHAM: 

Can I add a statement to that, just at the end... 
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DR. KING: 

  The final, final... 

MR. CUNNINGHAM: 

Okay.  I used to work in the radio and television business and one 

of the jokes was, always, when you were sitting there and your 

station is off the air, people would call and say, hey, do you know 

you’re off the air?  Yeah, we’re -- that’s what we’re doing here.  The 

-- to think that an election official doesn’t have a real time sense of 

what’s going on on election day and he needs more people calling 

him or her to advise him of his problems, is part of the problem. 

DR. KING: 

You need more bandwidth. 

MR. CUNNINGHAM: 

Yeah, right. 

DR. KING: 

Okay, thank you so much.  Matt, Question 4, please?  One of the 

catch phrases we use in project management is a term borrowed 

from skydiving, it’s called, ground rush.  And it’s the illusion of 

falling and the earth doesn’t get any closer until you’re about 500 

feet and then it starts to rush up at you and it’s the last 500 feet that 

take your breath away.  We managed, for decades, without a voting 

system standard in this country and we developed the first one in 

1990, then in 2002, another voting standard.  So, we went from 

decades down to twelve years, 2002 to 2005, three years.  And so, 

now the EAC is in a position to either further that tradition of ground 

rush that is moving us faster or stepping back and taking a more 

deliberate approach, going forward.   
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So, the question is, how important is the timing of the 

passage and implementation of this next iteration of the VVSG?  

And in an ideal world, which, I guess, distinguishes from the one we 

live in, when would you choose to have a next iteration of the 

VVSG become active?  Doug. 

MR. LEWIS: 

The EAC’s got a real tough problem in this.  You’ve got have on the 

one hand, expectations of politicians and support groups, and 

advocates, and even local elections officials, and local county 

commissioners and all of that and vendors and there gets to be a 

clamor and a hue for, you’re not moving fast enough.  And yet, at 

the same time, when you look at how we -- have a set standards, 

right?  We have a set of standards that can be tested to, that can 

be worked through, in terms of the labs and what have you.   

This next iteration ought to be right.  It ought to be one that 

we are not scrambling around trying to say, well, we think this is the 

best answer, let’s take a little more time and figure out, is it the best 

answer?  And to create something that is robust enough that we 

can then build on it, as it continues process improvement instead of 

continuing to go from major revision, to major revision, to major 

revision.  We’ve got everybody confused at this point.  And nobody 

knows what the rules are or what they’re likely to be.  And we’ve 

got to get out of that.  This next one really needs to be well thought 

through, so that it becomes the model on which we build and it 

becomes the one where we then take our lessons learned and 

make our adjustments from, because it is that critical to how this all 

works.   
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And so, as far as I’m concerned, it seems to me, we need to 

be looking at making this next one really, really robust and correct 

and then making the adaptations, but to try to rush into that at this 

moment, seems to me to be to be folly. 

DR. KING: 

Okay, thank you.  I’ve got Jim and then John. 

MR. DICKSON: 

I think Doug made a lot of good points.  We, clearly, are in a 

situation where everybody is confused.  I guess I want to make, 

sort of, several points that deal with, sort of, the real world and then 

I’ll address the specific question that you raised.   

On one hand, from the point of view of access, we would like 

to see some standards that address things, like, how long does it 

take to vote on the system?  Because we’ve got systems out there, 

you know, the much vaunted AutoMark can take 40 minutes for 

somebody to vote on.  So, that product should not have been 

rushed into the market, because nobody is going to take 40 

minutes to vote.  We expect it to take longer, but we don’t expect it 

to be a factor of eight.  Without money, the manufacturers have 

been real clear, they’re not going to build anything, never mind 

what the standards are, unless there’s money on the table.  And I 

don’t see any money on the table for building new systems.    

The -- I think the real serious, underlying questions that have 

to be addressed are, how long does it take from the time when a 

legislature passes a law, until that change can be put into effect?  I 

think the EAC needs to do a lot of education for legislatures and 

Congress, that there’s this notion that we pass the law today and it 
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can be implemented in the next election.  That is very harmful and it 

creates lots of issues, lots of tension, lots of conflict.  So, I 

mentioned this earlier.  I think that there needs to be some serious 

education provided, that these things take time.  We don’t expect -- 

we didn’t expect to put a man on the moon in two years or eight 

months.  We don’t expect medications to go through the FDA’s 

system in a few months.   

And then the last point, I’ve been sitting here, really stunned, 

with something that Doug said earlier, about a $2.5 million to certify 

a product.  Well, if that -- that being the case, these systems -- this 

VVSG, is a sort of  Potemkin village.  I mean, you know, the 

companies don’t have the money to pay for the certification.  So, 

my last point is, we need to somehow, be addressing ways to get 

more money into the system.  I don’t think money solves all the 

problems, but when you have unrealistic expectations about time 

and no money, you’re going to create continuous controversy.  So, 

somehow, those two questions have to be addressed. 

DR. KING: 

  Okay, thank you, Jim.  I’ve got John and then Mark. 

MR. GALE: 

Thank you, Merle.  I guess, as an election official, from my point of 

view, let’s not be in any hurry, let’s not be in any rush.  The 2006 

election, from most secretary of state’s point of view, went pretty 

smoothly.  And that hasn’t stopped Congress from wanting to 

interfere and pass new legislation and continue to penalize the 

process in a lot of different ways, some of which may succeed, 

some of which my fail.  But I think, the success of 2006 made an 
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enormous difference in the confidence of the public and their 

interfacing with the election system.  

It seemed, to me, sitting at the TGDC, that an awful lot of the 

focus of what we were doing came out of the DRE’s.  The DRE’s, 

which was a pretty innocent piece of equipment, when HAVA was 

passed and an awful lot of states went ahead and adopted DRE’s 

including Georgia and many states who did that, set up election 

administration processes and seemed to fit well in ensuring best 

practices with that equipment.  But that didn’t stop an awful lot of 

effort to interfere with that and bring it into question.  A lot of -- the 

black box conspiracy and a lot of things and none of which ever 

proved one instance of malicious interference or intrusion or fraud, 

as a result of the source codes or the encryption of any of that 

equipment.  It was just the fear was there.  The possibility was 

there.  Maybe it might happen.   

And so, that fear has driven us and I think, if it worked well in 

2006, we have the 2005 standards now that have to be 

implemented with our election vendors.  Apparently, they’re willing 

to stay in business under those standards.  Let’s let it work for 

awhile.  Let’s let it play out and let’s see if we started moving 

toward telephone voting or internet voting and see what the multi-

channeling creates, because I think this is an albatross.  This is a 

mastodon.  And this kind of equipment is going to die, down the 

road, as internet voting and telephone voting, mode channeling 

replaces it.  So, let’s not rush into a whole new set of standards, 

until we let the 2005 play out for awhile and until we see what 

happens in 2008. 
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DR. KING: 

  Okay, thank you.  Mark and then Juan. 

MR. SKALL: 

Thank you, Merle.  This is an interesting question.  When you look 

at it, if you just read the question, when should the next iteration of 

the VVSG become effective?  Really, involves two completely, 

almost separate issues.  Number one, how much more research 

should we do, to in essence, get it right?  What Doug is actually 

talking about.  Once we have it right or once we think we have it 

right, how long should it take to become effective?  This is a policy 

decision that the EAC makes.  Both of those sequentially, when 

they’re put together will determine when, in fact, this particular 

standard will actually be implemented and used.   

As far as the former, I agree, we want to get this right.  Who 

doesn’t want to get it right?  As a manager, you know, my paradigm 

is usually, I get all the information I need to make a decision and as 

soon as I have all that information, I make the decision.  I don’t 

want to delay it anymore.  So the question is, how much of this 

delay and fact gathering is done and how much should be done 

and when will we have all the information we need to make a 

decision?  I believe, as soon as we have that information, let’s do it.  

You know, we can hypothesize forever.  I don’t think we have it 

right right now.  I think we’re fairly close and I think we need to do 

some groundwork to get some more information.   

As far as the second part, which is equally important, how 

long should it take once we actually have the standard technically 

in place to, have it implemented?  I look at sort of as a technologist.  
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And this is really a unique environment.  I come from a standards 

world, where standards are written, they’re promulgated, and even 

before they’re finalized clearly, implementers start implementing 

them and implementation gets on the market in a fairly short time 

frame.   

As a technologist, I don’t want to see unnecessary delay.  I 

think until we actually start implementing this, you’re not going to 

get implementations.  You’re not going to be able to find errors in 

the standard and in the implementation.  Additionally, technology 

changes, so the longer we delay, after we know what we want to 

actually have this thing hit the streets, from a technology 

standpoint, I know there are other considerations, as far as from 

voting officials, but the longer we delay, the more possibility we 

have that many of the requirements are no longer valid.  Things 

change.   

So, I guess my advice is, do the research we need to do, get 

it right, but don’t delay and iterate forever.  After that, have a 

reasonable time frame for implementation. 

DR. KING: 

Okay, thank you, Mark.  I’ve got Juan, and then Keith, and then 

Carolyn.  Juan. 

DR. GILBERT: 

Okay.  Real quick for me, I think the VVSG, with respect to being a 

functional spec, is at a point where, you know, I think it’s premature.  

And I think the next release, going with what Doug was saying, get 

it out there and let’s see what happens to it.  I think at some point 

that, if there’s truly a functional specification that by definition 
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should stand the test of time, because it’s not too specific about -- 

and it doesn’t stop innovation.  And that’s the whole point, is to 

have a functional spec that provides and accommodates 

innovation.  As such, once that occurs, the next iteration, I think, I 

don’t think we have so much of an iteration, I think we have 

amendments.  And you have amendments to a certain point at 

which you say, we have enough amendments, now let’s look at 

having an iteration.  So, it’s almost like that software model of dot 

releases or point releases, so you can get enough of those and 

then you say, well now we’re ready for a real release, a major 

release.   

So, I think the VVSG is mature enough to a point that we can 

get it out and see what happens.  I think it’s functional enough that 

it allows for innovation.  And, as we discover things like what Doug 

is saying, things are going to happen.  We can make amendments 

and then once that gets to a certain point and I don’t know that 

point, but at that point, then you do an iteration. 

DR. KING: 

Okay, thank you.  Keith and then Carolyn. 

MR. CUNNINGHAM: 

Doug referred to being confused.  That’s just an understatement.  

That’s almost a way of life anymore at the local level.  And 

unfortunately, I’m afraid that if we don’t stabilize this environment 

soon, it’s going to take a tremendous human toll on the people that 

do this.   

There -- another fact that we talked about earlier is, there is 

no money.  There is no money.  There are a few counties here or 



 78

there that may have some growth that allows them to spend the 

type of money that is required to purchase systems, but I would 

say, by and large, there is no money at the local level across the 

country and there are very few states with the type of resources.   

So, my answer to your question, actually, I have two 

answers.  One is, probably the sooner, sooner than later, because I 

think it’s beginning, as Doug alluded to a minute ago, it’s beginning 

to reach that critical mass where people believe it’s taking too long.  

But more importantly, I believe that the standards should be in 

place, certainly prior to anymore money being allocated.   

I think the largest flub, fumble, whatever you want to call it in 

election administration in the last 200 years, was when the United 

States Congress put the money ahead of the standards.  I’m sitting 

in a county with a million dollars worth of election equipment that is 

less than two years old, that I’ve got all kinds of -- that I’ve busted 

tail with staff and other people, voter education, poll worker 

education, staffed myself, getting deployed less than two-years-old 

and now I’m being told that it is no good.  It is faulty.  It is -- 

confused?  Of course and to think that you can deploy an election 

system at anything less than eighteen months to two years is just a 

simple thought. 

DR. KING: 

Okay.  Carolyn, and then Alec, and then David, I’m going to let you 

have the last word on this question. 

MS. COGGINS: 

Well, I think one of the things that has been happening is, there has 

been this, just undulating environment for -- since 2002. I mean, as 
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far as standards changing, what’s -- what are we supposed to be, 

you know, what should we be testing to.  And it’s -- everyone is 

trying to catch up on this moving target.  And I don’t think we should 

have any release of standards until we complete one of the key 

pieces, I guess you brought, a risk assessment.  Through all of this 

process, nobody’s ever figured out what are the risks to voting 

systems.  And I know the EAC is putting -- is taking that step.  But 

that to me, is one of the things.  Are the systems that you have, are 

they really working?  Is that -- are we good? 

DR. YASINSAC: 

Yes. 

MS. COGGINS: 

All right, well okay. 

DR. YASINSAC: 

Yes. 

MS. COGGINS: 

I test, I don’t know.  Whatever the standard is, I will test it.  But 

that’s the question that I think everyone down the line wants to say 

is -- and what is good?  You know, I test to, does it meet the 

standard and is the standard good?  I don’t judge that.  That’s for 

the people who write the standards and the people who use the 

equipment, all of the stakeholders to judge, are the standards good.  

I think we -- the practical approach is looking at this and saying, do 

we have the information that we need for this?   

Also, you know, there are things that we have flowed from 

1990 to 2002 to 2005 and, you know, I know we’re using a military 

standard that’s D.  That -- in order for me to get a copy of that, it 
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was done on a Selectric Typewriter.  So it’s not something that’s 

out there.  Why is the military testing to F, and we’re on D?  I don’t 

know, but that’s an aspect.  Why is -- has that question been 

asked?  I don’t, you know, I think, I’m sorry, I don’t know if that has 

been part of the process.   

 In terms -- I do think -- I agree that it needs to be right on this 

iteration, because it is just an environment of, nobody is sure where 

we’re going forward, in my opinion, in my opinion.  As far as, you 

know, implementation, I -- for a lab, I say, optionally do it six 

months after we get a standard that we feel is a good performance 

functional standard, not something that’s meeting these minimum 

federal requirements.  Not a design standard, you know, that’s 

where things change and that’s where you get lapsed.  I mean the 

VV pack is something that three years ago was the answer to 

everything and I’m not sure what the opinion is on that anymore, 

you know.  It seems like there was a very clear cut direction. 

MR. CUNNINGHAM: 

No, some of us were telling them. 

MS. COGGINS: 

Well and that’s -- whatever the standard is to, I’m happy to test to it, 

but what is good?  And, you know, six months for us to be able to 

get our processes and, you know, what will it take to implement?  

That’s more when it becomes effective of what is realistic.  Are -- 

you know, are we even already there?  Do we have good?  I don’t 

know.  I understand from Keith, yes, we do. 

DR. KING: 
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And Alec, I’m going to let Keith go in front of you, because I think 

Carolyn asked him a direction question. 

DR. YASINSAC: 

Sure. 

DR. KING: 

And he looks -- his feet are tapping.  You may be able respond to 

that question, Keith. 

MS. COGGINS: 

I’m sorry. 

DR. KING: 

Keith, go ahead. 

MR. CUNNINGHAM: 

Well, you know, I don’t know if it’s a case of, are we there, but are 

we on our way there?  Is it getting better every day?  That’s sort of 

like health.  You know, you don’t wake up one morning and then 

just become healthy.  You have to work at it.  All data indicates that 

more votes are being counted.  More people are -- more people’s 

votes are being counted.  Votes are being counted more 

accurately.  So yes, I think that, you know, are we -- do we still 

have problems?  We certainly do.  But I think we’re on the right 

path.  I believe it’s getting better.  I think we have to, I think we 

have, to have some degree of intellectual honesty here and some 

degree of, I guess this is an oxymoron, political honesty, when it 

comes to dealing with election results.   

But risk assessment, to me, is kind of like one of the 

definitions of insanity, which is doing the same thing over and over 

and expecting different results.  You could never complete risk 
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assessment.  I believe my machines are secure.  Now they’re not 

secure against somebody walking into a poll with a bomb under 

their shirt.  They’re not secure to somebody actually finding a way 

around the alarm system in my office, breaking into my office and 

but, you know, to do risk assessment outside -- we’ve been saying 

this in Ohio, arguing about this for sometime now.  To do a risk 

assessment outside of the standard operating procedure or uses of 

the machine, to do risk assessment in a lab, to me, is just pointless.  

That’s like giving somebody a key when you leave town and daring 

them to break into your house.  That’s not difficult.  What are the 

real time issues?  What’s the real environment this machine is 

being used in?  And what are the real risks?  Otherwise, it’s just 

going to be, it just gets to be exponentially expensive to create a 

machine that can defy all risks. 

MS. COGGINS: 

Agreed. 

MR. CUNNINGHAM: 

Yeah. 

DR. KING: 

  Okay.  Alec and then David. 

DR. YASINSAC: 

Okay.  And I have a counter thought, to two or three of those things 

that have been said.  First off, I hear this statement that we don’t 

have any recorded attacks proven on these voting systems, but all 

that means is, we’ve not proven them, it doesn’t mean we don’t -- 

we haven’t had them.  And, in fact, we can’t prove that we haven’t 

had them.  I’m not suggesting we have.  I don’t believe that we 
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have, but the divide, one of the divides that we have right now, 

between academia and elections officials, is that elections officials, 

largely started doing DRE’s and electronic voting at HAVA or 

shortly before that.   

Information security folks have been focused on the threat to 

computers and to computing systems, since we’ve been in the 

business.  For 25 years, I’ve been focusing on the threats to 

information security and the computer systems.  And I’m here to tell 

you that unequivocally, they are out there.  There are people that 

are capable of attacking faults in the software.  There are people 

that are capable of attacking communications that occur with voting 

systems, if they’re allowed to occur.  And the threat is imminent.   

On September 10, 2001, we would -- we could -- no one 

would have predicted or thought about, in large numbers anyway, 

the type of threat that we engaged and not being overly dramatic.  I 

don’t equate voting systems to that type of a challenge, but what 

I’m telling you is, the threat is far different now than it was in 2000.  

It would now be possible, if an electronic voting system were 

monolithic across a large constituency, to impact a dramatically 

large number of votes through this electronic voting system, by one 

person, that was not possible in the Year 2000.  And that’s a threat 

that we have to -- a threat change that we have to recognize and 

adjust to and we can’t wait for a threat assessment to identify that 

risk, in a formal way, to be able to respond to that threat 

specifically.  If we do, we take -- we can, we can wait until goes 

wrong, but when it does, it’s going to go -- it can go really, really 

wrong and we may have missed it.   
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 I also mention, not just the threat on computers, but also the 

changing dynamics in the polling place.  I was a poll worker, this 

past election in Florida in the primary.  And I was the old man in the 

shop.  Most folks you’ll -- Keith will tell you, most of the elections 

workers are retirees and they’re not going to attack your computers.  

It’s not so anymore.  In my precinct, it was -- I was the old man in 

the shop and I mean, I’m not that old, but I’m old, but it’s a younger 

poll worker that we’re seeing today, folks that can pose threats to 

voting systems. 

 And let me finish up, by pointing out, that if you won’t 

accept risk analysis and testing in the lab, where are you going to 

do it?  We’re not going to go out and have red team testing on an 

election.  It can’t happen.  You can not do that.  The only place 

where you can do testing for security and risk assessment of 

computers, is in the lab.  And if you reject that, then you reject the 

only opportunity that you have to be able to test these systems.  

Certainly, it’s not perfect and the tests have to be put in context.  

And in the reports that we get, it’s that lab, we actually had sections 

that said, here are the prerequisites to an attack.  Here’s what an 

attacker would have to do and to lay out what we believe the 

practical instances of those threats and risks were.   

But you can’t ignore the vulnerability that’s identified and 

again, I go back to the California and the Ohio studies, along with 

the Florida studies and the others that have been conducted.  

Those are legitimate threats.  We’ve demonstrated them to 

elections officials and the consistent response of the elections 
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officials is, oh, my God, because they don’t understand the risks 

that these systems have. 

DR. KING: 

Okay, I want to exercise a privilege of Chair.  The question is, in an 

ideal world when we would do the next iteration?  And we’ve gotten 

a little bit off topic and a couple of you have raised your tents since 

David and I’m going to ask you, we’re twenty minutes away from 

lunch and we still have more questions to go through, so 

remember, after lunch everybody has an opportunity to come back, 

drill down through the topics that are of interest to them, but David, 

I’m going to let you have the last word on this, but please make it 

brief. 

MR. BEIRNE: 

Well thank you.  And yeah, there’s so many issues that were 

discussed and I’ll go back to the question.  One of the things, 

regarding the adoption schedule, the EAC can adopt this next 

iteration of voting systems guidelines whenever they’re ready.  And 

I agree exactly with what Carolyn was saying but it comes down to 

one, making sure the test scripts are ready to go so that VSTL’s 

know how to accomplish their job.   

And secondly, threat models are critically important to make 

sure that they are included because otherwise, there has to be 

some sort of performance threshold and this dovetails into the 

OEVT, which I have a slew of issues with.  But to keep my 

comments brief, threat models need to be documented, in some 

sort of fashion, because as much as these referenced red team 

testing, there’s been no blue team testing to document what 
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election administration procedures should be used to mitigate the 

threats.   

With regards to, there’s so many issues within this next 

iteration, I’m certainly of the mindset to take a wait and see 

approach for the next draft, because I want to see how responsive 

the next draft is to the concerns that have been raised.  And I think 

there’s a consensus as to what the concerns are, the question is, 

what does the next draft look like?  That will determine, I think, 

largely, when it’s implemented.   

Let me give you a scenario which I fully expect this to occur.  

We’ve got the 2005 VVSG sitting out there.  I would say, within the 

industry there’s a little bit of a hesitation to pursue 2005 certification 

because we’re already into the next draft and we don’t know what 

improvements or weaknesses, within the 2005 VVSG are going to 

be documented.  So, while that process is still unfolding, we’re 

already considering the next draft, which is not going to be in 

response to any known inadequacies documented within the 2005 

version.  To me, I think this, the implementation model or the 

consideration of an entire rewrite, was probably a little bit too 

sudden before the implementation of the 2005 version.  I would 

have rather seen an amended process to include the performance 

and the benchmark requirements that we were all expecting and 

then if you’re dovetailing, to include security requirements. 

My chief concern is with issues such as, software 

independence, you have a voluntary framework in which not all the 

states that have opted in, currently require software independent 

systems.  So, they’re going to be forced to consider either sticking 
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with the 2005 VVSG or going to the next iteration.  And I guarantee 

or I fully expect that there will be ground swell of movement to push 

states to go to this next iteration.   

And the big caveat that we’ve always said, is that, whenever 

you adopt this next iteration, it’s not going to be indicative of when 

research and development is going to occur.  And so, it 

immediately ties in with, the EAC can adopt them when they’re 

ready, but the question of effectiveness is really going to be largely 

determined based on the states, as well as, what the practical 

environment is for the industry to develop these products to meet 

the standard.  

The EAC is going to -- in my estimation is going to have to 

run the 2005 version, as well as, this next version, concurrently 

because otherwise they’re going to run afoul of their limitation of 

rulemaking on the states, in which the states cannot incur any sort 

of mandate by the EAC in their adoption of voting system 

standards.  So, they’re going to have to have the 2005, as well as, 

the next iteration running at the same time.  But we all know that 

the 2005 is seen as inadequate and does not include the 

performance benchmarks and the security requirements that we’re 

seeing within this next iteration.   

So, it’s going to become even more fluid, I think, in the years 

to come because we are certainly looking at four years down the 

road before any sort of products can be brought to the marketplace 

based on this next draft.  

DR. KING: 
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Okay, thank you, David.  Matt, let’s go to Question #5.  And David, I 

know that you have a PowerPoint to this... 

MR. BEIRNE: 

Yes. 

DR. KING: 

Can you summarize without the PowerPoint, in the interest of us 

moving forward? 

MR. BEIRNE: 

Sure.  Well let me just -- in my PowerPoint, I just had a few bullet 

points but I’ll try to just keep them... 

MR. DICKSON: 

What’s the question? 

MR. BEIRNE: 

I’m sorry. 

DR. KING: 

Let me read the question.  I’m sorry, Jim.  How necessary is 

innovation in voting technology?  How can the EAC’s program and 

the VVSG address the desired level of innovation?  What are the 

possible sources of capital to reach the desired level of innovation, 

i.e. from the vendor, from Congress, from private enterprise, from 

academia? 

MR. BEIRNE: 

Just to get things started.  The question, first becomes, if innovation 

is being pursued, the obvious question is, what is the innovation or 

level of innovation that we want?  I think, by and large, everyone is 

looking towards security but my question is, what is the security 

threshold that must be met, i.e. what is the threat model that we are 
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responding to?  I think that’s the first question that has be gathered 

in some sort of consensus format to determine what level of 

innovation is going to be driven through the marketplace.   

Certainly, representing an industry trade association, my 

mindset is one in which I allow further markets to dictate the next 

progression of innovation and have the flexibility built into the voting 

system standards that allows that type of innovation to naturally 

occur.  And I think the VV path is perhaps a good example of how 

the market did not naturally evolve, it responded to mandates and 

then we see what would come about from that.  And that’s one of 

the chief concerns I have when we’re looking at software 

independence is, how restrictive is that going to be towards future 

aspects of voting system innovations.   

 How can the EAC’s program and VVSG address the desired 

level of innovation?  This one left me quite confused, because I’m 

not quite sure how they can, unless it’s a question of just permitting 

that flexibility within the marketplace to determine, what is the best 

pursuit, what is the market demanding?  And making sure the EAC 

-- again, I go back to this baseball metaphor of, serving as the 

umpire to make sure that the players can take the field and can 

have their competition but making sure that they’re not the ones 

determining who’s winning or who’s losing.  And essentially, do no 

harm, I guess is the best way to summarize the role of the EAC in 

pursuing or allowing for innovation to occur.   

And when we talk about, also, innovation, there’s a number 

of avenues that we can look at for raising capital to spur 

investment.  And I think this is on a number of issues or this is an 
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area of concern for a lot of folks is how, you know, in the instance 

of market failure or if there’s no market for someone to pursue or 

for the industry to sell their products and there’s a lack of 

willingness or direction with regards to innovation, who is going to 

step up and where can we raise this capital?   

I outlined a number of sources for that capital, which can be 

from public or private sources, public being government technology 

grants, private sources being investment, capital investment firms, 

individuals interested in getting some return on their investment for 

an enterprise solution, as well as stock offerings and things of that 

nature.  And capital is always a concern for the private sector, 

because that’s what spurs innovation and that’s also, you know, 

whether it’s taking revenue and re-injecting that into the research 

and development, that’s also a source of capital, things that we’re 

not quite seeing.   

I think the biggest parallel we can look at is, the issue of 

technology transfer and this is something I’ve brought up with a 

number of academics but technology transfer, most of the major 

universities have some sort of technology transfer department.  

One of the critical components and I think NIST recognizes this as 

well as, the academic institutions, is that within technology transfer 

there is an appreciation of the partnership between industry and 

academics and research.   

And basically, the academics pursue the research, drive the 

innovation or look to achieve some sort of innovative product and 

then through licensing arrangements, the technology transfer 

occurs to the marketplace and the role of the private sector remains 
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the same, in which they are the ones who will incur market risk.  

They are the ones who are going to support that product in the 

marketplace and so, if we’re looking at issues of technology 

transfer or if operating in a vacuum and if there’s a breakdown or a 

perceived need, what’s the level of innovation that we want to 

achieve and what’s the best avenue to pursue that innovation?  But 

also recognize that a critical component is that, it relies upon a 

successful partnership between industry, as well as, research 

institutions and I think that’s the fundamental gap that’s been 

lacking from my standpoint and the fact that the industry has been 

on the outside looking in to this process. 

DR. KING: 

Okay, thank you.  And now if everybody could keep their 

comments, certainly brief, but to the point, about innovation.  Tim 

and then Juan, I believe in that order, so Tim first. 

MR. RYAN: 

This is another major theme, maybe the biggest theme of the report 

that I handed out.  The analogy, that I like to call to mind is, you 

have some planes.  You have to think about, if the federal 

government had set exacting standards for planes in the 1930’s, 

then they have said certain things about how propellers should 

work and what size they should be and what the best way to build it 

and how their engine would be.  And that would have been great for 

a couple of years but maybe wouldn’t have developed jet engines, 

as quickly.  And I think that’s analogous to some of the things in the 

VVSG.   
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Something that drives this home for me, is the development 

of some systems that are currently still in the early stages.  They’re 

not ready to be implemented yet, but they would be prevented, they 

would not be -- fit the requirements, for instance, the software 

independence requirement.  Two specific examples would be the 

punch scan system, developed at University of Maryland, Baltimore 

County and the Prime 3 (ph) system developed at Auburn 

University.  The punch scan system would do something.  It would 

allow you to, essententially, go online and look at your ballot after 

the election, to make sure it got counted, but in a way that you 

couldn’t then prove to others who you voted for, in sort of a clever 

encryption technology, but it’s not software independent.  And the 

Prime 3 system has, sort of, an independent electronic witness that 

would also serve as, sort of, a verification device, not a pit (ph) 

based one and so, not one that would be allowed by the software 

independence requirement. 

DR. KING: 

  Okay, thank you.  Actually, Jim Dickson was next. 

MR. DICKSON: 

Well, I just want to put on the record that, you know, software 

independence is the code word for paper, paper is not accessible 

and will not therefore stand the scrutiny of the courts.  When we 

look at the incidents that happen and problems with the equipment, 

overwhelmingly, the problem is -- happens between the poll worker 

and the machine.  And I’m not sure that there’s enough, that 

enough thought has been put into how to make these machines as 
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simple, easy, and manageable for poll workers and election 

officials.   

Just the last time I voted, when I voted, I had the same poll 

worker.  She’s a lovely.  It’s a lovely team, but the system requires 

the audio doesn’t turn on automatically, when the system boots up.  

Well the -- we had to wait 20 minutes for a tech to come out to 

know what the proper procedures were, so that we could bring up 

the audio.  And, you know, the election judge is a lovely woman.  

She’s done it five or six times.  She’s done it many times, in many 

elections but, you know, there was this just, as we all do, you know, 

her mind went blank.   

So, and it isn’t just about accessibility, in terms of the ease of 

the use of the poll workers.  It all -- you know, that also has to do 

with, how quickly they can move people through, if it’s crowded.  It 

has to do with getting the right information off the machine, at the 

end of the day for tallying.  And I don’t think we’ve had anything like 

the amount of discussion and thought put into those problems.   

DR. KING: 

Okay, thank you, Jim.  Doug, and then Juan, and then Keith you’re 

going to get the last say on this question and again we’re moving 

up on lunch, so please be brief.  Doug? 

MR. LEWIS: 

My concern about this question is, that it sort of leads one to 

believe that innovation and technology are going to rule the day, 

when in reality, we live in a political world and it’s whatever is 

politically acceptable and quite frankly, we’ve taken some great 

steps backward because of what is politically acceptable.  And so, 
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technology, it’s great for us to sit here and discuss that but if, as a 

result of all of our actions and all of our political decisions, we end 

up forcing everybody in the country to go vote by mail, the rest of 

the technology issues and the standards issues, kind of, go by the 

wayside.  And so, we’ve got to recognize, what is the environment 

that we’re in and how to apply the environment that we’re in, to give 

assurances that we can move forward with technology that does 

not result in one common answer of how to run elections. 

DR. KING: 

Okay.  Juan. 

DR. GILBERT: 

Okay.  I’ll go through this as quick as possible.  First, I think Tim’s 

point about the airplane that analogy is paramount because 

innovation I think is critical in this domain.   

I think the second question there, is actually out of bounds.  

Desired level of innovation?  I don’t think there is such a thing as a 

desired level of innovation.  I don’t think you cap innovation.  I think 

the VVSG, as a functional spec, sparks innovation.  So I -- looking 

at that, sort of software independence definition in the VVSG as an 

example gives a functional spec, but there -- when it was created, 

the idea for that functional spec that it had in mind was that it was 

going to paper trails.  So then we came out with the innovation 

which is, a voter verified video audit trail. Now our response to it 

and the community said, that’s not what we had in mind so we don’t 

want to add that.  But you can’t disprove that it’s not an 

independent observer.  It does exactly what the spec says.  So you 

can’t say I want innovation and then have innovation in mind, 
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meaning that I want paper and then someone comes up with an 

idea and immediately says wait a minute, that’s not what we had in 

mind, so it’s not innovation.   

I think innovation is important and I think with respect to 

funding, we’ve seen some funding in this area, under the guise of 

innovation, but innovation -- so I take it this way, the functional 

specs sparks innovation through research.  What we have seen, to 

date, has been, primarily investigative research.  And I’ve classified 

people, as people who can break things, people who can fix things, 

and people who actually make things.  Investigative research is 

about breakers and fixers.  They go in and they can tell you where 

to break it and sometimes they can tell you how to fix it, but that’s 

not innovation.  The makers are the people who are doing 

innovation.   

So NSF, the National Science Foundation, has this new 

category called transformative research.  That’s innovation and 

that’s where we need to be.  So I think we’ve done some funding 

that’s been investigative research, not innovation, that has resulted 

in some of the things we see in the VVSG.  It gives us nice 

functional specs.  The next level is transformative research, to get 

innovations that go into those specs and go outside the bounds 

with innovations that you didn’t expect and when those things occur 

you evaluate them with respect to the functional guidelines, not to 

the idealistic views by which those functions were created. 

DR. KING: 

Okay, thank you.  Keith, the last word. 

MR. CUNNINGHAM: 
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I’ll be quick.  I certainly don’t want to be the guy that held us up 

from lunch.  Secretary Gale has made a few comments today about 

how things could be different.  I just want to share with you, in the 

interest of innovation, what I hear from people when I speak to 

them about their voting.  Here’s the two biggest questions I get.  

Why can’t I vote on the internet?  And we haven’t even discussed 

that in all of this discussion that we’ve been having for several 

months.  The second is, why can’t I vote where I work?  Out of 

precinct voting is really, you know, our lifestyles are and gas prices 

may crush that down a little bit, but we’re working and living a long 

way. And then third is, why do I just have one day?   

So, you know, as we look at innovation, those are the things 

that the customer, if you will, is asking us, the supplier of the 

service and telling us what they really want.  And I don’t see that 

we’re even addressing those types of concerns.  And we’re kind of 

quantifying election systems the way they currently exist and the 

system the way it’s currently in place.  I don’t know. 

DR. KING: 

Okay, very good.  Let’s go to Question 6.  We’re now in the 

lightning round.  And at this point, if you have a comment that can’t 

be delivered in 30 seconds, rethink it and edit it down, because we 

do want to stay on schedule.  This question deals with sharing risks 

in the system.  Every voting system stakeholder shares risks with 

other stakeholders and experience risk unique to their constituents.  

What risk do you view as being shared?  What risks do you view as 

being unique to your sector?  Has there been an adequate 

assessment of risk?  And in the absence of an adequate 
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assessment, how can those risks be prioritized or mitigated?  Some 

of this we have touched on briefly, but let’s go ahead and hit a 

couple of quick points.  Juan. 

DR. GILBERT: 

My quick point is, I’m initiating a study and will have results by the 

end of the fall, but according to the Census Bureau, .42 percent of 

the United States citizens have an IT background, either where 

they work or where they were trained.  If we were to intersect that 

with the percent of people who are poll workers and then we were 

to do a threat analysis, getting to what Alec was saying, how many 

people in the United States have access and capability and looking 

at the documents you produce, the knowledge, to actually 

accomplish an attack that would actually be of a threat to a voting 

system.  That analysis, is something I think is necessary.   

Now let’s contrast that with the percentage of the population 

that has the ability to manipulate paper and intersect that with the 

poll workers.  So now, all of a sudden the threat of an electronic 

voting attack by implementing an electronic voting system by itself 

is miniscule compared to that of paper, because everybody in a 

voting precinct -- let me clarify that.  Actually 99 percent, so I won’t 

say everybody, but 99 percent of the people there, can manipulate 

paper, whereas, what’s the percentage of those that can actually 

manipulate voting technology in such a way that it would cause an 

adverse effect?  I think that kind of risk is important to be done 

when we talk about these attacks and things. 

DR. KING: 

Okay, thank you.  John. 
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MR. GALE: 

Well, in terms of, what risk I view as being shared well, I view all 

risks as shared, to do otherwise, really just results in finger pointing 

blame game of, well it’s your fault, it’s your fault, it’s my fault.  I 

think it’s a shared risk of all of us.  As an election administrator, 

fortunately, I don’t have to worry about manufacturing machines or 

testing them or worrying about parts and supplies, but as a state 

election official, particularly as an elected election official, I have to 

be acutely attuned to the feelings and beliefs and attitudes of the 

voters.  They have such a brief moment of interaction, we have to 

bring all this together and it’s like, you can have a lot of generals 

and you can have a lot of staff planning before you invade 

Normandy, but it really comes down to those corporals and those 

majors who are on the front lines and the master sergeants and 

that’s what our poll workers are doing.  That brief interaction is with 

our people on the ground, in the field, on the day of voting, and so 

we have to be sure that the election equipment that we’re using is 

going to be user friendly for the voter and easily understood by the 

poll worker who can be trained to make it happen.  And so, when 

those election days are over, the voters are happy.  They feel like 

they’ve cast their vote, they’re confident it was counted, the 

tabulation is achieved at a reasonable period of time, so people get 

results.   

So, that’s where I view things, not in the ivory tower of 

standards, but on, what’s it like when we hit the ground.  And yes, 

we have not had adequate assessment of risk at this point. 

DR. KING: 
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Okay, thank you . Let’s look at Question #7 and I’m going to make 

a suggestion here.  Question #7, really, is asking you to personalize 

to the extent that you can what you perceive as the priorities of 

features or functionalities of a system.  And John, I think I’ve heard 

you talk about, flexibility is an important desirable outcome.  Alec 

has mentioned security.  Jim certainly has mentioned both 

accessibility and usability.  This question strikes though, as, how do 

we find a balance in the design of these systems that we’re 

competing for resources, we’re competing against timetables.  And 

I want to suggest that we use this as a starting point when we come 

back after lunch, in our summary statements.  If you would like to 

address this question in the summary statement, that may be a 

good way to lead that off.   

When we come back at 1:00 today, Carolyn, we would start 

with you and we will move around the table.  Each of you will be 

asked to, kind of sum up and help the EAC and the rest of the 

roundtable understand what you perceive is the most important 

issues before us, on the VVSG.  If we can kind of focus back 

towards this particular document, the draft, and with that, I will 

declare us adjourned until 1:00.  This room is not secure.  It is not 

locked when we are out, so, if you have something that you need to 

take, please do so.  See you at 1:00.  

*** 

[Luncheon recess from 12:02 p.m. until 1:09 p.m.] 

*** 

DR. KING: 
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Okay.  Let’s go ahead and get started. There’s a couple more folks 

that are coming in, but in the interest of winding this up at 2:00, I’d 

like to get started.  First, thank you all for the contributions earlier 

this morning.  I think this roundtable discussion has clearly been 

different than the prior ones, in that, at the other roundtables 

everybody at the table, kind of, had a shared perspective from 

whatever their interests were, whether it was the labs or vendors.  

This roundtable has been different.  It’s got people from all of the 

different constituencies and so, the ideas have played off of 

themselves a little bit differently than we have seen in the prior 

roundtables, so, I thank you for your preparation and thank you for 

your participation.   

This part is now given over to allowing each roundtable 

participant to, kind of, summarize their points.  And that can be 

either, reflecting on things that they heard, drilling back down 

through their testimony.  I would ask that if you have submitted 

testimony, that will go into the record.  There’s no need to read from 

it, but you can certainly summarize from it.   

So with that, I’d like to start with Carolyn and if I hold up a 

finger, it means you’ve got about one minute left and if you would 

start to head towards the wrap up and then we’ll just move around 

the table.  So Carolyn. 

MS. COGGINS: 

Well, in this last question was, you know, how do you prioritize the 

features?  Well at the lab, we don’t really prioritize them in the 

design and I don’t think it’s really the priority in this area.  The 

approach has been this tradeoff and really, it’s this all or nothing 
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policy that has been in place.  I think that’s one aspect.  And, you 

know, I said that before, too, today, that requirements versus policy 

are -- that’s been kind of muddled today, people talking about 

things that are really policy and that aren’t the requirements in the 

standards.   

I think that this, all or nothing policy, in terms of getting 

through certification, that that has really fostered an overloading of 

the scope by the manufacturers, is that we’re not getting -- things 

haven’t moved as quickly through the process, because this, all or 

nothing requires them to put huge amounts of, you know, complex 

configurations of systems together, in order to move through this 

process.  Also, you build quality in -- you need to build quality into 

the process, you can’t test it in and that’s been said by a number of 

people today.   

I just, would say that, practicality is lacking at this point.  And 

quite frankly, I don’t think we’re ready to move onto 2000X.  I’d like 

to see us addressing test methods for 2002 and addressing test 

methods for 2005.  You know at this point, we’re going to put 

something -- we’ve got an incubator already in process right now, 

and, you know, who is -- we’ve got test reports out there, excuse 

me, test plans out there.  Who has looked at the test plans and are 

the test plans good for other people’s needs?  Are these fulfilling 

needs?  Are they being used?  Am I the only one who’s using them 

or -- you know, are we doing any assessment if these things are 

good?  Are we -- is there a better test plan?  Is there a better test 

report?  How could -- how can we use what we’re currently doing 

now, rather than saying, we’re going to get it all perfect the next 
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time?  How about if we actually started doing some of this at this 

point?  You know, is it -- if the main issue is security testing, is the 

concern, if that’s a priority or whatever the priorities are, then 

perhaps the thing is, let’s take a bite of that and get security testing 

for 2002 and 2005 identified in test methods.  Got it? 

DR. KING: 

Okay, thank you Carolyn.  Keith. 

MR. CUNNINGHAM: 

Well. sitting here thinking, wondering how I feel and I think I feel like 

a tire on an airliner.  Above me is a tremendous level of technology, 

very sophisticated things are going on.  There’s a whole lot of 

people in the plane with a whole lot of different opinions and what it 

all comes down to at the end of the flight is, whether or not this 

$200 tire holds when we land.  It’s where the rubber meets the 

road. 

 My priority isn’t on the board.  My priority is honesty.  We 

have to get honest about the election system.  More importantly, we 

have to get politically honest about the election system.  We need 

to stabilize the systems.  However we do that, I’m open to anything.  

But the elections system in this country needs to get back to a 

stable operating and a stable environment.   

I joked at lunch about what we need is a few more experts.  I 

need a few more people telling me poll workers aren’t trained 

properly, as if I didn’t know that.  We need to be able to quantify 

data, as Juan spoke of earlier and separate fact from urban 

folklore, so that we can analyze the health of the patient and get 
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down to, you know, we can’t honestly fix something that we don’t, 

honestly, don’t know what’s wrong with it. 

 Standards, I agree, the standards just need to be 

reasonable.  The standards, you know, I don’t even know that we’re 

ready for the new standards yet.  You know, the best advice I can 

give anybody, technically, is, you better deal with the equipment 

that you have in place and you better figure out how to work it 

efficiently and you better figure out how to work it in a way that is -- 

you limit the ability to compromise, because I just do not see -- I 

mean, it just feels sometimes we’re having this conversation in a 

vacuum.   

I again, have said it here two or three times today.  I just do 

not see the money on the table that’s going to put equipment into 

play at this point for any new standards.  I mean, I think we’re -- it’s 

a lofty goal, but if you have standards in place and no market for 

the equipment to be sold in, thus no market for the equipment to be 

manufactured in, what’s the point?  I’m kind of a, be here now. I’ve 

got to deal with the equipment that’s before me.  I’ve got a huge 

presidential election just six months away.  The equipment isn’t 

going to change and we need to figure that out.  I’m with you, I think 

we need testing of the 2005 standards before we move on and 

make sure that, you know, our equipment is up to snuff and we’ve 

got all the holes plugged and we’re using it in the best way that we 

can, and open the door to new technology.   

Again, you know, I’m not hearing -- many of the discussions I 

have in any election circle, what I’m hearing from the voters.  And 

the voters aren’t saying to me, oh, man, that machine can be 
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penetrated by somebody with malicious software.  They’re saying 

to me, when can I vote online?  When can I vote across the street 

from where I work?  Why do I have to drive clear home?  So I, you 

know, Secretary Gale has made the comment several times here 

today, about, you know, these standards may be useless 

eventually, if the whole way we vote changes.   

And I’m saying to you, just quickly, that that’s what strikes 

me.  Despite all of these conversations, despite all of our lofty 

goals, and all of our intelligence, we’re basically still voting the 

same way our great, great, great grandfathers did at the little 

church down the street or the little, you know, school down the 

street or whatever.  The equipment looks a little different.  We’re 

still basically relying on paper, by and large, even when we’re using 

technology, we still want the paper to verify it.    

So I, you know, despite all of that, I think we have come a 

long way.  I think more votes are getting counted.  More people are 

being franchised with the vote.  And I hope we don’t lose sight in 

these conversations of where we’ve actually -- the successes we’ve 

actually had.  And again, in that, all or nothing kind of spirit, you 

know, we’re making progress.  We’re having successes and we’re 

not without our faults but I think we’re headed in the right direction.  

And again, I hope I added something to the conversation today. 

Thank you for inviting me. 

DR. KING: 

Thank you, Keith.  Pam. 

MS. SMITH: 
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I know Keith added a lot for me.  I really appreciate his 

straightforwardness.  And we were talking earlier about how a lot of 

us are confused and when I get confused, I basically long for 

simplicity and look for ways to get back to that.  You know, and to 

talk about the cost of the process and how it’s going to break the 

system and then in the same breath or almost the same breath 

we’re talking about multiple layers of innovation.  I think it’s 

contradictory and in a way it can kind of miss the point.  I think 

there are or should be some key goals in the electoral system that 

everyone can vote and that every vote that gets counted as cast.  

And if you have those two fundamental goals in mind, then we can 

direct the discussion of innovation and cost around whether you’re 

innovation accomplishes those in a cost effective manner.  And I 

don’t think we can just assume that any innovation should be 

investigated and pursued and hang the cost.  I think, you know, 

they should go back to the fundamental goals.  You know, if things 

are too expensive to build to test, to buy, or even to understand the 

risks, then we’re meeting this cost hurdle, we’re not going to be 

able to get by.   

What the constituents that I represent want is, to have all 

voters have the ability to cast an effective ballot and by that I mean, 

it’s not only possible to privately mark your selections without being 

hindered by poor ballot design or malfunctioning equipment or 

insufficient accessibility or other factors, but also, that they’re 

assured that the ballot is counted as the voter intended.  And I think 

that from our perspective, a system that will allow a way to check 

the intent of the voters that’s independent of the software used for 
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tallying, is an effective security measure and an effective reliability 

measure.   

So, you know, how do you balance, is in this Question #7, 

which is no longer up on the board.  I don’t know that you have to 

sacrifice one of those factors for another.  I think you have to strike 

a balance where the basics, that you meet a basic criteria for each.  

You meet a basic minimum level of standard compliance for each 

of those categories of security and reliability and accessibility and 

usability and make sure that in doing that, you’re not knocking the 

other one down below some basic minimum standard.   

You know, some of the costs that we’ve had have to do with 

the excessive complexity in voting systems.  You know I had 

somebody say to me recently, they went to look at the section in 

the VVSG about software independence and they sent me an 

email, which was basically the email equivalent of throwing their 

hands up in the air and saying, I just don’t get it, you know, 

software independence, software dependence, why do we need 

software at all?  Why can’t I just mark a paper ballot and you count 

it?  And, you know, frankly that’s the -- those are some of the 

voices we hear along with the person who wants to know why they 

can’t vote on the internet.   

But so, I think that a return to simplicity and the basic 

fundamentals of making sure every vote that is counted is cast and 

that everyone has the opportunity to cast a vote, is what we’re after 

here.  I hope that helps. 

DR. KING: 

  Thank you, Pam.  Alec. 
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DR. YASINSAC: 

I’ve got four quick things and I’ve had plenty of time, so I won’t 

spend much time. You all know that I believe we need to focus on 

process first and then product and we’re just not doing that.   

I also want to correct a couple of things, to make sure that 

the perceptions are straight.  Laboratory testing is all we have.  We 

can’t go into an election and challenge somebody to compromise 

that election, because if they succeed, that puts every election in 

that race in doubt.  We cannot do it on the floor when elections are 

going on.  The laboratory is all we’ve got.  And we need to leverage 

it and use those resources as best we can.   

I also pointed out that, while some think, my colleague who’s 

an Appalachian State Mountaineer, by the way, the reigning football 

power of the United States, said blue team testing hasn’t occurred.  

It has occurred.  The SAYED reports have gone in and listed with 

flaws that they identified, they listed the prerequisites had to be in 

place.  They included the procedures and the knowledge and the 

resources required and the mitigations that election officials could 

take to do that.  In one case, there was a directive issued, that 

allowed elections or that required elections officials to make 

accommodations for those.  And in other case, the vendor, actually 

went back and made changes to the software to mitigate some of 

those responsibilities that they relied on in certification.  So, the 

blue team is occurring and has occurred in, at least, some 

instances, so we can do this and we can make it happen.   

And I’ll just finish up with this notion of a threat.  And I know 

that folks don’t see this, it’s hard to see, but I haven’t done this for 
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25 years.  I’ve been in this elections business now for a little while, 

not as long as a lot, but I’m convinced that it’s, when, not if.  If we 

don’t fix these processes, yeah, okay, it’s okay to say, well, it’s 

never happened, but when it happens, it’s going to be ugly.  And if 

we don’t take it seriously and we don’t step out and do it, it’s, when, 

not if it’s going to happen.  Thank you. 

DR. KING: 

  Okay, Alec, thank you.  Tim. 

MR. RYAN: 

On Friday, I was speaking with one member of the team that 

contributed to this report, that I handed out and he asked me what 

the three things that I would bring up today and when I told him that 

I was coming today, would be.  So here they are.   

 Number one, innovation and a minimalistic approach, is 

something that we think is important.  Every time that the document 

gets -- every step it takes to being more specific, is just another -- 

well I shouldn’t be so broad, but has the tendency to shackle 

innovation, to shackle vendors to a certain way of doing things and 

that might not be salutary in the long run.  Can have unintended 

consequences, can forestall the development of new systems, can 

obscure local priorities.  We tend to think that the localities are the 

places that are most capable of locating their resources in the 

proper manne,r but it might force them to do things in a way that’s 

not most efficient.  And when you look at the history of just the last 

few years of how technology has evolved, it’s clear that we are 

being quickly changing our minds.  The answer that we thought 

was the proper answer just after the 2000 election, no longer is -- 
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seems to be, so apparently, the correct answer.  And if we look 

back in a couple of years, I tend to think that that will be the case 

again.  So that’s one. 

 Number two, this is something that we didn’t focus on today 

but it’s very important.  The usability standards in the VVSG we 

find, and you can read more about this in the report, substantial 

problems in the way they are developed.  The laboratory testing, 

some sort of nitty gritty social scientific things that weren’t done 

properly, in our view and it’s an important thing.  When you look 

back at that, at the problems that have arisen in elections in the last 

couple of years, you see, to our knowledge no definite example of 

subversion through hacking or anything like that, but you can point 

to dozens of examples of votes that were lost because of usability 

issues.  Michael Shamos [ph] I know, has one estimate, that puts 

the number of votes lost, I think in 2006, due to usability this year, 

is about 10 million.  You can think of that what you will. 

 Number three, other topics.  We were disappointed that so 

much time and effort were dedicated to this, that is a monumental 

undertaking and less so to other topics that we think are as, if not 

more important.  Again, this is in the report but just one example 

would be, absentee voting.  This is a way through which you sort of 

skirt around all of this behemoth document and invoke in a way that 

is sort of outside the scope of its focus and other topics such as poll 

worker training and things like that. 

DR. KING: 

Okay, thank you, Tim.  Jim. 

MR. DICKSON: 
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First off, thank you for having me, it’s been a thought provoking 

morning.  I want to begin first, by citing a recent survey that Info 

Centuries released.  And I don’t know if everybody’s seen it, but 

basically, they ask the public, do you feel confident that your vote is 

going to be counted if you vote on a DRE and 70 percent of the 

public said, yes.  They also asked the public, do you feel confident 

that your vote is going to be counted if you vote on paper, and 

guess what, 70 percent of the public said, yes.  So what that says 

to me, is that, you know, in our democracy, getting 70 percent of 

the people to agree on anything is a pretty substantial achievement.  

And so, I think that’s a credit to the women and men who run our 

elections.  

  The VVSG II is way, way, way, too complicated.  As 

currently drafted, it will stifle, maybe eliminate innovation.  I agree 

with what Carolyn said earlier.  It doesn’t make any sense to me 

that we’re developing a set of standards when we haven’t even 

finished the process on the previous set.  We need to see how the 

testing works on the 2005 VVSG and learn from that experience.   

 There were several comments made about, sort of, 

categorizing the certification process and having a minimum, a 

better, and a best standard.  I’m assuming, but I guess I want to 

state clearly that, you know, the law says, that people with 

disabilities get to vote privately and independently and in the same 

time and manner as everybody else.  So, if there’s going to be 

some kind of hierarchy, the accessibility features have to be dealt 

with, in the beginning and not in the end. 
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 Broadly speaking, I think we’ve got, if we move back a little, 

back from the standards, there are two big questions that I think the 

EAC needs to grapple with.  One is, the whole question of this 

market and the money for development, the money for purchase.  

And this document, a lot of people have put a lot of blood, sweat, 

and tears in it and there’s going to be a lot more, but if the funding 

questions aren’t answered, this is just going to sit on a shelf.  And 

so, I would argue that somehow we have to address the funding 

questions first. 

 And then the last point I want to reiterate.  You know, I think 

that we need to be real clear about the length of time that it takes to 

test, to research, to deploy and, you know, that there’s a -- I think, 

on certain elements in our country, there’s an expectation that 

while, you know, by things are going to be in place by November -- 

things are going to be in place by 2010, you know.  I think 2014 or 

2016, based on what I’ve seen happen so far, is much more 

realistic.  And I think that that -- if that expectation isn’t corrected, 

that anything that gets done is just going to go for naught. 

DR. KING: 

Okay, Jim, thank you.  David. 

MR. BEIRNE: 

Well, I just wanted to commend the Elections Assistance 

Commission, Commissioner Davidson and staff for putting on this 

interdisciplinary roundtable.  One of the things that we keep hearing 

about in recent years is the need for an interdisciplinary study of 

election administration.  And I think what we have here is a good 
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microcosm of exactly where we need to go and I think this is a 

definitive step in the right direction for the EAC. 

 What the council, you know, again, representing the National 

Trade Association, I’m most concerned with just protecting the 

playing field itself, as well as, making sure that the barriers that 

currently exist, whether to current players in the marketplace, as 

well as, new entries into the marketplace, have an opportunity to 

bring their product to the market and incur that natural risk 

associated with doing business.  Right now, there are four primary 

service providers, representing 90 percent of the marketplace.  

They employ hundreds of employees and I would say, overall the 

process is working, but we often times lose sight of that, by simply 

saying, well, it needs to be fixed.   

And I think that we would be the first ones to recognize that 

voting technologies constantly evolve and we are at no time going 

to think that we have stopped our progression.  The key concern 

we have within the VVSG is, are we restricting that progression 

through design requirements rather than performance 

requirements?  And Carolyn had a great point, as well, that we 

share, which is, we need to look to improve the 2002 the test 

scripts which are currently being used to certify equipment, as well 

as, look towards the 2005.  Only then will we know what the next 

progression is going to be and how we can best improve the 

certification process, as a whole, as well as, the voting system 

standards themselves.   

Going to the question of, how to prioritize the features, of 

course, one component that was missing is accuracy.  That’s not 
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listed up there.  But accuracy, accessibility, usability, and reliability 

were the key components that were used to develop the initial 

generation, as well as, subsequent generations of DRE’s.  What 

we’re seeing, and again, we must not lose sight of the fact that 

equipment that is currently deployed is certified.  What has 

changed is, our demand or recognition of demand for increased 

security and that’s something that going back to the laboratory 

conditions, when you’re looking at security, yes, laboratory 

conditions are important, but just as you have a control, you need 

to have a control model, as well as, the experimental models.   

And I think going back to what I’m saying, although there 

may have been one red team analysis that did include some aspect 

of election administration procedures, the model that was applied to 

DRE’s, was the same model that was applied to ballot boxes and 

things of that nature.  And when you look at the security threat 

models that have been established or recognized within the 

election administration, those procedures do mitigate the vast 

majority of risk.  And that’s something that we think that needs to be 

looked at and recognized and the election officials need to be much 

more a part of the process to say, yes, you’ve identified these risks, 

can we, one prevent it, and secondly can we detect it.   

I equate elections almost to disaster response or disaster 

management, that once you have mitigating steps and then you’ve 

got your response steps, and then you’ve got your recovery steps.  

And when you’re balancing prevention and detection, because 

ultimately a paper ballot box can be stuffed, we can recognize that 

element.  The question is, can we detect that it was stuffed?  And 
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that’s one of the core, the fundamental issues that we need to look 

at, is that we’re balancing prevention and detection.   

And for us to move forward, I think we shouldn’t lose sight of 

that by just requiring an overly restrictive requirement, such as 

software independence, because it does negate attempts for, if 

someone wants to go out and do an open source development and 

bring a product to bear that has the latest techniques and the 

security requirements built into it, but it may be entirely software 

driven.  And on top of that, software independence is not widely 

understood to have a common definition, even among academics 

there’s a disagreement as to what is software independence and 

whether or not, even as it’s defined within the VVSG, is that 

technically a software independent system.   

Having said that, I think there are number of -- I don’t envy 

the EAC in its position, because ultimately, there are a lot of 

policies that have to be adopted or it requires policy leadership on 

behalf of the Commissioners and the Election Assistance 

Commission.  We certainly look forward to continuing our 

relationship with them and assisting in whatever way we can.  But 

there are fundamental policy questions that need to be answered.  

And as Abraham Lincoln said, you cannot please all of the people, 

all of the time.   

Some of these questions I included in my written remarks, 

but they include, what impact will the requirements within the VVSG 

have on the current marketplace?  I realize cost was a big issue 

that was discussed today.  I probably brought up the vast majority 

of those concerns, but it’s a very real one.  Regulatory agencies 
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have learned lessons the hard way, about allowing market failures 

to exist or not recognizing potential for market failures when they’re 

on the horizon.  Is there a danger of market failure if the current 

certification process continues to exhibit delays and ever increasing 

costs?  As has been posed before, should perfect be the death of 

good?  And this goes back to the security model.  Are we building 

towards an absolute security threshold or a high level of 

competence?  And that’s, I think the big issue that also needs to be 

dealt with and that’s left to the EAC to direct that policy.  Is software 

independence too restrictive for the future of voting system 

technologies?  And is the country best served by having an 

effective federal certification model with more or fewer participants, 

although we talk about the next iteration and when it’s going to be 

deployed, the question is, are there going to be any states 

interested in pursuing or continuing to be part of this voluntary 

framework?   

And lastly, are the needs of the states going to be met with, 

not only the current certification efforts, but also the new draft of the 

Voluntary Voting System Guidelines?  And again, if they choose to 

leave the voluntary framework, all this work that we’re trying to 

pursue, is going to be lost.  When I go back to market efficiencies 

and what is important is that, as someone who is bringing a market 

-- a product to the marketplace, if they look at it and say 45, 40 

states to 45 states require federal certification, and I know that if I 

bring my product to the EAC, I know what my cost is, I can build it 

into my pricing scheme, and I can potentially market that product to 

40 states.  I know that there is some sort of return, potential return 
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on my investment, but if you only have five states that are opting 

into this voluntary framework, it’s going to, I think, decrease how 

robust those companies are and the quality of the products that 

you’re going to see coming down the road.  And so, I think in turn, 

that will affect the level of innovation that we see.  And so the 

constant dynamic, I guess going back to the balancing of security, 

accuracy, reliability, usability, and security, often times, are too 

competing interests.   

And I’ll leave it with this, which is, within the VVSG, there are 

strict procedural controls that are recommended, such as user 

password requirements, based on the operator’s position.  That 

right there reflects that the dual or the dynamic between usability 

and security, in which it reduces the flexibility of the election official 

to respond to situations in a disaster management scenario, to say, 

I need to make sure that this person is now doing this function.  

And I don’t have the ability, in a twelve hour window, to make sure 

that they are going to have their password controls updated or 

whatever procedure might be recommended.  It’s going to increase 

security or procedures are going to potentially reduce the usability 

of the systems. 

DR. KING: 

  Okay, thank you, David.  Doug. 

MR. LEWIS: 

You know this, I think this question gets down to, it’s almost like, if 

you choke a smurf what color does it turn, you know?  We don’t 

know -- we’re not sure that we can say that either of these is 
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independent enough to rank order, that one is more important than 

the other.  Certainly, security is important.   

Let’s go through what we’ve already seen that the EAC’s 

been able to do for us.  The truth of the matter is, is that ballot 

design project that they just came out with is tremendous and will 

have a -- begin to have -- it won’t have an immediate impact, but it 

will have a very long-term impact, on how we design ballots and so, 

voters have an opportunity to make fewer mistakes.  And so, we 

tend to think that maybe we’re not making any progress.  And I 

want to tell you I think from what the EAC has already done with 

that project alone is going to make an immeasurable impact.   

Certainly, this whole discussion that we came up with, over 

whether or not the voting systems are safe and secure or whether 

they’re not safe and secure, truthfully, has opened everybody eyes 

to look at this whole process and it’s been a wonderful sort of 

review for all of us.  Are we where we need to be?  And if we’re not 

where we need to be, how do we get there and how do we do that, 

in a manner that gives both the feeling of security, actual security, 

and does so at a price that society can afford.   

I think we’re not giving credit to the fact that we’ve raised 

these issues now, as a community, as a nation where it does have 

an impact and has had an impact in all of our thinking.  Certainly, 

clearly in standards development and certainly by involving some of 

the nation’s brightest scientists in some of this, we’ve begun to 

discover that there are some things here that we need to pay 

attention to and so, that’s been good.  That’s a progress.  Whether 

we admit that now or not and if we’re measuring only that, well, we 
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don’t have it all place, then I think that’s the wrong milestone or the 

mile marker to look at this.   

What -- the vendors don’t care.  I mean they do care and 

they don’t care, but you tell them what the set of the rules are that 

they can manufacture systems, that will count votes and they’re 

going to manufacture whatever you will allow them to be sold in the 

marketplace.  So, you know, it can be, if we want to go back to an 

abacus, they’d manufacture abacus, maybe something had more 

features, you know. But that’s what they’d do, because that’s where 

their money comes from.  And so they’re going -- we set the 

environment and whether that is the EAC or the United States 

Congress or State Legislature.  We set the environment, they’re 

going to manufacture to that environment.  And so, they’re going to 

make money one way or the other in terms of this.  They have to -- 

all they have to know is, what is politically acceptable and then 

move on. 

From an election official standpoint, there isn’t an election 

official in America that says, oh, please give me a system that does 

not count accurately.  Gee, that’s the one I want to buy, you know.  

We want systems that are fair, that are honest, that are 

straightforward, that are secure, and that we can explain to part-

time octogenarians how to operate and so that voters have the best 

experience possible.  That’s where we need to be.  We certainly got 

to get there.  But when we look at that, we also have to look at, it is 

not just today’s environment that we have to look at.  I think Keith 

raised some very valid points, in terms of, we  have to look at 

tomorrow and we’ve got to look at a better way to manage this 
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process.  If we keep shutting down technology, it means that we 

can’t really redesign the process much.  And we know that the way 

we’re doing it is probably the worst way of all to do it, is to be 

operating on the model that we created in 1890, you know, to be 

able to vote, precinct voting.   

And so, here we are, we’ve made tremendous improvements 

in society worldwide, and yet we can’t seem to get away from our 

comfort zone of older ideas and older processes.  And the voter 

and democracy itself probably deserve long-term, us to look at this 

and figure how do we better serve the voter and maybe it’s not the 

way we’re doing it now. 

In terms of threat analysis, I think the beauty of this is, is if 

the EAC, truly, is now taking that next step and NIST is taking that 

next step, of doing threat analysis that is also on paper based 

systems, not just electronic based systems, then I think we begin to 

see real world comparisons, then, about what are our advantages 

and disadvantages of each.  We’ve never been wedded one way or 

another to any particular mode of voting.  All we want is, is we want 

it to be reasonably secure, so that voters can expect that the 

election is an accurate reflection on the public voter.  That’s what 

we’re after.  That’s what, as a society, what we have to be after.  

That’s what I’m hoping that the EAC allows us to move to, where 

ideas like Juan’s and others that come through, where we can 

maybe do some innovation and maybe redesign even the process 

itself.   

I am always worried about the insistence on one answer fits 

all and this particularly for elected political officials to look for simple 
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solutions.  Simple solutions, more often than not, are need 

plausible and wrong.  You know and this is a complex process.  My 

God, the EAC has certainly discovered how complex the process 

is.  The development of standards, with as many stakeholders who 

are involved in this process, some of whom who understand and 

some of whom don’t, begins to be a nightmare.  And so, that’s the 

place we are now.   

Let me wrap this up then.  It seems to me test sweeps are 

important and if NIST and the EAC can get test sweeps moving at a 

fairly rapid pace for the 2002 and 2005 standards, I’m going to 

guarantee that elections officials will welcome this.  You know, 

particularly if you can show us test sweeps that we can use, in 

doing acceptance testing, that gets us independent of voters, 

contractors, I mean, not voters but vendors, contractors, and 

others, you know, where we can actually apply something that 

somebody says, this works and this will indeed tell you whether or 

not your equipment is counting accurately and will continue to do 

so.  That’s where we want to be.  And so, let’s measure our 

success, not so much by, whether or not the next iteration gets out 

tomorrow or two years from tomorrow, but whether or not we’re 

actually making progress toward better election systems in 

America.   

My final comment is, but we’re going to have to, we’re really 

going to have to back up at some point. It is not enough to say 

yeah, it’s going to be more expensive and you all are just going to 

have to live with that, because at some point, the expense indicates 

the answer and the answer then becomes that we all begin to vote 
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one way and because that answer is far cheaper than any of the 

others and so those are the things that I think we need to be 

concentrating on. 

DR. KING: 

  Okay, thank you, Doug.  Juan. 

MR. LEWIS: 

I’m sorry. 

DR. GILBERT: 

I’m going to begin with a statement that I made at a previous 

roundtable.  This is not rocket science.  It’s harder.  And the reason 

I say that is, because, at least, in rocket science you deal with 

phenomenon, materials, and small set of people.  We’re dealing 

with all of those things and a large set of people and policy.  And 

when you look at that equation, it complicates everything and I think 

that we don’t really give enough credit to the difficulty of this issue.  

So I’ll begin with that.  This is very, very hard. 

 Getting to that question about security, accessibility, 

usability, reliability, I’ll make a comment about usability.  We can 

build the most secure system in the world, but no one could use it.  

By definition it’s very secure, but at the same time it’s useless.  The 

point that I would make is, that usability is extremely important.  I’m 

not saying security is not, but if it’s not usable, it’s useless.   

How do we get around these things?  I think collaborative 

research is the key.  Right now we’ve seen a lot of attempts and 

problems that have been pointed out by segments of different 

communities.  And I also say, security communities being extremely 

active in this area.  And the security community often does not talk 
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to the human computer and action community or the political 

science community and vice versa.  So, you have these silos of 

operation and as such we get silo problems and silo solutions and 

nothing really works.  Again, going back to rocket science, imagine 

if we built a spaceship that way.  Your engineer’s really didn’t talk to 

the physicists and things like that.  I don’t know anybody who would 

get on a rocket ship then, but that’s exactly how we operate in 

these silos and why should we expect anything good to come out of 

that? 

With respect to the VVSG, I -- one my highpoints of the 

VVSG that I really like, is software independence.  I think in the 

spirit of how it’s written, that can solve a lot of security issues, but 

there’s something else about software independence.  It’s being 

interpreted or I should say, misinterpreted, as meaning software 

exclusive.  It does not read that way.  I’ve been challenging people 

to take the text and then translate to equate it to software exclusive.  

See, it was written with the intent to mean software exclusive 

without saying software exclusive, but now we’re seeing solutions 

that come up that adhere to the way it’s described.  And now the 

question is being asked, well, that’s not what we really meant but 

that’s what you’ve written and everyone understands that concept 

of what the intent of software independence means.   

With that spirit, I think it’s important that innovation is my key 

point.  And Merle, you said, what would we like our final comments, 

what we leave people with?  Innovation is my key point.  We got 

into this place that we are in because of what I have described as a 

knee jerk reaction to a set of circumstances in 2000.  And it was an 
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opportunity, a window of opportunity to make money and to provide 

what appeared to be a quick solution to a problem, with no regard 

for the difficulty of the situation.  Now we, in some sense, can see 

the difficulty of this discipline and the situation and as in every other 

venture we’ve had, you approach those things informed.  And how 

do we become informed, through research and innovation. 

I think the VVSG, I agree with Doug, in the sense that I don’t 

think it’s a big rush to push it out.  I understand, you know, the EAC 

may be under a little pressure to do so, but I think innovation should 

not be in any way stifled.  I think we have to take the cap off for 

innovation.  And when that occurs, I think we need to start talking, 

because we do have innovations out there.  I think it’s important 

that we need to have conversations about, how do you evaluate 

innovations?  What are we going to do?  Who’s going to evaluate 

them?  I think it needs to be considered that those individuals 

evaluating innovation are not so much, self serving individuals.  But 

I think we need to set in play or in motion, how to evaluate 

innovation.  We see innovation occurring, how do we evaluate it? 

So, I will leave you with my perspective of important items.  I 

think innovation cannot be stopped.  I think usability and security 

need to find a way to become a union that can’t be exclusive of 

each other.  And I think that involves breaking down those silos and 

having people work together from the election administration, and 

from the academy, and from security, from crypto, from usability.  

And by doing so, that’s the only way we’re going to solve this 

problem.  This, as Merle King puts it, this is election science.  

That’s not a discipline defined yet.  And we’re defining it and we 
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don’t’ even know that we are defining it and it’s highly 

interdisciplinary.  And so, no one discipline will solve this problem.  

And I hand it back. 

DR. KING: 

  Okay, thank you, Juan.  John. 

MR. GALE: 

Thank you, Merle.  Well, if you read my remarks, my prepared 

remarks, you’ll find that I’m pretty critical of the entire TGDC 

process.  I’m not critical of NIST for their performance.  It’s an 

outstanding institution, highly trusted, a tradition of excellence, a 

federal agency that was at least available to Congress to dump this 

project on, in the Help America Vote Act.  And they rose to the 

occasion.  They have outstanding people, well trained scientists, 

but it is an academic environment.  And their scientists and 

engineers approached this as an academic project.  And why?  

Well that was Congress’s directive.  I think Congress thought they 

were typical with legislation in building a race horse and they built a 

camel and we had to live with it.  It was not any way I would attempt 

to set up a border commission but it’s what Congress did and it was 

a result of a lot of political compromises, but I will tell you that it was 

extremely, extremely frustrating for those of us who are election 

administrators involved in that process.   

And our, I guess the bottom hope was amongst us who are 

in elections, was that this was simply the beginning and not the 

end.  NIST and TGDC were directed to accomplish some virtually 

impossible things in a very, very short time, pressure deadline and 

the 2005 standards were accomplished and the 2007 
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recommendations were accomplished, but accomplished with 

almost an impossible time pressure set of deadlines.  Did all of us 

on the committee understand the full package of the 

recommendations?  Absolutely not.  Did we understand those on 

our little subcommittees?  Maybe to some degree, but the whole 

process had to be driven by the scientists and the engineers and 

the experts at NIST and so it was a NIST, in the end product and 

not really one that was a balanced product, as we have a balanced 

discussion here today.  There wasn’t that kind of an opportunity to 

develop policy alternatives and have these kinds of discussions.   

And so, I don’t think of this as something that was incredibly 

thoughtful and reflected upon and given the opportunity to balance 

policy and cost and assessments.  It didn’t happen.  This is a set of 

standards guided by the fear of DRE’s and what DRE’s and source 

codes and encryption might do to America because of the 

possibility of a malicious intrusion.  And so, this set of standards 

dealt with all of those inputs from all of those groups that had 

questions and fears and concerns and so it’s done that job.   

It was a very thoughtful, a very considered package by the 

scientists and the computer engineers to answer all of those 

questions.  So, it’s not futuristic.  It’s really regressive, in the sense 

that it looks back at what happened because of HAVA and the lack 

of standards and the lack of certification sweeps for the DRE’s 

when all the money was being spent, okay.  So Congress made a 

very big mistake there.   

But I think as an election administrator and what’s going to 

happen with every other election administrator is, we’re moving 
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ahead with America to satisfy their need for simplicity and user 

friendly elections.  And that means, if they’re getting tired of 

standing in lines, then we find new ways to split precincts or we 

eliminate precincts and go to voting centers.  Or if that doesn’t 

work, then we go to all mail-in ballots.  We’ve done that in 

Nebraska with many small counties.  We’ve gone to all mail-in 

precincts, in counties where we’ve been requested to do that and 

the law allows me to do that.  It we’ll grow.  It will grow to counties.  

It may grow to statewide like Oregon where you have 85 percent 

turnout, because of all mail-in ballots.   

We, as election administrators, really have the reigns to the 

horses to a large degree in trying to satisfy the spirit of America in 

having simple, cost effective, and user friendly elections.  And 

whether that means we do more absentee ballots because our 

goals are voter turnout.  We want high voter turnout.  We want high 

voter registration.  We want youth participation.  And we’re going to 

be involved in all those issues, no matter what happens on the level 

of standards.  The standards are up here, kind of an ivory tower 

and down here on the grassroots are the people who want to have 

democracy work.   

So, this is just a small part of the pie what we’re dealing with.  

The equipment that will come out of these standards is a small part 

of how elections will be run in the future.  We will move to a lot of 

other forums that will eliminate the cost and eliminate the 

complexity, as long as we’re certain that America still wants to have 

grassroots level elections. 
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Now I know there’s been a bill introduced in Congress, 

where they want to federalize the UOCAVA election process, 

federal registration, internet voting, all federally governed and 

directed.  I fear that.  I fear a federalization of these standards and 

that they’re mandated.  I fear a federalization that’s unfunded, that 

we have to be compelled to meet these standards for our elections.   

I think HAVA did accomplish a wonderful balance between 

federal and state and leaves a level of state discretion and state 

direction and state guidance that I hope we can preserve.  And 

that’s going to happen, because we’re going to find innovative ways 

to accommodate the American public that don’t involve a whole lot 

of talks and complexity.  At the same time, there are going to be 

jurisdictions that are going to want this kind of equipment and more 

power to them if they do and they will have to solve the problems 

of, where does the money come from and how do they accomplish 

the training of the people that need to run that kind of equipment.   

But I guess bottom line is that, I think what NIST produced 

was a tremendous package that brought a lot of understanding and 

resolution to issues that had existed before and where we go in the 

future is going to be a variety of things, maybe including innovative 

practices based on what we’ve learned.  Thank you. 

DR. KING: 

All right, John thank you.  Mark. 

MR. SKALL: 

Thank you.  You know after having been to about five or six of 

these and participated in, I think it’s six roundtables, and I got the 
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invitation for the event today, I just assumed it was a graduation 

ceremony and that there would be hors d’oeuvres and champagne.  

MR. LEWIS: 

Expectations. 

MR. SKALL: 

It was, you know, not quite a graduation ceremony, but very useful.  

If I couldn’t have champagne, I think an interesting debate is at 

least a second choice.  So, I do want to thank all of the participants, 

Merle, Brian, Matt.  I think this was very, very useful.   

 I had a bunch of things I wanted to say, but Secretary Gale, I 

think, preempted some of those, so let me respond a little bit to 

what he said.  So, I have to disagree with my friend, Secretary Gale 

on the NIST involvement.  I think like any committee, it was a 

complex process.  And in all committee deliberations, there are 

going to be compromises.  There are going to be some people who 

have more sway than others.  This is part of the process.  I don’t 

think it was NIST driven.  We were specifically given technical tasks 

and we were very careful to do the technical research and then give 

that research back to subgroups and then the subgroups gave it 

back to the plenary to make policy decisions, based on the 

technical research.   

So, I guess, in summary, I think it was fair process.  And I 

think that one needs to do technical research.  That doesn’t mean 

that one needs to make every decision based on the research.  

There are policy decisions.  There are unknown considerations in 

the election community, but you have to have the technical 
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research as being an input and let someone else to do the policy 

decisions. 

So, let me get to what I was going to say.  Voting is at the 

center of democracy.  I agree, it is harder than rocket science.  

That’s one of the things we learned is, this is really hard stuff.  And 

there’s a lot of other areas where hard tasks are tackled in the IT 

world.  There are mission critical systems.  There are systems that, 

essentially, fly your plane for you, ones that are involved with 

nuclear reactors.  Those other mission critical systems and I do 

consider voting mission critical, in the sense of the loss of life 

potential, but in the sense of loss of democracy.  Those are 

systems, typically have much larger budgets allowing for many, 

many more different ways to address those problems, redundant 

systems, some do formal methods which are -- allow a more 

specific set of requirements and ways to test those requirements a 

little bit differently.   

But, you know, it is what it is.  We’re in an environment 

where we are severely cost restrictive and we have to understand 

that and we have to work with those limited costs.  So what can we 

do?  First of all, we need a good precise standard.  The question 

about reliability versus security, usability, accessibility all of those 

are very important.  We need a secure system.  You certainly need 

one that’s accessible, usable, but let me say if it don’t work right, 

none of those matter.  So, you know, if I’m conducting a 

presidential election and the results say that Kevin or his twin 

brother Keith Cunningham are the new President of the United 

States rather than Merle King, who is the one who should have 
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been the president, it doesn’t mean anything.  So, it must be 

reliable in the sense that you know it works correctly.  It’s not nearly 

as important to make a system, for instance, secure, if what we’re 

securing is something that doesn’t work, so reliability is the key. 

And that’s the things we have to build into the standard.  

How do we do it?  We do it by developing precise, specific, testable 

requirements.  Those have to be done.  You need comprehensive 

tests.  We’re developing a comprehensive test sweep.  Let me just 

say again, I don’t -- I wouldn’t advocate delaying the standard once 

we have all the information that we need to make decisions.  We 

should do a risk assessment, but let’s not set our goals too high, it’s 

very subjective and essentially at the end of the way we need to 

move forward. 

Let me just hit one other point, because I know we’re behind.  

Innovation, I think innovation is extremely important.  We have this 

innovation class, which I think is a good way forward.  Typically 

innovation goes on.  We need to incorporate new innovative ideas 

into a standard and there are only two ways to do that.  You can 

create a new standard every three years.  No one wants to do that 

because we have a moving target.  Or you can build it into an 

existing standard and that’s what we did with the innovation class.   

And let me just say that innovation is very important but it can’t be 

done at the expense of testable and correct standards.  When I 

hear this comment about let’s not be specific.  Let’s make things 

more generalized in order to promote innovation that detracts from 

a specific testable standard.   
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I’ve heard a lot about design versus performance versus 

functional requirements.  It’s all well and good to say, we should do 

performance and functional requirements and that was our goal.  

Often times, in order to get things specific and testable and you 

have to drill down however, so a good functional requirement is 

things should be readable.  Voting systems should be readable and 

usable.  When you do that from the drill down to other function 

requirements, often times you can’t get to a lower level without 

putting in some design requirements.  I’m not sure how to enhance 

readability, unless I say something about the font size, something 

about placement of icons.  So certain times you need to put design 

requirements in.  Does that restrict innovation?  Perhaps, but you 

have to first make sure you have a precise testable standard or we 

have nothing.  Thanks. 

DR. KING: 

  Okay, thank you, Mark.  Brian. 

MR. HANCOCK: 

Thank you, Merle.  And once again, I would just like thank all of you 

for joining us today.  As Merle noted earlier, it’s sort of a different 

set of individuals here and I think we got some very good and 

different input into some of the questions that were presented 

today.   

The tough work for the EAC, as most of you noted, begins 

now.  It’s going to take a lot of work to synthesize both the public 

comments and the comments that we got at the roundtables in 

some coherent way, so we can put forward a plan that our 

commissioners can vote on.  That will be our task over the next 
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several months and it’s likely we’ll tap some or all of you as we go 

through that and have some additional questions, so hopefully we 

didn’t scare you away and you may still be available for some future 

questions. 

 And finally, I would just like to again, formally thank Mr. King.  

He has generously given his time to us over, I guess, the past five 

or six months, as we were going through these roundtables and 

he’s done an excellent job moderating and we won’t hold it against 

you that we’re late today.  I just want to say that.  The check will still 

be in the mail, as well.  Thank you. 

DR. KING: 

Thank you.  Well thank you, Brian, and Matt, thank you for your 

work.  And at each one of these, I’ve taken the opportunity to 

summarize the things that I heard here today and that’s important 

for me because it lets me communicate back to you the value of 

what you gave here today.  And normally people’s reaction is, they 

don’t realize how much ground we’ve covered until we come back 

and summarize.  So, if you’ll give me just a moment to go through 

and list the things that I heard discussed here today.   

 Should the VVSG be all inclusive, that is, an absolute 

conformance standard and perhaps the standard can be stratified 

in some way to talk about minimal configurations.  The organization 

of the document could improve both readability and perhaps the 

cost of testing by grouping accessibility specs into its own unit 

within the document.  That we may best be able to fix the problems 

by fixing the processes that drive the design and the development 
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of the system.  That simplicity is an undervalued attribute in voting 

systems and in documents, in general.   

Component based testing may be an alternative to both, the 

all or none, as well as the stratified testing.  Separate the document 

into minimum conformance and best practices section.  Allow 

states the option of opting out of specific components of the VVSG, 

without opting out of the federal certification entirety.  The benefits 

of component testing cannot compromise the integrity of the system 

and therefore we should ensure that modification of the 

components does not undo a system.  That we should incentivize 

the quality of development, that is high quality systems will cost 

less to test and take less time to test.  The time horizon for 

changing systems need to receive attention and public discourse.  

Outsourcing of component testing to state labs may be a way to 

shorten the time as well as lower the cost.  That there should not be 

perhaps a single pipeline for the testing.   

That we should require or -- I’m sorry, requiring vendors to 

require the TDP, the Technical Data Package, does it produce 

savings or does it add cost to the process and that’s a part of  

better understanding of the existing pipeline that we have.  That the 

coding standards should be revisited in the new VVSG.  And that 

high assurance software, although not perfect, is still an attainable 

goal and should be a part of what we strive for.  There should, 

perhaps be a reporting system that focus on failures and this is 

nationwide voting and that that system be used to improve the 

standard over a period of time.   
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Behavioral standards are needed in the VVSG.  For 

example, how long it takes someone to vote using the system.  The 

standards should be in place, prior to anymore federal funds being 

allocated by Congress.  There may be too much emphasis on 

innovation and especially innovation as a result of technology.  That 

some of the best practices are still highly stable.  Funding needs to 

follow innovation and that if all we fund is research that investigates 

how to break systems or to fix broken systems but not to build good 

systems, we may not be investing our research dollars as best we 

can.  That risk assessment should address paper based systems, 

as well as, DRE’s. 

The all or nothing policy, in terms of the standard, perhaps 

has overloaded the scope of the standard.  That practicality is 

lacking and we need to be addressing test methods for the 2002 

and 2005 standards before moving onto the next version of the 

VVSG.  Funding to implement the systems to be built to the new 

standard must be evaluated concurrently with the development of 

the standard.  Innovation should be directed towards the cost 

effective ways in which every vote is accurately counted.  We need 

to strike a balance that seeks to establish and meet a minimum for 

each attribute of a voting system, rather than presuming that some 

have diminished value over others.   

That laboratory testing is an important tool for verifying the 

correctness of systems.  That efforts to increase specificity can, in 

themselves, improve innovation. That usability standards need to 

be revisited in the draft of the VVSG.  There are perhaps some 

problems there.  That the VVSG is very complicated and that may, 
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in part, inhibit innovation in the future.  That accessibility issues 

should receive more attention in the VVSG, perhaps a more 

realistic timetable might be 2014, 2016 for this particular version.  

That policy issues dealing with the impact of the implementation 

should be considered and discussed concurrently with the 

standard.  That attributes of voting systems may not be sufficiently 

independent to evaluate them independently.   

Test sweeps to support the standards are critical to the 

election official’s support of the standard.  That usability is a critical 

quality that is derived through collaborative research as opposed to 

the silo approach.  Software independence is a desired goal, 

especially if it’s interpreted to mean software inclusive, as opposed 

to software exclusive.  Innovation must be supported by the VVSG.  

The nature of the TGDC minimized the collective and reflective 

contributions of the TGDC as a group and much of the draft reflects 

the concerns of scientists and computer engineers.  That 

equipment derived from the standard is only a part of the mix that 

election officials are concerned about into the future.  And that the 

reliability, the property of a system functioning properly is an 

important key attribute of any voting system. 

So, those are the things that I’ve heard here today.  And I 

think it helps all of us see how much ground was covered in three 

hours this morning and one hour this afternoon.  Again, I thank 

everybody for their participation.  I wish you a safe trip home and 

with that I adjourn this meeting.  Thank you. 

*** 

[Whereupon, the roundtable discussion adjourned at 2:15 p.m.]   
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