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Sequoia Voting Systems has been providing election equipment, supplies and services for more
than 100 years. In our history, we have provided election officials with lever machines, punch
card voting systems, optical scan voting equipment and for the last 25 years, we have helped
election officials conduct extremely successful elections with two different types of direct
recording electronic voting systems.

There are currently more than 50,000 Sequoia DRE units installed across the country which will
be used to securely and accurately record more than 105 million individual votes for candidates
and issues this November.

The voters that use these systems can be confident that the votes they record will be cast on the
most accurate, reliable, user-friendly, accessible and secure voting technology that has been
deployed in this country’s history.

With more than 500 pages of federal voting systems standards, reviews by two federally
approved independent testing authorities, additional state testing, the escrow of software source
code, the pre-election testing of each DRE machine and the increased levels of security that DRE
systems provide over and above paper-based systems, voters can take great confidence that the
November 2004 election will be the most complete and accurate recording of voter intent this
country has ever seen.

Mechanical voting methods have been used to record votes for more than 100 years. Computers
have been used for the last 35 years. Direct recording electronic voting systems have been
available for 25 years and have been widely used for the last 15 years.

As we learned in 2000, the complexity of older voter interfaces have unfortunately caused a large
number of voters to make errors and have placed election officials in the precarious position of
discerning voter intent on ambiguously marked ballots. Not only were older systems more
susceptible to error and abuse, but they also prevented a large number of voters from casting
ballots that were physically accessible to people with disabilities. Voting in a language other
than English was often cumbersome or impossible.

There is little doubt that the current generation of DRE systems provides considerable
improvements to the voting process, however, what has been left out of the recent public debate



is that not only has DRE voting technology been used reliably for more than two decades, but the
systems also provide considerable improvements to ballot security and auditability.

For example, the Sequoia touch screen voting system provides five different methods of
conducting a recount of ballots and, when configured with our VeriVote printer, can provide two
additional methods of reconstructing an election.

By contrast, a punch card system or a central count optical scan voting system has only two
methods of permitting a recount. If paper ballots are lost, damaged or destroyed — there is no
way to reconstruct those records or conduct a recount at all. That is not the case with electronic
machines that immediately create redundant records of all votes cast.

Successful election administration relies on several inter-related pieces that that involve
technology, people and procedures. To gain an accurate picture of the state of election
administration and voting in this country, it is important to look at these issues individually, but
more important to look at them as a collective whole.

Much of the recent public debate about electronic voting systems has focused on individual
aspects of voting technology — specifically the security and reliability of the software code that
resides in the systems. However, individual technological components are only one piece of the
election puzzle. Of equal or greater importance to the election improvements contemplated by
the Help America Vote Act will be the people and the procedures that help us maximize the
benefits and minimize the risks of election modernization.

Attached to this document, we have included a high-level security summary of the technological
and procedural safeguards utilized in our AVC Edge and AVC Advantage electronic voting
systems.

To help understand the technological and the procedural safeguards in place, it is important to
understand the lifecycle of a DRE election and compare it to a similar review of paper-based

elections.

The following steps help explain the manner in which one California county implements their
touch screen voting system:

Federal Qualification and State Certification

Before a system is purchased, virtually all jurisdictions in the country require the system to
meet or exceed federal voting systems standards.

The 2002 voting systems standards contain approximately 500 pages of detailed security
and performance requirements that must be met before a system is deemed federally
qualified.

For a system to achieve federal qualification status, the hardware must be extensively
tested and approved by federally sanctioned hardware testing laboratory. The firmware
code used in the voting system is subjected to a line-by-line review by the laboratory and
the system must pass a number of extensive performance and environmental tests.



The software is submitted to a separate laboratory which must also be federally-sanctioned
to conduct a line-by-line code review and a series of detailed performance tests to ensure
compliance with the federal voting systems standards.

Once the two testing laboratories approve the hardware and software, the system is then
reviewed by a technical advisory board of the National Association of State Election
Directors.

At the state level, additional tests and a review of source code and functional requirements
specific to the state are often conducted as a condition of state certification.

When a system is upgraded or changed, it must be re-submitted for another round of
federal testing. Federal testing can take anywhere from two to six months or more

depending on the components tested.

Acceptance Testing

Once a system is federally qualified, state certified, purchased by a local jurisdiction, and
delivered to election officials, considerable local testing is done to ensure the system
delivered meets the proper specifications.

Logic and Accuracy Testing

To guarantee that the voting system counts votes exactly as they are cast by voters, the
local officials will conduct a “logic and accuracy test” on every voting machine before each
election. These tests include the casting of a specific known quantity of votes and
comparing the number of votes recorded to the number of votes entered into the machine.
These tests require and demonstrate 100% accuracy of the vote counting process.

After the election, the same tests are often conducted to demonstrate that the vote counting
software has not been altered in any way.

Escrow of Source Code

To protect against any possibility that malicious software code is included in the voting
system, an exact copy of the software used to conduct the election is stored in escrow with
many Secretaries of State.

System Design and Election Procedures

In a moderate to large county, the Sequoia AVC Edge voting system may include five
voting machines per precinct and in approximately one thousand polling places. Each
machine is a stand-alone device. It is never connected to the Internet or to any other
network that would provide the public with access to the Edge’s operating system or
software.



To prevent any attempt to access the software, each of the machines is delivered to polling
places with a uniquely numbered tamper-evident seal that secures the vote cartridge from
public access until after the polls are closed.

A similar seal is also used to protect the switch that allows polls to be opened and closed.

For someone to alter the code of a voting machine, they would have to break the numbered
seal, reverse-engineer the proprietary voting software, create new software that would
produce their desired result for each of the hundreds of different ballot styles in the county
and insert it back into each of the 5,000 voting machines in front of approximately 4,000
poll workers. They would also need to make sure that the eventual number of votes
recorded matched the number of signatures collected on each precinct’s poll roster
throughout the county.

Once this feat was accomplished, the hacker(s) would then have to make sure they were
able to replicate the identical seals with the identical serial numbers for each machine --

again without detection by a single poll worker.

Redundant Memory

Throughout the voting process, each ballot is recorded in multiple locations within the
Edge. The memory inside the machine also performs an automated review to ensure that
the accumulated data on each form of memory is identical after each vote is recorded.

The results cartridge is removed by poll workers at the close of the polls and is sent to the
county for tabulation. That cartridge is capable of producing both the summary of the
votes as well as a copy of each individual ballot. If for any reason, the results cartridge is
lost or destroyed, a new cartridge can be created from the alternative memory source that
remains in the Edge.

Sequoia’s Proprietary Operating System

While Election Day procedures and logistics make it impossible to access the source code
on voting machines, Sequoia has taken the additional precaution of utilizing a proprietary
operating system inside our touch screen voting machines.

Off-the-shelf operating systems dominate the marketplace and are often the preferred
vehicle for the vast majority of all viruses, Trojan Horses, and other malicious code. By
using a proprietary operating system, Sequoia offers an extra layer of security that other
systems do not.

Paper Audit Trail of Individual Ballots

The Edge has the ability to print vote totals from each machine as well as a replica of every
ballot cast on each machine or in each precinct. These ballot images are stored randomly
within the touch screen unit to ensure the secrecy of each voter’s ballot.



Complete ballot images can be printed at the polling place when the polls close or via high
speed printers at the central counting facility. The printed ballots can be generated either
from the touch screen units, from the vote cartridges themselves or from the central vote
counting system.

Ballot Images as Verification of Central Counting System

Because the equipment used by voters is not susceptible to manipulation by outside
sources, it is important to ask if the central vote tallying software can be altered by inside
sources.

As mentioned earlier, the vote counting software is stored in escrow prior to the election so
it may be accessed in the event of any charges of malfeasance or manipulation of vote
totals.

As an additional check on the system to ensure accuracy, the individual touch screen units
and the removable memory cartridges both serve as accurate original source data in case
ballots need to be recounted electronically or if paper ballots need to be created for a
manual hand count of the vote.

These images are also used to comply with the State of California’s requirement to conduct
a 1% manual recount of votes cast after every election to further validate the accuracy of

the vote counting software.

Importance of Perception

At Sequoia, we are certain that our voting systems meet the highest security standards in
both technology design and in Election Day procedures. The comprehensive review
conducted by the federal and state government in coordination with independent testing
experts should provide voters with the confidence they need and deserve.

However, perception is critical in the conduct of elections. We encourage the Election
Assistance Commission to be aggressive in supporting the conclusion reached by federal
and state authorities. The Sequoia AVC Edge voting system is secure, it is more accurate
than other voting technologies and it provides unprecedented benefits to disabled voters
and voters who require assistance in alternative languages.

However, if states of local officials decide they would ultimately prefer an additional
feature that will produce a voter verifiable printout of the ballot cast, Sequoia is currently in
the process of requesting federal qualification of our VeriVote printer as an upgrade to the
Edge touch screens. That upgrade is an additional device that can plug-into the system and
print the ballot for each voter to review.

In addition to the procedural steps above, a number of additional hardware, software and
physical security protections are in place in every jurisdiction served by Sequoia.



As the commissioners know, there is a community of activists, election officials and interested
observers watching this ongoing public debate very closely.

While it appears at times that some of the calls for increased security, accessibility and ease of
use are mutually exclusive, that is not the case.

Sequoia has developed two extremely secure, accessible and user-friendly electronic voting
systems that have been deployed with great success for countless elections in the last two
decades.

As new auditing features such as the contemporaneous paper record are requested or required,
we will be able to meet that demand with an upgrade that is as easy for poll workers and election
officials as possible while ensuring the greatest degree of accessibility for voters who need it.

In short, we at Sequoia believe that voter verifiable paper records are not a mandatory
component of secure and accurate elections, however we understand the fears many people have
about technology. In the very near future, Sequoia Voting Systems will offer upgrade features to
new and existing DRE systems that provide the voter verifiable audit features that will address
concerns of skeptics while also retaining the ease of use and accuracy of the original system
design.

Throughout the history of election administration and reform, change has always caused concern,
and concern and experience have always led to continuous improvements. The issues facing this
panel are no different.

As the Election Assistance Commission considers the state of election reform nationally and
looks at the best ways to improve the conduct of elections, please remember that for any
improvement to work well, it must be easy for voters and election officials and should be
implemented incrementally first. We must give human factor issues the priority they deserve.

In the end, when millions of voters and more than one million precinct officials take to the polls,
it is the human interaction with the technology that will make our elections succeed or fail.

Attachments:

Sequoia AVC Edge Security Overview

Sequoia AVC Advantage Security Overview

Methods of Recounting Electronic Ballots

Sample Ballot Image Printout

Undervote Warning Messages

Sequoia Press Release Announcing Voter Verifiable Paper Records
Security Analysis Conducted by State of Nevada Gaming Control Board
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INTRODUCTION

Security is a blanket term which involves a variety of elements designed to mitigate potential
risks and threats. In general, secure systems will control, through use of specific features, access
to information such that only properly authorized individuals, or processes operating on their
behalf, will have access to read, write, create, or delete information.

The design of a secure environment involves the use of three types of controls:

Preventative Controls:
The purpose of this type of control is to prevent the occurrence of one or more specific
risks or threats. These controls can be use as a means of restricting or limiting access to
data, functionality, or components. They may also be used to directly interdict potential
threats or outside attack.

Detective Controls:
All risks, threats, or attacks cannot be prevented — e.g., a system which permits outside
dial-up access can use preventative control to stop unauthorized access, but it cannot
prevent recurring attempts. In these cases, it is important to at least detect or record that
such an event occurred. Detective controls are intended to identify real, potential, or
attempted breaches in security. They are also often used to record an audit trail of
activity which can be subsequently examined to identify potential problems or risks.

Corrective Controls:
Even with preventative and detective controls in place, it is possible that damage or loss
could occur (e.g., an authorized person uses such authorization to damage the system).
Corrective controls are procedures or mechanisms which enable recovery from the loss or
damage.

The security of any system, organization, or environment is not the result of merely one or two
system components. It is the result of a variety of features, controls, architectural decisions, and
procedures combining and building upon each other to produce a security infrastructure.

Security is fundamental to the election process. Security implies that the system must be
reliable, it must accurately record votes and it must maintain the integrity of those votes.
Security is achieved through features and controls which are inherent in the system design and
through administrative controls. The acceptable level of security cannot be achieved with just
one. Both types of controls must be present. This document is an overview of the security
features and controls in the design of the AVC Edge® Direct-Record Electronic voting machines.
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SYSTEM OVERVIEW

The AVC Edge® Voting System consists of two major components, the AVC Edge® Electronic
Voting Machine and the Election Database System (WinEDS) Central System.

The AVC Edge® incorporates a color LCD with an integral touchscreen, a control panel for use
by election poll workers, appropriate electronic circuitry and processing devices for performing
specified system functions, internal memory for storing ballot data and voting records, a
removable Results Cartridge with non-volatile memory, protective and public counters, and
integrated voter privacy panels.

The Results Cartridge is designed so that it can be inserted into the voting machine, record
voting results, be removed from the machine at the closing of the polls and be read by the
WinEDS Central System. The Results Cartridge stores:

¢ an electronic representation of the ballot,

¢ ballot logic to enable the voter to make those selections to which he or she is lawfully

entitled,

o the aggregated vote totals,

e arandomized record of all individual ballots cast, and

¢ a chronological log of significant machine operations, including error conditions.

The WinEDS Central System ("WinEDS") is a computer software system which contains
application software developed specifically for election requirements. The WinEDS System
consists of the following subsystems:

e Election setup, which provides functions to initialize an election, define the political
parties, offices and party positions, political subdivisions, types of elections and other
global election variables.

e Candidate management, which allows the election office to identify the contests and
candidates for an election.

¢ Ballot management, which provides for the layout of the visual ballots and the
generation of the ballots in electronic or paper form.

e AVC Edge” management, which provides functions that helps manage AVC Edge®
testing, maintenance and election preparation.

¢ FElection results management, which provides the functions for election night tally of
Results Cartridges and paper ballots (Absentee Ballots), the re-canvass of the election
and the certification of all contests to the political parties and state election reporting
agencies.

AVC Edge® DESIGN OVERVIEW

The AVC Edge” is a direct descendant of the very successful AVC Advantage voting machine.
The AVC Advantage is a tried & true product, with a 15 year history. Over 25,000 systems are
inuse. In countless elections, and with countless numbers of votes cast, not a single vote has
been lost to equipment malfunction or software error.

Sequoia Voting Systems, Inc. AVC Edge Security Overview Copyright 1998-2003
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Security & integrity of the voting process were cornerstones of the design philosophy of the
AVC Edge. The design has features that enhance system security and maximize resistance to
virus and Trojan horse type attacks. These will be discussed in more detail below.

AVC Edge® SECURITY

It is helpful to look at where in an election cycle attacks could be mounted, so that there is a
context for the security features in the system. Where can attacks be made?

e During development of the AVC Edge’s software.

¢ During ballot definition and cartridge generation at WinEDS.

e During transport of programmed Results Cartridges to the AVC Edge® warehouse.

e During the AVC Edge” technician’s Ballot Verify and Pre-LAT process.

¢ During the Election.

¢ During transport of the Results Cartridges to the tally site.

e During tabulation at WinEDS.

In a similar vein, the results of attacks on the election cycle can be categorized as:
e Denial of Service
e Alteration of Vote Data

Denial of Service attacks, which can always be of a vandalism nature, are an equal threat to all
voting systems, electronic or paper based. Alteration of Vote Data attacks (or the loss of vote
data) are of more importance; the sections that follow will describe the safeguards in the AVC
Edge® that make such attacks closer to impossible on the AVC Edge® than with any other voting
system.

One important point to also keep in mind is that a meaningful attack, in either category, must
involve affecting a large number of votes. After programmed Results Cartridges leave WinEDS,
they move into the hands of several AVC Edge” technicians for machine preparation, and on
election day, the AVC Edges are in the hands of hundreds of poll workers, at multiple physical
locations. Collusion at this level is unlikely to go undetected.

Loading the Ballot Onto the AVC Edge
Each AVC Edge” goes through an automatic validation process to load the WinEDS-defined
ballot. It must then also go through a Pre-Election Logic & Accuracy Test (Pre-LAT). It is not

possible to bypass these steps.

The ballot load and Pre-LAT operations are typically performed by AVC Edge® technicians,
with the machines still in the storage warehouse.

Sequoia Voting Systems, Inc. AVC Edge Security Overview Copyright 1998-2003
Page 4 of 9



