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Improving U.S. Voting Systems

Topics

e VVSG 2.0 Development

e TGDC Membership Update

e Qutputs for Board of Advisors comment
o Core Functions

e VVSG: Principles and Guidelines
e HF: Abbreviated Requirements
e HF: White Papers
e Security: Auditing Definitions
e Additional PWG Activities
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Matt Masterson
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nominations from ANSI, IEEE
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ogether...Making It Happen
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NIST-EAC Public Working Groups

Election Groups
e Developed election process models that served as the basis
for use cases and the core functions
e Pre-Election (103 members)
e Election: (107 members)
e Post-Election: (96 members)

Constituency Groups
e Conducted gap analyses and developed draft VVSG 2.0
Principles and Guidelines
e U&A (105 members)
e Cybersecurity (121 members)
e Interoperability (158 members)
e Testing (84 members)
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Reaching Consensus on VVSG Scope
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A New VVSG Structure
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VVSG 2.0: Principles and Guidelines

DRAFT VVSG 2.0 Principles and Guidelines ° Princip/es. High_level design goals

03/27/2017

Table of Contents * Guidelines: Broad system design

General Principles and Guidelines......... reeerneeees 2

Principle 1: CORRECT IMPLEMENTATION Completely and accurately carry out election processes. . 2 d et a i | S fo r e I ect i O n Offi Ci a I S
Principle 2: HIGH-QUALITY CONSTRUCTION Construet to maximize quality
Principle 3: EASE OF EVALUATION Support clear evaluation by reviewers 3 [ Writte n i n p | a i n E n gl i S h (t h a t ’S t h e
Interoperability Principles and Guidelines

Principle 1: TRANSPARENT The voting system provides for transparency. ... go a I ) a n yWa y ! )

Principle 2: SCALABLE The voting system 1s scalable.

Principle 3: INTEROPERABLE COMPONENTS Components of the voting system are mtempenble .5 [ G re a t I y re d u Ce d S i Z e : 10 p a ges

Human Factors Principles and Guidelines RS -

Principle 1: EQUIVALENT AND CONSISTENT All voters have access to mark and cast their ballot as [ ] W i I I b e S u p p O rte d b y d et a i | e d

intended, regardless of their abilities, without discrimination. R 6

Principle 2: CAST AS MARKED Ballots are cast as marked, both secretly and privately................... 6 : t d t t : : d

Principle 3: MARKED AS INTENDED Ballots are presented in a clear, understandable way, and are re q u I re m e n S a n es I n g gu I a n Ce
operable by all VOters. ... R

Principle 4: TESTED FOR USABILITY Meets performance standards for usability and accessibility. ... 7

Principle 5: MEETS WEB ACCESSIBILITY STANDARDS Browser-based systems meet web

accessibility standards in addition 10 voting standards. ..o 7

Security Principles and Guidelines........ e 8 Ge ne ra |

Principle I: AUDITABILITY The voting system is auditable and enables evidence-based elections. ....... 8
Principle 2: BALLOT SECRECY The voting system protects the secrecy of voters’ ballot selections. .... 8

Principle 3: ACCESS CONTROL The voting system authenticates administrators, users, devices and I nte ro pe ra bl I Ity

services before granting access 10 SENSIVE fUNCTIONS. 1.oovovoviviuiuiieiieieeeeeee ettt ese e eaens 8

Princip]e 4: PHYSICAL SECURITY The voting system prevents or detects attempts to tamper with

3
3

voling systemn hardware. ... E 9 Human Factors 5 12
7

Prmmpk 5: DATA PROTECTION The voting system protects sensitive data from unauthorized access,
MOAHICAtTION, OF QEIETIOM. 1. oiu. ittt 9

Principle 6: SOFTWARE INTEGRITY Voting systems prevent the unauthorized installation or Sec u rlty 2 1
modification of firmware, software, and critical configuration files. ... 9
Principle 7: DETECTION AND MONITORING The voting system provides mechanisms to detect and 1 8 5 3
remediate anomalous or malicious behavior............ e e 10
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Abbreviated Core Requirements

DRAFT: VVSG 2.0 Human Factors Abbreviated Core Requirements based on Y B a Se d O n ga p a n a I YSI S

Gap Analysis

These abbreviated core requirements are based on the VVSG 1.1 Human Factors Technical
Requirements Gap Analysis performed by the NIST Human Factors Public Working Group (HF PWG). p e rfo r m e d by H F PWG
The document is the first step to VVSG 2.0 and is organized according to the recently developed

Principles and Guidelines. It is a skeletal structure of the requirements written at a conceptual level

containing abbreviated requirements that are not to be construed as formally-worded requirements. Y H i g h | i g h tS C h a n ge S a n d

All requirement modifications resulting from the gap analysis are noted as one of: UPDATE, NEW,
REVIEW, COMBINE, MOVE, or REMOVE. All legal accessibility requirements under HAVA/508/WCAG or

hektsnune i crtavtdetlitvalP N ety provi des further insi g ht

A | * Abbreviated requirements
Principle 1: Equivalent and consistent
All voters h t k and cast their ballot as intended, dl f thei M
Fosseoninaly | s (i written at the conceptual level
Guideline 1.1: Provide voters with a consistent experience of the voting process in all modes M
Cosa o s R Sy e » Tagged with UPDATE, NEW,
Draft Abbreviated Requirements for Guideline 1.1: R EV I E W CO IVI B I N E IVI OV E

3 V4 ) ’

1.1-A & Presentation in all languages supported

REVIEW: Audio, ASL R E M OV E
1.1-B Records support auditing in English

1.1-C & Integrate accessibility features throughout the voting session

L e e T e |e ga | accessibil |ty requ irement

UPDATE: define voting session. Also see 4.1-J related to testing

1.1-D & Ifasystem produces a paper ballot, the system needs to be able to read it i d e n ti fi e d by W h e e I C h a i r i CO n _

UPDATE: to include all-in-one systems

REVIEW: Paper handling for separate verification system .
1.1-E & Allinteraction modes (including audio, tactile, non-manual) must have same capabilities as H AVA’ 5 08’ WCAG ) Vot I n g

visual interaction mode (including ballot activation, voting, casting, AND verification)

Rights Act (VRA)
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White Papers

* Addresses gaps between

NIST Special Publication 1500-XXX technology, research advances
Usability and Accessibility and VVSG 1.1
of Yoting Systems * Provides background, latest
Recommendations t_"or VVSG 2.0
White Papers 1-5 resea rCh, and
recommendations
S * Topics
i * Text Size

Kathryn Summers
[ ]

Contrast

Navigation from Review Screen
Scrollingon the Ballot
Assistive Technologyin the
Polling Place
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Auditing Definitions
Post Election Outcome Process Audit

* Risk Limiting *Miscellaneous
* Batch Comparison e Tiered Audits

* Ballot Polling Risk Limiting

* Ballot-level Risk Limiting Comparison

* Ballot-level Comparison .
* Comparison

* |Image Interpretation

 Forensic Machine Audits

Procedures Audit - Reviewing the policies
and procedures used by the election

officials
* Pollbook
 Hand Audit of IVVR Records .

Chain of Custody Audit - Security checks

* Ballot count and vote total on seals

* Fixed Percentage

12
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NIST-EAC PWGs: Current Activities

Constituency Groups
e Human Factors

e Turning abbreviated requirements into detailed requirements

e 2 additional white papers on interactive design (select/deselect)
and voter verifiable paper records & accessibility

e Cybersecurity
e Developing requirements, starting with auditing
e Provided comments on remote ballot marking, CDF
e Need closure on voter verifiable records/accessibility
e Interoperability

e Near final on cast vote records, event logging, updates to
election results, progress on voter registration interchange,
voting models, voting variations

13
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What can you do?

e Review documents in your packet

e Provide feedback on:
e Core Functions
e Principles and Guidelines
e Human Factors Abbreviated Requirements
e Auditing Definitions
e Participate in the WGs
e Advice on how best to get input/review
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