
>> We'll get started back up.  I appreciate you trying to get back from lunch, an hour is difficult in D.C. even if it's just downstairs.  We're at the part of the program for the keynote remarks, as you saw in the program, acting Department of Homeland Security undersecretary Christopher Krebs was scheduled to join us but was unfortunately pulled away on business, but -- did they dispatch you?  Bob Colasky the acting deputy Undersecretary for the national protection programs directorate commonly known in our elections world now as MPPD to deliver the keynote remarks as acting deputy undersecretary  Bob oversees infrastructure protection,  the federal protective service and office of cyber and infrastructure and analysis.  He also works with the deputy undersecretary for cybersecurity, to ensure a holistic approach to critical infrastructure protection across physical and cyber risk activities.  Prior Mr. Colasky was appointed as the deputy assistant secretary for infrastructure protection in January of 2015.  As deputy he helps lead the coordinated national efforts to reduce the risk to the nation's critical infrastructure posed by acts of terrorism, and to strengthen national preparedness, timely response and rapid recovery in the event of an attack, national disaster, or other emergencies.  So no big deal.  

With more than a decade of service in service in federal government Bob thought -- had seen about it all until they met the elections community.  And I actually had the pleasure of sitting next to Bob at an NAS meeting of the elections community.  But on a more serious note, Bob, it's been a pleasure to get to know you, to work with you.  I appreciate your engagement with the elections community for sitting there and taking the bullets and having the conversations that need to happen to establish elections as critical infrastructure.  And I look forward to hearing from you today about the effort and what's coming about in the coming months preparing for 2018.  

So with that I invite you up and thank you for being here.

>> Thank you.

(Applause.) 

>> Thanks.  So one of the things we've accomplished over the last year and a half is we've taught Matt and the Election Assistance Commission more about the Department of Homeland Security than they wanted to know, and perhaps others of you in the room.  I'm here to talk about elections security as a national security issue.  I'm here to talk about, as Matt suggested, about things we've been doing in support of the state and local elections community to take and elevate the importance of our security of elections in the face of a national security challenge and the national homeland security challenge.

This is something that we've talked about a lot collectively over the last couple of years but let me just start with taking you backwards for a second.  Clearly, what we saw in the Department of Homeland Security in the spring of 2016 what we saw working with the U.S. intelligence community the FBI, other folks involved in national security, that there was an elevated threat to our election system.  In 2016 we weren't perhaps fully aware of where the elevated threat was coming from, what else was going on, but we certainly saw during that period that there was an elevated threat to our election system.

During the run-up to the 2016 elections we working with others including the intelligence community and the FBI worked really hard to get out as much information as we could, that's really when the partnership with the U.S. Election Assistance Commission started where we started working regularly with the Secretaries of State to get out as much as we could to understand what was going on with the elections there.  We took it seriously and we tried to share the information that we had at the time.

Now we're sitting here with a little bit of a bust of hindsight.  You have seen the government has in the Department of Homeland Security was affirmed that what we saw during that period was that the Russian government was interested in at least taking exploratory activity if not more to see what was going on with our election system and to cause a degree of duress in our election system.

That judgment was made in January of this year, was made public in January of this year, and, you know, when asked has that judgment changed, you know, where do we think the threat to U.S. election systems comes from, you know, I would say that we have seen no evidence that the Russian government has changed its intent or changed its capability to cause duress to our election system.  That may not be the only concern we have in the future, the way that the security things tend to happen is it could be one -- a threat coming from somewhere else and you know you could then see somebody else another actor another nation-state or another architect take activities to do similar things.

That in my mind makes this a national security issue.  There is a threat out there in speaking with experts that we have done over the last couple of years, you know, there are vulnerabilities in our system.  There are perhaps fewer vulnerabilities that are assumed and there's opportunities to close those vulnerabilities, but there is a threat out there and there are still vulnerabilities that I think we collectively as a community need to address.

With that in mind, in January of this year secretary Johnson as he was leaving the Department of Homeland Security declared election infrastructure critical infrastructure.  That was a recognition again that our elections are an asset, they're essential systems functions that enable our democracy to work, they are something that we need to as a country collectively take seriously to protect, that there is a national security challenge to our elections.

Recognizing that by designating the creation of an election infrastructure subsector, we put renewed attention and subsequently put even more attention on taking steps to secure that election infrastructure, in support of very clearly in support of the state and local officials who have the responsibility for administrating those elections.

So with that charge, over the last I would say over the last 9 to 10 months, the DHS, the Department of Homeland Security again in partnership with others has been very deliberate in taking activities to strengthen, to put our resources, our capabilities, our information, the federal government's resources and capabilities information, make those available, put them in support of enhancing state and local government officials as they execute elections and working with them.

In particular, we have taken steps in three areas.  Building partnerships, sharing information, building processes to share information, that's the same area, and then building and making available tools to support state and local election officials.  So let me talk a little bit about those three areas separately.

In the realm of partnerships there's a Truism in I think disaster response disaster management that the time -- do you not want to be exchanging business carts in the middle of a hurricane.  Right?  That you should know each other, you should work together with each other, that when something happens, when a disaster hits, relationships have been built.  Unfortunately, in 2016 there was a little bit of having to build the relationships at the same time that we were in the middle of a -- certainly a bit of a hurricane, as pertains to Russia's activities with U.S. elections exp. what we've done and what we've been able to do over the last year is change that.  We've exchanged the business cards, we've built the relationships, we've built the structures.  We now know each other, the Department of Homeland Security is in a much better position to work with our interagency partners and the election community to respond to any threats, lingering threats or any threats that emerge going forward.

We've done that through pretty structured means, within DHS, our undersecretary Chris Krebs,  who stood up an election task force.  That's our belly button in DHS to bring all the DHS resources together to work closely with the FBI and intelligence community to promote a unified interagency front within that.  

We've also then gone through the process of working with particularly the national association of Secretaries of State, the National Association of State directors and local governments to set up a structure where collectively DHS can sit at the table with representatives of state and local governments.

It's called the government coordinating council, we meet regularly as a government coordinating council.  Government officials with responsibilities to help secure our elections.  This coordinating activity is different than a lot of others, there are 27 members 24 of them represent state and local governments, there are five leaders of government coordinating council, two DAC and DHS and three that represents state and local governments for the first time we're creating a coordinating council within the federal government where the preponderance of representation and decision rights sits with local and state governments.  That's because we think it's an important aspect of how we're going to take on the security challenge.  

So the government coordinating council is working to set priorities I'm going to talk about what some of those priorities are, publish a plan going forward that plan will be widely available to the election community, it will put us on the same page across governments of what our priorities are in the face of the threat environment.

We are now in the process of working with industry to stand up a sector coordinating council.  This will make bring the manufacturers, software providers, facilitators of election management, to the table so we can have security conversations be with industry, we can share threat information.  a lot of state and local government officials, as you know, a lot of you in the room, buy from the same groups of people.  We want to make sure there's an ability for us collectively to have conversations with vendors about security challenges, hear where they need more information or security concerns they may have.

So those partnerships are going to enable us to continue to work together better and I'm very comfortable with the place we are in terms of those partnerships.

And there is a second area, information sharing.  That's really where we need to start, once you've got the partnerships.  We need to as a federal government be out pushing the bushes, taking whatever we can to get the best information, aggregate that information, and give that information to individuals who can make security decisions based on that information.

That includes making sure that intelligence collection requirements are based on the need to monitor whether there is foreign activity, to take on and do things to cause adverse consequence with our elections, so we've really pushed on getting the intelligence community looking at this question.  And then once the intelligence community does those things it may be that some of that comes back in a classified manner.  We'd like to get as much out in an unclassified manner so that people can take security steps, but it may come back in a classified manner, and bus of that we've made progress in working to sponsor and encourage state and local election officials to have security clearances so at least some portion of them can get this information and can have that contextual information where the threat may be shifting and they can then make security decisions based on that.  We have made available to senior state election officials in 50 states plus some of their key staff ability to get a security clearance and they are working their way through the process.  We've also made it available to local government officials who are who represented in the government coordinating council.

So there will be more opportunity to share contextual information about where nation states may be looking to cause trouble with our elections.

Then the other thing that we're doing on the information sharing front is we have improved our protocols now that we've made -- exchanged those business cards we've made those relationships we have a better process in place where if we learn something, the FBI learns something, if one state learns something about another state, we have the process to make sure that information gets to senior state election officials much more quickly.  There was a lot of media attention about the pace by which that security threat information got in the hands of senior state election officials, we will improve on that.  We have improved on it and we will improve on it going forward.  We will always prioritize getting security information out to the people who -- or threat information out to people who can make security decisions.  That's our first priority.  I don't want to go talk about what's happening all over the place for everyone if it doesn't involve a security decision, but certainly if something is going on in the state the senior state election official deserves to know that and to make security decisions based on information.

So we're doing that in terms of information sharing through the government coordinating council we've also stood up a working group where state officials are working with local officials to deal with this question.  Sometimes what happens might be learned by a local official or might be learned by a state official, and they need to interchange information.  So some states have made progress in setting requirements for sharing between counties and state level, there are some best practices out there.  One of our government coordinating council members who represents the state of Utah is chairing an effort to look at can there be a template for 50 states to consider on that.  This is not all about the federal government getting the information out to states or federal government getting information out.  Sometimes the information comes because somebody is doing something on a state or local system, and they see an anomaly that might have contextual purpose elsewhere related to that so building those processes are important so that's some of the progress we've made on information sharing.

Then the third area is really on things we've done in terms of enhancing our tools.  One of the things that Secretary of Homeland Security, multiple secretaries of Homeland Security have affirmed, is we need to prioritize our resources to take on this threat.  We have done so.  Previously there had been a backlog of availability for us to support state and local governments with risk and vulnerability assessments which is our most thorough hands-on support to state and local election officials where we actually deploy cyber experts to work with states to understand their systems in the state, to get hands-on in the system when asked, and to make security recommendations.

Previously we had had a -- you know a reported backlog of that, I'm here today to tell you we have the ability now to meet all the state requests that we have been -- that we've received, we've done three already, we have another 11 requests, we will hit those 11 by middle of April, and we believe that we want all the rest of the states to sign up and if they do we believe we will be able to do those risk and vulnerability assessments on site before the midterm elections.  So that is a significant shift of our own resources we have prior advertised that and we're very pleased to have done so.

We also then have assessment tools looking at things like spear phishing campaigns, other vulnerabilities that are more scalable that are sort of hands on that we are in the process of developing a list of resources, marketing it, making it available, promoting it through the GCC, other structures in the associations with local -- with the 9,000 jurisdictions around the country that participate or that administer elections.

So we do want to see some cyber assessment, some ability to judge and strengthen the cybersecurity all the way down to every local jurisdiction that administers elections, and we've made resources a catalog and support available to those, and will be continuing to promote that through the year.

Finally, we have working with our -- the multi-state information sharing analysis center the MSISEC who we fund and the government coordinating council we have institute add pilot where we've established the multi-state I to serve as the elections information sharing analysis center to bring in and aggregate information, publish things, publish technical updates, publish less technical updates, make them available to state and local election officials about information we're seeing, and we're also piloting making more resources in terms of sensors, network detection sensors things that will detect anomalous activity on access of state election, so that's getting more hands on technical ability to defend and ascertain if there's anomalous activity going on in terms of an election.

So that's where we are right now, partnership is getting stronger, the relationships have been built, the information is flowing.  Now it's a matter of being ready, staying ready, tracking the information, making sure we're continuing these conversations so that if the threat changes, if the threat gets more significant, if the tactics by Russia or anyone else change, we have the ability to have that -- get that information out quickly so that security decisions can be made.  We will then all make tools available to support those.

I am very pleased with the amount of work and effort we've put in and we've got the relationships we've built over the last time, but I'm not here to take anything other than a victory lap or anything like that, we've got a lot of work, we've got to stay serious over the next year, we've got to be tracking the threats there.  It may or may not manifest itself in a different way, we've got to treat this as a national security issue; we are, and we will continue to do so and I look forward to working with my partners who are in the room who I've worked with in the past, and many of you others I know election officials, on doing this.  But I think we want to continue this conversation, and that's why we're happy to be here.  So thank you.

(Applause.) 

>> Thank you, Bob, and Bob has graciously agreed to sit in the hot seat.  Now I feel a little bit like Oprah, I should like tell you there's prizes under the chairs now.  But start off with a question.  It's been a year since the designation and we're less than a year until the 2018 election.  Obviously, you know we've talked openly about the challenges with the designation and the reaction from the elections community.  What have you done in the last year to build relationships, to engage those folks, to exchange the business cards as you said, and then what's the plan moving forward?  Where do you want to be relationship-wise with the election officials as we hit 2018?

>> So in addition to the sort of the structural work we've done of trying to, you know, set up councils, have the ability to make decisions, set priorities related to that, we are active participants on the conference circuit in terms of the annual meetings particularly of NASS, the National Association of Secretary of States, NASED we will have a presence there listening.  We also -- one of the things we have within the national protection directors within DHS is we have security advisors around the country, so one of the things I did in August was ask my regional directors around the country to set up meetings with each of the Secretaries of State or senior election officials so these are people who are based out of the region who have a staff who are based in each of their states.  They're doing one on one sit-downs.  Here's what DHS services, here's how you work with DHS related to that.  Here is somebody here that people from Kansas tend to get along together with people from Kansas and people from Ohio get along better with people from Ohio.

>> We love everybody.

>> Doing that having sort of the retail level relationship building I think is useful.

In terms of, you know, in terms of sort of the national level in getting through the critical infrastructure conversation, you know, I think it was important from a national security perspective, but what I've said from sort of the beginning is only if people are seeing value in the relationship will they keep coming to the table, will they be asking us for things.  And I've got no problem with the Secretary of States, the truism of trust but verify, or verify then trust.  So it's consistency, we need to follow through and I think we've got a good starting point but I'd like to be having this conversation a year from now and make sure that this partnership is working.

>> So to that end, you build the relationship, but in the end assess said, it's about the value being brought.  What are the key milestones that DHS has that in October-November of this year you want to hit to measure the level of success of this effort?

>> So one, you know, there is to some extent a milestone we will be tracking is somewhere along the line of who is taking advantage of the services that we've made available.  So that's an easy metric to track if -- you know, how many of the states are taking advantage of the service, how many localities have we been able to get to.  You know, we would like to flood the zone with everyone taking advantage of cybersecurity services.  The other -- the harder measure to understand is, you know, part of doing these sort of assessments, both for the purpose of individual state level decision-making or local level decision-making but it's also for the government to see are there common vulnerabilities or common challenges.  And as we do more of these then those are the kinds of things that we will be bringing to the entire community, and if we're consistently saying that somebody -- you know, that there's a flaw in the system, or there's a process point that's creating undue vulnerabilities, do we have the process to say hey we've seen this, could you guys go check on it and maybe do something about it.

And that's really sort of the whole reason this critical infrastructure thing is in place.  Share enough information to understand vulnerabilities, and then go quickly lock down those vulnerabilities.  What those are going to be, I'm not here to say.  And finally the speed of information getting out to partners and should I have another piece of information about a change of tactics of an adversary, do we have the ability to get it to the right people in a timely fashion.  And I think there are ways to set up those metrics.

>> So as far as both the relationships and the services, as your folks have gone out and met with the states, met with some of the locals, what has some of the feedback been back to DHS about the services provided as well as the sort of relationship building?  

>> You know, I still think it's largely positive with some -- you know, we'll reserve a little bit of judgment and there are a couple of areas where people aren't that eager to have that relationship.  I think it's improved, I think the feedback is ultimately -- what we've seen is the communities, the states, the localities, where we've actually done more direct support, helping them understand their systems, doing these formal assessments, participating in their exercises, for example we participate in exercises with New York state, Governor Cuomo up there has made it a priority of his participate in those elections.  The feedback has been better in the states we've done more with than the ones we haven't, which suggests something to me something positive, when you actually get the services, get past the politics and the policy discussions to actually the security service, you're finding value in that.  And I think for the most part -- and when they're not, there's feedback and we can adjust fire in some of the services, and that's valuable to us.

>> So I know last year you all had a presence and worked with New Jersey and Virginia for their big elections as well as Alabama for their recent Senate special election.  What did you all learn in that process, what did you do, so if I'm an election official in a state with an election coming up what should I expect about what that looks like and the types of interaction and services you're providing to those states?  

>> So here again we're taking advantage of our security advisors.  We have cybersecurity advisors and protective security advisors.  Each state will be a little bit different but in all three we have locally based security advisors who met with election officials in advance of the election, talked through any challenges, anything they may want to be looking out for on election day, pumped that information back to our national cybersecurity communications integration center who could help look for that sort of activity.  We are on our own lookout for is there anything anomalous going on.  And so better understood, you know, where there could be some security concerns in New Jersey and Virginia, we did that a little more formally than we did in Alabama in terms of working with the state to study the security system beforehand, in Alabama we were there we had a presence, but it was a little less prework went into it.

But the key thing is that on election day we understand -- things the state could be concerned about we're helping look for those if they're seeing things hopefully they'd passing on to that, get the FBI involved in these conversations as well, so that the moment something happens we can address it.

I mean, what's interesting about election cybersecurity of course and election security concerns in general, is part of what you're doing is it may not be that you're actually worried that much about what happens through a cyber incident as much as how that's being understood by the communities.  Building that relationship beforehand if anything gets reported that happens we're prepared to jointly talk about how that's going to be communicated.  And if by some -- you know, if something weird gets reported, and that unity of message gets out, that's important, that's I think going to have real meaning in the confidence of somebody going to vote on that day and the trust of the vote outcome.

>> So it's been a year since the designation was made.  What are the major lessons learned that you think the department has taken from that and has anything surprised you as far as, you know, getting involved in this space and learning?

>> Yeah, I mean, I joke, you know, I've worked with 16 different critical infrastructure sectors and senior officials in the electric industry banking things like that and I just assumed that people liked working with DHS, because infrastructures were working pretty well.  And you know it took some time and actually standing through but it was worthwhile going through.  I have confidence in the process because I have seen different sectors work collectively to work on risk management so I have confidence in the process.

One of the things I've come to appreciate by listening, a couple different things, certainly election officials aren't as different from, you know, tradition security officials as you might think, they're very much based -- very focused on incident that is that elections happen once a year twice a year three times a year so they're used to thinking in terms of contingencies they're used to working through a bad day, a bad day not necessarily caused by an adversary, so when we say you have to game plan for a bad day, they say oh we do that all the time.  That culture we may not talk the same security language but the culture of taking seriously the fact that a little bit of flaw in the system could then have trouble that cascades in terms of process, is something that in hindsight I should have appreciated but I have learned to appreciate.  So it's made it easier to have those conversations.

Also, I will not sit up here and say that I'm very impressed by the seriousness that election officials, the election community, are taking this threat.  I mean, we're all up here not because of anything, any steps taken by any of us but because adversary a nation state was out trying to cause trouble.  And there is a seriousness of purpose and commitment to take this issue.

>> So lastly, you've got at least a captive audience in this room, a lot of election officials, what message would you like to send to them building this partnership and working with them moving forward?

>> You know it's again -- please take advantage of the expertise and tools we have to help give you advice on security or reinforce imperatives of security.  At the system level, again, you know your systems better than we do, but if there's help that we can give please frankly free to take advantage of it.

You know, as we -- one of the things we'll make recommendations but those recommendations are designed not just for state election official to make a decision, but also to help sort of communicate throughout -- each state has different systems of government and executive branches have to work with legislative branches all around the country, and we're trying to give tools to help them, arm them to make arguments that resources need to be invested, that those issues should be serious.

So the more give and take about what's useful to help them -- you know, get the support they need to execute their mandate, that's important to us.

>> Bob, thank you for being here, thank you for keynoting, taking the time to be with us and talk to the audience, I appreciate it very much.

>> Thank you.  

(Applause.) 

>> Next I'll invite up Commissioner Hicks and his panel, he's ready he's waving.  Come on up and we'll roll right into the next panel.  

>> Thomas Hicks:  Good afternoon, everyone.  I want to thank you all for coming back to the exciting panel on accessibility.  I'm Tom Hicks vice chair of the Elections Assistance Commission and on my panel today you'll see two people.  The third is coming.  And the fourth is also coming.  So I'm going to introduce the folks who are here.

So to my left, Virginia Atkinson is the senior accessibility -- accessible and inclusion specialist at the International Foundation for Electoral Systems.  She has more than a decade of experience working on disability rights advocacy and governance issues.  At IFES Virginia provides technical assistance and training to civil society organizations and election management bodies.  She is also the lead author of the manual Equal Access, how to include persons with disabilities in elections and political processes.

On my right is Stafford Ward.  He's secretary of the board of the Overseas Vote Foundation as well as technology and voter systems advisor.  The foundation provides U.S. citizens with voting services and election data central to the missions -- you're on this side.  You're over here.  

Yep.  In elections we just roll with it.  Central to that mission is the foundation's work to provide online tools to assist Americans living anywhere in the world.  Including those living abroad and serving in the military, to register to vote and request their absentee ballots.  Stafford plays a lead role in shaping foundation strategies, civic technology initiatives, and works to ensure voters have easy access to information they need to participate in democracy from all corners of the world.  

Michelle Bishop is a voting rights specialist with the National Disability Rights Network, a position she has held for nearly five years.  Michelle provides training and technical assistance regarding voting rights and accessible for voters with disabilities.  She also coordinating the voting working group and manages their listserv. 

Last but not least I'm introducing him because he's on his way, is Cameron Sasnett.  He's director of office of elections and general registrar in Fairfax County, the largest county in Virginia which is the state's most populous county.  He oversees the operations to coordinate voting registration, election initiatives for the county's three quarter million voters in 243 election precincts.  During his time as director Cameron has expanded the county's language access, a successful story he has shared with us last summer at our language summit here in D.C.  We look forward to his continued conversation today when he arrives.

With that I would start with Michelle to talk about disability access.  

>> Michelle Bishop:  Absolutely.  Am I good?  Okay.  Hi, I'm Michelle Bishop and I'd like to make an entrance.  I'm always fashionably late but I'd also like to thank Cameron for being later than I today.

>> Come on up.  

>> Michelle Bishop:  Something I will basically never live down, commissioner Hicks, so thank you for having me this afternoon, I'm happy to be here to talk a little bit about disability voter access, and what we're looking towards in the 2018 election cycle.  And with National Disability Rights Network or NDRN, we're actually a national network of disability rights organizations.  So there is an organization of ours in every state, district and territory in the United States.  Wherever you where, we're there.  And we're actually mandated by HAVA to work on access to vote for people with disabilities.  Now we've gotten that out of the way to talk about things you really came to hear.  I think what really sums up what we're looking in terms of access to vote for people with disabilities is the most recent report to come out from the accountability office, polling place access.  They surveyed polling place access in 2000, 2008, and 2016.  That's our benchmark where we're at.  I think this most recent report from 2016 is telling.  Because what we found is that the polling plates itself, that path to travel from parking all the way up to the voting booth has consistently improved in terms of accessibility.  The first time this was studied in 2000 only 16 percent, less than 20 percent, of polling places were fully accessible.   

In 2008 it went up to 27 percent, 2016 40 percent fully accessible.  That probably sounds bad, that  means less than half the polling places were fully accessible.  The sad thing was when I read that number I was excited.  That tells you where our expectations are right now.  Because it's less than half, but I thought the number is still going in the right direction and I'm going to take that win for right now.

 So I will say although progress has been slow for many reasons, least of conclude is lack of funding, progress has been slow, we're moving in the right direction, I think to me the number that's more telling is that since 2008, GAO has been looking at the accessibility of the voting booth itself, the voting station.  In 2008 they found fully 46 percent were not fully accessible.  46 percent had some type of impediment for people with disabilities.  

In 2016 that number actually went up.  65 percent were in some way inaccessible.  We're going in the wrong direction when it comes to how we're actually casting our ballots.  And this means that they were less likely to be wheelchair accessible, less likely to be set up to ensure voter privacy, less likely to be readily apparent headphones for people who can't read a page or a screen, and interestingly enough, less likely to even be powered.  On we're sending out voting machines we're not even bothering to switch on.  There are two I think in my mind main reasons for that.  What changed between 2008 and 2016?  I'll say the first thing we talked a lot about today is the funding issue, and HAVA passed the federal government was willing to put money into the states to get this equipment that we need to make this happen.  And that money has not been replaced.  In states and local jurisdictions desperately need funding to be able to maintain or update that equipment.  And it sorely needs to be updated because the machines that we're using were invented before iPads and iPhones, and so they themselves are severely out of date.  But the funding is not there to make those changes.  So we're working with equipment that's less than ideal.

I think the other major thing that's also been a real focal point today is the security issue.  And I think that it's important, I think we need elections that are secure and accurate, and I think that we all know that.

But the main solution to security issue has been returning to a hand marked paper ballot.  This has been the primary solution that's been offered for all of our cybersecurity concerns.  Which means we went back to polling places, we're mostly setting up folding tables with a stack of ballots and a pen.  And we have one piece of accessible equipment for anyone who can't do that, and we're not even bothering to power it on.  Because for some reason, when we talk about voting security we all get very, very comfortable with segregation.  Anyone who can hand mark this paper ballot will do that, and anyone else can go you at the special machine over here in the corner that special people use.  And every time we segregate out how we're casting our ballots we're starting to see inequality.  There's one lesson we've learned in this country, it's that separate is not equal.  So we're seeing a decline in the accessibility of the voting booth itself.  And I think we're going to continue to see that until we start proposing real solutions that are both secure and accessible, and until we're willing to fund them.  And particularly fund some of the research and development we need to make those things possible because that technology didn't exist when we first went through this.  15 years ago, and we were having the same argument.  But that technology exists today, we just need to learn how to leverage it in a way that's going to be efficient and affordable for our elections authority.  So I think there are real solutions we're just not really talking about them and we're not really working together to find them.

The last thing is that I think what we're looking at in 2018 is we're changing how we vote.  All of a sudden people are registering to vote online or maybe you're being mailed a ballot and you have options for how you want to return it.  I think that's amazing.  I think voters expect those options, I think it makes it easier for our election officials to manage, I think it makes it easier for the voters to manage the process but I think those processes all need to be accessible.  And they are to varying degrees.  Like everything else with elections we all do it differently, every state, every locality does it differently.  And the extent to which we're talking to people with disabilities throughout that process to make sure that it's accessible, determines how accessible those systems really become.

We talking to people with disabilities when we're thinking about this and as we're developing it and rolling it out or are we creating new voting equipment and asking people with disabilities after what they think about it.  Are we purchasing systems and then asking people with disabilities how great they are when we never ask will this work for you in the first place.  And I think the solution to all those things are rather simple is we have to be collaborating we have to be working together.  We talked a lot today about all the expectations of our elections authorities, it's not enough to be an expert in elections, now you have to understand cuing theory and how to shorten the lines and you have to be an IT expert and cybersecurity expert, and no block chain came up I'm so happy because no one defined it I bet half the people in the room don't know what block chain is.  And you have to be experts in all this thing and that's unrealistic and it's not fair.

It's also faulty logic you don't have to be an expert in all those things you just need to know who to talk to.  And there are disability organizations in every state, every district and every territory that are federally dated to work on this whether we're talking to them or not.  We might as well work on it together and we can solve a lot of these issues.  But that's a lot what we're looking at in 2018.

>> Thank you, we really appreciate that.  One of the questions I'll have later on is how can groups like yours work with election officials to move the ball forward.  So with that, Cameron, we're going to go to you, and the premise is that we are giving 5 minute presentation and then we're going to be asking -- I'm going to be asking questions.  

>> Cameron Sasnett:  Okay.  Well considering my tardiness I'll try to limit my 5 minutes.  Thank you for allowing me the opportunity to be the award winner for fashionably late entry.  Being the moderator I think you'd have the privilege.  But I can tell you it's a wonderful experience literally being trapped on an onramp on I 66.  So for those of you from out of town or will be visiting D.C. in the future, avoid 66 as much as possible that is the one place as you're talking about lines for elections I think that we can build some pretty fantastic lines out there.

In terms of the local administration for elections I couldn't agree more with a lot of what she said in regards to looking holistically at the approach for our voters.  You know, here in Virginia one of the things that we had a fantastic opportunity and probably you all may have seen on the news around the country is that we had some very close elections.  And we had those close elections, goes down to recount, recount reveals a lot of paper ballots in which you get to finally see how voters are actually interacting with these things.  Not in a simulating environment, not in a test environment but in the real world, real election environment, it comes down to is the person fill out the bubble right.  

For those of you who have done recount in elections, those of you who have done audits and looked at all your ballots, you know that it's not as simple as fill in that bubble and the directions that they follow.  I get to think, what happens when somebody who may not be able to hold a pen correctly, what happens when that person does not have the ability to actually understand fill in the bubble what options do they have, are they willing to go over like you said ask for that one machine that might be there.  A few years back I was really offended when I walked into my polling places and my teams had actually put up a handicap sign on the ADA device and tried to explain to them it's not for who is physically disabled necessarily, it's for somebody who might have a visual disability, it's for somebody who might have a cognitive disability that allows them to interact and I think that's the approach we try to take here in Fairfax County is that making our election officers understand that that's the way that it needs to be. 

It's not necessarily somebody rolling up in a wheelchair or who might be using a cane.  So getting that idea into 5,000 election officers head at the same time they need to do more than just pull it out of the bag but they need to understand that it needs to have all the accessories able and ready to go with it so every voter that walks in has the ability to.

One of the things that I want to look forward to is leveling the voter experience for everybody.  As new equipment rolls out that's more reminiscent of the DRE style that prevents things like overvotes and make sure voters who have language barriers have that opportunity no matter what their language is, and getting and using those ADA devices as actual full polling devices for everybody so regardless of what the voters' disabilities or limitations might be, they're voting the exact same way and exact same method as every voter who casts a ballot.  And ultimately at the end of the day winds up with the same exact same types of ballots so we're not sitting here debating back and forth and have a three judge panel decide if an extra line that somebody drew through a name constitutes a, I wanted that voter -- or I wanted that candidate or not.

So I think those are the sort of paths that we can go down towards but those are decisions that we do have to make as administrators.  I have to be the one pounding the drum at the general assembly saying we need more money otherwise we're going to wind up seeing situations like this.  And if we don't have the tools and resources for the voters, we're going to continue to have essentially what amounts to contested elections because we will have ink all over these paper ballots.  So I think minimizing that and getting those resource sincere one of the things that I look at locally, especially as of just a little bit ago our general assembly here in Virginia just began.  

>> Thank you Tom for inviting me to this panel just quickly I want to make a special acknowledgment to my wife.  Happy anniversary.  

I have a slightly different take on accessibility, different from what the other panelists here today.  The goal for my presentation here today, the change in narrative on absentee and overseas voting.  What do I mean by that.  Gone are the days that we had ballot issue that were prior to the uniform and overseas and absentee voting act of August 28th, 1986 where the ballot was difficult to be reached to voters overseas ballots were received on time, citizens had the inability to vote from overseas.  The U.S. vote foundation sees itself as we're an inflection point in terms of policy challenges we see for overseas voters, in terms of accessibility.  One being overseas voters who may have lived overseas for 20 plus years still have to file the absentee ballot every year.  They have tax implications overseas depending on the state which they lived, have that hurdle to overcome.  States who have American citizens who were born overseas may not have the ability to vote from overseas.  

If you look at the overall overseas voting turnout rate, it's at 4 percent.  I think my colleague here at the federal voting assistance program report to Congress in 2016, it is a 4 percent rate.  And this morning Doug Chapman mentioned the U.S. Supreme Court oral arguments with Hughes versus A Phillip Randolph institute which was taking a ruling on national voters registration act.  In that case there was a military voter who served 15 years in Iraq, 4 in Afghanistan, and he was thrown all the rolls in 2011 simply because he didn't vote in consecutive election cycles, that's why he was taken off the rolls.  But this is part of the narrative that's changing, and we're focused to give us a new foundation.

I want to get to three points that I want to identify in my remarks here, one I want to explain who is the U.S. vote foundation, two I want to address more about accessibility and technology that we are utilizing and three to talk about the participation that we have with elections officials across the country.

I note Tom you mentioned that was part of the overseas vote foundation, but we are now known as U.S. Vote Foundation.  In 2004 we were are known as the U.S. overseas vote foundation that was established by our president CEO.  At the time she saw a need for having greater access for those living overseas, consistent with the UOCAVA act.  We are not an advocacy group,  were are a nonpartisan, nonpolitical organization that serves U.S. citizens living domestically and abroad to access the ballot and to register to vote.

And as part of the same year 2004 we were the first to automate the federal write in absentee ballot, part of section 103 of the UOCAVA act.  We were there to make sure that these elements were in place so that U.S. citizens living overseas no matter where they lived had access to the ballot.

This part of our mission and vision is that every citizen is a voter.  And what that means is basically ensuring that every citizen has access to voter information, as part of their engagement with democracy and civic life as voting as a central action.  U.S. Vote Foundation uses and deploys civic technology to make the voting process easier for U.S. voters and election registrars across the country.  How do we go about doing that.  My next pointing leading to accessibility is some of the reforms we've seen with UOCAVA act, came with the military and overseas voter empowerment act of 2009.  That helped facilitate and expand the voter rights overseas of U.S. citizens.  That enabled us, the U.S. Vote Foundation, to leverage the power of the act so we could increase the accessibility for those U.S. citizens living overseas.  Again this is part of the narrative that we're changing to discard the old notions of what it meant to vote overseas to what it is now, and how we're using specific technology to address accessibility issues with voters overseas.  We use standard -- we use industry standards, in terms of technology, like JavaScript, object notation, XML, Python, programming languages some of the things that are out there in innovation technology to develop our back end databases so they're available to our state officials, local officials and third party organizations.  Some of the services we do provide to harness in accessibility, we develop custom websites and hosted system solutions for states, we have election official data, we collect data from all election officials across the country and we have specific data API application programming interface and basically that helps push the information we collect to our users and to our licensees so they can best use information at their leisure. 

Because we are a specific technology association we are very, very serious about providing high quality curated data, and data that is protected, we're very serious about data privacy as was noted in the previous panel about the importance of securing voter information.  I think that was something Doug mentioned in his remarks earlier.

That leads into our partnerships and our relationships with election officials across the country.  That being with state election officials and local election officials, as I mentioned earlier through our hosted site -- hosted system solutions, and our election official data curating.  Keep in mind the information we get from election officials they control that information, they control the information they send us and it's the most accurate and most up to date information that every U.S. citizen domestically and overseas can access so they're aware of the state voter requirements, they're aware of election dates and deadlines, they're aware of voter registration deadlines they're aware of absentee request policies.  Every state is different.  I went through reviewing every 50 state and U.S. territory reviewing the absentee ballot policy, they range from they have a legitimate straightforward standard form or it's basically you have to email a county jurisdiction from where you vote regularly.

So I say that because you know, they're nice to have widgets here and automated tools there, but it's really about human interaction and building the trust we have in election officials.  Right?

Are you just going to leave me hanging?

>> I thought you were just pointing out.

>> So we're here to provide the best information available, to our -- you know, U.S. voters here and overseas and you know -- most of the people in this room well knows that elections is a year round effort, it's not a twice a year, three times a year thing, it's every year.  Noted that Krysha Gregorowicz noted earlier we have 178,000 voting precincts.  We have a team at U.S. Vote that combs every single election across the country to get as much information about that precinct, their election dates and deadlines, and we harness that information and collect that information and provide it for our user base and for state and election officials and third party organizations and we license them out as part of our service.

So I'll close out by saying we use specific technology as an example of addressing accessibility for U.S. citizens overseas, and specific technology is inexpensive it's available it's reliable and proven to work given the number of clients we have using our services to make sure that every citizen that wants to vote, desires to vote, can vote no matter where they are in the world.

>> Thank you.

>> Thank you Stafford and I apologize for calling it overseas vote foundation because I know Susan is probably emailing me right now.  But I've worked with Susan for a number of years and the organization has been called the U.S. Vote Foundation for awhile now.

But lastly, Virginia, we wanted to have a perspective of listening to the domestic part of this and you and Stafford coming in and talking about how it affects folks overseas but you're mostly focused in on organizations overseas and their processes.  So can you tell us a little bit more about that?  

>> Virginia Atkinson:  Yes, definitely thanks, Tom.  My name is Virginia, I'm from the international foundation for electoral systems.  We're a U.S. based international nonprofit organization and we work on issues related to democracy in governance in countries around the world.  Every region you name it, we're probably their right now or have been recently.  As part of that our partners are election commissions and society groups in that country.  I'm going to talk today about four main barriers that people with disabilities encounter I'd say both here in the U.S. as well as globally.  My role at IFES is make sure all the work we do working with commissions and local society groups is inclusive of people with disabilities.

So I think the first thing to start off to say is that being American we're an international neutral nonprofit organization, but being American of course and being based here in D.C. one of the first questions that I'm often asked is about the U.S. process.  So what happens here is of interest abroad, and does have an impact in particular on election commissioners in terms of trying to persuade them to be more inclusive in the work that they're doing.  So to that end though, there's still numerous barriers that people with disabilities encounter I'd say more so abroad there are four main areas that those fall into.  First one being most obvious, I think, physical barriers.  Next really the to information, so people with disabilities don't usually receive information in accessible formats about where to go how to mark the ballot or even who to vote for what are the political policy platforms, who are the candidates that are running how do they differ from each other.

The third barrier is related to stigma.  In particular, many countries around the world where we're working there's a huge stigma with having a disability, and a big part of that is sort of discrimination, but a lot of it is also historical beliefs in that country of maybe your ancestor did something wrong this is why your child was born with a disability, there's a lot of misplaced myths and stereotypes around disability in the places we're working 

Then the last barrier that people with disabilities encounter is related to legal and policy barriers.  Election commissions aren't responsible for changing the law but there's a lot they can do that's within policy that's in their purview.

Those are the guidance on four main barriers, the first within being physical as Michelle mentioned there is a lot of progress here in the U.S. on that issue.  I'd say in many of the countries where we work I think everyone looks to us as sort of the gold standard in terms of physical access.

That said there are innovative and unique things happening in other countries that I'm sure would be of interest here.  One in particular in the Philippines.  So there, just like here, most of the polling stations are held in schools.  However, many schools, majority of schools there, are not physically accessible.  So the disability community along with IFES and we're working with the election commission ahead of their 2012 presidential election, they had a great idea, they suggested why can't we vote in the shopping mall.  The shopping malls are some of the most accessible buildings in most countries, companies want to make sure they get their money from everyone.  So what the election commission did is they signed an MOU with SM malls, which is one of the biggest chains there, they did a pilot in Manila, in the capital, and people with disabilities were registering to vote outside the Burger King.  And this was something that was really popular, they've now expanded across the country so people with disabilities are able to register in shopping malls across the nationwide now.  As well as the general public I'd also like to register in the shopping mall, this is much more convenient.  And they are now expanding it and they're doing some pilots of voting in the shopping malls as well.  Right now that's something that's specifically for citizens with disabilities.

Another area that I mentioned is related to information.  One of the most marginalized group within the disabilities community is people with intellectual disabilities.  They're often left out in terms of being included in the political process or even thinking that they would want to participate.  Where many people's intellectual disabilities are very interested.  They have jobs they're paying taxes, they'd also like to vote.  Something the New Zealand election commission did is produce a DVD specifically targeting people with intellectual disabilities that has people with intellectual disabilities telling the story about how to go vote, where to go, what to do if you have a question, and it's all in very simple, easy to understand language.  And this was again something that came about through a partnership working with directly with the disability community there.

One of the other barriers I mentioned was related to attitude and stigma.  So something that happened in the Dominican Republic, the election commission there actually has their own TV channel, for three months before the election there's an entire TV channel that's all day election, everything related to the electoral process.  So they worked together with the disability community to produce a video that was specifically the point of it was to target the stigma.  It showed people with disabilities in their jobs, showed people with disabilities pledging allegiance to the flag, singing the National Anthem.  Dominicans, like Americans, are very patriotic.  So these images really appealed to the public there.  

This was something that the disability community asked the commission to do because they were getting push back from their family members.  When they said to their family they'd like to go out and vote, can you help me get to the polling station, many times their family members were saying why are you worried about that, why are you interested in this, it doesn't concern you.  This was something the election commission did in partnership with the disability community to specifically address this number one issue that was raised by the disability community there.   

Then the last barrier I mentioned really is to legal and policy barriers.  Policy as I said is something that's within the election commission and something they can change.  In Guatemala I have the poll worker training manual here and in their poll worker training manual they have how to do the alphabet in sign language as well as how to say hello, goodbye, and thank you.  In sign language.

So all of the poll workers in Guatemala for the past two national level election cycles have learned basic sign language.  This is something in addition with people with intellectual and psychosocial levels, the deaf community is usually incredibly marginalized in terms of receiving information and being feeling welcome at the polls.  So this was something that made an impact there.   

Last thing I'd like to talk briefly about is we find that people with disabilities that also have -- identify with the different marginalized groups, so say like you're a woman with those disabilities you're from an ethnic minority and have the disability you're a young person with the disability the barriers are compounded for people that have multiple forms of identity that identify with the different groups.  So a lot of the work that IFES does is working with election commissions and groups representing different parts of site to develop information campaigns that are inclusive.  So I have a little mini poster here that was made in Kenya for this is elections last summer last August, the election commission developed a campaign sfivegly targeting youth called why vote and as part of that campaign they integrated images with young people with disabilities so this one shows a young man who is blind at the polling station casting his ballot.

Something else that we've recently done is also worked with Liberian election commission, they also had elections just at the end of last year, on developing a guide for their poll workers specifically targeting the unique barriers that women with disabilities encountered.  So that was an issue that was raised both from the gender movement in the country as well the disability community.

I'd say -- I'll leave it there but just say the main sort of lesson learned, and I promise Michelle and I did not coordinate on this, is that you really need to coordinate with people with disabilities themselves.  Same as here in the U.S., in other countries around the world there are disability organizations everywhere.  There's usually a national group, groups working at the sublevel, representing all types of disabilities, there's no reason you can't find people with disabilities to consult in the work that we're doing.   

The last thing I'll make a quick plug, the U.S. is looked at in terms of good practice examples, and the one thing that I do often hear is related to we have not ratified the UN disability treaty.  It's been ratified by 90 percent of UN member states, there's a whole article related to participation in political and public life.  It's a bit difficult when I'm asked the U.S. hasn't ratified this treaty, why should we change our laws and policies to be inclusive if you haven't done it.  So we do at least have the ADA which the UN disability treaty quite frankly is in many places copy and pasted from that, to look at and use as a model.  But helping our international leadership in this space by ratifying that treaty would be really helpful.  

>> Thomas Hicks:  Great.  I want to thank you all for being part of this.  I'm just going to open it up for questions and have Brenda signal me when we're going to do audience questions.

First question that I have basically in listening to some of the panels earlier today, we talked about how things are improving.  And one of the ways that things are improving is the use of internet.  And I wanted to have each of you talk a little bit about how you feel that the internet can improve the process.  We this heard a little bit about internet voting I'm not talking more about that, I'm talking more about voter registration getting ballots out things like that.  So if you can talk a little bit more about the use of those things of the internet to improve access to the ballot I'd appreciate that.  So Cameron?  

>> I think number one the internet has been a fantastic tool to me, that's when you think of information and getting information you're no longer thinking of print automatically or even -- I remember gone are the days of getting an updated set of encyclopedias.  It straight is to the internet.

Whether you're looking for the closest restaurant or what some candidate might be -- might stand for, that's where you go.  So I think the use of the internet and sort of figuring out ways that -- at least as an election administrator we can interface with whatever information candidates might be putting out as a way to get it to voters, not necessarily advocating for it but if there's somebody who has let's say registered as a candidate the voters themselves have a clear way to know that they are registered as a candidate, their candidate, and how to get all the information about that person.

So kind of taking those resources such as you know my customized nutrition feed and really using it for the voters' advantages.  So that they understand what each candidate is saying, as they're saying it realtime in the news I think is a huge benefit, that can be done.  But in terms of like right now, we've seen a lot of voter registrations since a couple of years ago we've opened up in Virginia with online voter registration and it has helped tremendously, it also was kind of an unexpected search because instead of having certain places where voters could register, it's now every place that voters can register.

Now we've gotten over that hump it's smoothed out the process quite a bit automated it and we've incorporated in things such as absentee ballot requests and we've even incorporated the UOCAVA request into that process and it's kind of interesting thinking of these different processes and looking at it as an electronic process and it goes through question by question because you understand that ighs going to ultimately wind up in what you think is a standard type of form but it's asking it in completely user friendly ways as an election administrator it's interesting to watch and play around with is to see what the voter's experience is as opposed to let me get this custom standard form which I'll need to have notarized do this and that, the turbo tax style method where it's simple questions going through just yes or no does this apply to you or not.  Instead of really needing a manual to understand what that is.  

I think that alone has been a huge help from the last few years and as more and more states come on line with online registration it's going to help election administrators down the road because it really puts instantaneously the ability for voters and really anybody to access the registration feeds.

More importantly I think it's more towards the future but, but voters themselves who might have some sort of disability in terms of visual disability that they might have the tools built in to allow them to navigate those questions on the screen, for their registration process.  But I think again looking towards the future is we need to make sure that whatever is offered out there as an official piece is done with an eye on the disability community so that a fully interactive, and not just I can move and click and do this.

You know, increasing registration, possibly increasing the accuracy.  Hopefully at some point in the future we'll get to the point where it's I have moved and filled out my change of address or done this and it automatically pops up and says hey do you want to go through this again.

>> I wish we could have had 10 other groups on this panel, it's just that important.  Because you're saying things that are popping in my head of things like talking to the manufactures, talking about using your own device to cast your ballot, having that scanned in and being able to print that out and moving forward with that as well.  So there are so many other aspects I'd love to cover with this panel but we just don't have enough time.  Stafford, any --

>> This may seem trite when I say this, obviously but the internet is the great equalizer it's provided access to everyone who has internet connection anywhere in the world, information we know if you go to www.USvotefoundation.org, you will find information voters need to access their ballot or register to vote in their state, their jurisdiction, their residence, and the internet has allowed individuals to use their smartphones, laptops or iPads or anything that they use to access the internet they can get what they need and what they're looking for.  Obviously there's a dark side of the internet as you know that sometimes omits information out there or there's disinformation out there and we have to be careful about what we read and process and how we ingest that information.  I think as Charles starred on the panel earlier when we get data we have to be mindful of what the data is telling us what it means how we produces that information that we get 

Same is true for understanding when your voter registration deadlines are, when your election dates are, when the deadline is for you to submit your absentee ballot request.  This is information that u.S. Vote foundation collects and harnesses and puts it in one place, so anyone who has any inkling of understanding of when is my next vote, when do I elect my next county clerk or when do I elect my next sheriff or when do I elect my next senator from my state or my territory -- my representative for my territory, that has what information age has brought us, that's what the information internet has broad us to make things more accessible.

As I mentioned earlier, 2004 the overseas vote foundation at the time was first to automate the absentee ballot online, shifting away from paper.  You've seen the transition from old ways of counting voter registration absentee ballots shifted online.  That's one example how the internet has been a great equalizer in making sure that citizens living overseas in our case don't have to fill out a piece of paper, mail it back, wait for the time lag to get it back, send it back.  You can get it within quickly, determining your state of residence, getting forms to process you voter registration application, getting absentee ballot request, and sending it in to your local election official.

>> Michelle?

>> I think Cameron gave a excellent answer to the question.  I think technology is drastically changing lives of people with disabilities and making things infinitely more accessible than they've ever been.  And we have to leverage that.  I think people being able to register to vote online is amazing, I think electronic ballot delivery is amazing.  I know we're not ready for online voting, but we can deliver a blank ballot electronically and someone can tap into the technology they have at tap in at home to be able to access it and complete it.    

[Technical difficulties]

Those types of things need to be happening, we need to be talking to people with disabilities about what actually works for you.  But I think that it is changing the way people with disabilities and people who are overseas interact with the election process and I think it's going to change it for all voters eventually.    So we need to be ready for it,  and we need to make it secure and accessible simultaneously.

>> Two things.  Internet can now be use so voters with disabilities can look on hopefully their commission's website and see if their polling station is accessible.  This is something that the election commission in Saskatchewan in Canada does.   So a voter can go online, their website is fully accessible, no matter what type of disability you have,  and you can see if your polling station is accessible.  If it's not,  it will tell you what the issue is.  Is the issue that it's physically accessible for you to get into the building, but once you get in there's not an accessible toilet, or whatever the issue is.  So you can make a determination this is fine for me or this is not fine for me.

It doesn't just stop there, it also says your polling station where you're registered to vote is not accessible it gives you the option to go to the centralized hubs.  So they have hub Polling stations that are always fully accessible.    So if you want you can say okay,  the place where I'm supposed to register to vote -- or supposed to go cast my ballot is not accessible,  and you go online and say you can go to one of these hubs instead.    

Secondly the way we're seeing internet being used effectively in terms of disability inclusion is voter education.  Many people with disabilities in the countries where we work don't have a computer or laptop, but most people have smartphones.  And information being disseminated that way is much more accessible both in terms of it comes right to you, and to the device that you're always using,  but also it's much easier to make accessible in the sense of you know,  you can have captions on your video, if you're doing that.  You can have an audio version of a poster that you've made, it's much easier to make the content of your message accessible through the internet.    

>> One quick follow up, as much access and,  you know,  I think it has been beneficial,  we always have to keep an eye on how can we -- and we've held a number of -- a couple of summits on language access, and you participated in it last summer, as well.  How can jurisdictions anticipate what they need to do to serve these voters with limited English proficiency.  

>> I think in terms of anticipating is that you need to look at data.  Any data that you have available out there.  While your jurisdiction may not have been included in the 2015 or 2016 community service -- or community survey as being included for new language, if you go back and look at the data you can see where your populations were at, and where the nearest estimate is for those population's languages, such as Vietnamese.  We have a more active Korean community in Fairfax, but the fact that the Vietnamese community was the one that triggered the threshold did catch us off guard.    Fortunately,  we were in a position that we decided that we could take on both those languages,  so that we could serve both of those communities.  

One,  because we had to serve the Vietnamese community,  but two,  we knew we also had a community, and then looking at the data itself was just shy of the threshold.   And so when we started going back and looking at some of the other localities in Virginia, we kind of pointed out some places 

[Technical difficulties.]

Really annoying points that Michelle raised, the machine's not turned on the poll worker doesn't know how to use it.  It isn't plugged in again Alice Miller in DC came up with a simple and beautiful way to fix that problem.  We all know it's very hard to train poll workers.  And you've got to make them understand that something is important for them to get it.  

When you sign your name, you're asked every voter do you want to vote on the machine or do you want to vote by paper?  About 20% of the public, sometimes higher, will choose to vote on the machine.  

If the poll workers know they have to ask every voter do you want to vote on the machine, the poll workers are going to be darn sure they know how to turn the machine on it doesn't cost any money and it takes away all those excuses, all of those problems but makes it real clear to the poll worker they've got to know how to run the machine because they're going to ask everybody do you want to use it.  

>>  Great.  Great.  So we only have five minutes left.  So any other questions or I will start talking myself.  Michelle.  

>>  Hi there.  I wanted to ask this question of Michelle bishop.  With all the talk about accessible voting machines and that's awesome, I was wondering if you had any comment or thought or had seen any observations about the accessibility of the voter check in process.  I work as a election in Travis county there's a big portion in other counties.  Not picking on my home county in any way that has a manual, have to sign in and even when you have curbside voting where you bring a voting unit out, you still have to do that maybe show your ID or something.  And make sure verify that that's the person.  And in my experience it's a little bit inaccessible.  So I was wondering what your thoughts were on that.  

>>  Such a good question.  I think that technology could be changing on that as well.  We heard this morning there's a huge rise in the use of E poll books.  I think that has a potential to make that process more accessible but only if it's done well and that's not particularly regulated.  We have voting system guidelines that don't say anything about E poll books and I think that's a mistake.  And I fought very hard to see that change, which we probably won't.  I think that we need standards for that type of thing for a couple of reasons.  One, the check in process is not particularly accessible for voters but something that I would hope would be more moving for our friends in the elections community is that I talk to a lot of elections officials who say they can never find enough poll workers. 

Well, the census tells us one in five people have a disability.  And Pugh tells me more like one in four.  One quarter of the population with disabilities and everything, all the tools that a policy worker needs to use is not accessible.  You can't find enough poll workers but you've instantly ruled out one quarter of the population by making a job that's not accessible for them.  

So that's probably a mistake.  I think everything that's a part of the process that deals with voter or the poll worker needs to be fully accessible and I think we need to start leveraging technology to do that, but I think we need to be talking about those technologies and I think that we need to start to have some standards and guidelines for them and consider them part of the end to end process for the voter. 

>>  So we have time for one last question.  Not seeing any hands.  I'm going to talk.  Well, on that note, I want to thank my panelists but also put in a plug for people to serve as poll workers.  I've had more than 30 years of experience working in elections now.  And one of the things that I got my greatest knowledge from was actually serving as a poll worker in Fairfax County, by the way.  For people.  But as a public official, I don't know [inaudible] but anyway, I would love to.  I would say anyone in this room or across the nation to serve as a poll worker, because it's a very enlightening experience.  It gives you a lot of knowledge from the other aspect of it, of what it's like to be an election officer for the day, anyways.  I'll turn it over to Brian Newby for open mic with fellow commissioners.  But Brian come on up I want to thank the panelists for participating today.  I wish we could have had a little more discussion but hopefully this is the first and not last time we will discuss these issues.   [Applause] 
>>  I'm Brian Nuwby Executive Director of the EAC starting a little bit later if you see on your program page 2 I think the staff may have been suggesting something to me that the session is scheduled from 3 to 3.  So it's like Brian you'll be on from 3 to 3.  But if you look at the front page, I would say that summit planner intent would suggest 3:30.  So that will be what we'll be after today and we're going to open it up for questions.  But as you're preparing your arm to see how fast you can be the first to raise your hand, I thought I'd tee up a first question to Chairman Masterson.  And that is just really we've had a very good day today so far, I'd say.  And we're looking to 2018.  That is a definite theme.  2018 is what we want to target here.  Looking to 2018, what is the biggest takeaway you would like to see maybe people take out of the meeting so far today?  

>>  Thank you for the question.  Thank you all for sticking it out.  I actually thought I was done at three.  I was ready to head out but apparently not.  My big takeaway in part because of the panel on cybersecurity and moderating that is the need for a coordinated one nation response to the current threat environment that we're operating in.  It can't be just a governmental response on the side of federal state and local officials.  It can't just be advice given by those who are interested or engaged but it needs to be a coordinated effort by working, communicating and identifying where resources are available and getting those resources down to those who run the elections.  It's incumbent on us at the EAC, I think, as well as folks out taking advantage of these resources to share the resources that you have available with your colleagues and make available to them whenever is out there so they can decide what can best help them secure their systems and improve the overall cyber posture.  So for me the takeaway is everyone in this room has a joint responsibility to help coordinate that national response to the current threat environment.  

Two things, one that lawsuits should be used as a last resort.  There should be some sort of solution that can be raised.  But that means actually talking to each individual together.  So if you're in the room together, that starts that process.  And it's not a them versus us mentality.  It's a how can we work to improve the process.  That's the first thing I took away.  The other thing I took away that was from Dr. Stewart this morning was that things are improving.  We're not necessarily where we should be.  But things are improving.  And so as we move forward the EAC should be there to help improve that process with all our stakeholders.  So those are the two things that I took away.  

>>  I've got a couple of things, too.  I would say in light of my panel on the data, look at all your processes and see where you can collect data to make sure process and your voter experience more efficient.  And work on the integrity of your elections I think most of our election officials would like to do that some of them don't have the office depth of staff to do it but I think it's important to look at data and how we can make our elections better.  The other thing is communications.  Whether it's communications with voters who need to know what the processes are.  They need to know how they actually work.  I can remember the first time I ever walked into an election warehouse and how overwhelmed I was what a huge, huge job this is and most voters I don't think understand that.  Most people don't understand it.  They think you roll a machine out of a closet once a year take a vote and roll it back and that's that.  And it's transparency with a lot of the voters come in be poll workers.  When you'll be doing logistics and accuracy testing on voting systems, they can participate in audits at all.  I think the more general public is involved in the system, the more they're going to trust it.  

>>  So we have EAC staff members I think at the microphone ready to run to your raised arm for questions, for the commissioners.  

>>  One of my takeaways had to do with the educational process in building trust that the threat to our elections in part was citizens trust in the process and so I'm wondering in terms of educating and building confidence in the system, if you have any plans, for example, to take this summit on the road and to expand some of the issues into the areas where trust is lacking, for example, in the recount process or the audit process.  And other processes that obviously are extensive.  And take this process, this summit concept on the road so you can educate citizens in every state who have an interest in this, because clearly you know the interest in this is growing and growing and growing.  

[RIGHT1]:  I've been in this movement this effort for many years now and I've never seen such growth.  It's quite incredible really and I think we might be on the verge of one of the largest civil rights movements in terms of election integrity and election processes that I've seen.  

>>  First, thank you for your comment.  I agree, I think the election officials I've talked to that lived through 2016 administering elections one of the encouraging parts for them I think was the level of interest that folks were digging into their practices and procedures and they took a great deal of pride in opening up their operations and showing how they work.  And so to your suggestion, I think at the EAC we've been working very hard and we'll continue to explore ways to bring the process to people, which is what you're saying, right, to educate.  I was recently out in Arapaho county Colorado for risk limiting audit.  They did such an amazing job not just showing us the audit but allowing us to participate it and learn it and see how they were administering that audit so the more of those experiences we could share with the public and reach those who know me know I talk frequently about Cheryl Jackson Ohio county a tiny county in Ohio how do we reach voters and election officials to better educate and do that.  So I think the more ways we engage whether it's summit, videos trainings, having folks go out to meetings that's the role something that we'll continue to push forward on.  I appreciate that suggestion a lot.  

>>  Questions?  

>>  In about five days we will celebrate being at the agency for three years.  The three of us together.  And I think in those three years we have gone around this world collectively in the airline miles that we've put together several times.  

So we are taking this on the road for anyone who wants to listen to us speak about any of these issues.  So we have spoken at many state conferences.  I've spoken to many disability groups.  We'll go anywhere and everywhere that we can.  We don't have a huge budget.  But we have a small travel budget to get out there and talk to the American people T Doug talked a little bit earlier about how we have a lot of responsibilities but not a lot of authority, which is true.  And that's the way the Congress made this bill.  

But it also made it so that we can serve as a clearinghouse and not a lot of folks know about these resources that we have to better improve the election process.  So at our website EAC.gov we redid last March we have a lot of those resources on there.  

But we also are doing all we can to just serve as a bully bull pit to let everyone know that there's no evidence that any votes were changed during the election process. 

So the people I've talked to said to me why should I vote if my vote's going be changed.  If you don't change, if you don't vote your vote isn't going to count.  Get out there do your civic duty.  Cast your ballot and serve as a poll worker is what I say to folks.  We're doing our best to get that information out there.  And hopefully we can continue that on.  But I think that's an excellent question.  And thank you for it.  

>>  I thought you were going to say after the three years comment that we should say something nice about ‑‑ 

>>  Dave Burky Falls Church, Virginia, we're right across the river.  We get to have the benefit of coming to these things because we're so close and therefore we get a voice.  

One of the issues that I have ben noticing about elections, especially as the interest has grown in the last year, election administrators know, you all know, elections are complex.  Voters, however, expect elections to be simple.  It's the foundation, you show up you raise your hand you get counted and you're done.  It's supposed to be simple.  But it's very complex.  And I think the conversation might need to move to do we need to make it easier and simpler, or do we need to change the expectation of the voter to understand that it is complex; that in 50 states there are 50 different ways of casting a vote and just because we're becoming more and more transient as a nation, people are moving more to cities, moving to new places where the elections are different and we're getting questions every time a California voter comes into my office and says how come you didn't mail that sample ballot to me.  Virginia doesn't actually have that kind of budget that California decides to have to do those kinds of things.  

So the expectations of voters that it be simple is where I think these conversations need to begin.  Thank you so much for this summit it has been extremely educational. 

>>  I want to clarify one thing.  A former California voter who is now in Virginia. 

>>  Thank you for that clarification.  

>>  I would say we have to do both educate voters and make the process simple for them.  One of the things I've experienced was a year in Baghdad, in Iraq.  And served along people who along side people who were from every state in the country.  When it came to voting, everybody had a different process, and that was extremely confusing.  People would say no I can't do that, but I can ‑‑ but we need to work on and franchising people, because of those problems, and making sure that they don't not vote because they're confused by the process.  

But they also have to understand that we do have 50 separate, 55 separate elections jurisdictions at least as far as states and territories.  And that we do have different rules and different places and it's up to the states to run the elections but we have to do whatever we can to educate people and make it easy for them to go and believe in their vote to have confidence that their vote is going to be counted.  

>>  Hillary from Boulder county Colorado thank for tagging this on to the other conference because it makes it difficult sometimes for us to attend these conferences in person.  Question around hot topic around security.  We've only been through a year with the Department of Homeland Security.  And they're working hard at the state level.  And as a local election official I have an election coming up in June and I have, of course, one in November.  Can you give the top three tips of how someone who is not going to those committees hearing those things firsthand has a day job, how do we get that information and where do we plug in the quickest and most effectively and efficiently. 

>>  Sure.  Awesome question.  Important question.  Because at the end the services need to get down to you.  So there's a variety of ways that I recommend.  One is we'll give it to you.  We have a lot of that information, I'll follow up with you after this conference we can share with you how to plug into the information that's being shared and whatnot.  The second is judge showed state election directors on EAC can share that as well.  The Homeland Security folks in your state or assigned to your state as deputy Undersecretary was talking about will work with you as a county as well.  They have services they can work with you to do.  They were focused on the states initially but to the extent you want to look at the menu of services that they have and maybe take advantage of some of those I know they'll happily talk to you about that.  The starting point for you, I think, is you and I will talk after this and I'll make sure you have the information you need and information up on the website about this as well how to explore EAC.gov but I'll make sure you have it and that goes for anyone in the audience and at the core, the government coordinating council is setting up information sharing protocols as far as threats or risks that folks may be seeing in order to ensure that all 50 states and the locals are able to receive it.  So that's formal information sharing protocols are being developed now to ensure that you do get that information or able to act on it.  

>> Hi, I'm Suzanna Goodman. With respect to the airline miles, and traveling around the world, I was wondering in terms of cybersecurity we're not the only nation that has been under threat.  Our NATO allies are just as much danger as we are, and have been responding in different ways.  Going to paper, going to hand counting, shutting down internet voting.  What have you guys learned in your world travels your top take-aways?  I'm interested in your perspective, not just on our NATO allies, other countries as well.

>> So one of the things, I attended a conference in the Hague this summer, and there were a number of democracies there that talked about the threats that they face in terms of voting as well.  But none of them were really focused in on reverting back.  They wanted to say hey we can look at some more security features and things like that, but what sort of things can we do to ensure that our citizens can still cast their ballots.  They have a lot more -- they have a lot more resources and things than the U.S. government puts into elections themselves, and a lot more restrictions as well.

But for the most part, I think that this is a continuing threat for the U.S. in terms of 2018, 2020, and beyond.  But I think of it has -- as things change, the security measures need to change as well.  So, you know, we're not going towards internet voting anytime soon, but I think that there is a way to, as we are looking towards redoing the VVSG 2.0, there are security measures that are put in there as well to talk about what sort of things should manufacturers look towards when they go to get their systems certified.

So, you know, as we look back on 2000, the election is run differently now than it was, you know, 15, 20 years ago.  So as we move forward the elections are going to be run differently in 20 years.  So as the elections evolve, security features should evolve as well.

>> And I would say one of the things I've learned is that our American elections are unlike any other elections in the world.  We have a much different system.  It is run by the local registrars and election directors in the states.  We don't have a centralized federal system.  That makes our challenges quite different from other countries in the world who are facing the same issues.  So that's something that we have to look at and try to gear our response toward is going to be different than other countries do.  Certainly we can learn from each other in how we can respond to some of these concerns, but we have to keep in mind that our system is completely different.  

>> Amber McReynolds I'm the director of elections in Denver.  Thanks for having this, I think it's fantastic, and I agree, I think taking it on the road further to get out further in the country is fantastic.  My question is, sort of touches on a little bit of what came up but being from a state that has a significant amount of people moving into it from all parts of the country, and they're coming into our model, which is valid delivery and vote centers, we are getting thank you notes from voters in their ballot packets coming from other places.  But what it has highlighted for me in a big way, we also have election day and same day registration, we have a very connected statewide system and can, you know, manage all those cross -- changes.  But I think the interconnectedness and the transient nature of just the country generally has very much highlighted these huge disparities and frankly confusing policies and practices that are across the board, that all are solvable through data-driven policy changes.

And so I think like common data format works, some of what Eric has done, I think what it has done is it's highlighted that much of our issues that we deal with from a customer service perspective, or voters voting provisionals, or whatever it is, has to do with varying deadlines, state to state for registration, varying precinct deadlines, varying residency deadlines, where someone's eligibility in one state may vary greatly from somebody's in the next state over.  So I don't know if you want to maybe just talk about your thoughts on that, because it seems to me that that's the most obvious way to improve a lot of the challenges that voters face.  Just purely in the registration side of things. Because if they don't get registered successfully it really doesn't matter, you know, once we get to the voting process that registration part seems to be kind of the bedrock of much of what we do.

So just need to get your thoughts on that.

>> I'll take a piece of it since you're the first one to bring up today commendative format, thank you.  The easy data across jurisdictions is critical and actually has gotten a lot better over the last decade.  When we first started collecting use data, even within the jurisdiction either getting that data complete or consistently was almost impossible.  So an effort that we've been involved in obviously is developing the common data format to ease that exchange of data to encourage that ability to exchange data both within your state or otherwise and I think what you'll see, because the trends already headed that direction, is exactly that, the ability to analyze and exchange data across election jurisdictions to educate voters, to improve services for voters, just to improve the overall information, right?  Allowing people to look up where they can vote and whatnot.  That gets gotten so much better over the last five, seven years, thanks to effort like VIP, and I think you'll just see that grow as the technology, you know, improves to support it.

>> Yeah, and I would say that, you know, Michael Scarpello said earlier he has a huge county and he sees different voters behaving in different ways in different places.  As we know, every election is different and every jurisdiction for every election.  We don't do the same election over and over again.  But this underscores the importance of sharing information, the national clearinghouse, getting best practices out there, and sharing those so that folks can update their processes.

I think one of the things that is sorely needed in the country is a review of all the state election laws and procedures.  A lot of them are very old, technology has made them obsolete, and I think we need a real review of our election laws and our processes, and we -- I don't know how we do that but I think the states really need to start tackling that issue.  

>> I don't know if I should introduce myself, as the deputy of Arapaho county or as votinggate.  But I have a question.  (Laughter) so we're reminded today about Florida in Florida and the policy changes that came from that being very public and the funding that came with that, and we've talked a lot about the security issues that we faced this last year, and again we saw a lot of amazing things because that was so public and we had the governing coordinating council, the EAC came up with this great glossary of terms to help us quickly become cybersecurity experts, we have a lot of sharing of information as we heard today from different entities.

Is there merit for the EAC to -- well let me back up.  We tried really hard as election administrators to make sure we're always pointing out the really great positive things that are happening and all the improvements that are taking place but is there merit in the EAC either guiding us or helping us maybe pull back the curtain on some of the other issues that we face collectively, and making those public in a way that might help drive further change?  Such as the struggle that we have to security polling locations that are big enough and accessible, or some of the issues that we deal with in Colorado with registration changes and updates and those sorts of things.  So have you given any thought to sort of what's the next big issue that you would like to tackle or maybe help us help you bring our stories to the public, so that we can get those policy changes or that funding that we need?  

>> I would say it's going to be an all hands on deck process.  I mean, the researchers are good at bringing up the problems that we have.  And I think the EAC is looking at some of those things, as well, and we do, because of our interaction with the state and local election officials, we do hear some of the problems, and we do see the threads that run through the different states.  And so we're in an interesting position in that we can see what's happening throughout the country, rather than just an isolated area.

So I think we are looking at that.  I think our staff is looking at some of that, as well.  Obviously, the big -- you know, big thing right now is the cybersecurity and the threats against our system.  We have to keep chipping away at each issue that comes up and how we can best respond to it.

So I think yes, through a lot of the work we do, we're doing that, but you're right, we probably should do more.

>> The answer is yes, and part of your question suggest to me is the need to identify we're focused on some pretty complex challenging problems, but have we identified or helped identify and helped you all deal with some of the simpler problems that are the larger issues for you, like polling places.  That's simply a challenge of finding and identifying places you can actually use, right?

And how do we help educate, get in touch with county commissioners or legislators to help ease that burden communicate that on a more national level, we can utilize the information we have at our fingertips to help do that.

So the answer is yes, how do we -- you have to help us identify where those challenges lie, and then it's incumbent on us to help work through those with you.

I look -- honestly I look at auditing, at this point auditing has become an expected practice, right?  So now the conversation has moved on to efficient auditing you go do your risk limiting audits how can EAC work with commissioners and otherwise to identify auditing practices and share that information about what's working what's not working why it's working to allow you guys to make the decisions about what works best for your operations, right, as we see that all and improve.

If we went through do we need to audit don't we, to yes we need to audit but what are the best ways so those are the types of challenges in front of us.  

>> So yes someone said a little earlier that there's 170,000 plus polling places around this country on election day.  The odds of all those places not having one incident at all are very minor.  So in 2000 we talked about hanging chads, 2004 it was long lines, 2008 long lines again, 2012 it was hurricane Sandy, 2016 it was the Russian meddling, what's 2020 going to be like?  We don't know, we don't have a crystal ball, but I think that weighs move forward, as long as the election officials and public are working together to facilitate that no votes are being changed, I think that that's a positive aspect.

We have our E-survey out in the hallway there that I would tell folks to make sure you get a copy of.  We don't have many left.  So if you get a chance, get that copy of that, it's on our website for those at home.  Look through that data, and as problems come up we're going to come up with solutions hopefully.

>> So if I could from an EAC staff perspective use that to transition to a couple of things.  One, I believe that I would say as a former election official, polling places are not a simpler issue, just want to say that.  That is a thing.  But I think one of the things we've tried very hard to do this year is make it real.  That was EAC initiative and to make our information relevant.  We wanted to make sure that what we were doing spoke to you.  And so that -- we hope it has, we hope that today's event is indicative of that and we want to continue that for 18.  So we definitely would like to get feedback if there are things that we should be focused on that we aren't.

I think we have -- we're kind of running towards the end -- we have probably time for one more question, and then we might have one wrap-up here.  So is there one last question?  

>> It's that time.

>> It is I would give one shout out to our staff one thing I think they've done a terrific job today, tremendous job.

(Applause.) 

Thank you all of you for attending I think if you have questions look at EAC.gov, I would turn now to the chairman Matt Masterson for final word.  

>> Chairman Matthew Masterson:  Oh, man.  No incredible wisdom to share except for thank you to the staff, thank you my fellow commissioners and the panelists, and you all for being here.

The comment was made it's obvious the level of engagement because the amount of people here, right?  And so the challenge for all of us whether you're an election administrator, a member of the public, an activist, an academic, is to remain engaged with each other to work together to solve these problems.  There are big challenges, but there are a lot of great people working to solve and tackle those challenges.  And so it's incumbent now that all of you have met and been in the room together, to work together, to tackle these challenges and solve some of these problems.

So that's the message, I hope you leave here today with, is to find a way to buddy up.  I feel like we should have the election officials raise their hand so you can identify who needs the help and support, but just go out and conquer and take on these challenges head-on, we'll be ready to go for 2018, I've got no doubt about that.

No, no, stop.  You stop.  So that's all.  Thank you.  (Laughter) 

(Applause.) 

(Meeting concluded.)  


