
>>  Good morning.  Our program will start in approximately five minutes so if you have a chance to find your seats.  Thank you very much.  



>>  What is the EAC?  I'm glad you asked.  EAC stands for Election Assistance Commission.  And simply put, our goal is to make your job easier.  Now, seriously.  We were established by the Help America Vote Act of 2002 as an independent bipartisan Commission charged with helping Americans vote.  The primary way by ensuring election officials have the support and resources they need.  We help in a few ways.  We craft and adopt the voluntary voting system guidelines, accredit test laboratories and certify voting systems.  Clearinghouse of information and best practices related to elections.  We also maintain the national voter registration form which can be used to register to vote, update registration information with a new name or address or register with a political party and develop recommendations and standards that address the needs of voters, state and local election leaders, and other election stakeholders.  At the end of the day, we work to ensure every eligible American has the opportunities to vote independently, privately and with confidence in our nation's election system.  We do everything in our power to make sure election officials have what they need to support that.  Learn more at EAC.gov.  



>>  Good morning.  My name is Matt Masterson.  I'm the chairman of the Election Assistance Commission.  I want to thank you first all of you for being here and engaging in this discussion with us attending this meeting and participating in a kickoff event for the 2018 election which I know for the election officials in the audience today you've already started long ago, just a kick off for us today.  

First, I've been instructed to go through the ever important housekeeping items, tall order but I think I'm up to it.  The first item is that this is being recorded both by our folks and C‑SPAN so please silence all devices that you have, make sure we have everything turned off so we don't have ringing and buzzing throughout the course of the event.  

Second is the restrooms are located out that door to the left, there's a sign there, so if you need them, just feel free to go.  And there's staff out there that can direct you.  Also, EAC staff are omnipresent here, buzzing around, running around, they have their hands raised.  If you need anything, have any questions, whatnot.  Please grab myself or one of the EAC staff or one of the fellow commissioners.  

So with that, I just want to start with a couple opening remarks to tee up the discussion.  Purpose of today's discussion is to explore the most pressing issues facing our election system today by having a discussion with those who are most impacted.  That's election officials, voters, that's those who research and study and that's those who participate in the public discussions and engage the process.  

It's my sincere hope and the hope of the Commission today's event will result in a meaningful dialogue and conversation that helps to identify areas of emphasis for this year, tease out nuances challenges facing this elections community and tease up much needed conversations regarding the security, access integrity of the elections process.  In doing so I'd like to start by introducing our opening speaker and we could think of no one better to tee up those conversation and is that nuanced discussion than the man that's going to open the conference today, he's a friend, a geek, a self‑proclaimed geek so I don't think I'm out of line saying that, and he's someone who has looked at, studied and engaged elections in a way that few have.  So I'd like to introduce Doug Chapin excellence in administration at the Humphrey school of public affairs, he came to that position after ten years at the pew charitable trusts where he served as the director of election initiatives.  Many of us start our day reading his blog in the morning to begin things off with a cup of coffee.  And today we're fortunate enough to get his take here live and in person.  Those of you who know Doug, he will share I'm sure some stories, some equips and thoughts and tee up what we're looking at for this 2018 election season.  So let me introduce my friend Doug Chapin.  



>>  Good morning.  My name is Doug.  Usually we say good morning, Doug.  Thank you.  So nice to see so many familiar faces in the audience today.  

When Matt called a few days ago and asked if I would be willing to do this I was incredibly honored but also aware a little bit of being like that friend who's always available to help with things like moves and the like.  He isn't necessarily good at it the but always answers the phone so I'm happy to be that kind of friend to Matt and the EAC.  

But seriously, though, I do want to thank the EAC not just Matt but fellow Commissioners as well as the countless friends and colleagues and former students I have at the EAC.  The EAC was a tremendous source of hope when it was created as part of the Help America Vote Act of 2002, was a tremendous source of frustration when it disappeared for several years a while back and has really been an amazing, amazing asset to the field since its return.  I think that's on not just the Commissioners but all of the staff and folks they work with.  The EAC has become a center of gravity in the election community that it has sorely needed and I think will serve it well not just in 2018 but going forward.  So just some quick remarks.  The other promise I made was that no matter what time we started, I would have us done by 10:00 o'clock for the first panel.  So it's a little bit like Woody Allen's quip about that the food is bad, but the portions are small.  I will be as brief as possible.  


Just to tee us up for today a couple things.  The first is I'm fond of saying because it's free and you can't get a refund, but I'm fond of saying that the best thing about beating your head against a brick wall is how good it feels to stop.  

And I don't know about you all, but in many ways, I feel like 2017 was a brick wall against which I'm happy no longer to be beating my head.  Various efforts at the national level and across the country that I think were more interference than helpful to election officials across the country.  So to paraphrase the old country song I think I'm happy to see 2017 in our rearview mirror.  

(Audio difficulties) 

>>  Good news is that ‑‑ very high energy and likely very high turnout ‑‑ (audio difficulties) ‑‑ in what's typically called an off year election that we don't normally see.  And with that high energy and with high turnout you're likely to have close elections.  Anybody here from [inaudible] Alabama?  Hell hath no fury as a [inaudible] election the nation's eyes will be not just on the [inaudible] and so what you will have to continue to do, what are the election community will have to do going forward is find a way to meet an ever higher demand nor service with a stable or declining amount of revenue over time.  We're saying changes in laws.  Those of you who are attorneys or paying attention more closely or will know Supreme Court across town is going to hear argument today in an Ohio case regarding application of the National Voter Registration Act about the impact of non‑voting on list maintenance.  Depending on what the Supreme Court decides in that case we could see significant changes in many states and maintained across the country.  That becomes a moving target in a year when moving targets aren't necessarily helpful.  

We're also seeing growing interest in places like California and elsewhere in what's now known I've seen, I saw amber and Jennifer earlier, known as the Colorado model of election administration and election day where voters are mailed ballots and have an option to drop them off, mail them back or bring them to an in person polling place on or before election day.  We're starting to see interest in vote centers, vote by mail, changing the way that voters both receive, cast and return ballots across the country.  That, too, is a moving target and the good news is that legislators pay more attention in election years since they too are on the ballot.  I had a legal colleague to observed there are two things every elected official in America theirs they're an expert in.  Smoking on airplanes, and the other is elections because they've all run in them.  Good news is policymakers tend to pay attention in election years to election laws.  The bad news is in many ways election years are the worst time to change election laws because it shifts the ground underneath those of you who actually need to do the work.  

So the courts, legislatures and sometimes even candidates will push for changes in the wait in which elections are run across the country.  

(Audio difficulties) 

What have you in the room, of cyber security.  I know chairman Masterson and folks have said election officials need to be IT officials.  But I think in many ways cybersecurity and the need to focus on not just the physical security of your election system but the digital and cybersecurity of your elections is something that's moving from the other duties as assigned part of the job description to an actual line item or paragraph or full section of your job description going forward.  

And that's one of those things that I know everyone in the field is incredibly committed to doing and wants to make sure they do right.  The problem is that in many ways we're catching up to the bad guys or to sort of the advanced good guys in the field and learning about how exactly to do that.  There are some very high level things that I know are already in place and we're going to hear about those today.  But there are other things that each of us and the people we work with had going to have to do a better job of.  Better password management.  Thinking about how securely we back up our information and where we secure it.  

Knowing how to spot, respond or not to fishing attempts to get at the data that we work with on a daily basis.  One thing I want to point out that I don't think gets a lost attention in the area of cybersecurity, I think a lot of the focus in the country right now on cybersecurity is on the impact that the security of the election system can have on the integrity of the outcome.  We want to make sure that the people who won the elections are the right people and we didn't somehow corrupt that result through intrusions into the election system.  That is incredibly important.  I want to suggest that in many ways, election security is about something even more important and that is the security of individual voters.  All of us are sources of tremendous amounts of personally identifiable data which are linked to things we care a lot about.  Our life savings, our homes, our bank accounts, our, details our personal lives we don't necessarily want shared with the highest bidder.  In many ways, voter records and election files are keys into those vaults for individual voters.  And so while it's incredibly important to think about cybersecurity as a way to protect the integrity of the election system in the abstract or at large I also want each of you to think of cybersecurity as a way to protect the individual voters you work with.  

I know for a fact I've witnessed it personally and I've seen it in news story after news story there's no one in this room and very few people in this election community who would not literally go to the ends of the earth to help a voter cast a ballot if they needed that help.  

We need to have that same sense of urgency to protect the data of individual voters even if they are not in front of us face to face.  We ask voters to give us information in order to help participate in the process.  We need to make sure that we're protecting that information so we're protecting not just their votes but the rest of their lives that they bring to the table or into the voting booth when they cast their ballots on election day.  That's the challenge.  And that's a lot of stuff to digest.  And you'll hear about all of that and more today.  The good news to me is that all of those very difficult tasks are in absolutely the right hands.  I'm fond of saying, and, again, anyone who's heard me speak probably knows that I say that other than friends and family, my favorite people in the world are election officials.  

You do a job that is poorly defined, that has thousands of different requirements.  You function as what I call grenade catchers of American democracy.  It's your job to handle the difficult questions on election day, and I am impressed time and time again even though I've seen it for 20‑plus years in how capably, enthusiastically, and even cheerfully you take on that challenge.  And so with shifting politics and shifting laws, with tight budgets with this need to protect election security and voters across the country I can think of no group of people in better hands, I can think of no people in whose hands that task is better put than election officials.  

I'm also ‑‑ again, I'll return to where I started.  I think we're in good hands with the Election Assistance Commission.  When I he teach my class at the University of Minnesota I talk about how the EAC is given a lot of responsibility for elections by the Help America Vote Act.  But not a whole lot of authority.  In many ways Congress got the agency that it wanted and the agency that it designed, but I think even with that very challenging and limited mandate the EAC plays a crucial role in bringing the election community together, sharing information at events like this, being in many ways your voice and ear in Washington, D.C. with the federal government.  The challenges before us are vast.  I know all of you are capable of doing it but I think you're in good hands with the Election Assistance Commission here in Washington, D.C.  

With that, I will say I'm looking forward to today.  It's always interesting to hear what folks have going on.  I know I will have my note pad out when we talk about cybersecurity because I'm still figuring out where exactly in that bowl of alphabet soup I need to put my spoon.  I was really honored to be invited to be here.  And can't wait to hear what all of have you to say.  Here's to a successful 2018.  

(Applause) 

>>  Thank you, Doug, for kicking us off in the right way.  I'd invite up Commissioner McCormick and her panelists, Doug teed up it perfectly.  They're going to talk about election efficiency, integrity, and improving services to voters.  With that I'll turn it over to Commissioner McCormick and her panel.  

>>  Get us all mic'd up here.  

Thank you to chairman Masterson for getting us kicked off here and to Doug Chapin for those great remarks.  As Commissioner Masterson mentioned the panel here is called election efficiency and integrity, improving the voter experience.  But most of the panel I think will be focused on data and the importance of data and how we use it in the elections community.  

We've got a great panel here for you.  You have biographies in front of you but my staff has provided some abbreviated biographies which I'll read and then we'll start hearing from the panel.  I've asked each to speak for about five minutes or so.  From their perspective of this panel.  And then I have some questions for them and then we'll go to questions from you.  

Before I get started I want to thank you for being here.  Really excited to kick off the 2018 elections.  Hard to believe it's already 2018.  We're kicking off the elections but election officials have already started working on this the day after the last election.  

So I know those of who are election officials in the audience, this is not a kick off for you.  It's just the kick off in January.  But y'all have been working on this election since the last election.  And I appreciate all the hard work you put in to making our elections so good in this country.  So I will do some brief panel introductions.  To my right is secretary Barbara Cegavske, she's served as Nevada's Secretary of State since 2015.  More than three decades of combined public service in small business experience.  Prior to becoming Secretary of State, she represented Clark County in the Nevada state senate.  Before that was elected to three executive terms representing Clark County district five and the Nevada assembly.  Thank you for being here.  Dr. Krysha Gregorowicz, a senior researcher at Fors Marsh group as a lead researcher for the EAC's election administration and voting survey or EAVS and they did a fantastic job for us this year.  Make that a public statement that's not an easy task.  Believe me.  For more than a decade she worked with an um in of private and public partners including the pew charitable trust, voting information project and the federal voting assistance program over in the Department of Defense.  Thank you for being here.  To my far right is Michael Scarpello.  Michael is the registrar of voters for San Bernardino County, California, which is actually the largest geographical election jurisdiction in the country.  Michael has spent more than 18 years working as the director of elections in three states.  His expertise is in improving operations, reporting results quickly and accurately, and developing innovative programs to assist voters.  While Michael has made his mark at each post, in San Bernardino County he has made the election office into a more efficient and effective organization ‑‑ and I know that from visiting out, there, it's quite an impressive operation ‑‑ including the launch of new applications, redesign of the county's ballots, consolidation of under used polling places, improved poll worker efforts and more.  We're excited to hear about what you're doing in your office.  

And to my far left, maybe politically, I don't know, probably of me, doctor Charles Stewart III the Kenan Sahin distinguished professor the political science at the Massachusetts Institute of Technology where he taught since 1985.  Extensive and probably one of the biggest under statements of the day research includes close looks inside congressional politics, elections, and important American political developments.  Those of us in this room have come to rely on Charles's undeniable abdominal to help us better understand voters and how election administrators can best serve them.  Thank you very much for taking time out to be with us today.  

So I've asked each of the panelists to make about a five‑minute presentation and I will start on my far right with Michael Scarpello and they all have some notes I think in front of them instead of power points.  

>>  Thank you for allowing me to serve on this panel with such accomplished co‑panelists.  

I got to warn you I'm an elections geek also.  And I can go for hours about this stuff.  So I know we've got a very short period of time so I'll refer to my notes to keep me on track.  

The goal of a local election official is to conduct elections in a fair, accurate, accessible, efficient and transparent manner.  Meeting that goal is difficult because our budgets are tight, staffs are small, we rely on poll workers and the expectation is perfection from the media and public.  So that's very difficult.  So we're constantly thinking about new ways to improve our processes.  

One of the ways we can do that is to use data.  So we typically collect raw data, we analyze that data and then use that data to convert it to information to improve our processes.  

Traditionally the analysis to prepare that data has been simple.  We look at the number of registered voters, look at the historic turnout.  Analyze how many locations, how many ballots and we have put those computations into law.  The issue is that many times those computations are based on averages and afternoons across the county.  And averages, that's helpful, but it can be problematic because if we base things on averages sometimes we underestimate how much supply we need, and sometimes we overestimate and we waste money.  

So it's in reaction many election officials like myself around the country have spent a lot of time crunching data a lot to try to be more efficient.  In my 18 years I've challenged my staff to crunch their numbers and I always tell them, they should have paid attention in math class.  Every we do has to be based on number.  We believe in it so much that we created an elections analytics department and have an elections analyst that does nothing but crunch numbers and develop processes all day for our different departments.  

So we currently analyze data in every area of our organization.  In the process goes like this.  We collect data ‑‑ I'm going to give an example.  I'm sorry.  About how we look at polling places for instance.  

So we collect data about the polling places, find and inspect accessible polling places and quality locations.  We'll talk about that this afternoon in one of the panels.  We inventory the number of parking spaces at those locations, we measure the square footage, then collect data about voter behavior, we know that historically we look at voter turnout but also look at where people live and we also look at when they vote.  And we measure when people vote by the hour.  This is something that's kind of unique and I don't think too many counties do that around the country.  

We also look at how people vote, do they vote a regular ballot, a provisional ballot, or just drop off a vote by mail ballot at that location.  And then we also predict how the voter will behave on that election day.  So we do simulations, we look at how long it takes a voter to drive to their location.  We look at how long it takes them to park their car, walk into the location, how long it takes to process that voter and then vote that ballot for that particular election.  Is it a long ballot, a short ballot.  And then to return to their cars.  We gather that data.  We also gather data about our poll worker behavior, how long do it take them to process a person, how long do it take for a provisional supervisor to process a provisional voter.  

Then we take all this information and crunch it.  Take this data and calculate the capacity of each of our polling places.  We input that ‑‑ take that information and put it into GIS software and assign people to polling places because the goal is to keep every polling place busy and be efficient but not to have place be overwhelmed and have too many voters and lines.  

We also project the number of voters by the hour at each polling place.  We use this information to determine how many supplies we put at every location.  How many booths and other supplies we need and then how many ballots of each type and keep in mind that people always think of how many ballots.  Well, most election officials it's not just a ballot, in our county it's over 400 different ballot types that we have to distribute through our county.  We have to calculate the number of each of those types.  So it's very complicated.  We also assign the number of poll workers based on projections at each polling place and do that for the peak hour so we don't have any problems.  The number of poll workers varies.  It's not just three or five at any location.  It's anywhere from five to 18 different poll workers at any given location.  We also plan our lunch and dinner breaks around those peak times so we don't have people at break when we have a lot of voters coming.  We found this data analysis is helpful and helped keep things smooth at the polling places but also know it's not always dependable.  So we also in addition to prior to election day on election day we actually survey each and every one of our polling places to find out what the turnout is like and the ballot usage and make corrections as necessary.  

The result of our data collection and analysis has been that we've created a lot more convenience for our voters.  We have very few lines and if there are lines the wait times are very short.  We've saved hundreds of thousands of dollars and used that money to not just give taxpayers back money but expand services like increasing number of early voting sites.  So this is just one example.  We conduct similar analysis for early voting for mail ballot drop off and will use similar logic in the future as California moves to a vote center model and tapping into amber to look see what they're doing in Colorado to crunch their numbers.  

Couple of others examples of how we use data.  We use it to speed up ballot counting of our paper ballots, project drive times to get ballots back and monitor the progress.  We analyze the time it takes to process ballots at each step of the way to process them, count them, to duplicate ballots, to store them, and then we adjust as necessary on election day.  We also use numbers to train and assign our poll workers, we have over 3500 poll workers in our county but to get those poll workers we have to contact over 10,000 people.  We have to schedule over 7,000 to come to training, we have to train over 5,000, and we have to sign over 4,000 to get 3500 to work on election day.  We must also recruit and train people in six different languages and place certain people at different precincts.  Because we're a large area, 20,000 square miles, we train and assign by region.  And what we found is that in each region people behave or ‑‑ their behavior is a little bit different.  Some people are more dependable than others in different regions.  So we use the information from our analysis to look at that behavior to have different projections in each different type of region so aren't shorter of workers at any particular region.  That's a quick look at how we use data.  It's helped us and it's increased our efficiency and made the voter experience better.  We also then pass that information to state and federal officials to compile that data and then we compare our performance against other jurisdictions.  

>>  Great.  Thank you so much.  And I know there's an unending number of data points you can collect and do different things with.  So it's very interesting some of the things you're doing.  Just incredible.  Thank you from the local level.  Now to the state level, secretary Cegavske from Nevada.  

>>  Well thank you for having me here today.  I want to thank EAC for putting on this summit and for all your assistance.  In the state of Nevada we have 17 counties of those we have 15 that are elected clerks and then two voter registrars.  And we have a very large county in Clark.  So we understand sometimes the pain that you're going with.  

But one of the things that I wanted to explain to everybody because one of the things that's always unusual for me is to hear acronyms and many of you hear acronyms and they can mean something different so I want to make sure you're all aware of some of the acronyms I'll be using just to talk a little bit about what we're required to do.  

One is the Election Administration and Voting Survey we get from the EAC.  It's a buy annual survey straighten by the EAC after every federal election and that data that's collected includes voter turnout.  Voter registration, preelection voting, be a tee voting, military and overseas voting.  Polling places, poll workers, and provisional voting.  

We also have what is the VRA, the voter registration agency, and it's a government agency designated by the federal or a state law required to offer customers or clients and most circumstances the opportunity to register to vote.  VRA's including DMV, public assistance agencies like welfare or employment assistance agencies, agencies that provide service to people with disabilities like aging and disability service division and military recruitment offices.  

The next one that you'll hear about is the cover transactions, every time a customer or client with a VRA is requesting a service, filling out a form or application, the VRA is required by law to give the person the opportunity to register to vote.  These interactions are called covered transactions and two examples for us in Nevada that is when you're going into to do anything with your driver's license at the DMV or a person submitting an application for welfare assistance.  

And then the national voter registration act, the NRVA.  That is a 1993 federal law also known as the motor voter law that requires the DMV and public assistance agencies to offer the opportunity to register to vote.  So with those, I just wanted to make sure that everybody knows our acronyms.  

In Nevada, we use data to improve the administration of elections and voter experience in several ways.  Among other things the office of the Secretary of State is currently focusing on transactional data to monitor the effectiveness of voter registration agencies.  So on a regular basis we're looking at what they give us to find out if it's accurate and if there's any issues that we might see.  

We coordinate routine reporting with voter registration agencies and Nevada local election officials as well.  And the voter registration agencies record and report the number of covered transactions whether the client chooses to register during the covered transaction or if they're going to send it in later or give it to somebody else.  Those numbers are tracked.  We know that they have them and that's where they got that application.  The number of voter registration applications each local VRA office transmits to the county election office, we also the local officials track and report the number of valid applications received from each voter registration agency as I said and then send that information to the Secretary of State's office.  

And the Secretary of State receives monthly reports from the department of motor vehicles.  We get from also the health and human services and these reports are made available online for the Secretary of State of Nevada at www.nvsos.gov.  We also have a program that monitors data to identify and correct any potential complaint or compliance issues as well as identify best practices.  And I'll give an example.  

If a significant decrease from previous reporting periods is identified in the number of completed voter registration applications being transmitted from a voter registration agency to a local election office, the Secretary of State programs staff and agency will investigate to determine the cause and whether any corrective action is necessary and we do that on a regular basis between the two agencies.  

Then we're evaluating the disposition of completed voter registration applications among offices is another metric program staff uses to identify where review and corrective action might be necessary.  And an example of that is a local voter registration agency office that exhibits lower than average completed voter registration applications or rejected applications can indicate potential issues during the covered transaction and the need for VRA staff to review training materials.  

The Secretary of State's office puts this data collection into charts and graphs which allows for the review of large amounts of data at a glance and as well as the identification of significant statistical variations.  Also for quick comparison of data over a period of time and other data sets.  

And the example for this is the Department of Health and Human Services reports multiple figures for more than a hundred offices on a monthly basis.  

In the raw data format interpreting this data can be daunting, but by placing this data in a scatter plot or a line graph program, staff can easily determine if there's any deviations.  

And then collecting this data on covered transactions from voter registration agencies allows the Secretary of State to be proactive during conversations with any of the advocacy groups.  

And Nevada uses voter registration turnout also to identify best practices at the local levels.  So we feel very, very confident in the information that we're getting and being able to work with any of the agencies in Nevada to see if we have any issues or where we might need to go in a different direction or look at how we might need to change what we're doing.  

So look forward to the next part.  

>>  I think both of these little presentations have point out really the goal here is to make the process better for the voter and serve our taxpayers better.  We're all public servants at least this side of the aisle is and collecting that data makes a big difference on how we can make the voter experience better and more efficient.  

So from the west side of the country I'm now turning to the other side of the country and two panelists are both researchers, academics, and interested in what you have to say what you've seen with the data and how to make things more efficient and bring more integrity to the voting process.  So Dr. Krysha Gregorowicz, thank you.  

>>  Thank you so much for having me today.  My name is Krysha Gregorowicz.  Senior researcher at Fors Marsh group.  Worked with EAC this year to administer the 2016 Election Administration and Voting Survey.  Kind of ‑‑ I'm happy I got to follow our election officials because I think these are exemplary of how powerful data can be.  If used correctly to improve our processes and really evaluate whether the policies we have in place, the processes, and the investments that we're making in the election system are having the intended effect.  The big challenge that we dealt with this part of the Election Administration and Voting Survey is how can we learn from each other.  They talked about elections create so much data.  And we have great examples of harnessing that data to do our job better and make sure elections are run well.  

But I think it's really important to remember and lucky I'm on one of the early panels because I won't be the first to say there is no one election in the United States.  There are thousands of independent elections run at the state and local levels.  They're one with their own policies, and their own processes, and frankly, in a lot of ways they're own vocabulary.  When we talk about acronyms and defining those, that's really important.  Because without having common definitions of what these data are, and what we can do with them, we really struggle to talk to each other.  So the Election Administration and Voting Survey for those who don't know, it is a large scale ‑‑ the only large scale data collection instrument for administrative data on elections in the US.  Calling it a survey is I think a bit of a misnomer.  It's really a census of election administration in the United States.  

Covering a variety of topics, registration, turnout.  Be a tee voting.  Military and overseas voting, technology and our processes.  What's really remarkable ‑‑ 2004 was the first EAVS survey was fielded.  It's remarkable to think that fundamental questions about elections in the United States, for example, how many precincts and polling places are there in the United States.  It's mind boggling to think there was no one place that you could find that information.  So basic and fundamental.  

The answer to that question for 2016 was there are about 1 hundred 78,000 individual precincts and about 116,000 individual polling places.  Additionally, about 8500 early voting locations in the US.  I'll caveat and say those numbers are still complicated to interpret.  But that's a very important piece of information.  It's really shocking we wouldn't have known that before.  

I think a couple other highlights that we learned from 2016 EAVS, there were about ‑‑ local election and state election officials process dollars about 77.5 million registration forms.  By far the DMV offices, about a third of them were coming from DMVs.  One change from previous elections was increasing use of online voter registration systems.  

So we had about 17.4 percent of registration forms coming from online systems.  That's up from in 2012 it was about five percent.  So big jump there.  Similarly e poll books, 75 percent increase in the use of e poll books across the country since ‑‑ in 2016 since 2012.  

2.5 million provisional ballots.  About half of which came from California.  Overall that's 71 percent counted in part or full so that's an important way kind of metric to consider, how well that protection is working.  

Very active overseas voter population.  We saw about 178,000 ballots transmitted to overseas citizen voters, non‑military, about a hundred thousand more than in 2012.  Almost 80% were returned and ultimately counted.  These are sort of important pieces of information about how elections in the United States are doing.  

Again, from all jurisdictions across the country.  So while these are sort of neat insights I think what's important to ‑‑ what really is important about the EAVS is since it started is that it helped us develop a common language to talk about elections with.  

And our secretary from Nevada mentioned this, but defining acronyms.  Without a common definition of these basic terms, what did we mean by a ranked or accepted ballot, what's registration, we really can't ‑‑ becomes very difficult to learn from each other and make comparisons.  So I think that's been a very important and certainly a work in progress and I think this year the federal voting assistance program through their own sees voting initiatives coordinating with the state governments brought together state and local election officials from across the country to talk about the Section B military and overseas voter section of the EAVS to talk about the challenges that they face collecting that data and reporting it and helped refine the definition, lessons we were able to apply to the other sections.  And really when we have this common language to talk to each other, it really unlocks the possibility of using all the data that get collected or more of the data because it really is copious amounts.  In order to report to the EAVS, not even necessarily to do this amazing work evaluating and refining one's processes at an individual level but to administer elections.  This is sort of the tools on the ground make sure elections are happening so it's very exciting I think there are so many possibilities out there already moving to projects with common data, data standardization where looking at directly from the data that are being collected at a transactional level and how can we take it from multiple jurisdictions I believe it was 13 involved in that project this year, how can we make these transactional data talk to each other to standard I had in a way that we can gain insight into the election process and improve the election process in the United States.  So very exciting opportunities in the future.  And I think the EAVS is such an important part of that.  

>>  It really does show us the big picture nationwide of how things are going.  The successes and the challenges.  And down to the smaller level and jurisdictional levels which is really great.  And as we continue to work on that with our partners and the federal government and on the ground in the states and local jurisdictions and, of course, our researchers will make it even better.  I think it's invaluable information.  

So with that I will go with to Dr. Stewart.  Thank you so much for being here again.  

>>  It's great to be here.  Thanks again to the EAC for inviting me this morning.  I want to start with the quip on the introduction about our relative political locations.  I think that's a good place to start.  

Those of us who are in this business of researching elections and especially trying to make them better oftentimes talk about making it easier to vote and harder to cheat.  That's the goal we all share as we try to make elections better.  

And this movement towards data driven election administration is really an effort to try to understand the degree to which we might have certain values that determine maybe how we think about achieving those goals oftentimes we can decide some of those questions based on the facts.  

And I think that those of us who are geeks and all of us on this panel sound like we're geeks, I think we're driven to see how much we can base our knowledge, our actions on the evidence in front of us.  

And I think there's a lot of success stories that I will talk about in just a little bit in a second where when we focus on the facts, we can really make a lot of progress.  And I think that that's the important thing here.  

So the topic today is making the voting experience better for voters, making it better for the nation.  And I guess the way that I jump into this as an election geek is thinking back to the year 2000 and the event that got me actively involved in studying election administration and many people around the country interested at least noticed that gee, there's something interesting here in election administration.  That of course was the Florida recount.  

And being a native from Florida I was interested in having then registered to vote when I was 18 years old by my second grade Sunday school teacher I've always been interested in election administration from a young age.  The interesting thing to me as an academic about the Florida recount once we took a deep breath and try to figure out what was going on was to try to understand when, first of all, whether what happened in Florida was a one off situation or was it common.  

And then secondly to try to figure out really how bad is it after all.  Even the best of ‑‑ the best of elections from time to time are going to have ‑‑ are going to be close.  The fact that you have a recount is not a problem.  In fact that's a good thing to try to get the answer right.  The question is are the problems that emerged during a recount, are they general, are they specific to a place, and how big are they.  

And turns out in 2000, there wasn't a good sense about the answers to these questions.  Is Florida one off or not.  Have these problems persisted for a long time or not.  And then when Help America Vote Act was passed in 2002, then the question became, okay, we're going to spend a couple billion dollars to make the elections better.  How will we no if that money was well spent?  All these come down to questions of fact and data.  

In 2000 it was really interesting to me as a quantitative social scientist that despite all the data generated by elections little of it had been used for management purposes and for the purpose of assessing how well the elections were run.  

So that was one of the things that we did in an organization that I continue to lead called the MIT ‑‑ actually it's formerly the Cal Tech MIT voting technology project.  I like to call it the MIT Cal Tech Voting Technology Project.  But what we did in the voting technology project, VTP, was looked around to find ways in which we could use data already being collected to answer this question.  How bad was it in Florida, how does it compare to the past.  And in part we discovered ‑‑ I discovered someone names Kim Brace who I saw here who had been collecting for many, many years, turnout data and election return data and data about voting technologies, discovered that the census bureau had been asking questions of voters for many years about problems they were having when they turned out to vote.  We discovered there was really a load of data that could be used to assess elections and then to chart the improvement.  We discovered in 2000, for instance, when we amassed this data and looked at it from the perspective of how many lost votes were there in 2000, by a lost vote I mean think about it this way, you wake up on election day, back in the days when we all voted on election day, wake up on election day intending to vote, you as a voter do everything right and at the end of the day the vote you cast is not counted or even you're not allowed to vote because say there was a screw‑up in your voter registration.  How many votes was that.  Because that was really kind of the nut of the problem in the Florida recount.  What we discovered in for instance from Kim's data, between one and a half and 2 million votes on that election day were lost because of failures in voting machines.  Hanging chads.  Poorly maintained mechanical lever machines.  Almost up to 2 million voters that day.  And an electorate of a hundred million.  We were able to calculate that between one and a half and 3 million people didn't get to vote because of problems with voter registration.  

We further discovered that around a million people walked away from the polls because of long lines or other problems they faced in the polling places and then an unknown number at the time problems with absentee ballots which we later discovered to be of a similar magnitude to the numbers I just mentioned.  Millions of people in 2000 and also in 1996 and 1992 had done everything right and didn't have their vote counted.  That's where we were in 2000.  

Fast forward to the present.  Have those billions of dollars the EAC and these other efforts been worthwhile?  Well, turns out using the same methods, we see that roughly three quarters of those votes that were lost because of voting machine problems have gone away.  

About half the voting registration lost votes have gone away.  

About a quarter of the polling place problems have gone away.  

In other words, we have, in the 2016 election, the 2012 election, 2008 election, 2004 election, there have been a couple million more voters in America who had their votes count purely because we got better at running elections and were able to document that.  

And that's a really valuable thing.  Both for us to understand how well our democracy runs, to understand we can make it better, and to understand how to use our limited resources that have been mentioned several times to target where to make things better.  

So as an academic, I'm interested in these things because I'm curious about everything, but I think that the use of data like this that comes from a wide variety of sources can help us to pinpoint where problems are and as an aside oftentimes when one discovers there are problems with voting machines or long linings it's very hard to tell is this a problem everywhere or is this a problem a few places.  

And understanding not only the magnitude of the problem but exactly where to focus attention is a really, really important thing.  So turned out that in 2000, for instance, just about everybody had problems with voting machines.  In fact there was one state, and I don't want to shame anybody so we'll just make up a name and call it Smorgia, had bigger problems than Florida in terms of lost votes and poorly maintained voting machines.  Guess what?  They got to the data before we did and they got really good at their voting machine management.  So targeting where the problems are and going after the problems.  


There's a similar story from 2012.  In December of 2012 all we cared about was people waiting in line a long time rather than the things that came out in the 2016 election.  It was kind of a similar thing.  How bad is the line problem?  

Turns out just about every newspaper or news website in America on election day has a picture of a lot of people standing in line waiting to vote at 7 o'clock in the morning.  Well, is that generally true?  Or is it just because there's one precinct everywhere and everywhere else is good?  

So how extensive is the problem?  Where should we concentrate our resources?  And how will we know when we did better?  

So this is a case where it's not that election officials have been gathering data in this area so much although sounds like San Bernardino they have been.  We've been able to amass data in order to first of all assess where the problems are and then to address the problems that make things better in 2016.  So in 2012 we were already asking voters how long they were waiting to vote.  And we could discover there were about a half dozen states where this was a problem statewide.  Every city in America it was probably a problem that needed to be looked at but there are a lot of places where it was not an endemic problem, more of a one off situation.  But here we had to basically create data gathering processes since it is not a common practice or universal practice to count how many people were in line and regular basis.  So working with bipartisan policy center, we developed protocols for local election officials to start counting up the lines and to rely on queueing theory to turn those numbers into estimates of line lengths.  And I can report that in 2016 when we went back and asked voters how long they waited in line, those states that had really long lines in 2012 and I will name them, won't make up names, souther Carolina Virginia, Maryland, their lines ‑‑ and Florida, their lines were cut in half, were cut by three quarters.  And part of that is ‑‑ that's a story of a lot of different things going on.  Part of that was a story figuring out ways to instrument actual polling places, to understand where the problems were, because every polling place wasn't a problem child, and then to respond.  

So from my perspective, whenever I give my big talk about how elections are going in America and those of you who have seen the one hour version of this talk, I oftentimes will start with one of my favorite videos which is by Charles and Ray Eams about the powers of ten.  And I use that video to illustrate how there are different levels of understanding the world, one of which being elections.  

And we can understand what's happening at a national or state level or county level or a polling places.  And in order to get elections right in America we need to understand all of those levels and what's happening in all of those levels.  And I think that a comprehensive program of assessing elections in America are looking at all those levels.  Final thing I will say just to close up is that due to the generosity of the Carnegie corporation I have a year off to write a book about elections in the America and the working title and subtitle are voting in America, doing better but feeling worse.  And the subtitle is just to point out where there continues to be ‑‑ oftentimes a sense that America is in certain places sort of an of Banana Republic and can't quite get it right.  I think the story quite a different one.  The evidence is we actually are getting better and we do have a positive story, and that there are challenges.  The trick is to measure where the challenges are, to instrument voting so that we can use our limited time and money efficiently to make elections even better and overcome the new challenges that continue to be thrown at us.  So thank you.  

>>  Thank you, Dr. Stewart.  And I joke about our relative political positions but really the great thing about the elections community is that we all do come together, focused on what are the facts, who can we find common ground and make the experience better both for election administrators, for those reporting on it, especially for the voters.  So even though we are possibly of different parties, all throughout our community, we do all have the same focus and that is making sure people get out to vote and that their experience is a good one so they continue to vote.  With that, I'm going to ask a couple of questions of the panel and then we'll go to the audience.  

We don't have a huge amount of time because those were longer than five‑minute presentations, but well worth listening to.  

So as we've heard, elections do create a lot of data.  And I would like to ask and maybe I'll start on this side, what are the two or three data points or sets of data you think are the most important for voters to understand how elections work?
>>  Well, okay, I guess I am on this side.  We already established that.  

So when I go around and talk about elections, seems to me that kind of voters just don't know the basic contours of how we vote.  Voters in the west are amazed how we vote in the east and vice versa.  A matter of educating voters how we vote, by mail, in person.  Although one line of controversy in policy, things like voter ID and those things, people just don't know what happens in other states.  

People just don't know how you register in other states.  Basic facts like that, how do we vote, how do we register, the other thing that I find interesting is the next fact after the number of precincts because I think this kind of ‑‑ some of the context.  Between our one and two how thousand precincts we have about a million poll workers mobilized on election day.  And that is a management challenge.  It's also the greatest mobilization ‑‑ democratic mobilization in this country.  And I think we've failed to really appreciate the size of that effort and the importance of that effort.  

And that's a fact I wish more voters knew and more policymakers knew.  

>>  As a poll worker in principles William county Virginia I also agree with that because unlike our friends on the West Coast we don't get lunch breaks and stuff.  So definitely.  I'm all about that.  

Exactly.  

And echo, 41 percent or so of people in the 2016 election voted before election day.  By mail, in early voting, absentee voting.  And that really is important.  I think those dynamics, I agree with you 100 percent, the other thing is we ‑‑ data are aggregated up from a voting machine to a polling place and up to the precinct level and county and state level.  And I think there is a need for more localism in some of the data that are reported.  People are interested in how their neighborhood voted or how many turned out.  So that's something that I think there's an interest in and that is lacking.  

>>  I'm going to go to something different on this side.  You talked about a lot of the data that you both of you used to analyze your elections and how things are going and where you need to fix things.  

Do you also use that data in budget discussions, in resource allocations, things of that nature?
>>  Certainly.  And I talked about how we ‑‑ the county administrators, they just want to save money.  But what we do is we say we're going to save money here and we're going to use it to expand our services there.  And so we certainly do use the analysis to ‑‑ in our budget discussions.  But I just wanted to touch base on the last question because I was anxious to answer that one.  

If we're talking about educating voters, the number one way they get educated was through our websites.  So one of the greatest tools ever is Google analytics.  If you've ever ‑‑ it's just wonderful, you because back in 2012 we redesigned our website and we thought we knew what we were doing and thought it was great.  We looked at our Google analytics and we're seeing people are still confused and still having a hard time finding things.  So we adjusted our website to that and went even further and created an application where we ‑‑ instead of people searching for people they logged in and we fed them the information.  That really helped us educate those voters in a better way.  

>>  You can answer one or both of those questions.  

>>  Well, to be honest, yes, data does help us in any budget discussion when we go before the legislature, we bring them examples, we bring them our statistics.  Those are very, very helpful in any of the discussions about making new laws and budget as well.  

And the effectiveness of the voter registration I think is something that we needed to point out as well is not only in the voter registration agencies, but we have online.  So there's a lot more than we could be analyzing and looking at.  But we're doing a lot and I notice California, from listening to my colleague here, that they do an awful lot more than I think we do, but that's one of the criteria that I think is a problem is that we all don't do the same.  And so we have smaller comparisons.  And so if we can be on same page, and that's along with the acronyms, you know, just being on the same page for those helps us with whatever we're collecting and how we're analyzing and looking at from state to state because we are all different 

>>  That's why these kinds of conversations are important, that we can hear what other people are doing and apply them to our own offices and processes.  

So I'm going to go to the audience.  We don't have too much time.  I'll take questions.  I think we have a couple of roving microphones.  I'll go over here.  

>>  First, this was excellent.  Thank you all very much.  I have a question for Dr. Stewart, and the rest of the panel.  

When you pointed out those wonderful improvements and more people actually getting their votes counted, did I get it right, the least improvement was problems in the polling place?  And if I'm I heard you properly I'm wondering if you and the panelists have any ideas about what can be done to improve that area.  

>>  Thank you.  

>>  Quickly, since Jim directed the question to me but I'm sure the rest of the panelists have better ideas than I do, yes, you heard me right.  And which is that the polling places that have been ‑‑ lagged behind from 2000, the observation I make when I talk at greater length about this is in you think about the other big problems that were identified in 2000, voting machines, voter registration, EP of those have a magic bullet associated with them.  Voting machines, get new voting machines.  Voter registration, get new systems, get provisional ballots.  Those are things that usually be implemented from the top down and are just a matter sometimes of spending money.  Polling places are about managing those million people.  And that's more like pushing wet spaghetti.  Managing people is a huge problem in general.  Strikes me that in many ways the polling place problems which are the smallest in number are the most vexing because of the nature of the problem.  

>>  The only comment I have for the poll workers is what I hear from the 17 counties in Nevada, is that we get volunteers, we have seniors, we have people who sometimes are new or sometimes have been there for a long time.  And don't know the new laws specifically, but we do training and we try to improve that training, but we have human beings that are at the polling places doing the work.  And sometimes that can be an issue, and other times we're really, really happy that they're there and they have the knowledge they do.  So kind of a mixed bag sometimes.  

>>  Other questions from the audience?  Yes?
>>  Doctor Stewart, you mentioned the difference between quantitative and qualitative.  So I'd like you to talk about that a bit as it relates to how election officials might conduct that type of analysis and then Mr. Scarpello you mentioned, you collected a lot of data and analyzed it.  How would you encourage local election officials to analyze that data?  How did you do that?  How would they go about and analyzing that data 

>>  Quickly because I'm really interested in the answer to the second question.  Certainly ‑‑ well, look, the advantage of quantifying things is that it's a very efficient way and a mass way of identifying problems and moving in kind of a wholesale manner in management.  The qualitative data by which I think the question implies talking to people about what's up fills in why it is that you might have a problem here or a problem there.  And certainly again, like any sort of management tool, that there's a variety of ways approaching the data that are certainly going to be powerful.  But I want to hear how they actually got to do this great sufficient?  San Bernardino 

>>  I will say your office not huge.  Even maybe smaller than the EAC.  We ‑‑
>>  I think we're probably the smallest elections office per capita in the country.  We only have 28 employees to serve a population of 2 million people.  But I think the important thing is to get buy in from management.  To get the county to invest in analytics.  

And to then participate on a national level in discussions like this, to get education from election center and Doug Chapin's organization and share information, gather information from other election officials and learn from each other.  I think that's the best way to improve processes.  And I think we've seen that a lot since 2000.  When I got in this business in 2000 in the Bush year I was shocked in Nebraska they were using typewriters, they weren't even using computers.  We've come a long way and that's because people share information.  

>>  You want to answer any of those?
>>  I would say on the qualitative end, I think it's an important question, because with all these jurisdictions throughout the country, collecting their data and their own way, I think that's really a blind spot a bit that we make some heavy assumptions about what it is these quantitative data we're looking at are.  So I think in terms of qualitatively, going out and understanding who's inputting data, how are these systems connected or not connected, what really are ‑‑ how are they classifying, are dates being put in realistic or are they sort of being thrown in to fill a gap at the end, these are important qualitative things that we need to know that would help on the quantitative end make better use of and sense of the data we have.  

>>  Question from the audience?
>>  I have a question around early voting and data around early voting.  Early voting varies dramatically by state and by how much time it's allotted from a couple of days to multiple weeks at a time.  Either from a jurisdictional perspective or a more academic national survey perspective, is there any data or sense of if it's usage rate over time, by that I mean is there a, the first couple of days there's a huge influx and it wanes to election day, does that vary by state as states look to either expand or contract their early voting periods to try to see actually when are voters actually using it at highest usage rate?
>>  Anybody want to jump in on that?
>>  Okay.  

>>  Go ahead.  

>>  If I understand your question right, you're talking about the early voting and trends we see from the beginning to the end of that.  

We see ‑‑ usually you could just stop and you could see who wins and loses in Nevada just because people come out and they early vote.  I mean, the numbers are very, very high.  And one of the things that we see is it depends if there's a weekend or if it's during the week when people are coming.  Because we have the malls, we have now the community centers.  

But there's that trend of seeing high numbers in the beginning and not so much in the middle, but then on the weekends it's really big, really big turnout.  Just depends on the days.  And I do think each state is a little different in their number of days that they have for early voting if they have early voting.  I don't know if everybody does at this time.  But it's very popular in Nevada.  

>>  People have habits in voting.  So they get used to voting a certain way.  And to change those habits sometimes takes time.  What we found in Colorado years ago is we made early voting much more available.  We went from one location to 13 locations.  And that increased and people ‑‑ and I think in 2008 we had as many early people voting early as on election day.  

Of course then that concept amber took that except and expanded it to have early voting all the time.  So what we're going through that transition in California right now.  We're expanding our early voting people, it's starting to catch on.  This last presidential year early voting in our county exploded and we expect it to continue to grow in the future 

>>  Quickly, many ‑‑ states vary in the actual data they release and one is inclined to dig into voter files, I love giving a shout out to North Carolina because they basically put all their data on an FTP site, you go and suck them dry.  One of the files they have is what they call ‑‑ all within their absentee file.  But you can get down to the time of day all the earth voters from the beginning of early voting.  I think that's a great sandbox to learn about these sorts of questions for people into crunching numbers.  

>>  Question from the audience 

>>  Alternate.org.  I'm excited about all the focus on analytics but we've had some major polls showing that voters actually have very low confidence in the results of the elections.  I'm wondering if there's an emphasis on turning that analytic eye to the counting of the ballots to count more ballots by hand or statistically significant number of ballots by hand or releasing digital ballot images to the public and candidates sob analytic analysis can be made of each digital ballot image.  I think where people are lacking in confidence right now is the measurement and count of the ballots even though I think it's great that you're measuring parking lots, I think the ballots is where people would like to see more progress.  Thank you.  I take an answer on that from any of you 

>>  Thank you for the question.  Anybody want to take that on 

>>  Well, I have one answer to that, which is the empirical one.  It's actually the challenge, the premise of the question, but then to rotate it.  

One of the things I do is study a lot voter confidence in public opinion.  And turns out the first of all voters are very, very confident about the quality of vote counting local at the state level.  They're very ‑‑ and they're quite skeptical about nationwide.  

And that's thing number one.  Thing two, the thing that moves voter confidence is whether your candidate wins or loses.  And there's virtually nothing from all the studies I've done and my colleagues have done, there's nothing that really in election administration that appreciably moves voter confidence.  Having said that, I think there are very good reasons for doing things like risk limiting audits and other techniques that assure voters who are paying attention, election officials and candidates that the vote was counted properly.  So my own take on things is that it can be ‑‑ if one wants to hang reforms of election administration on voter confidence, one may be disappointed, because voters aren't basing their confidence in the system as far as we can tell from research on election administration 

>>  Interestingly we don't count ballots on a national level.  We just don't.  We have 51 elections in a general election, federal general election year.  

>>  This goes back to your comment about process as well.  There's a lack of understanding of this very complicated process 

>>  I would say what you're looking at is a perception problem.  So it's not an actual problem, it's a perception problem.  So rather than changing the process, what we have to do is educate people.  What we find when we have that candidate that loses, they come in the day after the election and they say this is all crooked and then we walk them through and educate them, we're very transparent, educate them about every single aspect of what we've done in an election.  By time they walk out of there 99.9 percent of the time they're satisfied.  Same with the public.  We need to did a better job of educating the public on the process.  If we do I think they will have a lot more confidence 

>>  Any other questions from the audience?
>>  How are you guys using data for list maintenance activities if we can talk about that a bit?  Local and statewide 

>>  How you use data for list maintenance activities.  

>>  List maintenance is something that has changed a lot with the Help America Vote Act in 2002, we had over 3,000 county databases and now we have 50 statewide databases.  California just made this change in 2015 and '16 with a statewide list, it becomes a more efficient list.  We can look at cross‑county moves, duplicate voters, et cetera, et cetera, and so that has really come along ways in the last several years.  

And that is going to expand.  And hopefully we see a consortium of counties that or states that have put their list together and we see cross‑state moves.  So that data will get even better and better as time goes on and with the use of mass databases, et cetera.  

>>  We've come to the end of our discussion here.  We could have gone on for a lot longer.  I think as election geeks we can endlessly have discussion about data and how we use them.  That was a fantastic discussion, and I want to thank each of my panelists for giving your time.  I want to thank you, our audience, for your thoughtful questions.  And we'll now take a short 15‑minute break and reconvene in this room at 11:15.  Thank you very much.  

(Break) 



>>  If we can all start to take our seats, please.  

>>  All right.  We'll get started with the next panel.  I want to thank you all for coming back from the brick and welcome my panelists up here many of thank you for being willing to participate in this discussion.  Obviously the topic of the day I would say for election administrators as well as folks like Jeramy and the computer science community dealing with election cybersecurity and securing the elections process.  Just as a way of background, this topic is obviously the topic coming out of the 2016 election where we saw nation state actors targeting state level election systems or registration systems as well as vendors and spear phishing attempt in 2016 swell the declaration of elections as critical infrastructure by the Department of Homeland Security.  I hope we can get into some of those issues, talk about operating environment that election officials are in today.  Share the expertise you have, your experiences, and most importantly, what steps we're taking to secure the process moving forward looking to 2018 and how you're moving forward preparing for both primary season and November.  I want to note Jeramy gray was supposed to be a panelists with Los Angeles County.  He came down with the flu.  His exercise will be missed, I know he's greatly disappointed and you're going to have to carry that extra load of not having Jeramy there.  I'll start doing introductions. I have formal introductions, but I'm fortunate enough to know all of you.  So I'll do quick introductions and then tee it up with you, Jeremy, after I do introductions to do three‑ to five‑minute opening remarks and then discussion if that's okay.  


First on my far right is Jeremy Epstein, Jeremy has been a long time computer scientist engaged in elections research looking at the cybersecurity challenges in elections, Jeremy was a member of the EAC's Technical Guidelines Development Committee helping us work on writing the next version of the standards coming early 2018, April, May.  Also a poll worker in his home county of Fairfax County.  Learned a lot about the process that way.  Also known amongst our community as East Coast Jeremy because Jeramy Gray who was supposed to be here was West Coast Jeremy.  So that was my plan if Jeramy Gray would have been here.  Immediately to my right is Secretary of State, Nellie Gorbea, from the great state of Rhode Island.  Secretary Gorbea I got to know well through the process of your voting system procurement process.  Secretary Gorbea doesn't take no for an answer.  She wanted to innovate in the state of the Rhode Island and pushed to get innovations into place in Rhode Island prior to the last presidential election in 2016, including replacing voting equipment, implementing E‑poll books in a number of jurisdictions and bringing about a number of reforms.  So Secretary Gorbea and her staff were incredible to work with in Rhode Island.  To my left is Secretary of State Kim Wyman of Washington.  Undoubtedly she'll talk about vote by mail and the benefits of vote by mail.  Secretary Wyman is unique among her peers.  Prior to being a Secretary of State she was a local election official.  She is familiar with how elections are run, challenges that local election officials face and then the challenges that exist on the state level implementing new innovative reforms securing the process and some of what happens when decisions are made in legislatures that impact you down all the way to the local level.  Secretary Wyman, thank you for being here.  


Finally, David Stafford is the supervisor of elections for Escambia County, Florida, the Pensacola area.  I suggest you go down and visit David.  He has a wonderful office and it's in a wonderful area down there in Pensacola.  David has been a part of a national level conversation regarding the government coordinating council, establishment of elections as critical infrastructure with the Department of Homeland Security as well as be being a national leader on innovating in the use of data as we heard in the last panel and technology to improve services to his voters in Escambia County.  Thank you for being here and participating in the discussion as well.  I'm going to start intentionally with you, Jeremy, to open the conversation and part of what I want you to discuss, he knows I'm going to ask him to discuss this, is discuss what it means for us to be in an environment in which nation state actors are targeting election systems and your thoughts on the environment we're in and where we're headed 

>>  Thank you very much for having me and thanks everyone for participating.  

I need to start by saying although I am the precinct chief for precinct 841 and I work at the National Science Foundation nothing I say reflects either of those organizations, they're my opinions only.  The usually disclaimer.  Clearly we've seen things in 2016 that many of us in the cybersecurity community have expected at some level for decades.  We've been talking about many of these things.  So in a sense, there was no surprise, but in another sense, it was surprising how brazen some of these attacks were.  

I think perhaps the most critical thing to learn is if you've got a computer, it's internet connected, you may think it's not internet connected, but it is.  When I hear people say don't worry it's secure because it's not on the internet.  It is.  Remember in the not so distant pass we used to spread viruses through floppy disks.  Those are still doing introducing the same risks.  Talk to the Iranians about ‑‑ the case where a non‑connected system was infected with malware to put out of commission nuclear centrifuges.  It demonstrates you can't really be offline.  

If you think you're secure, you haven't looked hard enough.  I spent some time as a white hat hacker at one of the good guys who helped companies.  It's pretty much a given that any system can be broken into.  I'm glad DHS is doing the sorts of things they're doing as part of their ‑‑ the status as a critical resource.  But anyone who thinks that's enough hasn't looked far enough.  

You don't do it once and then you're done.  I've looked at some of the reports that have been made public from DHS.  They are good, but they are ‑‑ maybe I should say they're fair, but they don't really demonstrate the level of sophisticate cakes that a nation stayed adversary would have.  These systems are uniformly vulnerable and I think any cybersecurity expert who looked at any of these systems would come to that conclusion.  

So we need to be focused on detection and recovery and we also need to keep in mind the average lag time according to the FBI from a compromise until detection is until the range of three to six months.  Coming out on the day after election day and saying there was no compromise, that's not really surprising that you haven't seen a compromise.  It may not show up for three to six months on average.  I want to focus on what we can do now which is the move to paper ballots and move to risk limiting audits is really important.  I want to give a shout out in particular to Ed Cortes from Virginia who made major pushes in Virginia.  My state.  To get paper ballots.  This has been a huge change.  If you haven't read the report that caused Virginia to get rid of the remaining DRE's, it's compelling reading and I don't mean compelling in the sense of put you to sleep.  I mean compelling in the sense of if anyone out there thinks they can use DRE safely you need to read that report.  What they found was it's basically two sensitive to tell you how bad it is.  

And that should be a message for all of us.  We need to be making sure we go to the hand marked paper ballots and we need to ‑‑ also should recognize that's a good thing because it results in shorter lines, Charles Stewart and I were talking about that.  It does result in shorter lines.  I know we're ‑‑ I'm supposed to keep this short.  I'll mention two real brief points.  Internet voting, see what I said previously.  If anyone thinks internet voting is a good idea, what planet are you coming from?  This is just not a good idea with any technology we have today.  

We do not know how do this.  When banks and the Pentagon and so on can't keep hackers out, what makes you think a nation state isn't going to get into your system.  As good as your people are, you don't have the resources of Citibank or the Pentagon or whatever to protect your systems.  It's not that you're not smart people, hard working people.  You don't have the resources.  And by you I mean election officials at the state and local level.  It's just a bad idea.  

And the final stake I want to throw out there is block chain.  There are at least a dozen startups saying block chain is the answer to voting.  Well, block chain is one of those things if all you have is a hammer, everything looks like a nail.  

It does an okay job of solving one of the easiest parts of the voting problem and does nothing at all to solve the hard parts of the voting problem.  So block chain is not an answer.  We need to go back to basics, the things we know work, paper, chain of custody, accurate record retention, monitoring, and not assume that oh, yes it was secure yesterday so therefore it's secure today.  Thank you.  

>>  Thank you for those uplifting comments.  [Laughter].  I know, I know.  It's what you do.  I'm going to come back to you once we get through open comments to talk about some of the basics ways to engage your community and things like that.  

>>  Thank you very much to the EAC for putting this together.  We've in Rhode Island have had a multi year relationship with your office and your agency, and it's been valuable and very much the kind of expertise you have and the assistance you've provided has been essential to the state of Rhode Island so I thank you very much and your staff.  

In Rhode Island I think it's important to note, it's great the panel you put together is great because we have very different styles here represented on the panel.  Rhode Island is one of the actually the original state to declare independence unlike what you may have heard in your history books, and as one of the original 13 colonies has a fairly old voting system that dates back to the beginnings of this country.  

Over the last few years, we've done a lot to change the way and modernize the way we do it.  I serve as the state chief election official, but we have a system that's basically a three‑part system where the Secretary of State is the chief state election official.  I handle putting together the ballot for the entire state, all 300 cities and towns.  We don't have counties, which simplifies things incredibly.  Once we prepare that ballot and send it to the printer, that ballot then is distributed to local boards of canvassers who run the day of election with the state board of elections, which is an independent agency, non‑partisan, and they also have campaign finance.  That's a really brief primer.  

We also run the central voter registration system.  And so that whole system is one that my office takes care of.  

And it goes to the issue of education.  If you move from Rhode Island to Massachusetts across the border or to Connecticut, you change the way your system works.  I think that's a really key point that was discussed earlier, that we need to be able to understand as Americans what is the system that I'm currently operating in so we can then talk about potential solutions and securing and at the same time also increasing access.  

We've had wonderful collaborations with the Election Assistance Commission and Department of Homeland Security over the last few years.  When I took office in 2015, this is actually my first elected term as Secretary of State and elected office, but I did have the advantage of being a deputy Secretary of State for four years during the right after HAVA was passed.  I know a number of people here from that, those early years.  But so we came in and realized that our voting systems were really outdated and the concerns around security were issue.  We had 20‑year‑old paper ballots scanning machines that weren't on the verge of breaking down because who has parts for a 20‑year‑old scanner?  So I made it a point of speaking with the Governor and general assembly leadership and we were able to purchase for the entire state in time for the 2016 election ballot scanning machines that really increased the comfort level we had with regards to securing the election.  

But I will say at this point that securing an election is not, there's no silver bullet and it's not a point.  It's a path.  And so it's a layers and layers of different actions that take you to better risk management, but as you just said, if you think you're solving it, then you've got other problems.  

So we bought online ‑‑ we bought the voting machines, we went ahead and got online voter registration passed, automatic voter registration passed, online voter registration passed and implemented automatic voter registration has been passed and is in the process of being implemented.  We also have really done a lot of work, and this goes to the education piece, in simplifying how we discuss elections with voters.  And basically looking at the Center For Civic Design for help in how do you design things in a way that people understand them.  People have other things to do other than elections.  So improving access to the ballot box by even thinking about how you communicate, how do you present your information to your citizens so that they can more easily access their ballot box.  

So I come with a firm belief that actually you can improve the integrity of elections without sacrificing access.  You can actually do both.  

And I think in Rhode Island we're in the progress of showing this can be done.  It does require an incredible a collaboration.  I don't have all the resources.  I'm happy to be able to go to the EAC or the Department of Homeland Security to organizations like the national association of Secretary of States for best practices for conversations about how to do this better.  And I think those forums and this kind of convening are important for us to be able to provide better elections.  So thank you very much for the time and I want to make sure we get to the other subject.  

>>  Unfortunately for all of you now as I take notes there are additional questions.  And you've raised a really critical issue we're going to come back to, the conversation around the balance between access and security and the reality for election officials is there's no such thing as that balance.  The process has to have security and it has to be accessible.  That's not a balance.  Both are requirements.  So we'll talk about that.  Secretary Wyman, the floor is yours.  

>>  Well, again, thank you for convening this.  I would agree so much with what Secretary Gorbea mentioned across the board.  Even though our states are very different and really show that diversity across the country, this very decentralized way of electing our leaders.  My state has about 4 million registered voters.  We have 39 county auditors who are the ones who are responsible for conducting the elections not only during the input of the voter registration data but also actually sending the ballots to the voters and things.  And we are vote by mail.  We were the second state in the country to move to vote by mail.  From about 2005 to 2010 is when we completely moved to vote by mail following Oregon and a number of states are on our heels and joining us and you in the east, it's coming.  I know you don't believe it.  It is coming.  

So our world is a 18‑day voting period.  And I think you're seeing that and heard comments about that today.  The dynamic of how people vote is changing and the way they vote is changing certainly leading it in the West Coast.  My office just like Secretary Gorbea I'm the achieve elections officer for the state and our state does reviews of election operations in the 39 counties will also do training and certification of those election administrators in our state and many of you will remember our state was front and center a few years ago with the closest Governor's race in the history of the country.  That was so much fun, by the way.  But I think a lot of good came out of that race and being under that microscope and really does drive you to make sure every single voter in your state and I think this is a goal of all election administrators, has the same experience and has the same access, has the same security levels, all those things.  The election administrators across the country as well as secretaries of state are always working to that end making sure we're being as uniform as possible so it's fair across the country.  

In our state we have four election vendors who provide the ballot tabulation systems our counties use that are certified in our state.  And the vast majority of our voters now are using paper ballots that are digitally scanned but we still have some optical counties and some sues of DREs but they're voter verified paper DREs if that makes sense.  On the voter registration side, our model is kind of a bottom up.  The counties do all the input of the data of the voter registration that feeds in from one of three vendors to our centralized voter registration database, and then we also have a number of things we've put into place over the last probably 10 years from an application where voters can get information about themselves, very specific information called my vote.  This and I'll talk later about the challenges we have of having some of these applications, but voters can check their registration status, they can register on line, update their registration, find out this your ballot layout and what offices are going to be on their specific ballot, and I also just talk a little bit and touched on our state‑implemented online voter registration in 2006.  And we have an ID check as part of that.  It's one of those things where, and I think one of the commentaries you'll probably hear today on our panel and other panels is how you implement things matters.  

And voter ID in some states is a flash point, hot issue, and in our state it happened because we worked with a lot of stakeholders and groups to make sure that we were going to be able to be successful in that 
rollout.  All the cybersecurity discussion we're going to have in the next hour I think really dovetails nicely into how you do it matters.  

>>  Thank you.  I think you're right.  I think a lot of what we're talk about is the nuances of implementation and understanding as we talk about possible strategies to tackle this challenge in front of us with securing the systems.  Mr. Stafford?
>>  So from the great state of Florida, wish we knew what it was like to have a very close statewide election.  (Laughter) 

But it's a pleasure to be here.  Thank you, Commissioner Masterson for inviting me to be a part of this conversation.  Just by way of background, as far as the way Florida votes, we have three ways to vote.  We have no excuse vote by mail, we have in person early voting that's mandated at the state level, for a period of time, there's a minimum but then there's a ‑‑ we have some discretion to go above and beyond that.  And then we have election day.  That's probably been the biggest significant change in how elections are administered in the state of Florida since the 2000 election looked at some figures.  In 2000, 86 percent of the votes cast were cast in a 12‑hour period on election day.  In the 2016 election, that number was 31%.  69% of the votes were cast in the presidential election in 2016 in Florida before the polls ever opened on election day.  

We have about 13 million voters.  My county has just about 205,000 voters, and I know for a lot of jurisdictions out there you may think that's considered a pretty large jurisdiction.  That's considered medium size in the state of Florida.  We have a couple jurisdictions that are over a million registered voters, but then we also have some that have a couple of thousand voters.  So we have a very diverse state and we have a very diverse way we conduct elections at a local level.  

We have been ‑‑ this conversation about cybersecurity, I think the point I would want to make sure gets across is that in elections ‑‑ at least I've been doing this since 2004, and the security, the overall security, ballot security and things along those lines, in particular the security of voting systems, voting systems versus overall election systems has been front and center for some time.  That's been a discussion at the local level, at the national level, that we've been having for quite some time.  What I think is new is that that conversation has broadened to include all of the things that we do in our office as relates to information technology and election systems more broadly.  

And I think that's the bigger challenge.  I think it's easier if you look at one or two things like ballot security, like voting systems, technology, it's a little more difficult when you have to deal with the human element like human firewall training and all the different things that we as local election administrators, and I think at the state level as well you want to try to provide services to the voters, you want to try to provide that new technology to make your office accessible.  But the more do you that the more you expose yourself to some of these security threats.  I think that's been the biggest shift between the 2016 election and the 2000 what we'll rapidly approaching the 2018 election, and those are some of the more difficult things to address.  

We sit here today on almost I think about a one year anniversary of the declaration of elections as critical infrastructure.  In fact it was at a meeting over across the river where we had a presentation from the folks at the Department of Homeland Security and I think that was on a Thursday and then that next day is when the declaration came out from Secretary Johnson.  And just so everybody knows, I know there's part of a narrative that there's not a whole lot that's been done since 2016.  

And in fact within this first year, the government coordinating council which is part of the establishment of anything that's critical infrastructure, is up and running.  

It was done within I think nine months from that initial declaration.  

I know that the private sector, the version of that is underway as well.  There's been lots of meetings and so I think that effort is moving forward and I think ‑‑ I don't think, I know, from myself, my own personal experience as well as colleagues in the state and around the country because we talk to people not just in our own states but all over the country, this is something that's front and center and there's a lot of activity that's been going on.  A lot of that stuff we're not going to hold press conferences in our local offices and tell you all the things we're doing, but I can assure you that there's a sense of urgency, there is a sense of purpose, and making sure that we are as prepared as we can be to address these challenges and understanding, as the first speaker said, that it's not ‑‑ you don't check the box and then you're finished, okay, we're done with election security, now we can move on to the next thing.  We understand ‑‑ there's a broader understanding that it is an ongoing thing and we have to remain vigilant.  There's resources out there.  For instance, in Pensacola we have the Naval Air Station, home to Navy flight demonstration team better known as known as the Blue Angels.  But we also have a little office there called the center for information warfare, Center for Information Dominance where the military trains their cyber warriors.  We also have a DHS presence there.  And on the academic side, we have a branch of the state university system called University of West Florida.  
and They have a center for cybersecurity.  They happen to be the regional hub for the southeast for these centers of academic excellence on cybersecurity.  

So I just picked up the phone and reached out to the director and said you all have expertise, we have needs, can we talk.  So we've begun this collaboration and pulled in the folks at the state level to say they've got this cyber range, really, really interesting and very robust ability to threat simulate, to do all kinds of things education‑wise because they're in the education business.  

So we've begun to have that conversation.  Are there ways we can collaborate to bring something like that to the forefront that would be mutually beneficial to the folks at the university as well as to those of us at the ‑‑ in the local elections offices.  At the state level.  Our Secretary of State who was appointed has gone to the legislature to ask for 2.4 million dollars I believe to do two things.  One, importantly, give resources to the local elections office.  We're basically funded with the exception of some handful of HAVA dollars coming from the state each year, funded at the local level.  Our boards of county commissioner were funded through taxes collected at the local level and we go to the ‑‑ we're independent constitutional offices but local boards of ‑‑ local county commissions fund us.  

So the state, Secretary of State has gone to the legislature, got it in the Governor's budget and said we need some money to provide some resources specifically for this cybersecurity to the local election officials as well as a portion to set up an elections ‑‑ a cybersecurity operation more robust, if you will, at the state level.  There's a lot going on, I guess the overall thing I would want to say, there is a lot going on even if maybe you're not hearing about it because we're keeping our heads down and moving forward and I think you're going to see a lot more of that as we approach the 2018 elections.  

>>  Thank you, David.  You actually built into my first question.  I'll start with you, Secretary Gorbea.  I know coming out of 2016 all of you are asking what steps can we take, what more needs to be done.  What are the lessons learned and what are you doing both short term and long term in Rhode Island to address and improve the cyber posture of the state of Rhode Island elections?
>>  So really importantly, actually what was interesting for us is for us it was a continuation of what we did pre 2015 because when I walked in our systems were so antiquated they needed to be secured.  Once we did that, when we what you really need to do parallel‑wise is to make sure you have the human resources, up to the task of being able to secure your networks and being able to make sure that ‑‑ you're only going to be strong as your weakest link.  So making sure that the people involved in the system, whether that be at the department of state or the local boards, have the wherewithal to really take cybersecurity into their everyday tasks.  

So after the 2016 election as part of last year's work I convened a cyber summit using the university which has a cyber program and in collaboration with the Rhode Island National Guard which has some cyber people there, our vendors, local boards of canvassers board of the elections and my office put something together to start that conversation about first of all, why.  Like, this is beyond whatever partisan stuff that might happen with regards to conversations.  This is real.  There are actually people trying to hack into systems regardless of where they're from and we need to protect from that.  So if you're a local clerk and somebody comes to your office and says can you download this onto your drive and that's the way you're getting access into the voter registration system you need to be conscious that's a weak link and they need to know they need to be part of the solution to keep a secure fleshing.  It's about mitigating risk.  So I would say one of the biggest things we did was that was to the cyber summit with locate election officials, state election officials, that starts that conversation.  And not be a one time thing we're not incorporating these conversations around technology issues and how do I as an election official help maintain the security of the system as we go forward.  

>>  Secretary Wyman what steps are you taking in Washington as we've evolved since 2016?
>>  Well, 16 was certainly a year for us to learn a lot of things, and I think the hardest balance we have and I think this is true of all election officials, is first of all, I think the media you guys started paying attention to cybersecurity issues in elections last year or two years ago.  We've been thinking it for about 15 to 20 years.  As soon as we started doing things online bike posting election night results that became a focus for us.  

So this is nothing new.  The physical security, the cybersecurity, all of those things have always been incorporated in what we do both at the state and county level.  I think that the challenge we have is that we want to talk publicly about it.  Election officials by nature are ‑‑ try to be transparent and try to share what we're doing to instill confidence in voters and the public.  And the catch 22 we have is the more we talk about it, the more we're waving a red flag for those hackers to say here's a good target.  

We had a summit that we hosted in Seattle at Microsoft with the Association of Secretaries of State and had secretaries and election officials come from all over the country in 2015, and boy, take about an eye‑opening exercise, that was when you go into their cybersecurity center and see the millions of threats a second coming in across the globe.  And I know that I can speak to my state.  That's happening ‑‑ we're having hundreds of thousands of attacks every day.  The hackers have the advantage and this is true of every person sitting in this room.  

They only have to get it right once.  We have to get it right 24/7, 365.  So we're acutely aware of that in our world.  And one of the things we did going into '16 trying to mitigate some of this was having continuity of operations plans not only for the state but in every county.  We worked closely with the county auditors to create those plans and really force them to start thinking of every single thing not just cybersecurity wise but what can go wrong in an election and how are you going to deal with that when it happens.  Those plans were in place and gives you a level of confidence but also helps you in that crisis.  So when we've got what looks like Russian hacking happening in our systems and we detected that in 2016, and I guess this dovetails to my half the point, partnering where the folks that really know it.  We contacted Homeland Security in mid '16 and started working with them right about the time we got the critical infrastructure designation nationally.  And becoming a member of MS‑ISAC and those things help on a different level than we already were doing.  And partnering with our state information officer as well and their cybersecurity, their group that is doing this for the entire state and any of those resources we can to educate not only ourselves but our counties.  Because the weakest link, we all know, is that one clerk that's been on the job for four days and opens an attachment in an email and then makes our whole system vulnerable.  

>>  Thank you, Secretary.  Jeremy, I'll turn to you briefly and this goes ‑‑ each person has mentioned partnerships, finding resources.  The reality is at the state level, certainly down at the local level, they can't protect these themselves.  Major corporations can't defend themselves let alone small counties in Ohio.  How would you recommend election officials at the state or local level engage the cybersecurity community.  What are the best avenues, what are those partnerships look like?  I know Joseph hall at one point said there's white hat hammers in every town in every portion of America.  It's finding them and making a productive relationship.  How do you engage that community?
>>  A way of thinking about this is is that elections offices have become IT departments that happen to run elections rather than election offices that happen to have IT.  It's a reality that it is a much bigger job I'm sure all of how are election officials didn't come into it thinking my aspiration is to run a giant IT organization.  But that is the reality of it.  

Universities are a great opportunity.  Many of them have students.  Somebody mentioned the centers of academic excellence program that's run by NSA.  There is a program that the National Science Foundation runs called scholarships for service which college students who are required to be American citizens or permanent residents can get money to go to college if they study cybersecurity.  So these are students who are anxious to work for the government and they're learning and this can be reaching out to universities is a great way to get the students involved, great way to get services.  But the reality is these things don't come cheap.  I remember a discussion with an organization that local organization, that was running an internet voting pilot and they said oh, you broke in successfully to our system.  We're going to do it again next year and we want you to do it again for free to tell us where the problems are.  And the reality is professors, students, they need to be paid also.  

So there has to be budget plans and I was glad to hear several of you mentioned you're getting money from the state legislatures because it does take money to pay for these things.  Universities are anxious to work with you.  It's a great way for them to train students and it's the students really enjoy.  It's something easy to get students hooking into.  One quick story about that.  I was giving a talk to a group, a much younger group, pardon me saying so ‑‑
>>  I didn't say insult the audience 

>>  It was a group of undergraduates and I said so what's the ‑‑ one of the challenges is poll workers are frequently older.  It's harder to train them to do the things we need to do.  How old do you think the average poll worker is?  And finally a student said old.  And I said how old?  And he said really old.  And I said how old?  And he said like 35.  So the perception is that 35‑year‑olds are running the elections.  And we know the reality that it isn't the 35‑year‑olds.  It is in 
fact ‑‑
>>  37.  

>>  Yeah.  That's your age, right?
>>  Thank you.  Each one of you has mentioned that you've found either university partners went and worked with Microsoft, a variety of partners in Pensacola.  For your colleagues, David, you mentioned you picked up the phone and called ‑‑ there's opportunities.  Google is now with Project Shield, Cloud Flare is now offering some free services, whatnot.  But part of the challenge is helping the state and locals understand what those services are.  So what advice do you have in engaging those conversations and bringing those folks in and we're going to get on to resources because each of you has raised resources so I want to have that conversation.  

>>  I would say just be on the lookout for it.  Some of them are gonna come to you.  You're going to have ‑‑ sometimes people will come to you with ideas, but other times you really have to be on the lookout for it and thinking about things like that.  Look in your own community.  If you have a university, chances are there's some (inaudible) involved in cybersecurity or even others.  One of the things I think that's evolved that I've seen (inaudible) I can tell you coming from aftermath of Florida 2000 there was a huge level of (inaudible) canyon of distrust between election officials and those in academia because I don't think there was any level of trust among those two.  I'm glad to see that over the years those communities have come closer together through the efforts of people like Dr. Stewart who have I think taken the approach that we need to work together to solve some of these problems.  And I think some of that relationship building has produced.  We've worked with Dr. Stewart.  We did a robust voter intercept survey, one of those mutually beneficial things, didn't cost us a dime, and our local university had its students conduct a survey.  But before we did it we engaged people like Dr. Stewart and say what kind of questions should we be asking, can you look at our draft questions and provide feedback.  And one of the things we looked at was what is the perception of voters on their ability to have their confidence that they're vote was counted.  It was quantified the further you get away from your local jurisdiction the level of trust drops.  But it was scary for us to undertake at the beginning we didn't know what the results were going to be.  We thought our voters felt like we were doing a pretty good job but until you get out and ask the question you don't know.  It came back that 90‑plus [inaudible] but that did start to erode.  Interesting to see, that was in 2016, what happened since 2016, what will that look like in 2018.  I think we just started [inaudible] in ‑‑ getting back to your original question, you have to be on the lookout for it.  I've yet to find a person that we've reached out to that says, no or I'm not interested.  Sometimes it's more challenging than others, sometimes it does become a resource issue, but you would be surprised [inaudible] there's a need on the organization that you're reaching out to be able to do something like this that they're willing to invest some money and [inaudible] election official would not have to.  

So be on the lookout for these opportunities.  Get creative when you're seeking these things out.  You have a lot of private sector [inaudible] love to have an opportunity to work in this sideways.  We do something that's ‑‑ we election officials do something special that touches virtually every United States citizen.  They can identify with voting, identify with going to cast a ballot, they can identify with that fundamental right to choose those who lead them, who govern them, so they take it seriously.  So there is this sense of duty almost that I've at least seen in helping local election officials and I think you can go out and take advantage of that.  

>>  Thank you.  Just to drive that point home, there's resources from some of the folks we talked about maybe locally as well as DHS, MS‑ISAC and the challenging is understanding what our risks are.  That leads to the next question quickly, what do you view as the biggest risk to the process or to the confidence in the process or whatnot, and then [inaudible] need to be taking to address that risk?  Start with Jeremy.  

>>  Actually I want to throw in one other resource that occurred to me listen to go what David said.  When Fairfax County Virginia got rid of the win vote machines a couple years ago, they gave me about 50 of them.  They have sense been donated to colleges, universities, high schools, museums around the country in some cases around the world.  We're training students to understand voting.  So when you're getting rid of your voting machines instead of sending them to the landfill, send them to the university.  Help students learn.  This is a great way of getting them interested, they may come back to help you in some of these things we're talking about, they may come back as poll workers but this is a great way to get people involved 

>>  Signing them up to be poll workers as well?  That median age 

>>  Right.  Help drive that median age down from 35.  

In terms of what we can do or what needs to be done ‑‑ 

>>  Put you on spot, you mentioned the detection and recovery portion.  Can you speak specifically to what the risks or the larger risks you see in detection recovery, options for election officials?
>>  I am not an election official.  And I don't know how everything runs.  So I'm going to speak from a theoretical perspective.  But a lot of the localities in Virginia we have 130 some localities, smallest has a thousand voters.  Doing things in a locality with a thousand voters and many localities, they can't do things realistically.  The risks of them getting it right the chances of them getting right they don't even have someone full time to pick up the trash much less run a complex IT infrastructure.  So centralizing things gives some opportunities to get economies of scale.  Working ‑‑ I think the big risk is that because we're such a distributed election environment in the United States, that we're solving the problems 8,000 times over in 8,000 election jurisdictions instead of doing centrally.  I think some states are doing a terrific job of coming up with best practices and centralizing but I think to me the biggest risk is are we doing it, things 8,000 times over where everyone is trying to invent their own solution.  

>>  Secretary Gorbea?
>>  So I would describe the risks sort of twofold.  One is the more things change the more they stay the same.  Risk in elections at the micro level is humans.  Right?  It could be the poll worker not getting the training right or not remembering that they've changed [inaudible] so a real big effort on my part has been to make sure that we train and develop professionally our staff.  That is something that government overall I think hasn't been really great at.  With some exceptions.  I know Washington State because you have such a nerve center of technology companies it's amazing the resources you have just in your neighborhood.  In other states where that is the universities and other places, [inaudible], being able to really up the skill set of your elections people, IT staff, I grew by repurpose FTE positions, I grew our IT department because it became increasingly clear that we were much more of an IT shop than a filing cabinet, which is how historically a Secretary of State's office has been run.  

So micro level.  It's the humans.  At the macro level, I think the risk is one that we really need to give some thought to and Doug alluded to.  The issue of transparency and democracy.  Who's overseeing?  And how do we understand that the systems are being proper oversight.  When I look at [inaudible] the relationship that we've been able to form with the Department of Homeland Security with regards to the risk assessment and risk mitigation, but I really want Congress [inaudible] to do the oversight over that particular executive agency, because there are things some of us don't have are the expertise to understand what's happening exactly in that black box.  So the official who has to go to the public and say we have a democracy that works, we have to make sure there's proper oversight as we deal in these places where yes, we can't be talking to everybody about what exactly we're doing.  But somebody who's elected by people needs to be on the in on that and needs to have that oversight just as we do for [inaudible] long term process for covert operations and intelligence operations and things like that.  

And that certainly hasn't been perfect in the history of the United States, but we have to start thinking about oversight of these areas of election administration with regards to the cybersecurity.  

>>  I think I would roll it up and agree with your comments.  I will roll it up to the biggest risk is voter confidence.  And public confidence in our elections.  

I think '16 was just the tip of the iceberg.  Certainly from our experience.  And it comes down to communication.  First on one level how are we transparent with the public with all of you of what we're doing and how we're protecting the systems that we rely on that have all your data.  That's one layer of communication.  How do we have that transparency but keep that security and balance.  

But one of the things that we really ran across in '16 and '17 goes to just the world that homeland security operates in and the world we operate is, how do we communicate with them and teach them the difference between elections and the [inaudible] started having conversations with homeland security and explaining to them [inaudible] a member of the homeland security team was asked a question about were any states hacked [inaudible] all 50 us said are we one?  Of course what we got back from Homeland was we can't tell you.  [Inaudible] we can only tell you that 21 states were hacked for security reasons.  There were legitimate reasons they couldn't share that data with us.  And then we got a point where they realized they needed to identify those 21 states so we had a conference call and all the secretaries on the call were saying [inaudible] you might want to have a list of the 21 states.  

Oh, no we can't do that.  Okay.  There's going to be an AP reporter who's going to [inaudible] and end of the day they will have the list anyway.  So wouldn't it be better to be in front of it?  No, we can't do that.  Okay.  We were right.  And I only mention that because [inaudible] because they're wonderful.  It's just they aren't used to operating in this world of transparency that we do.  

And it's that communication that election officials have to work on and we need to get these players into our operations, come see the King County election site in Seattle and see how we process ballots, see the environment we work in so you can understand what you're protecting.  And I think that's true of the media, true of candidates, true of campaigns, because what ends up happening is when something does go wrong or isn't perfect it gets spun depending on who you're trying to play to.  If you're trying to get a candidate elected I guarantee the way the messaging happens is different than the way it is from my office or an election office.  

>>  David?
>>  One, on the communication side, that's come up several times both ‑‑ two points.  One communicating out to the public about what's being done to secure the elections, how elections are run, but also communications within those who conduct [inaudible] as well as those who are involved in gathering of intelligence and sharing of threat data, et cetera.  That's one of the latter is something being worked actively worked on because as easy as it sounds, local election officials and state election officials and those in ‑‑ that are charged with protecting us all should be talking to each other and all should be sharing information.  Great.  How does that work?  

Logistically how does that work?  What is considered a security event that meets the threshold of being shared?  

What is that trust level between local election official, state election official, whether it's the folks running elections or the elected official, Secretary of State, because sometimes quite frankly there's not an existing level of trust so there may be some reluctance to be sharing that kind of sensitive data.  That's something being actively worked on as part of this government coordinating council and what's that environment look like when there is a threat in state A, is that data ‑‑ is that something that needs to be shared with state officials or election officials across the country.  When you have 8,000 local election officials that becomes a pretty significant job to do that.  That's something being actively work on.  In what we've been focusing on, it's human ‑‑ I go the term again, a new term I've learned, one of them is human firewall training.  From the smart people I've talked to and I try to talk to smart people that know a heck of lot more about subject matter than I do, that's the one initial step I think there's a whole host of things we need to be doing, but that's one step that's probably going to get your biggest return on investment on the front is that human firewall training, folks receiving emails.  Because it's a chapel.  We want to be accessible to the public.  We haven't talked about this generational gap.  I've got a 15 and a 17 ‑‑ 14 soon to be 15‑year‑old and a 17‑year‑old.  And their comfort with technology and their expectation of being able to do things with their devices is so far and away what we're currently providing.  And we hit on a little bit on the issue of internet voting.  But at some point there is going to be some level of expectation among younger generation who are the ones that are least likely to participate in elections that there is some form of technology, technological advances, going to make that process easier for them than it is currently.  

And so we can't ‑‑ I'm of the view and as a jurisdiction that deals a lot with voters we mail ballots to 66 countries in this last election and still have an issue with getting those ballots back.  It's improving each election cycle but there's still an issue.  I think technology can provide at least some improvement so that.  We can't sit back and say can't do it.  Our military voting task force state of Florida did this last year.  We reached the same conclusion.  Can't do it now but it's not something we can sit back and say we can't ever do it.  That conversation needs to be put forward.  Going back to that human firewall training and looking at the broader systems.  We focus so intently on things like ballot security and voting systems security that now we're starting to look more intently at those other systems that we utilize on a day‑to‑day basis that are vulnerable.  

>>  Did you have a ‑‑ I just heard you ‑‑ 

>>  I agree.  He eventually like it or not, I think we are going to get to internet voting.  I just think we need to make sure we're actually ready when we're there and we're not anywhere close to being ready today 

>>  I would concur.  

>>  We're going to get to audience questions.  React to that.  I have an anecdote I guess that I would appreciate a reaction to, that is I was recently talking to a member of the media who said I don't understand the under resourcing of elections.  This is or democracy.  If the election officials just go and explain to the appropriators that they need resources, they will get it.  Yeah.  So it was meant very honestly ‑‑ well, so let's ‑‑ it was meant very sincerely.  Talk about the challenge and the conversation specifically on getting those resources.  And addressing the need we know working in elections that a lot of times it's you or new gazebo or improvements to the local golf course.  Which I'm also in favor of, but that's neither here nor there.  Just react to that statement a little bit and then we'll do audience questions 

>>  I'll take that.  So substitute elections with public safety.  Right?  What's more important?  Are elections more important than public safety?  Our sheriff has appealed his budget that's provided by the board of county Commissioners to the Governor of the state of Florida because he says he's under‑resourced and can't provide the level of public safety that's required.  I get that.  And I think you do absolutely have to make an informed argument and go talk to those who ‑‑ whether at the local or state level or for that matter at the federal level on what your needs are.  But just know you're competing, there's competing interests.  

We're not far and away above everybody else although we may think we're the most important governmental activity out there and I can make an argument that it is, but know that we're competing with many other interests, very important interests, like public safety, that you have to provide all of these services to some level, but the other part is we have to get, I know I see amber out here and they've done a fantastic job in Denver of modernizing and taking advantage of technology where they've been able to save money.  I don't think their budget has increased but they've been able to do far more because they've modernized and be able to do things on a more efficient basis that then allows them to free up money to do other things.  

I think a lot of us have been doing that over the course of the past, say, five to ten years, that's something you have to be more creative with the resources you do have but be able to make the case.  A lot of it ‑‑ if they don't have the money they don't have the money but if they have the money and they're trying to decide which priorities you do have responsibility 

>>  You would think coming out of 2016 and the operating environment you all are in now that walking in and saying we're trying to help protect, recover, defend against sophisticated persistent actors that's going to take money, what's the response been?  What's the reaction been?
>>  Again, our has been pretty good 

>>  In Rhode Island, we modernized our election system before the 2016, and it was basically you go to them ‑‑ and they are elected officials so they've seen what we have and you explain, say, look, these machines are 20 years old.  They cannot be patched up anymore.  We just ‑‑ we're going to have a complete failure of the system next election, and I am informing you now so that you can be a part of responding to that.  We're all in this together.  And then there's a part where you then have to deliver.  And do you to use resources wisely and you work within your limited budgets and restructure your agency and build a level of trust that you're doing the work that needs to be done and producing the results.  Every jurisdiction is different.  And every state has its own demons and problems and stuff.  I do believe very firmly that we have to engage in an ongoing communication.  I would say that 2016 and going forward has actually at least brought up in a different way and not made it easier, but made it more approachable that this is real.  That we're in a different world than back when we all ‑‑ I'm actually old enough to have voted on a chutes level machine and I actually found those to be stranger than paper ballots that you go into a optical scanner.  All levers away and you never saw anything else in the box 

>>  Very satisfying ‑‑
>>  Where did those votes go?  Anyway ‑‑ but so ‑‑ but we are in a changing world.  Used to be that elections, did you it, every two years, so there was a flurry of activity for six months and then you went away for like a year and a half.  And then you would go back again.  And that's gone.  Special elections and all this other stuff going on, elections have become very IT intensive, very much a communication exercise with voters, with elected officials and all the different stakeholders.  

And it does require resources.  But it requires smart use of resources and results as much as it requires just asks.  

>>  In our state the counties exactly what you described are competing with law enforcement, competing with ending homelessness and affordable house asking things that are I guess more appealing or more emotional than talking about we need to get some more computers.  And oh, that sounds like a great idea.  So the counties really struggle on that front.  Our state is kind of in unchartered waters right now.  We're going out for a modernization effort where we spent about two and a half years working with our county auditors and election officials to identify business needs at the county level and state level for our voter registration system.  A comprehensive thing came up with 500 business pieces.  We got the legislature to fund it at the state level, to fund both the counties and us.  It was great.  We put an RFI on the street to see if the vendors could actually build what we conceptualized.  They said Yes.  We put the RFP on the street, and this is tracking to go live in '19 I believe is our goal.  And we didn't have a single successful vendor.  So we're now reissuing that process.  So I guess I mention all this because that's the challenge.  Reality is, one, getting the funding takes time and effort and a lot of work and it's not ‑‑ you don't get those immediate results.  Most the tabulation systems were purchased with HAVA dollars in 2005.  These are now 13 years old depending on the county.  And that's ‑‑ we're just trying to tackle the voter registration piece.  It's hard to get legislators to get it but we're continuing that effort and going back to communication and dialogue.  

>>  I'll open it ‑‑ go ahead.  

>>  (Off mic)

>>  There a number of open source efforts, free software, free in certain sense of the word, and that's ‑‑ an opportunity that states, some states are taking advantage of and may be a way to get more leverage out of the very limited dollars that everyone is struggling with is to take advantage of things that are already there and you're not beholden to a vendor.  It doesn't mean that they're completely free, you may not pay for the software but I still have to maintain it, you have to support it, you have to install it, all those ‑‑ train it.  So it's not like it's ‑‑ the solution to all of anybody's problem but it's worth looking at 

>>  And you have to have the staff that can manage it.  

>>  Absolutely 

>>  And you have to have invested in that staff.  We're in a period of shifting government.  We have to invest and people with that technical expertise that are going to live and breathe within state government 

>>  It's not a panacea but it's something to keep in mind that the only choice is not going to a vendor and buying a proprietary product.  

>>  Thank you.  There's only 120 questions.  We should be good.  

>>  Please stand up and identify yourself if you don't mind.  

>>  Hello.  I'm Jessica, I'm a reporter from Pro Publica.  You guys have talked about your relationship with DHS, and I'm curious if you could say more about what you feel DHS's appropriate role in this partnership is.  I've heard a lost differing opinions from a lot of different secretaries of state and also what you think the limitations of that relationship are.  

>>  I will lead.  I was definitely one of the secretaries that was very hesitant to think that was a good idea to go forward with critical infrastructure.  Mainly because I really believed that the strength of American elections and democracy is that it's decentralized and it's not controlled at the federal level.  So I was hesitant that you could have an organization that could come in and take over.  Department of Homeland Security is ‑‑ I would they have a different model.  They are protecting the power grid, things different from our world.  But what I can say is our experience with certainly with our local team has been nothing but positive.  The depth of resources that they have and the experience they have with cybersecurity in particular is so beyond what we had access to before and the ability, for example, to get the threat notifications in 2016 was reinforcing of what we already knew was happening in our system.  

So on that front, it brings me a lot of comfort to know that we have access to things like MS‑ISAC and things with Department of Homeland Security.  But with that said, I think that we're all kind of just ‑‑ we're all working through this gingerly because the last thing I would want to see is the federal government coming in and taking over my state's elections 

>>  So I actually embraced the critical infrastructure designation although I will say the way it rolled out was problematic, and I understand that it happened very quickly with very little communication.  Having said that, knowing it could bring some additional resources I was very excited.  

I would hope that this relationship and the way I've seen it evolve and we've met with our New England team in our office, they're kind of like a white hat advisors and mentor to my staff.  

And again, I think that their operations in this area of elections do need congressional oversight and some real deep dives by somebody who can kind of keep tabs on the checks and balances between our executive branch and our legislative branch of government.  

So that's how I would hope ‑‑ I think what happened with DHS is still happening, it's a cultural shift, and I know he sigh Leslie Reynolds in the background there, she had a very hard time on behalf of all of us trying to get them to communicate with us in a way that we all understood each other.  

And so communication and culture as an institutional cultures are very, very different.  And so it's going to take a while where we find that place where we're all comfortable with how this is operating.  

>>  Thank you.  Okay.  It was me, right?  Okay.  Hi.  Susan from Verified Voting.  I have a quick comment for Mr. Stafford and a clarifying question for Jeremy.  As far as the internet voting issue goes I just wanted to raise the ‑‑ or point of information, we work with a lot of computer scientists, computer security experts and there is a great deal of research going on on how to do internet voting securely but at the academic level.  I've been to conferences with people with equation that is I can't possibly fathom what they need.  People really are trying to figure out that question.  And I know election officials express frustration the computer scientists say no, don't do this, but they're not giving us a solution.  And going to Jeremy's point it's going to be a while, I hope people know that I want people to know there is research going on, people are trying to solve that problem.  While they're saying no, they're saying look we're working on it and trying figure out a way but they're in the white board stage.  And then to Jeremy I was wondering if you could speak to the email return of voted ballots.  While there's only a few states that are actually doing what's often referred to as internet voting, 32 states are permitting email and fax return of voted ballots which has its own security issues and can you speak to the advisability of doing that in the threat environment we're seeing in today's cyber landscape.  

>>  You can go.  I would like an opportunity to ‑‑ 

>>  Okay.  So with respect to email return of ballots, I was kind of thinking of this when you made the comment about what happens when someone clicks on an attachment and opens it all sorts of bad things happen.  Email return of marked ballots is just ‑‑ it's just a welcome opportunity for an attacker to send an attachment that somebody is going to click on because they're trying to be the best election official they can and count every ballot and they're going to click on that attachment and they're going to open it and they're going to get infected.  It's not going to be their fault because they've been given two conflicting sets of guidance, one is we need to count all the ballots and the other is we need to be secure.  Don't click on attachments.  

(Overlapping speakers) 

>>  And so this is the problem.  Email return ‑‑ I mean, putting aside the fact that email is unencrypted generally speaking and so everyone's ballots are transversing the internet open to be seen, to be manipulated, et cetera, but the part that scares me more is not the fact that the ballots themselves aren't private.  The thing that worries me the most is an election official who's trying to do the right thing and ends up compromising their environment.  

>>  Two things.  One, I didn't mean to leave the impression that there is nothing going on.  But the response, the initial response, that always comes up is can't do it right now.  I feel like it's my duty to say we need to at least be continuing to advance that research and that field.  That's way beyond our capabilities at a legal election official office to deal with that kind of stuff.  But as somebody who represents a whole lot of UOCAVA voters, in this particular instance you're talking about, you have to put ‑‑ I have to put myself in the position of the voter.  That's the voter that may ‑‑ that is doing all kinds of things in defense of this country and maybe has a couple minutes to be able to complete this process.  And the only remedy that's left for them to return their ballot is through an email or fax.  

So for that relatively small, at that point, at that point, I see ‑‑ but you're a couple days before the election and they're deployed in Afghanistan or something, they have no other remedy to be able to get that ballot returned to us in time for it to be tabulated.  In a scenario like this.  

So the idea is you have to balance out that accessibility for these UOCAVA voters which happen to be even though it's a large segment of people, within a given election, it's not a gigantic number of votes.  Those who are overseas that take advantage of this opportunity that may not, under the current system, have any other remedy available to them for them to be able to participate in the process which they have the right to do.  

>>  Okay.  Thank you.  I'm getting the wrap up sign which Brenda will take me down.  The good news is it is lunchtime.  And I of all people get you to lunch on time.  I don't miss a meal.  You can engage these conversations.  If you have additional questions for the panelists I'm sure they would be glad to engage you in those discussions.  Lunch is on your own because we're the federal government and we're not going to buy you lunch.  And then be back in one hour for the key note speaker to DHS which very timely given the discussion we had.  So thank you to the panelists, thank you all.  Go get 'em.  

(Applause)  

(Lunch break) 



