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The following are the Minutes of the Public Meeting of the United States Election 

Assistance Commission (“EAC”) held on April 4, 2017.  The meeting convened at 10:00 a.m., EDT.  The meeting was adjourned at 12:05 p.m., EDT.

PUBLIC MEETING

Call to Order:

Chairman Matthew Masterson called the meeting to order at 10 a.m., EDT.
Pledge of Allegiance:

Chairman Masterson led all present in the recitation of the Pledge of Allegiance.
Roll Call:


EAC Commissioners:

Chair Masterson called roll of the members of the Commission and found present himself, Vice-Chair Thomas Hicks and Commissioner Christy A. McCormick.  Three members were present for a quorum.  

Executive:

Brian D. Newby, Executive Director, Election Assistance Commission (EAC).  
Cliff Tatum, General Counsel (EAC)

Panel I:

The Honorable Denise Merrill, Connecticut Secretary of State and President of the National Association of Secretaries of State (NASS); Chris Chambless, Supervisor of Elections, Clay County, Florida; 
Ricky Hatch, CPA, County Clerk/Auditor, Weber County, Utah; 
Lance Gough, Executive Director, Chicago Board of Elections; 
Trevor Timmons, Chief Information Officer, Colorado Secretary of State’s Office 
Panel II:

Dr. Neil Jenkins, Director, The Enterprise Performance Management Office, DHS;  
Robert Hanson, Director, Prioritization and Modeling at Office of Cyber and Infrastructure Analysis, DHS

Adoption of the Agenda

Commissioner Christy McCormick made a motion to adopt the meeting agenda as written, which was seconded by Vice-Chair Thomas Hicks.  The motion carried unanimously.
Welcoming remarks

Chair Masterson conveyed the Commission’s thoughts and prayers to Secretary of State Kim Wyman for a quick recovery during her illness, and also presented Vice-Chair Hicks with a gavel in appreciation for his leadership as Chair of the EAC during 2016.  Chair Masterson noted that in the interest of time, the remainder of the Commissioners’ opening remarks would be submitted for the record.
Panel I – Election Officials: Moving Forward with Elections as Critical Infrastructure

Chair Masterson introduced and welcomed the following panelists:

The Honorable Denise Merrill, Connecticut Secretary of State and President of the National Association of Secretaries of State (NASS); Chris Chambless, Supervision of Elections, Clay County, Florida; Ricky Hatch, CPA, County Clerk/Auditor Weber County, Utah; Lance Gough, Executive Director, Chicago Board of Elections and Trevor Timmons, Chief Information Officer, Colorado Secretary of State’s Office.

Secretary of State Denise Merrill addressed the Commission to provide testimony regarding the Department of Homeland Security’s designation of elections as critical infrastructure, which included a resolution adopted by NASS on February 18, 2017 opposing the critical infrastructure designation.  Secretary Merrill’s testimony also included sharing some key facts and findings from the 2016 Presidential Election as set forth by NASS in a briefing paper released in March, in addition to outlining the goals that the Secretaries of State have moving forward in connection with DHS’s designation. 
Mr. Chambless addressed the Commission to reflect on the changes that have taken place in the election environment, both in voting systems and vote methods, in Florida and throughout the United States.  
Mr. Chambless also discussed the information technology (IT) role of elections officials and administrators, recommending that states take advantage of programs offered by EAC, NASS and the Election Center to control the IT infrastructure both now and into the future instead of looking outside the elections community to DHS.
Mr. Hatch addressed the Commission to provide testimony regarding DHS’s designation of elections as critical infrastructure controls, to testify regarding the planning and security that elections officials utilize throughout the U.S. in securing the elections process, in addition to pointing out the positive resources that the critical infrastructure designation may provide states both in improving elections and ensuring their security. 
Mr. Gough addressed the Commission to provide testimony regarding DHS’s designation of elections as critical infrastructure, discussing the steps and methods that Illinois has in place to ensure the security of its voting systems in light of the recent Internet hacks/attacks on its voter registration database during the 2016 election cycle.  Mr. Gough noted that while he welcomes and values the input and added awareness that comes with the critical infrastructure designation in addition to concurring online voter registrations can and should be scanned and swept with cyber hygiene programs as one of the safeguards, when it comes to local balloting and vote tabulation systems care must be taken not to cross the line between advice and access.

Mr. Timmons addressed the Commission to provide testimony regarding DHS’s designation of elections as critical infrastructure, pointing out that Colorado views the designation as a recognition of the wide variety of threats that face computer systems and some uncertainty as to the risk profiles of the various entities and systems involved in the conduct of elections, that DHS needs input/feedback from elections officials to understand the domain and that election officials would benefit from knowing the current body of knowledge that has been assembled by DHS which is influencing the work that they are contemplating moving forward with.  Mr. Timmons also pointed out how voters/citizens would benefit from election officials working together with DHS.
Commissioner McCormick made a motion to enter into the record the NASS Resolution Opposing the Designation of Election Systems as Critical Infrastructure which was seconded by Vice-Chair Hicks.  The motion carried unanimously.

Questions and Answers:

In response to Vice-Chair Hick’s inquiry into what steps were taken during the 2016 election cycle in light of the issues surrounding cyber/physical attacks, Mr. Timmons pointed out that while many of the steps states have taken to secure election systems, they have remained constant in terms of vigilance and testing, the attack profile will continue to change as online voter registration, automatic registration and the use of e-poll books continues to grow throughout the country.  Mr. Gough pointed out the variety of securities that the State of Illinois has prepared for and employed, which includes the use of monitors and the importance of screening of any information that be used towards identity theft.  Secretary Merrill pointed out the important role that states’ IT departments have in ensuring security, in addition to reiterating that one of the greatest protections is the fact that elections are public and transparent.  Mr. Chambless reiterated the fact that elections officials are control freaks and the State of Florida has always had a great deal of physical security in its infrastructure, which includes a two-person control throughout the ballot handling process.
In response to Commission McCormick’s inquiry into what experiences the panelists had working with DHS and the Federal Bureau of Investigation (FBI) during the 2016 election cycle, Secretary Merrill responded that Connecticut works with the FBI during every election and it also utilized DHS’s cyber hygiene program, which proved to be similar to what it has also been doing, just with different products.  Mr. Chambless replied that Florida utilized DHS’s cyber hygiene product following the 2016 election in preparation for 2018 and upcoming municipal elections, pointing out that it did not yield much success due to the fact that Florida has very few Internet facing systems on its network.  Mr. Hatch stated that while Utah did not work with DHS, Weber County works closely with a phenomenal IT team.  Mr. Gough explained that while the City of Chicago has worked with the FBI for the past 20 years, the 2016 election cycle was the first time it had dealings with DHS.  He also pointed out the City of Chicago Board of Election has its own IT department, who serve as the watchdogs and whom he is very comfortable with.  Mr. Timmons commented that 
Colorado had a good relationship working with the both the federal and state DHS resources during the 2016 election cycle.  He further noted that his state also had a good working relationship with the FBI pertaining to a claimed hack on Twitter.
In response to Commissioner McCormick’s final question into where the panelists see the greatest areas of risk for security in elections are relating to not only voting systems but spaces, i.e., warehouses and polling locations, and the protocols they have put in place to secure these areas, Mr. Timmons noted that care and vigilance needs to be exercised with online access to information.  Mr. Gough provided feedback regarding the security measures that the City of Chicago has taken regarding both the storage and testing of its voting equipment.  Mr. Hatch provided feedback regarding the security controls that Utah has in place regarding its equipment and the handling of ballots.  Mr. Hatch, Mr. Chambless and Secretary of State Merrill concurred that the biggest risk to the security of elections is public perception and confidence.  
In response to Chairman Masterson’s inquiry into what is the availability of IT resources from the state, county or other resources, in addition to what type of resources were determined to be necessary following the 2016 election cycle, Mr. Hatch, Mr. Chambless and Mr. Gough testified regarding the level of support they have from IT specialists/departments both at the county and state level, in addition to concurring with the need for funding to ensure the continued security of elections both through equipment, security software and consulting type services. 
Chair Masterson noted that the record would remain open for seven days to allow the Commissioners, election officials and advocates an opportunity to submit questions/statements to the panelists for their consideration and responses.
The public meeting of the EAC recessed at 11:05 a.m. and reconvened at 11:12 a.m.
Panel II – Department of Homeland Security (DHS) Officials: Working Together on Election Security and the Critical Infrastructure Designation
Chair Masterson lead off the afternoon session by introducing the following two panelists: Dr. Neil Jenkins, Director, The Enterprise Performance Management Office, DHS and Robert Hanson, Director, Prioritization and Modeling at Office of Cyber and Infrastructure Analysis, DHS.
Dr. Neil Jenkins addressed the Commission to provide testimony regarding DHS’s National Protection and Programs Directorate’s (NPPD) role pertaining to cybersecurity in the lead up to the 2016 elections that included voluntary technical assistance to election officials via cyber hygiene services utilized by 33 states and 36 local jurisdictions, a risk and vulnerability assessment service and the sharing of best practices on threat information through DHS’s National Cybersecurity Communications Integration System (NCCIC) and the Mult-Share Information Sharing and Analysis Center (MSISAC).  Dr. Jenkins also outlined DHS’s analysis behind the critical infrastructure designation, pointing out what this designation will allow, explained the compilation and role of government coordinating councils and sector coordinating councils and addressed the reports of DHS scanning on state election systems.
Mr. Robert Hanson addressed the Commission to provide testimony regarding the analysis that was developed in advance of the 2016 election, which helped inform DHS’s decision-making surrounding election issues to include pre-election activities, activities on Election Day and post election activities.  Mr. Hanson also testified regarding DHS’s analytic path forward that includes utilizing the following three reports: A characterization of election systems, utilizing processes and methodologies to help assess Homeland Security risks within elections and assessing emerging risks within elections.
Questions and Answers:

In response to Commissioner McCormick’s inquiry into whether Dr. Jenkins or Mr. Hanson have been involved in running an election at any level, both replied in the negative pointing out the reason they utilized EAC, NASS, partners in the Federal Government, the law enforcement and intelligence communities in the months leading up to the 2016 election was to help shape their understanding of how elections are run and understanding the risks and threats.
In response to Commissioner McCormick’s question regarding whether there are concerns surrounding manipulation/fraud of voter registration lists, both Mr. Hanson and Dr. Jenkins pointed out while they are not asserting this occurred, the risk is there, concurring that audits of voter registration lists is something they would recommend.

In reply to Commissioner McCormick’s inquiry into what has heightened voter concern that there is a greater risk for the manipulation of publicly reported votes on Election Night, Mr. Hanson explained that the adoption of more technology introduces the possibility of potential compromises.  
Dr. Jenkins confirmed Commissioner McCormick’s inquiry that all 20 states whose voter registration systems were scanned were aware of this activity.  He further explained that the cyber resources offered by DHS to election officials are DHS services and are not contracted out to non-government entities.  
In response to Commissioner McCormick’s final question, Mr. Hanson confirmed that DHS had no role in discovering the security vulnerability issues and/or decertifying the WinVote system that was being utilized in Virginia.

In response to Vice-Chair Hick’s question regarding whether there were any other nation states that instituted any attacks on election systems, Dr. Jenkins replied in the negative.  In terms of moving forward with solutions, Vice-Chair Hicks implored that DHS take into account the disabled community in order to ensure that they have full access to the voting process, and also remembering that one size does not fit all.
In response to Chair Masterson’s inquiry as to whether the critical infrastructure designation is here to stay and, if so, are there any scenarios for rescinding the designation Dr. Jenkins replied that Secretary Johnson in recent Congressional testimony indicated DHS is going to stay with the designation and while it could be rescinded there are no indications that it will happen.
In response to Chair Masterson’s question regarding what election officials can anticipate next with regard to the designation, Dr. Jenkins explained that DHS would like to begin meeting with election officials through NASS’s Cybersecurity Task Force in order to address questions and concerns, in addition to providing best practices and guidance for establishing coordinating councils.  DHS would also like to look to the EAC in order to seek guidance on working with local election officials and hearing their concerns.

In response to Chair Masterson’s inquiry into what benefit or resources will be made available to election officials as a result of the designation, Dr. Jenkins pointed out that the main benefit will be through the coordinating council structure.  He further noted that while there are no additional resources available in terms of money or funds absent Congressional authorization, he pointed out that election officials are encouraged to leverage their FEMA grant process for requesting funds.
In response to Chair Masterson’s final question regarding how DHS can alleviate concerns raised both by election officials and the election community that the Federal Government will not have too great a reach into the process of elections, Dr. Jenkins explained that the way DHS works with critical infrastructure is not through regulations but rather through voluntary partnerships, sharing of information and listening to the community in order to determine what they want and working along with them to provide that information.
Chair Masterson noted that additional questions would be collected and submitted, both by the Commissioners and the community, to DHS for its consideration and response.

Closing Remarks
Chair Masterson extended his commendation to election officials across the country for conducting the 2016 election cycle with professionalism and integrity in the face of real challenges.  Vice-Chair Hicks pointed out that the materials from the public hearing will be archived and available on EAC’s website.
Adjournment

Vice-Chair Thomas Hicks made a motion to adjourn the public meeting which was seconded by Commissioner Christy McCormick.  The motion carried unanimously.
The public meeting of the EAC adjourned at 12:05 p.m.
PAGE  
8

