
  

 
 

 
 

 
 

Draft Concept for Voting System Software Design and Certification Process  

DATA COLLECTION MODULE 
Web-based application for ballot 
language submission 
• Entities submit ballot content within this 

application using a customizable template  
• Application administrator monitors 

submissions and provides live updates and 
feedback. 

• Corrections and changes are sent between 
the entities and administrator through a 
message center that emails alerts to the 
recipients. 

• The web-based application configures a 
proof of each entity’s ballot and generates 
an audio ballot using text-to-speech. 

• Entities pre-proof their ballots and make 
corrections by a specified deadline 

• Entities approve the stage-one ballot 
content. 

 

BALLOT ASSEMBLY MODULE 
• Browser-based ballot content is moved into 

a file format for importing into the final 
certified election module. Reports generated 
for proofing by Elections and entities. 

• Proofing materials sent to entities via 
browser message center. 

• Perform Proofing L&A 
• Corrections and Changes 

 

BALLOT CREATION 
MODULE 

• Lock down ballot 
• Generate reports for 

final proofing 
• Burn data to media 
• Perform proofing L&A  

 

TABULATION MODULE 
Ballot tabulation and report 
data 
• Tabulate all ballots 
• Accept write-ins 
• Accept provisionals 
• Generate unofficial master 

report in precinct and 
cumulative formats 

• Generate data for import to 
audit templates 

• Prepare data for audits 
• Generate audit logs 

POST-ELECTION MODULE 
Back up and final canvass 
data collection 
• Generate a master data file of 

vote counts 
• Generate a master data file of 

audit logs 
• Generate an official master 

canvass report in precinct and 
cumulative formats 

• Perform recounts 

ELECTION NIGHT 
REPORTING MODULE 

Live Internet reporting, 
customer reports, and 
reports using nationally 
set standards 
• Configure reports to accept 

master data 
• Proof reports against the 

master report 
• Post reports 

 

POST-ELECTION AUDITS 
AND FINAL CANVASS 

MODULE 
• Perform audits such as 

signature vs. votes and risk-
limiting audits  

• Prepare Canvass Reports 

IN-PERSON VOTING 
MODULE 

• Functional testing of all 
devices 

• Preparation of devices for 
deployment into the field 

• Hash code, parallel and other 
types of auditing 

• Voting/Generate ballot 
counts including limited, 
provisional, and emergency 
ballots 

• Generate audit logs 
 

 

BALLOT BY MAIL SYSTEM 
MODULE 

For Voting Regular and 
Email ballots by mail  
• Perform official L&A  
• Print to hard copy and PDF 
• Mail and Email ballots by mail 
• Receive voted ballots 
• Resolve voted ballots 
• Scan voted ballots 
• Generate ballot counts 
• Generate audit logs 

GENERATE MEDIA 
MODULE 

• Move data to storage 
media and devices 

• Perform L&A testing 

The idea here is that the system be broken into modules representing key stages of the voting process.  Most of the modules would be proprietary in design and have only general requirements.  The key being that the finalized 
data set transported from one module to another must meet certified format requirements and allow for open source review.  This design will give vendors maximum freedom and innovation in the design of their modules, 
encourage regular upgrades, allow them to maintain proprietary products, and reduce certification costs.  This will give administrators a broader selection to choose from, allow them to have updated software, and select 
modules that best fit their jurisdiction’s specific needs.  Activists, regulators, and administrators will be able to have an open and transparent method of verifying that the most sensitive modules and that the output from all 
modules is accurate.  Additional certification and requirements for the Ballot By-Mail, In-Person, Tabulation, and Post-Election Module would be established and would allow limited party or full open source review.  The 
illustration below uses blue boxes to indicate areas with fewer certification requirements, red boxes to show areas with much higher requirements for certification, and red arrows to show “hot spots” or areas of intense review. 
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