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Multi-State 
Information Sharing and Analysis Center

The MS-ISAC is the focal point 
for cyber threat prevention, protection, 
response and recovery for the nation's 

SLTT governments.
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Criminals look for data...
and governments have a lot of it!

Why SLTT Governments?
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MS-ISAC Cyber Alerts
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MS-ISAC Intel Papers
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Other Common Intel Products

• DHS Intelligence Note

• DHS Intelligence Assessment

• FBI/DHS Joint Intelligence Bulletin (JIB)

• FBI Private Industry Notification (PIN)

• FBI Liaison Alert System (FLASH)

• FBI/DHS Joint Analysis Report (JAR)

• US-CERT Malware Initial Findings Report (MIFR)
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Traffic Light Protocol (TLP)
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• Unclassified (U)
• For Official Use Only (FOUO)
• Sensitive but Unclassified (SBU)

Other Keywords to Look For
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• Executive Summary (BLUF)
• Examples of the activity
• Description of technical terms, processes, 
actors

• Indicators
– IP addresses
– Domains
– Hashes
– Snippets of malicious code

• Recommendations

What’s in an Intel Product?
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• Follow the guidance outlined by markings
• Provide indicators to IT and security teams
• Take any necessary precautions as outlined in the 
recommendations

• Contact the MS-ISAC, DHS, or FBI if you identify 
any activity similar to the report

What Should You Do With Products?

SHARE THEM!
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Low Hanging Fruit!
1. PATCH!
2. Use defensive software
3. Back-up
4. Train users
5. Enforce strong, complex, unique passwords

What Can You Do?

Critical Security Controls
1. Identify authorized and unauthorized devices
2. Inventory authorized and unauthorized software
3. Secure configurations for hardware and software
4. Continuous vulnerability assessment and remediation
5. Controlled use of admin privileges
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