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INTRODUCTION

Scope

This report presents the test results for compliance testing of the Dominion Voting Systems Democracy
Suite 4.14-B Voting System. Dominion Voting Systems submitted the wvoting system to
Wyle Laboratories, Inc. for compliance testing to the Election Assistance Commission (EAC) 2005
Voluntary Voting System Guidelines (VVSG). The Democracy Suite 4.14-B Voting System is a
modification to the Democracy Suite 4.14-A Voting System certified by the EAC on September 20, 2013
(Dem-Suite-4-14-A). All testing on the modifications to the voting system was conducted in accordance
with the EAC 2005 VVSG.

Note: The Democracy Suite 4.14-A (DemSuite-4-14-A) Voting System is an upgrade to the Democracy
Suite 4.14 (DemSuite-4-14) Voting System, which is itself an upgrade to the Democracy Suite 4.0
(DVS-40-G-10) Voting System.

The focus of this test campaign was to test the submitted modifications to the system since the last
certification. Wyle Laboratories performed functional testing and Engineering Change Order (ECO)
Analysis to verify all changes submitted for this upgrade.

This report is valid only for the system modifications identified below. Any changes, revisions, or
corrections made to the system after this evaluation shall be submitted to the EAC to determine if this
system modification requires a new application, or can be re-submitted as a newly-modified system. The
scope of testing required was determined based upon the degree of modification.

The upgraded features submitted as part of the Democracy Suite 4.14-B Voting System modification are
listed below:

1. Acclaimed Contest Behavior: ImageCast Evolution and ImageCast Precinct application software
has been updated to change the system’s behavior when handling “acclaimed contests,” during
voting of an audio ballot. An Acclaimed Contest is a contest where the number of candidates is
equal to or less than the “Vote For” number.

2. Engineering Change Orders (ECOs): ECOs that have been integrated into the latest production
build of the ImageCast Evolution (ICE) precinct ballot tabulator and the ImageCast Evolution
ballot box.

This modification includes hardware changes to the ImageCast Evolution PCOS-410A precinct ballot
counter and the ImageCast Evolution Plastic Ballot Box. The changes to the ImageCast Evolution
precinct ballot counter include changes to the Approved Vendors List, design changes for ease of
manufacturing such as changes in tolerances or removing material on a bend, drawing or production
document changes, and part changes such as adding a tie wrap to a wire saddle to prevent cables from
rubbing against metal edges. The changes to the ImageCast Evolution Plastic Ballot Box include changes
to the Approved Vendor List, design changes for ease of manufacturing such as changes to materials and
tolerances, and part changes such as changing the profile of a bracket or removing a return spring hole.
These hardware changes are provided in their entirety in Appendix A of Wyle Laboratories’ Certification
Test Plan As Run No. T71372.01-01 located in Appendix B of this document.

(The remainder of this page intentionally left blank)
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INTRODUCTION (Continued)

Objective

The Democracy Suite 4.14-B Voting System was tested to all applicable EAC 2005 Voluntary Voting
Systems Guidelines (VVSG).

Test Report Overview

This test report consists of four main sections and appendices:

1.0 Introduction — Provides: the architecture of the National Certification Test Report (hereafter
referred to as Test Report); a brief overview of the testing scope of the Test Report; a list of
documentation, customer information, and references applicable to the voting system hardware,
software and this test report.

2.0 System lIdentification and Overview — Provides information about the system tested that includes
the system’s name and major subsystems, test support hardware, and specific documentation provided
by the vendor used to support testing.

3.0 Test Background — Contains information about the certification test process and a list of terms and
nomenclature pertinent to the Test Report and system tested.

4.0 Test Procedures and Results — Provides a summary of the procedures and results of the testing
process.

Appendices— Information supporting reviews and testing of the voting system are included as
appendices to this report. These include Photographs, the as-run Certification Test Plan, and Notices
of Anomaly.

Customer

Dominion Voting Systems
1201 18" Street, Suite 210
Denver, Colorado 80202

References

Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0,
“Voting System Performance Guidelines,” and Volume II, Version 1.0, “National Certification
Testing Guidelines,” dated December 2005

Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective
date January 1, 2007

Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0,
effective date July 2008

(The remainder of this page intentionally left blank)
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INTRODUCTION (Continued)

References (Continued)

National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP
Procedures and General Requirements (NIST Handbook 150),” dated February 2006

National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition,
“Voting System Testing (NIST Handbook 150-22),” dated May 2008

United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated
October 2002

Wyle Laboratories’ Quality Assurance Program Manual, Current Revision
Wyle Laboratories Quality Assurance Manual, Current Revision

ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General
Requirements”

ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment”
EAC Requests for Interpretation (listed on www.eac.gov)
EAC Notices of Clarification (listed on www.eac.gov)

EAC Quality Monitoring Program residing on:
http://www.eac.gov/testing_and_certification/quality monitoring_program.aspx

Dominion Voting Systems’ Democracy Suite 4.0 VSTL Certification Test Report Rev. A (listed on
WWW.eac.gov)

Dominion Voting Systems Democracy Suite 4.0 Technical Data Package

Dominion Voting Systems’ Democracy Suite 4.14 Modification VSTL Certification Test Report Rev.
C (listed on www.eac.gov)

Dominion Voting Systems Democracy Suite 4.14 Technical Data Package

Dominion Voting Systems’ Democracy Suite 4.14-A Modification VSTL Certification Test Report
Rev. B (listed on www.eac.gov)

Dominion Voting Systems Democracy Suite 4.14-A Technical Data Package

A listing of the Democracy Suite 4.14-B Voting System Technical Data Package (TDP) Documents
submitted for this test effort is listed in Section 2.4, “Vendor Technical Data Package.”

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW
System Overview

The Democracy Suite 4.14-B Voting System is a modification to the certified Democracy Suite 4.14-A
Voting System. The full Democracy Suite 4.14-A System description can be found in Section 2.0 of
Wyle Laboratories’ Test Report, Revision B for Dominion Voting Systems Democracy Suite 4.14-A
National Certification. For the full Democracy Suite 4.14 System description, reference Section 2.0 of
Wyle Laboratories’ Test Report, Revision C for Dominion Voting Systems Democracy Suite 4.14
National Certification. The full Democracy Suite 4.0 System description can be found in Section 2.0 of
Wyle Laboratories’ Test Report, Rev A for Dominion Voting Systems Democracy Suite 4.0 National
Certification.  For the Democracy Suite 4.14-B Voting System, Wyle Laboratories tested the
modifications listed in Section 1.1 of this report.

System Identification

The materials required for testing of the Democracy Suite 4.14-B Voting System included hardware and
test materials shipped directly to Wyle Laboratories by Dominion Voting Systems. The materials
documented in the following sections are the materials used during Wyle Laboratories’ testing of the
modifications.

Hardware

This subsection categorizes the equipment the manufacturer submitted for testing listed in Table 2-1.
Each test element is included in the list of equipment required for testing of that element, including
system hardware and any required test instrumentation.

Table 2-1 Democracy Suite 4.14-B Voting System Equipment Description

Equipment Manufacturer Version/Model Specifications NSenaI
umber
Intel Core i5 CPU M580
] @ 2.67GHz
PC1 Dell Latitude E6530 2779CW1
4.00 GB Installed RAM
HD Capacity 250 GB
Table 2-2 Democracy Suite 4.14-B COTS Voting System Support Equipment Description
Test Material Make Model Quantity Serial Number
iButton (SHA-1) .
withUSB | Maxim | USBRW: DSMOOR | 510D
Reader/Writer '
iButton (SHA-1) Maxim DS1963S 3 n/a
Compact Flash SanDisk SDDR-92-A15 1 0171630
Card Reader
Compact Flash RiData CFC-14A 10 n/a
Cards

WYLE LABORATORIES, INC.
Huntsville Facility
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.2.1 Hardware (Continued)

Table 2-3 Democracy Suite 4.14-B Voting System Equipment

Equipment Description Serial Numbers
ImageCast Precinct (ICP) Precinct Count Optical Scanner AANAGCP0265
ImageCast Precinct (ICP) Precinct Count Optical Scanner WLDAFBH0023

ImageCast Evolution (ICE) Precinct Count Optical Scanner AAFEBDWO0117

ImageCast Evolution (ICE) Precinct Count Optical Scanner ICE2P200004
ICE Plastic Ballot Box | Secure Plastic Bé‘g‘g,fox with applied AAUCBDQO074
ICE Metal Ballot Box Secure Metal Ballot Box BOX-57381-015
ICP Metal Ballot Box Secure Metal Ballot Box BOX-57381-014
ICP Metal Ballot Box Secure Metal Ballot Box BOX-57381-011

2.2.2 Software

Software evaluation of ImageCast Evolution Firmware Ver. 4.14.13 and ImageCast Precinct Firmware
Ver. 4.14.9-US was included in the Democracy Suite 4.14-B test campaign. The software listed in
Table 2-4 was utilized during the functional testing. Except for ImageCast Precinct Firmware
Ver. 4.149-US and ImageCast Evolution Firmware Ver. 4.14.13, all other software was

previously-certified during the Democracy Suite 4.14 and Democracy Suite 4.14-A test campaigns.

Table 2-4 Democracy Suite 4.14-B EMS Software Platform Components

Software Required For Software .
. . Filename
Testing Version
Democracy Suite EMS 414.23 setup.exe,
EED Client Application —r EED_FED_CERT.Setup_64b.msi
Democracy Suite EMS 414.23 setup.exe,
RTR Client Application - RTR_FED_CERT.Setup_x64.Setup.msi

(The remainder of this page intentionally left blank)
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2.0

2.2.2

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Software (Continued)

Table 2-5 Democracy Suite 4.14-B ImageCast Precinct Software Components

Software Required For Testing S\(/):trvsvii:\e Filename
Election Firmware 4.14.9-US cf2xx.sig
Firmware Updater 4.14.9-US firmUp.enc
Firmware Extractor 4.14.9-US FirmwareExtract.enc

Kernel (uClinux) 4.14.9-US Image.bin.gz
Boot Loader (COLILO) 20040221 colilo.bin

Table 2-6 Democracy Suite 4.14-B ImageCast Evolution Software Components

Software Required For Software Version Filename
Testing
Voting Machine 4.14.13 GApplication-4.14.13.vhd.7z
Election Application 4.14.13 dvs
Linux Kernel 2.6.30.9-dvs-21 ulmage
Linux Device File 1.3 mpc8347dvs.dth
Root File System 1.0.6 rfs
Ram Disk 1.0.1 initrd.img
Boot Startup Logo 4.0.0 logo_platform.bmp
Linux Startup Logo 4.0.0 logo_os.bmp
Boot Loader 1.3.4.29 u-boot.bin
Motherboard FPGA 1.15 ice2_mc_pl.bit
Scanner Board FPGA 1.1.2 ice2_sch_p2.bit
Logger Controller 1.0.11 logger.bin
Power Controller 2.0.7 power.bin
Integrated Printer 4.1.6 integratedPrinter.hex, printerFont.hex

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Test Support Materials

This subsection enumerates any and all test materials needed to perform voting system testing. The scope
of testing determines the quantity of a specific material required.

The test materials in Table 2-7 are required to support the Democracy Suite 4.14-B certification testing:

Table 2-7 Democracy Suite 4.14-B Test Support Materials

Test Material Manufacturer/Description Quantity
ATI Handset Dominion 2
Memory Flash Cards RiData 10
Standard Paper Ballots Dominion 30
Permanent Markers p/n SHARPIE1 BK 2
Thermal Printer Rolls ICP/ICE Paper Rolls 4
Election Tamper Evident Seals (Red) NovaVision/2X9” 20
Election Tamper Evident Seals (Red) NovaVision/.75X2.5” 20
Tamper Evident Tie Wrap Dominion 10
Sanitary Headphone Cover Dominion 2

Vendor Technical Data Package

The Technical Data Package (TDP) contains information about requirements, design, configuration
management, quality assurance, and system operations. The EAC 2005 VVSG requirements state, that at
a minimum, the TDP shall contain the following documentation: system configuration overview; system
functionality description; system hardware specifications; software design and specifications; system test
and verification specifications; system security specifications; user/system operations procedures; system
maintenance procedures; personnel deployment and training requirements; configuration management
plan; quality assurance program; and system change notes.

The document listed in Table 2-8 comprises the Democracy Suite 4.14-B Voting System TDP. This
document is considered an addendum to the Democracy Suite 4.14 and Democracy Suite 4.14-A voting
system’s TDP, certified by the EAC on July 18, 2013 (Dem-Suite-4-14) and September 20, 2013
(DemSuite-4-14-A) respectively.

Table 2-8 Democracy Suite 4.14-B Voting System TDP

Democracy Suite 4.14-B TDP Document System
Dominion Voting Systems Democracy Suite 4.14-B .
TDP Addendum Democracy Suite 4.14-B

(The remainder of this page intentionally left blank)
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2.6

3.0

3.1

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Deliverable Materials

The materials listed in Table 2-9 are identified by Dominion Voting Systems to be delivered as part of the
Democracy Suite 4.14-B Voting System to the end users.

Table 2-9 Democracy Suite 4.14-B Voting System Deliverables

Deliverable Material Version Description

ImageCast Evolution, precinct ballot
PCOS-410A counter with applied ECO’s and Firmware
ver. 4.14.13

ImageCast Evolution (ICE), precinct
ballot counter

ImageCast Evolution Plastic Ballot Box

ICE Plastic Ballot Box BOX-410A with applied ECO’s

Firmware version 4.14.9-US, for the

ImageCast Precinct (ICP) Firmware 4.14.9-US ImageCast Precinct ballot counter.

End User Documentation

The following document constitutes the deliverable to the end user at election central:

e Dominion Voting Systems Democracy Suite 4.14-B TDP Addendum
TEST BACKGROUND

Wyle Laboratories is an independent testing laboratory for systems and components under harsh
environments, including dynamic and climatic extremes as well as the testing of electronic voting
systems. Wyle Laboratories holds the following accreditations:

e 1S0O-9001:2000

e NVLAP Accredited 1ISO 17025:2005

e EAC Accredited VSTL, NIST 150,150-22

o  A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03)
e  FCC Approved Contractor Test Site (Part 15, 18, 68)

General Information

All testing performed as part of the test effort was performed at Wyle Laboratories’ Huntsville, Alabama
facility. Certification testing included: the inspection and evaluation of voting system documentation,
and operational tests verifying system performance and function under normal and abnormal conditions.
Qualification/Certification testing was limited to the Dominion Voting Systems, Inc. Democracy Suite
Version 4.14-B Voting System, which includes the items listed in Section 2.0 of this test report.

(The remainder of this page intentionally left blank)
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3.0

3.2

3.3

3.4

TEST BACKGROUND (Continued)
Testing Scope

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC
2005 VVSG was analyzed to determine the applicable tests. The EAC 2005 VVSG Volume | Sections,
along with the strategy for evaluation, are described below:

e Section 2: Functional Requirements — The requirements in this section were tested during the
Functional Test utilizing test cases specially designed for the Democracy Suite 4.14-B Voting
System.

e Section 3: Usability and Accessibility — The requirements in this section were deemed not applicable
therefore were not tested during this test campaign.

e Section 4: Hardware Requirements — The requirements in this section were deemed not applicable
therefore were not tested during this test campaign.

e Section 5: Software Requirements — The requirements in this section were tested during source code
review, TDP review, and functional testing. A combination of review and functional testing was
performed to ensure these requirements were met.

e Section 6: Telecommunication — The requirements in this section were deemed not applicable
therefore were not tested during this test campaign.

e Section 7: Security Requirements — The requirements in this section were deemed not applicable
therefore were not tested during this test campaign.

e Section 8: Quality Assurance (QA) Requirements — The QA requirements were spot checked and
limited to only the changes included within this modification.

e Section 9: Configuration Management (CM) Requirements — The CM requirements were spot
checked and limited to only the changes included within this modification.

Wyle Quality Assurance

All work performed on this program was in accordance with Wyle Laboratories’ Quality Assurance
Program and Wyle Laboratories’ Quality Program Manual, which conforms to the applicable portions of
International Standard Organization (1SO) Guide 17025.

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in compliance with
the 1SO-9001 International Quality Standard. Registration has been completed by Quality Management
Institute (QMI), a Division of Canadian Standards Association (CSA).

Test Equipment and Instrumentation

All instrumentation, measuring, and test equipment used in the performance of this test program was
calibrated in accordance with Wyle Laboratories' Quality Assurance Program, which complies with the
requirements of ANSI/NCSL 2540-1, 1SO 10012-1, and ISO/IEC 17025. Standards used in performing all
calibrations are traceable to the National Institute of Standards and Technology (NIST) by report number
and date. When no national standards exist, the standards are traceable to international standards, or the
basis for calibration is otherwise documented.

WYLE LABORATORIES, INC.
Huntsville Facility
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3.0

35

TEST BACKGROUND (Continued)

Terms and Abbreviations

Table 3-1 defines all terms and abbreviations applicable to this Test Report.

Table 3-1 Terms and Abbreviations

Term Abbreviation Definition
Americans with Disabilities Act ADA s a wide-ranging civil rights law that
ADA prohibits, under certain  circumstances,
of 1990 L L
discrimination based on disability.
Audio Studio AS EMS application used to record audio files.
Voter interface designed to not require visual
Audio Tactile Interface ATI reading of a ballot. The same ATI is utilized
for both the ICP and ICE.
Conformité Européenne CE
(European Conformity)
Configuration Management CM
Commercial, readily available hardware
devices (such as card readers, printers or
Commercial Off the Shelf COTS personal computers) or software products (such
as operating systems, programming language
compilers, or database management systems)
An electronic voting system that utilizes
electronic components for the functions of
ballot presentation, vote capture, vote
Direct Record Electronic DRE recordlng., and _tabulatlon_whlch_are Iog!cally
and physically integrated into a single unit. A
DRE produces a tabulation of the voting data
stored in a removable memory component and
in printed hardcopy.
Commission created per the Help America
. . . Vote Act of 2002, assigned the responsibility
gnlted- S-tates Election Assistance EAC for setting wvoting system standards and
ommission S .
providing for the voluntary testing and
certification of voting systems.
EMS Election Event Designer EED EMS_ appl_lcatlon used for election definition
functionality.
Election Management System EMS An umbrel_la term for the sofjtware a}ppllcatlon
used to define and report election projects.
Equipment Under Test EUT

WYLE LABORATORIES, INC.

Huntsville Facility
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TEST BACKGROUND (Continued)

Terms and Abbreviations (Continued)

Table 3-1 Terms and Abbreviations (Continued)

Term Abbreviation Definition

Exhaustive verification of every system

Functional Configuration Audit FCA function and combination of functions cited in
the manufacturer’s documentation.

Federa! C_ommunlcatlons ECC

Commission

Help America VVote Act HAVA Act created by United States Congress in 2002.
Government organization created to promote
U.S. innovation and industrial competitiveness

National Institute of Standards by advancing measurement science, standards,

NIST X

and Technology and technology in ways that enhances
economic security and improves our quality of
life.

ImageCast Precinct ICP Pr_ecinct-_level _ optical scanner and tabulator
with audio voting capabilities.
Precinct-level optical scanner, tabulator with

ImageCast Evolution ICE audio voting and integrated Ballot-marking
Device

ImageCast Central ICC COTS High-speed central ballot scan tabulator.
Review by accredited test laboratory to
compare voting system components submitted

Physical Configuration Audit PCA for cgrtification testing to the ma_nufagturer’s
technical documentation, and confirmation the
documentation meets national certification
requirements.

Quality Assurance QA

EMS Results, Tally and RTR EMS application used to integrate election

Reporting results and reporting.

System Under Test SUT
Wyle-developed document that specifies test
items, input specifications, output

Test Case Procedure specifications, environmental needs, special

It TCPS . ;

Specifications procedural requirements, inter-case
dependencies, and all validated test cases that
were executed during the area under test.
Manufacturer documentation related to the

Technical Data Package TDP voting system required to be submitted as a
precondition of certification testing.

Underwriters Laboratories Inc. UL

Voluntary Voting System EAC 2005 Published by the EAC, the third iteration of

Guidelines VVSG national level voting system standards.

Wyle Operating Procedure WoP Wyle Laboratories’ Test Method or Test
Procedure.

WYLE LABORATORIES,
Huntsville Facility

INC.
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4.1
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TEST PROCEDURES AND RESULTS

The Dominion Voting Systems Democracy Suite 4.14-B Voting System, as identified in Section 2.0 of
this report, was subjected to the tests as summarized in this section.

System Level Testing

System Level Testing was performed to evaluate the operation of the modifications submitted for the
Democracy Suite 4.14-B Voting System. The suite of tests that comprised the System level Testing
included a Physical Configuration Audit and Functional testing.

An overview of the tests performed during System Level Testing is provided in the following paragraphs,
along with the summary findings of each test.

Physical Configuration Audit

A Physical Configuration Audit (PCA) of the Democracy Suite 4.14-B Voting System was performed in
accordance with Section 6.6 of Volume Il of the VVSG. The PCA compares the voting system
components submitted for certification with the vendor’s technical documentation and confirms that the
documentation submitted meets the requirements of the Guidelines. The PCA included the following
activities:

e Establishing a configuration baseline of hardware to be tested; confirm whether manufacturer’s

documentation is sufficient for the user to install, validate, operate, and maintain the voting system

e Reviewing drawings, specifications, technical data, and test data associated with system hardware;
and to establish a system baseline

¢ Reviewing manufacturer’s documents of user acceptance test procedures and data against system’s
functional specifications, and resolve any deficiency or inadequacy in manufacturer’s plan or data
prior to beginning functional tests

e Subsequent changes to baseline hardware configuration made during testing that may produce a
change in operation are subject to re-examination

The PCA performed on the Democracy Suite 4.14-B Voting System consisted of inspecting the
following:

o The Democracy Suite 4.14-B ImageCast Evolution precinct ballot counter with applied ECOs

e The Democracy Suite 4.14-B ImageCast Evolution Plastic Ballot Box with applied ECOs

Summary Findings

A focused PCA was performed to baseline the system’s hardware components that were used during the
test campaign. No deficiencies were noted during the PCA.

(The remainder of this page intentionally left blank)
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TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Functional Testing

Functional Tests were performed on the Democracy Suite 4.14-B Voting System in accordance with
Section 6.7 of Volume Il of the VVSG. The purpose of the first functional test was to verify that
ImageCast Precinct (ICP) and ImageCast Evolution (ICE) tabulators allow voters to make candidate
selections in acclaimed contests when voting an audio ballot. The first functional test also verified that
the reports produced by the Tabulator and the EMS, as well as the AuditMark appended to ballot images,
correctly reported undervotes in a contest where the Vote For value is larger than the number of selectable
candidates. This verification ensured that the tabulators performed as documented in the Dominion-
supplied technical documentation and met the requirements of the EAC 2005 VVSG. The second
functional test was performed to verify that the ECO changes made to the ImageCast Evolution tabulator
and the ImageCast Evolution Plastic Ballot Box did not affect the tabulator’s ability to process ballots.

The components of the functional tests included the previously-certified Democracy Suite 4.14-A EMS,
ImageCast Evolution tabulators, and ImageCast Precinct tabulators.

In the previous iteration of the ImageCast Precinct and ImageCast Evolution precinct ballot counter
firmware, voters encountering an Acclaimed Contest on an audio ballot were informed that the contest
had been acclaimed and were instructed to proceed to the next contest. The updated firmware changes the
behavior of the ImageCast Precinct and ImageCast Evolution precinct ballot counters so that the voter is
prompted to make candidate selections in acclaimed contests.

In the first functional test, ImageCast Evolution Unit No. 1, loaded with firmware from the Dominion
Democracy Suite 4.14-A trusted build, was used to mark and cast ballots in Audio Visual mode to verify
the that the voter was not able to select candidates when voting in Acclaimed Contests. Next, ImageCast
Evolution Unit No. 2, loaded with the new version of the ICE firmware, was used to mark and cast ballots
in Audio Visual mode to verify that the voter is prompted to make candidate selections when voting in
Acclaimed Contest. The results from ImageCast Evolution Unit No. 2 were imported into the EMS. The
results reports printed by the tabulator, results reports produced by the EMS, and the AuditMark attached
to the ballot images were inspected to verify that undervotes were correctly reported. This process was
then repeated using ImageCast Precinct Unit No. 1, loaded with firmware from the Dominion Democracy
Suite 4.14-A trusted build and ImageCast Precinct Unit No. 2, loaded with the new version of the ICP
firmware.

The second functional test was performed to ensure that the Engineering Change Order (ECO) changes
made to the ImageCast Evolution precinct ballot counter and the ImageCast Evolution Plastic Ballot Box
did not adversely affect the ICE units’ ballot scanning and tabulation capabilities. The ImageCast
Evolution Unit No. 2 with the new version of the ICE firmware was placed into “Shoeshine Mode” in
which ballots are continuously cast by the tabulator. A total of 5,000 ballots were cast on the ICE unit
then the results report was printed and the results were verified.

Summary Findings

Functional Tests were performed to ensure that the system functions and operates as described within the
system’s technical documentation and to ensure that Engineering Change Orders (ECOs) applied to the
ImageCast Evolution precinct ballot counter and its associated Plastic Ballot Box did not affect the
tabulator’s ballot scanning and tabulation capabilities. Refer to Notice of Anomaly (NOA) No. 1
presented in Appendix C and Section 4.6 for further details. After resolution of the anomaly, the voting

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. 14 of 17
Test Report No. T71372.01-01 Rev. A

4.0

4.1
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4.2

TEST PROCEDURES AND RESULTS (Continued)
System Level Testing (Continued)
Functional Testing (Continued)

system successfully met the requirements of the functional tests. Through Functional Testing, it was
demonstrated that the ICE and ICP precinct ballot counters successfully handled acclaimed contests and
reporting of undervotes when voting audio ballots, and that ECOs applied to the ImageCast Evolution
precinct ballot counter and the associated Plastic Ballot Box did not affect the tabulator’s ballot scanning
and tabulation capabilities. The photographs of the test setup are located in Appendix A of this test
report.

Source Code Review

The source code for the modifications made to the ImageCast Precinct (ICP) and ImageCast Evolution
(ICE) precinct ballot tabulators for the Democracy Suite 4.14-B Voting System was reviewed for
conformance with the requirements set forth in Section 5.4 of the EAC 2005 VVSG coding standards and
the manufacturer-supplied coding standards (Dominion Coding Standards), which can be found within the
vendor provided TDP. The review was conducted as part of the testing activities and was performed per
the guidelines described in the following paragraphs. Wyle Laboratories used the source code from the
EAC Certified Democracy Suite 4.14 and Democracy Suite 4.14-A Voting Systems as a baseline to
compare against the modified source code for the ImageCast Precinct and ImageCast Evolution
tabulators.

The manufacturer-supplied coding standards (Dominion Coding Standards) can be found within the
manufacturer provided TDP. The review was conducted per the guidelines described in this section.

As the updated source code was received, an SHAL hash value was created for each source code file. The
source code team conducted a manual review of every line of modified source code. This was done to
identify any violation of EAC 2005 VVSG coding standards or manufacturer supplied coding standards.
The COTS tools utilized by the source code group were Beyond Compare and Crimson Editor. Each
identified violation was then recorded by making notes of the standards violation along with directory
name, file name, and line number.

Summary Findings

Other than the coding standards noted in the technical summary reports, no other deficiencies or
significant problems were found during the source code review. A technical summary report of all
identified standards violations was sent to Dominion for resolution. Dominion then corrected all
standards violations and re-submitted the source code for re-review. This process was repeated as many
times as necessary until all identified standards violations were corrected. Notice of Anomaly No. 2,
documenting that source code discrepancies found, is included in Appendix C of this report.

(The remainder of this page intentionally left blank)
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TEST PROCEDURES AND RESULTS (Continued)
Witnessed Build

A Witnessed/Trusted Build of the software was created using Dominion’s trusted build documents. The
Witnessed/Trusted Builds were performed by completing the following tasks in the order listed:

Clear hard drive of existing data

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

Create digital signatures of the pre-source build environment

Create a disk image of the pre-source build environment

Load the compliant source code into the build environment

Create a digital signature of the post-source build environment

Create a disk image of the post-source build environment

Build the executable code

Create the installation media

Create a digital signature of the final build environment

Create a disk image of the final build environment

Create a digital signature of the installation media

Install executable code onto the hardware and validate the software/firmware

Deliver source code with digital signature, disk image of pre-build environment with digital
signatures, disk image of post-build environment with digital signatures, executable code with digital
signatures, and installation media to the EAC Repository.

The Witnessed/Trusted Builds for the Dominion Democracy Suite 4.14-B include source code, data, and
script files, in clear text form. The builds also include COTS software on commercially-available media,
COTS software downloaded by the VSTL, COTS software verified by SHAL from the software supplier,
and picture and sound files in binary format provided by Dominion Voting Systems. The first step of the
process was to clean the hard drives by writing data to every sector of the hard drive, so the drive is
cleared of existing data. The designated operating system was then loaded and the applications from the
VSTL-reviewed source along with the VSTL verified COTS software was built. The final step was
installing the applications on the hardware.

Summary Findings

Wyle Laboratories performed Witnessed/Trusted Builds of the ImageCast Precinct (ICP) and ImageCast
Evolution (ICE) precinct ballot counter firmware included in the Dominion Democracy Suite 4.14-B
Voting System, on November 20, 2013 through December 4, 2013. A Technical Representative from
Dominion, was present via a live video feed for each of the Witnessed/Trusted Builds. The outputs from
the Witnessed/Trusted Builds have been supplied to the EAC as part of the certification effort.

(The remainder of this page intentionally left blank)
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4.6

TEST PROCEDURES AND RESULTS (Continued)

Technical Data Package Review

The Democracy Suite 4.14-B Voting System Technical Data Package (TDP) was reviewed to the 2005
VVSG. This review was performed as part of the pre-testing activities. The TDP documents were
reviewed to ensure that all modifications to the system are described as applicable. The TDP documents
were reviewed for accuracy, completeness, and compliance to the VVSG.

Summary Findings

No deficiencies or problems were found during the Technical Data Package (TDP) Review.
Engineering Change Order (ECO) Analysis

Engineering Change Orders (ECOs) were submitted for both the ImageCast Evolution (ICE) Precinct
Count Optical Scanner and the ImageCast Evolution Plastic Ballot Box. An engineering analysis of the
submitted ECOs was performed and upon conclusion of the analysis, it was decided that no additional
hardware testing was required. To ensure that the ECO changes did not affect the performance of the ICE
precinct ballot counter and ICE Plastic ballot, a Functional Reliability test described in Section 4.1.2 of
this document was performed. A listing of the submitted ECOs is included in Appendix A of Wyle
Laboratories’ Certification Test Plan As Run No. T71372.01-01, located in Appendix B of this test report.

Anomalies and Resolutions

A total of two Notices of Anomaly were issued throughout the test campaign upon occurrence of a
verified failure, an unexpected test result, or any significant unsatisfactory condition. All anomalies
encountered during testing were successfully resolved prior to test completion. The Notices of Anomaly
generated are presented in their entirety in Appendix C of this test report and are summarized below along
with their resolution.

Notice of Anomaly No. 1: Functional Testing:

Functional testing of acclaimed contest behavior on an ICE tabulator revealed that AuditMarks, the
textual information appended to the bottom of each scanned ballot image which records how the device
interprets ballot markings, did not indicate the inherent undervotes resulting from an acclaimed contest in
which the Vote For value was larger than the number of candidates available for selection.

Resolution to Anomaly No. 1:

Dominion Voting Systems made a source code change to the ICE firmware. Wyle Laboratories reviewed
the source code and performed a Trusted Build of the updated firmware. A functional regression test was
then performed to verify that the AuditMark appended to ballot images produced by ICE tabulators
mentioned inherent undervotes in acclaimed contests.

Notice of Anomaly No. 2: Source Code:

Review of the submitted source code for the Democracy Suite Version 4.14-B Voting System revealed
deviations from the standard. The deficiencies identified during source code review consist of the
following: Three instances of header inputs or outputs being missing or inaccurate, four instances of
header units called being missing or inaccurate, one instance of a unit size being greater than 240 lines,
and one instance of inconsistent indenting. Upon completion of the review for each source code
submission, a technical summary report of all identified standards violations was sent to Dominion
Voting Systems for resolution.
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4.6

4.7

TEST PROCEDURES AND RESULTS (Continued)

Anomalies and Resolutions (Continued)

Resolution to Anomaly No. 2:

Dominion Voting Systems corrected the reported violations and re-submitted the source code for
re-review. This process was repeated as many times as necessary until all identified standards violations
were corrected.

Recommendation for Certification

Wyle Laboratories performed conformance/specification testing on the Dominion Voting Systems
Democracy Suite 4.14-B to the EAC 2005 VVSG (Version 1.0). During the test campaign, all data from
pre-testing and functional testing activities was combined to ensure all VVSG requirements that are
supported by the Democracy Suite 4.14-B had been tested. Wyle Laboratories also used discretion as
granted by the VVSG to design and exercise Functional Test Cases.

Wyle Laboratories concludes that the Democracy Suite 4.14-B, submitted by Dominion Voting Systems,
meets all applicable requirements for certification as set forth in the Election Assistance Commission
(EAC) 2005 Voluntary Voting Systems Guidelines, Version 1.0. As such, Wyle Laboratories
recommends that the EAC grant the Dominion Voting Systems Democracy Suite 4.14-B certification to
the VVSG.

This test report is valid only for the system identified in Section 2.0 of this test report. Any changes,
revisions, or corrections made to the system after this evaluation shall be submitted to the EAC to
determine if the modified system requires a new application, or can be submitted as a modified system.
The scope of testing required will be determined based upon the degree of modification.

Due to the varying requirements of individual jurisdictions, it is recommended by the VVSG that

local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in
an election within their jurisdiction.

(The remainder of this page intentionally left blank)
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Photograph 1
Functional Tests: ImageCast Evolution #1 S/N ICE2P200004
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Photograph 2
Functional Tests: ImageCast Evolution #2 SIN AAFEBDWO0117 mounted on ICE Plastic Ballot Box S/N
AAUCBDQO0074

WYLE LABORATORIES, INC.
Huntsville Facility



Page No. A-4 of 5
Test Report No. T71372.01-01 Rev. A

Photograph 3
Functional Tests: ImageCast Precinct #1 S/N WLDAFBH0023
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Photograph 4
Functional Tests: ImageCast Precinct #2 S/IN AANAGCP0265
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