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PUBLIC MEETING
CHAIRMAN HICKS:
Good afternoon.  I would like to welcome everyone to this very important public meeting.  The purpose of today’s meeting is so that we can hear from election officials and experts on election contingency planning and security -- system security, as well as celebrate to the National Voter Registration Day.  We have some excellent experts here today, but before we get to the main topic of today’s meeting I want to talk about a few items; opportunities for voters to gain confidence in our elections, the EAC’s materials for election administrators, our election administration contest and National Voter Registration Month.
First, thanks to election officials and experts, like those we 
have here today, our elections are secure.  I understand however that the national discussion to attempt breaches in the voter registration database in certain states may have cast doubt in some voters’ minds.  This is why I want to encourage voters to engage in the process by witnessing pre-election testing of the voting systems and interacting with election officials.  Election officials want voters to have confidence in the process and welcome voters’ questions and participation.  Almost one million election workers are needed for the general election and there is no better way to dispel the notion of distrust than being a part of the process.  The elections are secure.  Come out and see for yourself.

Also, the EAC has a few publications that I encourage our 
viewers to read.  They are six tips for -- to employ effective poll workers, five tips for educating poll watchers and ten tips to enhance your voting experience.  You can find them all on our website in our “Resources for Voters” in education -- “Election Management” sections.  They are quick -- they are short, quick-tip documents that we have drafted to help you with the election season.  Also, as everyone’s voting equipment ages I encourage you to look at the EAC’s resources on managing and maintaining voting equipment.  We have resources that directly deal with managing aging voting equipment and it’s on our website in the “Election Management” section.

Now, September is a great month.  Students head back to school, people are returning from summer vacation and election officials are sending out the general election ballots to overseas and military voters.  It is also a great time to check your voter registration to ensure that you won’t have any problems on Election Day.  Now I wish there was only a way for to check this before Election Day.  Oh wait, there is.  

[Laughter]

You can just go to eac.gov.  There you will find links to every state and territory’s website where you can either check your voter registration or find a phone number to check your registration.  

The Commission also has a resolution that I would like to read designating September, October and November as National Election Worker Appreciation Months and I will seek its adoption.

Resolution 26-1, “National Election Worker Appreciation Months: Whereas, on November 8th, 2016, more than one million citizens nationwide will serve their communities as election workers during the federal presidential election; Whereas, election workers nationwide provide an invaluable service to their respective communities, counties, states and our country, and are some of the country’s most valuable resources; Whereas, election workers span a generation gap from high school students to senior citizens and come from an amazing diversity of cultures, communities and American society as a whole; Whereas, election workers are the backbone of American democracy and their dedicated service allows our democracy to flourish; Whereas, it is appropriate to recognize the contributions that election workers make each time they serve their community on Election Day; Whereas election workers begin training to serve in their respective polling places in September, October and November; Now, therefore, be it resolved that the United States Election Assistance Commission extends its appreciation and admiration for the election workers of this country and the vital services that they perform in conducting this country’s elections.  Be it further resolved that the United States Election Assistance Commission, in concert with the states, counties and election jurisdictions of the United States proclaim the months of September, October and November 2016 as National Election Worker Appreciation Months.  Adopted by vote of the United States Election Commission this 8th day of September 2016, in Washington, D.C.  All those in favor say aye.

VICE-CHAIR MASTERSON:



I’ll second it real quick.

[Laughter]

CHAIRMAN HICKS:


Is there a motion to adopt this?

VICE-CHAIR MASTERSON:



Yes, I would move to adopt it.

COMMISSIONER McCORMICK:



And I second.

CHAIRMAN HICKS:


All those in favor say aye.

[The motion carried unanimously]

VICE-CHAIR McCORMICK:

And thank you for organizing that Mr. Chairman.  I think it’s incredibly important to recognize the service and encourage our citizens to get involved, so thank you.

CHAIRMAN HICKS:
Thank you.  And since this is only my fifth or sixth public meeting I’ve totally ignored a few things and want to make sure that there’s no one out there thinking that this is some sort of protest.

[Laughter]

So what I would like to do now is stand and Pledge Allegiance to the flag.

***

[Chairman Thomas Hicks led all present in the recitation of the Pledge of Allegiance.]

***

VICE-CHAIR MASTERSON:



Nothing a little editing can’t fix for you, Mr. Chairman. 

[Laughter]

CHAIRMAN HICKS:
With that, I would like to call the roll, Tom Hicks here, Matt Masterson Vice-Chair?

VICE-CHAIR MASTERSON:



Here.

CHAIRMAN HICKS:


Christy McCormick, Commissioner?

COMMISSIONER McCORMICK:



Here.

CHAIRMAN HICKS:


There being a quorum present, we may proceed. 

Next I would like to adopt the agenda.  Is there a motion to adopt the agenda?

COMMISSIONER McCORMICK:



I so move.

VICE-CHAIR MASTERSON:



I second.

CHAIRMAN HICKS:


All those in favor say aye.

[The motion carried unanimously.]

CHAIRMAN HICKS:
The agenda is adopted.  We have meeting minutes from the May 25th meeting.  Is there a motion to adopt those meeting minutes?

VICE-CHAIR MASTERSON:



I would move to adopt the minutes.

COMMISSIONER McCORMICK:



I second.

CHAIRMAN HICKS:


All those in favor say aye.

[The motion carried unanimously.]

CHAIRMAN HICKS:


Meeting minutes are accepted and approved.

With that I will get back to where we were.  Lastly, before we get to the topic at hand I want to talk about our election administration contest.  As you know, we had a contest for best practices in several election administration categories.  Along the way we had a great problem.  We received an overwhelming response and we were not able to process them all in time to give our panel of seven election official judges, who are also members of the EAC Board of Advisors and Standards Board adequate time to fully vet and determine the winners before today’s public meeting.  Therefore, I will make an announcement of the winners via Twitter and our website on September 19th of this month.  
And with that I want to offer a word of appreciation to Karen Lynn-Dyson, who was instrumental in the formation of this contest, who no longer is with the EAC.  She decided that she wanted to retire, but Karen is dearly missed as we move forward with our agenda.

Even though I can’t announce the winners, we want to thank all of the jurisdictions that submitted entries.  The real winners here are the American people that benefit from election officials’ tireless dedication to elections. 

So now to the topic at hand, election security systems and contingency planning, I believe that we all want everyone who is eligible to cast a vote and have that ballot counted accurately.  Election security is a critical topic in ensuring that this happens. Today’s topic of election security is not new, not one for -- not new for election officials and experts.  Election officials have been preparing for months, some even for years for the upcoming election.  Officials have penetration plans that they use to protect elections against possible security threats and contingency plans for every breach.  The topic of security is a responsibility for all.  I want to thank the EVN for providing me with the top ten things election officials can do to help secure and inspire confidence in this fall’s elections.  I will post that to my personal Commissioner page at the end of this meeting.  
Many of these items have already been done by election officials but I want to highlight just a few: Document and review security fundamentals, test all election systems for security vulnerability and ability to detect attacks, plan for electrical, telephone and computer communication disruptions, conduct post-election audits before certification of final results.

With that I wanted to ask if the other Commissioners have opening statements that they would like to make.

VICE-CHAIR MASTERSON:

If it’s okay with you Mr. Chairman, I’d like to save my statement for the end after hearing from our panelists today about both efforts on Voter Registration Month as well as election security.

COMMISSIONER McCORMICK:

Mr. Chairman, I would just like to thank everyone who’s attending this public meeting, who’s here and online, and I’m very interested in hearing what’s going on with NASS and in West Virginia and some of the other election experts that we have with us today.  I also will have a statement that I would like to defer to the end of the meeting if possible.

CHAIRMAN HICKS:
Great, great, with that I wanted to turn it over to our esteemed panel.  Leslie Reynolds is the Executive Director for the National Association of Secretaries of State.  Ms. Reynolds has served as Executive Director of NASS since February of 2000.  As Executive Director she oversees the day-to-day operations of the Association in all aspects of its management including key member initiatives on election reform, digital government, business data collection, security, identify theft and notarization.  Leslie brings to NASS particular expertise in collection -- in Congressional and intergovernmental relations and legislative policymaking.  Federal leaders routinely consult with her regarding state processes for election administration, business regulation, digital recordkeeping and archiving.  

Natalie Tennant is the 29th Secretary of State for the great State of West Virginia.  Throughout her administration West Virginia’s Secretary of State has been a leader in promoting open and engaging government in business-friendly initiatives.  Ms. Tennant has streamlined the Secretary of State’s Office to make it more efficient and cost effective while improving services for voters, candidates, business owners and citizens who depend on the office for important information about charities and administrative law.  Under Ms. Tennant’s leadership, the Secretary of State’s Office has met unprecedented challenges in promoting bold initiatives.  Most recently Secretary Tennant spearheaded legislation to allow for electronic voter registration in West Virginia.  In 2013, thanks to years of cost savings and efficient programs Secretary Tennant was able to return $3 million of taxpayer money to the General Revenue.
With that, Ms. Reynolds if you would like to start, we would appreciate that.

MS. REYNOLDS:

Thank you very much for inviting me today and giving us the opportunity to promote September as National Voter Registration Month.  NASS has designated…

VICE-CHAIR MASTERSON:



Is your mic on?  I’m sorry.

MS. REYNOLDS:



Oh sorry, do I have to start all over?

VICE-CHAIR MASTERSON:



No, keep going.

[Laughter]

MS. REYNOLDS:

Thank you so much for inviting us today to allow me and the members of NASS to promote National Voter Registration Month, which is September.  NASS designated September as National Voter Registration Month back in 2002 and I think each year we’ve improved the promotion and the adoption by a number of states to help citizens of the United States register to vote. 

We have the hashtag this year of hashtag #ReadytoVote which you can follow on Twitter and we tweet out a lot of the individual state initiatives that are taking place.  As a part of National Voter Registration Month we also work with a number of organizations to celebrate National Voter Registration Day which is Tuesday, September 27th.  In addition to working with some of these other organizations on National Voter Registration Day, we’re also talking to the National Governors Association about trying to promote National Voter Registration Day and National Voter Registration Month ahead of the Presidential debates, which the first one is the day before National Voter Registration Day on September 26th.

So some of the efforts that we undertook this year to promote National Voter Registration Month is at our summer conference we gathered a number of Secretaries who had arrived early to put on a video that answers the top voting questions by some of our -- some of the leadership in our organization.  Most of the -- they answered probably the most commonly asked questions, you know, how do I register, what are some of the qualifications for registration?  And then, you can see that video on our website on our homepage at www.nass.org.  We also develop a toolkit that we provide to the Secretaries and we have it available.  So if any of the local jurisdictions or any of the states where the Secretary does not have jurisdiction over elections would like to utilize the toolkit inside the toolkit we have press release examples that they can use and customize for their own state.  We have a suggested timeline for -- and some suggested activities that states and localities can do.  We also have a sample proclamation that the governor can offer up for each individual state and a letter to stakeholders to get people to partner up with you on various activities that you may have during National Voter Registration Month; get some of the school systems, some of the business community groups to help you to promote National Voter Registration Month.  We also provide some talking points and we provide some hashtags that you can follow on social media.  And we hope that people do take advantage of it because it basically does all the work for you and, you know, you can just customize it for your state.  

We have been watching -- so with National Voter Registration Month, starting last week we’ve been keeping track of some of the activities done by some of the individual states who are partnering with schools, California is partnering with Starbucks to promote National Voter Registration Month.  Some of the states have some contests going.  Tennessee tends to get some of their country music celebrities and sports star celebrities to help them to promote -- help them promote National Voter Registration Month.


NASS also has a website that we have -- we developed a long time ago, probably 2008, I think, or 2006, called canivote.org.  And this website is a very simple, basically a portal to all the individual state information on registering to vote, on what types of identification you need, where your polling place is located, what are the absentee ballot and early voting dates that you may need to know, voter registration deadlines, a local election official directory.  All of this is on there so that people have a simple place… they don’t need to know the Secretary of State, although I’m sure they do…

[Laughter]

…the Secretary of State’s website has that information, but if you go to canivote.org you can access everybody’s information.


The -- we also have been utilizing some of our private sector partners and corporate sponsors to help us to promote National Voter Registration Month in their activities.


So basically I will turn it over to Secretary Tennant who can tell you some of the specific things as one of our superstar states on National Voter Registration Month.

SECRETARY TENNANT:

Thank you, I’ll turn it on.  Before I get into some of the things we’ve done in West Virginia for National Voter Registration Month, I first want to say, Commissioners, thank you for having me.  You know, I’ve been a longtime fan of the EAC and the work that is done and I think that meetings like this and sharing the research that EAC has done, the ideas that we have and the shared practices really help all of us as election administrators from the state level to the county to the city level all across the country.  And I guess I’m maybe disappointed in myself or disappointed in you that this is my first visit to the EAC.

[Laughter]



I am -- and I’m a longtime viewer of the webcast, too.

COMMISSIONER McCORMICK:



Welcome.

SECRETARY TENNANT:  

Thank you, thank you.  I am one of those folks, so all of you in the room thank you for coming and especially for those who are watching on the webcast.  I know that there are many West Virginians in the Secretary of State’s Office watching right now.

[Laughter]

But I’ll say, it is very helpful to have a webcast like this because when we do sit and maybe working on something else to have the audio in the background and every once in awhile I’ll flip over and take a look at who’s there.  But I think it is so important for me especially.  Early on as Secretary of State, I felt that having webcasts were important and we have webcast our filings.  Our first webcast was the filing of our people who wanted to run for office and so it gives an opportunity, an unfiltered look to see how government is working.  And so, I am a huge fan of the webcast. Just last week we kicked off National Voter Registration Month with our press conference and it was hosted live on our webcast and we actually were able to -- there was a class in a particular high school.  We think many classes, civics classes around the state tuned into the webcast, but in particular, we Skyped back with another class so we could see them and show people who were watching the webcast that, yes, there are people watching.  And as a matter of fact, the transparency that webcasts bring for us set a foundation because we now have an extra channel on our public broadcasting in West Virginia that’s dedicated to meetings and public affairs.  And so, we have a foundation of doing this in the Secretary of State’s Office, so we’ll be one of those agencies that are on that web channel.  So thank you.
And as far as National Voter Registration Month it is interesting, especially as a Secretary of State, a chief election official, it has become one of my favorite months.  And we have been working on highlighting this month.  It’s no secret that Secretaries’ offices, county clerks across the country are registering people every day, but to have a focus, a national recognition on this month, also gets people in gear and ready to go and ready to vote.  And while I might not necessarily push that hashtag, we try.  We do say hashtag #govote.wv or govotewv.com.  So you can use that, Jessica, as part of your tweeting, and I follow that too, so govote.wv.com.  
[Laughter]

And since I’ve been Secretary of State it has been a mission of mine to make sure that every eligible West Virginian who is eligible to vote gets registered.  That’s why we pushed last year, made National Voter Registration Month a big month for us also, we started online voter registration.  And it has been a huge success when we have more than 45,000 people who have interacted with it.  It’s not just new registrations, about half of that, maybe 20,000 of that, new registrations but others who have changed their address, changed their name, changed their party affiliation.  So that was part of National Voter Registration Month for us.

And when we talk about registering people, a lot of times people will say, well, yeah they’re going and voting.  We get some tough questions sometimes even from county clerks and says, “Okay, we have these people registered to vote but are they voting?”  So we took that to heart to help push people to be ready to vote, to push folks.  And instead of just hearing it from me, the chief election official, we wanted folks to hear it from their friends, their family members, their neighbors, because we respect -- in West Virginia, we respect the recommendations of those who are around us.  And so, what we did every day for the month of September is we have a video that is released that says why I vote -- why I’m registered to vote and why I vote.  And the important part of that it’s real West Virginians giving real reasons why to vote.  I kind of -- last night I was at a social event and someone asked me questions about elections.  So I went off all on this and, boy, did they almost fall asleep and their eyes glaze over.  Now I can talk with all of you and I’ve become certainly an election wonk, but sometimes people just need to see real West Virginians having real reasons why they vote.  So that’s why the video that we have put out is so important.  The videos and the voices are powerful and they give a great perspective that I’m hopeful will be shared among other West Virginians, but certainly among our partners too.  
And I’m proud of the partners we have and I’ve talked about 
this a lot with Inspire West Virginia, which is part of the Inspire U.S. and Project High Hopes, but we also have other organizations like West Virginia Advocates that advocate for the disability community for people with disabilities and they’ve become a major part of how we move forward in the initiatives that we put together in West Virginia.  So we are touching all different areas of voting whether it’s the military, whether it’s people with disability, whether it’s young people.  And we’re certainly focusing on that during National Voter Registration Month and having -- I’m going to be in town hall meetings.  Just yesterday before I came over, met with another group of folks, advocacy people.  So that’s what this month has meant for us.  So just like the other states, we’re encouraging partnerships and really enjoying this month.  So thank you for helping to focus on that.  And Commissioner, I already said I’m going to steal your day today for the election worker and that’s also, you know, we could make -- we might even be able to blow National Voter Registration Month even more to election workers, to election administrators also.  So thank you.

CHAIRMAN HICKS:
Thank you both.  This is really exciting information that you both provided to us. 

With that, I want to open it up to the Commissioners for questions.

VICE-CHAIR MASTERSON:

So, first of all thank you both for being here and Secretary Tennant I want to thank you.  You have been a supporter of the EAC and I appreciate both you and your staff’s contributions to our website sharing information, willingness to provide best practices so we can share it across the country.  So thank you very much for your dedication to doing that and support.

SECRETARY TENNANT:



Appreciate it, thank you.

VICE-CHAIR MASTERSON:

I want to start, you mentioned online voter registration coming to West Virginia and it’s now in, what, 31 states I think.  And so, can you talk a little bit about how your outreach efforts have been shaped and molded by, now, the availability of online registration in West Virginia in particular, as you noted, for people that already are registered but need to update their information?  What kind of targeted outreach and efforts are you doing in West Virginia to help folks check their registration and update it?

SECRETARY TENNANT:

We have really worked hard, and it’s become very -- people are now going to that.  We continue to focus on the voter registration but we even have people who will come into the office and say “I need a voter application to register to vote” and we say “We have an open computer right here.  Come sit down and register online.”  There is a freedom, it seems as though from people that they feel as they can just go straight to the computer, they’re not tied with having to drive to a county clerk’s office or having to find the application.  And, you know, we continue to focus on young folks also.  Part of our initiative with getting high school students registered to vote early on we have a special initiative that we give the Jennings Randolph award.  If a school has 100 percent of those students who are eligible to vote, we’ll give the Jennings Randolph award, named after a good West Virginian, who was the father of the 26th Amendment, who moved the age from 21 to 18.  And we find that when people are getting engaged -- we had a higher voter turnout for our primary election than we did in 2014 and in 2012 and in 2008, also.  And I attribute some of that to the promotion of the online voter registration, the work that was done on Facebook also because I feel as though if someone has been engaged here than they’re already engaged from using online to then knowing that they’re in good standing to go vote.  

VICE-CHAIR MASTERSON:

Thank you.  I want to ask both of you, and I’ll start with Ms. Reynolds and then Secretary Tennant I’m sure you’ll have some information as well, both of you have mentioned the use of social media, right, and the critical use of social media.  And I will say the NASS membership as a whole I think has really effectively embraced social media.  I know Secretary Tennant your office is very active.  Secretary Hargett in Tennessee has a really active Twitter feed, Secretary Husted in Ohio as well.  I mean your members have embraced it.  Can you talk a little bit for National Voter Registration Month what have you heard from your members just kind of nationally about efforts whether it’s using Facebook live, whatever it might be, to utilize social media for National Voter Registration Month and outreach?  And then Secretary Tennant if you have any, you know, specifics in West Virginia of things that you’re doing, I know you mentioned some in your testimony, that would be great.

MS. REYNOLDS:

So some of the things that we have seen thus far are really more about sharing contests and activities and events where they’re going to be on their Twitter feed or on their Facebook page, you know, they have stories of individual voters and why they registered to vote, much like Secretary Tennant on their individual Facebook pages.  And so they’re utilizing it very effectively, I think especially for some of the younger generation who tends to follow social media more actively than some of the older generation.

[Laughter]

SECRETARY TENNANT:

I have found -- we have our videos that I talked about on YouTube and on Facebook, and I see a lot of shares from Facebook that we might not have had before.  And I think it is important to have a variety using the Face -- using social media, the variety of social media.  So Facebook it does seem to be the older folks who are using it, Twitter is a follower and we’ll soon we betting Instagram.  I personally want to see that take place and I know that a lot of younger folks use Instagram.


What we’re also doing is I want these videos shared.  They are amazing videos.  I’m proud of our communications department that has put that together.  But, you know, the first one to kick it off was a rabbi who came to this country when he was two years old and he talks about his parents who are still living who as soon as they became -- well all three of them became naturalized citizens they made sure that they went and voted.  And so they are very powerful.  Just yesterday we had a member of the disability community, and I was actually speaking at their conference and we were able to show that video.  And I think that because they’re real West Virginians, as I talked about it, touches different areas of West Virginia.  
And I’m proud to say, because I just got the message today, the t-shirts are in.  Well the t-shirts are t-shirts that we’re going to give away.  If you use the hashtag #govotewv then you might be a t-shirt winner that I don’t -- should I share it yet what the -- what they look like?  It’s really great.  It has vote, “V” and for the “O” is the State of West Virginia, TE.  
VICE-CHAIR MASTERSON:



Awesome, awesome.

SECRETARY TENNANT:



Maybe you too could win one. 
VICE-CHAIR MASTERSON:

If I…

SECRETARY TENNANT:

Doubtful but it’s okay.

VICE-CHAIR MASTERSON:



If I update Maryland…

SECRETARY TENNANT:



I’m going to give them to West Virginias.

[Laughter]

VICE-CHAIR MASTERSON:

It just dawned on me I just had a public moment where I realized I was old because I still use Facebook.  So…
SECRETARY TENNANT:



Yes, yes, I categorized you in there.

VICE-CHAIR MASTERSON:


Yes I fit it. 

COMMISSIONER McCORMICK:



And I won’t use Twitter so I guess I’m really old.

SECRETARY TENNANT:



Yes.

[Laughter]

VICE-CHAIR MASTERSON:

Just briefly I have I guess a plug and a request.  On our BeReady16 page we have a number of voter registration toolkit pieces of information.  If West Virginia and the other NASS members are willing to share the videos, the outreach efforts you’re doing, that’s something we’d love to put on our BeReady16 page.  We’ll feature it as part of National Voter Registration Month to highlight the great work you all are doing at the state level.  I know every state has, you know, an ongoing effort on this so we’d love to share that information on our website as well.  
Thank you so much.

SECRETARY TENNANT:



Thank you.

CHAIRMAN HICKS:


Commissioner McCormick?

COMMISSIONER McCORMICK:

Yes the danger of following Commissioner Masterson is that he sucks up all the questions before you.

[Laughter]

But I also wanted to ask you to please share your videos, both the NASS video and the voter registration video of the real West Virginians…

SECRETARY TENNANT:



That’s right.

COMMISSIONER McCORMICK:

…talking about why they’re registering to vote.  I think that would be really great for us to be able to share that on our website as well and any other information that you think would be helpful.  We -- I want to thank both of you for being here.  We really cherish the relationships that we have with NASS and with the Secretaries and, you know, we’re just grateful for our partnership.  That’s not always the case between the Federal Government and the states, but we really appreciate the relationship that we’ve been able to develop with the states and with NASS.  So thank you both for being here.


I wanted to ask you Secretary Tennant can you give us some types of how you met with some of the challenges on getting voter -- online voter registration passed in your state.  I know some of the other states are still trying to do this.  What are some of the big challenges that you had to overcome and how did you deal with them?
SECRETARY TENNANT:

That’s a really good question.  This goes back a couple years and I don’t know -- I didn’t finish my presentation.  I think you all will talk about accomplishments and…

COMMISSIONER McCORMICK:



Right.

SECRETARY TENNANT:

…and some of the things with West Virginia and that certainly is a huge accomplishment and it took -- it was many years in the making…
COMMISSIONER McCORMICK:



Yes.

SECRETARY TENNANT:

…as you all know, you know, we worked together also.  In the beginning when you said online voter registration that first made everybody step back and it first took -- in speaking with county clerks to say that you still have the ultimate authority, the DMV doesn’t.  And for me it was a couple different avenues.  And you’re probably going to hear, this is going to be a common theme for me, that you build a foundation so you’re ready for the next initiative that you don’t even may be taking place.  And for me that was with the DMV and the commissioner of the DMV having a relationship and we’ve gone through a couple of them since I’ve been Secretary of State.  And so early on we had great cooperation with the Division of Motor Vehicles and the first three years ‘10, ‘11, ‘12 -- no ‘11, ‘12 and ‘13 we introduced this legislation three years in a row.  In the first two years I’ll tell you we keep saying online voter registration.  This is so -- the DMV will help us with this.  Well that met with “Oh no, the DMV or online.”  So then some of the -- and the presentation of the way we presented it that online isn’t necessarily bad but if you said electronic then that was more well received.  And so we just stepped -- and I had to step back and as I was telling Leslie, and you all know this, I’m a little loud sometimes say “Oh this is great, we can do this,” but I had to step back and change the way I was presenting it, that it is electronic as we use electronic mechanisms in other areas and that, yes, it is secure.  And so we continued to push for three years to get it through the Legislature, had the commitment and the cooperation of the DMV, so it was passed in 2013 and finally really got onboard in 2015 because we -- they were doing some changes in their structure also with their database and their system in the DMV.  
And so the suggestion that I have for other Secretaries is, you know, online voter registration.  If we have 31 states that are doing this -- this is a modernization of our elections.  This helps.  It saves time for clerks, the Secretary of State and DMV.  And, you know, when you use something that’s not handwritten, when you’re using electronic an eight is an eight, it doesn’t look like a five or a three.  And so I would suggest that to other Secretaries and really other legislators around the country.  It is part of modernization as I said and it’s almost old now because automatic voter registration is the next step in registering people to vote.  And so I just -- I would tell lawmakers that this is something that your state needs because you have the ability to reach more people and the convenience for your citizens is great and they appreciate -- and they want that.  The citizens want that.
COMMISSIONER McCORMICK:

Thank you for that.  You also mentioned about partnerships that you have.  How have you developed those partnerships?  You know do you go out and look for partners?  Or how do you make that happen, those relationships?

SECRETARY TENNANT:

It’s a little bit of both.  It is coming to us also.  It is our going out, you know.  Obviously you have almost a built-in partnership in a sense with the schools and the younger folks who want to see an elected official, not just Secretary of State but any of their elected officials to come to their school and speak about state government, speak about government.  So you have that.  
For us the relationship, especially with West Virginia Advocates and the disability community came in the work of developing a website.  And I was going to talk about that; that in 2011 PEW ranked us like the third best website in the information that was presented.  And when we were developing the online voter registration we just continued to work with West Virginia Advocates who are a voting advocacy group for the disability community and we just kept going back to them.  And you sometimes know and figure out your organic or your regular group that you would have when it comes to voting and you just continue to build.  We have a great staff in the Secretary of State’s Office who have personal relationships and then relationships whether it’s within the elections division or the business and licensing division.

COMMISSIONER McCORMICK:

Thank you.  And I guess I’m going to have to move to West Virginia to register to vote to win one of those t-shirts.  

But we just appreciate all of the work that you’re doing in voter registration and also with NASS.  Thank you for all the resources that you have provided both to us and to the states.  We just want to make sure that everybody who’s eligible to vote gets registered and votes this year.  So thank you for all that and thank you for being here. 

CHAIRMAN HICKS:
I just have a couple of quick questions and then I want to allow Secretary Tennant to finish her presentation as well.


The -- with this month being National Voter Registration Month one of the things that always occurs to me is one of the things that how can we tie this into something else, so basically a one-shop deal.  So when you are looking at getting more people registered is there a way to or are you also asking them how they can serve as poll workers or election workers as well or how they can become involved in the process?  Because I know that over the last few years, at least ten years or so you’ve also served as an election worker in Virginia as well.  So...

MS. REYNOLDS:


17 years.

CHAIRMAN HICKS:




I did not want to say.

[Laughter]

MS. REYNOLDS:

Once I started working for NASS I became a poll worker.  So we do work with some of the other organizations to try to find some symmetry in some of the -- to help push that through.  A couple of years ago was September we partnered with NALEO because it was Hispanic Awareness Month, right, and so that was a logical partnership at that point in time.  
The -- as far as promoting, we had originally tried to -- on our canivote.org website tried to link to becoming a poll worker.  But a lot of the state websites don’t have that information.  They often are on the local election websites.  And so we haven’t been able to link to that on our website, but we do encourage it and we do promote it and the Secretaries are always asking for poll workers.  It’s -- as you said in your opening statement, it is the best way to understand the process.  And if you have concerns become a poll worker and, you know, be a part of the process and make a difference.

CHAIRMAN HICKS:
Yes great.  Secretary Tennant I want to publicly thank you for all the support you’ve given to the EAC and the great host that you were in 2011 for the national conference for NASS.
SECRETARY TENNANT:

Yes.

CHAIRMAN HICKS:

I remember it as if it was yesterday.


One of the things I wish you had brought one of those t-shirts so we could…
SECRETARY TENNANT:



They just came in today…

CHAIRMAN HICKS:


…display them.

SECRETARY TENNANT:



..or I’d be wearing it probably.

[Laughter]

CHAIRMAN HICKS:
I guess my main question is basically I want to hear more about what the accomplishments were.  So I think that I will forego any real questions…

SECRETARY TENNANT:

Okay.

CHAIRMAN HICKS:
...to listen to the rest of your presentation.
SECRETARY TENNANT:

Okay and I appreciate that, you know.  I was like wow I get to come and tell all of the successes that we’ve had in West Virginia as a small state, too.  
I will answer your question though quickly about poll workers.  We have that on our application for -- voter registration application “Would you like to be a poll worker?”  And it’s interesting, I was just at a school last week and we had them online filling out their registration and a student said, “What’s this mean I want to be a poll worker?” I said “Well if you can get up at 5:30 in the morning and work until nine or 9:30 in the evening,” the evening part is fine for the high school and college kids it’s the getting up early in the morning.  But after I explained to them that you get paid for working as a poll worker that day and you get extra money if you go to the training, which obviously you would need to go to the training, that it is a great fulfillment personally and obviously for the system.  And then I also mentioned to these students if their school would allow it, you know, many times students have to have so many service hours so they could get getting -- hitting two birds with one stone getting service hours -- three things, being part of the democratic process and then getting paid at the same time.  So I think we focus on that and that’s why I think that the resolution that you all just passed today is a way to focus on election workers that, yes, they’re appreciated and I think we’ll talk a little bit more about it in the security area of how secure we are because of those you said million across the country, I say 9,000 in West Virginia.  But, you know, focusing that they’re our neighbors and our aunts and our uncles who are poll workers, too.  So that’s what we focus on.


And just quickly just to go over some of the things, yes I like talking about West Virginia.  There’s no shame in that, I’ll take that and I said that to Leslie.  But in showing some of these projects that we’ve done and initiatives we’ve done it’s not about how great we were then, it’s about what can we move on next.  And actually as part of some of these it is the next movement of that.  And, you know, I think that you’ll all remember this, shortly after I took office in 2009 was also around the same time that the MOVE Act was being debated in Congress and when that was taking place about, you know, making sure that UOCAVA voters had the -- had more electronic means that’s when we proposed to our Legislature a pilot project for online -- secure online voting for our military members and our overseas voters.  And so that was passed unanimously by our West Virginia Legislature especially when you had the MOVE Act and at that time Senator Robert C. Byrd was still living and he was part of that also.  And so, you know, West Virginia leads the country per capita in members of the military coming from our state.  So we implemented that pilot project.  It was a huge success.  It was executed in 2010 as I said.  We had an 82 percent return rate and we had many, and it gives me goose bumps now to think about this, especially a Sergeant from Marshall County who said it gave me the sense of being back home of having a normal experience in voting.  And it was successful.  It wasn’t a permanent part of the law but what it has done there is now much debate about it isn’t there?  And at least it can give something to focus on.  We have a report you can go to the Secretary of State’s website wvsos.com and look at those reports from 2010.  And I know that that is, you know, something that we can continue to debate.  But also part of that began the online ballot delivery to our military members and our UOCAVA voters, our overseas voters.  And what I would like to continue on from there is, you know, that’s just for our overseas voters.  Maybe more of NASS, we should talk about this more of NASS, maybe not so much EAC but, you know, can we discuss expanding it?  And because we focus a lot on military in West Virginia I had members of the Disabled American Veterans say why can’ we use that even here in West Virginia?  So I would love that to be a part of a debate and even perhaps proposed legislation but, you know, and here we go again it may take a couple years to get it through, but that’s one I think that we could think about.  
Also early in my term we did a vote by mail pilot project.  You know it’s so successful in Washington State and in Oregon that we had cities coming to us wanting to try a pilot project.  And one of our biggest cities, the home of West Virginia University in Morgantown, the return rate or the voter turnout doubled from 2009 to 2011.  They did not continue it but smaller cities now have that opportunity where they can use the vote by mail and it certainly saves them money also.  
I talked about the live webcasting that we do.  I just think an unfiltered look at government is so crucial for what we do and we certainly promote that.  And especially with our website too many of the states across the country have this find your polling place, track your absentee ballot.  It features a lot of those deadlines that are needed, the voter registration history in totals and the UOCVAVA information too, and we also recently had a campaign finance reporting system that is fairly new and this time of year people like to get on that thing and not just the candidates checking out their opponents.  We have a lot of the media, reporters and citizens of the state also.



I talked a little bit about the PEW Center for the Studies putting us number three in 2011, but you can’t work on old accolades.  What I’m proud of is the number that came out from PEW the Election Performance Index, which I’m sure that you all have taken a look at, and for West Virginia we moved from number 45 in 2012 to number 26 in 2014.  That means we improved 19 spots.  And a lot of that is building on the foundation and getting online voter registration, so then we’ll be able to look forward to automatic voter registration of which we were the third state to pass the legislation.  It’s not implemented yet but we have worked with the DMV, county clerks and we have written the rules that will be presented to the Legislature this winter to be ready by July of 2017 to have automatic voter registration, so certainly looking forward to that.


I myself am proud of our work that we have done to uphold the integrity of our election laws.  And folks can look back from our incident.  In 2012 there were three elected officials who were sent to federal prison for related an absentee voting scheme of the 2010 primary.  And we led that investigation and the Secretary of State’s Office we take it very seriously.  If you’re going to try to chip away at our democracy, we’re going to come at you.  We’re going to come at you.  We led the investigation, handed it over so it became a federal felony from the U.S. Attorney’s Office and they served time in federal prison.  So we take that very seriously also.

In making it accessible to get to the polling places, you know, unfortunately the HAVA funds, the ADA HAVA funds are now out but anyone who knows me knows that I can squeeze a dollar out of a dime.

[Laughter]
And we squeezed that and actually tomorrow I head over to Berkley County, that’s just right over, you guys know Martinsburg and Berkley County, we’re going to present a HAVA check and then Fayette County, West Virginia, will be the last one that we present because there’s no more money and there’s no more funds.  But they have been greatly appreciated across the country and across the state and if there’s ever -- I know states are also asking for more funds to update our election systems.  That’s for another day, but I’ll put a plug in for those HAVA ADA grants because they do make a difference.  And they make a difference for communities, not just on Election Day.  And I talk about this, you know, a ramp or a paved parking lot is used more than just on Election Day.  It’s an improvement to the community and to that polling place that is used as a community center year round or a school year round.  So if we could get more of those that would be wonderful.


I talked about automatic online.  I’m also proud to say that on May 13th, we have the date down exactly because we’ve working on this one too.  We had to present more legislation that would enable West Virginia to execute stronger voter registration list maintenance procedures.  So on May 13th 2016, West Virginia became the 18th state to join the Electronic Registration Information Center that we all know as ERIC and really looking forward to maintaining those rolls so well.


So it’s a foundation that I talk about that we’ve built here but we’re looking forward to what the next step is and how we as West Virginia, and while we’re a small state, are able to make an impact across the country, through NASS, through the EAC.  And we’re always open for suggestions, for ideas.  We work well as a pilot project we’re just about the right size sometimes for folks to use us.  

So thank you for allowing me to present some of that and what we’ve done.  And it’s all through the work of the staff in the Secretary of State’s Office.  You all work with them.  You know the elections division and all the divisions in the Secretary of State’s Office.  So thank you.
CHAIRMAN HICKS:


Great I want to thank you again.

SECRETARY TENNANT:



Thank you.

CHAIRMAN HICKS:


I want to thank you again and if there’s any quick questions that…

VICE-CHAIR MASTERSON:



I promise.

SECRETARY TENNANT:



Yes I’m sorry I took up too much time.

VICE-CHAIR MASTERSON:



I promise.

CHAIRMAN HICKS:
But I also wanted to just say thank you to your family because I know the sacrifices they’ve made with the military…

SECRETARY TENNANT:



Oh thank you.

CHAIRMAN HICKS:


…to do, you know, to fight for our freedoms as well.  So thank you.
SECRETARY TENNANT:



Appreciate that, thank you.

VICE-CHAIR MASTERSON:

Yes that actually tees up one of my questions.  And actually I vividly remember two members of your staff talking about the pilot project and some of the efforts you’ve had for military outreach and service and welling up with pride and tears talking about it.  So I wondered if you could share, because it is so personal to you, sort of the impact that your work in serving military voters has had across West Virginia.
SECRETARY TENNANT:

That is a major focus for us and I know you’re talking about Lana because we can’t even say military and voting in one word without her welling up.
[Laughter]

But that is, but that’s West Virginia though too because we know somebody who has spent, most recently my husband spent a year in Djibouti, spent about eight or nine months in Afghanistan, and so I know that when you’re calling home and you might get one chance to call in awhile the first question should not be how can I get that ballot?  

[Laughter]
It should be hey, did you win the game?  How is dancing?  How is that?  And so that’s why we should be making it as convenient, as easy as possible.  And in this day and age with technology we can do that and we should be making those extra efforts.  And that’s why, you know, while we don’t have online voting we have online ballot delivery.  And that should be the first question.  That should be -- not the first question -- that should be the first thought when an overseas UOCAVA voter contacts the county clerk.  It shouldn’t be “Okay we’re going to mail it out to you” it should be, “Are you familiar with our online ballot delivery?”  Every county in every state I believe should be -- if you have that in your state that should be “Here’s how we’re going to deliver it to you.”  And it shouldn’t be the job of the military member to try and figure out does my state have that or will my county send that to me.  So that’s why we push it so hard and that’s why it means so much to us.

VICE-CHAIR MASTERSON:

Thank you.  The other thing quickly you talked about setting this foundation and it seems to me in West Virginia the basis of that foundation has been data driven.  Looking at the information and looking at, hey, how can we use this data to serve our voters better?  You mentioned the EPI performance index that uses our EAC survey data…

SECRETARY TENNANT:



Right.

VICE-CHAIR MASTERSON:

…in large part.  So can you talk a little bit about how your office has leveraged data to set that foundation to look how can we improve, where we can look next?

SECRETARY TENNANT:

We use it in that manner from the EPI as you talked about.  One thing that I want to use, here’s an example, when I sit up here and say or I say to the Media in West Virginia, “Oh online voter registration is going like gangbusters,” “Well does that really mean Natalie?”  Well I can show you that more than 45,000 people have interacted with it, 20,000 new voters.  We can even show how they’ve gotten on to the online site.  We had one person who used the Nintendo or Wi, I think it was Nintendo -- Wi, it was Wi, it was Wi.  But we could break that down so then that helps us to say, well, do you need a system that looks more mobile.  The next step that I want and I love these forums where the Secretary of State’s Office might be watching me and they can’t really control what I’m saying right now.

[Laughter]

VICE-CHAIR MASTERSON:



As a former staffer I could tell you they love that too.

SECRETARY TENNANT:


Yes I know they do.  But I’ve asked this a long time ago.  Actually -- the 7th was yesterday it was the 120 days.  The counties, as you know, have 120 days to put in their voter history.  Well the next step that I want is tell me what the voter turnout was of those who used the online voter registration compared to those of us who were already registered and didn’t need to interact with online voter registration.  So that’s where data driven you can just show it.  You say, okay, well need to put more efforts here or we need to layback over there.  So that’s what I like it for.

VICE-CHAIR MASTERSON:



Thank you.

COMMISSIONER McCORMICK:

So I want to also just thank you for all of the great work that you’re doing in West Virginia.  You know we talk about the states being the laboratories of democracy and this is exactly what we’re talking about where you can take some great ideas and test them out in West Virginia and let us know how they work so we can spread the good ideas to other states.  And that’s really our -- one of our missions…

SECRETARY TENNANT:

Right, right.

COMMISSIONER McCORMICK:

…at the EAC is to be a national clearinghouse for exactly these kinds of ideas.  So just congratulations on all the great work that you’re doing.  I can’t wait to see what you do next and…

SECRETARY TENNANT:



Thank you.

COMMISSIONER McCORMICK:

…thank you again for your support of the EAC.  And Leslie too, thank you for your support of the EAC as well.

SECRETARY TENNANT:

Well I appreciate it.  I do appreciate getting to come here and the balanced approach that you all take too in administering, and when you ask for research you’re asking it fairly and you’re not swaying one way or the other.  And I think people need to realize that and recognize that also.  So we’ll continue to work together. 

VICE-CHAIR MASTERSON:



Thank you.

SECRETARY TENNANT:



Thank you.

CHAIRMAN HICKS:
So with that I want to thank you both for speaking with us today and bring up the next panel.  But I want to take a five-minute break and then come back, all right?

***

[The public meeting of the EAC recessed at 2:03 pm. and reconvened at 2:13 p.m.]

***

CHAIRMAN HICKS:

Secretary of State J. Thomas Schedler, Tom, was first appointed to the position in 2010 after serving as the first assistant for three years.  Schedler was elected by the people to serve a four-year term as Secretary of State in 2011.  The Secretary has worked diligently to streamline and update the process within the Secretary of State’s Office resulting in more efficient and effective experience for taxpayers.  A brief summary of the Secretary’s accomplishments during the last two years in office include reducing the number of special elections in Louisiana to preserve limited tax dollars, improving voter registration and participation through technology, honoring the sacrifice our military service men and women, enhancing services in the commercial division.


Dr. Merle King is the Associate Professor of Information Systems and Executive Director for The Center for Election Systems as Kennesaw State University in Kennesaw, Georgia.  An active researcher in election administration, Professor King is the 2005 recipient of the National Association of Secretaries of State Medallion Award for his work in Georgia’s elections.  Together with his colleagues at The Center King has led the development of the nation’s best resources for election administration support.  The Center for Election Systems provides voting system technical support for the Georgia Secretary of State’s Office and to the 159 counties -- county election supervisors in Georgia.  As a Professor of Information Systems, King teaches graduate and undergraduate classes related to legal and leadership issues in information technology.


Jack Cobb is the co-founder of the Laboratory Director of Pro V & V, Inc.  Pro V & V is a National Institute of standards and Technology accredited national voluntary laboratory accreditation program, a mouthful, voting system test lab located in Huntsville, Alabama and is an EAC recommended voting system test lab.  Mr. Cobb has over 14 years of development and test experience with a solid background in software application and development and implementation. Using objective, oriented analysts and design he provides technical expertise and guidance to several entities in the voting system test arena, including federal and state certification bodies and voting system manufacturers and is accepted by the voting system industry as a subject matter expert in voting systems and voting system test and certification.


Edgardo Cortés Commissioner of the Virginia Department of Elections, Mr. Cortés was first appointed as Virginia’s first Commissioner of Elections July 1st, 2014, by Governor McAuliffe.  In that role he serves as the agency head for the Virginia Department of Elections and as the chief state election official for the Commonwealth of Virginia.  Mr. Cortés serves as the Deputy Secretary of State Board of Elections starting in February 2014.  He serves -- he worked with SEB in the lead up to the 2012 elections and was responsible for updating the state’s Help America Vote Act state plan and voting system certification program.  He’s a former General Registrar for Fairfax County, my home county.  Mr. Cortés served -- began working for the United States Election Assistance Commission in 2005 first as a Grants Director and then as Deputy Director for Policy.  


And with that Secretary Schedler. 

SECRETARY SCHEDLER:

Thank you very much Chairman Hicks.  Like the previous two speakers, Secretary Tennant and Leslie Reynolds, the Executive Director at NASS, I want to thank the Election Assistance Commission for the invitation to address you today.  I want to thank you for the work you do.  And if any of you think this is going to be getting easier, I think we all know from our conversations earlier that it’s not.  And that’s probably the tenet of my comments here today with you.


As chief elections officer of the State of Louisiana you know, and I think I speak for all of my colleagues having just finished one year as the NASS president, you know our job is to make voting easier and more accessible and also make it very hard to cheat to put it bluntly.  But I want to assure you that the integrity of elections across our country is solid in my opinion and the levels of protection for hacking and those things that we’ve been hearing about in the news over the last several weeks certainly is of concern to us, it’s something that we take very serious across the country.  But the one thing I want to -- everyone to understand is that all states are different and if I didn’t have an appreciation for that before I served as NASS president for a year that we all have a different system, all of us think our system is the best and that’s the way it should be, but the one thing that’s common is that we have that thread of the integrity or the process to improve it and to -- and make sure the integrity of elections are kept to keep the voting confidence up.

One of my concerns and that of many of my colleagues, if not all, is that the rhetoric around the potential hacking of our elections this November is causing a lot of angst to all of us.  The potential we have in the last several years, a participation rate that is sometimes at all-time lows, we are certainly not doing anything to assist that when you give people the threat that their vote may not count or some disruption.


Let me start off with this, the election component -- or the election information we have really you could break down into three components.  One is the campaign side of it which is the commercial list which pretty much is an apple for apple comparison of what happened with the Democratic National Convention.  It’s a list that most states sell or make accessible to campaigns or to candidates.  It is usually a list.  It does not give you a lot of information.  It’s not in the public eye.  Usually name, address, sex, party affiliation usually and frequency of voting in elections.  It does not give Social Security numbers and/or mother’s maiden names or other pertinent data that people would be concerned about.  The other component is the actual voting day process, voting machines.  And the conventional wisdom of what has been put out there has been that  Election Day November 8th could be potentially hack into from cyber hacking.  Ladies and gentlemen there is no state, with one exception and I’ll clarify that in a moment, that’s toyed with it on a very limited basis, that being Alaska to my knowledge, there is no one on the Internet voting, no one, no state.  So how can you from cyber -- have a cyber attack on something online that it’s not online?  So I think that’s the most important thing to walk away from this hearing today with is that information.  And I’ll get into some of the details and some of the processes at least Louisiana uses on that for the protection of our machines on Election Day.

But the third component and the one we just had some information on was the registration side of the equation.  So those are the three legs of that stool regarding elections or the function that we perform.


What apparently occurred in both Arizona and Illinois is that the registration side was hacked into.  Now without getting into which one of these states is what, in one case the state detected the potential hack.  That’s good.  It was detectable.  The other apparently, at least from what I understand, is someone inside gave the code or gave the PIN number.  So I’m not trying to de minimize that in any way, shape, or form, but at least that’s the information that many of us have.  


Louisiana, and I’m going to address the registration side first, uses this system and I believe this to be prevalent in almost all states, and I do not know quite frankly what Illinois and/or Arizona has, but when you go into Louisiana, Louisiana is an online registration state.  We were early on to join into that and like my colleague to the left I was very hesitant when I heard about online registration but quite frankly it’s one of the best things we did.  It’s worked very well and we’ve been very successful with it.  But when you -- when Tom Schedler goes into Louisiana’s online registration system or to the system itself, I’m not entering our registration database.  A lot of people may think they are but they’re not.  You’re going into a silo all by yourself and putting in your information and then we, with the old-fashioned way of an employee, we transfer that information to the local registrar of voter in each parish, count y and any other state and they ascertain and pull out the information necessary to put into that registration database the secure side and also the public side.  So if you’re going to hack someone in the registration side in Louisiana, you’d be hacking just Tom Schedler period.  That’s the only information you’re going to get because that firewall was created.  You can’t get to our registration side.  So I believe from what I understand and we are now trying to assess what various states do in this capacity, but I believe most states have some similar type of situation.  And again I can’t speak other than what I indicated with the two states at question.  So can a hacking in the registration side be a problem?  It‘s a problem but all it does it just maybe delay some information but it does not change the results of an Election Day.  So I want to make that very clear that we have backup systems upon backup systems in all these registration sides.  If someone tinkered with that, added names, deleted names we would be able to quickly in a reasonable period of time be able to rebuild that file back.  But my understanding is in the two examples of the states I gave that did not occur from this early stage of the investigation.


On the election equipment side, again speaking to most states but I want to speak more directly to Louisiana, each machine is independent.  They are not linked together.  So the concept of someone, and I’ve heard this from Congressional committee sides and people that think they know what the system is they feel like, well, when we go in and we reprogram a machine we put one cartridge in and it corrects all 10,000 machines in Louisiana.  That’s not the case.  We have to go into each machine individually in the 66 warehouses across our state and actually reprogram that machine.  Cartridges, which are delivered by my office in Louisiana days before the election, are delivered to the 64 parish clerks along with a laptop computer, or multiple laptops depending on the size of the parish, and those laptops are only used for the purpose of transmitting results on Election Night back to my office as a central location.  They are not used to shop on Amazon or any other usage.  They are specifically used for that.  And the process is on the morning of an election the commissioner in charge literally picks up those cartridges for all of the machines in her jurisdiction at her precincts, he or she puts those cartridges into the machine and that activates the machine once they switch it on.  At the end of the night those cartridges are physically removed and they are driven back to the clerk of court usually under a sheriff’s deputy escort to the Clerk of Court where they’re individually inputted into that laptop and are transmitted again in a closed line, not in again a cloud, again for or any tampering.  So that’s the basic process, you know.  those machines are -- we’re going through that process right now in Louisiana of actually going through our machines and testing them.  Candidates and the public can witness that.  They are tagged something similar with like an electrical box tag which are numbered.  Whereas I cannot you look in the face and say they couldn’t be tampered with, it’s just that we would know about it if it was.  So that’s the basic process.  
And I just -- I cannot over emphasize that the dialogue that has been going on in the national press as of recently to me is not doing the election process any good.  I think that every state and every Secretary of State or whatever official is in charge of election in their state, believe me we are diligently working to an end to this election.  And quite frankly the bigger threat to me on Election Day would be something of physical harm or physical threat that someone could easily put forth.  To me that’s something, I don’t know you prevent that, but to me that would be something that would be something that all of us should be concerned about.  But the cyber attack part of it, again if your belief, as I am and I don’t profess to be the MIT professor on the subject, but how do you hack something in cyberspace when it’s not there?  So let’s make sure we’re talking about apple and apple matches and to me the greatest strength is the strength of 50 different systems, 9,000 different voting jurisdictions and the multitude of machines across the state.  As an example 64 parishes in Louisiana, 10,000 voting machines in 66 different warehouses, someone would literally have to have the programming, get access to every one of those 10,000 machines to prefect this fraud and then multiply that across the states.  Louisiana is what I call a top down system.  We own all of our machines.  We warehouse all of our own machines.  Only our technicians work on those machines.  So we do not work by a county level where one county may have a paper ballot, one may have an electronic machine, one may have something else.  So that’s a whole different system.  But again think of the complexity of that.  For the end all other than someone out there just trying to monkey with the system, what’s the end-all game here to try to do that whereas let’s talk about if this was all centralized and nationalized you just got to hack it one time. 

So this whole conversation of trying to potentially bring all this together to me is quite frankly a lot scarier than what we have now.  And I’m not trying to de minimize it and I’m not trying to be so brash here today to say that never, never in Louisiana because the first time I do that somebody is going to try to come prove me wrong.  But the bottom line is we think we’re doing everything physically possible.  We have triple balances on almost everything we do.  We’re prepared for malfunctions in machines that we can convert easily to generator.  If that fails we can go to paper ballot.  It may elongate the line for awhile but nonetheless every state has these backup systems and procedures that they’re ready to implement.  

And let’s -- in closing let’s don’t forget that the U.S. Constitution gives the right to the states to name the time and the place and the manner in which elections will be held and that does not de minimize the Federal Government’s ability as far as national voting rights and those types of issues on the federal side of it that are away but the actual whether it be one state has early voting for a week or one has it for 30 days that is a state’s right to do it that way.  And I know as a NASS member we are very protective of each state’s rights to do that and we are respectful of one another in that regard.  Bottom line is I think it’s time to start reassuring the American public that on November 8th we will elect a new President of the United States and every vote will count and it will go off easily.  And I’m very confident of that, thank you.

CHAIRMAN HICKS:


Secretary Tennant.

SECRETARY TENNANT:

Thank you.  I think it’s interesting as you hear these stories and you read these stories about what each of the states is doing, and I know that the blog that is on the EAC with all the list of the different stories from which state has this type of security, you can almost interchange the names of the states because we’re all -- we all very seriously take the security of our elections.  And it’s interesting you just interchange a state because we all get out there and say that our states are secure, we take it very seriously.  And I just have to echo a lot of what Secretary Schedler says.  When it comes to West Virginia, you know, we talk about the two different things of security on the voting machines and the security of databases.  So in West Virginia, just like Louisiana, our machines, our election machines are not connected to the Internet.  They’re not connected to each other.  And for West Virginia it’s broken down even more.  We have a couple different types of voting systems and the counties themselves get to choose which voting system they want.  We have about, I don’t know, 18 to 20 that use the optical scan, about 30 some that use touch screen Ivotronic and then we also use the ExpressVote as well.  So it’s the individual counties that get to make those choices.  And as I said, they are standalone machines with three points of backup for information via the machine; the paper ballot, the internal system information and the flashcard.  And that’s the case for West Virginia.  And a security breach with voting machines would have to involve election administrators.  And there are numerous safeguards in place to prevent that from happening.


And a key that I talked about were those 9,000 dedicated West Virginia poll workers that we have in our state who are protective, almost possessive, possessive of the jobs that they do.  And they take it very seriously.  And so you’re going to tell me that 9,000 dedicated West Virginia poll workers are in cahoots to rig an election?  I don’t see that happening.  And as the Secretary says, you can’t guarantee anything, but we are very secure an always have our eye on the ball on this.  
And that’s what I think is interesting.  We talk about recent questions of the 2016 election.  Well as Secretary of State who saw those unprecedented elections early on when we had about seven elections in a four-year period that doesn’t happen in West Virginia, the security measures have been taken long ago, long before an additional spotlight was put on them in 2016.  


So also when it comes to our online databases, for our Secretary of State’s Office in our state we protect those not just for elections and not just during election years but all the time.  And we currently have a strong security measure in place to protect all of our databases in the Secretary of State’s Office.  And we also know that you can never be too careful, so we’re always on the lookout for what might be a new way for someone to get into our databases.  We continually review our security measures and upgrade protections based on national recommendations and best practices as they’re updated.  And we are always monitoring threats, are in close contact with other Secretaries and federal and state entities to make sure that we’re doing everything possible to protect our system.


And on the day of election, on Election Day we send liaisons from the Secretary of State’s Office around the state and you don’t know what precinct they’re going to go into.  You don’t know where they’re going to show up.  So we always are on the lookout there. We have a great relationship from the U.S. Attorney’s Office with their election officers out each of their districts.  We have a relationship and work well with our state police.  We work well with our county sheriff’s officers.  And there are many times they’re the first ones we call, the sheriff’s department and even our capitol police.  So it’s our relationship, it’s our longstanding security measures and it’s the seriousness with which we take it that we feel very secure in our elections as well. 
CHAIRMAN HICKS:


Great thank you.  Commissioner Cortés.

COMMISSIONER CORTÉS:
Thank you Mr. Chairman, members of the Commission.  It’s been a long time since I’ve addressed an EAC public meeting.  And so I want to thank my colleagues and I, you know, echo a lot of sentiments.  

I think for us in Virginia the discussion about the security of 
the election process and the importance of that is a great conversation to have.  I think that we’re finding is it’s coming at a very inopportune time for election officials.  And so it’s been a matter of a lot of people thinking about this for the first time and it’s raising some concerns for them.  And so one of the things we’ve been doing is reassuring people that election officials both at the state and local level this is not the first time we’re thinking about this, this is built into our processes this is a constant thing that we’re on the lookout for and everything that we do a daily basis takes into account security, not just physical security of our processes but also cyber security.  I know in Virginia our governor obviously has placed a high priority on cyber security across the state and so the department of elections and our statewide systems  we leverage a lot of the state technology, a lot of the state IT resources that are available to us to maintain a secure system in terms of our registration system and all the systems that feed into that   We have a photo ID production system, we have online voter registration, we have the ability to request absentee ballots online.  All of that is secure through our state IT infrastructure.  And so when we’ve been talking with folks it’s not just the department of elections but it’s really a statewide effort with our partners.  Secretary Tennant mentioned kind of some of the partnerships at the state level.  The department in the lead up to this election in addition to working with all of our local election offices we also work with the state police and the state IT agency, the capitol police, the FBI field offices, just a whole host, the sheriff’s association, police chief’s association, basically everybody that’s involved in the process including the state parties.  We bring them in and have the conversation about election security and make sure that everybody, you know, has a sense for what do to protect the process.  
I’m not going to talk a lot about the voting system security because I think both my colleagues have covered that but certainly, you know, physical access is needed in order to get at this equipment.  And so somebody asked me the other day about these studies that are out there about the ability to hack into, you know, various systems and I said well those are great to give a sense for where vulnerabilities might be that we can look at in securing it, but I think the big thing that those studies miss is kind of the real world practical application.  These studies and the kind of things that are being thrown out there all deal with having unfettered access to voting equipment which is just something that doesn’t happen in the real world situation.  
And so I know in Virginia we had last year we decertified 
equipment that actually did have wireless capability and so we following the 2014 election where we had reports of some equipment problems undertook the first really statewide look at voting equipment issues in a systematic fashion and again relied on our state IT resources.  And we did penetration and vulnerability testing of voting equipment.  We found that we were not comfortable that older equipment with wireless connectivity met today’s security standards and so we decertified the equipment.  And so we’ll continue to do that sort of work again looking at best practices not just in elections but in terms of IT security and maintaining those systems.

We are, you know, we -- I want to take an opportunity here to talk about the amazing staff in the department of elections.  We have -- we have brought our voter registration system in-house.  It’s a fully state supported system now and so we have wonderful staff in the department that work on this across the, you know -- alongside our other state agencies to make sure that our system is running.  We do want our voters to have a positive experience on Election Day and so it’s not, you know, the -- one of my colleagues here talked about in terms of this kind of initial kneejerk reaction to online stuff being problematic or not good.  We think it’s a very positive thing and it helps make for a positive voting experience.  It’s just how do you implement that in a way that’s going to keep your system secure because we do think there are ways to leverage technology to make not just the process easier for eligible voters but also to make it easier for election officials to administer the process.  A lot of the things that we’ve done in Virginia related to the statewide database, and Secretary Tennant talked about kind of laying a foundation, you know, going from online voter registration to now electronic registration at DMVs all building off the same kind of framework but doing it in a way that meets all the security standards, takes a look at the state IT requirements and making sure that we’re doing things, you know, scanning our systems on a routine basis.  All these things are already there and if the states look and if voters look they’ll see that state agencies have a lot of these processes already in place.  They’re pretty sophisticated requirements for security related to state IT systems generally and our voter registration system is no different from that.  And so we want to make sure that our voters know they can be confident in the system, they can be confident in the outcome of it. And the department is confident in the process and in our systems but we do remain vigilant and we work with our state and federal partners.  So I think that’s, you know, that’s assurance for voters is that we’re confident but we’re always vigilant as to, you know, looking out for future and potential threats, looking at ways to mitigate that through our processes and procedures and upgrading systems on a routine basis.  
So I thank you gain for having this conversation.  I think again it’s a great conversation to have.  It would be great if we could have it at some, you know, at a time where the kind of level and attention isn’t as heated in terms of the rhetoric, but I think all of us have confidence that come the morning of November 9th the results that have been will be reported will be accurate, that people’s votes will count and will be counted accurately.  Thank you.
CHAIRMAN HICKS:


Thank you.  Professor King?

DR. KING:

Thank you Chairman Hicks and the members of the EAC Commission, I have a presentation today that I would like to go quickly through, although a part of my presentation will be to echo my colleagues here because many of these issues have already been addressed.  
But what I’d like to do is talk about the kinds of threats that we’re facing within our election sphere, if you will, the kinds of systems that are impacted, why voting systems really are very, very hard to hack, what are the attributes of the system and then finally some recommendations to election officials and to voting system vendors about what we can be doing as a collectively as we move into the election.


So if I can I’ll go through this presentation.  The first point is that we’ve had in the news an amount of hyperbole that we’ve not seen before about elections, particularly kind of an a priori approach, which is saying that if I lose the election is rigged.  And the point that this illustration makes on my presentation is yelling fire in a crowded theatre is a public service if in fact there is a fire.  If there is no fire, not only is not a public service it may actually be a public hazard.  And so the little guy up in the corner that’s saying, “Stop, it’s a trick” that may be me in my illustration.
[Laughter]



And I’m not sure if that’s displayed up front.

So the one thing that I want to begin with is kind of addressing an issue that all election officials have to cope with which is distinguishing between a possibility and a probability and a possibility is simply a bullion value.  If it is impossible, it is zero.  If it is not impossible, it is one.  And so much of the discussion that goes on right now in our public space about elections really deals with possibilities.  The challenge to election officials is until we have a sense of the probability of an event we really can’t justify using our scarce resources to mitigate against a possibility with no known probable occurrence.  So when I talk with election officials I ask them to make sure when you’re responding to inquires about your voting system, about your procedures make sure you know whether you’re responding to a question about the possibility or the probability.

So I break the issues that we’re facing in the current cycle into a couple of broad clumps.  First, as Secretary Schedler pointed out, that these are not monolithic systems.  They’re campaign systems, they’re election systems and they’re voting systems.  They all have different attributes, different threats, different threat vectors and different mitigation strategies.  The second point is that there are three broad clumps of threats which is first undermining the confidence and the outcome of the election, the second is disrupting an election and the third is actually altering the outcome of the election in a way that’s undetectable.  And then the last thing I’d like to talk about in this series is the layered defense of voting systems, and that was already mentioned by Commissioner Cortés.

So echoing what was said earlier, there’s some important attributes of campaign systems.  First is that they’re not governmental systems, they’re owned by campaigns, by candidates, by advocacy groups.  And an important attribute of a campaign system is even though it may house some data that was derived by public systems, like the voter registration systems, that relationship is not bidirectional.  The campaign system does not perform updates to the voter registration system.  It may download data and utilize it in legal ways.  So understanding that these systems are private and that there are no standards, and I’ll come to that in a moment when we talk about the Voluntary Voting System Guidelines which do create standards for voting systems, campaign systems have no countervailing standards.  Election systems, which is a lot of what we’re talking about today, those are the voter registration systems, the Election Night reporting systems, online ballot delivery systems, absentee ballot application systems, those are designed to have an Internet interface to them and that’s a part of their functionality is delivered through that interface.  So election systems also have no uniform standards to which they’re designed.  And, again, the standards by which we test them are those that are determined by the vendor of that system and the purchaser of the system.  
So the election systems do connect, they do share data, but they are not the voting system.  They are not vote capture and tabulation.  This is an illustration I’ve used frequently to communicate the complexity of election systems and how pervasive they are throughout the election ecosphere.  There is connectivity involved but, again, they are not the vote capture and vote tabulation component. 

So when we talk about attacking elections, and that’s right now a current topic really internationally, the purpose of an election is to create the smooth transition to either allow an incumbent to return to office, or if it’s a vacant office or a challenger to assume a new position.  And the confidence in the outcomes of our election is an aggregation of a confidence in our procedures, in our technologies and in the personnel who conduct elections.  And so attacking the integrity of those processes can undermine the confidence in the outcome of the election.  And one of the final points I make on this particular slide is that the corrosive impact of denigrating the integrity of the election will almost certainly last beyond a single election cycle.  So election officials are looking at this dialogue and recognizing we may spend the rest of our professional lives trying to mitigate the damage that’s done through this discussion.

When we look at disrupting elections, this is again a current threat we heard Secretary Schedler refer to the hacks in Illinois and in Arizona, we need to remember that an election is really now either a 60 or a 90-day event and that disrupting an election over that interval which goes all the way from closing out voter registration, to ballot definition, to proofing the ballots, to printing the ballots to processing absentee ballot applications beginning 45 days out, et cetera, to disrupt an election over its entire span would require persistence of effort that’s almost unthinkable and particularly because all of these election systems have built-in redundancies and the ability to restore the data that’s been compromised with either what’s call a roll forward or rollback technique which is taking the initial database and relayering the transactions to it and restoring the system.  So recognizing that elections now are these protracted events, there is time to recover.  And one of the points that I make in this particular slide is that election planning really is contingency planning.  That’s what we do when we plan an election.  
So now we’ve talked about campaign systems, we’ve talked about election systems, we get to the core which is really in large part the mission of the Election Assistance Commission which is the voting system.  And I’ve got a quick definition of what voting systems do.  What’s important there is that voting systems are more than just vote capture devices.  And so when we look at many of the hacks that have been orchestrated against voting systems, the illustration never addresses the full system, it only addresses typically the vote capture piece.  So when we look at what are the requirements of the voting system we see that the VVSG requires security as a part of its capabilities but also accessibility, accuracy, usability, functionality, all of these attributes that are inherent in the voting system.  It’s important to also remember that a voting system is legally required to do -- to fulfill an accessibility capability and that requirement is a part from HAVA, that’s the ’73 Rehabilitation Act and the 1990 ADA.  So what we look at now apart from all of the functionality that’s required in a voting system is surrounding that voting system with a collection of procedures, and those procedures are derived from state statute, from state rule, from vetted procedures, vendor-provided procedures, IT best practices, chain of custody.  All of the procedures that we train our election officials in they wrap around that voting system in a way to ensure the integrity of those processes that were built into the system and tested for.

A concern that I have in some of the discussions that we’re hearing nationally is the proposal that election officials should apply unvetted ad hoc procedures to the maintenance of the voting system in this current election cycle.  That carries with it its own risk of undoing existing procedures to insert new procedures that have not been validated.  The way that we ensure that the procedures are implemented is through training of our election officials.  And it’s important to note that election officials are trained to follow procedure.  And so asking, again, to add ad hoc operations when we have already built our training agenda most election officials are trained in this country by some metric, some certification process.  And an observation that I make there is that when we go back and look at election anomalies it has almost always begun with an election official or a poll worker using their judgment that is falling outside of the procedure.  
Voting systems then are wrapped in a physical security layer and we heard Commissioner Cortés reference that and that includes, locks, keys, seals, video observation, chain of custody.  As Secretary Schedler said, the detective controls let us monitor whether a system has been tampered with.  And then a mitigation, we quarantine that unit and we remove it.  We then wrap that physical security with cyber security which includes authentication, encryption, hash compares of installed object code, audit logs, air gaps that in methods in which we move data between systems without using electrical or digital connectivity and then the partitioning of data where not all of the data resides in one place at one time.  And then the last component which is the exhaustive testing that goes on with voting systems that includes the work of the VSTLs, the voting system test labs, the EAC state certification acceptance testing, et cetera.  So when we look at this model and we see at the core the voting system which is where the voter intent is captured, where tabulation occurs, where the results are posted that is surrounded by layers of security that can’t be defeated by a single effort.
So why are voting systems so hard to hack, right?  That’s one of the things that’s been in the news.  And so my first observation there is that it’s more than just a vote capture device.  And much of the security of the voting system is embedded into the election management system which is the server, if you will, that contains the application that manages the devices, that creates and defines the ballot, that uploads the results at the end of the election.  As you’ve heard, our distribution of voting equipment is decentralized in some pretty spectacular ways.  There’s a county in Indiana that doesn’t even use the same equipment in every precinct.  So you see this kind of incredible diversity across the country, not connected to the Internet.  The structure of the database typically isn’t know in advance.  Even in Georgia we are still refining the final resolution of many county databases which contains the race codes, the candidate codes, the order of candidates.  And then physical security, logical security, air gaps, audits and logs and chain of custodies all of these things make a hack extremely hard to even imagine much less accomplish.  

So here are my recommendations for election officials.  First, don’t panic.  We’ve had elections before.  We’ve had contentious elections before and our voting systems are better than they’ve ever been in this country.  Follow the law, follow the rules, follow procedures.  That is the path to safety in election administration.  Don’t make ad hoc changes in procedures that cannot be legally or operationally justified.  So if you ever recommend to add a procedure or to add a step, that has to be vetted and you have to look at its implication to other systems.  Review and practice your contingency planning because election continuity is an important goal of every election.  Monitor the social media, know the conversations that are going on but don’t get drawn into online exchanges that generate heat but perhaps no light, fight misinformation with information.  Look at every potential decision you make through the lens of transparency and auditability.  Do your homework on security concepts. Make sure that you can engage in a high level discussion that’s going on in your community, that’s going on at your state level.  Be able to communicate to your boards, your constituents at high level issues related to security.  Be prepared to discuss security issues with the media.  They’re asking, they deserve answers and it’s our job to provide that.  And my last is have a sit-down with your vendor and I want to talk about what that sit-down consists of.  We should be asking our voting system vendors to provide their customers, our election jurisdictions, with an annotated summary of the security features of your system.  If your systems are secure, which they are, provide the election official with a short summary of here’s how it is secure and here’s why it is secure.  Provide a summary of the voting system vendor’s internal operations about how they maintain custody of ballots that they may print, election databases they may prepare and how those products are then shipped to the jurisdictions.  And if an anomaly occurs in a jurisdiction, make sure you provide your customers with a factual, detailed description of the anomaly and most importantly the mitigation. 
For voters, go to the logic and accuracy testing.  That’s already been discussed.  That’s your last best chance to see not only the correctness of the ballots but the ability of the systems to tabulate correctly.  Become a poll worker.  We’ve heard that.  Use your state online voter registration system to validate your registration.  Is it you?  Are you at the right address?  Do you have the right districts assigned to you?  Will you get the right ballot?  Know what your options are for casting a ballot.  Find the method if it’s available to you that you’re most comfortable with.  If you want to vote on a paper ballot, ask the jurisdiction if you can vote absentee paper if that’s permitted.  But make sure that you know you may have choices.  Learn and understand that your state’s election law are unique and not comparable to other states in many ways, so that when you hear a description of something that’s occurring in one state don’t assume that it applies to yours.  And then my last observation is Occam’s Razor which is -- it’s an old reference to problem solving which says when you’re faced with a complex dilemma the simplest answer is almost always the answer.  And if you find yourself having to layer on multiple assumptions to make a theory come true, it’s probably the wrong theory. 
So with that, I thank the Commission for the opportunity to speak and I will return to time. 

CHAIRMAN HICKS:




Mr. Cobb, last but not least.

MR. COBB:

Wow, so not only do I have to follow Merle but he has a great presentation and all I prepared was just a formal statement.

[Laughter]

Good afternoon Commissioner Hicks and Masterson and McCormick.  Thank you for inviting Pro V & V to participate in this meeting today and providing us with an opportunity to update you on the status of work being performed during this crucial election year.  
Pro V & V was founded in 2011 by me and two other cofounders, Diane Gray and Wendy Owens.  Pro V & V received its certification of accreditation from NIST in the NVLP program April 2nd, 2012, and was granted EAC certification as a VSTL February 24th, 2015.  Since that time Pro V & V has actively tested voting systems for both states and the EAC.  Pro V & V’s staff has grown over 400 percent over the past year-and-a-half resulting in a current staff of 12 full-time test engineers and support staff dedicated to testing voting systems.  Pro V & V is fortunate to have members of its staff that are considered subject matter experts on voting systems and possess decades of experience in compliance testing.

Since being granted accreditation, Pro V & V has had the opportunity to work on four EAC test campaigns with three of the submitted systems being evaluated to the 2005 VVSG 1.1 and submitted system being evaluated to the VVSG 1.1.  The evaluation takes into consideration reliability, accuracy, accessibility, usability, functional requirements and of course security.  Not only is Pro V & V a VSTL but we also have contracts with states as a state examiner or a voting systems expert.  Currently Pro V & V has contracts with the Commonwealth of Pennsylvania, the Commonwealth of Virginia, the State of Oregon and is a state-approved testing agency in California.  Pro V & V has assisted numerous states in developing a test protocol for certification and for use of voting systems and electronic poll books.  The VSTLs are regularly audited by the EAC and NIST.  These audits are based on ISO/IEC 17025 standards.  These standards add to the regular ISO/IEC 2001 standard the aspect of competency as well as development of the processes and procedures.  NIST audits the VSTLs to assure they have processes and procedures in place and competent personnel to perform the tests for technical data package review, physical configuration audit, source code review, functional configuration audit, system integration testing, volume test, telecommunications and security.  
Recent publicity by the media has raised concerns about a rigged election or a state-sponsored hacking of the November general election.  I feel confident in stating that both of these situations are extremely unlikely to occur in the voting systems in use across the United States.  I would like to take a moment to speak to each of these situations.  To my knowledge there is no voting system in use in the United States that uses the Internet for the purposes of voting.  There is a small caveat to that statement. In differing degrees some states allow jurisdictions to provide online ballot delivery and/or return for UOCAVA voters and voters with accessible needs.  The delivery and return process may take place in various methods such as e-mail, website delivery or combinations of return by mail, fax or online.  The election officials’ assessment of this process is that disenfranchisement of voters utilizing this option is real and happens every election and preventing it outweighs the potential for votes being tampered with.  These voters are a small portion of the vote totals and the process is monitored extremely closely due to the exposure and additional risks above traditional ballots cast in person at a polling location.  The simplest example I can give you is if a jurisdiction sent out 100 online ballots and received 10,000 ballots returned in this situation I’m sure the election official would perform a detailed audit and probably a subsequent investigation.  And I’m very confident in that.  

The United States is broken up into over 8,000 different jurisdictions.  In all but a couple of them the jurisdiction purchases the voting systems from a list of certified for-use voting systems provided by the state.  Each jurisdiction selects a voting system that best fits their needs.  With that said jurisdiction “A” may purchase voting system “A” and neighboring jurisdiction “B” may purchase voting system “B.”  This is seen all across the United States.  For a significant number of votes to be at risk may require intricate knowledge of two or more different systems.  
The situation of a rigged election is understanding the voting system versus the election system.  They are two different things.  The voting system usually is a combination of computer-based devices.  As computer-based devices, they only do what they are programmed to do.  The programming of these devices make up the voting system are extensively tested at two levels, the federal program overseen by the EAC and a state level overseen by state agencies such as the Board of Elections, the Secretary of State’s Office or other state level agencies.  In addition to these two levels, jurisdictions also perform any additional testing that they want to perform.  I know Tim in Multhomah County Oregon has been testing his system he purchased last spring.  They’ve run more ballots through that system than any other testing entity -- all other testing entities combined.  
In conclusion I would like to share with the public that most states require the voting system to undergo as logic and accuracy test before the voting system is deployed for any election.  These tests vary from state to state but most require the devices to be programmed as they are for the election and most are open to the public in some manner.  Some states allow the public to participate while others just let the public observe the test.  This testing is very transparent and the process is aimed at easing public concerns.  I would encourage anyone who has any concerns about the upcoming election to participate in whatever testing your state or local jurisdiction performs before Election Day.  
Again I would like to thank Chairman Hicks and the Commissioners for inviting Pro V & V to participate in this meeting today.
CHAIRMAN HICKS:
I want to thank all our witnesses here today for giving great information to the Commission and to the nation on this very important subject.  And with that, I want to turn it to Commissioner McCormick for the first round of questions.

COMMISSIONER McCORMICK:

Sure, Secretary Schedler you mentioned that each machine in Louisiana stands alone.  So I guess that leads me to the conclusion that if a machine was going to be hacked it would have to be hacked in person since it’s not connected to the Internet.  Is that correct?
SECRETARY SCHEDLER:



That is correct.

COMMISSIONER McCORMICK:

And do you think that it’s actually possible to change the results or to add additional votes onto those machines in any way?
SECRETARY SCHEDLER:

We don’t think.  We do an audit at the end of each day, early voting and of course Election Night.

COMMISSIONER McCORMICK:

Yes there you go. 

SECRETARY SCHEDLER:

We do an audit every day, early voting day and Election Day and we’ve got a balance.  And I’ll give you an example.  I looked with Ernst at the earlier report before we got into the DNC issue of an individual that a lot of major networks showed had a little hand held device and he used an early voting card and he was claiming how he could slip that in and he could vote as many times as he wanted on that early voting.  And we saw -- I saw that on two or three major networks until finally one of our colleagues, our current president of NASS was finally brought on one show and debunked a lot of that because what he failed to tell anybody was that you had to have the programming for that card to do it.  I don’t deny the ability and we all know if you go to a service station sometime they’ll -- or anything they’ll have something in the pump where they can steal the information off your credit card.  I know those exist and I’m not questioning if you could stand up there and just keep shoving your 
-- this card with no one seeing you in an early voting site that maybe you could accomplish this.  But you have to have the programming in order to do that.  So he failed to share that with anybody nor did any of the major networks ever take the time to -- on the early stages to talk to anybody that actually knows something about the process until they spoke to Secretary Merle.


But even if someone had the programming, had the device and went undetected to do that, and I’m using this as only one example, if a hundred people signed the voting rolls and a 106 votes were cast what people don’t realize is that card has an identifying number.  We could go back at the end of the day and determine -- we couldn’t tell you how you voted, if you voted for Susie or John, but we darn sure could tell who did that and voted six times.  

COMMISSIONER McCORMICK:



So doesn’t that…

SECRETARY SCHEDLER:



They failed to tell anybody that.

COMMISSIONER McCORMICK:

Doesn’t that go to the question of the need to verify who’s actually accessing our voting equipment?

SECRETARY SCHEDLER:

That’s correct, absolutely, absolutely.  And it also goes to the heart of Merle’s comment of, you know, use information and accurate information to combat those kind of falsehoods because it was easily debunked because when our colleague brought up the fact that they have to have the programming the guy went “Oh yeah, that’s true.”  Well they had three or four stories on major networks and no one ever posed that question.

COMMISSIONER McCORMICK:



So the damage was already done.

SECRETARY SCHEDLER:



Of course.

COMMISSIONER McCORMICK:



Yes.

SECRETARY SCHEDLER:

And I could go on and on, but we have a trifecta and I think Secretary Tennant alluded to that too.  Most states have a triple -- we can produce a tape at the end of the day that we use in Court proceedings.  Again we can’t tell you how you voted but if someone challenges an election and the like, we have three different methods that we can go to Court on.  We’ve never had a problem.  We’ve never quite frankly lost unless somebody came in if somebody won by two votes and they had 15 people that came in with the Judge with affidavits that said that’s a different story.  We haven’t had one of those either, but if it could affect the outcome of the election.  But we feel with the components we have, and each state would have a different one, but they’re all similar in not just having you go in a machine and here it is.  Before you cast your ballot it shows on a screen of all the votes.  Whether you have a paper ballot production at the end of the route or not, before you cast your ballot that screen shows everybody who voted.  If you got an error, you go and correct it.  One of the common things that happen, quite frankly, is with the elderly they’ll drag their hand on a very sensitive machine and maybe it votes the next person in line or someone with a long fingernail could inadvertently with a sensitive screen.  But again you have that screen before you cast and voters should look at that screen before they hit “cast ballot.”  If there’s an error there, you need to correct it or ask for assistance from a commissioner because the time to correct that is at the place of voting at that particular point, not two weeks later when you’re making an accusation.

COMMISSIONER McCORMICK:

Sure you make a good point that voters should be vigilant about what they’re doing and…

SECRETARY SCHEDLER:



Absolutely and we preach that.

COMMISSIONER McCORMICK:

…look at what they’re doing and what’s going on in the polling place.  I think sometimes those are the best information resources that we have are the voters who come into the polling place.

SECRETARY SCHEDLER:



Absolutely.  

SECRETARY TENNANT:



And if I just might add…

COMMISSIONER McCORMICK:



Sure.

SECRETARY TENNANT:

…that’s where the poll workers come into play, too.  Remember you have a balanced number of -- well we have five and depending on the makeup of the county you could have three Republicans and two Democrats who stand as poll workers, so there has to be that balance out, too.  And in West Virginia, you know, if someone is going to attempt to do what the Secretary talked about, you have a five-minute limit also to be inside that polling place and that’s -- that’s the work of a poll worker who has to be vigilant also in watching.  So it’s voters, it’s just all different levels, and in one instance somebody can catch something, a poll worker or a fellow voter.

COMMISSIONER McCORMICK:

Um-hum, in West Virginia Secretary Tennant have you taken -- since this election hack frenzy has appeared in the media, have you taken any additional measures to check up on your security for your voting systems?
SECRETARY TENNANT:



Yes.

[Laughter]

COMMISSIONER McCORMICK:



Okay.

SECRETARY TENNANT:



But as we talk about in our security meetings…

COMMISSIONER McCORMICK:



Right.

SECRETARY TENNANT:



…the more you talk about it the less secure it is.

COMMISSIONER McCORMICK:

Right, that’s right.  Commissioner Cortés you and Secretary Tennant talked about the numerous organizations in your states that are interfacing with these systems and checking for threats.  As a practical matter, how does this work?  How does that -- how is the information shared?  Who does it funnel up to?  I mean do you hear about all the things at your state police or your sheriff’s departments or are they just on the local election level?
COMMISSIONER CORTÉS:

So when it comes to threats around the state, we work very closely with our law enforcement and we’re alerted to -- our law enforcement will do a pre-election assessment that they share with us about any known or potential threats out there, you know, whether cyber or physical security related, any issues that are, you know, pending in different parts of the state.  And so we have a very open line of communication with them certainly year round, but as we get into lead up to the election we will have in-person meetings.  And, like I said, we have a large group of folks we bring together to make sure that any concerns that are out there are being addressed.  And certainly with the -- you know with this kind of heightened state of alert that folks are in over this sort of reporting about potential rigging of the election and all that, we have, you know, we’ve been able to answer a lot of concerns and questions that law enforcement has about what to be on the lookout for.  
Yes I think to the Secretary’s point that physical security at the  polling place is probably something that is a bigger concern to us that we’re on the lookout for and working with our both state and local law enforcement about things to be on the lookout for, you know, and always for our law enforcement kind of that fine line between issues of making sure that people will have a sense of security at the polling places versus the intimidation factor of having too much, you know, too much of a presence.  And so we work with our law enforcement folks very well at a state and local level.
COMMISSIONER McCORMICK:

Well you mentioned the timing of all of these media stories.  I don’t think people realize how complex running elections is.  I think a lot of people, and I’ve said this before, think you just roll a machine out once a year, twice a year…

COMMISSIONER CORTÉS:


That’s right.

COMMISSIONER McCORMICK:

…take a vote and roll it back into the closet again.  We know that every second counts before an election for you to prepare.  So these conversations I think are taking away from the time that you need to prepare.  Do you want to comment on that any further?

COMMISSIONER CORTÉS:
Sure, absolutely.  I mean I think for us, again it’s a great conversation and there’s, you know, additional partners that have been looking to come to the table both federal level and maybe at the state level which is great.  We’re always, you know, looking for additional resources to assist us, but having to walk folks through how does the election run and what is our process and the intricacies of running an election to have that discussion right now…

COMMISSIONER McCORMICK:



60 days out.

COMMISSIONER CORTÉS:
…and to explain -- yes 60 days out from the election and to explain how they could potentially assist us it’s really at this point comes at a really bad because we’re looking at additional assessment.  Now a lot of -- like I said we are constantly monitoring our systems and doing things to, you know, to ensure that it’s secure.  But if you’re looking at coming in and doing additional work on voter registration systems, for instance, you’re having to look at well what does that do to system performance, what are you looking at in terms of -- because we have our registrars trying to process registrations and absentee ballots and so what does that do to system performance.  At this juncture if you find something what do you do with the information that you get back from this in the timeframe?  So there’s all sorts of considerations.  I hope after this election the conversation continues where it’s maybe a little bit more considered conversation and not kind of in this panic mode that we’ve had to address because I do think the need for resources is there.  I know there’s been discussion about the federal level.  I know you all have been great advocates for us, but I know Congress for instance has not appropriated additional funding for states and so when we look at things like our statewide registration systems which are a HAVA mandate, you know, we’re talking about increasing security of those systems and keeping them updated and maintained, well there is no federal dollars there anymore for that.  And so we’re having to find ways to pay for that at the state level.  And so those are all important conversations to have, but right now is a great time to have them.

COMMISSIONER McCORMICK:

Thank you.  Professor King you showed us a slide of all the different parts of the voting system.  How interconnected are those systems and what kind of threats to the entire system are we talking about with those connections?

DR. KING:
Well the connections in that election sphere illustration they’re not all bidirectional.  That is, there’s some data that is transformed and transmitted to other systems and at each interface there is a security procedure that ensures that the data is in the proper format, the data is complete, the data is accurate in terms of date timestamps, et cetera.  So at each interface to the system there are security features that are implemented to control the movement of that data through the system.


Probably one of the greatest threats to it is simply its complexity; that there are multiple systems, those multiple systems have multiple vendors which means you have multiple owners of the data, the data is being transformed as it moves through those systems.  And to the EAC’s credit in their work with NIST and other organizations, the evolution of the common data format is one solution to that problem that will help us reduce the complexity and enable us to better apply security standards to those interfaces so that the data that’s moving between systems is reliable.  

COMMISSIONER McCORMICK:

So if one part of that system is hacked, does that mean that the rest of the system is at risk?

DR. KING:

Not necessarily because, again, at each system boundary there is an interface that controls that, plus our ability to rollback and restore and recover.  We have validations within each system that is integral and confined to that system.  So the answer to your question I think is that the complexity creates a difficulty in hardening the entire system, but the systems are also partitioned up, much like we talked about our national voting systems, where there are different vendors, there -- the architectures are different and the ways in which they communicate and share data is very different.

COMMISSIONER McCORMICK:

So it would be a very complicated procedure to try to get into all these different systems…
DR. KING:



Yes it would be…

COMMISSIONER McCORMICK:



…in each state?

DR. KING:



It would be mind numbingly complicated, yes.

COMMISSIONER McCORMICK:



And expensive.

DR. KING:



And expensive.

COMMISSIONER McCORMICK:



With a lot of personnel.

DR. KING:

Yes I often say that the conspiracy would need to be so large that if the conspirators just went and voted they’d win the election anyway.

[Laughter]
COMMISSIONER McCORMICK:


That’s probably true.  

SECRETARY SCHEDLER:



Can I add one thing?

COMMISSIONER McCORMICK:


Absolutely Secretary Schedler.

SECRETARY SCHEDLER:

You know to take off on that, you know, even if the worst case scenario occurred and they got into one section of that, keep in mind the results at eight o’clock on November 8th aren’t official.

COMMISSIONER McCORMICK:



Right.

SECRETARY SCHEDLER:

And we have backup.  We could restructure that.  It might take us a little longer to certify, but we could do that.  I mean I know in Louisiana, I’m sure most states, before we report it to the nightly news of what precinct there’s a lag time there.  And there’s a lag time for a reason that I’m not going to get into…

[Laughter]

…but before it’s released we’re doing one more thing to detect.  So there’s so many things at every juncture on this and even if the place blew up that night we could still restructure the vote.

COMMISSIONER McCORMICK:

Well and you make a good point.  Elections aren’t certified immediately.  We have time between what we believe the results are and when the election is certified to make sure those results are accurate.  And I think that’s the reason we do certification at a different time, right?  So I think that that’s a very good point.  

Mr. Cobb, thank you for coming. Glad to hear that your test lab is going well.  How many different voting systems have you analyzed would you say?

MR. COBB:

Roughly 20 to 30 different kinds and then multiple versions of those 20 to 30 different kinds.

COMMISSIONER McCORMICK:

And are all of those in operation in the country right now?  Or have some of them…

MR. COBB:



Some of them have aged out.

COMMISSIONER McCORMICK:



Um-hum.

MR. COBB:

But most of them are still in use somewhere across the United States.

COMMISSIONER McCORMICK:

And do you believe any of these voting systems that are in our polling places are, you know, open to wholesale attack that would change the results of an election?

MR. COBB:

I -- the ability to actually do some of this stuff would require intricate knowledge and you would have to then have unlimited access.  And then to do it on a larger scale, as Merle just said, it’s going to take a large force.  I’m not saying it’s not possible, but practical it might be better just to go vote than to try to do it.  If I’m going to go into this polling location I can go in and do it.  Okay, I’m going to train this guy he’s going to go to that polling location.  I’m going to train this girl.  When you start doing the numbers exponentially to do this across just a county you’re looking at an army and much less to do it on a state level or on a federal level.  So there have been vulnerabilities that have been discovered in some of the devices, but the practicality of the vulnerability is it gets enormous really, really fast.  
So the example he was discussing about the guy who had the card that programmed the cards, I’ve worked on that device for ten years yet he says he can put hundreds in it.  I would love to hire the guy because I can have the programmed cards for the election and I can’t get but 20 or 30 in it in minutes using the simulator.  The computer itself won’t operate fast enough to put those kind of numbers in much less a human being standing there going ‘din, din, din, din’.  I mean it takes a long -- some of these machines are slow and to physically put in hundreds in minutes is a stretch of the imagination even in the physical world.  Physically I don’t think that could be done.  We’re not talking about security wise we’re talking actually physically doing that.  I’ll hire him tomorrow if he can -- if he could show up and do that I would hire him because that will make our time in testing a lot less.  But it physically can’t be done.
COMMISSIONER McCORMICK:



Thank you.  

VICE-CHAIR MASTERSON:
Thank you all for your time in being here on this important issue.  I want to start before I get into my questions, and I appreciate your testimony, I want to start by acknowledging and letting both Secretary Schedler and Secretary Tennant know that your communities, your states are in our thoughts and prayers with the flooding in both your states.

COMMISSIONER McCORMICK:



Yes.

VICE-CHAIR MASTERSON:
You know that’s significant occurrence in your state and a tragedy and it speaks to your ability to contingency plan, right?  Your office, you know, however many employees were impacted, you were still taking filings, you were still processing and moving forward.  And that’s what election officials do, right?  Election officials plan and contingency plan, so thank you, thank you to your staffs and your states and your communities are in our thoughts in that way.

I want to start with anyone, I guess I’ll start with Merle, but please anyone feel free to weigh in, and that is to speak about the importance of nuance in this conversation which has been lost.  This conversation has lost the ability to discern between campaign system, voting system and election system including VR system.  And so my question to you all is what can we as a Commission, what can you all as an elections community do to help to better define and bring the nuance and fact back to the conversation because there are risks, right?  There are risks that you all acknowledge.  And so -- but that risk needs to be brought about or talked about within the confines of the nuance of the conversation what these systems are, what their risks profiles are.  And so what steps can we help take?  What steps can we as an elections community take to bring that conversation back to where it belongs in that regard? 
DR. KING:

Well thank you.  I think you hit on an important point which is the importance of this issue, particularly in this election cycle, argues that we cannot ignore misinformation.  And actually we’ve been guilty of that in the past, that sometimes the claims are so fantastic we simply don’t respond.  So I think the things that the EAC has done and continue to do is to provide detailed, relevant information in context to election officials but also to the public and the media.  I think recognizing that for every fantastical scenario such as Jack described that occurs in the media that we as a community and the EAC in its leadership role has to address those things as they occur.  Even though it’s the 10th or the 20th or the 30th time you’ve done it, I think that’s a part of the water that the Commission has to carry in this cycle is to again counter the misinformation with information.
COMMISSIONER CORTÉS:
I think for our fellow state election officials it’s communication and transparency.  I think we have guilty of it in the past.  I mean some of these things are just so outrageous you go well there’s no way anybody could believe this.  But there are -- I mean you say it loud enough, you say it long enough people start to believe it and so kind of counteracting that.  And I know for us for our local officials letting them know that we’re aware of the issue and we’re not blind to it and we are taking steps alongside them to make sure the system is the secure and the processes are secure.  And I think that has gone a long way for us in terms of having that communication there and being willing to talk to the media about, you know, hey we are taking steps, we’re aware of this.  Yes there are risks. There is always risks.  It’s how to you mitigate that.  How do you mitigate those risks and how do you address them.  We think we’re very positioned for our voters to have a really positive experience on Election Day. 
SECRETARY SCHEDLER:



Can I… 

VICE-CHAIR MASTERSON:


Yes absolutely, please.

SECRETARY SCHEDLER:

You know, and this may be a poor apple to apple comparison, but I thought about this in traveling up here.  No one is trying to de minimize the question of security.  That’s a healthy thing because it keeps us all on our game.  The good part about all of this is that all of us across the country have been revisiting this whole issue.  Folks like Mr. Cobb and Mr. King I mean who do this on a testing basis are certifying and saying the same thing that all of us election officials are saying.  
But we all remember, and I still have batteries that my wife bought in bulk from year 2000.  And it was a reasonable argument to have a discussion from those who believe that every clock and everything on mother’s earth was going to change at one second after midnight that might.  It would have been wrong to not review that and look at that and to reassess our position.  And I kind of correlate that to this.  I don’t like the timing of it right before an election, but the process for all of us to go back and revisit and make sure we’re not missing something and to acknowledge that something could happen is healthy, not at the time we’re doing it, but let’s just think back on what was going to happen on one second after midnight.  And again that’s not to criticize anyone that is questioning this or what have you.  But I just -- and I also would say, and it goes into everything that’s been said here today, is that whether it be the mainstream media or Congress or any ancillary administration is that what was alarming to me, and it’s not just in this it’s everything, is that people that have no earthly idea of what an election process is jump to a lot of conclusions before they talk to anyone and put some things in motion, including the Presidential Directive of #21 to Homeland Security.  And it didn’t take long to figure out when you had these conversations that nobody really knew how to conduct an election, nor had they ever conducted an election.  That conversation and that kind of dialogue should have occurred before we’re at the point we’re at now.  And that’s not the only thing but what the last thing we need is the creation of a new post office department or a new TSA in the area of elections in this country.  That is the last thing we need.  Leave it in the states.  That’s what the Constitution says.  Leave it there.  We know what we’re doing.  We need your assistance.  We want it.  But let’s everybody stay in their lane, so to speak.  

And that’s the message I have.  Now that may be a little too political but at this stage of my career I’ve never been known to leave it hidden.  But I just think we need to be careful of where we go with this and the dialogue has got to be ratcheted down because we’re doing nothing for this democracy and the participation of people on Election Day.  They already are antsy and they have been for years.  This election is only adding to it, I think we all know that, and now we’re adding this layer to it.  And as Mr. King said we’re going to fight this for a long, long time.  
VICE-CHAIR MASTERSON:
Thank you.  Mr. King I want to speak because you -- the way the system works in Georgia you’re probably the best one to speak on this -- and that is how has your system evolved?  So since purchasing in Georgia how has your system evolved to mitigate and limit risks?  What’s your ongoing process as risks are identified, threats are identified?  How does the process in Georgia mitigate and identify those risks and move forward? 

DR. KING:

Well I’ll address Georgia, but I don’t think Georgia is unique in terms of election procedures being evolutionary.  And so the idea is in every election there are anomalies and sometimes those anomalies are generated by people, sometimes they’re generated by systems.  But the key is in your post-event audit to determine what the anomaly was and what impact it had on the election and what is the mitigation for that and then that informs you on a change in your procedure.  And quite often the easiest place to change your procedure is the logic and accuracy testing, the pre-election testing.  So if you look at a state that has implemented a system over a long period of time, what you see is an arc of change in which every time a new best practice is identified that is folded back into the established procedures.  But what’s critical is that you’re evaluating the impact of the new procedure on the existing procedures and the new procedure in the context of statute and rule are we inadvertently running across the grain of a statute or a rule.  So election rules change in jurisdictions, they change typically gradually, but the purpose is this constant improvement of process and that comes through monitoring in your post election environment.  And again, in the case of Georgia, probably the most important thing has been changes in logic and accuracy testing and changes in acceptance testing.  When we see an anomaly, that then is incorporated into our acceptance testing regimen.
VICE-CHAIR MASTERSON:
Thank you.  I want to ask you, start with the Secretaries and the Commissioner, what is your biggest concern?  So we’ve had a lot of conversation about others’ concerns.  What are your biggest concerns heading into the election that you’d like to share with the public and what not?  Before you answer that though I do want to acknowledge, because each one of you have and I think it’s critical, that there’s a group of folks that’s not at the table today for a variety of reasons that are critical to all of us and that’s the local election officials.  The local election officials that are the boots on the ground that run the elections in each one of these states they are vital to what you all do, they’re vital to what we do, their input is of value to us and so they will remain a part of this conversation as they have been for us.  But I want to acknowledge that because you all have as well.


So with that, what are you most concerned about heading into the election?

SECRETARY TENNANT:

We’ve addressed what the concern is, especially as I said to Commissioner McCormick we had an improved voter turnout for the primary and of course I want to see improved voter turnout.  But if you have questions of confidence -- last night the -- where I was meeting with folks the quote to me was, because I was asking them and getting feel of regular people was, you know, I feel confident in the election process but will someone challenge it?  So you have this confidence over here.  She’s still going to go vote and now is someone going to challenge it whether or not it’s a legitimate challenge or not.  And that’s -- you know that’s what we hear and I think that we would all agree Secretary Schedler and I sat down and it was one statement that was made that the elections are rigged by one person that the statement was made and so that gets everyone else questioning is my vote going to be challenged.  I’m still going to go do it but is it going to be challenged.  So that questioning and that lack of confidence that people might start perceiving.  

Also the physical threat is a concern for me because you can plan all of this other areas, and we’ve talked about the security of the machines and the internal redundancy, but what would someone else want to just, you know, I question, you know, are they really trying to change the turnout -- or the turnout of an election or the results of an election or are they just going to say “I did something”?  That’s a concern for me that they don’t really have a thought about wanting to have an impact on the results but they just want to be known.  
COMMISSIONER CORTÉS:

So I think for me my biggest concern heading into November is actually not related to kind of the voting equipment, security and the system security but it’s looking at whether or not our voters are going to have -- you know given all this rhetoric that they’ll have a positive voting experience on Election Day so they’ll be able to show up and I think you know to your point Commissioner Masterson about our local election official I think the local registrars and election boards in Virginia have been preparing for quite a while for this election and making sure that they’ve done things and have been doing things to plan to make sure that we do everything we can to avoid lengthy lines, to ensure that we are getting the word out for voters to check and update their registration information so that they’re not having to deal with issues on Election Day, they’re going to the right precinct, they are aware of what’s going to be on their ballot.  And so that sort of information sharing/preparation with our voters I think is our biggest concern at the department at this point.  I think the security aspects are always there and we’re always addressing them and always vigilant.  But really our bigger concern is making sure that our voters have the information they need and that they know, you know, what their options are for voting, what they need to do to make sure their registration is updated, what the appropriate deadlines are and that they have that information with them as we head towards November.  
SECRETARY SCHEDLER:
And I would ditto all those comments and just say this, it cuts to -- and I’m always very candid about my state.  We were a pre-clearance state prior to Shelby.  And again I point to Mr. King’s comments, you know.  I still fight arguments in Louisiana on a day-to-day basis 60 years ago, you know.  I mean Louisiana, like several other states, had a very colorful past, a very checkered past politically.  I get it.  I defend it all the time.  We’re a vastly different state today than we were in those days.  And I always point actually to that Shelby case, you know.  When I look at Louisiana in the 1960’s when we were one of those pre-clearance states, the original, there was some 49 point gap between African-American and white participation in the election process.  In the last presidential election it’s less than one-and-a-half percent.  African-American registration on the female side outstrips white female where 86 percent of eligible voters register to vote.  You know it’s a vastly different state, but try to convince that with people.  If you ask people, you know, name me the top 20 states on the nightly news out on New York streets of states in integrity of process and procedure, they’re not going to name Louisiana.  Probably most Louisianans wouldn’t name it.  And I hit that straight up.  I attack that issue straight on because I don’t think there’s any reason because that’s what people are thinking.  They’re still thinking we’re throwing ballot boxes in the Mississippi River if their -- I mean it’s ridiculous the stuff that’s been handed down in folklore.  
So it brings me to the point I’ve already made for years on a national level voter participation has been on a downward cycle.  We have that 18 to 26 year old age group that is the least participatory, least registered.  The new registrants in that age group are leaving both national parties in droves on a registration basis to an independent or non-affiliated status.  The campaign we just came out of both the Democratic side and Republican side did not do anything to help this because most people didn’t really -- the guy on the street didn’t really pay attention to all these primaries and caucuses.  This year they did and they saw on a Republican side, you know, the various differences from state to state and “Does my vote count?”  Then on the Democratic side you saw the super delegate argument, so you had people arguing “Did my vote really count at the end of the day or is somebody else picking my candidate?”  
So we go into this election with that problem and then you get hit with this and it’s very discouraging.  And it’s our job, here I am trying to go out and I’m getting ready to unveil my, you know, “I voted today” deal that I can’t disclose unlike a t-shirt. 

[Laughter]
Again it’s not a t-shirt.  But it’s all going to get lost in the shuffle is my fear and to urge people to go check their registration now, make sure it’s active, don’t wait to the last minute, don’t get caught that you can’t vote.  But nobody -- there’s so much chatter out there right now that people are missing those messages.  And that’s my big fear and, you know, I’ve been very vocal about it obviously.  I don’t know how many people are watching this but I don’t really care.  I think it’s what’s happening and I think it’s -- I’m speaking to you from here [indicating] and I think I speak for most of my colleagues that that’s what’s going on.  And maybe they might not want to say it but I think that’s what they’re feeling.  And so we’ve got to turn that around for the betterment of the whole and we need to all get on the same train and pull it no matter you know -- the deal is go out and vote for the candidate of your choice.  Nobody is telling you who to vote for, but we’re diminishing that freedom to be able to do that and feel like you’re doing it in comfort and it counts.  And that’s sad, it really is.
VICE-CHAIR MASTERSON:
Thank you.  And I can assure you my mother is watching and appreciates your sentiments at the very least.

[Laughter]



Two quick ones and then I promise I’m done.

[Laughter]

One is for Commissioner Cortés and that’s -- was I supposed to be done already?  We got all day.  And that is specifically about your decertification process with your system because what I think that speaks to is your ongoing vigilance and the willingness of both the state and local election officials to embrace the process, right?  There’s a process in place that if a system if you find a vulnerability of whatever that you can take steps to either mitigate it or decertify it.  So can you speak a little bit about what that process was and how you went about doing it?

COMMISSIONER CORTÉS:

Sure so I think we had some issues in a number of localities in the 2014 election and we at that point implemented the first kind of statewide post-election assessment of voting equipment issues that had occurred.  And so we actually worked with Pro V & V to go out and help us assess the reports that we got from the field.  So we did a survey of all our locals after the election to identify what voting equipment issues they had and then we took that information and we assessed kind of, you know, to see if there were any patterns with the same types of equipment having similar issues across the state, see if there were things that, you know, were known issues with equipment from other states.  We have worked -- and I think one of the benefits that the EAC provides is your testing and certification division.  We have worked with your team extensively throughout this process in looking at, you know, how do we test this equipment.  We then, you know, narrowed it down.  We actually did field visits to look at some of this equipment in person and test it. When it came to the equipment that got decertified, we actually had both our state police cyber security team look at the equipment and our state IT agency do penetration and vulnerability testing of generic -- or the same type of equipment that was use in the election.  And I think that cumulative information about what we found and how, you know, the older equipment ranked in terms of, you know, modern day security needs it just wasn’t there and we weren’t comfortable having that equipment fielded anymore in Virginia.  And so we took that to the board to decertify that equipment.  I was a -- it was certainly a very visible issue.  It was a very expensive undertaking for localities that had to, you know, in very short order in some cases switch to new equipment.  But we think we did the right thing.  And I think for us one of the lessons and our takeaways was that transparency was important throughout that process, making sure that we shared the assessment.  After we decertified the equipment actually all the testing information and everything we posted online, you know.  We wouldn’t have done that if it was a still a system in active use because we don’t want to, you know, advertise what the vulnerabilities of a system are.  But the equipment was no longer in use anywhere in the country and so we published all that so people could see the sort of rigor that we did in terms of testing and evaluation.  We will continue to do that.  I mean I to Merle’s point we -- you know that prompted us to take a look at how our state certification program works and looking at, you know, what we can do going forward.  We’ve also done things like implement an electronic poll book certification program in the Commonwealth.  And so -- and that again builds on the lessons learned out of that and saying we need to have some pretty, you know, in addition to what’s been done at the national level with the VVSG and everything we need to have our own rigorous assessment at the state level that builds off of that, doesn’t duplicate but builds off of what the EAC is able to provide is in their testing and certification look at this equipment.
VICE-CHAIR MASTERSON:
Thank you.  So finally, to both Mr. King and Jack, one of the questions that I think a lot of states, locals certainly are asked about that I’d like you all to address is the concern about the age of the equipment and the impact that that has on security.  So can you speak to the idea around the age of the equipment, the operating system age as well as the physical age of the equipment and address the concerns or the questions surrounding that? 

DR. KING:



And briefly.

VICE-CHAIR MASTERSON:


And briefly.

DR. KING:

There’s a presumed correlation between age and obsolescence that we certainly see that in our consumer technologies.  We do not see that in voting technology.  So the fact that you may have a 16-year old voting system that’s deployed the real issues are not its age but does it still do the mission?  Does it still comply with statute and rule?  Is it maintainable?  Are there consumables available to it?  Is it -- has it been integrated into your election procedures in a way that’s effective?  So the issue as we look down the road about our aging voting system really needs to focus on metrics of its maintainability, does it still fulfill the mission and not just a number because what we know is that a brand new system could be obsolete after one session of the Legislature where they determine that it needs to do something different than what it’s capable of doing. 
MR. COBB:

Yes and to go a little deeper into that like on a technical level, it’s not the obsolescence or the machines are getting older so therefore they’re vulnerable, it’s what do the machines have that has been broken over time?  A great example would be the “Heartbleed” vulnerability that was out there.  Well that was out for a long time but somebody finally found it and when they found it everybody updated their SSL certificates.  But if you had something out there that wasn’t updated, the specific example that Edgardo was talking about they had an encryption for wireless that had been broken by the time the machines had rolled out.  So the machine rolled out brand new vulnerable because it had already been broken.  Nobody updated the encryption.  So it doesn’t -- age doesn’t automatically mean it’s insecure and brand new doesn’t mean it’s actually secure.  So you’ve got to look at the components of the security; digital signatures, encryptions, things of that nature to assess whether it’s secure or insecure.  

CHAIRMAN HICKS:
Well a lot of the questions that I would like to have asked have already been covered.  No, it’s not a bad thing.  But I think that there’s a couple of things that I do want to basically get out there and it revolves around the flooding issue in terms of there’s been a lot of focus on cyber attacks but there’s not been a lot of focus on other contingency aspects of the election.  So I wanted to talk -- to hear from you a little bit more on if there are any issues going on right now in terms of the 1,000 year event of the flooding taking place where the media is not covering that at all to discuss that a little bit more in terms of the election.

SECRETARY TENNANT:

So for West Virginia I guess we’re moved a little bit further along and per capita, where the impact, you know we lost 23 lives in the flood.  And what’s today, Thursday.  Friday, tomorrow, is the deadline for counties to determine emergency precinct change.  Well obviously you can change a precinct with a few other procedures even closer to the election, even Election Day if need be.  And that’s the assessment that we’re taking now, the counties are and the county clerks along with the county commission that determine where the precincts might be and what facilities are able to be used.  So it is -- we know that we have a deadline coming up.  I even anticipate that while those new precincts are named and are met tomorrow and are named tomorrow, I anticipate that the next 60 days we’ll probably even have other precincts changes because of that. 
CHAIRMAN HICKS:


Okay.

SECRETARY SCHEDLER:

Okay, our current situation is this, we surprisingly, and I have to give credit to two or three of my warehouse workers, lost no voting machines.  I would have lost a bet on my house quite honestly when I saw what occurred in three parishes that we would have had a voting machine catastrophe.  We didn’t lose one machine.  People went out in the middle of the storm with their own homes flooding and moved machines to higher ground or blocked them or whatever it took.  So that part is resolved.  
What our problem is is similar to Natalie.  We have precinct issues that we’re monitoring on a day-to-day basis.  We have about ten days at critical mass that we go into plan B.  Plan B would be similar to what we did after Katrina which would be maybe a huge site, a mega election site where we collapse several precincts at a central location, even maybe under a National Guard tent with Porta Potties and generators and the like or some other facility would be available.  Schools are not yet opened and that’s the key.  Most of ours are schools, so we have the dilemma of now with lost school days where they would normally close that day, even if they’re open we may have a security issue of allowing voting with children.  So we’re working on plan B and right now we’re dealing with 30 precincts.  Hopefully we get that down to a smaller number.  
And then the other issue is commissioners or poll workers who are maybe affected that we may have a short handedness there that we -- our clerks in the field and each parish are assessing that now.  So we’re gathering that information.  We’re getting closer and close to making a decision.  And then the only caveat to that that I shared I know with Tom and one or two of you is, you know, the bad news is we got a lot of experience in this type of thing and the good news is we got a lot of experience in this thing.  So -- because after Sandy actually we were called upon with those Eastern Seaboard states to assist them in how to have their presidential election in the wake of Sandy from our past experience in hurricanes and especially Katrina.  And we were glad to lend that service and NASS actually formed a new committee of emergency preparedness because it may not be a hurricane, it could be a tornado or earthquake or some other disaster and the election has to go on.  
So we’re comfortable that we’ll pull it off.  I’ve got a staff that’s been around a long time that have done that and -- but we deal with it day by day but we’ll make it happen.  And you know I’ve got probably a bigger concern about the subject we talk about today than that, but we’ll make it happen. 

CHAIRMAN HICKS:
So that’s all I basically have for questions.  I just wanted to say, you know, I believe that security and the contingency of elections is not just about election officials or other experts but it involves all of us and that’s, you know, whether or not it’s a voter or others as well. And I think that Commissioner Cortés hit it on the head in terms of now is not the time for us to be having this conversation.  And I hope that come January with the new Congress, new Administration, new thoughts and the election being over that we can continue this conversation and move forward with that.

And with that I want to excuse this panel but the Commissioners wanted to also give their statements as well.  But you folks are free to leave if you need to because I know that some of you might have flights and things like that we well.

COMMISSIONER McCORMICK:


Sure, thank you Chairman Hicks.  I want to thank everyone again for coming to this EAC public meeting.  
And I want to take a few minutes out of this meeting to speak on the issue at hand, the security of our elections.  Particularly I want to speak at the risk of being political, Secretary Schedler, about the issue of the Department of Homeland Security’s potential declaration of election systems as critical infrastructure.  For those of you who don’t know, in response to recent events the Department of Homeland Security has entered into discussions in which it is considering -- or the Secretary of the Homeland Security is considering whether or not to declare election systems as critical infrastructure.  My fellow Commissioners and I have been parties to many of these conversations and I want to take this time to publicly statement my opinion on the issue.  

While it sounds like a good idea I do not think that DHS should declare election systems to be critical infrastructure and I believe that the discussions are a reaction to threats that we have yet to hear are currently or actually existing.  And perhaps we might hear those actual threats, but we have yet to hear them and they have yet to be conveyed to us.  I believe that this is an important issue and I believe that I don’t want to -- at this point in time I don’t support this path to declaring election systems as critical infrastructure.  And I’ve come to these conclusions based on five reasons: 


First it’s my opinion that the benefits that the states may receive from DHS after such a proclamation can and should be provided without such a declaration.  And in light of a less invasive alternative, DHS should not proceed with the more invasive option.  As I said, we have yet to hear of any actual additional benefits to the states with a declaration of voting systems as critical infrastructure.


Second, I fear that this may be the first step toward creating a new federal security standard that create -- could create new potential legal liabilities for state and local officials.  


Third, DHS’s potential course of action may open up state databases such as the DMV and state public agency databases to the FBI and to the Federal Government.
Fourth, I worry that such a declaration and working relationship can create new avenues to which previously protected documents may become accessible to the general public by course of state Freedom of Information and Sunshine Acts.


Lastly, my fellow Commissioners and I have been told by officials at DHS, the Whitehouse and the FBI that they have no information indicating a current credible threats to the security of our elections.  The Secretary of DHS has stated in recent days that our elections are secure and that it would be nearly impossible for there to be a wholesale threat to the integrity and the results of the election.  As such, a course of action based on non-existing threats -- current non-existing threats I think is ill advised.  
To elaborate on the issue, a declaration of election systems as critical infrastructure would have many effects but the DHS claims that they will in fact be helping the states.  DHS tells us if they declare election systems critical infrastructure they will provide resources to the states such as cyber hygiene products, up to date information about potential threats as DHS receives it, cyber security research and other cyber security tools.  In return Secretary Johnson asks that the states provide information about election systems and their security to DHS.  To me this is a plan with many flaws.  First and foremost it appears to me that to be analogous to a quid pro quo in which the DHS will only provide these resources if they receive extra access to states through the declaration.  If DHS were truly only concerned with the security of these elections, they would simply provide these resources without the declaration of election systems as critical infrastructure or requiring states to request help before the information and resources will be made available.  I am unconvinced that a declaration of critical infrastructure status is necessary for DHS to help further security efforts.  


Second we all know that the decentralized nature of our election system is one of its greatest security assets.  We have more than 50 states and territories and each has its own election system.  Involving DHS, an executive agency -- a federal executive agency armed with the power of a declaration of critical infrastructure presents the potential for DHS to encourage states to move to a uniform system.  If this happens, it would strike at the heart of the decentralization of our elections and may decrease the security of our elections.  Election officials across this country have been ensuring the cyber security of their jurisdictions and the elections in them since we first started using electronic tools in our elections.  That is why we here at the EAC lean so heavily on election officials’ advice when crafting our Voluntary Voting Systems Guidelines and why we ensure that many different voting systems may be certified under VVSG.  It is my fear that the DHS would not take our approach.

Third, this course of action would give the FBI a tool to view state agency databases.  They have an increased access to DMV’s public assistance agencies, vital statistics bureaus and other agencies containing personal information that the FBI is not already provided. 


Fourth I worry about the security of documents pertaining to the cyber security of the state election systems under a new system in which states are reporting critical security data to the Federal Government.  This information is not -- is often not accessible to the public by means of a Freedom of Information Act or a Sunshine Act request and it is protected for good cause.  It helps keep our elections safe.  This protection however was designed in a time when states were not compelled to report security data to the Department of Homeland Security.  It is my fear that these documents and the correspondences concerning these documents may become accessible by the use of state Freedom of Information or Sunshine Acts.  DHS tells us that they will work to ensure that this information is not accessible through the use of the federal information Freedom of Information Act.  This however does not affect state laws and it potentially creates vulnerability in the system.  


Next if I as a Commissioner on the U.S. Election Assistance Commission am being assured that there are not any current credible threats against American elections, then I do not agree with the further federal involvement in state elections.  We should not pursue a path that is truly the response to a threat if the threat is not credible.

The Constitution authorizes that states run elections, and I believe this is the way it should be.  Secretary Johnson has said that the DHS’s motivation is safeguarding American elections, but the states have been doing this for years.  Of course we are all concerned about the security and integrity of our elections.  I believe that we should take every necessary step to ensure this integrity.  What I do not believe is that we should take steps that are unnecessary, may create potential liability for the states, have the potential to create new vulnerabilities that are executed by an entity that does not have a good record of keeping data safe, nor have they ever run elections.  


On top of all this, these discussions are happening too close to our elections.  Election Day is two months away and early voting and UOCAVA voting is happening even sooner.  In fact we know that at least four people have voted in North Carolina at this point.  If there is no threat to our elections, we do not need to have these conversations now.  Voters should be confident in our elections and absent a real reason to doubt our systems we should not take actions that may shake the voters’ confidence.  And I believe that the discussions over this have added to the concern by voters that the system may not be reliable or have integrity.  
I call on Secretary Johnson to at least suspend these discussions and implications that the election system is not secure until we are presented with real information about actual threats to the election system or until after the election.  If the Federal Government has resources that could make our elections more secure, the Federal Government should provide these resources to the states regardless.  Let’s let our local and state election officials do their job and run the elections.  They have always done an excellent job and I am confident that our elections are secure and in good hands when they are running them.  I hope that voters also share my confidence and I urge you to get to the polls this November. 
CHAIRMAN HICKS:


Vice-Chair Masterson.

VICE-CHAIR MASTERSON:
Thank you and I’ll keep it very short.  I want to thank the panel.  I want to thank you for your time, your work in helping secure the process and your honest assessment of where we are heading into November.  
This conversation is important and there are real and emerging threats that need to be identified and mitigated and you all are working hard to do just that.  This conversation is not new to any of you nor to any of the local election officials across this country.  With voters less than 20 days away from voting in many states, election officials have been spending their days, hours and even years preparing and securing the process.  Security is a constant in this process just like transparency, accessibility and auditability.  Since the passage of HAVA, election officials have accepted their new roles as IT managers constantly working to evaluate their laws, policies and procedures against existing threats to ensure the process has integrity.  From pre-election testing to chain of custody to access controls to the monitoring of systems, all things we heard from our panel today, the way election officials have been constantly adapting improve to meet the growing risks.  While no process is ever completely secure, the process today is more secure and resilient as it has ever been thanks to that evolution of the systems.  But we’re not there yet and all of us must remain vigilant.  Since HAVA the EAC and state and local election officials have embraced this.  And we at the EAC embrace this role and the conversation starting with our testing and certification process.  We’ve taken and used information available in the field as Mr. Cobb spoke to in order to constantly adapt and improve the testing process to better serve our customers, state and local election officials.  We’ve worked with state and local officials as well as voting system manufacturers and security experts to identify anomalies in the field, address them, test those fixes and field them.  We have taken the best practices of jurisdictions from across the country and worked to share them.  As we move towards this November EAC’s BeReady16 effort has worked with state and local officials to identify and share best practices from around the country in pre-election testing, post election auditing, contingency planning, securing voter registration databases and maintaining aging equipment.  Moving forward we’ll continue to work with all our stakeholders as we have always done to translate awareness in into action by sharing specific information that will help make the process more secure and accessible.  This information will be taken from state and local election officials and shared with them.

There is something all of us as citizens and voters can do though.  Get involved.  Talk to your state and local officials.  Ask them questions.  They want you involved in participating in the process.  As we heard from every panelist today, they welcome the chance to give you facts and inform you about the process.  Serve as a poll worker.  You can go to eac.gov right now, click on the map, click on your state and sign up to be a poll worker.  The best way to learn and engage in the process is to serve as a poll worker.  Take advantage of all the other avenues that you can engage in the process and we heard about them from one of the panelists; public pre-election testing, public election canvassing, post election auditing, checking your voter registration information ensuring it is up to date and accurate.  There’s a reason elections are run at the state and local level.  It allows citizens of those communities to interact with and participate in their own democracy with their neighbors who run the process with them.  Take advantage of that opportunity and get involved. 

Moving forward I hope those that are engaged now remain engaged.  We need to translate this conversation into a longer term tangible plan for improvement.  The EAC has an avenue for that in the form of its public working groups that are working to write the next version of the voting system standards.  If this topic, if this area interests you, you can get involved in that process by simply going to vote.nist.gov and signing up to be a member of our public working groups to share your knowledge.


Thank you for all that you do.  Thank you for serving your communities.  Thank you to all the local election officials and especially the poll workers who we started with here today.  They’re the backbone of democracy.  They’re serving their community.  And I appreciate everything that you all and they do.  Thank you.
CHAIRMAN HICKS:
With that I believe that we’ll hear a report from our Executive Director Brian Newby.

MR. NEWBY:

Thank you.  And I want to -- I know we’re crunched for time.  I will talk as fast as I can.  But also I want to first start by just acknowledging our staff related to this meeting.  This is more than a meeting.  A public meeting is sort of a communion of activities where everyone can show off the work they’ve been doing and their talents and I think our staff showed very well today and I’m very happy for the work they’ve one.

What I’ve provided in your documents is a report that I’ll go through very briefly, but just to summarize our activities for 2016 most of these have centered around our BeReady16 series events intended to present key information for election administrators as they execute their plans for 2016 elections.  Overall our approach has been to be 45 days ahead of key topics.  And nowhere are we in that place more than the 45 before 45 that featured Director of Federal Voting Assistance Program Matt Boehmer and EAC Chairman Thomas Hicks.  The intent of this program was to help prepare administrators for the distribution of ballots to overseas and military voters.  This initial distribution deadline by the way is Saturday September 24th.  
Other Beready initiatives included a roundtable on business continuity planning with a special emphasis on preparing for elections in swing states where media and public scrutiny would be at their highest, a webisode to help election administrators navigate changes related to using the United States Postal Service for ballot delivery and return, another webisode featuring election administrators’ best practices in the areas of election worker training, recruitment, performance, management and retention; a summit to assist those communities which have language requirements beyond English for ballots and voter assistance; a series of videos to promote ideas and innovation around the use of data tools and data visualization concepts when planning and implementing elections; recognition of the 26th Anniversary of the Americans with Disabilities Act by highlighting 26 initiatives undertaken by the EAC including the release of voting rights cards in Braille, this right here, and a kickoff webinar to outline the upcoming Election Administration and Voting Survey known as EAVS.  These events were in addition to HAVA related meetings and events including a Standards Board meeting in California teamed with a military base visit so election administrators could interact with military voting constituents; a Board of Advisors’ meeting in Chicago and a Technical Guidelines Development Committee, TGDC, meeting in Maryland.  And we have another one of those scheduled for next week.  
Still forthcoming in 2016 are events related to election observers and the ten-year anniversary of the EAC’s voting system certification program, as well as a debrief of the overall administration of the November election.  The voting system certification group also will play a huge role in early 2017 activities where we will be rolling out programs designed to assist election officials in the procurement and budgeting of new voting equipment.  Central to this effort will be survey data from EAVS, some of the 2016 data visualization concepts will be combined with EAVS data examples to demonstrate how this data can be used when requesting budget resources.  For this latest 2016 survey the EAC went through a competitive bid process for the administration of the survey and Fors Marsh has been awarded the contract.  We will be working closely with Fors Marsh on the survey itself and the follow-up in 2017. 
One last item in association with BeReady16 is this meeting today where we are in the process of recognizing election worker best practices for the national contest the EAC clearinghouse awards or the Clearies as we’ve called them.  Beyond the great work we are seeing it’s worth noting that since the contest began the EAC has handled more than 150 requests from individuals looking to work at the polls on Election Day.  These individuals contacted us directly but we know many more have used our new interactive map that Commission Masterson spoke to on our website to determine the proper place to direct their inquiry.  This election worker interest has extra elements as we’ve heard many times today because the engagement of voters as election workers is a key talking point of the EAC when we have been discussing election security.  Being an election worker is one way to be involved in the election process and we continue to believe that public trust in elections can be maximized through voter participation at all stages in the election.  
As mentioned, our staff is currently working with NIST on the upcoming meeting of the TGDC scheduled for next Thursday and Friday.  Discussion topics for this meeting will include updates from the public working group on activities since the last meeting.  
Further as of today the EAC has certified four voting in 2016; ES&S EVS 5.2.1., ES&S EVS 5.2.0.4 as well as ES& S Unity 3.4.1.4 and Hart Verity Voting 2.0.  We currently have five systems in various stages of the testing process with one system application for testing pending.  Additionally, our staff has completed the work with NIST on the National Voluntary Laboratory Accreditation Program that Jack spoke to earlier today to revise the voting specific 150-22 handbook used to audit EAC accredited test laboratories.  
There’s much more that’s been underway at the EAC in 2016 from refreshes of our website that’s soon forthcoming to the development of a video communications competency.  One segment of those videos is a series hosted by Commissioner Masterson called “Legends of Elections” and three episodes have been videoed.  The first with former Election Center Executive Director Doug Lewis has been released.  And Doug added an additional message for election administrators that we planned to show today but in the interest of time we will have it as a video posted to our website early next week.  The message is very similar to one we’ve heard many times, a pep talk he gave us all in person over the years.  In the interest of time, again we’ll show it next week, post it on our website.  The video is a fitting reminder of the preparation that underpins the concepts of BeReady16.  Look for it as well as other Legends episodes that will be released in 2016.  
Lastly related to many of these great BeReady16 efforts, and I know Chairman Hicks spoke to this at the beginning of the meeting, it’s important to note that a major contributor to these events and to the EAC through the years last week retired from the agency.  Karen Lynn-Dyson has worked at the EAC for 12 years and her departure leaves a huge vacancy in terms of experience and competency and we will be actively looking to backfill that position.  Many of our 2016 accomplishments have Karen’s fingerprints on them and I am personally grateful, as I’m sure all of the current Commissioners and past Commissioners, for Karen’s tireless contributions over the years.  She was a trusted advisor to many of us here at the office and also to many election administrators across the country who may be watching today.  
And with that, I stand for any questions.

CHAIRMAN HICKS:
No quest ions.  I want to thank everyone again for attending this public meeting and also having the American people know that they should have confidence in the election process because of the efforts that you have all made and the efforts that other election officials and security experts have done not just, you know, in the last three months that this has become a hot topic but over the last few years as well.  
So with that I say this meeting is adjourned unless you guys have some…
VICE-CHAIR MASTERSON:



Do you want to make a motion?

CHAIRMAN HICKS:
Is there a motion to end the meeting?

COMMISSIONER McCORMICK:


I so move.

VICE-CHAIR MASTERSON:
Second.

CHAIRMAN HCKS:



All those in favor say aye.

[The motion carried unanimously.]


The meeting is now adjourned.

***
[The public meeting of the United States Election Assistance Commission adjourned at 4:16 p.m.]
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