
 

CO Election Security 2024 Annual FFR 

SECTION I. DETAILS 

FFR 

FFR ID Status Report Type  

11103 Approved Annual 

Due Date Reporting Period From Reporting Period To 

12/29/2024 10/1/2023 9/30/2024 

PROJECT/GRANT PERIOD 

Federal Grant Name Basis of Accounting 

Election Security Cash 

RECIPIENT ORGANIZATION DETAILS 

Organization Legal Name Organization Type UEI EIN 

State of Colorado Secretary 
of State Office 

State Q6HLZ59BFLU5 840644739 

Street City State Zip Code 

1700 BROADWAY SUITE 550 DENVER CO 80290 

 

 

SECTION II. TRANSACTIONS 

FEDERAL CASH  

10a. Cash Receipts $16,821,719.00 

10b. Cash Disbursements $6,504,210.54 

10c. Cash on Hand (line a minus b) $10,317,508.46 

FEDERAL EXPENDITURES AND UNOBLIGATED BALANCE  

10d. Total Federal Funds Authorized $16,821,719.00 

10e. Federal Share of Expenditures $6,504,210.54 

10f. Federal Share of Unliquidated Obligations $0.00 

10g. Total Federal Share (sum of line e plus line f) $6,504,210.54 

10h. Unobligated Balance of Federal Funds (line d minus g) $10,317,508.46 

 RECIPIENT SHARE  

10i. Total Recipient Share Required $2,412,898.00 

10j. Recipient Share of Expenditures $1,976,990.98 

10k. Remaining Recipient Share to be Provided (line i minus j) $435,907.02 

 PROGRAM INCOME  

10l. Total Federal Program Income Earned $0.00 

10m. Program Income Expended in Accordance with the Deduction Alternative $0.00 

10n. Program Income Expended in Accordance with the Addition Alternative $0.00 

10o. Unexpended Program Income (line l minus line m and line n) $0.00 

FEDERAL INTEREST  

10p. Total Federal Interest Earned $1,468,211.51 



 

10q. Federal Interest Expenditures $130,138.23 

10r. Remaining Federal Interest to be Expended (line p minus q) $1,338,073.28 

 

SECTION III. INDIRECT EXPENSES 
 

11a. Type 11b. Rate (%) 
11c. Period 

From 
11c. Period To 11d. Base 

11e. Amount 
Charged 

11f. Federal 
Share 

CO Election Security 
2024 Annual 

      

       

     false  

11g. Total    

 

 
SECTION IV. STATE INTEREST 

 

12a. State Interest Earned $4,309.00 

12b. State Interest Expended $0.00 

12c. State Program Income Earned $0.00 

12d. State Program Income Expended $0.00 

 

 
SECTION V. CERTIFICATION 

 
Name Title Phone Number 

Brad Lang Chief Financial Officer (303) 869-4913 

Email Certified On  

brad.lang@coloradosos.gov 12/19/2024 2:44 PM EST  

 



 

CO Election Security 2024 Annual PROGRESS REPORT 

COVER PAGE 

PROGRESS REPORT 

Progress Report ID Status Report Type  

10777 Approved Annual 

Due Date Reporting Period From Reporting Period To 

12/29/2024 10/1/2023 9/30/2024 

 

RECIPIENT ORGANIZATION DETAILS 

Organization Legal Name Organization Type UEI EIN 

SECRETARY OF STATE, 
COLORADO 

State Q6HLZ59BFLU5 840644739 

Street City State Zip Code 

1700 BROADWAY SUITE 550 DENVER CO 80290 

 

PROGRESS AND NARRATIVE 

EXPENDITURES 

6. For each of the following categories, briefly describe the activities carried out during the reporting period and how you 
implemented the approved grant activities in accordance with your Program Narrative. If you provided subawards to local 
jurisdictions, please include those activities and expenditures (you will be required to provide subaward expenditures in Section III). 

 

Category Federal Amount Match Amount Description 

Voting 
Equipment 

$300,122.77  
The Department expended $300,122.77 in Election Security Grant funds to 
assist 30 counties in the purchase of printers to use with their Dominion 
ImageCast X (ICX) ballot marking device. 

Voting 
Processes 

$440,056.63 $162,240.00 

These funds were used for TXT2Cure and TXT2Sign- During the reporting 
period, the Department expended $142,080.00 of Election Security Grant  
funds for the 2020 General Election to improve accessibility for voters who 
needed to cure a discrepant signature or provide identification by using 
their phone Individuals were able to accomplish this by taking a picture of 
their signature along with a copy of their ID to cure the discrepancy so 
their ballot could be counted. During the 2024 General Election, 18,455 
voters used the system to cure a signature or ID discrepancy with their 
ballot. The rest of the funds were used to Monitor security threats and 
create backups of information, as well as the purchase of infrastructure. 

Voter 
Registration 
Systems 

$80,979.36  

The Department expended $80,979.36 in Election Security Grant funds to 
monitor network security threats and create backups of information, as 
well as the purchase of infrastructure, including hardware to support 
SCORE. 

Election 
Auditing 

   

Cyber 
Security 

$331,780.35 $81,491.40 

The Department expended $260,339.51 in Election Security Grant funds 
and $81,491.40 in Election Security Grant Match Funds to staff the unit, 
which helps protect Colorado’s elections by working with counties to 
improve their systems and physical security.  The Department expended 
$116.00 in Election Security Grant funds to conduct the Cybersecurity & 
Infrastructure Security Agency (CISA) Tabletop the Vote is a yearly event 
with Department of Homeland Security (DHS), Federal Bureau of 
Investigations (FBI), Colorado National Guard and Attorney General’s (AG) 
office to prepare for unexpected or malicious activity that may happen 
during the upcoming 2024 election cycle. The Department expended 
$27,045.42 in Election Security Grant funds to pay for materials and travel 
costs for the 2024 EPIC training.  The Department expended $12,300.00 of 
Election Security Grant Match funds to pay for online training to build 
security awareness among election officials and poll workers on how to 
recognize and report suspicious activity in order to prevent targeted 
violence, terrorism, and criminal acts.  The Department expended 
$3,316.48 to ensure every county election office had a supply of Narcan 
available. 



 

Physical 
Security 

$143,211.22 $64,238.05 
The Department expended $143,211.22 of Election Security Grant and 
$64,238.05 in Election Security Grant Match funds to pay for security to 
ensure the protection of the Secretary against threats. 

Voter 
Education 

$922,705.00 $11,117.00 
The Department expended $922,705.00 in Election Security Grant and 
$11,117.00 in Election Security Grant Match funds to prevent the spread 
of foreign mis/dis-information.` 

Accessibility $2,355.08  

The Department expended $2,355.08 in Election Security Grant funds to 
purchase materials for ADA training and conducting polling place audits, 
and to assist counties with assessing compliance and identifying 
remediation options. 

Other 
(Interest, 
Historical 
Database 
and Tribal 
Outreach 
expenses.) 

$1,346.80 27994.71 

The Department expended $605.80 in Election Security Grant funds to 
work with the UTE tribes to gain an understanding of barriers and 
concerns around voting and voter registration. $741.00 was expended in 
Election Security Grant funds for the annual State Treasury Fee for 
maintaining our election fund. The Department expended $27,994.71 in 
Election Security Grant Match funds to upload, archive, and maintain a 
searchable database of Colorado’s federal election data, dating back to 
1902. 

TOTALS $2,222,557.21 $347,081.16  



 

TRAINING 

 7. Briefly describe any training including cyber security and other election-related training that occurred during the reporting 
period. 
During the reporting period, the Department expended $116.00 in Election Security Grant funds to conduct the Cybersecurity & 
Infrastructure Security Agency (CISA) Tabletop the Vote is a yearly event with Department of Homeland Security (DHS), Federal 
Bureau of Investigations (FBI), Colorado National Guard and Attorney General’s (AG) office to prepare for unexpected or 
malicious activity that may happen during the upcoming 2024 election cycle. This year over 75 individuals from local, state, and 
federal organizations discussed appropriate responses for different scenarios. During the reporting period, the Department 
expended $27,045.42 in Election Security Grant funds to pay for materials and travel costs for the 2024 EPIC training6. The 
Department held the first tabletop exercises in January of 2019, creating real-life security situations requiring immediate 
response and has continued to hold EPIC trainings during the spring of even years, that build on the first event. The Department 
conducted the fourth EPIC in 2024. The six day-long sessions included county election, IT, and comms officials, as well as local, 
state, and federal cross-sector partners. The sessions included updated situations involving possible scenarios that could occur 
leading up to and including election day. Not only did individuals work on how to resolve these situations but also realize how 
each event impacted other areas involved with the election. In total, the sessions included 454 participants, 12 trusted partners 
(CISA, FBI, DHS), and 12 facilitators. The Department also conducted a half-day mini-EPIC in coordination with the county 
association conference that featured AI scenarios. During the reporting period, the Department expended $12,300.00 of 
Election Security Grant Match funds to pay for online training to build security awareness among election officials and poll 
workers on how to recognize and report suspicious activity in order to prevent targeted violence, terrorism, and criminal acts. 
The Department partnered with Counter Extremism Learning Lab (CELL) is an organization that specializes in building and 
tailoring this type of training and has been accredited with the SAFETY Act Certification. The CELL built a robust community 
awareness training program that was created in partnership with the U.S. Department of Homeland Security (DHS) and the FBI’s 
Joint Terrorism Task Force. 

MATCH 

8. Describe how you will or have made the match available and identify the source of your match. (Note: For Election Security 
grants there is a two-year deadline from the date of disbursement to make match funds available). 

The Department of State has requested spending authority in its FY 2025-26 budget request for the $200,000 matching funds 
requirement on the $1.0 million in election security funding awarded in April 2024. Funding for the rest of Colorado's 
$2,412,898 match requirement has already been transferred to our Federal Election Assistance Fund or expended. 

 

SUBAWARD INFORMATION 

SUBAWARD DETAILS 

9a. Briefly describe your subaward program, including how many subawards were made and how your program reflects the 
needs of local communities. 

The Department had two Sub-Grants programs- 1) Sub-Grants for the improvement of Election Security for Counties. 2) Sub-
Grants to purchase new ICX Printers.   1) Sub-Grants for the improvement of Election Security for Counties-  During the 
reporting period, the Department expended $28,662.94 in Election Security Grants funds to aid counties to help increase cyber 
security and physical security for Information Technology (IT) systems for federal elections. In direct response to the increased 
threats to American election systems. The improvements included items such as upgrading security camera systems, network 
security and upgrades to elections IT systems.   2) Sub-Grants to purchase new ICX Printers-  During the reporting period, the 
Department expended $300,122.77 in Election Security Grant funds to assist the county in the purchase of printers to use with 
their Dominion ImageCast X (ICX) ballot marking device. The purchase of these printers for counties improves the administration 
of federal elections by removing the QR code from ICX ballots and instead produces an ICX ballot that is virtually 
indistinguishable from a mail ballot. Acquisition of the new printer will give counties the option to use ballot cards larger than 
14 inches which will be significant for federal elections. 

9b. Identify whether the subgrants were provided as an advance or on a cost-reimbursement basis. If provided as an advance, 
confirm whether funds were deposited in an interest-bearing account per HAVA 254(b)(1)(d) and the Uniform Guidance 
§200.305(b)(7,8) and §200.332(a)(2,3). 

The subgrants provided were on a cost-reimbursement basis. 

 

SUBAWARD EXPENDITURES 

10. Provide a breakdown of aggregate subaward expenditures across major categories. 

Category Federal Amount Match Amount 

Voting Equipment $300,122.77  
Voting Processes   

Voter Registration Systems   

Election Auditing   

Cyber Security   

Physical Security $28,662.94  



 

Voter Education   

Accessibility   

Other ()   

TOTALS $328,785.71 $0.00 

 

 

CHALLENGES & CHANGES 

ISSUES ENCOUNTERED 

11a. Describe any issues that arose during the implementation of the project. 

 

11b. Describe how and whether the issues were resolved. Also, briefly discuss the implications of any unresolved issues or 
concerns. 

 

12. Describe any significant changes to your program during the reporting period, including changes to your original State Plan 
or Program Narrative or favorable developments that improved program efficiency and/or service delivery. 

 

 

FINAL 

FINAL REMARKS 

15. Self-Assessment - Assess whether the goals set out in your State Plan and/or Program Narrative were met as intended 
during the grant program. Highlight any needs that were not met, ongoing, or under-resourced. 

 

16. Impact and Achievements - Describe how this grant program impacted elections in your state/territory. Highlight your 
accomplishments and successes. 

 

17. Lessons Learned - Describe any lessons learned during the grant that may be replicated, expanded, or used as a model for 
other state programs. 

 

CERTIFICATION 

CERTIFICATION 

Name Title Phone Number 

Brad Lang Chief Financial Officer 303.869.4913 

Email Certified On  

brad.lang@coloradosos.gov 12/19/2024 2:47 PM EST  
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