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Agenda 
• Give a Brief Cybersecurity Framework Profile 
Overview 

• Recap the Election Infrastructure Profile Work 
• Preview the Next Voter Registration Profile 
• Share Next Steps 
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Cybersecurity Framework Components 

Implementation
Tiers 

Profile 

CORE 
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Cybersecurity Framework Profile Overview 
• Identifies an organization’s 

business objectives or
“mission objectives” 

• Represents the desired and 
prioritized outcomes based 
on the mission objectives 

• Aligns relevant standards,
guidelines, and practices
address the outcomes 

• Can identify opportunities for
improving an organization’s 
cybersecurity posture 

• Allows for self-assessment 

• Communication across all 
parties; Within or outside of an
organization 
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TGDC Meeting 
October 13, 2021 

Election Infrastructure (EI) Profile 
Draft NIST Interagency Report
(IR) 8310 -
Cybersecurity Framework 
Election Infrastructure Profile 

Document Status 
• Public comment closed May 
14th 

• Gathered and reviewed 
comments. 

• Thank you to all who provided 
feedback. 
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EI Profile Overview 
What you’ll find in the document: 
• Info about how we engaged with election stakeholders for input through 
workshops 
• This included participants from the Election Infrastructure Subsector 
Government Coordinating Council (GCC) and the Sector Coordinating 
Council (SCC) 

• Prioritized Mission objectives 

• Prioritized Categories for each Mission objective – Programmatic 
Outcomes (e.g., Asset Management) 

• Prioritized subcategories for each mission objective - specific outcomes 
of technical and/or management activities (e.g., Data-at-rest is 
protected).
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EI Profile Mission Objectives 

TGDC Meeting 
October 13, 2021 7 



  

  

   
 

Improving U.S. Voting Systems 

Example Mission Objective Description 
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TGDC Meeting 
October 13, 2021 

Category Prioritization 
Ranking Options: 
• High Priority (H) Categories 

were considered the most 
critical for accomplishing a 
Mission Objective. 

• Moderate-Possibly-High
Priority (M-H) Categories were
considered important to Mission
Objective, although not as 
important as High Priority 
Categories. 

• Moderate Priority (M) 
Categories were prioritized for a
Mission Objective, but not with 
the same urgency as other
priority Categories. 
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Example Category Prioritization 
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TGDC Meeting 
October 13, 2021 

Subcategory Prioritization 
Ranking Options: 
• High Priority ( ): The most 

critical Subcategories for enabling a
Mission Objective and should be
addressed immediately given
available resources. 

• Moderate Priority ( ): 
Subcategories that could be as 
urgent as High Priority Subcategories 
but most likely only in certain
contexts or environments. They may 
not need not be addressed as 
immediately as High Priority 
Subcategories. 

• Other Priority (     ): Subcategories 
that are important to the overall
cybersecurity of the Mission
Objective but may not require the 
same level of urgency as higher
priority Subcategories. 
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Example Subcategory Prioritization 
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Recap 
• NIST IR 8310 Cybersecurity Framework Election
Infrastructure Profile draft is available 

• The document gives a walk through of the steps to develop 
the Election Infrastructure profile 

• This profile can be used as an example election profile or a 
baseline profile. 

Potential Uses or Benefits 
• Repeatable process to improve cybersecurity posture 
• Stronger communication throughout an organization using a 
common language 

• Flexible activities that can be tailored to your needs 
• Identify any gaps or opportunities for improvement 
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Related Work 
Election Infrastructure Profile Usability Research 
• NIST worked with the Center for Tech and Civic 
Life to hold workshops to look into the usability of 
the cybersecurity framework profiles 

• This included stepping through the profile 
development process 

• Gathered information and feedback 
• Provided recommendations for improving the 
usability of the profiles 
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Related Work (cont.) 
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Voter Registration (VR) Profile 

Document Status 
• Not publicly available 
yet 

• Need to get additional 
feedback from election 
stakeholders 
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Next Steps 
• Coordinate next steps for VR profile with the DHS
Cybersecurity Framework Joint Working Group 

• Update both documents based on public 
comment and publish 

• Incorporate results from the usability research 

• Consider providing additional informative 
references – standards, guidelines, and best
practices that align with the outcomes 
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Questions? 
Gema Howell, NIST 
Gema@nist.gov 
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