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1 Introduction 
This Test Plan identifies iBeta Quality Assurance‟s (iBeta) approach to VSTL Certification Testing of the 
Election System & Software (ES&S) Unity 3.2.0.0 voting system to the Voting System Standards 2002 
(VSS 2002). The purpose of this plan is to document the scope and detail the requirements of 
certification testing tailored to the design and complexity of software being tested and the type of voting 
system hardware. 
 
The ES&S Unity 3.2.0.0 voting system has been submitted to iBeta for testing to support ES&S‟ 
application # ESS0701 to the US Election Assistance Commission (EAC) for certification to the VSS 
2002. 
 
The Unity 3.2.0.0 is a paper-based voting system that includes the: 

 Election management system election (EMS) preparation software: Election Data Manager, 
ES&S Ballot Image Manager, Hardware Programming Manager, AutoMARK Information 
Management System 

 EMS audit software: Audit Manager 

 Pre-vote hardware: Ballot on Demand COTs printer 

 Polling place optical scanner hardware and firmware: Model DS200 

 Polling place ballot marker hardware and firmware: AutoMARK Voter Assist Terminal A100, 
AutoMARK Voter Assist Terminal Model A200 

 Central count hardware and firmware: Model 650 

 Central count EMS software: Election Reporting Manager 
 
Due to the suspension of SysTest Labs (SysTest) in the middle of various Unity certification efforts, 
ES&S was authorized by the U.S. Election Assistance Commission to transfer their application for 
certification of the Unity 3.2.0.0 to iBeta. Unity 3.2.0.0 is a subset of paper ballot voting systems 
contained in the Unity v.4.0.0.0 voting system.  At the time of the suspension EAC approval of the Unity 
v.4.0.0.0 test plan was approved and a substantial amount of relevant testing had been successfully 
completed.   ES&S petitioned the EAC to assess the testing performed by SysTest for consideration of 
reuse. The EAC approved the following assessment process:  

 The EAC has authorized the reuse of the hardware testing conducted by SysTest sub-
contractors.   iBeta will review the reports to confirm any failures resulting in engineering 
changes are documented and the reports document that all hardware ultimately passed. 

 iBeta will audit a sample of the Technical Data Package (TDP) submitted to and reviewed by 
SysTest and provide a  recommendation to the EAC regarding the need to conduct a more 
comprehensive review of the TDP. The EAC shall issue a decision regarding reuse of the PCA 
Document Review. 

 iBeta will conduct a 3% review of the ES&S source code.  This review will focus on important 
functional sections of the code in order to determine the depth and focus of source review 
conducted by SysTest.  iBeta will provide a recommendation to the EAC regarding the reuse of 
the source code review conducted by SysTest.  The EAC will then issue a decision regarding 
the reuse of the source code review conducted by SysTest. 

 The EAC Technical Reviewers will review and assess the Functional, Accessibility, 
Maintainability, Accuracy, and Reliability test summary reports provided by SysTest on the 
DS200, M650, AutoMARK VATs, Ballot-on-Demand printer, and Unity EMS software.  The EAC 
will issue a decision regarding the reuse of this testing. 

 SysTest did not complete Volume, Stress, Error Recovery and Security testing.  iBeta will 
perform this testing on the DS200, M650, AutoMARK VATs, and Unity EMS software. 

 While applicable areas from the Unity v.4.0.0.0 Test Plan may be used, iBeta must issue a Unity 
3.2.0.0 test plan.  The EAC will review and approve a full test plan provided by iBeta. 

 SysTest shall provide the appropriate test summaries for all items that are accepted for reuse. 
 

In a letter issued February 12, 2009 the EAC authorized the reuse of the functional, accessibility, 
maintainability, accuracy, and reliability testing conducted for Unity 3.2.0.0 base upon the EAC technical 
reviewer's audit of all test plans, test methods, test cases, and test results related to the scope of the 
Unity 3.2.0.0 test campaign. This included a review of a document created by SysTest Labs that 
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summarized all related testing conducted for the scope of the Unity 3.2.0.0 with the test results.  The 
EAC concluded: 

 All functional, accessibility, maintainability, accuracy, and reliability testing outlined in the 
approved SysTest Unity 4.0 test plan is approved for reuse in the Unity 3.2.0.0 test campaign. 

 As part of the remaining testing the EAC is tasking iBeta with testing and verifying that the Unity 
3.2.0.0 system is in compliance with EAC RFI 2008-07 “'0‟ count to start the election”. This 
testing should be reflected in the test plan being developed by iBeta for the Unity 3.2.0.0 
system. iBeta is also tasked with testing and resolving the discrepancies listed by SysTest 
under the following tests:  GEN 02 – Straight Party, GEN 03 – Add Languages, and PR101 – 
Pick-a-Party tests.   

In a subsequent conversation with the EAC this last bullet was clarified to the open functional 
discrepancies identified in Table 5. 
 
Non-core hardware environmental testing is outside SysTest's test accreditation scope as a VSTL. 
SysTest's methods for validating the qualifications of the subcontractor laboratories was provided to the 
EAC and considered in their decision to permit reuse of the non-core environmental testing.  SysTest 
conducted the non-core safety and hardware environmental assessments and testing with the following 
subcontractors: 

 Compliance Technology Services 1820 Skyway Drive Unit J, Longmont, Colorado 80504 

 Components Reliability & Safety 1955 West 153rd Place, Broomfield, CO 80020  

 Criterion Technology 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474 

 Nebraska Center for Excellence in Electronics (NCEE) 4740 Discovery Dr., Lincoln, NE 68521 

 Percept Technology Labs 4735 Walnut St. #E, Boulder, CO 80301 

 Sun  Advanced Product Testing (APT) 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503 

 Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806 
 
The Physical Configuration Audit (PCA) of the ES&S Unity 3.2.0.0 shall incorporate a PCA Document 
Review Assessment of the Unity v.4.0.0.0 Technical Data Package (TDP) and a 3% PCA Source Code 
Review Assessment.  The results of these assessments with a recommendation shall be submitted to 
the EAC.  The EAC will direct iBeta if the SysTest Labs PCA Document Review and PCA Source Code 
Review may be accepted for reuse.   
 
A Functional Configuration Audit (FCA) of the Unity 3.2.0.0 shall include an EAC review of the Unity 
v.4.0.0.0 testing performed by SysTest to: 

 The requirements of Voting System Standards 2002; 

 The Unity v.4.0.0.0 specifications of the ES&S TDP; and 

 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
iBeta shall identify the scope of the Unity 3.2.0.0 volume, stress, error recovery, security testing and a 
single end-to-end system level functional test.  We shall develop a test plan, customize test cases, 
management of system configurations, test execution, and analysis of the test results. 
 
This test plan contains: 

 The voting system and the scope of certification testing; 

 The pre-certification test approach and methods; 

 The certification test hardware, software, references and other materials for testing; 

 The certification test approach and methods; 

 The certification test tasks and prerequisite tasks; and 

 The certification resource requirements. 
 

1.1 Unity 3.2.0.0 Exclusions   
The following are excluded from the Unity 3.2.0.0 voting system.  
 
As identified in the VSS2002 vol.1 section 4.1.2, software is excluded if it: 

 Provides no support of voting system capabilities; 

 Cannot function while voting system functionality is enabled; and 

 Procedures are provided that confirm software has been removed, disconnected or switched.  
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1.1.1 Unity v.4.0.0.0 Scope Excluded from Unity 3.2.0.0 

The items identified as exclusions are not contained in the Unity 3.2.0.0 system submitted for 
Certification under EAC Application # ESS0701. 

 Hardware including  related software/firmware and peripherals:  Automated Bar Code Reader 
(ABCR),  iVotronic DRE Precinct Tabulator, Model 100 Precinct Ballot Counter, the DS200 
modem kit, and the M650 configured with a network card; 

 EMS Software: Data Acquisition Manager and iVotronic Ballot Image Manager; and 

 System functionality and maintenance: DRE, VVPAT  

 Network functionality: Network data transmission for remote transmission of votes or 
consolidated results 

 Language accessibility other than English and Spanish. 
In an email dated October 15, 2008 the EAC granted permission for ES&S to reuse the Unity v.4.0.0.0 
TDP if the documents bore a disclaimer outlining the uncertified functionality that was not part of the 
Unity 3.2.0.0 certification. As such the review of the document content related to the uncertified Unity 
v.4.0.0.0 functionality was excluded from this review. 
 
In receiving the source code, documents and test artifacts from SysTest, iBeta determined if the 
material was in or out of the Unity 3.2.0.0 test scope.  Items determined to be out of scope were stored 
without further examination. No out of scope hardware was received.  
 

1.1.2 Unity 3.2.0.0 Other Exclusions 

The following functions are excluded from Unity 3.2.0.0 voting system and are not tested in this 
certification effort.  

 Provisional ballots: The handling of provisional ballots is procedural.  There is no provisional 
ballot functionality.  

 Transmission via Public Telecommunications: There is no transmission via public 
telecommunications. The DS200 modem is removed from this certification.  

 Use of Wireless Communications : There is no use of wireless communications 

 Shared Operating Environment: Unity 3.2.0.0 does not share an environment with other data 
processing functions.  
 

 

1.2 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing  

Table 1 Internal Documents 
Version # Title Abbv. Date Author  

v.07 Voting Certification Master Services 
Agreement- Election Systems & Software 

MSA contract 11/15/08 iBeta Quality 
Assurance 

Rev 02 Statement of Work No. 02 Commencement 
Phase: Assessment for Reuse and 
Reporting 

SOW 2-02  iBeta Quality 
Assurance 

Rev 01 Statement of Work No. 03 Maximum 
Reuse Project Estimate 

SOW 3-01  iBeta Quality 
Assurance 

v.4.0 C and C++ Review Criteria  11/17/08 iBeta Quality 
Assurance 

v.1.0 Z80 Assembler Review Criteria  10/19/07 iBeta Quality 
Assurance 

v.2.0 SQL Server Review Criteria  6/19/07 iBeta Quality 
Assurance 

v.0.1 COBOL Review Criteria  12/4/08 iBeta Quality 
Assurance 

v.2.0 Visual Basic Review Criteria  6/19/2007 iBeta Quality 
Assurance 

 ESS Source Code Review Letter 3% Source Code 
Review Assessment 

1/16/09 iBeta Quality 
Assurance 

 Unity 3.2 PCA Document Review 
Assessment 

PCA Document Review 
Assessment 

1/14/09 iBeta Quality 
Assurance 

 ESS Unity 3.2 Code & Equipment Receipt   2/18/09 iBeta Quality 
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Version # Title Abbv. Date Author  

Assurance 

 E001 through E039 Equipment Photos Equipment Images various iBeta Quality 
Assurance 

 Test Methods Unity 3.2.0.0  3/2/09 iBeta Quality 
Assurance 

 Reuse Environmental Test Case -Unity 3.2  2/15/09 iBeta Quality 
Assurance 

 Reuse Characteristics Test Case -Unity 3.2  2/15/09 iBeta Quality 
Assurance 

 FCA Security Review Unity 3.2  3/6/09 iBeta Quality 
Assurance 

 FCA Security Test - Unity 3.2 Windows 
Configuration Test steps  

 3/10/09 iBeta Quality 
Assurance 

 FCA Test Documents Review Unity 3.2  1/16/09 iBeta Quality 
Assurance 

 FCA Volume 1  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 2  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 3  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 4  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 5  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 6  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 7  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 8  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 9  3/10/09 iBeta Quality 
Assurance 

 FCA Volume 10  3/10/09 iBeta Quality 
Assurance 

v.2.0 Trusted Build Procedure  1/23/09 iBeta Quality 
Assurance 

 ES&S Unity 3.2.0.0 EAC Matrix  3/6/09 iBeta Quality 
Assurance 

 

1.3 External Documentation 
The documents identified below are external resources used to in certification testing. 

Table 2 External Documents 
Ver. # Title Abbv. Date Author  Test Plan 

Attachment 

 Help America Vote Act HAVA 10/19/02 107
th

Congress  

2006 Ed. NVLAP Voting System Testing NIST Handbook 150 NIST 150 Feb. 2006 NVLAP  

 NVLAP Voting System Testing NIST Handbook 150-22 NIST 150-22 Dec. 2005 NVLAP  

 Federal Election Commission Voting System Standards VSS Apr. 2002 FEC  

 Testing and Certification Program Manual Certification 
Program 
Manual 

1/1/07 EAC  

v.1.0 Voting System Test Laboratory Program Manual VSTL Program 
Manual 

July 2008 EAC  

v.5.2 EAC Test Matrix template   EAC  

 EAC Decision on Request for Interpretation 2007-02, 
2002 Voting Systems Standards, Vol. 1, Section 4.2.5 

Interpretation 
2007-02 

5/14/07 EAC  

 EAC Decision on Request for Interpretation 2007-04, 
2005 VVSG Vol. 1 Section 3.1.3 

Interpretation 
2007-04 

10/29/07 EAC  

 EAC Decision on Request for Interpretation 2007-05, 
2005 VVSG Vol. 1 Section 4.2.1 (Testing Focus and 

Interpretation 
2007-05 

11/6/07 EAC  
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Ver. # Title Abbv. Date Author  Test Plan 
Attachment 

Applicability) 

 EAC Decision on Request for Interpretation 2007-06, 
2005 VVSG Vol. 1 Section 4.1.1, 2.1.2c &f, 2.3.3.3o & 
2.4.3c&d. (Recording and reporting undervotes) 

Interpretation 
2007-06 

11/7/07 EAC  

 EAC Decision on Request for Interpretation 2008-01, 
2002 VSS Vol. II, 2005 VVSG Vol. II, Section 4.7.1 & 
Appendix C 

Interpretation 
2008-01 

2/6/08 EAC  

 EAC Decision on Request for Interpretation 2008-02, 
Battery Backup for Optical Scan Voting machines 

Interpretation 
2008-02 

2/19/08 EAC  

 EAC Decision on Request for Interpretation 2008-03 
(Operating System Configuration)  
2002 VSS Vol. 1: 2.2.5.3, 4.1.1, 6.2.1.1, Vol. 2: 3.5; 
2005 VVSG Vol. 1: 2.1.5.2, 5.1.1, 7.2.1, Vol. 2: 3.5 

Interpretation 
2008-03 

10/3/08 EAC  

 EAC Decision on Request for Interpretation 2008-04, 
2002 VSS Vol. I, Section 2.3.1.3.1a  
2005 VVSG Vol. II, Section 2.2.1.3a Ballot Production 

Interpretation 
2008-04 

5/19/08 EAC  

 EAC Decision on Request for Interpretation 2008-05 
2002 VSS Vol. I, Section 3.4.2  
2005 VVSG Vol. I, Section 4.3.2, Durability 

Interpretation 
2008-05 

5/19/08 EAC  

 EAC Decision on Request for Interpretation 2008-06, 
2002 VSS Vol. I, Sections 3.2.2.4c, 3.2.2.5 2005 VVSG 
Vol. I, V. 1.0, Sections 4.1.2.4c (Electrical Supply), 
4.1.2.5 (Electrical Power Disturbance) 

Interpretation 
2008-06 

8/29/08 EAC  

 EAC Decision on Request for Interpretation 2008-07; 
2002 VSS Vol. I, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1, 
4.4.3, 9.4; 2002 VSS Vol. II, Sections, 3.3.1, 3.3.2; 2005 
VVSG Vol. I, Sections, 2.2.4, 2.2.5, 2.2.6, 2.3.1, 5.4.3; 
2005 VVSG Vol. II, Sections, 1.3, 3.3.1, 3.3.2 

Interpretation 
2008-07 

8/27/08 EAC  

 EAC Decision on Request for Interpretation 2008-09 
(Safety Testing)  2002 VSS Vol. I, Section, 3.4.8 2005 
VVSG Vol. I, Section 4.3.8 

Interpretation 
2008-09 

8/25/08 EAC  

 EAC Decision on Request for Interpretation 2008-10 
(Electrical Fast Transient)  
2005 VVSG Vol. I, Section 4.1.2.6  
2005 VVSG Vol. II, Section 4.8 

Interpretation 
2008-10 

8/28/08 EAC  

 EAC Decision on Request for Interpretation 2008-12  
(Ballot marking Device/ Scope of Testing)  
2005 VVSG Vol. 1: 2.1.5. System Audit  
2005 VVSG Vol. 1: 2.1.5.2 Shared Computing Platform 

Interpretation 
2008-12 

12/19/08 EAC  

Unity 3.2.0.0 EAC Correspondence     

 2002 VSS Supported Functionality Declaration Unity 
3.2.0.0 

 10/29/08 ES&S  

 Unity 3.2.0.0 Implementation Statement  10/29/08 ES&S  

 Unity 3.2.0.0 Modules  No date ES&S  

 ESS Request to Change VSTL Unity 3.2 10.31.08  10/31/08 ES&S  

 SysTest iBeta Notice Ltr 11_21_08  11/21/08 ES&S  

 EAC Permission to Change VSTL Letter 11.18.08  11/18/08 EAC  

Unity v.4.0.0.0  Reuse Correspondence     

 Email: Reuse of Previous Testing for Unity 3.2.0.0  11/21/08 EAC  

 2-3-2009 Letter to ESS Reuse of Testing Final  2/3/09 EAC  

 2-3-2009 Approval Reuse of Testing Final  2/3/09 EAC  

 2-12- 09 Approval Reuse of Testing Functional FINAL  2/12/09 EAC  

Unity v.4.0.0.0 Test Documents     

Rev.10.0 ES&S Unity 4.0 Certification Test Plan Document 
Number 07-V-ESS-035-CTP-01 

 12/9/08 SysTest Labs  

Rev.0.2 Voting System Test Summary Report, Test Report for 
testing through 10/22/08 for ES&S Unity 4.0 Voting 
System, Report Number 01-V-ESS-035-CTP-01 

 12/19/08 SysTest Labs  

 Unity 4.0 Disc Rpt 10-28-08  10/28/08 SysTest Labs  

v.1.16 Retest Matrix v1.16  11/24/08 ES&S  

 Test Report No.- 080521-1251A   6/11/08 Criterion  
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Ver. # Title Abbv. Date Author  Test Plan 
Attachment 

EMC Qualification Test Report ES&S AUTOMARK, 
VAT A200 

Technology 

v.1.3 AutoMARK Voter Assist Terminal Test Report  6/19/05 Percept Tech-
nology Labs 

Rev 6G: Other 
Lab Reports 

 Test Report No.- 041223-857 
EMC Qualification Test Report  AutoMARK Technical 
Systems, LLC VAT 

 1/31/05 Criterion 
Technology 

 

 Test Report No. - 04-00542 
Testing Services Report AutoMARK VAT SN:002 

 1/14/05 APT  

 Test Report No. 48489-08  

Hardware Qualification Report of the ES&S M650 
Central Ballot Counter Firmware Release 2.0.1.0 

 1/7/05   

Rev. 1 Test Report No.- ATS-0501-R01-Rev.1 
Electrical Safety Testing to UL 60950-1 (Replaces 
#ATS-0501-R01, dated 4/30, 2005) 

 4/10/06 AutoMARK 
Technical 
Systems 

 

v.1.4 Operational Status Check Test Case (ATS VAT)  1/11/2005 SysTest Labs  

 Test Report No.- 080327-1225 

EMC Qualification Test Report AutoMARK, VAT A100 
 4/21/08 Criterion 

Technology 
 

 Test Report No.- 070730-1165 
EMC Qualification Test Report AutoMARK Technical 
Systems, LLC. Ballot Marking Device, VAT A300 

 8/9/07 Criterion 
Technology 

 

v.1.0 AutoMARK Voter Assist Terminal 1.1 Test Report  1/4/06 Percept Tech-
nology Labs 

 

Rev. 2 VAT Accuracy Test Case Status Report   SysTest Labs  

 Test Report No.- 070730-1165 
DS200 Scanner  EMC Test Report 

 7/31/07 NCEE  

 Test Report No.- R071107-30-01B 
DS200 Scanner EMC Test Report (Amended with 
Original) 

 5/27/08 NCEE  

 Test Report No.- 070314-1134A 
EMC Qualification Test Report ES&S  DS200 Ballot 
Scanner with Optional  76246 Ballot Box 

 5/15/07 Criterion 
Technology 

 

 Test Report No.- 080521-1244 
EMC Qualification Test Report ES&S Precinct Count 
Ballot Scanner, DS200 

 6/18/08 Criterion 
Technology 

 

 Test Report No.- 07-00231Testing Services Report 

DS200 Scanner and Ballot Box (Temp and Humidity) 
 4/16/07 APT  

 Test Report No.- 07-00207Testing Services Report 
DS200 Scanner and Ballot Box (Vibration) 

 4/25/07 APT  

v.1.0  DS200 Op Stat Check v1.0  11/21/08 SysTest Labs  

v.1.0  ES&S Unity 3.2.0.0 DS200 and Ballot Box and Voting 
System Test Report 

 5/1/07 Percept Tech-
nology Labs 

 

v.1.0  DS200 with Optional Ballot Box ESD Test Report  4/25/07 Percept Tech-
nology Labs 

 

 Test Report No.- ESS-0802-R04 

Summary Test Report Physical Stability Testing to UL 
60950-1 

 2/ 12/08 Components 
Reliability & 
Safety, Inc. 

 

 Test Report No.- 07-1001-A 

Product Safety Testing and Evaluation for Ballot Reader 
Model number DS200 with or w/o ballot box 

 4/27/07 Components 
Reliability & 
Safety, Inc. 

 

 DS200 Accuracy Test Summary  4/21/08 SysTest Labs  

 Test Report No.- 0806-R05 
Electrical Safety Testing to UL 60950-1:2007 

 7/28/08 Compliance 
Integrity 
Services 

 

 Test Report No.- R071107-30-02 
EMC Test Report (M650) 

 7/31/07 NCEE  

 Unity 4.0 Certification Test Plan Rev 6.0 Attachment E 
Test Case Matrix 10071228 

   Rev 6 -E: TC 
Matrix 

 Test Report No.- 08-00654 
Testing Services Report (M650) 

 5/2/08 APT  

v.1.1 M650 with Attached Printers Test Report  3/ 7/08 SysTest Labs  
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Ver. # Title Abbv. Date Author  Test Plan 
Attachment 

v.1.3 M650 with Epson Printer Test Plan  7/31/07 SysTest Labs Rev 6- D: HW 
Test Plans 

v.1.1 DS200 Scanner EMC Test Plan  7/30/07 SysTest Labs Rev 6- D: HW 
Test Plans 

Rev.01 Certification Test Plan ESS HW Test Matrix  2/1/08 SysTest Labs Rev 6- D: HW 
Test Plans 

Rev03 Rev03_Model650_TDP06202007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev05 Rev05_AuditManager_TDP07312007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev05 Rev05.DAM_TDP09262007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev09 Rev09.HPM_TDP09122007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev02 Rev.02_CF_Utility_TDP05072007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev03 Rev03.ERM_TDP08082007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev03 Rev03.EDM_BallotDataManager_TDP08012007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev03 Rev03.DS200_TDP09072007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev02 Rev02.ESSZIP_TDP07062007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev02 Rev.02_GetAuditData_TDP04022007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev02 Rev.02_MPRBOOT_TDP05162007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev02 Rev.02_SHELL_TDP05072007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev03 Rev.03_CB_EAGL_TDP05312007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev03 Rev.03_MAKEIBIN_08072007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev04 Rev.04_ESSEAGL_TDP07202007_ESS   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

Rev04 Rev.04_REGUTIL_TDP5312007   SysTest Labs Rev6 F-2: 
Code Disc 
12/27/07 

 Engineering Change Evaluation & Reviews for the  
DS200 ECOs 690 to 693 & 702 to 706 (multiple 
documents) 

 Various 
dates 

SysTest Labs  

 Non-conforming Work & Corrective Action Request  
SN008 ( for VAT A100 ECO #0025) 

 1/18/05 Percept 
Technology 
Lab 

 

 Engineering Change Evaluation & Review for the VAT  Various SysTest Labs  
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Ver. # Title Abbv. Date Author  Test Plan 
Attachment 

A200 References 200-206,208, 2 10-247, 256-278, 
324-346. 

dates 

A Engineering Specification -Model PW-080A2-1Y24AP 
(G) -(DS200 -ferrite molded power supply) 

 2/3/09 Wall Industries  

 
 

1.4 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort is listed below. 

 
Table 3 Voting System Technical Data Package Documents 

Document Version Date Author 

System Security Test Cases 4.0 09/02/08 ES&S 

System Security Test Procedure 3.0 09/02/08 ES&S 

Election Systems & Software, Inc. Indented Bill of Material None 05/15/08 ES&S 

Adobe Installation Reference Guide None 05/28/08 ES&S 

AIMS Requirements Trace Matrix 1.0 04/06/06 ATS 

AutoMARK Information Management System AIMS Release Notes 9.0 08/16/07 ATS 

AutoMARK Information Management System (AIMS) System Overview 4.0 05/14/07 ATS 

AutoMARK Information Management System (AIMS) System Functionality 4.0 01/11/08 ATS 

AIMS Hardware Specifications 3.0 04/20/07 ATS 

Compact Flash Memory Card Design Specifications 3.0 05/01/07 ATS 

AutoMARK Information Management System (AIMS) Programming 
Specifications Details 

2.0 04/23/07 ATS 

AutoMARK Information Management System (AIMS) Software Design 
Specifications 

4.0 01/11/08 ATS 

AutoMARK Information Management System Election Official‟s Guide 12.0 03/21/08 ATS 

AutoMARK INFORMATION MANAGEMENT SYSTEM SYSTEM 
OPERATIONS PROCEDURES 

4.0 04/23/07 ATS 

AutoMARK Information Management System (AIMS) System Security 
Specifications 

3.0 05/01/07 ATS 

AutoMARK Information Management System Quality Assurance Policy & 
Procedures 

4.0 01/11/08 ATS 

AIMS Quality Assurance Test Cases 5.0 03/07/08 ATS 

AIMS Quality Assurance Test Procedures 3.0 04/25/07 ATS 

AIMS Configuration Management Plan 3.0 04/25/07 ATS 

AIMS System Change Notes 17.0 06/08/07 ATS 

Audit Manager Test Case Specifications None 08/26/08 ES&S 

Audit Manager 7.5.0.0 Relational Model None None ES&S 

Setting the Date and Time on an AutoMARK None 05/13/08 ES&S 

ATS Component Storage and Handling Procedure 3.0 09/02/08 ES&S 

ATS Configuration Management Policy 3.0 09/02/08 ES&S 

Corrective Action Control Log 1.0 None ES&S 

Design Review Attendance Sheet 1.0 None ES&S 

Design Review Minutes 1.0 None ES&S 

Automark Design Review Policy 3.0 09/02/08 ES&S 

ATS Document Change Order 1.0 None ES&S 

ATS Document Change & Issue Procedure 4.0 09/02/08 ES&S 

Document Change Pending Re-Release 1.0 None ES&S 

ATS Document Control Policy 3.0 09/02/08 ES&S 

ATS Employee Training Procedure 3.0 09/02/08 ES&S 

Engineering Change Order/Change Request Form 1.0 None ES&S 

ATS Engineering Change Request/Change Order Process 4.0 09/02/08 ES&S 

ATS Engineering Development Policy 3.0 09/02/08 ES&S 

ATS Purchasing Procedure 3.0 09/02/08 ES&S 

ATS Quality Assurance Policy 3.0 09/02/08 ES&S 

ATS Quality System Audit Process 3.0 09/02/08 ES&S 

ATS Receiving Procedure 3.0 09/02/08 ES&S 

ATS Software and Hardware Release Process 8.0 09/02/08 ES&S 

System Bug Report Form 1.0 None ES&S 
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Document Version Date Author 

ATS System Report (Bug Reporting) Procedure 3.0 09/02/08 ES&S 

Audit Manager Checklist-Election Day Training Manual None 08/2007 ES&S 

ATS Quality System Master Audit Schedule 1.0 09/02/08 ES&S 

Ballot Image Processing Specifications 4.0 09/02/08 ES&S 

AutoMARK™ Ballot Scanning and Printing Specification 3.0 09/02/08 ES&S 

AutoMARK Configuration Management Plan (AQS) -13-5020-000-F 4.0 09/02/08 ES&S 

AutoMARK Driver API Specification 3.0 09/02/08 ES&S 

Automark Environmental Test Cases 5.0 09/02/08 ES&S 

AutoMARK Environmental Test Plan 5.0 09/02/08 ES&S 

AutoMARK Environmental Test Procedures 5.0 09/02/08 ES&S 

AutoMARK Graphical User Interface Design Specifications 3.0 09/02/08 ES&S 

Initial Software Installation Procedure 3.0 09/02/08 ES&S 

ES&S AutoMARK Jurisdiction Guide 7.0 03/20/08 ES&S 

AutoMARK Operating Software (AMOS) Design Specifications 3.0 09/02/08 ES&S 

AutoMARK Operations and Diagnostic Log Specifications 4.0 09/02/08 ES&S 

Operations and Diagnostic Log Test Cases 4.0 09/02/08 ES&S 

Operations & Diagnostic Log Test Procedures 4.0 09/02/08 ES&S 

Personnel Deployment and Training Requirements 4.0 09/02/08 ES&S 

ES&S AutoMARK Pollworker's Guide 8.0 03/20/08 ES&S 

AutoMARK Programming Specifications Details 5.0 09/02/08 ES&S 

ATS Quality System Procedures (QSP) Master List 1.0 09/02/08 ES&S 

AutoMARK Rapid Application Development Methodology (RAD) 4.0 09/02/08 ES&S 

AutoMARK 3010 VAT Release Notes 12.0 09/02/08 ES&S 

AutoMARK Requirements Trace Matrix 2.0 09/02/08 ES&S 

AutoMARK Software Design Specifications 4.0 09/02/08 ES&S 

AutoMARK Software Development Environment Specifications 4.0 09/02/08 ES&S 

AutoMARK Software Diagnostics Specification 4.0 09/02/08 ES&S 

Software Standards Specification 4.0 09/02/08 ES&S 

AutoMARK Software Quality Assurance Test Plan 4.0 09/02/08 ES&S 

Software Quality Assurance Test Cases 6.0 09/02/08 ES&S 

Software Quality Assurance Test Procedures 4.0 09/02/08 ES&S 

AutoMARK System Change Notes 90.0 09/02/08 ES&S 

AutoMARK System Functionality 4.0 09/02/08 ES&S 

ES&S AutoMARK System Installation and Maintenance Guide 9.0 03/24/08 ES&S 

AutoMARK System Introduction 3.0 09/02/08 ES&S 

System Level Test Cases 5.0 09/02/08 ES&S 

AutoMARK System Level Test Plan 5.0 09/02/08 ES&S 

AutoMARK System Level Test Procedures 4.0 09/02/08 ES&S 

AutoMARK System Security Specifications 4.0 09/02/08 ES&S 

AutoMARK System Overview 4.0 09/02/08 ES&S 

AutoMARK™ TECHNICAL DATA PACKAGE TABLE OF CONTENTS None 09/02/08 ES&S 

ES&S AutoMARK Voter's Guide 8.0 03/20/08 ES&S 

AUTOMARK™ EMBEDDED DATABASE INTERFACE SPECIFICATION 5.0 09/02/08 ES&S 

AutoMARK System Hardware Specification 3.0 09/02/08 ES&S 

AutoMARK VAT Software and Firmware Compilation Instructions 12.0 05/27/08 ES&S 

ES&S Ballot Production Handbook None 07/17/07 ES&S 

Ballot Data File Specification Unity Version 4.0.0.0 1.0 04/30/07 ES&S 

ES&S Ballot On Demand Printer Setup and Printing Procedures Version 
Release 7.7.0.0 Okidata part number 58273508 

None 08/22/08 ES&S 

Ballot Set Collection File Specification Unity Version 4.0.0.0 1.0 04/30/07 ES&S 

Automark Technical Systems Integration & Testing Bug Report 1.0 None ES&S 

Development Practices and Coding Standards Election Systems and Software 
Version Number 2.3.0.0 

2.3 07/11/08 ES&S 

DS 200 Part list None 05/12/08 ES&S 

DS200 Election Day Checklist Version Number 1.3.7.0 None 05/09/08 ES&S 

ES&S DS200 Power Management Board Validation None 08/01/08 ES&S 

DS200 Pre-Election Day Checklist Version Number 1.3.7.0 None 07/02/08 ES&S 

ES&S DS200 Scanner Board Dump Compare Hardware Version 1.2.1.0 
Firmware Version 2.0.0.0 

None 09/26/08 ES&S 

DS200 Test Cases Unity 4.0 Version 1.3.7.0 None 06/13/08 ES&S 

Engineering Change of Order documentation None None ES&S 
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Document Version Date Author 

Election Data Manager (EDM) Checklist-Election Day Training Manual None 08/2007 ES&S 

Election Data Manager Test Case Specifications Software Version 7.8.0.0 None 10/27/08 ES&S 

Election Data Manager 7.8.0.0 County Tables Relational Model None None ES&S 

Election Data Manager 7.8.0.0 Election Tables Relational Model None None ES&S 

EDMXML File Specification None 06/15/07 ES&S 

EL80 File Specification None None ES&S 

Election Reporting Manager Pre-Election Day Training Manual (Old version) 1.0 02/29/08 ES&S 

Election Reporting Manager Pre-Election Day Training Manual Version 
Number 7.5.0.0 

None 05/09/08 ES&S 

Election Reporting Manager / ERM Product Test Cases Unity 4.0 Version 
7.5.2.0 

None 10/23/08 ES&S 

ESS Hardware Acceptance Checklists None None ES&S 

ES&S License Agreements Software Development None 06/10/05 ES&S 

ESS Sample Deliverable Timeline None None ES&S 

ES&S Software/Firmware Acceptance 1.0 02/25/08 ES&S 

ESSCRYPT Functional Specification Version 1.8.1.0 None 11/16/07 ES&S 

ESSDECPT Functional Specification Version 1.8.1.0 None 11/16/07 ES&S 

ESSHardware Revision History None 11/02/07 ES&S 

ESS Image Manager (ESSIM) Checklist-Election Day Training Manual None 08/2007 ES&S 

ESS Image Manager Test Case Specification Software Version 7.7.0.0 Test 
Case 2.0 

None 10/17/08 ES&S 

ESSXML File Specification None 04/30/07 ES&S 

Hardware Revision Description 1.0 08/27/07 ES&S 

Hardware Programming Manager (HPM) Checklist-Election Day Training 
Manual 

None 08/2007 ES&S 

Hardware Programming Manager Test Case 1.0 Unity Version 4.0 None 06/06/08 ES&S 

Interface (IFC) File Specification None None ES&S 

ISO Certification Pivot None None ES&S 

Ricoh Electronics Quality Manual 4.0 07/06/06 ES&S 

Jurisdiction Security Procedures Version 1.0.0.1 None 05/09/08 ES&S 

Language Data File Specification None 04/30/07 ES&S 

Setting the Date and Time on a Model 100 Scanner None 05/13/08 ES&S 

Setting the Date and Time on a Model 650 Scanner None 05/13/08 ES&S 

Model 650 Output File Specification None None ES&S 

Setting the Machine ID on a Model 650 Scanner None 05/13/08 ES&S 

Model 650 Test Case Specification Firmware Version 2.2.1.0 Hardware 
Version 1.1 Test Case 1.0 

None 10/17/08 ES&S 

OmniDrive USB/USB2 Installation Guide 1.0 05/20/08 ES&S 

Open Source & 3rd Party Code Management Procedure None 01/03/06 ES&S 

Election Data Manager Training Manual Version Number 4.0.0.0 1.0 02/29/08 ES&S 

ESSIM Training Manual Version Number 4.0.0.0 1.0 02/29/08 ES&S 

Election Results Export (EXP) Election Day Checklist None 02/29/08 ES&S 

Hardware Program Manager Training Manual Version Number 5.7.0.0 None 05/09/08 ES&S 

Model 650 Election Day Checklist Version Number 2.2.1.0 1.0 02/29/08 ES&S 

Model 650 Pre-Election Day Checklist Version Number 2.2.1.0 1.0 02/29/08 ES&S 

Model 650 Handout A: Setting the Date & Time None 02/29/08 ES&S 

Product Release Request None None ES&S 

Quality Assurance Manual K 03/17/05 ES&S 

Trace to Vendor Testing and Technical Data Package 05-01 12/01/08 ES&S 

QMI Management Systems Registration Certificate of Registration None None ES&S 

QMI Certificate of Registration None None ES&S 

RM/COBOL® Installation Guide 1.1 05/20/08 ES&S 

ES&S Software Validation Phase I Create ES&S Preliminary Definition File 1.1 04/10/08 ES&S 

ES&S Software Validation Phase II-Create ES&S Package Definition File-
Using the ES&S Software Validation Utility 

1.2 04/10/08 ES&S 

ES&S Software Validation Phase III-ES&S Software Validation Procedure-
Using the ES&S Software Validation Utility 

1.1 04/10/08 ES&S 

ES&S System Security Specification Version Release 4.0.0.0 None 07/08/08 ES&S 

TDP Table of Contents and Abstracts None 05/28/08 ES&S 

ES&S DS200 System Maintenance Manual 1.2.0 10/17/08 ES&S 

ES&S Configuration Management Plan 1.0 10/28/08 ES&S 
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Document Version Date Author 

System Change Notes 1.0 11/25/08 ES&S 

System Limitations Election Systems and Software None 12/01/08 ES&S 

ES&S Quality Assurance Program Manufacturing 1.0 11/21/08 ES&S 

ES&S Quality Assurance Program Software and Firmware 1.0 11/25/08 ES&S 

ES&S Software Design Specifications Audit Manager 1.0 11/14/08 ES&S 

ES&S Software Design Specifications DS200 1.0 11/14/08 ES&S 

ES&S Software Design Specifications Election Data Manager (EDM) 1.0 11/17/08 ES&S 

ES&S Software Design Specifications v 1.0 11/14/08 ES&S 

ES&S Software Design and Specification ES&S Ballot Image Manager 
(ESSIM) 

1.0 11/14/08 ES&S 

ES&S Software Design and Specification Hardware Programming Manager 
(HPM) 

1.0 11/14/08 ES&S 

ES&S Software Design Specifications Model 650 1.0 11/14/08 ES&S 

ES&S System Functionality Description Model 650 1.0 11/17/08 ES&S 

ES&S System Functionality Description Audit Manager 1.0 11/17/08 ES&S 

ES&S System Functionality Description DS200 1.0 11/17/08 ES&S 

ES&S System Functionality Description EDM 1.0 11/17/08 ES&S 

ES&S System Functionality Description ERM 1.0 11/17/08 ES&S 

ES&S System Functionality Description ES&S Ballot Image Manager (ESSIM) 1.0 11/17/08 ES&S 

ES&S System Functionality Description Hardware Programming Manager 
(HPM) 

1.0 11/17/08 ES&S 

ES&S System Hardware Specification DS200 1.0 11/17/08 ES&S 

ES&S System Hardware Specification Model 650 1.0 11/1742008 ES&S 

ES&S Model 650 System Maintenance Manual Firmware Version 2.2.1.0 
Hardware Version 1.1 and 1.2 

None 10/17/08 ES&S 

ES&S Audit Manager System Operations Procedures Version Release 7.5.0.0 None 10/17/08 ES&S 

ES&S DS200 System Operations Procedures Hardware Version 1.2.1 
Firmware Version 1.3.7.0 

None 10/17/08 ES&S 

ES&S Election Data Manager System Operations Procedures Version 
Release 7.8.0.0 

None 10/17/08 ES&S 

ES&S Election Reporting Manager System Operations Procedures Version 
Release 7.5.2.0 

None 10/17/08 ES&S 

ES&S Image Manager System Operations Procedures Version Release 
7.7.0.0 

None 10/17/08 ES&S 

ES&S Hardware Programming Manager System Operations Procedures 
Version Release 5.7.0.0 

None 10/17/08 ES&S 

ES&S Model 650 System Operations Procedures Firmware Version 2.2.1.0 
Hardware Version 1.1 and 1.2 

None 10/17/08 ES&S 

System Overview 1.0 11/12/08 ES&S 

Unity System Test Plan 1.0 11/20/08 ES&S 

ES&S Personnel Deployment and Traiing Recomendations 1.0 11/21/08 ES&S 

Installation Guide Windows XP On Dell Optiplex GX520 1.2 05/21/08 ES&S 

Verify DS200 Operating System Using Open SSL None 09/19/08 ES&S 

VSTL Source Code Status Report None None ES&S 

Audit Manager Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure ESS Linux 6.2 Beyond Linux From Scratch (BLFS) 2.0 04/25/08 ES&S 

CB_650 Build Environment Compile-Install Guide 1.0 None ES&S 

CB_EAGL Build Environment Compile-Install Guide 1.0 None ES&S 

CB_M100 Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure CB_PEB.DLL 1.0 05/22/08 ES&S 

CB_RAND Build Environment Compile-Install Guide 1.0 None ES&S 

Compact Flash Utility Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure PCCARD30.EXE 2.0 05/21/08 ES&S 

CRCDLL Build Environment Compile-Install Guide 1.0 None ES&S 

DS200 Firmware Backup to CompactFlash® 1.0 None ES&S 

DS200 Update Device Creation Procedure 1.0 None ES&S 

DS200 Update Device File Copy Procedure 1.0 None ES&S 

DS200 Operating System Installing/Replacing CompactFlash® Procedure 1.0 None ES&S 

DS200 Touch Screen Calibration 1.0 None ES&S 

DS200 Firmware to USB Update Media File Copy Procedure 1.0 None ES&S 

Build Procedure DS200 Ancillary Devices 1.2 04/28/08 ES&S 
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Document Version Date Author 

Build Procedure DS200 Firmware 2.0 04/28/08 ES&S 

ESS Linux 6.2 BLFS Target Operating System Build and Install Procedure 
Document Version 1.3.0.0 

None 04/25/08 ES&S 

Election Data Manager Build Environment Compile-Install Guide 1.0 None ES&S 

Election Packager Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure Election Reporting Manager Version 7.5.2.0 None 11/11/08 ES&S 

ERMDLL Build Environment Compile-Install Guide 1.0 None ES&S 

ESSCrpt1 Build Environment Compile-Install Guide 1.0 None ES&S 

ESSCRYPT Build Environment Compile-Install Guide 1.0 None ES&S 

ESS Decrypt Build Environment Compile-Install Guide 1.0 None ES&S 

ESS Eagle Build Environment Compile-Install Guide 1.0 None ES&S 

ESS Image Manager Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure ESSM100.DLL 2.0 05/22/08 ES&S 

ESSPCMIO Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure ESSPEB.DLL 1.0 05/22/08 ES&S 

ESSXML Build Environment Compile-Install Guide 1.0 None ES&S 

ESSZIP Build Environment Compile-Install Guide 1.0 None ES&S 

Events Build Environment Compile-Install Guide 1.0 None ES&S 

ExitWin Build Environment Compile-Install Guide 1.0 None ES&S 

Get Audit Data Utility Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure Hardware Programming Manager Version 5.7.0.0 None 05/06/08 ES&S 

HPMDLL Build Environment Compile-Install Guide 1.0 None ES&S 

Images Build Environment Compile-Install Guide 1.0 None ES&S 

InstallShield® Professional Installation Guide 1.0 None ES&S 

Installation Guide InstallShield® Express 2.1 1.0 None ES&S 

InstallShield Professional Installation Guide 1.0 None ES&S 

RM/COBOL® Version 11.01 Development System and WOW Designer TM 
Version 11.01 

2.0 None ES&S 

Build Procedure ESS Linux 6.2 Linux From Scratch (LFS) 2.0 04/24/08 ES&S 

ES&S Model 650 QNX Build Environment Compile-Install Guide 1.0 None ES&S 

MakeIbin Build Environment Compile-Install Guide 1.0 None ES&S 

MFC SHARED Source Installation Guide 1.1 None ES&S 

MPRBOOT.HEX Build Environment Compile-Install Guide 1.0 None ES&S 

MYDLL Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure PBMtoBMP.EXE 2.0 05/20/08 ES&S 

RegUtil Build Environment Compile-Install Guide 1.0 None ES&S 

Shell Build Environment Compile-Install Guide 1.0 None ES&S 

ShellSetup Build Environment Compile-Install Guide 1.0 None ES&S 

UndrVote Build Environment Compile-Install Guide 1.0 None ES&S 

Build Procedure VioDialog.EXE 2.0 05/21/08 ES&S 

VioWin Build Environment Compile-Install Guide 1.0 None ES&S 

Visual Studio Professional Edition Installation Guide 1.0 None ES&S 

Installation Guide Visual Studio 2005, Professional Edition with Service Pack 1 1.1 None ES&S 

Installation Guide Visual Studio 6.0, Enterprise Edition with Service Pack 5 1.2 None ES&S 

Installation Guide Visual Studio 2005, Professional Edition without Service 
Pack 1 

1.0 None ES&S 

Win650 Build Environment Compile-Install Guide 1.0 None ES&S 

Installation Guide Windows XP On Corsair Orbit 1.2 03/20/08 ES&S 

Installation Guide Windows XP On Corsair Orbit (no VGA Driver) 1.2 05/22/08 ES&S 

Installation Guide Windows XP On Dell Optiplex GX520 1.2 04/24/08 ES&S 

 

1.5 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 

Table 4 Terms and Definitions 
Term Abbreviation Definition 

Absentee Ballot  A paper ballot cast outside of an early voting center or 
election day polling place 

Audit Manager AM A Unity election management system audit logging 
software application for the Election Data Manager and 
Ballot Image Manager 
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Term Abbreviation Definition 

Ballot Control - Accepts  HPM option that instructs the DS200 to accept and 
tabulate overvoted, blank, primary crossovers or ballots 
with unreadable marks without alerting the voter.  

Ballot Control- Query  HPM option that instructs the DS200 to return and 
query the voter when encountering an overvoted, 
blank, primary crossovers or ballots with unreadable 
marks. Voter has the option to request a new ballot or 
instruct he system to accept the ballot as is. 

Ballot Control - Reject  HPM option that instructs the DS200 to automatically 
reject crossover, overvoted or blank ballots. Ballots will 
not be accepted. 

Ballot Marking Device BMD A device that marks a paper ballot for a voter 

Ballot On Demand BOD An optional operating mode in ESSIM that is used to 
print a small quantity of election quality ES&S paper 
ballots on a COTS OKI 9600 HDN color laser printer. 

Certified Information System Security 
Profession 

CISSP A certification for information system security 
practitioners, indicating successful completion of the 
CISSP examination administered by the International 
Information Systems Security Certification Consortium 

Central counter  A type of voting system that records and reports paper 
ballots at the central count 

Double Spit and Wipe  Functionality on the VAT to support older ES&S optical 
scanners outside the scope of Unity 3.2.0.0 

Early voting mode -  A mode on the DS200 that permits ballots to be cast 
prior to election day. A flag is set in HPM to include all 
precincts for the election. The poll-worker can select a 
voter's precinct and ballot style when used in Early 
Voting or an Absentee configuration. 

Election Data Manager EDM A Unity election management system software 
application to define and store jurisdiction election data  

Election Systems and Software ES&S Manufacturer of the Unity Voting System 

Election management system EMS The ballot preparation and central count portions of a 
voting system.   

Election Reporting Manager ERM A Unity central count software application to compile 
and report election results from Unity voting devices 

Enhanced AutoCast  Functionality for automatically dropping AutoMARK 
ballots into a ballot box 

Escrow Agency  EAC identified repository that retains the file signature 
of the trusted build 

ES&S AutoMARK Information 
Management System 

AIMS A windows-based election management system 
software application to define election parameters for 
the VAT, including functionality to import election 
definition files produced by the Unity EMS and create 
VAT flash memory cards 

ES&S Ballot Image Manager ESSIM A Unity election management system desktop 
publishing tool to layout and format paper ballots 

Executable Lines of Code eLOC Lines of code that execute functionality.   Comments 
and blank lines are excluded from counts of executable 
lines of code. 

Flash Memory Card FMC Portable memory that contains the election definition to 
display the ballot content on a VAT. 

Full or New Code Review  First time submission submitted for certification review 
or previously certified code with changes to the code so 
significant that a full review is warranted. 

Graphical User Interface GUI A method of interaction with a computer which uses 
pictorial buttons (icons) and command lists controlled 
by a mouse 

Hardware Programming Manager HPM A Unity election management system software 
application to import, format, and convert an election 
file and create election definitions for ballot scanning 
equipment 

Help America Vote Act HAVA Legislation enacted in 2002 which includes creation of 
the EAC, federal voting standards and accreditation of 
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Term Abbreviation Definition 

test labs 

intElect DS200 DS200 A Unity Voting System precinct count optical scanner 
paper ballot tabulator including a 12-inch touch screen 
display providing clear voter feedback and poll worker 
messaging. 

Model 650 M650 A Unity Voting System central count high-speed optical 
scanner paper ballot tabulator The M650 prints results 
reports to an external printer and saves results to a zip 
disk. 

National Standard Reference Library NSRL Part of NIST that provides software escrow. 

National Voluntary Laboratory 
Accreditation Program 

NVLAP Part of NIST that provides third-party accreditation to 
testing and calibration laboratories. 

Open Primary Pick a Party (Party 
Preference) 

 Ballot contains all contests that the voter is eligible to 
vote for in addition to any nonpartisan contests. Voter 
only votes the partisan contests for one party but 
chooses which party in the privacy of the voting booth 
by only voting for candidates from the desired party. 
Pick a Party is where a party selection contest appears 
before the partisan section of the ballot. If the voter 
chooses a party from the party selection contest, votes 
for candidates that represent any other party are 
ignored so that the voter cannot spoil the ballot. 

Precinct counter  A type of voting system that records paper or electronic 
ballots at the polling place 

Printer Engine Board version PEB v. Version of the firmware on the Printer Engine Board 
identifies support or non-support of Enhanced AutoCast 
and Double Spit & Wipe (v.1.70 supports)  

Single Board Computer version SBC v.  Version of the Single Board Computer identifying board 
connections and chips 

Trusted Build  A compile and build of the source code reviewed by 
iBeta into executable code.  Construction of the build 
platform and compile is performed by iBeta following 
the documented instructions of the manufacturer.  A 
manufacturer's representative is present to witness the 
build.  

Technical Data Package TDP  The documentation and code relating to the voting 
system, submitted by the manufacturer for review. 

Universal Power Supply UPS Uninterrupted power supply 

U.S. Election Assistance Commission EAC U.S. agency established by the Help America Vote Act 
of 2002 to administer Federal elections. 

Voluntary Voting System Guidelines VVSG Federal voting system test standards created by the 
EAC. Eventually these will replace the VSS. 

Voting System Standards VSS Federal voting system test standards, predecessor of 
the VVSG. 

Voting System Test Lab VSTL Lab accredited by the EAC to perform certification 
testing of voting systems. 

Voting Variations  Significant variations among state election laws 
incorporating permissible ballot content, voting options 
and associated ballot counting logic  

Voter Assist Terminal VAT A ballot marking device to assist multilingual voters and 
voters with visual, aural or dexterity disabilities to vote a 
paper ballots in a private manner 

Unity x.x.x.x  A voting system produced by ES&S configured with 
various election software applications, DREs, optical 
scanners and ballot marking devices.  The 
configuration varies for each version of Unity.  

Witness Build for Unity 3.2.0.0  The Unity 4.0.0.0 Trusted Build performed by SysTest 
Labs.  iBeta shall initiate testing with this build. 
Following iBeta's performance of the Trusted Build a 
regression test will be run.   
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2 Pre-certification Tests 

2.1 Pre-certification Test Activity & Test Results 
The scope of the ES&S Unity 3.2.0.0 certification test effort resulted from the transfer of two EAC 
certification test efforts previously submitted for testing to SysTest Labs. ES&S' petition for 
consideration of reuse of SysTest Labs reviews and testing resulted in the identification of a unique set 
of pre-certification test activities.  As noted in the section 1 Introduction responsibility for these activities 
was designated to either iBeta or the EAC.  iBeta conducted a review of the test documentation 
provided by ES&S and SysTest Labs  to assess the scope of testing for  conformance to the 2002 VSS 
Environmental Hardware, Volume, Stress, Error Recovery, Telecommunication and Security 
requirements. Assessment and determination of the reuse of the Functional, Usability, Accessibility, 
Maintainability, Accuracy and Reliability testing was to be provided by the EAC. 
 
iBeta's evaluation of prior Non-VSTL and VSTL testing and test results is listed below.   
 

2.1.1 FCA Document Review & Results 

iBeta initiated an assessment to identify and separate  Unity v.4.0.0.0 hardware and software excluded 
from Unity 3.2, SysTest test results petitioned for reuse by ES&S, and items in scope of additional 
testing required in the Unity 3.2.0.0 certification test effort. Following the assessment a process for 
review was identified.  This process and the results of the FCA Document Review are described below.   
 

2.1.1.1 Identification of Out of Scope Unity v.4.0.0.0 Hardware & Software 
 Unity v.4.0.0.0 hardware and software excluded from the application for Unity 3.2.0.0 filed with the EAC 
was identified as out of scope for Unity 3.2.0.0 certification.  This included: iVotronic Ballot Image 
Manager (iVIM); Data Acquisition Manager (DAM); iVotronic DRE precinct tabulator including the 
associated peripherals; Automatic Bar Code Scanner (ABCR); Model 100 precinct scanner (M100); and 
network data transmission, including remote transmission of vote data and/or consolidated results data. 
 
FCA Document Review Result: All documentation of testing and review for these Unity v.4.0.0.0 
hardware and software was excluded from examination in Unity 3.2.0.0 (see Table 6 Out of Scope & 
Non Issues). 
 

2.1.1.2 Identification of Unity v.4.0.0.0 Hardware & Software Test Results Petitioned for 
Reuse 

The components transferred for certification under Unity 3.2.0.0 included:  

 Audit Manager (AM), v. 7.5.0.0;  

 Election Data Manager (EDM), v. 7.8.0.0;  

 ES&S Ballot Image Manager (ESSIM), v. 7.7.0.0;  

 Ballot On Demand (BOD), v. 7.7.0.0;  

 Hardware Programming Manager (HPM), v. 5.7.0.0;  

 Election Reporting Manager (ERM), v. 7.5.2.0;  

 ES&S AutoMARK Information Management System (AIMS), v. 1.3.57;  

 AutoMARK Voter Assist Terminal (VAT), Model A100, HW v. 1.0 and A200, HW v. 1.0 and 1.1, 
Firmware v. 1.3.2904;  

 intElect DS200 precinct count scanner (DS200), HW v. 1.2.0 and v. 1.2.1, FW  v. 1.3.7.0, Power 
Management FW v. 1.2.0.0, Scanner FW v. 2.11.0.0;  

 Model 650 central count scanner (M650), HW v. 1.1 and 1.2, FW v. 2.2.1.0.  
ES&S petitioned the EAC for reuse of the application Unity v.4.0.0.0 test results.  SysTest documented 
these results and provided them in their report Voting System Test Summary Report, Test Report for 
testing through 10/22/08 for ES&S Unity 4.0 Voting System, Report Number 01-V-ESS-035-CTP-01, 
Rev 0.2, December 19, 2008. This report documented their certification processes and testing 
performed including:  " documentation review of the Technical Data Package, source code review, and 
testing... executing functional test cases based on the project test requirements, system level tests 
prepared by SysTest Labs and analysis of results." For the hardware and software identified above as in 
scope for Unity 3.2.0.0 iBeta reviewed the open discrepancies related to system functionality and 
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system changes submitted during the Unity v.4.0.0.0 test effort.  A comparison of the versions submitted 
in the SysTest report and those identified discrepancies for Unity 3.2.0.0 was conducted to confirm if the 
versions being submitted for Unity 3.2.0.0 matched the versions that were tested in the Unity v.4.0.0.0 
certification. 
 
If the Unity version number of the submitted system changes was equal to or less than the version 
identified in the report it was excluded due to the petition for reuse of the SysTest results.  
If the open functional discrepancy was equal to the version or greater than the identified in the report it 
was included in the iBeta testing of Unity 3.2 
 
FCA Document Review Result:  It was found that SysTest Labs tested the versions identified in the 
System Changes.  This resulted in the exclusion of the following discrepancies from the iBeta test 
scope: 499, 500, 501, 502, 504, 505, 506, 507, 508, 509, 526, 527, 528, 529, 530, 531, 532, 533, 534, 
535, 536, 537, 539, 540, 541, 542, 543, 544, and 546. Functional issues encountered in the versions 
identified in the report. This resulted in the inclusion of 411, 434, 453, 454, and 475 in the iBeta testing 
of Unity 3.2.0.0 (see Table 5 Unity 3.2.0.0 Applicable Discrepancies and Table 6 Out of Scope & Non 
Issues). 
 

2.1.1.3 Identification of Unity 3.2.0.0 Additional Testing  
The EAC approved a Unity v.4.0.0.0 Test Plan.  At the time of the suspension of SysTest Labs they had 
completed System Level Functional, Usability, Accessibility, Maintenance, Data Accuracy, and 
Reliability. The Volume, Stress, Error Recovery and Security testing had not been completed.   An FCA 
test documentation review was completed to determine the VSS requirements applicable to security, 
volume, stress, performance and recovery testing, as well as incorporation of the open in-scope 
functional discrepancies identified above.  Following identification of the applicable requirements a 
review of the approved Unity v.4.0.0.0 was performed to identify the approved test methodology.  This 
has been combined with an examination of the system limitations and security documentation provided 
to determine the required content of the Volume, Stress, Error Recovery and Security testing.  External 
reports from the EAC of issues encountered by jurisdictions in Unity 3.2.0.0 were incorporated into the 
security review.  These included attempting a malicious attack on an M650 zip disk and attempting to 
manipulate audit logs. 
 
FCA Document Review Result:  iBeta shall initiate Volume, Stress, Error Recovery and Security testing 
of the Unity 3.2.0.0.  In 2-12- 09 Approval Reuse of Testing Functional FINAL the EAC approved the 
reuse of the SysTest Labs System Level Functional, Usability, Accessibility, Maintenance, Data 
Accuracy, and Reliability testing.. 
 

2.1.2 PCA Document Review Assessment & Recommendation for Reuse 

The  audit of the ES&S Unity 3.2.0.0 Technical Data Package (TDP) was in accordance with the EAC 
instructions (see section 1 Introduction) for assessment and recommendation for reuse of the PCA 
Document Review (VSS vol. 2 section 2) conducted by SysTest Labs for Unity v.4.0.0.0 test effort.  
 
iBeta sampled the ES&S  Unity 3.2.0.0 documents.  The sample selection included the documents 
identified in the SysTest Labs issued discrepancies and documents needed to complete the  Unity 
3.2.0.0 trusted builds, a sample 3% source code review, test planning and test execution.  Criteria for 
the review included confirmation that the Unity 3.2.0.0 documents addressed any document 
discrepancies within the scope of the Unity 3.2.0.0 test effort and the content provided sufficient 
information in order to complete the test tasks list above.  
 

2.1.2.1 Documentation of the Audit of the TDP  
Due to the change of scope, many discrepancies issued by SysTest Labs were outside the scope of 
Unity 3.2.0.0.  iBeta reviewed every open discrepancy.  Issues, which were identified as all or partially 
relevant to the Unity 3.2.0.0 scope, were transferred to iBeta's Unity 3.2.0.0 Discrepancy Report.  Issues 
or parts of issues, outside this scope were excluded.  Scope assessment was recorded in a review 
disposition document.  The transferred discrepancies identified location of the issue, SysTest Labs 
discrepancy number, and detail of the initial description from the SysTest Labs discrepancy report.  
iBeta confirmed the issues were valid and traced to an appropriate 2002 VSS requirement.  iBeta 
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reviewed the SysTest Labs description history from the original SysTest Labs discrepancy report and 
the Unity 3.2.0.0 documents submitted by ES&S to validate resolution of the issue.  In some instances 
discrepancies were incorporated into Unity 3.2.0.0 FCA.    
 
The review of documents necessary to complete Unity 3.2.0.0 trusted builds, sample code review; test 
planning and test execution was incorporated into these tasks and recorded in the daily status.  Missing 
content or discrepancies were reported in iBeta's Unity 3.2.0.0 Discrepancy Report.  This report will be 
included as an appendix in the final VSTL Certification Test Report. Issues must be resolved and 
validated prior to the completion of certification testing.  
 
Review of ES&S' Quality Assurance and Configuration Management documentation is part of the PCA 
Document Review.  In addition to the build and installation process, iBeta observes the delivered 
materials, documents, hardware and software to confirm that ES&S' is consistent with their internal 
quality procedures and configuration management.  The VSS tasks the VSTL with this observation 
during testing.  Any inconsistencies identified by iBeta shall be noted as on the discrepancy report as 
informational.  iBeta shall deem that ES&S follows their policies if no inconsistencies are identified 
during the test effort. 
 

2.1.2.2 TDP Audit Results 
The Unity 3.2.0.0 TDP submitted by ES&S was sufficient to close the majority of the document 
discrepancies deemed inside the scope of Unity 3.2.0.0. The  

 One document issue remained open for additional clarification of the ES&S response; 

 One document issue remained open for incorporation into the iBeta Security Review; and   

 Four issues did not have a response from ES&S.  As these were the last items on the list 
SysTest may not have submitted them to ES&S.   

 
Review of documents necessary to perform Unity 3.2.0.0 trusted builds, sample 3% code review and 
test planning were generally found to contain the information needed to perform these task.  Four issues 
were noted in the review were added to iBeta's Unity 3.2.0.0 Discrepancy Report.  

 Document discrepancy #10 identified a gap in the Win650 build procedure; 

 Document discrepancy #50 identified the System Overview and System Limitations do not 
reflect the language scope of Unity 3.2.0.0; 

 Document discrepancy #52 identified System Overview contained a typo with an incorrect 
hardware version for the DS200; and 

 Document discrepancy #53 identified the absence of the VATs and AIMS from the System 
Limitations. 

 
The results and disposition of all SysTest Labs Unity v.4.0.0.0 issued discrepancies are provided below.  
Note: Functional discrepancies, which remain open for validation in the FCA, are also listed in the 
following table. 

 
Table 5 Unity 3.2.0.0 Applicable Discrepancies 

Sys 
Test # 

DS 
200 

M 
650 

VAT EMS  Oth-
er  

iBeta 
# 

Dispo-
sition 

Portion Excluded from 
Unity 3.2.0.0  

Out of Scope: Remains 
Open in Unity v.4.0.0.0 

6 X X    12 Closed M100 Not reviewed 

23     X 13 Closed ABCR,  Test Plan Not reviewed 

24     X 14 Closed ABCR,  Test Plan Not reviewed 

26  X  X  15 Closed M100, lVIM, IVO, ABCR Not reviewed 

27 X X  X  16 Closed IVIM, DAM, IVO, M100 Not reviewed 

43     X 17 Closed ABCR    Not reviewed 

284    X X 18 Closed PEB Reader/ Writer, DAM, 
IVIM 

Not reviewed 

297    X  19 Closed   

317     X 20 Closed   

318    X X 21 Closed IVIM, M100 Not reviewed 

339     X 22 Closed    

348  X  X  23 Closed ABCR, IVIM, DAM, M100 Not reviewed 

355     X 24 Closed ABCR , Voyager hand 
scanner, 4.0 Test Plan 

Not reviewed 
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Sys 
Test # 

DS 
200 

M 
650 

VAT EMS  Oth-
er  

iBeta 
# 

Dispo-
sition 

Portion Excluded from 
Unity 3.2.0.0  

Out of Scope: Remains 
Open in Unity v.4.0.0.0 

359     X 25 Closed ABCR , Voyager hand 
scanner, Test Plan 

Not reviewed 

361     X 26 Closed Test Plan Not reviewed 

372 X X  X  27 Closed M100 Not reviewed 

411  X    28 Open FCA   

429    X  30 Open   

435     X 31 Open FCA   

453 X     32 Open FCA   

454 X     33 Open FCA   

473    X  34 Closed   

475    X  35 Open FCA   

479     X 36 Closed   

480     X 37 Closed   

492    X  38 Closed   

493     X 39 Closed   

495    X  40 Closed   

496  X    41 Closed   

497     X 42 Closed   

549     X 43 Closed   

550     X 44 Closed   

553    X  45 Open   

554    X  46 Open   

555    X  47 Open   

556    X  48 Open   

557    X  49 Closed   

 
Table 6 Out of Scope & Non Issues  

SysTest # Finding Disposition 

190, 191, 196, 198, 235, 238, 245, 
369, 382, 388, 390, 401, 428, 434, 
437, 441, 442, 445, 446, 450, 451, 
452, 458, 461, 463, 464, 466, 467, 
468, 469, 474, 478, 483, 485, 486, 
487, 488, 490, 491, 494, 498, 503, 
511, 512, 513, 514, 515, 516, 517, 
518, 519, 520, 521, 522, 523, 524, 
525, 545, 547, 548, 551, 552 

The following are excluded from  Unity 3.2.0.0 : 
System Hardware 

Automated Bar Code Reader 
iVotronic DRE Precinct Tabulator 
Model 100 Precinct Ballot Counter 
Voyager Hand Scanner (COTS) 
System Software 

Unity Data Acquisition Manager 
Unity iVotronic Ballot Image Manager 
Uncertified System Features 

Network Data Transmission Including remote 
transmission of vote data and/or consolidated results 
data 

Not reviewed, remains 
open in  Unity v.4.0.0.0  

459, 510, 538 Closed or Informational Issues 

Comments in the report identified these issues as 
closed or informational typographic errors  

Not reviewed, non- 
significant issue 

499, 500, 501, 502, 504, 505, 506, 
507, 508, 509, 526, 527, 528, 529, 
530, 531, 532, 533, 534, 535, 536, 
537, 539, 540, 541, 542, 543, 544, 
546 

Issues Written Against System Change Notes 

Changes occurring during the Unity v.4.0.0.0 testing 
were reported in the System Change Notes.  The role of 
the VSTL in the FCA process is to determine if the 
changes were tested appropriately and determine how 
they should be incorporated into functional testing.  
These discrepancies identify test or other 
documentation as lacking.  The VSS instructs the VSTL 
to test if testing is inadequate. In iBeta's opinion, as 
written, these are not documentation discrepancies, but 
findings applicable to the FCA. 

As these are findings for  
functional test scope they 
remain open in  Unity 
v.4.0.0.0 ; iBeta shall 
examine the change notes 
as part of the FCA 
Document  Review for  
relevance to the  Unity 
3.2.0.0 test scope  

 

2.1.2.3 Recommendation on Reuse of the SysTest Labs PCA Document Review  
Based upon the audit and review documented herein iBeta deems that the results of the SysTest PCA 
Document Review are adequate for reuse in the Unity 3.2.0.0 Certification test effort. Use of the TDP in 
development of the Volume, Stress, Error Recovery and Security testing shall incorporate additional 
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review. Any documentation issues encountered shall be reported in the Unity 3.2.0.0 discrepancy 
report. We do not recommend a more comprehensive review of the TDP.  In2-3-2009 Approval Reuse 
of Testing Final the EAC approved the reuse of the SysTest Labs PCA Document Review.  
 

2.1.3 PCA Source Code Review 

The audit of the 3% review of the ES&S Unity 3.2.0.0 source code in accordance the EAC instructions 
(see section 1 Introduction) for assessment and recommendation for reuse of the applicable Unity 
v.4.0.0.0 PCA Source Code Review conducted by SysTest. 
 

2.1.3.1 Documentation of the 3% Source Code Review Process 
The 3% source code review was conducted using iBeta's PCA Source Code Review Procedure.  The 
source code was delivered from SysTest Labs and configuration managed in the iBeta Source Code 
Repository.  iBeta had previously reviewed source code written in VB, C, C++, SQL  and Z80 Assembler  
for other certification test efforts.  These language specific interpretations of the generic VSS 2002 
requirements were used.  For the COBOL review, iBeta provided the interpretation of each VSS 2002 
requirement to ES&S prior to initiating the source code review task.  EAC Technical Review staff have 
been provided access to these interpretations in conjunction with the delivery of this test plan.   The 
VSS 2002 requirements applicable to the source code review included: volume 1 sections 4.2.2 through 
4.2.7, 6.2 and 6.4.2; and volume 2 sections 2.4.5.d and 5.4.2.  
 
To select the 3% for review iBeta used a library of static analysis tools to parse each application source 
code base and obtain a list of the files and functions in addition to the Lines of Code (LOC) count.  iBeta 
used executable LOCs only, excluding comment, blank, or continued lines in the metrics.  As our library 
of static analysis tools did not address COBOL, an alternative method of selection was used. For these 
two applications, the number of files and files sizes were used to determine the 3% of code to review.  
Spreadsheets were populated for each application. The selection of files/functions was based upon the 
file header information documenting the file purpose.  iBeta focused the review by selecting source code 
files and functions that process vote data, audit logs, and reporting.  
 
Another manufacturer (Premier Election Solutions) has submitted a certification effort using the ES&S 
AutoMARK.  The ES&S AutoMARK source code submitted was compared against previously reviewed 
source code submitted with the Premier certification effort because the code is similar.  The differences 
between the two source code bases were reviewed as part of the ES&S 3% source code review.  
Unique as well as the shared application discrepancies were reported.  
 
Experienced reviewers who had reviewed source code to the VSS 2002 requirements on a minimum of 
two VSTL test efforts conducted the peer review of each Source Code Review. In their instructions the 
EAC stipulated "This review will focus on important functional sections of the code in order to determine 
the depth and focus of source review conducted by SysTest".  Following a review of the software design 
documentation to understand the ES&S coding conventions, architecture and design a  peer review 
analyzed each instance of non-compliance with the VSS 2002 requirements and assessed if the issue 
impacted source code logic.  Discrepancies flagged green dealt with comments, headers, formatting, 
and style.  iBeta identified these as non-logic issues.  Potential logic issues, flagged as yellow, needed 
an EAC decision.  There were no confirmed logic issues, which otherwise would have been flagged red.  
These were submitted to the EAC as individual discrepancy spreadsheets provided as separate 
confidential compressed files delivered on CD. 
  

Table 7  Matrix of ES&S Unity 3.2.0.0 Source Code Reviewed 
Product              Language Submitted 

Version  
Review  Spreadsheet Review-

ed Lines 
Total 
Lines 

Total 
Issues 

EAC 
Issues 

Unity 3.2.0.0 Software               

AutoMARK Information 
System (AIMS) 

Various 1.3.57 Shared application 887 265
39 

9 2 

  SQL   SQL AIMS 1.3.54 08062007   2 2 

  CS   Too few lines to review 0 38 0 0 

  C++   CPP AIMSCrypt 1.0.0.1 
10152008 

16 400 2 0 
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Product              Language Submitted 
Version  

Review  Spreadsheet Review-
ed Lines 

Total 
Lines 

Total 
Issues 

EAC 
Issues 

Audit Manager VB 7.5.0.0g VB AuditManager 7.5.0.0g 
07312007 

138 355
6 

0 0 

            

EDM C++ 7.8.0.0j CPP EDM 7.8.0.0j 073107 2539 728
79 

6 1 

ESSXML.DLL C++ 2.1.0.0b CPP EDM ESSXML 2.1.0.0b 
MFC Shared 1.1.0.0a 
06042007 

111 287
0 

1 0 

MFC Shared Source C++ 1.1.0.0a CPP EDM ESSXML 2.1.0.0b MFC Shared 1.1.0.0a 06042007 

            

ESSIM C++ 7.7.0.0f CPP ESSIM 7.7.0.0f 
07182007 

1196 305
46 

26 1 

            

HPM Cobol 5.7.0.0f Cobol HPM 5.7.0.0f 
05182008 

  178 0 

HPMDLL C++ 1.0.0.0a CPP HPM-ERM DLLs 
1.0.0.0a 06112007 

0 108 0 0 

            

ERM Cobol 7.5.2.0c Cobol ERM 7.5.2.0c   53 4 

ERMDLL C++ 1.0.0.0a CPP HPM-ERM DLLs 
1.0.0.0a 06112007 

0 0 0 0 

            

Shared Utilities           

MAKEIBIN.EXE C++ 9.2.0.0t CPP Shared Utilities 9.2.2.0 
05142008 

642 208
04 

7 2 

UNDRVOTE.EXE C++ 9.2.1.0b CPP Shared Utilities 9.2.2.0 05142008 

                  VIOWIN.EXE C/C++ 9.2.0.0b CPP Shared Utilities vol3 
05072007 

28 554 3 0 

VIODIALOG.EXE C/C++ 9.2.1.0c CPP Shared Utilities 9.2.2.0 05142008 

                  EVENTS.EXE C/C++ 9.2.0.0h  

                  IMAGES.EXE C/C++ 9.2.0.0f  

CF_Utility.EXE VB 9.2.0.0i VB CF_Utility 9.2.0.0 
05072007 

261 800
4 

0 0 

GetAuditData.EXE VB 9.2.0.0b VB GetAuditData 9.2.0.0b 
05072007 

46 126
4 

1 0 

ESSPEB.DLL C++ 1.0.1.0c CPP Shared Utilities vol2 
1.0.1.0 05142008 

478 248
72 

16 7 

CB_PEB.DLL C++ 1.0.1.0b CPP Shared Utilities vol2 1.0.1.0 05142008 

CRCDLL.DLL C++ 1.4.1.0b CPP Shared Utilities vol3 05072007 

ESSM100.DLL C/C++ 1.7.1.0c CPP Shared Utilities vol2 1.0.1.0 05142008 

ESSPCMIO.DLL C++ 1.1.0.0a       

CB_M100.DLL C++ 1.4.0.0a       

ESSEAGL.DLL C++ 1.3.1.0e       

CB_EAGL.DLL C++ 1.3.1.0c       

CB_RAND.DLL C++ 1.1.0.0a       

MYDLL.DLL C 1.1.0.0a C ESS all Unity 3.2 
04282008 

538 177
50 

12 1 

MPRBOOT.HEX Assembler 2.6.1.0b ASM MPRBOOT 2.6.1.0b 
05162007.xls 

56 134
0 

0 0 

ESSCRYPT.DLL C/C++ 1.9.0.0a CPP Shared Utilities vol2 1.0.1.0 05142008 

ESSDECPT.EXE C++ 1.9.0.0a       

ESSCRPT1.DLL C++ 1.1.0.0b       

ElectionPackager C++ 1.0.0.0e       

ESSZIP C++ 2.0.0.0f       

PCCARD30.EXE C++ 3.5.0.0h       

PBMtoBMP C++ 1.1.0.0c       

WIN650 C++  2.2.1.0.4       

INIT650.EXE C/C++ 2.2.1.0.4       

SERVE650.EXE 
(Newserve650) 

C++ 2.2.1.0.4       
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Product              Language Submitted 
Version  

Review  Spreadsheet Review-
ed Lines 

Total 
Lines 

Total 
Issues 

EAC 
Issues 

CB_650.DLL C 1.2.0.0a C ESS all Unity 3.2 04282008 

REGUTIL.DLL C++ 1.1.0.0d CPP Shared Utilities vol2 1.0.1.0 05142008 

SHELLSETUP.EXE C++ 1.1.0.0a       

             SHELL.EXE C++ 1.1.0.0b CPP Shared Utilities vol3 05072007 

EXITWIN.EXE VB 1.1.0.0a VB ExitWin 1.1.0.0a 
04122007 

33 469 0 0 

Firmware           

**Model 200**           

TOS /wo JVM   N/A       

DS200 C/C++ 1.3.7.0g CPP DS200 1.3.7.0g 
04282008 

386 125
52 

2 1 

Power 
Management_MSP430 

C 1.2.0.0a C DS200 all 1.2.0.0a 
04282008 

741 209
30 

3 0 

Scanner_C8051 C 2.11.0.0a C DS200 all 1.2.0.0a 
04282008 

    

            

**Model 650**           

M-650 C 2.2.1.0.5 C ESS all Unity 3.2 
04282008 

    

            

**AutoMARK**           

AutoMARK-Voter Assist 
Terminal (VAT) 

Various 1.3.2816  CPP VAT (ESS 
ScannerPrinterLibrary 
1.8.31-GetMarks 1.4.9) 
10152008 

679 210
26 

9 2 

            

Totals       8775 266
501 

330 23 

Percentages       % 3.3 % 7 

 
 

2.1.3.2 Summary of 3% Source Code Review Results 
A total of 330 discrepancies were identified. The majority, 307 or 93%, were categorized as non-logic 
issues.  The summary of the 23 discrepancies categorized as EAC Decision Discrepancies and ES&S 
responses are listed in the table. 
 
For 21 discrepancies ES&S provided justification for non-compliance or their disagreement with the 
iBeta interpretation of the VSS 2002 requirements.  Precedence for the iBeta interpretation has been 
established with testing for other clients and these established interpretations must be applied 
consistently to all manufacturers under test with iBeta.   iBeta acknowledges that in some instances 
other interpretations may be possible and the EAC Reviewers may deem these alternative 
interpretations acceptable.  

Table 8  Potential Logic Issues  
Languag

e 
Compon

ent 
Disc # Description VSS Ref. iBeta Classification 

ES&S Response 

C WIN650: 
folder 07-
0531 
Shared 
Utilities\
WIN650 
2.2.1.0.4\
Source 

10 line 329 hard-coded 
key. 

v1: 6.4.2 Hard-coded key The hard coded table cited is used in an 
old scheme to "scramble" or obfuscate 
the M650 audit log file before it is written 
to the M650 internal file on the M650 
internal RAM drive.  The audit log file is 
printed in real-time on a continuous form 
matrix printer and becomes the audit log 
of record.  This table and its contents are 
well commented so it passes the test for 
hard constants.  This function is not used 
in any way to validate or protect the 
firmware.   

COBOL HPM 23 Series of ELSE IF 
clauses is missing the 
final ELSE clause 

v.1: 
4.2.4.a 

iBeta interpretation for 
the control constructs 
requirement is violated. 

V.1:  4.2.4.a specifies the acceptable 
control constructs to be used.  One of 
the listed acceptable control constructs is 
If-Then-Else.  This section does not 
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Languag
e 

Compon
ent 

Disc # Description VSS Ref. iBeta Classification 
ES&S Response 

elaborate any further on the acceptable 
different forms of syntax for If-Then-Else 
statements.  It is our belief that the 
sections of code cited in this discrepancy 
are structured, sound, easily understood 
and accepted syntax forms of IF-Then-
Else statements.  

COBOL HPM 24 Procedure header 
contains ONLY 
description no other 
required info for 
procedure over 10 
lines of code 
Series of ELSE IF 
clauses is missing the 
final ELSE clause 
Lines 399,402 & 405 
contain non-
enumerated constants 

v.1: 
4.2.3.b 
4.2.7 (a, 
a.1-a.6) 
4.2.4.a 
 
v.2: 
5.4.2.u 

1.  iBeta interpretation 
for the Exit Point 
requirement is violated. 
2.  iBeta interpretation 
for the control 
constructs requirement 
is violated. 
3.  Non-enum 
constants are 
acceptable per 
discrepancy 20 
explanation. 

V.1:  4.2.4.a specifies the acceptable 
control constructs to be used.  One of 
the listed acceptable control constructs is 
If-Then-Else.  This section does not 
elaborate any further on the acceptable 
different forms of syntax for If-Then-Else 
statements.  It is our belief that the 
sections of code cited in this discrepancy 
are structured, sound, easily understood 
and accepted syntax forms of IF-Then-
Else statements.  

COBOL HPM 25 Procedure header con-
tains ONLY description 
no other required info 
for proc-edure over 10 
lines of code 
Series of ELSE IF 
clauses is missing the 
final ELSE clause 
Lines 415, 417, 422, 
425, 428, 431, 436, 
439, 442, 445,449, 
452, 455 & 458 
contain non-
enumerated constants 

v.1: 
4.2.3.b 
4.2.7 (a, 
a.1-a.6) 
4.2.4.a 
 
v.2: 
5.4.2.u 

1. iBeta interpretation 
for the control 
constructs requirement 
is violated. 
2.  Non-enum 
constants are 
acceptable per 
discrepancy 20 
explanation. 

V.1:  4.2.4.a specifies the acceptable 
control constructs to be used.  One of 
the listed acceptable control constructs is 
If-Then-Else.  This section does not 
elaborate any further on the acceptable 
different forms of syntax for If-Then-Else 
statements.  It is our belief that the 
sections of code cited in this discrepancy 
are structured, sound, easily understood 
and accepted syntax forms of IF-Then-
Else statements.  

COBOL HPM 26 Procedure header 
contains ONLY 
description no other 
required info for 
procedure over 10 
lines of code 
Series of ELSE IF 
clauses is missing the 
final ELSE clause 
Lines 467, 470  and 
473 contain non-
enumerated constants 

v.1: 
4.2.3.b 
4.2.7 (a, 
a.1-a.6) 
4.2.4.a 
 
v.2: 
5.4.2.u 

1. iBeta interpretation 
for the control 
constructs requirement 
is violated. 
2.  Non-enum 
constants are 
acceptable per 
discrepancy 20 
explanation. 

V.1:  4.2.4.a specifies the acceptable 
control constructs to be used.  One of 
the listed acceptable control constructs is 
If-Then-Else.  This section does not 
elaborate any further on the acceptable 
different forms of syntax for If-Then-Else 
statements.  It is our belief that the 
sections of code cited in this discrepancy 
are structured, sound, easily understood 
and accepted syntax forms of IF-Then-
Else statements.  

CPP EDM 5 1) multiple embedded 
calls in logical 
statement at lines 856, 
871 2) Illegal breaks at 
lines 847, 859, 874, 
line 880 changes the 
state of the system 
and therefore break 
statements are not 
allowed. If code 
deletes one it must 
delete all in order to 
complete unit 
operation described. 

v.1: 
4.2.3.e 
 
v.2: 
5.4.2.m 

Multiple exits This noted discrepancy is an IF 
statement that tests the result of several 
Boolean returning functions. ES&S does 
not consider these to be embedded 
statements; the functions aren't doing 
processing in the sense that they change 
the state of the system or change any 
value. Rather they are functions that 
fetch or otherwise determine a value and 
return the value. This may be something 
difficult for a reviewer to discern so they 
would just flag it because it is a function 
within a conditional expression.   As for 
the second part of item #5 ES&S would 
disagree with the reviewer. No state 
changes (precinct deleted) are made 
until after the conditions that can trigger 
those breaks are passed. It is not 
necessary that all precincts be deleted 
from the list in this code.  
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Two potential logic discrepancies are related to the AutoMARK and are under investigation by both 
Premier Election Solutions and ES&S.  These shall be addressed in a subsequent letter provided to the 
EAC.  
 

2.1.3.3 Recommendation Regarding the Reuse of the SysTest Source Code Review 
In order to provide a recommendation, iBeta evaluated the results of the 3% source code review. 
Whereas the results would be recommended for acceptance if only non-significant discrepancies were 
found (i.e. less critical requirement or interpretations inconsistent with documented industry accepted 
practices), there were discrepancies written that potentially impact the source code.  Thus iBeta initiated 
two additional analyses: 

1. iBeta confirmed that the results of the 3% source code review were consistent with the previous 
results (not identical but consistent).  This confirmation was reached by reviewing the types of 
discrepancies generated by SysTest in the 100% review against those generated by iBeta. 

2. iBeta reviewed the severity of the discrepancies identified and assessed that the number of 
discrepancies potentially impacting the source code is considered very low versus the overall 
number of discrepancies consistent with a 100% review.  The severity of the discrepancies and 
the manufacturer responses further indicate that the majority of the 21 potential logic 
discrepancies would be resolved without source code modifications.  

 
Based on the limited or perhaps non-impact on the source code as a result of these discrepancies, 
iBeta recommended reuse of the results of the SysTest source code review. In2-3-2009 Approval Reuse 
of Testing Final the EAC approved the reuse of the source code review conducted by SysTest Labs. 
 

2.1.4 Reused Environmental Hardware Assessment 

In 2-3-2009 Letter to ESS Reuse of Testing Final the EAC has authorized the reuse of the hardware 
testing conducted by SysTest Labs' sub-contractors.   In order to ensure that these test results provided 
sufficient documentation of the Environmental Hardware test assessment and results iBeta reviewed the 
reports to confirm any failures resulting in engineering changes were documented and the reports 
document that all hardware submitted under Unity 3.2.0.0 passed. 
 
The result of the review generated requests for additional documentation.  These requests were 
documented in issues 1, 2, 3, 6, 7, 8, and 9 of iBeta's Unity 3.2.0.0 Discrepancy Report. Responses to 
all issues were accepted.  It should be noted that issues 6 and 7 are accepted by iBeta but are deferred 
to the EAC for determination of sufficient documentation for test result reuse.   These issues are traced 
to the Test Report and Tested Configuration Matrixes in Appendix B. 



 EAC Application # ESS0701 
 

       Page 28 of 90 
 

Table 9  Environmental Hardware Test Report Review Issues 
No. Location Issue Description Standard- Requirement ES&S Response 

 
Resolution Validation  

1 Unity 4.0 
Discrepancy 
Report 10/28/08 
(SysTest) 
 
DS200 with 
Optional Ballot Box 
ESD Test Report 
1.0 (Percept) 
 
 

Potentially reusable Unity 4.0 hardware test 
results do not document validation of the  
ES&S' resolution of an ESD failure 
 
On page 2 of the ESD report a failure and 
mitigation is identified, however the failure 
and validation resolution is not documented 
in the Discrepancy Report  or the sub-
contractor report.  There is no 
documentation that an ES&S associated 
engineering change was issued to address 
the "Modifications Required: The poll close 
button failed at +15kV in stand alone mode. 
Copper tape on backside of switch cover 
was applied to pass at +15kV.  The 
previous VSTL did not provide detail that 
evidences their valid-ation that an 
engineering change was initiated by ES&S 
as a result of the mitigation performed by 
the subcontractor lab in ESD testing.  

v.1: 9.6.2.6.e The ITA shall evaluate data 
resulting from examinations and tests 
employing the following practices: Any and 
all failures that occurred as a result of a 
deficiency shall be classified as purged, and 
test results shall be evaluated ...if the 1) 
manufacturer submits a design, 
manufacturing ... change notice... 2) 
examiner of the equipment agrees that the 
proposed change will correct the deficiency; 
and 3) manufacturer certifies that the 
change will be incorporated... 
 
EAC NOC 07-005 it is the lead VSTL‟s 
responsibility to properly test the voting 
system and accurately report those tests to 
the EAC. 

ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: The failure and 
validation resolution is 
documented on page 4 and 19 
of the sub-contractor report.  
ES&S submitted ECO 693 to 
address the "Modifications 
Required" and Systest' 
hardware subcontractor 
Percept completed the 
Engineering Change 
Evaluation & Review form. 
Systest will provide both 
documents to iBeta. 

Accepted, 1/13/08 KS  
Verified doc Optional Ballot 
Box ESD, v. 1.0, 4/25/07; pg. 
4 shows the failure, and 
resolution retested and 
passing. Pg. 19 is a photo 
showing the part with the 
copper tape. ECO693 
reflected the identified 
changes.  

2 Unity 4.0 
Discrepancy 
Report 10/28/08 
(SysTest) 
 
Percept Hardware 
Test Report 1.0 
(DS200 5/1/07) 

Potentially reusable Unity 4.0 hardware test 
results contain no description of two test 
failures and the validation of their resolution 
by the VSTL. 
 
On page 29 of the sub-contractor (Percept) 
report two failures (CAR-001_DS200-
Radiated Emissions, CAR-002_DS200 -
Radiated Immunity) and mitigation with 4 
ECOs 690 to 693 are identified.  Neither the 
subcontractor report nor the Discrepancy 
Report provide a description of how, what, 
when and where the failures occurred or 
who, how, when and where the mitigations 
were performed that resulted in the ECO.  
There is no identification of the validation of 
the resolution.  
 
1/14/09 KS 
- Accepted: Verified that "DS200 EMC Test 
Report 070314-1134A.pdf" Section 6.5 
Appx. A, pg. 80 describes 4 modifications 
made to the DS200 & these modifications 
match CAR-001 & CAR-002 
- Rejected:  The ECOs 690 to 693 were not 
provided.  (Note:  ECO693 was provided for 
#1.  It does not match the description in the 
submitted CARs.) 

v.1: 9.6.2.6 The ITA shall evaluate data 
resulting from examinations and tests 
employing the following practices:  
a: If any malfunction ... is detected that 
would be classified as a relevant failure 
using the criteria in Vol.2, its occurrence ... 
shall be recorded for inclusion in the 
analysis of data obtained from the test... 
e:  Any and all failures that occurred as a 
result of a deficiency shall be classified as 
purged, and test results shall be evaluated 
...if the  2) examiner of the equipment 
agrees that the proposed change will 
correct the  deficiency 
EAC NOC 07-005 it is the lead VSTL‟s 
responsibility to properly test the voting 
system and accurately report those tests to 
the EAC. 

ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: EMC test report 
"DS200 EMC Test Report 
070314-1134A.pdf" Appendix 
A page 80 of 84 issued by 
Criterion and Percept CAR-
001_DS200-Radiated 
Emissions, and CAR-
002_DS200-Radiated 
Immunity provide a description 
of modifications. Systest will 
provide these documents to 
iBeta. 

Reject 1/14/09 KS ECOs  are 
not provided 
 
Accepted 2/6/09 CEC  
ECO 692 and COTS power 
supply specification were 
provided documenting the 
mitigation changes. 

3 ES&S Retest 
Matrix v.1.16 - 

Potentially reusable Unity 4.0 hardware test 
results do not contain an assessment of the 

v.1: 9.6.1.1 As described in 9.5.2, the nature 
and scope of testing for system changes or 

ES&S referred this issue to 
SysTest; SysTest responded 

Accept 1/14/09 KS 
Verified that ES&S  ECO's 
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No. Location Issue Description Standard- Requirement ES&S Response 
 

Resolution Validation  

DS200 testing 
(SysTest) 
 
DS200 EMC 
Report R071107-
30-01 (NCEE 
original) 
  
DS200 EMC 
Report R071107-
30-01B (NCEE 
amended) 
 
DS200 EMS Test 
Report 070214-
134A 5/15/07 
(Criterion) 
 
Percept Hardware 
Test Report 1.0 
(DS200 5/1/07) 

scope of testing. 
 
The HW test matrix lists three EMC reports 
from two labs for the DS200. Testing 
performed at Criterion in March 2007 
included a ballot box. Testing a few months 
later at NCEE excluded the ballot box, 
Power Disturb-ance and Lightening Surge. 
An original and amended report was issued 
by NCEE.  The HW test matrix indicates 
that the ESD & FCC Part 15B applicable 
test results are in the amended NCEE 
report.  Four additional tests run by NCEE 
are traced to the original NCEE report.  All 
reports identify the DS200 as passing. No 
report or test plan provides an assessment 
addressing the NCEE testing or why:  
1) The EMC testing needed to be repeated 
by NCEE for six tests when the Percept 
and Criterion report indicate the system 
passed.   
2) Power Disturbance and Lightening Surge 
weren't repeated. 
3) Only ESD and FCC Part 15B results use 
the amended NCEE report when updates 
were made to all tests. 
4) The NCEE testing excluded the ballot 
box. 

new versions shall be determined by the 
ITA based upon the nature and scope of the 
modifications to the system and on the 
quality of system documentation and 
configuration management records 
submitted by the manufacturer.  

1/8/09: ES&S changed 
components on PMB, USB, 
PEB, ASB, and PSB to be 
RoHS compliant as detailed in 
ECOs 702-706. These 
changes have no impact on 
the power supply, therefore 
Power Disturbance, and 
Lightening Surge tests weren't 
repeated. Note both original 
and amended NCEE reports 
are identical except the 
amended report now 
references the correct FEC 
document (see sec. 1.3 
Reason for Amendments pg 3 
of 43 for details in the 
amended report). Also the 
changes have no impact on 
ballot box, therefore the NCEE 
testing excluded the ballot box. 
Systest will provide these 
documents to iBeta. 

702-706 addressing the 
changes  to DS200 for  
Restriction of Hazardous Sub-
stances (Lead) were provide. 
In addition the corresponding 
SysTest ECO assessment 
and the comments submitted 
with these documents 
address the SysTest rationale 
for testing.   

4 Unity 4.0 Test Plan 
rev. 9.1 
Attachments 

The appendices identified in the rev.9.1 of 
the Test Plan were not provided in the 
package from SysTest.  
 
The EAC has instructed that testing of Unity 
3.2 shall incorporate system limitation 
testing per the approved Unity 4.0 Test 
Plan.  The appendices referenced in the 
Section 1.1 were not provided with the Test 
Plan. 

v.1: 8.7.2.b.1 The FCA s conducted by the 
ITA to verify that the system performs all the 
functions described in the system 
documentation.  The manufacturer shall: 
provide the following information to support 
his audit: copies of all procedures used for 
… integration testing and system testing 

  Accept 1/14/09 KS 
The EAC provided a chain of 
evidence copy - Unity 4.0 
T.P.v.6  Attachments A -H 

5 Unity 4.0 Test Plan 
rev. 9.1  
spreadsheet of 
system limitations 

A spreadsheet containing information 
regarding the testing of system limitations 
for the approved EAC Unity 4.0 Test Plan 
was not provided.  
 
The EAC has instructed that testing of Unity 
3.2 shall incorporate system limitation 
testing per the approved Unity 4.0 Test 
Plan.  "The attached spreadsheet" that 
provides a matrix of limitation is identified in 
section 4.3.10.2 but was not provided with 
the Test Plan. 

v.1: 8.7.2.b.3 The FCA s conducted by the 
ITA to verify that the system performs all the 
functions described in the system 
documentation.  The manufacturer shall: 
provide the following information to support 
his audit: records of all tests performed … 
including error corrections and retests 

ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: Systest will provide a 
spread-sheet containing 
information regarding the 
testing of system limitations to 
iBeta. 

Accepted: 1/14/09 KS 
Verified the limitations 
spreadsheet was received 

6 ES&S Retest The Temperature, Power Variation and v.2: B.5 The test report shall be organized ES&S referred this issue to Accepted: 1/15/09 KS - 



 EAC Application # ESS0701 
 

       Page 30 of 90 
 

No. Location Issue Description Standard- Requirement ES&S Response 
 

Resolution Validation  

Matrix v.1.16 - 
DS200 testing 
(SysTest)  
 
APT Labs Testing 
Services Report  
M650 Job no.08-
00654 (5/2/08) 

Reliability report does not identify whether 
the M650 passed or failed. 
 
The matrix indicates the APT report 
contains the results of M650 Testing for 
Temperature, Power Variations and 
Reliability. Section 5.1 indicates that the 
operational tests are performed by SysTest 
and they will determine the pass/fail of the 
test.  No SysTest report identifying the 
pass/fail report has been provided.  

so as to facilitate the presentation of 
conclusions …a summary of test results …  

SysTest; SysTest responded 
1/8/09: The APT policy is not 
to state the results of testing in 
their test report as they do not 
perform operational status 
check. Systest performed the 
operational status check prior 
to and after each test so they 
left it up to Systest to state 
whether a product passed or 
failed. Systest stated that the 
product passed in their 
Environmental Test Case 
Summary. A copy of Environ-
mental Test Case Summary 
will be provided to iBeta. 

Verified the SysTest Test 
Summary Report references 
SUN APT lab as performing 
environmental testing and "All 
tested equipment successfully 
passed each of the 
environmental tests to which 
the equipment 
was subjected." Defer to EAC 
for determination of reuse. 

7 AutoMARK Voter 
Assist Terminal 
Test Report rev.1.3 
(Percept 5/19/05 ) 

Potentially reusable Unity 4.0 hardware test 
results (A100) contain no description of the 
engineering changes initiated during 
testing.  
 
Section 2.1 of the sub-contractor report 
identifies S/N-008 returned for a calibration 
error; it does not identify if it was associated 
with the test failure identified in section 
3.4.1 & 3.4.1.1.1.  The VAT failure identifies 
mechanical changes but does not identify 
the engineering change.  As neither the 
original ITA report nor supporting 
documentation of the failure was submitted 
it could not be validated if the discrepancy 
and resolution was documented in the test 
record.  

v.1: 9.6.2.6 The ITA shall evaluate data 
resulting from examinations and tests 
employing the following practices:  
a: If any malfunction ... is detected that 
would be classified as a relevant failure 
using the criteria in Vol.2, its occurrence ... 
shall be recorded for inclusion in the 
analysis of data obtained from the test... 
e:  Any and all failures that occurred as a 
result of a deficiency shall be classified as 
purged, and test results shall be evaluated 
...if the  2) examiner of the equipment 
agrees that the proposed change will 
correct the  deficiency 
EAC NOC 07-005 it is the lead VSTL‟s 
responsibility to properly test the voting 
system and accurately report those tests to 
the EAC. 

ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: Per Humidity Test 
Nonconforming Work and 
Corrective Action Request 
S/N-008 returned for a 
calibration error was not 
associated with the test failure 
identified in section 3.4.1 & 
3.4.1.1.1 S/N:-008 was 
associated with 120 hrs 
humidity test Sec. 3.3.5 of the 
test report. Automark 
submitted ECO 0025 to 
address mechanical change. 
Systest will provide these 
documents to iBeta. 

Accepted: 1/14/09 KS 
Verified that ECN-025 
matches the failure identified 
in sections 3.4.1 & 3.4.1.1.1.  
CAR SN-008 identifies 
"humidity test was restarted 
after installing a new touch 
screen panel with adequate 
clearance for the wires".  The 
CAR identifies how the 
system was restored but does 
not clearly identify the reason 
for the failure.   It is unclear if 
"clearance for the wires" was 
an Engineering Change or 
replacement of a failed part. 
iBeta accepts the response 
but refers these findings to 
the EAC for determination of 
reuse.  

8 ES&S AutoMARK 
VAT A200 (Report 
No.  080521-
1215R 6/11/08)  

Potentially reusable Unity 4.0 hardware test 
results for the AutoMARK VAT A100 do not 
contain an assessment of the changes in 
the VAT models that permit the use of A100 
and A200 reports. 
 
An EMC report for the A200 was submitted 
with the A100 reports. Reuse of prior 
hardware environmental testing is permitted 
by the EAC if an ESD test is performed.  A 
2008 ESD for the A200 was submitted to 
support reuse of the 2005 A100 testing.   
There is no assessment of the hardware 
that identifies the impact on testing of the 

v.1: 9.5.2.1 The ITA will determine the test 
necessary for to qualify the modified system 
based on a review of the nature and scope 
of changes… 
 
EAC Voting System Test and Certification 
Program Manual v.1.0 
2.10.5.2 Use of valid prior testing is 
authorized only when: 
2.10.5.2.1. The discrete software or 
hardware component previously tested is 
demonstrably identical to that presently 
offered for testing. VSTLs must examine the 
components to ensure no change has taken 

ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: Phase 2 Change 
Summary. pdf document 
describes the differences 
between the model A100 and 
A200. 5K50-30 vs 5K50-20 
Differential items_G.pdf 
document describes the 
differences between the model 
A200 and A300. Please note 
there are no hardware 
differences between the model 
A200 and A300. AutoMARK 

Reject: 1/15/09 KS Phase 2 
Change Summary.pdf 
references ECO324 - 346 
which were not provided.  
 
1/15/09 KS 
Accept: Verified that Phase 2 
Change Summary.pdf and 
submitted SysTest ECO 200-
206, 208, 210-247, 256-278 
assessments identify changes 
between A100 & A200. 
Confirmed that all required 
testing identified in these 
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No. Location Issue Description Standard- Requirement ES&S Response 
 

Resolution Validation  

changes between the A100 and A200 so 
that the A200 ESD testing is sufficient to 
support reuse of the A100 2005 reports. 
The A200 report indicates that Electric Fast 
Transit was repeated but there is no 
assessment identifying why this test was 
required but the other tests were not 
required.  
 
1/15/09 KS 
Accept: Verified that Phase 2 Change 
Summary.pdf and submitted SysTest ECO 
200-206, 208, 210-247, 256-278 
assessments identify changes between 
A100 & A200. Confirmed that all required 
testing identified in these assessments was 
performed in AutoMARK VAT1.1 EMC Test 
Report 051214-995R.pdf; Document 5K50-
30 vs 5K50-20 Differential items_G.pdf 
reviewed for changes between A200 & 
A300.  
Reject: The Phase 2 Change Summary.pdf 
identifies ECO324-346.  SysTest did not 
provide these assessments  

place consistent with all documentation. 
When valid prior testing is used, the system 
presented must be subject to regression 
testing, functional testing and system 
integration testing; 
2.10.5.2.2. The voting system standards 
applicable to the prior and current testing 
are identical; 
2.10.5.2.3. The test methods used are 
substantially identical to current test 
methods approved by the EAC; and 
2.10.5.2.4. The adoption and use of valid 
prior testing is noted in the test plan and test 
report.  

Voter Assist Terminal Test 
Report rev 1.3.pdf is the test 
report for model A200. Systest 
will provide these documents 
to iBeta. 

assessments was performed 
in AutoMARK VAT1.1 EMC 
Test Report 051214-
995R.pdf; Document 5K50-30 
vs 5K50-20 Differential 
items_G.pdf reviewed for 
changes between A200 & 
A300. 
 
Accept: 2/6/09 CEC Verified 
receipt of the ESO324 - 346 

9 VAT A300 EMC 
report 070730-
1165 Criterion  

Potentially reusable Unity 4.0 hardware test 
results for the AutoMARK VAT A200 do not 
contain an assessment of the changes that 
permits use of the A300 reports. 
 
An EMC report for the A300 was submitted 
for the A200 report.  There is no 
assessment of scope that identifies the 
differences between the A200 and A300.  

v.1: 9.5.2.1 The ITA will determine the test 
necessary for to qualify the modified system 
based on a review of the nature and scope 
of changes… 

 ES&S referred this issue to 
SysTest; SysTest responded 
1/8/09: Premier Election 
Systems is listed as the client 
in the test report but the model 
number that was tested is VAT 
A100 which is common to both 
companies. Both Al Backlund 
and Darrick Forester believe 
that there was discussion of 
joint testing between ES&S 
and Premier but Systest was 
not involved in it.  

Accept 1/14/09 KS 
Accepted based upon the 
response in discrepancy #8 
that there are no differences 
between the A200 and A300.  
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3 Materials Required for Testing  
The System Identification stipulates the following materials required for testing of ES&S Unity 3.2.0.0 
voting system. 
 
 

3.1 Voting System Software 
The software listed in below is the documented configuration of the ES&S Unity 3.2.0.0 voting system. 

Table 10 Voting System Software 
Application Manufactuer Version Description (identify COTS) 

Audit Manager (AM) ES&S 7.5.0.0 A Unity election management system audit 
logging software application including security 
and user tracking for the Election Data 
Manager and Ballot Image Manager 

Election Data Manager (EDM) ES&S 7.8.0.0 A Unity election management system software 
application to define and store jurisdiction 
election data in a single-entry database 

Ballot Image Manager (ESSIM)   
with Ballot On Demand (BOD) 

ES&S 7.7.0.0 A Unity election management system desktop 
publishing tool to layout and format paper 
ballots  
 
BOD is an optional operating mode in ESSIM 
used to print election quality ES&S paper 
ballots on a COTS OKI 9600 HDN color laser 
printer. 

AutoMARK Information 
Management System (AIMS) 

ES&S AutoMARK 1.3.57 A windows-based election management 
system software application to define election 
parameters for the VAT, including functionality 
to import election definition files produced by 
the Unity EMS and create VAT flash memory 
cards 

Hardware Programming Manager 
(HPM) 

ES&S 5.7.0.0 A Unity election management system software 
application to import, format, and convert an 
election file and create election definitions for 
ballot scanning equipment 

Election Reporting Manager (ERM) ES&S 7.5.2.0 A Unity central count software application to 
compile and report election results 

Voter Assist Terminal (VAT) ES&S AutoMARK 1.3.2904 A software application to assist multilingual 
voters and voters with visual, aural or dexterity 
disabilities to vote a paper ballots in a private 
manner 

intElect DS200 ES&S 1.3.7.0, 
Power 
Management 
FW v. 
1.2.0.0, 
Scanner FW 
v. 2.11.0.0 

A Unity Voting System precinct count optical 
scanner paper ballot tabulator including a 12-
inch touch screen display providing voter 
feedback and poll worker messaging. 

Model 650 (M650) ES&S 2.2.1.0 A Unity Voting System central count high-
speed optical scanner paper ballot tabulator. 
The M650 prints results reports to an 
external printer and saves results to a zip 
disk. 

Microsoft Windows XP Professional  Microsoft Service Pack 
2 

COTS personal computer operating system 

Excel (Microsoft Office) Microsoft  COTS software used by AIMS to import 
audio scripts 

Acrobat Standard Adobe v.8 COTs software used with ESSIM  to create 
ballot files for printing 

Adobe Types Basic Adove  COTs software used with ESSIM to create 
ballot files for printing 

RM/COBOL  v.11.01 COTs interpreter software used in HPM & 
ERM 

 
 
 



 EAC Application # ESS0701 
 

       Page 33 of 90 
 

3.2 Voting System Hardware & Equipment 
The equipment listed below is the documented configuration of the ES&S Unity 3.2.0.0 voting system 
 

Table 11  Voting System Hardware & other Equipment 
Hardware or Equipment Manufacturer Version Description (identify COTS) 

M650    

M650 Tabulators 
SN: 7003- red, left oval 
SN: 1102 7011- green, left oval 
 

ES&S HW 1.2 
FW 2.2.1.0 

Central count optical scanners, each scanners 
has color specific optical light and reads either 
a left or right ballot oval 

M650 Tabulator 
SN: 2406 8013- green, right oval 

ES&S HW 1.1 
FW 2.2.1.0 

Central count optical scanners, each scanners 
has color specific optical light and reads either 
a left or right ballot oval 

Microline 520 9pin Printers 
Configured w/ SN:7003: 

 SN: 204A2005641  

 SN: 407D4011099 
Configured w/ SN:1102 7011 

 SN: 407D4010960 

 SN: 407D4010894 

Okidata Model: 
GE5258A  

M650 Results Report & Audit Log Printers 
(COTS) 

LQ-590 Printers 
Configured w/ SN: 2406 8013 
SN: FSQY094255 
SN: FSQY093447 

Epson Model: #P363A M650 Results Report & Audit Log Printers 
(COTS) 

Universal Power Supply 
SN: 20V06516228WE 
SN: 20V06516249WE 
SN: 20V06516248WE 

Belkin N/A M650 UPS (COTS) 

DS200    

intElect DS200  
SN: ES0107360007 
SN: ES0107370002 (Received modem 
equipped, modem must be removed prior to test 
execution) 

ES&S HW 1.2.0  
FW 1.3.7.0 
Power Mgmt 
FW v. 1.2.0.0, 
Scanner FW 
v.2.11.0.0 

Precinct count optical scanner   

intElect DS200  
SN: ES0107370025 (Received modem 
equipped, modem must be removed prior to test 
execution) 

ES&S HW 1.2.1      
FW 1.3.7.0 
Power Mgmt 
FW v. 1.2.0.0, 
Scanner FW 
v.2.11.0.0 

Precinct count optical scanner - 

DS200 Plastic Ballot Box  
P/N 94098 

ES&S N/A Precinct Plastic Ballot Box, No Diverter 

Steel Ballot Box  
P/N 76246, SN: C4243 

ES&S N/A Precinct Steel Ballot Box, with Diverter 

Steel Ballot Box  
P/N 76245-10, SN: 1573 

ES&S N/A Precinct Steel Ballot Box, No Diverter 

AutoMARK VAT    

AutoMARK Voter Assist Terminal 
SN: AM0106430376 

ES&S  Model A100, 
HW Rev 1.0  
FW 1.3.2904 
OS 5.00.14 
PEB v.1.65 
SBC v. 1.0 

Accessible paper ballot marking device 
original release - multiple cable connector and 
printed circuit boards are mount in the lower 
portion of the VAT 

AutoMARK Voter Assist Terminal 
SN: AM0206443384 
 

ES&S Model A200 
HW Rev 1.1 
FW 1.3.2904 
OS 5.00.14 
PEB v.1.65 
SBC v. 2.0 

Accessible paper ballot marking device 
Change: Consolidate PCB, relocate PCB and 
cables to upper portion for easier maintenance 
 

AutoMARK Voter Assist Terminal 
SN: AM0208470767 
 

ES&S Model A200 
HW Rev 1.3.1 
FW 1.3.2904 
OS 5.00.19 
PEB v.1.65 
SBC v. 2.5 

Accessible paper ballot marking device 
Change: LCD replacement, ROHS board 
components, change CPU and  Flash Chips 
on the SBC board FW, Win CE OS Bootloader 
for P30 flash, OS update to support DST and 
Hash check 
 

AutoMARK Voter Assist Terminal 
SN: AM0206462702 
 

ES&S Model A200 
HW Rev 1.3.1 
FW 1.3.2904 

Accessible paper ballot marking device 
Change: PEB FW to support Enhanced 
AutoCast and Double Spit & Wipe 
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Hardware or Equipment Manufacturer Version Description (identify COTS) 

OS 5.00.19 
PEB v.1.70 
SBC v. 2.5 

 

Ballot-on-Demand    

COTS - HDN color laser printer   Note: All testing of this product  was 
completed by SysTest Labs; iBeta did not 
receive this hardware 

 

3.3 Testing Software, Hardware & Materials 
The software, hardware and materials listed below are needed to support testing and in test simulations 
of elections of the ES&S Unity 3.2.0.0 voting system. 

Table 12 Testing Software, Hardware & Materials  
Software, Hardware or Material Description Description of use in testing 

Ballot Marker Pens Marking Device Supplied by ES&S: VL Ballot Pen to mark paper 
ballots 

Beyond Compare 2 v.2.4.3 (Scooter 
Software) 

Comparison utility Supplied by iBeta: used to compare file/folder 
differences 

Hash.exe v.7.08.10.07.12 (Maresware) Hash creation utility Supplied by iBeta: used to generate hash 
signatures for Trusted Builds 

Thumb Drive 512MB & 8GB Storage media for the DS200 Media for installing elections 

Iomega Zip Disk 100MB Storage Media COTS: Media with election definition and results 
totals for M650 

SanDisk CompactFlash Card 256MB Storage media for the VAT Media for installing elections, recording and 
reporting votes 

Paper Ballots Paper Ballots - 11", 14", 17" & 19", 3 
and 4 ovals per inch 

Supplied by ES&S: Miscellaneous ballots for 
VAT, DS200, M650 with preprinted election 
content, and blank ballot stock for VAT audit log 

Paper  Paper - Continuous feed  COTS: for Central count (M650) audit log and 
reports 

Paper (81/2 x 11) Paper, Inkjet Printer COTS: for reports from AM, EDM, ESSIM, 
HPM, ERM reports 

Paper rolls Paper, Thermal Printer COTS: DS200  reports 

Repository servers Separate servers for storage of test 
documents and source code, running 
industry standards operating systems, 
security and back up utilities 

Supplied by iBeta: Documents are maintained 
on a secure network server. Source code is 
maintained on a separate data disk on a 
restricted server  

Multiple desktop and laptop PCs A variety of PCs running Microsoft 
operating systems 

Supplied by iBeta: Preparation, management 
and recording of test plans, test cases, reviews 
and results 

Repository servers Separate servers for storage of test 
documents and source code, running 
industry standards operating systems, 
security and back up utilities 

Supplied by iBeta: Documents are maintained 
on a secure network server. Source code is 
maintained on a separate data disk on a 
restricted server  

Microsoft Office 2003 Excel and Word software and document 
templates 

Supplied by iBeta: The software used to create 
and record test plans, test cases, reviews and 
results 

SharePoint 2003 TDP and test documentation repository Supplied by iBeta: TDP and test documentation 
repository and configuration management tool  

Other standard business application 
software 

Internet browsers, PDF viewers email Supplied by iBeta: Industry standard tools to 
support testing, business and project 
implementation 

Visual Studio 2003 v.7.1.3808 (Microsoft) Build and source code review Integrated 
Development Environment 

Supplied by iBeta: View source code review  

RSM v.6.92  
(M Squared Technologies) 

C, C++, Java & C# static analysis tool Supplied by iBeta: identify line counts and 
cyclomatic complexity 

Beyond Compare 2 v.2.4.3 (Scooter 
Software) 

Comparison utility Supplied by iBeta: used to compare file/folder 
differences 

WinDiff 5.1 (Microsoft) Comparison utility Supplied by iBeta: used to compare file/folder 
differences 

Hash.exe v.7.08.10.07.12 (Maresware) Hash creation utility Supplied by iBeta: used to generate hash 
signatures for Trusted Builds 

Symantec Ghost  v.11 & (14) v.2.5 Image capture tool Supplied by iBeta: used to capture build and 
test environments 

Automation Anywhere Functional automated scripting tool Supplied by iBeta: automate a script to write to 
write to Audit Manager  
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3.4 Deliverable Materials 
The materials listed in below are to be delivered as part of the ES&S Unity 3.2.0.0 voting system. 

 
Table 13 Delivered Voting System Materials 

Material Material Description Use in the Voting System 

Audit Manager (AM) A Unity election management system audit 
logging software application including security 
and user tracking for the Election Data 
Manager and Ballot Image Manager 

EMS audit log software for election definition 
and ballot preparation applications 

Election Data Manager (EDM) A Unity election management system software 
application to define and store jurisdiction and 
election data 

EMS software for election definition and  ballot 
preparation of the M650 and DS200 

Ballot Image Manager (ESSIM)  
with Ballot On Demand (BOD) 

A Unity election management system desktop 
publishing tool to layout and format paper 
ballots  
 
BOD is an optional operating mode in ESSIM 
to print election quality ES&S paper ballots on 
a COTS OKI 9600 HDN color laser printer. 

EMS software for paper ballot preparation 

AutoMARK Information Management 
System (AIMS) 

A windows-based election management 
system software application to define election 
parameters for the VAT and create VAT flash 
memory cards.  AIMS includes functionality to 
import election definition files from Unity EMS. 

EMS software to program the election definition 
for the VAT 

Hardware Programming Manager 
(HPM) 

A Unity election management system software 
application to import, format, and convert an 
election file and create election definitions for 
ballot scanning equipment 

EMS software to program the election definition 
on the optical scanners  

Election Reporting Manager (ERM) A Unity central count election management 
system software application to consolidate, 
tally and report election results 

EMS software for importation and consolidation 
of election results from the M650 and DS200 

AutoMARK Voter Assist Terminal 
(VAT) 

An accessible paper ballot marking device for 
the Unity voting system  

Audio and non-manual input device  to record 
votes on Unity paper ballots 

intElect DS200 (DS200) A Unity precinct count optical scanner Precinct count  vote tabulator 

Model 650 (M650) A Unity central count optical scanner  Central count vote tabulator, configured for use 
with left or right ovals and green or red optical 
read light 

Microline 520 9pin  and LQ-590 
Printers 
 

COTS printers used for M650 reporting Central count vote tabulator report and audit log 
printers 

HDN color laser printer A high quality COTS printer for printing a 
Ballots on Demand 

Print a limited number of ballots at the election 
office 

Thumb Drive 512MB, 1, 4, or 8GB Storage media for the DS200 Media for installing elections 

SanDisk CompactFlash Card 256MB Storage media for the VAT Media for installing elections, recording and 
reporting votes 

Ballot Marker Pen Paper ballot hand marking device Device to hand mark  votes on paper 

Iomega Zip Disk 100MB Storage media for the M650 Media for installing elections, recording and 
reporting votes 

Paper Ballots Paper ballots Record votes on paper 

 

3.5 Proprietary Data 
All software, hardware, documentation and materials shall be considered by iBeta as proprietary to 
ES&S.  None of the elements submitted for certification testing may be used outside the scope of 
testing. No release or disclosure may occur without the written authorization of ES&S.  Authorization for 
iBeta's release of information to the EAC is contained in the MSA contract. 
 
No information submitted to the EAC with this test plan has been identified by ES&S as subject to 
restriction on use, release or disclosure.  
 
iBeta has provided internal process documentation to the EAC to assist in the review of their test plan. 
This information includes programming language specific review criteria and test case detail.  These 
documents are tendered in separate electronic files and identified as confidential and protected from 
release as a trade secret because they are a description of how the process is performed and the end 
the result of substantial effort.   This information is explicitly prohibited from release by the FOIA and the 
Trade Secrets Act (18 U.S.C. §1905). 
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4 Test Specifications 
 
Certification testing of the Unity 3.2.0.0 is to the configuration submitted in the EAC application 
#ESS0701 to the requirements of the VSS 2002.  To ensure that Unity 3.2.0.0 conforms to the 
requirements of the VSS 2002 and EAC Testing and Certification Program Manual, in addition to a 
validation of test coverage, iBeta has traced the test plan to the ES&S Unity 3.2.0.0 EAC Matrix.   The 
test methods in Appendix A of this test plan identify how testing to the VSS 2002 will be implemented 
and the organizations responsible for the testing.  This implementation is then documented in a 
corresponding test case.    
 
Testing for the system level (functional and integration), environmental, accuracy, reliability, availability 
and characteristics (recovery, usability, accessibility, and maintainability) test cases were performed by 
SysTest Labs and assessed for reuse by the EAC.  The results are identified in Section 1.   Appendix A 
identifies the certification test scope covered by this testing. 
 
Volume, stress, security, telephony and cryptographic test methods were developed by iBeta following a 
review of the EAC approved Unity 4.0.0.0 Test Plan, system limitations documentation, and security 
documentation for the components of the Unity 3.2.0.0 voting system.   The test methods are contained 
in Appendix A.  A test case is developed for each test method.  Documentation of all test iterations shall 
be maintained in the test case with a separate record of the configuration and results of each test 
execution.  
 
The analysis and assessments performed for source code review, PCA document review, and FCA 
Document Review is included in section 2. 
 

4.1 Hardware Configuration & Design 
The baseline hardware configuration of the ES&S Unity 3.2.0.0 submitted for testing is identified in 
Table 11  Voting System Hardware & other Equipment.  It is recorded in the PCA Configuration 
document.  If during testing there is any change to the configuration of the system, the complete voting 
system configuration will be recorded on a new tab.  The new tab will reflect the date upon which the 
new configuration was documented.  All test cases identified in Table 14 iBeta Sampling of System 
Function & Test Cases and Table 15 System- Level Test Cases will include verification and 
documentation of the test environment against the applicable PCA Configuration tab. 
 
In a preliminary configuration examination of three units transferred from SysTest Labs the DS200 failed 
to boot up.  This issue was reported (discrepancy #87).  The compact flash cards were returned to 
ES&S for examination.  It was determined that a file system error that performed a check was incorrectly 
set to 6 months.  In order to resolve the issue, ES&S provided a script file to change the setting of 
Max_amount to equal 1 and remove W-TEMP.  iBeta reviewed the script and restored the compact flash  
using the build provided by SysTest Labs and ran the script.  
 

4.2 Software System Functions 
Testing of the software system functions defined in the VSS 2002 include: 

 Identification of the functional test scope based upon the PCA TDP Document Review (Vol. 2, 
Sect. 2) and FCA review of the ES&S Unity 3.2.0.0 voting system testing (Vol.2 Appendix A.2) 

 PCA TDP Source Code Review of all new or changed code (Vol.2 Sect. 5.4)  

 Witness the build of the reviewed code for the baseline version of the system the manufacturer 
intends to sell and deliver to the jurisdiction. (Vol.2. Sect. 6.2)  

 Development of a Certification Test Plan and Test Cases (Vol. 2, Appendix A.) 

 Execution of Functional/System Integration Tests including those listed in the Reuse System 
Level Test Method and the Regression System Level Test Case (Vol. 2, Sect. 6) 

 Testing of the performance and sequence of system software functions identified in System 
Operations, Maintenance and Diagnostic Testing Manuals, including those listed in the Reuse 
System Level Test Methods, Reuse Accuracy Test Method, Reuse Characteristics Test Method 
and the Volume, Stress, Security, Telephony and Cryptographic Test Cases.  (Vol. 2. Sec. 6.8) 
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 Verification of COTs software and completion of a trusted build by iBeta with the source code 
provided by SysTest Labs and any changes to source code resulting from testing.  iBeta shall  
construct  the build and record the  file signature of the build environment and final build.  The 
process follows.  All section 5.7 of the Certification Program Manual specified deliverables shall 
be provided to the EAC stipulated escrow agency upon certification.  iBeta staff shall follow the 
steps outlined in the iBeta Trusted Build Procedure to ensure compliance with the section 5.6 of 
the Certification Program Manual.   

 

4.3 Test Case Design 

4.3.1 Hardware Qualitative Examination Design 

iBeta conducted a review of Unity v.4.0.0.0 EAC approved test plan for Volume, Stress, Recovery and 
Security and the performance characteristics identified in the  Unity 3.2.0.0 submitted TDP.  The review 
was conducted in accordance with vol. 2 Appendix A.4.3.1 (a-d) of the VSS 2002 and Section 301 of 
HAVA.  The results of this review were recorded in the FCA Test Document Review and mapped to all 
applicable iBeta test cases. As a result of this review it was determined that iBeta will conduct Volume, 
Stress, Security and Error Recovery testing to determine the quality of the hardware design. iBeta will 
also conduct a System Level Regression Test to determine the quality of the overall voting capabilities, 
pre-voting, voting and post voting functions of the ES&S Unity 3.2.0.0 voting system.  The EAC shall 
assess in the SysTest Labs test results for the Reuse Characteristic (Usability, Accessibility and 
Maintenance), Reuse Functional System Level, Reuse Accuracy and Reliability testing identified in the 
applicable test method.   
 
An examination of the ES&S Unity 3.2.0.0 voting system was conducted to confirm that it does not 
contain: wireless technology, modems, or use of the public networks.  The results of this review were 
recorded in the FCA Test Document Review and mapped to the applicable iBeta test method.  As a 
result of this review it was determined that the voting system: 

 Is exempted from wireless, modem and testing associated with use of the public networks.  
 
SysTest Labs and their subcontractors (see Section 1 Introduction) examined the Unity v.4.0.0.0 and 
determined the scope of hardware environmental testing required by the VSS 2002.  The EAC 
conducted a review of the SysTest Labs environmental testing for Unity v.4.0.0.0 and approved its 
reuse. iBeta compiled the test reports applicable to the scope of Unity 3.2.0.0 and confirmed the reports 
identified the hardware had passed and that any failures identified in the reports had documentation  of  
a matching engineering change.  A trace matrix of the test reports and the tested equipment 
configuration is contained in Appendix B. 
 

4.3.2 Hardware Environmental Test Case Design 

The SysTest Labs‟ subcontractors listed in section 1 performed hardware testing of the Unity v.4.0.0.0 
voting system. The review, analysis, testing and test results are contained in the test reports and 
engineering change assessments listed in the Table 2 External Documents - Unity v.4.0.0.0 Test 
Documents.  The EAC issued their approval for reuse of the results of the SysTest Labs Environmental 
Hardware testing in 2-3-2009 Letter to ESS Reuse of Testing Final.  In order to ensure that iBeta had all 
documentation of the Environmental Hardware test assessment and results for the Unity 3.2.0.0 voting 
system.  iBeta reviewed the reports to confirm they included documentation that the  Unity 3.2.0.0 
submitted hardware passed the required tests and that  any failures resulting in engineering changes 
were documented.  This work was performed as part of the Pre-Certification Test Activities.  The results 
are identified in section 2.1.4 
 

4.3.3 Software Module Test Case Design & Data 

ES&S has petitioned for reuse of the functional testing performed by SysTest in the certification effort of 
Unity v.4.0.0.0.  Included in this petition is reuse of the Unity 3.2.0.0 applicable portions of the EAC 
approved ES&S Unity 4.0 Certification Test Plan Document Number 07-V-ESS-035-CTP-01 Rev. 10.0.  
This approved test plan has been attached as Appendix C. 
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Following the process outlined in Section 2.1.1 Document Review and Results Based upon the FCA 
Document Review of the ES&S tests the iBeta standard test cases were customized to cover the 
applicable requirements of the ES&S Unity 3.2.0.0 voting system.   
 
A security documentation review in accordance with vol. 2 Section 6.4 was completed and documented 
in the FCA Security Review.  Based upon the assessment of the security documents and the findings of 
this review specific security tests were identified and recorded in the same document to meet the 
requirements of vol. 1 section 6. 
.  
The customized test cases include the identification of the controls between the applications, user 
interfaces, and hardware interfaces with the capture of entry and exit data.   (See Table 14 iBeta 
Sampling of System Function & Test Cases, Table 15 System- Level Test Cases, and Appendix A.)  
 

4.3.4 Software Functional Test Case Design 

Documentation of the SysTest test case design process will be examined by the EAC as part of the 
determination of reuse.  
 
Following the process outlined in Section 2.1.1 Document Review and Results iBeta identified the scope 
of required functional testing outside the EAC petition for reuse.  Testing identified as outside the 
petition for reuse included Volume, Stress, Error Handling and Security.  As appropriate unique 
functional or integrated system level test cases were defined.  Security testing also incorporated source 
code and document reviews as identified by iBeta‟s security review.  (This review was conducted or 
overseen by a CSSIP.)   The test cases or reviews identify Accept/Reject performance criteria for 
certification based upon the VSS 2002 and the Unity 3.2.0.0 voting system software, hardware, security 
and specifications 
 
The ES&S Unity 3.2.0.0 voting system functions are identified in the SysTest Labs Test Plan (See 
Appendix C).  A sampling of this functionality will be tested by iBeta, as identified in Table 14 iBeta 
Sampling of System Function & Test Cases. Greater description of each Test Case is found in the Test 
Methods. (See Appendix A Table 17)  Detailed test steps and test data are found in the separate 
individual Test Case documents. 
 

Table 14 iBeta Sampling of System Function & Test Cases 
iBeta Sampling of System Function Test Case 

a. Ballot Preparation Subsystem  Regression  System Level  
Volume 3 

b. Test operations performed prior to , during and after processing of ballots, 
including:  

  

i.   Logic Test – Interpretation of Ballot Styles & recognition of precincts  Regression  System Level 
Volume 1, 2 & 7 

ii.  Accuracy Tests- Ballot reading accuracy  Regression  System Level 
Volume 1, 2, 6 to 10  

iii. Status Tests- Equipment statement &memory contents  Regression  System Level 
Volume 1, 2, 6 to 10  

iv. Report Generation – Produce test output data Regression  System Level 
Volume 1, 2, 6 to 10  

v. Report Generation- Produce audit data  Regression  System Level 
Volume  1, 2,  6 to 10 

c. Procedures applicable to equipment used in a Polling Place for:  

i.   Opening the polls, accepting & counting ballots  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

ii.  Monitoring equipment status  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

iii. Equipment response to commands  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

iv. Generating real-time audit  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

v:  Closing polls and disabling ballot acceptance  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  
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iBeta Sampling of System Function Test Case 

vi. Generating election data reports Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

vii Transfer ballot count to central counting location Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10  

viii Electronic transmission  Telephony & Cryptographic 
d. Procedures applicable to equipment used in a Central Count Place  

i. Process ballot deck or PMD for >1 Regression  System Level 
Volume 1 & 6 

ii.   Monitoring equipment status  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10 

iii. Equipment response to commands  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10 

iv. Integration with peripherals equipment or other data processing systems  Regression  System Level 
Volume 1, 2, 6, 7, 9 & 10 

v. Generating real-time audit messages Volume 1, 2, 6, 7, 9 & 10  
vi. Generating precinct-level election data reports  Regression  System Level 

Volume 1, 2,  7, 9 & 10 
vii. Generating summary election data reports  Regression  System Level 

Volume 1, 2, 6, 7, 9 & 10 
 

4.3.5 System Level Test Case Design 

System Level Test Cases have been prepared to assess the response of the hardware and software to 
a range of conditions.  Greater description of each Test Case is found in the Test Methods. (See the 
Appendix.)  Detailed test steps and test data are found in the separate individual Test Case documents.  
 

Table 15 System- Level Test Cases 
 Test Method (Method Detail) 

a. Volume Test   

Using the ES&S defined Unity 3.2.0.0 system limitations and the estimated 
maximums of the largest ES&S customers, confirm that the system limit 
exceeds the customer maximums.  Document in the test case the percentage 
that the system limit exceeds the customer maximum.  (System Limit  * 100) 
/Customer Maximum =% System Limit )   
 
Using the ES&S defined system limit, verify that the maximum capacity is 
successfully prepared and processed without errors for: 
Vol. 1) The maximum number of precincts and ballot styles within an election. 
Vol. 2) The maximum number of ballot styles in a precinct 
Vol. 4) See g (Recovery Tests) 
Vol. 6) The maximum number of precincts in a single polling place 
Vol. 7) The maximum number of ballot styles in a precinct 
Vol. 8) The maximum number of candidates/contest in an election on an M650 
9) The maximum number of candidates/counter in an election  
Vol. 10) The maximum number of ballot styles in an election 
 
Verify that during the expected hours of operation audit entries are  
successfully recorded  without errors for: 
Vol. 3) Audit Manager listings generated during EDM and ESSIM ballot 
preparation 

Volume 1 – 4 & 6-10 (Volume)  
 
 
 
 
 

b. Stress Test   

Using the ES&S defined system limits, verify that the voting system provides an 
appropriate response to an overloading condition, exceeding:  
Vol. 1) The maximum number of precincts and ballot styles within an election. 
Vol. 2) The maximum number of ballot styles in a precinct 
Vol. 4) See g (Recovery Tests) 
Vol. 6) The maximum number of precincts in a single polling place 
Vol. 7) The maximum number of ballot styles in a precinct 
Vol. 8) The maximum number of candidates/contest in an election on an M650 
9) The maximum number of candidates/counter in an election  
Vol. 10) The maximum number of ballot styles in an election 
 

Volume 1 – 4 & 6-10 (Stress) 
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 Test Method (Method Detail) 

Verify that higher than the expected level of operation is successfully 
processed without errors for: 
Vol. 3) Audit Manager listings generated during EDM and ESSIM  ballot 
preparation 
 
Stress scenarios exceeding the maximum limitations will be executed to 
confirm any applicable error handling: 
If error messages are generated they are:  
- Stored & reported as they occur 
- Errors requiring intervention clearly display issues & action instructions or with 
indicators 
- Incorrect responses will not lead to irreversible errors. 
If error messages are not generated:  
- The system processes without error; or  
- If there are any system errors then the system shall recover without any loss 
of data. 
 

c. Usability Tests:  

Election database and ballots will be prepared, installed, voted and reported 
exercising the input controls, error content, and audit message content of the 
voting system.  

 A review will assess the content and clarity of instructions and processes. 

Reuse System Level 
Reuse Characteristics 
Volume Tests 1-10 Error 
Recovery 

d. Accessibility Tests:  

An audio Spanish and English ballot will be programmed. Votes will be marked 
on the VAT to confirm: 

 Ballots can be accessed visually, aurally or with non-electronic dexterity 
aids in Spanish and English 

 Ballots can be accessed with various screen contrast, ballot display 
settings, and required audio ballot controls 

 Physical aspect measurements of the voting system will comply with the 
VSS 2002 

Reuse System Level 
Reuse Characteristics 
Regression System Level 

e. Security Tests: incomplete 

During system level testing steps will be incorporated into the pre-vote, vote, 
and post vote election phases.  These steps shall test: 

 Security access controls limit or detect access to critical systems (ballot 
preparation ballot installation, poll opening/closing, ballot activation, 
transfer of data, reporting of results and audit functions) 

 Loss of system integrity, availability, confidentiality and accountability are 
detectable 

 The effectiveness of the documented security polices and procedures 
 
Security specific test cases shall include:  

 Attempts to circumvent user sign in and insert media to circumvent 

 Methods to bypass or defeat the security 

 Denial of service attacks simulated using insert 

 Poll workers, and voters as threat agents to access the ability of the voting 
system to resist or detect attacks, log and/or report attempts  

 Effectiveness of the documented security polices and procedures 
(The details for these high level test objectives are found in Table 23 - Security 
& Telephony Test Methods)  
 
Telephony test cases shall include:  

 Confirmation that the system does not access  the public telephone 
network 

 
After defining language specific review criteria, a software source code review 
will be executed to confirm that: 

 Modules contain single exit points  

 There are no unbound arrays  

 There are no vote counter overflows 

 Audit records log errors & events  

 There is separate and redundant ballot image, vote and audit recording  

Regression System Level 
 
Security Review (iBeta) 
 
 
 
 
 
 
 
 
 
 
 
 
Security Review (iBeta) 
 
 
 
 
 
 
 
 
iBeta 3% Source Code Review 
Assessment  and the SysTest 
Labs‟ Source Code Review 
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 Test Method (Method Detail) 

 Voting systems halt execution at the loss of critical systems 

 There are no computer-generated passwords 

f. Performance Tests:  

During various functional and accuracy testing the elections will be 
programmed, voted and tallied to ensure ballot formats are accurately 
displayed, votes are accurately and reliably cast for the voting variations and 
functionality supported by the voting system. 
 
High or overloaded volume processing, storing and reporting shall occur 
without system degradation. 

Reuse System Level 
Regression System Level 
 
 
 
Volume 1-10 - Performance 

g. Recovery Tests:  

Consistency assessment of Source Code to confirm that the single exit point is 
the point where control is returned.  At that point, the data that is expected as 
output is appropriately set. The exception for the exit point is where a problem 
is so severe that execution cannot be resumed.  In this case, the design 
explicitly protects all recorded votes and audit log information and implements 
formal exception handlers provided by the language. 
 
Test will be conducted to determine the system is able to: 

 Recover from power or other system failure, without loss of vote data; and  

 Be supported on back up power for a minimum of two hours. 
 
Volume 4) The maximum media, DS200 & M650, capacity   
If during Volume and Stress testing (listed in a & b above)  there are system 
errors that cause a crash the system shall recover without any loss of data. 

Source code review- v.1: 4.2.3.e 
 
 
 
 
 
 
Volume 5 (Reuse Electrical 
Supply) 
 
 
Regression System Level 
Volume 1-10 Error Recovery 
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5 Test Data 
 

5.1 Test Data Recording 
Test data recording by SysTest Labs and their subcontractors is identified by SysTest Labs  and 
reviewed by the EAC in Unity v.4.0.0.0 test effort determination of reuse for Unity 3.2.0.0. SysTest Lab‟s 
environmental subcontractors recorded environmental test data in a manner appropriate to the test 
equipment with output reports detailing the results and analysis.   
 
The results of testing and review performed by iBeta on the ES&S Unity 3.2.0.0 voting system to the 
VSS 2002 are recorded in the test case and review forms prepared by iBeta.  Electronic copies of all 
testing and reviews will be maintained.  
 

5.2 Test Data Criteria 
Evaluation of the results of the voting system tests and reviews by SysTest Labs and their 
subcontractors is identified by SysTest Labs and reviewed by the EAC in Unity v.4.0.0.0 test effort 
determination of reuse for Unity 3.2.0.0. 
 
The results of the voting system tests and review results shall be evaluated against the documentation 
of the Unity 3.2.0.0 voting system, and the requirements of the VSS 2002.  The Unity 3.2.0.0 voting 
system shall be evaluated for its performance against the standard and the expected results identified in 
each test case. 
 

5.3 Test Data Reduction 
SysTest Labs‟ test data reduction is reviewed by the EAC in the Unity v.4.0.0.0 test effort determination 
of reuse for Unity 3.2.0.0. 
 
iBeta will process the test data manually. 
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6 Test Procedures & Conditions 
 

6.1 Facility Requirements 
The test location of the Functional, System Level, Accessibility, Usability and Environmental testing is 
identified in the SysTest Labs Unity v.4.0.0.0 Test Plan.  All software testing and review performed by 
iBeta will be performed at iBeta's laboratory in Aurora, Colorado.  
 
ES&S Unity v.4.0.0.0 test documentation will be maintained by SysTest Labs, as directed by the EAC. 
The ES&S Unity 3.2.0.0 documentation, test documentation and results will be maintained in the ES&S 
Unity 3.2.0.0 voting system project folder on the SharePoint server in the Voting business vertical 
repository. Only project assigned test personnel will have access to the ES&S repository. ES&S source 
code will be maintained on a separate server. Only project assigned test personnel will have access to 
the source code repository.  Repositories are backed up daily using industry standard utilities. 
 
 

6.2 Test Set-up 
Documentation of the ES&S Unity v.4.0.0.0 test set-up performed by SysTest Labs is to be reviewed by 
the EAC for determination of reuse.  This testing incorporated the printing of a Ballot-on-Demand 
feature using the specified COTS printer. 
 
As part of the PCA iBeta will set-up, the ES&S Unity 3.2.0.0 voting system test platform in the manner 
identified in the system configuration identified in the Unity 3.2.0.0 system overview, excluding the 
Ballot-on-Demand COTS printer. The test platform will be documented.  Installation of the witnessed 
build will be observed and documented.  An inventory of any accessories or preloaded applications will 
be documented. 
 
 

6.3 Test Sequence 
There is no prescribed sequence for the testing of the voting system.  The only sequence requirement is 
that predecessor tasks are completed prior to initiation of a task.  

 
Table 16 –Sequence of Certification Test Tasks 

Certification Test Task Predecessor Task iBeta Test Personnel 

Identify scope of project for contract negotiation Determination of voting system status (new or 
changed); EAC preliminary direction regarding 
determination of scope 

Carolyn Coggins and Gail 
Audette 

Set up Project and Repositories Contract Authority Carolyn Coggins and Gail 
Audette 

Reporting of Discrepancies Commencement of the project All test staff  

Review PCA TDP Documents for Assessment of 
Reuse 

Project repository and Unity 3.2.0.0 TDP documents 
received 

All test staff 

Issue PCA TDP Document Review Assessment 
to the EAC 

Sampling examination of  Unity 3.2.0.0 TDP 
documents  

Carolyn Coggins 

Review PCA Source Code Review 3% 
Assessment 

Project repository and Unity 3.2.0.0 TDP Documents 
& Unity v.4.0.0.0 Source Code received from 
SysTest 

Kevin Wilson, Sridevi Jakileti, 
Lauren Laboe, & Gail Audette 

Issue PCA Source Code Review 3% 
Assessment to the EAC 

Sampling identification and  examination of 3% of 
previously reviewed source code 

Gail Audette 

FCA Testing Review and Test Scope/ 
requirements identification  

Unity 3.2.0.0 TDP documents received; Unity 
v.4.0.0.0 test artifacts from SysTest; EAC 
preliminary direction regarding determination of 
reuse 

Kelly Swift, Carolyn Coggins, 
Jenn Garcia, & Kevin Wilson 

Certification Test Plan PCA TDP Document and PCA Source Code Review 
3 % Assessments, FCA Testing Review 

All test staff 

FCA Test Case preparation EAC preliminary direction regarding determination of 
reuse; FCA Testing Review, Identification of Test 
Scope and Requirements 

Jenn Garcia, Kelly Swift, Kevin 
Wilson, Sridevi Jakileti, 
Stephanie Eaton & Carolyn 
Coggins 

PCA System Configuration v. 3.2.0.0 TDP, hardware and software received and 
checked-in 

Stephanie Eaton, Jenn Garcia, 
Kelly Swift & Carolyn Coggins 



 EAC Application # ESS0701 
 

       Page 44 of 90 
 

Certification Test Task Predecessor Task iBeta Test Personnel 

PCA Witness Build EAC determination of reuse; Unity v.4.0.0.0 Trusted 
Builds received from SysTest 

Kevin Wilson & Sridevi Jakileti 

Test Method validation  Completion of test method Carolyn Coggins, Jenn Garcia 
& Stephanie Eaton 

Test tool validation Identification of tools; verify validations performed on 
earlier projects for standard tools 

Kevin Wilson, Gail Audette, 
Lich Le, Jenn Garcia, & 
Stephanie Eaton 

Installation of  Witnessed Build Review and validation of installation procedure 
including  user selections and configuration changes 

Kevin Wilson & Sridevi Jakileti 

Unity 3.2.0.0 FCA Environmental Hardware Test 
Report identification and examination 

EAC letter with determination of reuse; Unity 
v.4.0.0.0 test artifacts from SysTest 

Carolyn Coggins & Kelly Swift 

FCA Accuracy Test Case Reuse Test method identification in the Unity 3.2.0.0 test 
plan; EAC determination of reuse 

Carolyn Coggins 

FCA Functional/System Level Test Case Reuse Test method identification in the Unity 3.2.0.0 test 
plan; EAC determination of reuse 

Kelly Swift & Carolyn Coggins 

FCA Functional/System Level Regression Test 
Case Execution 

Unity 3.2.0.0 test plan completion & EAC approval; 
test case completion; and Trusted Build completion 

Stephanie Eaton, Jenn Garcia, 
Kelly Swift & TBD 

FCA Characteristic Test Case Reuse Test method identification in the Unity 3.2.0.0 test 
plan; EAC determination of reuse 

Carolyn Coggins 

FCA Security Review & Testing Unity 3.2.0.0 test plan completion & EAC approval; 
test case completion; and Witnessed Build 
completion 

Kevin Wilson & Sridevi Jakileti 

FCA Telephony and Cryptography Review and 
Test Case 

Unity 3.2.0.0 test plan completion & EAC approval; 
test case completion; and Witnessed Build 
completion 

Kevin Wilson & Sridevi Jakileti 

Validation of COTs for Trusted Build Receipt of COTS SW and  Unity 4.0.0.0 COTS 
validations from SysTest 

Kevin Wilson & Sridevi Jakileti 

Trusted Build Receipt of all build software and hardware, clean 
build platform, and validation of COTS complete 

Kevin Wilson & Sridevi Jakileti 

Regression Testing of Discrepancy Fixes Receipt of applicable fix or response from ES&S and 
PCA Witness Build of reviewed code, if applicable 

TBD if applicable 

Document receipt of the System Identification 
Tools from the manufacturer 

Receipt of the System Identification Tools from the 
manufacturer 

TBD  

VSTL Certification Report  EAC documentation of the determination of reuse; 
successfully complete all FCA and PCA tasks;  

All test staff 

Deliver the Certification Report for EAC Review Completion of VSTL Certification Report Carolyn Coggins 

Deposit Trusted Build and acknowledge delivery  Initial decision from the EAC and manufacturer letter Carolyn Coggins 

Re-issue the Certification Report with the EAC 
Certification Number 

Acceptance of the Certification Report by the EAC Carolyn Coggins 

Archive all testing Issuance of EAC certification number Stephanie Eaton & TBD 

 

 

6.4 Test Operations Procedures 
SysTest Labs Test Operations Procedures are subject to review by the EAC.    
 
iBeta test cases and review criteria are contained in separate documents.  They are provided to the 
iBeta test staff and Environmental Hardware Subcontractor with step-by-step procedures for each test 
case or review conducted.  Test and review instructions identify the methods for test or review controls.  
Results are recorded for each test or review step. Possible results include: 

 Accept: the expected result of the test case is observed; an element of the voting system 
meets the VSS 2002. 

 Reject: the expected result of the test case is not observed; an element of the voting system did 
not meet the VSS 2002. 

 Not Applicable (NA):  test or review steps that are not applicable to the scope of the current 
Certification are marked NA. 

 Not Testable (NT): rejection of a previous test step prevents execution of this and subsequent 
test steps. 

Reject, Not Applicable and Not Testable results are marked with an explanatory note.  The note for 
rejected results contains the discrepancy number. 
 
Issues identified in testing or reviews are logged on the Discrepancy Report.  Issue types include: 

 Document Defects: a documentation element of the voting system did not meet the VSS 2002.  
Resolution of the defect is required for certification.  
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 Functional Defects: a hardware or software element of the voting system did not meet the VSS 
2002. Resolution of the defect is required for certification. 

 Informational: an element of the voting system which meets the VSS 2002 but may be 
significant to either the manufacturer or the jurisdiction.  Resolution of Informational issues is 
optional. Unresolved issues are disclosed in the certification report. 

 
Test steps are numbered and a tabulation of the test results is reported in the test case.  Test operation 
personnel and their assignments are identified in the table above. 
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7 Appendix A - Test Methods 

7.1 System Level Test Methods (Reuse & Regression) 
 
Table 17 - System Level Test Methods (Reuse & Regression)  

Method Detail Reuse System Level Test Method Regression System Level Test Method 

Test Case Name Reuse System Level :  SysTest Labs Unity v.4.0.0.0 Test Cases applicable to the 
scope of Unity 3.2.0.0: Readiness, Functional, Maintainability, GEN01, GEN02, 
GEN02 PA, GEN03, PRI01, PRI01 PP, PRI02, 40HTEST1, Ohio Test, 
40HTEST3, 40HTEST4, 40HTEST5, 3000 Precincts, Error Recovery, and 
Electrical Supply 

Regression System Level Test Case  

Scope - identifies the type of 
test 

ES&S has petitioned the EAC for reuse of the applicable components in scope 
for Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification 
test effort.  Determination of reuse is based upon the EAC review of test results 
for functional,  system level, usability,  and accessibility  testing performed by 
SysTest Labs validating the VSS 2002 required and ES&S identified functionality  
for the Unity 3.2.0.0 voting system.  

A regression system level test incorporating validations of a substantial portion of the 
VSS 2002 required and vendor identified functionality  for the Unity 3.2.0.0 voting 
system.    
 
Pre-vote:  Create a Pick-a-Party Primary election; prepare election media  and paper 
ballots in EDM, ESSIM and HPM; import into AIMS .  
Vote:  Vote Election Day hand & machine marked paper ballots (VAT:A100 & A200); 
precinct scanning  (DS200) 
Post Vote:  Write election results (DS200); scan absentee hand marked and VAT marked 
ballots (M650 central  scanner); consolidate absentee & Election Day votes into ERM for 
tallying and reporting. 
 
Testing includes validation of measurable performance including accuracy, processing 
rate, and ballot format handling capability, incorporating: testing  
- ENH14322 (zero totals in ERM- RFI-2008-07)  
- Discrepancy #35 (SysTest 475 ERM Number-Key District report BUG13966,) 
- Discrepancy 30 (SysTest 429 Election description, Vote for phrase when only 1, Vote 
for phrase)  
- Discrepancy #48 (SysTest 556 AM archive functionality) 
Functional aspects include error recovery, security, and usability of the hardware, 
software  procedures in the pre-vote, voting, and post-voting operations  with voter 
accessibility and multilingual ballots  included.  

Test Objective Determination by the EAC of the reuse of SysTest Labs testing,  test results and 
test reporting for Ballot-on-Demand (BOD),  VAT and tabulators (DS200, M650), 
for Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification 
test effort.  

Validation of the ability to:  
- Accurately and securely create paper English and Spanish visual and audio ballots for 
a pick-a-party primary election; 
- Create  and install election specific media for the VAT and DS200 and M650; 
- Independently and securely vote audio and visual ballots with mobility and non-mobility 
restrictions;  
- Count and report the results; and 
Validate  identified enhancements and discrepancies. 

Test Variables:  
Voting Variations 
(as supported by the voting 
system) 

The EAC to determine the reuse of SysTest Labs testing of the Supported 
Functionality Voting Variations as supported for Unity 3.2.0.0. Based upon the 
2002 VSS Supported Functionality Declaration Unity 3.2.0.0submitted by ES&S 
(10/29/08), the following voting variation functionality and languages are 
supported: 
Accessibility: Forward Approach 
Primary Elections: Closed; Open Standard 
Partisan & Non-Partisan: Vote for: 1; N of M 
Write-In Voting: default is a voting position identified; with 1 or  no declared 
candidate and a write, identification for resolution at central count 

In Scope for Unity 3.2.0.0: 
Open  Pick-a-Party Primary comprising: 
- An 11 inch combined paper ballot containing Dem, Rep &  Non-Partisan selections, 
with ovals on the right side 
- 1  Polling Place 
- 2  Ballot Styles comprising:  
- 3  Precincts (1000, 2000, 3000) splits (3000-01, 3000-02) 
- 2 Partisan, 1 Non-Partisan, 1 Referendum Contests & a Party Selection  
Election Day voting (VAT & DS200) 
Absentee Voting (M650) 
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Method Detail Reuse System Level Test Method Regression System Level Test Method 

Rotation: Precinct and state specific rotations 
Straight Party: Single selection for partisan races in a general election; vote for  
candidates individually; crossover votes; a race without a candidate for one party; 
N of M race where N>1; exclude a partisan contest from a straight party selection 
Cross-Party Endorsement: multiple parties endorse one candidate 
Split Precincts: multiple ballot styles; support splits with correct contests & ballot 
identification of each split; reporting of # of voters to the precinct split level and 
reporting of vote totals is to the precinct level 
Vote for N of M: Counts each selected candidate, if the maximum is not 
exceeded; invalidates all candidates in a paper overvote  
Provisional/Challenged: voted ballot is identified but not included in tabulation, 
but can be added in central count; ballot is included in  tabulation, but is identified 
and can be subtracted in central count, ballots maintain secrecy of ballot 
Overvotes: Paper overvote invalidates the vote; if a system doesn't prevent 
overvotes, it must count them 
Undervotes: are counted for accounting purposes 
Blank Ballots: Any alert is tested; if not immediately processed, must be a 
provision to recognize and accept; if operator access, there must be a provision 
for resolution 
Display/Printing Multi-Lingual Ballots: Spanish 
Default Language: English 

Write-in votes 
Vote for N of M 
Overvotes 
Undervotes 
Blank Ballots 
Assistive Devices (AT paddles, tactilely discernible keypad, Audio\Visual ballots) 
Multi-lingual Audio & Visual Ballots (English & Spanish)  
-  Two audio preparation methods: conversion of election text file from Unity to 
synthesized speech in AIMS (Eloquence COTS SW) & WAV audio files recorded in 
AIMS   
- DS200 Ballot Control Options (HPM):   Query: Overvotes & Crossover ballots; Reject:  
Blank ballots & unreadable marks; Accept: undervote. 
- AIMS Overvote and Undervote alerts selected for VAT. (Overvotes prevented)  
- DS200 is set to not permit reopening of the polls. (TC will be repeated  with system set 
to permit reopening of the polls) 
 
 

A description of the voting 
system type and the 
operational environment 

The EAC to determine the reuse of SysTest Labs testing of the operational 
environment as applicable to Unity 3.2.0.0: 
EMS Ballot Preparation SW: Audit Manager (AM), Election Data Manager (EDM), 
ES&S Image Manager (ESSIM), Hardware Programming Manager (HPM), 
AutoMARK Information Management System (AIMS) 
 
Ballot Marking Device: Voter Assist Terminal (VAT), Models A100 & A200 
 
Precinct Count scanner/tabulator: intElect DS200 (DS200) 
 
Central Count scanner/tabulator: Model 650 (M650) 
 
Central Count Tally : Election Reporting Manager (ERM) 

The Unity 3.2.0.0 voting system includes:  
EMS Ballot Preparation SW: Audit Manager (AM), Election Data Manager (EDM), ES&S 
Image Manager (ESSIM), Hardware Programming Manager (HPM), AutoMARK 
Information Management System (AIMS) 
 
Ballot Marking Device: Voter Assist Terminal (VAT), Models A100 & A200 
 
Precinct Count scanner/tabulator: intElect DS200 (DS200) 
 
Central Count scanner/tabulator: Model 650 (M650) 
 
Central Count Tally system: Election Reporting Manager (ERM) 

VSS 2002 vol. 1 2.2.1 thru 2.2.9, 2.2.11 thru 2.5.3.2, 2.5.4, 3.2.4 thru 3.2.4.2.1, 3.2.4.2.3, 
3.2.4.2.5, 3.2.4.2.6, 3.2.5 thru 3.2.6.1.2, 3.2.7 thru 3.2.8.2 
HAVA a thru c2 
 
RFI:  2007-02, 2007-04, 2007-06, 2008-04, 2008-07, 2008-12 

2.2.1 thru 2.2.9, 2.3.1.1 thru 2.5.3.2 , (DRE requirements applicable to VAT excluding 
vote storage) 3.2.4.2.5, 3.2.4.2.6, 3.2.5.1.3 a thru d.4, 3.2.6.1.1, 3.2.8 thru 3.2.8.2 
HAVA a thru c2 
 
RFI:  2007-02, 2007-04, 2007-06, 2008-04, 2008-07, 2008-12 

VSS 2002 vol. 2 6.2, 6.2.1, 6.2.2, 6.3, 6.4, 6.4.1, 6.5, 6.6, 6.7 
RFI: 2007-06, 2008-07, 2008-12 

6.2, 6.2.1, 6.2.2, 6.3, 6.4, 6.4.1 , 6.5, 6.6, 6.7 
RFI: 2007-06, 2008-07, 2008-12 

Hardware, Software voting 
system configuration and test 
location 

Determination by the EAC of the reuse of SysTest Labs testing. Configuration of 
SysTest Labs applicable testing is to be verified by the EAC.  
Software:  AM, EDM, ESSIM, AIMS, HPM, ERM  
 
Hardware/Firmware: To be verified by the EAC 
VAT Models, Firmware &  Operating System  
DS200: HW Rev; FW Rev  
M650: HW Rev; FW Rev  

 

EMS Software:  
AM v. 7.5.0.0 
EDM v. 7.8.0.0 
ESSIM v. 7.7.0.0 
AIMS v. 1.3.57 
HPM v. 5.7.0.0 
ERM v. 7.5.2.0 
 
Hardware/Firmware specific to this test case: 
VAT Model s including A100 & A200's  
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Method Detail Reuse System Level Test Method Regression System Level Test Method 

Test Location: To be verified by the EAC Precinct count: DS200:  HW: 1.2.0; FW: 1.3.7.0, SN: ES0107360007 
Central count: M650:  Green (Right) HW Rev. 1.1, FW: 2.2.1.0 SN: 2406 8013 
 
Checklists: 
Election Day Training Manual Unity v 4.0, August 2007  Readiness Checklists:  
AM , EDM, ESSIM, HPM  
ERM Pre-Election Day Training Manual v.7.5.0.0 May 9, 2008 checklist 
DS200 Pre-Election Day Checklist v.1.3.7.0, July 2, 2008  
M650: Pre-Election Day Checklist Version Number 2.2.1.0, February 29, 2008  
 
Test Location: iBeta, 3131 S. Vaughn Way, Aurora, CO 80014 

Pre-requisites and 
preparation for execution of 
the test case.  

Determination by the EAC of the reuse of SysTest Labs testing. Pre-requisites 
and preparation for execution of SysTest Labs applicable testing is to be verified 
by the EAC.  
 
- Record the testers & date 
- Perform and install witness/trusted build of software/firmware components 

Prior to execution of testing, the following prerequisites must be completed: 
- Record the testers & date 
- Perform and install witness/trusted build of software/firmware components utilizing 
ES&S documentation 
- System has been installed and set up as identified in the user manuals 
- Gather any necessary materials or manuals  (A microphone, PC soundcard and 
speakers are available/installed to record audio, white and blue blank ballot stock 
paper) 
- Ensure customization of the test case template is complete 

Getting Started Checks Determination by the EAC of the reuse of SysTest Labs testing. Getting Started 
Checks made prior to the execution of SysTest Labs applicable testing are to be 
verified by the EAC.  

Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA 
Configuration matches the configuration of the system used in the 48 hr. temp & power 
variation test and vendor described configuration.   
 - Validate installation of the witnessed build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 
-During testing an operational readiness test will be performed.  

Documentation of Test Data  
& Test Results 

Documentation of the reuse of SysTest Labs testing is provided by the EAC in a 
letter to ES&S and iBeta.  These letters are posted to the EAC website and listed 
in the External Documents table of the Unity 3.2.0.0 test plan and test report. . 
Methods for documentation of SysTest Labs test data and results are to be 
verified by the EAC. 

Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 

Pre-vote: 
Ballot Preparation procedures 
verifications 

Determination by the EAC of the reuse of SysTest Labs testing. Pre-vote Ballot 
Preparation procedure verifications during the execution of SysTest Labs 
applicable testing are to be verified by the EAC.  

Ballot Prep: Verify 
- Spanish/English, visual/audio ballots (contests, candidates , propositions and 
associated offices/labels) can be accurately/securely defined with multiple ballot styles, 
precincts and splits. 
- Ballots contain partisan races segregated by party and non-partisan races (Dem, 
Rep, Non-Partisan) 
- Ballots contain identifying marks (ballot style, precincts/splits) 
- Volume test elections and ballot styles are retained and can be accessed 
-  Ballot & VAT:  ovals properly align with candidate names/issues so voters can clearly 
mark selections; spacing and font size is consistent so there is no preferential  voting 
position 
- VAT: maximum choices for a single contest are displayed on one page 
- The election can be accurately/securely  imported from Unity 3.2.0.0 into AIMS.  
(Prerequisite:  define and print ballot in Unity 3.2.0.0,  before importing into AIMS.) 
- The AIMS database can be modified, as required,  to support the election definition 
required for VAT operation;  and using AIMS Preview function confirm  data was 
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imported correctly and ballots are set up correctly. 
- Election media can be accurately/securely programmed in HPM and AIMS for 
installation in all voting & tabulating devices. (VAT, DS200, M650) 
- AM, EDM, ESSIM, HPM,  ERM, VAT, M650 & DS200 Application & hardware 
readiness checklists are accurate and successfully completed  
 
Validate Discrepancy 30 (Election description, Vote for phrase when only 1, Vote for 
phrase)  
 
Installation of Election 
VAT: Setup & install election; perform maintenance checks: 1. ink cartridge. 2. battery 
charge 3. Install Flash Memory Card. 4. Test VAT operations (Jurisdiction Guide Ch. 5) 
5. Set Admin password 6. Calibrate 7. Set 'Maint' password (Jurisdiction Guide Ch. 6)  
to confirm  there are no hardware/software failures  
DS200: Setup & install election;  perform readiness checklist 
M650: Setup & install election; set Date & Time;  and perform readiness  checklist  

Pre-vote: 
Ballot Preparation Security 

Determination by the EAC of the reuse of SysTest Labs testing. Pre-vote Ballot 
Preparation Security procedure verifications during the execution of SysTest 
Labs applicable testing are to be verified by the EAC.  

Ballot Prep:  
-Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability, including 
AM:  A  userid/password control access to EDM & ESSIM; confirm access is permitted 
and denied without proper credentials 
HPM: An administrator password; access the DS200 Admin menu on the DS200 
Scanner Options screen; and a password to reopen polls  
ERM: An administrator password; prevent access to "Suspension Menu"; and confirm 
access is denied. 
DS200:  A password is  required to access Admin menu; a separate password is 
required to  reopen polls 
M650:  Back door is locked 
AIMS: NT password controls access to AIMS computer, password required to start 
AIMS 
VAT: Admin password controls the functions on the System Maint menu (password set 
on each VAT) 
 
-Functions are only executable in the intended manner, order & under intended 
conditions 
-Prevents execution of functions if preconditions weren't met 
-Implemented restrictions on controlled functions 
- Documentation of mandatory administrative procedures. 
COTS  
-Authentication is configured on the local terminal & external connection devices, 
-Operating systems are enabled for all session & connection openings, & closings, all 
process executions & terminations & for the alteration or detection of any memory or 
file object 
-Configure the system to only execute intended & needed processes during the 
execution election software.  Processes are halted until termination of critical system 
processes (such as audit). 

Readiness Testing and Poll 
Verification 

Determination by the EAC of the reuse of SysTest Labs testing. Readiness 
testing and Poll verification procedures during the execution of SysTest Labs 
applicable testing are to be verified by the EAC.  

Readiness Testing: Verification that:  
VAT: Proper election has been installed:  all buttons, printers and  screen  function 
correctly;  matching version  is displayed ; and a ballot can be marked in test mode .  
- Review audit logs to confirm readiness for VAT 



 EAC Application # ESS0701 
 

Page 50 of 90 

Method Detail Reuse System Level Test Method Regression System Level Test Method 

 
DS200:  Readiness testing automatically incorporated into Opening the Polls; Election 
name, equipment identification, polling place & ballot format and matching version  is 
displayed or printed on initial state report and/or zero count report;  confirmation that 
there are no hardware/software failures ;  and  device is ready to be activated to accept 
votes. Perform" DS200 Election Day Checklist Version Number 1.3.7.0, May 9, 2008 
- Obtain status, data reports, audit logs and other artifacts to confirm readiness for 
DS200 
- Attempt to open polls with test totals. Verify a  visual screen warning is provided if 
memory locations (including data on media) contains votes, and the reports/audit log 
contain a time-stamp record of the status of the votes/results memory and disk storage 
locations. If a unit or system contains a non-zero counter, a warning message is 
provided, along with corrective actions to resolve the votes. The unit is disabled until 
type of resolution is selected.  
-  Verify test data has been cleared 

Pre- vote: 
Opening the Polls Verification 

Determination by the EAC of the reuse of SysTest Labs testing. Pre-Vote 
procedures for Opening the Polls during the execution of SysTest Labs 
applicable testing are to be verified by the EAC.  

Precinct Count:   
Internal testing: 
- DS200 select 'Open Polls".  Zero report will automatically print, an internal test will be 
performed and results will display. If test is unsuccessful, DS200 will automatically shut 
down; If successful will display "Please Insert Your Ballot" message  
- Insert election FMC. VAT will boot up when key switch is turned to 'On' flashing 
displays of the boot procedure will appear on the screen. If the self-test fails the VAT 
will shutdown. If successful the VAT will give the "Please Insert Your Ballot" message. 
(Insert a blank CF card to ensure VAT will NOT boot up) 
 
Paper based: Verify VAT & DS200 are ready for use: 
- VAT & DS200 display  "Please Insert Your Ballot" message.  
- Any failures provide a message for resolution  
- VAT holds the ballot securely 
- DS200 does not contain a frame or fixture for ballot marking 
- DS200 is attached to a custom DS200 ballot box; with locks and separate 
compartments; slots prevent unauthorized ballot insertion. Write-ins will be marked with 
a red circle to indicate review is necessary  
- VAT security seals are checked: compact flash compartment, top cover & ink 
compartment 

Voting:  
Ballot Activation and Casting 
Verifications 

Determination by the EAC of the reuse of SysTest Labs testing. Ballot Activation 
and Casting verifications during the execution of SysTest Labs applicable testing 
are to be verified by the EAC.  

VAT & DS200 
Protects secrecy of ballot/vote 
- Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (undervotes)                                                                                                                                                                                                                                         
- Gives feedback & an opportunity to correct or accept, before the ballot is counted 
VAT BMD 
- Control of ballot (single ballot cast per vote session) and content of ballot is restricted 
to the eligible voter 
- Correct ballot is presented (language, audio/visual, precinct/split) 
- Party affiliation content is controlled/activated via the "Party Preference"  
- Touching an area outside the identified selection box does not mark the ballot or 
display external information 
- Provides all displays, instructions, messages, alerts and status in multilingual audio & 
visual displays 
- Voters are able to edit and review write-ins. # of write-ins match Vote For. 
- Audio voting provides repeat functionality & volume control   
- Voter is allowed to mark the ballot, in any combination, or return it without marking 
(blank) 
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- Overvote and Undervote  provides alerts, with overvotes  prevented 
- Summary screen is provided to signify end of candidate/measures and provides 
instructions to review/change selections prior to ballot marking 
- Verify alert of selection's complete,  ballot is being marked, and to take completed 
ballot to tabulator  
 
DS200 
- Alert successful/unsuccessful storage of cast ballot; provide review & instruction to 
resolve unsuccessful casting (Query: Overvotes & Crossover ballots; Reject:  Blank 
ballots and unreadable marks; Accept: undervote s) 
- Increments the ballot counter for successfully cast ballots 
- Print Precinct and Status reports to compare to vote data to verify actual votes cast is 
correct & undervotes/overvotes are counted separately 
- Access to voted ballot is prevented until after polls close (locked ballot box) 
 

Voting:  
Voting System Integrity, 
System Audit, Errors & Status 
Indicators 

Determination by the EAC of the reuse of SysTest Labs testing. Voting System 
Integrity, System Audit, Errors & Status Indicator verifications during the 
execution of SysTest Labs applicable testing are to be verified by the EAC. 

The system audit provides a time stamped, always available, report of 
normal/abnormal events that can't be turned off when the system is in operating mode.   
- Maintain accurate and complete audit records;  verify at various points (After poll 
open; vote query, reject & accept: any abnormal event encountered in testing; poll 
close) 
- Self-tests and diagnostic messages for the hardware will be verified at polll 
open/close points in the test case 
Status messages are part of the real time audit record.  
- Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
- Generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators 
- The text for any numeric codes is contained in the error or affixed to the inside of the 
voting system 
- Incorrect responses will not lead to irreversible errors.  
- Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 

Post-vote: 
Closing the Polls 

Determination by the EAC of the reuse of SysTest Labs testing. Post-vote closing 
polls verifications during the execution of SysTest Labs applicable testing are to 
be verified by the EAC. 

VAT: 
- Turn VAT to 'Off' position & remove FMC to prevent further casting of ballots; verify a 
voting session cannot be activated. 
- Review the audit logs (only available  report ) to verify entries are in the proper 
sequence for operational tests, switching from test to vote modes, ballot printing, audit 
report access during voting ,  including complete & accurate error and status messages  
 
DS200: 
- Attempt to print reports while polls are open; verify this is prohibited.  
- Press 'Close Poll' button, a results report will print preventing further casting of ballots  
(attempt to scan a ballot without reopening the polls) 
- Visibly displays the status "Polls Closed"   
- Internally tests and verifies that the closing procedures have been followed and the 
device status is normal by preventing report printing or processing vote totals unless 
polls were properly closed.  
- Confirm polls cannot be reopened 



 EAC Application # ESS0701 
 

Page 52 of 90 

Method Detail Reuse System Level Test Method Regression System Level Test Method 

- Review the audit log to verify test records exists that verify entries for the proper 
sequence for operational tests, poll open; vote query, reject & accept: any abnormal 
event encountered in testing; poll close, including complete & accurate error and status 
messages 
- Print Status report, Race Results report, Certification report, Precinct Report 
Summary, Poll Report Summary and Audit Log report once polls are closed. Ensure 
undervote & overvote is counted.  
- Validate data from USB is extractable by transmitting results into ERM 
 
Reopen the polls testing: (Copy election & test with settings for reopening the polls) 
- Reopen of polls, enter an incorrect and then a correct password 
- Alert to resume voting or clear votes: select 'resume voting', do not clear votes 
- Status message "Please insert your ballot" is displayed 
-Cast a vote and close the polls.  
- Check audit for proper sequence for operational tests,  poll open,  vote accept,  poll 
close, reopen, password entry 
- Verify correct vote totals.  

Post-vote: 
Central Count 

 Determination by the EAC of the reuse of SysTest Labs testing. Post-vote 
Central count verifications during the execution of SysTest Labs applicable 
testing are to be verified by the EAC. 

Readiness Test: 
- Obtain status, data reports, audit logs and other artifacts to confirm readiness 
- Verify test data has been cleared 
M650: Readiness: Proper election is  installed;  all buttons, printers and  screen  
function correctly; verify election name, equipment identification, polling place, ballot 
format and matching versions is printed on Machine Readiness and/or Zero count 
reports; confirmation that there are no hardware/software failures; and device is ready 
to be activated to accept votes.  Perform: "Model 650 Election Day Checklist Version 
Numbers 2.2.1.0, February 29, 2008." 
- Attempt to start the M650 with test totals. Verify a  visual screen warning is provided if 
memory locations (including data on media) contains votes, and the reports/audit log 
contain a time-stamp record of the status of the votes/results memory and disk storage 
locations. If a unit or system contains a non-zero counter, a warning message is 
provided, along with corrective actions to resolve the votes. The unit is disabled until 
type of resolution is selected.   
ERM: Readiness: confirm proper election is installed  
- Attempt to read in vote totals with test totals present. Verify a visual screen warning is 
provided if memory locations contain votes, and the reports/audit log contain a time-
stamped record of the status of the votes/results in the memory locations. If this is not 
provided, a corrective action message is provided along with a message indicating the 
attempt to read in vote totals, while there are totals present.  
Vote Consolidation for M650: 
- Votes match predicted votes (absentee)  
- Geographic reports of votes; each contest by precinct & other jurisdictional levels.  
Reports include:  
Zero, Grand Totals (long format), Precincts Processed, Totals by Precinct (long format) 
Machine Readiness, Audit log. Ensure audit logs are accurate & complete and contain 
error and status messages. 
Vote Consolidation for ERM: 
Consolidated reported votes match predicted votes from polling places, & optionally 
other sources (absentee)  
- Geographic reports of votes; each contest by precinct & other jurisdictional levels. 
Reports include:  
 - Zero - Validate ERM Enhancement: RFI2008-07/ ENH14322 to ensure ERM is 
zeroed out before processing election results. 
 - EL30A - Prec Report–Group Detail individual precincts & contest results.  
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 - EL45- Election Summary -  total number of votes for each candidate/question & %  of 
total vote for y each candidate/question 
 - EL52D - Numbered Key–Districts only- summary report, by district, of each office 
 -  EL111 - Name Heading Canvass - statistics of  total number of precincts counted, 
total number of votes cast for each candidate and %  of   total vote received by each 
candidate 
 - EL50D - DS200 Precincts Processed Listing - DS200 machine IDs   imported from 
the USB flash drive into ERM 
 - Audit log.  
 
- Verify data from M650, DS200 is prevented from being altered or destroyed by report 
generation, or extraction from media 
- Verify DS200 SN is displayed in ERM, once the USB flash drive is read into ERM  
 
Validate ERM Discrepancy #35, identified issue with the Canvass Numbered Key-
District Report showing incorrect group descriptions. (Group 3 name/totals was being 
populated in Group 4 column)    
 

Post-vote: 
Security 

Determination by the EAC of the reuse of SysTest Labs testing. Post-vote 
security verifications during the execution of SysTest Labs applicable testing are 
to be verified by the EAC. 

The central count: (See Security Test for detail) 
During execution confirm: 
- Security access controls limit or detect access to critical systems& the loss of system 
integrity, availability, confidentiality and accountability 
- Functions are only executable in the intended manner, order & under the intended 
conditions 
- Prevented execution of functions if preconditions were not met 
- Implemented restrictions on controlled functions 
- Provided documentation of mandatory administrative procedures. 
COTS systems  
-Authentication is configured on the local terminal and external connection devices, 
-Operating systems are enabled for all session and connection openings, and closings, 
all process executions and terminations and for the alteration or detection of any 
memory or file object 
- Configure the system to only execute the intended and necessary processes during 
the execution of the election software.  Election software process are halted until the 
termination of any critical system process, such as system audit. 

Post-vote: 
System Audit 

Determination by the EAC of the reuse of SysTest Labs testing. Post-vote system 
audit verifications during the execution of SysTest Labs applicable testing are to 
be verified by the EAC. 

The system audit provides a central count time stamped always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
Audit Messages to be validated:  
AM: Archive functionality 
EDM: Precinct set up 
ESSIM: 2 ballot styles created 
HPM: media is created for M650 & DS200 
VAT: date/time set 
DS200 & M650: Election id 
ERM: DS200 SN is recorded 
AIMS: IUImport - Performed full Unity election import 
DS200, M650 & ERM: Message of vote totals present, Corrective action messages to 
resolve residual vote totals 
 
Status/Error messages to be validated: 
AM: 1. Cannot delete „Admin‟ user! 
EDM: 1. Minimum password length is 6 characters. 2. District Type Name can not be 
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blank 
ESSIM: 1. Please Select a Ballot Style to Edit, 2. Please Enter a Style Sheet Name 
HPM: 1. Admin password is required 
VAT: 1. System Maintenance (requires password), 2. The Flash Card has been 
removed. Turn OFF the machine and insert a valid Flash Card. 
AIMS: Missing Translations 
DS200: 1. Blank Ballot  Rejected, 2. More than one party has votes. Votes In Party 
Contests Will Be Ignored, 3. Ballot Jammed, 4. 119 – MULTIPLE BALLOTS 
DETECTED/Please Re-insert One Ballot After Beeps  
M650: 1. Back Door Open, 2. Ballot BACKWARDS or UPSIDE-DOWN! 
ERM: 1. ####-Not a valid precinct, 2. Canvass Left Edge Heading exceeds the 
maximum length of 20 for 1UP format report. 
DS200, M650 & ERM: Warning message of vote totals present, Corrective action 
messages to resolve residual vote totals 
 
Validate AM archive functionality as identified in discrepancy #48. (Data from the day 
selected does not archive.)   

Expected Results are 
observed 

EAC shall review and determine the criteria for approval submitted by SysTest 
Labs in their testing, test records and test report is acceptable for reuse.  
 
SysTest Labs Unity 4.0.0.0 Test Plan identifies results validation: 
• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this 
step or this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the 
component 
under review 
• Not Supported (NS): not supported in the current test scope 

Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another TC. 
• Not Applicable (NA): not applicable to test scope 

Record observations and all 
input/outputs for each 
election; 

EAC shall review and determine the data to be recorded and the method of 
analysis submitted by SysTest Labs in their testing, test records and test report is 
acceptable for reuse.  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure of the 
system and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
- Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
these issues.  Open items will be identified in the report.  

 

7.2  Volume (Volume, Stress, Performance and Error Recovery 
Table 18 - Volume, Stress, Performance & Error Recovery Test Methods 1 & 2 

Method Detail Volume 1 Test Method Volume  2 Test Method 

Test Case Name Volume 1 - Maximum Precincts and  Ballot Styles for paper  Volume 2 - Maximum Ballot Styles in a Single Precinct 

Scope - identifies the type of The scope of this test 2900 precinct,1639 ballot styles: The scope is to test:  
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test Scenario 1) The maximum allowed number of precincts with the maximum 
number ballot styles allowed for paper based systems. 
 
To verify that errors are generated in scenarios 2: 
Scenario 2) Exceeding the maximum number of Precincts and  the maximum 
number of ballot styles. 

Scenario 1) The maximum allowed number of 40 ballot styles on the DS200 within a single 
precinct.  
 
To verify that errors are generated in scenarios 2:  
Scenario 2) Exceeding the maximum allowed number of 40 ballot styles on the DS200 
within a single precinct. 
Scenario 3) The maximum allowed number of 100 ballot styles on the M650 within a single 
precinct.  
To verify that errors are generated in scenarios 4:  
Scenario 4) Exceeding the maximum allowed: number of ballot styles within a single 
precinct. 

Test Objective The objective is to validate the ability to process, store and report data using the 
allowed maximum number of precincts and ballot styles within an election. To 
validate that the system generates errors during EMS ballot preparation (ballot 
preparation including: EDM, ESSIM & HPM) when exceeding the maximum 
numbers of precincts and ballot styles.  Validating the processing, storing and 
reporting shall occur without system degradation. If there are system errors that 
cause the system to crash the system shall recover without any loss of data. 

The objective is to validate the ability to process, store and report data using the allowed 
maximum number of ballot styles within a single precinct. To validate that the system 
generates errors during EMS ballot preparation (ballot preparation including: EDM, ESSIM 
& HPM) when exceeding the maximum numbers of ballot styles within a single precinct.  
Validating the processing, storing and reporting shall occur without system degradation.  If 
there are system errors that cause the system to crash the system shall recover without 
any loss of data. 

Test Variables:  
Volume 
Stress 
Performance 
 

General election 
Local  offices 
Vote for 1 
4 Ovals per Inch ballot - (14 inch ballot, 48 ovals positions per Column, 6 
columns per ballot, 288 total oval positions) 
4 candidates per contest  
Election Day (DS200 and VAT) 
Absentee Voting (M650) one tabulator 
Scenario 1) 2900 precincts with 1639 ballot styles (Maximum precincts/Maximum 
ballot styles) 
 
- Contests 1 - 290  in Polling Places 1 -29 (10 precincts to a polling place, 1 
contest to a precinct) total of 290 ballot styles  
- No contest/Precincts assigned to Polling Places 29 -290 
- Contests  291 - 1638  in Polling Places 291- 1638 (1 precinct to a polling Place, 
1 contest to a polling place) 1348 ballot styles 
- Contest 1639 in Polling Place 1639 - 2900 with  Precincts 1639 - 2900 (1 
contest in 1all precincts, and all polling places) 1 ballot style 
TOTALS 
1639 Ballot Styles 
2900 Precincts 
1639 contest 
2639 Polling Places 
 
Scenario 2) 2901 Precincts with 1639 ballot styles(over the Maximum 
precincts/Maximum ballot styles) 
Add a new contest 1640 to a new Precinct 2901 
TOTALS 
1640 Ballot Styles 
2901 Precincts 
1640 contest 
2640 Polling Places 

General election 
Partisan/non-partisan offices 
Vote for 1 (contest 1 & 2) 
Vote for N of M (contests 3, 4, & 5) 
one page ballot  multi page ballot 
Certified Write-Ins 
5 contest for each ballot style (M650 has a total of 500 contest, DS200 has a total of 200 
contest) 
Election Day Voting (DS200 and VAT) 
Absentee Voting (M650) 
4 candidates for each contest 
4 Ovals per Inch ballot - (19 inch ballot, 68 ovals positions per Column, 6 columns per 
ballot, 408 total oval positions) 
 
Scenario 1) 1 precinct with 40 Ballot  Styles on the DS200 & the VAT (DS200 Maximum 
ballot styles) 
Scenario 2) 1 precinct with 41 Ballot  Styles on the DS200 & the VAT (Over the DS200 
Maximum ballot styles) 
 
Scenario 3) 1 Precinct with 100 ballot styles on the M650  & the VAT (M650 Maximum 
ballot styles per precinct) 
Scenario 4) 1 Precinct with 101 ballot styles on the M650  & the VAT (M650 Maximum 
ballot styles per precinct) (Over the maximum ballot styles) 

A description of the voting 
system type and the 

The Unity 3.2.0.0 EMS Ballot Preparation includes: • Same as Volume 1 - Maximum Precincts and Ballot Styles except: 
- 1 platform  of each 
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operational environment 

VSS 2002 vol. 1 The Unity 3.2.0.0 EMS Ballot Preparation includes: 
Audit Manger (AM ), Election Data Manger (EDM), (ESSIM),  hardware Program 
Manger (HPM), AutoMARK Information (AIMS) 
2 @ Unity 3.2.0.0 marking device: Voter Terminal(VAT) 
2 @ Unity 3.2.0.0 precinct count includes: DS200 
Unity 3.2.0.0 central count tabulator: Model 650 (M650) 
Unity 3.2.0.0 central count tally: Election Reporting Manager (ERM) 

• Same as Volume 1 - Maximum Precincts and Ballot Styles  

VSS 2002 vol. 2 6.2.3 Volume (maximum number of ballot styles) 
A4.3.5 Volume (maximum and exceeding more than the maximum number of 
precincts) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading 
the number of precincts and ballot styles) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut 
down and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and 
recovery without loss of data) 

6.2.3 Volume (maximum number of ballot styles/precincts) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of ballot styles/precincts) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down (no 
crash) and recovery without loss of data) if the number of ballot styles/precincts is 
exceeded 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery without 
loss of data) 

Hardware, Software voting 
system configuration and test 
location 

The Unity 3.2 Voting System consist of the following: 
Audit Manger (AM ), Election Data Manger (EDM), (ESSIM),  hardware Program 
Manger (HPM), DS200, Model 650 (M650), Election Reporting Manager (ERM), 
AutoMARK Information (AIMS), Voter Terminal(VAT) 
 
All testing will be perform by iBeta LLC located at 3131 S. Vaughn Way, Aurora, 
CO  80014. 

• Same as Volume 1 - Maximum Precincts and Ballot Styles  

Pre-requisites and 
preparation for execution of 
the test case.  

Complete the prerequisites; 
Test Method Validation:   Technical review conducted by C. Coggins; Approved  
3/4/09  for  validation of test method as defined in ISO/IEC 17025 clause 5.4.5. -  
 
Condition of approval - iBeta validated the successful use of the Import Wizard to 
import large amounts of data into EDM. As configuration of the imported file can 
impact the success of the data importation, the import file structure must be 
validated as a prerequisite of all applicable test cases. 
Import Wizard  method tested and validated: is pending. 
- Document in the test case the percentage that the system limit exceeds the 
customer maximum.  (System Limit  * 100) /Customer Maximum =% System Limit 
)   
- Record the testers & date 
- System has been set up as identified in the user manual 
- Gather any necessary materials or manuals.  
- Ensure customization of the test case template is complete 
- Order ballots 
- Set Election Date: 11/03/2009 
- 8 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents 
containing election creating information will be imported into EDM using the 
Import Wizard option. 
       Spreadsheet 1 -  Precinct 2900  
       Spreadsheet 2 - District Types 1639 
       Spreadsheet 3 - Districts Names 1639 
       Spreadsheet 4 - District Relations 1639 
       Spreadsheet 5 - Master Office  1639       
       Spreadsheet 6 - Office Relations 1639 
       Spreadsheet 7 - Candidates 6556 

Complete the prerequisites:  
Test Method Validation:   Technical review conducted by C. Coggins; Approved 1/26/09 
For validation of test method as defined in ISO/IEC 17025 clause 5.4.5. -  
 
Condition of approval - iBeta validated the successful use of the Import Wizard to import 
large amounts of data into EDM. As configuration of the imported file can impact the 
success of the data importation, the import file structure must be validated as a 
prerequisite of all applicable test cases. 
Import Wizard method tested and validated: 1/23/09. 
- Document in the test case the percentage that the system limit exceeds the customer 
maximum.  (System Limit  * 100) /Customer Maximum =% System Limit )   
- 7 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents containing 
election creating information will be imported into EDM using the Import Wizard option for 
Scenario 1 & 2. 
       Spreadsheet 1 - Precinct 1 Splits 1 - 40 & 1-41 
       Spreadsheet 2 - District Types 1-100 
       Spreadsheet 3 -  Districts Names 1-100 
       Spreadsheet 4 - District Relations1-100 
       Spreadsheet 5 - Master Office 1-200     
       Spreadsheet 6 - Office Relations 1-200    
       Spreadsheet 7 - Candidates 1-800 
- 7 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents containing 
election creating information will be imported into EDM using the Import Wizard option for 
Scenario 3 & 4. 
       Spreadsheet 1 - Precinct 1 Splits 1 - 100 & 1-101 
       Spreadsheet 2 - District Types 1-250 
       Spreadsheet 3 -  Districts Names 1-250 
       Spreadsheet 4 - District Relations1-250 
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       Spreadsheet 8 - Polls 2639 
       Spreadsheet 9 - Poll Relations 2639 

       Spreadsheet 5 - Master Office 1-500     
       Spreadsheet 6 - Office Relations 1-500    
       Spreadsheet 7 - Candidates 1-2000 

Getting Started Checks Check the voting system to : 
- Verify the test environment and system configuration is documented in the PCA 
Configuration and matches the system used in the 48 hr. temp & power variation 
test and vendor described configuration.  
- Validate installation of the witnessed  build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 
-During testing an operational readiness test will be performed. 

Check the voting system to:  
- Same as Volume 1 - Maximum Precincts and Ballot Styles 

Documentation of Test Data  
& Test Results 

Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the discrepancy 
number in the Comments field of Test Step. 

Test Data: 
- Same as Volume 1 - Maximum Precincts and Ballot Styles  

Volume: Paper-based voting 
systems 
Processing 

Ballot Prep: 
Scenario 1) 
- 4 candidates per contest 
- 1639 Ballot Styles 
- 2900 Precincts 
- 1639 contest 
- 2639 Polling Places 
-An election database can be accurately/securely defined & formatted using the 
Import Wizard. 
- Set up election by Style 
-Ballots (candidates & propositions) can be accurately defined & generated. 
- Check EDM reports for election set up 
 Election media can be installed  
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify  the applications recover without any loss of 
data. 
 
Scenario 2) 
- 4 candidates per contest 
- 1640 Ballot Styles 
- 2901 Precincts 
- 1640 contest 
- 2640 Polling Places 
Test  execution of Scenario 2 &3 stop at this point with errors generated prior to 
the creation of election media in ballot preparation) 
- Check audit logs for critical status messages.  Test stops unless system does 
not error and creates media)   
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must 
be reviewed to verify 2901 precincts and 1640 ballot styles have been created 
and assigned to Early Voting Polling Places.  Continue to ESSIM and HPM.  The 
system should display a critical status message prior to exiting the HPM. 
- 2901 Precincts in an election 

Ballot Prep:  
Scenarios 1 & 3 maximum limits: 
-An election database can be accurately/securely defined & formatted using the Import 
Wizard. and containing 
1 Precinct 
Vote for 1 (contest 1 & 2) & Vote for N of M (contest 3,4, & 5) 
19 inch ballot 
5 contest for each ballot style 
4 candidates for each contest 
- Check EDM reports for election set up 
Scenario 1) -Election day (DS200) 
-40 Ballot  Styles on the  (DS200 Maximum ballot styles) 
-Election set up for the DS200 & VAT devices 
Senario3) -Absentee voting (M650) 
-100 Ballot  Styles on the  (M650 Maximum ballot styles) 
-Election set up for the M650 & VAT devices 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify  the applications recover without any loss of data. 
Scenarios 2 & 4 Exceeding limits:  
Test execution of Scenario 2 & 4 stop at this point with errors generated prior to the 
creation of election media in ballot preparation 
- Check audit logs for critical status messages.  Test stops unless system does not error 
and creates media 
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must be 
reviewed to verify the DS200 has 41 ballot styles and the M650 has 101 ballot styles have 
been created and assigned to Election Day Polling Places.  Continue to ESSIM and HPM.  
The system should display a critical status message prior to exiting the HPM. 
 
Same as Scenario 1 except:  
Scenario2) -Election day (DS200) 
-41 Ballot Styles on the DS200 
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-1640 ballot styles in an election 
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify  the applications recover without any loss of 
data. 

Same as Scenario 3 except:  
Scenario 4) -Absentee voting (M650) 
-101 Ballot Styles on the  
-Election set up for the M650 & VAT devices  
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 

Volume: System response to processing more than the expected number of precincts and 
maximum number of ballot styles. 
Maximum capacity is successfully processed without  errors.   
System's capacity to process, store, and report data. 
- When importing the allowed precincts and/or ballot styles into the EDM using 
the Import Wizard errors are generated 

Same as Volume 1 - Maximum Precincts and Ballot Styles; except 

 

- the system responds to processing more than the expected number of ballot styles in a 
single precinct 

Stress System responses to overloading conditions.  Exceeding the maximum allow 
number precincts and ballot styles by sequence. 

System provides a response to an overloading condition:  Exceeding the maximum allow 
number of ballot styles in a single precinct. 

Performance No system degradation(Ballot format handling capability and Processing rates): 
-When importing large amount of data into the EDM using the Import Wizard. 
-When installing an election with 2900 precincts and 1639 ballot styles onto 1 
device (DS200, M650, and VAT) 
-When uploading 2900 precinct results into ERM 
- The system will not slow down throughout the testing 

There is no system degradation (ballot format handling capability and processing rates): 
-When importing large amount of data into the EDM using the Import Wizard. 
-When installing an election with 1 precinct and over the maximum number of ballot styles 
for a give device  
- The system will not slow down as more and more data is added 

Error Recovery Voting system gracefully shuts down (no crash) and recovers from errors caused 
by overloading the number of precincts and ballots styles.  
- Ballot format handling capabilities and processing capabilities-graceful shut 
down and recover without loss of data 
- Critical Status Messages 

Same as Volume 1 - Maximum Precincts and Ballot Styles; except - the errors are caused 
by overloading the number ballots styles per precinct.  
 

Readiness Testing and Poll 
Verification 

Voting system is ready for the election:  
- The election is correctly installed (Election ID, polling place name, precincts) 
- Test data (run 10 different precincts to validate the system is ready) is 
segregated from voting data, with no residual effect' 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes (No Identification of any 
failures & corrective action) 

Same as Volume 1 - Maximum Precincts and Ballot Styles; except 
- The device is ready to be activated to accept votes with the maximum ballot styles per a 
single precinct (No Identification of any failures & corrective action) 

Pre- vote: 
Opening the Polls 
Verification 

Precinct Count/ Paper based: 
- Zero count report  

Precinct Count/ Paper based: 
- Zero count report (verify no votes are on the DS200 prior to starting Election Day voting) 

Voting:  
Ballot Activation and Casting 
Verifications 

Protects secrecy of ballot/vote 
- Mark ballots using the VAT 
- The DS200 Election Day 
- Vote a 10% sample of the 2900 precincts  
- Vote using the from 290 precincts each with a different ballot style 
- Each precinct will contain 1 contest with 4 candidates 
Scenario 2) Errors should prevent the tests from reaching this point.  If the test 
does get to this point:  
- Load election 
- No system failures that cause the DS200 and VAT to crash 
- If there are any system errors that cause the DS200 and VAT to crash then the 
DS200 and VAT shall recover without any loss of data. 

Protects secrecy of ballot/vote 
Scenario 1)  
- 20 ballots will be test (a 50% sample of 40 ballot styles)  
- VAT -Generate the ballots for 20 different ballot styles within the deck. 
- DS200- scans the ballots generated by the VAT with different ballot styles within the 
deck. 
-  Ballot styles 10 through 30 will be voted 
-  The DS200 In Election Day mode with a single precinct and  40 ballot styles will not error 
will not error.   If there are any system errors that cause the DS200 to shut down then the 
DS200 shall recover without any loss of data. 
- The VAT with a single precinct and 40 ballot styles will not error.   If there are any system 
errors that cause the VAT to shut down then the VAT shall recover without any loss of 
data. 
 
Scenario 2) Errors should prevent the test from reaching this point.  If the test does get to 
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this point: DS200 and VAT 
- Load election 
- No system failures that cause the DS200 and VAT to crash 
- If there are any system errors that cause the DS200 and VAT to crash then the DS200 
and VAT shall recover without any loss of data. 

Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

The system audit provides a time stamped, always available, report of 
normal/abnormal events found within the 10% sampling tested.  
Error messages are: 
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & 
action instructions in easily understood text language or with indicators 
- Incorrect responses will not lead to irreversible errors.  

Same as Volume 1 - Maximum Precincts and Ballot Styles; except 

 
-report of normal/abnormal events is found within the 50% sample.  
 

Post-vote: 
Closing the Polls 

Once the polls are closed the voting system 
- Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 

Once the polls are closed the voting system 
- Printed reports of ballots counted on the DS200 
- Reported votes match predicted votes from tabulator with votes and undervotes 
- DS200 Prints a single precinct totals report totaling all ballot styles within the precinct 
(Election Day voting ends) 

Post-vote: 
Central Count 

Paper Based: When loading results mix the input of results such that media is 
read out of precinct order and where possible mix the reading of DS200 and 
M650 results.  Record the order at test execution. 
Scenario 1) 
The central count voting system includes: 
- Election identification 
- M650 is used for absentee ballots 
- Zero count report (to verify no votes are on the M650 prior to starting absentee 
voting) 
- If there are any system errors that cause the M650 to shut down or crash then 
the M650 shall recover without any loss of data. 
-M650s scan the ballots generated by the VAT with different precincts/ballots 
styles within the deck. 
 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report (containing all precincts) 
   - View (save to disk) Precinct by Precinct Reports but do not print 
Scenario 2) Errors should prevent the test from reaching this point. If the test 
does get to this point: 
- Load election 
- No system failures that cause the M650 or in the EMS ERM application to crash 
- If there are any system errors that cause the  M650 or in the EMS ERM 
application to crash then the  M650 or in the EMS ERM application shall recover 
without any loss of data. 

Paper Based:  
Scenario 2)  
- Election identification 
- Zero count report (to verify no votes are on the M650 prior to starting absentee voting)  
- 20 ballots will be test (a 20% sample of 100 ballot styles)  
- VAT -Generate the ballots for 20 different ballot styles within the deck. 
- M650- scans the ballots generated by the VAT with different ballot styles within the deck. 
-  Ballot styles 10 through 30 will be voted 
-  The M650 is used for Absentee ballots  with a single precinct and  100 ballot styles will 
not error will not error.   If there are any system errors that cause the M650 to shut down 
then the M650 shall recover without any loss of data. 
 
Scenario 1 & 3) 
Vote Consolidation: 
ERM consolidated reports match the predicted votes from the polling places   
 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Print Summary Report (containing all a single precinct) 
   - View and Print Precinct by Precinct Reports 

Scenario 4) Errors should prevent the test from reaching this point.  If the test does get to 
this point: M650 
- Load election 
- No system failures that cause the M650 to crash 
- If there are any system errors that cause the M650 to crash then the M650 shall recover 
without any loss of data. 
Scenario 2& 4) Errors should prevent the test from reaching this point.  If the test does get 
to this point: ERM 
- Load election 
- No system failures that cause the ERM application to crash 
- If there are any system errors that cause the ERM to crash then the ERM application 
shall recover without any loss of data. 

Expected Results are 
observed 

Review the test result against the expected result:  
• Accept: the expected result is observed 

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  
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• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this 
step, or tested in another TC. 
• Not Applicable (NA): not applicable to test scope 

Record observations and all 
input/outputs for each 
election; 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure 
of the system. and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy 
Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance 
of the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information 
about the rerun test will be preserved in the test case. The cure and results of the 
retest will be noted in the - Discrepancy Report and submitted as an appendix of 
the Certification Report. 
- Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged 
as Informational Issues on the Discrepancy Report.  It is the vendor's option to 
address these issues.  Open items will be identified in the report.  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

 

Table 19 - Volume, Stress, Performance & Error Recovery Test Methods 3 & 4 

Method Detail Volume 3  Test Method Volume 4 Test Method 

Test Case Name Volume 3 - Audit Manager database test  Volume 4 - Storage Error Generation 

Scope - identifies the type of 
test 

The scope is to test is to confirm that 2GB JET database can record and store 
audit inputs generated in  the Election Data Manger for a period of 72 
consecutive hours (150% of the ES&S predicted maximum). 

The Test Scope is to test: 
The  M650 and DS200 component media generate an error messages when capacity is 
reached 

Test Objective The objective is to validate that the Audit Manager capacity can record and retain 
data inputs (150%) of  the ES&S predicted  maximum  time of use in an election. 
(48 hours estimated maximum run for 72 consecutive hours).   Throughout the 72 
hours of testing the application should not have any system crashes, loss of data 
and/or loss of degradation.  If there are system errors that cause the system to 
crash the system shall recover without any loss of data.  
 

The objective is to validate that error messages are generated when media capacity has 
been reached.  

Test Variables:  General election -  
 • Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper 
except: 
- only using Scenario 1 
 
 

Same as Volume  7 - Maximum ballot limitations except: 
 
512MB USB (491 free space) for the DS200 with over 488MB of storage used.   
100MB for the M650 with over 85MB of storage used. 

A description of the voting 
system type and the 
operational environment 

The Unity 3.2.0.0 EMS Ballot Preparation includes: 
Audit Manger (AM ) and Election Data Manger (EDM) 

The Unity 3.2.0.0 precinct count includes: 
DS200 
 
The Unity 3.2.0.0 central count tabulator: 
Model 650 (M650) 
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VSS 2002 vol. 1 2.1.5.1b Audit/Error message 
2.2.5.2.3 Status message 
5.4.1 Audit/description of modifications with time stamp 
2.2.3 Error Recovery 

2.2.5.2.2 System Audit Error Messages 
2.2.5.2.3 System Audit Status Messages 

VSS 2002 vol. 2 A4.3.5 Volume (Processing, storing and reporting data when overloading the 
systems capacity) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut 
down and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-system does not slow down as 
more data is being added, no loss of data, and no system crashes) 
Stress - overloading conditions over a consecutive period of 72 hours. 

A4.3.5 Performance/Recovery (Processing rates-graceful shut down "no system crash" 
and recovery without loss of data) 
A4.3.5 Stress (system response to overloading data on hardware media) 

Hardware, Software voting 
system configuration and test 
location 

The Unity 3.2 Voting System consist of the following: 
Audit Manger (AM ) and Election Data Manger (EDM) 
 
All testing will be perform by iBeta LLC located at 3131 S. Vaughn Way, Aurora, 
CO  80014. 

The Unity 3.2 Voting System consist of the following: 
DS200, Model 650 (M650) 
 
All testing will be perform by iBeta LLC located at 3131 S. Vaughn Way, Aurora, CO  
80014. 

Pre-requisites and 
preparation for execution of 
the test case.  

Complete the prerequisite 
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  
Test Method Validation:   Technical review conducted by C. Coggins; Approved  
2-15-09.  for  validation of test method as defined in ISO/IEC 17025 clause 5.4.5.  
 
 • Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper 
except - only using Scenario 1 

Complete the prerequisites; 
Test Method Validation:   Technical review conducted by C. Coggins; Approved 2/23/09.  
for  validation of test method as defined in ISO/IEC 17025 clause 5.4.5. -  
 
Condition of approval - iBeta validates component media can be populated to near 
capacity prior to test execution.  

Getting Started Checks Check the voting system to : 
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Check the voting system to : 
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Documentation of Test Data  
&  Test Results 

Test Data: 
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Test Data: 
- Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Volume: Paper-based voting 
systems 
Processing 

Ballot Prep: 
Using an automation tool run the EDM and AM application for 72 hours 
consecutively importing election data. 
- Automation Anywhere 
- EDM Import Wizard options 
- Same spreadsheets as Volume 1 - Maximum Precincts Limitations and ballot 
styles for paper  

Same as Volume  7 - Maximum ballot limitations 

Volume: System responses when attempting to overload the systems capacity: 
- Successfully processed without  errors.   
- Process, store, and report data. 

Not Applicable (only testing for error generation of full media on hardware) 

Stress System responses when attempting to overload conditions within 72 hours.   Not Applicable (only testing for error generation of full media on hardware) 

Performance No noticeable system degradation (Processing rates): 
-during the 72 consecutive hours of operation and accessing the Audit Manager 
logs. 

No system degradation (Ballot Processing rate): 
- On the M650 and DS200 with a large amount of data filling up the media storage the 
system will not be observed to slow down throughout the testing 

Error Recovery The Audit Manager application should not error or crash within the 72 
consecutive hours.  
- If the application does error the system shall provide a clear description of the 
problem.  
- If there are any system errors that cause the Audit Manager application to crash 
then the  application shall recover without any loss of data. 

The systems should not error or crash.  
- If the application does error the system shall provide a clear description of the problem.  

Readiness Testing and Poll 
Verification 

Not Applicable (Audit Manager is not located at the polls) Not Applicable (only testing for error generation of full media on hardware) 
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Pre- vote: 
Opening the Polls 
Verification 

Not Applicable (Audit Manager is not located at the polls) Pre-Vote: 
-Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Voting:  
Ballot Activation and Casting 
Verifications 

Not Applicable (Audit Manager is not located at the polls) DS200 Only-  
Election Day Voting - in Polling Place 1 Precincts/Ballot Style 1. 
- Using media that is near capacity scan the marked 20 ballots  from Volume 7 ballots until 
the error "Full memory" is generated. 
- error message must advise the official how to handle the error. 
- If there are any system errors that cause the  DS200 to crash then verify  the DS200 will 
recover without any loss of data. 

Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

Not Applicable (Audit Manager is not located at the polls) The system audit provides a time stamped, report of normal/abnormal events found within 
the tested.  
Error messages are:  
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the  poll worker clearly display issues & action instructions 
in easily understood text language or with indicators 
- Incorrect responses will not lead to irreversible errors.  

Post-vote: 
Closing the Polls 

Not Applicable (Audit Manager is not located at the polls) Not Applicable (only testing for error recovery of full media on hardware) 

Post-vote: 
Central Count 

Not Applicable (Audit Manager is not located at the Central Count) M650 Paper Based:  
The central count voting system includes: 
- Zero count report (Absentee) 
- using media that is near capacity scan  the marked 20 ballots  from Volume 7 ballots until 
an error "Full memory" generated. 
- If there are any system errors that cause the  M650 to crash then the M650 shall recover 
without any loss of data. 
ERM consolidated reports match the predicted votes. (only testing for error recovery of full 
media on hardware) 

Expected Results are 
observed 

Review the test result against the expected result:  
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Review the test result against the expected result:  
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Record observations and all 
input/outputs for each 
election; 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the test case.  
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

 

 

Table 20 - Volume, Stress, Performance & Error Recovery Test Methods 5 & 6 

Method Detail Volume 5  Test Method Volume 6 Test Method 

Test Case Name Volume 5 - Electrical Supply Recovery  Volume 6 - Maximum number precincts and Maximum number of candidates per polling 
place. 

Scope - identifies the type of 
test 

Recovery tests verify the ability of the system to recover from hardware and data 
errors.  Power recovery was tested by SysTest in the Electrical Supply Test Case. 
ES&S has petitioned the EAC for reuse of the applicable components in scope for 
Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification test 
effort.  Determination of reuse is based upon the EAC review of SysTest Labs 
Electrical Supply test results.  
iBeta incorporates verification of audit logging of error recovery in the Volume test 
cases. 

The scope is to: 
Scenario 1) Test the maximum allowed: number of  precincts and Maximum number of 
candidates per polling place. 
 
To verify that  errors are generated when: 
Scenario 2)  Exceeding the HPM maximum allowed: number of  precincts in a single 
polling place 
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Test Objective The objective of the test case is to verify the ability of the system to recover from 
electrical supply errors.   

The objective is to validate the ability to process, store and report data to the maximum 
and exceeding the maximum allowed number of precincts in a single polling place. To 
validate that the system generates errors during EMS ballot preparation (ballot preparation 
including: EDM, ESSIM & HPM) when exceeding maximum the allowed number of 
precincts in a single polling place. Validating the  processing, storing and reporting shall 
occur without  system degradation.  If there are system errors then the system shall 
recover without any loss of data. 

Test Variables:  
Volume 
Stress 
Performance 
Error Recovery 

The test variables for the SysTest Labs' Electric Supply test case is contained in 
Rev. 10 of the EAC approved Unity v.4.0.0.0 Test Plan  and the associated test 
case. 
 
The test variables for the iBeta Volume Test Methods are identified in Volume 
Tests 1 through 10 

General election 
Scenario 1) 
- DS200 set up for Early Voting 
- 19 inch ballot (4 Ovals per inch) 
- 1900 precincts (early voting) 
- 7 ballot styles 
- 7 Non-Partisan contest   
- Precincts 1 - 6 with each will a single contest containing 175 candidates per contest (6 
ballot style) 
- Precincts 7 - 1900 with 150 candidates in a single contest (1 ballot style) 
- Vote for 1 
- 1 Statistical Counters (Precincts Counted) 
- 1 Polling Place 
 
Scenario 2) Same as  scenario 1 except: 
- 8 ballot styles 
- 8 Non-Partisan contest   
- Precincts 1901 with 2 candidates in a single new contest (1 new ballot style, 1 new 
precincts , 1 new contest, same polling place as in Scenario 1) 

A description of the voting 
system type and the 
operational environment 

The voting system type and operational environment for SysTest Labs' usability, 
accessibility and maintainability testing is identified in Rev. 10 of the EAC 
approved  Unity v.4.0.0.0 Test Plan 

• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 

• Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

VSS 2002 vol. 2 A4.3.5 Stress (high volume with interrupts and overloading the systems) 
A4.3.5 Recovery (system recovers from software and hardware errors without loss 
of data) 

A4.3.5 Volume (maximum and exceeding more than the maximum number of precincts in 
a Polling Place) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of precincts in a Polling Place) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down and 
recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery without 
loss of data) 

Hardware, Software voting 
system configuration and 
test location 

The hardware, software voting system configuration and location of testing for 
SysTest Labs'  Electrical Supply testing is identified in Rev. 10 of the EAC 
approved  Unity v.4.0.0.0 Test Plan  

 

iBeta - Same  as identified in Volume Tests 1 through 10 

Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Pre-requisites and 
preparation for execution of 

Complete the prerequisites: 

 - Document in the test case the percentage that the system limit exceeds the 

Complete the prerequisites: 
Test Method Validation:   Technical review conducted by C. Coggins; Approved  1/27/09  
for  validation of test method as defined in ISO/IEC 17025 clause 5.4.5.   
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the test case.  customer maximum.  (System Limit  * 100) /Customer Maximum =% System Limit)   
Test Method Validation:   Technical review conducted by C. Coggins; Approved 
2/4/09 for validation of test method as defined in ISO/IEC 17025 clause 5.4.5.   
 
Determination by the EAC allowing the reuse of SysTest Labs Electrical Supply 
test.  

 

iBeta Volume test cases have been executed and passed 

 
Condition of approval - iBeta validated the successful use of the Import Wizard to import 
large amounts of data into EDM. As configuration of the imported file can impact the 
success of the data importation, the import file structure must be validated as a 
prerequisite of all applicable test cases. 
- Document in the test case the percentage that the system limit exceeds the customer 
maximum.  (System Limit  * 100) /Customer Maximum =% System Limit )   
Import Wizard  method tested and validated: 
 
- 6 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents containing 
election creating information will be imported into EDM using the Import Wizard option. 
       Spreadsheet 1 -  Precinct 1900 
       Spreadsheet 2 - District Types 7 
       Spreadsheet 3 - Districts Names 7 
       Spreadsheet 4 - District Relations 7 
       Spreadsheet 5 - Master Office   7   
       Spreadsheet 6 - Office Relations 7 

Getting Started Checks Same  as identified in Volume Tests 1 through 10 Check the voting system to : 
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Documentation of Test Data  
& Test Results 

Same  as identified in Volume Tests 1 through 10 Test Data: 
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Volume: Paper-based voting 
systems 
Processing 

Not applicable to Electrical Supply Recovery Ballot Prep: 
-An election database can be accurately/securely defined & formatted using the Import 
Wizard. 
-Ballots (candidates) can be accurately defined & generated. 
 
Scenario 1) Election can be created and installed with 1900 Precincts in a single Polling 
Place. 
No error occurs 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 
- Review the EDM reports to verify election set up.  
Scenario 2) 
Same as scenario 1 except over the maximum allowed number of  Precincts in a single 
Polling Place (1901) 
Test  execution of Scenario 2 is expected to stop at this point with errors generated in the 
ballot preparation prior to the creation of election media  
- Check audit logs for critical status messages.  Test stops unless system does not error 
and creates media)   
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must be 
reviewed to verify 1901 precincts have been created and assigned to a single early voting 
Polling Place.  Continue to ESSIM and HPM.  The system should display a critical status 
message prior to exiting the HPM. 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 

Volume: Not applicable to Electrical Supply Recovery Systems capacity to process, store, and report data.  
- When importing over the allowed amount of data into the EDM using the Import Wizard 
 

Stress EAC to review the SysTest Labs test results and verifies: 
Software responds to power interrupts 

System responses to overloading conditions.  Exceeding the maximum allowed number of 
Early Voting precincts in a single Polling Place. 
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iBeta to review the Volume test results and verifies the system responds to 
interrupts.  

Performance EAC to review the SysTest Labs Cases and verifies:  

Voting system  is able  to recover gracefully from errors or crashes caused by 
power failures without loss of data 

 

iBeta to review the Volume test results and verifies the system recovers from 
errors or crashes without loss of data 

There is no system degradation (Ballot format handling capability and Processing rates): 
- When importing large amount of data into the EDM using the Import Wizard. 
- The system does not slow down throughout the testing 

Error Recovery EAC to review the SysTest Labs Cases and verifies:  

Voting system is able to recover from errors or crashes caused by power failures. 

iBeta to review the Volume test results and verifies the system recovers from 
errors or crashes 

Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Readiness Testing and Poll 
Verification 

Not applicable to Electrical Supply Recovery Voting system is ready for the election:  
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper except: 
-  Run 10 precincts to validate the system is ready;  confirm the test data is segregated 
from voting data, with no residual effect.  Verify totals and audit logs.  

Pre- vote: 
Opening the Polls 
Verification 

Not applicable to Electrical Supply Recovery Precinct Count/ Paper based: 
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Voting:  
Ballot Activation and Casting 
Verifications 

Not applicable to Electrical Supply Recovery Scenario 1) Election Day Voting - The VAT & DS200 are in Polling Place 1 with Precincts 
1-1900. 
- Voting using 95 different precincts (5% of 1900 precincts), 2 ballots per precinct for a 
total of 190 ballots (10% sample voted).  
- Mark ballot using the VAT 
- Scan using the DS200 
- No errors are expected. 
- If there are any system errors that cause the  DS200 & the VAT to crash then verify  the  
DS200 and the VAT recover without any loss of data. 
- Verify the counter (number of voters) on the DS200 and the VAT match the expect 
results. 
 
Scenario 2) Errors should prevent the test from reaching this point. If the test does get to 
this point: 
- Load election 
- No system failures that cause the DS200 and/or the VAT to crash 
- If there are any system errors that cause the  DS200 and the VAT to crash then the  
DS200 and the VAT shall recover without any loss of data. 

Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

Not applicable to Electrical Supply Recovery Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Post-vote: Not applicable to Electrical Supply Recovery Once the polls are closed the voting system 
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Closing the Polls - Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 
- In Polling Place 1 the DS200 prints precincts 1 - 1900  totals (early voting ends) 

Post-vote: 
Central Count 

Not applicable to Electrical Supply Recovery Paper Based: When loading results mix the input of results such that media is read out of 
precinct order and where possible mix the reading of DS200 and M650 results.  Record 
the order at test execution.  
Scenario 1)  
The central count voting system includes: 
- Election identification 
- Zero count report (to verify no votes are on the M650 prior to starting absentee voting) 
- Using the VAT marked ballots scan all 190 ballots. 
- No errors are expected. 
- If there are any system errors that cause the M650 to crash then the  DS200 and the 
VAT shall recover without any loss of data. 
Vote Consolidation:  
- ERM consolidated reports match the predicted votes. 
- Verify no data was lost within the audit logs or results 
Reports include:  
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report  
   - View and Print Precinct by Precinct Reports 
Scenario 2)  
Errors should prevent the test from reaching this point. If the test does get to this point: 
- Load election 
- No system failures that cause the M650 or in the EMS ERM application to crash 
- If there are any system errors that cause the  M650 or in the EMS ERM application to 
crash then the  M650 or in the EMS ERM application shall recover without any loss of 
data. 

Expected Results are 
observed 

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Record observations and all 
input/outputs for each 
election; 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

 

 

Table 21 - Volume, Stress, Performance & Error Recovery Test Methods 7 & 8 

Method Detail Volume 7  Test Method Volume 8 Test Method 

Test Case Name Volume  7 - Maximum ballot limitations Volume 8 - M650 maximum number of candidates/counter in an election. 

Scope - identifies the type of 
test 

The scope is to test: 
Scenario 1) The maximum allowed:  number of  contests in a ballot style; 
number of candidates in a contest; number of parties; number of " VOTE FOR" in 
a contest; and number of candidate counters in a precinct 
 
To verify that  errors are generated in scenarios 2 through 5: 
Scenario 2) The  maximum allowed number of candidates in a contest, number 
of parties, number of " VOTE FOR" in a contest, while exceeding the maximum: 

The scope is to test:  
Scenario 1) The M650 maximum allowed: number of candidates/counter within an 
election.  
 
To verify that errors are generated scenario 2:  
Scenario 2) Exceeding the M650 maximum: allowed number of candidates/counter within 
an election.  
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number of  contest in a single ballot style. 
Scenario 3) The maximum allowed number of contests in a ballot style and 
candidate counters in a precinct while exceeding the maximum: candidates in a 
contest;   "VOTE FOR" in a contest. 
Scenario 4)The maximum allowed number of  contests in a ballot style, 
candidates in a contest, number of " VOTE FOR" in a contest, and number of 
candidate counters in a precinct while exceeding the maximum:  number of 
parties. 
Scenario 5) The maximum allowed number of contests in a ballot style, 
candidates in a contest, number of parties, number of "VOTE FOR" in a contest, 
while exceeding the maximum:  number of candidate counters in a precinct. 

- Discrepancy 30 (SysTest 429 Election description, Ballot Name/Full path to 
ballot definition file ) 

- Discrepancy 32(SysTest 453 orientation ballot errors) 

- Discrepancy 33(SysTest 454 internal rollers) 

Test Objective The objective is to validate the ability to process, store and report data to the 
maximum and exceed the maximum allowed number of contest in a ballot style, 
maximum number of candidates in a contest, maximum number of parties, 
maximum number of "VOTE FOR" in a contest, and the maximum number of 
candidate counters in a precinct.  To validate that the system generates errors 
during EMS ballot preparation (ballot preparation including: EDM, ESSIM & HPM) 
when exceeding maximum allowed limits.  Validating the processing, storing and 
reporting shall occur without system degradation. If there are system errors that 
cause the system to crash the system shall recover without any loss of data. 

The objective is to validate the ability to process, store and report data using the maximum 
and exceeding the maximum allowed number of candidates/counter. To validate that the 
system generates errors during EMS ballot preparation (ballot preparation including: EDM, 
ESSIM & HPM) when exceeding the M650 maximum allowed number of 
candidates/counter.  Validating the processing, storing and reporting shall occur without 
system degradation.  If there are system errors that cause the system to crash the system 
shall recover without any loss of data. 

Test Variables:  
Volume 
Stress 
Performance 
Error Recovery 

Primary Election 
Scenario 1)  
2 Precincts (Precinct 1/ballot style 1&   Precinct 2/ballot style 2) 
- 2 Statistical Counter (Precincts counted, Ballots counted) 
1 Polling Place 
19 inch ballot (4 ovals per inch, 68 oval positions per column, 408 total positions)  
 Precinct 1/ballot style 1 
- 1 Partisan contest: 
- 18 parties (max allowed in an election) 
- Vote for 1 
- 3 candidates per party 
- 1 Non-Partisan contest: 
- vote for 90 (max allowed in a contest) 
- 175 candidates (max allowed in a contest) 
Precinct 2/ballot style 2 
  - 200 Non-Partisan contest (max number of contest allowed with a 19 inch 
ballot) 
  - vote for 1 
  - 200 candidates (1 candidate per contest) 
Scenario 2) Same as scenario 1 except: 
- Precinct 2/ballot style 2: 201 contest and 201 candidates (exceeding contest in 
a single ballot style) 
Scenario 3) Same as scenario 1 except:  
- Precinct 1/ballot style 1Non-Partisan contest: 176 candidates, Vote For 

General election 
M650 set to Absentee  
10 Precincts on 1 M650 
Each Precinct contains 75 contest 
General election 
Absentee  
Scenario 1)   
- 750 contest 
- 3 candidates per contest 
- 0 Statistical Counters   
counters:  
2250 candidates (750 contest, 3 candidates no Write-ins) 
750 undervotes 
750 overvotes 
Total counters = 3750 
 
Scenario 2) Same as scenario 1 except: 
- 751 contests  
 
counters:  
2253 candidates (751 contest, 3 candidates no Write-ins) 
751 undervotes 
751 overvotes 
Total counters = 3755 
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91(exceeding candidates and VOTE FOR in a contest) 
Scenario 4) Same as scenario 1 except:  
- Precinct 1/ballot style 1 Partisan contest: 19 parties 
Scenario 5) Same as scenario 1 except: 
- Precinct 2/ballot style 2: 3 Statistical Counters (exceeding candidate counters in 
a precinct) 
Counters: 
200 candidates 
200 undervotes 
200 overvotes 
400 Statistical Counter  
1000 total counters in a precinct  

A description of the voting 
system type and the 
operational environment 

Same as Volume 1 - Maximum Precincts and Ballot Styles  The Unity 3.2.0.0 EMS Ballot Preparation includes: 
Audit Manger (AM ), Election Data Manger (EDM), (ESSIM),  hardware Program Manger 
(HPM) 
 
The Unity 3.2.0.0 central count tabulator: 
Model 650 (M650) 
 
The Unity 3.2.0.0 central count tally 
Election Reporting Manager (ERM) 

VSS 2002 vol. 1 Same as Volume 1 - Maximum Precincts and Ballot Styles  • Same as Volume 1 - Maximum Precincts and Ballot Styles  

VSS 2002 vol. 2 6.2.3 Volume (maximum number Parties, Vote for, Statistical Counters, 
candidates in a single contest, and contests ) 
A4.3.5 Volume (maximum and exceeding more than the maximum number of 
Parties, Vote for, Statistical Counters, candidates in a single contest, and 
contests) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading 
the number of Parties, Vote for, Statistical Counters, candidates in a single 
contest, and contests) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut 
down (no crash) and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates- shut down (no crash)and a 
graceful recovery without loss of data) 

6.2.3 Volume (maximum number of M650 Candidate Counters) 
A4.3.5 Volume (maximum and exceeding more than the maximum number of M650 
Candidate Counters) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of M650 Candidate Counters) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down (no 
crash) and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates- shut down  (no crash) and a graceful 
recovery without loss of data) 

Hardware, Software voting 
system configuration and test 
location 

Same as Volume 1 - Maximum Precincts and Ballot Styles  The Unity 3.2 Voting System consists of the following:  
Audit Manger (AM), Election Data Manger (EDM), (ESSIM), hardware Program Manger 
(HPM), Model 650 (M650), Election Reporting Manager (ERM),  
 
All testing will be performing by iBeta LLC located at 3131 S. Vaughn Way, Aurora, CO  
80014. 

Pre-requisites and 
preparation for execution of 
the test case.  

Complete the prerequisites:  
Test Method Validation:   Technical review conducted by C. Coggins; Approved 
1/27/09 for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. -  
- Document in the test case the percentage that the system limit exceeds the 
customer maximum.  (System Limit  * 100) /Customer Maximum =% System 
Limit)   
- 8 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents 
containing election creating information will be imported into EDM using the 
Import Wizard option. 
       Spreadsheet 1 - Parties 

Complete the prerequisites: 
Test Method Validation:   Technical review conducted by C. Coggins; Approved  with the 
incorporation of review comments on 1/22/09 (validation of test method as defined in 
ISO/IEC 17025 clause 5.4.5)  
- Document in the test case the percentage that the system limit exceeds the customer 
maximum.  (System Limit  * 100) /Customer Maximum =% System Limit)   
Condition of approval - iBeta validates the successful use of the Import Wizard to import 
large amounts of data into EDM. As configuration of the imported file can impact the 
success of the data importation, the import file structure must be validated as a 
prerequisite of all applicable test cases. 
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       Spreadsheet 2 - Precinct 1 - 2 
       Spreadsheet 3 - District Types 
       Spreadsheet 4 - Districts Names 
       Spreadsheet 5 - District Relations 
       Spreadsheet 6 - Master Office       
       Spreadsheet 7 - Office Relations 
       Spreadsheet 8 - Candidates 

 
Import Wizard method tested and validated on 1/21/2009 by Stephanie Eaton. 
 
- 8 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents containing 
election creating information will be imported into EDM using the Import Wizard option. 
       Spreadsheet 1 -  Precinct  10 
       Spreadsheet 2 - District Type 750 

       Spreadsheet 3 - Districts Names750 
       Spreadsheet 4 - District Relations 750 
       Spreadsheet 5 - Master Office   750    
       Spreadsheet 6 - Office Relations 750 
       Spreadsheet 7 - Candidates  2250 
               
 

Getting Started Checks Check the voting system to : 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Check the voting system to : 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Documentation of Test Data  
& Test Results 

Test Data: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Check the voting system to : 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Volume: Paper-based voting 
systems 
Processing 

Ballot Prep: 
-An election database can be accurately/securely defined & formatted using the 
Import Wizard. 

- Discrepancy 30 (SysTest 429 Election description, Ballot Name/Full path to 
ballot definition file) using the default file name.  

-Ballots (candidates & propositions) can be accurately defined & generated. 
Scenario 1) Election media can be installed with the maximum allowed number 
of  contests in a ballot style, maximum number of candidates in a contest, 
maximum number of parties, maximum number of " VOTE FOR" in a contest, and 
the maximum number of candidate counters in a precinct without error. 
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify the applications recover without any loss of data. 
 Scenarios  2 - 5) 
Test  execution of Scenario 2 - 5 stop at this point with errors generated prior to 
the creation of election media in ballot preparation) 
- Check audit logs for critical status messages.  Test stops unless system does 
not error and creates media)  
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must 
be reviewed to verify each of Scenarios listed below have been created 
exceeding the ballot limits.  Continue to ESSIM and HPM.  The system should 
display a critical status message prior to exiting the HPM. 
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify the applications recover without any loss of data. 
Scenario 2) Same as scenario 1 except: 
- Precinct 2/ballot style 2 has 205 contest and 205 candidates  
Scenario 3) Same as scenario 1 except:  
- Precinct 1/ballot style 1 has 176 candidates, Vote For 91 
Scenario 4) Same as scenario 1 except:  
- Precinct 1/ballot style 1 has 21 parties 

Ballot Prep: General election 
Scenario 1)  10 Precincts , each Precinct contains 75 contest 

-An election database can be accurately being defined & formatted using the Import 
Wizard. 
-Ballots (candidates & propositions) can be accurately defined & generated. 
-19 inch ballot 
-0 Statistical Counters   
- Create media for the M650 only - all precincts assigned to 1 M650 
The election can be created with 3800 candidate counters with in an election.  
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data.  

Scenario  2) 
Test  execution of Scenario 2 stops at this point with errors generated prior to the creation 
of election media in ballot preparation) 
- Check audit logs for critical status messages.  Test stops unless system does not error 
and creates media)  
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must be 
reviewed to verify the election is set up.  Continue to ESSIM and HPM.  The system should 
display a critical status message prior to exiting the HPM. 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 
Scenario  2) 
Same as Scenario 1 except: 
- 751 contests and  2255 candidates 
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Scenario 5) Same as scenario 1 except: 
- Precinct 2/ballot style 2 has 3 Statistical Counters 

Volume: 400 active voting positions.  
Systems capacity to process, store, and report data.  
- When importing over the allowed amount of data into the EDM using the Import 
Wizard 

Maximum capacity is successfully processed without errors.   
Systems capacity to process, store, and report data. 
- When installing an election on the M650 containing over the allowed candidate counters, 
errors are generated. 

Stress System provides a response to overloading conditions.  Exceeding/overloading  
the maximum allow number of ballot limits identified in the scope. 

System provides a response to overloading conditions.  Exceeding/overloading  the 
maximum allow number of Candidate Counters in the M650. 

Performance There is no system degradation (Ballot format handling capability and Processing 
rates): 
- When importing large amount of data into the EDM using the Import Wizard. 
- The system does not slow down throughout the testing 

No system degradation (Ballot format handling capability and Processing rates) is 
observed:  
- When importing large amount of data into the EDM using the Import Wizard. 
-When importing 3750 candidate counters  
-When importing 3755 candidate counters  
- The system will not slow down throughout the testing 

Error Recovery Same as Volume 1 - Maximum Precincts and Ballot Styles  Precinct Count/ Paper based: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Readiness Testing and Poll 
Verification 

Voting system is ready for the election:  
Same as Volume 1 - Maximum Precincts and Ballot Styles except: 
-  Run 1 precinct to validate the system is ready;  confirm the test data is 
segregated from voting data, with no residual effect.  Verify totals and audit logs.  

See below - Post Vote: Central Count 

Pre- vote: 
Opening the Polls 
Verification 

Precinct Count/ Paper based: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Not Applicable (M650 is not located at the polls) 

 

Voting:  
Ballot Activation and Casting 
Verifications 

- Discrepancy 32(SysTest 453 orientation ballot errors) no orientation ballot 
errors while scanning the ballots 

- Discrepancy 33(SysTest 454 internal rollers) internal rollers do not stop while 
scanning ballots 

Scenario 1) Election Day Voting - The VAT & DS200 are in Polling Place 1 
Precincts 1 - 2. 
- Mark 20 ballots per ballot style using the VAT and scan on the DS200) 

- scanning in each of the 4 orientation. 
- No errors are expected. 
- If there are any system errors that cause the  DS200 & the VAT to crash then 
verify  the  DS200 and the VAT recover without any loss of data. 
- Verify the counter on the DS200 and the VAT match the expect results. 
 
Scenario 2-5) Errors should prevent the test from reaching this point. If the test 
does get to this point: 
- Load election(s)  
- No system failures that cause the DS200 and/or the VAT to crash 
- If there are any system errors that cause the  DS200 and the VAT to crash then 
the  DS200 and the VAT shall recover without any loss of data. 

Not Applicable (M650 is not located at the polls) 
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Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

The system audit provides a time stamped, always available, report of 
normal/abnormal events found within the test.  
- Same as Volume 2 - Maximum Ballot Styles in a Single Precinct except:  

Not Applicable (M650 is not located at the polls) 

Post-vote: 
Closing the Polls 

Once the polls are closed the voting system: 
Same as Volume 2 - Maximum Ballot Styles in a Single Precinct except: 
- In Polling Place 1 the DS200 prints precincts 1 & 2  totals  

Not Applicable (M650 is not located at the polls) 

Post-vote: 
Central Count 

Paper Based: When loading results mix the input of results such that media is 
read out of precinct order and where possible mix the reading of DS200 and 
M650 results.  Record the order at test execution. 
Scenario 1) The central count voting system includes: 
- Election identification 
- Zero count report (to verify no votes are on the M650 prior to starting absentee 
voting) 
- 20 ballots per ballot style will be marked using the VAT and scanned on the 
M650 
- No errors are expected. 
- If there are any system errors that cause the M650 to crash then the M650 shall 
recover without any loss of data. 
- Verify the counter on the DS200 and the VAT match the expect results. 
Vote Consolidation:  
- ERM consolidated reports match the predicted votes. 
- Verify no data was lost within the audit logs or results 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report  
   - View and Print Precinct by Precinct Reports 

Scenario 2 through 5)  
 Errors should prevent the test from reaching this point. If the test does get to this 
point: 
- Load election 
- No system failures that cause the M650 or in the EMS ERM application to crash 
- If there are any system errors that cause the M650 or in the EMS ERM 
application to crash then the  M650 or in the EMS ERM application shall recover 
without any loss of data. 

Paper Based:  
Scenario 1)   
- Load election with 3750 Candidate Counters 
- Hand mark and scan ballots through the M650 
- Verify the counter on the M650 match the expect results. 
- If there are any system errors that cause the M650 to shut down (crash) then the M650 
shall recover without any loss of data. 
 
Vote Consolidation:  
- ERM consolidated reports match the predicted votes. 
- Verify no data was lost within the audit logs or results 
 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report  
   - View and Print Precinct by Precinct Reports for Precincts 1 - 10 

: Scenario 2)  
Errors should prevent the test from reaching this point. If the test does get to this point: 
- Load election 
- No system failures that cause the M650 or in the EMS ERM application to crash 
- If there are any system errors that cause the  M650 or in the EMS ERM application to 
crash then the  M650 or in the EMS ERM application shall recover without any loss of data. 

Expected Results are 
observed 

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Record observations and all 
input/outputs for each 
election; 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

 

Table 22 - Volume, Stress, Performance & Error Recovery Test Methods 9 & 10 
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Method Detail Volume 9  Test Method Volume 10 Test Method 

Test Case Name Volume 9 - ERM maximum number of candidates/counter in an election. Volume 10 - maximum number of Ballot Styles in an election. 

Scope - identifies the type of 
test 

The scope is to test:  
Scenario 1) The ERM maximum allowed: number of candidates/counter within 
an election and the maximum number of Precincts in a single Polling Place in 
Election Day mode. 
 
To verify that  errors are generated in scenario 2: 
Scenario 2) The maximum number of Precincts in a single Polling Place set to 
Election Day mode and exceeding the ERM maximum allowed: number of 
candidates/counter within an election.   
 
To verify that  errors are generated in scenario 3: 
Scenario 3) The ERM maximum allowed: number of candidates/counter within 
an election and exceeding the maximum number of Precincts in a single Polling 
Place set to Election Day mode.   

The scope is to test:  
Scenario 1) The HPM maximum allowed number of Ballot Styles within an election.  
 
To verify that errors are generated when:  
Scenario 2) Exceeding the HPM maximum allowed number of Ballot Style within an 
election.  

Test Objective The objective is to validate the ability to process, store and report data using the 
maximum and exceeding the maximum allowed number of candidates/counter 
and Election Day Precincts within a single Polling Place. To validate that the 
system generates errors during EMS ballot preparation (ballot preparation 
including: EDM, ESSIM & HPM) when exceeding the ERM maximum allowed 
number of candidates/counter and Election Day Precincts within a single Polling 
Place.  Validating the processing, storing and reporting shall occur without 
system degradation.  If there are system errors that cause the system to crash 
the system shall recover without any loss of data. 

The objective is to validate the ability to process, store and report data using the maximum 
and exceeding the maximum number of Ballot Styles allowed in an Election. To validate 
that the system generates errors during EMS ballot preparation (ballot preparation 
including: EDM, ESSIM & HPM) when exceeding the maximum allowed number of Ballot 
Styles within an election.  Validating the processing, storing and reporting shall occur 
without system degradation.  If there are system errors that cause the system to crash the 
system shall recover without any loss of data. 

Test Variables:  
Volume 
Stress 
Performance 
Error Recovery 

General election -  
Election Day 
10 precincts to a polling place (max limit on polling places for election day)  
290 polling places 
Scenario 1) 
- 2900 Precincts  (Volume 1"Precincts" spreadsheet)  
- 3500 contest 
- 4 candidates (3 candidates, 1  Write-in per contest) 
- 0 Statistical Counters   
Scenario 1 counters:  
-14000 candidates (3 candidates, 1  Write-in per contest) 
-3500 (undervotes) 
-3500 (overvotes) 
Scenario 2) Same as scenario 1 except: 
- 3501 contest  
Scenario 2 counters:  
-14004 candidates (3 candidates, 1 Write-in per contest) 
-3501 (undervotes) 
-3501 (overvotes) 
Scenario 3) Same as scenario 1 except: 
10 precincts to a polling place except in Polling Place 290.  Polling Place 290 has 
11 Precincts   

Primary Election - Closed by Precinct Style 
Election Day 
1 Polling Places 
10 Precincts to a polling Place 
5 Parties 
Scenario 1)   
- 1000 Precincts  
- 10 contest 
- 2 contest per precinct  
- 2 district types each with 5 district names per 200 precincts 
-10 candidates (2 per contest by party)  
- 2 district types each with 5 district names per 200 precincts 
-5000 ballot styles (5 Parties each with a separate style) 
 
Scenario 2) Exceed the HPM maximum number of ballot styles 
- 1001 Precincts  
- 11 contest 
- 5001 ballot styles (5 Parties each with a separate style) 

A description of the voting 
system type and the 

The Unity 3.2.0.0 EMS Ballot Preparation includes: 
Audit Manger (AM ), Election Data Manger (EDM), (ESSIM),  hardware Program 

Same as Volume 1 - Maximum Precincts and Ballot Styles  
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operational environment Manger (HPM), AutoMARK Information (AIMS) 
 
The Unity 3.2.0.0 marking device: 
2 @ Voter Terminal(VAT) 
 
The Unity 3.2.0.0 precinct count includes: 
2 @ DS200 
 
The Unity 3.2.0.0 central count tally 
Election Reporting Manager (ERM) 

VSS 2002 vol. 1 Same as Volume 1 - Maximum Precincts and Ballot Styles  Same as Volume 1 - Maximum Precincts and Ballot Styles  

VSS 2002 vol. 2 6.2.3 Volume (maximum number of ERM Candidate Counters) 
A4.3.5 Volume (maximum and exceeding more than the maximum number of 
ERM Candidate Counters) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading 
the number of ERM Candidate Counters) 
A4.3.5 Recovery (EMS capabilities to gracefully shut down (no crash) and 
recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates- ballot formatting handling 
capabilities (no crash)and a graceful recovery without loss of data) 

6.2.3 Volume (maximum number of ballot styles in an election) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of ballot styles in an election) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down and 
recovery without loss of data) if the number of ballot styles/precincts is exceeded 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery without 
loss of data) 

Hardware, Software voting 
system configuration and test 
location 

The Unity 3.2 Voting System consist of the following: 
Audit Manger (AM ), Election Data Manger (EDM), (ESSIM),  hardware Program 
Manger (HPM), DS200, Election Reporting Manager (ERM), AutoMARK 
Information (AIMS), Voter Terminal(VAT) 
 
All testing will be perform by iBeta located at 3131 S. Vaughn Way, Aurora, CO  
80014. 

Same as Volume 1 - Maximum Precincts and Ballot Styles  

Pre-requisites and 
preparation for execution of 
the test case.  

Complete the prerequisites: 
Test Method Validation:   Technical review conducted by C. Coggins; Approved  
2/4/09 ( validation of test method as defined in ISO/IEC 17025 clause 5.4.5)  
- Document in the test case the percentage that the system limit exceeds the 
customer maximum.  (System Limit  * 100) /Customer Maximum =% System 
Limit)   
- 6 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents 
containing election creating information will be imported into EDM using the 
Import Wizard option. 
       Spreadsheet 3 - District Relations 
       Spreadsheet 4 - Master Office         
       Spreadsheet 5 - Office Relations 
       Spreadsheet 6 - Candidates 
       Spreadsheet 7 - Master Polling Place 290 
       Spreadsheet 8 - Poll Relations 290 

Complete the prerequisites: 
Test Method Validation:   Technical review conducted by C. Coggins; Approved  2/4/09 ( 
validation of test method as defined in ISO/IEC 17025 clause 5.4.5)  
 
Condition of approval - iBeta validated the successful use of the Import Wizard to import 
large amounts of data into EDM. As configuration of the imported file can impact the 
success of the data importation, the import file structure must be validated as a 
prerequisite of all applicable test cases. 
 
Import Wizard method tested and validated: 2/2/09. 
- Document in the test case the percentage that the system limit exceeds the customer 
maximum.  (System Limit  * 100) /Customer Maximum =% System Limit)   
- 8 Excel spreadsheets saved as "Tab Delimited".  Tab Delimited documents containing 
election creating information will be imported into EDM using the Import Wizard option. 
       Spreadsheet 1 - Precinct  1000  
       Spreadsheet 2 - Districts Names  5 
       Spreadsheet 3 - District Relations  
       Spreadsheet 4 - Master Office  primary  10 
       Spreadsheet 5 - Office Relations primary 10 
       Spreadsheet 6 - Candidates w/party 100 

Getting Started Checks Check the voting system to : Check the voting system to : 
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Same as Volume 1 - Maximum Precincts and Ballot Styles  Same as Volume 1 - Maximum Precincts and Ballot Styles  

Documentation of Test Data  
& Test Results 

Test Data: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Test Data: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Volume: Paper-based voting 
systems 
Processing 

Ballot Prep: Scenario 1)  
- General election 
-An election database can be accurately is defined & formatted using the Import 
Wizard. 
-Ballots (candidates & propositions) can be accurately defined & generated. 
-19 inch ballot 
-290 Polling Places  
-10 precincts to a Polling Place  
- 0 Statistical Counters  
-Polling Place 1 with Precincts 1 - 10 will have a total of 610 contest with 2440 
total candidates (each precinct will have 61 contest, 3 candidates with 1 Write-In 
per contest) 
-Polling Place 2 - 290 with Precincts 11 - 2900 will have 1 contest per precinct.  
Each contest will have 3 candidates and 1 Write-In.  
- The election can be created with 21000 candidate counters.  
- Check EDM reports for election set up. 
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify the applications recover without any loss of data 

Scenarios 2 & 3)  
(Test  execution of Scenario 2 & 3 stop at this point with errors generated prior to 
the creation of election media in ballot preparation) 
- Check audit logs for critical status messages.  Test stops unless system does 
not error and creates media)  
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must 
be reviewed to verify Scenario 2 has 3501 contest and Scenario 3 has 11 
Precincts assigned to a single early voting Polling Place.  Continue to ESSIM and 
HPM.  The system should display a critical status message prior to exiting the 
HPM. 
- If there are any system errors that cause the EMS ballot preparation 
applications to crash then verify the applications recover without any loss of data. 
Scenario 2) Same as Scenario 1 except: 
- 3501 contest  
Scenario 3) Same as Scenario 1 except: 
- 11 Precincts in Polling Place 290. 

Ballot Prep:  
- Closed Primary Election 
-An election database can be accurately defined & formatted using the Import Wizard. 
-Ballots (candidates & propositions) can be accurately defined & generated. 
-19 inch ballot 
Scenario 1) 
-1 Polling Places 
-10 Precincts to a Polling Place (total of 1000 precincts) 
- 2 contest per precinct  
- 2 district types each with 5 district names per 200 precincts 
-10 candidates (2 per contest by party)  
- 2 district types each with 5 district names per 200 precincts 
- 5 Parties (selecting Use Party Device Code- allowing each party to have a separate style) 
- Check EDM reports for election set up. 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 

Scenario 2) 
(Test  execution of Scenario 2 stops at this point with errors generated prior to the creation 
of election media in ballot preparation) 
- Check audit logs for critical status messages.  Test stops unless system does not error 
and creates media)  
- If EDM does not error during the "Ballot Sets Merge" then the EDM reports must be 
reviewed to verify Scenario 2 has been set up correctly.  Continue to ESSIM and HPM.  
The system should display a critical status message prior to exiting the HPM. 
- If there are any system errors that cause the EMS ballot preparation applications to crash 
then verify the applications recover without any loss of data. 
Scenario 2) Same as scenario 1 except for: 
101 Polling Places: 
-10 Precincts to a Polling Place for the first 100 Polling Places 
- 1 Precinct is in Polling Place 101 

Volume: Maximum capacity is successfully processed without errors.   
Systems capacity to process, store, and report data. 
- When importing over the allowed candidate counters into the ERM errors are 
generated. 

Maximum capacity is successfully processed without errors.   
HPMs maximum number of ballot styles. 
Systems capacity to process, store, and report data:  
- When importing over the allowed candidate counters into the HPM errors are generated. 

Stress System provides a response to overloading conditions.  Exceeding the maximum 
allow number of Candidate Counters in the ERM. 

System provides a response to overloading conditions.    Exceeding the maximum allow 
number of 5000 ballot styles. 

Performance No system degradation (Ballot format handling capability and Processing rates) is 
observed: 
- When importing a large amount of data into the EDM using the Import Wizard. 
- When importing 21000 candidate counters (14000 candidates, 3500 contest)  

No system degradation (Ballot format handling capability and Processing rates) is 
observed: 
- When importing large amount of data into the EDM using the Import Wizard. 
- When installing an election with over the maximum number of ballot styles for an election.  
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- When importing 21006 candidate counters (14004 candidates, 3500 contest)  
- The system will not slow down throughout the testing 

- The system will not slow down as more and more data is added 

Error Recovery Same as Volume 1 - Maximum Precincts and Ballot Styles  Same as Volume 1 - Maximum Precincts and Ballot Styles  

Readiness Testing and Poll 
Verification 

Voting system is ready for the election:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Voting system is ready for the election:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Pre- vote: 
Opening the Polls 
Verification 

Precinct Count/ Paper based: 
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Precinct Count/ Paper based: 
Same as Volume 1 - Maximum Precincts and Ballot Styles 

Voting:  
Ballot Activation and Casting 
Verifications 

Scenarios 1) The DS200 is programmed for Election Day Voting. 
- The VAT and DS200 are in Polling Place 1 Precincts 1 - 10. 
- Each precinct will contain 61 contests with 4 candidates (3 candidates and 1 
certified Write-In candidate). 
- A total of 100 ballots will be tested in Precincts 1 - 10.  10 ballots per Precinct in 
a single Polling Place. 
- Each ballot will be marked by the VAT and then scanned into the DS200. 
- If there are any system errors that cause the DS200 or the VAT to shut down 
(crash) then the DS200and the VAT shall recover without any loss of data. 
 
Scenario 2 & 3) Errors should prevent the test from reaching this point. If the test 
does get to this point: 
- Load election(s)  
- No system failures that cause the DS200 and/or the VAT to crash 
- If there are any system errors that cause the  DS200 and the VAT to crash then 
the  DS200 and the VAT shall recover without any loss of data. 

Scenario 1) The DS200 is programmed for Election Day Voting. 
- All Polling Places will be activated but only Polling Place 1 will be used for voting.   
- The VAT and DS200 in Polling Place 1 Precincts 1 - 10. 
- Each ballot will be marked by the VAT and then scanned into the DS200. 
- Each precinct will contain 1 contest with 4 candidates.. 

 - A total of 100 ballots will be tested in Precincts 1 - 10.  10 ballots per Precinct in a single 
Polling Place. 
- If there are any system errors that cause the DS200 or the VAT to shut down (crash) then 
the DS200and the VAT shall recover without any loss of data. 
 
Scenario 2) Errors should prevent the test from reaching this point. If the test does get to 
this point: 
- Load election(s)  
- No system failures that cause the DS200 and/or the VAT to crash 
- If there are any system errors that cause the  DS200 and the VAT to crash then the  
DS200 and the VAT shall recover without any loss of data. 

Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

The system audit provides a time stamped, always available, report of 
normal/abnormal events found within the test.  
- Same as Volume 2 - Maximum Ballot Styles in a Single Precinct 

"The system audit provides a time stamped, always available, report of normal/abnormal 
events found within the test.  
- Same as Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper 
" 
 

Post-vote: 
Closing the Polls 

Once the polls are closed the voting system 
- Prints reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 
- In Polling Place 1 the DS200 prints precincts 1 - 10  totals (Election Day voting 
ends) 
- In Polling Place 2 - 290 and Precincts 11 - 2900 no reports will be run (all voting 
will be executed using Precincts 1 - 10)   

Once the polls are closed the voting system 
- Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 
- In Polling Place 1 the DS200 Prints precincts 1 - 10  totals (Election Day voting ends) 
- In Polling Place 2 - precincts 11 -100 no reports will be run (all voting will be executed 
using Precincts 1 - 10)   

Post-vote: 
Central Count 

Vote Consolidation:  
Scenario 1)  
- M650 Not Applicable (M650 limit is 3800 and is tested in Volume 8)  
- ERM does not crash with 21000 candidate counters and 10 precincts within an 
Election. 
- ERM consolidated reports match the predicted votes. 
 
Vote Consolidation:  
ERM consolidated reports match the predicted votes from the polling places  

Paper Based: When loading results mix the input of results such that media is read out of 
precinct order and where possible mix the reading of DS200 and M650 results.  Record the 
order at test execution. 
Scenario 1)  
- Election identification 
- Zero count report (to verify no votes are on the M650 prior to starting voting) 
- 100 ballots will be test  
- VAT -Generate the ballots for 10 different ballot styles within the deck. 
- M650- scan the ballots generated by the VAT with different ballot styles within the deck. 



 EAC Application # ESS0701 
 

Page 76 of 90 

Method Detail Volume 9  Test Method Volume 10 Test Method 

 
Reports include:  
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report  
If there are any system errors that cause the ERM application to crash then the 
ERM application shall recover without any loss of data. 
 
Scenario 2 & 3) Errors should prevent the test from reaching this point. If the test 
does get to this point: 
- Load election in ERM 
- No system failures that cause the EMS ERM application to crash 
- If there are any system errors that cause the EMS ERM application to crash 
then the EMS ERM application shall recover without any loss of data. 

-  Ballot styles 1 through 10 will be voted 
-  The M650 with a 1000 precinct and  5000 ballot styles will not error.   If there are any 
system errors that cause the M650 to shut down then the M650 shall recover without any 
loss of data. 
 
Vote Consolidation: 
ERM consolidated reports match the predicted votes from the polling places   
 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Print Summary Report (containing all a single precinct) 
   - View and Print Precinct by Precinct Reports 
- If there are any system errors that cause the  M650 or in the EMS ERM application to 
crash then the  M650 or in the EMS ERM application shall recover without any loss of data. 
Errors should prevent the test from reaching this point. If the test does get to this point: 
- Load election 
- No system failures that cause the M650 or in the EMS ERM application to crash 
- If there are any system errors that cause the  M650 or in the EMS ERM application to 
crash then the  M650 or in the EMS ERM application shall recover without any loss of data. 

Expected Results are 
observed 

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

Review the test result against the expected result:  
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

Record observations and all 
input/outputs for each 
election; 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts and Ballot Styles  

All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
Same as Volume 1 - Maximum Precincts Limitations and ballot styles for paper  

 

 
 
 

7.3 Security, Telephony & Cryptographic Test Methods -  
Table 23 - Security & Telephony Test Methods 

Method Detail Security Test Method Telephony and Cryptographic Test Method 

Test Case Name Security Telephony and Cryptographic 

Scope - identifies the type of 
test 

Security testing crosses into several areas of voting system testing and thus must 
be tested at the integrated system level. The Regression System Level test is 
customized for the specific voting system to test the security elements 
incorporated into the pre-vote, voting and post voting functions. Further 
examination is performed in Telephony and Cryptographic Tests.  A review of the 
security documentation addresses Access Controls, Physical Security and 
Software Security.  

Unity 3.2.0.0 is not loading or transmitting election data via telecommunications or 
network 

Test Objective The objective of security testing is to minimize the risk of accidents, inadvertent 
mistakes and errors; protect from intentional manipulation, fraud or malicious 
mischief; 

The objective of the telephony and cryptographic testing is to confirm that Unity 3.2.0.0 is 
not loading or transmitting election data via telecommunications or network 

Test Variables:  
Voting Variations 
(as supported by the voting 
system) 

In the Regression elections validate the security of the pre-vote, voting, and post 
voting functions of the voting system by test incorporating overflow conditions, 
boundaries, password configurations, negative testing, inputs to exercise errors 
and status messages, protection of the secrecy in the voting process and 

Configured as the Regression System Level testing the DS200 does not contain a modem 
and M650 does not contain a network card for loading or transmitting election data via 
telecommunications or network 
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identification of fraudulent or erroneous changes. Including:  
Unauthorized changes to system capabilities for:  
- Defining ballot formats, 
- Casting and recording votes,  
- Calculating vote totals consistent with defined ballot formats, 
- Reporting vote totals, 
- Alteration of voting system audit trails, 
- Changing or preventing the recording of a vote, 
- Introducing data not cast by an authorized voter, 
- Changing calculated vote totals,  
- Preventing access to vote data, including individual votes and vote totals, to 
unauthorized individuals, and 
- Preventing access to voter identification data and data for votes cast by the 
voter such that an individual can determine the content of specific votes cast by 
the voter. 

A description of the voting 
system type and the 
operational environment 

The voting system types and operational environments  
Election Data Manager (EDM) to create the election data used for all ballot layout 
and tabulation for all equipment used in the election. 
   -Super VGA (800x600) or higher 
   -Keyboard and Mouse 
   -512 MB RAM 
   -48x CD-ROM or DVD drive 
   -40-GB hard drive 
   -PC with 1-GHz or faster processor 
ESSIM to format the ballots by using election database 
   --partner printer 
   -24x CD-ROM 
   -Windows XP Professional with Service Pack 2(SP2) 
   -40-GB hard drive 
   -Laser Printer(recommends Okidata C9600HDN) 
   -512 MB RAM    
   -PC with 1-GHz or faster processor 
HPM import IFC to import the ballot interface (.ifc) file ,containing all contest, 
candidate, precinct, rotation, polling place, and ballot style information, from the 
Election Data Manager(EDM) and Image Manager ballot (ESSIM) 
  -SanDisk Compact Flash Card Reader/Writer 
  -CD-ROM or DVD drive 
  -Keyboard and Mouse 
  -3.5-inch disk drive 
  - 40-GB hard drive 
  -PCL capable Laser Printer 
  -PC Card Manager(optional) 
  -Windows XP Professional 
  -PC with 1-GHz or faster processor 
AuditManager(AM) functions are Administer username and login for Unity 
modules and Administer audit log information 
   -Pentium 266MHz 
   -32 Meg RAM 
   -3.5 Inch Floppy Disk Drive 
   -24X CD Drive 
   -printer(optional) 
Hardware Programming Manager (HPM) creates election definition for DS200 
-DS200 scan paper ballot precinct tabulator 

In the Regression  System Level and Security testing vote results from the  DS200‟s and 
M650's is handled externally (via compact flash card and zip disk) by the Unity Election 
Reporting Manager (ERM).  
- No election definition( from HPM) is loaded. 
- No results transmission via network or telecommunications. 
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   -12-inch touch screen 
   -thermal printer(internal) 
   -USB flash drive(compact flash card) 
   -external DC power 
   -120-volt AC outlet, 
   -internal memory(DRAM) 
HPM creates election definition for M650(central count tabulator) 
   -External ZIp drive(FAT16 ZIP disk) 
   -External Printer 
   -internal memory 
   -three-prong electrical outlet 
   -128 MB solid-state hard drive 
   -133 MHZ CPU 
VAT(Voter Assist Terminal (Ballot marking device) is used to mark the ballot 
selections of voters who are visually impaired, have a disability, or who are more 
comfortable using an alternative language) and AIMS(Database) 
  -Printed Circuit Boards 
  -Single Board Computer 
  -Compact Flash Memory Cartridge 
  -Liquid Crystal Display 
  -Touch Panel 
  -Audio Subsystem 
  -Switch Interface Board 
  -Keypad For Visually Impaired 
  -Audible Feedback 
  -AT Dual-Switch Access Port 
  -Printer Engine Board 
  -Operating System – Microsoft Windows XP, SP1 
  -MS Access, version XP 
  -SQL Server (MSDE), version 2000, SP3 

VSS 2002 vol. 1 2.2.1, 2.2.4 thru 2.2.5.2.3, 6.2 thru 6.4 5.1 thru 5.2.7, 6.5.3, 6.6.1 

VSS 2002 vol. 2 6.4 thru 6.4.2 6.4.2 

Hardware, Software voting 
system configuration and test 
location 

Same as Regression System Level test case see Security  

Pre-requisites and 
preparation for execution of 
the test case.  

Test Method Validation:   Technical review conducted by K Wilson;  Approved  

2/20/09  for  validation of test method as defined in ISO/IEC 17025 clause 5.4.5. - 
 
Same as Regression System Level test case 

see Security  

Getting Started Checks Same as Regression System Level test case 
Prior to testing Verify the following through Document Review: 
-DS200 and M650 Indentify procedural requirements for the usage of locks to 
prevent unauthorized access 
-DS200 provide adequate procedural requirements for polling place security. 
-DS200 procedures relating to the preparation and configuration of the tabulation. 
-DS200 and M650 procedures to identifying electronic media type. 
-DS200 and M650 maintenance of a secured location for storing the 
electronic media and voting machines 
-Manual identifies all required access control security measures. 
-M650 procedures for ballot security 
-Procedures for administration security(database security) 
-Operations manual indentifies specific instructions during a failure to input or 

see Security  
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storage devices. 
-During witness and trusted build procedures verify source code, compilers or 
assemblers are not resident. 

Documentation of Test Data  
& Test Results 

Same as Regression System Level test case 
 
Record the results of the security testing, document & source code reviews in the 
applicable Security Review 
Enter Accept/Reject against each review requirement. 
 Log discrepancies on the appropriate Discrepancy Report 

see Security  

Pre-vote: 
Ballot Preparation 
procedures verifications 

Same as Regression System Level test case 
 

see Security  

Pre-vote: 
Ballot Preparation Security 

Same as Regression System Level test case 
-Attempt to modify the ballot layout files.  
--Power can be interrupted & restored without loss of election data. 
-- Attempt to halt the Audit Mgr before starting ESSIM. If it is not running, rename 
the file. Verify that ESSIM will not start. Restart Audit Mgr or if Audit Mgr 
(AuditManager.exe) was renamed, rename it back to the original name. Reboot 
and verify that ESSIM will run. 
--Attempt to modify the audit log. 
--Audit logs contain entries for failed attempts, normal & abnormal events. 
--Verify Computer-generated password keys are unpredictable and random 
(v1:6.2.2.e) 
--Verify that removing one of the RAID drives on the EDM system does not result 
in catastrophic data loss. System is operational without drive or system recovers 
when an empty drive is restored. 
--Unplug the system (EDM) during a save operation. Verify that the system is 
capable of resuming operation when power is restored or a backup copy 
restored. 
--Ghost the system prior to this test. For each of EDM, ESSIM, HPM and ERM, 
connect an iBeta computer to the network connected to the Audit Manager 
computer. Turn on Remote Access in the DUT computer. Access the audit 
manager database file as administrator and rename the file. Verify that the 
program halts further processing of election preparation, tabulation or reporting 
as necessary. (As an alternative, turn off the Audit Manager service and/or 
monitoring service or use task manager to kill the Audit Manager process and/or 
monitoring service/process). 
--Attempt to access the database (EDM) and modify ballot information 
--Default passwords are changeable after initial login 
--Verified detailed information of encryption messages. (?) 
--Attempt to load the software with unauthorized user on AIMS 
--Attempt to access AIMS database with invalid or blank password. 
--Verify AIMS not networked or does not telecommunicate with any other system 

see Security  

Readiness Testing and Poll 
Verification 

Same as Regression System Level test case 
Before installing the election definition in tabulators, perform the following  test   
--Attempt to bypass the locks  
--Attempt to access Administration mode with invalid password and blank 
password 
-Attempt to access administration Menu screen, when election definition is not 
installed. 
--Attempt to install the firmware or software with unauthorized user. 
--Attempt to load wrong election definition. 

Security testing verifies that there is no network to install the election definition.  
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Method Detail Security Test Method Telephony and Cryptographic Test Method 

--Attempt to modify the election definition. 
--Verify the firmware versions  
--Verify there is no public network to install election definition. 
--Attempt to install virus or malicious software via compact flash card or zip disk  
--Audit logs contain entries for failed attempts, normal & abnormal events. 
--Minimal password strength constraints are imposed by the vendor or settable by 
the jurisdiction 
--Verify physically there is no modem or Ethernet card. 
 
After installing the election definition in tabulators, perform the following steps 
--Verify polls can not be opened after election data is installed into the system, 
validate this by attempting to open polls before election definition installed 
--Attempt to modify the audit log with admin password. 
--Attempt to change the election definition and overwrite the election definition 
after election definition is installed 
--Attempt to insert the ballot prior to opening the polls. No votes can be recorded 
prior to opening the polls 
--Attempt to insert invalid zip disk (FAT 32) or invalid compact flash card to verify 
only valid memory packs are accepted by tabulators. 
--Verify the zero totals report, to check vote count is "0" when the scanner is 
turned on. 
--Audit logs contain entries for failed attempts, normal & abnormal events. 

Pre- vote: 
Opening the Polls 
Verification 

Same as Regression System Level test case 
Opening the polls, perform the following 
--System access controls are implemented for opening the polls; for the identified 
entity confirm access and use to only the permitted functions and data 
--Attempt to access administration menu when the polls are open to verify voter 
does not have the ability to count votes 
--Verify the locks 
--Verify the zero total report when opening the polls for voting zero report lists the 
date and time that the polls open followed 
by the vote count for all of your contests that is "0" and blank signature lines for 
poll worker certification 
--Verify the right version of firmware is installed on ballot marking device. 
--Verify VAT does not telecommunicate with any other system.  
--Opening the polls communication errors are reported to the user & require 
corrective action to continue operation 

In Security testing verify the Unity 3.2.0.0 is not loading or transmitting election data via 
telecommunications or a LAN network. 

Voting:  
Ballot Activation and Casting 
Verifications 

Ballot casting, perform the test 
--Attempt to insert a blank, invalid ballot, torn ballots and multiple ballots 
--Attempt to stop the system or event log to verify election process halts 
--Attempt to remove the zip disk or USB flash drive in the middle of the process, 
verify that normal operation can be resumed 
--Power can be interrupted and restored without loss of election data, validate 
this by pulling the power during ballot installation, verify that when power is 
restored; recovery is possible. Audit log record (time/date) of power interruption 
and restore. 
-- Attempt to Zero the totals on a scanner in middle of the processing, verify there 
is a possibility to reload the scanner with totals saved to disk. 
--Attempt to remove the USB flash drive during ballot scan to verify normal 
process resumes after reinserting it. 
--Attempt to remove the zip disk prior to saving election count data to check no 

In Security testing verify the Unity 3.2.0.0 is not loading or transmitting election data via 
telecommunications or a network consolidated within the polling place prior to the voter 
casting a ballot 
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loss of votes. 
--View audit log to verify all attempts are recorded(success and fail) 
--Attempt to remove the compact flash card from VAT to check normal process 
resumes after reinserting it. 
--Vote errors & communication errors are displayed with action to resolve 
 

Voting:  
Voting System Integrity, 
System Audit, Errors & 
Status Indicators 

--Attempt to access the vote counts when the polls are open 
 --Attempt to open admin menu with invalid password. 
--Attempt to feed in ballots that are torn, ripped, not of standard, incorrect data, 
incorrect precinct. Verify that only valid ballots of the correct election and precinct 
are accepted, all others are rejected. 
--Voting continues after a power interruption and restore, verify this by attempting 
to interrupt power and then restore. 
--Attempt to print results, when polls are open. Verify that the polls must be 
closed prior to viewing a results report. 
--Attempt to save results on FAT32 format zip disk in M650. 
--view audit log to verify all error messages are recorded. 

N/A 

Post-vote: 
Closing the Polls 

Same as  Regression System Level testing 
Central count Post vote 
 
-- Verify Zero totals report having vote count as "0" 
--Attempt to modify the results on zip disk. 
--Verify there is no public network or LAN to transfer election results. 
--Errors are displayed with action to resolve 
 --Audit logs contain entries for failed attempts, normal & abnormal events. 

In Security testing verify that the DS200 has no modem to transmit data.  

Post-vote: 
Central Count 

Close polls, perform following test 
--Verify authorized reopening of poll, once the poll closing has been completed 
for that election. 
--Attempt to modify the election results on memory pack, verify the election 
results cannot modify due to CRC written by DS200 
--Verify there is no modem to transfer results to ERM. 
--Precinct counts cannot be printed or viewed prior to the close of the polls 
--Audit logs contain entries for failed attempts, normal & abnormal events. 
Document Review 
-- Verify there is no access to public network, no external access to incomplete 
returns, and no communication between locations and components before the 
polls close.  
--Verify environment do not share with non-election data processing functions. 

In Security testing verify that central count has no public network to transmit data.  

Post-vote: 
Security 

Attempt to change the vote totals on memory packs before loading into ERM 
--Audit logs contain entries for failed attempts, normal & abnormal events. 
--verification of Authentication is required to access the ERM 
----Errors are displayed with action to resolve 
---Power can be interrupted & restored without loss of election data. 
-A technical administrator, attempt to modify vote total counts for a race in an 
election. 
-Attempt to modify vote counts after all vote counts are in. 
--Attempt to modify the audit log 

N/A 

Post-vote: 
System Audit 

During system audit, verify the following validation 
--Review of Audit logs to verify all login success and failed attempts are recorded 
--Verify the Zero total reports 
--Compare vote totals on memory pack with printed vote totals are the same. 

N/A 

Additional Security  Source code review       
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Method Detail Security Test Method Telephony and Cryptographic Test Method 

-  Verify by source code review that user-generated passwords are not used 
directly as keys to an encryption algorithm. 
-- Verify by source code review that encryption algorithms utilized in 
documentation match the actual encryption utilized and that any known 
vulnerabilities are mitigated (in so far as encryption is utilized in the system). 
--Verify AIMS database is password protected. 
--Verify through the source code review, hash code is generated by AIMS for the 
data on the flash card and upon insertion of flash card VAT check the hash code 
against the database to ensure that data has not been modified. 
-- Verify the temporary memory is wiped out after a vote prints on the VAT 

Expected Results are 
observed 

See System Level and Telephony and Cryptographic Test Cases. 
 
Security Review Criteria: 
- Accept meets the guideline 
- Reject does not meet the guideline 
- NA the guideline does not apply 

see Security  

"Record observations and all 
input/outputs for each 
election 

All inputs, outputs, observations, deviations and any other information impacting 
the integrity of the test results will be recorded in the System Level Security Test 
Case.  
A separate statement will be prepared addressing the results of from the security 
perspective.  It will provide the results of the testing and review required in vol. 1 
section 6. 

see Security  

 
 

7.4 Reuse Environmental Test Method 
Table 24 - Environmental Test Method 

Method Detail Environmental Test Method 

Test Case Name Environmental Test:  list of SysTest Labs‟ subcontractor testing is identified in Appendix B 

Scope - identifies the type of test Document for reuse of the SysTest Labs‟ subcontractor the EAC accepted test results of the VSS 2002 hardware operating and non-operating environmental tests.   

Test Objective Examination of the SysTest Labs subcontractor Non-Operating/Operating Environmental testing of the Unity 3.2.0.0 hardware to the EAC VSS 2002 for 
documentation of a passing test results, for the applicable requirements, identification of any engineering changes resulting from testing, and the configuration.  

Test Variables:  
Voting Variations 
(as supported by the voting system) 

Tests conducted in compliance with the identified standard:  
Power disturbance disruption - IEC 61000-4-11 (1994-06).  
Electromagnetic radiation- FCC Part 15 Class B requirements - ANSI C63.4.  
Electrostatic disruption - IEC 61000-4-2 (1995-01).  
Electromagnetic susceptibility - IEC 61000-4-3 (1996).  
Electrical fast transient protection - IEC 61000-4-4 (1995-01).  
Lightning surge protection - IEC 61000-4-5 (1995-02).  
RF immunity - IEC 61000-4-6 (1996-04).  
AC magnetic fields RF immunity - IEC 61000-4-8 (1993-06).  
MIL-STD810-D:  
High temperature method 501.2 Procedures I-Storage maximum 140 F degrees  
Low temperature - method 502.2, Procedure I-Storage minimum -4 F degrees  
Temperature & power variations - method 501.2 & 502.2   
Humidity - method 507.2  
Vibration - method 514.3-1 Category 1 - Basic Transportation Common Carrier  
Bench handling - method 516.3 procedure VI  
Safety - OSHA CFR Title 29, part 1910 

A description of the voting system type 
and the operational environment 

Unity 3.2.0.0 Tabulators and Ballot Marking Devices 
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Ballot Marking Device: Voter Assist Terminal (VAT), Models A100 & A200 
 
Precinct Count scanner/tabulator: intElect DS200 (DS200) 
 
Central Count scanner/tabulator: Model 650 (M650) 

VSS 2002 vol. 1 3.2.2 thru 3.2.2.14, 3.4.8 

VSS 2002 vol. 2 4.6.1.5 thru 4.7.1 & 4.8  RFI 2008-01, 2008-05, 2008-06, 2008-09, 2008-10 

Hardware, Software voting system 
configuration and test location 

See Appendix B 

Pre-requisites and preparation for 
execution of the test case.  

Determination of reuse from the EAC 
Receipt of the Unity v.4.0.0.0 test reports and engineering assessments from SysTest Labs 

Getting Started Checks Identify the appropriate report for each tested piece of equipment 
Create the Environmental Hardware Test Reports & Tested Configuration Matrix 

Documentation of Test Data  & Test 
Results 

Trace the equipment configuration for the VSS 2002 Non-operating/Operating test requirement to the applicable SysTest Labs subcontractor report in the 
Environmental Hardware Test Reports & Tested Configuration Matrix 

Standard Environmental Tests Test reports from SysTest Labs include test results for all applicable Non-operating/operating environmental hardware VSS 2002 required tests 

Expected Results are observed Environmental test reports, SysTest Lab hardware assessments and engineering change documents identify: 

 Non-operating/operating environmental hardware VSS 2002 required tests with a passing result 

 Configuration of the tested hardware 

 Engineering changes addressing any hardware mitigations 

Record observations and all 
input/outputs for each election; 

All examination results will be documented in the Environmental Hardware Test Reports & Tested Configuration Matrix (Appendix B)   

 Missing documents or clarification requests will reported to the manufacturer as Document Defects in the Unity 3.2.0.0 Discrepancy Report 

 Delivery and verification of documents and clarifications will be noted in the Unity 3.2.0.0 Discrepancy Report  

 

7.5 Reuse Characteristics (Recovery, Accessibility, Usability & Maintainability) Test Method 
Table 25 - Characteristics (Recovery, Accessibility, Usability & Maintainability)  Test Methods 

iBeta Definition Characteristics 

Test Case Name Characteristics (Recovery, Accessibility, Usability & Maintainability) 

Scope - identifies the type of test Accessibility, usability and maintainability are characteristics of the voting system.  ES&S has petitioned the EAC for reuse of the SysTest Labs testing from the 
Unity v.4.0.0.0 certification test effort.  Determination of reuse is based upon the EAC review of SysTest Labs test results. 

Test Objective The objective of characteristics testing is to verify the accessibility, usability and maintainability requirements of the standards and HAVA are met. 

Test Variables:  
Voting Variations 
(as supported by the voting system) 

The test variables for the SysTest Labs' accessibility, usability and maintainability tests are contained in Rev. 10 of the EAC approved  Unity v.4.0.0.0 Test Plan  
and the associated test cases.   
 
iBeta's Regression System Level Test Method  includes an audio and multilingual ballot.  Test execution shall incorporate voting with the supported accessibility 
features of the VAT. 

A description of the voting system 
type and the operational 
environment 

The voting system type and operational environment for SysTest Labs' usability, accessibility and maintainability  testing is identified in Rev. 10 of the EAC 
approved  Unity v.4.0.0.0 Test Plan  
 
 
iBeta - Same as the Regression System Level Test Method 

VSS 2002 vol. 1 2.2.7.1.a thru f, 2.2.7.2.a, 2.2.7.2.b.1 thru i, 2.4.3.1.a, e, &f, 2.2.5.2.1 f.& g, 3.3.1 thru 3.4.2, 3.4.4.1 thru 3.4.6 c, 3.4.9.a thru e 
HAVA 301a.3 & 4   RFI: 2008-04, 2008-05 

VSS 2002 vol. 2 4.7.2,  6.5,  6.7 

Hardware, Software voting system 
configuration and test location 

The hardware, software voting system configuration and location of testing for SysTest Labs' usability, accessibility and maintainability testing is identified in Rev. 
10 of the EAC approved Unity v.4.0.0.0 Test Plan  
 
iBeta - Same as the Regression System Level Test Method 

Pre-requisites and preparation for 
execution of the test case.  

Same as the EAC - Reuse System Level Test Method and iBeta Regression System Level Test Method 

Getting Started Checks Same as the EAC - Reuse System Level Test Method and iBeta Regression System Level Test Method 
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iBeta Definition Characteristics 

Documentation of Test Data  & Test 
Results 

Same as the EAC - Reuse System Level Test Method and iBeta Regression System Level Test Method 

Polling Place Hardware & Recovery EAC to verify that SysTest Labs validated VAT operations in the voting mode: 
• Adjust or magnify the font  
• Power supply interruption without corruption of data  
• Power supply interruption provide the voter the capability  to complete casting a ballot, allow for graceful shutdown without loss or degradation of the voting and 
audit data 
• Permit  additional  voting session after a voting system has reverted to backup power without loss or degradation of the voting and audit data 
• Telecommunications interruption without corruption of data (no telecommunications are used for the casting of a ballot) 
• Three second response time 

Accessibility- Common Standards EAC to verify that SysTest Labs validated on the VAT 
• Forward reach w/ no obstruction: max high reach 48 in, min low reach 15 in. 
• Forward reach over an obstruction with knee space below; maximum level forward reach: 25 in.  
• Forward reach w/ obstruction >20 inches deep: max high forward: 48 in; obstructions >20 and <25 inches: 44 in. 
• Position of operable control is determined with respect to a vertical plan 48 in. in length, centered on the operable control, and at the maximum protrusion of the 
product within the 48 in. length. 
• Where any operable controls = or > 10 in. behind the reference plane, height is > 15 and <54 from the floor. 
• Where any operable control is >10 in. and < 24 in. behind the reference plane, height is >15 and <46 in. from the floor.  
• Operable controls are not >24 in. behind the reference plane 

DRE Standards EAC to verify that SysTest Labs validated on the VAT 
• Voters are not required to bring their own assistive technology to the polling place 

DRE Standards - Audio information 
and stimulus 

EAC to verify that SysTest Labs validated the audio information on the VAT: 
• Provides complete content of the ballot is communicated to the voter 
• Provides instruction to the voter in operation of the voting device 
• Provides instruction so that the voter has the same vote capabilities and options as those provided by the system to individuals who are not using audio 
technology 
• Enables the voter to review the voter's write-in input, edit that input and confirm that the edits meet the voter's intent 
• Enables the voter to request repetition of any information provided by the system 
• Supports the use of headphones that may be discarded after each use 
• Provide the audio signal through an industry standard connector for private listening using a 1/8 inch stereo headphone jack and support personal headsets 
• Provide a volume control with and adjustable amplification up to a maximum of 105dB 
• Volume automatically resets to the default for each voter 

DRE Accessibility - Telephone 
handset 

EAC to verify that SysTest Labs validated on the VAT: 
No telephone style handset is use to provide audio information to the voter 

DRE Accessibility- Wireless EAC to verify that SysTest Labs validated on the VAT: 
No wireless device is used to provide audio information to the voter 

DRE Accessibility- Electronic image 
displays 

EAC to verify that SysTest Labs validated on the VAT voters are permitted to:  
• Adjust the contract settings 
• Adjust color settings, when color is used 
• Adjust the size of the text so that the height of the capital letters varies over a range of 3 to 6.3 millimeters 

DRE Accessibility- Touch-screen or 
contact sensitive controls 

EAC to verify that SysTest Labs validated on the VAT the input method uses mechanically operated controls or keys:  
• Tactilely discernible without activating the controls or keys 
• Operable  with one hand and not require tight grasping, pinching or twisting of the wrist 
• Require a force <5 lbs (22.2N) to operate 
• Provide no repeat function 

DRE Accessibility- Response time EAC to verify that SysTest Labs validated on the VAT if the system is set to require a response by a voter in a specific period of time alert the voter before this 
time period expires and allow the voter additional time to indicate that more time is needed 

DRE Accessibility- Sound cues EAC to verify that SysTest Labs validated on the VAT sound cues used as an alert are accompanied by a visual cue 

DRE Accessibility- Biometric 
measures 

EAC to verify that SysTest Labs validated on the VAT that the system does not use biometric measures for primary voter authentication 

Physical Characteristics EAC to verify that SysTest Labs validated the DS200, M650 and VAT's Physical Characteristics  
• The size of each voting machine is compatible with its intended use and the location at which the equipment is to be used. 
• The weight of each voting machine should be compatible with its intended use and the location at which the equipment is to be used 
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iBeta Definition Characteristics 

Transport, Storage, Materials, & 
Durability 

EAC to verify that SysTest Labs validated the Transport & Storage of Precinct Systems - DS200 & VAT 
• A means to safely handle, transport, and install voting equipment is provided. 
• The voting system provides a protective enclosure to withstand: impact, shock and vibration loads associated with surface and air transportation; stacking loads 
associated with storage  
• Durability 
• The voting system is designed to withstand normal use without deterioration and without excessive maintenance cost for a period of ten years. 
• Materials  
• The voting system is designed and constructed so that the frequency of equipment malfunctions and maintenance requirements are reduced to the lowest level 
consistent with cost constraints. 
• TDP includes an approved parts lists 
Document Review - Statement provide by the manufacturer as outlined in RFI2008-05 

Maintainability EAC to verify that SysTest Labs validated the DS200, VAT & M650 Maintainability-  
The voting system and maintenance documentation include the: 
• Presence of labels and the identification of test points 
• Provision of built-in test and diagnostic circuitry or physical indicators of condition 
• Presence of labels and alarms related to failures 
• Presence of features that allow non-technicians to perform routine maintenance tasks (such as update of the system database) 
• An assessment of the system maintenance attributes to confirm maintainability   at an acceptable level for: 
• Ease of detecting that equipment has failed by a non-technician 
• Ease of detecting that equipment has failed by a non-technician 
• Low false alarm rates (i.e., indications of problems that do not exist) 
• Ease of access to components for replacement 
• Ease with which adjustment and alignment can be performed 
• Ease with which database updates can be performed by a non-technician 
• Adjust, align, tune or service components 

Availability EAC to verify that SysTest Labs validated the DS200, VAT & M650 Availability: 
The manufacturer specifies the typical system configuration to be used to assess availability, and any assumptions made with regard to any parameters that 
impact the MTTR. The factors include at a minimum: 
• Recommended number and locations of spare devices or components to be kept on hand for repair purposes during periods of system operation 
• Recommended number and locations of qualified maintenance personnel who need to be available to support repair calls during system operation 
• Organizational affiliation (i.e., jurisdiction, manufacturer) of qualified maintenance personnel 

Expected Results are observed EAC shall determine the criteria for acceptance of reuse of the SysTest Labs test results 
 
iBeta - Same as the Regression System Level Test Method 

Record observations and all 
input/outputs for each election; 

The method of data recording by SysTest Labs is documented in Rev. 10 of the EAC approved Unity v.4.0.0.0 Test Plan 
 
iBeta - Same as the Regression System Level Test Method 

 

7.6 Reuse Data Accuracy (Data Accuracy, Reliability, & Availability) Test Method 
Table 26 - Data Accuracy (Data Accuracy, Reliability, &  Availability) Test Method 

iBeta Definition Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 

Test Case Name SysTest Labs Unity v.4.0.0.0 Test Cases applicable to the scope of Unity 3.2.0.0: Accuracy Test Case M650,  Accuracy Test Case DS200, Data Accuracy Part 1, 2 
& 3 Test Case (AutoMARK VAT)  

Scope - identifies the type of test ES&S has petitioned the EAC for reuse of the applicable components in scope for Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification 
test effort.  Determination of reuse is based upon the EAC review of test results for data accuracy testing performed by SysTest Labs validating the VSS 2002 
required and ES&S identified functionality for the Unity 3.2.0.0 voting system.  

Test Objective Determination by the EAC of the reuse of SysTest Labs testing, test results and test reporting for the AutoMARK VAT (A100 and A200) and tabulators (DS200, 
M650), for Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification test effort.  

Test Variables:  The EAC is to determine the reuse of SysTest Labs Unity v.4.0.0.0 testing of Data Accuracy for the Unity 3.2.0.0 voting system.  This includes the abilities to reach 
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iBeta Definition Accuracy (Accuracy, Reliability, Availability, Volume, and Stress) 

Accuracy 
 

the 26,997 minimum ballot positions (AutoMARK VAT) ballots marked or ballot reads (DS200 & M650) without error; the ability to reach 1,549,703 minimum ballot 

positions without error or 3,126,404 minimum ballot positions with one error. 

A description of the voting system type 
and the operational environment 

Determination by the EAC of the reuse of SysTest Labs testing, test results and test reporting for the AutoMARK VAT (A100 & A200) and tabulators (DS200, 
M650), for Unity 3.2.0.0 from the SysTest Labs testing of the Unity v.4.0.0.0 certification test effort. 

VSS 2002 vol. 1 2.1.2, 2.1.5. 4.1.1 .a thru d.i, 4.1.5.2.a thru 4.1.6.1.a, 4.3.3, 4.3.5.a thru d 

VSS 2002 vol. 2 1.7.1.1, 1.8.2.2, 4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3 

Hardware, Software voting system 
configuration and test location 

Determination by the EAC of the reuse of SysTest Labs testing. Configuration of SysTest Labs applicable testing is to be verified by the EAC.  
Software:  AM, EDM, ESSIM, AIMS, HPM, ERM  
 
Hardware/Firmware: To be verified by the EAC 
VAT Models, Firmware & Operating System  
DS200: HW Rev; FW Rev  
M650: HW Rev; FW Rev  

 

Test Location: To be verified by the EAC 

Pre-requisites and preparation for 
execution of the test case.  

Determination by the EAC of the reuse of SysTest Labs testing. Pre-requisites and preparation for execution of SysTest Labs applicable testing is to be verified by 
the EAC.  
 
- Record the testers & date 
- Perform and install witness/trusted build of software/firmware components 

Getting Started Checks Determination by the EAC of the reuse of SysTest Labs testing. Getting Started Checks made prior to the execution of SysTest Labs applicable testing are to be 
verified by the EAC.  

Documentation of Test Data  & Test 
Results 

Documentation of the reuse of SysTest Labs testing is provided by the EAC in a letter to ES&S and iBeta.  These letters are posted to the EAC website and listed 
in the External Documents table of the Unity 3.2.0.0 test plan and test report. Methods for documentation of SysTest Labs test data and results are to be verified by 
the EAC. 

Data Accuracy: Paper-based voting 
systems 
Processing 

Determination by the EAC of the reuse of SysTest Labs testing. Paper-based voting system data accuracy processing verifications during the execution of SysTest 
Labs applicable testing are to be verified by the EAC. 

Accuracy:  
Error Rate 

Determination by the EAC of the reuse of SysTest Labs testing. Paper-based voting system data accuracy error rate verifications during the execution of SysTest 
Labs applicable testing are to be verified by the EAC. 

Expected Results are observed EAC shall review and determine the criteria for approval submitted by SysTest Labs in their testing, test records and test report is acceptable for reuse.  
 
SysTest Labs Unity v.4.0.0.0 Test Plan identifies results validation: 
• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this step or this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the component under review 
• Not Supported (NS): not supported in the current test scope 

Record observations and all 
input/outputs for each election; 

EAC shall review and determine the data to be recorded and the method of analysis submitted by SysTest Labs in their testing, test records and test report is 
acceptable for reuse.  
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8 Appendix B – Reused Environmental Test Reports & Tested Configurations Matrixes 
 
The following tables indentify the applicable test report(s) (number) and the tested hardware configuration (alpha) for each voting device.  Issues identified in Table 9 
are referenced next to the report name. 
 

8.1 DS200 Environmental Hardware Test Reports &Tested Configuration Matrix 
1) DS200 EMS Test Report 070214-134A 5/15/07 (Criterion See #3 in) 
2) DS200 ENV Temp Humid Report 5/15/07 (APT) 
3) DS200 ENV VIB Report 07-00207 5/15/07 (APT) 
4) Percept Hardware Test Report 1.0 (#2 & 3) 
5) ESS DS200 Product Safety Test Report Rev E-2 (Components) 
6) DS200with Optional Ballot Box ESD Test Report 1.0 (Percept - #1)  
7) DS200EMC Report R071107-30-01 (NCEE #3) 
8) DS200EMC Report R071107-30-01B (NCEE #3) 
DS200 Hardware  MIL STD 810D      EMC     OSHA 

Tested Configuration 
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Configurations tested w/ ballot box: 

 A: DS200 SN0002, AC Adapter 
SN72573415, Ballot box SN2007 

 B: DS200 SN0004, AC Adapter 
SN72573407, Ballot box SN3016 

 C: DS200 SN0003, AC Adapter 
SN72573407, Ballot box SN3016 

 D: DS200 SN0010, AC Adapter 
SN72632719, Ballot box SN3016 

 E: DS200 SN0011, AC Adapter 
SN72573413, Ballot box SN2804 

 H:  DS200 SN0001, AC Adapter 
SN72573407 or not specifically identified, 
Ballot box SN2804  
 

Configurations tested w/o ballot box:  

 F: DS200 SN0003, AC Adapter 
SN72632720 

 G: DS200 SN0004, AC Adapter 
SN72573407 

 I: DS200 SN S/N11027011 AC Adapter 
not identified 

4 C 3 & 
4 C 

4 C 4 C 4 C 2 & 4 
D, E, 

F, & G 

8 I 
 

1 & 4 
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7 I 
 
1 & 4 
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8 I 
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8.2 M-650 Environmental Hardware Test Reports & Tested Configuration Matrix  
Central count scanner is exempt from non-operating environmental tests 
1) NCEE EMC Test Report No. R071107-30-02A 
2) Certificate of Compliance UL 60950-1 (2nd Ed.) No. ESS-0806-R05-COC  
3) Testing Services Report M650 Job No. 08-00654 (APT #6) 
4) Voting System Test Summary Report, Test Report for testing through 10/22/08 for ES&S Unity 4.0 Voting System, Report Number 01-V-ESS-035-CTP-01 rev.0.2M 
-650 Hardware     MIL     STD    810D D     EMC     OSHA 

Tested Configuration 
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Configurations:  

 A: M-650 1102 7011   Accessories: 2 @ 
Epson LQ-590 Dot Matrix Printers S/N: 
FSQY094255, FSQY093497, 1 @ Belkin 
F6C1500-TW-RK, Battery Backup S/N: 
20V06516248WE 

 B: M-650 S/N 11027011 & 7003 

 C: M-650 S/N 2406 8013 
 

Ex-
empt 

Ex-
empt 

Ex-
empt 

Ex-
empt 

Ex-
empt 

3 & 4 
B 
 
 
 

1 A 1 A 1 A 1 A 1 A 1 A 1 A 1 A 2 C 

 
 

8.3 VAT A-100 Environmental Hardware Test Reports & Tested Configuration Matrix 
 
1) AutoMARK EMC Test Report1/31/05 (Criterion) 
2) Electrical Safety Testing to UL 60950-1 (Report No. ATS-0501-R01-Rev.1 4/10/06; replaces R01 4/30/05) 
3) VAT A100 EMC report 080327-1225 Criterion – Report issued for Premier 
4) ES&S AutoMARK VAT A200 (Report No. 080521-1215A 6/11/08) (#8 in) 
5) AutoMARK Voter Assist Terminal Test Report rev.1.3 (Percept - #7 in) 
6) Testing Services Report AutoMARK Voter Assist Terminal S/N:002 Job No. 04-00542 (APT 1/12/05 Vibration & Bench) 
VAT A-100      MIL     STD    810D     EMC     OSHA 

Tested Configuration 
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Configurations:  

 A: A100 – S/N 005 

 B: A100 – S/N AM0205420004 

 C: A100 – S/N AM0105521108 (HW 
submitted by Premier) 

6 D 6 D 5 G 5 G 5 F 5 G 1 A 
 

4 E 

1 A 1 A 
 

3 C 
 

1 A 1 A 
 

4 E 
 

1 A 1 A 1 A 2 B 
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VAT A-100      MIL     STD    810D     EMC     OSHA 

Tested Configuration 
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 D: A100 – S/N 002 

 E: A200 – S/N AM0206462702 

 F: A100 – S/N 008 

 G: A100 – S/N 005, 007, 008, DV3.5-2, & 
DV3.5-3 

4 E 

 
 

8.4 VAT A-200 Environmental Hardware Test Reports & Tested Configuration Matrix  
 
1) AutoMARK EMC Test Report1/31/05 (Criterion) 
2) Electrical Safety Testing to UL 60950-1 (Report No. ATS-0501-R01-Rev.1 4/10/06; replaces R01 4/30/05) 
3) VAT A300 EMC report 070730-1165 (Criterion - #9) 
4) VAT Accuracy Test Case Rev.02 (no date or organization identified) 
5) AutoMARK Voter Assist Terminal Test Report rev.1.3 (Percept 5/19/05) 
6) Testing Services Report AutoMARK Voter Assist Terminal S/N:002 Job No. 04-00542 (APT 1/12/05 Vibration & Bench) 
VAT A-200      MIL     STD 8810D     EMC     OSHA 

Tested Configuration 
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VAT A100 Configurations:  

 A: A100 – S/N 005 

 B: A100 – S/N AM0205420004 

 D: A100 – S/N 002 

 F: A100 – S/N 008  

 G: A100 – S/N 005, 007, 008, 
DV3.5-2, or DV3.5-3 

 
VAT A300 Configurations: 

 C: A300 – S/N AM0307420125 

6 D 6 D 5 G 5 G 5 F 5 G 
 

1 C 1 A 1 C 1 C 1 A 1 A 1 A 1 A 2 B 
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9 Appendix C Unity v.4.0.0.0 EAC Approved Test Plan 
 
The SysTest Labs ES&S Unity 4.0 Certification Test Plan Document Number 07-V-ESS-035-CTP-01is an attachment to 
this document.   
 
Select the paper clip icon to access this attached document.  
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1 INTRODUCTION 
 


This Certification Test Plan outlines the approach SysTest Labs will implement to perform 
Election Assistance Commission (EAC) certification testing of the Election Systems and 
Software (ES&S) Unity 4.0 voting system to the approved Voting System Standards (VSS), 
version 2002.  The purpose of this document is to provide a clear and precise plan for test 
elements required to ensure effective Certification testing of components outlined in section 1.2 
of this Certification Test Plan. 
 
This Certification Test Plan: 
 


• Identifies items that need to be tested 
• Defines the test approach 
• Identifies required hardware, support software, and tools to be used for testing 
• Identifies the types of tests to be performed 
 


SysTest Labs will provide certification testing on the ES&S Unity 4.0 voting system based on 
the guidelines established for voting system certification testing as defined by the EAC.  This 
effort includes all required levels of software, firmware, system and hardware environmental 
testing required to demonstrate that the ES&S Unity 4.0 voting system meets the requirements of 
the VSS, the appropriate portions of the Help America Vote Act (HAVA), and associated 
Vendor specific requirements. SysTest Labs’ major task categories for voting system 
certification testing, as defined by SysTest Labs’ Quality System Manual and associated SysTest 
Labs Procedures (SLP), include: 
 


• Physical Configuration Audit (PCA) 
 


o Verification of software and hardware functional and physical configurations 
o Iterative documentation review and assessment 
o Iterative source code review 


 
• Functional Configuration Audit (FCA) 
 


o Iterative review of ES&S System Test & Verification Specification and all of 
ES&S’s completed testing to ES&S System Requirements Specification, as 
outlined in the FEC VSS Volume 1, Section 2 


o Iterative hardware environmental testing 
o Iterative software and firmware testing to validate logic 
o Iterative testing of voting systems to validate functionality, accuracy, 


performance, security, and system level integration 
 


• Management of Vendor supplied deliverables, SysTest Labs’ test artifacts, software, 
firmware, hardware and system test configurations 
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• Generation of test cases that ensure that the voting system meets all applicable VSS 
requirements, appropriate portions of HAVA, and associated Vendor specific 
requirements 


 
• Traceability and tracking of test cases to VSS requirements, appropriate portions of 


HAVA, requirements established by the EAC and associated Vendor specific 
requirements 


 
• Software, Firmware, System, and Hardware test execution 
 
• Reporting of all test results 


 
SysTest Labs’ will develop and submit to the EAC a Certification Test Report deliverable that 
details all test results and findings as a result of this certification test effort, as well as a 
recommendation to certify or not to certify based on the test results. 
 


1.1 Certification Test Plan Attachments 
 
The following attachments apply to this Certification Test Plan:  


 


1. Attachment A: List of Technical Data Package (TDP) Deliverables 


2. Attachment B: Supported Functionality Declaration 


3. Attachment C: List of Source Code Reviewed - PROPRIETARY 


4. Attachment D: Hardware Test Plans 


5. Attachment E: Unity 4.0 Test Case Matrix 


6. Attachment F1: Documentation and Functional Discrepancy Report 


7. Attachment F2: Source Code Discrepancy Report - PROPRIETARY 


8. Attachment G: Hardware Testing Results from Hardware Test Laboratories 


9. Attachment H: Accredited Hardware Test Lab Certifications 


10. Attachment I:  VSS FCA - SysTest TC Trace 


11. Attachment J: EAC Requirements Matrix – PROPRIETARY 
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1.2 Scope of the ES&S Unity 4.0 Voting System 
This section provides a brief overview of the scope of the ES&S Unity 4.0 voting system 
components. 
 
Please note that each of the items listed in Table 1- Summary of Unity 4.0 Voting System 
Components and Figure 2 - Overview of the Unity 4.0 Components are explicitly defined in 
tables 1, 3, 4 and 5. The list of software, firmware, and hardware components, their model 
numbers and versions, and their configurations included in this certification testing effort are 
defined solely by ES&S in the TDP items delivered to both SysTest Labs and the EAC.   
 
Table 1 - Summary of Unity 4.0 Voting System Components 
 
 


Software/Firmware Hardware 
 
Election Management System 
(EMS) 
 


• Audit Manager 


• Election Data Manager 


• AutoMARK Information 
Management System 
(AIMS) 


• ES&S Ballot Image 
Manager (includes Ballot on 
-Demand) 


• iVotronic Image Manager 


• Hardware Programming 
Manager 


• Data Acquisition Manager 


• Election Reporting Manager 


 
• Compact Flash Multi-Card 


Reader/Writer 
• Automatic Bar Code Reader  
• Hand held bar code scanner  
      (Voyager) 
• iVotronic DRE with a 4.5-inch Real-


Time Audit Log printer 
• iVotronic DRE with a 9-inch Real-


Time Audit Log printer 
• iVotronic DRE without a 4.5-inch 


Real-Time Audit Log printer 
• iVotronic DRE without a 9-inch Real-


Time Audit Log printer 
• iVotronic DRE with stand-alone printer
• iVotronic DRE with the 


communication pack 
• AutoMARK Voter Assist Terminals 
• Model 100 precinct scanner with steel 


ballot box 
• intElect DS200 precinct/central count 


scanner with steel ballot box 
• intElect DS200 precinct/central count 


scanner with plastic ballot box 
• Model 650 central count scanners 


with green light optical sensor to read 
ovals on the left and right 


• Model 650 central count scanners 
with red light optical sensors to read 
ovals on the left  
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Figure 1  - Overview of Unity 4.0 Election Support Process 
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Figure 2 - Overview of the Unity 4.0 Components 
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1.3 Applicable Standards 
 
1.3.1 Applicable Voting System Standards  
 
All testing will determine whether or not the Election Systems and Software (ES&S) Unity 4.0 
voting system meets the requirements from the following voting system Standards:   
  


1. VSS, version 20021  


2. Help America Vote Act (HAVA) – Section 301 


 
1.3.2 Applicable Testing Standards  
 
All testing will be conducted based on the following testing standards and guidelines2: 
 


1. NIST NVLAP Handbook 150: 2006 


2. NIST NVLAP Handbook 150-22: 20053 


3. EAC Testing and Certification Program Manual, United States Election Assistance 
Commission, 2006 


4. DRAFT – VSTL Accreditation Program Manual DRAFT 


 
1.4 References 
 
1.4.1 All testing will be conducted following the SysTest Lab Procedures: 
 


• SysTest Labs VSTL Quality System Manual rev1.4 
• Accuracy and Lab Policies Training rev1.0 
• SLP-QS-01 rev2.2 - Quality System Document Structure Usage 
• SLP-QS-02 rev2.6 - Change Control & Approvals 
• SLP-QS-03 rev2.3 - Configuration Mgmt & Record Mgmt 
• SLP-QS-04 rev2.4 - Quality System Audits 
• SLP-QS-05 rev2.2 - Process Quality Control & Internal Audits 
• SLP-QS-06 rev2.3 - Management Reviews 
• SLP-QS-08 rev2.2 - Control of Nonconforming Work 
• SLP-QS-09 rev2.3 - Preventive and Corrective Actions 
• SLP-QS-10 rev2.4 - Supplier Agreements and Management 
• SLP-QS-11 rev2.2 - Review of Requests, Tenders, and Contracts 


                                                 
1 Please note that in addition to the VSS, version 2002 requirements, SysTest Labs must interpret and apply similar requirements 
from the VSS, version 2002 for Voter Verifiable Paper Audit Trail capabilities, Ballot Marking Devices, and Bar Code Readers. 
2 Where conflicts in the testing standards exist, the EAC Guidelines take precedence. 


3 SysTest Labs was accredited as a VSTL under the 150-22: 2005 NIST Handbook but the EAC has requested that where 
conflicts exist, testing adhere to the guidelines defined in the 150-22: 2007 NIST Handbook. 
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• SLP-QS-12 rev3.1 - Service to Clients & Handling of Concerns 
• SLP-TR-01 rev3.2 - Identifying Employee Training Needs 
• SLP-TR-02 rev3.2 - Conducting Training 
• TR Doc VC-01 rev1.0 - Voting training - Election Process 
• SLP-VC-GL rev1.1 - SysTest Labs Voting Glossary 
• FORM-VC-02 rev00 - Security Log.xls 
• SLP-VC-02 rev2.1 - Ensuring Protection of Items and Data  
• SLP-VC-03 rev1.0 - Communication with Manufacturers 
• SLP-VC-05 rev2.1 - Certification Test Plan  
• SLP-VC-06 rev2.2 - Deliverables Check-in  
• SLP-VC-07 rev2.1 - PCA Doc Review  
• SLP-VC-08 rev2.1 - FCA Vendor Test Review  
• SLP-VC-09 rev2.2 - PCA Software & Hardware Configuration Audit  
• SLP-VC-10 rev2.0 - Test Method Development and Validation 
• SLP-VC-11a rev2.3 - PCA Source Code Review  
• SLP-VC-11b rev1.3 - PCA Augmented Source Code Review  
• SLP-VC-12a rev1.0 - Readiness Validation 
• SLP-VC-12b rev3.0 - Preparing Test Suites 
• SLP-VC-13 rev2.6 - Trusted Build  
• SLP-VC-14 rev2.0 - Preparing Source Code Review for Certification Report  
• SLP-VC-15 rev2.4 - FCA Test Execution—Functional, System  
• SLP-VC-16 rev2.3 - Test Execution – Regression  
• SLP-VC-18 rev2.3 - Discrepancy Report & Test Review Corrections  
• SLP-VC-19 rev2.2 - Certification Report  
• SLP-VC-20 rev2.0 - Engineering Change Evaluation Reporting  
• SLP-VC-21 rev2.2 - Releasing Reports  
• SLP-VC-22 rev2.1 – Archiving  
• SLP-VC-23 rev2.1 - Hardware Test Management 
• SLP-VC-24 rev2.0 - Subcontractor Lab Management 
• SLP-VC-25 rev2.1 - Measurement & Analysis 
• SLP-VC-26 rev1.0 - Test Equipment Calibration and Maintenance 
• SLP-VC-29 rev1.0 - Controlling and Versioning Test Documents  


 


1.4.2 Applicable RFI’s and NOC’s listed in Appendix B 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 13 of 124 


   
 
 
 


1.5 Terms, Abbreviations and Definitions 
Table 2 - Matrix of Terms & Abbreviations provided by the vendor 


Term Abbrev. Definition 
Audit 


Manager AM Audit Manager is ES&S’ tracking program for the Unity software suite.  AM 
tracks user activity in AM, EDM and ESSIM. 


 
Automatic 
Bar Code 
Reader 


 
ABCR 


The ABCR is a device that audits and recounts the printout generated by the 
iVotronic RTAL printer.  The ABCR device interfaces with ABCR software 
installed on a PC to generate reports based upon the scanned barcodes from 
the RTAL printout. 


AutoMARK 
Information 


Management 
System 


AIMS Software that facilitates creation of the election database, or conversion of a 
3rd party election database, for installation on the VAT. 


AutoMARK 
Voter Assist 


Terminal 
VAT AutoMARK’s optical paper ballot marking device for disabled voters and 


alternative languages 


Ballot On 
Demand BOD Election officials use Ballot on Demand to print test ballots, early voting ballots 


and ballots for polling places that run short of ballot stock on Election Day. 


Binary Logic 
Input Device  


Alternative accessible appliance that is connected to the AutoMARK Voter 
Assist Terminal through a stereo jack, enabling the voter to issue either a yes 
or no command.  These devices may include foot pedals and Sip/Puff tubes. 


Data 
Acquisition 
Manager 


DAM 
The ES&S Data Acquisition Manager software is used to transmit election 
results over a network connection from ES&S ballot counting equipment to a 
central count location.  


Delkin & 
SanDisk USB  A USB flash drive to store the DS200 scanner’s election definition, audit log 


and other election-specific information. 


Election Data 
Manager EDM 


Election Data Manager is a database system that stores all of a jurisdiction’s 
precinct, office, and candidate information.  It is used in conjunction with other 
Unity software to format and print ballots, program ballot scanning equipment, 
and produce Election Day reports. 


Election 
Reporting 
Manager 


ERM 


The Election Reporting Manager is an election results reporting program, used 
to generate paper and electronic reports for poll workers, candidates, and the 
media. ERM can display updated election totals on a monitor as ballot data is 
tabulated and can send result reports directly to media outlets over the 
Internet.  ERM is designed to support a wide range of ES&S ballot scanning 
equipment and can produce reports for both central count systems and 
precinct count systems. 


ES&S Ballot 
Image 


Manager 
ESSIM ES&S Ballot Image Manager is a publishing tool used to design and print 


ballots with the election information stored in EDM. 


Flash 
Memory Card FMC The FMC supplies ballot content information to the VAT. 


iVotronic  


The iVotronic is a DRE (direct recording electronic) touch screen that displays 
ballots and records votes. The iVotronic addresses accessibility requirements 
through the use of voice files, font type and size, and color combinations.   
There are two sizes of iVotronics:  12 inch and 15 inch. There are two types of 
iVotronics: ADA and Non-ADA. The ADA iVotronics are manufactured with 
either a 3-key, 4-key, or 6-key configuration. The 6-key allows the use of the 
sip and puff. The Non-ADA iVotronics are manufactured without keys. 
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Term Abbrev. Definition 
iVotronic 


Image 
Manager 


iVIM The iVotronic Image Manager enables the user to create and format graphic 
ballot screens for the iVotronic-voting device. 


Hardware 
Programming 


Manager 
HPM Hardware Programming Manager enables the user to import, format, and 


convert the election definition files for ballot scanning equipment and DREs.   


intElect 
DS200 DS200 


The intElect DS200 precinct or central count ballot scanner is part of a 
jurisdiction-wide election tabulating system. Voters make selections on a ballot 
and then insert their ballots directly into the DS200 at the polling place. The 
scanner tabulates votes and sorts a ballot as soon as a voter inserts it and 
then feeds the ballot into the attached ballot storage bin accepting ballots 
inserted in any direction and reads both sides of the ballot simultaneously.  


Model 100 M100 


The Model 100 precinct ballot scanner is part of a jurisdiction-wide election 
tabulating system. Voters make selections on a ballot and then insert their 
ballots directly into the Model 100 at the polling place. The scanner tabulates 
votes and sorts a ballot as soon as a voter inserts it and then feeds the ballot 
into the attached ballot storage bin accepting ballots inserted in any direction 
and reads both sides of the ballot simultaneously. 


Model 650 M650 


The Model 650 is an optical scan central count counter that is used to scan 
ballots at a central count location. The M650 scans up to 350 ballots per 
minute, counts different sizes (11, 14, 17, 19 inches) of ballots and can read 
voting marks on the right or left of the ballot column. The M650 prints results 
reports and saves results to a zip disk.  


PCMCIA  PCMCIA card stores the M100 election definition, as well as voter results, 
exactly mirroring the ballot contents and issues as defined by election officials. 


Personalized 
Electronic 


Ballots 
PEB 


An electronic ballot that a jurisdiction defines for use with the iVotronic to open 
polls, load ballots and collect votes from each terminal at the end of an election 
day. 


Real-Time 
Audit Log 


Printer 
RTAL 


The Real-Time Audit Log Printer records each voter’s actions on a paper audit 
log in real time, including all selections and de-selections. The paper audit log 
can be viewed but not touched by the voter prior to casting a vote, as the 
paper is behind a clear plastic cover. Under-voted contests and a two-
dimension bar code of the votes are appended to the audit entries and the 
paper advances out of the view window in either a 9-inch or 4.5-inch window.     


Unity 
Release N/A The system configuration(s) of ES&S hardware and software voting system(s). 
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2 PRE-CERTIFICATION TESTS 


2.1 Pre-Certification Test Activity 
SysTest Labs will conduct an assessment of the Technical Data Package, including Functional 
Requirements, Specifications, End-user documentation, Procedures, System Overview, 
Configuration Management Plan, Quality Assurance Program, and manuals for each of the 
required hardware, software, and firmware components of the ES&S Unity 4.0 voting system. 
For a complete list of all items included in the TDP, please refer to Attachment A. 
 
SysTest Labs designs and executes procedures to test a voting system based on the requirements 
as outlined in VSS Volume 1, Section 2 pertaining to Overall system capabilities, Pre-voting, 
Voting, Post-voting, System maintenance, and Transportation and storage. The procedures, as 
well as the prerequisite conditions, are performed in logical configuration to fully test the proper 
functioning of the integrated components of the voting system as defined by the vendor, and are 
detailed in Appendix A.  The location of verification procedures for requirements not applicable 
to Appendix A are noted in Attachment J.  
 
The scope of the testing process that SysTest incorporates into voting system testing seeks to 
ensure the voting system is in compliance as will be verified in the end-to-end system-level test 
cases created and executed by SysTest, while addressing the requirements as outlined in VSS 
Volume 2, Section 6.  
 
While one of the pre-certification tasks performed is a functional configuration audit (FCA) of 
the vendor’s test cases, these test cases are reviewed to ensure the vendor is performing due 
diligence in compliance with testing their system. Where SysTest identifies insufficient testing 
by the vendor was performed, we include those requirements in our test cases.  
 
Additionally, as detailed in Attachment I:  Trace of SysTest Labs’ Test Cases to VSS, version 
2002, SysTest performs testing to meet the requirements of VSS Volume 1 as they pertain to the 
system-specific functional capabilities, specific technologies, and design configurations as 
employed by the vendor.  
 
SysTest Labs conducted an assessment of any additional voting system functionality as defined 
by the vendor, or requested by the vendor for inclusion in testing. This additional system 
functionality is identified and included either in the test cases developed by SysTest Labs or 
executed as part of our sampling guidelines.   
 
It should be noted that this Certification Testing does not include state specific issues unless 
specifically requested by the vendor or unless the state issue impacts any Federal election. Please 
refer to Attachment B for all vendor-supported functionality. 
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2.1.1 Physical Configuration Audit  
 
2.1.1.1 Document Review 
 
SysTest Labs conducted a PCA review of the documents submitted for review in the ES&S 
Unity 4.0 TDP. These included: 
 


• System configuration overview 
• System functionality description 
• System hardware specifications 
• Software design and specifications 
• System test and verification specifications 
• System security specifications 
• User/system operations procedures 
• System maintenance procedures 
• Personnel deployment and training requirements 
• Configuration management plan 
• Quality assurance program 
• System change notes 


 
 


Each document included in the Unity 4.0 Voting System TDP was reviewed for compliance to 
the 2002 VSS, Volume 2, Sections 2.2 through 2.13 and Volume 2, Section 6.6.  
 
2.1.1.2 Source Code Review 
 
The ES&S Unity 4.0 test campaign is a full certification as defined by the EAC. A full 
certification requires that all program source code undergo a full source code review. SysTest 
Labs has conducted a source code review of all source code submitted as a part of the TDP. The 
coding languages for the Unity 4.0 voting system include the following: 
 


• C  
• C++ 
• JAVA  
• VB  
• Assembler  
• COBOL 


 
Source Code Review Tools utilized by SysTest Labs include: 
 


• Practiline Line Counter: a commercial application used to determine the counts of 
executable and comment lines 


• Module Finder: a SysTest Labs proprietary application used to parse module names from 
C/C++ and VB code and populate the identified module names into the review 
documents 
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• ExamDiff Pro: a commercial application used to compare revised code to previously 
reviewed code 


• KEdit: a commercial text editor application running a SysTest Labs proprietary macro 
used to parse module names from Cobol code and populate the identified module names 
into the review document 


 
SysTest Labs utilizes a team approach in reviewing and managing the tasks of receiving the code 
to be reviewed, determining the volume of code to be reviewed, reviewing the vendor's internal 
coding standards and determining if there are any variances from the prescribed Standards, 
creating the review work documents, distributing the code to be reviewed along with the created 
work documents to the project code reviewers, reviewing the code, performing peer reviews, 
creating discrepancy reports, and receiving modified code and other vendor responses. 
 
2.1.1.3 Trusted Build 
 
Prior to testing, SysTest Labs will conduct a trusted build according to the detailed trusted build 
procedures provided by the vendor in the TDP and the EAC Testing and Certification Program 
Manual. The process includes interviews of key vendor staff to evaluate vendor processes and 
process conformance in the areas of configuration management and quality assurance. The 
following staff positions are interviewed: Developer and Senior Software Engineer.  Preparation 
for the trusted build includes obtaining and reviewing the vendor-defined procedures for 
constructing the build platform, verifying the target build platform, and acquiring the installation 
material and VSTL reviewed source code.    
 
COTS Tools: 


• Acronis Software – Performs hard drive wiping and imaging. 
• SLAX Linux boot CD – Performs hash values with “sha1deep” command to 


produce SHA1 hashes. 
 
The source code is provided by the vendor and hash values are compared to the hash values of 
the code from the VSTL to assure that reviewed code is being built.  The hash values are 
generated with the “sha1deep” command line command to produce SHA1 hashes.  A build 
machine is erased by the VSTL in preparation for the build with a clean machine. Execution of 
the trusted build complies with the vendor’s detailed build procedures for constructing the build 
environment and only the items listed in those procedures will be placed on the machine.  A hash 
is taken of the build environment after this process is complete (TCPM 5.6.1.3).  The VSTL 
approved source code is placed on the machine for the build and another hash and image is 
obtained (TCPM 5.6.2.2 & 5.6.2.3).  The next image and hash is taken after following the 
vendor’s build procedures to compile the source code and produce the executable code (TCPM 
5.6.3.1).  Additional hashes are taken of any installation CDs that are made during the build 
(TCPM 5.6.3.3).  All hashes, images, and copies of the VSTL approved source code are kept on 
a VSTL archive during the entire build procedure and all build results are copied to the archive 
after the build is complete.  
 
The conclusion of the trusted build consists of record-keeping and archiving procedures that 
occur at SysTest Labs.  The report contains any unique identifiers, results of the build with 
version numbers and dates and descriptions of all hashes and images in the repository.  VSTL 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 18 of 124 


   
 
 
 


backup procedures are performed on all Trusted Build media and records to create an accessible 
and safe copy.  A copy of the resulting media and records are submitted to the EAC-approved 
software repository as part of finalizing the Certification Test Report.  All items in section 5.8 of 
the Testing and Certification Program Manual are the responsibility of the vendors to address. 
 


 
2.1.2 Functional Configuration Audit 
 
2.1.2.1 Review of Vendor’s Completed Test Cases and Results 
 
SysTest Labs conducted an FCA review of the Unity 4.0 test cases delivered as part of the initial 
delivery of the Unity 4.0 voting system TDP. These test cases are designed and executed by 
ES&S for QA and testing of the Unity 4.0 voting system.  The Unity 4.0 test cases were 
reviewed to determine the scope of testing and conformance to the VSS, version 2002, Volume 
1, Sections 2, 3, 4, 5 & 6 and Volume 2, Section 6.7. 
 
2.1.2.2 Evolution of Testing 
 
SysTest Labs Inc. will maintain a spreadsheet/database of all known vulnerabilities or issues for 
all Voting Systems. These vulnerabilities or issues will be acquired through advisories from the 
Vendor, EAC or from State Sponsored Security Audits/tests. We will append all new reports to 
the list as they are received and identify the applicability of the vulnerability with respect to 
scope of the requirements, uniqueness and scenario under which it was identified. The Test Case 
for all applicable issues will be identified at this time also. When new Test engagements are 
being developed it will be the responsibility of the Test manager / security manager to include 
tests for all identified vulnerabilities in the Vendor Specific Test Steps. In this way we will 
ensure that a knowledge transfer between vendor takes place and any newly identified 
vulnerabilities are addressed.  
 
2.1.3 Hardware Environmental Testing Assessment 
 
The acceptance and use of previous hardware environmental testing and certification is based on 
the following criteria: 
 


• The configuration of the equipment being presented for testing is substantially identical 
to the equipment that was previously tested and certified and that all changes made to the 
hardware configuration of the equipment being presented for testing, from the hardware 
that was previously tested and certified were confirmed to be de minimis changes 


• The standards and associated requirements under which the previous testing and 
certification was performed are equal to or more demanding than the current 
requirements 


• There have been no significant changes to the test methods 
• The lab that completed the hardware environmental testing and certification meets the 


EAC’s requirements for accreditation as defined in NIST HANDBOOK 150-22: 2005. 
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2.2 Pre-Certification Assessment Results 
 
2.2.1 Physical Configuration Audit  
 
2.2.1.1 Document Review 
 
SysTest Labs is in the process of completing the PCA Documentation Review to ensure that the 
ES&S TDP documentation is in compliance with the VSS, version 2002, Volume 2, Sections 2.2 
through 2.13.  All discrepancies that were encountered during the PCA Document Review to 
date, were provided to ES&S in a series of iterative discrepancy reports for resolution. All PCA 
Document Review discrepancies must be corrected by ES&S and re-reviewed to ensure that each 
was fixed per the requirements of the VSS, version 2002, Volume 2, Sections 2.2 through 2.13.  
 
All discrepancies generated to date are included in Attachment F1 as a part of this Certification 
Test Plan. In addition, all detailed results from the Document Review and all discrepancies will 
be included in the Certification Test Report.  
 
2.2.1.2 Source Code Review 
 
Source Code Review for the ES&S Unity 4.0 certification began in April 2007, and was 
completed in January of 2008. All discrepancies that were encountered during the PCA Source 
Code Review to date were provided to ES&S in a series of iterative discrepancy reports for 
resolution. All PCA Source Code Review discrepancies must be corrected by ES&S and re-
reviewed to ensure that each was fixed per the requirements of the VSS, version 2002. 
 
All discrepancies generated to date are included in Attachment F2 as a part of this Certification 
Test Plan. In addition, all detailed results from the source code review and all discrepancies will 
be included in the Certification Test Report.  
 
If errors are encountered during Functional Testing, then additional source code submissions 
would be expected, and additional source code review would be necessary, as well as closure of 
any new discrepancies which may result in those reviews. 
 
2.2.1.3 Trusted Build 
 
Trusted Builds were performed at both the Omaha, NE offices of ES&S, and at the SysTest Labs 
office in Denver.  The first Trusted Build was completed July 30, 2007 in Omaha, NE, and it 
resulted in the Trusted Build platform PC, which was used for Trusted Builds of ES&S products.  
Subsequently a separate Trusted Build platform PC will be built at the SysTest site for Trusted 
Builds of the AutoMARK products.  
 
Trusted Builds were performed with ES&S, and will be performed for AutoMARK products, as 
described under Section 2.1.1 above, on the respective build platform PCs in order to provide the 
compiled software and firmware installation packages to be used in the certification testing. 
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2.2.1.4 Review of Vendor’s Completed Test Cases and Results 
 
SysTest Labs has determined that the initial delivery of the ES&S Unity 4.0 voting system TDP 
test cases and subsequent test results are consistent with the VSS, version 2002.   
 
For all requirements that were identified as not tested or insufficiently tested, SysTest Labs will 
design and develop tests cases, test data, and test procedures and will add these to SysTest Labs’ 
list of VSTL Test Cases for Unity 4.0 certification test execution. 
 
As determined by the FCA, the following tests will be executed, as part of this Certification Test 
Plan:  
 


• Operational Status Check Test Case (Operational Test Case Status REV 00 H.xls) 
• Readiness Test Case (Readiness Functional Test Execution REV H00.xls) 
• Functional Test Case (High Capacity Ballot/Various Sampling) Functional Test 


Execution 01 Rev H01.xls 
• Maintainability Test Case (Maintainbility Test Rev 01 08-19-08.xls) 
• SysTest Labs’ GEN01 - General Election Test Case (System - Gen01 Rev H00.xls) 
• SysTest Labs’ GEN02 - Straight Party Test Case (System - Gen02 - Straight Party Rev 


H00.xls) 
• SysTest Labs’ GEN02 - Pennsylvania Straight Party with Cross Party Endorsement Test 


Case 
• SysTest Labs’ GEN03 - Usability & Accessibility Test Case (System - Gen03 - Add 


Languages Rev H00.xls) 
• SysTest Labs’ PRI01 - Open Primary Test Case 
• SysTest Labs’ PRI01 - Open Primary with Pick a Party/Party Preference Test Case 


(System - Pri01 - Pick a Party Rev H00 08.13.08.xls) 
• SysTest Labs’ PRI02 - Closed Primary Test Case (Pri02 - Closed Primary Rev H00.xls) 
• SysTest Labs’ 40HTEST1 – General Straight Party (System - 40HTEST1 Rev H00 


(General SP).xls) 
• OhioTest – General Election w/ Party Affiliation (OhioTest - Gen01 & PRI02 Rev 


00.xls) 
• SysTest Labs’ 40HTEST3 – Functional (40HTEST3 Rev00 General.xls) 
• SysTest Labs’ 40HTEST4 – Functional (40HTEST4 Rev00 General.xls) 
• SysTest Labs’ 40HTEST5 – Functional (40HTEST5 Rev 00.xls) 
• SysTest Labs’ 3000 Precincts – Functional (3000 PCTS Rev01.xls) 
• SysTest Labs’ Security Test Case (SEC Test Case Rev 00 Template Rev 08-11-2008.xls) 
• SysTest Labs’ Telecommunications Test Case 
• SysTest Labs’ Accuracy Test Case (Accuracy Test Case Rev00 iVo.xls, Accuracy Test 


Case Rev00 M100 v00.xls, Accuracy Test Case Rev00 M650 v00.xls, Accuracy Test 
Case Rev00 DS200 v3.xls 


• SysTest Labs’ Volume Test Case  
• SysTest Labs’ Stress Test Case 
• Systest Labs’ Performance Test Case 
• Systest Labs’ Error Recovery Test Case 
• SysTest Labs’ Electrical Supply Test Case (40Heavy Electrical Supply Rev00.xls) 
• PCA System Configuration Checklist_HW_Unity 4 0 Traveler Rev 05 HEAVY.xls 
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Please see Tables 5, 6 and 7, and Appendix A – Test Cases for additional detail on the SysTest 
Labs test cases.    
 
 
2.2.2 Hardware Environmental Analysis of Testing Results 
 
Test reports from previous hardware testing were analyzed to determine if the results could be 
accepted for certification. If the testing met the criteria as defined in 2.1.3 above, it was 
considered to satisfy the requirements. The equipment is then exempted from specific tests as 
reflected in the testing matrix in the EMC and Environmental test plans attached to this 
document. 
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3 MATERIALS REQUIRED FOR TESTING 


3.1 Software/Firmware 
Items identified in the table reflect all software and firmware used to perform hardware, 
software, telecommunications, security and integrated system tests.  Not all items listed below 
are required to run the Unity 4.0 voting system.  However, all items listed were part of the 
certification test effort. Should a software version modification become necessary, an amended 
Certification Test Plan would be produced with the new version under test listed according to 
ES&S revised Certification Application, which will be submitted by ES&S as appropriate.  


For a complete description of the minimal PC configuration required, review the section “System 
Requirements” in all System Operations Procedures documents for each product.  These 
documents are contained in the vendor’s TDP. 
 


Table 3 - Matrix of Required Software/Firmware 


Application(s) Manufacturer Version Description 


Audit Manager ES&S 7.5.0.0 Audit Manager provides security and user tracking for  
itself, Election Data Manager and Ballot Image 
Manager. Audit Manager runs in the background of the 
other Unity programs and provides password security 
and a real-time audit log of all user inputs and system 
outputs. Jurisdiction Officials use Audit Manager to set 
Unity system passwords and track user activity.  


Election Data 
Manager 


ES&S 7.8.0.0 Election Data Manager is a single-entry database that 
stores all of a jurisdiction’s precinct, office, and 
candidate information. Election Data Manager is used in 
conjunction with other Unity software to format and print 
ballots, program ballot scanning equipment, and 
produce Election Day reports.  


ES&S Ballot 
Image Manager 
(with Ballot on 


Demand) 


ES&S 7.7.0.0 ESSIM is a desktop publishing tool that is used to 
design and print ES&S paper ballots. ESSIM uses ballot 
style information created by Unity Election Data 
Manager to display the WYSIWYG ballots.  
Ballot On Demand (BOD) is an accessory program that 
you can use to print individual, Election Day ballots 
directly from ESSIM.   


iVotronic Image 
Manager 


ES&S 3.2.0.0 iVotronic Image Manager (iVIM) is a desktop publishing 
tool that is used to design and generate graphic ballots 
for the iVotronic precinct voting system. iVIM uses ballot 
style information created by Unity Election Data 
Manager to display the WYSIWYG ballots. iVotronic 
Image Manager also allows the user to view the ballot in 
different languages, and create multiple displays for the 
same ballot. Ballots generated by iVotronic Image 
Manager comply with ADA (Americans with Disabilities 
Act) requirements using voice files, specific font type 
and size, and color combinations.  


Hardware 
Programming 


ES&S 5.7.0.0 Hardware Programming Manager (HPM) is a complete 
election package that enables the user to import, format, 
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Application(s) Manufacturer Version Description 


Manager and convert the election file; define districts; specify 
election contests and candidates; create election 
definitions for ballot scanning equipment; burn M100 
PCMCIA Cards, DS200 USB memory sticks, M650 zip 
disks, or PEBs; and create the Data Acquisition 
Manager Precinct List. The Hardware Programming 
Manager is primarily used for converting the election 
IFC file for use with the Election Reporting Manager and 
for creating and loading election parameters; however, it 
may also be used for coding the election. The Unity 
Hardware Programming Manager seamlessly programs 
the ES&S election tabulation hardware with election-
specific information retrieved from the Unity Election 
Data Manager (EDM).  
NOTE: Creating an election definition from scratch 
in HPM is not supported in the Unity 4.0 
certification. 


Data Acquisition 
Manager 


ES&S 6.1.3.0 The Unity Data Acquisition Manager (DAM) is a client-
server application that collects election data from ES&S 
voting systems and transmits the data directly from the 
polls or regional sites via modem transmission to the 
host election server for the purpose of results 
accumulation, reporting, and display.  


The Data Acquisition Manager allows users to transfer 
election results from remote polling sites to a 
jurisdiction’s election headquarters. Data Acquisition 
Manager has two software configurations: Data 
Acquisition Manager Remote and Acquisition Manager 
Host. Poll workers use the remote configuration to 
transfer election results to the central collection location. 
Officials at the central site use the host configuration to 
receive election data from polling places. Workers at the 
central location load collected results into Election 
Reporting Manager™ to format, print, and display final 
election reports.  


Election 
Reporting 
Manager 


ES&S 7.5.2.0 Election Reporting Manager (ERM) is ES&S’ election 
results reporting program. ERM generates paper and 
electronic reports for election workers, candidates, and 
the media. ERM can also display updated election totals 
on a monitor as ballot data is tabulated, and it can send 
results reports directly to media outlets. Election 
Reporting Manager is designed to support a wide range 
of ES&S ballot scanning equipment and can produce 
reports for both central-count systems and precinct-
count systems. 


AIMS ES&S 1.3.57 The AutoMARK Management Information System 
(AIMS) is software that manages all of the information 
required by the AutoMARK Voter Assist Terminal (VAT) 
for an election. The AIMS process starts with a printed 
optical scan ballot. In addition to the printed ballot, files 
produced by ES&S Unity Systems may be imported into 
AIMS, for ease in loading data into the AutoMARK AIMS 
election database. In lieu of the import procedure, 
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Application(s) Manufacturer Version Description 


election specific data may be manually entered into 
AIMS. AIMS writes the election database to a compact 
flash memory card (FMC). This FMC supplies ballot 
content information to the VAT. 


 


Table 4 - Matrix of COTS Software/Firmware   


COTS Application(s) Manufacturer Version Description 


Required COTS software for the Unity 4.0 voting system 


Windows XP Professional Microsoft Corporation 2002 Service Pack 2 COTS software for all 
Applications listed above. 


RM COBOL RUNTIME 
System 


RM/COBOL 11.01 COTS software for the ERM, 
HPM 


Adobe Type Manager 
(includes Adobe Type 


Basics and Adobe Type 
Manager Light) 


Adobe 4.1 COTS software for ESSIM, 
BOD 


OmniDrive USB 
Professional 


Omni No version COTS software for the HPM, 
ERM 


PEB Reader Pivot/ES&S 1.1.0.0 COTS software for HPM, 
ERM 


Non-required COTS software for the Unity 4.0 voting system 


Broadcom Gigabit 
Integrated Controller Broadcom 


9.02.06 COTS software Voyager 
Hand scanner, and Desktop 


PCs. 


C-Major Audio SigmaTel 
42.xx COTS software Voyager 


Hand scanner, and Desktop 
PCs. 


Conexant D110 MDC Unknown 92 Modem COTS software Voyager 
Hand scanner 


Graphics Media 
Accelerator Driver for 


Mobile 


Intel No version COTS software Voyager 
Hand scanner 


MS Office Professional 
Edition 2003 


(MS Word and Excel 
installed in the setup) 


Microsoft Corporation 11.0.7969.0 COTS software Voyager 
Hand scanner 


O2Micro Smartcard Driver 
O2Micro 2.26.0000 COTS software Voyager 


Hand scanner, and Desktop 
PCs. 


ATI Display Driver ATI No version COTS software for the Server
Dell OpenManage Array 


Manager 
Dell No version COTS software for the Server


DirectX Hotfix – KB839643 Microsoft Corporation No version 
 


COTS software for the Server


HP Laser Jet 2300 
Uninstaller 


HP No version COTS software for the Server


Intel® PRO Intelligent Intel 2.01.1000 COTS software for the Server
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COTS Application(s) Manufacturer Version Description 


Installer 
Intel® PRO Network 
Adapters and Drivers 


Internet Explorer Q867801 Microsoft Corporation No version COTS software for the Server


LiveUpdate Symantec 
Corporation 


1.7 COTS software for the Server


Symantec AntiVirus Client Symantec 
Corporation 


8.0.0.374 COTS software for the Server


Outlook Express Q823353 Microsoft Corporation No version COTS software for the Server
Windows 2000 Microsoft Corporation Service Pack 4 COTS software for the Server
Windows 2000 


Administration Tools Microsoft Corporation 5.0.0.0000 COTS software for the Server


Microsoft Health Monitor 
2.1 


Microsoft Corporation 2.10.1850.0000 COTS software for the Server


Microsoft Internet Security 
and Acceleration Server 


Microsoft Corporation 3.0.1200 COTS software for the Server


Microsoft Shared Fax Microsoft Corporation 1.0000 COTS software for the Server
Microsoft Small Business Microsoft Corporation Server 2000 COTS software for the Server


Microsoft Data Access 
Components KB870669 


Microsoft Corporation No version COTS software for the Server


Microsoft.NET Framework Microsoft Corporation 1.1.4322 COTS software for the Server
Windows 2000 Hotfix: 


- KB819696, 
- KB820888, 
- KB822831, 
- KB823182, 
- KB823559, 
- KB82410, 
- KB824141, 
- KB824146, 
- KB825119, 
- KB826232, 
- KB828028, 
- KB828035, 
- KB828741, 
- KB828749, 
- KB835732, 
- KB837001 
- KB839643, 
- KB839645, 
- KB840315, 
- KB841872, 
- KB841873, 
- KB842526, 


Microsoft Corporation  
- 20030703.183130 
- 20030604.152521 
- 20030611.114034 
- 20030618.121409 
- 20030627.135515 
- 20030716.151320 
- 20030805.151423 
- 20030823.144456 
- 20030827.151123 
- 20031007.160553 
- 20040122.114409 
- 20031023.142138 
- 20040311.130332 
- 20031023.124056 
- 20040323.171849 


- 
- 20040506.120130 
- 0040519.160457 
- 20040622.153749 
- 20040520.90850 
- 20040610.95344 
- 20040521.202909 


COTS software for the Server


Intel ProEthernet Adapter 
and Software 


Intel No version COTS Software on the 
Desktop PCs 


SeaCOM Unknown No version COTS Software on the 
Desktop PCs 


SoundMAX Unknown No version COTS Software on the 
Desktop PCs 


ATI Software Uninstall 
Utility 


ATI 6.14.10.10.14 COTS Software on the 
Desktop PCs 
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COTS Application(s) Manufacturer Version Description 


ATI Control Panel ATI 6.14.10.5173 COTS Software on the 
Desktop PCs 


ATI Display Driver ATI 8.20-051110A1-
028793C-Dell 


COTS Software on the 
Desktop PCs 


Conexant D480mdc Unknown 92 modem COTS Software on the 
Desktop PCs 


 


3.2 Equipment (Hardware) 
Equipment identified in the table reflects all hardware used to perform hardware, software, 
security and integrated system tests.  Not all items listed below are required to run the Unity 4.0 
voting system.  However, all items listed were part of this certification test effort.  All equipment 
was provided by ES&S; SysTest Labs staff installed required COTS software, as needed, per 
vendor’s documentation; uploaded all executables and installs on the equipment, while the 
equipment and Trusted Build executables and installs were under the control of SysTest Labs. 


 


Table 5 - Matrix of Required Hardware  


Item Manufacturer Model # Version/Rev Description 
intElect DS200 


(Scanner) 
(3) 


ES&S DS200 
 


Hardware v. 
1.2.0 & 1.2.1 


 
DS200 


Firmware 
1.3.7.0 


 
Power 


Management 
Firmware 


1.2.0.0 
 


Scanner 
Firmware 
2.11.0.0 


A precinct/central count ballot 
scanner. The scanner accepts 
ballots, tabulates votes, and sorts 
the ballots (if attached to a ballot 
box containing a diverter).  


Steel ballot box 
without diverter 


ES&S N/A N/A A storage receptacle to store 
scanned ballots. (Used with M100 
and DS200). 


Model 100 
(Scanner) – 


ES&S M100 
 


Hardware v. 
1.3.0 


 
Firmware v. 


5.4.0.0 


A precinct ballot scanner. The 
scanner accepts ballots, tabulates 
votes, and sorts the ballots (if 
attached to a ballot box 
containing a diverter). 


Model 100 
(Scanner) – 


ES&S M100 
 


Hardware v. 
1.3.0 


 
Firmware v. 


5.4.0.0 


A precinct ballot scanner. The 
scanner accepts ballots, tabulates 
votes, and sorts the ballots (if 
attached to a ballot box 
containing a diverter). 


Steel ballot box ES&S N/A N/A A storage receptacle to sort and 
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Item Manufacturer Model # Version/Rev Description 
w/ diverter) store scanned ballots. (Used with 


M100 and DS200). 
Plastic ballot box ES&S N/A N/A A storage receptacle to sort and 


store scanned ballots. (Used with 
M100 and DS200). 


Model 650 – Red 
– Left (Scanner) 


ES&S M650 Hardware v. 
1.2 


 
Firmware v. 


2.2.1.0 


An optical scan central counter 
that is used to scan ballots at a 
central count location. The M650 
prints results reports and saves 
results to a zip disk.  


Model 650 – 
Green – Right 


(Scanner) 


ES&S M650 Hardware v. 
1.1 


 
Firmware v. 


2.2.1.0 


An optical scan counter that is 
used to scan ballots at a central 
count location. The M650 prints 
results reports and saves results 
to a zip disk. 


Model 650 – 
Green – Left 


(Scanner) 


ES&S M650 Hardware v. 
1.2 


 
Firmware v. 


2.2.1.0 


An optical scan central counter 
that is used to scan ballots at a 
central count location. The M650 
prints results reports and saves 
results to a zip disk. 


12inch, 3 key 
iVotronic (DRE) – 


ES&S 0105-
096-


90659 
 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is 12 inches with 3 
keys ADA buttons. 


12inch, Non-ADA 
iVotronic (DRE) – 


ES&S 0105-
096-


90659 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is 12 inches with no 
ADA buttons. 


15inch, 3 key 
iVotronic  (DRE) 


ES&S 9VDC 
2770mA 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is 15 inches with 3 
keys ADA buttons. 


15inch, 4 Key 
iVotronic (DRE) – 


 


ES&S 9VDC 
2770mA 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is 15 inches with 4 
keys ADA buttons. 


15inch, 6 key 
iVotronic (DRE) – 


ES&S 15” 
9VDC 


2770mA 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is a 15 inches with 6 
key ADA buttons. The iVotronic 6 
keys allows the use of the sip and 
puff. 


15 inch, Non-
ADA iVotronic  


(DRE) – 


ES&S 0105-
096-


90659 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


A DRE (direct recording 
electronic) touch screen that 
displays ballots and records 
votes. This is 15 inches with no 
ADA buttons. 
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Item Manufacturer Model # Version/Rev Description 
15 inch 


Supervisor 
iVotronic (RED) – 


ES&S 9VDC 
2770mA 


0150-
096-


90659 


Hardware v. 
1.1 


 
Firmware v. 


9.2.3.0 


Poll workers use supervisor 
equipment to open polls, load 
ballots onto voter PEBs or voting  
terminals, close the polls, and 
print results for the polling place.  


iVotronic RTAL 
Booth 4.5 inch 


window 


Booth: Pivot, 
Printer: Xten 


N/A Hardware v. 
N/A 


 
Firmware v. 


V012 


The Real-Time Audit Log Printer 
records each voter’s actions on a 
paper audit log in real time on a 
4.5-inch window. This printer is 
attached to a private voting booth. 


iVotronic RTAL 
Booth 9 inch 


window 


Booth: Pivot, 
Printer: Xten 


N/A Hardware v. 
N/A 


 
Firmware v. 


V012 


The Real-Time Audit Log Printer 
records each voter’s actions on a 
paper audit log in real time on a 
9-inch window. This printer is 
attached to a private voting booth. 


ABCR (Automatic 
Bar Code 
Reader) – 


JADAK N/A Hardware v. B 
 


Firmware v. 29 
 


The ABCR is a device that audits 
and recounts the barcode printout 
generated by the iVotronic RTAL 
printer. 


Supervisor PEB – Pivot N/A Hardware v. 
N/A 


 
Firmware v. 


1.7.1.0 


A portable cartridge fitted with an 
infrared communications window 
and a flash memory chip. 
Supervisor PEBs contain 
specific ballot data for each 
election. They open the polls, 
load the ballot onto a voter 
terminal and enable the service 
mode for administrative functions. 


Election 
SecurityKey PEB 


ES&S N/A Hardware v. 
N/A 


 
Firmware v. 


1.7.1.0 


The iVotronic utilizes a “Key” PEB 
which requires that a key be 
passed to each iVotronic during 
set up in order to validate that the 
EQC (election qualification code) 
is correct for the election being 
conducted.  This “Key” also 
requires that the correct election 
key be resident on each terminal 
before the election data is 
allowed to be unencrypted. 


Voter Activated 
PEB – 3  


Pivot N/A Hardware v. 
N/A 


 
Firmware v. 


1.7.1.0 


The Voter Activated PEB allows 
the voter to activate a ballot on 
the terminal in complete privacy. 


Communication 
Pack 


with Seiko printer 


Pivot 
Seiko 


N/A 
 


DPU 
3445 


Hardware v. 
1.1 


A case that contains special 
communications hardware, a 
serial thermal printer, and an 
optional modem for the iVotronic. 
The printer generates paper 
results, and the modem is used to 
transfer results to a central count 
location. 


Printer Seiko DPU- N/A Standalone printer for the 
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Item Manufacturer Model # Version/Rev Description 
(standalone for 


iVotronic) 
3445 iVotronic. 


BOD Printer OkiData 9600  Printer used to print ballots. 
Printer (M650 
Red Left Printer) 
(2) 


520 OkiData GE5258
A 
 


N/A Printer for audit logs and reports 
for the M650. 


Printer (M650 
Green Right 
Printer) – 2 


520 OkiData GE5258
A 
 


N/A Printer for audit logs and reports 
for the M650. 


Printer (M650 
Green Left 
Printer) – 2 


Epson Model # 
LQ-590 


P363A 
 


N/A Printer for audit logs and reports 
for the M650. 


LaserJet Printer HP 2300N N/A Printer for reports created within 
Unity. 


Router Dlink 1 @ 
DSH-16, 
1 with no 
identificat


ion 


1 @ V. B2, 1 
with no 


identification 


Directs and controls the flow of 
data. 


Modem US Robotics 56K 
Sportster 


N/A A device that allows computer 
information to be sent over a 
telephone line. 


Multi-Modem 
Adapters 


(Used in DAM 
PC) 


(1 each) 


Equinox N/A N/A 4 and 8 port 
 


Multi-Modem 
Adapters 


(Used in DAM 
PC) 


Digi N/A N/A 4 and 8 Port 
 


Multi-Modem 
Adapters 


(Used in DAM 
PC) 


Perle N/A N/A 4 and 8 Port 
 


Multi-Port 
Adapter 


(Used in DAM 
PC) 


SeaLevel N/A N/A 7801 & 7803 – 8 Port 
7406 – 4 Port 


USB PEB 
Reader/Writer 


Pivot M1706 Hardware v. 
1.1 


 


A device with a USB connection 
used to upload election results 
from a PEB to a PC. 


Hand Bar Code 
Reader 


Voyager MS9544 N/A A device that reads the barcode 
printout generated by the 
iVotronic RTAL printer. 


Omni Drive Omni D707-94 Rev. C1 
USB 1.1 


A device used to read/write data 
to the PCMCIA card. 


Omni Drive 
Professional 


USB2 


Omni D707-94 Rev. A 
USB 2.0 


A device used to read/write data 
to the PCMCIA card. 


SanDisk Reader SanDisk SDDR-91 N/A Used to read data off of a 
SanDisk. 


SanDisk SanDisk SDDR-92 N/A Used to read data off of a 
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Item Manufacturer Model # Version/Rev Description 
ImageMate CF 


Reader 
SanDisk. 


Zip Disk 
1 Received 


iOmega Z250US
BPCMBP


N/A Used to store data. 


Headphones ADID -(ESS) 
N/A -(ES&S 


VAT) 


N/A N/A (ESS) 
AKG-K-44 


(ES&S VAT) 


A pair of listening devices joined 
by a band across the top of the 
head and worn in or over the 
ears. 


External Volume 
Control Button 


ES&S N/A Hardware v. 
N/A 


 


Used for controlling the volume 
on the 12 inch 3-Key and 15 inch 
3-Key iVotronics. 


Serial PEB 
Reader 


Pivot N/A Hardware Rev. 
1.1 


 
Software:  N/A 


 


A device with a serial connection 
used to upload election results 
from a PEB to a PC. The reader 
can also connect to a M100 to 
combine results at the polling 
place.   


UPS Belkin N/A N/A Backup uninterrupted power 
source for the M650  


Sip n Puff Pivot N/A  Device used on the iVotronic 6-
key by physically disabled voters 


iVotronic booth Pivot N/A N/A A booth that holds an iVotronic 
terminal and optionally an RTAL 
printer, to ensure voter privacy. 


Dell Laptop D600 
Latitude 


Dell N/A Windows XP 
Professional, 


SP2 
Rev A00 


Intel® Pentium® M processor 
1.60GHz 1.60 GHz, 1.00 GB of 
RAM (Laptop for Remote 
modeming only) 
Post Voting  
(DAM Client Regional Site remote 
only) 


Dell PC 
Pentium® 


Dell N/A Windows XP 
Professional, 


SP2 


4 CPU 2.00GHz, 512MB of RAM 
 (PC System 1) 
(Pre and Post Voting) 


Dell PC 
Pentium® 


Dell N/A Windows XP, 
SP2 


4 CPU 2.80GHz, 2.79 GHz, 1.00 
GB of RAM (PC System 2) 
Pre and Post Voting  


Dell PC 
Pentium® 


Dell N/A Windows XP 
Professional, 


SP2 


4 CPU 2.80GHz, 2.79 GHz, 5.12 
MB of RAM (PC System 3) 
(Post Voting DAM Host only) 


Server (PC) 
PE600SC 


Dell N/A  Intel Pentium 4 CPU 1.80 GHz 
AT/AT compatible  
523,763 KB RAM 


Dell Laptop D610 
Latitude 


Dell N/A Windows XP 
Professional, 


SP2 
 


Rev A06 


Intel® Pentium® M processor 
1.73GHz 795MHz, 0.99GB of 
RAM, (Physical Address 
Extension - laptop) 
(Hand Bar Code Reader and 
ABCR) 


Multi Compact 
Flash 


Reader/Writer 
(Gang 


Dell N/A Windows XP 
Professional, 


SP2 
 


Pentium 4 CPU 
2.80GHz, 2.79 GHz, 512 MB of 
RAM  
(Pre & Post voting)  
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Item Manufacturer Model # Version/Rev Description 
Programmer PC) Rev A00 


VAT ES&S Model # 
A100 


Hardware v 1.0 
 


Firmware v. 
1.3.2904 


AutoMARK Voter Assist Terminal 
(VAT) is an electronic ballot 
marking device that allows voters 
to electronically mark a ballot, by 
using the touch screen Braille 
keypad or an AT (Assistive 
Technology (Sip and Puff) device. 


VAT ES&S Model # 
A200 


Hardware v 
1.0, and 1.1 


 
Firmware v. 


1.3.2904 


AutoMARK Voter Assist Terminal 
(VAT) is an electronic ballot 
marking device that allows voters 
to electronically mark a ballot, by 
using the touch screen Braille 
keypad or an AT (Assistive 
Technology (Sip and Puff) device. 
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3.3 Test Materials 
Items identified in the table reflect all test materials required to perform hardware, software, 
telecommunications, security and integrated system tests not identified in section 3.1 or 3.2 
above.  The items noted in this section are primarily consumables required for the testing effort.  
Some of these may be reused for other testing after being properly prepared, for example, 
various forms of flash memory such as USB or compact flash memory devices that have been 
erased and/or formatted prior to each use.   
 


Table 6 - Matrix of Test Materials  
 
 Item Provided by Manufacturer Details 


Printer paper 
rolls 


ES&S RTAL: Future 
Logic & Nashua, 
M100 & DS200: 


NCR 
Communication 
Pack & Seiko 


Printer: 
Nakagawa 


 


RTAL, Communication Pack, M100, 
DS200 and Seiko Printer 


Zip disks ES&S Iomega 
 


M650 program media 


SanDisk (CF) ES&S SanDisk & 
Kingston 


 


Compact Flash card 128, 256 & 
512MB 


Blank paper 
ballot stock 


ES&S Weyerhaeuser Inches/ballot positions: 11x36, 
14x36, 14x48, 17x45, 17x60, 


19x51, 19x68 


PCMCIA ES&S Vikant 


 


M100 program media 


USB Memory 
Stick 


ES&S Delkin & SanDisk 


 


DS200 


Head sets ES&S ADID (ES&S) 


N/A (ES&S VAT) 


For the VAT and iVotronic 
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3.4 Deliverable Materials  
Deliverable Materials consist of all of the documents submitted as part of the TDP supplied by 
the vendor. 
 
In addition to the hardware, software and materials identified in sections 3.1, 3.2, and 3.3, ES&S 
delivered the Technical Data Package documents as part of the ES&S Unity 4.0 voting system: 
 


• Hardware Specifications 
• Software Specifications 
• Voter, operator, and hardware/software maintenance manuals 
• Program listings, facsimile ballots, tapes 
• Sample output report formats 


 
Please see Attachment A for a complete list of TDP documents. 


 


3.5 Proprietary Data 
SysTest Labs will indicate which portions of reports are considered proprietary information. We 
understand material that is not classified, as proprietary, including test plans and test reports, will 
become publicly available.  Proprietary information will be submitted in a separate attachment to 
the EAC, and marked “Proprietary”.  
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4 TEST SPECIFICATIONS 
  
Testing for compliance to the VSS 2002 will be conducted as listed below.  The Test Methods 
for all system level tests are provided in Appendix A – Test Cases. 


4.1 Hardware Configuration and Design 
The vendor established the baseline hardware configuration required for testing the Unity 4.0 
Voting System. This baseline is shown in Table 5 – Required Hardware and Table 6 – Test 
Materials. Should any changes to the hardware configuration be required as a result of any 
testing, SysTest Labs will assess the changes and determine what regression tests are required to 
ensure compliance to the VSS, version 2002 and HAVA. 


4.2 Software System Functions 
The scope of the tests in the software certification (Vol. 2, Sect. 5) and system-level tests (Vol. 2, 
Sect. 6) as defined in the VSS, version 2002 include: 
 


• Pre-Certification Test Assessment (Vol. 2, Section A.2), reflecting the Technical Data 
Package (Vol. 2, Sect. 2) document examination portions of the Physical Configuration 
Audit and the Functional Configuration Audit 


 
• Physical Configuration Audit (Vol. 2, Sect. 6.6) 


 
o Establish the software/hardware configuration baseline used in testing 
o Perform a full Source Code Review (Vol.2 Sect. 5.4) 
o Review ES&S’s functional specification for adequacy or discrepancy 
o Conduct Trusted Build and comparison to the code tested  
 


• Functional Configuration Audit (Vol. 2, Sect. 6.7)  
 


o Create and issue a Certification Test Plan (Vol. 2, Section A) 
o Review, evaluate, create, and execute Functional Tests (Vol.2. Section A) 
o Initiate System-Level Integration Tests (Vol. 2, Sect. 6) 


 


4.3 Test Case Design 
 
4.3.1 Hardware Environmental Test Case Design 
 
Hardware environmental certification testing is performed to verify conformance to Vol. 1. 
Section 3 of the FEC VSS April 2002.  Certification testing is accomplished through a 
combination of testing performed by SysTest Labs and previous testing performed by 
subcontractor labs. Specific test plans and test reports from the subcontractor labs are included in 
Attachment D: Hardware Test Plans and Attachment G: Hardware Testing Results from 
Hardware Test Laboratories. 
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The hardware testing will be performed at four subcontract laboratories:   


• Emissions Testing will be performed at Criterion Laboratories in Rollinsville, Colorado 
(intElect DS200) 


 
•        Environmental Testing will be done at Advanced Product Testing (APT) Laboratories in 


Longmont, Colorado (ABCR and intElect DS200) 


•        Emissions Testing will be performed at National Center for Excellence in Electronics 
(NCEE) in Lincoln, Nebraska. (ABCR and intElect DS200) 


•        Safety Testing will be performed at Compliance Integrity Services (CIS) Laboratories in 
Longmont, Colorado. (ABCR and intElect DS200) 


 


4.3.2 Acceptance of Previous Hardware Test Results 
 
Hardware testing requirements as specified in Vol. 1 Section 3 of the VSS, version 2002 are 
satisfied through a combination of testing by SysTest Labs and previous testing performed by 
Wyle Laboratories, (Wyle Laboratories, Inc., 7800 Highway 20 West, Huntsville, 
Alabama 80806) and Percept Technology Labs (Percept, 4888 Pearl East Cir #110, Boulder, CO 
80302).  
 
The previous testing performed by the aforementioned labs was accepted based upon the results 
documented in test reports provided.  The testing by product is defined in Attachment G. 
  
 
4.3.3 Software Module Test Case Design and Data 
 
SysTest Labs reviewed the test case design documents and data as provided by ES&S.  In 
evaluating each module, with respect to flow control parameters and data on both entry and exit, 
SysTest Labs assesses for discrepancies between the Software Specifications and the test case 
design.  Discrepancies are issued to the vendor for correction, if determined necessary (Vol. 2, 
Section A.4.3.3). 
 
SysTest Labs designs additional module test cases, as required, to provide coverage of modules 
containing untested paths with potential for un-trapped errors.  SysTest Labs also reviews the 
vendor's module test data in order to verify that the requirements of the Software Specifications 
have been demonstrated by the data. In the event that the vendor's module test data are 
insufficient, SysTest Labs provides a description of additional module tests prerequisite to the 
initiation of functional tests. 
 
The data is also checked during source code review in conformance with other sections of the 
standard relating to unbound arrays, parameter type and range validation, pointer controls, vote 
counter overflow, etc.  The source code review also insures that all source code is in 
conformance with Volume 1, Section 4.2 and Volume 2, Section 5.4. 
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If it is determined during source code review that potential risks exist at module entry/exit points, 
then functional test cases are designed to test these areas, and the results of these tests will be 
included in the Certification Test Report.  If during source code review an issue is identified with 
entry/exit points of the module, then discrepancies are written and submitted to the Vendor. 
 
SysTest Labs will include in the Certification Test Report a listing of all COTS application files 
as well as all operating system files in a post-build configuration, including related hash codes.  


 
 
4.3.4 Software Functional Test Case Design 
 
SysTest Labs has reviewed the ES&S test cases against the 2002 VSS requirements matrix, in 
conducting the FCA Document Review, and has evaluated the test cases in light of the vendor’s 
system functionality documents. SysTest Labs has prepared Functional Test cases using the 
operator/user procedures.  


 
Software Functional Testing will demonstrate that the ES&S Unity 4.0 voting system overall 
capabilities meet the requirements for pre-voting, voting and post-voting functional areas (Vol. 2, 
Appendix A.). These include the functions defined in Table 7 – Matrix of System Functional 
Testing. 


 


Table 7 - Matrix of System Functional Testing 


Function Test Methodology 


Ballot Preparation Functions  
a. Ballot preparation subsystem Verify the election is defined for election day, and one 


more precinct/polling place can be defined.  
Ballots Before, During & After Processing   
b.1. Logic Test – Interpretation of Ballot Styles 
& recognition of precincts 


Verify in Functional Tests: 
Verify voting variation functionality identified by ES&S 
for the ES&S Unity 4.0 voting system (Vol. 1. Section 
2.2.8.2). 


b.2. Accuracy Tests- Ballot recording/reading 
accuracy 


Verify with the processing of 1,549,703 consecutive 
ballot positions with no errors, or 3,126,404 with one 
error (Vol. 2 Section 4.7.1.1). 


b.3. Status Tests- Equipment statement 
&memory contents 


Verify in Functional Tests: 
Equipment statement & memory contents at the 
corresponding intervals outlined in user documentation 
for the functions a. b.4, c 1-7 and d. 1-8 


b.4. Report Generation – Produce test output 
data 


Verify in Functional Tests: 
Clearing Election Totals 
Manual data entry 
Generating a Zero Report 
Testing an Election 
Creating Test Reports 
Clearing Totals for Election Day 
Selecting Reporting Groups 
Loading Scanner Totals 
Producing Election Reports 
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Function Test Methodology 


Displaying Election Information 
ERM Election Results 


b 5. Report Generation- Produce audit data Verify in Functional Tests: 
System audit reports voting 


Polling Place Functions  
c.1. Opening the polls, accepting & counting 
ballots 


Verify in Functional Tests: 
Zero Reports 
Scan paper ballots 
Alerts for over votes and under votes 


c.2. Monitoring equipment status Verify in Functional Tests: 
Equipment status as identified in user documentation 


c.3. Equipment response to commands Verify in Functional Tests: 
Equipment response to all voter and poll worker 
commands as identified in user documentation 


c.4. Generating real-time audit messages Verify in Functional Tests: 
Print audit log 
Each audit message contains a timestamp. 
Election name, software, and firmware are listed at the 
beginning of each audit log. 
Count of ballots processed is included in log of uploaded 
results. 
Error messages. 
Precinct ID is identified for all results pertaining to 
insertions, additions, and deletions. 


c.5: Closing polls and disabling ballot 
acceptance 


Verify in Functional Tests: 
Inability to cast additional ballots 
Close of polls 
Inability to scan additional ballots 


c.6. Generating election data reports. Verify in Functional Tests: 
Generation of precinct reports 


c.7. Transfer ballot count to central counting 
location 


Verify in Functional Tests: 
Reading media into ERM (DS200 – USB, M100 – 
PCMCIA, iVotronic – PEB) 
Telecommunication  


c.8. Electronic transmission of election data to 
central count locations 


Verify in Functional Tests:   
Confirming transmission, receipt, and validity of data 
interactively and with reports 


Central Count Functions  
d.1.Process ballot deck for > 2 precincts with 
3 split precincts per precinct for a total of 6 
ballot styles 


Verify in Functional Tests: 
Process of ballot decks 


d.2. Monitoring equipment status Verify in Functional Tests: 
Equipment status as identified in user documentation 


d.3. Equipment response to commands Verify in Functional Tests: 
Equipment responds to all voter and poll worker 
commands as identified in user documentation 
(Messages generated by the equipment that require an 
action by the voter or poll worker before operation 
continues--as in blank ballots, overvotes, undervotes as 
defined in election setup) 


.4. Integration with peripherals equipment or See b.3 
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Function Test Methodology 


other data processing systems 
d.5. Generating real-time audit messages. See b.4 
d.6. Generating precinct-level election data 
reports 


See b.3 


d.7. Generating summary election data 
reports 


See b.3 


d.8. Transfer of detachable memory module to 
the processing equipment 


See b.3 


d.9. Electronic transmission of data to other 
processing equipment 


Verify in Functional Tests: 
Confirming transmission, receipt, and validity of data 
interactively and with reports 


d.10. Producing output data for interrogation 
by external display devices 


Verify in Functional Tests: 
Confirming transmission, receipt, and validity of data 
interactively and with reports where possible 


 
 


4.3.5 Accuracy Test 
The Accuracy Test is SysTest Labs’ test case for validating a systems ability to accurately 
read/tally a large number of ballot positions (a minimum of 1,549,703 ballot positions, or 
3,126,404 with one error, per Volume 2, Section 4.7.1.1).  Unity 4.0 components subject to the 
Accuracy Test include: 
 


• intElect DS200 scanners – hardware vers. 1.2.0 & 1.2.1, firmware vers. 1.3.7.0 
• Model 100 scanners - hardware vers. 1.3.0, firmware vers. 5.4.0.0 
• Model 650 scanners - hardware vers. 1.1 and 1.2, firmware vers. 2.2.1.0 
• iVotronic DRE - hardware vers. 1.1, firmware vers. 9.2.3.0 
• RTAL equipped voting booth – RTAL firmware vers. V012 
• ABCR scanner – hardware vers. B, firmware vers. 29 
• Voyager Hand Held Scanner 
• Communication pack with Seiko printer - hardware vers. 1.1, firmware vers. N/A  
• AutoMARK VAT Models A100 and A200 - hardware vers. 1.0 and 1.1, firmware 


vers.1.3.2904 
 


The following steps are utilized in the execution of the Accuracy Test: 
 


• Election/ballot definition is created in EDM, and additionally imported into AIMS. 
• Ballot definition data and scanner media is created and loaded onto the device being 


tested. 
• Report of the initialization process 
• Display the function selections 
• Open polls 
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• Zero Report 
• Execute votes (if a touchscreen or VAT device is being tested), Scan ballots (if an optical 


scanner or VAT is being tested), Close polls, Run Totals report and Audit Log 
• Transfer data to ERM for reporting 
• Validate test results 
 


4.3.6 Security Test 
 
The Security Test Case is SysTest Labs’ test case for verifying that a voting system will 
correspond correctly with security tests based on VSS Volume 1, Section 6. It incorporates 
systems security provisions, unauthorized access, deletion or modification of data, audit trail 
data, and modification or elimination of security mechanisms.  The vendor documentation will 
be reviewed to ensure sufficient detail is present to operate the voting system in a secured 
implementation.  Where the vendor statements assert the voting system is secured via 
mechanisms and seals, procedures will test the presence and effectiveness of such controls.   
 
In its security testing SysTest identifies the specific threats that are tested for and the associated 
risk if a flaw or exception is identified in a voting system.  The tests used by SysTest Labs are 
designed to insure that the voting system meets or exceeds the requirements in the VSS and any 
instance where an anomaly or possible security flaw is identified; the potential risk is reported 
and evaluated. 
 
SysTest Labs will implement and configure the COTS operating system and security policy as 
described in the vendor's documentation.  This configuration will then be reviewed against the 
best business practices security policy as defined by National Vulnerability Database website.  
We will use the security policy recommendations of National Checklist Program Repository ( 
http://nvd.nist.gov/ncp.cfm?repository ) for the implemented Operating System as guidance for 
the configured security policy.   Specifically, we will use the baseline security policy for 
Windows operating systems as defined: 
 
   Windows XP Professional  -  Windows XP Security Guide (Checklist-ID 79) 
   Windows Server 2003  -  Windows Server 2003 Security Checklist  (Checklist-ID 221) 
   Windows Server 2000  -  Prose Guide - Windows 2000 Security Checklist  (Checklist-ID 67) 
 
Vol 2, 6.4.1: 
SysTest Labs has designed and will conduct security testing to validate the requirements defined 
in Volume I, Section 6 as they pertain to the component under test. These tests will include the 
verification of the access control mechanisms and the security features described in the vendor’s 
documentation, as shown in the table below. 
 
The security tests will verify and validate all of the security requirements and attempt to 
circumvent the security controls to gain unauthorized access to the component under test. 
SysTest Labs will test the known vulnerabilities which have been identified through State 
security studies with respect to the vendor's component and the unit's architecture; see Test Steps 
for requirements Volume 1: 6.2.1.1.e and for components using a communications network, 
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Volume 1: 6.5.4 for details. These tests will include testing of the physical protections such as 
locks and security seals, integrity, man-in-themiddle and replay attack scenarios.  
 
Vol 2, A 4.3.5 
Security: SysTest labs has designed security testing procedures to ensure the integrity and 
security of the voting system by validating the security capabilities with respect to modification 
or disruption during pre-voting, voting and post voting processing by unauthorized access to 
critical components and data, including the audit trails, and security mechanisms. Each 
component of the Voting System will be tested as stand-alone and as an integrated component of 
the system, validating the required security posture of the voting system. Specific tests have been 
designed to ensure the overall integrity of the voting system. 
 
For additional detail, please also refer to the Security Test Case in Appendix A. 
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Table 8 - ES&S Unity 4.0 Security Functional Testing 
ES&S Unity 4.0 Security Functional Testing 


VSS 2002 Volume I Section 6  
Security Functional Requirements  Unity Software (Windows XP) Unity Election Hardware/Firmware 


Software and Hardware System 
Components AM EDM ESSIM iVIM HPM DAM ERM AutoMark 


AIMS DS200 M100 M650 iVotronic ABCR AutoMark
 VAT 


6.2  Access Control 
6.2.1  Access Control Policy 
6.2.1.1  General Access Control Policy 
6.2.1.1.a  Software access controls X X X X X X X X X X X X X X 


6.2.1.1.b  Hardware access 
controls X X X X X X X N/A X X X X N/A X 


6.2.1.1.c  Communications   X X X X X X X N/A X X X X N/A N/A 
6.2.1.1.d  Effective password 
management X X X X X X X X X X N/A X N/A X 


6.2.1.1.e  Protection ablilities of a 
particular operating system X X X X X X X X X X X X X X 


6.2.1.1.f  General characteristics 
of supervisory access privileges X X X X X X X X X X X X X X 


6.2.1.1.g  Segregation of duties X X X X X X X X X X X X X N/A 
6.2.1.1.h  Additional relevant 
characteristics N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A 


6.2.1.2  Individual Access Control Policy 
6.2.1.2.a  Authentication X X X X X X X X X X X N/A X X 
6.2.1.2.b  Authorization X X X X X X X X X X X X X X 
6.2.1.2.c  Access Restriction N/A N/A N/A N/A N/A N/A N/A N/A X X N/A X N/A X 
6.2.2  Access Control Measures 
6.2.2.a  Use of data and user 
authorization X X X X X X X X X X X X X X 


6.2.2.b  Program unit ownership 
and other regional boundries X X X X X X X X N/A N/A N/A N/A X X 


6.2.2.c  Protection Devices X X X X X X X N/A X X       N/A 
6.2.2.f  Special protocols X X X X X X X N/A X N/A X X N/A N/A 
6.2.2.g  Message encryption X X X X X X X X X X X X X N/A 
6.2.2.h Controlled Access Security X X X X X X X N/A X N/A X X X N/A 
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ES&S Unity 4.0 Security Functional Testing 
VSS 2002 Volume I Section 6  


Security Functional Requirements  Unity Software (Windows XP) Unity Election Hardware/Firmware 


Software and Hardware System 
Components AM EDM ESSIM iVIM HPM DAM ERM AutoMark 


AIMS DS200 M100 M650 iVotronic ABCR AutoMark
 VAT 


6.3  Physical Security Measures 
6.3.1  Polling Place Security 
6.3.1.a  Detection of Tampering N/A N/A N/A N/A N/A N/A N/A N/A X X X X X X 
6.3.2  Central Count Location Security 
6.3.2 Central Count Location 
Security X X X X X X X N/A X X X X X N/A 


6.3.2.c Counting operations X X X X X X X N/A X X X X X N/A 
6.3.2.d Reporting data X X X X X X X N/A X X X N/A X N/A 
6.4  Software Security 
6.4.1  Software and Firmware Installation 
6.4.1.a Validation of ROM devices N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X X X N/A 
6.4.1.c Protection from 
unathorized access or activation N/A N/A N/A N/A N/A N/A N/A N/A X X X X X X 


6.4.1.d Separaton of OS from 
election data X X X X X X X N/A N/A N/A X X X N/A 


6.4.2  Protection Against Malicious Software 
6.4.2 Protection Against Malicious 
Software X X X X X X X X N/A N/A X X X N/A 


6.5  Telecommunications and Data Transmission 
6.5.1  Access Control 
6.5.1  Security requirements for 
telecommunications N/A N/A N/A N/A N/A X X N/A X X X X N/A N/A 


6.5.2  Data Integrity 
6.5.2 Data integrity and detection 
of transmission errors  N/A N/A N/A N/A N/A X X N/A X X X X N/A N/A 


6.5.3 Data Interception Prevention 
6.5.3.a US Federal approved 
encryption standards compliance X X X X X X X N/A X X X X N/A N/A 


6.5.3.b  Detection of intrusion X X X X X X X N/A X X X X N/A N/A 
6.5.4 Protection Against External Threats 
6.5.4 Protection of commercial X X X X X X X N/A X X X X N/A N/A 
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ES&S Unity 4.0 Security Functional Testing 
VSS 2002 Volume I Section 6  


Security Functional Requirements  Unity Software (Windows XP) Unity Election Hardware/Firmware 


Software and Hardware System 
Components AM EDM ESSIM iVIM HPM DAM ERM AutoMark 


AIMS DS200 M100 M650 iVotronic ABCR AutoMark
 VAT 


products against external threats 
6.5.4.1 Identification of COTS Products 
6.5.4.1 Identification of COTS 
Products X X X X X X X N/A X X X X N/A N/A 


6.5.4.1.a Operating Systems X X X X X X X N/A X X X X N/A N/A 
6.5.4.1.b Communications Routers X X X X X X X N/A N/A N/A X N/A N/A N/A 
6.5.4.1.c Modem drivers X X X X X X X N/A N/A N/A X X N/A N/A 
6.5.4.1.d Dial-up networking 
software X X X X X X X N/A N/A N/A N/A X N/A N/A 


6.5.4.2 Use of Protective Software 
6.5.4.2.a Detect the presence of a 
threat in a transmission X X X X X X X N/A X X X X N/A N/A 


6.5.4.2.b Removal of threats from 
infected files/data X X X X X X X N/A X X X X N/A N/A 


6.5.4.2.c Prevent against storage 
of the threat anywhere on  
the receiving device. 


X X X X X X X N/A X X X X N/A N/A 


6.5.4.2.d Scan for threats in 
system memory and connected 
storage media 


X X X X X X X N/A X X X X N/A N/A 


6.5.4.2.e Audit log of threat and 
ensuing processing performed X X X X X X X N/A X X X X N/A N/A 


6.5.4.3 Monitoring and Responding to External Threats 
6.5.4.3.c Monitoring threat alerts 
from CERT, NIPC, FedCIRC X X X X X X X N/A N/A N/A X X X N/A 


6.5.4.3.f.2 Procedures to disable 
public telecommunications mode 
of system 


X X X X X X X N/A N/A N/A X X N/A N/A 


6.5.4.3.f.3 Procedures to update 
and patch election systems to 
address threats 


X X X X X X X N/A N/A N/A X X N/A N/A 


6.5.5 Shared Operating Environment 
6.5.5 Shared Operating X X X X X X X N/A N/A N/A N/A N/A N/A N/A 
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ES&S Unity 4.0 Security Functional Testing 
VSS 2002 Volume I Section 6  


Security Functional Requirements  Unity Software (Windows XP) Unity Election Hardware/Firmware 


Software and Hardware System 
Components AM EDM ESSIM iVIM HPM DAM ERM AutoMark 


AIMS DS200 M100 M650 iVotronic ABCR AutoMark
 VAT 


Environment 
6.5.5.a Control access to system 
functions X X X X X X X N/A N/A N/A N/A N/A N/A N/A 


6.5.5.b Compartmentalization of 
voting system functions X X X X X X X N/A N/A N/A N/A N/A N/A N/A 


6.5.5.c Control system access, 
restriction of access to necessary 
functions only 


X X X X X X X N/A N/A N/A N/A N/A N/A N/A 


6.5.5.d Preclude leakage of data 
through shared system resources X X X X X X X N/A N/A N/A N/A N/A N/A N/A 


6.5.6 Access to Incomplete Election Returns and Interactive Queries 
6.5.6.a Ability to restrict external 
access to incomplete election 
returns 


X X X X X X X N/A N/A N/A X X N/A N/A 


6.5.6.b.1 No write-access back to 
election system X X X X X X X N/A N/A N/A X X N/A N/A 


6.5.6.b.2 Denial of write-access to 
persons authorized for read-
access only 


X X X X X X X N/A N/A N/A X X N/A N/A 


6.6  Security for Transmission of Offical Data Over Public Communication Networks 
6.6.1  General Security Requirements for Systems Transmitting Data Over Public Networks 
6.6.1.a Privacy of voter's ballot 
choices N/A N/A N/A N/A N/A X X N/A N/A N/A X X N/A N/A 


6.6.1.b Digital signatures for 
network communication with vote 
server 


N/A N/A N/A N/A N/A X X N/A N/A N/A X X N/A N/A 


6.6.1.c Require two election 
officials to activate processing of 
transmitted ballots 


N/A N/A N/A N/A N/A X X N/A N/A N/A X X N/A N/A 


6.6.2  Voting Process Security for Casting Individual Ballots over a Public Telecommunications Network 
6.6.2 Voting Process Security for 
Casting Individual Ballots  
over a Public Telecommunications 
Network 


N/A N/A N/A N/A N/A X X N/A N/A N/A N/A X N/A N/A 
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ES&S Unity 4.0 Security Functional Testing 
VSS 2002 Volume I Section 6  


Security Functional Requirements  Unity Software (Windows XP) Unity Election Hardware/Firmware 


Software and Hardware System 
Components AM EDM ESSIM iVIM HPM DAM ERM AutoMark 


AIMS DS200 M100 M650 iVotronic ABCR AutoMark
 VAT 


6.6.2.1  Documentation of Mandatory Security Activities 
6.6.2.1.a Security procedures for 
setup and testing of voting 
systems that cast individual 
ballots over a telecommunications 
network 


N/A N/A N/A N/A N/A X X N/A N/A N/A N/A X N/A N/A 


6.6.2.2  Capabilities to Operate During Interruption of Telecommunication Capabilities 


6.6.2.2 Provide resistance to 
interruptions of 
telecommunications service 


N/A N/A N/A N/A N/A X N/A N/A N/A N/A N/A X N/A N/A 


6.6.2.2.a Detection of interruption 
and switching to alternative mode N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X N/A N/A 


6.6.2.2.b Alternative mode 
supports functionality of 
conventional DRE 


N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X N/A N/A 


6.6.2.2.c Audit trail of votes cast 
during interruption N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X N/A N/A 


6.6.2.2.d Upon reconnect, transmit 
and process votes stored in 
conventional DRE mode 


N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X N/A N/A 


6.6.2.2.e Ensure voter 
identification and authentication 
throught procedures employed by 
the system to counteract potential 
interruptions of 
telecommunications 


N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A X N/A N/A 
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4.3.7 System Level Test Case Design  
 
System level tests shall be performed on the ES&S Unity 4.0 voting system for the purpose of 
assessing the response of the software to a range of conditions.  Paper ballots will be used in 
several of these test cases.  
 
The customized test cases for all system level tests are listed in Tables 5, 6, 7 and Appendix A. 


 
In addition, other Functional Tests are used for validating functionality that does not fit well into 
a system level test cases, e.g., may have too many options to be adequately covered in system 
level test cases. Tables 8 and 9 provide information that delineates both the system level and the 
other software functions to be tested and how they will be tested. 
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Table 9 - Matrix of System Level and Other Functional Testing 
 


Other Functional Testing Test Methodology 


Volume Test  
System’s response to processing more than the expected 
number of ballots/voters per precinct, to processing more 
than the expected number of precincts, or to any other 
similar conditions that tend to overload the system’s 
capacity to process, store, and report data. 


Volume and Stress 
Test Case (described 
previously in this 
section) 


Stress Tests  


System’s responses to transient overload conditions.  
Subject polling place devices to ballot processing at the 
high volume rates, evaluate software response to 
hardware-generated interrupts and wait states. 


Hardware is tested to 
limits outside the range 
of ‘normal’ but within 
specifications for the 
units. 


Usability Tests  


Responses to input, text syntax, error message content, 
and audit message input 


All System-Level Test 
Cases 


Accessibility Test  


Exercises system capabilities of voters with disability 
features 


System-Level Test 
Case GEN 03 


Security Test  


Exercises systems security provisions, unauthorized 
access, deletion or modification of data, audit trail data, 
and modification or elimination of security mechanisms. 


Security Test case for 
each component 
(described previously in 
this section) 


Telecommunications Test  
Exercises telecommunications, maintaining data integrity, 
protection against external threats, monitoring and 
responding to external threats, shared operating 
environment, incomplete election returns, and use of 
public communications networks. 


Telecommunications 
Test case for each 
component 


Performance Tests  
Tests accuracy, processing rate, ballot format, handling 
capability and other performance attributes claimed by 
vendor 


All System Test Cases 


Recovery Tests  
Exercise system’s ability to recover from hardware and 
data errors. 


Security Test Case 
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4.3.8 Sampling Methodology 
 
As part of the FCA Document Review, SysTest Labs reviewed the ES&S test case documents as 
provided in the TDP against the 2002 VSS requirements matrix. SysTest Labs took a sampling of 
ES&S’ test cases according to the guideline below.  
 
New System (new or never certified by the EAC): 
 


• Review all vendor test cases and select tests from high-risk areas for sampling, such as: 
 


o Security  
o Audit log  
o Tabulating  
o Transmitting (telecomm, LAN, etc.) 
o Accuracy 
o Additional Voting System functionality 


 
SysTest Labs chose the following test cases: 
 


• AM - 3.0 View Log 
• DS200 - 3.2 Opening Polls Functions: Open Polls with more than one Precinct 
• ERM - Expanded Precincts (M100) 
• ERM - Expanded Precincts (DS200) 
• Maximum Candidates 
• L&A Vote Selected Ballot Test 
• L&A Multi-Vote Test 
• L&A Vote for One Test 
• M100 with Plastic Ballot Box 


 
(For more information on the sample tests, see Table 9) 
 
 


4.3.9 Additional Functional Testing   
 
SysTest Labs’ deemed it necessary to execute additional functional test cases. These test cases 
are detailed below, along with more information on the Sampling test cases chosen. Also, see 
Attachment E - Unity 4.0 Test Case Matrix, for an outline of functionality being tested in each 
test case.  
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Table 10 - Matrix of Additional Testing 
Test 
Case 
No. 


Test Case Execution 


N/A 
Hi Capacity 
Ballot Test, 
11X36 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 11X36 ballot (6 contest w/ 35 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
14X36 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 14X36 ballot (6 contest w/ 35 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
14X48 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 14X48 ballot (6 contest w/ 47 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
17X41 ballot 


Using an all fill ballot definition (all left and right  ballot positions utilized) vote the 
first and last ballot position in all contests on the 17x41 ballot (6 contest w/ 40 
candidates).  Scan the ballot on the scanners (M100, DS200, M650).  Utilized 
random orientations to test all orientations. 


N/A 
Hi Capacity 
Ballot Test, 
17X45 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 17X45 ballot (6 contest w/ 44 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
17X60 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 17X60 ballot (6 contest w/ 59 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
19X51 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 19X51 ballot (6 contest w/ 50 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Hi Capacity 
Ballot Test, 
19X68 ballot 


Using an all fill ballot definition (all left and right ballot positions utilized) vote the 
first and last ballot position in all contests on the 19X68 ballot (6 contest w/ 67 
candidates).  Scan the ballot on the scanners (M100, DS200, M650), utilizing 
random orientations to test all orientations.  (V1: 2.3.4.2.a)  


N/A 
Expanded 
Precincts 
(M100) 


Using M100 firmware, create PCMCIA card for early voting containing 494 
precincts on one card. Verify the card can be created and read into ERM. 


N/A 
Expanded 
Precincts 
(DS200) 


Using DS200 firmware, create DS200 USB drive for early voting containing 494 
precincts on one USB drive. Verify the card can be created and read into ERM. 


N/A Auto 
Recovery 


Using the iVotronic Auto Recovery procedure v 9.2.0.0, vote an election and 
recover the results from the U2-D chip. (U2-D chip is a SanDisk).  Manual 
provided and steps were completed, as only a trained ES&S technician 
completes this procedure.  


B6225 Maximum 
Candidates 


In ERM load election database "02PNELAN" with more than 1000 candidates in 
a precinct.  ERM limits 1000 counters in a single precinct.  Verify that an attempt 
to load over 1000 counters gives an error messages stating "Aborted-over 1000 
candidate in precinct:  211 ERM create results database failed. Connect election 
definition HPM and then retry." 


N/A 
L&A Vote 
Selected 


Ballot Test 


Using ES&S test case, for the iVotronic, "L&A Vote Selected Ballot Test" to 
verify the logic and accuracy vote selected ballot test.  The voter selects a 
particular ballot to vote and that vote logic is applied to a select number of 
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Test 
Case 
No. 


Test Case Execution 


ballots designated for the voter to cast. 


N/A L&A Multi-
Vote Test 


Using ES&S test case, for the iVotronic, "L&A Vote Multi-Vote Test" to verify the 
logic and accuracy of the multi vote test.  Votes for each candidate will increase 
from one to the next, as in 1, 2, 3, 4, 5, etc.  


N/A L&A Vote for 
One Test 


Using ES&S test case, for the iVotronic, "L&A Vote For One Test" to verify the 
logic and accuracy of the vote for one test.  Each candidate within a contest will 
receive one vote.  There will be an additional undervote assigned in each 
contest. 


AM 
3.0 View Log 


Using an existing election (GEN01), select a user and verify Audit Manager has 
captured all activity(ies) carried out in all applicable applications (EDM, AM, and 
ESSIM). 


DS200 
3.2 


Opening the 
Polls 


Functions 


Use this test case to determine if the DS200 can open polls with an election 
definition that has more than one precinct.  The HPM Report Level option must 
be ‘Precinct’. 


N/A 
M100 with 


Plastic Ballot 
Box 


Using ES&S test case "Model 100 with Plastic Ballot Box" to verify that the 
M100 can process ballots accurately when seated in the plastic ballot box.   
Note:  Testing was completed with the Plastic Ballot Box; however, the 
box has not been subject to environmental testing.  


 
4.3.10 Volume, Performance, Stress and Error Recovery Test Approach 
 
As part of the certification of the Unity 4.0 System, an analysis of the system to include Unity 
4.0 windows based applications and devices was completed. Based upon this analysis, the 
following sections outline the approach that will be used in the validation of system behavior as 
maximum thresholds are achieved and exceeded. It was also determined from a system 
perspective, the system level test for volume is only applicable to the ERM application as all 
vote data will flow to the ERM application for final results reporting. All other devices or 
applications are subject to specific types of volume, stress, and performance tests. Error 
Recovery and Error Messaging is synonymous with Stress level tests with the focus being “How 
does the system react / recover when a defined or identified limit is met or exceeded. 
 
The following list identifies the areas of focus for each device or application of the system. 


o Volume 
o EDM, HPM, ERM, AM, iVotronic, M100, DS200, M650, ABCR 


 File size limits 
 Storage Limits 


o ESSIM, iVIM, DAM 
 File size limits 


o Performance 
o ERM 
o iVotronic, M100, DS200, M650 


 Ballot complexity 
o Stress and Error Recovery 


o EDM, HPM, ERM, M100, DS200, M650, DAM 
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4.3.10.1 System Configuration 
 
The Unity 4.0 Voting system can support multiple configurations and deployments that a 
jurisdiction may use. The Unity 4.0 windows based applications can support a distributed 
deployment or a partial distributed deployment. Based upon our analysis, it was determined that 
a partial distributed deployment configuration would provide the necessary loading factors than 
what would be achieved in a distributed system. This would ensure additional loading of CPU, 
Memory, I/O, and Storage Media. 
 
The application configuration will be deployed and configured in the following manner using 2 
laptops and 1 Desktop. 
 


o Laptop 1 will have the following applications installed and was selected to increase the 
loading factor from a CPU, Memory, I/O, and storage media perspective. 


 
o AM 
o EDM 
o ESSIM 
o iVIM 
o HPM 
o ERM 


 
o Laptop 2 will have the following application installed and was selected to cover all 


possible transmission paths of vote data to the main reporting system. 
 


o DAM (Client) 
 


o Desktop 1 will have the following application installed and was selected to replicate the 
network connectivity between the DAM Host and the personal computer running the 
ERM application. 


 
o DAM (Host) 
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The network layout configuration was selected to support the multiple paths that vote data can be 
transferred to the main reporting application. 
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4.3.10.2 Voting Variations 
 
The following voting variations will be used to achieve meeting or exceeding the limitations of 
the system or device.  The ballot to be used for this testing is based upon the largest ballot the 
vendor can support across all paper based scanning devices which is currently a (8 ½ X 19” (4 
ovals per inch) (68 X 3 columns = 204/side, 408 total) and meets the limitation definition that all 
ballots within an election must be the same size and have the same position capacity. Using this 
ballot size provides the required density of possible vote positions and ballot layouts. The voting 
pattern that will be used for this testing will be based upon a set of 2 ballots marked double sided 
with alternating marks. Ballot 1 will be marked all evens, ballot 2 will be marked all odds. 
Additional ballots will be created that span greater than a single ballot to achieve meeting and 
exceeding the maximum candidate / counters allowed per precinct. The same applicable ballot 
definitions, layouts and approach will be used for the DRE devices. The mock elections that will 
be used for this test will be based upon a general election without straight party supporting cross 
party votes, which are unconditionally tabulated and an open primary election. The use of mock 
elections will allow for the proper population of the reporting database and provide support for 
meeting or exceeding the system limitations. The EDM System will be populated with data 
(offices, candidates, referendums, etc…) to support Federal, State, County, City, and judicial 
elections. 
 
The attached spreadsheet provides a matrix of limitations gathered based upon the vendor 
provided System Limitations document. Specific functional test cases will be created as required 
verify device and system level limitations. Any additional limitations identified during 
certification will be added to the spreadsheet and submitted as part of the certification report.  
 
4.3.10.3 System / Device Level Tests 
 
As part of this analysis, there was particular focus applied to the types of information being 
saved to media that is used to transfer election information and vote total information between 
the Windows based applications and the physical voting devices and information that is 
exchanged between the applications.  
 
There are field limitations that exist throughout the applications that have been reviewed and the 
following criteria will be used to determine the specific test cases that will be created. 
 


o If exceeding a limit of a field or file causes the application to follow a different 
path in file creation or data creation 


o When a field length in one function is defined as 7 bytes and a similar field length 
in the same application but a different function is defined as 6 bytes 


o When a field length in one application is defined as 7 bytes and a similar field 
length in a different application is defined as 6 bytes  


o When field limits are fixed in a given file and populated through the user interface 
o When information goes through a conversion process 
o When information is imported or exported 
o File name limits 
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There are many performance definitions provided in the SDS documentation that is impacted 
based upon the size of the election. As part of this verification, a simplified election definition 
will be created as a baseline for validating performance variations based upon election size 
definitions. 
 
Error Recovery and Error Messaging is synonymous with any test case that produces an error 
message. As an example, Stress Level tests have a focus of exceeding the capabilities of any 
given device or system with the focus being “How does the system react / recover” when a 
defined or identified limit is met or exceeded. 
 
Where system limitations are defined as a combination of two variables (example: Variable A 
and Variable b), the following validation sequence will occur. 
 


o Variable A = Max; Variable B = 0  
o Variable A = 0; Variable B = Max 
o Variable A = Max + 1; Variable B = 1 
o Variable A = 1; Variable B = Max + 1 
o Both Variables at Max + 1 


 
With the exception of the iVO and the M650, different media sizes are available for the M100 
and the DS200. Based upon this information, the verification tests will use the smallest available 
media size. In an effort to reduce the time required to build the file sizes to exceed storage media 
capabilities and verify / validate error recovery, there will be an attempt to save large graphic 
images on any media that supports “windows based” recognizable file systems. Some media 
does not use any “windows based” recognizable file system support, therefore this type of time 
reduction will not be applicable. As part of security measurements built into the system by the 
Vendor, it may not be possible to add other files to this media as it will fail system level or 
device level integrity verification tests. The use of automated ballot reading modes (L&A for the 
DRE and Shoeshine mode for the M100 and DS200) will be used to push the file size limits to 
exceed the storage capacity of the media and ERM application. We will also use the “ERM Only 
Candidate File Maintenance” feature in HPM that allows the capability of adding ERM Only 
candidates to contests that are not included in the tabulator data definition but are associated with 
any designated contests that it is coded for. This allows the ERM database to have a counter 
assigned but have the position skipped over on tabulator data upload. Data in this field can be 
manually entered into ERM and will appear on all contest reports containing this “candidate”. 
This feature will be used for achieving maximum limits on the ERM as required. 
 
The following diagram was used as a reference point as it depicts the paths that information from 
application to voting devices can flow. Another diagram that was referenced as part of this 
analysis can be located in section 9.2 of the HPM SDS Document, which depicts the particular 
files that are transferred between applications and devices. 
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The following information depicts the types of test cases / verification steps that will be executed 
based upon this analysis. 
 
The AM application implements a database with a known limitation of 2GB. It is also known that when 
this limit is reached or exceeded, database corruption may occur. As part of this verification, an attempt 
will be made to reach and exceed this limit to determine how the system will react. As part of this 
verification, the performance of the application as well as CPU and Memory usage will be tracked and 
documented. 
 
The EDM application has two methods for creating election information. One is through import routines 
and the other is through manual entry using the user interface. As part of this verification, files will be 
created to achieve the maximum defined limits as well as files that exceed the defined limits. These files 
will then be imported into the application to validate database creation, storage, performance and where 
applicable error recovery. Additional test steps will be added to verify user interface input when the 
application has reached its limits. Additional test cases and or test steps will be added to validate field 
limitations at the file level as required. 
 
The ESSIM and iVIM image managers will be validated for proper layout, positioning, and formatting of 
candidate information as field length limitations meet or exceed the defined limit. 
 
The HPM application creates the final database files for all the devices to include the ERM application 
and burns all the media for all devices. Field size limits, media size limits, imports, and conversions of 
information will be validated as part of the verification process with a focus on error recovery and 
performance of burning media based upon the size of the election. The HPM application also creates the 
DAM Precinct list. In certain instances, exceeding the maximum limit of a file causes the system to re-
distribute the file across multiple media for the same device. This will also be verified. 
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The ERM application is the reporting database for the Unity System. To support the import of election 
information from non-ES&S devices, the application allows for the manual entry of information. The 
results maybe entered or modified. The application also has the capabilities to export results to a variety 
of file types. Field size limits, file size limits, import of invalid vote information, and export functions 
will be validated as part of the verification process with a focus on performance and error recovery as 
limits are reached and exceeded. 
 
The HPM and ERM applications share the same interpreter but do not share the same database. 
 
For the M100, election definition, audit logs, and vote data is saved on the same media. There are 4 
different sizes of media that can be supported which are 256K, 512K, 4MB, or 6MB. As part of this 
validation, only 256K and 512K will be used in an effort to validate error recovery when storage media 
capability is exceeded. Different levels of ballot complexity will be used to validate the performance of 
the scanner. Additional test cases will be created and executed to validate System and Device level 
limitations. 
 
For the DS200, election definition, audit logs, and vote data is saved on the same media. There are 4 
different sizes of media that can be supported which are 1GB, 2GB, 4GB and 8GB. As part of this 
validation, only the 1GB will be used in an effort to validate error recovery when storage media capability 
is exceeded. Different levels of ballot complexity will be used to validate the performance of the scanner. 
Additional test cases will be created and executed to validate System and Device level limitations. 
 
For the M650, it uses an internal solid-state drive for storage and allows election information and vote 
data to be transferred via a ZIP disk or Ethernet communication. It maintains election information and an 
audit log on the internal solid-state drive. Different levels of ballot complexity will be used to validate the 
performance of the scanner. Additional test cases will be created and executed to validate System and 
Device level limitations using both internal and zip disk media. 
 
For the iVotronic, it uses a PEB and CF card to support election definitions, ballot images, audio files for 
ADA, and audit log information. Test cases will be created and executed to validate File size, System and 
Device level limitations using the different types of PEB media and CF Card Media. 
 
4.3.10.4 Additional Items 
 
4.3.10.4.1 Dial-Up 


The typical deployment as provided by the Vendor is support for 16 ports, however, the use of 8 
port modem cards is only limited by the number of cards any personal computer can 
accommodate. The DAM (Host) application has a limit of 24 concurrent dialup connection. 
Based upon this information, the dial-up test should consist of 3 x 8 port cards installed in the 
personal computer hosting the DAM application configured as the Host server. The use of a mix 
of M100’s, DS200’s, and iVotronic devices to comprise a total of 24 devices should be used as 
part of this test transmitting data simultaneously to the DAM configured host. While all 24 
devices are transmitting, a single device of each type should also be tested for transmission of 
information to ensure that proper handling of a busy signal does occur within each device. 
Additional tests should comprise the transmission of corrupted data (if possible), verification that 
devices configured for early voting cannot transmit data, and that data can be transmitted 
manually. These types of tests can be executed as a single device tests but may use the same 
system configuration as is used for volume testing. 
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In order to achieve this test, it will require many devices to be housed in a single location with 
the proper POTS configuration or the use of a PBX emulator and the ability for all 24devices to 
transmit data simultaneously. 
 
Additional item to note that were identified in the DAM SDS document shows support for up to 
96 modems using a mix of discrete modems or multiple 23 channel T1/ESD lines. 
 
For the M100, in order to support dial-up communications between the M100 and the DAM host, 
it is required that the 512K media be used. For devices that do not support dial-up 
communication, only 256K media is required. As part of an error recovery validation test, a 
M100 will be configured to support dial-up communications, but 256K media will be used when 
creating the media. 
 
4.3.10.4.2 Networking 


The typical deployment as provided by the Vendor based upon the largest jurisdiction is 6 
M650’s. Since a TCP/IP network can support 255 distinct IP addresses, if no limitations exist on 
the reporting system, it is feasible to test 255 distinct M650’s transmitting data simultaneously to 
the reporting system. Analysis of the 650 shows a QNX node number, which has a range of 1 to 
149. Based upon this range, it is expected that only a maximum of 149 central count scanners 
can be connected to the reporting system at any given time. For this type of test, without the use 
of simulator software to replicate 149 central count scanners, it will be very difficult to execute 
such a test due to the availability of that many M650’s. One approach that will be used is to 
define the QNX node number to be 149 and validate the affect on the reporting system as well as 
defining a QNX node number to be 150. 
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5 TEST DATA 


5.1 Data Recording 
The FEC Voting System Standards, Volume 2 Test Standards, will be used to measure 
certification-testing progress against the standards defined for Electronic and paper based Voting 
Systems.  SysTest Labs will create forms for the source code, TDP and testing reviews.  They 
will be stored in electronic format at SysTest Labs.  SysTest Labs will record all activity via 
status report E-mails to the vendor.   
The testing process involves the assessment of:   


• Operational accuracy in the recording and processing of voting data, as measured by the 
error rate articulated in Volume I, Section 3. 


 
• Operational failure or the number of unrecoverable failures under conditions simulating 


the intended storage, operation, transportation, and maintenance environments for voting 
systems, using an actual time-based period of processing test ballots.   


 
• System performance and function under normal and abnormal conditions.  


 
• Completeness and accuracy of the system documentation and configuration management 


records to enable purchasing jurisdictions to effectively install, test, and operate the 
system.  


 


5.2 Test Data Criteria 
SysTest Labs evaluates test results against the documents and software provided by the vendor.  
These documents shall be used to customize a standard set of system level tests.  Testing will be 
conducted as an independent verification and validation across the entire voting system.  A 
greater depth of testing will be given to places where there are code changes and changes to 
documentation.  In the standard system level tests, elections are customized to the functionality 
supported by the voting system as identified by the vendor.  System performance shall be 
measured against a predicted result. 
 


5.3 Test Data Reduction 
SysTest Labs processes the test data by manually recording data in the Test Case records.   
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6 TEST PROCEDURE AND CONDITIONS 


6.1 Facility Requirements 
Testing of the ES&S Unity 4.0 voting system will be performed at SysTest Labs’ facilities in 
Denver, Colorado. All TDP and test documentation is stored on site at SysTest Labs’ facility in a 
secure project directory on SysTest Labs’ secure Voting server. 
 
SysTest Labs always ensures voting room doors are kept locked at all times, unless the current 
activity requires that the door be opened.  Vendors are never left unattended in a voting room at 
any time. 


Environmental hardware testing for hardware components of the Unity 4.0 voting system was 
executed at the NVLAP or A2LA accredited environmental hardware testing facilities shown in 
Attachment H: Accredited Hardware Test Lab Certifications. 


6.2 Test Setup 
The ES&S voting system test platform will be set up, as part of the Physical Configuration 
Audit, in the standard configuration identified in the vendor TDP documents listed in 
Attachment A - TDP Documents.  The software will be installed, versions verified, and made 
operational. The hardware will also be set up and versions verified according to the vendor TDP 
documents. Once the hardware and software have been set up, SysTest Labs will proceed with 
testing the system.   


6.3 Test Sequence 
While there is no required sequence for performing voting system software certification testing 
and audits, there are prerequisite tasks for some testing.  Tasks and any applicable predecessor 
tasks are identified in table 10.  
 


Table 11 - Matrix of Testing Tasks 


Certification Task Prerequisite Task 


Scope Definition Ascertain previous certification Information for the voting system, if 
applicable 


PCA – Review of Source Code and 
Document TDPs 


Receipt of TDPs 


FCA – Testing Requirements 
Determined 


Submissions of TDPs by vendor (including QA and testing 
specifics) 


EAC Certification Test Plan Review of TDPs and vendor testing 


FCA – Test Case Development Documentation TDP review; mapping of test requirements to VSS 
and vendor testing (or identified risk areas where additional testing 
is needed) 


PCA – System Configuration Audit Equipment received at SysTest and documentation available 


Trusted Build Completion of PCA source code review 
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Certification Task Prerequisite Task 


FCA Hardware Environmental 
Testing 


Completion of FCA test case preparation and PCA system 
configuration audit 


FCA Accuracy Testing Completion of FCA test case preparation, PCA system 
configuration audit and environmental testing 


FCA Functional Testing Completion of FCA test case preparation, PCA system 
configuration audit and environmental testing 


FCA System Level Testing Completion of FCA test case preparation, PCA system 
configuration audit and environmental testing 


FCA Security Testing Completion of FCA test case preparation, PCA system 
configuration audit and environmental testing 


Reporting Discrepancies Completion of initial PCA source code and documentation reviews, 
and system level testing 


Regression and Discrepancy 
Testing 


Receipt of applicable discrepancy fix (source code, 
documentation, hardware, firmware) or vendor response 


EAC Certification Test Report Successful completion of all certification tasks 


6.4 Test Operations Procedures 
The SysTest Labs VSTL Test Team provides step-by-step procedures for each test case to be 
conducted. Each procedure is assigned a test step and this, along with critical test data and test 
procedures information, is tabulated onto a test report form for test control and the recording of 
test results. 
 
An inventory will be performed to verify the voting equipment received contains hardware and 
software elements as defined in the TDP prior to commencement of Functional or System Level 
testing.  
 
The PCA will include verification that the system can be configured using the system operations 
manuals. 
 
Throughout the testing effort, test procedures will be marked as follows: 
 


• Accept – Test is accepted as successful. 
• Reject – Test is rejected as unsuccessful. 
• NT – Not Testable is used for test procedures that cannot be followed.  For example, if 


failure of one test procedure failure precludes attempting subsequent test procedures, the 
latter will be marked as NT.  Also, for expected functionality that is not implemented the 
test procedure will be marked as NT. 


• NS – Not Supported is used for requirements not supported in the tested configuration. 
• NA – Not Applicable - If a test procedure is not applicable to the current certification test 


effort, it will be marked as NA.  The NA designation would also be entered for any 
subsequent step that is not applicable. 
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Test results Reject, NT, and NA will include comments by the Tester explaining the reason for 
the result.  
 
Issues encountered during review and testing will be documented on the Discrepancy Report. 
Issues that do not conform to the requirements of the applicable standards as identified in section 
1.3 are marked as Documentation Discrepancies or Functional Discrepancies (a discrepancy 
occurs when the voting system component or document does not meet defined requirements or 
specifications).   
 
The vendor must address all documentation and functional discrepancies prior to issuance of the 
Certification Test Report.  Issues that are encountered during testing or documentation review, 
but are not addressed by the applicable standard will be added to the Discrepancy report and 
noted as Informational.  The vendor has the option whether to address Informational issues.  All 
responses provided by the vendor are noted in the Discrepancy Report attachment to the 
Certification Test Report. 


6.5 Test Error Recovery 
SysTest Labs verifies that the voting system and all applicable applications can recover from a 
non-catastrophic failure of a device, or from any error or malfunction that is within the operator's 
ability to correct.  
SysTest Labs uses Vendor documentation to determine Voter facing error messages as defined in 
V2: A.4.3.5, V1: 2.2.5.2.2 (a - g). These functional tests force the generation and validation of 
documented Voter facing error message(s) pertaining to ballot input, invalid ballot type, ballot 
casting, over votes, under-votes, or any other error messages that the vendor has defined to be 
voter facing. Additional functional tests are created and executed to cover power failures while 
voting as it pertains to precinct devices where applicable. The contents of the error message (s) 
are verified to be applicable to the error condition being validated and to provide the voter with 
enough information to progress to the next step in the voting process.  
  
SysTest Labs uses Vendor documentation, Vendor provided test cases, and System Analysis to 
determine the scope of testing for Jurisdiction Facing error messages as it pertains to VSS V2: 
A.4.3.5, VSS V1: 2.2.3 (a - c), VSS 2.2.5.2.2 (b – g), VSS: V1: 2.2.5.2.3. Based upon an 
Analysis of the system and vendor provided test cases, SysTest Labs will execute a sampling of 
vendor test cases for verification of the Vendors test coverage or create additional functional 
tests where specific areas of the system will be tested. Test case sampling is used in cases where 
replicating vendor testing for field input validation and application path analysis would not 
provide any additional confidence in the overall core functions of the application or system. Any 
error messages received during functional testing are verified for proper content and against 
vendor documentation to ensure next steps are clearly defined and documented. Upon restoration 
of the system or device from an error condition, the system is validated to be restored to the 
condition prior to the error occurring. Audit logs are reviewed to verify proper capturing and 
reporting of error messages and proper recovery of the system or device. Areas where additional 
focus will be applied pertain to the creation of election definition information in the key areas of 
candidate mapping to ballot positions that the tabulator uses for tabulation purposes and the 
transition of vote data throughout the system. 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 62 of 124 


   
 
 
 


7 Appendix A – Test Cases 
 
SysTest Labs executed all System and Functional Level tests on each of the system 
configurations identified in VSS Volumes 1 and 2.  This testing consisted of a set of standard 
system and functional level regression tests customized for each system configuration.  This 
incorporated end-to-end election scenarios testing the functionality supported by the vendor. 
 
This effort also included documentation review of the Technical Data Package requirements, 
source code review, and testing of the vendor’s Voting System according to FEC VSS 2002 
requirements.  Testing consisted of the development of a test plan, managing system 
configurations, executing a subset of functional test cases based on vendor test requirements, 
executing a sampling of vendor test cases, executing readiness tests, performing system level 
tests prepared by SysTest Labs and analysis of results.  The review was performed at SysTest 
Labs’ Denver, Colorado facility. 
 


7.1 Sampling of Vendor Testing Results 
 


Test Detail Test Methodology 
Test Case Name Sampling of Vendor Testing 
Scope A sampling of vendor test cases was run and validated against The 2002 Voting System 


Standards (VSS) guidelines.   SysTest Labs executed 9 sample test cases provided by 
Vendor via TDP. 


Objective To validate that the vendor’s test case results are repeatable. 


Sample Test 
Cases 


See the following vendor TDPs for test case details. 
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7.2 System Level Test Results 
 
Test Detail Test Methodology 


 (Election Core definition) 
NOTE This Election Core definition is always to be used in conjunction with a specific test case.  All 


base requirements are defined here for validating election testing.  For specific testing 
variations, see the following test cases that incorporate this Election Core. 


Scope A system level test that uses The 2002 Voting System Standards (VSS) guidelines to 
validate required functionality and performance.  Testing includes accuracy, ballot format 
handling capability, reporting, and usability of the hardware, software and procedures in the 
entire voting system. 


Objective Refer to each test case for specific Objectives. 


Standards 
Documents 


Voting System Standards 2002, vol. 1 
Voting System Standards 2002, vol. 2 
 
Specific standards are noted in following steps. 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items specified in the 
VSS: 
 


• Closed primaries 
• Open primaries 
• Partisan offices 
• Non-partisan offices 
• Write-in voting 
• Primary presidential delegation nominations 
• Ballot rotation 
• Straight party voting 
• Cross-party endorsement 
• Split precincts 
• Vote for N of M 
• Recall issues, with options 
• Cumulative voting 
• Ranked order voting 
• Provisional or challenged ballots 


(V1:2.2.8.2)    


 


Refer to each test case for the election specific Voting Variations. 
Variables: 
Election 
Variations 


Refer to each test case for specific Election Variations. 
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Test Detail Test Methodology 
 (Election Core definition) 


A description of 
the voting 
system type and 
the operational 
environment 


Refer to each test case for specific System Types and Environments. 
 
Additionally, refer to the following tables for complete descriptions: 
    


 Matrix of Required Software/Firmware 
 Matrix of Required Hardware 


Pre-requisites 
and initialization 
of the test case 


Vendor documentation is reviewed, evaluated and used to define the election to be loaded in 
the Election Management System (EMS) for this test case.  This definition is dependent on 
the supported requirements by the vendor.       
 
The EMS is used to prepare ballots and programs for use in casting and counting votes, and 
to consolidate, report, and display election results. The EMS is validated to ensure that it 
generates and maintains a database, or one or more interactive databases, that enables 
election officials or their designees to perform the following functions:    
 


• Define political subdivision boundaries and multiple election districts as indicated in 
the system documentation 


• Identify contests, candidates, and issues 
• Define ballot formats and appropriate voting options 
• Generate ballots and election-specific programs for vote recording and vote counting 


equipment 
• Install ballots and election-specific programs 
• Test that ballots and programs have been properly prepared and installed 
• Accumulate vote totals at multiple reporting levels as indicated in the system 


documentation 
• Generate the post-voting reports required by Section 2.5 
• Process and produce audit reports of the data indicated in Section 4.5   


(V1: 2.2.6) 
 
Election programming is created utilizing the standards to verify that the voting system: 
 


• Logically defines the ballot, including the definition of the number of allowable 
choices for each office and candidate 


• Logically defines political and administrative subdivisions, where the list of 
candidates or contests varies between polling places 


• Excludes of any contest on the ballot in which the voter is prohibited from casting a 
ballot because of place of residence, or other geographical criteria 


• Provides ability to select from a range of voting options to conform to the laws of the 
jurisdiction in which the system will be used 


• Generates all required master and distributed copies of the voting program, in 
conformance with the definition of the ballots for each voting device and polling 
place, and for each tabulating device  


(V1: 2.3.2) 
 
Validation is performed on each device that tabulates ballots ensuring that a ballot counter: 
 


• Can be set to zero before any ballots are submitted for tally 
• Records the number of ballots cast during a particular test cycle or election 
• Increases the count only by the input of a ballot 
• Prevents or disables the resetting of the counter by any person other than authorized 


persons at authorized points 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 65 of 124 


   
 
 
 


Test Detail Test Methodology 
 (Election Core definition) 


• Is visible to designated election officials   
(V1: 2.2.9) 
 
Additionally, verification is done to ensure that Ballot boxes and ballot transfer boxes, which 
serve as secure containers for the storage and transportation of voted ballots, adhere to 
standards. (V1:3.2.4.2.6) 
 
 
For each iteration that the election is run:  
 


• All supplies necessary for testing are retrieved.   
• Verification is performed on the System to ensure that the correct versions of 


software, firmware and hardware, election and ballot is installed and set up as 
defined in the user documentation 


• A supervisory level access 'user' and password' is created or available 
• The Readiness Check List is completed if applicable  
• The date and tester(s) are documented 


 
Testers are informed that the test environment must remain static, if not, no changes shall 
occur without documentation in the test record and the authorization of the project manager. 
 


Documentation: 
 


Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Capture all voting steps in order to maintain repeatability of the test 
• Record election, ballot, and vote data fields on the corresponding worksheet tabs 
• Save all worksheet tabs for all iterations of the test case 
• Record results of test run by entering 'Accept/Reject' on the Test Results Matrix 
• Provide comments when observing deviations, discrepancies or notable 


observations 
• Log discrepancies on the Discrepancy Report 
 


Pre-vote:  
 


Ballot 
Preparation 
procedures 
verifications 
 
 
 
 
 
 
 
 
 


Pre-vote:  
 


Ballot 
Preparation 
procedures 
verifications 


Verification of Common standards includes the following and ensures that the system: 
 


• Enables the automatic formatting of ballots in accordance with the requirements for 
offices, candidates, and measures qualified to be placed on the ballot for each 
political subdivision and district 


• Collects and maintains data pertaining to offices and their associated labels and 
instructions, candidate names and their associated labels, and issues and measures 
and their associated text 


• Supports the maximum number of potentially active voting positions as indicated in 
vendor documentation 


• For Primary Elections, generates ballots that segregate the choices in partisan races 
by party affiliation 


• Generates ballots that contain identifying codes or marks uniquely associated with 
each new format 


• Ensures the vote response fields, selection buttons, or switches properly align with 
the specific candidate names and/or issues printed or displayed on the ballot 


(V1: 2.3.1.1.1) 
 
Verification of Paper-Based systems ensures that the system: 
 


• Enables voters to make selections by marking a mark in areas designated for this 
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Test Detail Test Methodology 
 (Election Core definition) 


(cont.) purpose 
• For marksense systems, ensures that the timing marks align properly with the vote 


response fields  
(V1: 2.3.1.1.2) 
 
Verification of Ballot Production common standards ensures that: 
 


• The electronic display or paper ballot is capable of rendering an image of the ballot 
in any of the languages required by The Voting Rights Act of 1965, as amended, and 
as supported by the vendor 


• The electronic display or paper ballot does not show any advertising or commercial 
logos unless specifically provided for in State law. Electronic displays shall not 
provide connection to such material through a hyperlink 


• The ballot conforms to the vendor specifications for type of paper stock, weight, size, 
shape used to record votes, folding, bleed through, and ink for printing if paper 
ballots are used as part of the voting system 


(V1: 2.3.1.3, 2.3.1.3.1) 
 
In addition to the common standards, vendor documentation for marksense systems is 
verified to contain specifications for ballot materials to ensure that vote selections are read 
from only a single ballot at a time, without detection of marks from multiple ballots 
concurrently (e.g., reading of bleed-through from other ballots).  (V1:2.3.1.3.2) 
 
During the election definition and ballot preparation process, verification is performed to 
ensure that the system audits the preparation of the baseline ballot formats and modifications 
to them, a description of these modifications, and corresponding dates.  The log is to include:
 


• The allowable number of selections for an office or issue 
• The combinations of voting patterns permitted or required by the jurisdiction 
• The inclusion or exclusion of offices or issues as the result of multiple districting 


within the polling place 
• Any other characteristics that may be peculiar to the jurisdiction, the election, or the 


polling place's location 
• Manual data maintained by election personnel 
• Samples of all final ballot formats 
• Ballot preparation edit listings 


(V1: 4.4.1) 
 
Verification of Ballot Formatting ensures that the system supports: 
 


• Creation of newly defined elections 
• Rapid and error-free definition of elections and associated ballot layouts 
• Uniform allocation of space and fonts, ensuring no perception of a preferred 


contest/candidate 
• Simultaneous display of the maximum number of choices for a contest 
• Retention of previously defined formats for an election 
• Prevention of unauthorized modification of any ballot formats 
• Modifications by authorized personnel of a previously defined ballot format  


(V1: 2.3.1.2) 
Pre-vote:  
 


System Preparation - Security: 
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Test Detail Test Methodology 
 (Election Core definition) 


Preparation - 
Security 


• System username/password authentication and other access controls are set up 
according to system documentation guidelines for all devices being tested. 


• Any/all unnecessary processes are disabled and/or required process control 
measures noted in the documentation are followed. 


• All COTS and vendor subsystems used for system security are configured and active 
as recommended by the system documentation.  This includes all connection, port, 
virus, and data or authorized process restriction systems. 


• Any other pre-election system security measures listed in the documentation are 
followed including setup of additional hardware or software not covered above. 


 
Please also see the Documentation section of the Security Test Case within Appendix A. 


Readiness 
Testing and Poll 
Verification 


Verification of Common Standards for Readiness Testing ensures that: 
  


• Voting machines or vote recording and data processing equipment, precinct and 
central count equipment are properly prepared for an election, and collect data that 
verifies equipment readiness 


• Status and data reports from each set of equipment can be obtained 
• The correct installation and interface of all system equipment 
• Hardware and software function correctly 
• Consolidated data reports at the polling place and higher jurisdictional levels can be 


generated 
• There is Segregation of test data from actual voting data, either procedurally or by 


hardware/software features 
 


When resident test software, external devices, and special purpose test software may be 
connected or installed in the voting device to simulate operator and voter functions provided 
the following standards are verified to ensure that: 
 


• These elements are capable of being tested separately, and shall be proven to be 
reliable verification tools prior to their use 


• These elements are incapable of altering or introducing any residual effect on the 
intended operation of the voting device during any succeeding test and operational 
phase   


(V1: 2.3.4, 2.3.4.1, 4.4.2) 
 
Vendor documentation is reviewed, evaluated and used to create steps that ensure all voting 
systems and equipment function properly before and during an election. Verification of these 
steps provide a formal record of the following: 
 


• The election's identification data 
• The identification of all equipment units 
• The identification of the polling place 
• The identification of all ballot formats 
• The contents of each active candidate register by office and of each active measure 


register at all storage locations (showing that they contain only zeros) 
• A list of all ballot fields that can be used to invoke special voting options 
• Other information needed to confirm the readiness of the equipment, and to 


accommodate administrative reporting requirements 
(V1:2.3.5) 
 
In addition, to prepare voting devices to accept voted ballots, all voting systems are verified 
to ensure that they provide the capability to test each device prior to opening.  This verifies 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 68 of 124 


   
 
 
 


Test Detail Test Methodology 
 (Election Core definition) 


that each is operating correctly. The tests include: 
 


• Confirmation that there are no hardware or software failures 
• Confirm that the device is ready to be activated for accepting votes  
• Confirmation that the test data is separate from voting data without impact to the 


testing 
(V1:2.3.5) 
 
Prior to Opening the polls, verification at the Central Location is performed to ensure that 
vote counting and vote consolidation equipment and software function properly.  Any system 
used in a central count environment provides a printed record of the following:   
 


• The election's identification data 
• The contents of each active candidate register by office and of each active measure 


register at all storage locations (showing that they contain all zeros) 
• Other information needed to ensure the readiness of the equipment and to 


accommodate administrative reporting requirements  
(V1:2.3.6) 
 
Verification is performed to ensure that the voting device is ready to accept votes. 
(V1:3.2.4.3.1) 


Voting:  
 


Opening the 
Polls 
Verification 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Verification of the Readiness checklist is performed, ensuring that it is complete. 
 
Vendor documentation is reviewed, evaluated and used to create steps that ensure all voting 
systems and equipment performs voting functions properly.  These steps are created using 
the guidelines listed in VSS volume 1, section 2.4.  Verification of these steps provide a 
formal record of the following: 
 


• Opening the polls 
• Casting a ballot 


 
Additionally, verification ensures that all DRE systems support: 


 
o Activating the ballot 
o Augmenting the election counter 
o Augmenting the life-cycle counter  


 
If necessary, any issues, failures, or unexpected results and their required corrective 
action(s) are identified and recorded here. (V1: 2.4) 
 
Verification of Opening the Polling Place (Precinct Count Systems) ensures that: 
 


• An internal test of diagnostic capability to verify that all of the polling place tests 
specified in section 2.3.5 have been successfully completed 


• Automatic disabling any device that has not been tested until it has been tested. 
(V1:2.4.1.1) 


 
All Paper-Based Systems are verified to ensure that the following exist: 
 


• A means of verifying that ballot marking devices are properly prepared and ready for 
use 


• A voting booth or similar facility, in which the voter may mark the ballot in secrecy 
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Test Detail Test Methodology 
 (Election Core definition) 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Voting:  
 


Opening the 
Polls 
Verification 
(cont.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


• Secure receptacles for holding voted ballots   
(V1: 2.4.1.2.1) 
 
Precinct Count Paper-Based Systems are verified to ensure that they have a means of: 
 


• Activating the ballot counting device 
• Verifying the device has been correctly activated and is functioning properly 
• Identifying device failure and corrective action needed   


(V1: 2.4.1.2.2) 
 


Verification of Opening Polls for Precinct Count Systems (DRE) ensures that: 
 


• A security seal, password, or a data code recognition capability to prevent the 
inadvertent or unauthorized actuation of the poll-opening function 


• A means of enforcing the execution of steps in the proper sequence 
• A means of verifying the system as been activated correctly 
• A means of identifying system failure and any corrective action needed   


(V1: 2.4.1.3) 
 


Verification of Activating the Ballot (DRE) ensures that the system: 
 


• Enables election officials to control the content of the ballot presented to the voter, 
whether presented in printed form or electronic display, such that each voter is 
permitted to record votes only in contests in which that voter is authorized to vote 


• Allows each eligible voter to cast a ballot 
• Prevents a voter from casting more than one ballot in the same election 
• Activates the casting of a ballot in a general election 
• Enables the selection of the ballot that is appropriate to the party affiliation declared 


by the voter in a primary election 
• Activates all portions of the ballot upon which the voter is entitled to vote 
• Disables all portions of the ballot upon which the voter is not entitled to vote 


(V1: 2.4.2) 
 


Verification of Casting a Ballot Common Standards ensures that the system: 
• Verifies that additional functional capabilities that enable accessibility to disabled 


voters as defined in Section 2.2.7  (V1: 2.4.3) 
• Provides text that is at least 3mm high and provide the capability to adjust or magnify 


the text to an apparent size of 6.3 mm 
• Protects the secrecy of the vote such that the system cannot reveal any information 


about how a particular voter voted, except as otherwise required by individual State 
law 


• Records the selection and non-selection of individual vote choices for each contest 
and ballot measure 


• Records the voter’s selection of candidates whose names do not appear on the 
ballot, if permitted under State law, and record as many write-in votes as the number 
of candidates the voter is allowed to select 


• In the event of a failure of the main power supply external to the voting system, 
provides the capability for any voter who is voting at the time to complete casting a 
ballot, allow for the graceful shutdown of the voting system without loss or 
degradation of the voting and audit data, and allow voters to resume voting once the 
voting system has reverted to back-up power; and  


• Provides the capability for voters to continue casting ballots in the event of a failure 
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Test Detail Test Methodology 
 (Election Core definition) 


 
 
 
 
 
 
 
 
 
 
 


 
 
 
 
 
 
 
 
 
 
 
 
 


 
Voting:  
 


Opening the 
Polls 
Verification 
(cont.) 
 
 


of a telecommunications connection within the polling place or between the polling 
place and any other location.   


(V1: 2.4.3.1) 


 


Verification is performed to ensure that the system: 
 


• Allows the voter to easily identify the voting field that is associated with each 
candidate or ballot measure response 


• Allows the voter to punch or mark the ballot to register a vote 
• Allows either the voter or the appropriate election official to place the voted ballot into 


the ballot counting device (for precinct count systems) or into a secure receptacle (for 
central count systems) 


• Protects the secrecy of the vote throughout the process.  (V1: 2.4.3.2.1) 
• Provides feedback to the voter that identifies specific contests or ballot issues for 


which an overvote or undervote is detected 
• Allows the voter, at the voter’s choice, to vote a new ballot or submit the ballot ‘as is’ 


without correction 
• Allows an authorized election official to turn off the capabilities defined above 


(V1: 2.4.3.2.2) 


 


Additionally, verification is performed to ensure that all DRE systems: 
 


• Prohibit the voter from accessing or viewing any information on the display screen 
that has not been authorized by election officials and preprogrammed into the voting 
system (i.e., no potential for display of external information or linking to other 
information sources) 


• Enable the voter to easily identify the selection button or switch, or the active area of 
the ballot display that is associated with each candidate or ballot measure response 


• Allow the voter to select his or her preferences on the ballot in any legal number and 
combination 


• Indicate that a selection has been made or canceled 
• Indicate to the voter when no selection, or an insufficient number of selections, has 


been made in a contest 
• Prevent the voter from overvoting 
• Notify the voter when the selection of candidates and measures is completed 
• Allow the voter, before the ballot is cast, to review his or her choices and, if the voter 


desires, to delete or change his or her choices before the ballot is cast 
• For electronic image displays, prompt the voter to confirm the voter's choices before 


casting his or her ballot, signifying to the voter that casting the ballot is irrevocable 
and directing the voter to confirm the voter’s intention to cast the ballot 


• Notify the voter after the vote has been stored successfully that the ballot has been 
cast 


• Notify the voter that the ballot has not been cast successfully if it is not stored 
successfully, including storage of the ballot image, and provide clear instruction as to 
the steps the voter should take to cast his or her ballot should this event occur  


• Provide sufficient computational performance to provide responses back to each 
voter entry in no more than three seconds 


• Ensure that the votes stored accurately represent the actual votes cast 
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• Prevent modification of the voter’s vote after the ballot is cast; 
• Provide a capability to retrieve ballot images in a form readable by humans (in 


accordance with the requirements of Section 2.2.2.2 and 2.2.4.2) 
• Increment the proper ballot position registers or counters   
• Protect the secrecy of the vote throughout the voting process 
• Prohibit access to voted ballots until after the close of polls 
• Provide the ability for election officials to submit test ballots for use in verifying the 


end-to-end integrity of the system 
• Isolate test ballots such that they are accounted for accurately in vote counts and are 


not reflect in official vote counts for specific candidates or measures 
(V1: 2.4.3.3) 


Voting:  
 


Required 
functionality 
verifications 
 
 
 
 


Voting:  
 


Required 
functionality 
verifications 
(cont.) 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Vendor documentation is reviewed, evaluated and used to create Vote Data or the test 
‘voters’ for this test case.  This Vote Data is created in matrix form and is used to ensure vote 
accuracy based on common standards listed in VSS volume 1, section 2.2.2.1. 
 
Each ‘voter’ in the Vote Data Matrix votes the ballot.  A SysTest employee performs this 
manually. 
 
The process for casting a ballot is defined in detail in individual test case steps. These cases, 
steps, and verification criteria are created using the requirements stated in the VSS volume 
1, section 2.4.3 and section 4.5.  Additionally, the Vendor documentation is evaluated and 
used to enhance the testing procedures.  The standards used for validation consist of the 
following sections: 
 


• Common Standards (V1:2.4.3.1)  
• Paper-Based Systems Standards (V1:2.4.3.2) 
• DRE Systems Standards (V1:2.4.3.3) 
• Vote Secrecy (DRE Systems) (V1:4.5) 
 


 
System auditing and functional testing is performed in order to validate vote data, precinct 
counts, central counts, audit records and error logs. Verification is performed on the error 
logs based on the standards listed in the VSS volume 1 section 2.2.5.   
 
The test ballots are design with formats and voting patterns sufficient to verify performance of 
the test election programs.  Ballots are cast in a number sufficient to demonstrate proper 
processing, error handling, and generation of audit data as specified in Volume I, Sections 2 
and 4. 
 
Test case steps are performed during the Functionality Testing in Parallel with Hardware 
Testing for Precinct Count Systems to verify voting functions defined in Vol. 1: 2.4 and 2.5 of 
voting equipment and precinct counting equipment.  Verification ensures that: 
 


• Preparation of the election programs: 
 


o Verify resident firmware, if any 
o Prepare software (including firmware) to simulate all ballot format and logic 


options for which the system will be used 
o Verify program memory device content 
o Obtain and design test ballots with formats and voting patterns sufficient to verify 


performance of the test election programs 
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Voting:  
 


Required 
functionality 
verifications 
(cont.) 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


• Procedures to program precinct ballot counters: 
 


o Install program and data memory devices, or verify presence if resident 
o Verify operational status of hardware 
 


• Procedures to simulate opening of the polls: 
 


o Perform procedures required to prepare hardware for election operations 
o Obtain a zero report or other evidence that data memory has been cleared 
o Verify audit record of pre-election operations 
o Perform procedures required to open the polling place and enable ballot counting


 
• Procedures to simulate counting ballots cast test ballots in a number sufficient to 


demonstrate proper processing, error handling, and generation of audit data 
 
• Procedures to simulate closing of polls: 
 


o Perform hardware operations required to disable ballot counting and close polls 
o Obtain data reports and verify correctness 
o Obtain audit log and verify correctness   


(V2:3.3, 3.3.1) 
 
Test case steps are performed during the Functionality Testing in Parallel with Hardware 
Testing for Central Count Systems to verify voting functions defined in Vol. 1: 2.4 and 2.5.  
Verification ensures that: 
 


• Procedures to prepare election programs: 
 


o Verify resident firmware, if any 
o Prepare software (including firmware) to simulate all ballot format and logic 


options for which the system will be used, and to enable simulation of counting 
ballots from at least 10 polling places or precincts 


o Verify program memory device content 
o Procure test ballots with formats, voting patterns, and format identifications 


sufficient to verify performance of the test election programs 
 


• Procedures to simulate counting ballots count test ballots in a number sufficient to 
demonstrate proper processing, error handling and generation of audit data as 
specified in Vol. 1, Section 2 and 4. 


 
• Procedures to simulate election reports: 
 


o Obtain reports at polling places or precinct level 
o Obtain consolidated reports 
o Provide query access, if this is a feature of the system 
o Verify correctness of all reports and queries Obtain audit log and verify 


correctness   
(V2:3.3.2) 
  
Integrity measures ensure the physical stability and function of the vote recording and 
counting processes.  Verification is performed to ensure that both Common Standards and 
DRE Systems Standards are followed.  (V1:2.2.4) 
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Voting:  
 


Required 
functionality 
verifications 
(cont.) 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


 
Common Standards are used to ensure system integrity by validating that the voting system: 


 
• Protects, by a means compatible with these Standards, against a single point of 


failure that would prevent further voting at the polling place 
• Protects against the interruption of electronic power 
• Protects against generated or induced electromagnetic radiation 
• Protects against ambient temperature and humidity fluctuations 
• Protects against the failure of any data input or storage device 
• Protects against any attempt at improper data entry or retrieval 
• Records and report the date and time of normal and abnormal events 
• Maintains a permanent record of all original audit data that cannot be modified or 


overridden but may be augmented by designated authorized officials in order to 
adjust for errors or omissions (e.g. during the canvassing process.) 


• Detect and record every event, including the occurrence of an error condition that the 
system cannot overcome, and time-dependent or programmed events that occur 
without the intervention of the voter or a polling place operator 


• Include built-in measurement, self-test, and diagnostic software and hardware for 
detecting and reporting the system's status and degree of operability 


(V1:2.2.4.1) 
For paper based recording, verification is performed to ensure that the system ignores, and 
does not record, extraneous perforations, smudges, and folds  (V1:3.2.5.2.b)  
 
DRE Systems Standards are used to ensure system integrity by validating that the voting 
system:    
 


• Maintains a record of each ballot cast using a process and storage location that 
differs from the main vote detection, interpretation, processing, and reporting path 


• Provides a capability to retrieve ballot images in a form readable by humans. 
(V1:2.2.4.2) 
 
Audit records are prepared for all testing phases of election operations using devices 
designed to be controlled by the jurisdiction or its contractors. These records rely upon 
automated audit data acquisition and machine-generated reports, with manual input of some 
information. These records address the ballot preparation and election definition phase, 
system readiness tests, and voting and ballot-counting operations.  Individual test cases and 
steps contain instructions on how and when to generate and validate this information. 
(V1:2.2.5.2, 4.4, 4.4.3) 
 
Additionally, verification is done to ensure that all redundant DRE memory locations are 
being utilized and that the data is truly redundant in each location.  (V1:2.2.2.2) 
 
All voting systems are evaluated and verified to ensure that they meet the following 
requirements for time, sequence and preservation of Audit Records: 


• Except where noted, systems provide the capability to create and maintain a real-
time audit record 


• All systems include a real-time clock as part of the system’s hardware 
• All audit record entries include the time-and-date stamp 
• The audit record are active whenever the system is in an operating mode 
• The generation of audit record entries are not terminated or altered by program 


control, or by the intervention of any person 
• Once the system has been activated for any function, the system preserves the 
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Voting:  
 


Required 
functionality 
verifications 
(cont.) 


 


contents of the audit record during any interruption of power to the system until 
processing and data reporting have been completed 


• The system is capable of printing a copy of the audit record  
(V1:2.2.5.2.1, 3.2.7, 3.2.7.2) 
 
All voting systems are evaluated and verified to ensure that they meet the following 
requirements for Error Messages: 
 


• The system generates, stores, and reports to the user all error messages as they 
occur 


• All error messages requiring intervention by an operator or precinct official are 
displayed or printed unambiguously in easily understood language text, or by means 
of other suitable visual indicators 


• When the system uses numerical error codes for trained technician maintenance or 
repair, the text corresponding to the code is self-contained, or affixed inside the unit 
device 


• All error messages for which correction impacts vote recording or vote processing 
are written in a manner that is understandable to an election official who possesses 
training on system use and operation, but does not possess technical training on 
system servicing and repair 


• The message cue for all systems clearly state the action to be performed in the 
event that voter or operator response is required 


• System design ensures that erroneous responses will not lead to irreversible error 
• Nested error conditions are corrected in a controlled sequence such that system 


status shall be restored to the initial state existing before the first error occurred 
(V1:2.2.5.2.2) 


 


All voting systems are evaluated and verified to ensure that they meet the following 
requirements for Status Messages: 
 


• When the jurisdiction requires, some status and information messages are displayed 
and reported in real-time 


• Messages that do not require operator intervention may be stored in memory to be 
recovered after ballot processing has been completed 


• The system displays and reports critical status messages using unambiguous 
indicators or English language text 


• The system need not display non-critical status messages at the time of occurrence 
• Systems may display non-critical status messages (i.e., those that do not require 


operator intervention) by means of numerical codes for subsequent interpretation 
and reporting as unambiguous text 


• Systems provide a capability for the status messages to become part of the real-time 
audit record 


• The system provides a capability for a jurisdiction to designate critical status 
messages   


(V1:2.2.5.2.3) 
 
 
Exception Handling (Central Count) refers to the handling of ballots for a central count 
system when they are unreadable or when some condition is detected requiring that the 
cards be segregated from normally processed ballots for human review. In response to an 
unreadable ballot or a write-in vote, verification is done to ensure that all central count paper-
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based systems:   
 


• Outstack the ballot, or  
• Stop the ballot reader and display a message prompting the election official or 


designee to remove the ballot, or  
• Mark the ballot with an identifying mark to facilitate its later identification. 


(V1:3.2.5.1.2) 
 
Exception Handling (Precinct Count) refers to the handling of ballots for a precinct count 
system when they are unreadable or when some condition is detected requiring that the 
cards be segregated from normally processed ballots for human review. All paper based 
precinct count systems are validated to ensure that the following can be accomplished:   
 


• An unreadable or blank ballot - return the ballot and provide a message prompting 
the voter to examine the ballot 


• Ballot with a write-in vote - segregate the ballot or mark the ballot with an identifying 
mark to facilitate its later identification 


• A ballot with an overvote the system: 
o Provides a capability to identify an overvoted ballot 
o Returns the ballot 
o Provides an indication prompting the voter to examine the ballot; 
o Allows the voter to submit the ballot with the overvote 
o Provides a means for an authorized election official to deactivate this capability 


entirely and by contest 
• In response to a ballot with an undervote the system: 


o Provides a capability to identify an undervoted ballot 
o Returns the ballot 
o Provides an indication prompting the voter to examine the ballot 
o Allows the voter to submit the ballot with the undervote 
o Provides a means for an authorized election official to deactivate this capability  


(V1:3.2.5.1.3) 
 
Processing speed is verified for DRE voting systems to ensure that they: 
 


• Operate at a speed sufficient to respond to any operator and voter input without 
perceptible delay (no more than three seconds) 


• If the consolidation of polling place data is done locally, performs this consolidation in 
a time not to exceed five minutes for each device in the polling place. 


(V1: 3.2.6.2.1)  
Voting:  


Optional 
functionality 
verifications  


The functionality listed above in “Variables: Voting Variations” is verified here. 


Post-Vote:  
 


Closing the 
Polls 


The different combinations of candidates selected by each voter in the Vote Data Matrix 
validates the system’s ability to:  
 


• Record the election precincts/splits, contests, candidates, and issues exactly as 
defined by election officials 


• Record the appropriate options for ballot content, verifying the appropriate 
contests/issues are displayed as determined in election creation  


• Record the appropriate options for casting and recording votes across a range of 
voting options 
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• Record each vote precisely as indicated by the voter and be able to produce an 
accurate report of all votes cast 


• Include control logic and data processing methods incorporating parity and check-
sums (or equivalent error detection and correction methods) to demonstrate that the 
system has been designed for accuracy 


• Provide software that monitors the overall quality of data read-write and transfer 
quality status, checking the number and types of errors that occur in any of the 
relevant operations on data and how they were corrected 


(V1:2.2.2.1) 
 
Vendor documentation is reviewed, evaluated and used to create steps that ensure that all 
voting systems and equipment perform voting functions properly for all Post-Voting 
Functions.  These steps are created, using the guidelines listed in VSS Volume1, section 2.5. 
Verification of these steps provide a formal record of the following: 
 
• All systems provide capabilities to accumulate and report results for the jurisdiction and 


to generate audit trails 
 
• Precinct count systems provide a means to close the polling place including generating 


appropriate reports 
 
• The standards for closing the polling place are specific to precinct count systems. The 


system provides the means for:     
 


o Preventing the further casting of ballots once the polling place has closed 
o Providing an internal test that verifies that the prescribed closing procedure has 


been followed, and that the device status is normal 
o Incorporating a visible indication of system status 
o Producing a diagnostic test record that verifies the sequence of events, and 


indicates that the extraction of voting data has been activated 
o Precluding the unauthorized reopening of the polls once the poll closing has been 


completed for that election 
(V1:2.5.1) 
 


• All systems provide a means to consolidate vote data from all polling places, and 
optionally from other sources such as absentee ballots, provisional ballots, and voted 
ballots requiring human review (e.g., write-in votes).   (V1:2.5.2) 


 
• All systems are able to create reports summarizing the data on multiple levels.  This 


provides the ability to: 
 


o Support geographic reporting, which requires the reporting of all results for each 
contest at the precinct level and additional jurisdictional levels 


o Produce a printed report of the number of ballots counted by each tabulator 
o Produce a printed report for each tabulator of the results of each contest that 


includes the votes cast for each selection, the count of undervotes, and the count 
of overvotes 


o Produce a consolidated printed report of the results for each contest of all votes 
cast (including the count of ballots from other sources supported by the system as 
specified by the vendor) that includes the votes cast for each selection, the count 
of undervotes, and the count of overvotes 


o Be capable of producing a consolidated printed report of the combination of 
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overvotes for any contest that is selected by an authorized official (e.g.; the number 
of overvotes in a given contest combining candidate A and candidate B, combining 
candidate A and candidate C, etc.)    


o Produce all system audit information required in Section 4.5 in the form of printed 
reports, or in electronic memory for printing centrally  


o Prevent data from being altered or destroyed by report generation, or by the 
transmission of results over telecommunications lines. 


    (V1:2.5.3.1, 4.4.4) 
 


• In addition to the common reporting requirements, all precinct count voting systems 
are validated to ensure that the system: 
 
o Prevents the printing of reports and the unauthorized extraction of data prior to 


the official close of the polling place 
o Provides a means to extract information from a transportable programmable 


memory device or data storage medium for vote consolidation 
o Consolidates the data contained in each unit into a single report for the polling 


place when more than one voting machine or precinct tabulator is used 
o Prevents data in transportable memory from being altered or destroyed by report 


generation, or by the transmission of results over telecommunications lines 
    (V1:2.5.3.2) 
 
• If applicable, the voting systems offer the capability to make unofficial results available 


to external organizations such as the news media, political party officials, and others. 
Although this capability is not required, systems that make unofficial results available: 


 
o Provide only aggregated results, and not data from individual ballots 
o Provide no access path from unofficial electronic reports or files to the storage 


devices for official data 
o Clearly indicate on each report or file that the results it contains are unofficial 


    (V1:2.5.4) 
Post-Vote: 
 


Vote Count 
Verification 


After all voting listed in the Vote Data Matrix is performed, the election data is examined and 
all counts are validated on the individual voter level, the voting machine level, the precinct 
level and the central count level.   This verification ensures that the system is correctly 
tabulating all data and is accurately recording cast ballots, including provisional. (V1:2.2.8.1, 
2.5, 3.2.3.1, 3.2.5.2,3.2.6.2.2, 3.2.4.3.3)  
 
This tabulation sometimes includes verification of the following:  
 


• Ensure undervotes are counted as cast votes 
• Separate accumulation of Undervotes and Paper Overvotes 
• Ensure Overvotes are counted on paper ballots and tally correctly 


 
Post-Vote:  
 


Security 


Post-Vote - Security: 
 


• System username/password authentication and other access controls are set up 
according to system documentation guidelines for all devices being tested. 


• Any/all unnecessary processes are disabled and/or required process control 
measures noted in the documentation are followed. 


• All COTS and vendor subsystems used for system security are configured and active 
as recommended by the system documentation.  This includes all connection, port, 
virus, auditing capability, data or authorized process restriction systems. 
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• Any other system security measures listed in the documentation are followed 
including setup of additional hardware or software not covered above. 


 
Please also see the Documentation section of the Security Test Case within Appendix A. 


Post-Vote:  
 


System Audit 
and Data 
Retention 


Electronic memory storage devices are required to retain their data for at least 22 months to 
meet the United States Code Title 42 requirements and various sections of the VSS. The 
data retention capability of the devices will be verified by engineering analysis including a 
review of the manufacturer's specifications to ensure that it exceeds the requirement. In the 
absence of other information, such as field failures, the results of this analysis will be used to 
determine compliance with the 22 month retention requirement." 
 


• Data and Document Retention (V1:4.3) 
• Audit Record Data  (V1:4.4) 


 
Additionally, the guidelines listed in the VSS volume 1, section 3.2.8.2, are used to validate 
Data Report Generation. 


Results are 
Observed 


Review the outcome of the test(s) against the expected result(s): 
 


• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this step or 


this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the component 


under review 
• Not Supported (NS): not supported in the current test scope 
 


Record 
Observations 
and all 
input/outputs 
for each 
election 
 
 


All information used in processing the test case is captured.  This includes: inputs, outputs, 
deviations and any other item that may impact the validation of the test case. 
Any failure of the test against the EAC guidelines is reported and implies failure of the 
system.  Failures are reported as Defect Issues in the Discrepancy Report and are provided 
to the manufacturer.   
Before the final Certification Test Report is issued, manufacturers are given the opportunity 
to correct all discrepancies.  If the manufacturer submits corrections, retests are performed.  
Issues that do not impact the failure of the requirements but could be considered defects are 
logged as Informational Issues on the Discrepancy Report.  It is the manufacturer's option to 
address these issues. 
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Test Detail Test Methodology 
Test Case Name GEN01 - General Election 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using the 
vendor’s manual(s) to create election ballots, vote, and tally, for a General Election. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 2 Precincts 
• Split Precincts (3 splits per precinct) 


 
• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with a single candidate and a write-in 


(Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with no declared candidates and write-in 


(Sheriff) 
• Non-Partisan contest: Multi-member board (N of M) (County Commissioner) 
• Non-Partisan contest: Proposition/Question (Proposition X) 


 
• Partisan contest: Vote for 1 of N (Secretary of State) (City Council) (Attorney 


General) (County Treasurer) 
• Partisan contest: "Vote for 1" race with a single candidate and a write-in (Attorney 


General) 
• Partisan contest: "Vote for 1" race with no declared candidates and write-ins (County 


Treasurer) 
• Partisan contest: Multi-member board includes declared candidates with write-in 


voting (City Council) 
• Partisan contest: “Vote for 1 of M” race where one party does not declare candidates 


(Secretary of State) 
• Partisan contest: Slate & Group voting: one selection votes the slate (Governor/Lt. 


Governor) 
 


• Recall Type A: Simple Yes/No question (Recall Judge) 
• Recall Type B: Retain/Replace (Replace Judge) 


 
• Rotation = Standard (Rotates with every new Precinct) (Governor/Lt. Governor) 


 
Additional system functionality: 
 


• Volatile Flush Header 
• M650 Network to create 10 node folders  
• M650 Early Voting Group 
• Coded Ballots 
• Onscreen Vote (iVotronic) 
• Reject (M100/DS200 option only) 


 
Variables:  


Election 
Variations 


Governor/Lt. Governor: 4 candidates 
Sheriff: no candidate/write-in 
Superintendent of Schools: 1 candidate/1 write-in 
County Commissioner: 4 candidates 
Proposition X: Y/N 
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Secretary of State: 3 candidates (no DEM candidate) 
City Council: 6 candidates/write-in 
Attorney General: 1 candidate/write-in 


County Treasurer: no candidate/write-in 
Recall Judge (District A): Y/N 
Replace Judge (District B): Retain = first option, Replace = second and third options 
 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A200) 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan Central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
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Test Case Name GEN 02 – Straight Party 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for a General Election: Straight Party 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• Single page ballot election per voter 
• 7 precincts and no split precincts 
• Straight party (multi-member board) 
• Cross-over voting 


 
• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with a single candidate and a write-in 


(Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with no declared candidates and write-ins 


(Sheriff) 
• Non-Partisan contest: Multi-member board (N of M) (County Commissioner) 
• Non-Partisan contest: Proposition/Question (Proposition X) 


 
• Partisan contest: Vote for 1 of N (Governor/Lt. Governor) (Secretary of State) (City 


Council) (Attorney General) (County Treasurer) 
• Partisan contest: "Vote for 1" race with a single candidate and a write-in (Attorney 


General) 
• Partisan contest: "Vote for 1" race with no declared candidates and write-ins (County 


Treasurer) 
• Partisan contest: Multi-member board includes declared candidates with write-in 


voting (City Council) 
• Partisan contest: “Vote for 1 of M” race where one party does not declare candidates 


(Secretary of State) 
• Partisan contest: Slate & Group voting: one selection votes the slate (Governor/Lt. 


Governor) 
 


• Recall Type A: Simple Yes/No question (Recall Judge) 
• Recall Type B: Retain/Replace (Replace Judge) 
• Recall Type C: Retain/Recall Conditional contest (Judge recall) 


 
 
Additional system functionality: 
 


• Networked M650 
Variables:  


Election 
Variations 


Governor/Lt. Governor: 4 candidates 
Sheriff: no candidate/write-in 
Superintendent of Schools: 1 candidate/1 write-in 
County Commissioner: 4 candidates 
Proposition X: Y/N 
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Test Detail Test Methodology 
Test Case Name GEN 02 – Straight Party 


Secretary of State: 3 candidates (no DEM candidate) 
City Council: 6 candidates/write-in 
Attorney General: 1 candidate/write-in 


County Treasurer: no candidate/write-in 
Recall Judge (District A): Y/N 
Replace Judge (District B): Retain = first option, Replace = second and third options 
Recall/Retain Judge (District C) (1st Contest): Y/N 
Recall/Retain Judge (District C) (2nd Contest): 1 option to replace with 2 candidates 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 


 
VAT - AutoMARK Voter Assist Terminal (A100) 
M100 - Model 100 Ballot Scanner (with PEB merge) 
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
 
Using the iVotronic Auto Recovery procedure v.9.2.0.0, vote an election and recover the 
results from the ScanDisk and not the PEB. 
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Test Detail Test Methodology 
Test Case Name GEN02 – Pennsylvania Straight Party with Cross Party Endorsement 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for a General Election: Straight Party for 
Pennsylvania 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• Two page ballot election per voter 
• 7 precincts and no split precincts 
• Straight party (multi-member board) 


 
• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with a single candidate and a write-in 


(Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with no declared candidates and write-ins 


(Sheriff) 
• Non-Partisan contest: Multi-member board (N of M) (County Commissioner) 
• Non-Partisan contest: Proposition/Question (Proposition X) 
•  
• Partisan contest: Vote for 1 of N (Governor/Lt. Governor) (Secretary of State) (City 


Council) (Attorney General) (County Treasurer) 
• Partisan contest: "Vote for 1" race with a single candidate and a write-in (Attorney 


General) 
• Partisan contest: "Vote for 1" race with no declared candidates and write-ins (County 


Treasurer) 
• Partisan contest: Multi-member board and cross-endorsed candidates (City Council)
• Partisan contest: “Vote for 1 of M” race where one party does not declare candidates 


(Secretary of State) 
• Partisan contest: Slate & Group voting: one selection votes the slate (Governor/Lt. 


Governor) 
•  


Recall Type A: Simple Yes/No question (Recall Judge) 
• Recall Type B: Retain/Replace (Replace Judge) 
• Recall Type C: Retain/Recall Conditional contest (Judge recall) 


 
• Rotation: Votronic Auto Rotate (rotation with each new voter) 


Variables:  


Election 
Variations 


Governor/Lt. Governor: 4 candidates 
Sheriff: no candidate/write-in 
Superintendent of Schools: 1 candidate/1 write-in 
County Commissioner: 4 candidates 
Proposition X: Y/N 
Secretary of State: 3 candidates (no DEM candidate) 
City Council: 6 candidates/write-in, cross party endorsement 
Attorney General: 1 candidate/write-in 


County Treasurer: no candidate/write-in 
Recall Judge (District A): Y/N 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 84 of 124 


   
 
 
 


Test Detail Test Methodology 
Test Case Name GEN02 – Pennsylvania Straight Party with Cross Party Endorsement 


Replace Judge (District B): Retain = first option, Replace = second and third options 
Recall/Retain Judge (District C) (1st Contest): Y/N 
Recall/Retain Judge (District C) (2nd Contest): 1 option to replace with 2 candidates 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A200) 
M100 - Model 100 Ballot Scanner 
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
 
Note: Blank ballots (Not applicable on the iVotronic) 
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Test Detail Test Methodology 
Test Case Name GEN03 – Usability and Accessibility 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for a General Election while also testing 
Error Messages, Languages, Usability and Accessibility. 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• 1 precinct 
• Provisional/Challenged ballots 


 
• Non-Partisan contest: Vote for 1 of M (Sheriff) 
• Non-Partisan contest: Proposition/Question (Proposition X) 


 
• Partisan contest: Multi-member board, “Vote for 3 of M” race with declared 


candidates with a voting position defined for write-in (City Council) 
 


• Type D: Recall/Retain contest (12” 3-Key only) 
 
 
Additional system functionality: 
 


• Multi-language ballots (English and Spanish) 
• Audio/Visual/Combo ballots 
• 15“ iVotronic with 3-key, 4-Key, 6-Key (6-Key supports sip and puff) 
• 12” iVotronic 3-Key 
• VVPAT printer 
• Error Messages and Recovery (V.1:2.2.5.2.2 and 2.2.3.a) 


 
Variables:  


Election 
Variations 


Sheriff: 4 candidates 
City Council: 6 candidates/write-in 
Proposition X: Y/N 
Recall/Retain Judge (District D) (1st Contest): Y/N 
Recall/Retain Judge (District D) (2nd Contest): 1 option to replace with 2 candidates 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
 
AM - Audit Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A100) & (A200) 
iVotronic - iVotronic DRE (12” & 15”) 
ABCR Scanner – Automatic Bar Code Reader 
Voyager Hand-held scanner – hand held device 
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Test Detail Test Methodology 
Test Case Name GEN03 – Usability and Accessibility 


Refer to the following tables for complete descriptions: 


    
 Matrix of Required Software/Firmware 
 Matrix of Required Hardware 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
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Test Detail Test Methodology 
Test Case Name 40HTEST1 - General Election 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using the 
vendor’s manual(s) to create election ballots, vote, and tally, for a General Election. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 19 Precincts 
• Straight Party (multi-member board) 


 
• Partisan contest: Vote for 1 of N  
• Partisan contest: Multi-member board (N of M) 
 
• Non-Partisan contest: Proposition/Question (Proposition X) 
• Recall Type A: Simple Yes/No question (Recall Judge) 


 
Additional system functionality: 
 


• Two page ballot 
• Onscreen cast ballot button (iVotronic) 
• Cast ballot confirmation (iVotronic) 
• Print undervotes (iVotronic) 


 
Variables:  


Election 
Variations 


United States Senator:  2 candidates/write-in 
Secretary of State:  3 candidates/write-in 
Auditor of State:  2 candidates 
Treasurer of State:  2 candidates 
US Representative in Congress:  2 candidates/write-in 
State Representative:  1 candidate 
Judge of the Circuit:  1 candidate 
Prosecuting Attorney:  2 candidate 
County Auditor:  1 candidate 
County Treasurer:  2 candidates 
County Sheriff:  1 candidate 
County Assessor:  1 candidate 
County Commissioner:  1 candidate 
County Council Member:  5 candidates 
Township Trustee:  22 candidates 
Township Board Member:  59 candidates 
Recall Judge (District A): Y/N  
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Test Detail Test Methodology 
Test Case Name 40HTEST1 - General Election 
A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
HPM - Hardware Programming Manager 
AM - Audit Manager 
ESSIM - ES&S Ballot Image Manager 
iVIM – iVotronic Image Manager 
 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE 
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Test Detail Test Methodology 
Test Case Name 40HTEST3 - Functional 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify the on-screen message(s) change when two different 
election definitions are utilized containing two different state codes. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 20 Precincts with splits 
• Partisan contest: Vote for 1 of N  
• Non-Partisan contest: Vote for 1 of N 


Variables:  


Election 
Variations 


Office 1:  3 candidates/write-in 
Office 2:  3 candidates/write-in 
Office 3:  2 candidates/write-in 
Office 4:  21 candidates/write-in 
Office 5:  9 candidates/write-in 
Office 6:  6 candidates/write-in 
Office 7:  15 candidates/write-in 
Office 8:  26 candidates/write-in (PRC contest) 
 
 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
HPM - Hardware Programming Manager 
AM - Audit Manager 
ESSIM - ES&S Ballot Image Manager 
 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
 
Refer to the following tables for complete descriptions: 
    


 Matrix of Required Software/Firmware 
 Matrix of Required Hardware 


 
Pre-requisites 
and initialization 
of the test case 
 
 


Vendor documentation is reviewed, evaluated and used to define the election to be loaded in 
the Election Management System (EMS) for this test case.  This definition is dependent on 
the supported requirements by the vendor.       
 


• Two election definitions are required, one must be coded with the state code of FL 
 


Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Ensure the election definition loaded with the state code of FL suppresses the 
overvote warning message(s) 


 
Test Detail Test Methodology 
Test Case Name 40HTEST4 - Functional 
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Test Detail Test Methodology 
Test Case Name 40HTEST4 - Functional 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to create a subset election in HPM, from an existing election, 
ensure media can be burned, election loaded on an M650, and a ballot can be accepted. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 20 Precincts with splits 
• Partisan contest: Vote for 1 of N  
• Non-Partisan contest: Vote for 1 of N 


Variables:  


Election 
Variations 


Office 1:  3 candidates/write-in 
Office 2:  3 candidates/write-in 
Office 3:  2 candidates/write-in 
Office 4:  21 candidates/write-in 
Office 5:  9 candidates/write-in 
Office 6:  6 candidates/write-in 
Office 7:  15 candidates/write-in 
Office 8:  26 candidates/write-in (PRC contest) 
 
 


A description of 
the voting 
system type and 
the operational 
environment 


EDM - Election Data Manager 
HPM - Hardware Programming Manager 
AM - Audit Manager 
ESSIM - ES&S Ballot Image Manager 
 
M650 - Model 650 Optical Scan central Count Counter 


Pre-requisites 
and initialization 
of the test case 
 
 


Vendor documentation is reviewed, evaluated and used to define the election to be loaded in 
the Election Management System (EMS) for this test case.  This definition is dependent on 
the supported requirements by the vendor.       
 


• In HPM, create a subset election from the 40HTEST3 election 
• PRC contest appears and floats 


 
Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Ensure PRC candidates rotate 
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Test Detail Test Methodology 
Test Case Name 40HTEST5 - Functional 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify HPM can accept an Open Primary election with 
greater than nine Party Preference contests. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 20 Precincts with splits 
• Partisan contest: Vote for 1 of N  
• Non-Partisan contest: Vote for 1 of N 
• 2 page ballot 


Variables:  


Election 
Variations 


Office 1:  3 candidates/write-in 
Office 2:  3 candidates/write-in 
Office 3:  2 candidates/write-in 
Office 4:  21 candidates/write-in 
Office 5:  9 candidates/write-in 
Office 6:  6 candidates/write-in 
Office 7:  15 candidates/write-in 
Office 8:  26 candidates/write-in (PRC contest) 
 
 


A description of 
the voting 
system type and 
the operational 
environment 


EDM - Election Data Manager 
HPM - Hardware Programming Manager 
AM - Audit Manager 
 


Pre-requisites 
and initialization 
of the test case 
 
 


Vendor documentation is reviewed, evaluated and used to define the election to be loaded in 
the Election Management System (EMS) for this test case.  This definition is dependent on 
the supported requirements by the vendor.       
 


• In HPM, create a subset election from the 40HTEST3 election 
• PRC contest appears and floats 


 
Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Ensure PRC candidates rotate 
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Test Detail Test Methodology 
Test Case Name 3000 PCTS - Functional 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify media can be burned for the iVotronic, a ballot can be 
loaded, voted, cancelled, and the polls can be closed. 


Variables:  


Voting 
Variations 
 


The following are the items verified in this election.  See the remaining election test cases for 
examples of all voting variations supported by the vendor. (V1:2.2.8.2)  
 


• 3000 Precincts 
• Partisan contest: Vote for 1 of N  


General with Straight Party  
• 1 page ballot 


Variables:  


Election 
Variations 


US Senator:  2 candidates 
Secretary of State:  2 candidates 
Auditor of State:  2 candidates 
Treasurer of State:  2 candidates 
US Representative in Congress:  14 candidates 
State Senator:  2 candidates 
State Representative:  1 candidates 


A description of 
the voting 
system type and 
the operational 
environment 


EDM - Election Data Manager 
HPM - Hardware Programming Manager 
AM - Audit Manager 
iVIM – iVotronic Image Manager 
 
iVotronic - iVotronic DRE 


Pre-requisites 
and initialization 
of the test case 
 
 


Vendor documentation is reviewed, evaluated and used to define the election to be loaded in 
the Election Management System (EMS) for this test case.  This definition is dependent on 
the supported requirements by the vendor.       
 


• HPM can import large election (greater than 1300 precincts) 
• Correctly handles more than 150 straight party contests 


 
Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• No longer manually correct straight party rotation, HPM handles automatically 
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Test Detail Test Methodology 
Test Case Name PRI01 – Open Primary 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for an Open Primary Election 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• 5 precincts 
 


• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with a single candidate and a write-in 


(Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with no declared candidates and write-ins 


(Sheriff) 
• Non-Partisan contest: Multi-member board (N of M) (County Commissioner) 


 
• Partisan contest: Vote for 1 of N (Governor/Lt. Governor) (Secretary of State) (City 


Council) (Attorney General) (County Treasurer) 
• Partisan contest: "Vote for 1" race with no declared candidates and write-ins (County 


Treasurer) 
• Partisan contest: Multi-member board (City Council) 


 
• Primary Presidential Nominations List only the nominees, not the delegates 
• Rotation: Districts by Registered Voters (Non-Partisan) (Rotates based on the 


precincts registered voters) 
 


Variables:  


Election 
Variations 


Presidential Nominee:  3 candidates (DEM) 
Presidential Nominee: 2 candidates (REP) 
Presidential Nominee: 2 candidates (SCI) 
 
Secretary of State:  no declared candidate/1 write-in (DEM) 
Secretary of State:  3 candidates (REP) 
Secretary of State:  2 candidates (SCI) 
 
Alderman:  3 candidates (DEM) 
Alderman:  4 candidates (REP) 
Alderman:  3 candidates (SCI) 
 
Sheriff:  no declared candidate/1 write-in 
Superintendent of Schools: 1 candidate, 1 write-in 
School Board: 6 candidates/write-in 
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Test Detail Test Methodology 
Test Case Name PRI01 – Open Primary 
A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A100) 
M100 - Model 100 Ballot Scanner  
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
 
Party affiliation is identified on the ballots where appropriate) 
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Test Detail Test Methodology 
Test Case Name PRI01 – Open Primary with Pick-a-Party/Party Preference 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for an Open Primary Election, Party 
selection. 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• 5 precincts 
 


• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with a single candidate and a write-in 


(Superintendent of Schools) 
• Non-Partisan contest: "Vote for 1" race with no declared candidates and write-ins 


(Sheriff) 
• Non-Partisan contest: Multi-member board (N of M) (County Commissioner) 
 
• Partisan contest: Vote for 1 of N (Governor/Lt. Governor) (Secretary of State) (City 


Council) (Attorney General) (County Treasurer) 
• Partisan contest: "Vote for 1" race with no declared candidates and write-ins (County 


Treasurer) 
• Partisan contest: Multi-member board (City Council) 
 
• Primary Presidential Nominations List only the nominees, not the delegates 
• Rotation: Standard (Candidate > Vote for) 


 
Variables:  


Election 
Variations 


Presidential Nominee:  3 candidates (DEM) 
Presidential Nominee: 2 candidates (REP) 
Presidential Nominee: 2 candidates (SCI) 
 
Secretary of State:  no declared candidate/1 write-in (DEM) 
Secretary of State:  3 candidates (REP) 
Secretary of State:  2 candidates (SCI) 
 
Alderman:  2 candidates (DEM) 
Alderman:  4 candidates (REP) 
Alderman:  3 candidates (SCI) 
 
Sheriff:  no declared candidate/1 write-in 
Superintendent of Schools: 1 candidate, 1 write-in 
School Board: 6 candidates/write-in 
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Test Detail Test Methodology 
Test Case Name PRI01 – Open Primary with Pick-a-Party/Party Preference 
A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A200) 
M100 - Model 100 Ballot Scanner  
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
 
Party affiliation is identified on the ballots where appropriate 
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Test Detail Test Methodology 
Test Case Name PRI02 – Closed Primary 
NOTE This test case is to be used in conjunction with the Election Core definition. 


Objective The object of this test case is to verify core functionality and performance by using vendor 
manual(s) to create election ballots, vote, and tally, for a Closed Primary Election. 


Variables:  


Voting 
Variations 
 


The vendor’s TDP documents specifically identify which Voting Variations can and cannot be 
supported by the system.  The documents are reviewed and evaluated.  The supported items 
are verified in one or more election test case.  The following are the items verified in this 
election.  See the remaining election test cases for examples of all voting variations 
supported by the vendor. (V1:2.2.8.2)  
 


• 7 precincts 
• Non-Partisan contest: Vote for 1 of N (Sheriff) (Superintendent of Schools) 
• Partisan contest: Vote for 1 of N (Governor/Lt. Governor) (Secretary of State) (City 


Council) (Attorney General) (County Treasurer) 
• Partisan contest: Multi-member board (City Council) 
• Partisan contest: “Vote for 1 of M” race where one party does not declare candidates 


(Secretary of State) 
• Primary Presidential Delegates: a delegate slate, display of delegates with nominees
• Recall Type D: Retain/Recall Conditional contest (Judge recall) 


 
• Query Undervote enabled on Precinct Paper Tabulators (100/200) 
• M650 Absentee 
• Rotation: District by Registered Voters (Rotates based on party’s registered voters 


by Party) 
 


Variables:  


Election 
Variations 


Presidential Delegates:  3 sets of candidates (DEM) 
Presidential Delegates: 2 sets of candidates (REP) 
Presidential Delegates: 2 sets of candidates (SCI) 
 
Secretary of State:  no declared candidate/1 write-in (DEM) 
Secretary of State:  3 candidates (REP) 
Secretary of State:  2 candidates (SCI) 
 
Alderman:  2 candidates (DEM) 
Alderman:  4 candidates (REP) 
Alderman:  3 candidates (SCI) 
 
Sheriff:  no declared candidate/1 write-in 
Superintendent of Schools: 1 candidate, 1 write-in 
School Board: 6 candidates/write-in 
Recall/Retain Judge (District D) (1st Contest): Y/N 
Recall/Retain Judge (District D) (2nd Contest): 1 option to replace with 2 candidates 
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Test Detail Test Methodology 
Test Case Name PRI02 – Closed Primary 
A description of 
the voting 
system type and 
the operational 
environment 
 
 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A100) 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan central Count Counter 


Additional 
Voting 
Functionality 
Variations 


Note: For Provisional/Challenged ballots, the vendor supports tabulation of these ballots at 
Central Count 
 
Party affiliation is identified on the ballots where appropriate 
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Test Detail Test Methodology 
Test Case Name Readiness 
Scope A functional test that uses The 2002 Voting System Standards (VSS) guidelines to validate 


Readiness throughout the entire voting system. (V1:2.3.4) 
Objective The object of this test case is to verify equipment and system readiness to ensure that the 


voting system functions properly, to confirm that the system equipment has been properly 
intergraded, and to obtain equipment status reports. (V1:2.3.4) 


Standards 
Documents 


Voting System Standards 2002, vol. 1 
Voting System Standards 2002, vol. 2 


A listing of the 
applicable 
voting system 
machines 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System (Create & Import) 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A100 & A200) 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE (12 & 15) 
M650 - Model 650 Optical Scan central Count Counter 


Pre-requisites 
and initialization 
of the test case 


This testing is to be executed on initial testing and each time the system is to be shut down 
and restarted. 


Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Capture all voting steps in order to maintain repeatability of the test 
• Record election, ballot, and vote data fields on the corresponding worksheet tabs 
• Save all worksheet tabs for all iterations of the test case 
• Record results of test run by entering 'Accept/Reject' on the Test Results Matrix 
• Provide comments when observing deviations, discrepancies or notable 


observations  
• Log discrepancies on the Discrepancy Report 


 


System 
Preparation - 
Security 


System Preparation - Security: 
 


• System username/password authentication and other access controls are set up 
according to system documentation guidelines for all devices being tested. 


• Any/all unnecessary processes are disabled and/or required process control 
measures noted in the documentation are followed. 


• All COTS and vendor subsystems used for system security are configured and active 
as recommended by the system documentation.  This includes all connection, port, 
virus, and data or authorized process restriction systems. 


• Any other pre-election system security measures listed in the documentation are 
followed including setup of additional hardware or software not covered above. 
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Test Detail Test Methodology 
Test Case Name Readiness 


 
Please also see the Documentation section of the Security Test Case within Appendix A. 


Readiness 
Testing 
Verification 


Verification of Voting machines or vote recording and data processing equipment, precinct 
count equipment, and central count equipment are properly configured for an election, and 
collect data that verifies equipment readiness.  This includes: 
 


• Obtain status and data reports from each set of equipment 
• Correct installation and interface of all system equipment 
• Hardware and software function correctly 
• Version verification 


Summary of 
Instructions 
followed per 
Product 


The following list of documentation is used to perform system readiness: 
 


Election Data manager (EDM) Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 
 
Audit Manager Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 
 
Hardware Programming Manager (HPM) Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 
 
iVotronic Voting System 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 
 
Model 100 Precinct Scanner 
Pre-Election Day Checklist 
Unity Version 4.0 
Release Date: August 2007 
 
Model 650 Central Scanner 
Pre-Election Day Checklist 
Unity Version 4.0 
Release Date: August 2007 
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Test Detail Test Methodology 
Test Case Name Readiness 


Windows XP on Dell Optiplex 
Installation Guide 
Version 5.1 
Release Date: August 20, 2007 
 
ESS Image Manager (ESSIM) Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 


 
DS200 Precinct Scanner 
Election Day Checklist 
Unity Version 4.0 
Release Date: September 2007 
 
DAM/ERM Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: September 2007 
 
iVotronic Image Manager (iVIM) Checklist 
Election Day Training manual 
Unity Version 4.0 
Release Date: August 2007 


 
Readiness Audit Produce and verify available system reports 


Results are 
Observed 


Review the outcome of the test(s) against the expected result(s): 
 


• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this step or 


this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the component 


under review 
• Not Supported (NS): not supported in the current test scope 


 
Record 
Observations 
and all 
input/outputs 
for each 
election 


All information used in processing the test case is captured.  This includes: inputs, outputs, 
deviations and any other item that may impact the validation of the test case. 
Any failure of the test against the EAC guidelines is reported and implies failure of the 
system.  Failures are reported as Defect Issues in the Discrepancy Report and are provided 
to the manufacturer.   
Before the final Certification Test Report is issued, manufacturers are given the opportunity 
to correct all discrepancies.  If the manufacturer submits corrections, retests are performed.  
Issues that do not impact the failure of the requirements but could be considered defects are 
logged as Informational Issues on the Discrepancy Report.  It is the manufacturer's option to 
address these issues. 
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Test Detail Test Methodology 
Test Case Name Operational Status Check 
Scope SysTest Labs requires the vendor to provide a comprehensive end-to-end test case(s) that 


they supply to their customers, such as state election officials.  The Vendor may provide 
SysTest Labs a comprehensive checklist of test case(s) for particular states’ functionality.  
This test may be based on the vendor’s certification configuration.  SysTest Labs will perform 
the operational status check once upon acceptance of the equipment, and once after all 
other testing, prior to checkout.  (V2: 4.6.1.5) 


Objective The object of this test case is to verify that when all tests, inspections, repairs, and 
adjustments have been completed, normal operation can be verified by conducting an 
operational status check. 


Standards 
Documents 


Voting System Standards 2002, vol. 1 
Voting System Standards 2002, vol. 2 


 
Specific standards are noted in following steps. 


Documentation 
of Test Data & 
Test Results 


For each iteration that the election is run: 
 


• Capture all voting steps in order to maintain repeatability of the test 
• Record election, ballot, and vote data fields on the corresponding worksheet tabs 
• Save all worksheet tabs for all iterations of the test case 
• Record results of test run by entering 'Accept/Reject' on the Test Results Matrix 
• Provide comments when observing deviations, discrepancies or notable 


observations  
• Log discrepancies on the Discrepancy Report 


 
Operational 
Status Check  
Verification 
 
 


During this process, all equipment will be operated in a manner and environmental conditions 
that simulate election use to verify the functional status of the system.  Prior to the conduct of 
each of the environmental hardware non-operating tests, a supplemental test will be made to 
determine that the operational state of the equipment is within acceptable performance limits.
 
The following procedures will be followed to verify the equipment status:  
 
Step 1: Arrange the system for normal operation. 
Step 2: Turn on power, and allow the system to reach recommended operating temperature.
Step 3: Perform any servicing, and make any adjustments necessary, to achieve operational 
status. 
Step 4: Operate the equipment in all modes, demonstrating all functions and features that 
would be used during election operations. 
Step 5: Verify that all system functions have been correctly executed. 


Readiness Audit Produce and verify available system reports 


Results are 
Observed 


Review the outcome of the test(s) against the expected result(s): 
 


• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this step or 


this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the component 


under review 
• Not Supported (NS): not supported in the current test scope 
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Test Detail Test Methodology 
Test Case Name Operational Status Check 
Record 
Observations 
and all 
input/outputs 
for each 
election 


All information used in processing the test case is captured.  This includes: inputs, outputs, 
deviations and any other item that may impact the validation of the test case. 
Any failure of the test against the EAC guidelines is reported and implies failure of the 
system.  Failures are reported as Defect Issues in the Discrepancy Report and are provided 
to the manufacturer.   
Before the final Certification Test Report is issued, manufacturers are given the opportunity 
to correct all discrepancies.  If the manufacturer submits corrections, retests are performed.  
Issues that do not impact the failure of the requirements but could be considered defects are 
logged as Informational Issues on the Discrepancy Report.  It is the manufacturer's option to 
address these issues. 
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Test Detail Test Methodology 


Test Case Name Security 
Scope Security Testing Overview Security testing is related to four activities: 


 
Documentation Review - Documentation Review verifies that the system has 
documented policies and procedures that mitigate or eliminate security threats 
outlined in the VSS guidelines.  It also describes Access controls. 
 
Source Code Review - Source Code Review insures source code meets VSS 
guidelines and provides additional protection against security flaws into the system.  
Potential security issues may include default passwords or backdoors in the source 
code, encryption keys in the source code, encryption flaws, unencrypted data 
transmissions, encryption algorithms that are not NIST certified, etc. 
 
Hardware Testing - Hardware Testing insures that equipment will stand up to 
environment conditions, machines are accurate, physical access to machine 
components is restricted, machine hardware is reliable and attempts to compromise 
machine security is detectable.  A hardware malfunction could impact the accuracy 
of voting data or provide unauthorized access to secure information.  Specific 
hardware limitations or restrictions impact the test procedures needed to validate 
security of the system. 
 
System Testing - System Testing verifies that voting systems have sufficient system 
and data protection mechanisms that when combined with other review processes, 
provide a secure voting environment. This section of the document relates to System 
Testing but depends on the other three activities that are covered in their own 
specific section. 


Objective Security testing attempts to identify flaws in voting systems where undesired or 
unauthorized human or machine activity may compromise an election through 
system failure, data manipulation, data interception or other means. 
 
Prevent and/or detect undesired system activities including: 


• Unauthorized access through accidental or intentional bypass or 
circumvention of authorization controls. 


• Alteration, deletion, replacement or theft of voter, election, audit and/or vote 
data. 


• Hardware and/or software tampering 
• Interruption of voting activities 


Standards Documents Voting System Standards 2002, vol. 1 
Voting System Standards 2002, vol. 2 
 
Specific standards are noted in following steps. 


A listing of the 
applicable voting 
system machines 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
AIMS - AutoMARK Information Management System (Create & Import) 
AM - Audit Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
VAT - AutoMARK Voter Assist Terminal (A100 & A200) 
M100 - Model 100 Ballot Scanner  
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Test Detail Test Methodology 


Test Case Name Security 
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE (12 & 15) 
M650 - Model 650 Optical Scan central Count Counter 
 
 
Refer to the following tables for complete descriptions: 


 Matrix of Required Software/Firmware 
 Matrix of Required Hardware 


Test Detail Test Methodology 


Test Case Name Security 


Security Test Sub Type Description 
1. Role SysTest Labs will validate that the vendor has implemented adequate security 


policies and controls to ensure that Voting Systems meet the requirements specified 
in the applicable FEC VSS 2002 Voting Standards. Using well-defined, repeatable 
testing methods and inspection processes, SysTest Labs will validate that the 
following required policies and controls exist and are effective: 
1.1 Privileges are not allowed to be: 


• Exceeded  (V1:6.2.1.2c)  
• Changed to Run Reports 


1.2 Voters are inhibited from:  


• Accessing Equipment Before Polls Open 
• Running Reports 
 


1.3 Changes to Privileges are Prohibited for IDs and Passwords Thus Preventing 
Unauthorized Report Printing, Results Transmission, Results Downloading and 
Resetting of Elections 
1.4 Voter equipment access or keys are limited to ensure: 


• Only the User interface is accessible 
• Only a single vote may be cast 
• Closed Polls are secure 
• Counts are not available to voters 
• Unauthorized Accounts from System Functions 
 


1.5 Fraudulent Ballots are not accepted by the system ensuring only valid ballots are 
counted 
1.6 The vendor permits the voter to cast a ballot expeditiously, but precludes voter 
access to all other aspects of the vote-counting processes. (V1.6.2.1.2.c) 
1.7 Password Required for Each System Software Component (V1:6.5.5.c) 
1.8 Password Required for Each System Data Component  
1.9 Password Required for Each System Data Component 
1.10 Hardware Key Required for Each System Hardware Component 
1.11 Each Type of User Account Can Only Perform Intended Functions 
1.12 Hardware component BIOS or Firmware is protected from modifications 
(V1:6.2.1.1.b) 
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Test Detail Test Methodology 


Test Case Name Security 
2. Access SysTest Labs will validate that the vendor has implemented adequate ACCESS 


controls to ensure the integrity and operational security of Voting Systems, as 
specified by the requirements of applicable FEC VSS 2002 Voting Standards. Using 
well defined, repeatable testing methods and inspection processes, SysTest Labs 
will validate that the following required ACCESS policies and controls exist and are 
effective: 
2.1 Access validation to the system ensures that only applicable system entry is 
allowed.  This includes: 


• Seals and/or Password are Required to Open Polls (V1:2.4.1.3.a, 
3.2.4.2.6.b) 


• Security Seal and/or Password Prevent Unauthorized Opening of Polls 
• Incorrect or Blank Password Cannot be Used to Open Polls (V1:6.2.1.1.d)  
• System Provides Access Controls that Limit or Detect Access to Critical 


System Components (V1:2.1.1.a, 6.2.1.1.d) 
• System provides access controls that conform to requirement V2:6.4.1 


 
3. System Security  SysTest Labs will validate that the vendor has implemented adequate and effective 


system security policies and controls. Using well-defined, repeatable testing methods 
and inspection processes, SysTest Labs will validate that the following required 
policies and controls exist and are effective: 
3.1 System security is achieved through a combination of technical capabilities and 
sound administrative practices. To ensure security, the system:  (V1: 2.2.1) 


• Provides system functions that are executable only in the intended manner 
and order, and only under the intended conditions.  


• Uses the system's control logic to prevent a system function from executing if 
any preconditions to the function have not been met.    


• Provides safeguards to protect against tampering during system repair, or 
interventions in system operations, in response to system failure.   


• Provides security provisions that are compatible with the procedures and 
administrative tasks involved in equipment preparation, testing, and 
operation.    


• If access to a system function is to be restricted or controlled, the system 
incorporates a means of implementing this capability.    


• Provides documentation of mandatory administrative procedures for effective 
system security   


3.2 The voting system may use a private or public data network. Should such a 
network be used in a jurisdiction, all components of the network do comply with the 
telecommunications requirements described in Section 5 of the Standards and the 
Security requirements as described in Section 6. (V1: 3.2.2.15) 


3.3  Security tests are designed to defeat the security provisions of the system 
including modification or disruption  of pre-voting, voting, and post voting 
processing; unauthorized access to, deletion, or modification of data, including audit 
trail data; and modification or elimination of security mechanisms; (V2:A4.5.3e) 


 


4. System Log  SysTest Labs will validate that the vendor’s ability to capture and control system logs 
and log entries meet applicable requirements in the FEC VSS 2002 Voting 
Standards.  Using well-defined, repeatable testing methods and inspection 
processes, SysTest Labs will validate that the following required logging capabilities 







 


Certification Test Plan 
Report No. 07-V-ESS-035-CTP-01 Rev 10.0   


Saved date 12/9/2008 2:21:00 PM 
Page 107 of 124 


   
 
 
 


Test Detail Test Methodology 


Test Case Name Security 
and controls exist and are effective. 
Verification of System Log Activity is performed to ensure: 
4.1 Error Activity provided by the system is complete, applicable, and appropriate 
(V1:4.4.3) 
4.2 Voting Activity is captured correctly (V1:4.4.3.d) 
4.3 Log(s) have the needed protection to validate that the information is secure 
(V1:4.4.3) 


5. Software Security  SysTest Labs will validate that specific software/firmware security measures are in 
place, adequate, and effective. Using well-defined, repeatable testing methods and 
inspection processes, SysTest Labs will validate that the following required logging 
capabilities and controls exist and are effective: 
5.1 Software security validation ensures that the firmware has been shown to be 
inaccessible to activation or control (V1:6.4.1.c) 
5.2 Verify the Separation of Election Specific Firmware and Operating System are 
stored  (V1:6.4.1.d) 


6. Data Integrity  SysTest Labs will validate that the capabilities of the Voting System to manage and 
maintain data integrity in components and across the entire Voting System through 
the stages of the election process meet the applicable requirements in the FEC VSS 
2002 Voting Standards. Using well-defined, repeatable testing methods and 
inspection processes, SysTest Labs will validate that the following required data 
integrity management and maintenance capabilities and controls exist and are 
effective:  
6.1 The system meets the following requirements for installation of software, 
including hardware with imbedded firmware: (V1.6.4.1) 


• The system bootstrap, monitor, and device-controller software may be 
resident permanently as firmware, this firmware has been shown to be 
inaccessible to activation or control by any means other than by the 
authorized initiation and execution of the vote-counting program, and its 
associated exception handlers 


• The election-specific programming is installed and resident as firmware, this 
firmware is installed on a component other than the component on which the 
operating system resides  


 
6.2 Transmission of data shall ensure that receipt of valid vote records is verified at 
the receiving stations (V1:6.5.2)  
6.3 Transmission of Cast Ballots During Voting Error Detection, Recovery and 
Retransmission 
6.4 Transmission of Cast Ballots During Voting Integrity Checks 
6.5 Transmission Verification Checks 
6.6 Verification that the ballot reader is prevented from reading more than one ballot 
at a time (multiple feed), and if detected, the card reader halts (V1: 3.2.5.1.4.a) 
NOTE: VAT does not transmit data. 


7. Telecom & Data 
Transmission  


SysTest Labs will validate that the capabilities of the voting system to manage and 
maintain secure telecommunications and data transmissions in components and 
across the entire Voting System meet the applicable requirements in the FEC VSS 
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Test Detail Test Methodology 


Test Case Name Security 


 2002 Voting Standards. Using well-defined, repeatable testing methods and 
inspection processes, SysTest Labs will validate that the following required 
capabilities and controls exist and are effective: 
7.1 The system transmits data over private or public data networks using public 
telecommunications networks, and as such: (V1.6.6.1) 


• Preserves the secrecy of a voter’s ballot choices, and prevents anyone from 
violating ballot privacy 


 
7.2 Encrypted Transmissions (V1:6.5.3.a) 
7.3 Encryption Specification Verification 
7.4 Session Hijacking  
7.5 Monitoring and Responding to External Threats (V1:6.5.4.3) 
7.6 Shared Operating Environment (V1:6.5.5) 
7.7 Security for Transmissions (V1:6.6)  
7.8 Unauthorized Tool 
7.9 Virus 
7.10 Threat Reception and Storage Prevention (V1:6.5.4.2) 
7.11 Remote Access Disabled 
7.12 User Account Restriction From Remote Access Settings 
7.13 Routers and/or Firewalls 
NOTE: VAT does not transmit data. 


8. Threat Protection  SysTest Labs will validate that the capabilities of the Voting System to protect 
against computer security threats meet the applicable requirements in the FEC VSS 
2002 Voting Standards. Using well-defined, repeatable testing methods and 
inspection processes, SysTest Labs will validate that the following required computer 
threat protection capabilities, security policies, and controls exist and are effective: 
8.1 Memory Threat & Virus Scanning Mechanisms (1-6.5.4.2) 
8.2 Rootkit Scanning Mechanisms 


9. Audit Log  SysTest Labs will validate that the Voting System meets FEC VSS 2002 Voting 
Standards to securely manage and maintain audit logs in all components and across 
the entire Voting System. Using well-defined, repeatable testing methods and 
inspection processes, SysTest Labs will validate that the following required audit 
logging capabilities and controls exist and are effective: 
9.1 Audit logs and data files cannot be altered through the use of an alternate boot 
sequence without detection, and the test will consist of attempting to boot the 
devices using alternative media during boot sequences. 
9.2 Audit logs and data files cannot be altered through the use of editing tools 
without detection. 
9.3 The test will consist of attempting to edit the audit log to confirm that the system 
either: 


• Does not allow edits of the audit log or data files, or 
• Detects and reports all attempts at editing the audit log or data files 


10. Data Protection  SysTest Labs will validate that the Voting System meets FEC VSS 2002 Voting 
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Test Detail Test Methodology 


Test Case Name Security 
Standards to securely protect data used and stored in components and across the 
entire Voting System. Using well-defined, repeatable testing methods and inspection 
processes, SysTest Labs will validate that the following required data protection 
policies, capabilities, and controls exist and are effective: 
 
10.1 Logical Isolation of Voting System Software & Data (V1:6.5.5.b) 
 
10.2 Access Control Lists Preclude Data Leakage (V1:6.5.5.d) 
 
10.3 Routers and Firewalls Preclude Data Leakage 
 
10.4 Electronic Policies Prevent Copy of Data 
 
10.5 Voting System Access to Incomplete Election Returns (V1:6.5.6) 


11. Documentation Vendor documentation is reviewed and evaluated to verify that it speaks to required 
VSS security concerns with regard to various aspects of a voting system.  If 
determined that an appropriate amount of information is supplied such that the 
requirements are adequately met, at a minimum, the requirement is passed. If it is 
determined that not enough information is supplied to adequately meet the 
requirement, the requirement is judged to have been failed. The following standards 
are used to ensure that: 
11.1 Although the jurisdiction in which the voting system is operated is responsible 
for determining the access policies applying to each election, the vendor provides a 
description of recommended policies for:   (V1:6.2.1.1) 


• Software access controls documentation  
• Hardware access controls documentation  
• Communications documentation   
• Effective password management documentation     
• Protection abilities of a particular operating system documentation 
• General characteristics of supervisory access privileges documentation  
• Segregation of Duties documentation 
• Any additional relevant characteristics 


11.2 The voting system vendor:  (V1:6.2.1.2) 


• Identifies each person, to whom access is granted, and the specific functions 
and data to which each person holds authorized access.  


• Specifies whether an individual's authorization is limited to a specific time, 
time interval, or phase of the voting our counting operation 


11.3 The vendor provides a detailed description of all system access control 
measures designed to permit authorized access to the system and prevent 
unauthorized access, as covered in the following areas:    (V1:6.2.2) 


• Use of data and user authorization  
• Program unit ownership and other regional boundaries 
• One-end or two-end port protection devices       
• Security kernels                              
• Computer-generated password keys  
• Special protocols                          
• Message encryption 
• Controlled access security  


11.4 The vendor defines and provides a detailed description of the methods used to 
prevent unauthorized access to the access control capabilities of the system itself. 
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Test Case Name Security 
(V1:6.2.2)  
11.5 The vendor develops and provides detailed documentation, pertaining to polling 
place security operations, of measures to anticipate and counteract vandalism, civil 
disobedience, and similar occurrences of. The measures:  (V1:6.3.1) 


• Allow the immediate detection of tampering with vote casting devices and 
precinct ballot counters 


• Control physical access to a telecommunications link if such a link is used 
11.6 The Vendor develops and documents, in detail, the measures to be taken in a 
central counting environment.  These measures include physical and procedural 
controls related to the:   (V1:6.3.2) 


• Handling of ballot boxes 
• Preparing of ballots for counting  
• Counting operations  
• Reporting data  


11.7 The system meets the following requirements for installation of software, 
including hardware with embedded firmware: (V1:6.4.1) 


• If software is resident in the system as firmware, the vendor requires and 
states in the system documentation that every device is to be retested to 
validate each ROM prior to the start of elections operations 


• To prevent alteration of executable code, no software is permanently 
installed or resident in the system unless the system documentation states 
that the jurisdiction must provide a secure physical and procedural 
environment for the storage, handling, preparation, and transportation of the 
system hardware 


• After initiation of election day testing, no source code or compilers or 
assemblers are resident or accessible 


11.8 The voting system deploys protection against the many forms of threats to 
which it may be exposed such as file and macro viruses, worms, Trojan horses, and 
logic bombs. The vendor has developed and documented the procedures to be 
followed to ensure that such protection is maintained in a current status. (V1:6.4.2) 
11.9 The voting system uses telecommunications to communicate between system 
components and locations, and is subject to the same security requirements 
governing access to any other system hardware, software, and data function. 
(V1:6.5.1) 
11.10 The voting system uses, for data integrity, electrical or optical transmission of 
data and, as such, ensures the receipt of valid vote records is verified at the 
receiving station. This includes standard transmission error detection and correction 
methods such as checksums and/or message digest hashes. Verification of correct 
transmission occurs at the voting system application level and ensures that the 
correct data is recorded on all relevant components consolidated within the polling 
place prior to the voter completing casting of his or her ballot. (V1:6.5.2) 
11.11 The voting system, using telecommunications as defined in Section 5 to 
communicate between system components and locations before the poll site is 
officially closed does the following: (V1:6.5.3) 


• The vendor implements an encryption standard currently documented and 
validated for use by an agency of the U.S. Federal Government 


• Provides a means to detect the presence of an intrusive process, such as an 
Intrusion Detection System 
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Test Case Name Security 
11.12 The voting system uses public telecommunications networks and implements 
protections against external threats to which commercial products used in the 
system may be susceptible. (V1:6.5.4) 
11.13 The voting system uses public telecommunications networks and therefore 
provides system documentation that clearly identifies all COTS hardware and 
software products and communications services used in the development and/or 
operation of the voting system.  Such documentation identifies the name, vendor, 
and version used for each such component. (V1:6.5.4.1) 


• Operating systems 
• Communications routers 
• Modem drivers 
• Dial-up networking software 


11.14 The voting system uses public telecommunications networks and uses 
protective software at the receiving-end of all communication paths to:  (V1:6.5.4.2) 


• Detect the presence of a threat in a transmission 
• Remove the threat from infected files/data 
• Prevent against storage of the threat anywhere on the receiving device 
• Provide the capability to confirm that no threats are stored in system memory 


and in connected storage media 
• Provide data to the system audit log indicating the detection of a threat and 


the processing performed  
11.15 The vendor uses multiple forms of protective software, as needed, to provide 
capabilities for the full range of products used by the voting system.    (V1:6.5.4.2) 
11.16 The vendor documents how they plan to monitor and respond to known 
threats to which the voting system is vulnerable. This documentation provides a 
detailed description, including scheduling information of the procedures the vendor 
uses to: (V1:6.5.4.3) 


• Monitor threats, such as through the review of assessments, advisories, and 
alerts for COTS components issued by the Computer Emergency Response 
Team (CERT), the National Infrastructure Protection Center (NIPC), and the 
Federal Computer Incident Response Capability (FedCIRC) 


• Evaluate the threats and, if any, proposed responses 
• Develop responsive updates to the system and/or corrective procedures 
• Submit the proposed response to the ITAs and appropriate states for 


approval, identifying the exact changes and whether or not they are 
temporary or permanent 


• After implementation of the proposed response is approved by the state, to 
assist clients, either directly or through detailed written procedures, how to 
update their systems and/or to implement the corrective procedures no later 
than one month before an election    


• Address threats emerging too late to correct the system at least one month 
before the election, including 


• Provide prompt, emergency notification to the ITA and the affected states 
and user jurisdictions 


• Assist client jurisdictions directly, or advising them through detailed written 
procedures, to disable the public telecommunications mode of the system 


• After the election, modify the system to address the threat; submitting the 
modified system to an ITA and appropriate state certification authority for 
approval, and assisting client jurisdictions directly, or advising them through 
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Test Case Name Security 
detailed written procedure, to update their systems and/or to implement the 
corrective procedures after approval 


11.17 For shared operating environments, ballot recording and vote counting can be 
performed in either a dedicated or non-dedicated environment. For ballot recording 
and vote counting operations performed in an environment that is shared with other 
data processing functions, both hardware and software features are present to 
protect the integrity of vote counting and of vote data. The system uses a shared 
operating environment such that it: (V1:6.5.5) 


• Uses security procedures and logging records to control access to system 
functions 


• Partitions or compartmentalizes voting system functions from other 
concurrent functions at least logically, and preferably physically as well 


• Controls system access by means of passwords, and restriction of account 
access to necessary functions only; 


• Has capabilities in place to control the flow of information, precluding data 
leakage through shared system resources 


11.18 The voting system provides access to incomplete election returns and 
interactive inquiries before the completion of the official count, so that the system:
  (V1:6.5.6) 


• Is designed to provide external access to incomplete election returns only if 
that access for these purposes is authorized by the statutes and regulations 
of the using agency. This requirement applies as well to polling place 
equipment that contains a removable memory module, or that may be 
removed in its entirety to a central place for the consolidation of polling place 
returns 


• Uses voting system software and its security environment is designed such 
that data, which is accessible to interactive queries, resides in an external 
file, or database, that is created and maintained by the election software 
under the restrictions applying to any other output report, namely, that: 
o The output file or database has no provision for write-access back to the 


system 
o Persons whose only authorized access is to the file or database are 


denied write-access, both to the file or database, and to the system 
11.19 The system transmits data over public telecommunications networks such 
that:  (V1:6.6.1) 


• Digital signatures are employed for all communications between the vote 
server and other devices that communicate with the server over the network 


• At least two authorized election officials are required to activate any critical 
operation regarding the processing of ballots transmitted over a public 
communications network, i.e. the passwords or cryptographic keys of at least 
two employees are required to perform processing of votes 


12. External Access  SysTest Labs will validate that the Voting System meets applicable FEC VSS 2002 
Voting Standards to prohibit or limit access to partial or early election returns from 
unauthorized persons or processes. Using well-defined, repeatable testing methods 
and inspection processes, SysTest Labs will validate that capabilities, controls, and 
policies exist that are effective to limit external access to incomplete or early election 
returns from unauthorized persons or processes:  
12.1 Blocked Central Count Environment Access to Incomplete Election Returns 
(V1:6.5.6.a) 
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Test Case Name Telecommunications 
Scope A functional test that uses the 2002 Voting System Standards (VSS) guidelines to validate 


required functionality.  Testing includes Telecommunications capability of the vendor’s voting 
system. 
 
During the FCA and PCA, all communication components of the Voting System are 
identified. Telecom and related Security tests are necessary for each component (DATA 
UNIT or DU) participating in a data interchange. Each DU (scanner, tabulator, DRE, PC) with 
the supported mediums of data exchange and roles of SENDER and RECEIVER creates a 
baseline to establish the initial scope of the required Telecommunications and Security 
conformance tests. 
The type of data and physical communication link technology employed by a DU (Serial, 
Dial-up, Lan, Wan, Wifi, GPRS) will necessitate a test case and will influence the overall 
scope of the testing, laboratory environment preparation, and required hardware and 
software testing toolsets. 


Objective The object of this test case is to verify that the physical, technical, and procedural 
(documentation) controls correspond correctly for Telecommunication features. 


Standards 
Documents 


Voting System Standards 2002, vol. 1 
Voting System Standards 2002, vol. 2 


 
Specific standards are noted in following steps. 


A description of 
the voting 
system type and 
the operational 
environment 


The ES&S Unity 4.0 system has specific components involved in the storage, transfer and 
validation of election results after the polls are closed. The iVotronic DRE, M100 and DS200 
ballot scanners, store the election results during the election voting phase, and when 
configured with communications capability, will transmit their respective results files via 
public telephone lines to the Central Count location. The ERM (Election Reporting Manager) 
module contains the central vote tallying functions and supports reading of the election 
equipment media directly into the election database. The ERM PC may be configured with 
various media reader/writer devices, from which the election results of the supported election 
equipment is hand carried to the ERM (Central Count) location, and subsequently read and 
stored in the election central database. Additionally, the ERM computer can also read results 
from an iVotronic DRE with a directly connected serial (null modem) cable. 
 
The DAM (Data Acquisition Manager) module has two configurations, (Host and Remote) 
and is dedicated to the transfer of election results from precincts and polling places to the 
ERM Central Count location. The DAM Remote module operates at the precincts and polling 
places to read in media from the voting equipment and transmit the election results via public 
telephone lines to the DAM Host at the Central Count location. DAM Host, upon receipt of 
election results from either a DAM Remote computer or a communications equipped voting 
machine, stores the election results on a shared folder where the ERM module can read the 
results for tabulating and reporting. The DAM Host module maintains a precinct status file, 
which enables the user to view the completion status of the overall election results from all 
precincts and polling places. The last major component of the DAM Host is the TCP Host, 
which runs on the Central Count LAN to consolidate election results from the M650 high-
speed ballot scanners. The M650s configured with NICs (Network Interface Cards) can store 
their election results to shared folders on the same LAN as ERM 
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Test 
Classifications 
 
 


Voting System telecommunications capabilities and associated components identified by the 
FCA and PCA are assigned to a predefined baseline test class, or a specialized class is 
created for any unique functionality or technology employed. Due to user configurable 
system options present in Voting Systems, each DU test component may have relevance in 
one or more phases of the System Level testing processes. 
 
Telecommunication Test Case Classifications: 


Test Id Test Class Telecommunication Test Class Description 
 Setup  


1 base test Configure and validate basic device communication 
functionality, usability 


 Pre Election  
2 no com PC Election / Ballot to Device using media 
3 direct com PC Election / Ballot to Device using Serial, Parallel, 


USB ports 
4 Land line modem PC Election / Ballot to Device using Dialup public 


telephone network 
5 Lan PC Election / Ballot to Device using LAN 
6 Wan PC Election / Ballot to Device using WAN 
7 RF Lan PC Election / Ballot to Device data using wireless 


private LAN 
8 RF Wan PC Election / Ballot to Device using public / global 


wireless WAN 
 Post Election  


101 no com Device poll results using device media to PC with 
media readers 


102 direct connect Device poll results using direct cable connect to PC 
com ports 


201 Public land line 1 Device transmit results to PC 
202 Public land line 2 PC transmit consolidated device results to PC 
301 Private Lan 1 Device results to PC 
302 Private Lan 2 PC consolidated device results to PC 
303 Private Wan 1 Device results to PC on private WAN 
304 Public Wan 1 Device results to PC using public WAN / Internet 
401 Private RF Lan 1 Device results to PC using private LAN (&/or WAN) 
402 Public RF Lan 1 Device results to PC using Wireless Internet 


 
Telecommunications and Security tests include coverage of the Voting System software 
components and the respective functionality paths for exception conditions prescribed by the 
EAC standards. A standard set of exception and security tests are included with the base 
communications test cases.  
 
Detail steps are added to the System Level tests to address particular software and device 
features and functions, and to facilitate execution of the tests. These exception tests involve 
the inspection of the data in transit, modification of in-transit data, and interruption of a 
transmission in progress, and combinations of invalid senders, receivers and malicious 
software introduction.  
 
The standard baseline tests for operation, exception handling and security are detailed in the 
table below. 
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Test Case Name Telecommunications 


 
Operational, Exception Handling and Security Test Case Classifications: 


Test Id Test Class Telecommunication Test Class Description 
 Operational Test  


.1a Manual Manual initiate transfer  - Valid Receiver 


.1b Auto Auto initiate transfer - Valid Receiver 
 Negative Test  


.2a Invalid Initiate transfer - Invalid Receiver 


.2b No receiver Initiate transfer - No Receiver 


.2c Cancel Initiate transfer  - Cancel Session 


.2d Interrupt Initiate transfer  - Interrupt Session 


.2z Resume Resume transfer 
 Security Test  


.3a Intrude Threat / Intrusion Detection 


.3b Remove Threat Removal 


.3c Store Threat Storage Prevention 


.3d Log Log entries - threats or intrusions detected and 
resulting actions 


.3e Signed Digital signature, encryption 
.3f Authorize Dual authorization / cryptographic keys employed  


Pre-requisites 
and initialization 
of the test case 


The Setup and Pre Election phases of testing may determine a Data Unit’s communications 
behavior; thereby requiring instances of repeatable test steps in separate phases of a 
System Level Test cycle. Testing procedures will employ either software prescribed, or 
administrative system backups, and restorations, to eliminate the replication of System Level 
end-to-end testing. 
 


• Prepare device & test specific option setting 
• Prepare computer and device peripheral hardware options 
• Load firmware/data media 
• Validate basic device communication functionality, usability 


 
Test 
Verifications 


Evaluation and verification of the voting system components and associated documentation 
involved with telecommunications ensure compliance with the following VSS 2002 
requirements: 
 


1. Verify that data is transmitted with no alteration, or unauthorized disclosure and such 
transmissions shall not violate the privacy, secrecy, and integrity demands of the 
Standards (V1: 2.2.10) 


• Ballot Definition: 
• Vote Count: 
• N/A for Unity 4.0 system: Voter Authentication: Vote Transmission to Central 


Site: List of Voters: 
 


2. Verify the Data Network Requirements to ensure all components of the Voting 
system residing on a local or remote data network, shall comply with the 
telecommunications requirements described in Section 5 of the Standards and the 
Security requirements described in Section 6. (V1: 3.2.2.15) 


 
3. Verify and document type of components on the components tab using the vendor 


documentation. (V1: 5.1.1) 
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4. Voting-related transmission over a public network. Verify components acquired by 


the Jurisdiction for the purpose of Voting, and components acquired by others used 
at settings supervised by election officials (V1: 5.1.2) 


 
5. Verify the types of data transmissions used for preparation and execution of an 


election, and the preservation of the system data and audit trails following an 
election (V1: 5.1.3) 


• Ballot Definition: 
• Vote Count: 
• N/A for Unity 4.0 system: Voter Authentication: Vote Transmission to Central 


Site: List of Voters: 
 


6. Verify the Design, Construction, and Maintenance Requirements - Capabilities 
considered basic to all data transmissions to ensure that all telecommunications 
components meet: (V1: 5.2) 


• Accuracy requirements of Section 3.2.1. (V1: 5.2.1) 
• Durability requirements of Section 3.4.2. (V1: 5.2.2) 
• Reliability requirements of Section 3.4.3. (V1: 5.2.3) 
• Maintainability requirements of Section 3.4.4. (V1: 5.2.4) 
• Availability requirements of Section 3.4.5. (V1: 5.2.5) 
 


7. Verify Integrity - For WANs using public telecommunications, boundary definition and 
implementation shall meet the following requirements. (V1: 5.2.6) 


• Outside service providers and subscribers of such providers shall not be 
given direct access or control of any resource inside the boundary; 


• Voting system administrators shall not require any type of control of 
resources outside this boundary.  Regardless of the technology used, the 
boundary point must ensure that everything on one side is locally configured 
and controlled while everything on the other side is controlled by an outside 
service provider; and  


• The system shall be designed and configured such that it is not vulnerable to 
a single point of failure in the connection to the public network causing total 
loss of voting capabilities at any polling place. 


 
8. Verify Confirmation of the successful or unsuccessful completion of the data 


transmission. To provide confirmation, the telecommunications components of a 
voting system shall:  (V1: 5.2.7) 


• Notify the user of the successful or unsuccessful completion of the data 
transmission; and 


• In the event of unsuccessful transmission, notify the user of the action to be 
taken. 


 
9. Verify Access Control procedures and system capabilities that detect or limit access 


to system components in order to guard against loss of system integrity, availability, 
confidentiality, and accountability (V1: 6.5.1 & V1: 6.2), Verify all system access 
control measures designed to permit authorized access to the system and prevent 
unauthorized access, such measures include: (V1: 6.2.2) 


 
• Use of data and user authorization; 
• Program unit ownership and other regional boundaries; 
• One-end or two-end port protection devices; 
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• Security kernels; 
• Computer-generated password keys; 
• Special protocols; 
• Message encryption; and 
• Controlled access security. 
 


10. Verify Data Integrity by validating that transmission of data shall ensure the receipt of 
valid vote records is verified at the receiving station. Verify use of standard 
transmission error detection and correction methods such as checksums or message 
digest hashes. Verification of correct transmission shall occur at the voting system 
application level and ensure that the correct data is recorded on all relevant 
components consolidated within the polling place prior to the voter completing 
casting of his or her ballot. (V1: 6.5.2) 


 
11. Requirement for Data Interception Prevention does not apply to the Unity 4.0 


system, no communications occurs between components during Voting. 
“Voting systems that use telecommunications as defined in Section 5 to 
communicate between system components and locations before the poll site is 
officially closed shall: (V1: 6.5.3)” – N/A 


• Implement an encryption standard currently documented and validated for 
use by an agency of the U.S. Federal Government; and 


• Provide a means to detect the presence of an intrusive process, such as an 
Intrusion Detection System. 


 
12. Verify system for Protection Against External Threats: Voting systems that use public 


telecommunications networks shall implement protections against external threats to 
which commercial products used in the system may be susceptible. Verfiy if 
requirement is satisfied by confirmng the proper implementation of proven 
commercial security software. (V1: 6.5.4 & V1: 9.4.1.4) 


 
13. Verify that Vendor documentation provides Identification of COTS Products that 


clearly identifies all COTS hardware and software products and communications 
services used in the development and/or operation of the voting system, including: 


• Operating systems; 
• Communications routers; 
• Modem drivers; and 
• Dial-up networking software. 
• Such documentation shall identify the name, vendor, and version used for 


each such component. 
 


14. Verify the Use of Protective Software at the receiving-end of all communications 
paths to: (V1: 6.5.4.2) 


• Detect the presence of a threat in a transmission; 
• Remove the threat from infected files/data; 
• Prevent against storage of the threat anywhere on the receiving device; 
• Provide the capability to confirm that no threats are stored in system memory 


and in connected storage media; and 
• Provide data to the system audit log indicating the detection of a threat and 


the processing performed. 
• Validate the use of multiple forms of protective software as needed to 


provide capabilities for the full range of products used by the voting system. 
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15. Verify Vendor documentation to ensure conformance of Monitoring and Responding 
to External Threats to which their voting systems are vulnerable. This documentation 
shall provide a detailed description, including scheduling information, of the 
procedures the vendor will use to: (V1: 6.5.4.3) 


• Monitor threats, such as through the review of assessments, advisories, and 
alerts for COTS components 


• Evaluate the threats and, if any, proposed responses; 
• Develop responsive updates to the system and/or corrective procedures; 
• Submit the proposed response to the ITAs and appropriate states for 


approval, identifying the exact changes and whether or not they are 
temporary or permanent; 


• After implementation of the proposed response is approved by the state, 
assist clients, either directly or through detailed written procedures, how to 
update their systems and/or to implement the corrective procedures no later 
than one month before an election; and 


• Address threats emerging too late to correct the system at least one month 
before the election, including: 


 
1. Providing prompt, emergency notification to the ITAs and the 


affected states and user jurisdictions; 
2. Assisting client jurisdictions directly, or advising them through 


detailed written procedures, to disable the public 
telecommunications mode of the system; and 


3. After the election, modifying the system to address the threat; 
submitting the modified system to an ITA and appropriate state 
certification authority for approval, and assisting client jurisdictions 
directly, or advising them through detailed written procedures, to 
update their systems and/or to implement the corrective 
procedures after approval. 


 
16. Requirement for Voting Process Security does not apply to the Unity 4.0 


system, Individual Ballot information is not transmitted between system 
components. 


Voting Process Security for Casting Individual Ballots over a Public Telecommunications 
Network (V1: 6.6.2) – N/A 


Documentation: 
 
Test Data & Test 
Results 


For each iteration that the election is run: 
 


• Capture all voting steps in order to maintain repeatability of the test 
• Record election, ballot, and vote data fields on the corresponding worksheet tabs 
• Save all worksheet tabs for all iterations of the test case 
• Record results of test run by entering 'Accept/Reject' on the Test Results Matrix 
• Provide comments when observing deviations, discrepancies or notable 


observations 
Log discrepancies on the Discrepancy Report 


Results are 
Observed 


Review the outcome of the test(s) against the expected result(s): 
 


• Accept: expected results is observed 
• Reject: expected result is NOT observed 
• Not Testable (NT): rejection of a previous test step prevents validation of this step or 


this was tested in another test case 
• Not Applicable (NA): not applicable to the current test scope or to the component 


under review 
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• Not Supported (NS): not supported in the current test scope 
 


Record 
Observations 
and all 
input/outputs 
for each 
election 
 


All information used in processing the test case is captured.  This includes: inputs, outputs, 
deviations and any other item that may impact the validation of the test case. 
 
Any failure of the test against the EAC guidelines is reported and implies failure of the 
system.  Failures are reported as Defect Issues in the Discrepancy Report and are provided 
to the manufacturer.   
 
Before the final Certification Test Report is issued, manufacturers are given the opportunity 
to correct all discrepancies.  If the manufacturer submits corrections, retests are performed.  
 
Issues that do not impact the failure of the requirements but could be considered defects are 
logged as Informational Issues on the Discrepancy Report.  It is the manufacturer's option to 
address these issues. 
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Test Case Name Accuracy 
Note This test case is to be used in conjunction with the Election Core Definition 


Objective The object of this test is to verify that the voting system can accurately and reliably print 
ballots incorporating a minimum 1,549,703 ballot positions (including voted and non-voted 
positions) and that these ballots can be mechanically/electronically tabulated without error. 


A description of 
the voting 
system type and 
the operational 
environment 


EDM - Election Data Manager 
iVIM – iVotronic Image Manager 
HPM - Hardware Programming Manager 
DAM - Data Acquisition Manager 
ERM - Election Reporting Manager 
ESSIM - ES&S Ballot Image Manager 
 
VAT - AutoMARK Voter Assist Terminal (A100, A200) 
M100 - Model 100 Ballot Scanner  
DS200 - intElect DS200 Ballot Scanner 
iVotronic - iVotronic DRE 
M650 - Model 650 Optical Scan Central Count Counter 
ABCR Scanner – Automatic Bar Code Reader 
 
Refer to the following tables for complete descriptions: 
    


 Matrix of Required Software/Firmware 
 Matrix of Required Hardware 


 
Calculation of 
Ballots to be 
processed 
 


Terminal Ballot Description Batch Description Requirement 


   1549703 


Number of Contests 6    


Number of Candidates 44    


Number of Batches NA Number of Batches 1 19 


Number of Ballots 1 Number of Ballots 
(Total) 320 6080 


Number of Machines 4 Odd marked 40 760 


 Even Marked 40 760 


 Blank (unmarked) 10 190 
 


 All-Fill marked 230 4370 


M100 


Number of Ballot Positions 264 Number of Ballot 
Positions 84480 1605120 


         


Number of Contests 6    


Number of Candidates 44    


Number of Batches NA Number of Batches 1 19 


DS200 


Number of Ballots 1 Number of Ballots 
(Total) 320 6080 
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Number of Machines 3 Odd marked 40 760 


 Even Marked 40 760 


 Blank (unmarked) 10 190  


 All-Fill marked 230 4370 


Number of Ballot Positions 264 Number of Ballot 
Positions 84480 1605120 


       


Number of Contests 6    


Number of Candidates 44    


Number of Batches NA Number of Batches 1 19 


Number of Ballots 1 Number of Ballots 
(Total) 320 6080 


Number of Machines 2 Odd marked 40 760 


 Even Marked 40 760 


 Blank (unmarked) 10 190  


 All-Fill marked 230 4370 


M650 


Number of Ballot Positions 264 Number of Ballot 
Positions 84480 1605120 


        


Number of Contests 6    


Number of Candidates 44    


Number of Batches NA Number of Batches 1 19 


Number of Ballots 1 Number of Ballots 
(Total) 320 6080 


Number of Machines 6 Odd marked 40 760 


 Even Marked 40 760 


 Blank (unmarked) 10 190  


 All-Fill marked 230 4370 


iVotronic 


Number of Ballot Positions 264 Number of Ballot 
Positions 84480 1605120 


         


Number of Contests 6    


Number of Candidates 44    


Number of Batches NA Number of Batches 1 74 


Number of Ballots 1 Number of Ballots 80 5920 


VAT 


Number of Machines 2 Odd marked 0 0 
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Test Detail Test Methodology 
Test Case Name Accuracy 


 Even Marked 0 0 


 Blank (unmarked) 80 5920  


 All-Fill marked 0 0 


Number of Ballot Positions 264 Number of Ballot 
Positions 21120 1562880  


Accuracy: Error 
Rate 


Voting system accuracy addresses the accuracy of data for each of the individual ballot 
positions that could be selected by a voter, including the positions that are not selected. For 
a voting system, accuracy is defined as the ability of the system to capture, record, store, 
consolidate and report the specific selections and absence of selections, made by the voter 
for each ballot position without error.  
 
Required accuracy is defined in terms of an error rate that for testing purposes represents 
the maximum number of errors allowed while processing a specified volume of data.  
(V1:3.2.1) 
 
For all systems, the total number of ballots to be processed by each precinct counting device 
during these tests reflects the maximum number of active voting positions and the maximum 
number of ballot styles that the vendor’s TDP claims the system can support.  (V2:6.2.3, 
3.2.6.1.1) 
 
The error rate determines the accuracy test vote position processing volume: 
 


• Reject: one error before counting 26,997 consecutive ballot positions correctly 
• Accept: 1,549,703 (or more) consecutive ballot positions are read correctly 
• If there is one error with more than 26,997 ballot positions but less than 1,549,703 


correctly read, continue until another 1,576,701 consecutive ballot positions are 
counted without error (i.e. Accept: 3,126,404 with one error) 


 
The Ballot Reading Accuracy for paper-based system requirement governs the conversion of 
the physical ballot into electronic data. Reading accuracy for ballot conversion refers to the 
ability to: 
 
• Recognize vote punches or marks, or the absence thereof, for each possible selection 


on the ballot 
• Discriminate between valid punches or marks and extraneous perforations, smudges, 


and folds 
• Convert the vote punches or marks, or the absence thereof, for each possible selection 


on the ballot into digital signals. 
 
Verification of paper-based systems ensures that the system:    (V1:3.2.5.2) 
 
• Detects punches or marks that conform to vendor specifications with an error rate not 


exceeding the requirement indicated in Section 3.2.1 
• Rejects ballots that meet all vendor specifications at a rate not to exceed 2 percent 
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8  Appendix B – EAC Interpretations 
 
 
 


RFI Applicable Reason if not applicable, high level overview if applicable 
07-01 Yes Documentation will be validated to contain required text, as listed in the 


RFI 
07-02 Yes This RFI determination was applied during the Source Code Review 


process 
07-03 Yes Alternative language (Spanish) is being supported in this certification. 
07-04 No Specific to VVSG 2005 
07-05 Yes Applicable devices will be verified to conform to RFI 
07-06 Yes The capability to record and report undervotes is being supported in this 


certification 
08-01 Yes Will be applied to the hardware testing phase 
08-02 Yes Optical scan systems are subject to the backup power requirement  
08-03 No Test Plan submitted prior to effective date noted in the RFI. 
08-04 Yes Alternative language (Spanish) is being supported in this certification 
08-05 Yes A durability conformance letter will be requested from the vendor 
08-06 Yes Central count scanner is being supported in this certification 
08-07 Yes All devices will be verified to provide unambiguous warnings for election 


officials as well as proper recording in the device audit log 
08-08 Yes The ABCR is a part of this certification 
08-09 No Test Plan submitted/approved prior to effective date 
08-10 No Specific to VVSG 2005 


NOC Applicable Reason if not Applicable, high level overview if applicable
07-001 Yes Verify the application was accepted by the EAC 
07-002 No SysTest Labs does not participate in ES&S development efforts 
07-003 Yes Any state testing will be noted 
07-004 No Applicable to manufacturer not the VSTL 
07-005 Yes SysTest Labs will manage and oversee 3rd party testing, specifically in 


hardware testing, as described 
08-001 Yes Per this NOC, all ES&S hardware was subjected to ESD testing, see 


hardware reports in Certification Report 
08-002 No This NOC applies to vendor responsibilities post certification 
08-003 Yes All devices and applications will be verified to be compliant with this NOC  
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Title Version Author Doc Date
6KeyKit BOM (5 files: 01-090-92858, 01-090-92858, 01-096-92860, 01-096-93244, 0105-096-
90659)



ES&S



Am29LV160D 16 Megabit (2 M x 8-Bit/1 M x 16-Bit) CMOS 3.0 Volt-only Boot Sector Flash 
Memory



B AMD 11/10/2000



Assembly Drawings (4 files: 01-590-92858, 01-596-92860, 01-596-93244, 01-596-94372) ES&S



Assembly pics (PS100) (8 files) ES&S
Audit Manager 7.5.0.0 Relational Model 8/20/2007
Audit Manager 7.5.0.0 Relational Model ES&S 8/16/2007
Audit Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Audit Manager Relational Model 7.5.0.0 ES&S 8/20/2007
Audit Manager Software Design and Specification 7.5.0.0 ES&S 11/16/2007
Audit Manager System Functionality Description 7.5.0.0 ES&S 11/15/2007
Audit Manager Test Case Specifications - Software Version 7.5.0.0g 1.0 ES&S 8/20/2007
Automatic Barcode Reader System Hardware Specification Firmware Version 29, Hardware 
Version B



29/B ES&S 11/16/2007



Ballot Data File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
Ballot Set Collection File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
Bill of Materials - Detail [ABCR] 11/2/2007
Boltaron 4335 [Data Sheet] Boltaron 11/5/2007
BOM Report [PS100] 10/24/2007
Boothby Build Environment Build Procedure [DS200] ES&S 10/29/2007
BXP_GEN Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
CB_650 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
CB_EAGL Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
CB_M100 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
CB_RAND Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
CCS PIC-C Compiler Installation Guide Versions 3.128 & 3.191 1.0 ES&S 8/14/2007
CE ML 4100 - EC Declaration of Conformity [Cherry Keyboard] Cherry 9/7/2005
Change Description Between a 4 Key iVotronic and a 6 Key iVotronic ES&S 8/7/2007
Clock List 8/7/2007
Compact Flash Duplicator Build and Install Procedure 1.0 ES&S 10/29/2007
Compact Flash Utility Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Configuration Management Plan 1.1.0.0 ES&S 6/15/2007
CRCDLL Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Data Acquisition Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
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Data Acquisition Manager Software Design Specifications 6.1.1.0 ES&S 11/16/2007
Data Acquisition Manager Software Functionality Description 6.1.1.0 ES&S 11/15/2007
Data Acquisition Manager Test Case Specifications - Software Version 6.1.1.0i 1.0 ES&S 8/20/2007
Declaration of Conformity - FCC [Signature Capture Tablet and Pen, SigLiteLCD4X3, T-
L(BK)750(SE) series]



Topaz 7/24/2006



Declaration of Conformity [FCC - DPU-3445-30A-E Thermal Printer] Seiko 
Instruments



2/17/2006



Declaration of Conformity [FCC and CE - DS6708 Hand Held Scanner] Symbol 11/14/2006
Development Practices and Coding Standards - Election Systems and Software 2.2.0.0 ES&S 8/6/2007
Drawing: Accutouch Touch Screen (PS100) Elo 



Touchsystems
3/13/2006



DS200 Ancillary Devices Firmware Build and Install Procedure 1.0 ES&S 10/29/2007
DS200 Firmware Backup to CompactFlash® 1.0 ES&S 10/29/2007
DS200 Firmware Build and Install Procedure 1.0 ES&S 10/29/2007
DS200 Firmware to USB Update Media File Copy Procedure 1.0 ES&S 10/29/2007
DS200 Operating System Installing/Replacing CompactFlash Procedure 1.0 ES&S 10/29/2007
DS200 Precinct Scanner Election Day Checklist 1.x ES&S 04/2007
DS200 Software Design and Specification - Firmware Version 1.2.0.0, Hardware Version 1.2 1.2.0.0/1.2 ES&S 11/16/2007



DS200 System Functionality Description - Firmware Version 1.2.0.0, Hardware Version 1.2 1.2.0.0/1.2 ES&S 11/15/2007



DS200 System Hardware Specification - Firmware Version 1.2.0.0, Hardware Version 1.2 1.2.0.0/1.2 ES&S 11/16/2007



DS200 Target Operating System Build and Install Procedure 1.0 ES&S 10/29/2007
DS200 Test Case Specification - Firmware Version 1.2.0.0, Hardware Version 1.2 1.0 ES&S 8/20/2007
DS200 Touch Screen Calibration 1.0 ES&S 10/29/2007
DS200 Update Device Creation Procedure 1.0 ES&S 10/29/2007
DS200 Update Device File Copy Procedure 1.0 ES&S 10/29/2007
EC Declaration of Conformity [Electronic Signature Tablet SigLiteLCD, T-L750] Topaz 7/24/2006
EDM County Relational Model 8/20/2007
EDMXML File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/13/2007
EL80 File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
Election Data Manager 7.8.0.0 County Tables Relational Model ES&S 8/16/2007
Election Data Manager 7.8.0.0 Election Tables Relational Model 8/20/2007
Election Data Manager 7.8.0.0 Election Tables Relational Model ES&S 8/16/2007
Election Data Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Election Data Manager County Table-Relational Model 7.8.0.0 ES&S 8/20/2007
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Election Data Manager Software Design and Specification 7.8.0.0 ES&S 11/16/2007
Election Data Manager System Functionality Description 7.8.0.0 ES&S 8/20/2007
Election Data Manager Test Case Specifications - Software Version 7.8.0.0j 1.0 ES&S 8/20/2007
Election Data Manager Training Manual: Unity Version 4.0 Unity 4.0 ES&S 06/2007
Election Packager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Election Reporting Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Election Reporting Manager Networked Model 650 Training Manual: Unity Version 4.0 Unity 4.0 ES&S 10/2007
Election Reporting Manager Pre-Election Day Training Manual: Unity Version 4.0 Unity 4.0 ES&S 06/2007
Election Reporting Manager Software Design Specification 7.4.0.0 ES&S 11/16/2007
Election Reporting Manager System Functionality Description 7.4.0.0 ES&S 11/15/2007
Election Systems & Software WDAM Host PC Configuration Options ES&S 8/17/2007
Election Systems & Software WDAM Modem Configuration 1: Customers with iVotronics 
Only; Results Sent from Precinct/Poll



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 10: Customers with DS200 & 
iVotronics; Results Sent from Regional Sites



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 2: Customers with iVotronics 
Only; Results Sent from Regional Sites



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 3: Customers with M100 Only; 
Results Sent from Precinct\Poll



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 4: Customers with M100 Only; 
Results Sent from Regional Sites



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 5: Customers with DS200 Only; 
Results Sent from Precinct\Poll



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 6: Customers with DS200 Only; 
Results Sent from Regional Sites



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 7: Customers with M100 & 
iVotronics; Results Sent from Precinct\Poll



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 8: Customers with M100 & 
iVotronics; Results Sent from Regional Sites



ES&S 8/17/2007



Election Systems & Software WDAM Modem Configuration 9: Customers with DS200 & 
iVotronics; Results Sent from Precinct\Poll



ES&S 8/17/2007



Engineering Change Order 2881 POLL BOOK - BOM UPDATES 9/27/2007
Equinox SuperSerial Technology Quick Start Installation Guide: SST Multi-modem PCI 4, 
SST Multi-modem PCI 8



Equinox 9/18/2000



ERMDLL Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ES&S Audit Manager System Operations Procedures 7.5.0.0 ES&S 11/12/2007
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ES&S Automated Barcode Reader System Operations Procedures - Hardware Version Rev. 
B, Software Version 1.3.0.0, HIDCom Version 1.0.0.0, Firmware Version 29



25 ES&S 11/16/2007



ES&S Ballot Production Handbook 1.0.0.0 ES&S 7/17/2007
ES&S Data Acquisition Manager System Operations Procedures 6.1.1.0 ES&S 11/16/2007
ES&S DS200 System Maintenance Manual - Hardware Version 1.2.0.0, Firmware Version 
1.2.0.0



1.2.0.0 ES&S 11/2/2007



ES&S DS200 System Operations Procedures - Hardware Version 1.2.0.0, Firmware Version 
1.2.0.0



1.2.0.0 ES&S 11/8/2007



ES&S Election Data Manager System Operations Procedures 7.8.0.0 ES&S 11/16/2007
ES&S Election Reporting Manager System Operations Procedures 7.4.0.0 ES&S 11/16/2007
ES&S Hardware Programming Manager System Operations Procedures 5.6.0.0 ES&S 8/17/2007
ES&S Image Manager System Operations Procedures 7.7.0.0 ES&S 10/15/2007
ES&S iVotronic Image Manager System Operations Procedures 3.1.0.0 ES&S 10/19/2007
ES&S iVotronic System Maintenance Manual - Hardware Revision iV1.26.15asp, Firmware 
Version 9.2.0.0



 
iV1.26.15asp
/ 9.2.0.0



ES&S 8/3/2007



ES&S iVotronic System Operations Procedures - Hardware Revision iV1.26.15asp, Firmware 
version 9.2.0.0



iV1.26.15asp
/ 9.2.0.0



ES&S 11/7/2007



ES&S License Agreements: Software Development ES&S 6/10/2005
ES&S M100 System Maintenance Manual - Version Release 5.4.0.0, Hardware Version 1.3 5.4.0.0/1.3 ES&S 11/16/2007



ES&S Model 100 System Operations Procedures - Firmware Version 5.4.0.0, Hardware 
revision 1.3



5.4.0.0/1.3 ES&S 11/16/2007



ES&S Model 650 QNX Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ES&S Model 650 System Maintenance Manual - Firmware Version 2.2.1.0, Hardware 
Version 1.1



2.2.1.0/1.1 ES&S 11/16/2007



ES&S Model 650 System Operations Procedures - Firmware Version 2.2.1.0, Hardware 
Version 1.1



2.2.1.0/1.1 ES&S 11/16/2007



ES&S System Security Specification 4.0.0.0 ES&S 11/6/2007
ESDChanges\ECO's (3 files: 2613, 2670, 2755) 8/7/2007
ESS Decrypt Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESS Eagle Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESS Image Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESS Image Manager Software Design and Specification 7.7.0.0 ES&S 11/16/2007
ESS Image Manager System Functionality Description 7.7.0.0 ES&S 11/15/2007
ESS Image Manager Test Case Specification - Software Version 7.7.0.0f 1.0 ES&S 8/20/2007
ESS Image Manager Training Manual: Unity Version 4.0 Unity 4.0 ES&S 06/2007
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ESS Sample Deliverable Timeline ES&S 6/20/2007
ESSCrpt1 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSCRYPT Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSCRYPT Functional Specification 1.8.1.0 ES&S 11/16/2007
ESSDECPT Functional Specification 1.8.1.0 ES&S 11/16/2007
ESSM100 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSPCMIO Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSUTIL.JAR Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSXML Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ESSXML File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
ESSZIP Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
EU-CE Declaration of Conformity [Model 1049 Mouse] Microsoft 5/27/2005
Events Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ExitWin Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
FCC DOC - Supplier's Declaration of Conformity [ML 4100 USB Cherry Keyboard] Cherry 5/5/2003
File Index for: Unity 4.0.0.0\Build Environment - PDF 10/28/2007
Five PIC Devices for iVotronic Programming Guide for: PEBCradleUSB PIC for USB PEB 
Cradle; Interface Board PIC for 6-Key iVotronic; SNPDevice PIC for Sip & Puff Device; Sound 
Card PIC for 4-Key iVotronic; Sound Card PIC for 6-Key iVotronic



1.0 ES&S 8/21/2007



FK-380 CE Certificate [Fentek Keyboard] Focus Electronic 
Co.



3/23/2006



FK-380 FCC Certificate [Fentek Keyboard] Focus Electronic 
Co.



3/23/2006



Get Audit Data Utility Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Hardware Programming Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Hardware Programming Manager Software Design and Specification 5.6.0.0 ES&S 11/16/2007
Hardware Programming Manager System Functionality Description 5.6.0.0 ES&S 11/15/2007
Hardware Programming Manager Training Manual: Unity Version 4.0 Unity 4.0 ES&S 06/2007
HPM [Test Case] - Unity Version 4.0, Product Version 5.6.0.0 1.0 ES&S 6/15/2007
HPMDLL Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
HT12X13-100 Product Specification [PS100] E BOE HYDIS 



TECHNOLOGY
2/23/2006



Hynix HY29LV160 16 Mbit (2M x 8/1M x 16) Low Voltage Flash Memory 1.2 Hynix 05/2001
Images Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
InstallShield Professional Installation Guide Version 2.03 1.0 ES&S 10/29/2007
InstallShield Professional Installation Guide Version 7.01 1.0 ES&S 10/29/2007
Interface (IFC) File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
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Interface Board PIC for 6-Key iVotronic Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
IVIM API 5/29/2007
IVIM Database (title in file = Schema for database 'balfound') 4.0.0.0 10/31/2007
IVIM User Errors Unity 4.0.0.0 6/1/2007
iVo BOM: 0105-096-91072 8/7/2007
iVotronic (PXT) File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 7/9/2007
iVotronic and iVotronic – Audit Recovery Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
iVotronic Compile Tools on Corsair Orbit Installation Guide 1.0 ES&S 10/29/2007
iVotronic Image Manager Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
iVotronic Image Manager Software Design and Specification 3.1.0.0 ES&S 11/16/2007
iVotronic Image Manager System Functionality Description 3.1.0.0 ES&S 8/22/2007
iVotronic Image Manager Test Case Specification - Software Version 3.1.0.0k 1.3 ES&S 8/20/2007
iVotronic Image Manager Training Manual: Unity Version 4.0 Unity 4.0 ES&S 06/2007
iVotronic Software Design and Specification - Firmware Version 9.2.0.0, Hardware Version 
iV1.36.15asp



9.2.0.0/iV1.3
6.15asp



ES&S 11/15/2007



iVotronic System Functionality Description - Firmware Version 9.2.0.0, Hardware Version 
iV1.26.15asp



9.2.0.0/iV1.2
6.15asp



ES&S 11/15/2007



iVotronic System Hardware Specification - Firmware Version 9.2.0.0, Hardware Version 
iV1.26.15asp



9.2.0.0/iV1.2
6.15asp



ES&S 11/16/2007



iVotronic Test Case Specification - Firmware Version 9.2.0.0ze 1.3 ES&S 8/20/2007
iVotronic UniLoader Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
iVotronic Voting System Election Day Operations Checklist - Poll Worker Activated 9.2.x ES&S 06/2007
iVotronic Voting System Pre-Election Day Operations Checklist - Poll Worker Activated 9.2.x ES&S 06/2007



Jurisdiction Security Procedures Election Systems and Software 1.0.0.0 ES&S 11/16/2007
Language Data File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
MakeIbin Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
MATERIAL SAFETY DATA SHEET - Boltaron Boltaron 11/27/2006
MFC SHARED Source Installation Guide 1.0 ES&S 10/29/2007
Microchip MPLAB C18 Compiler Installation Guide Versions 2.40 & 3.10 1.0 ES&S 7/20/2007
Microchip MPLAB IDE Installation Guide Versions 7.62, 7.40, & 6.60 1.0 ES&S 8/21/2007
Model 100 Combining iVO and M100 Votes- Handout D - Firmware Version 5.4.0.0, 
Hardware Version 1.3



ES&S 06/2007



Model 100 Precinct Ballot Counter Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Model 100 Precinct Scanner Pre-Election Day Checklist 5.x-5.4 ES&S 06/2007
Model 100 Software Design and Specification - Firmware Version 5.4.0.0, Hardware Version 
1.3



5.4.0.0/1.3 ES&S 11/16/2007
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Model 100 System Functionality Description - Firmware Version 5.4.0.0, Hardware Version 
1.3



5.4.0.0/1.3 ES&S 11/16/2007



Model 100 System Hardware Specification - Firmware Version 5.4.0.0, Hardware Version 1.3 5.4.0.0\1.3 ES&S 11/16/2007



Model 100 Test Case Specification - Firmware Version 5.4.0.0, Hardware Version 1.3 1.0 ES&S 8/20/2007
Model 100-iVotronic Combined Reporting Test Case Specification - Firmware Version 
5.4.0.0, Hardware Version 1.3



1.0 ES&S 8/20/2007



Model 650 Central Scanner Pre-Election Day Checklist 2.x ES&S 06/2007
Model 650 Output File Specification: Unity Version 4.0.0.0 4.0.0.0 ES&S 6/12/2007
Model 650 Pre-Election Day Setup- Handout A - Firmware Version 2.2.1.0, Hardware Version 
1.1



ES&S 06/2007



Model 650 Software Design and Specification - Firmware Version 2.2.1.0, Hardware Version 
1.1



2.2.1.0/1.1 ES&S 11/16/2007



Model 650 System Functionality Description - Firmware Version 2.2.1.0, Hardware Version 
1.1



2.2.1.0/1.1 ES&S 10/17/2007



Model 650 System Hardware Specification - Firmware Version 2.2.1.0, Hardware Version 1.1 2.2.1.0/1.1 ES&S 11/16/2007



Model 650 Test Case Specification - Firmware Version 2.2.1.0, Hardware Version 1.1 1.0 ES&S 8/20/2007
MPRBOOT.HEX Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
MYDLL Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Packaging drawings (PS100) (3 files) ES&S
Part Drawings and Compliance label (PS100) (118 files) ES&S
PCCARD30 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
PCF8575 REMOTE 16-BIT I2C AND SMBus I/O EXPANDER
WITH INTERRUPT OUTPUT



Texas 
Instruments



10/2006



PEB BOM: 01-100-91747 8/7/2007
PEB PIC Device for iVotronic Programming Guide 1.0 ES&S 8/21/2007
PEB PIC for iVotronic Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
PEB Programmer Utility Build Environment Compile-Install Guide 1.0 ES&S 8/28/2007
PEBCradleUSB PIC for USB PEB Cradle Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Perle PCI-RAS Multi-Modem Cards Quick Start Guide Perle 8/30/2007
Personnel Deployment and Training Requirements 1.0.0.1 ES&S 6/15/2007
PIC12F508/509/16F505 Data Sheet; 8/14-Pin, 8-Bit Flash Microcontrollers (PS100) Microchip 



Technology
2007



PIC16C5X EPROM/ROM-Based 8-Bit CMOS Microcontroller Series Data Sheet (PowerPIC) Microchip 
Technology



1998
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PIC16F7X Data Sheet: 28/40-pin, 8-bit CMOS FLASH
Microcontrollers (6KeyInterface and Soundboard)



Microchip 
Technology



2002



PIC16F7X Data Sheet: 28/40-pin, 8-bit CMOS FLASH Microcontrollers 
(TouchscreenController and PEB)



Microchip 
Technology



2002



PIC18F2455/2550/4455/4550 Data Sheet (Sip and Puff) Microchip 
Technology



2007



PIC18F2455/2550/4455/4550 Data Sheet (USBPEBProgrammer) Microchip 
Technology



2007



Plastic specs (PS100) (4 files) 10/12/2007
POLLBOOK TABLETPC Schematics (PS100) A ES&S 8/17/2007
Pollbook Theory of Operation (PS100) A ES&S 9/28/2007
Production ECO's (12 files RE ECOs 2824 and 2881) (PS100) ES&S 10/16/2007
PROGRAMMING INSTRUCTIONS FOR iVO SOUND BOARD 8/7/2007
PROGRAMMING INSTRUCTIONS FOR iVO SOUND BOARD (Interface) 8/7/2007
PROGRAMMING INSTRUCTIONS FOR iVO SOUND BOARD (Sip and Puff) 8/7/2007
Programming Serial Number/ UUID (PS100) A ES&S 9/28/2007
PS100 System Structure (File name = PS100 directory Structure) 10/16/2007
Quality Assurance Program Test Cases - Unity 4.0 (file name = ERM TC v. 
7.4.0.0_6.06.2007)



7.4.0.0 ES&S 6/6/2007



Quality Assurance Program: Manufacturing 1.1.0.0 ES&S 8/21/2007
Quality Assurance Program: Software and Firmware Verification 1.2.0.0 ES&S 8/21/2007
RegUtil Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
RM/COBOL and WOW Extensions Installation Guide Version 11.01 1.0 ES&S 10/29/2007
S29AL016D 16 Megabit (2 M x 8-Bit/1 M x 16-Bit) CMOS 3.0 Volt-only Boot Sector Flash 
Memory Datasheet



A.I Spansion 8/4/2004



SanDisk CompactFlash Memory Card Product Manual 10.9 SanDisk 04/2005
Schematic (iVo): 0105-004-90751 M ES&S 2/21/2007
Schematic (PEB): 0105-004-90715 C 9/18/2003
Schematic 1308 [ABCR] C JADAK 



Technologies,
8/15/2007



Schematic: iVotronic Universal Video B ES&S 5/25/2005
Schematics (6KeyKit) (2 files: 01-004-92862, 01-004-93244) ES&S 5/2/2007
Schematics (ESD - Marked up) (2 files: ADAInterfaceBrdESDChanges, S&PESDChanges) ES&S 8/7/2007



Sealevel COMM+8.LPCI Users Manual (7803) Sealevel 
Systems



07/2006
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Shell Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
ShellSetup Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Sip-n-Puff configbits 8/7/2007
SNPDevice PIC for Sip & Puff Device Build Environment 1.0 ES&S 10/29/2007
SoundCard PIC for 4-Key iVotronic Compile-Install Guide 1.0 ES&S 10/29/2007
SoundCard PIC for 6-Key iVotronic Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
SPECIFICATIONS: DTA-070 Series Wall Industries 11/1/2007
System Hardware Specification – Unity Version X.X.X.X X.X.X.X ES&S 8/7/2007
System Limitations: Election Systems and Software Unity 4.0.0.0 Unity 4.0.0.0 ES&S 11/16/2007



System Overview Election Systems and Software Version Number 4.0.0.0 4.0.0.0 ES&S 11/15/2007
TDP Table of Contents and Abstracts: Unity 4.0.0.0 Unity 4.0.0.0 ES&S 11/19/2007



Theory of Operation, Project #2804 iVotronic 6 key ADA keys and sound 1.00 Pivot 
International



3/8/2007



Toshiba 12.1 TYPE COLOR TFT-LCD MODULE LTD121EC5S (p-SiTFT) (PS100) 0.2R Toshiba 
Matsushita 
Display 
Technology



9/26/2006



UndrVote Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Unity 4.0.0.0 Test Plan ES&S 8/20/2007
Video Board BOM 8/3/2007
VioDialog Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
VioWin Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Visual Studio 2005 Professional Edition Installation Guide Version 8.0.5 1.0 ES&S 10/29/2007
Visual Studio Enterprise Edition and Service Pack 5 Installation Guide Version 6.0 1.0 ES&S 10/29/2007
Visual Studio Professional Edition Installation Guide Version 6.0 1.0 ES&S 10/29/2007
Volume PIC Device for Volume Button Box Programming Guide 1.0 ES&S 8/21/2007
Volume PIC for Volume Button Box Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Win650 Build Environment Compile-Install Guide 1.0 ES&S 10/29/2007
Windows XP on Corsair Orbit Installation Guide 1.0 ES&S 10/29/2007
Windows XP on Dell Optiplex Installation Guide 1.0 ES&S 10/29/2007
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Vendor Name: ___Election Systems & Software_____   Preparer: ____Sue McKay _____________ 
Date Prepared: ___July 13, 2007___________ 
 
This section addresses functionality that is covered by the Voting System Standards (2002). 
Identify the functionality supported by marking with a . 
Insert Required descriptions where needed (Rotation, VVPAT, Open Primary, Closed Primary, etc). 
(P & M= Paper and Marksense ballots) 



Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Voter Verified Paper Audit Trails   
VVPAT   IVotronic features the Real 



Time Audit Log (RTAL) 
Accessibility (vol. 1. sect. 2.2.7)   
Forward Approach   
Parallel (Side) Approach   
Closed Primary (vol. 1. sect. 2.2.8.2)   
Primary: Closed   Supported 
Open Primary (vol. 1. sect. 2.2.8.2)   
Primary: Open Standard  (provide definition of how supported)   
Primary: Open Blanket  (provide definition of how supported)   
Partisan & Non-Partisan: (vol. 1. sect. 2.2.8.2)   
Partisan & Non-Partisan:  Vote for 1 of N race  Supported 
Partisan & Non-Partisan: Multi-member (“vote for N of M”) board 
races   Supported 
Partisan & Non-Partisan:  “vote for 1” race with a single candidate 
and write-in voting  Supported 
Partisan & Non-Partisan “vote for 1” race with no declared candidates 
and write-in voting  Supported 
Write-In Voting: (vol. 1. sect. 2.2.8.2)   
Write-in Voting: System default is a voting position identified 
for write-ins.  EDM offices default to no 



write-ins 
Write-in Voting: Without selecting a write in position.  Voter must mark WI oval 
Write-in: With No Declared Candidates  Contest doesn’t require  



declared candidates 
Write-in: Identification of write-ins for resolution at central 
count  



M100, DS200, and 
iVotronic all can sort  
write-ins 



Primary Presidential Delegation Nominations & Slates: (vol. 1. sect. 
2.2.8.2)   



Primary Presidential Delegation Nominations:  Displayed delegate 
slates for each presidential party  Supported 



Slate & Group Voting: one selection votes the slate.  Supported 
Ballot Rotation: (vol. 1. sect. 2.2.8.2)   
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Rotation of Names within an Office; define all supported 
rotation methods for location on the ballot and vote 
tabulation/reporting 



 



Rotations Supported: 
• Standard 
• District by Reg 



Voter by Party 
• Standard – Can > 



Vote For 
• District by Total 



Reg Voters (Non-
Partisan) 



• District by Total 
Reg Voters within 
Party (General) 



• MN District 
Rotation > 1 



• MN District 
Rotation > Vote 
For 



• Assembly/Super-
visory District 
(CA) 



• Votronic Auto 
Rotate 



• Contest Rotation 
• WY District By 



Total Reg Votes 
within Party  
(General) 



 
Straight Party Voting: (vol. 1. sect. 2.2.8.2)   
Straight Party: A single selection for partisan races in a general 
election  Supported 



Straight Party: Vote for each candidate individually  Supported 
Straight Party: Modify straight party selections with crossover 
votes  Supported 



Straight Party: A race without a candidate for one party  Supported 
Straight Party: “N of M race (where “N”>1)  Supported 
Straight Party: Excludes a partisan contest from the straight 
party selection.   Supported 



Cross-Party Endorsement: (vol. 1. sect. 2.2.8.2)   
Cross party endorsements, multiple parties endorse one 
candidate.  Both “NY” and “PA” 



methods are supported 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Split Precincts: (vol. 1. sect. 2.2.8.2)   
Split Precincts: Multiple ballot styles 



 
Unity can create individual 
ballot styles for each split 
in each precinct. 



Split Precincts: P & M system support splits with correct 
contests and ballot identification of each split  



Splits display the correct 
contests and ballots can be 
set up to identify the split 



Split Precincts: DRE matches voter to all applicable races. 



 



Pollworker selects correct 
ballot style for each voter; 
only applicable races 
appear 



Split Precincts: Reporting of voter counts (# of voters) to the 
precinct split level; Reporting of vote totals is to the precinct 
level 



  



Vote N of M: (vol. 1. sect. 2.2.8.2)   
Vote for N of M: Counts each selected candidate, if the 
maximum is not exceeded.  



Votes are counted so long 
as max Vote For not 
exceeded 



Vote for N of M: Invalidates all candidates in an overvote 
(paper)  



Selections are invalidated 
if voter exceeds the max 
Vote For (i.e. overvotes) 



Recall Issues, with options: (vol. 1. sect. 2.2.8.2)   
Recall Issues with Options: Simple Yes/No with separate 
race/election. (Vote Yes or No Question)  Type A 



Recall Issues with Options: Retain is the first option, 
Replacement candidate for the second or more options (Vote 1 
of M) 



 Type B 



Recall Issues with Options: Two contests with access to a 
second contest conditional upon a specific vote in contest one.  
(Must vote Yes to vote in 2nd contest.) 



 Type C 



Recall Issues with Options: Two contests with access to a 
second contest conditional upon any vote in contest one. (Must 
vote Yes or No to vote in 2nd contest) 



 
Type D 
Overturned - US District 
Court 7/29/03: CA Election 
Code sect. 11383 



Cumulative Voting (vol. 1. sect. 2.2.8.2)   
Cumulative Voting: Voters are permitted to cast, as many votes 
as there are seats to be filled for one or more candidates. Voters 
are not limited to giving only one vote to a candidate. Instead, 
they can put multiple votes on one or more candidate. 



 Not Supported 



Ranked Order Voting (vol. 1. sect. 2.2.8.2)   
Ranked Order Voting: Voters can write in a ranked vote.   Not Supported 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Ranked Order Voting: A ballot stops being counting when all 
ranked choices have been eliminated  Not Supported 



Ranked Order Voting: A ballot with a skipped rank counts the 
vote for the next rank.  Not Supported 



Ranked Order Voting: Voters rank candidates in a contest in 
order of choice.  A candidate receiving a majority of the first 
choice votes wins.  If no candidate receives a majority of first 
choice votes, the last place candidate is deleted, each ballot cast 
for the deleted candidate counts for the second choice candidate 
listed on the ballot.  The process of eliminating the last place 
candidate and recounting the ballots continues until one 
candidate receives a majority of the vote.  



 Not Supported 



Ranked Order Voting: A ballot with two choices ranked the 
same, stops being counted at the point of two similarly ranked 
choices.  



 Not Supported 



Ranked Order Voting: The total number of votes for two or 
more candidates with the least votes is less than the votes of the 
candidate with the next highest number of votes, the candidates 
with the least votes are eliminated simultaneously and their 
votes transferred to the next-ranked continuing candidate. 



 Not Supported 



Provisional or Challenged Ballots (vol. 1. sect. 2.2.8.2)   
Provisional/Challenged Ballots: A voted provisional ballots is 
identified but not included in the tabulation, but can be added in 
the central count. 



 



Paper – Provisional ballots 
are to be sorted out 
manually.  If jurisdiction 
approves ballot, it can 
easily be added to totals at 
a later date. 
DRE – iVotronic attaches 
an individual number to 
each provisional ballot.  
ERM can then be told to 
include/exclude provisional 
ballots on a case-by-case 
basis 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Provisional/Challenged Ballots: A voted provisional ballots is 
included in the tabulation, but is identified and can be 
subtracted in the central count. 



 



Paper – Provisional ballots 
are to be sorted out 
manually.  If a specific 
ballot is identified that 
should not have been 
included, adjustments can 
later be made to the 
election totals. 
DRE – iVotronic attaches 
an individual number to 
each provisional ballot.  
ERM can then be told to 
include/exclude provisional 
ballots on a case-by-case 
basis 



Provisional/Challenged Ballots: Provisional ballots maintain 
the secrecy of the ballot.  



Unity users cannot identify 
the selections made on an 
individual provisional 
ballot  



Overvotes (vol. 1. sect. 4.4.4) Must support for 
specific type of 
voting system 



 



Overvotes: P & M: Overvote invalidates the vote. Define how 
overvotes are counted. 



 



Each contest keeps record 
of its overvotes.  If the 
contest is a Vote for 1, and 
voter marks 3 candidates, 
one overvote is counted.  



Overvotes: DRE: Prevented from or requires correction of 
overvoting.  iVotronic prevents you 



from overvoting 
Overvotes: If a system does not prevent overvotes, it must 
count them.  Define how overvotes are counted.  N/A 



Overvotes: DRE systems that provide a method to data enter 
absentee votes must account for overvotes.  Manual entry into ERM 



Undervotes  (vol. 1. sect. 4.4.4) Must support  
Undervotes: System counts undervotes cast for accounting 
purposes  All systems monitor 



number of undervotes 
Blank Ballots  (vol. 1. sect. 2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, & 4.4.4)    
Totally Blank Ballots: Any blank ballot alert is tested. 



 



System has ability to alert 
voter if they have 
attempted to cast a blank 
ballot 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Totally Blank Ballots: If blank ballots are not immediately processed, 
there must be a provision to recognize and accept them  



System can be prepared to 
recognize and accept blank 
ballots 



Totally Blank Ballots: If operators can access a blank ballot, 
there must be a provision for resolution. 
 
 



  



Display/Printing Multi-Lingual Ballots  (vol. 1. sect. 2.3.1.3.1.a) Must support one 
  



Spanish   
Alaska Native (Other Group specified)   
Aleut   
Athabascan   
Eskimo   
Native (Other Group Specified)   
Chinese   
Filipino   
Japanese   
Korean   
Vietnamese   
Apache   
Cent/So American   
Cheyenne   
Chickasaw   
Choctaw   
Navajo   
Other Tribe-Specified   
Paiute   
Pueblo   
Seminole   
Shoshone   
Sioux   
Tohono O'Odham   
Tribe not specified   
Ute   
Yaqui   
Yuman   
Demonstrates the voting system capability to handle the designated 
language groups. (vol. 1. sect. 2.3.1.3.1.a)   



Default language (English),    
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 



Supported Required description(s) 



Secondary language using a Western European font   
Ideographic language (such as Chinese or Korean),   
Non-written languages requiring audio support   
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This section covers any additional functionality provided by the submitted system that is not accounted 
for in the VSS.  
 
Additional Vendor Provided functionality Description 



EDM  
Automatic generation of Decline to State ballots  
PA Cross-Endorse  
  
iVotronic  
Combo ballot functionality  
  
  
<Please enter the high level component within which the functionality 
resides> 



 



<Please enter a listing of the additional functionality, within the high 
level component > 



 



  
  
  
  
 
 



End of Supported Functionality Declaration 
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3 Attachment D1C M650 with Epson printer Test Plan 7-27-
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1.0 Introduction 




1.1 Overview 




This test plan covers the EMC (Electromagnetic Compatibility) test requirements and 
methods for the Election Systems & Software Voting Systems “DS200 Scanner”, 
hereafter known as the Equipment Under Test (EUT), to the requirements as stated in 
the references. 




1.2 Qualifications 




The EUT supplied by Election Systems & Software Voting Systems is representative 
of product produced in their volume manufacturing process.  




1.3 Client 




Election Systems & Software 




11208 John Galt Boulevard 




Omaha, NE 68137-2364 




1.4 Company Restricted Information 




This document contains confidential and restrictive information and shall not be 
reproduced outside of SysTest Labs Inc. without written consent.   




This document must be reproduced in whole unless written consent has been 
attained from SysTest Labs Inc. 




1.5 Reference Documents 




1) FEC Voting System Standard (VVSG) Volume I, Sec. 4 




2) FEC Voting System Standard (VVSG) Volume II, Sec. 4 




 




 















ES&S DS200 EMC Test Plan 




ESS DS200 EMC Test 
Plan v1.1.doc 




 




SysTest Labs Inc. Restricted Document 
Duplication Prohibited 




Page 5 of 17 




 




2.0 EMC Test Summary 




Table 1: EMC Test Requirements Summary for the ES&S DS200 Scanner 




Applicable Test Name 
Test 
Specification 




VVSG 




Reference 
Required Performance 




Electromagnetic Emissions Tests 




X 
Radiated 
Electromagnetic 
Emissions 




FCC  V2 4.8 Class B 




(30-5000 MHz ) 




X 
Conducted 
Electromagnetic 
Emissions 




FCC  V2 4.8 Class B  




Electromagnetic Immunity Tests 




X 
Electrostatic 
Disruption 




IEC 61000-4-2  V2 4.8 Note 2: 8kV contact, 15kV air 




X 
Electromagnetic 
Susceptibility 




IEC 61000-4-3 V2 4.8 Note 1:10 V/m, 80 MHz to 1 GHz 




X Electrical Fast 
Transient 




IEC 61000-4-4 V2 4.8 Note 1: AC & DC external power 
lines:  2kV, 1kV all external wires 
>3m no control; and 2kV all external 
wires control. 




 Lightning Surge IEC 61000-4-5 V2 4.8 Note 1: AC line to line: 2kV 




AC line to earth: 2kV 




DC line to line >10m: 0.5kV 




DC line to earth >10m; 0.5kV 




I/O sig/control >30m; 1kV 




X 
Conducted RF 
Immunity 




IEC 61000-4-6 V2 4.8 Note 1: 10 V, 0.15 MHz to 80 MHz 




X 
Magnetic Fields 
Immunity 




IEC 61000-4-8 V2 4.8 Note 1: 30 A/m at 60 Hz 




 AC Voltage 
Variations 
Immunity 




IEC 61000-4-11 V2 4.8 Note 1: Surges of 30% dip @ 10 ms 




Surges of 60% dip @ 100 ms & 1sec 




Surges of >95% interrupt  @ 5sec 




Surges of +15% line variations of 
nominal line voltage  




Electric power increases of 7.5% and 
reductions of 12.5% of nominal 
specified power supply for a period of 
up to four hours at each power level 
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3.0 Product Description 




3.1 Intended Use 




The DS200 is intended to be used in the polling place environment. 




3.2 General 




Trade Mark: ES&S 




Part / Model No.: DS200 




Description: Hardware rev. 1.1 




Serial No.: ES0107360007 




Rated Input Voltage:  Frequency:   




Supply Connection: Detachable power cord 




Construction:  




3.3 Grounding and Bonding  




Grounding is achieved through the Earth conductor in the AC line cord. 




3.4 Power Supplies 




Manufacturer Model Output and Type Safety/EMC Description 




     




     




3.5 Interface Ports and Cables 




Label Cable Length (m) Function 




   




   




   




3.6 Accessories 




Type Model Function 




   




 




3.7 Oscillator Frequencies 




Frequency Description of Use 
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4.0 Test Plan 




4.1 Operating Modes and Configurations for EMC Testing 




4.1.1 Configurations 




The configuration is as shown in the block diagram. 




All equipment exposed to the conditions of the tests is enclosed in the dotted lined box. 




Figure 1: EUT Block Diagram 




D S 200 120 V ACAC  Adapter




 




4.1.2 Exercising Software 




The EUT is placed into a diagnostic mode that causes the inserted ballot to 
“shoeshine” exercising all internal electronics automatically. A failure is indicated by 
the unit ceasing to operate. 




4.2 Treatment of Test Failures 




Failures of EMC tests or failures of the exercising software to perform shall be 
documented in the EMC test report. 




4.3 Test Documentation 




A test report shall be attained from the test lab that meets the pertinent requirements 
of EN45001, and ISO/IEC17025, “General Requirements of Testing and Calibration 
Laboratories”. 
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4.4 Test Location 




NCEE 
4740 Discovery Drive 
Lincoln, NE 68521 
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5.0 EMC Tests 




5.1 Electromagnetic Emissions  




Objective: To verify that the electromagnetic emissions generated by the product under normal 
use and in the product’s intended environment are below a level as specified by the FES Voting 
System Standard. 




5.1.1 Radiated Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Frequency Band 




(MHz) 




Class B Equipment 




3m Measurement Distance 




(dBuV/m) 




30 – 88 40 




88-216 43.5 




216 – 960 46 




960-1000 54 




1000-5000 54 




5.1.2 Conducted Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Class B Equipment Frequency Band 




(MHz) Quasi-Peak Measurement 




(dBuV) 




Average Measurement 




(dBuV) 




0.15 – 0.5 66 decreasing linearly with the log of 
the frequency to 56 




56 decreasing linearly with the log 
of the frequency to 46 




0.5 – 5.0 56 46 
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5.0 - 30 60 50 
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5.2 Electromagnetic Immunity 




Objective: 




To verify that the product performs as intended when exposed to different types of 
electromagnetic energies that may be encountered under normal use in the product’s 
intended environment. 




5.2.1 Immunity Compliance Criteria 




Note 1: The EUT shall be able to withstand the test without disruption of 
normal operation or loss of data. 




 




Note 2: The EUT shall be able to withstand the test without damage or loss of 
data. The equipment may reset or have momentary interruption so 
long as normal operation is resumed without human intervention or 
loss of data. Loss of data means votes that have been completed and 
confirmed to the voter. 
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5.2.2 Electrostatic Disruption 




Test Method: 




IEC61000-4-2, Electrostatic Disruption Test, (1995-01) 




Test Levels: 




 




Test Location Discharge Voltage  




+/-(kV) 




Indirect Contact: HCP 2, 4, 8 




Indirect Contact: VCP 2, 4, 8 




Direct Contact to Metallic Surfaces 2, 4, 8 




Air Discharges to Insulated Surfaces 2, 4, 8, 15 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 2 




5.2.3 Electromagnetic Susceptibility 




Test Method: 




IEC61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field Immunity Test, (1996) 




Test Levels: 




 




Frequency Range 




 (MHz) 




Test Level 




 (V/m) 




Modulation / Sweep 




80.0 to 1000.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.4 Electrical Fast Transient 




Test Method: 




IEC61000-4-4, Electrical Fast Transient Test, (1995-01) 




Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




AC & DC Line Cord 2.0 




All external wires >3m no control 1 




All external wires control 2 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.5 Lightning Surge 




Test Method: 




IEC61000-4-5, Lightning Surge Test, (1995-02) 




Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




Differential Mode 2 




Common Mode 2 




Differential Mode >10m 0.5 




Common Mode >10m 0.5 




I/O sig/control >30m 1 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.6 Conducted RF Immunity 




Test Method: 




IEC61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, 
(1996-04) 




Test Levels: 




 




Test Point Frequency Range 




 (MHz) 




Test Level 




 (Vrms) 




Modulation / Sweep 




AC & DC Power & I/O cables 0.150 to 80.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




AC & DC Power & I/O cables 




 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.7 Magnetic Fields Immunity 




Test Method: 




IEC61000-4-8, Power Frequency Magnetic Field Immunity Test, (1993-06) 




Test Levels: 




30 A/m in the X, Y, and Z axis of the EUT 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.8 AC Voltage Variations Immunity 




Test Method: 




IEC61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations Immunity Tests, 
(1994-06) 




Test Levels: 




 




Voltage Dip (% Ut) Duration @ 




30 10 ms 




60 100 ms and 1 sec 




> 95 5 sec 




Surges of +15% line variations of nominal line voltage 




Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period 
of up to four hours at each power level 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note1 
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6.0 Appendix A  
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7.0 APPENDIX B: TEST EQUIPMENT AND CALIBRATION STATUS 




 




Manufacturer 




 




Name/Description Model Number Serial Number Cal. Due 
Date 




EM Test  ESD Generator ESD 30 C V0706102220/1 Last cal 




2/2/2007 




Rohde & 




Schwarz 
EMI Test Receiver ESI26 100037 Last cal 




8/15/2006 




EMCO Biconilog antenna 3142B 1647 Last cal 




1/29/2007 
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1.0 Introduction 




1.1 Overview 




This test plan covers the EMC (Electromagnetic Compatibility) test requirements and methods 
for the ES&S M650 with Epson Printers, hereafter known as the Equipment Under Test (EUT), 
to the requirements as stated in the references. 




1.2 Qualifications 




The EUT supplied by ES&S is representative of product produced in their volume 
manufacturing process.  




1.3 Client 




Election Systems & Software 




1.4 Company Restricted Information 




This document contains confidential and restrictive information and shall not be reproduced 
outside of SysTest Labs Inc. without written consent. This document must be reproduced in 
whole unless written consent has been attained from SysTest Labs Inc. 




1.5 Reference Documents 




1) FEC Voting System Standard (VSS) Volume I, Sec. 3 




2) FEC Voting System Standard (VSS) Volume II, Sec. 4 
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2.0 EMC Test Summary 




Table 1: EMC Test Requirements Summary for ES&S M650 with Epson printers 




Applicable Test Name 
Test 
Spec 




VSS 




Ref 
Required Performance 




Comment 




Electromagnetic Emissions Tests 




X 




Radiated 
Electromagnetic 
Emissions 




FCC  V2 
4.8.2 




Class B 




(30-5000 MHz ) 




 




This is required for the 
M650 due to the change 
to CF rather than 
PCMCIA memory 
storage devices. 




X 




Conducted 
Electromagnetic 
Emissions 




FCC  V2 
4.8.2 




Class B  This is required for the 
M650 due to the change 
to CF rather than 
PCMCIA memory 
storage devices. 




Electromagnetic Immunity Tests 




X 
Electrostatic 
Disruption 




IEC 
61000-
4-2  




V2 
4.8.3 




Note 2: 8kV contact, 
15kV air 




 




 
Electromagnetic 
Susceptibility 




IEC 
61000-
4-3 




V2 
4.8.4 




Note 1:10 V/m, 80 MHz 
to 1 GHz 




 




X Electrical Fast 
Transient 




IEC 
61000-
4-4 




V2 
4.8.5 




Note 1: AC & DC 
external power lines:  
2kV, 1kV all external 
wires >3m no control; 
and 2kV all external 
wires control. 




Test to be performed on 
main power cord 
attached to UPS. 




X Lightning Surge IEC 
61000-
4-5 




V2 
4.8.6 




Note 1: AC line to line: 
2kV 




AC line to earth: 2kV 




DC line to line >10m: 
0.5kV 




DC line to earth >10m; 
0.5kV 




I/O sig/control >30m; 1kV 




 




X 
Conducted RF 
Immunity 




IEC 
61000-
4-6 




V2 
4.8.7 




Note 1: 10 V, 0.15 MHz 
to 80 MHz 




 




X 
Magnetic Fields 
Immunity 




IEC 
61000-
4-8 




V2 
4.8.8 




Note 1: 30 A/m at 60 Hz  




X AC Voltage 
Variations 
Immunity 




IEC 
61000-
4-11 




V2 
4.8.1 




Note 1: Surges of 30% 
dip @ 10 ms 




Surges of 60% dip @ 
100 ms & 1sec 




Surges of >95% interrupt  
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Applicable Test Name 
Test 
Spec 




VSS 




Ref 
Required Performance 




Comment 




@ 5sec 




Surges of +15% line 
variations of nominal line 
voltage  




Electric power increases 
of 7.5% and reductions 
of 12.5% of nominal 
specified power supply 
for a period of up to four 
hours at each power 
level 
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3.0 Product Description 




3.1 Intended Use 




The EUT is intended to be used in the central count environment. 




3.2 General 




Trade Mark: Epson 




Part / Model No.: LQ-590 




Description: printer 




Serial No.:  




Rated Input Voltage: 120 VAC Frequency:  60 HZ 




Supply Connection: Detachable power cord 




Construction:  




 




Trade Mark: ES&S 




Part / Model No.: M650 




Description: Ballot scanner 




Serial No.: 1102-011 




Rated Input Voltage: 120 VAC Frequency:  60 HZ 




Supply Connection: Detachable power cord 




Construction:  




 




3.3 Power Supplies 




Manufacturer Model Output and Type Safety/EMC Description 




     




     




3.4 Interface Ports and Cables 




Label Cable Length (m) Function 




   




   




   




3.5 Accessories 




Type Model Function 
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3.6 Oscillator Frequencies 




Frequency Description of Use 
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4.0 Test Plan 




4.1 Operating Modes and Configurations for EMC Testing 




4.1.1 Exercising Software 




Prior to and during testing, proper operation of the EUT shall be confirmed using ES&S 
Opertaional Status Check routines. 




4.2 Treatment of Test Failures 




Failures of EMC tests or failures of the exercising software to perform shall be documented in 
the EMC test report. 




4.3 Test Documentation 




A test report shall be obtained from the test lab that meets the pertinent requirements of 
EN45001, and ISO/IEC17025, “General Requirements of Testing and Calibration 
Laboratories”. 




4.4 Test Location 




NCEE Labs 
4740 Discovery Dr. 
Lincoln, NE 
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5.0 EMC Tests 




5.1 Electromagnetic Emissions  




Objective: To verify that the electromagnetic emissions generated by the product under normal use and 
in the product’s intended environment are below a level as specified by the FES Voting System Standard. 




5.1.1 Radiated Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Frequency Band 




(MHz) 




Class B Equipment 




3m Measurement Distance 




(dBuV/m) 




30 – 88 40 




88-216 43.5 




216 – 960 46 




960-1000 54 




1000-5000 54 




5.1.2 Conducted Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Class B Equipment Frequency Band 




(MHz) Quasi-Peak Measurement 




(dBuV) 




Average Measurement 




(dBuV) 




0.15 – 0.5 66 decreasing linearly with the log of 
the frequency to 56 




56 decreasing linearly with the log 
of the frequency to 46 




0.5 – 5.0 56 46 




5.0 - 30 60 50 
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5.2 Electromagnetic Immunity 




Objective: 




To verify that the product performs as intended when exposed to different types of 
electromagnetic energies that may be encountered under normal use in the product’s intended 
environment. 




5.2.1 Immunity Compliance Criteria 




Note 1: The EUT shall be able to withstand the test without disruption of normal 
operation or loss of data. 




 




Note 2: The EUT shall be able to withstand the test without damage or loss of data. 
The equipment may reset or have momentary interruption so long as normal 
operation is resumed without human intervention or loss of data. Loss of data 
means votes that have been completed and confirmed to the voter. 




5.2.2 Electrostatic Disruption 




Test Method: 




IEC61000-4-2, Electrostatic Disruption Test, (1995-01) 




Test Levels: 




 




Test Location Discharge Voltage  




+/-(kV) 




Indirect Contact: HCP 2, 4, 8 




Indirect Contact: VCP 2, 4, 8 




Direct Contact to Metallic Surfaces 2, 4, 8 




Air Discharges to Insulated Surfaces 2, 4, 8, 15 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 2 




5.2.3 Electromagnetic Susceptibility 




Test Method: 




IEC61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field Immunity Test, (1996) 
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Test Levels: 




 




Frequency Range 




 (MHz) 




Test Level 




 (V/m) 




Modulation / Sweep 




80.0 to 1000.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.4 Electrical Fast Transient 




Test Method: 




IEC61000-4-4, Electrical Fast Transient Test, (1995-01) 




Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




AC & DC Line Cord 2.0 




All external wires >3m no control 1 




All external wires control 2 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.5 Lightning Surge 




Test Method: 




IEC61000-4-5, Lightning Surge Test, (1995-02) 
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Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




Differential Mode 2 




Common Mode 2 




Differential Mode >10m 0.5 




Common Mode >10m 0.5 




I/O sig/control >30m 1 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.6 Conducted RF Immunity 




Test Method: 




IEC61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, (1996-04) 




Test Levels: 




 




Test Point Frequency Range 




 (MHz) 




Test Level 




 (Vrms) 




Modulation / Sweep 




AC & DC Power & I/O cables 0.150 to 80.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




AC & DC Power & I/O cables 




 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.7 Magnetic Fields Immunity 




Test Method: 
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IEC61000-4-8, Power Frequency Magnetic Field Immunity Test, (1993-06) 




Test Levels: 




30 A/m in the X, Y, and Z axis of the EUT 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.8 AC Voltage Variations Immunity 




Test Method: 




IEC61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations Immunity Tests, (1994-06) 




Test Levels: 




 




Voltage Dip (% Ut) Duration @ 




30 10 ms 




60 100 ms and 1 sec 




> 95 5 sec 




Surges of +15% line variations of nominal line voltage 




Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period 
of up to four hours at each power level 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note1 















ESS M650 with Epson 
printer Test Plan 7-27-
2007 v1 3.doc 




SysTest Labs Inc. Restricted Document 
Duplication Prohibited 




Page 14 of 15 




 




6.0 Appendix A  




Modifications: 




 















ESS M650 with Epson 
printer Test Plan 7-27-
2007 v1 3.doc 




SysTest Labs Inc. Restricted Document 
Duplication Prohibited 




Page 15 of 15 




 




7.0 APPENDIX B: TEST EQUIPMENT AND CALIBRATION STATUS 




 




Manufacturer 




 




Name/Description Model Number Serial Number Cal. Due Date 
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Electrostatic Discharge Immunity Test Report 
 




Objective:  




This test is to qualify PEB reader with M100 for the purpose of collecting results of the 




iVtronic and M100. 




Test Date: 




07 March 2006 




Test Engineer: 




Shawn Singh 




Test Method: 




IEC 61000-4-2/EN61000-4-2 (Am. 1&2), Electrostatic Discharge Immunity Test, 2001 
Air Discharges: 2kV, 4kV, 8kV and 15 kV (10 discharges per test point / polarity/voltage) 
Contact Discharges: 2kV, 4kV, 8kV (10 discharges per test point / polarity/voltage) 
Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall be able to withstand the test without damage or loss of data. The 
equipment may reset or have momentary interruption so long as normal operation is 
resumed without human intervention or loss of data. Loss of data means votes that have 
been completed and confirmed to the voter. 
Modifications Required to Pass: 




Star washer on the two PCB mounting screws close to DB9. 
Product Tested: 




PEB reader  




Summary of Test Results: 




The EUT met exit criteria without disruption of normal operation or loss of data. 
Prepared By: 




 
Shawn Singh, Senior Compliance Engineer  
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Electrostatic Discharge Immunity Test 
Test Method: EN61000-4-2:2001 Test Area: Percept EMC Lab 




Product Description PEB Reader 
Model #:  Serial #: PP00038 




Manufacturer: ES&S 
Power: 120 Vac/60 Hz 
Notes: M/N: MW35-0900200 (AC/DC Adapter) Temperature: 21.5 °C




 P/N: iV 1.7c.PED.S (PEB), S/N: PS0164092 (PEB) Humidity: 32 % RH
  Pressure: 100.8 kPA




Test Engineer: Shawn Singh 
VCP Cable: 902 kΩ HCP Cable: 916 kΩ Acceptable range = 752kΩ to 1128kΩ 
 




Project Name: PEB Reader Test Date: 07 Mar 2006 
2kV 4kV 8kV 10kV 15kV Complies Test 




Point 
Number 




Discharge 
Type 




(Contact/Air) 
+ - + - + - + - + - Yes No 




 
Criteria 




Met 




 
Comments 




1 Air 10 10 10 10 10 10   10 10 √  1 PEB 




2 Air 10 10 10 10 10 10   10 10 √  1 DC Connector 




3 Air 10 10 10 10 10 10   10 10 √  1 Serial Connector 
(PEB Reader) 




4 Air 10 10 10 10 10 10   10 10 √  1 Serial Connector 
(M100) 




5 Contact 10 10 10 10 10 10     √  1 Screws 




6 Contact 10 10 10 10 10 10     √  1 Cover (M100) 




7 Contact 10 10 10 10 10 10     √  1 Bottom Side 




                




VCP Contact 10 10 10 10 10 10     √  1 Front Side 




VCP Contact 10 10 10 10 10 10     √  1 Rear Side 




VCP Contact 10 10 10 10 10 10     √  1 Left Side 




VCP Contact 10 10 10 10 10 10     √  1 Right Side 




HCP Contact 10 10 10 10 10 10     √  1 Front Side 




HCP Contact 10 10 10 10 10 10     √  1 Rear Side 




HCP Contact 10 10 10 10 10 10     √  1 Left Side 




HCP Contact 10 10 10 10 10 10     √  1 Right Side 
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Criteria: 
 
1 The EUT shall be able to withstand the test without disruption of normal 




operation or loss of data. 
 




2 The EUT shall be able to withstand the test without damage or loss of data. 
The equipment may reset or have momentary interruption so long as normal 
operation is resumed without human intervention or loss of data. Loss of 
data means votes that have been completed and confirmed to the voter. 
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Test Point Maps 
Project Name: PEB Reader Test Date: 07 Mar 2006 




 















              




Page 5 of 10




 




PEB Reader ESD Report v1.0.doc     Percept Technology Labs, Inc. Page 5 of 10 




 




Test Point Maps 
Project Name: PEB Reader Test Date: 07 Mar 2006 
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Test Point Maps 
Project Name: PEB Reader Test Date: 07 Mar 2006 
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 Test Setup Photos 
Project Name: PEB Reader Test Date: 07 Mar 2006 
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Test Setup Photos 
Project Name: PEB Reader Test Date: 07 Mar 2006 
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 Modifications Photos 
Project Name: PEB Reader Test Date: 07 Mar 2006 
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Support Equipment List 
Project Name: PEB Reader Test Date: 07 Mar 2006 




Manufacturer Model Serial Description 




ES&S 100 202003 Precinct Ballot Counter 




 
Test Equipment List 




Project Name: PEB Reader Test Date: 07 Mar 2006 
Manufacturer Model Serial Description Cal Date Cal Due 




KeyTek MZ-15/EZ 019203 ESD Gun 10-12-05 10-12-06 




KeyTek TPC-2A 0109191 Contact Discharge 
Adapter 




10-12-05 10-12-06 




 


















 




Automated Bar Code Reader 




EMC Test Plan for compliance with the 




2005 Voluntary Voting System 




Guidelines (VVSG)  




 




By 




 




 




 




 




216 16th St, Suite 700 




Denver, CO 80202 




303-575-6881 




www.systest.com 
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1.0 Introduction 




1.1 Overview 




This test plan covers the EMC (Electromagnetic Compatibility) test requirements and 
methods for the ES&S Automatic Bar Code Reader (ABCR), hereafter known as the 
Equipment Under Test (EUT), to the requirements as stated in Election Assistance 
Commission Voluntary Voting System Guidelines. 




1.2 Qualifications 




The EUT supplied by ES&S is representative of product produced in a volume 
manufacturing process. 




1.3 Client 




Election Systems & Software 
11208 John Galt Boulevard 
Omaha, NE 68137-2364 




1.4 Company Restricted Information 




This document contains confidential and restrictive information and shall not be reproduced 
outside of SysTest Labs Inc. without written consent.   




This document must be reproduced in whole unless written consent has been attained from 
SysTest Labs Inc. 




1.5 Reference Documents 




1) Election Assistance Commission 2005 Voluntary Voting System Guidelines Vol I 
Version 1.0 




2) Election Assistance Commission 2005 Voluntary Voting System Guidelines Vol II 
Version 1.0 




 















2.0 EMC Test Summary 




Table 1: EMC Test Requirements Summary for ES&S ABCR 




HandHeld 
scanner ABCR Test Name 




Test 
Specification 




VVSG 




Reference 
Requirement Comments 




Electromagnetic Emissions Tests 




 x Radiated 
Electromagnetic 
Emissions 




FCC, Part 15 




ANSI C63.4  




V1, 4.1.2.9 




V2, 4.8 




Class B 




 




Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




 x Conducted 
Electromagnetic 
Emissions 




FCC, Part 15  




ANSI C63.4 




V1, 4.1.2.9 




V2, 4.8 




Class B  Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




Electromagnetic Immunity Tests 




 x Electrostatic 
Disruption 




IEC 61000-4-
2 




(1995-01)  




V1, 4.1.2.8 




V2, 4.8 




±8kV contact, ±15kV air discharge Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




x x Electromagnetic 
Susceptibility 




IEC 61000-4-
3 (1996) 




V14.1.2.10 




V2, 4.8 




A field of 10 V/m modulated by a 1 kHz 80% AM 
modulation over the frequency range of 80 MHz 
to 1000 MHz 




 




 x Electrical Fast 
Transient 




IEC 61000-4-
4 




(1995-01) 




V1, 4.1.2.6 




V2, 4.8 




±2kV AC & DC external power lines 
±2kV all external control wires  
Repetition Rate for all transient pulses will be 
100 kHz 




Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




 x Lightning Surge IEC 61000-4-
5 




(1995-02) 




V1, 4.1.2.7 




V2, 4.8 




±2 kV AC line to line; 
±2 kV AC line to earth; 
±0.5 kV DC line to line >10m; 
±0.5 kV DC line to earth >10m; and 
±1 kV I/O sig/control >30m. 




Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




 x Conducted RF 
Immunity 




IEC 61000-4-
6 




(1996-04) 




V1, 
4.1.2.11  




V2, 4.8 




10V rms over the frequency range 150 KHz to 80 
MHz with an 80% amplitude modulation with a 1 
KHz sine wave AC & DC power 




10V rms sig/control >3 m over the frequency 
range 150 KHz to 80 MHz with an 80% 
amplitude modulation with a 1 KHz sine wave 




Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




 x Magnetic Fields 
Immunity 




IEC 61000-4-
8 




(1993-06) 




V14.1.2.12 




V2, 4.8 




30 A/m at 60 Hz Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 




 x Electrical Power 
Disturbance 




IEC 61000-4-
11 (1994-06) 




V1, 4.1.2.5 




V2, 4.8 




Voltage dip of 30% of nominal @10 ms; 
Voltage dip of 60% of nominal @100 ms & 1 sec 
Voltage dip of >95% interrupt @5 sec 
Surges of +15% line variations of nominal line 
voltage 




Electrical power increases of 7.5% and 
reductions of 12.5% of nominal specified power 
for a period of up to four hours at each level. 




Note: It is not necessary to perform the electrical 
power increase and decrease tests for more than 
1 minute each if the power adapter is rated for 
100 to 240 volts. 




Not required for hand held scanner because 
manufacturer has performed this test on COTS 
unit. 















3.0 Product Description 




3.1 Intended Use 




The EUT is intended to be used in the polling place environment. 




3.2 General 




Trade Mark: Automated  Bar Code Reader (ABCR) 




Rated Input Voltage: 120 VAC Frequency: 60 Hz 




Supply Connection: Detached power supply 




3.3 Equipment Under Test 




Name of 
equipment include 
Model if appropriate 




Description Qty Part No.    Serial No. 
identifying 
serial 
numbers 




Revision 
No. 
identifying 
revision 
number  




 ABCR Automated Bar Code Reader 2 JDK-1190 070829-004 
070829-009  




 Rev B 




 PHIHONG 
Switching :Power 
Supply 




Switching power supply 2  P61900865A7 
P60802415A7 




  




 JADAK HandHeld 
Scanner 




Hand held bar code scanner 1 JDK-1231 070810-001 PROTO-A1 




 




3.4 Power Supplies 




Manufacturer Model Input Output and Type 




PHIHONG  100-240VAC 50-60HZ 24VDC 2.5A 




3.5 Accessories 




Type Model Function 




   




3.6 Oscillator Frequencies 




Frequency Description of Use 




  




3.7 Interconnecting Cables 




Type Description Shielded? Length Quantity 




     




3.8 Software 




Type Version Description 
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4.0 Test Plan 




4.1 Operating Modes and Configurations for EMC Testing 




4.1.1 Operating Mode 




The EUT is powered on and a sheet of plain white paper is placed in the read path. Auto 
mode is selected and a forward or reverse button is depressed to cause the motors to run. 
The unit is connected to the USB port on a PC with the ES&S application loaded and the 
green status bar at the bottom of the window is monitored to determine if the unit becomes 
non-operational. 




4.1.2 Configurations 




The equipment under test is as shown in the following pictures. 




 




 




ABCR 




 




HandHeld Scanner 
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ABCR power supply 




 




4.2 Treatment of Test Failures 




Failures of EMC tests or failures of the exercising software to perform shall be documented 
in the EMC test report. 




4.3 Test Documentation 




A test report shall be attained from the test lab that meets the pertinent requirements of 
EN45001, and ISO/IEC17025, “General Requirements of Testing and Calibration 
Laboratories”. 




4.4 Test Facility Location 




NCEE Labs 
4740 Discovery Dr 
Lincoln, NE. 68521 
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5.0 EMC Tests 




5.1 Electromagnetic Emissions  




Objective: 




To verify that the electromagnetic emissions generated by the product under normal use 
and in the product’s intended environment are below a level as specified by the Voting 
System Standard. 




5.1.1 Radiated Electromagnetic Emissions 




Test Method: FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: None 




Exit Criteria: The EUT shall meet the following emissions limits: 




Frequency Band 




(MHz) 




Class B Equipment 




3m Measurement Distance 




(dBuV/m) 




30 – 88 40 




88-216 43.5 




216 – 960 46 




960-1000 54 




1000-5000 54 




5.1.2 Conducted Electromagnetic Emissions 




Test Method: FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: None 




Exit Criteria: The EUT shall meet the following emissions limits: 




Class B Equipment Frequency Band 




(MHz) Quasi-Peak Measurement 




(dBuV) 




Average Measurement 




(dBuV) 




0.15 – 0.5 66 decreasing with the log of the 
frequency to 56 




56 decreasing with the log of the 
frequency to 46 




0.5 – 5.0 56 46 




5.0 - 30 60 50 




5.2 Electromagnetic Immunity 




Objective: To verify that the product performs as intended when exposed to different types 
of electromagnetic energies that may be encountered under normal use in the product’s 
intended environment. 




5.2.1 Immunity Compliance Criteria 




Note 1: The EUT shall be able to withstand the test without disruption of normal operation 
or loss of data. 




Note 2: The EUT shall be able to withstand the test without damage or loss of data. The 
equipment may reset or have momentary interruption so long as normal operation is 
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resumed without human intervention or loss of data. Loss of data means votes that have 
been completed and confirmed to the voter. 




5.2.2 Electrostatic Disruption 




Test Method: IEC61000-4-2, Electrostatic Disruption Test, (1995-01) 




Test Levels: 




Test Location Discharge Voltage  




+/-(kV) 




Indirect Contact: HCP 2, 4, 8 




Indirect Contact: VCP 2, 4, 8 




Direct Contact to Metallic Surfaces 2, 4, 8 




Air Discharges to Insulated Surfaces 2, 4, 8, 15 




 




Deviations from Test Method: None 




Exit Criteria: Note 2 




5.2.3 Electromagnetic Susceptibility 




Test Method: IEC61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field 
Immunity Test, (1996) 




Test Levels: 




Frequency Range 




 (MHz) 




Test Level 




 (V/m) 




Modulation / Sweep 




80.0 to 1000.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: None 




Exit Criteria: Note 1 




5.2.4 Electrical Fast Transient 




Test Method: IEC61000-4-4, Electrical Fast Transient Test, (1995-01) 




Test Levels: 




Coupling Mode Test Voltage 




+/- kV 




AC & DC Line Cord 2.0 




All external wires >3m no control 1 




All external wires control 2 




 




Deviations from Test Method: None 




Exit Criteria: Note 1 
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5.2.5 Lightning Surge 




Test Method: IEC61000-4-5, Lightning Surge Test, (1995-02) 




Test Levels: 




Coupling Mode Test Voltage 




+/- kV 




Differential Mode 2 




Common Mode 2 




Differential Mode >10m 0.5 




Common Mode >10m 0.5 




I/O sig/control >30m 1 




 




Deviations from Test Method: None 




Exit Criteria: Note 1 




5.2.6 Conducted RF Immunity 




Test Method: IEC61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-
Frequency Fields, (1996-04) 




Test Levels: 




Test Point Frequency Range 




 (MHz) 




Test Level 




 (Vrms) 




Modulation / Sweep 




AC & DC Power >3m in length 0.150 to 80.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




I/O cables >3M in length 




 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: None 




Exit Criteria: Note 1 




5.2.7 Magnetic Fields Immunity 




Test Method: IEC61000-4-8, Power Frequency Magnetic Field Immunity Test, (1993-
06) 




Test Levels: 30 A/m at 60 HZ 




Deviations from Test Method: None 




Exit Criteria: Note 1 




5.2.8 Electrical Power Disturbance 




Test Method: IEC61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations 
Immunity Tests, (1994-06) 




Test Levels: 




 Electrical Power Disturbance 
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30% dip @ 10ms 




60% dip @ 100 ms and 1 sec 




> 95% interrupt @ 5 sec 




Surges of ±15% line variations of nominal line voltage 




Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of up 
to four hours at each power level 




 




Deviations from Test Method: None 




Exit Criteria: Note1 


















SysTest Labs Certification Test Plan Attachment D1H ESS Unity 4.0




1 Maintainability 4.7.2 (V2) Percept Wyle Wyle Wyle SysTest
2 Safety Evaluation 3.4.8 (V1) Percept Wyle Wyle Wyle SysTest




3 Bench Handling 4.6.2 (V2) Percept Wyle Wyle Wyle SysTest
4 Vibration 4.6.3 (V2) Percept Wyle Wyle Wyle SysTest
5 Low Temp Storage 4.6.4 (V2) Percept Wyle Wyle Wyle SysTest
6 High Temp Storage 4.6.5 (V2) Percept Wyle Wyle Wyle SysTest
7 Humidity Storage 4.6.6 (V2) Percept Wyle Wyle Wyle SysTest




8 Accessibility and Human 
Engineering Evaluation




2.2.7.2 (V1)
3.4.9 (V1) Percept Wyle Wyle Wyle SysTest




9 Temp/Power Variation and 
Reliability 4.7.1 (V2) Percept Wyle Wyle Wyle SysTest




10 Data Accuracy 4.7.1.1 (V2) Percept Wyle Wyle Wyle SysTest




11 EMC and Immunity 4.8 (V2) Percept Wyle Wyle Wyle SysTest




Note A: DS200 scanner was tested to VVSG 2005 standard




iVotronic DRE Automated Bar Code 
Reader (ABCR)




VSS 2002 Hardware Tests 




Non-Operating 




Non-Operating Environmental




VSS Ref # Note 
A Model 650 (scanner)




Operating Environmental




Other Environmental (Electrical Tests)




Task
(Requirements) Model 100 (scanner)intElect DS200 




(scanner)




Printed 2/1/2008 ESS HW Test Matrix Rev01.xls, Test Matrix Page 1 of 1
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1 Introduction 




1.1 Testing Overview 




The Automated Bar Code Reader (hereafter referred to as EUT) is tested in accordance with 
the FEC Voting System Standard (VSS), April 2002. The environmental testing required to 
certify the system is defined in Table 1 Test Summary. 




1.2 Scope 




This test plan, prepared by SysTest Labs Inc., documents the tests performed and the test 
procedures used during the specified testing of the EUT.  




1.3 Testing Summary 




The following Table 1 shows the tests to be performed on the EUT. 




Applicable Item VVSG Reference Comments 




Non-Operating Environmental Tests 
X Bench Handling Test  V2 4.6.2  
X Vibration Test V2 4.6.3  
X Low Temperature Test V2 4.6.4  
X High Temperature Test V2 4.6.5  
X Humidity Test V2 4.6.6  




Operating Environmental Tests 
X Temperature/Power Variation  V2 4.7.1  
 Data Accuracy V2 4.7.1.1  
 Reliability Test V2 4.7.3  




Table 2 Test Summary 
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2 Test Requirements 




2.1 Test Procedures  




2.1.1 Operating Environment 




Equipment used for election management activities or vote counting (including both precinct and 
central count systems) shall be capable of operation in temperatures ranging from 50 to 95 
degrees Fahrenheit. 




2.1.2 Transit and Storage 




Equipment used for vote casting, or for counting votes in a precinct count system, shall meet 
specific minimum performance standards that simulate exposure to physical shock and vibration 
associated with handling and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an uncontrolled warehouse 
environment. 




• High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, 
equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage; 




• Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure 
VI; 




• Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier; and 




• Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, 
Procedure I-Natural Hot-Humid. 




2.1.3 Operational Status Check 




The EUT is powered on and a sheet of plain white paper is placed in the read path. Auto mode 
is selected and a forward or reverse button is depressed to cause the motors to run. The unit is 
connected to the USB port on a PC with the ES&S application installed and the green status bar 
at the bottom of the window is monitored to determine if the unit is operating without error. 




2.1.4 Failure Criteria 




Upon completion of each non-operating test, the system hardware shall be subject to functional 
testing to verify continued operability. If any portion of the voting machine or precinct counter 
hardware fails to remain fully functional, the testing will be suspended until the failure is 
identified and corrected by the vendor. The system will then be subject to a retest. 




2.2 Non-Operating Environmental Tests 




2.2.1 Bench Handling Test 




The bench handling test simulates stresses faced during maintenance and repair of voting 
machines and ballot counters. 




2.2.1.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
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test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI. 




2.2.1.2 Procedure 




Step 1: Place each piece of equipment on a level floor or table, as for normal operation or 
servicing. 




Step 2: Make provision, if necessary, to restrain lateral movement of the equipment or its 
supports at one edge of the device. Vertical rotation about that edge shall not be restrained. 




Step 3: Using that edge as a pivot, raise the opposite edge to an angle of 45 degrees, to a 
height of four inches above the surface, or until the point of balance has been reached, 
whichever occurs first. 




Step 4: Release the elevated edge so that it may drop to the test surface without restraint. 




Step 5: Repeat steps 3 and 4 for a total of six events. 




Step 6: Repeat steps 2, 3, and 4 for the other base edges, for a total of 24 drops for each 
device. 




2.2.2 Vibration Test 




The vibration test simulates stresses faced during transport of voting machines and ballot 
counters between storage locations and polling places. 




2.2.2.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier. 




2.2.2.2 Procedure 




Step 1: Install the test item in its transit or combination case as prepared for transport. 




Step 2: Attach instrumentation as required to measure the applied excitation. 




Step 3: Mount the equipment on a vibration table with the axis of excitation along the vertical 
axis of the equipment. 




Step 4: Apply excitation as shown in MIL-STD-810D, Method 514.3-1, “Basic transportation, 
common carrier, vertical axis”, with low frequency excitation cutoff at 10 Hz, for a period of 30 
minutes. 




Step 5: Repeat steps 2 and 3 for the transverse and longitudinal axes of the equipment with the 
excitation profiles shown in Figures 514.3-2 and 514.3-3, respectively. (Note: The total 
excitation period equals 90 minutes, with 30 minutes excitation along each axis.) 




Step 6: Remove the test item from its transit or combination case and verify its continued 
operability. 




2.2.3 Low Temperature Test 




The low temperature test simulates stresses faced during storage of voting machines and ballot 
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counters. 




2.2.3.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-Storage. The 
minimum temperature shall be -4 degrees F. 




2.2.3.2 Procedure 




Step 1: Arrange the equipment as for storage. Install it in the test chamber. 




Step 2: Lower the internal temperature of the chamber at any convenient rate, but not so rapidly 
as to cause condensation in the chamber, and in any case no more rapidly than 10 degrees F 
per minute, until an internal temperature of -4 degrees F has been reached. 




Step 3: Allow the chamber temperature to stabilize. Maintain this temperature for a period of 4 
hours after stabilization. 




Step 4: Allow the internal temperature of the chamber to return to standard laboratory 
conditions, at a rate not exceeding 10 degrees F per minute. 




Step 5: Allow the internal temperature of the equipment to stabilize at laboratory conditions 
before removing it from the chamber. 




Step 6: Remove the equipment from the chamber and from its containers, and inspect the 
equipment for evidence of damage. 




Step 7: Verify continued operability of the equipment. 




2.2.4 High Temperature Test 




The high temperature test simulates stresses faced during storage of voting machines and 
ballot counters. 




2.2.4.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-Storage. The 
maximum temperature shall be 140 degrees F. 




2.2.4.2 Procedure 




Step 1: Arrange the equipment as for storage. Install it in the test chamber. 




Step 2: Raise the internal temperature of the chamber at any convenient rate, but in any case 
no more rapidly than 10 degrees F per minute, until an internal temperature of 140 degrees F 
has been reached. 




Step 3: Allow the chamber temperature to stabilize. Maintain this temperature for a period of 4 
hours after stabilization. 




Step 4: Allow the internal temperature of the chamber to return to standard laboratory 
conditions, at a rate not exceeding 10 degrees F per minute. 
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Step 5: Allow the internal temperature of the equipment to stabilize at laboratory conditions 
before removing it from the chamber. 




Step 6: Remove the equipment from the chamber and from its containers, and inspect the 
equipment for evidence of damage. 




Step 7: Verify continued operability of the equipment. 




2.2.5 Humidity Test 




The humidity test simulates stresses faced during storage of voting machines and ballot 
counters. 




2.2.5.1 Applicability 




All systems and components regardless of type shall meet the requirements of this test. This 
test is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-
Humid. It is intended to evaluate the ability of the equipment to survive exposure to an 
uncontrolled temperature and humidity environment during storage. This test lasts for ten days. 




2.2.5.2 Procedure 




Step 1: Arrange the equipment as for storage. Install it in the test chamber. 




Step 2 Adjust the chamber conditions to those given in MIL-STD-810D Table 507.2-I, for the 
time 0000 of the HotHumid cycle (Cycle 1). 




Step 3: Perform a 24-hour cycle with the time and temperature-humidity values specified in 
Figure 507.2-1, Cycle 1. 




Step 4: Repeat Step 2 until 5, 24-hour cycles have been completed. 




Step 5: Continue with the test commencing with the conditions specified for time = 0000 hours. 




Step 6: At any convenient time in the interval between time = 120 hours and time = 124 hours, 
place the equipment in an operational configuration, and perform a complete operational status 
check as defined in Subsection 4.6.1.5. 




Step 7: If the equipment satisfactorily completes the status check, continue with the sixth 24-
hour cycle. 




Step 8: Perform 4 additional 24-hour cycles, terminating the test at time = 240 hours. 




Step 9: Remove the equipment from the test chamber and inspect it for any evidence of 
damage. 




Step 10: Verify continued operability of the equipment. 




2.3 Environmental Tests, Operating 




This section addresses a range of tests for all voting system equipment, including equipment for 
both precinct count and central count systems. 




2.3.1 Temperature and Power Variation Tests 




This test is similar to the low temperature and high temperature tests of MIL-STD-810-D, 
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Method 502.2 and Method 501.2, with test conditions that correspond to the requirements of the 
performance standards. This procedure tests system operation under various environmental 
conditions for at least 163 hours. During 48 hours of this operating time, the device shall be in a 
test chamber. For the remaining hours, the equipment shall be operated at room temperature. 
The system shall be powered for the entire period of this test; the power may be disconnected 
only if necessary for removal of the system from the test chamber.  




Operation shall consist of ballot-counting cycles, which vary with system type. An output report 
need not be generated after each counting cycle. If practical, the interval between reports 
should be no more than 4 hours to keep to a practical minimum the time between the 
occurrence of a failure or data error and its detection. 




Test Ballots per Counting Cycle 




Precinct count systems 100 ballots/hour 




Central count systems 300 ballots/hour 




The recommended pattern of votes is one chosen to facilitate visual recognition of the reported 
totals; this pattern shall exercise all possible voting locations. System features such as data 
quality tests, error logging, and audit reports shall be enabled during the test. Each operating 
cycle shall consist of processing the number of ballots indicated above. 




Step 1: Arrange the equipment in the test chamber. Connect as required and provide for power, 
control, and data service through enclosure wall. 




Step 2: Set the supply voltage at 117 voltage alternating current. 




Step 3: Power the equipment, and perform an operational status check as in Section 4.6.1.5. 




Step 4: Set the chamber temperature to 50 degrees F, observing precautions against thermal 
shock and condensation. 




Step 5: Begin 24 hour cycle. 




Step 6: At T=4 hrs, lower the supply voltage to 105 vac. 




Step 7: At T=8 hrs, raise the supply voltage to 129 vac. 




Step 8: At T=11:30 hrs, return the supply voltage to 117 vac and return the chamber 
temperature to lab ambient, observing precautions against thermal shock and condensation. 




Step 9: At T=12:00 hrs, raise the chamber temperature to 95 degrees Fahrenheit. 




Step 10: Repeat Steps 5 through 8, with temperature at 95 degrees Fahrenheit, complete at 
T=24 hrs. 




Step 11: Set the chamber temperature at 50 degrees Fahrenheit as in Step 4. 




Step 12: Repeat the 24 hour cycle as in Steps 5-10, complete at T=48 hrs. 




Step 13: After completing the second 24 hour cycle, disconnect power from the system and 
remove it from the chamber if needed. 




Step 14: Reconnect the system as in Step 2, and continue testing for the remaining period of 
operating time required until the ACCEPT/REJECT criteria of Subsection 4.7.1.1 have been 
met. 
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2.3.2 Reliability Test 




The accredited test lab shall test for reliability based on the provisions of Volume I, Section 4 for 
the acceptable Mean Time Between Failure (MBTF). The MTBF shall be measured during the 
conduct of other system performance tests specified in this section, and shall be at least 163 
hours. 
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EMC QUALIFICATION TEST REPORT 
VOTING SYSTEM, M100 PEB READER / 91139  




 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 




The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Emissions and/or Immunity. 
 




1.2 CONFORMITY 
 




The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 




 
TABLE I.  EMISSIONS CONFORMITY SUMMARY 




 




TEST TYPE COMPLIANCE 
STANDARD 




TESTING 
TECHNIQUE 




TEST 
DESCRIPTION 




PRODUCT 
CLASSIFICATION 




CONFORMITY 
STATUS 




Radiated Emissions  PASSED 
EMISSIONS 




 




FCC Part 15 




VSS 




 




  FCC Part 15 




Conducted Emissions  
1
 




 
Class  B 




 PASSED 




 
TABLE II.  IMMUNITY CONFORMITY SUMMARY  




 




TEST TYPE COMPLIANCE 
STANDARD 




TESTING 
TECHNIQUE 




TEST 
DESCRIPTION 




MINIMUM 
PERFORMANCE 




CRITERIA 




CONFORMITY 
STATUS 




  61000-4-3 Radiated, RF Electromagnetic Field Amplitude Modulated 1 PASSED 




  ENV 50204 
Radiated, RF Electromagnetic Field 




Pulse Modulated 
PASSED 




  61000-4-4 Electrical Fast Transient/Burst 




 




1 
PASSED 




  61000-4-5 Surge 1 PASSED 




  61000-4-6 Conducted Disturbances, Induced by Radio-Frequency 
Fields 1 PASSED 




  61000-4-8 Power Frequency Magnetic Field  
2
 1 PASSED 




IMMUNITY 
VSS 




  




  61000-4-11 Voltage Dips, Short Interruptions and Voltage Variations  1 PASSED 




 
1.3 EQUIPMENT UNDER TEST (EUT) 
 




EUT NAME: VOTING SYSTEM 




EUT MODEL/PART NUMBER(S): M100 PEB READER / 91139 




EUT SERIAL NUMBER(S): PP000038 




   




                                                                 
 
 
1  Measurement of Conducted Emissions do not apply if the EUT is powered by an external DC power source. 
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2.0 EMISSIONS TEST STANDARDS 
 




FCC Part 15, Subpart B Class B 




 
2.1    RADIATED EMISSIONS – 30 MHZ TO 1000 MHZ 
 




Measurements for Radiated Emissions were performed over the frequency range of  30 MHz to 1000 MHz in the 
horizontal and vertical antenna polarities to the requirements of: 
 
FCC Part 15, Subpart B Class  B 




 
Testing Conditions 
 
Date of Test: March 1, 2006 




Temperature: 16ºC 




Relative Humidity:   26% 




Test Voltage: 120 VAC 60 Hz 




Test Operator: lws 




 




Test Location 
 




Criterion Technology Open Area Test Site  
 




Test Distance 
 




Antenna Distance:  3 meter(s) Final Measurement(s) 
 




Test Equipment 
 




  Hewlett-Packard Spectrum Analyzer, HP 8566B   Hewlett-Packard Quasi-Peak Adapter, HP 85650A 




  Hewlett-Packard Tracking Generator, HP 85645A 




  Rohde and Schwarz Receiver, ESHS-30   Rohde and Schwarz Receiver, ESVS-30 




  Mini Circuits Pre-Amp #2   Veratech Pre-Amp #3 




  Chase BiLog Antenna, Model 1121   Antenna Research, Horn Antenna, Model DRG118/A 




  EMCO BiConnical Antenna, Model 3108   EMCO Log Periodic Antenna, Model 3146 
 




Test Accessories:  See Appendix C for suppoirt equipment details 
 
Test Results of Radiated Emissions 
 
Test Status:  PASSED Frequency Range: 30  MHz to 1000 MHz  




  
 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets  
 APPENDIX D for Test Equipment Calibration Status 




 
      




 
      




 




Minimum Margin to Limit: -2.68 dB at 626.5974    MHz  
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2.2   FCC PER EN 55022 CONDUCTED EMISSIONS 
 




Measurements for Conducted Emissions were performed over the frequency range of 150 kHz to 30 MHz to the 
requirements of: 
 
EN 55022 for IT Equipment Class  B 




 




 
Testing Conditions 




 
  




Date of Test: March 1, 2006 




Temperature: 18ºC 




Relative Humidity:   25% 




Test Voltage: 120 VAC 60 Hz 




Test Operator: lws 




 
Test Location 




 
Criterion Technology Shield Room 




 
Test Equipment 




 
Hewlett-Packard Spectrum Analyzer, HP 8566B 




Rohde and Schwarz Receiver, ESHS-30 Rohde and Schwarz LISN, ESH2-Z5 




 
 Test Accessories:  See Appendix C for suppoirt equipment details 
 




Test Results of Conducted Emissions 
 




Test Status:  PASSED Frequency Range:  150 kHz TO 30 MHz 




 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 




 
      
 
 
 
 




 
  




 
 




Minimum Margin to Limit: -6.7 dB at 0.50000 MHz 
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3.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 




3.1 IMMUNITY TEST STANDARDS. 
 




TABLE II.  IMMUNITY TESTS 
 




BASIC 
STANDARDS TESTED ENVIRONMENTAL     




PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 




IEC 61000-4-3  Radiated, RF Electromagnetic Field 
-Amplitude Modulated 




10 V/m (unmodulated, RMS) 
80%, 1 kHz AM 
80 MHz - 1 GHz 




ENV 50204  Radiated, RF Electromagnetic Field 
-Pulse Modulated 




10 V/m (unmodulated, RMS) 
50% duty cycle 
200 Hz repetition frequency 
900 ±5 MHz 




Performance 
Criterion 1 




IEC 61000-4-4  Electrical Fast Transient/Burst ±2 kV CM (AC & DC) Direct 




IEC 61000-4-5  Surge   ±2 kV CM, ±2 kV DM (AC) 




Performance 
Criterion 1 




IEC 61000-4-6  Conducted Disturbances, Induced 
by Radio-Frequency Fields 




10 VRMS (unmodulated, RMS) 
80% 1 kHz AM 
150 kHz - 80 MHz 




IEC 61000-4-8  Power Frequency Magnetic Field 60 Hz, 30.0 ARMS/m 




Performance 
Criterion 1 




IEC 61000-4-11  Voltage Dips, Short Interruptions 
and Voltage Variations 




  30%reduction/10 msec (AC) 
 




  60%reduction/100 ms (AC) 
 




  60%reduction/1 sec (AC) 
 




   =95%reduction/5 sec (AC) 




 




  +7.5% Variation/4 hours 




 




  -12.5% variation/4 hours 




 




  ±15% voltage surges 




Performance 
Criterion 1 




 
3.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 




The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 




The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the 
voter 
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3.3   RADIATED RF ELECTROMAGNETIC (EM) FIELD  IMMUNITY 
 




Measurements of immunity against Radiated RF EM Fields were performed to the requirements of: 
 




  IEC 61000-4-3   ENV 50204 
 
 




Testing Conditions 
 




Date of Test: March 1, 2006 




Temperature: 19ºC 




Relative Humidity:   34% 




Atmospheric Pressure: 73.95kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: lws 




 
Test Location 




 
Criterion Technology Semi-Anechoic Chamber 




 
Test Equipment 




 
  Amplifier Research Field-Strength Monitoring System, FM2000/FP2000 




  Amplifier Research Power Amplifier, 100W1000M1 




  Amplifier Research Power Amplifier, 150A100   Amplifier Research Power Amplifier, 10S1G4 




  Amplifier Research Log Periodic Antenna, Model AT1080 




  EMCO Log Periodic Antenna, Model 3146 




  HP Signal Generator, HP8648D   HP Spectrum Analyzer, HP8594E 




 
 Test Accessories:  See Appendix C for suppoirt equipment details 
 




Test Specifications 
 




Frequency Range:   80 MHz to 1 GHz    900 ±5 MHz 




Field Strength:   10 V/m    Other:  10 V/m 




Modulation:   AM - 1 kHz, 80% sinewave    Pulse ON/OFF, 100%, 200 Hz 
     None 




Step: 1%  3.0 second(s) Dwell Time, 60 sec EUT clocks 
 
Antenna Distance: 3 meter(s) 




Antenna Polarization:   Horizontal   Vertical 
 
EUT Position:   Front   Left   Top 
   Back   Right   Bottom 




 
Test Results of Radiated RF EM Field Immunity 




 
Test Status: PASSED Performance Criterion 1 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.4   ELECTRICAL FAST TRANSIENTS/BURST (EFT/BURST) 
 




Measurements of immunity against EFT/Burst were performed to the requirements of IEC 61000-4-4. 
 
Testing Conditions 




 
Date of Test: March 1, 2006 




Temperature: 19ºC 




Relative Humidity:   34% 




Atmospheric Pressure: 74.0kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: w s 




 
Test Location 




 
Criterion Technology Semi-Anechoic Chamber 




 
Test Equipment 




 
  Haefely Trench PEFT Generator   Haefely Trench I/O Injection Clamp 




  Haefely Trench 3-Phase Injection Network 




 
 Test Accessories:  See Appendix C for suppoirt equipment details 
 




Test Specifications 
 




 Power Line(s)  




Coupling Method:   Coupling Network  




Pulse Amplitude/Level: 2 kV  




Pulse Polarity: Positive/Negative   




Burst Frequency:   5 kHz  




Coupling Duration: ≥1 minute   
 




Cables Coupled 
 




Cable Tested: Power     
Shielding: None     
Type: AC     
Transmission: Direct     




 
Test Results of EFT/Burst 




 
Test Status: PASSED Performance Criterion 1 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.5   SURGE 
 




Measurements of immunity against Surge were performed to the requirements of IEC 61000-4-5. 
 




Testing Conditions 
 




Date of Test: March 8, 2006 




Temperature: 14ºC 




Relative Humidity:   45% 




Atmospheric Pressure: 74.1kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: w s 




 
Test Location 




 
Criterion Technology Surge Test Area 




 
Test Equipment 




 
  Haefely Trench P90 Controller, Psurge 6.1   Haefely Trench FP Surge 32.1 Coupling Filter 




  Haefely Trench 3-Phase Injection Network 




  I/O Line Discharge Network 42-Ohm Injection (Unshielded Cables) 




  I/O Line Discharge Network 2/12-Ohm Injection (Shielded Cables) 
 
Test Accessories:  See Appendix C for suppoirt equipment details 




 
Test Specifications 




 
  
 Power Line(s)  




Pulse Amplitude: 2 kV Line-to-Line (L-L)  




 2 kV Line-to-Protective Earth (L-PE)  




Pulse Polarity: Positive/Negative   




Source Impedance: 2 Ω  (L-L)/12 Ω  (L-PE)  




 
Number of Surges: 10 per phase angle (5 in each polarity), 60 seconds ( or less- customer specified) 




Phase Angle(s):   0°   90°   180°   270° 




 
Cables Coupled 




                
                




Cable Tested: Power    
Shielding: None    
Type: AC    
Transmission: Direct    




 
 




Test Results of Surge 
 




Test Status: PASSED Performance Criterion 1 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.6   CONDUCTED DISTURBANCES, INDUCED BY RF FIELDS (CONDUCTED RF) 
 




Measurements of immunity against Conducted RF were performed to the requirements of IEC 61000-4-6. 
 




Testing Conditions 
 




Date of Test: March 2, 2006 




Temperature: 18ºC 




Relative Humidity:   32% 




Atmospheric Pressure: 74.3kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: w s 




  




 
Test Location 




 
Criterion Technology Semi-Anechoic Chamber 




 
Test Equipment 




 
  Amplifier Research Power Amplifier, 150A220 




  HP Signal Generator, HP8648D   HP Power Meter, HP437 




  Fischer CDN-M3-15   Fischer EM-Clamp 




  Other(s):        
 
Test Accessories:  See Appendix C for suppoirt equipment details 




 
Test Specifications 




 
Frequency Range: 150 kHz to 80 MHz   




Injection Voltage:   10 VRMS  




Modulation:   AM - 1 kHz, 80% sinewave                 




Step: 1%  




Dwell Time: 3.0 second(s) , 60 sec EUT clocks  




 




 
Cables Coupled 




                
Cable Tested: AC Power     
Shielding: None     
Type: AC     
Transmission: CDN Direct     




   
Test Results of Conducted RF 




 
Test Status: PASSED Performance Criterion 1 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.7   POWER-FREQUENCY MAGNETIC FIELD (PFMF) 
 




Measurements of immunity against PFMF were performed to the requirements of IEC 61000-4-8. 
 




Testing Conditions 
 




Date of Test: March 2, 2006 




Temperature: 21ºC 




Relative Humidity:   32% 




Atmospheric Pressure: 74.3kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: w s 




 
Test Location 




 
Criterion Technology Surge Test Area 




 
Test Equipment 




 
  Haefely Trench Magnetic Loop Antenna 




 
Test Accessories:  See Appendix C for suppoirt equipment details 




 
Test Specifications 




 
Power Frequency: 60 Hz 




Field Strength: 30 A/m  




 
Test Results of PFMF 




 
Test Status: PASSED Performance Criterion 1 




 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.8   VOLTAGE DIPS, SHORT INTERRUPTIONS AND VOLTAGE VARIATIONS (VDIV) 
 




Measurements of immunity against VDIV were performed to the requirements of IEC 61000-4-11. 
 




Testing Conditions 
 




Date of Test: March 8 & 9, 2006 




Temperature: 14ºC 




Relative Humidity:   45% 




Atmospheric Pressure: 74.1kPa 




Test Voltage: 120 VAC 60 Hz 




Test Operator: ws/ lws 




 
Test Location 




 
Criterion Technology Surge Test Area 




 
Test Equipment 




 
  Haefely Trench Power Supply, PHF555   Haefely Trench Pline 




 
Test Accessories:  See Appendix C for suppoirt equipment details 




 
Test Specifications 




 
EUT Line Voltage: 120 VAC, 60 Hz 




UT Voltages:  




  30% reduction 10 msec duration 




  60% reduction 100 msec duration 




  60% reduction 1 sec duration  




  =95% reduction  5 sec duration 




  +7.5% variation = 4 hours 




  -12.5% variation = 4 hours 




  ± 15% voltage surges 




 




Number of Dips/Interrupts: ≥3 
 




Test Results of VDIV 
 




Test Status 30% reduction 10 msec duration:  PASSED      Test Performance 1 
Test Status 60% reduction 100 msec duration:  PASSED      Test Performance 1 
Test Status 60% reduction 1 second duration:  PASSED      Test Performance 1 
Test Status =95% reduction for 5.0 seconds:   PASSED      Test Performance 1 
Test Status + 7.5% variation 4 hours:   PASSED      Test Performance 1 
Test Status - 12.5% variation 4 hours :   PASSED      Test Performance 1 
Test Status ± 15% voltage surges:    PASSED      Test Performance 1 




 
 
Test Status: PASSED Performance Criterion 1 
Remarks 




 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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4.0 APPENDIX A:  EUT PHOTOGRAPHS  
 
 
 
4.1 RADIATED EMISSIONS – FRONT VIEW    
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4.2 RADIATED EMISSIONS – SIDE VIEW 
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4.3 RADIATED EMISSIONS –  REAR VIEW 
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4.4 CONDUCTED EMISSSIONS – FRONT VIEW 
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4.5 CONDUCTED EMISSIONS – SIDE VIEW 
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4.6 RADIATED RF ELECTROMAGNETIC  FIELD IMMUNITY 
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4.7 ELECTRICAL FAST TRANSIENTS/BURST 
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4.8 SURGE 
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4.9 CONDUCTED DISTURBANCES, INDUCED BY RF FIELDS 
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4.10 POWER FREQUENCY MAGNETIC FIELD (PFMF) 




 
 
 















CRITERION TECHNOLOGY                   EMC QUALIFICATION TEST REPORT Sheet 25 of 52 
 060224-1014 FOR  ELECTION SYSTEMS AND 




SOFTWARE 




 




 




CONFIDENTIAL AND PROPRIETARY 
  




4.11 VOLTAGE DIPS, INTERRUPTIONS & VARIATIONS 
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5.0 APPENDIX B:  DATA SHEETS   
 
 
 
5.1 RADIATED EMISSIONS PLOT – 30 MHZ TO 1 GHZ  
  
Criterion Technology Date: Maech 1, 2006     
EUT: Voting System, M100 PEB Reader / 91139 S/N: PP000038    
Manufacturer: Election Systems and Software 
Tester: lws       SpiD: 060224-1014       
EUT Level: change to different ferrite 
EUT Information: tabletop 
Test Information: continous print and data xfer,     3m,  120 VAC 60 Hz.  FCC Part 15 Class B 
Test Cond: Temp:   16°C Humidity:   26% 
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5.2 RADIATED EMISSIONS TABLE – 30 MHZ TO 1 GHZ   
  
Notes:  
The third column below contains alpha characters which pertain to the type of measurements made. The following 
are the definitions for those characters: q = Quasi Peak, m = Maximized (cable, rotation and antenna height), s = 
scanned but no data taken, and a = average. For the first character in column four, a ‘-’ indicates that value is below 
the limit while an ‘*’ indicates that value is above the limit 
If the list is sorted using “I-sort”, then quasi-peak and average levels are weighted higher than peak levels and are 
moved to the front of the scan list. 
The following keys help to better understand the data: 
TT: Turntable position in degrees 
Hght:  Height of antenna in centimeters 
Az: Azimuth, V = Vertical, H= Horizontal 
  
 
 
 
Criterion Technology Wed Mar 01 09:13:07 2006 
EUT: Voting System, M100PEB Reader / 91139    S/N: PP000038 
Manufacturer: Election Syestems and Software 
Tester: lws                                                                Special ID: 060224-1014 
EUT Level: change to different ferrite 
EUT Information: tabletop 
Test information: continous print and data xfer, 3 mtr, 120 VAC 60 Hz, FCC Part 15 Class B 
 




Table 1: Scan List, sorted by margin to limit FCC-B, -10.7dB filter 
 




Freq, MHz Value dBuV/m Sts  Margin to FCC-B limits (dB) TT Hght Az Comment 
626.5974 43.34 m -2.68 114 117 H . 
551.3952 43.30 m -2.72 54 126 H . 
601.5117 42.20 m -3.82 101 126 H . 
451.1425 42.11 m -3.91 244 183 H . 
651.6457 42.03 m -3.99 112 101 H . 
206.5508 39.13 m -4.39 111 141 H . 
952.4035 41.16 q -4.86 280 100 V . 
701.7718 40.50 q -5.52 270 150 H . 
175.4408 37.46 q -6.06 102 127 H . 
751.9058 39.65 q -6.37 112 101 H . 
188.4237 37.09 m -6.43 102 127 H . 
827.0857 39.54 m -6.48 -1 100 H . 
375.9434 39.48 q -6.54 1 100 V . 
676.6957 39.47 q -6.55 102 127 H . 
902.2740 39.18 q -6.84 280 100 V . 
401.0124 38.88 q -7.14 1 199 H . 
181.4887 35.83 q -7.69 101 126 H . 
231.6158 37.92 q -8.10 102 127 H . 
200.5077 35.24 q -8.28 101 126 H . 
64.9932 31.62 q -8.38 280 100 V . 
657.6890 37.18 q -8.84 1 150 V . 
199.6628 34.50 q -9.02 89 101 H . 
213.4967 34.50 q -9.02 89 149 H . 
300.7635 36.99 q -9.03 181 150 H . 
526.3372 36.99 q -9.03 1 100 V . 
408.1769 36.92 q -9.10 1 100 V . 
392.1719 36.79 q -9.23 1 100 V . 
194.4618 34.26 q -9.26 100 134 H . 
350.8875 36.72 q -9.30 112 101 H . 




Minimum Margin to Limit: -2.68 dB at 626.5974    MHz 
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281.7184 36.63 q -9.39 1 200 V . 
197.0537 34.12 q -9.40 89 101 H . 
169.4047 34.00 q -9.52 102 127 H . 
852.1357 36.18 q -9.84 280 100 V . 
426.0804 36.11 q -9.91 280 100 V . 
212.5971 33.59 q -9.93 89 101 H . 
189.2757 33.58 q -9.94 89 101 H . 
877.2131 35.98 q -10.04 89 101 H . 
287.7757 35.54 q -10.48 1 200 V . 
458.2958 35.50 q -10.52 1 100 V . 
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Table 2: Scan List for FCC-B, sorted by Frequency, -10.7dB filter 
 
Freq, MHz Value dBuV/m Sts  Margin to FCC-B limits (dB) TT Hght Az Comment 
64.9932 31.62 q -8.38 280 100 V . 
169.4047 34.00 q -9.52 102 127 H . 
175.4408 37.46 q -6.06 102 127 H . 
181.4887 35.83 q -7.69 101 126 H . 
188.4237 37.09 m -6.43 102 127 H . 
189.2757 33.58 q -9.94 89 101 H . 
194.4618 34.26 q -9.26 100 134 H . 
197.0537 34.12 q -9.40 89 101 H . 
199.6628 34.50 q -9.02 89 101 H . 
200.5077 35.24 q -8.28 101 126 H . 
206.5508 39.13 m -4.39 111 141 H . 
212.5971 33.59 q -9.93 89 101 H . 
213.4967 34.50 q -9.02 89 149 H . 
231.6158 37.92 q -8.10 102 127 H . 
281.7184 36.63 q -9.39 1 200 V . 
287.7757 35.54 q -10.48 1 200 V . 
300.7635 36.99 q -9.03 181 150 H . 
350.8875 36.72 q -9.30 112 101 H . 
375.9434 39.48 q -6.54 1 100 V . 
392.1719 36.79 q -9.23 1 100 V . 
401.0124 38.88 q -7.14 1 199 H . 
408.1769 36.92 q -9.10 1 100 V . 
426.0804 36.11 q -9.91 280 100 V . 
451.1425 42.11 m -3.91 244 183 H . 
458.2958 35.50 q -10.52 1 100 V . 
526.3372 36.99 q -9.03 1 100 V . 
551.3952 43.30 m -2.72 54 126 H . 
601.5117 42.20 m -3.82 101 126 H . 
626.5974 43.34 m -2.68 114 117 H . 
651.6457 42.03 m -3.99 112 101 H . 
657.6890 37.18 q -8.84 1 150 V . 
676.6957 39.47 q -6.55 102 127 H . 
701.7718 40.50 q -5.52 270 150 H . 
751.9058 39.65 q -6.37 112 101 H . 
827.0857 39.54 m -6.48 -1 100 H . 
852.1357 36.18 q -9.84 280 100 V . 
877.2131 35.98 q -10.04 89 101 H . 
902.2740 39.18 q -6.84 280 100 V . 
952.4035 41.16 q -4.86 280 100 V . 
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Table 3: Complete Scan List Sorted by Frequency 
 




Freq, MHz I-val before xducr factors dBuV Final Value dBuV/m Sts TT  Hght Az Time Comment




35.0214 34.78 28.22 m 280 100 V Wed Mar 01 09:04:12 2006 . 




38.7017 35.82 27.66 q 1 100 V Tue Feb 28 13:14:03 2006 . 




42.3977 37.60 27.42 q 1 100 V Tue Feb 28 13:14:05 2006 . 




60.8297 44.26 28.07 q 280 100 V Wed Mar 01 09:00:33 2006 . 




62.9954 45.04 28.96 m 177 101 V Tue Feb 28 16:53:51 2006 . 




64.9932 47.73 31.62 q 280 100 V Wed Mar 01 09:00:38 2006 . 




66.9972 44.36 28.27 q 181 150 V Tue Feb 28 14:18:51 2006 . 




131.3538 42.37 32.76 m 111 141 H Tue Feb 28 16:41:52 2006 . 




150.3857 42.86 32.48 q 100 134 H Tue Feb 28 15:12:32 2006 . 




156.4157 39.69 28.93 q 89 149 H Tue Feb 28 13:51:16 2006 . 




157.2677 41.14 30.33 q 100 134 H Tue Feb 28 15:12:37 2006 . 




169.4047 45.79 34.00 q 102 127 H Wed Mar 01 08:33:59 2006 . 




175.4408 48.98 37.46 q 102 127 H Wed Mar 01 08:34:01 2006 . 




181.4887 48.29 35.83 q 101 126 H Tue Feb 28 16:34:59 2006 . 




184.0687 44.61 32.13 q 112 101 H Tue Feb 28 16:26:22 2006 . 




188.4237 49.28 37.09 m 102 127 H Wed Mar 01 08:32:59 2006 . 




189.2757 45.73 33.58 q 89 101 H Tue Feb 28 13:55:53 2006 . 




194.4618 46.20 34.26 q 100 134 H Tue Feb 28 15:12:54 2006 . 




197.0537 45.76 34.12 q 89 101 H Tue Feb 28 13:55:58 2006 . 




199.6628 45.71 34.50 q 89 101 H Tue Feb 28 13:56:00 2006 . 




200.5077 46.44 35.24 q 101 126 H Tue Feb 28 16:35:16 2006 . 




206.5508 50.36 39.13 m 111 141 H Tue Feb 28 16:41:13 2006 . 




212.5971 44.98 33.59 q 89 101 H Tue Feb 28 13:56:07 2006 . 




213.0037 43.17 31.79 q 111 141 H Tue Feb 28 16:42:30 2006 . 




213.4967 45.87 34.50 q 89 149 H Tue Feb 28 13:51:56 2006 . 




225.5710 45.25 34.82 q 102 127 H Wed Mar 01 08:34:32 2006 . 




231.6158 47.82 37.92 q 102 127 H Wed Mar 01 08:34:34 2006 . 




237.6457 43.77 34.27 q 112 101 H Tue Feb 28 16:26:51 2006 . 




250.6357 42.38 34.40 q 112 101 H Tue Feb 28 16:26:53 2006 . 




257.5392 39.24 31.52 q 89 101 H Tue Feb 28 13:56:30 2006 . 




275.6857 42.30 34.43 q 181 150 V Tue Feb 28 14:18:45 2006 . 




281.7184 44.30 36.63 q 1 200 V Tue Feb 28 13:30:00 2006 . 




287.7757 42.90 35.54 q 1 200 V Tue Feb 28 13:30:02 2006 . 




294.7179 40.72 33.31 q 1 200 V Tue Feb 28 13:30:04 2006 . 




300.7635 44.44 36.99 q 181 150 H Tue Feb 28 14:22:03 2006 . 




325.8137 39.09 32.13 q 89 101 H Tue Feb 28 13:56:50 2006 . 




350.8875 42.57 36.72 q 112 101 H Tue Feb 28 16:27:17 2006 . 




375.9434 44.84 39.48 q 1 100 V Tue Feb 28 13:16:51 2006 . 




386.6916 36.63 31.66 q 1 150 V Tue Feb 28 13:25:58 2006 . 




392.1719 41.47 36.79 q 1 100 V Tue Feb 28 13:16:58 2006 . 




400.1702 37.82 33.68 q 1 100 V Tue Feb 28 13:17:01 2006 . 




401.0124 42.93 38.88 q 1 199 H Tue Feb 28 13:34:45 2006 . 




408.1769 40.76 36.92 q 1 100 V Tue Feb 28 13:17:06 2006 . 




426.0804 39.49 36.11 q 280 100 V Wed Mar 01 09:02:42 2006 . 




429.6551 37.92 34.55 q 1 150 H Tue Feb 28 13:22:00 2006 . 




451.1425 45.05 42.11 m 244 183 H Tue Feb 28 16:05:24 2006 . 
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456.1957 37.51 34.71 q 1 100 V Tue Feb 28 13:17:18 2006 . 




457.1839 35.23 32.46 q 67 173 H Tue Feb 28 14:45:35 2006 . 




458.2958 38.24 35.50 q 1 100 V Tue Feb 28 13:17:22 2006 . 




472.2006 36.80 34.23 q 1 100 V Tue Feb 28 13:17:25 2006 . 




526.3372 38.10 36.99 q 1 100 V Tue Feb 28 13:17:27 2006 . 




551.3952 44.32 43.30 m 54 126 H Tue Feb 28 15:42:21 2006 . 




601.5117 42.33 42.20 m 101 126 H Tue Feb 28 16:34:10 2006 . 




626.5974 42.61 43.34 m 114 117 H Wed Mar 01 08:41:08 2006 . 




651.6457 41.01 42.03 m 112 101 H Tue Feb 28 16:25:28 2006 . 




657.6890 36.03 37.18 q 1 150 V Tue Feb 28 13:26:39 2006 . 




676.6957 38.31 39.47 q 102 127 H Wed Mar 01 08:36:05 2006 . 




701.7718 39.04 40.50 q 270 150 H Tue Feb 28 14:30:26 2006 . 




726.8257 32.39 34.10 q 1 150 V Tue Feb 28 13:26:48 2006 . 




751.9058 37.82 39.65 q 112 101 H Tue Feb 28 16:28:19 2006 . 




827.0857 35.79 39.54 m -1 100 H Tue Feb 28 15:57:21 2006 . 




852.1357 32.90 36.18 q 280 100 V Wed Mar 01 09:03:28 2006 . 




877.2131 32.92 35.98 q 89 101 H Tue Feb 28 13:58:07 2006 . 




896.2317 31.04 34.02 q 89 101 H Tue Feb 28 13:58:09 2006 . 




902.2740 36.14 39.18 q 280 100 V Wed Mar 01 09:03:36 2006 . 




927.3457 30.02 33.35 q 280 100 V Wed Mar 01 09:03:38 2006 . 




952.4035 36.56 41.16 q 280 100 V Wed Mar 01 09:03:42 2006 . 
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5.3 FCC PER EN 55022 CONDUCTED EMISSIONS PLOT  
 
 
Criterion Technology Inc.            
Conducted Emissions 
 
EUT: Voting System, M100 PEB Reader / 91139 DATE: March 1, 2006 
Manuf: Election Systems and Software                                S/N: PP000038 
Op Cond: continous print and data transfer     
Operator: lws                                                                                                         
Test Spec: FCC per EN 55022, Class B 
Test Cond: Temp:   18°C Humidity:  25% 
Comment: 120 VAC 60 Hz, N on Prescan, L1 & N on Final 
 
Scan Settings   (1   Range) 
|  -----------  Frequencies  ------------|    |-----------------  Receiver Settings  --------------------------| 
     Start Stop  Step           If BW   Detector    M-Time   Atten   Preamp   OpRge  
       150k 30M  5k         10k      PK+AV      100MS   AUTO LN   OFF    60db 
 
Final Measurement:  x  QP  /  +  AV  Transducer  No.  Start Stop Name 
       Meas Time: 1s                     1               1       9k  30M    SRw3dB 
       Subranges: 25                                        3        9k        30M       LISN 
       Acc Margin:    15dB 
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5.4 FCC PER EN 55022 CONDUCTED EMISSIONS TABLE 
 
 
Criterion Technology Inc.            
Conducted Emissions 
 
EUT: Voting System, M100 PEB Reader / 91139 DATE: March 1, 2006 
Manuf: Election Systems and Software                                S/N: PP000038 
Op Cond: continous print and data transfer     
Operator: lws                                                                                                         
Test Spec: FCC per EN 55022, Class B 
Test Cond: Temp:   18°C 
Comment: 120 VAC 60 Hz, N on Prescan, L1 & N on Final 
 
Scan Settings   (1   Range) 
|  -----------  Frequencies  ------------|    |-----------------  Receiver Settings  --------------------------| 
     Start Stop  Step           If BW   Detector    M-Time   Atten   Preamp   OpRge  
       150k 30M  5k         10k      PK+AV      100MS   AUTO LN   OFF    60db 
  
 
Final Measurement Results: 
 
Indicated Phase/PE shows Configuration of max. Emission 
 
  
 




Frequency 
MHz 




QP Level 
DBuv 




QP Limit 
DBuv 




Phase 
- 




PE 
- 




     
0.15000 45.8 66.0 N gnd 




     
     
     




 
Frequency 




MHz 
AV Level 




DBuv 
AV Limit 




DBuv 
Phase 




- 
PE 
- 




0.50000 39.3 46.0 L1 gnd 
0.62500 36.0 46.0 L1 gnd 
23.00000 35.7 50.0 L1 gnd 
25.00000 36.2 50.0 N gnd 




     




     




 
 
 
 
 
 
 




Minimum Margin to Limit: -6.7 dB at 0.50000 MHz 
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5.5 RADIATED SUSCEPTIBILITY (EN 61000-4-3, IEC 1000-4-3, IEC 801-3) 
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 




TEMPERATURE: 19ºC HUMIDITY: 34% 
ATMOSPHERIC PRESSURE: 73.95kPa DWELL TIME: 3 Seconds 60 Sec EUT Clks 
TEST DATE: March 1, 2006 TEST PERSONNEL: lws 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   




 
TEST FREQ. 




(MHz) 
FIELD 




STRENGTH 
(V/m) 




MODULATION 
FREQ.     % 




FIELD 
POLARITY 




TESTED SIDE 
OF EUT 




TEST 
PERFORMANCE 




(1 or 2)* 




TEST 
PERFORMANCE 




(1 or 2)* 




(PASS/ 
FAIL) 




OBSERVED RESPONSE 
OF THE EUT 




80 to 1000 10 1kHz 80%AM Horizontal Front 1 1 PASS No Change in response 
80 to 1000 10 1kHz 80%AM Vertical Front 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Horizontal Front 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Vertical Front 1 1 PASS No Change in response 




900 10 200 Hz pulse Vertical Front 1 1 PASS No Change in response 
900 10 200 Hz pulse Horizontal Front 1 1 PASS No Change in response 
900 10 200 Hz pulse Horizontal Left 1 1 PASS No Change in response 
900 10 200 Hz pulse Vertical Left 1 1 PASS No Change in response 




80 to 1000 10 1kHz 80%AM Vertical Left 1 1 PASS No Change in response 
80 to 1000 10 1kHz 80%AM Horizontal Left 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Vertical Left 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Horizontal Left 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Horizontal Rear 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Vertical Rear 1 1 PASS No Change in response 




80 to 1000 10 1kHz 80%AM Horizontal Rear 1 1 PASS No Change in response 
80 to 1000 10 1kHz 80%AM Vertical Rear 1 1 PASS No Change in response 




900 10 200 Hz pulse Vertical Rear 1 1 PASS No Change in response 
900 10 200 Hz pulse Horizontal Rear 1 1 PASS No Change in response 
900 10 200 Hz pulse Horizontal Right 1 1 PASS No Change in response 
900 10 200 Hz pulse Vertical Right 1 1 PASS No Change in response 




EUT Clks 10 1kHz 80%AM Vertical Right 1 1 PASS No Change in response 
EUT Clks 10 1kHz 80%AM Horizontal Right 1 1 PASS No Change in response 




80 to 1000 10 1kHz 80%AM Vertical Right 1 1 PASS No Change in response 
80 to 1000 10 1kHz 80%AM Horizontal Right 1 1 PASS No Change in response 




 
EUT Freq’s of Interest:  100, 150, 200, 250 MHz 
 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter 
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5.6 ELECTRICAL FAST TRANSIENT/BURST (EN 61000-4-4, IEC 1000-4-4, IEC 801-4) 
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 




TEMPERATURE: 19ºC HUMIDITY: 34% 
ATMOSPHERIC PRESSURE: 74kPa   
TEST DATE: 1 March 2006 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz DWELL TIME: 120  Seconds 




 
TEST 




VOLTAGE 
LINE 




1 
LINE 




2 
EARTH 




GROUND 
TEST 




DURATION 
CABLE 
TESTED 




REQUIRED 
PERFORMANC




E (1 or 2)* 




TEST 
PERFORMANCE 




(1 or 2)* 




(PASS/       
FAIL) 




OBSERVED 
RESPONSE 
OF THE EUT 




±2kV X   2 Minutes M100 Power 1 1 pass normal operation 
±2kV  X  2 Minutes M100 Power 1 1 pass normal operation 
±2kV X X X 2 Minutes M100 Power 1 1 pass normal operation 
±2kV X   2 Minutes PEB Reader Power 1 1 pass normal operation 
±2kV  X  2 Minutes PEB Reader Power 1 1 pass normal operation 




 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 
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5.7 SURGE (EN 61000-4-5, IEC 1000-4-5, IEC 801-5) 
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 




TEMPERATURE: 14ºC HUMIDITY: 45% 
ATMOSPHERIC PRESSURE: 74.1kPa   
TEST DATE: 8 March 2006 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   




 
TEST 
VOLTAGE 




LINE 
1 




LINE 
2 




EARTH 
GROUND 




CABLE 
TESTED 




REQUIRED 
PERFORMANCE 




(1 or 2)* 




TEST 
PERFORMANCE 




(1 or 2)* 




(PASS/ 
FAIL) 




OBSERVED 
RESPONSE 
OF THE EUT 




+2 kV X X  PEB Reader 
Power 




1 1 pass normal operation 




-2 kV X X  PEB Reader 
Power 1 1 pass normal operation 




+2 kV X  X PEB Reader 
Power 1 1 pass normal operation 




+2 kV  X X PEB Reader 
Power 1 1 pass normal operation 




-2 kV X  X PEB Reader 
Power 1 1 pass normal operation 




-2 kV  X X PEB Reader 
Power 




1 1 pass normal operation 




 
 




Surges were initiated at 90°, 180° and 270° power line phase angles. 




 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 
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5.8 CONDUCTED DISTURBANCE (EN 61000-4-6, IEC 1000-4-6)  
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 




TEMPERATURE: 18ºC HUMIDITY: 32% 
ATMOSPHERIC PRESSURE: 74.3kPa   
TEST DATE: 2 March 2006 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz DWELL TIME:  3 Sec 60 Sec EUT Clks 




  
TEST 
FREQ. 
(MHz) 




FIELD 
STRENGTH 




(V) 




MODULATION 
FREQ.     % 




CABLE 
TESTED 




COUPLING 
DEVICE 




REQUIRED 
PERFORMANCE                                                                                                                                                     




(1 or 2)* 




TEST 
PERFORMANCE 




(1 or 2)* 




(PASS/ 
FAIL) 




OBSERVED RESPONSE 
OF THE EUT 




0.15 to 80 10 1kHz 80% AM M100 
POWER 




M3 CDN 1 1 pass continuous printing 




1.84 10 1kHz 80% AM M100 
POWER 




M3 CDN 1 1 pass continuous printing 




2 10 1kHz 80% AM M100 
POWER 




M3 CDN 1 1 pass continuous printing 




8 10 1kHz 80% AM M100 
POWER 




M3 CDN 1 1 pass continuous printing 




14.318 10 1kHz 80% AM M100 
POWER 




M3 CDN 1 1 pass continuous printing 




0.15 to 80 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




1.84 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




2 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




8 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




14.318 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




50 10 1kHz 80% AM PEB Reader 
POWER 




M3 CDN 1 1 pass continuous printing 




 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 
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5.9 MAGNETIC SUSCEPTIBILITY (EN 61000-4-8, IEC 1000-4-8) 
 
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 
TEMPERATURE: 21ºC HUMIDITY: 32% 
ATMOSPHERIC PRESSURE: 74.3kPa   
TEST DATE: 2 March 2006 TEST PERSONNEL: ws 




TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz DWELL TIME:  > 1 Minute 




 
 
MAGNETIC 




POWER 
FREQ. 
(Hz)) 




H-FIELD 
STRENGTH 




(A/m) 




LOOP 
POSITION 
ON EUT 




COUPLING 
DEVICE 




REQUIRED 
PERFORMANCE (1 




or 2)* 




TEST 
PERFORMANCE 




(1 or 2)* 




(PASS/  
FAIL) 




OBSERVED RESPONSE 
OF THE EUT 




60 30 X Haefely loop 1 1 pass continuous printing 
60 30 Y Haefely loop 1 1 pass continuous printing 
60 30 Z Haefely loop 1 1 pass continuous printing 




 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 
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5.10 VOLTAGE DIPS, INTERRUPTIONS & VARIATIONS (EN61000-4-11, IEC1000-4-11) 
 




TEST  NUMBER: 060224-1014  TEST ARTICLE: Voting System 
MODEL NUMBER: M100 PEB Reader / 91139 SERIAL NUMBER: PP000038 
TEMPERATURE: 14ºC HUMIDITY: 45% 
ATMOSPHERIC PRESSURE: 74.1kPa   




TEST DATE: 6 March 2006 TEST PERSONNEL: ws / lws 
TEST RESULTS : Complies ( X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   




 
 




VOLTAGE REDUCTION % 
& DURATION  (Sec.) 




NUMBER OF 
REPETITIONS 




COUPLING 
DEVICE 




REQUIRED 
PERFORMANCE 




 (1 or 2)* 




TEST 
PERFORMANCE  




(1 or 2)* 




(PASS/ 
FAIL) 




OBSERVED 
RESPONSE 
OF THE EUT 




30% 10 msec 3 PLINE 1610 1 1 pass normal operation 
60% 100 msec 3 PLINE 1610 1 1 pass normal operation 




60% 1 sec 3 PLINE 1610 1 1 pass normal operation 
95% 5 sec 3 PLINE 1610 1 1 pass normal operation 




+7.5% increase 4 hours 1 PLINE 1610 1 1 pass normal operation 
-12.5% decrease 4 hours 1 PLINE 1610 1 1 pass normal operation 




±15% voltage surges 3 PLINE 1610 1 1 pass normal operation 




 
 
*Performance Criterion 1 
 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2 
 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 















Sheet 40 of 52                    EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY                   
 060224-1014 FOR  ELECTION SYSTEMS AND 




SOFTWARE 




 




 




CONFIDENTIAL AND PROPRIETARY 
 




6.0  APPENDIX C:  PRODUCT INFORMATION FORM 
 
6.1 INTRODUCTION 
 
6.2 OVERVIEW 




This test plan covers the EMC (Electromagnetic Compatibility) test requirements and methods for the Election 
System & Software Voting Systems “M100 PEB Reader”, hereafter known as the Equipment Under Test (EUT), to 
the requirements as stated in the references. 
 




6.3 QUALIFICATIONS 
The EUT supplied by Election System & Software Voting Systems is representative of product produced in their 
volume manufacturing process.  
 




6.4 CLIENT 
Election System & Software 
11208 John Galt Blvd. 
Omaha, NE 68137 
 




6.5 COMPANY RESTRICTED INFORMATION 
This document contains confidential and restrictive information and shall not be reproduced outside of SysTest 
Labs or Percept Technology Labs Inc. without written consent.   
This document must be reproduced in whole unless written consent has been attained from Percept Technology 
Labs Inc. 
 




6.6 REFERENCE DOCUMENTS 
1) FEC Voting System Standard (VSS) Volume I, Sec. 3 
2) FEC Voting System Standard (VSS) Volume II, Sec. 4 
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6.7 EMC TEST SUMMARY 




Table 1: EMC Test Requirements Summary for Election System & Software M100 PEB Reader 




Applicable Test Name Test Specification 
VSS 




Reference 
Required Performance 




Electromagnetic Emissions Tests 




X 
Radiated 




Electromagnetic 
Emissions 




FCC  V2 4.8.2 Class B 




(30-1000 MHz ) 




X 




 




Conducted 
Electromagnetic 




EMISSIONS 




FCC  V2 4.8.2 Class B  




Electromagnetic Immunity Tests 




X Electromagnetic 
Susceptibility 




IEC 61000-4-3 V2 4.8.4 Note 1:                                             10 V/m, 80 
MHz to 1 GHz 




X 
 




Electrical Fast 
TRANSIENT 




IEC 61000-4-4 V2 4.8.5 Note 1:                                            AC power 
lines:  2kV, 1 kV all external wires >3m no 
control; and 2 kV all external wires control. 




X 




Lightning Surge IEC 61000-4-5 V2 4.8.6 Note 1:                                             AC line to 
line: 2kV 




AC line to earth: 2kV 




DC line to line >10m: 0.5kV 




DC line to earth >10m; 0.5kV 




I/O sig/control >30m; 1kV 




X Conducted RF 
Immunity 




IEC 61000-4-6 V2 4.8.7 Note 1:                                             10 V, 0.15 
MHz to 80 MHz 




X 
Magnetic Fields 




Immunity 
EN61000-4-8 V2 4.8.8 Note 1: 




30 A/m at 60 Hz 




X AC Voltage 
Variations Immunity 




EN61000-4-11 V2 4.8.1 Note 1:                                       




Surges of 30% dip @ 10 ms  




Surges of 60% dip @ 100 ms & 1sec 




Surges of >95% interrupt  @ 5sec 




Surges of +15% line variations of nominal line 
voltage  




Electric power increases of 7.5% and 
reductions of 12.5% of nominal specified 
power supply for a period of up to four hours 
at each power level 
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6.8 PRODUCT DESCRIPTION 
 
Intended Use 




The M100 PEB Reader is intended to be used in the polling place environment. 
 
General 




Trade Mark: Election System & Software 
Part / Model No.: M100 PEB Reader/ 91139 




Description: Voting System 
Serial No.: PP000038 




Rated Input Voltage: 120 VAC Frequency: 60 Hz 
Supply Connection: Detachable power cord 




Construction: Metal frame Plastic cover 
Grounding and Bonding  




Grounding is achieved through the Earth conductor in the AC line cord. 
 
Power Supplies 




Manufacturer Model Output and Type Safety/EMC Description 




 MW35-0900200 9VDC UL AC/DC Adapter 




 
Interface Ports and Cables 




Label Cable Length (m) Function 
Serial 1 serial data transfer 




 
Accessories 




Type Model Function 
N/A   




 
Oscillator Frequencies 




Frequency Description of Use 
2.00000MHz Scan Board 




14.318 MHz 
Motherboard has 14.318MHz crystal that feeds a clock synthesizer which generates 8MHz, 1.84MHz, 
50MHz, and 14.318MHz for the system. 




 
Software 
Voting simulation software. 
 
Modifications 
  See Appendix A 
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6.9 TEST PLAN 
 
Operating Modes and Configurations for EMC Testing 
 
Operating Mode 
Pulling data from PEB 
 
Configurations 




The configuration is as shown in the block diagram. 
All equipment exposed to the conditions of the tests is enclosed in the dotted lined box.  




Figure 1: EUT Block Diagram 




 
 
 
Exercising Software 




Prior to and during testing, proper operation of the EUT shall be confirmed using Election System & Software 
software. 
Once testing is completed, operational status check shall be performed to fully exercise the EUT and ensure that no 
damage has occurred as a result of the test. 
 




Treatment of Test Failures 
Failures of EMC tests or failures of the exercising software to perform shall be documented in the EMC test report. 
 




Test Documentation 
A test report shall be attained from the test lab that meets the pertinent requirements of EN45001, and 
ISO/IEC17025, “General Requirements of Testing and Calibration Laboratories”. 
 




Test Location 
• Criterion Technology Inc. 




1350 Tolland Road  
Rollinsville, CO  80474 
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6.10 EMC TESTS 
 
Electromagnetic Emissions  




Objective: 
To verify that the electromagnetic emissions generated by the product under normal use and in the product’s 
intended environment are below a level as specified by the FES Voting System Standard. 
 




Radiated Electromagnetic Emissions 
Test Method: 
FCC Part 15, Radio Frequency Devices 
Deviations from Test Method: 
None 
Exit Criteria: 
The EUT shall meet the following emissions limits: 




Frequency Band 
(MHz) 




Class B Equipment 
3m Measurement Distance 




(dBuV/m) 




30 – 88 40 
88-216 43.5 




216 – 960 46 
960-1000 54 




 
Conducted Electromagnetic Emissions 




Test Method: 
FCC Part 15, Radio Frequency Devices 
Deviations from Test Method: 
None 
Exit Criteria: 
The EUT shall meet the following emissions limits: 




Class B Equipment Frequency Band 
(MHz) Quasi-Peak 




Measurement 
(dBuV) 




Average Measurement 
(dBuV) 




0.15 – 0.5 66 decreasing linearly 
with the log of the 




frequency to 56 




56 decreasing linearly 
with the log of the 




frequency to 46 
0.5 – 5.0 56 46 
5.0 - 30 60 50 
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Electromagnetic Immunity 
 




Objective: 
To verify that the product performs as intended when exposed to different types of electromagnetic energies that 
may be encountered under normal use in the product’s intended environment. 
 




Immunity Compliance Criteria 
 




Note 1: The EUT shall be able to withstand the test without disruption of normal operation or loss of 
data. 




 
Note 2: The EUT shall be able to withstand the test without damage or loss of data. The equipment may 




reset or have momentary interruption so long as normal operation is resumed without human 
intervention or loss of data. Loss of data means votes that have been completed and confirmed to 
the voter. 
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Electromagnetic Susceptibility 




Test Method: 
IEC61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field Immunity Test, (1996) 
Test Levels: 




Frequency Range 
 (MHz) 




Test 
Level 
 (V/m) 




Modulation / Sweep 




80.0 to 1000.0 10 80% AM at 1.0kHz 
1% steps with 3s dwell 




Clock Frequencies 10 80% AM at 1.0kHz 
1% steps with 3s dwell 




Deviations from Test Method: 
None 
Exit Criteria: 
Note 1 




 
Electrical Fast Transient 




Test Method: 
IEC61000-4-4, Electrical Fast Transient Test, (1995-01) 
Test Levels: 




Coupling Mode Test Voltage 
+/- kV 




AC & DC Line Cord 2 
All external wires >3m no control 1 




All external wires control 2 
Deviations from Test Method: 
None 
Exit Criteria: 
Note 1 
 




Lightning Surge 
Test Method: 
IEC61000-4-5, Lightning Surge Test, (1995-02) 
Test Levels: 




Coupling Mode Test Voltage 
+/- kV 




Differential Mode 2 
Common Mode 2 




Differential Mode >10m 0.5 
Common Mode >10m 0.5 
I/O sig/control >30m 1 




Deviations from Test Method: 
None 
Exit Criteria: 
Note 1 
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Conducted RF Immunity 
Test Method: 
IEC61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, (1996-04) 
Test Levels: 




Test Point Frequency Range 
 (MHz) 




Test Level 
 (Vrms) 




Modulation / Sweep 




AC & DC Power & I/O cables 0.150 to 80.0 10 80% AM at 1.0kHz 
1% steps with 3s dwell 




AC & DC Power & I/O cables 
 




Clock Frequencies 10 80% AM at 1.0kHz 
1% steps with 3s dwell 




Deviations from Test Method: 
None 
Exit Criteria: 
Note 1 
 




Magnetic Fields Immunity 
Test Method: 
IEC61000-4-8, Power Frequency Magnetic Field Immunity Test, (1993-06) 
Test Levels: 
30 A/m in the X, Y, and Z axis of the EUT 
Deviations from Test Method: 
None 
Exit Criteria: 
Note 1 




 
AC Voltage Variations Immunity 




Test Method: 
IEC61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations Immunity Tests, (1994-06) 
Test Levels: 




Voltage Dip 
(% Ut) 




Duration 
@ 




30 10 ms 
60 100 ms and 1 sec 




> 95 5 sec 
Surges of +15% line variations of nominal line voltage 




Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of 
up to four hours at each power level 




Deviations from Test Method: 
None 
Exit Criteria: 
Note1 
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Appendix A : Modifications 




 




• added ferrite to cartridge reader cable 
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7.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
Manufacturer Name/Description Model Number Serial Number Cal. Due Date 




Amplifier Research E-Field Probe FP2000 19682 4/12/2006 
Antenna Research  1-18 GHz Horn DRG118/A 1057 4/13/2006 
EMCO Active Loop 6502 2626 4/14/2006 
Amplifier Research E-Field Probe FP2080 20236 4/16/2006 




Rohde/ Schwarz VHF/UHF Receiver ESVS-30 8634221014 4/19/2006 
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 5/12/2006 




Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 5/12/2006 
Veratech Preamp (AMP2)   N/A 5/16/2006 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 6/15/2006 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 6/15/2006 
Chase  Bilog 30 - 1000 MHz CB6111 1121 7/1/2006 
FCC CDN FCC-801-M3-25 9714 8/2/2006 
FCC EM Clamp F2031 309 8/3/2006 
Amplifier Research Power Amplifier 150A100A 20183 8/4/2006 
Tegam Current Probe 925236-1 12588 8/4/2006 
Amplifier Research Directional Coupler  DC2600 302981 8/4/2006 
Hewlett Packard Signal Generator HP 8648D 3642000145 8/9/2006 




Dickson Temperature/ RH Recorder THDX 5300245 8/11/2006 




Amplifier Research Power Amplifier 100W1000M1 20214 8/24/2006 
Hewlett Packard Tracking Generator HP85645A 3210A00124 10/30/2006 
Haefely Trench EFT Tester PEFT Junior 583-333-51 11/4/2006 




Haefely Trench ESD Gun PESD 1600 H605100 1/23/2007 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 2/11/2007 




Heise Barometer 710A S7-15256 2/16/2007 
Hewlett Packard Pulse Generator HP 8116A 2901G09493 2/19/2007 




EMCO Horn 3160-08 1147 5/9/2007 
Microwave Technologies Standard Gain Horn 12A-18 19527 8/1/2007 




Solar Electronics LISN 8012-50-R-24-BNC 892310 8/9/2007 
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8.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 




89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 




 
EN 50081-1 (CENELEC):  EMC - Generic Emission Standard, Part 1:  Residential, Commercial and Light Industry, 
Revised 2001. 




 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 




 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 




 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, with Amendments 1 & 2, 2003. 




 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2001. 




 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2003. 




 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 




 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, 2002. 




 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2000. 




 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected  thereto: 2002 




 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 




 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, with Amendments 1 & 2, 2005. 




 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, 2005. 




 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
with Amendments 1 & 2, 2001. 




 
EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 




 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1994. 




 
 




EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 1999 















CRITERION TECHNOLOGY                   EMC QUALIFICATION TEST REPORT Sheet 51 of 52 
 060224-1014 FOR  ELECTION SYSTEMS AND 




SOFTWARE 




 




 




CONFIDENTIAL AND PROPRIETARY 
  




 
IEC 61000-6-1: EMC – Part 6-1.  Generic standards – Immunity for residential, commercial and light-industrial 
environments, 9 March 2005. 




 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, October 2001 




 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1998. 




 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2004 
 




Subpart A General. 
 




Subpart B Unintentional Radiators. 
 




Subpart C Intentional Radiators. 
 




Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2004 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2004 
 
8.5 JAPAN 
 




VCCI V-3 
 
8.6 CANADA 
 




ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 1998. 
 




ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 




SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 




 
8.8 CHINA 
 




CNS13438, 1997. 
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1.0 Introduction 




1.1 Overview 




This test plan covers the EMC (Electromagnetic Compatibility) test requirements and 
methods for the Election Systems & Software Voting Systems iVotronic with Sip & Puff, 
hereafter known as the Equipment Under Test (EUT), to the requirements as stated in the 
references. 




1.2 Qualifications 




The EUT supplied by Election Systems & Software Voting Systems is representative of 
product produced in their volume manufacturing process.  




1.3 Client 




Election Systems & Software 




11208 John Galt Boulevard 




Omaha, NE 68137-2364 




1.4 Company Restricted Information 




This document contains confidential and restrictive information and shall not be reproduced 
outside of SysTest Labs Inc. without written consent.   




This document must be reproduced in whole unless written consent has been attained from 
SysTest Labs Inc. 




1.5 Reference Documents 




1) FEC Voting System Standard (VSS) Volume I, Sec. 3 




2) FEC Voting System Standard (VSS) Volume II, Sec. 4 
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2.0 EMC Test Summary 




Table 1: EMC Test Requirements Summary for ~Company ~Product 




Applicable Test Name 
Test 
Specification 




VSS 




Reference 
Required Performance 




Electromagnetic Emissions Tests 




X 
Radiated 
Electromagnetic 
Emissions 




FCC  V2 4.8.2 Class B 




(30-5000 MHz ) 




 
Conducted 
Electromagnetic 
Emissions 




FCC  V2 4.8.2 Class B  




Electromagnetic Immunity Tests 




X 
Electrostatic 
Disruption 




IEC 61000-4-2  V2 4.8.3 Note 2: 8kV contact, 15kV air 




 
Electromagnetic 
Susceptibility 




IEC 61000-4-3 V2 4.8.4 Note 1:10 V/m, 80 MHz to 1 GHz 




 Electrical Fast 
Transient 




IEC 61000-4-4 V2 4.8.5 Note 1: AC & DC external power lines:  
2kV, 1kV all external wires >3m no 
control; and 2kV all external wires 
control. 




 Lightning Surge IEC 61000-4-5 V2 4.8.6 Note 1: AC line to line: 2kV 




AC line to earth: 2kV 




DC line to line >10m: 0.5kV 




DC line to earth >10m; 0.5kV 




I/O sig/control >30m; 1kV 




 
Conducted RF 
Immunity 




IEC 61000-4-6 V2 4.8.7 Note 1: 10 V, 0.15 MHz to 80 MHz 




 
Magnetic Fields 
Immunity 




IEC 61000-4-8 V2 4.8.8 Note 1: 30 A/m at 60 Hz 




 AC Voltage 
Variations 
Immunity 




IEC 61000-4-11 V2 4.8.1 Note 1: Surges of 30% dip @ 10 ms 




Surges of 60% dip @ 100 ms & 1sec 




Surges of >95% interrupt  @ 5sec 




Surges of +15% line variations of 
nominal line voltage  




Electric power increases of 7.5% and 
reductions of 12.5% of nominal 
specified power supply for a period of 
up to four hours at each power level 
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3.0 Product Description 




3.1 Intended Use 




The iVotronic with Sip & Puff is intended to be used in the polling place environment. 




3.2 General 




Trade Mark: ES&S 




Part / Model No.: PN:JDK-1190 / Model: ABCR-S  




Description: Spooled ABCR 




Serial No.:  




Rated Input Voltage: Power Brick:  Frequency: 100-240v 
~1.5amps 




50-60hz 




Supply Connection: Detachable power cord 




Construction: Material: Boltaron 4335 (Acrylic/PVC Alloy) 




Finish: Mold-Tech MT1055 PMS433U 




3.3 Grounding and Bonding  




Grounding is achieved through the Earth conductor in the AC line cord. 




3.4 Power Supplies 




Manufacturer Model Output and Type Safety/EMC Description 




Phihong  PSA65U-240     24Vdc at 2.5A DC Power 
connector 2.1mm Center 
Positive,  




CE, TUV, C UL US  




Cincon TR70A24 24Vdc at 3.0A DC Power 
connector 2.1mm Center 
Positive 




CE, TUV, C UL US  




3.5 Interface Ports and Cables 




Label Cable Length (m) Function 




USB A-B Type 1m USB 1.1 Communications interface to PC  (USB 
2.0 compliant cable and shield). 




Phihong DC Power Cable 1050mm DC Power supply source 




Cincon, DC Power Cable 1800mm DC Power supply source 




3.6 Accessories 




Type Model Function 




   




 




3.7 Oscillator Frequencies 




Frequency Description of Use 
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32.768Khz Oscillator (96Mhz 
microcontroller core clock via PLL) 




main board microcontroller clock sources multiplied up via PLL 




32.768Khz Oscillator (96Mhz 
microcontroller core clock via PLL) 




Decoder board microcontroller clock sources multiplied up via 
PLL 




24Mhz Imager Clock 
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4.0 Test Plan 




4.1 Operating Modes and Configurations for EMC Testing 




4.1.1 Operating Mode 




The iVotronic is powered on and a PEB is installed causing the unit to be in a ready state. 




4.1.2 Configurations 




The configuration is as shown in the block diagram. 




All equipment exposed to the conditions of the tests is enclosed in the dotted lined box. 




Figure 1: EUT Block Diagram 




iVotronic




120 VAC




Headphone
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4.1.3 Exercising Software 




Prior to and during testing, proper operation of the EUT shall be confirmed using Election 
Systems & Software company software. 




Once testing is completed, operational status check shall be performed to fully exercise the 
EUT and ensure that no damage has occurred as a result of the test. 




4.2 Treatment of Test Failures 




Failures of EMC tests or failures of the exercising software to perform shall be documented 
in the EMC test report. 




4.3 Test Documentation 




A test report shall be attained from the test lab that meets the pertinent requirements of 
EN45001, and ISO/IEC17025, “General Requirements of Testing and Calibration 
Laboratories”. 




4.4 Test Location 




• NCEE 




4740 Discovery Drive 




Lincoln, NE 68521 
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5.0 EMC Tests 




5.1 Electromagnetic Emissions  




Objective: To verify that the electromagnetic emissions generated by the product under normal use 
and in the product’s intended environment are below a level as specified by the FES Voting System 
Standard. 




5.1.1 Radiated Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Frequency Band 




(MHz) 




Class B Equipment 




3m Measurement Distance 




(dBuV/m) 




30 – 88 40 




88-216 43.5 




216 – 960 46 




960-1000 54 




1000-5000 54 




5.1.2 Conducted Electromagnetic Emissions 




Test Method: 




FCC Part 15, Radio Frequency Devices 




Deviations from Test Method: 




None 




Exit Criteria: 




The EUT shall meet the following emissions limits: 




Class B Equipment Frequency Band 




(MHz) Quasi-Peak Measurement 




(dBuV) 




Average Measurement 




(dBuV) 




0.15 – 0.5 66 decreasing linearly with the log of 
the frequency to 56 




56 decreasing linearly with the log of 
the frequency to 46 




0.5 – 5.0 56 46 




5.0 - 30 60 50 
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5.2 Electromagnetic Immunity 




Objective: 




To verify that the product performs as intended when exposed to different types of 
electromagnetic energies that may be encountered under normal use in the product’s 
intended environment. 




5.2.1 Immunity Compliance Criteria 




Note 1: The EUT shall be able to withstand the test without disruption of normal 
operation or loss of data. 




 




Note 2: The EUT shall be able to withstand the test without damage or loss of data. 
The equipment may reset or have momentary interruption so long as normal 
operation is resumed without human intervention or loss of data. Loss of 
data means votes that have been completed and confirmed to the voter. 
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5.2.2 Electrostatic Disruption 




Test Method: 




IEC61000-4-2, Electrostatic Disruption Test, (1995-01) 




Test Levels: 




 




Test Location Discharge Voltage  




+/-(kV) 




Indirect Contact: HCP 2, 4, 8 




Indirect Contact: VCP 2, 4, 8 




Direct Contact to Metallic Surfaces 2, 4, 8 




Air Discharges to Insulated Surfaces 2, 4, 8, 15 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 2 




5.2.3 Electromagnetic Susceptibility 




Test Method: 




IEC61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field Immunity Test, (1996) 




Test Levels: 




 




Frequency Range 




 (MHz) 




Test Level 




 (V/m) 




Modulation / Sweep 




80.0 to 1000.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.4 Electrical Fast Transient 




Test Method: 




IEC61000-4-4, Electrical Fast Transient Test, (1995-01) 




Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




AC & DC Line Cord 2.0 




All external wires >3m no control 1 




All external wires control 2 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.5 Lightning Surge 




Test Method: 




IEC61000-4-5, Lightning Surge Test, (1995-02) 




Test Levels: 




 




Coupling Mode Test Voltage 




+/- kV 




Differential Mode 2 




Common Mode 2 




Differential Mode >10m 0.5 




Common Mode >10m 0.5 




I/O sig/control >30m 1 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.6 Conducted RF Immunity 




Test Method: 




IEC61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, (1996-04) 




Test Levels: 




 




Test Point Frequency Range 




 (MHz) 




Test Level 




 (Vrms) 




Modulation / Sweep 




AC & DC Power & I/O cables 0.150 to 80.0 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




AC & DC Power & I/O cables 




 




Clock Frequencies 10 80% AM at 1.0kHz 




1% steps with 3s dwell 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 




5.2.7 Magnetic Fields Immunity 




Test Method: 




IEC61000-4-8, Power Frequency Magnetic Field Immunity Test, (1993-06) 




Test Levels: 




30 A/m in the X, Y, and Z axis of the EUT 




Deviations from Test Method: 




None 




Exit Criteria: 




Note 1 
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5.2.8 AC Voltage Variations Immunity 




Test Method: 




IEC61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations Immunity Tests, (1994-06) 




Test Levels: 




 




Voltage Dip (% Ut) Duration @ 




30 10 ms 




60 100 ms and 1 sec 




> 95 5 sec 




Surges of +15% line variations of nominal line voltage 




Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply for a period of up 
to four hours at each power level 




 




Deviations from Test Method: 




None 




Exit Criteria: 




Note1 
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6.0 Appendix A  




Modifications: 
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7.0 APPENDIX B: TEST EQUIPMENT AND CALIBRATION STATUS 




 




Manufacturer 




 




Name/Description Model Number Serial Number Cal. Due Date 




EM Test  ESD Generator ESD 30 C V0706102220/1 Last cal 




2/2/2007 




Rohde & Schwarz EMI Test Receiver ESI26 100037 Last cal 




8/15/2006 




EMCO Biconilog antenna 3142B 1647 Last cal 




1/29/2007 




     




     




     




     




     




     




     




     




     




     




     




 
















Unity 4.0 Test Case Matrix



Merge Preferences



Test cases 
listed below



EDM 
ESSIM - 



iVIM HPM
Create 
in AIMS



Import 
into 



AIMS



VAT
Phase 



I 
(A100)



VAT 
Phase 



II 
(A200)



M100  v.  
Election 
Day (L)  
HW v.



M100  v.  
Election 
Day (R )  
HW v.



DS200 
v..   



Election 
Day (L)



DS200 
v..   



Election 
Day ( R)



Poll-
Book



supervisor 
station or 



Voter 
activated



12in' iVo 
Election 



Day



15' iVo 
Election 



Day



M650 
Green 
Central 
Count 



(L)



M650 
Green 
Central 
Count ( 



R)



M650 
Red 



Central 
Count 



(L)



M650 
Red 



Central 
Count ( 



R)



DAM
Remote/  



Host ERM Printers Rotation Comments Election Specifications
Readiness x x x x x x x x x x x x x x x



GEN 01



X X X X X X X Voter



X
Seiko 



attached
Non-ADA



X
Network



Regional 
Sea Level 



7801 X Digital



Rotates with 
every new split 



(Standard)



Coded ballots 
Reject (M100/DS200 option 



only)
On screen vote



max out fields
referendum text after vote (only 



paper and text appears after yes/no 
vote)



Created 10 Nodes by transmitting 
M650 10 times with different totals



Volatile Flush Header on M650
650 - "Early Voting Group"



DAM - DS200 Memor Stick into 
Client



DAM - Modem info from iVo  



Gov & Lt. Gov - 4 Cand
Sec of State - 3 Cand
Sheriff - No Cand, write-in
City Council - 6 Cand, write-in
Super of Schools - 1 Cand, write-in
Cnty Commish - 4 cand
Recall Type A - 2 choices
Recall Type B - 3 choices
Prop X - 2 choices
Atty Gen - 1 Cand, write-in
Cnty Treasurer - No Cand, write-in



GEN 02 ST 
and 



Rotation



X X X X X



X
w/PEB 
merge Sup



X
Seiko 



attached
4 key (not 
test of 4 
key just 



HW)
X



Network



Regional 
Sea Level 
7803/7406 X Digital



accept (M100/DS200 option 
only)



ballot by style (M650 only) 
moved to PRI01 PaP)



Coded ballot (ivo/provisional 
voting) moved to GEN03



PEB/100 Merge
Flush Precinct



DAM - Modem info from iVo 



Gov & Lt. Gov - 4 Cand
Sec of State - 3 Cand
Sheriff - No Cand, write-in
City Council - 6 Cand, write-in
Super of Schools - 1 Cand, write-in
Cnty Commish - 4 cand
Recall Type A - 2 choices
Recall Type B - 3 choices
Recall Type C - 4 choices
Prop X - 2 choices
Atty Gen - 1 Cand, write-in
Cnty Treasurer - No Cand, write-in



GEN 02 PA 
ST



X X X X X X Sup



X
4-Key



Comm. 
Pack X



Precinct/P
oll into 
DAM X Digital



iVo rotates with 
each new voter 
(Votronic Auto 



Rotate)



accept (M100/DS200 option 
only)



Require a vote (ivo only)
1 contest per screen



2 pg ballot per person



Multi Card reader writer test using 20 
iVotronics, 1 supervisor station and  



PEB and 1 Key PEB
DAM - Modem info from iVo 



Gov & Lt. Gov - 4 Cand
Sec of State - 3 Cand
Sheriff - No Cand, write-in
City Council - 6 Cand +1 crossover, write-
in
Super of Schools - 1 Cand, write-in
Cnty Commish - 4 cand
Recall Type A - 2 choices
Recall Type B - 3 choices
Recall Type C - 4 choices
Prop X - 2 choices
Atty Gen - 1 Cand, write-in
Cnty Treasurer - No Cand, write-in



GEN 03 
Language



X X X X X X Sup



X
4in RTAL 
/ Printer
3 key



X
9.5in 



RTAL / 
Printer
6 key
3 key
4key X N/A



x 
12 in 
RTAL 
Hand 
held 



scanner
15 in 
RTAL 
ABCR



off set 
(printer)



No rotation Coded ballot ADA only 
(ivo/provisional voting)



RTAL options (Print, zero tape, 
close polls, summary of vote for)



Combo Ballot (ivo only)
Undervote warning



Single generic selection
No summary screen



Audit Recovery (3-Key, 12')



PEB in ERM directly, iVIM will need 
to be changed 2 x's once for 12 in 



and the other for 15 in.  ESSIM once 
for both VATS.  Update test case to 



reflect the changes.



Seiko Printer
Multiple ballot display (5)



Voter activated
Color; color with zoom; black/white; 
black/white with zoom; extra small 



font



Sheriff - 3 Cand, no Cand
City Council - 6 Cand, write-in
Prop x - 2 choices
Recall Type D - 4 choices
1: 15" 3-Key, Supervisor PEB, 9.5" 
RTAL
2: 15" 4-Key, Supervisor PEB, 9.5" 
RTAL
3: 12" 3-Key, Supervisor PEB, 4.5" 
RTAL



Network only Network onlyNo Wireless modem No Wireless modem
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Unity 4.0 Test Case Matrix



PRI 01 (Opri)



X X X X X X Sup



X
Non-ADA



Seiko X



Regional 
Equinox 
4/8 Port X



off set 
(printer)



Rotates based on 
the precinct's 



registered voters 
(District by 



registered voters -
Nonpartisan



Query (M100/DS200 option 
only)



confirm screen, summary 
screen off



Set iVo in booth
Import text files



Full column rule (in ESSIM)
No Absentee Mode, but read into 
ERM, 650 Absentee into ERM.



DAM - Modem info from iVo 



Democrat Ballot:
Presidential Nominee - 3 Cand
Sec of State - No declared Cand, write-in
Alderman - 3 Cand
Republican Ballot:
Presidential Nominee - 2 Cand
Sec of State - 3 Cand, write-in
Alderman - 4 Cand
Scientist Ballot:
Presidential Nominee - 2 Cand
Sec of State - 2 Cand
Alderman - 3 Cand
Non-Partisan Ballot:
Sheriff - No Cand, write-in
Super of Schools - 1 Cand, write-in
School Board - 6 Cand, write-in



PRI 01 (Pick-
a-party)



X X X X X X Sup



X
3 Key w/
comm. 
Pack X



Precinct 
/Poll 



Digi 4/8 
Port X



off set 
(printer)



Standard = 
Candidate > Vote 



for



accept (M100/DS200 option 
only)



ballot by style (M650 only)



Import text files (Import Wizard)
DAM - Modem info from iVo 



Democrat Ballot:
Presidential Nominee - 3 Cand
Sec of State - No declared Cand, write-in
Alderman - 2 Cand
Republican Ballot:
Presidential Nominee - 2 Cand
Sec of State - 3 Cand, write-in
Alderman - 4 Cand
Scientist Ballot:
Presidential Nominee - 2 Cand
Sec of State - 2 Cand
Alderman - 3 Cand
Non-Partisan Ballot:
Sheriff - No Cand, write-in
Super of Schools - 1 Cand, write-in
School Board - 6 Cand, write-in



PRI 02



X X X X X X X Voter 



X
6 Key w/
comm. 
Pack X X



Precinct 
Poll 



Perle 4/8 
Port X



BOD
Okidata 
Printer



District by 
registered voters 
by Party (rotates 
based on party's 
registered voters)



Query undervote by contest 
(M100/DS200 option only) - 



Presidential Delegates
Overvote/Blank - Accept



Set iVo in booth
Import text files



Changed iVo password to:  SERVIC
650 - Absentee Mode



Upload Audit data serial
DAM - Modem info from iVo 



iVo - Upload Audit Data



Democrat Ballot:
Presidential Delegates - 3 Cand
Sec of State - No declared Cand
Alderman - 3 Cand
Republican Ballot:
Presidential Delegates - 2 Cand
Sec of State - 3 Cand, write-in
Alderman - 4 Cand
Scientist Ballot:
Presidential Delegates - 3 Cand
Sec of State - 2 Cand
Alderman - 3 Cand
Non-Partisan Ballot:
Sheriff - No Cand, write-in
Super of Schools - 1 Cand, write-in
School Board - 6 Cand, write-in
Recall Type D - 4 choices



11X36 x x x x x x x x x x All ballots to be read into ERM



14X36 x x x x x x x x x x All ballots to be read into ERM



14X48 x x x x x x x x x x All ballots to be read into ERM



17X45 x x x x x x x x x x All ballots to be read into ERM



17X60 x x x x x x x x x x All ballots to be read into ERM



19X51 x x x x x x x x x x All ballots to be read into ERM



19X68 x x x x x x x x x x All ballots to be read into ERM
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2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



# Date Status 
O or C



Type (HW, 
Info, Doc, 



Functional) 



Tester 
Name



Location (Doc/App 
with version and 
date)



Description Req # & text Vendor Response



1 7/6/07 C Doc B Clark iVotronic Hardware 
Specification, Version 
9.2.0.0, June 15, 2007



Cited document does not address security criteria



8/28/07 R. Krug



Verified that the security criteria have been added 
to Chapter 1, Section 1, pg. 2 CLOSED



VVSG Vol. 2, Section 2.4.1:
The vendor shall provide a detailed 
discussion of the characteristics of 
the system, indicating how the 
hardware meets individual 
requirements defined in Volume I, 
Section 4, including:



Physical characteristics: This 
discussion addresses suitability for 
intended use, requirements for 
transportation and storage, health 
and safety criteria, security criteria, 
and vulnerability to adverse 
environmental factors



7/16/2007                                
Updated document (chapter 
1, section 1, page2)



Discrepancy Report
Vendor: ES&S
Project: Unity 4.0



Log all defects and discrepancies found during the PCA and FCA.
Defects or Discrepancies need to be resolved for VSTL qualification.
Informational issues are outside the scope of the software VSTL qualification.
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2 7/6/07 C Doc B Clark Model 100 System 
Hardware Specification
Version 1.3.0.0,  June 
15, 2007



Cited document does not address 
requirements/restrictions on telecommunications.



8/28/07, R. Krug
Discrepancy remains open. The System 
Environment Characteristics Overview pargraph in 
Section 1 was not updated to address 
requirements/restrictions on telecommunications



11/29/07, D. Valdez - Closed
Verified requirements/restrictions have been 
referenced on pg. 2 of the M100 SHS, dated 
11/16/07.



VVSG Vol. 2: 2.4.1
The vendor shall provide a detailed 
discussion of the characteristics of 
the system, indicating how the 
hardware meets individual 
requirements defined in Volume I, 
Section 4, including:



Environmental conditions: This 
discussion addresses the ability of 
the system to withstand natural 
environments, and operational 
constraints in normal and test 
environments, including all 
requirements and restrictions 
regarding electrical service, 
telecommunications services, 
environmental protection, and any 
additional facilities or resources 
required to install and operate the 
system



7/27/2007 Updated System 
Environment Characteristics 
Overview in Section 1.



Cordes 11/2/2007
System Environment 
Characteristics in Section 1, 
pg. 2 was updated to address 
requirements/restrictions on 
telecommunications.



3 7/6/07 C Info B Clark HPM System 
Functionality 
Description, Version 
5.6.0.0, No Rev.,June 
15, 2007



Pages 34 (Section 2.1.5.2) and 35 (letter I) of cited 
document contain refererences to 'ERM' which in 
context seem in error, and should likely be 'HPM.'



8/28/07. R. Krug
Verified that the ERM references were changed to 
HPM on pages 34 and 35. CLOSED.



07-09-2007 



Document Updated on page 
34 and 35



4 7/6/07 C Info B Clark iVotronic Image 
Manager System 
Functionality 
Description, Version 
3.1.0.0, No Rev.,June 
15, 2007



The middle column of the third row of the table at 
the top of page 12 of the cited document contains a 
check indicating system support, while the 
accompanying text indicates that it is N/A.



8/28/07. R. Krug
Verified that checkmark was removed to indicate 
N/A. CLOSED



07-16-2007
Changed checkmark to N/A
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5 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 
System Maintenance 
Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, maintenance described is 
exclusively preventative, and not corrective.



8/28/07, R. Krug
Verified that the ES&S contact information is 
provided in each of the three cited documents. 
CLOSED



VVSG Vol. 2 Section 2.9



The system maintenance 
procedures shall provide 
information in sufficient detail to 
support election workers, 
information systems personnel, or 
maintenance personnel in the 
adjustment or removal and 
replacement of components or 
modules in the field. Technical 
documentation needed solely to 
support the repair of defective 
components or modules ordinarily 
done by the manufacturer or 
software developer is not required.



Recommended service actions to 
correct malfunctions or problems 
shall be discussed, along with 
personnel and expertise required to 
repair and maintain the system; 
and equipment, materials, and 
facilities needed for proper 
maintenance. This manual shall 
include the sections listed below.



This Discrepancy applies also to 
Vol.2, section 2.9.2, 2.9.2.2.a,b,d-
f,  2.9.3



DS200 SMM v. 
9.2.0.0_08.15.2007 - See 
Chapter 1 (pg. 4): 
Introduction under the 
Contact ES&S for Technical 
Support. We state that users 
should contact ES&S to 
correct any issues not 
covered in manual to ensure 
proper action is taken.



M100 SMM - See Chapter 1: 
Introduction under the 
Contact ES&S for Technical 
Support. We state that users 
should contact ES&S to 
correct any issues not 
covered in manual to ensure 
proper action is taken.



M650 SMM - See Chapter 1: 
Introduction under the 
Contact ES&S for Technical 
Support. We state that users 
should contact ES&S to 
correct any issues not 
covered in manual to ensure 
proper action is taken.
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6 7/6/07 O Doc  B Clark ES&S Model 650
System Maintenance 
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 
System Maintenance 
Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In the cited documents, no concept of operation is 
presented.



8/28/07. R. Krug
Discrepancy cannot be closed because there (a) is 
no reference in the System Maintenance Manual 
documents to the System Functional Description 
documents and (b) the references (Section 2.1.7) in 
the System Functionality Description documents do 
not address concept of operation.



11/29/07 - KS
Verified the addition of overview sections in TDP 
submission 3, however the discrepancy remains 
open as the requirements still have not been 
fulfilled for concept of operation.



VVSG, Vol. 2, Section 2.9.1.a,b.e-
h
The vendor shall describe the 
structure and function of the 
equipment (and related software) 
for election preparation, 
programming, vote recording, 
tabulation, and reporting in 
sufficient detail to provide an 
overview of the system for 
maintenance, and for identification 
of faulty hardware or software.
a. The description shall include a 
concept of operations that fully 
describes such items as:The 
electrical and mechanical functions 
of the equipment;
b. The description shall include a 
concept of operations that fully 
describes such items as:How the 
processes of ballot handling and 
reading are performed (paper-
based systems);
e. The description shall include a 
concept of operations that fully 
describes such items as:How data 
are handled in the processor and 
memory units;
f. The description shall include a 
concept of operations that fully 
describes such items as:How data 
output is initiated and controlled;
g. The description shall include a 
concept of operations that fully 
describes s ch items as:Ho



Refer to Section 2.1.7 - Vote 
Tabulation Program - DS200 
SFD v. 1.0.0.0_06.15.2007



Model 100 - Refer to Section 
2.1.7 - Vote Tabulation 
Program - M100 SFD v. 
5.4.0.0_6.15.2007



Model 650 - Refer to Section 
2.1.7 - Vote Tabulation 
Program - M650 SFD v. 
5.4.0.0_6.15.2007



slm - 10/19 - Added 'DS200 
Overview' to DS200 System 
Maintenance Manual - 
Chapter 1
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7 7/6/07 O Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



In cited documents, the number and skill levels of 
personnel required for each task are not addressed.



R. Krug - 8/28/07
Discrepancy cannot be closed because the Vendor 
Response references (iVo SMM, M100 SMM, and 
the Model 650 SMM) which do not address the 
numbers and skill levels needed for each task.



11/29/07 - KS 
Verified in IVO SMM, dated August 3, 2007 (sub. 
3), on page 19 the number and skill level is 
identified for Preventative Maintenance tasks, as 
well as in Chapter 3 subsections. 
Verified in the M100 SMM, dated November 16, 
2007 (sub 3), that for each maintenance task a 
number and skill level is identified, however it is 
not clear what constitutes Preventative 
Maintenance.
Verified in the M650 SMM, dated November 16, 
2007 (sub 3),  that for each maintenance task a 
number and skill level is identified, except for 
"Install New Firmware".



VVSG, Vol. 2, Section  2.9.2.1.b



b. The vendor shall identify and 
describe: Number and skill levels 
of personnel required for each 
(maintenance) task;



Refer to iVO SMM v. 
9.2.0.0_08.08.2007 Chapter 
3: Election Preparation - 
Replace iVotronic Terminal 
Batteries heading - manual 
states a qualified ES&S 
technician is needed to 
replace iVotronic terminal 
batteries. Chapter 4: 
Corrective Maintenance 
heading - manual states one 
ES&S certified technican 
will be needed to perform the 
listed corrective maintenance 
tasks.
ES&S M100 System 
Maintenance manual - Added 
Chapter 6: Maintaining the 
Counter and a list of supplies 
needed can be found in 
Chapter 1: Introduction 
under the Supply Inventory 
and Maintenance Tools 
headings.
ES&S Model 650 System 
Maintenance Manual - a list 
of supplies needed can be 
found in Chapter 1: 
Introduction under the 
Supply Inventory and 
Maintenance Tools headings.



10.19.2007 - slm -iVotronic 
System Maintenance Manual 



Refer to Chapter 3: Election
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8 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



In cited documents, parts, supplies, special 
maintenance equipment, software tools, or other 
resources needed for maintenance are not 
addressed.



10/25/07 - KS - CLOSED
Verified in referenced manuals in TDP submission 
2, the addition of the supplies list.



VVSG, Vol. 2, Section  2.9.2.1.c



The vendor shall identify and 
describe:
c. Parts, supplies, special 
maintenance equipment, software 
tools, or other resources needed for 
maintenance;



ES&S M100 System 
Maintenance manual - Added 
Chapter 6: Maintaining the 
Counter and a list of supplies 
needed can be found in 
Chapter 1: Introduction 
under the Supply Inventory 
and Maintenance Tools 
headings.



ES&S Model 650 System 
Maintenance Manual - a list 
of supplies needed can be 
found in Chapter 1: 
Introduction under the 
Supply Inventory and 
Maintenance Tools headings.
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9 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
DS200 System 
Maintenance Manual 
Hardware Version 
1.0.0.0, No Rev., June 
8, 2007



In cited documents, maintenance tasks that must be 
coordinated with the vendor or a third party are not 
addressed.



8/28/07, R. Krug, 10/26/07 - KS 
The statements referenced in the Vendor Response 
have not been added. The statements must 
reference maintenance tasks.



11/29/07, D. Valdez - CLOSED



Verified all vendor responses (pg. 2 of DS200 
SMM, dated 11/02/07, pgs. 4 & 5 of M650 SMM, 
dated 11/16/07, and pg. 3 of the M100 SMM, dated 
11/16/07) have been added. 



VVSG, Vol. 2, Section  2.9.2.1.d



d. The vendor shall identify and 
describe:Any maintenance tasks 
that must be coordinated with the 
vendor or a third party (such as 
coordination that may be needed 
for off-the-shelf items used in the 
system).



Fixed in DS200 SMM v. 
1.0.0.0_08.03.2007 under the 
Contact Information heading 
on pg. 2. 



Model 650
System Maintenance
Manual - Added statement 
"If necessary, ES&S will 
coordinate any on-site 
service your Model 650 will 
need with you" in the 
"Contact ES&S for Technical 
Support" section on page 2. 
Added note on page 4 stating 
"For issues related to the 
Okidata 520 printer contact 
Okidata. See your printer 
documentation for 
information about contacting 
Okidata." this is the only 
third party product associated 
with the Model 650.



ES&S M100 System 
Maintenance Manual - 
Added statement "If 
necessary, ES&S will 
coordinate any on-site 
service your Model 100 will 
need with you" in the 
"Contact ES&S for Technical 
Support" section on page 2.



Fi ed in DS200 SMM
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10 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, detailed documentation of parts 
and materials needed to operate and maintain the 
system are not provided.



8/28/07, R. Krug
Verified that detailed documentation of parts and 
material needed to operate and maintain the system 
are provided. CLOSED.



VVSG, Vol.2, Section 2.9.4



Vendors shall provide detailed 
documentation of parts and 
materials needed to operate and 
maintain the system. 



Refer to Chapter 1: 
Introduction in iVO SMM v. 
9.2.0.0_08.15.2007 - 
iVotronic Terminals and 
PEBs heading



Refer to Chapter 1: 
Introduction in DS200 SMM 
v. 1.2.0.0_08.09.2007 - 
Maintenance Materials 
heading



ES&S M100 SMM - Added 
Chapter 6: Maintaining the 
Counter and a list of supplies 
needed can be found in 
Chapter 1: Introduction 
under the Supply Inventory 
and Maintenance Tools 
headings.



ES&S Model 650 SMM - a 
list of supplies needed can be 
found in Chapter 1: 
Introduction under the 
Supply Inventory and 
Maintenance Tools headings.
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11 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, a complete list of approved 
parts and materials needed for maintenance not 
provided.



8/28/07, R. Krug
Verified that cited documents provided a list of 
approved parts and materials. CLOSED.



VVSG, Vol. 2, section 2.9.4.1



The vendor shall provide a 
complete list of approved parts and 
materials needed for maintenance. 
a. This list shall contain sufficient 
descriptive information to identify 
all parts by:Type
b. This list shall contain sufficient 
descriptive information to identify 
all parts by:Size
c. This list shall contain sufficient 
descriptive information to identify 
all parts by:Value or range
d. This list shall contain sufficient 
descriptive information to identify 
all parts by:Manufacturer's 
designation;
e. This list shall contain sufficient 
descriptive information to identify 
all parts by:Individual quantities 
needed
f. This list shall contain sufficient 
descriptive information to identify 
all parts by:Source from which 
they may be obtained



S. McCarthy - iVO SMM v. 
9.2.0.0_08.15.2007 - Refer 
to the Equipment Profile 
heading in Chapter 1: 
Introduction (pg. 1)



S. McCarthy - DS200 SMM 
v. 1.2.0.0_08.09.2007 - Refer 
to the Maintenance Materials 
heading in Chapter 1: 
Introduction (pg. 1)



B. Gilmore ES&S M100 
SMM - Added Chapter 6: 
Maintaining the Counter and 
a list of supplies needed can 
be found in Chapter 1: 
Introduction under the 
Supply Inventory and 
Maintenance Tools headings. 



B Gilmore ES&S Model 650 
SMM - a list of supplies 
needed can be found in 
Chapter 1: Introduction 
under the Supply Inventory 
and Maintenance Tools 
headings. 
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12 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



Listing of sources and model numbers of marking 
devices that are compatible with the system not 
provided.



8/29/07, R. Krug
Verified that a listing of sources and model number 
of marking devices is provided in the cited 
documents. CLOSED.



VVSG, Vol. 2, section 2.9.4.2



For marking devices manufactured 
by multiple external sources, the 
vendor shall provide a listing of 
sources and model numbers that 
are compatible with the system.



Added to DS200 SMM v. 
1.2.0.0_08.09.07 - Chapter 1: 
Introduction - Marking 
Supplies heading (pg. 2)



B. Gilmore ES&S M100 
SMM - Added Chapter 6: 
Maintaining the Counter and 
a list of supplies needed can 
be found in Chapter 1: 
Introduction under the 
Supply Inventory. 



B Gilmore ES&S Model 650 
SMM - a list of supplies 
needed can be found in 
Chapter 1: Introduction 
under the Supply Inventory.
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13 7/6/07 C Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, required paper stock, size, 
shape, opacity, color, watermarks, field layout, 
orientation, size and style of printing, size and 
location of punch or mark fields used for vote 
response fields and to identify unique ballot 
formats, placement of alignment marks, ink for 
printing, and folding and bleed-through limitations 
for preparation of ballots that are compatible with 
the system not addressed.



8/29/07, R. Krug
Verified that all ballot production requirements 
(paper stock, size, shap, etc.) are addressed in the 
vendor response document. However, this 
discrepancy remains open because the vendor 
response document (Ballot Production) is not 
referenced in the three (3) documents cited in this 
discrepancy.



11/29/07 KS - CLOSED
Verified in the documents (sub. 3) the addition of 
the reference to the Ballot Production Handbook. 
Verified in the Handbook, that it meets the 
requirements.



VVSG, Vol. 2, section 2.9.4.2



The TDP shall specify the required 
paper stock, size, shape, opacity, 
color, watermarks, field layout, 
orientation, size and style of 
printing, size and location of 
punch or mark fields used for vote 
response fields and to identify 
unique ballot formats, placement 
of alignment marks, ink for 
printing, and folding and bleed-
through limitations for preparation 
of ballots that are compatible with 
the system



For all three documents, refer 
to Ballot Production v. 
1.0.0.0_07.17.2007  for this 
requirement. 



11.5.07-slm - Added 'Ballots' 
section to the DS200 SMM 
v.1.2.0.0_11.02.2007 in 
Chapter 1 - referencing the 
Ballot Production Handbook. 
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14 7/6/07 O Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, facilities, furnishings, fixtures, 
and utilities that will be required for equipment 
maintenance not identified.  Assumptions made 
with regard to any parameters that impact the mean 
time to repair not addressed.



In the iVotronic document, facilities, furnishings, 
fixtures, and utilities are discussed, but the 
assumptions impacting MTTR are not.



10/26/07 - KS
The vendor responses do not reflect the 
requirement. This requirement discusses facilities, 
furnishings, fixtures and utilities that are required 
for the equipment. MTTR is addressed in the IVO 
SHH, DS200 SHH and M650 SHH, however, there 
is not a reference in these documents to direct the 
user to that document. 



11/29/07 - KS
The Vendor's response does not relate to the 
discrepancy.



VVSG, Vol. 2, Section 2.9.5



The vendor shall identify all 
facilities, furnishings, fixtures, and 
utilities that will be required for 
equipment maintenance. In 
addition, vendors shall specify the 
assumptions made with regard to 
any parameters that impact the 
mean time to repair.



S. McCarthy - DS200 SMM 
v. 1.0_08.03.2007 - Refer to 
Chapter 1: Introduction - 
Maintenance Materials (pg. 
1) 



S. McCarthy - DS200 SMM 
v. 1.2.0.0_08.09.2007 - Refer 
to the Maintenance Materials 
heading in Chapter 1: 
Introduction (pg. 1)



For MTTR in the iVotronic, 
refer to 2.3.5 - Availability in 
Section e. in IVO SHS v 
9.2.0.0_06.15.2007



B. Gilmore ES&S M100 
System Maintenance manual -
Added Chapter 6: 
Maintaining the Counter and 
a list of supplies needed can 
be found in Chapter 1: 
Introduction under the 
Supply Inventory and 
Maintenance Tools headings. 
For MTTR in the M100, 
refer to 2.3.5 - Availability in 
Section e. in M100 SHS v 
1.3_06.15.2007.



B Gilmore ES&S Model 650 
System Maintenance Manual 
- a list of supplies needed can 
be fo nd in Chapter 1:
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15 7/6/07 O Doc  B Clark ES&S
Model 650
System Maintenance
Manual
Version Release 
2.2.0.0, No rev., 
May 17, 2007



ES&S M100 System 
Maintenance Manual, 
Version Release 5.4, 
Hardware Version 1.3, 
No Rev., May 17, 2007



ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



ES&S
DS200
System Maintenance 
Manual
Hardware Version 
1.0.0.0, No Rev.,
June 8, 2007



In cited documents, assumptions made with regard 
to any parameters that impact the mean time to 
repair not addressed.



8/29/07, R. Krug
Cannot close this discrepancy because the vendor 
response document DS200 v. 1.2.0.0 8.3.2007 is 
not available to review. However, the iVO SMM 
9.2.0.0 8.15.2007 does address the parameters that 
impact MTTR. The vendor has not responded to 
the M650 SMM or the DS200 SMM.



11/29/07 - KS
Submission 3 documents:
M100 SMM and M650 SMM : Assumptions with 
regard to mean time to repair has not been met. The 
Supply Inventory section does not address a) 
locations of spare devices/parts. The document 
does not specify  b) the locations of qualified 
maintenance personnel. Requirement c has been 
met.
IVO SMM: Requirement a; number and location 
of spare parts has not been addressed, Requirement 
b; location of maintenance personnel has not been 
addressed. Requirement c has been met.
DS200 SMM: Assumptions with regard to mean 
time to repair has not been met. Requirement a) 
locations of spare devices/parts has not been met. 
Requirement b) number and location of maintenance



VVSG, Vol. 2, section 2.9.5.a, b, c
The vendor shall identify all 
facilities, furnishings, fixtures, and 
utilities that will be required for 
equipment maintenance. In 
addition, vendors shall specify the 
assumptions made with regard to 
any parameters that impact the 
mean time to repair.



a. These factors shall include at a 
minimum:Recommended number 
and locations of spare devices or 
components to be kept on hand for 
repair purposes during periods of 
system operation;



b. These factors shall include at a 
minimum:Recommended number 
and locations of qualified 
maintenance personnel who need 
to be available to support repair 
calls during system operation;



c. These factors shall include at a 
minimum:Organizational 
affiliation (i.e., jurisdiction, 
vendor) of qualified maintenance 
personnel.



S. McCarthy Added to 
DS200 SMM 
v.1.2.0.0_08.03.2007 - Refer 
to Chapter 1, Chapter 2, 
Chapter 3  Chapter 5, 
Chapter 6, Chapter 7 , 
Chapter 8. -- For requirement 
a. - refer to the Equipment 
Profile heading in Chapter 1 
and Chapter 6: 



iVotronic Supply Items in 
iVo SMM v. 
9.2.0.0_08.15.2007, For 
requirements b. and c., refer 
to Chapter 4: Corrective 
Maintenance - Preventative 
Maintenance heading and 
Corrective Maintenance 
heading.
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16 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not discuss how data are 
handled in the processor and memory units.



8/29/07, R. Krug
Verified that how data is handled in the processor 
and memory units is discussed in the vendor 
response document. CLOSED



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SDS to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, section 2.9.1.e



The vendor shall describe the 
structure and function of the 
equipment (and related software) 
for election preparation, 
programming, vote recording, 
tabulation, and reporting in 
sufficient detail to provide an 
overview of the system for 
maintenance, and for identification 
of faulty hardware or software.



The description shall include a 
concept of operations that fully 
describes such items as:How data 
are handled in the processor and 
memory units;



 Refer to iVo SDS v. 
9.2.0.0_6.15.2007 - 7.1.4 - 
Input Diagrams (pgs. 171-
176)



17 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not discuss how data output is 
initiated and controlled.



8/29/07, R. Krug
Verified that the initiation and control of output 
data is discussed in the vendor response document. 
CLOSED.



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SDS to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, section 2.9.1.f



The vendor shall describe the 
structure and function of the 
equipment (and related software) 
for election preparation, 
programming, vote recording, 
tabulation, and reporting in 
sufficient detail to provide an 
overview of the system for 
maintenance, and for identification 
of faulty hardware or software.



f. The description shall include a 
concept of operations that fully 
describes such items as:How data 
output is initiated and controlled;



 Refer to iVO SDS v. 
9.2.0.0_6.15.2007 - 7.1.5 - 
Output Diagrams (pgs. 177-
182)
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18 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not discuss how power is 
converted or conditioned.



8/29/07, R. Krug
Verified that how electrical power is converted and 
conditioned is discussed in the vendor response 
document. CLOSED.



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SHS to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, section 2.9.1.g



The vendor shall describe the 
structure and function of the 
equipment (and related software) 
for election preparation, 
programming, vote recording, 
tabulation, and reporting in 
sufficient detail to provide an 
overview of the system for 
maintenance, and for identification 
of faulty hardware or software.



g. The description shall include a 
concept of operations that fully 
describes such items as:How 
power is converted or conditioned;



Refer to the following 
sections in the IVO SHS v. 
9.2.0.0_06.15.2007 
regarding power conversion: 
2.1.2.4 - Electrical Supply 
(pg. 6), 2.1.2.5 - Electrical 
Power Disturbance (pg. 6), 
2.1.2.6 - Electrical Fast 
Transient (pg. 6)



19 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not provide fault detection, 
fault isolation,  and logic diagrams for all 
operational abnormalities.



8/29/07, R. Krug
Verified that fault detection, fault isolation, and 
operational abnormalities were addressed in the 
logic diagrams in the vendor response document. 
CLOSED.



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SDS to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, Section 2.9.2.2



The vendor shall provide fault 
detection, fault isolation, 
correction procedures, and logic 
diagrams for all operational 
abnormalities identified by design 
analysis and operating experience.



S. McCarthy - Refer to the 
8.1.2.1. Opening Polls - UI 
Flow Diagram and 8.1.2.2. - 
Welcome, Ballot Selection 
and Setup - UI Flow 
Diagram in iVO SDS v. 
9.2.0.0_6.15.2007
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20 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not identify specific 
procedures to be used in diagnosing problems in 
system hardware.



8/29/07, R. Krug
Verified that specific procedures for diagnosing 
hardware system problems are presented in the 
vendor response document. CLOSED. 



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SOP to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, section 2.9.2.2



The vendor shall identify specific 
procedures to be used in 
diagnosing and correcting 
problems in the system hardware 
(or user-controlled software).



S. McCarthy - Refer to the 
Troubleshooting heading in 
Chapter 10: Contingency 
Plans in iVO SOP v. 
9.2.0.0_08.15.2007



21 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not provide steps to correct 
deficiencies or faulty operations in software.



8/29/07, R. Krug
Verified that procedural steps to correct software 
deficiencies are provided in the vendor response 
document (Chapter 13, not Chapter 15). CLOSED. 



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SOP to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, section 2.9.2.2.b



b. Descriptions shall include:Steps 
to correct deficiencies or faulty 
operations in software



S. McCarthy - Refer to 
Chapter 15: System 
Messages in iVo SOP v. 
9.2.0.0_08.15.2007
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22 7/6/07 O Doc  B Clark ES&S
iVotronic
System Maintenance 
Manual
Version Release 
9.2.0.0
No Rev., June 15, 2007



Cited document does not address special purpose 
test or maintenance equipment recommended for 
fault isolation and diagnostic purposes.



8/29/07, R. Krug
Verified that special purpose tests are addressed in 
the vendor response document (Chapter 6, not 
Chapter 5). CLOSED.



10/26/07, KS
Reopened. Closed in error.
Reference to the IVO SOP to fulfill this 
discrepancy is missing in the IVO SMM.



VVSG, Vol. 2, Section 2.9.3



The vendor shall identify and 
describe any special purpose test 
or maintenance equipment 
recommended for fault isolation 
and diagnostic purposes.



S. McCarthy - Refer to 
Chapter 5: Diagnostic 
Testing - Test Election 
heading in iVo SOP v. 
9.2.0.0_08.15.2007
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23 7/6/07 O Doc  B Clark AM Test Case Spec, 
Unity Ver. 4.0.0.0, 
Product Ver. 7.5.0.0, 
Test Case Ver. 1.0, 
June 15, 2007



EDM Test Case Spec, 
Unity Ver. 4.0.0.0, 
Product Ver. 7.8.0.0, 
Test Case Ver. 1.0, 
June 15, 2007



ESSIM Test Case 
Spec, Unity Ver. 
4.0.0.0, Product Ver. 
7.7.0.0, Test Case Ver. 
1.0, June 15, 2007



iVIM Test Case Spec, 
Unity Ver. 4.0.0.0, 
Product Ver. 3.1.0.0, 
Test Case Ver. 1.0, 
June 15, 2007



HPM Unity Version 
4.0 Product Ver. 
5.6.0.0, Test Case Ver. 
1.0, June 15, 2007



DAM Test Case Spec, 
Unity Ver. 4.0, Product 
Ver. 6.1.1.0, Test Case 
Ver. 1.0, June 15, 2007



Q A Program Test



Cited documents do not provide test and 
verification specifications for: Development test 
specifications.



8/29/07, R. Krug
Verified that development testing is accomplished 
by the QA team. CLOSED.



10/26/07 - KS
Reopened. Closed in error.
While this agreement is applicable, it still needs 
to be documented in your documents. Any 
information that can be included to meet the 
requirements of 2.7.1.a-f should also be 
documented.



VVSG, Vol. 2, Section 2.7.a
The vendor shall provide test and 
verification specifications 
for:Development test 
specifications;



As a consequence of this 
discrepancy, requirements for 
section 2.7.1.a-f are not satisfied.



L Fuller-Effken.  I talked 
with Jenn Garcia on 
8\15\07 and she said that as 
far as she knew the 
agreement that we had 
from Spring 2007 is still 
accurate.  That agreement 
was that ES&S is saying 
that their Development 
testing is being 
accomplished by the QA 
team.  The QA team uses 
the following documents as 
their sources for their 
product level test cases:  the 
application, design 
socuments, requirement 
documents, user manuals, 
and Help files.



SysTest Labs Attachment F-1 Pg. 18 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



24 7/6/07 O Doc  B Clark AM Test Case 
Specifications, Unity 
Ver. 4.0.0.0, Product 
Ver. 7.5.0.0, Test Case 
Ver. 1.0, June 15, 2007



EDM Test Case 
Specifications, Unity 
Ver. 4.0.0.0, Product 
Ver. 7.8.0.0, Test Case 
Ver. 1.0, June 15, 2007



ESSIM Test Case 
Specifications, Unity 
Ver. 4.0.0.0, Product 
Ver. 7.7.0.0, Test Case 
Ver. 1.0, June 15, 2007



iVIM Test Case 
Specifications, Unity 
Ver. 4.0.0.0, Product 
Ver. 3.1.0.0, Test Case 
Ver. 1.0, June 15, 2007



HPM Unity Version 
4.0 Product Ver. 
5.6.0.0, Test Case Ver. 
1.0, June 15, 2007



DAM Test Case 
Specifications, Unity 
Ver. 4.0, Product Ver. 
6.1.1.0, Test Case Ver. 
1.0, June 15, 2007



Cited documents do not provide test and 
verification specifications for: National 
Certification test specifications.



8/29/07, R. Krug
Verified that National Certificaiton Test 
Specifications are N/A. CLOSED.



10/25/07 - KS
Reopened discrepancy. Closed in error. Vendor 
has not responded.



VVSG, Vol. 2, Section 2.7.b
The vendor shall provide test and 
verification specifications for: 
National Certification test 
specifications;



As a consequence of this 
discrepancy, requirements for 
section 2.7.2.a-h & END are not 
satisfied.
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25 7/6/07 C Doc  B Clark AM Test Case Spec, 
Unity Ver. 4.0.0.0, 
Product Ver. 7.5.0.0, 
Test Case Ver. 1.0, 
June 15, 2007



EDM Test Case Spec, 
Unity Ver. 4.0.0.0, 
ProductVer. 7.8.0.0, 
Test Case Ver. 1.0, 
June 15, 2007



ESSIM Test Case 
Spec, Unity Ver. 
4.0.0.0, Product Ver. 
7.7.0.0, Test Case Ver. 
1.0, June 15, 2007



HPM Unity Version 
4.0 ProductVer. 
5.6.0.0, Test Case Ver. 
1.0, June 15, 2007



DAM Test Case Spec, 
Unity Ver. 4.0, Product 
Ver. 6.1.1.0, Test Case 
Ver. 1.0, June 15, 2007



Q A Program Test 
Cases, Unity 4.0, Ver. 
7.4.0.0, June 15, 2007



DS200 Test Cases, 
Unity 4.0, Ver. 1.1.0.0, 
J ne 15 2007



Cited documents are not marked as proprietary.



8/29/07, R. Krug



Verified that the proprietary caveat is marked 
on all cited documents in accordance with the 
vendor response. CLOSED.



VVSG, Vol. 2, Section 2.1.3



The vendor shall identify all 
documents, or portions of 
documents, containing proprietary 
information not approved for 
public release. 



Added Proprietary 
Information to all docs listed
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26 7/6/07 O Doc D. Valdez ES&S iVotronic Image 
Manager Sys Ops 
Procedures, Ver 
3.1.0.0, 06/15/07



ES&S DS200 Sys Ops 
Procedures, Hardware 
Ver 1.1.0.0, 06/15/07



ES&S Election Data 
Manager Sys Ops 
Procedures, Ver 
7.8.0.0, 05/18/07



ES&S Election 
Reporting Manager Sys 
Ops Procedures, Ver 
7.4.0.0, 06/14/07



ES&S Image Manager 
Sys Ops Procedures, 
Ver 7.7.0.0, 06/08/07



ES&S Hardware 
Programming Manager 
Sys Ops Procedures, 
Ver 5.6.0.0



ES&S iVotronic Sys 
Ops Procedures, Ver 
9.2.0.0, 06/15/07



The cited documentation does not provide a) a 
description of procedures required to initiate, 
control, verify proper system operation, b) enable 
the operator to assess the correct flow of system 
functions, c) provide procedures that enable the 
operator to intervene in system operations to 
recover from an abnormal system state, f) provide 
administrative procedures and off-line operator 
duties (if any) if they relate to the initiation or 
termination of system operations, to the assessment 
of system status, or to the development of an audit 
trail, g) provide a detailed work plan or other form 
of documentation that provides a schedule for the 
software installation, which includes a table 
outlining the key dates, events and deliverables, h) 
supports diagnostic testing, specifies diagnostic 
tests that may be employed to identify problems in 
the system, verifies the correction of maintenance 
problems; and isolates and diagnoses faults from 
various systems states. 



The DS200 documentation provides diagnostic 
reports; however, does not provide documentation 
to support diagnostic testing, specify diagnostic 
tests that may be employed to identify problems in  t



8/29/07, R. Krug
Verified  CLOSED
10/25/07 - KS - Reopened, Closed in error
Reference to ESS Sample Deliverable Timeline 6.
 IVO SOP:
2.8.5.a - Verified in referenced document that Ch
2.8.5.b - Verified in referenced document that Ch
2.8.5.c - Ch. 10 -Master PEB failure does not adeq
2 8 f ifi i f C



VVSG Vol 2, Sec 2.8.5.a, b, c, f, g 
& h
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation;
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-generated 
status and information messages);
c. Provides procedures that clearly 
enable the operator to intervene in 
system operations to recover from 
an abnormal system state; 
f. Provides administrative 
procedures and off-line operator 
duties (if any) if they relate to the 
initiation or termination of system 
operations, to the assessment of 
system status, or to the 
development of an audit trail;
g. Supports successful ballot and 
program installation and control by 
election officials, provides a 
detailed work plan or other form of 
documentation providing a 
schedule and steps for the software 
and ballot installation, which 
includes a table outlining the key 
dates e ents and deli erables; and



S. McCarthy - For 
requirement g. - refer to ESS 
Sample Deliverable Timeline 
6.20.2007 for all deliverables



S. McCarthy - iVO SOP v. 
9.2.0.0_08.15.2007 - Refer 
to the following sections for 
the requirements listed 
below: 
a. Chapter 6: Pre-Election 
Day Preparation - Chapter 9: 
Election Specific 
Capabilities and Safeguards 
(pgs. 41 - 137)
b. Chapter 5: iVotronic 
Quick Start Guide (pg. 22)
c. Chapter 10: Contingency 
Plans (pg. 136)
f. Chapter 8: Post-Election 
Tasks - Retrieve Audit 
Information heading (pg. 
118)
h. Chapter 9: Election 
Specific Capabilities and 
Safeguards - Prior to the 
Election heading (pg. 133)



S. McCarthy - ESSIM SOP 
v. 7.7.0.0_08.08.2007 - Refer 
to the following sections for 
the requirements listed 
below: 
a. Chapter 7: New - Chapter 
44: Create (pgs 31 195)
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27 7/6/07 O Doc D. Valdez ES&S Audit Manager 
Sys Ops Proc, V 
7.5.0.0, 06/08/07



ES&S Data 
Acquisition Manager 
Sys Ops Proc, V 
6.1.1.0, 06/01/08



ES&S iVotronic Image 
Manager Sys Ops Proc, 
V 3.1.0.0, 06/15/07



ES&S DS200 Sys Ops 
Proc, Hardware V 
1.1.0.0, 06/15/07



ES&S Election Data 
Manager Sys Ops 
Procs, V 7.8.0.0, 
05/18/07



ES&S Election 
Reporting Manager Sys 
Ops Procs, V 7.4.0.0, 
06/14/07



ES&S Image Manager 
Sys Ops Procs, V 
7.7.0.0, 06/08/07



ES&S Hardware 
Programming Manager 
Sys Ops Proc, V 
5 6 0 0



The cited documentation does not define the 
procedures required to support system acquisition 
and readiness testing and does not provide 
information on system maintenance, correction of 
defects, and incorporating hardware and new 
software releases. (DAM, iVim, EDM, ERM, 
ESSIM, HPM, M100, M650)



The cited documentation does not define the 
procedures required to support system acquisition 
and readiness testing, or hardware upgrades.  
(DS200, iVo)



The cited documentation does not provide 
procedures for providing technical support, 
correction of defects, and for incorporating 
hardware upgrades and new software releases. 
(AM)



8/29/07, R. Krug
Verified that  Requirements 2.8.6 a. and b. were 
met by the vendor trace documents. CLOSED.



10/26/07 - KS - Reopened. Closed in error. All 
documents have not been addressed. If references 
are made to other documents, those references must 
be included in the documents that the discrepancy 
is written against.



VVSG Vol 2,Sec  2.8.6.a & b



The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements: 



a. Defines the procedures required 
to support system acquisition, 
installation, and readiness testing.  
These procedures may be provided 
by reference, if they are contained 
either in the system hardware 
specifications, or in other vendor 
documentation;



b. Describes procedures for 
providing technical support, 
system maintenance and correction 
of defects, and for incorporating 
hardware upgrades and new 
software releases.



S. McCarthy For requirement 
b. - refer to Chapter 3: 
Installation in iVim SOP v. 
3.1.0.0_08.15.2007 -- 



S. McCarthy For requirement 
b. refer to Chapter 1: Contact 
ES&S, Chapter 4: Install 
ES&S Image Manger, 
Chapter 8: System Messages -
- 
ES&S Image Manager Sys. 
Ops Procedures v. 
7.7.0.0_08.08.2007 - refer to 
Chapter 1: Contact ES&S for 
technical support, Chapter 
45: Troubleshooting



S. McCarthy - For 
requirement b., refer to 
Chapter 13: Load New 
Firmware onto the DS200 
(pg. 131) in DS200 SOP v. 
1.2.0.0_08.08.2007



S. McCarthy - For 
requirement B. - refer to 
Chapter 3: Election 
Preparation - Upload System 
Firmware from a Compact 
Flash Card heading  (pg. 31) 
in iVO SMM v. 
9.2.0.0_08.15.2007
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28 7/6/07 C Doc D. Valdez ES&S DS200 System 
Operations Procedures, 
Hardware Ver 1.1.0.0, 
06/15/07



ES&S iVotronic 
System Operations 
Procedures, Ver 
9.2.0.0, 06/15/07



The cited documentation does not identify 
facilities, furnishings, fixtures, and utilities that will 
be required for equipment operations, including 
equipment that operates at the polling place and 
other locations.



8/29/07, R. Krug



Verified that the facilities, furnishings, etc. are 
identified in the vendor response documents. 
CLOSED.



VVSG Vol 2, Sec 2.8.2.a & c
The vendor shall describe the 
system environment, and the 
interface between the user or 
operator and the system. The 
vendor shall identify all facilities, 
furnishings, fixtures, and utilities 
that will be required for equipment 
operations, including equipment 
that operates at the:
a. Polling place;
c. Other locations



S. McCarthy - Refer to 
Chapter 3: Equipment 
Overview (pg. 8) in iVO 
SOP v. 9.2.0.0_08.15.2007



S. McCarthy - Refer to 
Chapter 5: Pre-Election Day 
Tasks - Recommended 
Supplies heading (pg. 21) in 
DS200 SOP v. 
1.2.0.0_08.08.2007
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29 7/6/07 O Doc D. Valdez ES&S iVotronic Image 
Manager System 
Operations Procedures, 
Ver 3.1.0.0, 06/15/07



ES&S Election Data 
Manager System 
Operations Procedures, 
Ver 7.8.0.0, 05/18/07



ES&S Election 
Reporting Manager 
System Operations 
Procedures, Ver 
7.4.0.0, 06/14/07



ES&S Image Manager 
System Operations 
Procedures, Ver 
7.7.0.0, 06/08/07



ES&S Hardware 
Programming Manager 
System Operations 
Procedures, Ver 5.6.0.0



The cited documentation does not identify the roles 
of operating personnel in relation to the operating 
modes of the system.



8/29/07, R. Krug
Verified that the roles of operating personnel in 
relation to the operating modes have been 
identified in the vendor response documents. 
CLOSED.



10/26/07 - KS - Reopened. Closed in error. ESSIM 
document has not been refereced in Vendor 
response.



VVSG Vol 2, Sec 2.8.1



The vendor shall provide a 
summary of system operating 
functions and modes, in sufficient 
detail to permit understanding of 
the system's capabilities and 
constraints. The roles of operating 
personnel shall be identified and 
related to the operating modes of 
the system. Decision criteria and 
conditional operator functions 
(such as error and failure recovery 
actions) shall be described.



S. McCarthy - Refer to 
Chapter 7: Poll Worker 
Election Day Procedures in 
iVO SOP v. 
9.2.0.0_08.15.2007 (pgs. 81-
114) - 



iVim SOP v. 
3.1.0.0_06.15.2007 - refer to 
Chapter 7: Manage Users 
(pg. 74)



Election Data Manager - 
Added Note to see the Audit 
Manager System Operations 
Procedures manual to set up 
user accounts and limit 
access to system in Chapter 
5: Start Election Data 
Manager (Page 45).



Election Reporting Manager -
Chapter 7: Security 
Procedures gives information 
on setting up user roles by 
limiting access to the 
program..



Hardware Programming 
Manager - Chapter 5: 
Security Procedures gives 
information on setting up 
user roles by limiting access 
to the program..
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30 7/6/07 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Ver 7.8.0.0, 05/18/07



ES&S Election 
Reporting Manager 
System Operations 
Procedures, Ver 
7.4.0.0, 06/14/07



ES&S Image Manager 
System Operations 
Procedures, Ver 
7.7.0.0, 06/08/07



ES&S Model 650 
System Operations 
Procedures, Ver 
2.2.0.0, 05/11/07



The cited documentation (Election Data Manager 
System Operations Procedures) does not provide a 
detailed description of all input, and control 
features accessible to the operator, (Model 650 
System Operations Procedures), does not simulate 
interactions in order to facilitate understanding of 
the system and its capablities (Election Reporting 
Manager and Image Manager System Operations 
Procedures) do not describe all status indicators 
and information messages.



8/29/07, R. Krug



Verified that 2.8.4 a., b., and d. requirements are 
met by the vendor response documents. 
CLOSED.



VVSG Vol 2, sec 2.8.4.a, b, & d



The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:



a.  A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter;
b. Examples of simulated 
interactions in order to facilitate 
understanding of the system and its 
capabilities;
d. Illustrate and describe all status 
indicators and information 
messages.



ESS&S Image Manager Sys 
Ops Proc. V. 
7.7.0.0_08.08.2007 - refer to 
Chapter 45: Troubleshooting



ES&S Election Reporting 
Manager System Operations 
Procedures - Added System 
Messages section to manual. -
- ESS&S Image Manager Sys 
Ops Proc. V. 
7.7.0.0_08.08.2007 - refer to 
Chapter 45: Troubleshooting



Election Data Manager - In 
Chapter 1: introduction 
under the Election Data 
Manager heading outputs are 
discussed in that it is stated 
that the database created in 
EDM is moved over to an 
Image Manager application. 
All features of the 
application are discussed in 
the manual.



Model 650 - All features of 
the Model 650 are discussed. 
May need some clarification 
on what is needed if not.
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31 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not address (Chapter 3) 
individual access privileges as stated in the VVSG 
V1, Section 7.2.1.1 a. - c.



8/30/07, R. Krug



Verified that VVSG Vol 1, Section 7.2.1.1 a. - c. 
requirements have been met by the vendor 
response document.CLOSED.



VVSG Volume 2, Section 2.6.1:



The vendor shall specify the 
features and capabilities of the 
access control policy 
recommended to purchasing 
jurisdictions to provide effective 
voting system security. The access 
control policy shall address the 
general capabilities and individual 
access privileges indicated in 
Volume 1, Subsection 7.2.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
refer to Chapter 3: 
Managing Security, 
under the Software 
Access Control Security 
Area on page 9.



32 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not address program unit 
ownership and other regional boundaries as stated 
in the VVSG V1, Section 7.2.1.2 b.



8/30/07, R. Krug



Verified that VVSG Vol 1, Sect 7.2.1.2 b. 
requirement has been met by the vendor 
response document. CLOSED.



VVSG Volume 2, Section 2.6.2:



The vendor shall provide a detailed 
description of all system access 
control measures and mandatory 
procedures designed to permit 
access to system states in 
accordance with the access policy, 
and to prevent all other types of 
access to meet the specific 
requirements of Volume 1, 
Subsection 7.2.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
refer to Chapter 3: 
Managing Security, 
under the 
Organizational 
Responsibilities on 
page 7.



33 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not provide a detailed 
description of the methods used to prevent 
unauthorized access to the access control 
capabilities of the system.



8/30/07, R. Krug



Verified that the VVSG Vol 2, section 2.6.2 
requirement is met by the vendor response 
document. CLOSED.



VVSG Volume 2, Section 2.6.2:



The vendor shall define and 
provide a detailed description of 
the methods used to preclude 
unauthorized access to the access 
control capabilities of the system 
itself.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
refer to Chapter 6: DRE 
Security and Chapter 7: 
Optical Scan Security 
under the Security Prior 
to the Election and 
Security During the 
Election headings on 
pages 40, 42, 51, 52, 
59, and 61.
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34 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not provide detailed 
documentation of measures to enable poll workers 
to physically protect and perform orderly shutdown 
of voting equipment, as stated in VVSG V1, 
Section 7.3.1.



8/30/07, R. Krug



Verified that the VVSG Vol 1, Sect 7.3.1 
requirement has been met by the vendor 
response documents. CLOSED.



VVSG Volume 2, Section 2.6.3:



The vendor shall provide a detailed 
description of system capabilities 
and mandatory precedures for 
purchasing jurisdictions to prevent 
disruption of the voting process 
and corruption of voting data to 
meet the specific requirements of 
Volume 1, Subsection 7.3. This 
information shall address measures 
for polling place security and 
central count location security.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - refer 
to Chapter 6: DRE Security 
and Chapter 7: Optical Scan 
Security under the Security 
Prior to the Election and 
Security During the Election 
headings on pages 40, 42, 
51, 52, 59, and 61.



35 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not provide in detail the 
physical and precedural controls related to (a) 
handling of ballor boxes, (b) preparing ballots for 
counting, (c) counting operations, and (d) reporting 
data at the central counting facility, as stated in 
VVVSG V1, Section 7.3.2.



8/30/07, R. Krug



Verified that the VVSG Vol 1, Sect 7.3.2 
requirement has been met by the vendor 
response documents. CLOSED.



VVSG Volume 2, Section 2.6.3:



The vendor shall provide a detailed 
description of system capabilities 
and mandatory precedures for 
purchasing jurisdictions to prevent 
disruption of the voting process 
and corruption of voting data to 
meet the specific requirements of 
Volume 1, Subsection 7.3. This 
information shall address measures 
for plling place security and 
central count location security.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - refer 
to Chapter 6: DRE Security 
and Chapter 7: Optical Scan 
Security under the Security 
Prior to the Election and 
Security During the Election 
headings on pages 40, 42, 
51, 52, 59, and 61.
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36 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document, while addressing some aspects of 
executable code and resident firmware (Chapter 6: 
Protecting the Integrity of the Voting Process), 
does not contain the detail necessary to meet the 
requirements as stated in VVSG V1, sections 7.4.1 
b. - d.



8/30/07, R. Krug



Verified that the VVSG Vol 1, Section 7.4.1 b. - 
d. requirements have been met by the vendor 
response documents. CLOSED.



VVSG Volume 2, Section 2.6.4:



The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure software 
(including firmware) installation to 
meet the specific requirements of 
Volume 1, Subsection 7.4. This 
information shall address software 
installation for all system 
components.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - refer 
to Chapter 6: DRE Security 
and Chapter 7: Optical Scan 
Security under the Security 
Prior to the Election and 
Security During the Election 
headings on pages 40, 42, 
51, 52, 59, and 61.
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37 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document, Chapter 6, pg. 31, violates the 
requirements of VVSG V1, Section 7.4.1 e.



8/30/07, R. Krug



Verified that the VVSG Vol 1, Section 7.4.1 e. 
requirement is met by the vendor response 
documents. CLOSED.



VVSG Volume 2, Section 2.6.4:



The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdicitons to ensure software 
(including firmware) installation to 
meet the specific requirements of 
Volume 1, Subsection 7.4. This 
information shall address software 
installation for all system 
components.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
Chapter 5: Unity Software 
Security Features, under 
the Software Installation 
and Validation heading on 
page 26.  Audit Manager 
System Operations 
Procedures v. 
7.5.0.0_8.6.2007 - 
Chapter 1: Introduction 
under the Install Audit 
Manager heading on page 
2.  Data Acquisition 
Manager System 
Operations Procedures v. 
6.1.1.0_8.3.2007 - 
Chapter 1: Introduction 
under the Install Data 
Acquisition Manager on 
page 5 and Install Custom 
Components on page 8.  
Election Data Manager 
System Operations 
Procedures v. 
7.8.0.0_7.20.2007 
Chapter 4: Install Election 
Data Manager on page 
36.  ESS Image Manager 
System Operations 
Procedures v. 
7.7.0.0_08.08.2007 
Chapter 4: Install ES&S 
Image Manager on page 
21 Hardware
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38 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not address (Chapter 3 and 8) 
malicious software to the detail required to meet the 
VVSG V1, Section 7.4.2 requirement.



8/30/07, R. Krug



Verified that VVSG Vol 1, Sect 7.4.2 
requirements have been meet. CLOSED.



VVSG Volume 2, Section 2.6.4:



The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdicitons to ensure software 
(including firmware) installation to 
meet the specific requirements of 
Volume 1, Subsection 7.4. This 
information shall address software 
installation for all system 
components.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
Chapter 5: Unity Software 
Security Features, under the 
Software Installation and 
Validation heading on page 
26.  Audit Manager System 
Operations Procedures v. 
7.5.0.0_8.6.2007 - Chapter 1: 
Introduction under the Install 
Audit Manager heading on 
page 2.  Data Acquisition 
Manager System Operations 
Procedures v. 
6.1.1.0_8.3.2007 - Chapter 1: 
Introduction under the Install 
Data Acquisition Manager on 
page 5 and Install Custom 
Components on page 8.  
Election Data Manager 
System Operations 
Procedures v. 
7.8.0.0_8.17.2007 Chapter 4: 
Install Election Data 
Manager on page 36.  ESS 
Image Manager System 
Operations Procedures v. 
7.7.0.0_08.08.2007 Chapter 
4: Install ES&S Image 
Manager on page 21.  
Hardware Programming 
Manager System Operations 
Procedures v. 
5 6 0 0 8 17 2007 Chapter 3:
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39 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not address (Chapters 5 and 
14) software distribution in the detail required to 
meet the VVSG V1, Section 7.4.4 requirements.



8/30/07, R. Krug



Verified that the VVSG Vol 1, Sect 7.4.4 
requirements have been met by the vendor 
response documents.



VVSG Volume 2, Section 2.6.4:



The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdicitons to ensure software 
(including firmware) installation to 
meet the specific requirements of 
Volume 1, Subsection 7.4. This 
information shall address software 
installation for all system 
components.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
Chapter 5: Unity Software 
Security Features, under the 
Software Installation and 
Validation heading on page 
26.  Audit Manager System 
Operations Procedures v. 
7.5.0.0_8.6.2007 - Chapter 1: 
Introduction under the Install 
Audit Manager heading on 
page 2.  Data Acquisition 
Manager System Operations 
Procedures v. 
6.1.1.0_8.3.2007 - Chapter 1: 
Introduction under the Install 
Data Acquisition Manager on 
page 5 and Install Custom 
Components on page 8.  
Election Data Manager 
System Operations 
Procedures v. 
7.8.0.0_8.17.2007 Chapter 4: 
Install Election Data 
Manager on page 36.  ESS 
Image Manager System 
Operations Procedures v. 
7.7.0.0_08.08.2007 Chapter 
4: Install ES&S Image 
Manager on page 21.  
Hardware Programming 
Manager System Operations 
Procedures v. 
5 6 0 0 8 17 2007 Chapter 3:
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40 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



Cited document does not address software setup 
validation in the detail required to meet the VVSG 
V1, Section 7.4.6 requirement.



8/30/07, R. Krug



Verified that the VVSG, Vol 1, sect 7.4.6 
requirements have been met by the vendor 
response documents. CLOSED



VVSG Volume 2, Section 2.6.4:



The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdicitons to ensure software 
(including firmware) installation to 
meet the specific requirements of 
Volume 1, Subsystem 7.4. This 
information shall address software 
installation for all system 
components.



System Security 
Specification 
v.4.0.0.0_08.03.2007 - 
Chapter 5: Unity Software 
Security Features, under the 
Software Installation and 
Validation heading on page 
26.  Audit Manager System 
Operations Procedures v. 
7.5.0.0_8.6.2007 - Chapter 1: 
Introduction under the Install 
Audit Manager heading on 
page 2.  Data Acquisition 
Manager System Operations 
Procedures v. 
6.1.1.0_8.3.2007 - Chapter 1: 
Introduction under the Install 
Data Acquisition Manager on 
page 5 and Install Custom 
Components on page 8.  
Election Data Manager 
System Operations 
Procedures v. 
7.8.0.0_8.17.2007 Chapter 4: 
Install Election Data 
Manager on page 36.  ESS 
Image Manager System 
Operations Procedures v. 
7.7.0.0_08.08.2007 Chapter 
4: Install ES&S Image 
Manager on page 21.  
Hardware Programming 
Manager System Operations 
Procedures v. 
5 6 0 0 8 17 2007 Chapter 3:
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41 7/6/07 C Doc R. Krug ES&S System Security 
Specification, Ver 
1.0.0.1, June 15, 2007



VVSG V2, Section 2.6.6: Other Elements of an 
Effective Security Program is not addessed in the 
cited document. 



10/29/07 - KS - CLOSED
This is a documentation discrepancy, thus subject 
to 2005 standards. The 2005 VVSG requirement is 
the exact same wording as the 2002 VSS 
requirement.
Verified in System Security Spec, ver. 4.0, 8/3/07 
that items 2.6.6.a-end have been addressed.



VVSG, V2, section 2.6.6 a. - e., 
and END



The vendor will provide a detailed 
description of the following 
procedures required for use by the 
purchasing jurisdiction:
a. Administrative and management 
controls for the voting system and 
election management, including 
access controls
b. Internal security procedures, 
including operating procedures for 
maintaining the security of the 
software for each system function 
and operating mode
c. Adherence to, and enforcement 
of, operational procedures
d. Physical failities and 
arrangements
e. Organizational responsibilities 
and personnel screening
END This documentation shall be 
prepared such that these 
requirements can be integrated by 
the jurisdiction into local 
administgrative and operating 
procedures.



The Security Document 
was further revised to 
incorporate changes 
from 3.2.0.0 
HOWEVER, we are not 
intending this to meet 
2005 VVSG (the stated 
discrepancies) and it 
should be reviewed 
under 2002 VVSG.
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42 7/6/07 O Doc R. Krug Quality Assurance 
Program Software and 
Firmware Verification, 
Version 1.2.0.0, May 
10, 2007



Quality Assurance 
Program 
Manufacturing, 
Version 1.1.0.0, June 
15, 2007



Cited documents do not address, either by inclusion 
or exclusion, special test(s) to evaluate a part or 
material under conditions simulating the actual 
voting system operating environment.



11/29/07, D. Valdez - Open



This requirement and discrepancy are against the 
2005 VVSG and QA documents.  If you would like 
to add the information to your security documents 
that is fine; however, the discrepancy is applicable 
to the QA documents, as referenced and remains 
open.



12/17/07 - KS
The QA Manufacturing document contains a 
flowchart on page 1 that details the flowcharts of 
various phases involved in QA and Manufacturing. 
The 'Receiving' part of the text discusses that all 
raw materials, sub assemblies and finish goods 
must go to the Material Review Board for 
determination of additional 'steps'. The 'Material 
Review Board' and the 'steps' are not detailed in the 
corresponding flowchart (11).



VVSG, V2, Section 2.12.2



The vendor shall provide a 
description of its practices for parts 
and materials tests and 
examination that meet the 
requirements of Volume 1, 
Subsection 8.5.



VVSG, V1, Section 8.5



In order to ensure that voting 
system parts and materials function 
properly, vendors shall:
b. Design special tests, if needed, 
to evaluate the part or material 
under conditions accurately 
simulating the actual voting system 
operating environment



The Security Document was 
further revised to incorporate 
changes from 3.2.0.0 
HOWEVER, we are not 
intending this to meet 2005 
VVSG (the stated 
discrepancies) and it should 
be reviewed under 2002 
VVSG.
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43 7/6/07 O Doc R. Krug Quality Assurance 
Program Software and 
Firmware Verification, 
Version 1.2.0.0, May 
10, 2007



Quality Assurance 
Program 
Manufacturing, 
Version 1.1.0.0, June 
15, 2007



Cited documents do not address quality 
conformance inspections or specify that the test 
date must be part of the test record.



12/17/07 - KS
It is not clear if the handheld scanner and the 
ABCR scanner were a) subject to inspection and 
test requirements. 



B) No tests or certificate were received for the 
handheld scanner or the ABCR scanner.



VVSG, V2, Section 2.12.3
The vendor shall provide a 
description of its practices for 
quality conformance inspections 
that meet the requirements of 
Volume 1, Subsection 8.6. For 
each test performed, the record of 
tests provided shall include:
b. Test date



VVSG, V1, Section 8.6.a, b
The vendor performs conformance 
inspections to ensure the overall 
quality of the voting system and 
components delivered to the test 
lab of national certification testing 
and to the jurisdiction for 
implementation.
To meet the conformance 
inspection requirements the vendor 
or manufacturer shall:
a. Inspect and test each voting 
system or component to verify that 
it meets all inspection
and test requirements for the 
system
b. Deliver a record of tests or a 
certificate of satisfactory 
completion with each system
or component
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44 6/26/07 O Doc R. Kerns DS200 Precinct 
Scanner; Election Day 
Checklist, Version 1.x, 
April 2007



DS200 Precinct 
Scanner; Pre-Election 
Day Checklist, Version 
1.x, April 2007



Personnel Deployment 
and Training 
Requirements, Version 
1.0.0.1, 06/08/2007



The documents do not state they contain 
proprietary information not approved for public 
release.



8/30/07, R. Krug
This discrepancy cannot be closed because no 
vendor response document was provided that 
met the VVSG Vol 2, Sect 2.1.3 requirement. It 
is unclear to the VSTL, which documents are 
considered proprietary without a list from the 
vendor.



VVSG Volume II, Section 2.1.3 
Protection of Proprietary 
Information



The vendor shall identify all 
documents, or portions of 
documents, containing proprietary 
information not approved for 
public release. Any person or 
accredited test lab receiving 
proprietary information shall agree 
to use it solely for the purpose of 
analyzing and testing the system, 
and shall agree to refrain from 
otherwise using the proprietary 
information or disclosing it to any 
other person or agency without the 
prior written consent of the 
vendor, unless disclosure is legally 
compelled.



Chaack: we do not include 
this proprietary information 
statement in any of our 
checklists.  We footnote w/a 
copyright (if appropriate) and 
note all rights reserved. 



45 6/26/07 C Info R. Kerns DAM / ERM 
Checklist; Election 
Day Training Manual, 
Version 4.0, June 2007



A referenced document was not included in the 
TDP.



Page 5 of the document states, "Additional 
information is located in the ERM Preelection Day 
Training Manual or in the DAM and ERM User 
Guides."  No documents by these titles were 
included in the TDP.



8/30/07, R. Krug
Verified that the vendor response statement was 
accurate for the cited document. CLOSED.



Updated.  Documents 
do exist and are in file.  
Changed wording of 
User Guide to System 
Operations Procedures
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46 6/26/07 C Info R. Kerns iVotronic Image 
Manager; Training 
Manual, Version 4.0.x, 
June 2007



A referenced document was not included in the 
TDP.



Page 42 of the document states, "Refer to the 
Hardware Programming Manager training…"  No 
document by this title was included in the TDP.



8/31/07, R. Krug



Verified that the Hardware Programming 
Manager training manual is included in the TDP 
documents. CLOSED



HPM document is in 
folder



47 6/26/07 C Info R. Kerns Personnel Deployment 
and Training 
Requirements, Version 
1.0.0.1, 06/08/2007



The document contains an incomplete sentence.



Section 2.10.2, #2, states, "User system 
maintenance technicians should have"



8/31/07, R. Krug
Discrepancy cannot be closed because the sentence 
in Section 2.10.2 #2 of the cited document was not 
completed in the vendor response document that 
was provided.



12/05/07, D. Valdez - CLOSED
Verified in Personnel Deployment & Training 
Requirements, v 1.0.0.1, dtd 08/20/07, Sec 2.10.2, 
#2 has been amended to read:  "Training for user 
system maintenance technicians will vary based on 
the equipment being utilized.  Each account will be 
evaluated and the necessary amount of training will 
be provided."



Section 2.10.2 #2 sentence 
has been finished
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48 6/26/07 C Info R. Kerns Personnel Deployment 
and Training 
Requirements, Version 
1.0.0.1, 06/08/2007



The document contains an incomplete sentence.



Section 2.10.2, #3, states, "Network/system 
administration personnel (if a network is used) 
should have "



8/31/07, R. Krug
Discrepancy cannot be closed because the sentence 
in Section 2.10.2 #3 of the cited document was not 
completed in the vendor response document that 
was provided.



12/05/07, D. Valdez - CLOSED
Verified in Personnel Deployment & Training 
Requirements, v 1.0.0.1, dtd 08/20/07, Sec 2.10.2, 
#3 has been completed and amended to read, 
"Training for network/system administration 
personnel (if a network is used) will vary based on 
the equipment being utilized and the complexity of 
the network. Each account will be evaluated and 
the necessary amount of training will be provided."



Section 2.10.2 #3 sentence 
has been finished
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49 7/20/07 O Doc D. Valdez System Configuration 
Overview Unity 
4.0.0.0, 06/15/07



The cited documentation provides a concept of 
operations that explains each system function; 
however, it does not explain how the function is 
achieved in the design.  The document also 
provides a chart of interfaces among components; 
however, does not provide descriptions of the 
physical interfaces between subsystems and 
components,  interfaces with external systems, file 
specifications, data objects, or other means used for 
information exchange, the public standard used for 
such file specifications, data objects, or other 
means.



12/5/07 - KS
c. The description still does not describe how the 
function is achieved in the design. Not all 
components of this Unity suite certification have 
been identified (ie. peripheral: ABCR, PEB, RTAL, 
Seiko, etc.)
d. Not all components are shown in the diagram in 
section 1.4
f. requirement has not been addressed. 
f.i. requirement has not been addressed. 
f.ii. If proprietary file formats are used, this needs 
to be included/described in the document.



VVSG Vol 2, sec 2.2.1.c, d, & f
The system description shall 
include written descriptions, 
drawings and diagrams that 
present:



c. A concept of operations that 
explains each system function, and 
how the function is achieved in the 
design;
d. Descriptions of the functional 
and physical interfaces between 
subsystems and components.
f. Interfaces among internal 
components, and interfaces with 
external systems. For components 
that interface with other 
components for which multiple 
products may be used, the TDP 
shall provide an identification of:
    i. File specifications, data 
objects, or other means used for 
information exchange; 
   ii. The public standard used for 
such file specifications, data 
objects, or other means; 



Shari Little
c. a writeen description needs 
to be added that describes 
how the concept was 
implemented.
d. this is described by the 
diagram in section 1.4. They 
need to clarify why this does 
not meet the VVSG.
f. need to include the file 
formats (layouts) for all of 
the files listed in section 1.6.
these are proprietary file 
formats and therefore no 
public standards were used in 
the design.
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50 8/7/07 C Doc K. Swift DS200 Test Cases, 
Unity 4.0, Version 
1.1.0.0, June 15, 2007



ESS DS200 System 
Operations Procedures, 
Hardware Version 
1.1.0.0, June 15, 2007



DS200 System 
Functionality 
Description, Version 
1.1.0.0, June 15, 2007



System Limitations 
Unity 4.0.0.0, June 15, 
2007



The DS200 System Test Verification and System 
Operations Procedures both indicate that the 
DS200 is configurable with an internal modem to 
transmit results to DAM for vote results 
consolidation.



Page 2 of the DS200 System Functionality 
Description document ("DS200 SFD v. 
1.1.0.0_06.15.2007.pdf"), under the "Required 
Security Capability" part a., has the statement "It 
also contains an RJ-11 jack for landline modem 
transfer of results when the polls are closed. This 
too is not supported in this release".



Further in the same SFD document on pages 15, 
16, and 34, the "Modem Transfer" functionality is 
again stated as though the functionality IS 
supported.



Section 1.1.2 of the System Limitations document 
for the DS200 indicates that modeming to transmit 
totals is not available on an early vote station. 



Transmission for the DS200 is not supported for 
this certification.



1/9/08 - KS - CLOSED
Verified that the DS200 does support modeming, 
except for early voting. Verified in the DS200 SFD, 
dated 11/15/07, page 2 has been updated in support 
of modeming. 



VVSG Vol. 1
Sec 8.1 Scope
• Meets stated requirements and 
objectives
Sec 8.7 Documentation
This documentation shall be 
sufficient to serve the needs of the 
test lab



VVSG Vol. 2
1.3.1.5 Focus of Vendor 
Documentation Examination
The accredited test lab reviews the 
documentation submitted by the 
vendor for its completeness and 
accuracy in describing the system.
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.



Cordes 10/17
In SFD removed incorrect 
reference to unsupported 
modem functionality.  The 
modem is supported in this 
release.    In the System 
Limitations document the 
statement is correct.  If the 
DS200 is programmed for an 
early voting site, which 
means the election media 
contains the defintion for all 
precints, the modming will 
be disabled.  Changed the 
wording to be more specific 
about the Early Voting 
Mode.
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51 8/9/2007 O Doc D. Valdez ES&S Audit Manager 
Sys Ops Proc, V 
7.5.0.0, 06/08/07



After the licensing agreement window, the 
application shows a Customer Information 
Window; however, the popup window does not 
appear in the documentation.



12/05/07, D. Valdez - Open
Install procedures still do not match the Unity  4.0 
Customer Install CD, dated 10/16/2007.



VVSG Vol 2: 2.8.4.a - d
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter
b. Examples of simulated 
interactions to facilitate 
understanding of the system and its 
capabilities
c. Sample data formats and output 
reports
d. Illustrate and describe all status 
indicators and information 
messages



Should be doc.  This is during 
the install process.



52 8/9/2007 O Doc D. Valdez ES&S Audit Manager 
Sys Ops Proc, V 
7.5.0.0, 06/08/07



Step 6, of the Audit Manager installation process, 
shows a 'Ready to Install the Program' popup; 
however, the popup does not appear in the 
application.  The installation process started 
automatically after selecting 'next' on the choose 
Destination Location window and then we were 
able to complete the installation process by 
selecting 'finish' on the window.



12/05/07, D. Valdez - Open
Install procedures still do not match the Unity  4.0 
Customer Install CD, dated 10/16/2007.



VVSG Vol 2: 2.8.4.a - d
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter
b. Examples of simulated 
interactions to facilitate 
understanding of the system and its 
capabilities
c. Sample data formats and output 
reports
d. Illustrate and describe all status 
indicators and information 
messages



Should be doc.  This is during 
the install process.
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53 8/14/2007 C Doc K. Swift System Configuration 
Overview Unity 
4.0.0.0, 06/15/07 



The document refers to the M650 'green light' 
optical sensor, but makes no reference to the 'red 
light' scanner. It is unclear if the 'red' scanner will 
be part of this certification.



12/3/07 - KS - CLOSED
Verified in the System Overview dated 11/15/07, 
the addition of the red light optical scanner in the 
section 1.2.3.



VVSG Vol 2: 2.2
In the system overview, the vendor 
shall provide information that 
enables the accredited test lab to 
identify the functional and physical 
components of the system, how the 
components are structured, and the 
interfaces between them.



Tim Cordes - Added reference to
red light sensors in Overview.



54 8/14/2007 O Doc K. Swift System Limitations 
Unity 4.0.0.0, June 15, 
2007



Section 1, the abstract states "The following 
tabulation systems are supported in the Unity 4.0 
release: Model 650, Model 100, Model DS200, 
iVotronic with graphical bitmapped ballots, Optech 
3PE, and Optech IV-C." Section 1.1.4 and 1.1.5 go 
on to detail this equipment.



The Optech's are not part of this certification.



VVSG Vol2
1.3.1.5 Focus of Vendor 
Documentation Examination
The accredited test lab reviews the 
documentation submitted by the 
vendor for its completeness and 
accuracy in describing the system.
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.
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55 8/14/2007 O Doc J. Trayer ES&S M100 Sys Ops 
Procedures, Ver 
5.4..0.0, 05/18/07



Chapter 5: Performing Election Day Tasks - states:
"This chapter contains instructions for the 
following Election Day tasks:
-Opening the polls
-Scanning Ballot
-Closing the polls
-Re-Opening the polls
-Attaching the PEB reader
-Handling Uncounted Ballots
-Printing election reports
-Transferring results"



No section exists for "Attaching the PEB reader"



VVSG Vol 2, Sec 2.8.5.a
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements: 
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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56 8/1407 O Doc K. Swift System Configuration 
Overview Unity 
4.0.0.0, 06/15/07 



ESS DS200 System 
Operations Procedures, 
Hardware Version 
1.1.0.0, June 15, 2007



DS200 System 
Functionality 
Description, Version 
1.1.0.0, June 15, 2007



There is a discrepancy between documents as to the 
DS200 hardware version. 



12/18/07, D. Valdez
Vendor responses are contradictory, discrepancy 
remains open.



VVSG Vol 2: 2.2.1.b
The system description shall 
include written descriptions, 
drawings and diagrams that 
present:
b. A description of the operational 
environment of the system that 
provides an overview of the 
hardware, software, and 
communications structure



10/19/2007-slm - Changed 
hardware and firmware version 
to 1.2.0.0 in the DS200 System 
Operations Procedures manual



Cordes: I updated the 
spreadsheet below, but I have a 
couple comments.  The second 
item on the list mentions 
incorrectly versioned 
documents.  The System 
Configuration Overview lists 
DS200 Firmware version 1.1 
and DS200 Hardware Revision 
1.2, these are correct.  The 
System Functionality Description
also indicate the same and 
correct version and revision 
numbers.  I don’t' see the 
working copy of the DS200 
Operators manual, but the latest 
PDF correctly indicates the 
hardware of 1.2, but is incorrect 
with the firmware version 1.2.  
The discrepancy says the 
hardware version is wrong, when
in fact it appears that the 
firmware version is wrong.  
Maybe I am missing something. 



SysTest Labs Attachment F-1 Pg. 44 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



57 8/14/2007 O Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



The overall flow, of the document is confusing.  It 
would appear one could follow the document 
structure step-by-step; however, many steps must 
be completed in an out-of-order matter (i.e. some of 
the the test steps were written in the following 
chapter order:  40, 41, 42, 45, 43, and 44).



12/14/07, D. Valdez - 
If you are unaware Part 1 provides the sequential 
order of coding an election then you will follow the 
chapters in numerical order and the document setup 
can be confusing.  If you follow the example 
provided above, in sequential order, you will Select 
the Polling Place, Edit/add the Polling Place, setup 
the Ballot Style, Name the Ballot Style, and then 
attempt to Generate the Ballot Style. 



VVSG Vol. 2: 2.8
This documentation shall provide 
all information necessary for 
system use by all personnel who 
support pre-election and election 
preparation, polling place activities 
and central counting activities, as 
applicable, with regard to all 
system functions and operations 
identified in Subsection 2.3 above. 
The nature of the instructions for 
operating personnel will depend 
upon the overall system design and 
required skill level of system 
operations support personnel.



VVSG Vol 2, Section 2.3.a
The vendor shall declare the scope 
of the system’s functional 
capabilities, thereby establishing 
the performance, design, test, 
manufacture, and acceptance 
context for the system.
a. The vendor shall organize the 
presentation of required 
capabilities in a manner that 
corresponds to the structure and 
sequence of functional capabilities 
indicated in Volume I, Section 2 of 
the Standards. The contents of 
Volume I Section 2 may be used as 
the basis for a checklist whereby 
the vendor indicates the specific 
functions provided and those not 
pro ided b the s stem



10/26 RDG: The document 
Chapters 6 - 47 were setup to 
follow the menu options in the 
applications. Part 1: Election 
Data Manager Procedures goes 
through the sequential order of 
coding an election.
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58 8/14/2007 O Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



The following step is not referenced in 
documentation:  



(Install EDM) Select the program folder window, 
select the program folder, select the existing folder.  
The program and existing folders both default to 
'Unity.'



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation.



59 8/14/2007 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



The Merge Preferences window does not work as 
defined in Ch. 11 (Create a New Ballot Set) 



The 'Merge Preferences' button must be selected 
prior to selection of  'ok' or 'cancel' buttons or the 
merge preferences button will not be accessible. 
These steps are also out of order, if followed as 
presented, will not result in the intended result.



Verified in EDM SOP, 11/16/07, the 'merge 
preferences' is listed before 'ok' or 'cancel', 
CLOSED - 11/27/07, D. Valdez



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation.



10/27 RDG: Switched items 
#10 and #9 under the Create 
a Ballot Set heading. The 
two were out of order. Page 
67.



60 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 In the Merge Preferences window there is not a 
"Create New" button when creating a ballot set as 
referenced in the documentation. (Ch. 12).



Verified EDM SOP, 11/16/07,  has been amended 
to read, "New Set," just as it appears in the 
application.  CLOSED - 11/27/07, D.  Valdez



VSS Vol 1: 2.3.1.1.1.a
All systems shall be capable of:
a. Enabling the automatic 
formatting of ballots in accordance 
with the requirements for offices, 
candidates, and measures qualified 
to be placed on the ballot for each 
political subdivision and election 
district;



10/25 RDG - Corrected name 
of button from Create New to 
New Set in item #2 under 
Chapter 12: Merge 
Preferences heading. Page 
68.
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61 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 In the Merge Preference window, on the 'Offices 
Preferences 2' subtab; there is not a 'merge with' 
button as referenced in the documentation.  



Verified in EDM SOP, 11/16/07, 'merge with' field 
has been removed from office preferences tab 
locations, CLOSED - D. Valdez, 11/27/07



VSS Vol 1: 2.3.1.1.1.a
All systems shall be capable of:
a. Enabling the automatic 
formatting of ballots in accordance 
with the requirements for offices, 
candidates, and measures qualified 
to be placed on the ballot for each 
political subdivision and election 
district;



10/21 RDG: Removed Merge 
With field under the Merge 
Preferences heading in 
Chapter 3: EDM Procedures. 
The field no longer exists. 
Page 15



10/21 RDG: Removed Merge 
With field under the Merge 
Preferences heading. The 
field no longer exists. Page 
70



10/21 RDG: Removed Merge 
With information in item #5 
under the Ballot Generation 
Information heading. The 
field no longer exists. Page 
75



62 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 Under the 'Parties' option, 'Delete a party name', it 
did not delete a party name. Error message 
explained deletion not allowed as one or more 
ballot sets existed. However, we had yet to create 
any ballot sets.  Only parties had been created at 
this point.



Verified the deletion of parties has been added to 
the System Limitations (11/16/07), CLOSED - D. 
Valdez, 11/26/07



VSS Vol 1: 2.3.1.2.b
Ballot formatting is the process by 
which election officials or their 
designees use election databases 
and vendor system software to 
define the specific contests and 
related instructions contained on 
the ballot and present them in a 
layout permitted by state law. All 
systems shall provide a capability 
for:
b. Rapid and error-free definition 
of elections and their associated 
ballot layouts;



10/11 TJO: The Delete 
button is not supported for 
parties under the County or 
Election pulldown menus.  
ES&S will add this to the list 
of System Limitations.
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63 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 The application only displayed the following fields: 
Report office title, Number of write-in characters, 
and Controlling contest name under the Votronic 
tab.



CLOSED - Tester error, D. Valdez, 11/26/07



VSS Vol 1: 2.3.1.1.1.a
All systems shall be capable of:
a. Enabling the automatic 
formatting of ballots in accordance 
with the requirements for offices, 
candidates, and measures qualified 
to be placed on the ballot for each 
political subdivision and election 
district;



10/21 RDG: The following 
statement appears on page 
184 two paragraphs below 
the Votronic heading "The 
options available in the Edit 
Office Information window 
depend on which ballot type 
you select."
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64 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 The application only allowed 40 characters 
maximum when in "Create Ballot Text". 
(EDM SOP states it should accept 80) 



Verified step 3 has been amended to include field 
max as 40 characters, CLOSED - D. Valdez, 
11/26/07- EDM SOP, 11/16/07, 



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions described 
in the vendor's documentation 
submitted for the TDP. It includes 
a test of system operations in the 
sequence in which they would 
normally be performed, and shall 
include the following activities 
(MIL-STD-1521 may be used as a 
guide when conducting this 
audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 



10/21 RDG: Corrected the 
maximum size of the 
Description field from 80 to 
40 in item #3 under the 
Create Ballot Text heading 
on page 251 of the EDM 
SOP. 
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65 8/14/2007 O Func D. Valdez EDM v.7.8.0.0 In the Text/Referendum option, there is no 
'Votronic' option in the 'Question/Text' window, 
instead there is a multi-language paper verbiage 
selection area and only one selection. A question 
and ballot text window appears after selection of 
Text/Referendum.  One must then enter  
information under the Question/Text tab and cannot 
'ok' the information until the multi-language paper 
or DRE verbiage (english & spanish) is created or 
imported.  Error message received stating, 'Data is 
missing for the English language.'  Once the 
information is entered into the English tab and 'ok' 
is entered, then recevied an error message stating, 
'Data is missing for the Spanish language.' 



Verified the Votronic tab information has been 
removed from item #13 (pg. 254) under the Create 
Ballot Text heading; however, the Votronic tab 
information still exists in Ch. 37, item #2 and Ch. 
3, item #5 and throughout the remainder of the 
document.  The discrepancy remains open.  
D. Valdez, 11/27/07



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions 
described in the vendor's 
documentation submitted for the 
TDP. It includes a test of system 
operations in the sequence in 
which they would normally be 
performed, and shall include the 
following activities (MIL-STD-
1521 may be used as a guide when 
conducting this audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 



10/21 RDG: Removed 
reference to Votronic tab in 
item #13 under the Create 
Ballot Text heading. The tab 
no longer exist. Page 253
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66 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 Selected 'Create a ballot question', after it was 
created and received the 'yes or no' option, you are 
routed to a 'save as' window.  If you do not save 
your file, you cannot exit the 'Question/Text box' 
and will not be able to import the information at a 
later time.  Also, it only shows that the file can be 
saved as .txt only; however, when retreiving the 
files, upon import they have been saved as .rtf files.



Additionally, when selecting 'Import a Ballot 
Question', it will only save files as .rtf.  When 
searching, for the saved file to import, only the .txt 
file format is selectable in the 'files of type' field.  
No files are displayed in the file selection field. 
Therefore, one can only select a file if one begins to 
type the file name, which then lists file names in the 
selection field with all file names present, in the 
selected directory, in a drop down menu.



12/05/07, D. Valdez - CLOSED
Tester error



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions 
described in the vendor's 
documentation submitted for the 
TDP. It includes a test of system 
operations in the sequence in 
which they would normally be 
performed, and shall include the 
following activities (MIL-STD-
1521 may be used as a guide when 
conducting this audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 



10/11 TJO:  I do not see an 
issue with how the program 
operates. Will have to work with 
Systest to recreate and resolve.
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67 8/14/2007 C Func D. Valdez EDM v.7.8.0.0 The application presents a screen that is not 
documented.



In Poll Setup, after the Polling Place default values 
have been updated.  The message displays: "Would 
you like to apply the changes to existing polling 
places?  Yes or No?". Clicking "Yes" brings you to 
another apply polling place default window with 
two entry areas, "County Polling Places" (left side) 
and "Election Polling Places" (right side).  The 
'Yes/No' option and the polling place default 
windows do not appear in the documentation.



Verified steps were added and tested out - EDM 
SOP, 11/16/07, .  CLOSED -  11/27/07, D. Valdez



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions 
described in the vendor's 
documentation submitted for the 
TDP. It includes a test of system 
operations in the sequence in 
which they would normally be 
performed, and shall include the 
following activities (MIL-STD-
1521 may be used as a guide when 
conducting this audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 



10/21 RDG: Added these 
procedures on page 267.
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68 8/14/2007 O Func D. Valdez EDM v.7.8.0.0 When selecting 'Absentee' as the polling place type, 
you do not get the 'Absentee Precinct Generation' 
heading option.  Instead you must manually enter a 
Precint name in the enable field.  (The 
documentation states you should be able to choose 
between the manual selection and an automatic 
selection.)          



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions 
described in the vendor's 
documentation submitted for the 
TDP. It includes a test of system 
operations in the sequence in 
which they would normally be 
performed, and shall include the 
following activities (MIL-STD-
1521 may be used as a guide when 
conducting this audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 
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69 8/14/2007 C Func D. Valdez EDM ver. 7.8.0.0 While testing Generate Ballot Styles, errors were 
received. 



After selecting the 'create ballot style information 
checkbox', a pop-up was received stating, "Are you 
sure you wish to create ballot style information?  
Any existing ballot style for this party will be 
deleted.  Yes/No"  After selecting 'yes' the pop-up 
went away, and we were left with the 'Start' option.  
We selected 'Start' to generate output files, then 
received another pop-window stating "Are you sure 
you wish to create the folder C:/Elecdata? 
Yes/No?"  Yes was selected and we received and 
error stating, "Direct Recording Equipment do not 
support non-rotating candidates, merge aborted."  
This message also displayed in the merge ballot 
sets window and we were unable to continue 
merging, as rotation was not selected in the CORE 
election.



12/18/07, D. Valdez - CLOSED
Tester error, numerous elections were re-created in 
Omaha without rotation and this error was not 
received again.



VSS Vol 1: 2.3.1.2.b
Ballot formatting is the process by 
which election officials or their 
designees use election databases 
and vendor system software to 
define the specific contests and 
related instructions contained on 
the ballot and present them in a 
layout permitted by state law. All 
systems shall provide a capability 
for:
b. Rapid and error-free definition 
of elections and their associated 
ballot layouts;
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70 8/14/2007 C Func D. Valdez EDM ver. 7.8.0.0 While testing 'Setup Ballot Styles', the 'Party' 
selection does not appear in the application.  There 
is a drop-down menu (bottom right) listing the 
ballot sets and a close button on the left side.  
When we chose a ballot set, and selected 'close' 
nothing appeared to happen.



CLOSED - Tester error, D. Valdez, 11/27/07



VSS Vol 2: 6.7.a
The Functional Configuration 
Audit encompasses an examination 
of vendor tests, and the conduct of 
additional tests, to verify that the 
system hardware and software 
perform all the functions described 
in the vendor's documentation 
submitted for the TDP. It includes 
a test of system operations in the 
sequence in which they would 
normally be performed, and shall 
include the following activities 
(MIL-STD-1521 may be used as a 
guide when conducting this 
audit.):
a. The test agency shall review the 
vendor's test procedures and test 
results to determine if the vendor's 
specified functional requirements 
have been adequately tested.  This 
examination shall include an 
assessment of the adequacy of the 
vendor's test cases and input data 
to exercise all system functions, 
and to detect program logic and 
data processing errors, if such be 
present; 



10/11 TJO: ES&S sees no 
discrepancy.  All references 
to "Party" on page 277 
provide accurate information. 
The drop-down you mention 
is a selection between the 
various parties' ballot sets (or 
in a General election, the 
solitary iVotronic ballot set.)  
Choose the ballot set you 
want, and the ballots that 
exist under that ballot set are 
listed above.  Highlight the 
ballot you want to work with 
and click the Edit button.  
The Close button simply 
exits this screen in its 
entirety.
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71 8/14/2007 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



The documentation states '...backup files to a 3.5 
inch disk."  Since 3.5 inch disks are not always 
available/included with all computer systems, other 
options should be considered/suggested.



Verified other options, for backing up elections, 
were added to EDM SOP, 11/16/07, CLOSED - D. 
Valdez, 11/27/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/21 RDG: Changed this to 
read "Back up your election 
files to an external memory 
device such as a Zip Disk, 
USB flash drive, compact 
flash card or compact disc." 
Page 296



72 8/14/2007 C Func D. Valdez ESSIM v. 7.7.0.0 When attempting to launch the ESSIM application, 
a Microsoft error message was displayed and the 
application could not launch.



Verified the notification of installing at least one 
printer driver was added to the ESSIM SOP install 
procedures and the windows error message was 
also added to the EDM SOP, CLOSED - D. 
Valdez, 11/27/07  



VSS Vol 1: 2.3.1.2.b
Ballot formatting is the process by 
which election officials or their 
designees use election databases 
and vendor system software to 
define the specific contests and 
related instructions contained on 
the ballot and present them in a 
layout permitted by state law. All 
systems shall provide a capability 
for:
b. Rapid and error-free definition 
of elections and their associated 
ballot layouts;



10/11 TJO: It is likely this 
error refers to a printer driver 
not being installed.  In order 
to launch, ESSIM must have 
at least one (1) printer driver 
installed on the PC.  Use the 
Printers and Faxes section of 
your Windows XP Control 
Panel to install a printer.
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73 8/16/2007 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



System Limitations, 
Unity 4.0.0.0, June 15, 
2007



Only Ch. 8, New Election and Ch. 18 District 
Names in EDM SOP, document the maximum 
character fields.  Maximum character information 
must be provided for the candidate, contest, and 
party fields also.



Verified the field maximums have been added to 
the EDM SOP, 11/16/07.  CLOSED - 11/27/07, D. 
Valdez



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/21 RDG: Added 
information in item #2 on 
page 57 of EDM SOP that 
the Election Name field is 
limited to 8 characters.



10/21 RDG: Added 
information in item #5 on 
page 58 of EDM SOP that 
the Election ID field is 
limited to 6 characters.



10/21 RDG: Added 
information in item #8 on 
page 58 of EDM SOP that 
the Clerk's Name field is 
limited to 80 characters.



10/21 RDG: Added 
information in item #4 on 
page 156 of EDM SOP that 
the District Name field is 
limited to 40 characters.



10/21 RDG: Added 
information in item #5 on 
page 156 of EDM SOP that 
the District Name2  field is 
limited to 40 characters.



10/21 RDG: Added 
information in item #2 on 
page 159 of EDM SOP that 
the District Name field is 
limited to 40 characters
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74 8/16/2007 O Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



The documentation does not advise the user that if 
you set up an office under the 'Office' section 
(Recall Type A or Prop X) that you cannot set up 
the same office under the 'Text and Referendum' 
section.  



The discrepancy remains open.  The documentation 
does not indicate that setting up the same contest 
under the Office section and the Referendum 
section will duplicate the contest.  D. Valdez, 
11/28/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/8 TJO: This is not how 
Unity operates.  The user 
should never create a contest 
as both an Office and as a 
Referendum.  This will cause 
the contest to appear twice 
on the ballot.  



75 8/21/2007 C Func D. Valdez EDM v.7.8.0.0 In the Election menu, Straight Party option, File 
Name Box; selecting the "Clear" button does not 
just clear the "Filename" box, but clears all the 
information that one just entered on the entire 
screen to include "Sequence #" and "description".



CLOSED, D. Valdez, 11/28/07



Verified notation was added and tested out to 
ensure functionality, in EDM SOP, 11/16/07.



VSS Vol 1: 2.3.1.2.b
Ballot formatting is the process by 
which election officials or their 
designees use election databases 
and vendor system software to 
define the specific contests and 
related instructions contained on 
the ballot and present them in a 
layout permitted by state law. All 
systems shall provide a capability 
for:
b. Rapid and error-free definition 
of elections and their associated 
ballot layouts;



10/25 RDG: Added "NOTE: 
If you have completed the 
Sequence Number and 
Description fields, but have 
not created or imported a file 
in the File Name field, the 
Clear box will remove all 
information from the 
Sequence Number and 
Description fields." in item 
#5 third bullet under the 
Chapter 33: Straight Party 
heading on page 223.
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76 8/21/2007 O Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



In the document, under the 'Create an Election from 
Existing Files' heading the information is unclear.  
The "Election Name" must be manually inserted 
prior to selecting the "ok" button to proceed. The 
implication is that the system somehow 
automatically inputs the new election.



Discrepancy remains open.  The screen shot (pg. 
60) is incorrect, giving the implication that the 
Election Name, Election Description, State Code, 
and Clerk's Name are automatically populated; 
however, they are not.  All of this information must 
be manually entered.  The only information that is 
automatically populated are the Election Date and 
the Election to Copy From fields.  D. Valdez, 
11/28/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/8 TJO: This section is 
merely an extension of the 
previous section, titled 
"Create a New Election."  
Completing fields such as 
Election Name, Election 
Description, and State Code 
are explained in detail in the 
Create a New Election 
section.  



77 8/21/2007 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



1) In the Merge Preferences tab, the only Recall 
options available are C and D.  There are no 
available options for A or B.



2) You can define these Recall types in the 
Referendum/Text options or in the Candidate 
section, however, it is unclear if selecting Type C 
or D in the Merge Preferences tab does anything. 



CLOSED - D. Valdez, 11/28/07



Verified clarification of the Recall Types C & D 
were added, as well as, why Types A & B are not 
available, in EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/25 RDG: Added "No 
special formatiing is 
necessary for Type A and B 
recall contest. Type A and B 
can be created as a normal 
office or referendum…" 
under the Ballot Generation 
Information heading in item 
#6. Page 77.
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78 8/21/2007 C Doc D. Valdez ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Documentation did not specify limitations for 
number of characters to input exceot for the New 
Election Name and District ID. 



10/30/07 - KS - CLOSED
Duplicate of #73. 



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



79 8/21/2007 C Func D. Valdez EDM v.7.8.0.0 An entire general election, GEN CORE (general 
election core election) was created under the 
directory 'COCOUNTY' with Precincts {7 precincts 
total}, Offices, Candidates, English only, etc.  We 
also created a second entire election, GEN03, under 
a different directory 'DECOUNTY' with 1 precinct. 
We then created a new election, (GEN01) from the 
GEN CORE election, and began to update the 
precincts; however, the precinct information, which 
should have come from GEN CORE, only had 1 
precinct showing.  Upon further research we found, 
the languages, from GEN03 and precinct 
information copied into GEN01 and the candidate 
information copied over from GEN CORE.  It 
seems we got a mixture of election information; 
however, nothing should have copied from GEN03, 
as it was generated under a different county name 
and nothing was imported from GEN CORE.



Tester error - CLOSED, 11/21/07, D. Valdez



VSS Vol. 1: 2.3.1.2.a
Ballot formatting is the process by 
which election officials or their 
designees use election databases 
and vendor system software to 
define the specific contests and 
related instructions contained on 
the ballot and present them in a 
layout permitted by state law. All 
systems shall provide a capability 
for:
a. Creation of newly defined 
elections;



10/11 TJO: When ES&S 
analyzed the file structure 
with Systest, it was 
discovered they did not 
follow the file structure 
specifically described in 
Chapter 8. After creating the 
election using this structure 
no further issues were 
experienced.
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80 8/28/2007 C Func G. 
Hellewell



AM v. 7.5.0.0 When the Audit Manager logs an input for the 
current election, the title of the election is being 
limited to 15 characters.



CLOSED - D. Valdez, 11/27/07



Verified the 15 character field limitation has been 
added to the AM SOP, 11/12/07. 



VSS Vol 1: 2.2.5.2.1.g.2
The timing and sequence of audit 
record entries is as important as 
the data contained in the record. 
All voting systems shall meet the 
following requirements for time, 
sequence and preservation of audit 
records:
g. The system shall be capable of 
printing a copy of the audit record. 
A separate printer is not required 
for the audit record, and the record 
may be produced on the standard 
system printer if all the following 
conditions are met:
2) The entries can be identified so 
as to facilitate their recognition, 
segregation, and retention; and



10/11 TJO: After opening 
Audit Mgr, use the 
Audit/View Log menu to 
view the Audit Log.  The 
column titled "Election" is 
horizontally expandable to 
view the full election name.  
Printing the audit log will 
display roughly only the first 
15 characters of the Election 
name.



Will update page 14 of the 
AuditMgr operator's guide.



81 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 18: Documentation to exit the "District 
Names" input / modification section does not 
specify selection of the "close" button to exit the 
curent window displayed.



11/28/07, D. Valdez - CLOSED
Tested and verified all references to closing the 
district name window have been added, in EDM 
SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/22 RDG: Added "Click Close 
to exit the District Names 
window." to item #5 under the 
Edit District Name heading on 
page 157, item #4 under the 
Delete a District Name heading 
on page 158 and item #5 under 
the Additional Languages for 
District Names heading on page 
159..
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82 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 19: District relations add area does not 
specify a "close" to exit window.



11/28/07, D. Valdez - CLOSED
Tested and verified reference to closing the 
Precinct/District Relations window has been added 
to step # 6, in EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/22 RDG: Added "Click Close 
to exit the Precinct/District 
Names window." to item #6 
under the Assign District 
Relationships heading on Page 
162.



83 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 19: Remove District relations area does not 
specify a "close" to exit window.



11/28/07, D. Valdez - CLOSED
Tested and verified reference to closing the 
Precinct/District Relations window has been added 
to step # 5, in EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/22 RDG: Added "Click Close 
to exit the Precinct/District 
Names window." to  item #5 
under the Remove a District 
Relationship heading on Page 
162.



84 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 19: Remove all precincts from a district 
area does not specify a "close" to exit window.



11/28/07, D. Valdez - CLOSED
Tested and verified reference to closing the 
Precinct/District Relations window has been added 
to the remove all Precincts from a District 
paragraph, in EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/23 RDG: Added "Click Close 
to exit the Precinct/District 
Relations window." to item #6 
under the Remove all Precincts 
from a District heading on Page 
162.



85 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 19: Edit an Office Heading area does not 
specify a "close" to exit window.



11/28/07, D. Valdez - CLOSED
Tested and verified reference to closing the Office 
Headings window has been added to step # 7, in 
EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/23 RDG: Added "Click Close 
to exit the Office Headings  
window." to item #7 under the 
Create an Office Heading 
heading on Page 171.
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86 8/28/2007 O Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 22: Change / Delete a signature from Poll 
Tape affidivats does not specify a "close" button 
selection to exit the window.



11/28/07, D. Valdez - Discrepancy remains open.



The 'Change a Signature' heading (pg 175) only 
contains items 1-3 and does not mention closing 
the tape information window.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/23 RDG: Added “Click Close 
to exit the Tape Information 
window” to item #4 under the 
Change a Signature heading. 
Page 175.



87 8/28/2007 C Doc G. 
Hellewell



ES&S Election Data 
Manager System 
Operations Procedures, 
Version 7.8.0.0, 
05/18/07



Chapter 35: Statistical Counters: "OK" button to 
exit window not specified in the documentation.



11/28/07, D. Valdez - CLOSED
Tested and verified reference to closing the 
Statistical Counter Definition window has been 
added to pg. 245, of EDM SOP, 11/16/07.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/22 RDG: Added item #7 
under the Assign Party Counters 
to Districts heading informing 
users to click OK to exit the 
Statistical Counter Definition 
window on page 245.



88 8/29/2007 C Doc K. Swift ES&S iVotronic 
System Operations 
Procedures, FW ver. 
9.2.0.0, HW ver. 1.1, 
8/15/07



The document does not provide a list of voter 
facing messages.



1/9/08 - KS - CLOSED
Verified in the IVO SOP, dated 11/07/07, the 
addition of more information regarding voter facing 
messages, and the reference to the IVIM SOP on 
how to customize the messages.



VVSG Vol. 1: 2.1.5.1.b
b. All voting systems shall meet 
the requirements for error 
messages below.
i. The voting system shall generate, 
store, and report to the user all 
error messages as they occur.



11.2.2007 - slm - added 'Voter 
Error Messages' to Chapter 13 
in the iVO SOP 
v.9.2.0.0_10.25.2007 manual. 



89 7/20/07 O Doc A. 
Lawrence



Model 100 Precinct 
Tabulator F10 Version 
5.4.0.0 June 15, 2007



Cited document does not address constraints (if 
there are any) that influence the design of the 
software.



12/14/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The current constraints listed in section 4.4 still 
does not address any specific software design 
constraint/limitation. 



VVSG Vol. 2: 2.5.3.b
The vendor shall provide an 
overview of the software that 
includes the following items:
b. The general design, operational 
considerations, and constraints 
influencing the design of the 
software.



10/24/2007 Adiba Harvey 
Updated Constraints (section 4.4
) in the document:  M100 SDS 
v.5.4.0.0_10.24.2007.doc
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90 7/20/07 O Doc A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not address concept of 
execution for each item.



12/3/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The 'CONCEPT OF EXECUTION' table was 
indeed added (pg. 8) to cover all 10 items that were 
listed in the 'ITEM INTERFACE 
IDENTIFICATION' table. However, a more 
inclusive list of software items, is listed in the 
'Software Items' table on page 7. According to this 
list of software items, all but one item was 
addressed in the fix. The Exe4J 3.0.2 item is the 
one item still not addressed regarding its Concept 
of Execution.



VVSG Vol. 2: 2.5.3.d
The vendor shall provide an 
overview of the software that 
includes the following items:
d. Additional information for each 
item that includes:
v. Concept of execution for the 
item;



Collicott 10/17
Added Concept of Execution 
descriptions for all items 
declared in the ITEM 
INTERFACE IDENTIFICATION. 
(JLC) section 4.8 on page 8



91 7/20/07 C Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not address concept of 
execution for each item.



12/12/2007 - A. Brower - CLOSED
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, Firmware 
version 5.4.0.0 , dated November 16, 2007. 
The 'CONCEPT OF EXECUTION' table in section 
4.8 (pg. 4-5) covers all software items that were 
listed in the 'SOFTWARE ITEMS' table in section 
4.5. 
The sections in the stated fix did not apply.



VVSG Vol. 2: 2.5.3.d
The vendor shall provide an 
overview of the software that 
includes the following items:
d. Additional information for each 
item that includes:
v. Concept of execution for the 
item;



10/24/2007 Adiba Harvey 
Updated The following section 
under Software Standards and 
Conventions: Section 5.1,  5.2, 
and 5.3. in the document:  M100 
SDS v.5.4.0.0_10.24.2007.doc
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92 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not address software design 
standards, including internal vendor procedures.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The software design standards have been 
inadiquately addressed in stating "No all-
encompassing standards are utilized". Either an 
internally developed standard or an industry 
accepted standard must be specifed. This 
information is necessary in order to support any 
software analysis and/or test design (VVSG Vol. 
2:2.5.4).



VVSG Vol. 2: 2.5.4.b
The vendor shall provide 
information that can be used by an 
accredited test lab or state 
certification board to support 
software analysis and test design. 
The information shall address 
standards and conventions 
developed internally by the vendor 
as well as published industry 
standards that have been applied 
by the vendor. The vendor shall 
provide information that addresses 
the following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



Collicott rds 10/17/2007
Update section 5.2 by adding 
team track process flow 
description.  Added TeamTrack 
content to paragraph one on 
page 9



93 7/20/07 C Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not address software design 
standards, including internal vendor procedures.



12/4/2007 - A. Brower - CLOSED
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 16, 2007. 
Section 5.2: 'SOFTWARE DESIGN 
STANDARDS, INCLUDING VENDOR 
PROCEDURES' was modified to include a 
reference to 'ES&S Development Practices and 
Coding Standards' (filename: 'Devel Practices and 
Coding Standards v. 2.2_8.06.2007.pdf') which has 
been verified to contain the necessary software 
design standards.



VVSG Vol. 2: 2.5.4.b
The vendor shall provide 
information that can be used by an 
accredited test lab or state 
certification board to support 
software analysis and test design. 
The information shall address 
standards and conventions 
developed internally by the vendor 
as well as published industry 
standards that have been applied 
by the vendor. The vendor shall 
provide information that addresses 
the following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



B. Lyngaas 10/16/07
Section 5.2,  page 166
Replaced existing section text 
with "Please see the ES&S 
Development Practices and 
Coding Standards 
documentation included with the 
TDP for a detailed description of 
ES&S’ development 
environment."
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94 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not address software design 
standards, including internal vendor procedures.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
This discrepancy focuses only on VVSG Vol. 
2:2.5.4.b: Software design standards, including 
internal vendor procedures. Software design 
standards are located on page 6, section 5.2 which 
was not modified in the last change. 



VVSG Vol. 2: 2.5.4.b
The vendor shall provide 
information that can be used by an 
accredited test lab or state 
certification board to support 
software analysis and test design. 
The information shall address 
standards and conventions 
developed internally by the vendor 
as well as published industry 
standards that have been applied 
by the vendor. The vendor shall 
provide information that addresses 
the following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



10/24/2007 Adiba Harvey 
Updated The following section: 
Software Items (section 4.5 ),  
Additional Item Information 
(section 4.6), Item Interface 
Identification (section 4.7) and 
Concept of Execution (section 
4.8). in the document:  M100 
SDS v.5.4.0.0_10.24.2007.doc



95 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not address software design 
standards, including internal vendor procedures.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007. 
The software design standards have been 
inadiquately addressed in stating "No all-
encompassing standards are utilized". Either an 
internally developed standard or an industry 
accepted standard must be specifed. This 
information is necessary in order to support any 
software analysis and/or test design (VVSG Vol. 
2:2.5.4).



VVSG Vol. 2: 2.5.4.b
The vendor shall provide 
information that can be used by an 
accredited test lab or state 
certification board to support 
software analysis and test design. 
The information shall address 
standards and conventions 
developed internally by the vendor 
as well as published industry 
standards that have been applied 
by the vendor. The vendor shall 
provide information that addresses 
the following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



Edward T. Sankey  10/22/2007
Section 5.2 of the SDS has been
revised.
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96 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide a definition of 
inputs to the function or mode.



Inputs and outputs are described in Section 7, but 
acceptable tolerances or ranges are not defined.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The Configurations and Operating Modes section 
(7.1) lists the tables with a Tolerances and 
Acceptable Ranges column. This column have been 
updated with references to the sections containing 
the complete data. Sections 10.1 has been verified 
to contain sufficient information to satisfy the 
standard. However, section 9 still does not clearly 
state the tolerances or the acceptable ranges.



VVSG Vol. 2: 2.5.6.1.a
The vendor shall describe all 
software configurations and 
operating modes of the system, 
such as ballot preparation, election 
programming, preparation for 
opening the polling place, 
recording votes and/or counting 
ballots, closing the polling place, 
and generating reports. For each 
software function or operating 
mode, the vendor shall provide:
a. A definition of the inputs to the 
function or mode (with 
characteristics, tolerances or 
acceptable ranges, as applicable)



rds Collicott 10/17/2007
Update section 7.1 by adding file
description and tolerances.  The 
Tolerances and Acceptable 
Ranges columns were combined
and detail added to previously 
left blank cells.



97 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide a definition of 
outputs to the function or mode.



Inputs and outputs are described in Section 7, but 
acceptable tolerances or ranges are not defined.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The Configurations and Operating Modes section 
(7.1) lists the tables with a Tolerances and 
Acceptable Ranges column. This column have been 
updated with references to the sections containing 
the complete data. Sections 10.1 has been verified 
to contain sufficient information to satisfy the 
standard. However, section 9 still does not clearly 
state the tolerances or the acceptable ranges.



VVSG Vol. 2: 2.5.6.1.c
The vendor shall describe all 
software configurations and 
operating modes of the system, 
such as ballot preparation, election 
programming, preparation for 
opening the polling place, 
recording votes and/or counting 
ballots, closing the polling place, 
and generating reports. For each 
software function or operating 
mode, the vendor shall provide:
c. A definition of the outputs 
produced (again, with 
characteristics, tolerances, or 
acceptable ranges, as applicable)



rds Collicott 10/17/2007
Update section 7.1 by adding file
description and tolerances.  The 
Tolerances and Acceptable 
Ranges columns were combined
and detail added to previously 
left blank cells.
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98 7/20/07 C Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide a definition of 
outputs to the function or mode.



Inputs and outputs are described in Section 7, but 
acceptable tolerances or ranges are not defined.



12/4/2007 - A. Brower - CLOSED
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The new 'Characteristics, Tolerances, and 
Acceptable Ranges' column in the table on page 
171 has been verified to list appendices which 
contained the necessary definition of produced 
outputs.  *note: this entry does not apply to any 
Input discrepancies.



VVSG Vol. 2: 2.5.6.1.c
The vendor shall describe all 
software configurations and 
operating modes of the system, 
such as ballot preparation, election 
programming, preparation for 
opening the polling place, 
recording votes and/or counting 
ballots, closing the polling place, 
and generating reports. For each 
software function or operating 
mode, the vendor shall provide:
c. A definition of the outputs 
produced (again, with 
characteristics, tolerances, or 
acceptable ranges, as applicable)



B. Lyngaas 10/16/07
Section 7.1.1, page 171
For Inputs, replaced "Reference"
column with "Characteristics, 
Tolerances, and Acceptable 
Ranges" column.  Added 
appropriate entries to this new 
column for each Input.



Section 7.1.3, page 179
For Outputs, replaced 
"Reference" column with 
"Characteristics, Tolerances, 
and Acceptable Ranges" 
column.  Added appropriate 
entries to this new column for 
each Output.  Also added 
Appendices D and E as 
supporting information for this 
new column.
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99 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide a definition of 
outputs to the function or mode.



Inputs and outputs are described in Section 7, but 
acceptable tolerances or ranges are not defined.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The Configurations and Operating Modes section 
(7.1) lists the tables with Characteristics, 
Tolerances, and Acceptable Ranges columns. These 
columns contain adequate detail to satisfy the 
standard however several cells are left blank which 
implies the table is still incomplete.



VVSG Vol. 2: 2.5.6.1.c
The vendor shall describe all 
software configurations and 
operating modes of the system, 
such as ballot preparation, election 
programming, preparation for 
opening the polling place, 
recording votes and/or counting 
ballots, closing the polling place, 
and generating reports. For each 
software function or operating 
mode, the vendor shall provide:
c. A definition of the outputs 
produced (again, with 
characteristics, tolerances, or 
acceptable ranges, as applicable)



10/24/2007 Adiba Harvey 
Updated : Configurations and 
operating modes (section 7.1)  in
the document:  M100 SDS 
v.5.4.0.0_10.24.2007.doc



100 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information in the programming specification 
overview section.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007. 
The Configurations and Operating Modes section 
(8.1) still does not list any flowcharts, data flow 
diagrams or any other graphical aid.
The fix mentions added sections 8.1.1 and 8.1.2 but 
these sections cannot be found in this version of the 
SDS.



VVSG Vol. 2: 2.5.7.1
This overview shall include such 
items as flowcharts, data flow 
diagrams, and other graphical 
techniques that facilitate 
understanding of the programming 
specifications. This section shall 
be prepared to facilitate 
understanding of the internal 
functioning of the individual 
software modules. Implementation 
of the functions shall be described 
in terms of the software 
architecture, algorithms, and data 
structures.



Edward T. Sankey  10/22/2007
Section 8.1 of the SDS has been
revised; Sections 8.1.1 and 8.1.2
have been added to the SDS.
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101 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information in the programming specification 
overview section pertaining to constraints, 
limitations.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007. 
The Programming Specifications Details section 
(8.2) still does not list any constraints, limitations 
or unusual features. The fix mentions sections 8.2.1 
and 8.2.2 but these sections cannot be found in this 
version of the SDS.



VVSG Vol. 2: 2.5.7.2.b
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
b. Any constraints, limitations, or 
unusual features in the design of 
the software module or unit



Edward T. Sankey  10/22/2007
Constraints, if any, are now 
stated for each module. These 
are located in the tables that can 
be found in sections 8.2.1 and 
8.2.2 of the SDS.



102 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information in the programming specification 
overview section pertaining to the programming 
language used.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007. 
The Programming Specifications Details section 
(8.2) still does not list which programming 
language is being used. The fix mentions sections 
8.2.1 and 8.2.2 but these sections cannot be found 
in this version of the SDS.



VVSG Vol. 2: 2.5.7.2.c
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
c. The programming language used 
and rationale for its use, if other 
than the specified module or unit 
language



Edward T. Sankey  10/22/2007
The programming language for 
each module is now stated. 
These statements are located in 
the tables that can be found in 
sections 8.2.1 and 8.2.2 of the 
SDS.



SysTest Labs Attachment F-1 Pg. 70 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



103 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information in the programming specification 
overview section pertaining to procedural 
commands.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The Programming Specifications Details section 
(8.2) still does not list any procedural commands. 
The fix mentions sections 8.2.1 and 8.2.2 but these 
sections cannot be found in this version of the SDS. 



VVSG Vol. 2: 2.5.7.2.d
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
d. If the software module or unit 
consists of, or contains, procedural 
commands (such as menu 
selections in a database 
management system for defining 
forms and reports, on-line queries 
for database access and 
manipulation, input to a graphical 
user interface builder for 
automated code generation, 
commands to the operating system, 
or shell scripts), a list of the 
procedural commands and 
reference to user manuals or other 
documents that explain them



Edward T. Sankey  10/22/2007
A procedural command section 
for each module is now stated. 
These statements are located in 
the tables that can be found in 
sections 8.2.1 and 8.2.2 of the 
SDS.
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104 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to inputs/outputs and other 
data elements.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The Programming Specifications Details section 
(8.2) still does not list a description of 
inputs/outputs. The fix mentions sections 8.2.1 and 
8.2.2 but these sections cannot be found in this 
version of the SDS.  



VVSG Vol. 2: 2.5.7.2.e
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
e. If the software module or unit 
contains, receives, or outputs data, 
a description of its inputs, outputs, 
and other data elements as 
applicable. (Subsection 2.5.9 
describes the requirements for 
documenting system interfaces.) 
Data local to the software module 
or unit shall be described 
separately from data input to, or 
output from, the software module 
or unit



Edward T. Sankey  10/22/2007
Inputs, outputs, and/or other 
data elements are now explicitly 
stated for each module. These 
statements are located in the 
tables that can be found in 
sections 8.2.1 and 8.2.2 of the 
SDS.
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105 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the logic of each software 
module.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The Programming Specifications Details section 
(8.2) still does not describe the logic for any of the 
modules that contain logic. It's impossible to 
actually know which modules contain logic - more 
detail on logic is needed. The fix mentions sections 
8.2.1 and 8.2.2 but these sections cannot be found 
in this version of the SDS.  



VVSG Vol. 2: 2.5.7.2.f
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
f. If the software module or unit 
contains logic, the logic to be used 
by the software unit, including, as 
applicable:
i. Conditions in effect within the 
software module or unit when its 
execution is initiated
ii. Conditions under which control 
is passed to other software 
modules or units
iii. Response and response time to 
each input, including data 
conversion, renaming, and data 
transfer operations
iv. Sequence of operations and 
dynamically controlled sequencing 
during the software module’s or 
unit’s operation, including:
• The method for sequence control
• The logic and input conditions of 
that method, such as timing 
variations, priority assignments
• Data transfer in and out of 
memory
• The sensing of discrete input 
signals, and timing relationships 
between interrupt operations 



ithin the soft are mod le or nit



Edward T. Sankey  10/22/2007
Inputs, outputs, and/or other 
data elements are now explicitly 
stated for each module. These 
statements are located in the 
tables that can be found in 
sections 8.2.1 and 8.2.2 of the 
SDS.
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106 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to exception and error 
handling.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The Programming Specifications Details section 
(8.2) still does not list any exceptions or error 
handling. The fix mentions sections 8.2.1 and 8.2.2 
but these sections cannot be found in this version of 
the SDS.  



VVSG Vol. 2: 2.5.7.2.g
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
g. Exception and error handling



Edward T. Sankey  10/22/2007
Exceptions and error handling is 
stated for each module. These 
statements are located in the 
tables that can be found in 
sections 8.2.1 and 8.2.2 of the 
SDS.



107 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to diagrams and narrative 
descriptions of the system’s databases, and any 
external files used for data input or output.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The Programming Specifications Details section 
(8.2) still does not list any information describing 
database modules. It's difficult to actually know 
which modules are databases - more detail on 
database modules is needed. The fix mentions 
section 9 but that section does not specifically 
address each module and unit as required in VVSG 
Vol. 2:2.5.7.2.  



VVSG Vol. 2: 2.5.7.2.h
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
h. If the software module is a 
database, provide the information 
described in Subsection 2.5.8



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.
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108 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to diagrams and narrative 
descriptions of the database and external files.



The Model 100 has a memory card (i.e., PC Card) 
to store election data. Section 9 of cited document 
states: "The Model 100 does not work with a 
database." However, the PC card performs the 
function of a pseudo database/file.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The System Database section (9) still does not 
explain the levels of design for the PC card used as 
a database.



VVSG Vol. 2: 2.5.8.a
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
a. The number of levels of design 
and the names of those levels (such 
as conceptual, internal, logical, 
and physical)



10/24/2007 Adiba Harvey 
Updated  System Database 
(section 9)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc



109 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to diagrams and narrative 
descriptions of the database and external files.



The two documents, EL-80 File Layout and Model 
650 Output File Specification (referenced in 
Section 9), contain physical designs but are missing 
the conceptual, internal, and logical design levels.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The System Database section (9) still does not 
explain the levels of design for the database as 
required in VVSG Vol. 2:2.5.8.



VVSG Vol. 2: 2.5.8.a
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
a. The number of levels of design 
and the names of those levels (such 
as conceptual, internal, logical, 
and physical)



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.
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110 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information describing the database and external 
files.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The System Databases section (9) still does not 
address the database design conventions. 
The fix mentions additions/updates to sections 9 
and 10.1 but those sections do not specifically 
address each database or external file as required in 
VVSG Vol. 2:2.5.8.  



VVSG Vol. 2: 2.5.8.b
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
b. Design conventions and 
standards (which may be 
incorporated by reference) needed 
to understand the design



R. Schulte
Added/updated description of file
and database in sections 9 and 
10.1 



111 7/20/07 C Info. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



The entity relationship diagram on p. 16 is not 
readable.



12/5/2007 - A. Brower - CLOSED
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The diagram on page 16 is more ledgeble now 
although it is still boarderline readable.



VVSG Vol. 2: 2.5.8.b
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
b. Design conventions and 
standards (which may be 
incorporated by reference) needed 
to understand the design



R. Schulte
Table was redone and 
reformatted to meet 
requirements.
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112 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information describing the database and external 
files.



The two documents, EL-80 File Layout and Model 
650 Output File Specification (referenced in 
Section 9), do not describe design conventions and 
standards.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The System Databases section (9) still does not 
address the database design conventions. 
The fix mentions enhancements to section 9 but 
that section does not specifically address each 
database and external file as required in VVSG 
Vol. 2:2.5.8. 



VVSG Vol. 2: 2.5.8.b
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
b. Design conventions and 
standards (which may be 
incorporated by reference) needed 
to understand the design



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.



113 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to entity relationship 
diagrams for database and external files.



The two documents, EL-80 File Layout and Model 
650 Output File Specification (referenced in 
Section 9), contain physical designs but do not 
contain entity relationship diagrams.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The System Databases section (9) still does not list 
the entity relationship diagrams.  



VVSG Vol. 2: 2.5.8.d
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
d. Entity relationship diagrams and 
description of relationships



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.
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114 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to data type, size, etc.,  for 
database and external files.



The two documents, EL-80 File Layout and Model 
650 Output File Specification (referenced in 
Section 9), contain physical designs but do not 
provide: data types, units of measurement, range or 
enumeration, accuracy and precision, etc.



12/5/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The System Databases section (9) still does not list 
the details of table, record or file contents.  



VVSG Vol. 2: 2.5.8.e
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
e. Details of table, record or file 
contents (as applicable) to include 
individual data elements and their 
specifications, including:
i. Names/identifiers
ii. Data type (alphanumeric, 
integer, etc.)
iii. Size and format (such as length 
and punctuation of a character 
string)
iv. Units of measurement (such as 
meters, dollars, nanoseconds)
v. Range or enumeration of 
possible values (such as 0-99)
vi. Accuracy (how correct) and 
precision (number of significant 
digits)
vii. Priority, timing, frequency, 
volume, sequencing, and other 
constraints, such as whether the 
data element may be updated and 
whether business rules apply
viii. Security and privacy 
constraints
ix. Sources (setting/sending 
entities) and recipients 
( sing/recei ing entities)



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.
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115 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information pertaining to file maintenance and 
security for database and external files.



Section 9.1.1.4 addresses external files, but does 
not provide a description of the procedures for file 
maintenance, management of access privileges, and 
security.



12/4/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The System Databases section (9) still does not list 
the details for external files. A reference to an html 
document 'Unity 4.0 iVIM database' cannot be 
found.



12/5/2007 - A. Brower
The html document 'IVIM Database - Unity 
4.0.0.0_06.01.2007.html' has been found. It lists 
sufficient file information but its unclear which 
ones, if any, are external files.



VVSG Vol. 2: 2.5.8.f
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
f. For external files, a description 
of the procedures for file 
maintenance, management of 
access privileges, and security



Collicott rds 10/17/2007
Update Section 7.3.1 by adding 
description of file maintenance.  
Added second paragraph to this 
section detailing OS file access 
controls.
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116 7/20/07 C Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to file maintenance and 
security for database and external files.



Section 9 addresses databases, but does not provide 
a description of the procedures for file 
maintenance, management of access privileges, and 
security.



12/5/2007 - A. Brower - CLOSED
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
The System Databases section (9) references two 
files 1. 'EL80 File Specification' version 4.0.0.0, 
June 12, 2007 and 2. 'Model 650 Output File 
Specification' version 4.0.0.0, June 12, 2007. These 
files sufficiantly address the necessary details for 
external files.



VVSG Vol. 2: 2.5.8.f
The vendor shall identify and 
provide a diagram and narrative 
description of the system’s 
databases, and any external files 
used for data input or output. The 
information provided shall include 
for each database or external file:
f. For external files, a description 
of the procedures for file 
maintenance, management of 
access privileges, and security



Edward T. Sankey  10/25/2007
Database description has been 
enhanced. This description can 
be found in section 9 of the 
SDS.



117 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information pertaining to the type of interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The 'Interface Description & Identification' section 
(10.1) only addresses Interface Identification. 
The file interfaces listed does not correspond with 
either of the two interface sections found in the 
System Overview; section 1.4: FUNCTIONAL 
AND PHYSICAL INTERFACES, and section 1.6: 
INTERFACES AMONG COMPONENTS. The 
standard states that each type of interface identified 
in the system overview must be described here.



VVSG Vol. 2: 2.5.9.2.a
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
a. The type of interface (such as 
real-time data transfer, storage-and-
retrieval of data) to be 
implemented



R. Schulte
Added/updated description of file
and database in section 10.1 
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118 7/20/07 O Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the type of interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The 'Interface Description' (10.2) specifies the type 
of interface, however the list of interfaces does not 
correspond with the list in the System Overview; 
section 1.4: FUNCTIONAL AND PHYSICAL 
INTERFACES, and section 1.6: INTERFACES 
AMONG COMPONENTS. The standard states that 
each type of interface identified in the system 
overview must be described here.
The stated fix cannot be verified - Section 10.1 
starts on page 375 not 385. This discrepancy 
applies to 'Interface Description' which is covered 
in section 10.2, page 393.



VVSG Vol. 2: 2.5.9.2.a
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
a. The type of interface (such as 
real-time data transfer, storage-and-
retrieval of data) to be 
implemented



B. Lyngaas 10/16/07
Section 10.1, page 385
Replaced 7 internal and 14 
external interface tables with 
one simplified interface table. 



119 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the type of interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The 'Interface Description' (10.2) contains 'Data 
Elements' tables but the tables are incomplete. 
Also, the items in the Data Elements table do not 
correspond with the items in the System Overview; 
section 1.4: FUNCTIONAL AND PHYSICAL 
INTERFACES, and section 1.6: INTERFACES 
AMONG COMPONENTS. The standard states that 
each type of interface identified in the system 
overview must be described here.



VVSG Vol. 2: 2.5.9.2.a
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
a. The type of interface (such as 
real-time data transfer, storage-and-
retrieval of data) to be 
implemented



0/24/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc
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120 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVIM Software Design and 
Specification' document, version 3.1.0.0, dated 
November 16, 2007. 
The 'Interface Description & Identification' section 
(10.1) only addresses Interface Identification. 
The file interfaces listed do not correspond with 
either of the two interface sections found in the 
System Overview; section 1.4: FUNCTIONAL 
AND PHYSICAL INTERFACES, and section 1.6: 
INTERFACES AMONG COMPONENTS. The 
standard states that the characteristics of each 
interface identified in the system overview must be 
described here.



VVSG Vol. 2: 2.5.9.2.b
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
b. Characteristics of individual 
data elements that the interfacing 
entity(ies) will provide, store, 
send, access, receive, etc., such as:
i. Names/identifiers
ii. Data type (alphanumeric, 
integer, etc.)
iii. Size and format (such as length 
and punctuation of a character 
string)
iv. Units of measurement (such as 
meters, dollars, nanoseconds)
v. Range or enumeration of 
possible values (such as 0-99)
vi. Accuracy (how correct) and 
precision (number of significant 
digits)
vii. Priority, timing, frequency, 
volume, sequencing, and other 
constraints, such as whether the 
data element may be updated and 
whether business rules apply
viii. Security and privacy 
constraints
ix. Sources (setting/sending 
entities) and recipients 
(using/receiving entities)



R. Schulte
Added/updated description of file
and database in section 10.1 
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121 7/20/07 O Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The 'Interface Description' (10.2) specifies the 
characteristics of the interface, however the list of 
interfaces does not correspond with the list in the 
System Overview; section 1.4: FUNCTIONAL 
AND PHYSICAL INTERFACES, and section 1.6: 
INTERFACES AMONG COMPONENTS. The 
standard states that the characteristics of each 
interface identified in the system overview must be 
described here.



VVSG Vol. 2: 2.5.9.2.b
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
b. Characteristics of individual 
data elements that the interfacing 
entity(ies) will provide, store, 
send, access, receive, etc., such as:
i. Names/identifiers
ii. Data type (alphanumeric, 
integer, etc.)
iii. Size and format (such as length 
and punctuation of a character 
string)
iv. Units of measurement (such as 
meters, dollars, nanoseconds)
v. Range or enumeration of 
possible values (such as 0-99)
vi. Accuracy (how correct) and 
precision (number of significant 
digits)
vii. Priority, timing, frequency, 
volume, sequencing, and other 
constraints, such as whether the 
data element may be updated and 
whether business rules apply
viii. Security and privacy 
constraints
ix. Sources (setting/sending 
entities) and recipients 
(using/receiving entities)



B. Lyngaas 10/16/07
NOTE: This discrepancy is 
identical to discrepancy item 
#122.  



Please refer to item #122 for the 
"Vendor Response".
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122 7/20/07 O Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
communication methods for each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The 'Interface Description' (10.2) specifies the 
characteristics of the interface, however the list of 
interfaces does not correspond with the list in the 
System Overview; section 1.4: FUNCTIONAL 
AND PHYSICAL INTERFACES, and section 1.6: 
INTERFACES AMONG COMPONENTS. The 
standard states that the characteristics of each 
interface identified in the system overview must be 
described here.
Vendor Response unclear - appears to reference 
itself.



VVSG Vol. 2: 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
c. Characteristics of 
communication methods that the 
interfacing entity(ies) will use for 
the interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics
ii. Message formatting
iii. Flow control (such as sequence 
numbering and buffer allocation)
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers
v. Routing, addressing, and 
naming conventions
vi. Transmission services, 
including priority and grade
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing



B. Lyngaas 10/16/07
NOTE: This discrepancy is 
identical to discrepancy item 
#122.  



Please refer to item #122 for the 
"Vendor Response".
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123 7/20/07 C Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
communication methods for each interface.



12/6/2007 - A. Brower - CLOSED
Reviewer Error. Duplicate of #122



VVSG Vol. 2: 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
c. Characteristics of 
communication methods that the 
interfacing entity(ies) will use for 
the interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics
ii. Message formatting
iii. Flow control (such as sequence 
numbering and buffer allocation)
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers
v. Routing, addressing, and 
naming conventions
vi. Transmission services, 
including priority and grade
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing



B. Lyngaas 10/16/07
NOTE: This discrepancy is 
identical to discrepancy item 
#122.  



Please refer to item #122 for the 
"Vendor Response".
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124 7/20/07 C Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
communication methods for each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The 'Interface Description' (10.2) still does not 
cover any characteristics of the communication 
methods used.



VVSG Vol. 2: 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
c. Characteristics of 
communication methods that the 
interfacing entity(ies) will use for 
the interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics
ii. Message formatting
iii. Flow control (such as sequence 
numbering and buffer allocation)
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers
v. Routing, addressing, and 
naming conventions
vi. Transmission services, 
including priority and grade
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing



0/24/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc
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125 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
protocols for each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The 'Interface Description' (10.2) still does not 
cover any characteristics of protocals used.



VVSG Vol. 2: 2.5.9.2.d
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
d. Characteristics of protocols the 
interfacing entity(ies) will use for 
the interface, such as:
i. Priority/layer of the protocol
ii. Packeting, including 
fragmentation and reassembly, 
routing, and addressing
iii. Legality checks, error control, 
and recovery procedures
iv. Synchronization, including 
connection establishment, 
maintenance, termination
v. Status, identification, and any 
other reporting features



0/24/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc



126 7/20/07 C Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
protocols for each interface.



12/6/2007 - A. Brower - CLOSED
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The added 'Interface Progocols' table in 'Interface 
Description' (10.2) sufficiently address the 
necessary characteristics of protocols.



VVSG Vol. 2: 2.5.9.2.d
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
d. Characteristics of protocols the 
interfacing entity(ies) will use for 
the interface, such as:
i. Priority/layer of the protocol
ii. Packeting, including 
fragmentation and reassembly, 
routing, and addressing
iii. Legality checks, error control, 
and recovery procedures
iv. Synchronization, including 
connection establishment, 
maintenance, termination
v. Status, identification, and any 
other reporting features



B. Lyngaas 10/16/07
Section 10.2, page 391
(First in series of section tables)
Within this section, an 'Interface 
Protocols' table is provided for 
each interface item.  This series 
of tables meets all of the 
requirements for VVSG Vol. 2: 
2.5.9.2d.
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127 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
protocols for each interface.



12/6/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The 'Interface Description' (10.2) still does not 
cover any characteristics of protocals used.



VVSG Vol. 2: 2.5.9.2.d
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
d. Characteristics of protocols the 
interfacing entity(ies) will use for 
the interface, such as:
i. Priority/layer of the protocol
ii. Packeting, including 
fragmentation and reassembly, 
routing, and addressing
iii. Legality checks, error control, 
and recovery procedures
iv. Synchronization, including 
connection establishment, 
maintenance, termination
v. Status, identification, and any 
other reporting features



0/24/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc



128 7/20/07 O Doc. A. 
Lawrence



IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information pertaining to the physical compatibility 
of interfacing entities.



12/6/2007 - A. Brower - OPEN
Evaluated the discrepancy in the 'iVIM Software 
Design and Specification' document, version 
3.1.0.0, dated November 16, 2007. 
This document lacks the section on 'Interface 
Description'. Information about each interface 
identified in the system overview must be described 
in this section as it pertains to the other 
charactoristics not yet covered.



VVSG Vol. 2: 2.5.9.2.e
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
e. Other characteristics, such as 
physical compatibility of the 
interfacing entity(ies) (such as 
dimensions, tolerances, loads, 
voltages and plug compatibility)



The System Overview and iVIM 
need to be on the same page. 
This discrepancy could not be 
answered.
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129 7/20/07 C Doc. A. 
Lawrence



iVotronic Software 
Design Specifications 
Version 9.2.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the physical compatibility 
of interfacing entities.



12/7/2007 - A. Brower - CLOSED
Evaluated the fix in the 'iVO Software Design and 
Specification' document, version 9.2.0.0, dated 
November 15, 2007. 
The section for 'Other Interface Characteristics' was 
added to each of the listed interfaces and this 
satisfies this requirement.



VVSG Vol. 2: 2.5.9.2.e
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
e. Other characteristics, such as 
physical compatibility of the 
interfacing entity(ies) (such as 
dimensions, tolerances, loads, 
voltages and plug compatibility)



B. Lyngaas 10/16/07
Section 10.2, page 391
(First in series of section 
subsections)
Within this section, an 'Other 
Interface Characteristics' 
subsection is provided for each 
interface item.  This series of 
subsections meets all of the 
requirements for VVSG Vol. 2: 
2.5.9.2e.



130 7/20/07 O Doc. A. 
Lawrence



Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the physical compatibility 
of interfacing entities.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 100 Software 
Design and Specification' document, version 
5.4.0.0, dated November 16, 2007. 
The 'Interface Description' (10.2) still does not 
cover any of the 'other characteristics'.



VVSG Vol. 2: 2.5.9.2.e
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
e. Other characteristics, such as 
physical compatibility of the 
interfacing entity(ies) (such as 
dimensions, tolerances, loads, 
voltages and plug compatibility)



10/24/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
M100 SDS 
v.5.4.0.0_10.24.2007.doc



131 7/20/07 O Doc. A. 
Lawrence



Model 650 Software 
Design Specification 
Version 2.2.1.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to the physical compatibility 
of interfacing entities.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Model 650 Software 
Design and Specification' document, version 
2.2.1.0, dated November 16, 2007.  
A section on 'Other Interface Characteristics' has 
been added to the last interface listed in 'Interface 
Description' (10.2) only. The other interfaces need 
this section added as well.



VVSG Vol. 2: 2.5.9.2.e
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
e. Other characteristics, such as 
physical compatibility of the 
interfacing entity(ies) (such as 
dimensions, tolerances, loads, 
voltages and plug compatibility)



Cordes 11/2/2007
Updated Section 10.2 pages 23-
27 to provide information on 
physical compatibility of 
interfacing entities.



Edward T. Sankey  10/31/2007
Section 10 of the SDS has been 
revised; Each interface is now 
contined in its own section and 
each section now has a 
description of the physical 
interface characteristics.
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132 8/1/07 O Info J. Trayer (Data Acquisition 
Manager Version 
6.1.1.0 June 15, 2007)



DAM Software Design 
Specifications, v 
6.1.1.0, 06/15/07



Introduction to Section 4.4 (page 8-top)  refers to 
wrong system name.



Section states: “ES&S defines software items used 
in the construction of HPM”, and “ …programs 
necessary to run HPM …” HPM should be DAM.



12/13/07, D. Valdez - 
The discrepancy applies to DAM Software Design 
Specifications.



What document are you referring
to? Please state whether it is a 
SOP, SDS, SHS, etc.



133 6/20/07 C Doc mpenningto
n



ERM Software Design 
Specification, 
v.7.4.0.0_06.15.2007



No internal software design standards are 
presented.



Section 5.2 states: "No all-encompassing design 
standards are utilized."



12/7/2007 - A. Brower - CLOSED
Evaluated the fix in the 'Election Reporting 
Manager Software Design Specification' document, 
version 7.4.0.0, dated November 16, 2007. 
Section 5.2: 'SOFTWARE DESIGN 
STANDARDS, INCLUDING VENDOR 
PROCEDURES' was modified to include a 
reference to 'ES&S Development Practices and 
Coding Standards' (filename: 'Devel Practices and 
Coding Standards v. 2.2_8.06.2007.pdf') which has 
been verified to contain the necessary software 
design standards.



VVSG Vol. 2: 2.5.4.b
The vendor shall provide 
information that can be used by an 
accredited test lab or state 
certification board to support 
software analysis and test design. 
The information shall address 
standards and conventions 
developed internally by the vendor 
as well as published industry 
standards that have been applied 
by the vendor. The vendor shall 
provide information that addresses 
the following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



09-27-2007  Beth Binger-
Dunaway



Updated ERM SDS document 
section 5.2 on page 80.
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134 6/20/07 O Doc mpenningto
n



ES&S
Audit Manager 
Software Design 
Specification, Version 
7.5.0.0, June 15, 2007



EDM Software Design 
Specification, Version  
7.8.0.0, June 15, 2007



Listed documents are missing the contents of the 
table for Concept of execution.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Audit Manager Software 
Design and Specification' document, version 
7.5.0.0, dated November 16, 2007. 
Section 4.8: 'Concept of Execution' is still missing 
the contents of the table.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Election Data Manager 
Software Design and Specification' document, 
version 7.8.0.0, dated November 16, 2007. 
Section 4.8: 'Concept of Execution' is still missing 
the contents of the table.



VVSG, Vol. 2, Section  2.5.3.d.v 
The vendor shall provide an 
overview of the software that 
includes the following items:
d. Additional information for each 
item that includes:
v. Concept of execution for the 
item;



Greg Suing 10/24/07 - Added 
descriptions.



135 6/20/07 O Doc mpenningto
n



ES&S
Audit Manager 
Software Design 
Specification, Version 
7.5.0.0, June 15, 2007



Election Data Manager
Software Design Specs
Version Release 
7.8.0.0
June 15, 2007



AM document, Section 6.1 does not address the 
logic/arithmetic capability of the processor.



EDM document, Section 6.1includes the header in 
a table, but no information is included for 
describing the logic/arithmetic capability of the 
processor.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Audit Manager Software 
Design and Specification' document, version 
7.5.0.0, dated November 16, 2007. 
Section 6.1 still does not address the logic and 
arithmetic capability of the processor.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Election Data Manager 
Software Design and Specification' document, 
version 7.8.0.0, dated November 16, 2007. 
Section 6.1 has the table but the 'logic and 
arithmetic capability of the processor' cell is still 
blank.



VVSG, Vol. 2, Section  2.5.5.1.a 
The vendor shall identify and 
describe the hardware 
characteristics that influence the 
design of the software, such as:
a. The logic and arithmetic 
capability of the processor;



Greg Suing 10/24/07 - Added 
row to the table for the 
processor.



CJ 10.5.2007: AM Document - 
Added text to describe 
processor compatibility 
requitements and references to 
the hardware requirements, 
which cover the capability 
needs.



EDM Document - Same as 
above.



SysTest Labs Attachment F-1 Pg. 91 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



136 6/20/07 O Doc mpenningto
n



ES&S
Audit Manager 
Software Design 
Specification, Version 
7.5.0.0, June 15, 2007



Cited document does not provide adequate 
information pertaining to database elements.



Tables in section 9 are missing:
v.   Range/enumeration, 
vi.  Accuracy & precision, 
viii. Security/privacy constraints.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Audit Manager Software 
Design and Specification' document, version 
7.5.0.0, dated November 16, 2007. 
Section 9: the three stated details are still missing 
from the table.



VVSG, Vol. 2, Section  2.5.8.e 
The information provided shall 
include for each database or 
external file:
e. Details of table, record or file 
contents (as applicable) to include 
individual data elements and their 
specifications, including:
v.   Range/enumeration, 
vi.  Accuracy & precision,
viii. Security and privacy 
constraints



Greg Suing 10/24/07 - Split the 
table into separate tables for 
each database table.



137 6/20/07 O Doc mpenningto
n



ES&S
Election Data Manager
Software Design Specs
Version Release 
7.8.0.0
June 15, 2007



Cited document does not provide adequate 
information on file maintenance.



External files are described, but missing description 
of the procedures for file maintenance, management 
of access privileges and security.



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Election Data Manager 
Software Design and Specification' document, 
version 7.8.0.0, dated November 16, 2007. 
Section 9 (pg 66): the 'External File Information' 
table is still blank.



VVSG, Vol. 2, Section  2.5.8.f 
The information provided shall 
include for each database or 
external file:
f. For external files, a description 
of the procedures for file 
maintenance, management of 
access privileges, and security.



Greg Suing 10/24/07 - 
Completed the "External File 
Information" table
Paragraph 1 - Database file 
maintenance is handled 
manually by the user by backing 
up their EDM created files using 
a Windows file copy method. 
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138 7/5/07 O Doc JHS Audit Manager 
Software Design 
Specification, 
v.7.5.0.0_06.15.2007



No internal software design standards are 
presented.



Section 5.2 states: "No all-encompassing design 
standards are utilized". It is not clear from this 
statement what the design standards are. 



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Audit Manager Software 
Design and Specification' document, version 
7.5.0.0, dated November 16, 2007. 
The software design standards have been 
inadiquately addressed in stating "No all-
encompassing standards are utilized". Either an 
internally developed standard or an industry 
accepted standard must be specifed. This 
information is necessary in order to support any 
software analysis and/or test design (VVSG Vol. 
2:2.5.4).



VVSG- vol II Section 2.5.4.b
The vendor shall provide 
information that addresses the 
following standards and 
conventions:
Software design standards, 
including internal vendor 
procedures;



Greg Suing 10/24/07 - Added a 
paragraph about design 
standards.



139 7/5/07 O Doc JHS EDM Software Design 
Specification, 
v.7.8.0.0_06.15.2007



No internal software design standards are 
presented.



Section 5.2 states: "No all-encompassing design 
standards are utilized". It is not clear from this 
statement what the design standards are. 



12/7/2007 - A. Brower - OPEN
Evaluated the fix in the 'Election Data Manager 
Software Design and Specification' document, 
version 7.8.0.0, dated November 16, 2007. 
In section 5.2, the software design standards have 
been inadiquately addressed in stating "No all-
encompassing standards are utilized". Either an 
internally developed standard or an industry 
accepted standard must be specifed. This 
information is necessary in order to support any 
software analysis and/or test design (VVSG Vol. 
2:2.5.4).



VVSG- vol II Section 2.5.4.b
The vendor shall provide 
information that addresses the 
following standards and 
conventions:
Software design standards, 
including internal vendor 
procedures;



Greg Suing 10/24/07 - Added a 
paragraph about design 
standards.
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140 7/3/07 C Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



In Section 1, the "Proprietary Information” section 
p1, the table indicates four proprietary sections as” 
x.x” which do not appear in the document.



12/7/2007 - A. Brower - CLOSED
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007 
Section 1 no longer indicates any proprietary 
sections. 
** Although the entire table was removed which 
now makes the section incomplete - the paragraph 
states "The document sections referenced below..." 
and now there is no longer a table to reference 
below.



VVSG- vol II Section 2.1.3
The vendor shall identify all 
documents, or portions of 
documents, containing proprietary 
information not approved for 
public release.



Greg Suing 10/24/07 - This 
seems to have been already 
fixed.  No changes made.
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141 7/3/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Section 4.4 may be interpreted to indicate 
telecommunications.



The document does not expand in sufficient detail 
on the specifications of the software components 
including software to support the 
telecommunications capabilities of the system, if 
applicable, nor an indication that 
telecommunication capabilities are not applicable.



Per the "Purpose and Scope" statement, Sec 1, pg 1, 
there is no mention in the document of 
"telecommunication capabilities", nor an indication 
that it is “not applicable” for this document.  Sec 
4.4 “Constraints” speaks of changes made in 
ESSIM and re-distributed downstream, with no 
details on that transmission method.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
The entire document still does not address any 
software used to support the telecomunication 
capabilities.  



VVSG- vol II Section 2.5
The vendor shall expand on the 
system overview by providing 
detailed specifications of the 
software components of the 
system, including software used to 
support the telecommunications 
capabilities of the system, if 
applicable.



Greg Suing 10/24/07 - I added 
info to the 2nd paragraph and re-
worded the first paragraph to 
use proper English and 
punctuation.
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142 7/3/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide concept of 
execution.



The table in section 4.8 is missing entries in 
column for “Concept of execution” table.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 4.8: 'Concept of Execution' is still missing 
the contents of the table. 
The stated fix cannot be verified.



VVSG- vol II Section 2.5.3.d
The vendor shall provide an 
overview of the software that 
includes the following items: 
Additional information for each 
item that includes:
v. Concept of execution for the 
item;



Greg Suing - 10/24/07 - 
Changed the first item from 
Xerces to ESSIM.  Added 
descriptions for all 3 items.



143 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



No internal software design standards are 
presented.



Section 5.2 states: "No all-encompassing design 
standards are utilized."



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
In section 5.2, the software design standards have 
been inadiquately addressed in stating "No all-
encompassing standards are utilized". Either an 
internally developed standard or an industry 
accepted standard must be specifed. This 
information is necessary in order to support any 
software analysis and/or test design (VVSG Vol. 
2:2.5.4).
The stated fix cannot be verified.



VVSG- vol II Section 2.5.4.b
The vendor shall provide 
information that addresses the 
following standards and 
conventions:
Software design standards, 
including internal vendor 
procedures;



Greg Suing 10/24/07 - Added a 
list of design standards.
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144 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide an adequate 
description of inputs.



In section 7.1, all tablefield entries are not supplied 
(e.g. “Tolerances”). There is not even a “N/A” or 
“none” entry for the fields that are not applicable, 
or if there is no relevant information. 



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
In section 7.1, there are several blank cells that 
need to be filled in with either the necessary 
information or N/A.
The stated fix cannot be verifired.



VVSG- vol II Section 2.5.6.1.a
For each software function or 
operating mode, the vendor shall 
provide:
A definition of the inputs to the 
function or mode (with 
characteristics, tolerances or 
acceptable ranges, as applicable);



Greg Suing 10/24/07 - Added 
the missing table entries.



145 7/5/07 C Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
how exceptions are handled.



The response in section 7.2.1 is generic. There is no 
detailed discussion on how each specific function 
handles the exception conditions or references to 
where this may be found elsewhere in the document 
(this is found in section 8.2.1.x)



12/10/2007 - A. Brower - CLOSED
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
The 'Exception Conditions' listed in section 7.2.1 is 
sufficiant given the detail added to section 8.2.



VVSG- vol II Section 2.5.6.2.a
The vendor shall describe the 
software's capabilities or methods 
for detecting or handling:  
a. Exception conditions;



Greg Suing 10/24/07 - Added a 
reference to section 8.2.
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146 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
how system failures are handled.



Troubleshooting tips were found in the “ESSIM 
System Operations Procedures” document, but not 
a list of error messages, or any reference to error 
conditions.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
In section 7.2.2, added a reference to 'system 
software user’s manuals.' These documents cannot 
be found. 



VVSG- vol II Section 2.5.6.2.b
The vendor shall describe the 
software's capabilities or methods 
for detecting or handling:  
b. System failures;



Greg Suing 10/24/07 - Added a 
reference to section 8.2.



147 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
how data input/output errors are handled.



The response in section 7.2.3 is generic. There is no 
detailed discussion ion how each specific data 
input/output error is handled, nor any reference 
where this information may be found.  



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 7.2.3 is still insufficient.  The stated fix 
cannot be verified - added paragraph not found.



VVSG- vol II Section 2.5.6.2.c
The vendor shall describe the 
software's capabilities or methods 
for detecting or handling:  
c. Data input/output errors;



Greg Suing 10/24/07 - Added a 
paragraph on I/O error handling.
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148 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
how data quality assessment is handled.



The response in section 7.2.6 is generic.There is no 
detailed discussion on all of the various data quality 
issues that may be encountered, nor any reference 
where this information may be found.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 7.2.6 is still insufficient.  The stated fix 
cannot be verified - added verbiage not found.



VVSG- vol II Section 2.5.6.2.f
The vendor shall describe the 
software's capabilities or methods 
for detecting or handling:
f. Data quality assessment;  



Greg Suing 10/24/07 - Added 
more verbiage to the paragraph.



149 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
the physical and logical design for external files 
and databases.



In section 9.1.1.x, no number of levels of design or 
names of design levels for external BDF files were 
found. BDF is certainly an external file, and as such 
is missing this information.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 9 still does not address the levels of design 
for the BDF external files.  The stated fix cannot be 
verified - added verbiage not found.



VVSG- vol II Section 2.5.8.a
The information provided shall 
include for each database or 
external file:
a. The number of levels of design 
and the names of those levels (such 
as conceptual, internal, logical, 
and physical);



Greg Suing 10/24/07 - Added 
info for BSC and BDF data files.
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150 7/5/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide entity 
relationship diagrams.



This document references a Unity Ballot Data File  
(BDF)Specification Document in Appendix B, 
which contains description of entities, but no entity 
relationship diagrams for the BDF itself.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 9 is not applicable for databases since the 
ESSIM does not use a database according to this 
section. However the external files still need to be 
addressed. The BDF external file is stated in the 
'Vendor Response' as being N/A because it is a flat 
text file but this information is not listed in this 
section of the SDS.



VVSG- vol II Section 2.5.8.d
The information provided shall 
include for each database or 
external file:
d. Entity relationship diagrams and 
description of relationships;



Greg Suing 10/24/07 - Added 
verbiage stating this is not 
applicable since it is a flat text 
file.



151 7/6/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide a description of 
how file maintenance is handled.



In section 9.x (inclusive), external files are 
described (BDF files) in text, but there is no 
mention of file maintenance, management of access 
privileges or security for this BDF external file.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 9 still does not address the description of 
procedures for external files. The stated fix cannot 
be verified - added verbiage not found.



VVSG- vol II Section 2.5.8.f
The information provided shall 
include for each database or 
external file:
f. For external files, a description 
of the procedures for file 
maintenance, management of 
access privileges, and security.



Greg Suing 10/24/07 - Added 
verbiage to the tables for BSC 
and BDF files.
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152 7/6/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007



Cited document does not provide adequate 
information for interface data.



In section 10.x, tables are provided for entry of 
information, but many tablefields are empty and do 
not contain necessary information, or at a 
minimum, notations such as “N/A” or “none” to 
indicate due diligence was performed. 



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 10.2 still has incomplete table data. The 
stated fix cannot be verified - blank cells are still 
blank.



VVSG- vol II Section 2.5.9.2.b
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
Characteristics of individual data 
elements that the interfacing 
entity(ies) will provide, store, 
send, access, receive, etc., such as:
i. Names/identifiers;
ii. Data type (alphanumeric, 
integer, etc.);
iii. Size and format (such as length 
and punctuation of a character 
string);
iv. Units of measurement (such as 
meters, dollars, nanoseconds);
v. Range or enumeration of 
possible values (such as 0-99);
vi. Accuracy (how correct) and 
precision (number of significant 
digits);
vii. Priority, timing, frequency, 
volume, sequencing, and other 
constraints, such as whether the 
data element may be updated and 
whether business rules apply;
viii. Security and privacy 
constraints; and
ix. Sources (setting/sending 
entities) and recipients 
(using/receiving entities);



Greg Suing 10/24/07 - Filled in 
all fields in the tables.
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153 7/6/07 O Doc JHS ESSIM Software 
Design Specification, 
v.7.7.0.0_06.15.2007    



Cited document does not provide adequate 
information pertaining to how data is 
communicated.



In section 10.x (inclusive), tables are provided for 
entry of information (e.g. tablefield “Security and 
Privacy Constraints”, but many tablefields are 
empty and do not contain necessary information, or 
at minimum, notations such as “N/A” or “none” to 
indicate due diligence was performed.



12/10/2007 - A. Brower - OPEN
Evaluated the 'ESS Image Manager Software 
Design and Specification' document, version 
7.7.0.0, dated November 16, 2007. 
Section 10.2 does not even have a subsection for 
'Characteristics of communication methods.' 



VVSG- vol II Section 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
Characteristics of communication 
methods that the interfacing 
entity(ies) will use for the 
interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics;
ii. Message formatting;
iii. Flow control (such as sequence 
numbering and buffer allocation);
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers;
v. Routing, addressing, and 
naming conventions;
vi. Transmission services, 
including priority and grade; and
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing;



Greg Suing 10/24/07 - Filled in 
all fields in the tables.



154 7/6/07 C Doc JHS HPM Software Design 
Specifications, Version 
5.6.0.0, June 15, 2007



In section 4.8, there are table entries for the 
"Concept of Execution" column that are either 
blank or "N/A". 



12/10/2007 - A. Brower - OPEN
Evaluated the 'HPM  Software Design 
Specifications' document, version 5.6.0.0, dated 
June 15, 2007. 
All blank entries in Section 4.8 have been filled in.  



VVSG- vol II Section 2.5.3.d
The vendor shall provide an 
overview of the software that 
includes the following items: 
d. Additional information for each 
item that includes:
v. Concept of execution for the 
item;
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155 7/6/07 C Doc JHS HPM Software Design 
Specifications, Version 
5.6.0.0, June 15, 2007



Cited document does not provide adequate 
information on software design standards.



In section 5.2, although no all-encompassing 
design standards for this application are utilized, no 
internal design specifications or standards are 
presented.



12/11/2007 - A. Brower - CLOSED
Evaluated the 'HPM  Software Design 
Specifications' document, version 5.6.0.0, dated 
June 15, 2007. 
Section 5.2: 'SOFTWARE DESIGN 
STANDARDS, INCLUDING VENDOR 
PROCEDURES' was modified to include a 
reference to 'ES&S Development Practices and 
Coding Standards' (filename: 'Devel Practices and 
Coding Standards v. 2.2_8.06.2007.pdf') which has 
been verified to contain the necessary software 
design standards.



VVSG- vol II Section 2.5.4.b
The vendor shall provide 
information that addresses the 
following standards and 
conventions:
b. Software design standards, 
including internal vendor 
procedures;



09-27-2007  Beth Binger-
Dunaway
Updated HPM SDS document 
section 5.2 on page 51.
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156 7/6/07 C Doc JHS HPM Software Design 
Specifications, Version 
5.6.0.0, June 15, 2007



Cited document does not provide adequate 
information on  the logic contained in each 
software module.



In section 8.2, information for this section is not 
supplied consistently for processes, or not supplied 
as “N/A” (e.g. “Login” p 274,(no entries for any 
Logic Handling) , for  MYDLL p312 (no entry for 
Sequence of operations…)



12/12/2007 - A. Brower - CLOSED
Evaluated the 'Hardware Programming Manager 
Software Design and Specification' document, 
version 5.6.0.0, dated November 16, 2007. 
The 'Logic Handling' tables in section 8.2 were all 
completed to include the necessary requirements.



VVSG- vol II Section 2.5.7.2.f
For each module and unit, the 
vendor shall provide the following 
information:
f. If the software module or unit 
contains logic, the logic to be used 
by the software unit, including, as 
applicable:
i. Conditions in effect within the 
software module or unit when its 
execution is initiated;
ii. Conditions under which control 
is passed to other software 
modules or units;
iii. Response and response time to 
each input, including data 
conversion, renaming, and data 
transfer operations;
iv. Sequence of operations and 
dynamically controlled sequencing 
during the software module’s or 
unit’s operation, including:
• The method for sequence control;
• The logic and input conditions of 
that method, such as timing 
variations, priority assignments;
• Data transfer in and out of 
memory; and
• The sensing of discrete input 
signals, and timing relationships 
between interrupt operations 
within the software module or unit;
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157 7/6/07 O Doc JHS HPM Software Design 
Specifications, Version 
5.6.0.0, June 15, 2007



Cited document does not provide adequate 
information on exception and error handling.



In section 8.2, information for this section on 
“Exception and error handling” not supplied 
consistently for processes, or not supplied as “N/A” 
(e.g. ESSCRIPT1 p275- no entry CF_Utility P 276, 
- no entry)



12/12/2007 - A. Brower - OPEN
Evaluated the 'Hardware Programming Manager 
Software Design and Specification' document, 
version 5.6.0.0, dated November 16, 2007. 
In section 8.2, each module and unit is covered in 
detail within its own table. At the end of each table 
is the following comment: "Refer to the end of this 
section for Logic Handling, and Exception and 
Error Handling". However, the section at the end 
for Exception and Error Handling does not cover 
all the modules listed above.



VVSG- vol II Section 2.5.7.2.g
For each module and unit, the 
vendor shall provide the following 
information:
Exception and error handling
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158 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on software design standards.



In section 5.2, although no all-encompassing 
design standards for this application are utilized, 
not even internal design standards are presented in 
this section.



12/11/2007 - A. Brower - CLOSED
Evaluated the 'Data Acquisition Manager Software 
Design Specifications' document, Software version 
6.1.1.0, dated November 16, 2007. 
Section 5.2: 'SOFTWARE DESIGN 
STANDARDS, INCLUDING VENDOR 
PROCEDURES' was modified to include a 
reference to 'ES&S Development Practices and 
Coding Standards' (filename: 'Devel Practices and 
Coding Standards v. 2.2_8.06.2007.pdf') which has 
been verified to contain the necessary software 
design standards.



VVSG- vol II Section 2.5.4.b
The vendor shall provide 
information that addresses the 
following standards and 
conventions:
Software design standards, 
including internal vendor 
procedures;



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 5.2 on page 14.



159 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on input tolerances.



In section 7.1, all tablefield entries not supplied in 
this section, or indicated with “N/A” if not 
applicable (e.g.’Characteristics, Tolerances and 
Acceptable Ranges”)



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 7.1 (pg 17), the added references to the 
'Characteristics, Tolerances, and Acceptable 
Ranges' column have been verified to list 
appendices which contained the necessary 
definitions of produced inputs. 



VVSG- vol II Section 2.5.6.1.a
For each software function or 
operating mode, the vendor shall 
provide:
a. A definition of the inputs to the 
function or mode (with 
characteristics, tolerances or 
acceptable ranges, as applicable);



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 7.1 on pages 17 - 23.
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160 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on output tolerances.



In section 7.1, all tablefield entries not supplied in 
this section, or indicated with “N/A” if not 
applicable (e.g.’Characteristics, Tolerances and 
Acceptable Ranges”)



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 7.1 (pg 17), the added references to the 
'Characteristics, Tolerances, and Acceptable 
Ranges' column have been verified to list 
appendices which contained the necessary 
definitions of produced outputs. 



VVSG- vol II Section 2.5.6.1.c
For each software function or 
operating mode, the vendor shall 
provide:
A definition of the outputs 
produced (again, with 
characteristics, tolerances, or 
acceptable ranges as applicable).



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".



161 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on exception and error handling.



In section 8.2, information for this section on 
“Exception and error handling” not supplied 
consistently for processes, or not supplied as “N/A” 
(e.g. ESSCRIPT1 page 50- no entry)



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 8.2 (pg 39), all modules now have entries 
for exception and error handling. 
** However, only the very minimum was covered. 
Consider more in-depth coverage including how 
system-faults and lock-ups are handled. 



VVSG- vol II Section 2.5.7.2.g
For each module and unit, the 
vendor shall provide the following 
information:
g. Exception and error handling



10-02-2007  Beth Binger-
Dunaway
Update DAM SDS document 
section 8.2 Exception and error 
handling on page 50 
(ESSCRIPT1).
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162 7/6/07 O Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide sufficient 
information on logical and physical design of 
databases and  external files.



In section 9 (inclusive), no number of levels of 
design or names of design levels for external filesor 
databases was found. 



12/11/2007 - A. Brower - OPEN
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 9 (pg 52), a reference to Appendix A - E 
was specified to satisfy VVSG vol 2:2.5.8. 
However these Appendices still do not cover the 
number of levels of design for the external files. 
Also the vendor response states that the DAM does 
not use databases without mention of external files. 
If the DAM does indeed not use any databases or 
external files, then it must be stated in the SDS.



VVSG- vol II Section 2.5.8.a
The information provided shall 
include for each database or 
external file:
a. The number of levels of design 
and the names of those levels (such 
as conceptual, internal, logical, 
and physical);



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".
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163 7/6/07 O Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on design conventions and standards.



In section 9 (inclusive), no design conventions or 
standards for database or external files were found.



12/11/2007 - A. Brower - OPEN
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 9 (pg 52), a reference to Appendix A - E 
was specified to satisfy VVSG vol 2:2.5.8. 
However these Appendices still do not cover the 
design conventions and standards for the external 
files. 
Also the vendor response states that the DAM does 
not use databases without mention of external files. 
If the DAM does indeed not use any databases or 
external files, then it must be stated in the SDS.



VVSG- vol II Section 2.5.8.b
The information provided shall 
include for each database or 
external file:
b. Design conventions and 
standards (which may be 
incorporated by reference) needed 
to understand the design;



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".
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164 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on database entities.



In section 9 (inclusive) no information provided on 
database entities and how they are implemented 
physically (e.g., tables, files);



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 9 (pg 52), a reference to Appendix A - E 
was specified to satisfy VVSG vol 2:2.5.8. These 
Appendices cover the identification and description 
of all input/output files. Although it is unclear 
which ones are external files.



VVSG- vol II Section 2.5.8.c
The information provided shall 
include for each database or 
external file:
c. Identification and description of 
all database entities and how they 
are implemented physically (e.g., 
tables, files);



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".



165 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on entity relationships.



In section 9 (inclusive) no information provided on 
database entities and their relationships.



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
Section 9.1 - 9.13 list diagrams that satisfy the 
requirement for relationship diagrams of external 
files.



VVSG- vol II Section 2.5.8.d
The information provided shall 
include for each database or 
external file:
d. Entity relationship diagrams and 
description of relationships;



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".



SysTest Labs Attachment F-1 Pg. 110 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



166 7/6/07 C Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on databases and external files.



In section 9 (inclusive) no information provided on 
database or external files details of tables, records 
or file contents, Data type (alphanumeric, integer, 
etc.);
Size and format (such as length and punctuation of 
a character string);Units of measurement (such as 
meters, dollars, nanoseconds); Range or 
enumeration of possible values (such as 0-99); 
Accuracy (how correct) and precision (number of 
significant digits); Priority, timing, frequency, 
volume, sequencing, and other constraints, such as 
whether the data element may be updated and 
whether business rules apply; Security and privacy 
constraints, Sources (setting/sending entities) and 
recipients (using/receiving entities).



12/11/2007 - A. Brower - CLOSED
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
In section 9 (pg 52), a reference to Appendix A - E 
was specified to satisfy VVSG vol 2:2.5.8. These 
appendices cover the details of all 
input/output file contents. Although it is 
unclear which ones are external files. 



VVSG- vol II Section 2.5.8.e
The information provided shall 
include for each database or 
external file:
e. Details of table, record or file 
contents (as applicable) to include 
individual data elements and their 
specifications, including:
i. Names/identifiers;
ii. Data type (alphanumeric, 
integer, etc.);
iii. Size and format (such as length 
and punctuation of a character 
string);
iv. Units of measurement (such as 
meters, dollars, nanoseconds);
v. Range or enumeration of 
possible values (such as 0-99);
vi. Accuracy (how correct) and 
precision (number of significant 
digits);
vii. Priority, timing, frequency, 
volume, sequencing, and other 
constraints, such as whether the 
data element may be updated and 
whether business rules apply;
viii. Security and privacy 
constraints;
ix. Sources (setting/sending 
entities) and recipients 
(using/receiving entities).



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".
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167 7/6/07 O Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on file security.



In section 9, external files are described in text, but 
there is no mention of file maintenance, 
management of access privileges or security for the 
external files



12/11/2007 - A. Brower - OPEN
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
Section 9 does not address external file 
maintenance procedures. The section references 
Appendix A - E which also does not cover the 
maintenance procedures for external files.



VVSG- vol II Section 2.5.8.f
The information provided shall 
include for each database or 
external file:
f. For external files, a description 
of the procedures for file 
maintenance, management of 
access privileges, and security.



09-28-2007  Beth Binger-
Dunaway
Updated DAM SDS document 
section 9 on page 55 with 
statement "DAM does not use 
databases".



168 7/6/07 O Doc JHS DAM Software Design 
Specifications, Version 
6.1.1.0, June 15, 2007



Cited document does not provide adequate 
information on data interfaces.



In section 10, no specific indentification of 
interfaces as real-time data transfer, storage-and-
retrieval of data



12/11/2007 - A. Brower - OPEN
Evaluated the fix for the 'Data Acquisition Manager 
Software Design Specifications' document, 
Software version 6.1.1.0, dated November 16, 
2007. 
Section 10.2 still does not address the specific type 
of the interfaces. The listed information ie. 
"[OmniDrive] — [Model 100 PCMCIA Card to 
DAM]
Data Elements" does not help in deturmining if the 
interface is 'real-time data transfer', storage-and-
retreival of data', etc.



VVSG- vol II Section 2.5.9.2.a
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
a. The type of interface (such as 
real-time data transfer, storage-and-
retrieval of data) to be 
implemented;



Pages 59 and 60 of the DAM 
SDS contained all information on
the DAM data interfaces. 



SysTest Labs Attachment F-1 Pg. 112 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



169 8/31/07 O Doc Sspencer DS200 Software 
Design Specifications, 
v. 1.1.0.0, 8/20/2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
communication methods for each interface.



12/11/2007 - A. Brower - OPEN
Evaluated the fix for the 'DS200 Software Design 
and Specification' document, Firmware version 
1.2.0.0 , dated November 16, 2007. 
Section 10.2 (pg 21) still does not list the types of 
interfaces to be implemented. A reference to a 
specific standard or document within the TDP is 
required. The SDS currently advises the user to 
look it up on the web which is not sufficient.



VVSG Vol. 2: 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
c. Characteristics of 
communication methods that the 
interfacing entity(ies) will use for 
the interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics
ii. Message formatting
iii. Flow control (such as sequence 
numbering and buffer allocation)
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers
v. Routing, addressing, and 
naming conventions
vi. Transmission services, 
including priority and grade
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing



0/25/2007 Adiba Harvey 
Updated  Interface descriptoin 
(section 10.2)  in the document:  
DS200 SDS 
v1.2.0.0.1_10.25.2007.doc
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170 9/5/07 C Doc J.Trayer Model 650 System 
Functionality 
Description - Hardware 
version 1.1.0.0, August 
20, 2007



Under  the VVSG guidelines, Telecommunications 
components include LAN configurations such as 
that used with the Model 650 on a Local Area 
Network (LAN).



Therefore, the System Functionality Description 
document for the Model 650 Ballot Scanner is 
incorrect in the statement that the device does not 
support any form of telecommunications.



Excerpt: (SFD pg. 12)
Section 2.1.9 Telecommunications
"The M650 does not support any form of 
telecommunications."



12/17/07, D. Valdez - CLOSED
Verified section 2.1.9 of the M650 SFD (dated 
11/16/07) has been amended to include information 
on telecommunications.



VVSG Vol. 1
6.1 Scope
For the purpose of the Guidelines, 
telecommunications is defined as 
the capability to transmit and 
receive data electronically using 
hardware and software components 
over distances both within and 
external to a polling place.
...
Local area network (LAN) 
components consist of the 
hardware and software 
infrastructure used to transport 
information between users in a 
local environment, typically a 
building or group of buildings. 
Typically a LAN connects 
workstations with a local server.



VVSG Vol. 2
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.



Cordes 10/17
Updated section 2.1.9 
Telecommunications of the 
M650 SFD
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171 9/5/07 O Doc J. Trayer Model 650 System 
Operations Procedures -
version 2.2.1.0, August 
3, 2007 



ERM System 
Operations Procedures -
version 7.4.0.0, August 
17, 2007



The Model 650 and ERM System Operations 
Procedures documents do not contain sufficient 
information to perform the LAN setup necessary to 
support the Model 650 configured with network 
adapters (NIC) enabling the Model 650 to save the 
election results to the ERM folder on a LAN.



Specific procedures are needed for:
1) Router configuration (Linksys setup utility)
2) Network setup (TCP/IP) on the ERM PC and / 
or LAN Server PC(s)
3) Batch file and folders setup for ERM PC 
initiated transfers



VVSG Vol 2
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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172 9/11/07 O Doc M. 
Dubnikov



Model 100 Precinct 
Scanner, Election Day 
Checklist, Version 5.x, 
06/2007,  PDTR M100 
v. 5.4.0.0 Election Day 
Checklist_6.2007.pdf



iVotronic™ Voting 
System, Pre-Election 
Day Operations 
Checklist, Poll Worker 
Activated,  Ver. 9.2.x, 
07/2007, PDTR iVo v. 
9.2.0.0 Pre Election 
Checklist_6.2007.pdf



Model 650 Central 
Scanner, , Pre-Election 
Day Checklist, 
Versions 2.x, 01/2007,  
PDTR M650 v. 2.2.1.0 
Pre Election Day 
Checklist_1.2007.pdf



Model 650 Central 
Scanner, Election Day 
Checklist, Ver. 2.x, 
01/2007, PDTR M650 
v. 2.2.1.0 Election Day 
Checklist_6.2007.pdf



Model 100 Precinct 
Scanner, Pre-Election 
Day Checklist, Ver. 
5 06/2007 PDTR



The cited documents do not contain the proprietary 
information caveat.



VVSG Volume II, Section 2.1.3 
Protection of Proprietary 
Information



The vendor shall identify all 
documents, or portions of 
documents, containing proprietary 
information not approved for 
public release. Any person or 
accredited test lab receiving 
proprietary information shall agree 
to use it solely for the purpose of 
analyzing and testing the system, 
and shall agree to refrain from 
otherwise using the proprietary 
information or disclosing it to any 
other person or agency without the 
prior written consent of the 
vendor, unless disclosure is legally 
compelled.
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173 9/5/2007 O Doc K. Swift Installing Model 650 
Firmware, 1/11/2006



After step 4, Remove the disk, add a step to Insert 
an election disk to verify the Firmware.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



174 9/5/2007 C Doc K. Swift Unity 4.0 System 
Overview



VVSG V2, Section 2.6.6: Other Elements of an 
Effective Security Program is not addessed in the 
cited document. 



10/31/07 - KS - CLOSED
Tester error. (Duplicate of #41)



175 9/5/2007 C Func D. Valdez EDM v. 7.8.0.0 Attempted to set up the rotation type 'Votronic 
Auto Rotate' in the Proposition X Contest.  The 
election information could not be merged in EDM, 
due to the Prop X rotation.  



Tester error, CLOSED - 11/26/07, D. Valdez



VSS Vol 1: 2.2.6.b, c
The Election Management System 
(EMS) is used to prepare ballots 
and programs for use in casting 
and counting votes, and to 
consolidate, report, and display 
election results. An EMS shall 
generate and maintain a database, 
or one or more interactive 
databases, that enables election 
officials or their designees to 
perform the following functions:
b. Identify contests, candidates, 
and issues
c. Define ballot formats and 
appropriate voting options;



10/11 TJO:  Users cannot 
link rotations to referendums 
if they are created using the 
Text/Referendum menu.  
What this discrenpancy 
describes is not possible 
using ES&S software.  Also, 
Ch. 23 references on 
numerous occasions that 
rotations affect candidates.  
Referendums do not have 
candidates.
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176 9/6/2007 C Func D. Valdez EDM v. 7.8.0.0 In setting up the election, we attempted to list no 
democratic candidates and have the Republican 
candidates presented to the voter. (The Scientist 
party would keep it's declared candidates.)  This 
type of cross-over voting does not appear to work. 
We then tried to list 'no declared Scientist 
candidates' and presented the Republican 
candidates to the voter.  This functionality also did 
not work. The "No Candidate Dem" appears on all 
the ballots and this should not be the case. 



Verified System Limitations, for EDM (11/16/07), 
has been updated,  CLOSED - 11/26/07, D. Valdez



VSS Vol 1: 2.2.6.b
The Election Management System 
(EMS) is used to prepare ballots 
and programs for use in casting 
and counting votes, and to 
consolidate, report, and display 
election results. An EMS shall 
generate and maintain a database, 
or one or more interactive 
databases, that enables election 
officials or their designees to 
perform the following functions:
b. Identify contests, candidates, 
and issues



10/11 TJO: Shoud be Doc.  It 
is extremely unlikely a 
contest would occur in this 
fashion in a Closed Primary.  
Florida is the only state I am 
aware of that attempts this 
"Universal Primary Contest" 
functionality, and this 
particular test does not mimic 
Florida's method.  However, 
ES&S will declare limitation, 
"In a primary election, the 
system does not support 
displaying the contest(s) 
from another party's ballot if 
a third party in the election 
has candidates for that 
office."



177 9/6/2007 C Func D. Valdez HPM v. 5.6.0.0 Any referendum must be set up in the same column 
on the ballot in HPM, or it will not tabulate 
correctly in the M650.



Verified M650 SOP (11/16/07) contains reference 
under Create Ballot Text.  CLOSED - D. Valdez, 
11/21/07



VSS Vol 1, 2.2.6.b
The Election Management System 
(EMS) is used to prepare ballots 
and programs for use in casting 
and counting votes, and to 
consolidate, report, and display 
election results. An EMS shall 
generate and maintain a database, 
or one or more interactive 
databases, that enables election 
officials or their designees to 
perform the following functions:
b. Identify contests, candidates, 
and issues



10/22 RDG: Added "NOTE: 
If using Recall/Retain in an 
election that utilizes the 
Model 650, both the recall 
question and the recall office 
must appear at the bottom of 
Column B if the recall office 
wraps to the top of Column 
C. In this situation, place
both contest in Column C." 
in item #8 under the Creat 
Ballot Text heading on page 
252. Also, added reference 
informing users to see the 
ESSIM SOP for more 
information.
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178 9/5/07 C Doc J.Trayer Model 650 System 
Functionality 
Description - Hardware 
version 1.1.0.0, August 
20, 2007



Under  the VVSG guidelines, Telecommunications 
components include LAN configurations such as 
that used with the Model 650 on a Local Area 
Network (LAN).



Therefore, the System Functionality Description 
document for the Model 650 Ballot Scanner is 
incorrect in the statement that the device does not 
support any form of telecommunications.



Excerpt: (SFD pg. 12)
Section 2.1.9 Telecommunications
"The M650 does not support any form of 
telecommunications."



11/1/07 - KS - CLOSED
Duplicate of #170



VVSG Vol. 1
6.1 Scope
For the purpose of the Guidelines, 
telecommunications is defined as 
the capability to transmit and 
receive data electronically using 
hardware and software components 
over distances both within and 
external to a polling place.
...
Local area network (LAN) 
components consist of the 
hardware and software 
infrastructure used to transport 
information between users in a 
local environment, typically a 
building or group of buildings. 
Typically a LAN connects 
workstations with a local server.



VVSG Vol. 2
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.
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179 9/5/07 C Doc J. Trayer Model 650 System 
Operations Procedures -
version 2.2.1.0, August 
3, 2007 



ERM System 
Operations Procedures -
version 7.4.0.0, August 
17, 2007



The Model 650 and ERM System Operations 
Procedures documents do not contain sufficient 
information to perform the LAN setup necessary to 
support the Model 650 configured with network 
adapters (NIC) enabling the Model 650 to save the 
election results to the ERM folder on a LAN.



Specific procedures are needed for:
1) Router configuration (Linksys setup utility)
2) Network setup (TCP/IP) on the ERM PC and / 
or LAN Server PC(s)
3) Batch file and folders setup for ERM PC 
initiated transfers



11/1/07 - KS - CLOSED
Duplicate of #171



VVSG Vol2
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



180 9/7/2007 O Doc D. Valdez Personnel Deployment
and Training 
Requirements v. 
1.0.0.1, 08/20/07



The document does not detail training of personnel 
required to setup the networks.



VVSG V2, Sec 2.10.1.c
The vendor shall specify the 
number of personnel and skill 
levels required to perform each of 
the following functions:  
c. System operations for  voting 
system functions performed at the 
central count facility.



VVSG V2, 2.10.2.d.e
The vendor shal specify the  
requirements for the orientation 
and training of the following 
personnel:
d. Network/system administration 
personnel (if a network is used);
e. Vendor personnel



SysTest Labs Attachment F-1 Pg. 120 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



181 9/6/2007 O Doc K. Swift Installing ESS Image 
Manager (ESSIM), 
8/28/07



Add step to documentation that a printer must be 
installed prior to installing software.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



182 9/6/2007 O Doc K. Swift Installing Election Data 
Manager (EDM), 
8/28/07



Procedural steps for installing AM are incorrect. 
Please see notes made by SysTest on document.



Step 4, Setup.exe in the AM folder does not 
display, (Auditmanager.exe displays). The Run 
dialog box does not display "\Audit Mgr\". A step 6 
needs to be added for the Install Shield/license 
agreement etc. windows that display.



Under Install EDM, the dialog box in Step 3 in 
incorrect. The display reads "D:\EDM Setup.exe".



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



183 9/6/2007 O Doc K. Swift Installing Election 
Reporting Manager 
(ERM), 8/28/07



Procedural steps are incorrect. Please see notes 
made by SysTest on document.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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184 9/6/2007 O Doc K. Swift Installing iVotronic 
Image Manager 
(iVIM), 9/5/07



After Step 3, a pop-up box "Please wait while setup 
is loading , Verifying Installer…".
This is not detailed in the procedures.



The "Run" box display shows the "Open:" as 
'D:\Ivim\VotronicImageManagerInstall.exe'. When 
installing the 'Ivim' portion does not show up.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



185 9/6/2007 O Doc K. Swift Installing Hardware 
Programming Manager 
(HPM), 8/28/07



Step 5 of the Install Hardware Programming 
Manager from the CD section says that a README 
box will display, however, it does not display. 



Also, A Step 6 should be added stating to follow 
the defaults. 



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



186 9/6/2007 O Doc K. Swift Installing Data 
Acquisition Manager 
(DAM), 8/28/07



In the Installing Data Acquisition Manager section; 
Step 3 "Find the DAM folder…" there was not an 
option to select a DAM folder, it just proceeded to 
setup.



In Step 4 'Run' dialog box, the "Open displayed as 
"D:\DAM\setup.exe. then the Install Shield 
windows popped up. Step 7 instructs the user to 
setup type "Complete", when really it should be set 
up for one person.In Step 9, there was no option to 
access the README file.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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187 9/6/2007 C Doc K. Swift System Configuration 
Overview Unity 
4.0.0.0, 7/19/07



The DS200 firmware version is listed as 1.1.0.0. 
This is incorrect, it should be 1.2.0.0 



11/28/07, D. Valdez - CLOSED
Verified the DS200 FW version has been corrected 
to 1.2.0.0.



VVSG Vol 2
1.3.1.5 Focus of Vendor 
Documentation Examination
The accredited test lab reviews the 
documentation submitted by the 
vendor for its completeness and 
accuracy in describing the system.
1.5 Documentation Submitted by 
Vendor
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing.



Tim Cordes - Changed DS200 
firmware version in Overview to 
1.2.



188 9/19/07 C Doc K. Swift Ivotronic System 
Operations Procedures, 
FW ver. 9.2.0.0, HW 
ver. 1.1,  8/15/07



The document states "As the voter scrolls over each 
candidate, office or selection, stored audio cues 
(.wav files) provide a vocal description of the 
selected option." This is not correct, when the voter 
is voting a combo ballot, voter must hilite the text, 
then press the green diamond button to hear the 
audio.



12/17/07 -KS - CLOSED
Verified in ES&S iVotronic System Operations 
Procedures Hardware Revision iV1.26.15asp 
Firmware version 9.2.0.0 November 7, 2007, page 
31, the addition of text that explains that the voter 
must hilite the text and press the diamond button to 
hear the audio.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10.23.2007-SLM. For 
instructions on voting a combo 
ballot, reference Chapter 14: 
Three Steps to Voting (Combo 
Ballot).



10/23 TJO: This is not a 
discrepancy.  The preceding 
sentence reads "The iVotronic 
disables the touch screen in 
audio mode to prevent
accidental selections." It is 
talking about Audio-Only mode.  
If it were talking about Combo-
Mode, the passage cited in the 
discrepancy would be incorrect.
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189 9/19/07 C Doc K. Swift Ivotronic System 
Operations Procedures, 
FW ver. 9.2.0.0, HW 
ver. 1.1,  8/15/07



Ivotronic Image 
Manager System 
Operations Procedures, 
FW ver. 3.1.0.0, 
7/20/07



Neither document provides an ES&S 
recommendation that the audio files for the screens 
that are displayed before the voter chooses 
languages, be modified to include recording the 
screens in all supported languages. 



11/28/07, D. Valdez - CLOSED
Verified Ch. 5 of iVo Sys Ops does refer to voting 
in audio mode and notation was added to iVim Sys 
Ops recommending audio files be manually 
recorded in all supported ballot languages. 



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10.24.07 - slm - Refer to Chapter
5 - Vote in Audio Mode section 
in the iVotronic System 
Operations and Procedures 
manual



10.16.07 - slm. Added note to 
the Audio Script Management 
section of the iVotronic Image 
Manager System Operations 
and Procedures manual. 
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190 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key, 6-
Key 



1) When using write-in screen, English and 
Spanish, in audio mode, I selected 
"ABCDEFGHIJKLMNOPQRSTUVWXYZ012345
678". At the end of selecting number 8, the write-in 
automatically printed and accepted, and I was not 
given a chance to change it



2) When using write-in screen, Spanish, visual with 
audio mode, I selected 
"QWERTYUIOPASDFGHJKLZXCVBNM012345
678". At the end of selecting number 8, no further 
instructions were given, I had to press 'Aceptar' to 
have it selected. The display on the ballot screen, 
did not fit all the characters. (It ended with "01...".



The 12" 3-Key iVo also does not fully display your 
write-in.



12/19/07, D. Valdez
The audio only documentation (iVo SOP dated 
11/07/07, pgs. 102 & 154) states the write-in is 
automatically accepted once the 35 character limit 
is reached.  The visual only ballot states the voter 
must touch accept after the 35 character limit has 
been met.  The audio/visual has not been addressed 
in the document.  The firmware version is the same; 
however, the differences in the ballots and how the 
character write-in maximums are accepted are not ad



VSS Vol 1. 2.4.3.1.d
To facilitate casting a ballot, all 
systems shall:
d. Record the voter’s selection of 
candidates whose names do not 
appear on the ballot, if permitted 
under State law, and record as 
many write-in votes as the number 
of candidates the voter is allowed 
to select;



10/11 TJO: Should be Doc.  
System is operating as 
designed.  ES&S will add 
descriptions of these situations 
to the iVotronic Operator's 
document.  Regarding the entire 
string not displaying, this relates 
to the extreme length of the write
in and the amount of space 
assigned to candidates in the 
ballot layout.  If a jurisdiction is 
concerned with lengthy write-ins,
they should select one of the 
many one-column templates 
available and/or use a smaller 
default font size.



10/17- slm - Added Tucker's 
suggestions to the iVo SOP 
manual.



10/16 TJO: Doc response 
written for iVotronic Operator's 
document, pages 151 and 101.
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191 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key, 6-
Key



On a combo ballot, the audio volume level does not 
stay at the set volume. It goes back to 'low' 
periodically, even on the same screen/contest, with 
the same voter.



1/9/08 - KS
The VSS requirement states that the volume must 
reset to the default for each voter, not after a period 
of inactivity. This discrepancy remains open.



VSS. Vol 1. 2.2.7.2.b8
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
8) Provides a volume control with 
an adjustable amplification up to a 
maximum of 105 dB that 
automatically resets to the default 
for each voter;



IVO SOP 
(put the same verbiage as in 
the Vendor Response 
column into the Combo 
voting mode portion of the 
User Guide)



192 9/20/07 C Doc K. Swift Ivotronic Image 
Manager System 
Operations Procedures, 
FW ver. 3.1.0.0, 
7/20/07



The documentation was too brief regarding the 
recording/creating of audio files/scripts. It was 
difficult to grasp a complete understanding.



12/13/07, D. Valdez - CLOSED
Verified additional information added to the Audio 
Report and audio Script Management sections is 
adequate, iVo SOP (11/07/07).



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10.16.07-slm - Added additional 
information to the Audio Report 
and Audio Script Management 
sections of the manual. 



193 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key



Combo Ballot -  Spanish: I voted 2 contests, went 
to summary screen, went back to vote screen and 
submitted ballot, pushed Vote button, got a 
message "...ballota incomplete..." It did not give me 
the option to Return to Ballot or Cast ballot, the 
screen just went to 'Thank you for Voting..." (Did 
not have an opportunity to go vote the skipped 
Sheriff contest.)



VSS Vol. 1: 2.4.3.1.c
To facilitate casting a ballot, all 
systems shall:
c. Record the selection and non-
selection of individual vote 
choices for each contest and ballot 
measure;
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194 9/20/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 3-Key, 4-
Key



Selected Audio only ballot. At the screen where it 
displays 'Audio Assisted Ballot Language 
Selection'. It speaks the following "To Select 
English, press the diamond shaped button. To hear 
the next language press the down arrow button, to 
hear the previous language press the up arrow 
button." This is not repeated in Spanish.



12/17/07 - KS - CLOSED
Verified in ES&S iVotronic System Operations 
Procedures Hardware Revision iV1.26.15asp 
Firmware version 9.2.0.0, November 7, 2007, the 
addition of text on page 153 that explains this 
functionality and suggests the jurisdiction create 
the language WAV files needed. The vendor's 
response is also correct in that new WAV files were 
created during functional testing.



VSS Vol. 1: 2.2.7.2.b1
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
1) Communicates to the voter the 
complete content of the ballot;



10/16 TJO: The default script for 
this WAV file is provided in 
English only.  If a jurisdiction 
want to add a Spanish 
translation or any other content 
to this file, this can be easily 
accomplished by updating the 
audio script in iVIM and then re-
recording the WAV file following 
the new script.  The process of 
recording a new WAV was 
exhibit several times during 
functional testing.
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195 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 3-Key, 4-
Key, 6-Key, 12" 3-Key



1)After the ballot is loaded, the audio message "To 
Select a visual ballot, please touch the screen." 
Touching the screen does not display a visual 
ballot, it repeats the instructions. This message is 
spoken after you have already chosen your ballot.



2) "To select an audio only ballot, press the 
diamond shaped button." This message is spoken 
after you have already selected your type of ballot 
and language. It is redundant to speak this 
instruction. If you press the diamond button during 
the instruction, it proceeds to the ballot and you 
miss the rest of the instructions.



It is confusing to instruct the voter to touch two 
different buttons at different times during listening 
to the instructions. If a voter selects the diamond 
shaped button, when instructed, he will miss 
hearing all the rest of the instructions.



1/9/07 - KS
Vendor's statement addresses item #1. However, 
item #2 is not addressed. The documentation 
should be updated to explain the option of 
bypassing the instructions.



VSS Vol. 1: 2.4.1.3.c
To facilitate opening the polls, all 
DRE systems shall include:
c. A means of verifying the system 
has been activated correctly;



10/16 TJO: We discovered that 
EADAInst.wav was recorded 
with the wrong content.  We re-
recorded this wav file correctly 
and verified on the iVotronic.
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196 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 3-Key, 4-
Key, 6-Key



In audio voting, half way through reading/selecting 
for contest 2, the message 'We did not record 
action, use up/down buttons to move thru the 
contest and available selections, use the diamond 
shaped button to make a selection…" Selecting the 
down arrow, there was no response. I had to select 
the diamond button to continue reading through the 
selections.



12/17/07 - KS
Not able to verify based on vendor response.



VSS Vol. 1: 2.2..7.2.b3
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
3) Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology;



10/16 TJO: ENoAct.wav does 
not provide sufficient 
information.  The down arrow 
does nothing.  The up arrow 
repeats EnoAct.wav.  The only 
way to exit this loop is to hit the 
green arrow button, which the 
voter is never informed of.  Not 
sure how to resolve.



197 9/20/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key, 6-
Key



When in ballot, if the instructions repeat a few 
times, you can not hit the down arrow to move on. 
It does nothing. You must hit the diamond button 
to move forward in the ballot.



Duplicate of 196. Tester error. CLOSED 10/16/07 
ks
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198 9/20/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key, 6-
Key



Touching the volume button will increase the 
volume and also restart the instructions, except in 
summary mode. In summary mode, it does not 
restart, it increases the volume.



12/17/07 - KS
Verified in ES&S iVotronic System Operations 
Procedures Hardware Revision iV1.26.15asp 
Firmware version 9.2.0.0, November 7, 2007, the 
additional text for volume control for a 4-Key 
terminal on page 73, however, the 6-Key has not 
been addressed.



VSS Vol. 1: 2.4.1.3.c
To facilitate opening the polls, all 
DRE systems shall include:
c. A means of verifying the system 
has been activated correctly;



10/16 TJO: Just retested.  The 
only times that the Volume 
button also repeats the audio 
being played are these: (1) 
When choosing from the various 
types of ballot that can be voted 
, i.e. visual, audio, or combo; 
and (2) while listening to the 
voting instructions in Audio-Only 
mode.  Doc response written 
(Page 73 of iVotronic SOP).



 10/16/07 - slm - Added Tucker's 
additions to the iVO SOP. 
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199 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



Jurisdiction Security 
Policy, ver. 0.0



Documents are not included on list of documents 
currently being sent to the purchaser. 



12/18/07 - KS
Vendor must submit list of documents that are sent 
to the Purchaser for VSTL verification.



VSS V1: 6.1.3 - The requirements 
of this section apply to the 
capabilities of a voting system that 
must be provided by the vendor. 
However, an effective security 
program requires well-defined 
security practices by the 
purchasing jurisdiction and the 
personnel managing and operating 
the system. These practices 
include:
109
Volume I: Voting System 
Performance Guidelines
7 Security Requirements
• Administrative and management 
controls for the voting system and 
election management--including 
access controls
• Internal security procedures
• Adherence to, and enforcement 
of, operational procedures (e.g., 
effective password management)
• Security of physical facilities
• Organizational responsibilities 
and personnel screening
Because implementation of these 
elements is not under the control 
of the vendor, they will be 
addressed in the forthcoming 
Management Guidelines that will 
address the procedural aspects of 
conducting elections and managing 
the operation of voting systems. 
Ho e er endors m st pro ide



Sue Munguia 11.5.2007 These 
documents were not included on 
the last list that was sent out. 
From here on out, these 
documents will be included on 
the list.
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200 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



There are no recommendations of policies to 
protect data transmissions and communications, 
only a statement that the network reporting 
software uses built in controls to ensure secure 
communications.  This requires elaboration as to 
how the setup of the infrastructure is secure.



VSS Vol. 2: 2.6.1 refers to 
V1:6.2.1.1.c
Although the jurisdiction in which 
the voting system is operated is 
responsible for determining the 
access policies applying to each 
election, the vendor shall provide a 
description of recommended 
policies for:
c. Communications;



201 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The recommendations are too limited.   



12/14/07, D. Valdez
The System Security Specification document does 
not have a section 3.2.4.1  The Jurisdiction Security 
Procedures does have this section; however, the 
vendor response was not added to either document 
and the discrepancy was written against the 
Security Specs. 



VSS Vol. 2: 2.6.1 refers to 
V1:6.2.1.1.d
Although the jurisdiction in which 
the voting system is operated is 
responsible for determining the 
access policies applying to each 
election, the vendor shall provide a 
description of recommended 
policies for:
d. Effective password management



11/6/07-TT: Inserted "e) Security 
awareness training that includes 
threat identification such as 
social engineering and physical 
perimeter breach. " on new line 
e) of 3.2.4.1. 
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202 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The recommendations do not include: specific 
firewall settings and parameters (i.e. individual port 
settings), any mention of whether the proprietary 
voting software will impact results from anti-virus 
scans, do not address anti-spyware, and do not 
include any mention of whether the proprietary 
voting software will impact results from an anti-
spyware scan, nor any recommendations of how 
critical operating system updates are applied.



12/14/07, D. Valdez 
Discrepancy remains open until vendor 
documentation can be updated, submitted, and 
verifed to include the following vendor comments:  
"Firewall settings and parameters are user-specific; 
ESS makes no recommendations with regards to 
building firewalls and Unity software does not 
affect the anti-virus scan results."



VSS Vol. 2: 2.6.1 refers to 
V1:6.2.1.1.e
Although the jurisdiction in which 
the voting system is operated is 
responsible for determining the 
access policies applying to each 
election, the vendor shall provide a 
description of recommended 
policies for:
e. Protection abilities of a 
particular operating system



11/6/07-TT: Firewall settings and
parameters are user-specific; 
ESS makes no 
recommendations with regards 
to building firewalls.
Refer to chapter 12 for 
recommended settings for 
Windows High Security.
Unity software does not affect 
the anti-virus scan results.
Refer to the JSP manual section 
5.4 "Protection Against 
Malicious and Mobile Code."



203 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



Nothing in this document specifies the various user 
types, the roles of each user, acceptable user count 
within each role, nor the specific functions and data 
that each role is granted.



12/14/07, D. Valdez
The document still does specify the role or specific 
function(s) to be performed by the System 
Administrators or the Election Definition Workers.



VSS Vol. 2: 2.6.1 refers to 
V1:6.2.1.2.a 
Voting system vendors shall:
a. Identify each person to whom 
access is granted, and the specific 
functions and data to which each 
person holds authorized access;



11/6/07-TT: Inserted "At a 
minimum, ES&S recommends 
separate roles for system 
administrators, election 
administrators, and election 
definition workers" following the 
last sentence of the last 
paragraph of Segregation of 
Duties on page 8.



204 9/21/07 O Info J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The document contains an incorrect reference on 
Page 8. "Section 7.2.1.2 of Volume 1 of the 2002 
VVSG...". The VVSG is the 2005 standards.
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205 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The document does not describe in detail the 
individual security measures for hardware, software 
and data.



VSS Vol. 2: 2.6.2 refers to 
V1:6.2.2.h
Vendors shall provide a detailed 
description of all system access 
control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access. Examples of such measures 
include:
h. Controlled access security.



206 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



Jurisdiction Security 
Policy, ver. 0.0



The documents describes methods to protect the 
polling place. The document describes one example 
of incident handling (excessive poll watchers), and 
physical controls to implement in case of natural 
disasters, fire, espionage, theft and accident.  The 
procedure noted does not apply to many other types 
of incidents (e.g. incidents other than an excessive 
number of poll watchers).  There are no processes 
which deal specifically with civil disobedience and 
vandalism as stated in the requirement. 



VSS Vol. 2: 2.6.3 refers to 
V1:6.3.1
For polling place operations, 
vendors shall develop and provide 
detailed documentation of 
measures to anticipate and 
counteract vandalism, civil 
disobedience, and similar 
occurrences. 
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207 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



Jurisdiction Security 
Policy, ver. 0.0



The document do not specify the step-by-step 
process to incorporate the measures (as stated in the 
requirement) that must take place. They only state 
that the processes exists and that there are built-in 
safeguards such as proprietary protocols and the 
ability to ignore corrupted files during 
transmission.



12/14/07, D. Valdez - CLOSED
Verified response was added to Sys. Sec. Specs, dtd 
11/06/07 (pg. 65).



VSS Vol. 2: 2.6.3 refers to 
V1:6.3.1.b
For polling place operations, 
vendors shall develop and provide 
detailed documentation of 
measures to anticipate and 
counteract vandalism, civil 
disobedience, and similar 
occurrences. The measures shall:
b. Control physical access to a 
telecommunications link if such a 
link is used.



11/6/07-TT: Under a new 
heading in chapter 8, 
"Controlling Physical Access to 
Telecommunications Links", the 
following text was added: "The 
telecommunications link in the 
precinct is controlled from the 
tabulation device, which only 
allows the link to be activated 
following close of polls. Access 
is restricted and controlled 
through the combination of the 
device, its firmware, and polling 
staff security procedures. 
Therefore, it is essential that the 
polling staff use secure, 
restricted passwords and device 
controls to activate and transmit 
results.



The telecommunications link in 
the jurisdiction receives the 
transmission from the precinct. It 
is controlled by placing the 
tabulation device in a secure 
operating environment, allowing 
only authorized individuals 
access to the PC on which the 
reception software is operated. 
The transmitted information is 
protocol and content validated to 
ensure authenticity of the data 
prior to allowing it to be 
incorporated into the election 
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208 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The document contains sections describing physical 
attributes of the ballot boxes and how these 
attributes help protect the ballot boxes, but there is 
no comprehensive, detailed listing of all steps 
employed to protect the handling of ballot boxes 
beyond the establishment of a clear traffic route for 
election material, and establishment of restricted 
ballot storage areas, both "prior" and "post" 
election (see page 13 in System Security 
Specifications).



12/14/07, D. Valdez
Pages 12-13 do not provide an adequate 
explanation of the handling of ballot boxes both 
prior and post election.



VSS Vol. 2: 2.6.3 refers to 
V1:6.3.2.a
Vendors shall develop and 
document in detail the measures to 
be taken in a central counting 
environment. These measures shall 
include physical and procedural 
controls related to the 
a. handling of ballot boxes



11/6/07-TT: Please provide a 
location and explanation of 
additional information needed. 
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209 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The VSS requires the vendor to develop the 
procedures to meet this requirement. Supplying an 
example of how a jurisdiction handled the 
procedures (e.g. Chapter 13:Sample Security Plan 
from the 2005 Florida Law Requirements)  is not 
the same as procedures generated by the vendor.



12/17/07, D. Valdez - CLOSED
Verified Sys. Sec. Specs (dtd 11/06/07) has been 
adequately documented with vendor response onder 
the Software and Firmware Installation section.



VSS Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.
VSS Vol. 1:6.4.1.b
The system shall meet the 
following requirements for 
installation of software, including 
hardware with embedded 
firmware.
b. To prevent alteration of 
executable code, no software shall 
be permanently installed or 
resident in the voting system 
unless the system documentation 
states that the jurisdiction must 
provide a secure physical and 
procedural environment for the 
storage, handling, preparation, and 
transportation of the system 
hardware.



11/6/07-TT: Inserted the 
following copy at the beginning 
of Chapter 5, under the heading 
"Software and Firmware 
Installation": "Unity software 
runs on commercial PC 
platforms, not as embedded 
firmware. 
a. There is no firmware on ROM 
that needs validation for the PCs 
operating Unity software.
b. To prevent alteration of 
executable code, the jurisdiction 
must provide a secure physical 
and procedural environment for 
the storage, handling, 
preparation, and transportation 
of the system hardware. 
c. The system runs under the 
Windows XP SP2 operating 
environment, which will be 
configured to the stringent 
security specifications outlined 
in the Unity software manuals. 
d. The election-specific 
programming must be installed 
as described in the Unity product
documentation and validated as 
described below, both before 
and following installation.
e. After initiation of election day 
testing, no source code or 
compilers or assemblers will be 
resident or accessible."
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210 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The VSS requires the vendor to develop the 
procedures to meet this requirement. Supplying an 
example of how a jurisdiction handled the 
procedures (e.g. Chapter 13:Sample Security Plan 
from the 2005 Florida Law Requirements)  is not 
the same as procedures generated by the vendor.



12/17/07, D. Valdez - CLOSED
Duplicate of #209



VSS Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.
VSS Vol. 1:7.4.1.e
The system shall meet the 
following requirements for 
installation of software, including 
hardware with embedded 
firmware.
e. After initiation of election day 
testing, no source code or 
compilers or assemblers shall be 
resident or accessible.



11/6/07-TT: Inserted the 
following copy at the beginning 
of Chapter 5, under the heading 
"Software and Firmware 
Installation": "Unity software 
runs on commercial PC 
platforms, not as embedded 
firmware. 
a. There is no firmware on ROM 
that needs validation for the PCs 
operating Unity software.
b. To prevent alteration of 
executable code, the jurisdiction 
must provide a secure physical 
and procedural environment for 
the storage, handling, 
preparation, and transportation 
of the system hardware. 
c. The system runs under the 
Windows XP SP2 operating 
environment, which will be 
configured to the stringent 
security specifications outlined 
in the Unity software manuals. 
d. The election-specific 
programming must be installed 
as described in the Unity product
documentation and validated as 
described below, both before 
and following installation.
e. After initiation of election day 
testing, no source code or 
compilers or assemblers will be 
resident or accessible."
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211 9/21/07 O Doc J. 
Schweitzer



Jurisdiction Security 
Policy, ver. 0.0



Though some procedures are present in the 
documentation, they do not address protection 
against logic bombs, or in removal of malicious and 
mobile code if already present in the system. The 
document addresses scanning email and Internet 
Traffic monitoring, but not methods to detect or 
remove malicious and mobile code if already 
present prior to the pre-election testing.



12/17/07, D. Valdez
Verified vendor response is adequately answering 
requirement; however, it was not added to the 
Jurisdiction Security Policy provided in submission 
3, discrepancy remains open.



VSS V1:6.4.2
Voting systems shall deploy 
protection against the many forms 
of threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs. Vendors shall 
develop and document the 
procedures to be followed to 
ensure that such protection is 
maintained in a current status.



11/6/07-TT: Inserted " IT 
installation of malicious code 
handling software will include 
initial scan and periodic scan of 
the system to detect, clean, and 
notify of any malicious software 
detected" on 5.4.3 a) before 
existing sentence. 



212 11/8/07 O Doc K. Swift ERM System 
Operations Procedures 
v. 7.4.0.0, 8/17/07



System Configuration 
Overview, Unity 
4.0.0.0, 7/19/07



Neither the hand scanner, nor the Automatic Bar 
Code Reader (ABCR) is mentioned in either 
referenced document. 



12/19/07 - KS
Nor are the procedures on how to set up the the 
hand scanner/ABCR, or what the system 
requirements are.



VVSG Vol. 2: 2.1.1.a
The content of the Technical Data 
Package (TDP) is intended to 
provide clear, complete 
descriptions of the following 
information about the system:
a. Overall system design, including 
subsystems, modules and the 
interfaces among them
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213 9/21/07 O Doc J. 
Schweitzer



System Configuration 
Overview, Unity 
4.0.0.0, 7/19/07



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The document references are not consistent among 
documents.  Referenced names in one document are 
not exactly as stated in other documents.  For 
example, the document makes the following 
statement "NOTE: All COTs products are listed in 
the Voting System Overview in the section titled 
“Consumer off the Shelf Hardware and Software,”. 
There is a file called System Overview, which is 
titled "System Configuration Overview", that has a 
section "COTS Hardware and Software" and not 
"Consumer off the Shelf Hardware and Software" 
which does contain information on vendors and 
versions for components used in the system.



The document does contain information on some 
hardware and software products, and operating 
systems contained within the voting system, but it 
is not known if it is a comprehensive list.



The document does not contain information on 
COTS routers,  COTS modem drivers, or COTS 
dial-up networking software within the voting 
system.



12/17/07, D. Valdez 
Unable to verify based on vendors response, 
discrepancy remains open.



VSS V1:6.5.4.1. a, b, c, d
Voting systems that use public 
telecommunications networks shall 
provide system documentation that 
clearly identifies all COTS 
hardware and software products 
and communications services used 
in the development and/or 
operation of the voting system, 
including:
a. Operating systems;
b. Communications routers;
c. Modem drivers; and
d. Dial-up networking software.
Such documentation shall identify 
the name, vendor, and version used 
for each such component.



SLL 10/16/07 - 
3) Unless used in a customer 
network, there are no routers 
used in the voting system.



SLL 10/16/07 - 
1) this is a conformance issue. 
The reviewer is asking that the 
names of the referenced 
documents are consistent and 
accurate. 
2) I'm not sure why the reviewer 
is questioning the completeness 
of the COTS list. The 
completeness needs to be 
indicated in the document. 
3) Unless used in a customer 
network, there are no routers 
used in the voting system.
4) this is in the M100 spec.
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214 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The VSS requires the vendor to develop the 
procedures to meet this requirement. Supplying an 
example of how a jurisdiction handled the 
procedures (e.g. Chapter 13:Sample Security Plan 
from the 2005 Florida Law Requirements)  is not 
the same as procedures generated by the vendor.  



The referenced section notes that ES&S monitors 
security alerts on a daily basis, but does not state 
how the monitoring occurs or how the system 
responds to all threats, alerts, and assessments for 
each individual sub-system. There is discussion of 
alerts for limited examples of functionality,  but no 
comprehensive listing of all possible alerts, and all 
possible responses. 



12/17/07, D. Valdez
The document does not adequately address how 
monitoring of threats occurs, how to respond to 
known threats and does not provide a description 
including scheduling information.



VSS V1:6.5.4.3
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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215 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



The referenced document states that ES&S 
monitors security alerts on a daily basis, but does 
not state how the monitoring occurs, and does not 
state how the system responds to threats, alerts, and 
assessments. There is no reference to any of the 
applicable alert examples for this system found in 
the US- CERT website (www.cert.org) as found in 
the Technical Cyber Security Alerts, nor the 
responses to these alerts, nor is there a website link 
to where these responses may be located.



12/17/07, D. Valdez
An additional comment was added, from the VSS; 
however, the document still does not explain how 
threats are monitored.



VSS V1:6.5.4.3.a
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
a. Monitor threats, such as through 
the review of assessments, 
advisories, and alerts for COTS 
components issued by the 
Computer Emergency Response 
Team (CERT), for which a current 
listing can be found at 
http://www.cert.org, the National 
Infrastructure Protection Center 
(NIPC), for which a current listing 
can be found at 
http://www.nipc.gov/warnings/war
nings.htm, and the Federal 
Computer Incident Response 
Capability (FedCIRC), for which 
additional information can be 
fo nd at http:// fedcirc go /;



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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216 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



The referenced document states that ES&S 
monitors security alerts on a daily basis, but does 
not state how the monitoring occurs, and does not 
state how the system responds to all threats, alerts, 
and assessments for each individual sub-system. 
There is discussion of alerts for limited examples of 
functionality,  but no comprehensive listing of all 
possible alerts, and all possible responses, and no 
discussion of the process of how the threats are 
evaluated.  



12/17/07, D. Valdez
The documentation does not state how the system 
or the security committe members respond to 
threats.



VSS V1:6.5.4.3.b
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:



b. Evaluate the threats and, if any, 
proposed responses;



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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217 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



The document references service packs and security 
updates, but there is no mention of how these 
updates will be deployed, and no listing of 
protocols for corrective procedures. 



12/17/07, D. Valdez
Text was added from the VSS; however, no 
mention was made as to how the responsive 
updates and/or corrective proceures would be 
developed or how the proposed response(s) would 
be submitted to the ITA/VSTL and the appropriate 
states of those changes (ie temporary or 
permanent).



VSS Vol.1: 6.5.4.3.c and d
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
c. Develop responsive updates to 
the system and/or corrective 
procedures;
d. Submit the proposed response to 
the ITAs and appropriate states for 
approval, identifying the exact 
changes and whether or not they 
are temporary or permanent;



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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218 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



The document references service packs and 
updates, but there is no mention of how these 
updates will be deployed, and no listing of 
protocols for corrective procedures. 



11/12/07 - KS - CLOSED
Tester Error. Duplicate of #217



V1.6.5.4.3 d
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:



d. Submit the proposed response to 
the ITAs and appropriate states for 
approval, identifying the exact 
changes and whether or not they 
are temporary or permanent;
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219 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



While the document references notification of 
clients using technical bulletins to document 
special procedures that clients should use for 
technical issue mitigation, including security issues 
to which permanent fixes have not yet received 
certification, there is no mention or guarantee that 
the corrective procedures must be updated and 
implemented no later than one month before an 
election. 



12/17/07, D. Valdez - CLOSED
Verified System Sec. Spec, dtd 11/06/07 has been 
updated to include statements that corrective 
procedures must be updated and implemented no 
later than one month before an election.



VSS Vol. 1:6.5.4.3.e and f
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
e. After implementation of the 
proposed response is approved by 
the state, assist clients, either 
directly or through detailed written 
procedures, how to update their 
systems and/or to implement the 
corrective procedures no later than 
one month before an election; and
f. Address threats emerging too 
late to correct the system at least 
one month before the election, 
including:



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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220 9/21/07 C Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



While the document references notification of 
clients using technical bulletins to document 
special procedures that clients should use for 
technical issue mitigation, including security issues 
to which permanent fixes have not yet received 
certification, there is no mention or guarantee that 
the corrective procedures must be updated and 
implemented no later than one month before an 
election. 



11/12/07 - KS - CLOSED
Tester Error. Duplicate of #219



V1.6.5.4.3.f
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
f. Address threats emerging too 
late to correct the system at least 
one month before the election, 
including:
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221 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



While the document references notification of 
clients using technical bulletins to document 
special procedures that clients should use for 
technical issue mitigation, including security issues 
to which permanent fixes have not yet received 
certification, there is no mention of a protocol for 
emergency notification to the ITAs, states and 
jurisdictions of late breaking threats.



12/17/07, D. Valdez
Document does not state how emergency 
notification will be provided to the ITA/VSTL, 
states, and user jurisdications.



VSS Vol. 1:6.5.4.3.f.1
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
f. Address threats emerging too 
late to correct the system at least 
one month before the election, 
including:
1) Providing prompt, emergency 
notification to the ITAs and the 
affected states and user 
jurisdictions;



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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222 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



[Jurisdiction Name] 
Security Policy, ver. 
0.0, no date



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



The documents note that ES&S solutions are 
designed to not use telecommunications when the 
polls are opened, and may use telecommunication 
for reporting using the optional telecommunication 
functions for reporting, but no mention was made 
of how to enable or disable the telecommuncations 
modes in these two referenced documents.



12/17/07, D. Valdez
The document still does not address the enabling 
and/or disabling of telecommuncations while the 
polls are open.



VSS Vol. 1:6.5.4.3.f.2
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
f. Address threats emerging too 
late to correct the system at least 
one month before the election, 
including:
2) After the election, modifying 
the system to address the threat; 
submitting the modified system to 
an ITA and appropriate state 
certification authority for approval, 
and assisting client jurisdictions 
directly, or advising them through 
detailed written procedures, to 
update their systems and/or to 
implement the Assisting client 
jurisdictions directly, or advising 
them through detailed written proce



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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223 9/21/07 O Doc J. 
Schweitzer



System Security 
Specification,  ver. 
4.0.0.0, 8/3/07



System Security 
Specification,  v. 
4.0.0.0, 11/06/07



While the document references notification of 
clients using technical bulletins to document 
special procedures that clients should use for 
technical issue mitigation, including security issues 
to which permanent fixes have not yet received 
certification, there is no mention of a protocol to 
assist jurisdictions to implement the corrective 
procedures after the approval.



12/17/07, D. Valdez
A statement from the VSS  is document; however, 
the document still does not address how 
jurisdictions will implement approved corrective 
procedures.  Also, the word "detailed" is spelled 
incorrectly in the 4th sentence of F. 3 (pg. 66).



VSS Vol. 1:6.5.4.3.f.3
Voting systems that use public 
telecommunications networks may 
become vulnerable, by virtue of 
their system components, to 
external threats to the accuracy and 
integrity of vote recording, vote 
counting, and vote consolidation 
and reporting processes. Therefore, 
vendors of such systems shall 
document how they plan to 
monitor and respond to known 
threats to which their voting 
systems are vulnerable. This 
documentation shall provide a 
detailed description, including 
scheduling information, of the 
procedures the vendor will use to:
f. Address threats emerging too 
late to correct the system at least 
one month before the election, 
including:
3) corrective procedures after 
approval.



11/6/07-TT: Inserted correction 
under "Monitoring and 
Responding to External Threats" 
heading in Chapter 8: Election 
Transmitting and Reporting 
Considerations
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224 9/25/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Attempted to submit Blank Ballot, got message 
"must view all ballot pages". Returned to ballot, 
and paged thru ballot, attempted to cast ballot on 
last page, got message 'vote for 1 selection'. paged 
back to first contest. Voted for Sheriff, got message 
"Must vote for one selection..". Pressed Vote 
button again, and it accepted. 



CLOSED - D. Valdez, 11/26/07
Verified in the System Limitations, dated 11/16/07 
has been amended, 



VSS Vol. 1: 2.4.3.3.h and i
In addition to the above common 
requirements, DRE systems shall:
h. Allow the voter, before the 
ballot is cast, to review his or her 
choices and, if the voter desires, to 
delete or change his or her choices 
before the ballot is cast;
i. For electronic image displays, 
prompt the voter to confirm the 
voter's choices before casting his 
or her ballot, signifying to the 
voter that casting the ballot is 
irrevocable and directing the voter 
to confirm the voter’s intention to 
cast the ballot;



10/11 TJO: ES&S will add to 
limitations document, "The 
function 'Require One Vote' 
on the iVotronic is not fully 
supported."



225 9/25/07 C Doc K. Swift iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



iVotronic Image 
Manager System 
Operations Procedures, 
FW Ver. 3.1.0.0, 
7/20/07 



The  Summary Ballot Instructions for English 
/Spanish are not in the documentation.



12/17/07, D. Valdez - CLOSED
Verified the iVim SOP, dtd 10/19/07 does now 
adequately address managing the voter instruction 
screens and also refers you to how to generate the 
iVim report.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/16/07 slm - (iVIM) Refer to 
pg. 58-60 - Manage Voter 
Instruction Screens and Ballot 
Images. Document refers to the 
summary ballot screen in the 
introduction and the language 
field in Step 2 of the 'Text Area' 
heading. 



10/23 TJO: This information 
appears on the "PDF - Graphics 
and Text" report generated by 
iVIM.  This report basically 
provides screenshots of the 
ballot pages, including the 
summary screen pages.
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226 9/25/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 4-Key



Page 73 of iVotronic SOP states the Volume Reset 
Button "purple button" is used to set the audio 
volume, however, this button is not displayed or 
spoken in the instructions when voting. 



Also, this button repeats instructions from the 
beginning, as well as adjusting the volume. The 
repeat function is not included in the description. 
 
12/18/07 - KS - CLOSED
Verified in "ES&S iVotronic System Operations 
Procedures, Hardware Revision iV1.26.15asp, 
Firmware version 9.2.0.0 November 7, 2007,  the 
additional text describing the repeat function on 
page 73. Verified in ES&S iVotronic Image 
Manager System Operations Procedures Version 
Release 3.1.0.0 October 19, 2007, that Chapter 5 
states "Use the screen management option to 
change instruction screens and ballot images 
presented to the voter."



VSS Vol. 1: 2.2.7.2.b2
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
2) Provides instruction to the voter 
in operation of the voting device;



10/11 TJO: This is an intentional 
design choice.  There are 
thousands of iVotronic units 
used by ES&S customers that 
do not have the 'purple button'.  
This screen is designed to 
support those units.  Customers 
who have the purple button can 
easily add more detail to the 
instructions screen by using the 
Screen Management menu in 
iVIM.



227 9/25/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Audio was playing for voter, now it is not playing 
at all. 



VSS Vol. 1, 2.2.7.2.b1
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
1) Communicates to the voter the 
complete content of the ballot;
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228 9/26/07 O Info K. Swift iVotronic v. 9.2.0.0 At the 'Please select the ballot display…pressing an 
image below" screen, it does not explain the 
differences in what the voter is seeing on the 
screen. When you select a choice, all it says is 
'generic text'. It would be helpful, if the voter was 
instructed, for example, that he chose 'regular color 
text' or 'Zoomed black/white text'.



229 09/26/07 C Doc D. Valdez iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



The final prepare a clear and test PEB step states, 
"Press prepare another PEB to make additional 
clear and test PEBs, or press return to menu."  
However, the document does not explain what you 
should do next.  In functional testing, once clear 
and test PEB was prepared, we pressed the VOTE 
button and removed the PEB.



Verified a version of the vendor's response has 
been sufficiently added to the iVo SOP (11/07/07), 
CLOSED - 11/26/07, D. Valdez



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/11 TJO: Should be Doc.  
Chapter 6 (page 64) 
specifically states "Press 
Prepare Another PEB to 
make additional Clear and 
Test PEBs, or press Return to 
Menu."  ES&S will add the 
following text: "Once you 
have finished creating Clear 
& Test PEB's, you may 
remove the PEB from the 
Supervisor terminal and 
press the Vote button to 
power down the terminal."



230 09/26/07 C Doc D. Valdez iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



The 'Prepare an initialization PEB' instructions call 
for using the KEY PEB.  The KEY PEB contains 
the election definition. It is not clear if using the 
KEY PEB as the initialization PEB would delete 
the election.



Verified iVO SOP (11/07/07, page 65) has been 
amended, CLOSED - D. Valdez, 11/26/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/11 TJO: Should be Doc.  
The Key PEB does not 
contain the election, only the 
EQC for that election.  
Chapter 6 (Page 65) states to 
insert the Key PEB to begin 
the process of creating an Init 
PEB.  Will change that 
instruction to read: "Using a 
Supervisor terminal that has 
the same EQC code as your 
election, insert the a 
Supervisor PEB and access 
the Terminal menu."



SysTest Labs Attachment F-1 Pg. 153 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



231 09/26/07 C Doc D. Valdez iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



The enable bars do not activate receipt printing, as 
stated in the documentation, it activates the bar 
showing the progress of the terminal configuration.



Verified in iVO SOP (11/07/07) Ch. 6 (pg. 74) has 
been amended, CLOSED, D. Valdez, 11/26/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/11 TJO: Should be Doc.  
Chapter 6 (Page 74).  This 
information is incorrect.  
Will be rectified in 
Submission 3.



232a 09/26/07 O Func D. Valdez iVotronic v. 9.2.0.0 This following message and options were not 
received in functional testing:
Under the 'test printer option, the message 
“Printing test message to printer...” appears in the 
lower left corner of the screen. The printer should 
immediately line feed once, print “Printer Test 
Message,” and then line feed five more times. 



We had to manually line feed the printer.



1/10/08 - KS
Vendors response does not address discrepancy.



VSS Vol. 1: 2.3.4
Election personnel conduct 
equipment and system readiness 
tests prior to the start of an 
election to ensure that the voting 
system functions properly, to 
confirm that system equipment has 
been properly integrated, and to 
obtain equipment status reports.



Should be DOC
10/15/07 SLM: Added chapter to 
iVo SOP - Chapter 17. 



232b 09/26/07 C Doc D. Valdez iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



The instructions for the 'PEB Interface/Using the 
PEB with the M100/iVo Merge' need to be added 
to the 4.0 documents.



Verified information was amended to iVo SOP 
(11/07/07), Ch. 17 (Combining M100 and 
iVotronic Results at the Precinct), CLOSED - D. 
Valdez, 12/26/07



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10/11 TJO: Should be Doc. 
ES&S will update the 
PEB/100 merge instructions 
to reflect Unity 4.0 
functionality.  Will place 
them as an appendix to the 
iVotronic Operator's 
Procedures.



SysTest Labs Attachment F-1 Pg. 154 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



233 09/26/07 C Doc D. Valdez Election Reporting 
Manager System 
Operations Procedures
V 7.4.0.0, 08/17/07



The 'reactivate the user ID system' button in Ch. 7, 
Security Procedures, is not explained in the 
documentation.  In testing, it was found that 
selecting this option was how you would activate 
the user ID.



Verfied the ERM SOP has been amended (pg. 38, 
step 12) to include vendor's response,  CLOSED - 
D. Valdez, 11/26/07



VVSG Vol. 2:2.8.5.f
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
f. Provides administrative 
procedures and off-line operator 
duties (if any) if they relate to the 
initiation or termination of system 
operations, to the assessment of 
system status, or to the 
development of an audit trail



10/11 TJO: Should be Doc.  
Chapter 7 (Page 38) Insert 
the following text between 
steps 11 and 12:  "If the 
system is currently active and 
you want to make it inactive, 
click disable the user ID 
system. If the system is 
currently disabled and you 
want to make it active, click 
reactivate the User ID 
system."



234 09/26/07 C Doc D. Valdez Model 650 System 
Operations Procedures
V 2.2.1.0, HW Rel. 
1.1, 08/03/07



All documented M650 steps were followed to 
configure the scanner network; however, the M650 
displayed  two undocumented messages.  The 
messages are as follows:  1) Press start to load 
GEN02 (NETWORK), 2) press stop to keep current 
election.



Verified M650 SOP (11/16/07) has been amended 
(pg. 90) to include missing information, CLOSED - 
D. Valdez, 11/26/07



VVSG Vol. 2: 2.8.5.A & B
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-generated 
status and information messages)



10/11 TJO: Should be Doc.  
Will update Step 8 on page 
88 to read... "8. If necessary, 
reboot the machine to load a 
new election. If an election is 
available over the network, 
the following message will 
display: 'Press Start to load 
[Election Name] 
(NETWORK).  Press Stop to 
keep current election.'  Press 
Start if you want to make the 
network election the active 
election on the Model 650."
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235 9/26/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Spanish: The InstructionsCombo screen is cutting 
off the text for number 2 instructions on the right 
side of the ballot, and in the screen shot.



1/10/08 - KS
This should be caught by the software and 
prevented.



VSS Vol. 1: 2.3.1.3.1.a
The voting system shall provide a 
means of printing or otherwise 
generating a ballot display that can 
be installed in all system voting 
devices for which it is intended. 
All systems shall provide a 
capability to ensure:
a. The electronic display or printed 
document on which the user views 
the ballot is capable of rendering 
an image of the ballot in any of the 
languages required by The Voting 
Rights Act of 1965, as amended;



10/11 TJO: If desired, users are 
fully capable of modifying all 
system message screens by 
using the Screen Management 
function in iVIM.



SysTest Labs Attachment F-1 Pg. 156 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



236 9/27/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Unplugged the RTAL printer before choosing the 
size of text screen,(Zoom Black/White) to try and 
get "Printer is not working correctly…" message. 
Got message "Incorrect or missing file error. File 
Missing 
ADAVoterReceiptPrinterMalfunctionVoterMessag
e. Status Byte = 403". Message did not display in 
Spanish. Instructed to touch screen, touching just 
makes the screen blank, with no message.



Unplugged the RTAL after choosing the size of text 
screen,(Zoom Black/White) at the first contest 
display, and did receive "Printer is not working 
correctly…" message. With the addition of a yellow 
box after the title that says "Printer Error: Pri,  
Code: 40000000". This additional message is not in 
the documentation, nor on the screen shot picture.



1/10/08 - KS
The messages received would occur after the poll 
worker has already 'initialized' the system for the 
voter. Therefore, it is a voter facing message and 
should 1) appear in the selected language and 2) 
provide instructions to the voter to contact a 
pollworker for assistance. Since these messages are 
'voter facing' they must be included in the document



VSS Vol. 1: 2.2.5.2.2.a
All voting systems shall meet the 
following requirements for error 
messages:
a. The system shall generate, store, 
and report to the user all error 
messages as they occur; 



10/11 TJO: System working as 
designed.  This system 
message is intended for 
pollworkers and is displayed in 
English.



Screen went blank because, if 
instructed via the election 
definition, terminal will not allow 
a ballot to be opened without an 
RTAL connection present. Since 
one was not available, this 
voting session was essentially 
canceled before it begun.  
Inserting a PEB will attempt to 
open another ballot.  Terminal 
will continue to operate in this 
fashion until an RTAL is 
available.



Regarding the printer error 
message, this is a error 
message that is embedded in 
the firmware and is not 
customizable. Several of these 
types of messages exist, such 
as the screens you see while 
opening the polls or accessing 
the terminal menu.  Unlike 
contest or instruction screens, 
these messages are not 
customizable by the user and 
should not appear in any reports 
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237 9/27/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



In zoom mode, the write- in text scrolled off the 
screen at the beginning to fit all the characters. Not 
all characters displayed on the contest screen.



VSS Vol. 1, 2.2.7.2.e1
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
e. For electronic image displays, 
permit the voter to:
1) Adjust the contrast settings;



238 9/27/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



The write-in display does not display in the text 
size selected. (Small color chosen and zoom 
black/white)



VSS Vol. 1, 2.2.7.2.e3
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
e. For electronic image displays, 
permit the voter to:
3) Adjust the size of the text so 
that the height of capital letters 
varies over a range of 3 to 6.3 
millimeters;
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239 9/27/07 C Func J. Garcia M650 v. 2.2.1.0 Statistical Counters did not function correctly on 
the M650 Grand Totals and Precinct by Precinect 
reports. 
An election was set up for the M650 to track 
statistical counts however the totals on the report 
did not match the ballots scanned.



Verified the EDM SOP (11/16/07) has been 
amended (Assign District Totals, pg. 240), 
CLOSED - 11/26/07, D. Valdez



VSS Vol. 1: 2.5.3.1.c
All systems shall provide 
capabilities to:
c. Produce a printed report for 
each tabulator of the results of 
each contest that includes the votes 
cast for each selection, the count of 
undervotes, and the count of 
overvotes;



10/11 TJO: This refers to 
Statistical Counters that 
monitor total ballots in 
certain districts, such as how 
many ballots were cast in a 
particular Congressional 
District.  These counters are 
supported by the 650 so long 
as the M100, DS200, and 
iVotronic are not used in the 
election.  If so, this type of 
counter is not supported.  We 
removed these counters from 
GEN02 and re-ran the ballot, 
which alleviated any issues.  



ES&S will update page 240 
of the EDM manual to read: 
"If your jurisdiction uses 
ONLY the Model 650, 
Optech III-P Eagle or Optech 
IV-C, you
can use the options under the 
District Totals tab in the 
Statistical Counter Definition 
window to assign the 
statistical counter types that 
you activated under the 
Election Totals tab to 
individual districts in your 
jurisdiction."
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240 9/27/07 C Func J. Garcia DAM 6.1.2.0 (First 
build of 6.1.2.0)



Error message on the DAM.
An error occurred when attempting to transmit via 
DAM HOST using a PEB and a PEB read/writer.



1/11/08 - KS - CLOSED
Verified after the the final build on 9/27/07 of 
version 6.1.2.0, that this works correctly.



VSS Vol. 1: 6.6.2.2.a
These systems shall provide the 
following capabilities to provide 
resistance to interruptions of 
telecommunications service that 
prevent voting devices at the poll 
site from communicating with 
external components via 
telecommunications:
a. Detect the occurrence of a 
telecommunications interruption at 
the poll site and switch to an 
alternative mode of operation that 
is not dependent on the connection 
between poll site voting devices 
and external system components;



10/02 TJO: This discrepancy 
has been addressed in DAM 
version 6.1.2.0.  Functional 
testing proved this discrepancy 
to be corrected.



241 9/27/07 O Doc D. Valdez Installing iVotronic 
Series 9.x Firmware, 
6/2/06



A step is missing needed information .
Step 2 states "Insert a supervisor/master PEB into 
the iVotronic (does not have to contain data)."  
This should take the user to the Terminal Menu, 
however, the user must hold down the VOTE 
button at the same time as inserting the PEB to get 
to the Terminal Menu.



VVSG Vol. 2:2.6.4     
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 
information shall address software 
installation for all system 
components.  
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242 9/27/07 O Doc D. Valdez Installing iVotronic 
Series 9.x Firmware, 
6/2/06



A step is missing after step 7 and prior to 8.
In step 7 you must remove the PEB and step 8 is 
return to the Terminal Menu. In order to return 
back to the Terminal Menu, the user must insert the 
PEB again.



VVSG Vol. 2:2.6.4     
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 
information shall address software 
installation for all system 
components.  



243 9/27/07 C Doc K. Swift Ivotronic Image 
Manager System 
Operations Procedures, 
FW ver. 3.1.0.0, 
7/20/07



The user is not able to verify the images that will 
display for each type of election if the 'Manage 
Voter Instruction Screen and Ballot Images list is 
not election specific.



Manage Voter Instruction Screens and Ballot 
Images on pages 58 and 59, Step 2 states "Click on 
an Image from the list of images on the left side of 
the screen. Only some of the images listed will 
apply to your election..." 



11/28/07, D. Valdez - CLOSED
Verified in the iVIM SOP dtd 10/19/07 the 
statement in step # 2 has been modied to read, 
"Click on an image from the list of images on the 
left side of the screen. The image appears in the 
preview pane on the right side of the screen."  Also, 
the opening paragraph under 'Manage Voter 
Instruction Screens and Ballot Images' has been 
modified to include information on the extensive 
image list and that all options may not be needed to 
support a jurisdiction's election.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



10.16.07 - slm. Added additional 
text to the introduction under the 
Manager Voter Instruction 
Screens and Ballot Images 
heading. 
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244 10/2/07 O Doc K. Swift iVotronic System 
Operations Procedures, 
FW Ver. 9.2.0.0, HW 
Ver. 1.1, 8/15/07



Incorrect or misleading error message.



Received error "Printer is not working correctly. 
Please insert Supervisor PEB" with a yelllow box 
"Printer Error: PAP, Code:10" on the RTAL printer 
while voting. Looked up code 10 in the document 
and under event messages, it stated that Code 10 
means 'Terminal Close'. Further research indicated 
it was low on paper and needed a new roll installed.



1/10/08 - KS
Not able to verify from vendor's response.



VVSG Vol. 2: 2.8.5.b
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-generated 
status and information messages).



11.2.2007 - slm - I emailed 
Tucker regarding this. According 
to previous emails, this may be a
user issue and not a 
documentation issue. Still 
waiting for a response. 



245 10/2/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 15" 6-Key



Visual with audio, sip and puff voter. Unplugged 
RTAL (after selecting language) to try and get 
"Printer is not working correctly…" message. Got 
message "Incorrect or missing file error. File 
Missing 
ADAVoterReceiptPrinterMalfunctionVoterMessag
e. Status Byte = 403, Press screen to continue", 
after, I blew two long puffs (after 1 puff, nothing 
happened, so puffed twice). No audio was spoken 
to relay message to voter.



VSS Vol. 1: 2.2.7.2.b
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
3) Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology;
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246 10/2/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



1) In a visual ballot with zoom text, the write-in 
scrolled off the screen at the beginning to fit all the 
characters. 



2) Not all characters displayed on contest screen. 
(This was common for all iVotronics tested.)



10/16/07 - CLOSED ks
Duplicate of # 237.



VSS Vol. 1, 2.2.7.2.e1
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
e. For electronic image displays, 
permit the voter to:
1) Adjust the contrast settings;



247 10/2/07 O Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Listened to all instructions at beginning of ballot, 
and tested if touching the screen will repeat 
instructions on contest pages as stated in the 
instructions. It did not.



VSS Vol. 1: 2.2.7.2.b
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
5) Enables the voter to request 
repetition of any information 
provided by the system;



248 10/2/07 C Func K. Swift iVotronic v. 9.2.0.0
iVotronic 12" 3-Key



Arrow keys do not work in a combo ballot.



10/16/07 - KS - CLOSED 
Tester Error.  Documentation does not state that the 
arrow keys are functional in a combo ballot, only in 
Audio.  



VSS Vol. 1: 2.2.7.2.b
DRE voting systems shall provide, 
as part of their configuration, the 
capability to provide access to 
voters with a broad range of 
disabilities. This capability shall:
b. Provide audio information and 
stimulus that:
3) Provides instruction so that the 
voter has the same vote 
capabilities and options as those 
provided by the system to 
individuals who are not using 
audio technology;
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249 10/3/07 O Func D. Valdez iVim 3.1.0.0 In functional testing, we leave applications open 
until the weekend at which time the applications 
are closed and computers are powered down, per 
the client's lab procedures.  



When iVim has been left running the following 
message appears, "All ballot displays for this 
election must be generated prior to merge."  This 
message was received when attempting to generate 
and prepare an election with only one ballot display 
. iVim was closed, re-opened, the election re-
imported and worked appropriately.



VSS V1S2 2.4.1.3.c
To facilitate opening the polls, all 
DRE systems shall include:



c. A means of verifying the system 
has been activated correctly



250 10/3/07 O Doc K. Swift DAM/ERM Checklist 
Election Day Training 
Manual, Unity Ver. 
4.0, 9/2007



"M650 Networked" is not a scenario in this 
document. It is missing.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



251 10/4/07 O Doc K. Swift Model 650 System 
Operations Procedures, 
V. 2.2.1.0, HW: 1.1,
8/3/07 



Chapter 9, page 84, for flushing volatile memory; 
documentation is incorrect.



Instead of 'Print Zero Totals', it should state to 
"Press Start".



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



252 10/4/07 O Doc K. Swift Data Acquisition 
Manager System 
Operations Procedures
V. 6.1.1.0, 8/3/07



Page 24, Configure Status File Options, indicates 
that the .SPL file is created in EDM. This is not 
correct. It is created in HPM



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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253 10/4/07 O Doc K. Swift Data Acquisition 
Manager System 
Operations Procedures
V. 6.1.1.0, 8/3/07



Hardware 
Programming Manager 
System Operations 
Procedures
V. 5.6.0.0, 8/17/07



Page 59 has a note that "View the Status of Remote 
Counting Sites" requires additional setup in HPM. 
(.SPK file) There is no further information on this 
file/functionality in either the HPM or DAM SOP 
documents. The note is incorrect.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



254 10/5/07 O Doc K. Swift M100 System 
Maintenance  Manual, 
ver. 5.4.0.0, HW ver. 
1.3, 7/19/07



The M100 SOP provides information on the 
following error, "133 - BOTTOM SCANBAR HAS 
BLOCKED SENSORS/ Please See Election 
Official Cause: The scanner has detected a particle 
blocking one of its bottom sensors or a sensor 
failure. Solution: Clean the scanner’s optical 
sensors with compressed air. If the error persists, 
contact your election administrator to schedule 
technical service." However, the Maintenance 
Manual does not detail where the optical sensor is 
located, in order to clean it.



VVSG Vol 2: 2.9.2.2
The vendor shall provide fault 
detection, fault isolation, 
correction procedures, and logic 
diagrams for all operational 
abnormalities identified by design 
analysis and operating experience.



255 10/9/07 C Func K. Swift ERM V. 7.4.0.0 PRI01 mock election:  Precinct 1 and 5 is showing 
2 crossover votes from DAM import, however we 
did not vote crossover votes. We also ran the 
results from the M100 (through DAM), and got the 
same crossover votes. These crossover votes do not 
show up on the M100 scanner tapes. 



11/14/07 - KS - CLOSED
Tester Error.



VSS Vol. 1: 2.5.3
All systems shall be able to create 
reports summarizing the data on 
multiple levels.
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256 10/9/07 O Func K. Swift ERM V. 7.4.0.0 Selected Tabulators Menu, Ivo DRE, Update 
Precinct Results data from Audit Data, selected 
option for Dynamic Precinct Report. Report printed 
with the title "Print Suspended Precinct". EL30 
report.



(ESS states this button doesn't work in updating 
results from IVO audit data.)



12/13/07, D. Valdez - Discrepancy remains open 
until vendor documentation can be updated, 
submitted, and verifed.



VSS Vol. 1: 2.5.3
All systems shall be able to create 
reports summarizing the data on 
multiple levels.



12/12 TJO:  Vendor has 
previously stated that 
Dynamic Precinct Report 
functionality is not supported 
when reading in election 
results from iVotronic Audit 
Data found on the Compact 
Flash card.  ES&S will 
update the System 
Limitations document and 
Operator's Guide.



257 10/9/07 O Func J. Trayer iVotronic v. 9.2.0.0 The Resume/Retry modem results after 
transmission interrupt did not succeed until the 
"Host Password" was entered.



a. After transmission failed message, instructions 
are “Retry” or “Cancel”. After pressing Retry, 
operator is prompted with “Change Host 
Telephone” option, “No” was selected, then the 
next prompt is “Change Host Password”. “No” was 
selected for Change Host Password, and the 
iVotronic re-dialed the Host, however the 
transmission failed on subsequent retries.



b. After a couple of retry efforts, the “Change Host 
Password” was selected and the Election Central 
Password was entered (00005657). After entering 
the Host Password, the retry attempt connected and 
the transmission resumed, all precincts were re-
transmitted, including those that were successfully 
sent before the initial transmission was interrupted.



VSS Vol. 1: 6.6.2.2.a
These systems shall provide the 
following capabilities to provide 
resistance to interruptions of 
telecommunications service that 
prevent voting devices at the poll 
site from communicating with 
external components via 
telecommunications:
a. Detect the occurrence of a 
telecommunications interruption at 
the poll site and switch to an 
alternative mode of operation that 
is not dependent on the connection 
between poll site voting devices 
and external system components;
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258 10/9/07 O Func J. Trayer iVotronic v. 9.2.0.0 After a “Transmission Failure” message is 
displayed (due to interrupted transmission), the 
iVotronic then instructs the operator to “Turn Off 
the Modem” prior to the “Change Host Phone 
Number” message. There are no subsequent 
messages during the retry transmission cycle that 
instruct the operator to “Turn On the Modem” 
before the retry is attempted.



VSS Vol. 1: 2.2.5.2.2.e
All voting systems shall meet the 
following requirements for error 
messages:
e. The message cue for all systems 
shall clearly state the action to be 
performed in the event that voter 
or operator response is required;



259 10/9/07 O Func J. Trayer DAM v. 6.1.2.0 Modem Manager Log is logging error messages 
when no apparent error conditions are occurring. 



During inspection of the Modem Manager Log 
(File: GEN02PA.SPM), after transmitting results 
from an M100, the log had the following entry for 
each connection attempt:
a.  “10/09/2007 09:54:53 M1 PORT  1  Invalid 
password. Check baud rate!”
b.  And “10/09/2007 09:54:53 M1 PORT  1  
device: EAGLE/2100/EAGLE” 



VSS Vol. 1: 2.2.5.2.2.a
All voting systems shall meet the 
following requirements for error 
messages:
a. The system shall generate, store, 
and report to the user all error 
messages as they occur; 



260 10/9/07 O Func J. Trayer DAM v. 6.1.2.0 DAM – TCP Host program has a button to “Start” 
and “Stop” the TCP Host program. Toggling this 
button will prompt for the Program Password when 
passwords are enabled. If this button is pressed and 
the operator either mistypes or cancels the 
password entry dialog, the button text always 
changes regardless of whether the password was 
entered correctly, incorrectly, or the dialog is 
closed. The button then is out of sync with the TCP 
Host actual status or running or stopped.



VSS Vol. 1: 2.2.5.2.2.e
All voting systems shall meet the 
following requirements for error 
messages:
e. The message cue for all systems 
shall clearly state the action to be 
performed in the event that voter 
or operator response is required;



261 10/11/07 O Func K. Swift ERM V. 7.4.0.0 When setting up the Heading Option on the 
Canvass Block Style Report, the right and left text 
columns, and the line number column are not 
selectable.



VSS Vol. 1: 2.5.3
All systems shall be able to create 
reports summarizing the data on 
multiple levels.
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262 10/11/07 O Doc K. Swift Election Reporting 
Manager System 
Operations Procedures
V. 7.4.0.0, 8/17/07



There are several steps missing in the 
documentation. Page 67.



It was difficult to follow the documentation when 
setting up for  'Update Group with 650 Results (No 
Network).



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



263 10/17/07 O Doc K. Swift Election Reporting 
Manager System 
Operations Procedures
V. 7.4.0.0, 8/17/07



Chapter 33 is very confusing. The Canvass/Names 
and District Totals reports don't appear to function 
correctly, or there is not enough information to aid 
the user in selecting the correct options, when 
trying to use the Contests/Precincts button or the 
File button in the Selection tab.



VVSG Vol 2, Section 2.8.5.b
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-generated 
status and information messages)



264 10/17/07 O Doc K. Swift Election Reporting 
Manager System 
Operations Procedures
V. 7.4.0.0, 8/17/07



Chapter 33, page 199, discusses the "Create 
Multiple EXCEL Import Files EL166###?" option. 
This option does not exist.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation
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265 10/17/07 O Doc K. Swift ERM System 
Operations Procecures 
v. 7.4.0.0, 8/17/07



AM System Operations 
Procedures  v. 7.5.0.0, 
8/6/07



ESSIM System 
Operations Procedures, 
v. 7.7.0.0, 8/8/07



HPM System 
Operations Procedures, 
v. 5.6.0.0, 8/17/07



1) The error messages, in the referenced documents 
do not instruct the user how to recover from an 
error message, nor, what the message means.



2) The EDM SOP does not have a comprehensive 
list or error messages.



VVSG Vol. 1: 2.1.5.1.b
b. All voting systems shall meet 
the requirements for error 
messages below.
V. The message cue for all voting 
systems shall clearly state the 
action to be performed in the event 
that voter or operator response is 
required.



266 10/17/07 O Doc D. Valdez ES&S Election Data 
Manager, System 
Operations Procedures, 
V 7.8.0.0, 08/17/07



ES&S Image Manager 
System Operations 
Procedures, V 7.7.0.0, 
08/08/07



Ch. 4 (EDM) and Ch. 5 (ESSIM) have instructions 
on creating a file structure.  In testing the 
functionality, I found a 'County' folder is 
automatically created and all information is saved 
directly in this folder.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



267 10/17/07 O Func K. Swift ERM v. 7.4.0.0 In the Update window, Selected Close Out 
Precincts with No ballots Cast, Highlighted 
ELECTION TOTALS group (per documentation), 
Update Precincts counted is checked, Change 
current group to 1 is autofilled, Clicked OK. A 
popup "Invalid Group Number!". The 
documentation does not explain what to do with 
this message.



VSS Vol. 1: 2.2.5.2.2.e
All voting systems shall meet the 
following requirements for error 
messages:
e. The message cue for all systems 
shall clearly state the action to be 
performed in the event that voter 
or operator response is required;



SysTest Labs Attachment F-1 Pg. 169 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



268 10/18/07 O Doc D. Valdez System Limitations 
Unity 4.0.0.0, 06/15/07



HPM System 
Operations Procedures, 
V 5.6.0.0, 08/17/07



The documents do not indicate that coding an 
election, in HPM, is not supported for Unity 4.0  



VVSG V2S2  2.1.1.b
The content of the Technical Data 
Package (TDP) is intended to 
provide clear, complete 
descriptions of the following 
information about the system:
b. Specific functional capabilities 
provided by the system



269 10/18/07 O Doc K. Swift Election Reporting 
Manager System 
Operations Procedures
V. 7.4.0.0, 8/17/07



Chapter 39, Print Suspended Precinct display 
indicates the user should select Election Totals 
Reporting Group. This is incorrect. User must 
choose the group that is causing the precinct to be 
suspended.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



270 10/18/07 O Func K. Swift ERM v. 7.4.0.0 Started real time log, then cancelled and looked at 
report EL68A, got a pop-up message that stated 
"Exceeded Search Limit". This message is not 
detailed in the documentation. Clicking OK, 
presented the report, however it did not display all 
of the report. The most recent activity was not 
listed.



VSS Vol. 1: 2.2.5.2.2.e
All voting systems shall meet the 
requirements for error messages 
below.
e. The message cue for all voting 
systems shall clearly state the 
action to be performed in the event 
that voter or operator response is 
required.
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271 10/18/07 O Func K. Swift ERM v. 7.4.0.0 Selected 'Create Results Database' after it had 
already been created, this resulted in losing the 
system log data.



(Documentation does not explain this.)



VSS Vol 1: 2.5.3.1.f and g 
All systems shall provide 
capabilities to:
f. Produce all system audit 
information required in Section 4.5 
in the form of printed reports, or in 
electronic memory for printing 
centrally; and 
g. Prevent data from being altered 
or destroyed by report generation, 
or by the transmission of results 
over telecommunications lines.



272 10/18/07 O Doc D. Valdez Installing EDM, 
8/28/07



Installing ESSIM, 
8/28/07



Step 4 of Install AM states 'setup.exe' will be 
displayed, however, the cd displays 'edm setup.exe', 
and 'am setup.exe', and essim setup.exe'.



VVSG Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.
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273 10/18/07 O Doc D. Valdez Installing HPM, 
8/28/07



Installing ERM, 
8/28/07



Installing DAM, 
8/28/07



Installing EDM, 
8/28/07



Installing ESSIM, 
8/28/07



Final step of documents states "click OK to begin 
installation and accept all the defaults', however, 
the user must first, select 'Next' on the welcome 
screen, then 'Yes' on the license agreement screen, 
prior to accepting the default options. Then click 
'Finish' when the process is complete.



VVSG Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.



274 10/18/07 O Doc D. Valdez Installing HPM, 
8/28/07



When installing, a window shows a shortcut to 
HPM, but the document does not state what to do 
with it.



VVSG Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.



275 10/17/07 O Doc K. Swift Election Reporting 
Manager System 
Operations Procedures
V. 7.4.0.0, 8/17/07



When selecting theCanvass/Names and District 
Totals Standard report,  then selecting 
Contest/Precinct button/ selecting contests 101 - 
107, then clicking OK, presents an error that is not 
in the documentation. "File: PRI02.AWK Error #: 
10 Read past end-of-file". 



VVSG Vol. 2: 2.8.5.b
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
b. Provides procedures that clearly 
enable the operator to assess the 
correct flow of system functions 
(as evidenced by system-generated 
status and information messages).
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276 10/18/07 O Doc K. Swift System Configuration 
Overview, Unity 
4.0.0.0, 7/19/07



The hardware revisions on the equipment tested 
does not match the documentation:



M100:
SN: 205071, HW Rev. 1.3.0
SN: 015483, HW Rev. 1.30
SN: 202975, HW Rev. 1.3.0
SN: 206271, HW Rev. 1.3.0



M650:
7011: HW Rev. 1.2
7003: HW Rev. 1.2
8013: HW Rev. 1.1



VVSG Vol. 2, 2.2
In the system overview, the vendor 
shall provide information that 
enables the accredited test lab to 
identify the functional and physical 
components of the system, how the 
components are structured, and the 
interfaces between them.



277 10/19/07 O Doc D. Valdez Installing iVotronic 
Image Manager 
(iVIM), 9/5/07



Procedural steps are incorrect. Please see notes 
made by SysTest on document.



The loose page that has 'procedures to allow all 
users to use IVIM and not just the administrator' 
needs to be added to the install procedures.



VVSG Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.
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278 10/25/07 C Func D. Valdez ERM v.7.4.0.0 The iVo precinct results report (tabulators menu, 
update precinct results from audit data) is 
incrementing votes between 1 and 10 times.  In one 
election, the report is also showing the total number 
of ballots cast as 9 in precinct 1 and 10 in precint 2; 
however, we voted 7 ballots with 1 provisional in 
precinct 1 and 4 ballots with 1 provisional in 
precinct 2.  In another election, the total number of 
precinct 1 ballots cast is 4; however, the report 
shows 18.



12/12/07, D. Valdez - CLOSED
Tester error, report was misintereprted, all totals are 
accurate.



VSS V1 S2.2.2.1.c
To ensure vote accuracy, all 
systems shall:
c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.



12/12 TJO: VSTL was 
misinterpreting the report.  
Vendor worked with the 
VSTL to verify that all 
figures were correct.



279 10/25/07 C Func D. Valdez ERM v.7.4.0.0 The Numbered Key Canvass and Name Heading 
Canvass reports are not showing precinct 2 totals 
for ballots cast - (City contest).  



Also, the remaining totals are incorrect. For 
instance, the Judicial A contest shows 6 for 
Precinct 1 and 15 for Precinct 2; however, the 
correct totals are 11 for Precinct 1 and 14 for 
Precinct 2.



12/12/07, D. Valdez - CLOSED
Tester error



VSS V1 S2.2.2.1.c
To ensure vote accuracy, all 
systems shall:
c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.
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280 10/30/07 O Doc K. Swift TDP Package



ESSIM System 
Operations Procedures, 
v. 7.7.0.0, 8/8/07



System Configuration 
Overview, v. 4.0.0.0, 
7/19/07



There are no documents submitted in the TDP that 
address the Ballot on Demand application. 



1) BOD is an optional feature within ESSIM. A 
document is referenced "ES&S Ballot on Demand 
Printer Setup and Printing Procedures Manual". It 
has not been submitted.    



2) There is no mention of BOD in the System 
Overview.  



3) It is unclear in the ESSIM System Operations 
Procedures, v. 7.7.0.0, 8/8/07, if Chapters 22, 23, 
24 are to be used exclusively with BOD.



4) There are procedures for "Creating a Shortcut for 
Ballot on Demand (BOD), however they are not 
included in the TDP.



5) It is not documented anywhere that if a state 
purchases ESSIM, they are given BOD. However, 
they must purchase the BOD product in order for it 
to work.  If the state purchased BOD, they would 
have a login for it from ES&S and a person from 
ES&S would activate BOD.



VVSG Vol. 2: 2.2.1.a 
The system description shall 
include written descriptions, 
drawings and diagrams that 
present:
a. A description of the functional 
components (or subsystems) as 
defined by the vendor (e.g., 
environment, election management 
and control, vote recording, vote 
conversion, reporting, and their 
logical relationships)



VVSG Vol. 2: 2.8.4.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter



281 10/31/07 O Doc K. Swift TDP Package The 'ES&S Compact Flash Multi-Card 
Reader/Writer Operator Guide' must be included in 
the TDP submission and be subjected to a PCA 
review against the VVSG Vol. 2: 2.8 requirements.



VVSG Vol. 2: 2.1.1.a
The content of the Technical Data 
Package (TDP) is intended to 
provide clear, complete 
descriptions of the following 
information about the system:
a. Overall system design, including 
subsystems, modules and the 
interfaces among them
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282 10/31/07 O Doc K. Swift System Configuration 
Overview, Unity 
4.0.0.0, 7/19/07



The ES&S Compact Flash Multi-Card 
Reader/Writer is not mentioned in the referenced 
document.



VVSG Vol. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This documentation 
collectively is referred to as the 
Technical Data Package (TDP). 
The TDP provides information that 
defines the voting system design, 
method of operation, and related 
resources. It provides a system 
overview and documents the 
system’s functionality, hardware, 
software, security, test and 
verification specifications, 
operations procedures, 
maintenance procedures, and 
personnel deployment and training 
requirements. It also documents 
the vendor’s configuration 
management plan and quality 
assurance program. If another 
version of the system was 
previously certified, the TDP 
would also include appropriate 
system change notes.
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283 11/8/07 O Doc K. Swift USB PEB Reader 
Install document, 
9/20/07 



The document states "Install drivers onto your PC 
before you save election files to a USB PEB 
Reader." However, it does not specify what drivers.



VVSG Vol. 2:2.6.4
The vendor shall provide a detailed 
description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, 
Subsection 7.4. This information 
shall address software installation 
for all system components.
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284 11/8/07 O Doc K. Swift USB PEB Reader 
Install document, 
9/20/07 



Creating a Shortcut for 
Ballot on Demand 
(BOD) 8/29/07



Installing Hardware 
Programming Manager 
(HPM) 8/28/07



Installing Data 
Acquisition Manager 
(DAM) 8/28/07



Installing iVotronic 
Image Manager (iVIM) 
9/5/07



Installing Election 
Reporting Manager 
(ERM) 8/28/07



Installing Election Data 
Manager (EDM) 
8/28/07



Installing ESS Image 
Manger (ESSIM) 
8/28/07



The listed documents 1) need to be included in the 
TDP, and 2) need to state what drivers and/or 
COTS software that must be installed on the 
system. 



VVSG Vol. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This documentation 
collectively is referred to as the 
Technical Data Package (TDP). 
The TDP provides information that 
defines the voting system design, 
method of operation, and related 
resources. It provides a system 
overview and documents the 
system’s functionality, hardware, 
software, security, test and 
verification specifications, 
operations procedures, 
maintenance procedures, and 
personnel deployment and training 
requirements. It also documents 
the vendor’s configuration 
management plan and quality 
assurance program. If another 
version of the system was 
previously certified, the TDP 
would also include appropriate 
system change notes.
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285 11/5/07 O Info A. Brower Automated Bar Code 
Reader System 
Hardware 
Specification, Version 
A, May 17, 2007



Incorrect references have been made: 1) 2002 
standards are labeled as VVSG. 2)  references have 
been made to 2002 (should be 2005), and 3) 
Section 3.2 states "The system has been designed to 
meet or exceed the Electromagnetic Radiation test, 
as outlined in FEC VSS Volume II, section 4.8.2." 
This should be against VVSG standards also. 



286 11/5/07 O Doc A. Brower Automated Bar Code 
Reader System 
Hardware 
Specification, Version 
A, May 17, 2007



The characteristic addressing 'health and safety 
criteria' is mentioned in Section 2.3.8 without 
listing specific criteria. A reference is made to 
'Code of Federal Regulations, Title 29, Part 1910' 
without clearly stating how these requirements have 
been met. 



Also, document 4335 MSDS.PDF is not 
referenced.



VVSG Vol. 2: 2.4.1.b: 
Physical Characteristics: This 
discussion addresses suitability for 
intended use, requirements for 
transportation and storage, health 
and safety criteria, security criteria, 
and vulnerability to adverse 
environmental factors;



287 11/5/07 O Doc A. Brower Automated Bar Code 
Reader System 
Hardware 
Specification, Version 
A, May 17, 2007



Two required maintainability issues have not been 
addressed: Self-diagnostics and Range of events. 



VVSG Vol. 2: 2.4.1.d:
Maintainability: Maintainability 
represents the ease with which 
maintenance actions can be 
performed based on the design 
characteristics of equipment and 
software and the processes the 
vendor and election officials have 
in place for preventing failures and 
for reacting to failures. 
Maintainability includes the ability 
of equipment and software to self-
diagnose problems and make non-
technical election workers aware 
of a problem. Maintainability also 
addresses a range of scheduled and 
unscheduled events;
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288 11/5/07 O Doc A. Brower Automated Bar Code 
Reader System 
Hardware 
Specification, Version 
A, May 17, 2007



 The ABCR Operators Manual is referenced, 
however, it has not been supplied as part of the 
TDP.



VVSG Vol. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This documentation 
collectively is referred to as the 
Technical Data Package (TDP). 
The TDP provides information that 
defines the voting system design, 
method of operation, and related 
resources. It provides a system 
overview and documents the 
system’s functionality, hardware, 
software, security, test and 
verification specifications, 
operations procedures, 
maintenance procedures, and 
personnel deployment and training 
requirements. It also documents 
the vendor’s configuration 
management plan and quality 
assurance program. If another 
version of the system was 
previously certified, the TDP 
would also include appropriate 
system change notes.
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289 11/5/07 O Doc A. Brower Automated Bar Code 
Reader System 
Hardware 
Specification, Version 
A, May 17, 2007



The hand scanner is not mentioned in the 
document.



VVSG Vol. 2: 2.4
The vendor shall expand on the 
system overview by providing 
detailed specifications of the 
hardware components of the 
system, including specifications of 
hardware used to support the 
telecommunications capabilities of 
the system, if applicable.



290 11/5/07 O Doc A. Brower System Configuration 
Overview
Unity 4.0.0.0, July 19, 
2007



The ABCR with the hand scanner is not mentioned 
in the document.



VVSG Vol. 2: 2.2
In the system overview, the vendor 
shall provide information that 
enables the accredited test lab to 
identify the functional and physical 
components of the system, how the 
components are structured, and the 
interfaces between them.



291 11/14/07 O Func K. Swift AM v. 7.5.0.0 While reviewing the Audit Log, it was noted that an 
error was received, however the message text does 
not fully display. The message is being cut off, so it 
is not possible to determine the full extent of the 
error message.



12/13/07, D. Valdez - Discrepancy remains open 
until vendor documentation can be updated, 
submitted, and verifed.



VSS Vol. 1: 2.2.5.2.1.f
The timing and sequence of audit 
record entries is as important as 
the data contained in the record. 
All voting systems shall meet the 
following requirements for time, 
sequence and preservation of audit 
records:
f. Once the system has been 
activated for any function, the 
system shall preserve the contents 
of the audit record during any 
interruption of power to the system 
until processing and data reporting 
have been completed.



The entire message can be 
viewed by either adjusting 
the width of the View Log 
dialog, by selecting the 
Message column in the 
dialog, or by using the scroll 
bars on the dialog.
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292 11/14/07 O Func K. Swift AM v. 7.5.0.0 The Audit log is displaying some numbers on the 
far right side of the report when printed in portrait 
mode with a small font, however on the same logs 
printed in landscape mode, these number do not 
appear.



Also, the documentation does not indicate what 
these numbers are.



12/13/07, D. Valdez - Discrepancy remains open 
until vendor documentation can be updated, 
submitted, and verifed.



VSS Vol. 1: 2.2.5.2.1.f
The timing and sequence of audit 
record entries is as important as 
the data contained in the record. 
All voting systems shall meet the 
following requirements for time, 
sequence and preservation of audit 
records:
f. Once the system has been 
activated for any function, the 
system shall preserve the contents 
of the audit record during any 
interruption of power to the system 
until processing and data reporting 
have been completed.



Unable to reproduce the 
report as described in this 
discrepancy.  If the 
description is reversed, 
however, then some extra 
record information is appears 
in the message after a large 
number of spaces.  For 
example, the MASTER 
OFFICE record contains the 
term and vote for information 
after the office title.  The 
office title always contains 
80 characters in the message, 
so the extra information will 
not float around when using 
a fixed-size font on the 
report.



293 11/14/07 O Func D. Valdez ERM 7.4.0.0 The precinct report - group detail (EL30A) is 
showing incorrect totals, for the iVo Modem 
category only on pages 3-5,and only for precincts 4 
& 5.  EL30A was run using both the iVo Audit and 
iVo Modem categories.  The iVo Audit totals are 
accurate.  



The iVo was modemed, for this election, using the 
Precinct /Poll, Digi 4/8 Port without any 
interruptions or errors.



VSS V1 S2.2.2.1.c



To ensure vote accuracy, all 
systems shall:



c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.



294 11/14/07 O Func D. Valdez ERM 7.4.0.0 The summary report - group detail (EL45A) is 
showing incorrect totals for all the iVo modem 
categories on pages 3-5 except for the Alderman 
contests.  EL45A was printed without totals from 
the iVo Audit.  



VSS V1 S2.2.2.1.c



To ensure vote accuracy, all 
systems shall:



c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.
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295 11/14/07 O Func D. Valdez ERM 7.4.0.0 (This is discrepancy is similar to #279, but is not a 
duplicate.)  The Numbered Key Canvass (EL52), 
Name Heading Canvass, District Canvass, and 
Block Style reports are providing inaccurate totals 
in precincts 4 and 5 beginning with the Republican 
candidates.  All other totals, in the election, are 
accurate.



12/13/07, D. Valdez - Discrepancy remains open 
until vendor documentation can be updated, 
submitted, and verifed.



VSS V1 S2.2.2.1.c



To ensure vote accuracy, all 
systems shall:



c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.



12/12 TJO: PRI01PP 
election.  First, the District 
Canvass and Block Style are 
state-specific reports, and are 
not being tested by the 
VSTL.  VSTL did state, 
however, that the District 
Canvass was confusing so 
vendor helped explain how 
to read the report.  The M100 
totals all fall into Precinct 6 - 
which is an automatically-
generated absentee precinct.  
All absentee results, 
irregardless of Election Day 
precinct, are placed into this 
one absentee precinct.  This 
particular election has 55 
absentee ballots, some of 
which belong to the district 
labeled "Alderman", and 
others that do not.  However, 
all 55 ballots fall under the 
Alderman district banner 
because of the all-inclusive 
nature of the master absentee 
precinct.  Precinct 4 and 5 
data is still being evaluated.



ES&S will update the System 
Limitations document and 
Operator's Guide.
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296 11/15/07 O Doc K. Swift iVotronic System 
Operations Procedures
FW Version 9.2.0.0, 
HW Version 1.1, 
August 15, 2007



The following messages from the iVotronic Event 
Log are not documented: 
'File - Invalid path',  
'PEB block CRC error', 
'PEB EQC mismatch to terminal config EQC', 
'Printer is not responding'



VSS Vol. 1: 2.2.5.2.2.e
All voting systems shall meet the 
following requirements for error 
messages:
e. The message cue for all systems 
shall clearly state the action to be 
performed in the event that voter 
or operator response is required;



297 11/19/07 O Func D. Valdez ERM 7.4.0.0 The District Canvass report has two differenct 
pages of totals.  The first page of totals lists 
"Voting Precinct Totals through Sheriff Totals" 
down the left had column, but Governer/Lt. Gov 
totals, as the only contest on the top of the page; 
however, none of the totals match the tapes.  The 
next page of totals, that lists the 7 precincts, show 
accurate totals.  We are unable to determine why 
the totals are different or what this page is 
reporting. 



12/13/07, D. Valdez - As the VSTL was not aware 
the District Canvass report was state specific 
(applicable to CA only) the DST file was created 
and report was re-generated and all totals were  
verifed to be accurate.  Then the VSTL was notified 
the report was not supported.  The discrepancy will 
remain open until vendor documentation can be 
updated, submitted, and verifed.



VSS V1 S2.2.2.1.c



To ensure vote accuracy, all 
systems shall:



c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.



12/12 TJO: This report is 
designed for use in only one 
state.  State-specific 
functionality is not being 
tested by the VSTL.



Note: VSTL created an 
accurate .DST file, which is 
detailed in the ERM 
Operator's Guide.  This 
corrected any issues. ES&S 
will update the System 
Limitations document and 
Operator's Guide.
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298 11/16/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document does not address the requirements 
for: Hardware, Communications, Data Files (only 
the documentation data files are detailed), 
Development and testing artifacts, and File 
archiving and data repositories. 



As a result, all of the requirements for VVSG Vol. 
1, section 9 must be addressed for the criteria listed 
above.



VVSG Vol. 1: 9.1.3
Requirements for configuration 
management apply to all 
components of voting systems 
regardless of the specific 
technologies employed. These 
components include:
• Software
• Hardware
• Communications
• Documentation
• Identification and naming 
conventions (including changes to 
these conventions) for software 
programs and data files
• Development and testing artifacts 
such as test data and scripts
• File archiving and data 
repositories
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299 11/16/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The baseline spreadsheet is mentioned throughout 
as the official document for configuration 
management. This document should be submitted 
to the VSTL to aid in verifying the CM 
requirements (ie. versioning (baseline and 
subsequent), etc.



VVSG Vol. 1: 9.1.1
Configuration management 
addresses a broad set of record 
keeping, auditing, and reporting 
activities that contribute to full 
knowledge and control of a system 
and its components. These 
activities include:
• Identifying discrete system 
components
• Creating records of a formal 
baseline and later versions of 
components
• Controlling changes made to the 
system and its components
• Releasing new versions of the 
system
• Auditing the system, including its 
documentation, against 
configuration management records
• Controlling interfaces to other 
systems
• Identifying tools used to build 
and maintain the system



300 11/16/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document does not explain how COTS or 
ES&S add on products/peripherals are maintained. 



VVSG Vol. 1: 9.3
Configuration identification is the 
process of identifying, naming, and 
acquiring configuration items. 
Configuration identification 
encompasses all system 
components.
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301 11/16/07 O Doc K. Swift DS200 System 
Operations Procedures
Firmware Version 
1.2.0.0
Hardware Version 1.2, 
August 8, 2007



The DS200 hardware version does not reflect the 
Configuration Management Plan. Since this is the 
first iteration of the hardware, it should be 
hardware version 1.0.0.0 (if one follows the CM 
plan).



VVSG Vol. 1: 9.4.a
The vendor shall establish formal 
procedures and conventions for 
establishing and providing a 
complete description of the 
procedures and related 
conventions used to:
a. Establish a particular instance of 
a component as the starting 
baseline



302 11/16/07 O Info K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



Appendix A discusses that the Change Control 
Board is the final approval of the "…witness build 
for federal certification." The VVSG requires a 
'Trusted Build'.



303 11/16/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document does not discuss how configuration 
control is maintained for third-party items. (ie. How 
subsequent versions are maintained.)



VVSG Vol. 1: 9.5.b
Configuration control is the 
process of approving and 
implementing changes to a 
configuration item to prevent 
unauthorized additions, changes or 
deletions. The vendor shall 
establish such procedures and 
related conventions, providing a 
complete description of those 
procedures used to:
b. Acquire and maintain third-
party items
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304 11/19/07 O Doc K. Swift Development Practices 
and Coding Standards
Internal Technical 
Document
Version 2.1, May 4, 
2007



The Version Control and Configuration 
Management section of this document contradicts 
the versioning standards as outlined in the 
Configuration Management Plan, v. 1.1.0.0, dated 
6/15/07.



VVSG Vol. 1: 9.3.2.a, b, c
When a system component is part 
of a higher level system element 
such as a subsystem, the vendor 
shall describe the conventions used 
to:
a. Identify the specific versions of 
individual configuration items and 
sets of items that are incorporated 
in higher level system elements 
such as subsystems
b. Uniquely number or otherwise 
identify versions
c. Name versions



305 11/19/07 O Info K. Swift Development Practices 
and Coding Standards
Internal Technical 
Document
Version 2.1, May 4, 
2007



The last page of the document, "The following 
products and services are available from ES&S:", 
contains products that are out of date.
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306 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document does not state what documents, 
install guides, etc. are submitted to the customer. 
Nor a means to identify, to the customer, that he 
has the correct hardware versions that have been 
certifed to operate with approved 
software/firmware.



Identification of all hardware versions that 
interfaces with the software has not been addressed.



VVSG Vol. 1: 9.6.c
The release process is the means 
by which the vendor installs, 
transfers or migrates the system to 
the accredited test lab and, 
eventually, to its customers. The 
vendor shall establish such 
procedures and related 
conventions, providing a complete 
description of those used to:
c. Perform the initial delivery and 
installation of the system to a 
customer, including confirmation 
that the installed version of the 
system matches exactly the 
certified system version



307 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



Identification of all hardware versions that 
interfaces with the software has not been addressed.



VVSG Vol. 1: 9.7.1.c
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
For the PCA, a vendor shall 
provide:
c. Identification of all hardware 
that interfaces with the software
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308 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



Neither the Hardware Specification (referenced) or 
the Operators Procedures documents identify 
hardware versions that are compatible with 
particular Unity versions to establish a 
configuration baseline.



VVSG Vol. 1: 9.7.1.d
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
d. Configuration baseline data for 
all hardware that is unique to the 
system



309 11/20/07 O Doc K. Swift ES&S Model 650 
System Operations
Procedures, Version 
Release 2.2.1.0,
Hardware Release 1.1, 
August 3, 2007



How to interpret he Diagnostic Reports are not 
explained in the M650 Operators Procedures. (ie. 
M650 Ballot Image, Raw Ballot Image, etc)



VVSG Vol. 2: 2.8.4.c
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
c. Sample data formats and output 
reports



310 11/20/07 O Doc K. Swift ES&S Model 650 
System Operations
Procedures, Version 
Release 2.2.1.0,
Hardware Release 1.1, 
August 3, 2007



On the Machine Readiness report, the 
documentation does not identifiy how to validate 
the configuation/options such as Program 
Installation, Tabulator Version, Init Version, etc., 
nor what each setting means.



VVSG Vol. 2: 2.8.4.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter
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311 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



This requirement states that copies of all software 
documentation intended for distribution to users 
should be submitted to the VSTL. However, the 
TDP package does not contain a list identifying 
what documents are submitted to the user of a 
system when purchased that the VSTL can compare 
against.



VVSG Vol. 1: 9.7.1.e
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
e. Copies of all software 
documentation intended for 
distribution to users, including 
program listings, specifications, 
operations manual, voter manual, 
and maintenance manual



312 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document states that this is contained in the 
baseline spreadsheet and is maintained by the 
Configuration Manager, however the requirement 
states that the vendor needs to provide this 
information to the test lab for verification.



VVSG Vol. 1: 9.7.1.a, h.I
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
For the PCA, a vendor shall 
provide:
a. Identification of all items that 
are to be a part of the software 
release
h. Complete descriptions of its 
procedures and related 
conventions used to support this 
audit by:
i. Establishing a configuration 
baseline of the software and 
hardware to be tested
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313 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The requirement is requesting 'user acceptance test 
and acceptance criteria'. The TDP only contains 
Test Case Specification documents which detail the 
tests performed by the QA department. What is 
necessary are test cases, or a reference list of test 
cases, that can be executed to meet the users 
acceptance requirements. 



VVSG Vol. 1: 9.7.1.f
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
For the PCA, a vendor shall 
provide:
f. User acceptance test procedures 
and acceptance criteria



314 11/20/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The CM Plan does not address requirement 9.7.1.g. 
It is unknown how the vendor handles this 
situation. 



As the Unity 4.0 VSTL testing has progressed, 
there have been new builds for HPM and DAM, 
and a new firmware version for DS200, resulting in 
different versions from what was originally 
submitted. The System Test and Verification 
documents do not reflect testing of these new 
versions, and the CM Plan does not provide 
instruction on how to verify that the differences did 
not degrade the functional characteristics.



VVSG Vol. 1: 9.7.1.g
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
For the PCA, a vendor shall 
provide:
g. Identification of any changes 
between the physical configuration 
of the system submitted for the 
PCA and that submitted for the 
FCA, with a certification that any 
differences do not degrade the 
functional characteristics
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315 11/26/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The CM Plan describes a 'series of reviews' to 
ensure the documentation submitted matches the 
aspects of the components being submitted. 
However, there are discrepancies in some of the 
documents with regard to the correct versions. 



VVSG Vol. 1: 9.7.1.h.ii
The Physical Configuration Audit 
is conducted by the accredited test 
lab to compare the voting system 
components submitted for 
certification to the vendor’s 
technical documentation.
For the PCA, a vendor shall 
provide:
h. Complete descriptions of its 
procedures and related 
conventions used to support this 
audit by:
ii. Confirming whether the system 
documentation matches the 
corresponding system components



316 11/26/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



The document does not address this requirement. VVSG Vol. 1: 9.7.2.a
The Functional Configuration 
Audit is conducted by the 
accredited test lab to verify that the 
system performs all the functions 
described in the system 
documentation. The vendor shall:
a. Completely describe its 
procedures and related 
conventions used to support this 
audit for all system components
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317 11/26/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



A review of the TDP does not indicate that copies 
of the procedures used for module or unit testing as 
required by this requirement have been submitted.



VVSG Vol. 1: 9.7.2.b.I
The Functional Configuration 
Audit is conducted by the 
accredited test lab to verify that the 
system performs all the functions 
described in the system 
documentation. The vendor shall:
b. Provide the following 
information to support this audit:
i. Copies of all procedures used for 
module or unit testing, integration 
testing, and system testing



318 11/26/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



In the test cases submitted, the following have 
failed and do not show them to be retested:
AM - 1.0
EDM - 2.6.5
ERM and HPM - None of the test cases have been 
executed
ESSIM - 1) Edit menu, 2) Load template, 3) 
Configuring Advanced Ballot Option
iVIM - 6.6.1
M100-iVO - 1) Diagnostic testing-Test PEB 
Function with Compatible Supervisor PEB (this 
test case was not executed.)



VVSG Vol. 1: 9.7.2.b.iii
The Functional Configuration 
Audit is conducted by the 
accredited test lab to verify that the 
system performs all the functions 
described in the system 
documentation. The vendor shall:
b. Provide the following 
information to support this audit:
iii. Records of all tests performed 
by the procedures listed above, 
including error corrections and 
retests
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319 11/26/07 O Doc K. Swift Configuration 
Management Plan, V. 
1.1.0.0, 6/15/07



Configuration management encompasses Software, 
Hardware, Communications, Documentation, 
Identification and naming conventions for software 
programs and data files, Development and testing 
artifacts such as test data and scripts, and File 
archiving and data repositories.  



Various other documents have indicated that 'tools' 
are used. In the event of the company being 
acquired or merged, it is critical that these tools be 
listed and described per the requirement.



VVSG Vol. 1: 9.8, a, b, c
Often, configuration management 
activities are performed with the 
aid of automated tools. Assuring 
that such tools are available 
throughout the system life cycle--
including whether the vendor is 
acquired by or merged with 
another organization--is critical to 
effective configuration 
management. Vendors may choose 
the specific tools they use to 
perform the record keeping, 
auditing, and reporting activities of 
the configuration management 
standards.
The resources documentation 
requirements focus on assuring 
that procedures are in place to 
record information about the tools 
to help ensure that they, and the 
data they contain, can be 
transferred effectively and 
promptly to a third party should 
the need arise. Within this context, 
a vendor is required to develop and 
provide a complete description of 
the procedures and related 
practices for maintaining 
information about:
a. Specific tools used, current 
version, and operating 
environment specifications
b. Physical location of the tools, 
incl ding designation of comp ter
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320 11/29/07 O Info K. Swift iVotronic System 
Maintenance Manual, 
Hardware Revision 
iV1.26.15asp
Firmware Version 
9.2.0.0, August 3, 2007



The document states on page 11, "The AVID 
headphone set is used for audio support with your 
six-button iVotronic. Only use the supplied Avid 
headset with the iVotronic." Nothing is stated as to 
what is supplied and used for the other models of 
iVotronics.



320 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



The document does not state what the roles of 
operating personnel are.



VVSG Vol. 2: 2.8.1
The vendor shall provide a 
summary of system operating 
functions and modes, in sufficient 
detail to permit understanding of 
the system's capabilities and 
constraints. The roles of operating 
personnel shall be identified and 
related to the operating modes of 
the system. Decision criteria and 
conditional operator functions 
(such as error and failure recovery 
actions) shall be described. The 
vendor shall also list all reference 
and supporting documents 
pertaining to the use of the system 
during election operations.
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321 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



The document does not mention the handheld 
device.



VVSG Vol. 2: 2.8.2
The vendor shall describe the 
system environment, and the 
interface between the user or 
operator and the system. The 
vendor shall identify all facilities, 
furnishings, fixtures, and utilities 
that will be required for equipment 
operations, including equipment 
that operates at the:
a. Polling place
b. Central count facility
c. Other locations



322 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



Facilities, furnishings, fixtures and utilties have not 
been addressed for the central count facility.



VVSG Vol. 2: 2.8.2.b
The vendor shall describe the 
system environment, and the 
interface between the user or 
operator and the system. The 
vendor shall identify all facilities, 
furnishings, fixtures, and utilities 
that will be required for equipment 
operations, including equipment 
that operates at the:
b. Central count facility
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323 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



The document does not address acceptance and 
readiness specifications. 



There are no detailed procedures on how to verify 
proper system operation.



There are no procedures to support system 
acquisition and readiness testing.



VVSG Vol. 2: 2.8.3
The vendor shall provide 
specifications for validation of 
system installation, acceptance, 
and readiness. These specifications 
shall address all components of the 
system and all locations of 
installation (e.g., polling place, 
central count facility), and shall 
address all elements of system 
functionality and operations 
identified in Subsection 2.3 above, 
including:
c. Post-voting functions
d. General capabilities



VVSG Vol. 2: 2.8.5.a
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



VVSG Vol. 2: 2.8.6.a
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements: Defines 
the procedures required to support 
system acquisition, installation, 
and readiness testing.  These 
proced res ma be pro ided b
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324 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



It is difficult to determine the versioning of the 
equipment ie. hardware, software, firmware, etc. 
when so many variances are referenced.



1) From the page before TOC:   
"The Automated Barcode Reader System 
Operations Procedures Manual - Version B/26 
contains all of the information necessary to use any 
firmware version of the Automated Barcode 
Reader. Any changes to the ABCR’s firmware 
version number beyond one decimal place 
represents changes that do not affect usability or 
system operation."



2) From Page 6,  "ABCR Model Designation: 
ABCR-S". 



VVSG Vol. 2: 2.11.2
The vendor shall provide a 
description of the procedures and 
naming conventions used to 
address the specific requirements 
of Volume I, Subsection 9.3. 
These requirements pertain to:
a. Classifying configuration items 
into categories and subcategories
b. Uniquely numbering or 
otherwise identifying configuration 
items
c. Naming configuration items



325 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



The document does not address diagnostic tests to 
identify problems and verify correction of 
maintenance.



VVSG Vol. 2: 2.8.5.h
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
h. Supports diagnostic testing, 
specifies diagnostic tests that may 
be employed to identify problems 
in the system, verifies the 
correction of maintenance 
problems; and isolates and 
diagnoses faults from various 
system states
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326 11/30/07 O Doc K. Swift ES&S Automated 
Barcode Reader 
System Operations 
Procedures
Hardware Version Rev. 
B
Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0
Firmware Version 29
November 16, 2007



The document does not address incorporating 
hardware upgrades and new software releases.



VVSG Vol. 2: 2.8.6.b
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
b. Describes procedures for 
providing technical support, 
system maintenance and correction 
of defects, and for incorporating 
hardware upgrades and new 
software releases



327 12/12/07 O Func D. Valdez ERM V. 7.4.0.0 The Numbered Key Canvass (EL52) (GEN02PA) is 
not printing the voter turnout totals in column 
number 04.



12/13/07, D. Valdez - Discrepancy remains open 
until vendor documentation can be updated, 
submitted, and verifed.



1/24/08, D. Valdez - VSTL considers this a risk. It 
doesn't appear that ERM software is functioning 
properly. It doesn't seem logical that one would 
need to link the Ballots Cast - Blank statistical 
counter to any other district besides County to 
make the report have valid totals.



VSS V1 S2.2.2.1.c
To ensure vote accuracy, all 
systems shall:
c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.



12/12 TJO: GEN02PA 
election. Vendor is going to 
update HPM Operator's 
Guide to state that the Ballots 
Cast - Blank statistical 
counter should be linked to 
any other district other than 
the COUNTY district when 
Voter Turnout percentages 
are also used.  All statistics 
on the Number Key Canvass 
should then appear correctly.  
The VSTL has performed 
this procedure and verified 
all data appears correctly.



328 12/12/07 C Func D. Valdez ERM V. 7.4.0.0 The Numbered Key - Districts (EL52) (GEN02) is 
showing inaccurate totals in the precincts reporting 
line.



12/13/07, D. Valdez - CLOSED
Discrepancy was written in error and should have 
been added to #327, as it involves the same report, 
but is applicable to a different election.



VSS V1 S2.2.2.1.c
To ensure vote accuracy, all 
systems shall:
c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.
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329 12/17/07 O Doc K. Swift Supported 
Functionality 
Declaration, Rev. 04



There is an item listed under Additional 
Functionality for EDM, "Automatic generation of 
Decline to State ballots". There is no reference in 
the EDM documents for this.



VVSG Vol. 2: 2.3
The vendor shall declare the scope 
of the system’s functional 
capabilities, thereby establishing 
the performance, design, test, 
manufacture, and acceptance 
context for the system. The vendor 
shall provide a listing of the 
system’s functional processing 
capabilities, encompassing 
capabilities required by the 
Guidelines and any additional 
capabilities provided by the 
system. This listing shall provide a 
simple description of each 
capability. Detailed specifications 
shall be provided in other 
documentation required for the 
TDP. 
Additional capabilities shall be 
clearly indicated. They may be 
presented using the same structure 
as that used for required 
capabilities (i.e., overall system 
capabilities, prevoting functions, 
voting functions, post-voting 
functions), or may be presented in 
another format of the vendor’s 
choosing
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330 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



1) Section 3 does not discuss who is responsible for 
Product and Operational test levels.



2) Section 4 does not discuss the test environments 
for Product and Operational test levels.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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331 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Section 2.5 references the Severity Level table in 
section 3 and states that severity levels 1 and 2 
issues identified in testing must be resolved. 
However the table also shows severity levels 3 and 
4. These levels are not discussed in the document, 
and do not indicate how these levels are resolved.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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332 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



1) Section 5 table introduces a new test level, UAT, 
that has not previously been defined in the process 
flow.



2) Product test level has not been detailed in the 
table.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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333 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



1) Section 5.1 table introduces a new test type, 
Transaction Flow, that has not previously been 
defined in the process flow. 



2) Test Types Parallel, Operational, Performance, 
Security, and Stress/volume are not addressed in 
the table.



3) Structure test type has not been detailed in the 
table.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.



334 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



This requirement is not addressed in the document. VVSG Vol. 1: 8.2.a
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
a. Include procedures for 
specifying, procuring, inspecting, 
accepting, and controlling
parts and raw materials of the 
requisite quality
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335 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



This document only contains flowcharts of the 
overall processes, it does not provide detailed 
documentation of the development process for 
hardware.



VVSG Vol. 1: 8.2.b 
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
b. Require the documentation of 
the hardware and software 
development process



336 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



This document only contains flowcharts of the 
overall processes, it does not provide detailed 
documentation to meet this requirement.



VVSG Vol. 1: 8.2.c.I
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
c. Identify and enforce all 
requirements for:
i. In-process inspection and testing 
that the manufacturer deems 
necessary to
ensure proper fabrication and 
assembly of hardware
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337 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Acceptance testing is mentioned in section 2.5, 
however, it is only addressing acceptance testing as 
related to QA test cases. The table in Section 5 
shows UAT testing being performed for some Test 
Types, however, not all test types, and does not 
describe the criteria used for acceptance.



Post-production environmental screening is not 
addressed.



VVSG Vol. 1: 8.2.d
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
d. Include plans and procedures for 
post-production environmental 
screening and acceptance testing



338 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



This requirement is not addressed in the document. VVSG Vol. 1: 8.2.d
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
d. Include plans and procedures for 
post-production environmental 
screening and acceptance testing
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339 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



The requirement is not being met for 
software/firmware/hardware in general, as detailed 
by item #1, and a specific case is cited in item #2.



1) The documents do not contain a procedure for 
maintaining data and records to verify the quality 
inspections and tests. 



2) In the QA Manufacturing document, Flow chart 
3, Auditing Process, details an audit of the ECO 
Process, however at the bottom of the page, it is 
stated that it is "Currently not practiced". 



VVSG Vol. 1: 8.2.e
The voting system vendor is 
responsible for designing and 
implementing a quality assurance 
program to ensure that the design, 
workmanship, and performance 
requirements are achieved in all 
delivered systems and components. 
At a minimum, this program shall:
e. Include a procedure for 
maintaining all data and records 
required to document and verify 
the quality inspections and tests



340 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



The documents do not contain information that the 
Supplier Vendors follow documented QA 
procedures that are at least as stringent as those 
used internally.



VVSG Vol. 1: 8.3
A vendor who does not 
manufacture all the components of 
its voting system, but instead 
procures components as standard 
commercial items for assembly and
integration into a voting system, 
shall verify that the supplier 
vendors follow documented 
quality assurance procedures that 
are at least as stringent as those 
used internally by the voting 
system vendor.
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341 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



The quality assurance documentation of test data, 
and test reports have not been provided to the 
VSTL for examination of the hardware.



VVSG Vol. 1: 8.4
The manufacturer or vendor shall 
be responsible for performing all 
quality assurance tests, acquiring 
and documenting test data, and 
providing test reports for 
examination by the test lab as part 
of the national certification 
process. These reports shall also be 
provided to the purchaser upon 
request.



342 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



This requirement is not addressed in the 
documents. There is no description of practices for 
parts and materials validation.



(One Example from QA Manufacturing document: 
Flowchart 14 states "Determine what needs to be 
checked (QC / Mfg)", or "Perform QC tests per 
Engineering Specifications (QC / Mfg)". However, 
it is not documented how these decisions are made, 
what are the specifications, or what the criteria is to 
make these decisions.)



VVSG Vol. 1: 8.5.a
In order to ensure that voting 
system parts and materials function 
properly, vendors shall:
a. Select parts and materials to be 
used in voting systems and 
components according to their 
suitability for the intended 
application. Suitability may be 
determined by
similarity of this application to 
existing standard practice or by 
means of special tests



343 12/17/07 O Doc K. Swift Quality Assurance 
Program, Software and 
Firmware Verification, 
Version 1.2.0.0, 
August 21, 2007



Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



It is not indicated how the resulting test data is 
maintained.



VVSG Vol. 1: 8.5.c
In order to ensure that voting 
system parts and materials function 
properly, vendors shall:
c. Maintain the resulting test data 
as part of the quality assurance 
program documentation
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344 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



There are references/acronyms in the document that 
are not explained. (Example: Macola, SIR, AVL, 
ERP, NRTL, RMA process, etc.)



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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345 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



In flowchart 11, Receiving Incoming Quality 
Control, it shows a path to take for 'failed parts'. 
However, this flow chart details the receiving 
process of parts, and checking for shortages, there 
is no check for 'failed parts'.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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346 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



The last half of flowchart #12 is in a different font 
and can not be read. 



Flowchart  #16 and 17 also contains sections that 
are unreadable.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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347 12/17/07 O Doc K. Swift Quality Assurance 
Program, 
Manufacturing, Ver. 
1.1.0.0, August 21, 
2007



In flowchart 2, Procurement and Production 
Release, manufacturers Pivot and HT are 
mentioned by name. It is unclear if they are the 
only manufacturers that this process applies to.



VVSG Vol. 2: 2.12
Vendors shall submit a Quality 
Assurance Program that addresses 
the quality assurance requirements 
of Volume I, Section 8. This plan 
shall describe all policies, 
processes, and procedures 
employed by the vendor to ensure 
the overall quality of the system 
for its initial development and 
release and for subsequent 
modifications and releases. This 
information is particularly 
important to support the design of 
test plans by the accredited test 
lab. A wellorganized, robust and 
detailed Quality Assurance 
Program will enable the accredited 
test lab to more readily determine 
the nature and scope of tests 
needed to test the system 
appropriately.
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348 12/17/07 O Doc K. Swift Data Acquisition 
Manager Test Case 
Specifications Software 
Version 6.1.1.0i, Test 
Case Version 1.0, 
August 20, 2007 



DS200 Test Case 
Specification, 
Firmware Version 
1.2.0.0, Hardware 
Version 1.2, Test 
Version 1.0, August 
20, 2007



Election Data Manager 
Test Case 
Specifications, 
Software Version 
7.8.0.0j, Test Case 1.0, 
August 20, 2007



The test cases are not complete as follows: 
DAM TC v.6.1.1.0i_8.20.2007
- TC 1.2, 1.6, 3.1, 3.2, 13.1, do not have all the 
outcomes for each step filled out. 
DS200 TC v.1.2_8.20.2007
- TC 7.1 states "Test applies: N", and there is no 
date filled out, however the test case was executed, 
as the Pass/Fail criteria has been completed.
EDM TC v.7.8.0.0j_8.20.2007
- TC 3.1 does not have all the outcomes for each 
step filled out. There is a test step that is "N/A", 
with no explanation why it is not applicable. (This 
is present in other test cases as well.)
- TC 3.8 contains a test step that contains no 
Expected Result or Pass/Fail criteria. There are test 
steps that are "N/A", with no explanation why it is 
not applicable.
- TC 4.1 states "Test applies: N", there is no date or 
tester filled out, however the test case was 
executed, as the Pass/Fail criteria has been 
completed.
- TC 4.8 states "Test applies: N", however name, 
date, location and Pass/Fail criteria has been 
completed. 
- Some of the test cases do not list the build tested 
or are against a previous version of the most recent v
- There are highlighted and question mark items that



VVSG Vol. 2: 2.12.3
The vendor shall provide a 
description of its practices for 
quality conformance inspections 
that meet the requirements of 
Volume I, Subsection 8.6. For 
each test performed, the record of 
tests provided shall include:
Test location
Test date
Individual who conducted the test
Test outcomes
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349 Quality Assurance 
Program Test Cases, 
Unity 4.0, Version 
7.4.0.0, June 6, 2007  
(file name: ERM TC v. 
7.4.0.0_6.06.2007.pdf)



ESS Image Manager 
Test Case Specification 
Software Version 
7.7.0.0f, Test Case 1.0, 
August 20, 2007
 
HPM Unity Version 
4.0, Product Version 
5.6.0.0, Test Case 
Version 1.0, June 15, 
2007



iVotronic Image 
Manager Test Case 
Specification, Software 
Version 3.1.0.0k, Test 
Case 1.3, August 20, 
2007



Model 100 Test Case 
Specification, 
Firmware Version 
5.4.0.0, Hardware 
Version 1.3, Test Case 
1.0, August 20, 2007



Discrepancy continued:
ESSIM TC v.7.7.0.0f_8.20.07
- TC 'Edit Menu' states "Test applies: N", however 
name, date and location has been completed. 
Pass/Fail indicates a bug.
- TC 'Candidates Style Sheets' does not have all the 
outcomes for each step filled out.
- TC 'Question Style Sheets' does not have all the 
outcomes for each step filled out.
- TC 'Creating Precinct Headers' does not have all 
the outcomes for each step filled out.
HPM TC v.5.6.0.0_6.15.2007
- The Introduction contains the wrong HPM 
version.
- This document does not meet any of the 
requirement.
iVIM TC v.3.1.0.0k_08.20.2007
- TC 'Election List', 'Applying an existing template', 
'Saving an election layout', 'Editing single contest 
titles', 'Editing multiple candidates', 'Changing the 
display font for the layout', 'Access 
Management','Review of 15” terminal target and 
displays' and 'Review of 12” terminal target and 
displays' does not have all the outcomes for each 
step filled out.
M100 TC v.5.4.0.0_8.20.2004
- TC 8.1.4.5 does not have the date completed.
Model 100-iVotronic Combined Reporting, Test C
- None of the test cases indicate the location that the
- TC 'Diagnostic Testing – TEST PEB function with
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350 12/17/07 O Info K. Swift Data Acquisition 
Manager Test Case 
Specifications Software 
Version 6.1.1.0i, Test 
Case Version 1.0, 
August 20, 2007 



DAM TC v.6.1.1.0i_8.20.2007, The "DAM User's 
Guide" is referenced throughout this document. 
The correct name, as submitted to the VSTL is the 
DAM SOP.
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351 12/19/07 O Doc K. Swift Installing ESSIM, 
8/28/07



Creating a Shortcut for 
Ballot On Demand 
(BOD), 8/29/07



The ESSIM installation document list Adobe Type 
Basics, Adobe Acrobat Standard V.8, Adobe Type 
Manager Light as Minimum System Requirements. 
However, the systems checked in for Unity 4.0 
testing did not contain these items.



The BOD installation document lists Adobe Type 
Basics and Adobe Type Manager Light as 
Minimum System Requirements. However, the 
systems checked in for Unity 4.0 testing did not 
contain these items.



It is our understanding that these are automatically 
installed with Adobe Type Manager 4.1



VVSG Vol. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This documentation 
collectively is referred to as the 
Technical Data Package (TDP). 
The TDP provides information that 
defines the voting system design, 
method of operation, and related 
resources. It provides a system 
overview and documents the 
system’s functionality, hardware, 
software, security, test and 
verification specifications, 
operations procedures, 
maintenance procedures, and 
personnel deployment and training 
requirements. It also documents 
the vendor’s configuration 
management plan and quality 
assurance program. If another 
version of the system was 
previously certified, the TDP 
would also include appropriate 
system change notes.
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352 12/19/07 O Doc K. Swift Installing ERM, 
8/28/07



Installing HPM, 
8/28/07



PEB Reader v. 1.1.0.0 is not listed as a System 
Requirement.



VVSG Vol. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full system 
configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This documentation 
collectively is referred to as the 
Technical Data Package (TDP). 
The TDP provides information that 
defines the voting system design, 
method of operation, and related 
resources. It provides a system 
overview and documents the 
system’s functionality, hardware, 
software, security, test and 
verification specifications, 
operations procedures, 
maintenance procedures, and 
personnel deployment and training 
requirements. It also documents 
the vendor’s configuration 
management plan and quality 
assurance program. If another 
version of the system was 
previously certified, the TDP 
would also include appropriate 
system change notes.
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353 12/19/07 O Doc K. Swift System Overview
Election Systems and 
Software
Version Number 
4.0.0.0
November 15, 2007



The table on Page 18, ERM and HPM lists 
RM/COBOL as VERSION – 7.50.01. However, the 
version on the ERM and HPM install documents 
states to install version 11.01



VVSG Vol. 2: 2.2.1.e
The system description shall 
include written descriptions, 
drawings and diagrams that
present:
Identification of all COTS 
hardware and software products 
and communications
services used in the development 
and/or operation of the voting 
system, identifying
the name, vendor, and version used 
for each such component, 
including:
Operating systems
Database software
Communications routers
Modem drivers
Dial-up networking software



354 12/20/07 O Doc K. Swift System Overview
Election Systems and 
Software
Version Number 
4.0.0.0
November 15, 2007



The document does not contain descriptions/use of 
the Key PEB, Supervisor PEB, Voter PEB, 
Supervisor terminal, USB PEB reader/writer, 
Communication Pack



VSS Vol. 2: 2.2.1.c
The system description shall 
include paragraphswritten 
descriptions, drawings and 
diagrams that present:
c. A theory of operation that 
explains each system function, and 
how the function is achieved in the 
design;
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355 12/31/07 O Info K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



1) It is unclear from the documentation how to 
intepret the column heading "No Test" in section 
2.2.2.1.



2) Section 2.2.2.2, indicates that testing was run 
against the firmware version 1.1.0.0 for the DS200. 
This certification is for firmware version 1.2.0.0.



3) The functionality section of the document, 2.3, 
does not address AM or ESSIM or testing the full 
suite of hardware components for this certification.  
(M650 is not tested in DAM, hand scanner or 
ABCR not tested etc.)



356 12/31/07 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



Security is not tested in DAM VSS Vol. 2: 2.7.2.g
The vendor shall provide 
specifications for verification and 
validation of overall software 
performance. These specifications 
shall cover :
g. Security



357 1/2/08 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



Testing of Audit Manager has not been included in 
the document.



VSS Vol. 2: 2.7.1 and 2.7.2
The vendor shall describe the 
plans, procedures, and data used 
during software development and 
system integration to verify system 
logic correctness, data quality, and 
security.
 2.7.2:
The vendor shall provide 
specifications for verification and 
validation of overall software 
performance.
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358 1/2/08 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



Section 2.5.2.6 does not describe the expected 
results for this voting pattern.



VSS Vol. 2: 2.7.1.d
The vendor shall describe the 
plans, procedures, and data used 
during software development and 
system integration to verify system 
logic correctness, data quality, and 
security.
 This description shall include:
d. Expected test results



359 1/2/08 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



1) Section 2.5.5 does not include the DS200, hand 
scanner, or ABCR in the test cases, so it is not 
possible to assess the verification and validation of 
overall performance. 



2) Requirements to determine Processing Accuracy 
has not been addressed.



VSS Vol. 2: 2.7.2.c
The vendor shall provide 
specifications for verification and 
validation of overall software 
performance. These specifications 
shall cover :
c. Processing accuracy;



360 1/2/08 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



Requirements to determine Exception Handling has 
not been addressed.



VSS Vol. 2: 2.7.2.f
The vendor shall provide 
specifications for verification and 
validation of overall software 
performance. These specifications 
shall cover :
f. Exception handling;



361 1/2/08 O Doc K. Swift Unity 4.0.0.0
Test Plan
August 20, 2007



Production of audit trails and statistical data has not 
been addressed.



VSS Vol. 2: 2.7.2.h
The vendor shall provide 
specifications for verification and 
validation of overall software 
performance. These specifications 
shall cover :
h. Production of audit trails and 
statistical data.
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362 1/4/08 O Doc K. Swift ES&S Election Data 
Manager System 
Operations Procedures
Version Release 
7.8.0.0
November 16, 2007



Automatic generation of Decline to State ballots' is 
listed as additional vendor provided functionality 
for EDM. However, this function is not listed in the 
document.



VSS Vol. 2: 2.8.4.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. Provides a detailed description 
of all input, output, control, and 
display features accessible to the 
operator or voter;



363 1/7/08 O Doc D. Valdez ESSIM Software 
Design Specification, 
V 7.7.0.0, 06/15/07



All tablefield entries not supplied in this section, or 
indicated with “N/A” if not applicable 
(e.g.’Characteristics, Tolerances and Acceptable 
Ranges”)



VVSG Vol. 2: 2.5.6.1.c
The vendor shall describe all 
software configurations and 
operating modes of the system, 
such as ballot preparation, election 
programming, preparation for 
opening the polling place, 
recording votes and/or counting 
ballots, closing the polling place, 
and generating reports. For each 
software function or operating 
mode, the vendor shall provide:
c. A definition of the outputs 
produced (again, with 
characteristics, tolerances, or 
acceptable ranges, as applicable)



364 1/7/08 O Doc D. Valdez Model 100 Precinct 
Tabulator Software 
Design Specification 
Version 5.4.0.0 June 
15, 2007



Cited document does not provide sufficient 
information pertaining to exception and error 
handling.



VVSG Vol. 2: 2.5.7.2.g
The programming specifications 
shall describe individual software 
modules and their component 
units, if applicable. For each 
module and unit, the vendor shall 
provide the following information:
g. Exception and error handling
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365 1/7/2008 O Doc D. Valdez IVIM Software Design 
Specification Version 
3.1.0.0 June 15, 2007



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
communication methods for each interface.



VVSG Vol. 2: 2.5.9.2.c
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
c. Characteristics of 
communication methods that the 
interfacing entity(ies) will use for 
the interface, such as:
i. Communication 
links/bands/frequencies/media and 
their characteristics
ii. Message formatting
iii. Flow control (such as sequence 
numbering and buffer allocation)
iv. Data transfer rate, whether 
periodic/aperiodic, and interval 
between transfers
v. Routing, addressing, and 
naming conventions
vi. Transmission services, 
including priority and grade
vii. Safety/security/privacy 
considerations, such as encryption, 
user authentication, 
compartmentalization, and 
auditing
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366 1/7/08 O Doc D. Valdez iVim Software Design 
Specification Version 
3.1.0.0 June 15, 2007



DS200 Software 
Design Specifications 
FW v. 1.1.0.0, HW v. 
1.2.0.0, 08/20/07



Cited document does not provide sufficient 
information pertaining to the data characteristics of 
protocols for each interface.



VVSG Vol. 2: 2.5.9.2.d
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
d. Characteristics of protocols the 
interfacing entity(ies) will use for 
the interface, such as:
i. Priority/layer of the protocol
ii. Packeting, including 
fragmentation and reassembly, 
routing, and addressing
iii. Legality checks, error control, 
and recovery procedures
iv. Synchronization, including 
connection establishment, 
maintenance, termination
v. Status, identification, and any 
other reporting features



367 1/7/08 O Doc D. Valdez DS200 Software 
Design Specifications 
FW v. 1.1.0.0, HW v. 
1.2.0.0, 08/20/07



Information identifying other characteristics of 
protocols used such as physical compatibility (e.g., 
dimensions, tolerances, loads, voltages, plug 
compatibility) is not provided for each interface 
entity.



VVSG Vol. 2: 2.5.9.2.e
For each interface identified in the 
system overview, the vendor shall 
provide information that describes:
e. Other characteristics, such as 
physical compatibility of the 
interfacing entity(ies) (such as 
dimensions, tolerances, loads, 
voltages and plug compatibility).



368 1/8/08 O Doc K. Swift ES&S Hardware 
Programming Manager
System Operations 
Procedures
Version Release 
5.6.0.0
August 17, 2007



The 'ERM Only Counters' function does not specify 
that it is used for Minnesota, and not part of this 
certification.



VVSG Vol. 2: 2.8.4.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:
a. A detailed description of all 
input, output, control, and display 
features accessible to the operator 
or voter



SysTest Labs Attachment F-1 Pg. 224 of 231











2/18/2008 Cert Test Plan ESS Unity 4.0 Doc/Functl/Info Discrepancy Rpt



369 1/10/08 O Doc K. Swift ES&S
System Security
Specification
Version Release 
4.0.0.0
November 6, 2007



The Voyager hand barcode reader scans the RTAL 
barcode and reads the information into Microsoft 
Word, Excel, or any software that provides a means 
to store data. As a result, this creates an exposure 
for the data to be modified before the file is input 
into ERM, and does not provide for an audit trail. 



VVSG Vol. 2: 2.6.2
The vendor shall provide a detailed 
description of all system access 
control measures and
mandatory procedures designed to 
permit access to system states in 
accordance with the
access policy, and to prevent all 
other types of access to meet the 
specific requirements of
Volume I, Subsection 7.2.
The vendor also shall define and 
provide a detailed description of 
the methods used to
preclude unauthorized access to 
the access control capabilities of 
the system itself.
VVSG Vol. 1: 7.2.1.2
...Vendors also shall define and 
provide a detailed description of 
the methods used to prevent
unauthorized access to the access 
control capabilities of the system 
itself.
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370 1/10/08 O Doc K. Swift ES&S
Data Acquisition 
Manager
System Operations
Procedures
Version Release 
6.1.1.0
June 1, 2007



The document does not provide sufficient 
information to enable a user to configure DAM on 
their own. 



For example, it does not contain information on 
how to set up the network, server, shared folders, 
etc. The VSTL was provided with an internal 
document that contains a System Buildup Checklist 
procedures on Workstation Setup, 
Server/WorkStation Configuration, Standalone 
configuration and Peer-Peer network configuration 
diagrams, Server Setup, and Network Installation 
instructions. The VSTL was informed that it is 
customary that an ES&S technician will go to 
jurisdictions and set up their network, or if they are 
a large jurisdiction, then the ES&S technician will 
work with the Network personnel at the jurisdiction 
to get it set up. If this is the case, then the "Contact 
Technical Support" paragraph in the DAM SOP 
should be updated to reflect this information, else 
the document should be updated to provide 
complete procedures on how to configure DAM.



VVSG Vol. 2: 2.8
This documentation shall provide 
all information necessary for 
system use by all personnel
who support pre-election and 
election preparation, polling place 
activities and central
counting activities, as applicable, 
with regard to all system functions 
and operations
identified in Subsection 2.3 above. 
The nature of the instructions for 
operating personnel will
depend upon the overall system 
design and required skill level of 
system operations support
personnel.
The system operations procedures 
shall contain all information that is 
required for the
preparation of detailed system 
operating procedures, and for 
operator training, as described
below.
VVSG Vol. 2: 2.8.5.a
The vendor shall provide 
documentation of system operating 
procedures that meets the 
following requirements:
Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation
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371 1/11/08 O Doc K. Swift ES&S
Data Acquisition 
Manager
System Operations
Procedures
Version Release 
6.1.1.0
November 16, 2007



Under System Requirements section, the "Patton 
RAS Board-max of 96 connections" is listed. The 
document needs to reflect that this is not included 
in the Unity 4.0 certification.



VVSG Vol. 2: 2.8.4.b
The vendor shall provide 
documentation of system operating 
features that meets the
following requirements:
Examples of simulated interactions 
to facilitate understanding of the 
system and its
capabilities
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372 1/16/08 O Doc K. Swift ERM System 
Functionality 
Description
Version Number 
7.4.0.0
November 15, 2007



HPM System 
Functionality 
Description
Version Number 
5.6.0.0
November 15, 2007



DS200 System 
Operations Procedures
HW Version 1.2.0.0, 
FW Version 1.2.0.0
November 8, 2007



Model 100 System 
Operations Procedures
FW Version 5.4.0.0, 
HW revision 1.3
November 16, 2007



Model 650 System 
Operations Procedures
FW Version 2.2.1.0, 
HW Version 1.1
November 16, 2007



ERM System 
Operations Procedures
Version Release



1) The ERM and HPM SFD documents states that 
"provisional ballots are handled by each individual 
tabulator", however, the SFD documents for the 
DS200, M100, and M650, state that it is handled 
procedurally outside the scope of each tabulator. 
This is inconsistent. 



2) The various tabulator SOP documents do not 
indicate how the scanners track or report on paper 
provisional ballots. 



3) The ERM SOP document, does not detail the 
reporting/totals of provisional ballot totals 
regardless of whether they are paper or DRE.



4) The VSTL can not locate in the TDP how paper 
provisional ballots are handled in the election 
definition or for reporting.



VVSG Vol. 1: 2.1.7.2
The Technical Data Package 
accompanying the system shall 
specifically identify which of the 
following items can and cannot be 
supported by the voting system, as 
well as how the voting system can 
implement the items upported:
• Provisional or challenged ballots



VVSG Vol. 1: 2.4.2
All systems shall provide a means 
to consolidate vote data from all 
polling places, and optionally from 
other sources such as absentee 
ballots, provisional ballots, and 
voted ballots requiring human 
review (e.g., write-in votes).
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373 1/18/08 O Doc K. Swift Supported 
Functionality 
Declaration, dated 
9/11/07



The VSTL was advised that the following were the 
only types of rotation that were being supported, 
therefore, were tested:  
- Standard 
- District by Reg Voter by Party
- Standard - Can>Vote For
- District by Total Reg Voters (Non-Partisan)
- Votronic Auto Rotate



However, "Contest Rotation" is still listed on the 
referenced document as being supported.



VVSG Vol.. 2: 1.5
The vendor shall submit all the 
documentation necessary for the 
identification of the full
system configuration submitted for 
evaluation and for the 
development of an appropriate test 
plan by the accredited test lab for 
conducting system certification 
testing. This
documentation collectively is 
referred to as the Technical Data 
Package (TDP). The TDP
provides information that defines 
the voting system design, method 
of operation, and related
resources. It provides a system 
overview and documents the 
system’s functionality,
hardware, software, security, test 
and verification specifications, 
operations procedures,
maintenance procedures, and 
personnel deployment and training 
requirements. It also
documents the vendor’s 
configuration management plan 
and quality assurance program. If
another version of the system was 
previously certified, the TDP 
would also include
appropriate system change notes.
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374 1/30/08 O Doc D. Valdez, 
J. Leong



ES&S Automated 
Barcode Reader
System Operations 
Procedures
Hardware Version Rev. 
B, Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0, Firmware 
Version 29
November 16, 2007



Documentation is incomplete.  There are no 
instructions/directions for loading the report tape 
onto the front or rear spools in preparation for 
reading the tapes.



VVSG V2, Sec 2.8.5.a
The vendor shall provide 
documentation of system 
operationg procedures that meets 
the following requirements:



a.  Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation.



375 1/30/08 O Doc D. Valdez, 
J. Leong



ES&S Automated 
Barcode Reader
System Operations 
Procedures
Hardware Version Rev. 
B, Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0, Firmware 
Version 29
November 16, 2007



The documentation does not advise you must close 
the lid or your will not be able to get the "green 
status bar."



VVSG V2, Sec 2.8.5.a
The vendor shall provide 
documentation of system 
operationg procedures that meets 
the following requirements:



a.  Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation.



376 1/30/08 O Func D. Valdez, 
J. Leong



ES&S Automated 
Barcode Reader
System Operations 
Procedures
Hardware Version Rev. 
B, Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0, Firmware 
Version 29
November 16, 2007



ABCR serial number 070829-009 is not working 
properly.  The ABCR was scanning the text and 
would bypass all the barcodes.  The ABCR was set 
to automatic mode and was attempting to go back 
and forth periodically over text and skipping all the 
barcodes.  Per the document (skipped barcode 
section) we took it off of automatic mode and 
pressed the forward and reverse buttons, but it still 
would not read.  We removed the tape and scanned 
it on the other ABCR used in functional testing and 
it scanned properly.  



VVSG V2, Sec 2.8.5.a
The vendor shall provide 
documentation of system 
operationg procedures that meets 
the following requirements:



a.  Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation.
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379 1/30/2008 O Doc D. Valdez ES&S Automated 
Barcode Reader
System Operations 
Procedures
Hardware Version Rev. 
B, Software Version 
1.3.0.0
HIDCom Version 
1.0.0.0, Firmware 
Version 29
November 16, 2007



An install document has not been received for the 
ABCR.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:



a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



380 1/30/2008 O Doc D. Valdez Build Environment 
Compile-Install Guide 
ABCR FW Document 
Version 1.0



The document does not explain that the FW will 
not download if you have the ABCR PC 
application open.



VVSG Vol 2, Section 2.8.5.a
The vendor shall provide 
documentation of system operating 
features that meets the following 
requirements:



a. Provides a detailed description 
of procedures required to initiate, 
control, and verify proper system 
operation



381 2/7/2008 O Func L. Beverly ERM V. 7.4.0.0 Read in the GEN03 15" 3-key, 4-key, and 6-key 
results into ERM using the PEBs and printed the 
Write-In reports. Each Write-In report stated 
"There are no write-in records" despite the fact 
there were numerous write-ins in each election.



The Write-In report  printed correctly for all other 
elections read into ERM.



VSS V1 S2.2.2.1.c
To ensure vote accuracy, all 
systems shall:
c.  Record each vote precisely as 
indicated by the voter and be able 
to produce an accurate report of all 
votes cast.
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1.0 INTRODUCTION 
 
1.1 Scope 
 
 This report presents the test results for Hardware Qualification Testing of the ES&S 




iVotronic Touch-Screen (Text-Based Display) Direct Record Electronic (DRE) Precinct 
Counter.  




 
1.2 Objective 
 
 The objective of this test program was to ensure that the iVotronic DRE Precinct 




Counter, and Voting Machine Firmware, Release 9.0.0.0, complied with the hardware 
requirements of the Voting Systems Standards, April 2002. 




 
1.3 Summary 
 
 Qualification testing includes: the selective in-depth examination of machine resident 




firmware; the inspection and evaluation of hardware documentation; tests of hardware 
under conditions simulating the intended storage, operation, transportation, and 
maintenance environments; and operational tests verifying system performance and 
function under normal and abnormal conditions.  Qualification testing was limited to the 
iVotronic DRE Precinct Counter and resident machine firmware.   




 
 The iVotronic and associated Machine Firmware, Release 9.0.0.0, was subjected to 




Reliability and Functional Tests.  It was demonstrated that the iVotronic and 
associated Machine Firmware successfully met the hardware qualification test 
requirements of the Voting System Standards, April 2002. Qualification testing (in-
depth source code review and functional tests) was limited to the firmware and 
hardware used at the precinct level and did not include any election management 
software, which typically resides on a personal computer and is used for ballot 
definition, absentee, and report canvassing activities.  Testing of the election 
management software including end-to-end system level testing was performed by a 
Software ITA, CIBER, Inc, Huntsville, AL, which will issue the results of such testing 
under a separate report. 




 
 Due to the varying requirements of individual jurisdictions, it is recommended 




by the Voting Systems Standards that local jurisdictions perform pre-election 
logic and accuracy tests on all systems prior to their use in an election within 
their jurisdiction.  
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3.0 CUSTOMER 
 
 ES&S  
 11208 John Galt Blvd. 
 Omaha, NE 
 68137 
4.0 TEST HARDWARE/SOFTWARE DESCRIPTION 
 
4.1 Hardware 
 
4.1.1 iVotronic 
 
 The iVotronic Direct Record Electronic (DRE) Precinct Count Voting Machine is a 




touchscreen device used in the text-based display and recording of election day data. 
The iVotronic is available in either a 12.1 inch or 15 inch viewable touchscreen display 
configuration. Both sizes can also be configured with tactile pushbuttons (which work 
in conjunction with audio output), and may be used by the disabled as an alternate 
means of entering ones selection.  The iVotronic includes an ancillary tactile 
pushbutton (3.5” by 2” by 1.5”) used to control the audio volume when the voter is in 
the audio-assist mode. 




 
 Operation requires the use of a Personalized Electronic Ballot (PEB). The PEB is a 




battery-backed RAM storage device with an infrared window used for the transmission 
of ballot data.  




 
 The sub-components of the iVotronic reside on a single FR-4, four layer PC board. 




The board dimensions are approximately 10” by 7” in area.  
 
 The iVotronic uses a 386 EX class CPU running at 25 MHz. 1 MB of SRAM is used for 




general-purpose data space. Four independent, 2 MB EEPROM, on board, FLASH 
memory modules store program code and election data.  




 
 The iVotronic includes a SanDisk Compact Flash port. The compact flash card is used 




to load graphics, sound files and system firmware into the iVotronic.  
 
 The iVotronic includes a battery compartment containing a battery bar made up of six 




‘D’ sized NiMH batteries. In the absence of facility power, these batteries power the 
touchscreen, the VOTE button and audible signals. A lithium battery located on the 
terminal CPU board powers the internal real time clock.  




 
 The LCD touchscreen is the interface between the user and the iVotronic. The touch 




screen displays user options, instructions, ballot images, error messages, etc. Users 
make selections by pressing options on the touch screen.  




 
 Pressing the VOTE button causes the ballot to be cast and the recording of the votes. 




It is also used as an activation button for certain equipment preparation functions for 
service personnel.  




 
 The iVotronic uses an RS-232 port for the transmission of data from the iVotronic to a 




Seiko printer stored in a stand alone storage case. This case also includes a modem 
for transmission of final ballot results to a central location if this option is desired. 
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4.0 TEST HARDWARE/SOFTWARE DESCRIPTION (Continued) 
 
4.1 Hardware (Continued) 
 
4.1.1 iVotronic (Continued) 
 
 Election results are stored in triplicate within the iVotronic terminal. Three identical 




copies of the election results are redundantly stored on parallel FLASH modules. 
During storage operation, the iVotronic compares the CRC value assigned to each of 
these modules to ensure no mismatches are present. 




 
 The iVotronic operates in either of two modes:  
 




• Service Mode which includes servicing the equipment and pre/post election 
administrative duties. Some of these duties include clearing and testing the 
terminal, setting the terminal time and date, testing system printers and modems, 
uploading precinct results, collecting and uploading audit data, running ballot logic 
and accuracy tests, qualifying PEBs, and preparing PEBs for polling locations.  




 
• Election Mode which include the process by which the polls are opened and 




closed, displays of visual ballots, recording and collecting of the votes cast, closing 
of the polls, and the reporting of the results.  




 
 The iVotronic is powered by nominal 115 VAC, 60 Hz, single phase power.  
 
 The iVotronic was configured as follows for final hardware qualification testing: 
 




• DRE Firmware Release Version 9.0.0.0 
• PEB Firmware Release Version 1.07 




 
5.0 MATERIALS REQUIRED FOR TESTING 
 
5.1 Equipment 
 
 ES&S provided a sufficient number of iVotronic machines to ensure that parallel 




testing where feasible could be performed. 
 
5.2 Test Materials 
 
 ES&S provided all ancillary support material required during the course of the ITA 




Hardware Qualification Testing. 
 
5.3 Deliverable Materials 
 
 ES&S provided the latest versions of all hardware and software specifications and poll-




worker hardware and software user/maintenance manuals.  All user manuals have an 
identifiable Version Number or Document Control Number or Release Date. Reference 
Paragraph 2.0 for a listing and version of the applicable documentation. 
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6.0 TEST SPECIFICATIONS 
 
6.1 Functional Qualification Test Matrix 
 




Attachment A contains an overall functional qualification matrix addressing those 
precinct level hardware characteristics reviewed during hardware qualification testing.  




 
6.2 Electrical and Environmental Test 
 
 Hardware qualification testing and a technical data package documentation review 




were performed to ensure that the iVotronic Voting Machine and associated machine 
resident firmware were in compliance with the Voting Systems Standards 2002 
functional requirements.  




 
 The iVotronic was functionally tested, as it would be configured for use in an election 




precinct.  
 
 The iVotronic was subjected to the following hardware environmental and electrical 




tests: 
 




• Transit Vibration, Mil-Std-810D, Method 514.3, Category 1 – Basic Transportation, 
Common Carrier(1) 




• Humidity, Mil-Std-810D, Method 507.2, Procedure I – Natural Hot-Humid(1) 
• Bench Handling, Mil-Std-810D, Method 516.3, Procedure VI(1) 
• Low Temperature, Mil-Std-810D, Method 501.2, Procedure I - Storage(1) 
• High Temperature, Mil-Std-810D, Method 502.2, Procedure I - Storage(1) 
• Environmental Operating, 163 Hr Reliability(1) 
• Product Safety, UL60950, Product Safety, Information Technology Equipment 
• FCC Part 15 Emissions 
• Electrostatic Discharge, IEC EN 61000-4-2 
• Electromagnetic Radiation, IEC EN 61000-4-3 
• Electrical Fast Transients, IEC EN 61000-4-4 
• Lightning Surge, IEC EN 61000-4-5 
• Conducted Immunity, IEC EN 61000-4-6 
• Magnetic Fields, IEC EN 61000-4-8 
 
(1) Note that the iVotronic had previously been qualified to the environmental test requirements 




as required by the 1990 Voting System Standards. The environmental tests required by the 
2002 Voting System Standards are equivalent or less severe than the 1990 test 
requirements. Therefore, where applicable, the previous environmental qualification test 
data has been applied toward the 2002 environmental test requirements.  




 
 Attachments C through J contain the resultant test data of the above referenced tests. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.3 Firmware 
 
 The precinct-level iVotronic machine level firmware was subjected to a source code 




review.  The source code was reviewed to ensure it followed the recommended 
programming guidelines as contained in the FEC standards.  This included a review 
for: 




 
• Simplicity:  the straightforwardness of the design, such as avoidance of complex 




structure and obscure algorithms. 
• Understandability:  the ease with which the intent and function of the code can 




be ascertained and verified. 
• Testability:  the construction of code so as to incorporate implicit or explicit points 




or features to the flow of data and control within modules and at module 
interfaces. 




• Robustness:  a property of software design that is enhanced by editing and 
range specification, by the incorporation of controls or traps for immediate 
detection of errors to prevent their propagation throughout the rest of the code, 
and by providing a means of recovery without loss of control or data. 




• Security:  the inclusion of provisions to prevent unauthorized access, or to detect 
and control it, should it be attempted. 




• Usability:  the ability of the Voting Machine to be operated without recourse too 
excessive or obscure control procedures (e.g., text messages rather than 
numerical error codes that require the user to consult a table). 




• Installability:  the ease with which a Voting Machine can be made fully 
operational after delivery. 




• Maintainability:  the ease with which defects can be identified, corrected, and 
validated in the field. 




• Modifiability:  the ease with which new features can be incorporated into existing 
software. 




 
Attachment B contains the iVotronic Source Review Report, Engineering Release 
9.0.0.0.ZV, formally released as 9.0.0.0 upon compile. Attachment B also contains the 
PEB Source Review Report, Engineering Release 1.07h, formally released as 1.07 
upon compile and the Volume Control Source Release 1.0.0.0b, formally released as 
1.0.0.0 upon compile.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.4  Operating Test  
 
6.4.1  Operating, Environmental Test  
 




To demonstrate a minimum acceptable Mean-Time-Between-Failure threshold, four 
iVotronics were placed inside an environmental walk-in test chamber and connected to a 
variable voltage power source. The temperature inside the chamber and the voltage 
supplied to the hardware varied from 40F to 100F and from 105 VAC to 129 VAC. 
During test, the iVotronics were configured to excercise an automated Logic & Accuracy 
test script. The environmental test profile and Chamber Thermal Circular Charts are 
presented in Attachment G.  




 
There were no hardware failures encountered during the 163 Hr Mean-Time-Between-
Failure demonstration. 




 
6.5  Non-Operating Environmental Tests 
 
 The iVotronic was subjected to various Non-Operating Environmental Tests. Prior to and 




immediately following each test environment, the iVotronic was powered and subjected 
to operability functionals to verify continued proper operation. The iVotronic was not 
powered during the performance of any of the non-operating tests,  




 
6.5.1 Low Temperature Test  




 
The iVotronic was subjected to a Low Temperature Test.   
 
The iVotronic was subjected to a baseline operability checkout to verify system 
readiness. Upon completion, the iVotronic was placed in an environmental test chamber. 
The chamber temperature was lowered to -15°F and allowed to stabilize. Upon 
temperature stabilization, the temperature was maintained for an additional four hours. 
The temperature was then returned to standard laboratory ambient conditions at a rate 
not exceeding 10°F per minute. The iVotronic was removed from the chamber and 
inspected for any obvious signs of degradation and/or damage. None were observed. 
The iVotronic was subjected to a post-test operability checkout and continued operability 
verified.  
 
Attachment C contains a Low Temperature Thermal Circular Chart.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.5  Non-Operating Environmental Tests (Continued) 
 
6.5.2  High Temperature Test  




The iVotronic was subjected to a High Temperature Test.  




The iVotronic was subjected to a baseline operability checkout to verify system 
readiness. Upon completion, the iVotronic was placed in an environmental test chamber. 
The chamber temperature was raised to 150°F and allowed to stabilize. Upon 
stabilization, the temperature was maintained for an additional four hours. The 
temperature was then returned to standard laboratory ambient conditions at a rate not 
exceeding 10°F per minute. The iVotronic was removed from the chamber and inspected 
for any obvious signs of degradation and/or damage. None were observed. The 
iVotronic was subjected to a post-test operability checkout and continued operability 
verified. 




 
 Attachment C contains a High Temperature Thermal Circular Chart.  




6.5.3 Vibration Test   




 The iVotronic was subjected to Vibration Tests.  
 
 The iVotronic was subjected to a baseline operability checkout to verify system 




readiness. Upon completion, the iVotronic was secured to an electrodynamics shaker. 
One control accelerometer was affixed to the shaker table. Vibration and control was 
performed with an HP5427 Shock/Vibration Controller. The iVotronic was subjected to 
the Basic Transportation, Common Carrier profile as depicted in Mil-Std-810D, Method 
514.3, Category I. The iVotronic was subjected to vibration for 30 minutes in each 
orthogonal axis. Upon test completion, the iVotronic was removed from its carrying case 
and inspected for any obvious signs of degradation and/or damage. None were 
observed The iVotronic was subjected to a post-test operability checkout and continued 
operability verified. 




 Attachment E contains a Vibration Test Data Sheet and Data Plots.  




6.5.4 Bench Handling Test  
 The iVotronic was subjected to Bench Handling Tests.  




The iVotronic was subjected to a baseline operability checkout to verify system 
readiness. Upon completion, the iVotronic was configured as for normal operation or 
servicing. Using one edge (base of machine) as a pivot, the opposite edge was raised to 
a height of four inches above the surface and allowed to drop freely. This was performed 
an additional five times for a total of six drops. The same was repeated for the remaining 
three base edges for a total of 24 drops. Upon test completion, the iVotronic was 
inspected for any obvious signs of degradation and/or damage. None were observed. 
The iVotronic was subjected to a post-test operability checkout and continued operability 
verified. 




Attachment D contains a Bench Handling Test Data Sheet.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.5  Non-Operating Environmental Tests (Continued) 
 
6.5.5 Humidity Test  
 




The iVotronic was subjected to a baseline operability checkout to verify system 
readiness. Upon completion, the iVotronic was placed in a Thermotron Humidity 
Chamber. The iVotronic was subjected to a 10-day humidity cycle in accordance with the 
procedures as found in MIL-STD-810D, Method 507.2, Procedure-Natural Hot Humid. 
Upon test completion, the iVotronic was inspected for any obvious signs of degradation 
and/or damage. None were observed. The iVotronic was successfully subjected to a 
post-test operability checkout.  




 
 Attachment F contains Humidity Circular Charts.  
 
6.6 Electrical Tests 
 




The iVotronic was subjected to various Electromagnetic Compatibility tests to ensure 
continued system operation and reliability in the presence of abnormal electrical events. 
The iVotronic was powered and actively running a logic and accuracy test routine during 
all electrical tests. 




 
6.6.1 Electrostatic Discharge 
 




Electrostatic Discharge Testing was performed in accordance with the 2002 Voting 
Systems Standards to ensure that should an electrostatic discharge event occur during 
equipment setup and/or voting, whether by a poll worker or by a voter touching the DRE, 
that the DRE would continue to operate normally. A momentary interruption is allowed 
so long as normal operation is resumed without human intervention or loss of data.  
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing without operator 
intervention. The iVotronic was then subjected to electrostatic discharges of +/- 8 kV 
contact and +/- 15 kV air. Discharges were performed at areas typical of those, which 
might be touched during normal operation, including the touchscreen, user buttons, and 
other likely points of contact.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
discharges. 
 
An Electrostatic Discharge Data Sheet and a test setup photograph are contained in 
Attachment J. 
 
Attachment K contains the ESD Instrumentation Equipment Sheet.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.6 Electrical Tests (Continued) 
 
6.6.2 Electrical Fast Transients 
 
 Electrical Fast Transients (EFT) testing was performed in accordance with the 2002 




Voting System Standards to ensure that should an electrical fast transient event occur 
on a power line, the iVotronic would continue to operate without disruption of normal 
operation of loss of data.  




 
 The iVotronic was configured to run in an automated logic and accuracy test mode, 




whereas continual ballot processing would occur during the testing without operator 
intervention. The iVotronic was then subjected to electrostatic fast transients of 2 kV 
applied to its AC power lines.  




 
 There was no loss of normal operation and or loss of data as a result of the applied 




transients.  
 
 An EFT Data Sheet and a test setup photograph are contained in Attachment J. 
 
 Attachment K contains an Instrumentation Equipment Sheet. 
 
6.6.3 Lightning Surge 
 




Lightning Surge Testing was performed in accordance with the 2002 Voting Systems 
Standards to ensure that should a surge event occur on a power line due to a lightning 
strike, the iVotronic will continue to operate without disruption of normal operation or loss 
of data.  
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing. The iVotronic power 
input lines were then subjected to the following surges: 
 
• +/- 2 kV AC line-to-earth 
• +/- 2 kV AC line-to-line 
 
There was no loss of normal operation and or loss of data as a result of the applied 
surges.  
 
A Lightning Surge Test Data Sheet and test setup photograph is contained in 
Attachment J. 
 
Attachment K contains a Surge Instrumentation Equipment Sheet. 
 















Page No. 15 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




6.0 TEST SPECIFICATIONS (Continued) 
 
6.6 Electrical Tests (Continued) 
 
6.6.4 Electromagnetic Susceptibility 
 




Electromagnetic susceptibility testing was performed in accordance with the 2002 Voting 
System Standards. This testing was performed to ensure that the iVotronic would be 
able to withstand a moderate level of ambient electromagnetic fields without disruption of 
normal operation or loss of data.  
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing without operator 
intervention. The iVotronic was then subjected to ambient electromagnetic fields up to a 
maximum of 10 V/m over a range of 80 MHz to 1000 MHz.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
electromagnetic fields.  
 
An Electromagnetic Susceptibility Data Sheet and test setup photograph is contained in 
Attachment J. 
 
Attachment K contains an Electromagnetic Susceptibility Instrumentation Equipment 
Sheet. 




 
6.6.5 Conducted RF Immunity 
 




Conducted RF Immunity testing was performed in accordance with the 2002 Voting 
Systems Standards. This testing was performed to ensure that the iVotronic will be able 
to withstand conducted RF energy onto its power lines without disruption of normal 
operation or loss of data.  
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing without operator 
intervention. The iVotronic was then subjected to conducted RF energy of 10 Vrms 
applied to its power lines over a frequency range of 150 kHz to 80 MHz.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
conducted RF energy.  
 
A Conducted RF Susceptibility Data Sheet and test setup photograph is contained in 
Attachment J.  
 
Attachment K contains a Conducted RF Susceptibility Instrumentation Equipment Sheet. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.6 Electrical Tests (Continued) 
 
6.6.6 Magnetic Fields Immunity 
 




Magnetic Fields Immunity testing was performed in accordance with the 2002 Voting 
System Standards. This testing was performed to ensure that the iVotronic will be able 
to withstand AC magnetic fields without disruption of normal operation of loss of data.  
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing. The iVotronic was 
then subjected to AC magnetic fields of 30 A/M at a 60 Hz power line frequency.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
conducted RF energy.  
 
A Magnetic Fields Data Sheet and test setup photograph is contained in Attachment J. 
 
Attachment K contains a Magnetic Fields Instrumentation Equipment Sheet. 
 




6.6.7 Electrical Power Disturbance  
 




Electrical Power Disturbance testing was performed in accordance with the 2002 Voting 
System Standards. This testing was performed to ensure that the iVotronic will be able 
to withstand electrical power line disturbances (dips/surges) without disruption of normal 
operation or loss of data.  




 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing.  The hardware was 
then subjected to the voltage dips and surges over periods ranging from 20 ms to four 
hours.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
electrical disturbances. 
 
An Electrical Power Disturbance Data Sheet and test setup photograph is contained in 
Attachment J. 
 
Attachment K contains a Power Disturbance Instrumentation Equipment Sheet.  
 




6.6.8 FCC Part 15 Emissions 
 




The iVotronic was subjected to electromagnetic emissions measurements to ensure that 
emissions emanating from the unit do not exceed the limits of FCC Part 15, Class B 
emissions. The results of the FCC Part 15 testing are documented in Attachment I. 
 
The iVotronic was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing.   
 
The iVotronic was found to comply with the required emissions limits.  The results of the 
emissions testing are contained in Attachment J. 
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7.0  TEST EQUIPMENT AND INSTRUMENTATION  
 
 All instrumentation, measuring, and test equipment used in the performance of this test 




program were calibrated in accordance with Wyle Laboratories' Quality Assurance 
Program, which complies with the requirements of ANSI/NCSL 2540-11 ISO 10012-11 
and Military Specification MIL-STD-45662A. Standards used in performing all 
calibrations are traceable to the National Institute of Standards and Technology (NIST), 
by report number and date. When no national standards exist, the standards are 
traceable to international standards or the basis for calibration is otherwise documented.  




 
 Attachment K contains Instrumentation Equipment Sheets.   
 
8.0  WYLE QUALITY ASSURANCE  
 




All work performed on this program was completed in accordance with Wyle 
Laboratories' Quality Assurance Program Manual, Revision 2. 
 
The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in 
compliance with the ISO-9001 International Quality Standard. Registration has been 
completed by Quality Management Institute (QMI), a Division of Canadian Standards 
Association (CSA).  
 
Wyle Laboratories is accredited (Certificate No.: 845.01) by the American Association for 
Laboratory Accreditation (A2LA) and the results shown in this test report have been 
determined in accordance with Wyle's scope of accreditation unless otherwise stated in 
the report. 
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Photograph 1 
iVotronic DRE 




(12 and 15-inch displays) 
 















Page No. A-1 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




 
 




ATTACHMENT A 
 




VSS 2002 FUNCTIONAL REQUIREMENTS MATRIX 
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FEC 
Req. No. 




Requirement 
Volume 1, FECVSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




2 Functional Capabilities     
2.2 Overall System Capabilities     
2.2.1 Security (Hardware & Software ITA)      
a. Security access controls that limit or detect access to critical system components.        
b. The provided system functions that are executable only in the intended manner and 




order, and only under the intended conditions.     




c. The system’s control logic to prevent a system function from executing, if any 
preconditions to the function have not been met.     




d. The safeguard that protects against tampering during system repair, or interventions 
in system operations, in response to system failure.     




e. The security provisions that are compatible with the procedures and administrative 
tasks involved in equipment preparation, testing, and operation.     




f. Access to a system function that is restricted or controlled.     
g. Mandatory administrative procedures for effective system security.     
2.2.2 Accuracy (Hardware & Software ITA)     
2.2.2.1 Common Standards to Ensure Vote Accuracy     
a. Recording the election contests, candidates, and issues exactly as defined by 




election officials.     




b. Recording the appropriate options for casting and recording votes.     
c. Recording of each vote precisely as indicated by the voter and have the ability to 




produce an accurate report of all votes cast.     




d. Control logic and data processing methods incorporation parity and check sums (or 
equivalent error detection and correction methods) to demonstrate the system has 
been designed for accuracy. 




    




e. The software that monitors the overall quality of data read-write and transfer quality 
status, checking the number and types of errors that occur in any of the relevant 
operations on data and how they were corrected. 




    




2.2.2.2 DRE System Standards      
 Voting devices record and retain redundant copies of the original ballot image     
2.2.3 Error Recovery (Hardware ITA)     
a. Restoration of the device to the operating condition existing immediately prior to an 




error or failure, without loss or corruption of voting data previously stored in the 
device 




    




b. Resumption of normal operation following the correction of a failure in a memory 
component, or in a data processing component, including the central processing unit     




c. Recovery from any other external condition that causes equipment to become 
inoperable, provided that catastrophic electrical or mechanical damage due to 
external phenomena has not occurred. 




    




2.2.4 Integrity (Hardware ITA)     
2.2.4.1 Common Standards to Ensure System Integrity     
a. Protection, by a means compatible with these Standards, against a single point of 




failure that would prevent further voting at the polling place.      




b. The interruption of electronic power     
c. Protection against generated or induced electromagnetic radiation;     
d. Protection against ambient temperature and humidity fluctuations;     
e.  Protection against failure of any data input or storage device.      
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f. Against any attempt at improper data entry or retrieval     
g. To ensure that the reports of any normal or abnormal events are correct.     
h. Maintenance of a permanent record of original audit data that cannot be bypassed or 




turned off.     




i. To detect and record every event     
j. Detecting and reporting of system status and degree of operability by built-in 




measurement, self-test, and diagnostic software and hardware     




2.2.4.2 DRE Systems Standards     
a. Maintenance of a record of each ballot cast using a process and storage location 




that differs from the main vote detection, interpretation, processing, and reporting 
path 




    




b. Provision of a capability to retrieve ballot images in a form readable by humans     
2.2.5 System Audit (Hardware & Software ITA)     
2.2.5.1 System Audit Purpose and Context     
 System’s characteristics documented in sufficient detail for ITAs and system users to 




evaluate the adequacy of the system’s audit trail.     




2.2.5.2 Operational Requirements     
 Audit records are prepared for all phases of election operations performed using 




devices controlled by the jurisdiction or its contractors. (Includes ballot preparation, 
election definition, system readiness tests, voting, and ballot-counting operations.) 




    




2.2.5.2.1 Time, Sequence, and Preservation of Audit Records     
a. Active real-time audit record.      
b. The DRE has a real time clock.     
c. All systems documented that audit record entries include the time-and-date stamp.      
d. The audit records documented for availability.      
e. Audit records shall not be terminated or altered by program control.     
f. System not affected by interruption of power.     
g. Printable copy of the audit record.     
2.2.5.2.2 Error messages     
a. Generation, storage and reporting of all error messages as they occur to the user     
b. All error messages requiring intervention by an operator or precinct official are 




displayed or printed unambiguously in easily understood language text, or by means 
of other suitable visual indicators.  




    




c. System use of numerical error codes for trained technician maintenance or repair 
containing the text corresponding to the code is self-contained, or affixed inside the 
unit device.   




   




d. All error messages written clearly.       
e. The message cue for all systems shall clearly state the action to be performed in the 




event that voter or operator response is required.       




f. That an erroneous response would not lead to irreversible error.     
g. Nested error conditions are corrected in a controlled sequence such that system 




status shall be restored to the initial state existing before the first error occurred.     




2.2.5.2.3 Status Messages     
 The display and report of critical status messages use unambiguous indicators or 




English language.     




 For the capability of status messages as part of the real-time audit record     
 For the capability for a jurisdiction to designate critical status messages     
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2.2.5.3 COTS operation system (common off the shelf)     
 The local terminal (display screen and keyboard) and external connection devices 




(network cards and ports) configuration only for authorized, identified users     




 The operating system audit is enabled for all session openings and closings.  For all 
process executions and terminations, and for the alteration or deletion of any 
memory or file object.  




   




 The system is configured to execute only intended and necessary processes during 
the execution of election software.    




 The system has been configured to halt election software processes upon the 
termination of any critical system process (such as system audit) during the 
execution of election software.   




   




2.2.6 Election Management System  (Software ITA)      
a. Definition of the political subdivision boundaries and multiple election districts, as 




indicated in the system documentation.     




b. Identification of contests, candidates, and issues.     
c. Definition of ballot formats and appropriate voting options.     
d. Generation of ballots and election-specific programs for vote recording and vote 




counting equipment.     




e. Installation of ballots and election-specific programs.     
f. Validation that ballots and programs have been properly prepared and installed.     
g. Accumulated vote totals at multiple reporting levels as indicated in the system 




documentation.     




h. Generation of post-voting reports per Section 2.5.     
i. Process and produce audit reports of the data indicated in Section 4.5.     
2.2.7  Accessibility (Hardware ITA)     
2.2.7.1 Common Standards     




 The voting system meets the following conditions:  
a. Where clear floor space only allows forward approach to an object, the 




maximum high forward reach allowed shall be 48 inches.  The minimum low 
forward reach is 15 inches. 




b. Where forward reach is over an obstruction with knee space below, the 
maximum level forward reach is 25 inches.  When the obstruction is less 
than 20 inches deep, the maximum high forward reach is 48 inches.  When 
the obstruction projects 20 to 25 inches, the maximum high forward reach is 
44 inches. 




c. The position of any operable control is determined with respect to a vertical 
plane that is 48 inches in length, centered on the operable control, and at the 
maximum protrusion of the product within the 48-inch length. 




d. Where any operable control is 10 inches or less behind the reference plane, 
have a height that is between 15 inches and 54 inches above the floor. 




e. Where any operable control is more than 10 inches and not more than 24 
inches behind the reference plane, have a height between 15 inches and 46 
inches above the floor. 




f. Have operable controls that are not more than 24 inches behind the 
reference plane. 




   




2.2.7.2 DRE Standards for      
 Audio Information and Stimulus     
a. Voter is not required to bring own assistive technology to a polling place.     
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b.1. System communicates the complete content of the ballot to the voter.     
b.2.   Provision of instruction to the voter in operation of the voting device.     
b.3. Provision of instruction so that the voter has the same vote capabilities and options 




as those provided by the system to individuals who are not using audio technology     




b.4. For a system that supports write-in voting, enables the voter to review the voter’s 
write-in input, edit that input, and confirm that the edits meet the voter’s intent.     




b.5. That the voter is able to request repetition of any system provided information.     
b.6. System provided and supported headphones, disposable after each use.      
b.7. Providing the audio signal through an industry standard connector for private 




listening using a 1/8 inch stereo headphone jack to allow individual voters to supply 
personal headsets 




    




b.8. Providing a volume control with an adjustable amplification up to a maximum of 105 
dB that automatically resets to the default for each voter     




c. In conformance with FCC Part 68, a wireless coupling for assistive devices used by 
people who are hard of hearing when a system utilizes a telephone style handset to 
provide audio information 




   




d. Meeting the requirements of ANSI C63.19-2001 Category 4 to avoid electromagnetic 
interference with assistive hearing devices    




 Electronic Image Displays     
e.1. Adjustment of the contrast settings    
e.2. Adjustment of color settings, when color is used    
e.3. Adjustment of the size of the text so that the height of capital letters varies over a 




range of 3 to 6.3 millimeters     




f.1. Tactilely discernible without activating the controls or keys.     
f.2. Operability with one hand and not require tight grasping, pinching, or twisting of the 




wrist.     




f.3. Requiring a force less than 5 lbs (22.2 N) to operate.     
f.4. Provides no key repeat function.     
g. For a system that requires a response by a voter in a specific period of time, alert the 




voter before this time period has expired and allow the voter additional time to 
indicate that more time is needed 




   




h. For a system that provides sound cues as a method to alert the voter about a certain 
condition, such as the occurrence of an error, or a confirmation, the tone shall be 
accompanied by a visual cue for users who cannot hear the audio prompt 




   




i. Providing a secondary means of voter identification or authentication when the 
primary means of doing so uses biometric measures that require a voter to possess 
particular biological characteristics 




   




2.2.8 Vote Tabulating Program (Hardware Functional & Software System Level)     
a. Monitoring of system status and generating machine-level audit reports     
b. Accommodating device control functions performed by polling place officials and 




maintenance personnel     




c. Registering and accumulating votes     
d. Accommodating variations in ballot counting logic     
2.2.8.2 Voting Variation      
a. Support of closed primaries.     
b. Support of open primaries.     
c. Support of partisan offices.     
d. Support of non-partisan offices.     
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e. Support of write-in voting.     
f. Support of primary president.     
g. Support of ballot rotation.     
h. Support of straight party voting.     
i. Support of cross-party endorsement     
j. Support of split precincts.     
k. Support of vote for N of M.     
l. Support of recall issues with options.     
m. Support of cumulative voting.     
n. Support of ranked over voting.     
o. Support of provisional or challenged ballots.     
2.2.9 Ballot Counter  (Hardware Functional)     
a. The counter is able to be set to zero before any ballots are submitted for tally     
b. The counter records the number of ballots cast during a particular test cycle or 




election     




c. The counter increases the count only by the input of a ballot     
d. Prevention or disabling the resetting of the counter by any person other than 




authorized persons at authorized points     




e. The counter is visible to designated election officials     
2.2.10 Telecommunications (Hardware Functional & Software System Level Test.)     
 Transmission of data during pre-voting, voting or post-voting activities includes 




capabilities to ensure data are transmitted with no alternation or unauthorized 
disclosure during transmission for:  




• Voter Authentication 
• Ballot Definition 
• Vote Transmission to Central Site 
• Vote Count  
• List of Voters 




    




2.3 Pre-voting Functions     
2.3.1 Ballot Preparation (Software ITA)     
2.3.1.1 General Capabilities     
 Systems provide the general capability for ballot preparation, ballot formatting and 




ballot production.     




2.3.1.1.1 Common Standards     
a. Automatic formatting of ballots in accordance with the requirements for offices, 




candidates, and measures qualified to be placed on the ballot for each political 
subdivision and election district. 




    




b. The collecting and maintaining: Offices with labels/instructions; Candidate names 
with labels; Issues or measures with their text     




c. Support of the maximum number of potentially active voting positions as indicated in 
the system documentation.     




d. Generating ballots that segregate the choices in partisan races by party affiliation for 
primary election     




e. Generation of ballots containing identifying codes or marks uniquely associated with 
each format.     




f. Vote response fields, selection buttons, or switches properly align with the specific 
candidate names and/or issues printed on the ballot display, ballot card or sheet, or     
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separate ballot pages. 
2.3.1.1.2 Paper-Based System Standards     
a. Voters are able to make selections by punching a hole or by making a mark in areas 




designated for this purpose upon each ballot card or sheet.    




b. Punchcard systems, to ensure that the vote response fields can be properly aligned 
with punching devices used to record votes.    




c. Marksense systems ensure that the timing marks align properly with the vote 
response fields.    




2.3.1.2 Ballot Formatting      
a. Creation of newly defined elections     
b. Rapid and error-free definition of elections and their associated ballot layouts     
c. Uniform allocation of space and fonts used for each office, candidate, and contest 




such that the voter perceives no active voting position to be preferred to any other.     




d. Simultaneous display of the maximum number of choices for a single contest as 
indicated by the vendor in the system documentation     




e. Retention of previously defined formats for an election     
f. Prevention of unauthorized modification of any ballot formats     
g. Modification by authorized persons of a previously defined ballot format for use in a 




subsequent election     




2.3.1.3 Ballot Production      
2.3.1.3.1 Common Standards     
a. The electronic display or printed document on which the user views the ballot is 




capable of rendering an image of the ballot in any of the languages required by The 
Voting Rights Act of 1965. 
The following Languages were displayed during test: English, Spanish 




    




b. The electronic display or printed document on which the user views the ballot does 
not show any advertising or commercial logos of any kind, whether public service, 
commercial, or political, unless specifically provided for in State law. Electronic 
displays shall not provide connection to such material through hyperlink 




    




c. The ballot conforms to vendor specifications for type of paper stock, weight, size, 
shape, size and location of punch or mark field used to record votes, folding, bleed 
through, and ink for printing if paper ballot documents or paper displays are part of 
the system 




   




2.3.1.3.2 Paper-Based System Standards     
a. Specifications for ballot materials to ensure vote selections are read from a single 




ballot at a time.    




2.3.2 Election Programming (Software ITA) Process by which election officials or their 
designees use election databases and vendor system software to logically define the 
voter choices associated with the contents of the ballots 




    




a. Logical definition of the ballot, including the definition of the number of allowable 
choices for each office and contest     




b. Logical definition of political and administrative subdivisions, where the list of 
candidates or contests varies between polling places     




c. Exclusion of any contest on the ballot in which the voter is prohibited from casting a 
ballot because of place of residence, or other such administrative or geographical 
criteria 




    




d. Ability to select from a range of voting options to conform to the laws of the 
jurisdiction in which the system will be used     
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e. Generation of all required master and distributed copies of the voting program, in 
conformance with the definition of the ballots for each voting device and polling 
place, and for each tabulating device 




    




2.3.3 Ballot and Program Installation and Control     
 All systems provide a means of installing ballots and programs on each piece of 




polling place or central count equipment according to the ballot requirements of the 
election and the jurisdiction.  




    




a. Documented a detailed work plan providing a schedule and steps for the software 
and ballot installation, including a table outlining the key dates, events and 
deliverables. 




    




b. Capability for automatically verifying that the software has been properly selected 
and installed in the equipment or in programmable memory devices and for 
indicating errors.  




    




c. The capability for automatically validating that software correctly matches the ballot 
formats that it is intended to process, for detecting errors, and for immediately 
notifying an election official of detected errors.  




    




2.3.4 Readiness Testing (Hardware Functional & Software System Level)     
2.3.4.1 Standards     
a. Voting machines or vote recording and data processing equipment, precinct count 




equipment, and central count equipment are properly prepared for an election, and 
collect data that verifies equipment readiness 




    




b. Obtaining status and data reports from each set of equipment     
c. The correct installation and interface of all system equipment     
d. That hardware and software function correctly     
e. Generating consolidated data reports at the polling place and higher jurisdictional 




levels     




f. Segregating test data from actual voting data, either procedurally or by 
hardware/software features     




 Resident test software, external devices, and special purpose test software 
connected to or installed in voting devices to simulate operator and voter functions 
used for these tests meeting the following standards: 




a. These elements shall be capable of being tested separately, and shall be 
proven to be reliable verification tools prior to their use; and 




b. These elements shall be incapable of altering or introducing any residual 
effect on the intended operation of the voting device during any succeeding 
test and operational phase. 




    




2.3.4.2 Paper-Based Systems     
a. Support of conversion testing that uses all potential ballot positions as active 




positions    




b. Support of conversion testing of ballots with active position density for systems 
without pre-designated ballot positions    




2.3.5 Verification at Polling Place (Hardware Functional & Software System Level)     
 All systems provide a formal record of the following, in any media, upon verification 




of the authenticity of the command source: 
a. The election's identification data; 
b. The identification of all equipment units; 
c. The identification of the polling place; 
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d. The identification of all ballot formats; 
e. The contents of each active candidate register by office and of each active 




measure register at all storage locations (showing that they contain only 
zeros); 




f. A list of all ballot fields that can be used to invoke special voting options; and 
g. Other information needed to confirm the readiness of the equipment, and to 




accommodate administrative reporting requirements 
a. Capability to test all voting devices to confirm no hardware or software failures.     
b. Test that the device is activated for accepting votes.     
 For equipment that consolidates polling place data at one or more central counting 




places, there is verification for the correct extraction of voting data from transportable 
memory devices or transmission of secure data over secure communication links. 




    




2.3.6 Verification at Central Location (Software ITA)     
 Any equipment used in a central count environment provides a printed record of: 




a. The election's identification data; 
b. The contents of each active candidate register by office and of each active 




measure register at all storage locations (showing that they contain only 
zeros); 




c. Other information needed to confirm the readiness of the equipment, and to 
accommodate administrative reporting requirements 




    




2.4 Voting Functions     
2.4.1. Opening the Polls (Hardware Functional & Software System Level)     
2.4.1.1 Opening the Polling Place (Precinct Count Systems)      
a. An internal test or diagnostic capability to verify that all of the polling place tests 




specified in 2.3.5 have been successfully completed.     




b. Automatic disabling any device that has not been tested until it has been tested.    
2.4.1.2 Paper-Based System Standards     
2.4.1.2.1 All Paper-Based systems     
 Ballot punching or marking devices.    
2.4.1.2.2 Precinct Count Paper-Based Systems     
b. Correct activation and proper function.    
c. The system identifies device failures.    
2.4.1.3 DRE System Standards     
a. Security seal, password, or data code to verify that they prevent the inadvertent or 




unauthorized actuation of poll-opening functions.     




b. Enforcing the execution of steps in the proper sequence     
c. Verifying the system has been activated correctly     
d. Verifying that the DRE will identify system failure and any corrective action needed     
2.4.2 Activating the Ballot (DRE Systems) (Hardware Functional & Software System 




Level)     




a. Election officials are able to control the content of the ballot presented to the voter, 
either printed form or electronic display, such that each voter is permitted to record 
votes only in contests in which that voter is authorized to vote 




    




b. Each eligible voter is allowed to cast a ballot     
c. A voter is prevented from voting on a ballot to which s/he is not entitled     
d. A voter may not cast more than one ballot in the same election     
e. The casting of a ballot in a general election     
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f. The ability to select the ballot that is appropriate to the party affiliation declared by 
the voter in a primary election     




g. Activation of all parts of the ballot upon which the voter is entitled to vote     
h. Disabling of all parts of the ballot upon which the voter is not entitled to vote     
2.4.3 Casting a Ballot (Hardware Functional & Software System Level)     
2.4.3.1 Casting Ballot Common Standards     
a. Text provided is at least 3 millimeters high and provide the capability to adjust or 




magnify the text to an apparent size of 6.3 millimeters     




b. Protection of the secrecy of the vote. The system cannot reveal any information 
about a particular voter’s vote, except as otherwise required by individual State law     




c. The recorded selection and non-selection (undervote) of individual vote choices for 
each contest and ballot measure     




d. A record of the voter’s selection of candidates whose names do not appear on the 
ballot, if permitted under State law, and record as many write-in votes as the number 
of candidates the voter is allowed to select 




    




e. In the event of a failure of the main power supply external to the voting system, 
provide the capability for any voter who is voting at the time to complete casting a 
ballot, allow for the graceful shutdown of the voting system without loss or 
degradation of the voting and audit data, and allow voters to resume voting once the 
voting system has reverted to back-up power 




    




f. Provision for voters to continue cast ballots in the event of a failure of a 
telecommunications connection within the polling place or between the polling place 
and any other location 




   




2.4.3.2  Paper Based System Standards     
2.4.3.2.1 All Paper-Based Systems     
a. The voter is able to easily identify the voting field that is associated with each 




candidate or ballot measure response    




b. The voter is able to punch or mark the ballot to register a vote    
c. Neither the voter nor the appropriate election official is able to place the voted ballot 




into the ballot counting device (precinct count systems) or a secure receptacle 
(central count systems); 




   




d. Protection of the secrecy of the vote throughout the process    
2.4.3.2.2 Precinct Count Paper-Based Systems     
a. Feedback provided to the voter identifies specific contests or ballot issues for which 




an overvote or undervote is detected    




b. The provision to allow the voter, at the voter’s choice, to vote a new ballot or submit 
the ballot ‘as is’ without correction    




c. The provision to allow an authorized election official to turn off the capabilities 
defined in the two prior provisions.     




2.4.3.3 DRE Systems Standards      
a. Prohibiting the voter from accessing or viewing any information on the display screen 




that has not been authorized by election officials and preprogrammed into the voting 
system (i.e., no potential for display of external information or linking to other 
information sources) 




    




b. Enabling the voter to easily identify the selection button or switch, or the active area 
of the ballot display that is associated with each candidate or ballot measure 
response 




    




c. Allowing the voter to select his or her preferences on the ballot in any legal number     
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and combination 
d. Indicating that a selection has been made or canceled     
e. Indicating to the voter when no selection, or an insufficient number of selections, has 




been made in a contest     




f. Prevent the voter from overvoting     
g. Notifying the voter when the selection of candidates and measures is completed     
h. Allowing the voter, before the ballot is cast, to review his or her choices and, if the 




voter desires, to delete or change his or her choices before the ballot is cast     




i. Electronic image displays, prompt the voter to confirm the voter's choices before 
casting his or her ballot, signifying to the voter that casting the ballot is irrevocable 
and directing the voter to confirm the voter’s intention to cast the ballot 




    




j. Notifying the voter after the vote has been stored successfully that the ballot has 
been cast     




k. Notifying the voter that the ballot has not been cast successfully if it is not stored 
successfully, including storage of the ballot image, and provide clear instruction as to 
the steps the voter should take to cast his or her ballot should this event occur 




    




l. Providing sufficient computational performance to provide responses back to each 
voter entry in no more than three seconds     




m. The votes stored accurately represent the actual votes cast     
n. Preventing modification of the voter’s vote after the ballot is cast     
o. Providing a capability to retrieve ballot images in a form readable by humans (in 




accordance with the requirements of Section 2.2.2.2 and 2.2.4.2)     




p. Incrementing the proper ballot position registers or counters     
q. Protecting the secrecy of the vote throughout the voting process     
r. Prohibiting access to voted ballots until after the close of polls     
s. Providing the ability for election officials to submit test ballots for use in verifying the 




end-to-end integrity of the system     




t. Isolating test ballots such that they are accounted for accurately in vote counts and 
are not reflect in official vote counts for specific candidates or measures     




2.5 Post-Voting Functions      
2.5.1 Closing the Polling Place (Precinct Count) (Hardware Functional & Software 




System Level) 
    




a. Preventing the further casting of ballots once the polling place has closed     
b. Providing an internal test that verifies that the prescribed closing procedure has been 




followed, and that the device status is normal     




c. Incorporating a visible indication of system status     
d. Producing a diagnostic test record that verifies the sequence of events, and indicates 




that the extraction of voting data has been activated     




e. Precluding the unauthorized reopening of the polls once the poll closing has been 
completed for that election     




2.5.2 Consolidating Vote Data (Software ITA)     
 All systems provide a means to consolidate vote data from all polling places, and 




optionally from other sources such as absentee ballots, provisional ballots, and voted 
ballots requiring human review (e.g., write-in votes). 




    




2.5.3 Producing Reports (Hardware & Software ITA)     
 Reports summarizing the data on multiple levels.     
2.5.3.1 Standards     
a. Support of geographic reporting, which requires the reporting of all results for each     
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contest at the precinct level and additional jurisdictional levels (Precinct level only 
verified) 




b. Producing a printed report of the number of ballots counted by each tabulator     
c. Producing a printed report for each tabulator of the results of each contest that 




includes the votes cast for each selection, the count of undervotes, and the count of 
overvotes. 




    




d. Producing a consolidated printed report of the results for each contest of all votes 
cast (including the count of ballots from other sources supported by the system as 
specified by the vendor) that includes the votes cast for each selection, the count of 
undervotes, and the count of overvotes. (Function of EMS) 




    




e. Producing a consolidated printed report of the combination of overvotes for any 
contest that is selected by an authorized official (e.g.; the number of overvotes in a 
given contest combining candidate A and candidate B, combining candidate A and 
candidate C, etc.) 




   




f. Producing all system audit information required in Section 4.5 in the form of printed 
reports, or in electronic memory for printing centrally     




g. Preventing data from being altered or destroyed by report generation, or by the 
transmission of results over telecommunications lines. (Precinct level report 
generation verified only) 




    




2.5.3.2 Precinct Count Systems     
a. Preventing the printing of reports and the unauthorized extraction of data prior to the 




official close of the polling place     




b. Providing a means to extract information from a transportable programmable 
memory device or data storage medium for vote consolidation     




c. Consolidating the data contained in each unit into a single report for the polling place 
when more than one voting machine or precinct tabulator is used     




d. Preventing data in transportable memory from being altered or destroyed by report 
generation, or by the transmission of results over telecommunications lines     




2.5.4 Broadcasting Results (Hardware Functional & Software System Level)     
a. Providing only aggregated results, and not data from individual ballots     
b. Providing no access path from unofficial electronic reports or files to the storage 




devices for official data     




c. Clear indication on each report or file that the results it contains are unofficial     
2.6 Maintenance, Transportation and Storage (Hardware ITA)     
 Designed and manufactured to facilitate preventive and corrective maintenance, 




conforming to the hardware standards described in Section 3.     




3 Hardware Standards      
3.2  Performance Requirements      
3.2.1  Accuracy Requirements  (Hardware & Software ITA)     
a. The system can capture, record, store, consolidate and report the specific selections 




and absence of selections, made by the voter for each ballot position without error.  
For all paper-based systems: 




1. Scanning ballot positions on paper ballots to detect selections for individual 
candidates and contests; 




2. Conversion of selections detected on paper ballots into digital data 




   




b. The system can capture, record, store, consolidate and report the specific selections 
and absence of selections, made by the voter for each ballot position without error. 
For all DRE systems: 
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1. Recording the voter selections of candidates and contests into voting data 
storage; and  




2. Independently from voting data storage, recording voter selections of 
candidates and contests into ballot image storage. 




c. The system can capture, record, store, consolidate and report the specific selections 
and absence of selections, made by the voter for each ballot position without error. 
For precinct-count systems (paper-based and DRE): Consolidation of vote selection 
data from multiple precinct-based systems to generate jurisdiction-wide vote counts, 
including storage and reporting of the consolidated vote data. (Function of EMS 




    




d. The system can capture, record, store, consolidate and report the specific selections 
and absence of selections, made by the voter for each ballot position without error. 
For central-count systems (paper-based and DRE): Consolidation of vote selection 
data from multiple counting devices to generate jurisdiction-wide vote counts, 
including storage and reporting of the consolidated vote data  




   




3.2.2 Environmental Requirements (Hardware ITA)     
3.2.2.1 Shelter Requirements     
 Precinct count systems are designed for storage and operation in any enclosed 




facility ordinarily used as a warehouse or polling place, with prominent instructions 
as to any special storage requirements 




    




3.2.2.2 Space Requirements     
 The arrangement of the voting system does not impede performance of their duties 




by polling place officials, the orderly flow of voters through the polling place, or the 
ability for the voter to vote in private 




    




3.2.2.3 Furnishings and Fixtures     
 Any furnishings or fixtures provided as a part of voting systems, and any 




components provided by the vendor that are not a part of the system but that are 
used to support its storage, transportation, or operation, comply with the design and 
safety requirements of Subsection 3.4.8. 




    




3.2.2.4 Electrical Supply     
a. Components of voting systems that require an electrical supply, precinct count 




systems operate with the electrical supply ordinarily found in polling places 
(120vac/60hz/1) 




    




b. Components of voting systems that require an electrical supply, central count 
systems operate with the electrical supply ordinarily found in central tabulation 
facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 
240vac/60hz/2); 




   




c. Components of voting systems that require an electrical supply, all systems are 
capable of operating for a period of at least two hours on backup power.  The 
capability shall include the provision of all power required to: 




1. Activate voting, record votes, and count ballots (in DRE Systems) 
2. Count ballots (in paper –based systems); 
3. Display all system status and error messages; and  
4. Maintain the contents of program data memory. 




    




3.2.2.5 Electrical Power Disturbance     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data: 




a. Surges of 30% dip @10 ms; 
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b. Surges of 60% dip @100 ms & 1 sec 
c. Surges of >95% interrupt @5 sec;  
d. Surges of +15% line variations of nominal line voltage; and 
e. Electric power increases of 7.5% and reductions of 12.5% of nominal 




specified power supply for a period of up to four hours at each power level. 
3.2.2.6 Electrical Fast Transient     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, electrical fast transients of: 




a. 2 kV AC & DC external power lines; 
b. +1 kV all external wires >3m no control; and 
c. +2 kV all external wires control 




    




3.2.2.7 Lighting Surge     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, surges of: 




a. +2 kV AC line to line; 
b. +2 kV AC line to earth; 
c. +.5 kV DC line to line >10m; 
d. +.5 kV DC line to earth >10m; and 
e. +1 kV I/O sig/control >30m. 




    




3.2.2.8 Electrostatic Disruption     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, is able to withstand ±15 kV air discharge and ±8 kV contact discharge 
without damage or loss of data. (The equipment may reset or have momentary 
interruption so long as normal operation is resumed without human intervention or 
loss of data. Loss of data means votes that have been completed and confirmed to 
the voter.) 




    




3.2.2.9 Electromagnetic Radiation     
 Vote scanning and counting equipment for paper-based systems, and all DRE  




equipment, complies with the Rules and Regulations of the Federal Communications 
Commission, Part 15, Class B requirements for both radiated and conducted 
emissions 




    




3.2.2.10 Electromagnetic Susceptibility     
 Vote scanning and counting equipment for paper-based systems, and all DRE  




equipment, is able to withstand an electromagnetic field of 10 V/m modulated by a  
1 kHz 80% AM modulation over the frequency range of 80 MHz to 1000 MHz, 
without disruption of normal operation or loss of data 




    




3.2.2.11 Conducted RF Immunity     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall withstand, without disruption of normal operation or loss of data, 
conducted RF energy of: 




a. 10V AC & DC power; and 
b. 10V, 20 sig/control >3m. 




    




3.2.2.12 Magnetic Fields Immunity     
 Vote scanning and counting equipment for paper-based systems, and all DRE     
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equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, AC magnetic fields of 30 A/m at 60 Hz 




3.2.2.13 Environmental Control – Operating Environment     
 Equipment used for election management activities or vote counting (including both 




precinct and central count systems) shall be capable of operation in temperatures 
ranging from 50 to 95 degrees Fahrenheit. 




    




3.2.2.14 Environmental Control – Transit and Storage     
 Vote casting or vote counting equipment in a precinct count system, meets specific 




minimum performance standards that simulate exposure to physical shock and 
vibration associated with handling and transportation by surface and air common 
carriers, and to temperature conditions associated with delivery and storage in an 
uncontrolled warehouse environment. 




a. High and low storage temperatures ranging from -4 to +140 degrees 
Fahrenheit, equivalent to MIL-STD-810D, Methods 501.2 and 502.2, 
Procedure I-Storage; 




b. Bench handling equivalent to the procedure of MIL-STD-810D, Method 
516.3, Procedure VI; 




c. Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, 
Category 1- Basic Transportation, Common Carrier; and 




d. Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 
507.2, Procedure I-Natural Hot-Humid. 




    




3.2.2.15 Data Network Requirements     
 When a voting systems uses a local or remote data network all components of the 




network comply with the telecommunications requirements described in Section 5 of 
the Standards and the Security requirements described in Section 6 




    




3.2.3 Election Management System (EMS) Requirements (Software ITA)     
3.2.3.1 Recording Requirements     
 Accurate recording of all election management data entered by the users:  




a. Record every entry made by the user; 
b. Add permissible voter selections correctly to the memory components of the 




device; 
c. Verify correctness of detection of the user selections and the addition of the 




selections correctly to memory; 
d. Add various forms of data entered directly by the election official, such as 




text, line art, logos, and images; 
e. Verify correctness of detection of data entered by the user and the addition 




of the selections to memory; 
f. Preserve the integrity of election management data stored in memory 




against corruption by stray electromagnetic emissions, and internally 
generated spurious electrical signals; and 




g. Log corrected data errors by the system. 




    




3.2.3.2 Memory Stability     
 Method to retain error free data for a period of 22 months.     
3.2.4 Vote Recording Requirements (Hardware Functional & Software System Level)     
3.2.4.1 Common Standards     
 Voting system provides voting booths or enclosures for poll site either as an integral     















Page No. A-17 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




FEC 
Req. No. 




Requirement 
Volume 1, FECVSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




part of the voting system or a component:  
a. Are integral or make provisions for installation of the voting device; 
b. Ensure structure stability against movement, or overturning during entry 




occupancy or exit by a voter; 
c. Provides voter privacy preventing observation of the ballot by any person 




other than the voter; and  
d. Capable of meeting the accessibility requirements of Section 2.2.7.1. 




3.2.4.2 Paper Based Recording Standards      
3.2.4.2.1 Paper Ballot Standards      
 Paper ballots used by paper-based voting systems shall meet the following 




standards: 
a. Punches or marks that identify the unique ballot format, in accordance with 




Section 2.3.1.1.1.c., shall be outside the area in which votes are recorded; 
b. If printed or punched alignment marks are used to locate the vote response 




fields on the ballot, these marks shall be outside the area in which votes are 
recorded, and 




c. The TDP shall specify the required paper stock, size, shape, opacity, color, 
watermarks, field layout, orientation, size and style of printing, size and 
location of punch or mark fields used for vote response fields and to identify 
unique ballot formats, placement of alignment marks, ink for printing, and 
folding and bleed-through limitations for preparation of ballots that are 
compatible with the system. 




   




3.2.4.2.2 Punching Devices      
 Punching devices used by voting systems shall: 




a. Be suitable for the type of ballot card specified; 
b. Facilitate the clear and accurate recording of each vote intended by the 




voter;  
c. Be designed to avoid excessive damage to vote recorder components; and 
d. Incorporate features to ensure that chad/debris is removed, without damage 




to other parts of the ballot card. 




   




3.2.4.2.3 Marking Devices      
 Documented specifications for ballot marking devices for making the prescribed form 




of mark to meet the performance requirements for accuracy, including: 
a. Specific characteristics of marking devices that affect readability of marked 




ballots; 
b. Performance capabilities with regard to each characteristic; and 
c. For marking devices manufactured by multiple external sources, a listing of 




sources and model numbers that are compatible with the system. 




   




3.2.4.2.4 Frames or Fixtures for Punchcard Ballots      
 The frame or fixture for Punchcard Ballots shall: 




a. Hold the ballot card securely in its proper location and orientation for voting; 
b. When contests not directly printed on the ballot card incorporate ballot label 




pages the identified offices and issues correspond and are aligned with the 
assigned voting fields; and 




c. Incorporate a template to preclude perforation of the card except in the 
specified voting fields; a mask to allow punches only in fields designated 
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by the format of the ballot; and a backing plate for the capture and 
removal of chad.  The requirement may be satisfied by equipment of a 
different design if it achieves the same result for: 




1. Positioning the card; 
2. Association of ballot label information with corresponding punch fields; 
3. Enabling only those voting fields that correspond to the format of the 




ballot;  
4. Punching the fields and the positive removal of chad. 




3.2.4.2.5 Frames or Fixtures for Printed Ballots      
 Frame or fixture for printed ballot cards is optional.  If such a device is provided, it 




shall: 
a. Be of any size and shape consistent with its intended use; 
b. Position the card properly; 
c. Hold the ballot card securely in its proper location and orientation for voting; 
and 
d. Comply with the design and construction requirements in Section 3.4. 




   




3.2.4.2.6 Ballot Boxes and Ballot Transfer Boxes     
 Ballot boxes and ballot transfer boxes serving as secure containers for the storage 




and transportation of voted ballots, shall: 
a. Be of any size, shape, and weight commensurate with their intended use; 
b. Incorporate locks or seals, and specifications in the system documentation; 
c. Provide specific points where ballots are inserted, with all other points on the 




box constructed in a manner that prevents ballot insertion; and 
d. For precinct count systems, contain separate compartments for segregating 




unread ballots, ballots with write-in votes, or irregularities that may require 
special handling or processing. In lieu of compartments, conversion 
processing may mark such ballots with an identifying spot or stripe to 
facilitate manual segregation. 




   




3.2.4.3 DRE Systems Recording Requirements     
3.2.4.3.1 Activity Indicator     
 An audible or visible activity indicator provides status that : 




a. The device has been activated for voting; 
b. The device is in use. 




    




3.2.4.3.2 DRE System Vote Recording     
a. While protecting the anonymity of the voter, DRE systems contain all mechanical, 




electromechanical, and electronic components; software and controls required to 
detect and record the activation of selections made by the voter in the process of 
voting and casting a ballot. 




    




b. While protecting the anonymity of the voter, DRE systems incorporate redundant 
memories to detect and allow correction of errors caused by the failure of any of the 
individual memories 




    




c. While protecting the anonymity of the voter, DRE systems provide at least two 
processes that record the voter’s selections that: 




1. To the extent possible, are isolated from each other; 
2. Designate one process and associated storage location as the main vote 




detection, interpretation, processing and reporting path; and 
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Use a different process to store ballot images, for which the method of recording 
may include any appropriate encoding or data compression procedure consistent 
with the regeneration of an unequivocal record of the ballot as cast by the voter. 




d. While protecting the anonymity of the voter, DRE systems provide a capability to 
retrieve ballot images in a form readable by humans; and      




e. All processing and storage protects the anonymity of the voter.     
3.2.4.3.3 Recording Accuracy     
 DRE systems meet the requirements for recording accurately each vote and ballot 




cast: 
a. Detect every selection made by the voter; 
b. Correctly add permissible selections to the memory components of the 




device; 
c. Verify the correctness of the detection of the voter selections and the 




addition of the selections to memory; 
d. Achieve an error rate not to exceed the requirement indicated in Section 




3.2.1;  
e. Preserve the integrity of voting data and ballot images (for DRE machines) 




stored in memory for the official vote count and audit trail purposes against 
corruption by stray electromagnetic emissions, and internally generated 
spurious electrical signals; and 




f. Maintain a log of corrected data. 




    




3.2.4.3.4 Recording Reliability     
 The DRE system records votes accurately at its maximum rated processing volume 




for a specified period of time in accordance with the requirements of 3.4.3     




3.2.5 Paper based Conversion Requirements (Hardware & Software ITA)     
3.2.5.1 Ballot Handling  (Hardware Polling Place & Software Central Count)     
 Ballot handling consists of a ballot card’s acceptance, movement through the read 




station and transfer into a collection station or receptacle.    




3.2.5.1.1 Capacity (Central Count)     
 Central count system capacity and the capacity for individual components that 




impact the overall capacity.    




3.2.5.1.2 Exception Handling (Central Count)     
 An unreadable ballot or a write-in vote all central count paper-based systems shall: 




a. Outstack the ballot, or 
b. Stop the ballot reader and display a message prompting the election official 




or designee to remove the ballot, or 
c. Mark the ballot with an identifying mark to facilitate its later identification. 




   




 The voting systems provides a capability that can be activated by an authorized 
election official to identify ballots containing overvotes, blank ballots, and ballots 
containing undervotes in a designated race.  If enabled, these capabilities shall 
perform one of the above actions in response to the indicated condition 




   




3.2.5.1.3 Exception Handling (Precinct Count) (Hardware Function & Software System Level)     
a. All paper based precinct count systems in response to an unreadable or blank ballot, 




return the ballot and provide a message prompting the voter to examine the ballot;    




b. All paper based precinct count systems in response to an unreadable or blank ballot, 
In response to a ballot with a write-in vote, segregate the ballot or mark the ballot    
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with an identifying mark to facilitate its later identification; 
c. Paper based precinct count systems in response to a ballot with an overvote the 




system: 
1. Provide a capability to identify an overvoted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the overvote; and  
5. Provide a means for an authorized election official to deactivate this 




capability entirely and by contest; and 




   




d. Paper based precinct count systems in response to a ballot with an undervote the 
system: 




1. Provide a capability to identify an under voted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the undervote. 
5. Provide a means for an authorized election official to deactivate this 




capability. 




   




3.2.5.1.4 Multiple Feed Prevention  (Hardware Polling Place & Software Central Count)     
a. If multiple fees are detected, the card reader halts in a manner that permits the 




operator to remove the unread cards causing the error and reinsert them in the card 
input hopper. 




   




b. The frequency of multiple feeds with ballots intended for use with the system does 
not exceed l in 10,000.    




3.2.5.2 Ballot Reading Accuracy      
a. Paper-based systems detect punches or marks that conform to vendor specifications 




with an error rate not exceeding the requirement indicated in Section 3.2.1;    




b. Paper-based systems ignore, and not record, extraneous perforations, smudges, 
and folds;    




c. Paper-based systems, reject ballots that meet all vendor specifications at a rate not 
to exceed 2 percent.    




3.2.6 Processing Requirements (Hardware & Software ITA)     
3.2.6.1 Paper Based Processing Requirements      
3.2.6.1.1 Processing Accuracy     
d. Vote selection error rate shall not exceed the requirement indicated in Section 3.2.1.    
3.2.6.2 DRE System Processing Requirements      
3.2.6.2.1 Processing Speed     




a. DREs operate at a speed sufficient to respond to any operator and voter input 
without perceptible delay (no more than three seconds)     




b. Local consolidation of polling place data does not exceed five minutes for each 
device in the polling place.     




3.2.6.2.2 Processing Accuracy     
a. Processing accuracy for all operations to consolidate voting data after the polling 




places have closed: produce reports that are completely consistent, with no 
discrepancy among reports of voting device data produced at any level;  




    




b. Processing accuracy for all operations to consolidate voting data after the polling 
places have closed, produce consolidated reports containing absentee, provisional, 
or other voting data that are similarly error-free. Any discrepancy, regardless of 
source, is resolvable to a procedural error, to the failure of a non-memory device, or 
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to an external cause. 
3.2.6.2.3 Memory Stability     
 DRE system memory devices have demonstrated error-free data retention. (Error 




free data retention may be achieved by use of redundant memory elements, 
provided that the capability for conflict resolution or correction among elements is 
included).  




    




3.2.7 Reporting Requirements (Hardware & Software ITA)     
3.2.7.1 Removable Storage Memory     
 Storage media that can be removed from the voting system and transported to 




another location for readout and report generation, demonstrate error-free retention 
under the environmental conditions for operation and non-operation contained in 
Section 3.2.2.  Examples:  programmable read-only memory (PROM), random 
access memory (RAM) with battery backup, magnetic media, or optical media. 




    




3.2.7.2 Printers     
 Printers used to produce reports of the vote count shall be capable of producing: 




a. Alphanumeric headers; 
b. Election, office and issue labels; and 
c. Alphanumeric entries generated as part of the audit record. 




    




3.2.8 Vote Data Management Requirements (Software ITA)     
3.2.8.1 Data File Management     
a. Integration of voting data files with ballot definition files     
b. Verification of file compatibility.     
c. Editing and updating of files as required.:     
3.2.8.2 Data Report Generation     
 Generation of output reports at the device, polling place and summary levels, with 




provisions of administrative and judicial subdivisions as requirement by the 
jurisdiction 




    




3.3 Physical Characteristics     
3.3.3 Transport and Storage of Precinct Systems (Hardware ITA)     
a. The precinct system provides a means to safely and easily handle, transport, and 




install polling place equipment (example: wheels or handles.) 
    




b. The precinct system includes/uses a protective enclosure capable of withstanding: 
1) Impact, shock and vibration loads accompanying surface and air transportation; 




and 
2) Stacking loads accompanying storage. 




    




3.4 Design, Construction, and Maintenance Characteristics     
3.4.1 Materials Process and Parts (Hardware ITA)     
a. All voting system is designed and constructed so that the frequency of equipment 




malfunctions and maintenance requirements are reduced to the lowest level 
consistent with cost constraints. 




    




b. & c. All voting systems: 
Include, an approved parts list; and  
exclude parts or components not included in the approved parts list. 




    




3.4.2 Durability (Hardware ITA)     
 System is designed to withstand normal use without deterioration and without 




excessive maintenance cost for a period of 10 years.      




3.4.3 Reliability (Hardware Polling Place, Software Central Count)     
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 In a vendor specified test period, during equipment operation (equipment set up, 
readiness testing and election operations):  




a. The voting system did not lose one or more functions; 
b. There was no degradation of performance such that the device was unable 




to perform its intended function for longer than 10 seconds. 




    




3.4.4 Maintainability (Hardware ITA)     
3.4.4.1 Physical Attributes     
a. Labels and the identification of test points are present     
b. Built-in test and diagnostic circuitry or physical indicators of condition are provided.     
c. Labels and alarms related to failures are present.     
d. Features that allow non-technicians to perform routine maintenance tasks (such as 




update of the system database) are present.     




3.4.4.2 Additional Attributes     
a. Non-technicians can detect equipment failures without difficulty.     
b. Trained technician can diagnose problems without difficulty.     
c. The voting system exhibits a low false alarm rate (indication of non-existent 




problems) 
    




d. Components can be accessed for replacement, without difficulty.     
e. Adjustments and alignments can be performed without difficulty.     
3.4.5 Availability  (Hardware & Software ITA)      
a. Paper based voting systems and supporting software respond to operational 




commands and accomplish the functions of  
1. Recording voter selections (such as by ballot marking or punch) 
2. Scanning the punches or marks on paper ballots and converting them into 




digital data 




   




b. DRE voting systems and supporting software respond to operational commands and 
accomplish the functions of recording and storing the voter’s ballot selections.     




c. DRE and paper-based precinct count systems and supporting software respond to 
operational commands and accomplish the functions of consolidation of vote 
selection data from multiple precinct-based systems, generate jurisdiction-wide vote 
counts, store and report the consolidated vote data. 




    




d. DRE and paper-based central count systems and supporting software respond to 
operational commands and accomplish the functions of consolidation of vote 
selection data from multiple counting devices generate jurisdiction-wide vote counts, 
store and report the consolidated vote data 




    




 The voting system achieved at least a 99% inherent availability (Ai) during normal 
operation for the functions indicated above, i.e. Ai = (MTBF)/(MTBF + MTTR). 
i.e. Mean Time Between Failure (MTBF), Mean Time to Repair (MTTR). 




    




 Specification of a typical system configuration used to assess availability and: 
1. The recommended number and locations of spare devices/components 




inventory for repair during periods of system operation; 
2. The recommended number and locations of available qualified maintenance 




personnel to support repair calls during system operation; and 
3. The organizational affiliation (i.e., jurisdiction, vendor) of qualified 




maintenance personnel 




    




3.4.7 Workmanship     
 Practices and procedures used to ensure:     
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• Products are free from damage or defect making them unsatisfactory for 
their intended purpose;  




• Components from external suppliers are free from damage or defect making 
them unsatisfactory for their intended purpose. 




3.4.8 Safety (Hardware ITA)     
a. Design used to eliminate hazards to personnel or the equipment     
b. Detection and correction of defects in design and construction that can result in 




personal injury or equipment damage.      




c. Equipment design for personnel safety is equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act (OSHA), as identified in Title 
29, part 1910, of the Code of Federal Regulations 




    




3.4.9 Human Engineering – Controls and Displays (Hardware & Software ITA)     
a. Controls used by the voter or equipment operator are conveniently located, use 




designs consistent with their functions, and are clearly labeled. Instruction plates are 
provided, if necessary to avoid ambiguity or incorrect actuation. 




    




b. Information or data displays are large enough to be readable by voters and operators 
with no disabilities and by voters with disabilities consistent with the requirements 
defined is Section 2.2.7 of the Standards 




    




c. Status displays meet the same requirements as data displays, and also follow 
conventional industrial practice with respect to color: 




1. Green, blue, or white displays are used for indications of normal status; 
2. Amber indicators are used to indicate warnings or marginal status; and 
3. Red indicators are used to indicate error conditions or equipment states that 




may result in damage or hazard to personnel; and unless the equipment is 
designed to halt under conditions of incipient damage or hazard, an audible 
alarm is also be provided. 




    




d. Color coding is selected to assure correct perception by voters and operators with 
color blindness  (conforms with Appendix B suggested references); and is not used 
as the only means to convey information, indicate an action, prompt a response, or 
distinguishing a visual element. 




    




e. The voting system display does not use flashing or blinking text objects, or other 
elements having a flash or blink frequency, greater than 2 Hz and lower than 55 Hz     




4 Software Standards     
4.1 Scope     
4.1.3 Exclusion (Hardware & Software ITA)     
 For resident software which provides no support of voting system capabilities: 




• The software can be removed, disconnected, or switched so that it cannot 
function while voting system functions are enabled; and 




• Procedures are provided that confirm that the software has been removed, 
disconnected, or switched. 




   




4.2 Software Design and Coding Standards     
4.2.1 Selection of Programming Languages (Hardware & Software ITA)     
 Use of all programming languages.     
4.2.2 Software Integrity (Hardware & Software ITA)     
 Controls to prevent accidental or deliberate attempts to replace executable code:  




• Unbounded arrays or strings I(including buffers used to move data; 
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• Pointer variables: and 
• Dynamic memory allocation and management. 




4.2.3 Software Modularity and Programming (Hardware & Software ITA)     
 Internal coding standards for modularity, including: 




a. A specific function for each module that can be tested and verified in 
dependently of the remainder of the code.  




b. A unique, mnemonic name differing by more than 1 character with header 
comments identifying the module’s purpose, design, conditions, version 
history followed by operation code. 




c. Required resources are contained within the module or identified as input or 
output to the module. 




d. Guidelines for module size. 
e. A single entry and exit point for normal process flow. 
f. Guidelines for process flows with the modules to conform to the control 




structures in Volume II section 5.  




    




4.2.4 Control Constructs (Hardware & Software ITA)     
 Internal coding standards for use of control constructs.      
4.2.5 Naming Conventions (Hardware & Software ITA)     
 Internal coding standards for naming conventions, including: 




a. Object, function, procedure, and variable names, chosen to enhance 
readability and intelligibility.  




b. Consistent used of names in code and documentation. 
c. Unique names within an application., differing by more than 1 character with 




single character names forbidden except those for variables used as loop 
indexes.  Duplicate name may be used where scope of name is unique with 
the application.  Names in shared modules are unique.  




d. Language keywords are not used in any manner inconsistent with the design 
of the language.  




    




4.2.6 Coding Conventions (Hardware & Software ITA)     
 Coding conventions used are either:  




a. Published, reviewed and industry-accepted coding conventions (provide a 
copy to the ITA); or 




b. Internally defined and specified coding conventions (provide a copy to the 
ITA). 




    




4.2.7 Comment Conventions (Hardware & Software ITA)     
 Internal coding standards for comment conventions, including: 




a. All modules contain headers indicating identification of unit and revision 
information. Modules with more than 10 lines of code shall also include: 
1. Purpose of the unit and how it works 
2. Other units called and the calling sequence; 
3. A description of input parameters and outputs; 
4. File references by name and method of access. 
5. Global variables used; and 
6. Date of creation and a revision record.  




b. Descriptive comments identify objects and data types.  At the point of 
declaration, variables have comments explaining their use.  




c. In-line comments facilitate interpretation of functional operations, tests and 
branching; 
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d. Assembly code comments clearly describe the executable lines. 
e. Uniform format of comments, distinguishable from executable code.  




4.3 Data and Document Retention (Software ITA)     
a. & b. During an election, the integrity of vote and audit data is maintained and protected 




against any attempt at improper data entry or retrieval.     




4.4 Audit Record Data      
4.4.1 Pre-election Audit Records (Software ITA)     
 During election definition and ballot preparation, the system shall audit the 




preparation of the baseline ballot formats and modifications to them, a description of 
these modifications, and corresponding dates. 




    




a. The allowable number of selections for an office or issue;     
b. The combinations of voting patterns permitted or required by the jurisdiction     
c. The inclusion or exclusion of offices or issues as the result of multiple districting 




within the polling place     




d. Any other characteristics that may be peculiar to the jurisdiction, the election, or the 
polling place's location     




e. Manual data maintained by election personnel     
f. Samples of all final ballot formats     
g. Ballot preparation edit listings.     
4.4.2 System Readiness Audit Records (Hardware Functional & Software System 




Level)     




a. Prior to the start of ballot counting, a system process shall verify hardware and 
software status and generate a readiness audit record, including the identification of 
the software release, the identification of the election to be processed, and the 
results of software and hardware diagnostic tests 




    




b. In the case of systems used at the polling place, the record shall include the polling 
place's identification     




c. Ballot interpretation logic tests and records the correction installation of ballot 
formats on voting devices.     




d. The software shall check and record the status of all data paths and memory 
locations to be used in vote recording to protect against contamination of voting data     




e. Upon the conclusion of the tests, the software shall provide evidence in the audit 
record that the test data have been expunged     




f. If required and provided, the ballot reader and arithmetic-logic unit shall be evaluated 
for accuracy, and the system shall record the results, allowing the processing, or 
simulated processing, of sufficient test ballots to provide a statistical estimate of 
processing accuracy 




    




g. For systems that use a public network, provide a report of test ballots that includes: 
1. Number of ballots sent; 
2. When each ballot was sent; 
3. Machine from which each ballot was sent; and 
4. Specific votes or selections contained in the ballot. 




   




4.4.3 In-Process Audit Records (Hardware Functional & Software System Level)     
a. Machine generated error and exception messages demonstrate successful recovery, 




including, but are not necessarily limited to: 
1. The source and disposition of system interrupts resulting in entry into 




exception handling routines; 
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2. All messages generated by exception handlers; 
3. The identification code and number of occurrences for each hardware and 




software error or failure; 
4. Notification of system login or access errors, file access errors, and physical 




violations of security as they occur, and a summary record of these events 
after processing; 




5. Other exception events such as power failures, failure of critical hardware 
components, data transmission errors, or other type of operating anomaly 




b. Critical system status messages other than informational messages displayed by the 
system during the course of normal operations, including, but are not limited to: 




1. Diagnostic and status messages upon startup; 
2. The “zero totals” check conducted before opening the polling place or 




counting a precinct centrally; 
3. For paper-based systems, the initiation or termination of card reader and 




communications equipment operation; and 
4. For DRE machines at controlled voting locations, the event (and time, if 




available) of activating and casting each ballot (i.e., each voter's transaction 
as an event). This data can be compared with the public counter for 
reconciliation purposes 




    




c. Non-critical status messages that are generated by the machine's data quality 
monitor or by software and hardware condition monitors     




d. System generated log of all normal process activity and system events that require 
operator intervention, so that each operator access can be monitored and access 
sequence can be constructed. 




    




4.4.4 Vote Tally Data  (Hardware Functional & Software System Level)     
 Voting systems shall meet reporting requirements by providing software capable of 




obtaining data concerning various aspects of vote counting and producing reports of 
them on a printer 




    




a. Vote tally data shall include number of ballots cast, using each ballot configuration, 
by tabulator, by precinct, and by political subdivision     




b. Vote tally data shall include candidate and measure vote totals for each contest, by 
tabulator     




c. Vote tally data shall include the number of ballots read within each precinct and for 
additional jurisdictional levels, by configuration, including separate totals for each 
party in primary elections. (Function of EMS) 




    




d. Vote tally data shall include separate accumulation of overvotes and undervotes for 
each contest, by tabulator, precinct and for additional jurisdictional levels (no 
overvotes would be indicated for DRE voting devices) 




    




e. Vote tally data shall include for paper-based systems only, the total number of ballots 
both processed and unprocessable; and if there are multiple card ballots, the total 
number of cards read. 




   




 For systems that produce an electronic file containing vote tally data, the contents of 
the file shall include the same minimum data cited in a-e for printed vote tally reports. 
(Verified via EMS 




    




4.5 Voter Secrecy (DRE Systems) (Hardware Functional & Software System Level)     
 a. Immediately after the voter casts a ballot, the voter’s selections are recorded in 




memory to be used for vote counting and audit data, including ballot images, and the     
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selections are erased from the display, memory and all other storage, including all 
forms of temporary storage. 




b. Immediately after the voter cancels a ballot, selections are erased from the display 
and all other storage, including buffers and other temporary storage.     




5 Telecommunications      
5.2 Design, Construction, and Maintenance Requirements      
5.2.1 Accuracy (Hardware ITA and Software ITA)     
 Telecommunications components meet the accuracy requirements of section 3.2.1.     
5.2.2 Durability (Hardware ITA)     
 Telecommunications components meet the durability requirements of section 3.4.2.     
5.2.3 Reliability (Hardware ITA)     
 Telecommunications components meet the reliability requirements of section 3.4.3.     
5.2.4 Maintainability (Hardware ITA)     
 Telecommunications components meet the maintainability requirements of section 




3.4.4.     




5.2.5 Availability ((Hardware Function and Software System Level))     
 Telecommunications components meet the availability requirements of section 3.4.5.     
5.2.6 Integrity (Hardware Function and Software System Level)     
a. WANs using public telecommunications, boundary definition and implementation 




shall not give direct access or control of inside the boundary resources to any 
outside entity. 




    




b. Voting system administrators shall not require any control of resources outside the 
boundary.     




c. The system design and configuration is not vulnerable to a single point of failure in 
the connection to the public network causing loss of voting capabilities at any polling 
place. 




    




5.2.7 Confirmation (Hardware Function and Software System Level)     
d. Confirmation of successful or unsuccessful completion of data transmission,      
e.  Unsuccessful completion notifies the user of the action to be taken.     
6 Security Standards     
6.2 Access Controls     
6.2.1 Access Control Policies (Hardware & Software ITA)     
 General features and capabilities of the access control policy recommended to 




provide effective voting system security.     




6.2.1.1 General Access Control Policy     
 Description of recommended policies for: 




a. Software access controls; 
b. Hardware access controls; 
c. Communications; 
d. Effective password management; 
e. Protection abilities of a particular operating system; 
f. General characteristics of supervisory access privileges; 
g. Segregation of duties; and 
h. Any additional relevant characteristics. 




    




6.2.1.2 Individual Access Privileges     
 a. Identification of each person to whom access is granted, and the specific     
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functions and data to which each person holds authorized access; 
b. Individual authorizations limited to a specific time, time interval, or phase of 




the voting or counting operations; and 
c. Permitting the voter to cast a ballot expeditiously, but precluding voter 




access to all other aspects of the vote-counting processes. 
6.2.2 Access Control Measures (Hardware & Software ITA)     
 System access control measures designed to permit authorized access to the 




system and prevent unauthorized access.  
    




 Detailed description of the methods used to prevent unauthorized access to the 
access control capabilities of the system itself. 




    




6.3 Physical Security Measures     
6.3.1 Polling Place Security (Hardware Functional & Software System Level)     
 Measures to anticipate and counteract vandalism, civil disobedience, and similar 




occurrences. The measures shall: 
a. Allow the immediate detection of tampering with vote casting devices and 




precinct ballot counters; and 
b. Control physical access to a telecommunications link if such a link is used. 




    




6.3.2 Central Count Location Security (Software ITA)     
 Measures to be taken in a central counting environment. These measures shall 




include physical and procedural controls related to the: 
a. Handling of ballot boxes; 
b. Preparing of ballots for counting; 
c. Counting operations; and 
d. Reporting data. 




   




6.4 Software Security      
6.4.1 Software and Firmware Installation (Hardware Functional & Software System 




Level)     




a. For firmware, every device is to be retested to validate each ROM prior to the start of 
elections operations. 




    




b. No software shall be permanently installed or resident in the system unless the 
system documentation states that the jurisdiction must provide a secure physical and 
procedural environment for the storage, handling, preparation, and transportation of 
the system hardware. 




    




c. The system bootstrap, monitor, and device-controller software may be resident 
permanently as firmware, provided that this firmware has been shown to be 
inaccessible to activation or control by any means other than by the authorized 
initiation and execution of the vote-counting program, and its associated exception 
handlers 




    




d. The election-specific programming may be installed and resident as firmware, 
provided that such firmware is installed on a component (such as computer chip) 
other than the component on which the operating system resides 




    




e. After initiation of election day testing, no source code or compilers or assemblers 
shall be resident or accessible 




    




6.4.2 Protection Against Malicious Software  (Hardware & Software ITA)     















Page No. A-29 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




FEC 
Req. No. 




Requirement 
Volume 1, FECVSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




 Procedures to follow to ensure protection against file and macro viruses, worms, 
Trojan horses, and logic bombs is maintained in a current status 




   




6.5 Telecommunications and Data Transmission      
6.5.2 Data Integrity (Hardware functional & Software System Level)     
 Standard transmission error detection and correction methods such as checksums or 




message digest hashes.     




 Verification of correct transmission at the voting system application level and ensure 
that the correct data is recorded on all relevant components consolidated within the 
polling place prior to the voter completing casting of his or her ballot. 




    




6.5.4 Protection Against External Threats (Hardware and Software ITA)     
6.5.4.1 Identification of COTS Products     
 Name, vendor, and version of all COTS hardware and software products and 




communications services used in the development and/or operation of the voting 
system, including: 




a. Operating systems; 
b. Communications routers; 
c. Modem drivers; and 
d. Dial-up networking software. 




   




6.5.4.3 Monitor and Responding to External Threats     
 Detailed description, including scheduling information, of the procedures to: 




a. Monitor threats,  
b. Evaluate threats and proposed responses; 
c. Develop responsive updates to the system and/or corrective procedures; 
d. Submit the proposed response to the ITAs and appropriate states for 




approval, identifying the exact changes and whether or not they are 
temporary or permanent; 




e. After implementation of the proposed response is approved by the state, 
assist clients, either directly or through detailed written procedures, how to 
update their systems and/or to implement the corrective procedures no later 
than one month before an election; and 




f. Address threats emerging too late to correct the system at least one month 
before the election, including: 
1) Providing prompt, emergency notification to the ITAs and the affected 




states and user jurisdictions; 
2) Assisting client jurisdictions directly, or advising them through detailed 




written procedures, to disable the public telecommunications mode of the 
system; and  




3) After the election, modifying the system to address the threat; submitting 
the modified system to an ITA and appropriate state certification 
authority for approval, and assisting client jurisdictions directly, or 
advising them through detailed written procedures, to update their 
systems and/or to implement the corrective procedures after approval. 




    




6.5.5 Shared Operating Environment (Hardware and Software ITA)     
a. Systems that use a shared operating environment use security procedures and 




logging records to control access to system functions.    
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b. Systems that use a shared operating environment partition or compartmentalize 
voting system functions from other concurrent functions at least logically, and 
preferably physically as well 




   




c. Systems that use a shared operating environment control system access by means 
of passwords, and restriction of account access to necessary functions only    




d. Systems that use a shared operating environment have capabilities in place to 
control the flow of information, precluding data leakage through shared system 
resources 




   




6.5.6 Access to Incomplete Election Returns and Interactive Queries (Software ITA)     
a. Voting systems that provide access to incomplete election returns and interactive 




inquiries before the completion of the official count, including equipment operating in 
a central counting environment or polling place equipment containing removable 
memory modules or that may be removed entirely to a central place for consolidation 
polling place returns, is designed to provide external access to incomplete election 
returns only if the statues and regulations of the using agency authorize that access. 




    




b. Voting systems that provide access to incomplete election returns and interactive 
inquiries before the completion of the official count, use voting system software and 
its security environment designed such that data accessible to interactive queries 
resides in an external file, or database, that is created and maintained by the 
elections software under the restrictions applying to any other output report, namely, 
that: 




1. The output file or database has no provision for write-access back to the 
system. 




2. Persons whose only authorized access is to the file or database are denied 
write-access, both to the file or database, and to the system. 




    




6.6 Security for Transmission of Official Data Over Public Communications 
Networks     




6.6.1 General Security Requirements for Systems Transmitting Data Over Public 
Networks (Hardware and Software ITA)     




a. Systems that transmit data over public telecommunications networks preserve the 
secrecy of a voter’s ballot choices, and prevent anyone from violating ballot privacy    




b. Systems that transmit data over public telecommunications networks employ digital 
signature for all communications between the vote server and other devices that 
communicate with the server over the network 




   




c. Systems that transmit data over public telecommunications networks require that at 
least two authorized election officials activate any critical operation regarding the 
processing of ballots transmitted over a public communications network takes place, 
i.e. the passwords or cryptographic keys of at least two employees are required to 
perform processing of votes. 




   




6.6.2 Voting Process Security for Casting Individual Ballots over a Public 
Telecommunications Network (Hardware Function and Software System Level)     




6.6.2.1 Documentation of Mandatory Security Activities     
a. Systems that transmit data over public telecommunications networks all activities 




mandatory to ensuring effective system security to be performed in setting up the 
system for operation, including testing of security before an election 




   




b. Systems that transmit data over public telecommunications networks all activities 
that should be prohibited during system setup and during the time frame for voting    
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operations, including both the hours when polls are open and when polls are closed 
6.6.2.2 Capabilities to Operate During Interruption of Telecommunications Capabilities     
a. Systems shall provide resistance to interruptions of telecommunications service that 




prevent voting devices at the poll site from communicating with external components 
via telecommunications, detecting the occurrence of a telecommunications 
interruption at the poll site and switching to an alternative mode of operation that is 
not dependent on the connection between poll site voting devices and external 
system components 




   




b. Systems shall provide resistance to interruptions of telecommunications service that 
prevent voting devices at the poll site from communicating with external components 
via telecommunications, provide an alternate mode of operation that includes the 
functionality of a conventional DRE machine without losing any single vote. 




   




c. Systems shall provide resistance to interruptions of telecommunications service that 
prevent voting devices at the poll site from communicating with external components 
via telecommunications, create and preserve an audit trail of every vote cast during 
the period of interrupted communication and system operation in conventional DRE 
system mode 




   




d. Systems shall provide resistance to interruptions of telecommunications service that 
prevent voting devices at the poll site from communicating with external components 
via telecommunications, upon reestablishment of communications, transmit and 
process votes accumulated while operating in conventional DRE system mode with 
all security safeguards in effect; 




   




 Systems shall provide resistance to interruptions of telecommunications service that 
prevent voting devices at the poll site from communicating with external components 
via telecommunications, en sure that all safeguards related to voter identification and 
authentication are not affected by the procedures employed by the system to 
counteract potential interruptions of telecommunications capabilities. 




   




7 Quality Assurance     
7.2 General Requirements (Hardware & Software ITA)     
a. Implementation of a quality assurance program, including procedures for specifying, 




procuring, inspecting, accepting, and controlling parts and raw materials of the 
requisite qualify 




    




b. Implementation of a quality assurance program including procedures for specifying, 
procuring, inspecting, accepting, and controlling parts and raw materials of the 
requisite qualify; 




    




c. Implementation of a quality assurance program requiring the documentation of the 
hardware and software development process;     




d. Implementation of a quality assurance program: 
Identify and enforce all requirements for: 




1. In-process inspection and testing that the manufacturer deems necessary to 
ensure proper fabrication and assembly of hardware, and 




2. Installation and operation of software (including firmware) 




    




e. Implementation of a quality assurance program including plans and procedures for 
post- production environmental screening and acceptance test; and     




f. Implementation of a quality assurance program including a procedure for maintaining 
all data and records required to document and verify the qualify inspections and 
tests. 
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8 Configuration Management     
8.1 Scope     
8.1.1 Configuration Management Requirements (Hardware & Software ITA)     
 Configuration Management Practices for: 




♦ Identifying discrete system components; 
♦ Creating records of a formal baseline and later versions of components; 
♦ Controlling changes made to the system and its components; 
♦ Releasing new versions of the system to ITAs; 
♦ Releasing new versions of the system to customers; 
♦ Auditing the system, including its documentation, against configuration 




management records; 
♦ Controlling interfaces to other systems; an 
♦ Identifying tools used to build and maintain the system. 




    




8.1.3 Configuration Management Requirements  (Hardware & Software ITA)     
 Documented Configuration Management Practices for: 




a. Software components; 
b. Hardware components; 
c. Communications components;  
d. Documentation; 
e. Identification and naming and conventions (including changes to these 




conventions) for software programs and data files; 
f. Development and testing artifacts such as test data and scripts; and 
g. File archiving and data repositories. 




    




8.2 Configuration Management Policy  (Hardware & Software ITA)     
a. Scope and nature configuration management program activities.      
b. Breadth of the application of the vendor’s policies and practices to the voting system. 




(i.e. extent to which policies and practices apply to the total system and extent to 
which polices and practices of suppliers apply to particular components, subsystems 
or other defined system elements. ) 




    




8.3 Configuration Identification     
8.3.1  Structuring and Naming Configuration Items  (Hardware & Software ITA)     
 Procedures and conventions used to: 




a. Classify configuration items into categories and subcategories; 
b. Uniquely number or otherwise identify configuration items; and 
c. Name configuration items 




    




8.3.2 Version Conventions  (Hardware & Software ITA)     
 Conventions used when a system component is used to identify higher-level system 




elements. 
a. Identify the specific versions of individual configuration items and sets of 




items that are used by the vendor to identify higher level system elements 
such as subsystems; 




b. Uniquely number or otherwise identify versions; and 
c. Name versions. 




    




8.4 Baseline, Promotion and Demotion Procedures  (Hardware & Software ITA)     
 Formal procedures and conventions for establishing and providing a complete     
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description of the procedures and related conventions used to: 
a. Establish a particular instance of a component as the starting baseline; 
b. Promote subsequent instances of a component to baseline status as 




development progresses through to completion of the initial completed 
version released to the ITAs for qualification testing; and 




c. Promote subsequent instances of a component to baseline status as the 
component is maintained throughout its life cycle until system retirement 
(i.e., the system is no longer sold or maintained by the vendor). 




8.5 Configuration Control Procedures  (Hardware & Software ITA)     
 Complete description of procedures and related conventions used to: 




a. Develop and maintain internally developed items; 
b. Acquire and maintain third-party items; 
c. Resolve internally identified defects for items regardless of their origin; and 
d. Resolve externally identified and reported defects (i.e., by customers and 




ITAs) 




    




8.6  Release Process Procedures (Hardware & Software ITA)     
 Complete description of procedures and related conventions used to: 




a. Perform a first release of the system to an ITA; 
b. Perform a subsequent maintenance or upgrade release of the system, or a 




particular components, to an ITA; 
c. Perform the initial delivery and installation of the system to a customer, 




including confirmation 
d. Perform a subsequent maintenance or upgrade release of the system, or a 




particular component, to a customer, including confirmation that the installed 
version of the system matches exactly the qualified system version. 




    




8.8 Configuration Management Resources (Hardware & Software ITA)     
 Complete description of procedures and related practices to maintaining information 




about: 
a. Specific tools used, current version, and operating environment; 
b. Physical location of the tools, including designation of computer directories 




and files; and 
c. Procedures and training materials for using the tools. 
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IVOTRONIC 9.0.0.0, PEB 1.07 AND VOLUME CONTROL 1.0.0.0 
 




SOURCE CODE REPORTS REVIEW AND FILE LISTINGS 
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IVOTRONIC RELEASE 9.0.0.0 
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Source Code 
 




ESS iVotronic 9.0.0.0ZV Software Review Summary 
 
This review covers Version 9.0.0.0ZV, received August 24th, 2004, with respect to changes 
made since 9.0.0.0ZU. This evaluation included, but was not limited to, the following 
considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report detailed specific instances where it was felt that the code fell short in some 
area being reviewed, and gave file names and line numbers where applicable to guide the 
maintainers in making needed corrections.   
 
A recommendation is given at the end of this document. 















Page No. B-6 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




 1.  Revision 9.0.0.0ZF Assessment Statements 
 
Release 9.0.0.0ZF was received July 7th, 2004. All version 9.0.0.0ZF files were investigated 
with a view of FEC compliance.  
 
2.  Revision 9.0.0.0ZF Source File Specific Notes 
 
/386plat 
 
386ex.inc 
Bindef.h 
 
Lines 387,388 – uncommented declarations. 
 
blowfish.c 
blowfish.h 
bootio.asm 
 
Lines 99-104 – uncommented declarations. 
Line 134 – _inport() – function header needs Files section and Revision data. 
Line 155 – _outport() – function header needs Files section and Revision data. 
 
bootio.h 
bootload.c 
 
Lines 220,221,223,226 – uncommented declarations. 
Line 470 – flash_memptr() – uncommented declaration. 
 
bootload.h 
buzzer.inc 
 
Lines 66,75 – SetBuzzer and Chirp macros significant enough to need function headers like 
significant #defines. 
 
clock.c 
Clock.h 
Datalink.c 
 
Line 2145 – PEBStoreBlock() – single character variablename. 
 
Datalink.h 
 
Line 154 – single character variablename. 
 
Flash.c 
 
Line 690 – get_flash_memptr() – uncommented declaration. 
Line 1106 – FlashSelectReadSector() – uninitialized declaration. 
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Flash.h 
flatinit.asm 
 
Line 99 – user_flat_init() – function header needs Files section and Revision information. 
 
hal.c 
 
Lines 709,725 – uncommented declarations. 
Line 1104 – uncommented declarations. 
Line 2889 – PixelDrawBox() – uninitialized declaration. 
Lines 4962-4987,4989 – uncommented declarations. 
Lines 4995-4998,5000-5003,5005,5006,5008 – uncommented declarations. 
Line 5187 – GetBitmapTextCordinates() – uncommented declaration. 
Line 6136 – CopyBitmapFromRamToDisplay() – single character variablename. 
Line 6594 – DisplayLocalBitmap() – single character variablename. 
Lines 7140-7156,7160 – uncommented declarations. 
Line 7788 – GetVoteFlash() – uncommented declaration. 
Line 7982 – GetBitmapHotSpotCordinates() – uncommented declaration. 
Lines 9056-9058 – DrawIcon() – uncommented declarations. 
Lines 9460,9469 – DrawTextBoxText() – not immediately obvious how it is guaranteed that 
these denominators will never be zero. 
 
Hal.h 
 
Line 761-773 – uncommented declarations. 
 
hal_a.asm 
 
Lines 125-128 – uncommented declarations. 
Line 213 – decompBXP() – function header needs Files section and Revision information. 
Line 275 – decompBXPChk() – function header needs Files section and Revision information. 
Line 343 – decompBXPGray() – function header needs Files section and Revision information. 
Line 405 – decompBXPChkGray() – function header needs Files section and Revision 
information. 
Line 470 – getstack() – function header needs Revision information. 
 
intrface.h 
intrpt.asm 
 
Lines 166-205 – uncommented declarations. 
Line 239 – _cli() – function header needs Revision information. 
Line 258 – _clrint() – function header needs Revision information. 
Line 276 – _sti() – function header needs Revision information. 
Line 295 – _cli() – function header needs Revision information. 
Line 316 – _getdts() – function header needs Revision information. 
Line 366 – _ClockInterrupt() – function header needs Files section. 
Line 473 – _Serial1Interrupt() – function header needs Files section and Revision information. 
Line 528 – _SSIOInterrupt() – function header needs Files section and Revision information. 
Line 564 – _Exception() – function header needs Files section and Revision information. 
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Line 598 – _NonBlockingClockInterrupt() – function header needs Files section and Revision 
information. 
 
Intrpt.h 
Io.h 
Loader.c 
 
Line 777 – uninitialized declaration. 
Line 3171 – UploadCFTerminalAudit() – uninitialized declaration. 
Line 7258 – WriteAuditDataToCP() – uncommented declaration. 
Line 7333 – CheckFirmwareCRCInRam() – uncommented declaration. 
 
Loader.h 
oem.h 
p386ex.h 
pcdisk.h 
 
Lines 120,122 – uncommented declarations. 
Line 271 – uncommented declaration. 
Line 279 – uncommented declaration. 
Lines 331-333 – uncommented declaration. 
Line 341 – uncommented declaration. 
Lines 420-427 – uncommented declaration. 
 
pckernel.h 
Peb.c 
 
Lines 1577,1581 – parameters need comments. 
Lines 1692,1696 – parameters need comments. 
 
Peb.h 
 
Lines 335-342 – uninformative comments. 
 
platform.h 
protinit.asm 
 
Line 107 – user_prot_init() – function header needs Revision information. 
 
realinit.asm 
 
Line 88 – user_real_init() – function header needs Revision information. 
 
Rtc.c 
 
Lines 382-384 – single character variablenames. 
Line 725 – SecondsToTime() – inadequate input parameter description. 
Line 2230 – RTCTask() – falling through from one case statement’s code to another is not an 
authorized flow control construct. 
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Rtc.h 
 
Lines 140-146 – uncommented declarations. 
 
sdapi.h 
 
Lines 396,397,404,409,411,412 – uncommented declarations. 
 
sdconfig.h 
sdtypes.h 
serial.c 
 
Lines 343-345 – uncommented declarations. 
Line 579 – DebugStringWord() – uncommented declaration. 
Line 631 – DebugStringLong() – uncommented declaration. 
Line 679 – DebugStringEncryptionKey() – uncommented declaration. 
Line 734 – DebugString16ByteBuffer() – uncommented declaration. 
 
Serial.h 
serintr.c 
serintr.h 
sound.c 
 
Line 618 – DRE_fopen() – uncommented declaration. 
Line 668 – Fstfopen() – uncommented declaration. 
Line 719 – DRE_fclose() – uncommented declaration. 
Line 775 – DRE_fread() – uncommented declaration. 
Line 833 – DRE_fseek() – uncommented declaration. 
Line 892 – CheckIfDiskPresent() – uncommented declaration. 
Lines 966,967 – CheckIfFilePresent() – uncommented declarations. 
Line 1029 – CheckForLoader() – uncommented declaration. 
Line 1145 – CompactFlashErrorScreen() – uncommented declaration. 
Line 1252 – CheckCFSerial() – uncommented declaration. 
Line 1363,1364 – GetAddress() – uncommented declarations. 
Line 1410 – SetDMATargMemAddr() – uncommented declaration. 
Line 1457 – SetDMAReqrMemAddr() – uncommented declaration. 
Line 2297 – InitSound() – uncommented declaration. 
Line 2423 – ADAConfig() – uncommented declaration. 
Lines 2738-2743 – ReadADAKeys() – uncommented declarations. 
 
Sound.h 
timers.c 
timers.h 
Touch.c 
 
Line 310 – uncommented declaration. 
Line 1558 – CalibrateTouchScreen() – uncommented declaration. 
Line 2069 – TouchScreenCalibrationOption() – uncommented declaration. 
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Touch.h 
 
Lines 157,158,160-175 – uncommented declarations. 
 
version.asm 
 
/source 
 
aeroq.h 
ballot.c 
 
Line 2402 – revision history details removal of function SupervisorCastChoice() but lines 
16326,16406 still lists it in FUNCTIONS CALLED section. 
Line 21214,21215 – playSystemWaveWithDiamond() - undescribed parameters.  This is one 
example of an multiply-occurring issue.  All similar issues must be addressed. 
 
ballot.h 
 
Lines 449-451 – uncommented declarations. 
 
basedef.h 
basetype.h 
bindef.c  
 
Line 1977 – uncommented declaration. 
 
bmpballot.c 
 
Line 3557,3358 – uncommented declarations. 
Line 7318 – BMPDisplayCandidate() – excessive indirection. 
Lines 7896,7897 – DisplayRevoteFooter() – parameters listed but not described in function 
header. 
Lines 15182,15386 – EarlyCastMessageScreen() – function header does not include description 
of possible return value of two. 
 
bmpballot.h 
 
Line 425 or 427 – uncommented declaration – not clear which variable the comment in line 426 
goes with. 
 
central.c 
 
Line 2654 – RootTerminalQualificationTest() – uncommented declaration. 
 
central.h 
collect.c 
collect.h 
common.h 
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compiler.h 
crcccitt.h 
debug.h 
display.c 
 
Line 658 – UpdateDisplayWidth() – not immediately obvious how it is guaranteed that this 
denominator  will never be zero. 
Lines 1691,1692 – GotoXY() – variables should be included in Globals section of function 
header. 
 
display.h 
events.c 
events.h 
exitsys.c 
 
Line 1397 – GetExitSystemMessage() – uncommented declaration. 
 
exitsys.h 
font.c 
font.h 
font32x32.c 
hotspot.c 
 
Line 726 – DisplayCheckedBoxAtLastHotspotActivePrimitive() – uncommented declaration. 
 
hotspot.h 
images.c 
images.h 
main.c 
 
Lines 1637,1638 – PrecinctOverride() – uncommented declarations. 
Line 3935 – TouchScreenIdle() – uncommented declaration. 
 
main.h 
mem.h 
memplus.c 
menus.c 
 
Lines 622-627 – parameters not described, just listed. 
Line 1557 – menu() – uncommented declaration. 
Lines 1617,1618 – YesNo() – uncommented declarations. 
 
menus.h 
modem.c 
modem.h 
packoff.h 
packon.h 
pathnames.h 
print.c 
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print.h 
report.c 
report.h 
rotation.c 
rotation.h 
screen.h 
select.c 
 
Lines 585,587,590,597,600 – DisplaySupervisorPrecinctSelectionPage() – not immediately 
obvious how it is guaranteed that these denominators will never be zero. 
Lines 1358,1363 – DisplaySupervisorBallotSelectionPage() – not immediately obvious how it is 
guaranteed that these will never be zero. 
 
select.h 
spr.c 
spr.h 
sprcall.c 
sprcall.h 
sprcom.c 
sprcom.h 
sprcrc.c 
sprcrc.h 
sprdvrd.c 
sprdvrd.h 
sprdvwr.c 
sprdvwr.h 
sprmodm.c 
sprmodm.h 
sprmsg.c 
sprmsg.h 
sprrto.c 
 
Lines 119,120 – rto() – uncommented declarations. 
 
sprrto.h 
sprvtr.h 
sprxm.c 
sprxm.h 
sprxmit.c 
 
Line 240 – TransmitPack() – falling through from the code in one case statement to another is 
not an authorized flow control construct. 
 
sprxmit.h 
storage.c 
 
Line 393 – EmergencyClose() – uncommented declaration. 
 
storage.h 
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super.c 
super.h 
timelog.c 
timelog.h 
ustring.c 
 
Line 260 – lditoa() – not immediately obvious how it is guaranteed that this denominator will 
never be zero. 
 
ustring.h 
utils.c 
 
Line 1315 – ShowFileError() – uncommented declaration. 
Line 1491 – DRE_fread() – uncommented declaration. 
 
utils.h 
version.h 
voteconfig.c 
 
Line 1844 – uncommented declarations. 
Line 1870 – TryConfigRecover() – function needs compliant header. 
Line 1874 -  TryConfigRecover() – uncommented declaration. 
 
voteconfig.h 
votermsg.c 
Votermsg.h 
votetype.h 
 
Line 873 – uncommented declaration. 
 
voteunit.c 
 
Line 1684 – OpenTerminal() – uncommented declaration. 
 
voteunit.h 
wibuff.c 
 
Line 476 – GetNextWriteIn() – uncommented declaration. 
 
wibuff.h 
writein.c 
writein.h 
xm.h 
 
Lines 186,187 – uncommented declarations. 
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3.  Revision 9.0.0.0ZF Final Assessment Statements 
 
Revision 9.0.0.0ZF was a significant change, with the changes being those to exhaustively bring 
every file specifically up to 2002 FEC compliance, with no files grandfathered in. 
 
As every file changed, there was no change log supplied. 
 
After the above issues have been addressed , it will be recommended that this code be 
considered compliant with the FEC guidelines for coding practices as set forth within the FEC 
Performance and Test Standards for Punchcard, Marksense, and Direct Recording Electronic 
Voting Systems. 
 
4.  Revision 9.0.0.0ZK Assessment Statements 
 
Release 9.0.0.0ZK was received August 6th, 2004. All version 9.0.0.0ZK files were compared 
with their 9.0.0.0ZF counterparts and any differences investigated. 
 
5.  Revision 9.0.0.0ZK Source File Specific Notes 
 
/386plat 
 
Bindef.h 
blowfish.c 
bootio.asm 
bootload.c 
 
Line 259 – uncommented declaration. 
 
buzzer.inc 
clock.c 
Datalink.c 
Datalink.h 
Flash.c 
flatinit.asm 
hal.c 
Hal.h 
hal_a.asm 
intrpt.asm 
Loader.c 
Loader.h 
pcdisk.h – listed in change log as pcdish.h 
Peb.c 
Peb.h 
protinit.asm 
realinit.asm 
Rtc.c 
Rtc.h 
sdapi.h 
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serial.c 
sound.c 
Sound.h 
timers.c 
Touch.c 
Touch.h 
version.asm 
 
/source 
 
ballot.c 
ballot.h 
basetype.h 
bindef.c  
bmpballot.c 
bmpballot.h 
central.c 
central.h 
collect.c 
collect.h 
compiler.h 
crccitt.h 
display.c 
events.c 
events.h 
exitsys.c 
exitsys.h 
hotspot.c 
images.c 
main.c 
memplus.c 
menus.c 
modem.c 
print.c 
report.c 
rotation.c 
select.c 
spr.c 
sprcall.c – not listed in change log, but the only changes were comments. 
sprdvd.c  
sprrto.c 
sprxm.c 
sprxmit.c 
storage.c 
super.c 
super.h 
ustring.c 
utils.c 
voteconfig.c – not listed in change log. 
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votermsg.c – listed as votemsg.c in change log. 
votermsg.h – listed as votemsg.h in change log. 
votetype.h 
voteunit.c 
wibuff.c 
xm.h 
 
6.  Revision 9.0.0.0ZK Final Assessment Statements 
 
Revision 9.0.0.0ZK was a minor change from 9.0.0.0ZF, with the changes being those to 
address issues raised in the previous review.  All issues have been expertly addressed, and 
globally applicable issues have been addressed globally. This effort is appreciated. 
 
The one uncommented declaration appears to be a read-only variable. 
 
The supplied change log was mostly accurate. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems, with the understanding that the 
uncommented declaration listed above be commented in the next release. 
 
7.  Revision 9.0.0.0ZU Assessment Statements 
 
Release 9.0.0.0ZU was received August 21st, 2004. All version 9.0.0.0ZU files were compared 
with their 9.0.0.0ZK counterparts and any differences investigated. 
 
8.  Revision 9.0.0.0ZU Source File Specific Notes 
 
/386plat 
 
Bindef.h 
bootload.c 
Datalink.c 
hal.c 
Hal.h 
Loader.c 
Loader.h 
Peb.c 
Peb.h 
platform.h 
sound.c 
Touch.c 
version.asm 
 
/source 
 
ballot.c 
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Line 10540 – DetermineSummaryPageLayoutInfo()  - comment does not match code constant. 
Line 17513 – DisplaySummaryInfo()  - comment does not match code constant. 
Line 25820 – ADASummaryHandleState2() – naked constant 7 needs comments explaining 
what it means here. 
Line 25951 – ADASummaryHandleState3() – naked constant 7 needs comments explaining 
what it means here. 
 
ballot.h 
bindef.c 
bmpballot.c 
central.c 
display.c 
events.c 
exitsys.c 
exitsys.h 
images.c 
main.c 
storage.c 
storage.h 
super.c 
 
Line 1009 – PrepareVoterPEBs() – uncommented declaration. 
 
utils.c 
voteconfig.c 
votermsg.c 
voteunit.c 
 
9.  Revision 9.0.0.0ZU Final Assessment Statements 
 
Revision 9.0.0.0ZU was a significant change from 9.0.0.0ZK. 
 
The supplied change log accurately detailed the changes in the changed files. 
 
Although the vast majority of enhancements were done in full compliance with the FEC 
guidelines, a few issues exist. 
 
After these issues have been addressed, it will be recommended that this code be considered 
compliant with the FEC guidelines for coding practices as set forth within the FEC Performance 
and Test Standards for Punchcard, Marksense, and Direct Recording Electronic Voting 
Systems. 
 
10.  Revision 9.0.0.0ZV Assessment Statements 
 
Release 9.0.0.0ZV was received August 24th, 2004. All version 9.0.0.0ZV files were compared 
with their 9.0.0.0ZU counterparts and any differences investigated. 
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11.  Revision 9.0.0.0ZV Source File Specific Notes 
 
/386plat 
 
version.asm 
 
/source 
 
ballot.c 
super.c 
 
12.  Revision 9.0.0.0ZV Final Assessment Statements 
 
Revision 9.0.0.0ZV was a minor change from 9.0.0.0ZU with the only changes being those to 
address issues in the previous review. 
 
The supplied change log accurately detailed the changes in the changed files. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
 
Note that 9.0.0.0ZV was released as 9.0.0.0 upon final compile.  
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Source Listing 




 















Page No. B-20 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




Source Listing (Continued) 
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Source Listing (Continued) 
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PEB RELEASE 1.07 
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ESS PEB 1.07H Software Review Summary 
 
This review covers the ESS PEB 1.07H software received July 23rd, 2003.  The review involved 
evaluation of its compliance with the FEC guidelines for software quality and reliability, as well 
as changes made since revision 1.07G. This evaluation included, but was not limited to, the 
following considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report details specific instances where it was felt that the code fell short in some 
areas being reviewed, and lists file names, line numbers, and suggestions where applicable to 
guide the maintainers in making any needed corrections. Also included is a general synopsis 
section where recurring problems are explained and solutions may be suggested. Some areas 
may be identified where improvements are needed in non-critical areas, and those changes 
should be addressed in future versions of this software.   
 
The recommendation is given at the end of this document. 
 
Evaluation 
 
The code on the disk has been reviewed and described in the software specification. The 
evaluation of the code is given on the subsequent pages. This document is arranged as follows: 
 
 1) Source File Specific Notes 
 2) General Observations 
 3) Final Assessment Statements 
 
1.  Source File Specific Notes 
 
The following is a list of source files reviewed, along with source-file specific comments for each 
one, if any. 
 
16F873.H 
PEB.C 
 
All functions longer than 10 lines must have FEC compliant headers. 
All variable declarations (as opposed to input parameters) must be commented and initialized 
when possible (structures and arrays are not required to be initialized). 
 
Line 323 – send_char() – single character variablename. 
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Line 410 – get_command() – single character variablename. 
Line 477 – calc_block_offset() – naked constant 4 needs comment explaining what it means 
here. 
Line 501 – calc_512_block_offset() – naked constant 4 needs comment explaining what it 
means here. 
Line 558 – Transmit_Block() – single character variablename. 
Line 589 – Transmit_512_Block() – single character variablename. 
Line 598 – Transmit_512_Block() – naked constant 520 needs comment explaining what it 
means here. 
Line 619 – Receive_Block() – single character variablename. 
Lines 664,665 – Receive_512_Block() – single character variablenames. 
Line 1055 – flush_buffer1_to_flash() – naked constant 6 needs comment explaining what it 
means here.  Why 6? 
Line 1092 – read_buffer1_from_flash() – naked constant 6 needs comment explaining what it 
means here.  Why 6? 
Lines 1130-1180 – calc_crc() – naked constant 0x1021 needs comment explaining what it 
means here. 
 
PEB.H 
 
2.  General Observations 
 
The file PEB.C has normally been part of the iVotronic release, so it is curious that it was 
delivered by itself here.  It is of note, though, that the 8.0.0.0 iVotronic release had a peb.c file 
roughly three times the size of the one delivered here. Another iVotronic peb.c file from the 
7.5.0.0 release was also compared with this peb.c, but neither seemed to correlate anywhere 
with this peb.c file. For this reason, this peb.c file was reviewed from scratch. 
 
The entire body of code is well-written and enjoys the height of simplicity.  New FEC guidelines 
require function headers with specific content for all functions above a specific minimum length 
as well as all declared variables to be both commented and initialized. Some naked constants 
exist such that their meaning is not immediately obvious, nor why their value was chosen 
instead of a value of, say, 27. 
 
3.  Final Assessment Statements 
 
While the code is otherwise mostly well-written and commented inline adequately, certain 
conditions fail to exist that are specifically required by the FEC guidelines, and are so noted in 
the source file specific notes and general observations. 
 
After the issues discussed in this review are resolved it will be recommended that this code be 
declared compliant with the FEC guidelines for coding practices as set forth within the FEC 
Performance and Test Standards for Punchcard, Marksense, and Direct Recording Electronic 
Voting Systems. 
 
Revision 1.10 Assessment Statements 
 
Release 1.10 was received on June 18th, 2003. All files were compared against their revision 
1.07 counterparts and any differences investigated.  Also considered was how issues raised in 















Page No. B-27 
Test Report No. 48489-06 




 




 
WYLE LABORATORIES 




Huntsville Facility 




the previous review have been addressed. A list of files reviewed, along with any noteworthy 
issues, follows. 
 
Revision 1.10 Source File Specific Notes 
 
16F873.H 
PEB.C 
 
Lines 137,138,140,141 – uncommented declarations. 
Line 609 – init_pic() – it appears that TrisPower is a global, and as such should be listed under 
the “GLOBALS” section in the function header. 
Lines 1532,1533 – read_buffer1() – uncommented declarations. 
Lines 1585,1586 – get_stored_crc() – uncommented declarations. 
Line 1635 – write_buffer1() – uncommented declaration. 
 
PEB.H 
 
Lines 87,90,91,96-111,118-120 – uncommented declarations.  
 
6.  Revision 1.10 Final Assessment Statements 
 
Revision 1.10 was a minor change from 1.07, with changes made primarily to specifically 
address issues raised in the previous review. All listed issues have been addressed expertly. 
Some confusion apparently existed regarding what constitutes variable declarations, as nearly 
all “local variables” have been commented, but those declared in the header and some globals 
and structure members lacked commenting. 
 
It is the intent of the FEC guidelines that all variables be commented upon declaration, and 
commented individually. 
 
It is recommended that this code be declared compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems, with the understanding that the 
remaining variables listed as having been uncommented upon declaration be individually 
commented in the next release. 
 
7. Revision 1.07G Assessment Statements 
 
Release 1.07G was received on July 16th, 2003. All files were compared against their revision 
1.10 counterparts (as 1.10 was the most recent release chronologically) and any differences 
investigated.  Also considered was how issues raised in the previous review have been 
addressed. A list of files reviewed, along with any noteworthy issues, follows. 
 
Revision 1.07G Source File Specific Notes 
 
PEB.C 
 
Lines 137,138,140,141 – uncommented declarations, unaddressed from previous review. 
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PEB.H 
 
Lines 87,90,91,96-111,118-120 – uncommented declarations, unaddressed from the previous 
issue. 
 
9.  Revision 1.07G Final Assessment Statements 
 
Revision 1.07G was a minor change from 1.10, with changes made specifically to address 
issues raised in the previous review.  The changes made were exactly those listed in the 
change log. However, not all issues were addressed, as was specified as a condition of 
compliance in the previous review. 
 
It is curious that the version went backwards, since the most recent chronological version was 
1.10 and this one was 1.07G. Actually, the change log called it 1.07G and the label on the CD 
called it 1.07G but the zip file on the CD was named GoodPeb107f.zip.  
 
After the issues that were left unaddressed from the previous release have been addressed, it 
will be recommended that this code be declared compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
 
10. Revision 1.07H Assessment Statements 
 
Release 1.07H was received on July 23rd, 2003. All files were compared against their revision 
1.07G counterparts and any differences investigated.  Also considered was how issues raised in 
the previous review have been addressed. A list of files reviewed, along with any noteworthy 
issues, follows. 
 
11. Revision 1.07H Source File Specific Notes 
 
PEB.C 
PEB.H 
 
12. Revision 1.07H Final Assessment Statements 
 
Revision 1.07H was a minor change from 1.07G, with changes made specifically to address 
issues raised in the previous review.   
 
It is recommended that this code be declared compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
 
Note that 1.07H was released as 1.07 upon final compile. 
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VOLUME CONTROL 1.0.0.0b 
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ESS Volume Control 1.0.0.0b Software Review Summary 
 
This review covers the ESS Volume Control 1.0.0.0b software received August 24th, 2004.  The 
review involved evaluation of its compliance with the FEC guidelines for software quality and 
reliability, as well as changes made since the one supplied with PEB revision 1.08d. This 
evaluation included, but was not limited to, the following considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report details specific instances where it was felt that the code fell short in some 
areas being reviewed, and lists file names, line numbers, and suggestions where applicable to 
guide the maintainers in making any needed corrections.  
 
The recommendation is given at the end of this document. 
 
Volume Control Revision 1.0.0.0b Source File Specific Notes 
 
\Volume Control\ 
 
Vary.asm 
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Volume Control Revision 1.0.0.0b Final Assessment Statements 
 
Revision 1.0.0.0b was a minor change from its predecessor with the only changes being the 
revision number. 
 
It is curious that this release was supplied as “1.0.0.0b”, as described in the change log and zip 
files, but the revision number and version history in the file show it to be revision 1.3.  Noteable 
since the apparent reason for the change in the file was that they “Fixed file version history”, line 
89. 
 
(Response received from ESS lead developer on 8.25.04: The revision 1.3 is generated 
automatically from our source control ("CVS") system when we do source check-ins.  The 
"Fixed file version history" comment was just used as a reason for checking the code into CVS 
with a new tag in order to find it as version V1.0.0.0b in CVS.) 
 
It is recommended that this code be declared compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
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ATTACHMENT C 
 




HIGH AND LOW STORAGE TEMPERATURE 
 




MIL-STD-810D 
 




METHOD 501.2 AND 502.2 
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ATTACHMENT D 




 
BENCH HANDLING, MIL-STD-810D 




 
METHOD 516.3, PROCEDURE VI 
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ATTACHMENT E 




 
VIBRATION 




 
MIL-STD-810D, METHOD 514.3,  




 
CATEGORY 1 – BASIC TRANSPOTATION, COMMON CARRIER 
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ATTACHMENT F 
 




HUMIDITY 
 




MIL-STD-810D, METHOD 507.2 
 




PROCEDURE I – NATURAL HOT-HUMID 
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ATTACHMENT G 
 




ENVIRONMENTAL OPERATING 
 




163-HR RELIABILITY 
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ATTACHMENT H 
 




PRODUCT SAFETY REVIEW 
 




UL60950-1 
 




SAFETY OF INFORMATION TECHNOLOGY EQUIPMENT 
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ATTACHMENT I 




 
FCC PART 15 




 
EMISSIONS TEST DATA 
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ATTACHMENT J 
 




ELECTRICAL TEST DATA SHEETS AND PHOTOGRAPHS 
 




(ESD, ELECTRICAL TRANSIENTS, LIGHTNING SURGE, ELECTROMAGNETIC 
 




SUSCEPTIBILITY, CONDUCTED RF IMMUNITY,  MAGNETIC FIELD IMMUNITY, 
 




ELECTRICAL POWER DISTURBANCE 
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Photograph A-1 
EDS Test Setup 




 
 




 
 




Photograph A-2 
Radiated Immunity Test Setup 
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Photograph A-3 
Surge Test Setup 




 




 
 




Photograph A-4 
EFT Test Setup 
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Photograph A-5 
Magnetic Field Test Setup 




 




 
 




Photograph A-6 
Conducted Immunity Test Setup 
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ATTACHMENT K 
 




INSTRUMENTATION EQUIPMENT SHEETS 
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1  Introduction 




1.1 Testing Overview 




The RTAL Booth system (hereafter referred to as EUT) was certified to the FEC Voting System 
Standard, April 2002. The testing required to certify the system is defined in Table 1 Test 
Summary. 




1.2 Scope 




This report, prepared by Percept Technology Labs Inc., documents the tests performed, test 
procedures used and the results obtained during the specified testing of the EUT. The report 
incorporates the testing data from tests performed by or under the direction of Percept 
Technology Labs Inc. 




1.3 Testing Summary 




The following Table shows the tests performed on the EUT. 




Performed Description VSS 
Reference Comments 




Non-Operating Tests 
 Maintainability Test VII 4.7.2  
 Safety Evaluation VI 3.4.8  




Non-Operating Environmental Tests 
 Bench Handling Test  VII 4.6.2  
 Vibration Test VII 4.6.3  
 Low Temperature Test VII 4.6.4  
 High Temperature Test VII 4.6.5  
 Humidity Test VII 4.6.6  




Operating Tests 
 Accessibility and Human Engineering 




Evaluation 
VI 3.4.9  
VI 2.2.7.2 




 




 Temperature/Power Variation and 
Reliability Tests 




VII 4.7.1  




 Data Accuracy VII 4.7.1.1  
Electrical Tests 




 Power Disturbance VII 4.8.1  
 Electromagnetic Radiation VII 4.8.2  
 Electrostatic Disruption VII 4.8.3  
 Electromagnetic Susceptibility VII 4.8.4  
 Electrical Fast Transient VII 4.8.5  
 Lightning Surge VII 4.8.6  
 Conducted RF Immunity VII 4.8.7  
 Magnetic Fields Immunity VII 4.8.8  




Table 2 Test Summary 




 




1.4 Testing Results: 




The EUT was found to meet the requirements of the FEC Voting System Standards, April 2002. 
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2 Test Hardware & Software 




2.1 Tested Equipment 




This table identifies the initial system configuration at check-in for environmental hardware 
testing.  




Identification Description Revision Location 
V5132434 iVotronic terminal  Percept 
0065200504200023 RTAL printer  Percept 




2.2 Test Support Hardware 




The following hardware was used to support the environmental testing.  




Hardware Manufacturer O/S Ver.  Type 
    
    




2.3 Test Support Software 




The following software was used to support environmental testing. 




Manufacture Application(s) Version 
   
   




2.4 Test Supplies 




The following additional supplies were used to support environmental testing. 




Test Supplies Type 
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3 Test Requirements 




3.1 Test Procedures  




3.1.1 Operating Environment 




Equipment used for election management activities or vote counting (including both precinct and 
central count systems) shall be capable of operation in temperatures ranging from 50 to 95 
degrees Fahrenheit. 




3.1.2 Transit and Storage 




Equipment used for vote casting, or for counting votes in a precinct count system, shall meet 
specific minimum performance standards that simulate exposure to physical shock and vibration 
associated with handling and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an uncontrolled warehouse 
environment. 




• High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, 
equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage; 




• Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure 
VI; 




• Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier; and 




• Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, 
Procedure I-Natural Hot-Humid. 




3.2 Non-Operating Tests 




3.2.1 Electrical Supply 




Components of voting systems that require an electrical supply shall meet the following 
standards: 




• Precinct count systems shall operate with the electrical supply ordinarily found in polling 
places (120vac/60hz/1); 




• Central count systems shall operate with the electrical supply ordinarily found in central 
tabulation facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 
240vac/60hz/2); and 




• All systems shall also be capable of operating for a period of at least 2 hours on backup 
power, such that no voting data is lost or corrupted, nor normal operations interrupted.  
When backup power is exhausted the system shall retain the contents of all memories 
intact. The backup power capability is not required to provide lighting of the voting area.  




 
Results: 




The RTAL Booth system is operated from 120vac/60Hz primary power and contains batteries 
that ensure continued operation of at least 2 hours if the primary power is interrupted. 




3.2.2 Maintainability (VSS II 4.7.2) 




Maintainability represents the ease with which maintenance actions can be performed based on 
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the design characteristics of equipment and software and the processes the vendor and election 
officials have in place for preventing failures and for reacting to failures. Maintainability includes 
the ability of equipment and software to self-diagnose problems and make non-technical 
election workers aware of a problem. Maintainability addresses all scheduled and unscheduled 
events, which are performed to:  




• Determine the operational status of the system or a component; 
• Adjust, align, tune, or service components; 
• Repair or replace a component having a specified operating life or replacement interval; 
• Repair or replace a component that exhibits an undesirable predetermined physical 




condition or performance degradation;  
• Repair or replace a component that has failed; and  
• Verify the restoration of a component, or the system, to operational status. 




Maintainability shall be determined based on the presence of specific physical attributes that aid 
system maintenance activities, and the ease with which system maintenance tasks can be 
performed by the ITA. Although a more quantitative basis for assessing maintainability, such as 
the mean to repair the system is desirable, the qualification of a system is conducted before it is 
approved for sale and thus before a broader base of maintenance experience can be obtained.  




Should significant impediments or difficulties be encountered that are not remedied by the 
vendor, Percept will include such findings in the qualification test results of the qualification test 
report. 




Results:  




Testing not required for this configuration. 




3.2.3 Safety 




All voting systems shall meet the following requirements for safety: 




• All voting systems and their components shall be designed so as to eliminate hazards to 
personnel, or to the equipment itself; 




• Defects in design and construction that can result in personal injury or equipment damage 
must be detected and corrected before voting systems and components are placed into 
service; and 




• Equipment design for personnel safety shall be equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act (OSHA), as identified in Title 29, 
part 1910, of the Code of Federal Regulations. UL60950 First Edition Product Safety, 
Information Technology Equipment is the applicable standard. 




 
Results: 




Testing not required for this configuration. 




3.3 Non-Operating Environmental Tests 




3.3.1 Bench Handling Test (VSS II 4.6.2) 




The bench-handling test simulates stresses faced during maintenance and repair of voting 
machines and ballot counters.  
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3.3.1.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI. 




Results: 




Testing not required for this configuration. 




3.3.2 Vibration Test (VSS II 4.6.3) 




The vibration test simulates stresses faced during transport of voting machines and ballot 
counters between storage locations and polling places.  




3.3.2.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier. 




Results: 




Testing not required for this configuration. 




3.3.3 Low Temperature Test (VSS II 4.6.4) 




The low temperature test simulates stresses faced during storage of voting machines and ballot 
counters.  




3.3.3.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-Storage. The 
minimum temperature shall be -4 degrees F. 




Results: 




Testing not required for this configuration. 




3.3.4 High Temperature Test (VSS II 4.6.5) 




The high temperature test simulates stresses faced during storage of voting machines and 
ballot counters.  




3.3.4.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-Storage. The 
maximum temperature shall be 140 degrees F. 
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Results: 




Testing not required for this configuration. 




3.3.5 Humidity Test (VSS II 4.6.6) 




The humidity test simulates stresses faced during storage of voting machines and ballot 
counters.  




3.3.5.1 Applicability 




All systems and components regardless of type shall meet the requirements of this test.  This 
test is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-
Humid.  It is intended to evaluate the ability of the equipment to survive exposure to an 
uncontrolled temperature and humidity environment during storage.  This test lasts for ten days. 




Results: 




Testing not required for this configuration. 




3.4 Operating Tests 




3.4.1 Temperature and Power Variation Tests (VSS II 4.7.1) 




This test is similar to the low temperature and high temperature tests of MIL-STD810D, Method 
502.2 and Method 501.2, with test conditions that correspond to the requirements of the 
performance standards.  This procedure tests system operation under various environmental 
conditions for at least 163 hours. During 48 hours of this operating time, the device shall be in a 
test chamber. For the remaining hours, the equipment shall be operated at room temperature. 
The system shall be powered for the entire period of this test; the power may be disconnected 
only if necessary for removal of the system from the test chamber. 




Operation shall consist of ballot-counting cycles, which vary with system type. An output report 
need not be generated after each counting cycle; the interval between reports, however, should 
be no more than 4 hours to keep to a practical minimum the time between the occurrence of a 
failure or data error and its detection. 




Test Ballots per Counting Cycle 
Precinct count systems      100 ballots/hour 
Central count systems        300 ballots/hour 
 




The recommended pattern of votes is one chosen to facilitate visual recognition of the reported 
totals; this pattern shall exercise all possible voting locations.  System features such as data 
quality tests, error logging, and audit reports shall be enabled during the test. 




Results: 




Testing not required for this configuration. 




3.4.1.1 Data Accuracy (VSS II 4.7.1.1) 




Data accuracy is defined in terms of ballot position error rate. This rate applies to the voting 
functions and supporting equipment that capture, record, store, consolidate and report the 
specific selections, and absence of selections, made by the voter for each ballot position. 
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Volume I, Section 3.2.1 identifies the specific functions to be tested.  




For each processing function, the system shall achieve a target error rate of no more than one 
in 10,000,000 ballot positions, with a maximum acceptable error rate in the test process of one 
in 500,000 ballot positions. This error rate includes errors from any source while testing a 
specific processing function and it related equipment. 




This error rate is used to determine the vote position processing volume used to test system 
accuracy for each function: 




• If the system makes one error before counting 26,997 consecutive ballot positions 
correctly, it will be rejected. The vendor is then required to improve the system. 




• If the system reads at least 1,549,703 consecutive ballot positions correctly, it will be 
accepted. 




• If the system correctly reads more than 26,997 ballot positions but less than 1,549,703 
when the first error occurs, the testing will have to be continued until another 1,576,701 
consecutive ballot positions are counted without error (a total of 3,126,404 with one error). 




3.4.2 Reliability (VSS II 4.7.3) 




The reliability of voting system devices shall be measured as mean time between Failure 
(MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of 
operating time to the number of failures which have occurred in the specified time interval. A 
typical system operations scenario consists of approximately 45 hours of equipment operation, 
consisting of 30 hours of equipment set-up and readiness testing and 15 hours of elections 
operations. For the purpose of demonstrating compliance with this requirement, a failure is 
defined as any event which results in either the: 




a) Loss of one or more functions; or 
b) Degradation of performance such that the device is unable to perform its intended 




function for longer than 10 seconds. 
The MTBF demonstrated during testing shall be at least 163 hours. 




Results:  




Testing not required for this configuration. 




3.5 Electrical Tests 




3.5.1 Power Disturbance (VSS II 4.8.1) 




The test for power disturbance disruption shall be conducted in compliance with the test 
specified in IEC 61000-4-11 (1994-06). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data: 




a) Surges of 30% dip @10 ms; 
b) Surges of 60% dip @100 ms & 1 sec 
c) Surges of >95% interrupt @5 sec;  
d) Surges of +15% line variations of nominal line voltage; and 
e) Electric power increases of 7.5% and reductions of 12.5% of nominal specified 




power supply for a period of up to four hours at each power level. 
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3.5.2 Electromagnetic Radiation (VSS II 4.8.2) 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
comply with the Rules and Regulations of the Federal Communications Commission, Part 15, 
Class B requirements for both radiated and conducted emissions. 




3.5.3 Electrostatic Disruption (VSS II 4.8.3) 




The test for electrostatic disruption shall be conducted in compliance with the test specified in 
IEC 61000-4-2 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss 
of data. The equipment may reset or have momentary interruption so long as normal operation 
is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter. 




3.5.4 Electromagnetic Susceptibility (VSS II 4.8.4) 




The test for electromagnetic susceptibility shall be conducted in compliance with the test 
specified in IEC 61000-4-3 (1996). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 




3.5.5 Electrical Fast Transient (VSS II 4.8.5) 




The test for electrical fast transient protection shall be conducted in compliance with the test 
specified in IEC 61000-4-4 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, electrical fast 
transients of: 




a) 2 kV AC & DC external power lines; 
b) +1 kV all external wires >3m no control; and 
c) +2 kV all external wires control. 




3.5.6 Lightning Surge (VSS II 4.8.6) 




The test for lightning surge protection shall be conducted in compliance with the test specified in 
IEC 61000-4-5 (1995-02).  




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, surges of: 




a) +2 kV AC line to line; 
b) +2 kV AC line to earth; 
c) +.5 kV DC line to line >10m; 
d) +.5 kV DC line to earth >10m; and 
e) +1 kV I/O sig/control >30m. 
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3.5.7 Conducted RF Immunity (VSS II 4.8.7) 




The test for conducted RF immunity shall be conducted in compliance with the test specified in 
IEC 61000-4-6 (1996-04). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 




3.5.8 Magnetic Fields Immunity (VSS II 4.8.8) 




The test for AC magnetic fields RF immunity shall be conducted in compliance with the test 
specified in IEC 61000-4-8 (1993-06). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields 
of 30 A/m at 60 Hz. 




Results: 




Results of applicable testing contained in attached RTAL booth EMC report.pdf and RTAL booth  
ESD test report v1.0.pdf documents. 
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 Introduction 




1.1.1 Testing Overview: 




Percept Technology Labs performed a review of the changes to the ES&S Unity 3.0 Voting 
System hardware and the Wyle Laboratories environmental test report for NASED Qualification 
# N-1-02-22-22-003 (2002) of Unity2.5. The M100 and the iVotronic were submitted without 
hardware changes. The only change was to the Model 650: changing the light source Channel 
Sensor Assembly from a red LED to a green LED. This change was not deemed to warrant 
additional environmental hardware testing.   




ES&S submitted the Real-Time Audit Log Printer for use with the iVotronic system. Percept 
performed the full set of environmental qualification tests on the system to verify conformance 
with Vol. 1 Section 3 Hardware Standards and Vol. 2 Section 4 Hardware Testing of the April 
2002 FEC VSS. 
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1.1.2 Testing Results: 




The iVotronic System with the attached RTAL printer was subjected to the environmental tests 
as defined in the VSS standard and successfully met the requirements. 




 















ES&S Unity 3.0 RTAL Printer 




2 Test Hardware & Software 




2.1 Tested Equipment 




Serial or 
Model 
number 




Description Revision or 
Version 




Condition Location 




 5107531 iVotronic terminal  good Percept  
 iVotronic terminal software  9.1.0.0   
  Power supply for iVotronic       
  serial cable       
  RTAL printer enclosure       
  Power cord for printer       




  
Personal Electronic Ballot 
(PEB)  FMW 1.07     




     
 5126670 iVotronic terminal   good Percept  
 iVotronic terminal software  9.1.0.0   
  Power supply for iVotronic       
  serial cable       
  RTAL printer enclosure       
  Power cord for printer       




  
Personal Electronic Ballot 
(PEB)  FMW 1.07     




     
 5140200 iVotronic terminal   good Percept  
 iVotronic terminal software  9.1.0.0   
  Power supply for iVotronic       
  serial cable       
  RTAL printer enclosure       
  Power cord for printer       




  
Personal Electronic Ballot 
(PEB)  FMW 1.07     




     
  Additional printer paper rolls     Percept 
          
 




2.2 Test Hardware 




The test hardware consisted of the iVotronic terminal with an attached RTAL printer. 




2.3 Test Software 




ES&S supplied test software for the iVotronic terminal to perform periodic printing. 
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2.4 Test Supplies 




Additional printer paper rolls. 
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3 Test Requirements 
Applicable Item VSS 




Reference Comments 




Assessment 
 EUT inventory N/A  
 Hardware classification N/A Non COTS hardware 




 
TDP Documentation Review N/A Reviewed the Wyle Labs test reports for the 




M100, Model 650 and iVotronic terminal for 
compliance with the April 2002 FEC VSS. 




 Test Fixture Verification N/A  




 Operational Status Check N/A Verified adequacy of the operational status 
check procedure 




Non-Operating Tests 
 Maintainability Test V2 4.7.2  
 Safety Evaluation V1 3.4.8 Obtained as part of the iVotronic LS UL 




evaluation   
 Accessibility and Human Engineering 




Evaluation 
V1 3.4.9  
V1 2.2.7.2 




 




Non-Operating Environmental Tests 
 Bench Handling Test  V2 4.6.2 Performed at APT 
 Vibration Test V2 4.6.3 Performed at APT 
 Low Temperature Test V2 4.6.4 Percept chamber 
 High Temperature Test V2 4.6.5 Percept chamber 
 Humidity Test V2 4.6.6 Performed at APT 




Operating Environmental Tests 
 Temperature/Power Variation  V2 4.7.1 Percept chamber 
 Reliability Tests V2 4.7.3 MTBF assessed during the 




Temperature/Power Variation tests. 
Electrical Tests 




 Power Disturbance V2 4.8.1 Performed at Criterion 
 Electromagnetic Radiation V2 4.8.2 Performed at Criterion 
 Electrostatic Disruption V2 4.8.3 Performed at Criterion 
 Electromagnetic Susceptibility V2 4.8.4 Performed at Criterion 
 Electrical Fast Transient V2 4.8.5 Performed at Criterion 
 Lightning Surge V2 4.8.6 Performed at Criterion 
 Conducted RF Immunity V2 4.8.7 Performed at Criterion 
 Magnetic Fields Immunity V2 4.8.8 Performed at Criterion 




 
3.1 Test Procedures  




3.1.1 Operating Environment 




Equipment used for election management activities or vote counting (including both precinct and 
central count systems) shall be capable of operation in temperatures ranging from 50 to 95 
degrees Fahrenheit. 




3.1.2 Transit and Storage 




Equipment used for vote casting, or for counting votes in a precinct count system, shall meet 
specific minimum performance standards that simulate exposure to physical shock and vibration 
associated with handling and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an uncontrolled warehouse 
environment. 
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• High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, 
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equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage; 




• Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure 
VI; 




• Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- 
Basic Transportation, Common Carrier; and 




• Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, 
Procedure I-Natural Hot-Humid. 




3.2 Non-Operating Tests 




3.2.1 Electrical Supply 




Components of voting systems that require an electrical supply shall meet the following 
standards: 




• Precinct count systems shall operate with the electrical supply ordinarily found in 
polling places (120vac/60hz/1); 




• Central count systems shall operate with the electrical supply ordinarily found in central 
tabulation facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 
240vac/60hz/2); and 




• All systems shall also be capable of operating for a period of at least 2 hours on 
backup power, such that no voting data is lost or corrupted, nor normal operations 
interrupted.  When backup power is exhausted the system shall retain the contents of 
all memories intact. The backup power capability is not required to provide lighting of 
the voting area.  




 
Results: 




The iVotronic System with attached RTAL printer is normally operated from an electrical supply 
source of 120vac/60 Hz. An internal battery maintains operation for greater than two hours if the 
primary power is interrupted. 




3.2.2 Safety 




All voting systems shall meet the following requirements for safety: 




• All voting systems and their components shall be designed so as to eliminate hazards 
to personnel, or to the equipment itself; 




• Defects in design and construction that can result in personal injury or equipment 
damage must be detected and corrected before voting systems and components are 
placed into service; and 




• Equipment design for personnel safety shall be equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act (OSHA), as identified in Title 
29, part 1910, of the Code of Federal Regulations. UL60950 First Edition Product 
Safety, Information Technology Equipment is the applicable standard. 
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Results: 




The RTAL printer met the requirements of the Safety Test. The data are provided in attachment 
B, E255489-A2-UL-1-Final-Printer Test Report.pdf and E255489-A2-UL-1-Final-Correction1.pdf. 
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The safety report is in two parts to address alternate mechanical configurations of the printer for 
integration with two different voting systems. These attachments are incorporated into the report 
through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment B- E255489-A2-UL-1-Final-Printer Test Report”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




3.3 Non-Operating Environmental Tests 




3.3.1 Bench Handling Test (VSS II 4.6.2) 




The bench-handling test simulates stresses faced during maintenance and repair of voting 
machines and ballot counters.  




3.3.1.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI. 




Results: 




The RTAL printer met the requirements of the Bench Handling Test. The data are provided in 
attachment C, Report 05-00364 APT Voting Terminal Printer.pdf. This attachment is 
incorporated into the report through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment C- Report 05-00364 APT Voting Terminal Printer”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




3.3.2 Vibration Test (VSS II 4.6.3) 




The vibration test simulates stresses faced during transport of voting machines and ballot 
counters between storage locations and polling places.  
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3.3.2.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier. 




Results: 




The RTAL printer met the requirements of the Vibration Test. The data are provided in 
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attachment C, Report 05-00364 APT Voting Terminal Printer.pdf. This attachment is 
incorporated into the report through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment C- Report 05-00364 APT Voting Terminal Printer”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




Low Temperature Test (VSS II 4.6.4) 




The low temperature test simulates stresses faced during storage of voting machines and ballot 
counters.  




3.3.2.2 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-Storage. The 
minimum temperature shall be -4 degrees F. 




Results: 




The RTAL printer met all requirements of the Low Temperature Test. 




3.3.3 High Temperature Test (VSS II 4.6.5) 




The high temperature test simulates stresses faced during storage of voting machines and 
ballot counters.  




3.3.3.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-Storage. The 
maximum temperature shall be 140 degrees F. 




Results: 




The RTAL printer met all requirements of the High Temperature Test. 




3.3.4 Humidity Test (VSS II 4.6.6) 




The humidity test simulates stresses faced during storage of voting machines and ballot 
counters.  
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3.3.4.1 Applicability 




All systems and components regardless of type shall meet the requirements of this test.  This 
test is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-
Humid.  It is intended to evaluate the ability of the equipment to survive exposure to an 
uncontrolled temperature and humidity environment during storage.  This test lasts for ten days. 




Results: 
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The RTAL printer met the requirements of the humidity test. The data are provided in 
attachment C, Report 05-00364 APT Voting Terminal Printer.pdf. This attachment is 
incorporated into the report through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment C- Report 05-00364 APT Voting Terminal Printer”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




Operating Tests 




3.3.5 Temperature and Power Variation Tests (VSS II 4.7.1) 




This test is similar to the low temperature and high temperature tests of MIL-STD810D, Method 
502.2 and Method 501.2, with test conditions that correspond to the requirements of the 
performance standards.  This procedure tests system operation under various environmental 
conditions for at least 163 hours. During 48 hours of this operating time, the device shall be in a 
test chamber. For the remaining hours, the equipment shall be operated at room temperature. 
The system shall be powered for the entire period of this test; the power may be disconnected 
only if necessary for removal of the system from the test chamber. 




Operation shall consist of ballot-counting cycles, which vary with system type. An output report 
need not be generated after each counting cycle; the interval between reports, however, should 
be no more than 4 hours to keep to a practical minimum the time between the occurrence of a 
failure or data error and its detection. 




Test Ballots per Counting Cycle 
Precinct count systems      100 ballots/hour 
Central count systems        300 ballots/hour 




The recommended pattern of votes is one chosen to facilitate visual recognition of the reported 
totals; this pattern shall exercise all possible voting locations.  System features such as data 
quality tests, error logging, and audit reports shall be enabled during the test. 




Results: 




The RTAL printer met the requirements of the Temperature and Power Variation Tests. The 
data are provided in attachment C, Report 05-00364 APT Voting Terminal Printer.pdf. This 
attachment is incorporated into the report through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment C- Report 05-00364 APT Voting Terminal Printer”; 
• Select “Open”. 
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To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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3.3.6 Reliability (VSS II 4.7.3) 




The reliability of voting system devices shall be measured as mean time between Failure 
(MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of 
operating time to the number of failures, which have occurred in the specified time interval. A 
typical system operations scenario consists of approximately 45 hours of equipment operation, 
consisting of 30 hours of equipment set-up and readiness testing and 15 hours of elections 
operations. For the purpose of demonstrating compliance with this requirement, a failure is 
defined as any event which results in either the: 




a) Loss of one or more functions; or 
b) Degradation of performance such that the device is unable to perform its intended 




function for longer than 10 seconds. 
The MTBF demonstrated during testing shall be at least 163 hours. 




Results:  




The total of 163 hours was accumulated on a single unit while performing the Temperature and 
Power Variation Test.  




3.4 Electrical Tests 




3.4.1 Power Disturbance (VSS II 4.8.1) 




The test for power disturbance disruption shall be conducted in compliance with the test 
specified in IEC 61000-4-11 (1994-06). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data: 




a) Surges of 30% dip @10 ms; 
b) Surges of 60% dip @100 ms & 1 sec 
c) Surges of >95% interrupt @5 sec;  
d) Surges of +15% line variations of nominal line voltage; and 
e) Electric power increases of 7.5% and reductions of 12.5% of nominal specified 




power supply for a period of up to four hours at each power level. 




3.4.2 Electromagnetic Radiation (VSS II 4.8.2) 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
comply with the Rules and Regulations of the Federal Communications Commission, Part 15, 
Class B requirements for both radiated and conducted emissions. 
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3.4.3 Electrostatic Disruption (VSS II 4.8.3) 




The test for electrostatic disruption shall be conducted in compliance with the test specified in 
IEC 61000-4-2 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss 
of data. The equipment may reset or have momentary interruption so long as normal operation 
is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter. 
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3.4.4 Electromagnetic Susceptibility (VSS II 4.8.4) 




The test for electromagnetic susceptibility shall be conducted in compliance with the test 
specified in IEC 61000-4-3 (1996). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 




3.4.5 Electrical Fast Transient (VSS II 4.8.5) 




The test for electrical fast transient protection shall be conducted in compliance with the test 
specified in IEC 61000-4-4 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, electrical fast 
transients of: 




a) 2 kV AC & DC external power lines; 
b) +1 kV all external wires >3m no control; and 
c) +2 kV all external wires control. 




3.4.6 Lightning Surge (VSS II 4.8.6) 




The test for lightning surge protection shall be conducted in compliance with the test specified in 
IEC 61000-4-5 (1995-02).  




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, surges of: 




a) +2 kV AC line to line; 
b) +2 kV AC line to earth; 
c) +.5 kV DC line to line >10m; 
d) +.5 kV DC line to earth >10m; and 
e) +1 kV I/O sig/control >30m. 




3.4.7 Conducted RF Immunity (VSS II 4.8.7) 




The test for conducted RF immunity shall be conducted in compliance with the test specified in 
IEC 61000-4-6 (1996-04). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 
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3.4.8 Magnetic Fields Immunity (VSS II 4.8.8) 




The test for AC magnetic fields RF immunity shall be conducted in compliance with the test 
specified in IEC 61000-4-8 (1993-06). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields 
of 30 A/m at 60 Hz. 















ES&S Unity 3.0 RTAL Printer 




Results: 




The RTAL printer met the requirements of the Electrical Tests. The data are provided in 
attachment B, Report 05-00364 APT Voting Terminal Printer.pdf. This attachment is 
incorporated into the report through the Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment C- RTAL Printer EMC 050628-919.pdf”; 
• Select “Open”. 
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To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Attachment A Safety Results 
This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- E255489-A2-UL-1-Final-Printer Test Report.pdf”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Attachment B Electrical Testing 
This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process.  




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment”;  
• Select “Attachment C- RTAL Printer EMC 050628-919.pdf”; 
• Select “Open”. 
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To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Attachment C Vibration & Bench Handling Testing 
This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process.  




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment”;  
• Select “Attachment C- Report 05-00364 APT Voting Terminal Printer.pdf”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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COVER PAGE FOR TEST REPORT  
 
Product Category:  Information Technology Equipment Including Electrical Business Equipment 
Product Category CCN:  NWGQ2 
Test Procedure:  Component Recognition 
Product:  Election Booth Printer 
Model/Type Reference:  RTAL 
Rating(s):  n/a (Class III product) 





 
Printer is intended to connect to +12 Vdc and typical current draw is appx. 250 
mA. 





Standards:  UL 60950-1:2003, First Edition 
  
Applicant Name and 
Address:  





ELECTION SYSTEMS & SOFTWARE INC 
11208 JOHN GALT BLVD 
OMAHA NE 68137 





This Report includes the following parts, in addition to this cover page:  





 





1. Specific Inspection Criteria 
2. Specific Technical Criteria 
3. Clause Verdicts 
4. Critical Components 
5. Test Results 
6. National Differences 
7. Enclosures  
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This is to certify that representative samples of the products covered by this Test Report have been investigated in accordance with the 
above referenced Standards. The products have been found to comply with the requirements covering the category and the products are 
judged to be eligible for Follow-Up Service under the indicated Test Procedure. The manufacturer is authorized to use the UL Mark on 
such products which comply with this Test Report and any other applicable requirements of Underwriters Laboratories Inc. ('UL') in 
accordance with the Follow-Up Service Agreement. Only those products which properly bear the UL Mark are considered as being 
covered by UL's Follow-Up Service under the indicated Test Procedure.  
 
The applicant is authorized to reproduce the referenced Test Report provided it is reproduced in its entirety.  
 
UL authorizes the applicant to reproduce the latest pages of the referenced Test Report consisting of the first page of the Specific 
Technical Criteria through to the end of the Conditions of Acceptability.  
 
Test Report By: Reviewed By: 





  
Dave Pedersen Ben Mapes 
Manager Staff Engineer 
Underwriters Laboratories Inc. Underwriters Laboratories Inc. 
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SPECIFIC INSPECTION CRITERIA  
 
BA1.0  Special Instructions to UL Representative  
BA1.1  N/A 





 
BB1.0  Supporting Documentation  
BB1.1  The following documents located at the beginning of this Procedure supplement the requirements 





of this Test Report:  





 A. Authorization - The Authorization page may include additional Factory Identification Code 
markings.  





 B. Generic Inspection Instructions - 





 
 i. Part AC details important information which may be applicable to products covered by this 





Procedure. Products described in this Test Report must comply with any applicable items 
listed unless otherwise stated in the body of this Test Report.  





 
 ii. Part AE details any requirements which may be applicable to all products covered by this 





Procedure. Products described in this Test Report must comply with any applicable items 
listed unless otherwise stated in the body of each Test Report.  





 
 iii. Part AF details the requirements for the UL Certification Mark which is not controlled by the 





technical standard used to investigate these products. Products are permitted to bear only 
the Certification Mark(s) corresponding to the countries for which it is certified, as indicated 
in each Test Report.  





 
BC1.0  Markings and instructions  
BC1.1  The following markings and instructions are provided as indicated.  
BC1.2  All clause references are from UL 60950-1:2003, First Edition.  
 
Standard 
Clause  





Clause Title  Marking or Instruction Details  





1.7.1 Power rating - 
Company 
identification 





Listee's or Recognized company's name, Trade Name, Trademark or File 
Number 





 Power rating - 
Model 





Model Number 
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BD1.0  Production-Line Testing Requirements  
BD1.1  Electric Strength Test Special Constructions - Refer to Generic Inspection Instructions, Part AC for 





further information. 





     
Test 





Potential  





 Model Component Removable Parts Test probe location 
V 





rms V dc
Test 





Time, s





 N/A       
BD1.2 Earthing Continuity Test Exemptions - This 





test is not required for the following models: 
Model RTAL  





BD1.3 Electric Strength Test Exemptions - This test 
is not required for the following models: 





Model RTAL  





BD1.4 Electric Strength Test Component 
Exemptions - The following solid-state 
components may disconnected from the 
remainder of the circuitry during the 
performance of this test: 





  





 
BE1.0  Sample and Test Specifics for Follow-Up Tests at UL  





BE1.1 Model  Component Material  Test  Sample(s)  
Test 





Specifics 





 N/A      
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SPECIFIC TECHNICAL CRITERIA  
 





UL 60950-1, First Edition 
Information technology equipment - Safety-  





Part 1: General Requirements  





Report Reference No........................: E255489-A2-UL-1 
Compiled by .....................................: Dave Pedersen  
Reviewed by ....................................: Ben Mapes  
Date of issue ....................................: 2005-07-13 
Standards .........................................: UL 60950-1:2003, First Edition 
Test procedure .................................: Component Recognition 
Non-standard test method ...............: N/A 
Test item description .......................: Election Booth Printer 
Trademark ........................................: None 
Model and/or type reference ............: RTAL 
Rating(s) ...........................................: n/a (Class III product) 





 
Printer is intended to connect to +12 Vdc and typical current draw is 
appx. 250 mA. 





 
Particulars: test item vs. test requirements  
Equipment mobility .................................................... : for building-in 
Operating condition ................................................... : intermittent 
Mains supply tolerance (%) ....................................... : +10%, -10% 
Tested for IT power systems ..................................... : No 
IT testing, phase-phase voltage (V) .......................... : - 
Class of equipment ................................................... : Class III (supplied by SELV) 
Mass of equipment (kg) ............................................ : < 18 
Protection against ingress of water ........................... : IP X0 





 
Possible test case verdicts:  
- test case does not apply to the test object ............. : N / A 
- test object does meet the requirement ................... : Pass 
- test object does not meet the requirement ............. : Fail (acceptable only if a corresponding, less stringent 





national requirement is "Pass")  
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General remarks:  
- "(see Enclosure #)" refers to additional information appended to the Test Report  
- "(see appended table)" refers to a table appended to the Test Report  
- Throughout the Test Report a point is used as the decimal separator  
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GENERAL PRODUCT INFORMATION:  
 
CA1.0  Report Summary  
CA1.1  N/A 





 
CB1.0  Product Description  
CB1.1  The product is a printer, intended to be installed in the Ivotronics voting machine.  The printer is 





used to print ballot and audit records.  The printer connects to SELV circuits from the voting 
booth.  The printer uses thermal technology and prints on 3 inch wide rolled paper.  It is intended 
for intermittent use.  It is intended to be connected to a Limited Power Source. 





 
CC1.0  Model Differences  
CC1.1  N/A 





 
CD1.0  Additional Information  
CD1.1  N/A 





 
CE1.0  Technical Considerations  
CE1.2 The product was submitted and tested for use at the maximum ambient temperature (Tma) 





permitted by the manufacturer’s specification of: 40 °C  
 
CF1.0  Engineering Conditions of Acceptability  
CF1.1  For use only in or with complete equipment where the acceptability of the combination is 





determined by Underwriters Laboratories Inc. 
 
When installed in an end-product, consideration must be given to the following:  





CF1.5 The following secondary output circuits are SELV: All  
CF1.13 The investigated Pollution Degree is: 2  
CF2.0 The printer is intended to be connected to a Limited Power Source  
CF2.1 The means of connecting to the power source are to be evaluated in the end product.  
CF2.2 The need for a disconnect device is to be evaluated in the end product.  
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1 GENERAL Pass 
1.5 Components Pass 
1.5.1 General  Pass 





 Comply with IEC 60950 or relevant component 
standard 





 Pass 





1.5.2 Evaluation and testing of components Components not certified are 
used in accordance with their 
ratings and they comply with 
applicable parts of IEC 60950 
and the relevant component 
Standard. 





Pass 





1.5.3 Thermal controls  N/A 
1.5.4 Transformers The printer contains no 





transformers 
N/A 





1.5.5 Interconnecting cables  Pass 
1.5.6 Capacitors in primary circuits ................................ :  N/A 
1.5.7 Double insulation or reinforced insulation bridged 





by components 
 N/A 





1.5.7.1 General No bridging components N/A 
1.5.7.2 Bridging capacitors  N/A 
1.5.7.3 Bridging resistors  N/A 
1.5.7.4 Accessible parts  N/A 
1.5.8 Components in equipment for IT power systems  N/A 
 





1.6 Power interface N/A 
1.6.1 AC power distribution systems  N/A 
1.6.2 Input current Not mains connected 





equipment 
N/A 





1.6.3 Voltage limit of hand-held equipment Not hand held N/A 
1.6.4 Neutral conductor  N/A 
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1.7 Marking and instructions Pass 
1.7.1 Power rating  N/A 





 Rated voltage(s) or voltage range(s) (V) ............... :  N/A 





 Symbol for nature of supply, for d.c. only .............. :  N/A 





 Rated frequency or rated frequency range (Hz).... :  N/A 





 Rated current (mA or A) ........................................ :  N/A 





 Manufacturer's name or trademark or identification 
mark....................................................................... : 





See Page 1 for details Pass 





 Type/model or type reference ............................... : RTAL Pass 





 Symbol for Class II equipment only....................... :  N/A 





 Other symbols ....................................................... :  N/A 





 Certification marks................................................. : UL (Recognition) Pass 
1.7.2 Safety instructions  N/A 
1.7.3 Short duty cycles Printer is intended for 





intermittent use, but has no 
specified duty cycle 





N/A 





1.7.4 Supply voltage adjustment .................................... :  N/A 
1.7.5 Power outlets on the equipment............................ :  N/A 
1.7.6 Fuse identification.................................................. : No fuses N/A 
1.7.7 Wiring terminals  N/A 
1.7.7.1 Protective earthing and bonding terminals ............ :  N/A 
1.7.7.2 Terminal for a.c. mains supply conductors  N/A 
1.7.7.3 Terminals for d.c. mains supply conductors  N/A 
1.7.8 Controls and indicators  Pass 
1.7.8.1 Identification, location and marking ....................... :  N/A 
1.7.8.2 Colours .................................................................. : Only functional indicators use 





color.  No indicators with color 
affect safety. 





Pass 





1.7.8.3 Symbols according to IEC 60417 .......................... :  N/A 
1.7.8.4 Markings using figures........................................... :  N/A 
1.7.9 Isolation of multiple power sources ....................... :  N/A 
1.7.10 IT power distribution systems   N/A 
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1.7.11 Thermostats and other regulating devices  N/A 
1.7.12 Language............................................................... : English only reviewed. - 
1.7.13 Durability  N/A 
1.7.14 Removable parts  N/A 
1.7.15 Replaceable batteries  N/A 





 Language............................................................... :  - 
1.7.16 Operator access with a tool ................................... :  N/A 
1.7.17 Equipment for restricted access locations............. :  N/A 
 





2 PROTECTION FROM HAZARDS Pass 
2.1 Protection from electric shock and energy hazards Pass 
2.1.1 Protection in operator access areas  Pass 
2.1.1.1 Access to energized parts The operator has access to 





bare parts of SELV CIRCUITS.
Pass 





 Test by inspection.................................................. : Since there are no hazards 
present, no further testing was 
necessary 





Pass 





 Test with test finger ............................................... :  N/A 





 Test with test pin.................................................... :  N/A 





 Test with test probe ............................................... :  N/A 
2.1.1.2 Battery compartments ........................................... :  N/A 
2.1.1.3 Access to ELV wiring  N/A 





 Working voltage (V); minimum distance (mm) 
through insulation .................................................. : 





 - 





2.1.1.4 Access to hazardous voltage circuit wiring  N/A 
2.1.1.5 Energy hazards ..................................................... : No energy hazardous parts. N/A 
2.1.1.6 Manual controls  N/A 
2.1.1.7 Discharge of capacitors in equipment  N/A 





 Time-constant (s); measured voltage (V) .............. :  - 
2.1.2 Protection in service access areas  N/A 
2.1.3 Protection in restricted access locations  N/A 
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2.2 SELV circuits Pass 
2.2.1 General requirements  Pass 
2.2.2 Voltages under normal conditions (V) ................... : All output voltages are less 





than 42.4 Vp and 60 V dc and 
are classified as SELV. 





Pass 





2.2.3 Voltages under fault conditions (V) ....................... : Input is assumed to be SELV N/A 
2.2.3.1 Separation by double insulation or reinforced 





insulation (method 1) 
 N/A 





2.2.3.2 Separation by earthed screen (method 2)  N/A 
2.2.3.3 Protection by earthing of the SELV circuit (method 





3) 
 N/A 





2.2.4 Connection of SELV circuits to other circuits ........ : SELV circuits are connected 
only to protective earth and 
other SELV circuits. 





Pass 





 





2.3 TNV circuits N/A 
2.3.1 Limits  N/A 





 Type of TNV circuits .............................................. :  - 
2.3.2 Separation from other circuits and from accessible 





parts 
 N/A 





 Insulation employed............................................... :  - 
2.3.3 Separation from hazardous voltages  N/A 





 Insulation employed............................................... :  - 
2.3.4 Connection of TNV circuits to other circuits  N/A 





 Insulation employed............................................... :  - 
2.3.5 Test for operating voltages generated externally  N/A 
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2.4 Limited current circuits N/A 
2.4.1 General requirements  N/A 
2.4.2 Limit values  N/A 





 Frequency (Hz)...................................................... :  - 





 Measured current (mA).......................................... :  - 





 Measured voltage (V) ............................................ :  - 





 Measured capacitance (mF).................................. :  - 
2.4.3 Connection of limited current circuits to other 





circuits 
 N/A 





 





2.5 Limited power sources Pass 
 Inherently limited output Input is assumed to be LPS Pass 





 Impedance limited output  N/A 





 Overcurrent protective device limited output  N/A 





 Regulating network limited output under normal 
operating and single fault condition 





 N/A 





 Regulating network limited output under normal 
operating conditions and overcurrent protective 
device limited output under single fault condition 





 N/A 





 Output voltage (V), output current (A), apparent 
power (VA):............................................................ : 





 - 





 Current rating of overcurrent protective device (A) :  - 
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2.6 Provisions for earthing and bonding N/A 
2.6.1 Protective earthing Protective earthing is not 





required 
N/A 





2.6.2 Functional earthing  N/A 
2.6.3 Protective earthing and protective bonding 





conductors 
 N/A 





2.6.3.1 General  N/A 
2.6.3.2 Size of protective earthing conductors  N/A 





 Rated current (A), cross-sectional area (mm2), 
AWG ...................................................................... : 





 - 





2.6.3.3 Size of protective bonding conductors  N/A 





 Rated current (A), cross-sectional area (mm2), 
AWG ...................................................................... : 





 - 





2.6.3.4 Resistance (Ohm) of earthing conductors and their 
terminations, test current (A) ................................. : 





 N/A 





2.6.3.5 Colour of insulation................................................ :  N/A 
2.6.4 Terminals  N/A 
2.6.4.1 General  N/A 
2.6.4.2 Protective earthing and bonding terminals  N/A 





 Rated current (A), type and nominal thread 
diameter (mm) ....................................................... : 





 - 





2.6.4.3 Separation of the protective earthing conductor 
from protective bonding conductors 





 N/A 





2.6.5 Integrity of protective earthing  N/A 
2.6.5.1 Interconnection of equipment  N/A 
2.6.5.2 Components in protective earthing conductors and 





protective bonding conductors 
 N/A 





2.6.5.3 Disconnection of protective earth  N/A 
2.6.5.4 Parts that can be removed by an operator  N/A 
2.6.5.5 Parts removed during servicing  N/A 
2.6.5.6 Corrosion resistance  N/A 
2.6.5.7 Screws for protective bonding  N/A 
2.6.5.8 Reliance on telecommunication network or cable 





distribution system 
 N/A 
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2.7 Overcurrent and earth fault protection in primary circuits N/A 
2.7.1 Basic requirements No overcurrent or earth fault 





protection is required. 
N/A 





 Instructions when protection relies on building 
installation 





 N/A 





2.7.2 Faults not covered in 5.3  N/A 
2.7.3 Short-circuit backup protection  N/A 
2.7.4 Number and location of protective devices ........... :  N/A 
2.7.5 Protection by several devices  N/A 
2.7.6 Warning to service personnel ................................ :  N/A 
 





2.8 Safety interlocks N/A 
2.8.1 General principles  N/A 
2.8.2 Protection requirements  N/A 
2.8.3 Inadvertent reactivation  N/A 
2.8.4 Fail-safe operation  N/A 
2.8.5 Moving parts  N/A 
2.8.6 Overriding  N/A 
2.8.7 Switches and relays  N/A 
2.8.7.1 Contact gaps (mm) ................................................ :  N/A 
2.8.7.2 Overload test  N/A 
2.8.7.3 Endurance test  N/A 
2.8.7.4 Electric strength test  N/A 
2.8.8 Mechanical actuators  N/A 
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2.9 Electrical insulation Pass 
2.9.1 Properties of insulating materials  Pass 
2.9.2 Humidity conditioning  N/A 





 Humidity (%) .......................................................... :  - 





 Temperature (°C)................................................... :  - 
2.9.3 Grade of insulation  Pass 
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2.10 Clearances, creepage distances and distances through insulation Pass 
2.10.1 General  Pass 
2.10.2 Determination of working voltage  Pass 
2.10.3 Clearances See 5.3.4 for details Pass 
2.10.3.1 General  Pass 
2.10.3.2 Clearances in primary circuit  N/A 
2.10.3.3 Clearances in secondary circuits See 5.3.4 for details Pass 
2.10.3.4 Measurement of transient voltage levels  N/A 
2.10.4 Creepage distances See 5.3.4 for details Pass 
 CTI tests ................................................................ :  - 
2.10.5 Solid insulation  N/A 
2.10.5.1 Minimum distance through insulation  N/A 
2.10.5.2 Thin sheet material  N/A 





 Number of layers (pcs) .......................................... :  - 





 Electric strength test .............................................. :  - 
2.10.5.3 Printed boards  N/A 





 Distance through insulation  N/A 





 Electric strength test for thin sheet insulating 
material .................................................................. : 





 - 





 Number of layers (pcs) .......................................... :  N/A 
2.10.5.4 Wound components  N/A 





 Number of layers (pcs) .......................................... :  N/A 





 Two wires in contact inside wound component; 
angle between 45° and 90° ................................... : 





 N/A 





2.10.6 Coated printed boards  N/A 
2.10.6.1 General  N/A 
2.10.6.2 Sample preparation and preliminary inspection  N/A 
2.10.6.3 Thermal cycling  N/A 
2.10.6.4 Thermal ageing (°C) .............................................. :  N/A 
2.10.6.5 Electric strength test .............................................. :  - 
2.10.6.6 Abrasion resistance test  N/A 
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 Electric strength test .............................................. :  - 
2.10.7 Enclosed and sealed parts .................................... :  N/A 





 Temperature T1=T2 = Tma - Tamb +10K (°C)...... :  N/A 
2.10.8 Spacings filled by insulating compound ................ :  N/A 





 Electric strength test .............................................. :  - 
2.10.9 Component external terminations  N/A 
2.10.10 Insulation with varying dimensions  N/A 
 





3 WIRING, CONNECTIONS AND SUPPLY Pass 
3.1 General Pass 
3.1.1 Current rating and overcurrent protection To be judged in the end 





product. 
Pass 





3.1.2 Protection against mechanical damage  Pass 
3.1.3 Securing of internal wiring  Pass 
3.1.4 Insulation of conductors  Pass 
3.1.5 Beads and ceramic insulators  N/A 
3.1.6 Screws for electrical contact pressure  Pass 
3.1.7 Insulating materials in electrical connections  N/A 
3.1.8 Self-tapping and spaced thread screws  N/A 
3.1.9 Termination of conductors  N/A 





 10 N pull test  N/A 
3.1.10 Sleeving on wiring  Pass 
 



















Issue Date: 2005-07-13 Page 16 of 34 Report Reference # E255489-A2-UL-1
   
 





IEC 60950-1 
Clause Requirement + Test Result - Remark Verdict 
 





 Underwriters Laboratories Inc.   





3.2 Connection to an a.c. mains supply or a d.c. mains supply N/A 
3.2.1 Means of connection  N/A 
3.2.1.1 Connection to an a.c. mains supply  N/A 
3.2.1.2 Connection to a d.c. mains supply Not intended for connection to 





a dc mains 
N/A 





3.2.2 Multiple supply connections  N/A 
3.2.3 Permanently connected equipment  N/A 





 Number of conductors, diameter (mm) of cable and 
conduits ................................................................. : 





 - 





3.2.4 Appliance inlets  N/A 
3.2.5 Power supply cords  N/A 
3.2.5.1 AC power supply cords  N/A 





 Type....................................................................... :  - 





 Rated current (A), cross-sectional area (mm²), 
AWG ...................................................................... : 





 - 





3.2.5.2 DC power supply cords  N/A 
3.2.6 Cord anchorages and strain relief  N/A 





 Mass of equipment (kg), pull (N) ........................... :  - 





 Longitudinal displacement (mm) ........................... :  - 
3.2.7 Protection against mechanical damage  N/A 
3.2.8 Cord guards  N/A 





 D (mm); test mass (g)............................................ :  - 





 Radius of curvature of cord (mm).......................... :  - 
3.2.9 Supply wiring space  N/A 
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3.3 Wiring terminals for connection of external conductors N/A 
3.3.1 Wiring terminals  N/A 
3.3.2 Connection of non-detachable power supply cords  N/A 
3.3.3 Screw terminals  N/A 
3.3.4 Conductor sizes to be connected  N/A 





 Rated current (A), cord/cable type, cross-sectional 
area (mm²)............................................................. : 





 - 





3.3.5 Wiring terminal sizes  N/A 





 Rated current (A), type and nominal thread 
diameter (mm) ....................................................... : 





 - 





3.3.6 Wiring terminals design  N/A 
3.3.7 Grouping of wiring terminals  N/A 
3.3.8 Stranded wire  N/A 
 





3.4 Disconnection from the mains supply Pass 
3.4.1 General requirement To be evaluated in the end 





product 
Pass 





3.4.2 Disconnect devices  Pass 
3.4.3 Permanently connected equipment  N/A 
3.4.4 Parts which remain energized  N/A 
3.4.5 Switches in flexible cords  N/A 
3.4.6 Single-phase equipment and d.c. equipment  Pass 
3.4.7 Three-phase equipment  N/A 
3.4.8 Switches as disconnect devices  N/A 
3.4.9 Plugs as disconnect devices  N/A 
3.4.10 Interconnected equipment  N/A 
3.4.11 Multiple power sources  N/A 
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3.5 Interconnection of equipment Pass 
3.5.1 General requirements  Pass 
3.5.2 Types of interconnection circuits ........................... : Interconnection circuits are 





SELV 
Pass 





3.5.3 ELV circuits as interconnection circuits  N/A 
 





4 PHYSICAL REQUIREMENTS Pass 
4.1 Stability N/A 
 Angle of 10°  N/A 





 Test: force (N)........................................................ :  N/A 
 





4.2 Mechanical strength Pass 
4.2.1 General  Pass 
4.2.2 Steady force test, 10 N  Pass 
4.2.3 Steady force test, 30 N  Pass 
4.2.4 Steady force test, 250 N  Pass 
4.2.5 Impact test  N/A 





 Fall test  N/A 





 Swing test  N/A 
4.2.6 Drop test  N/A 
4.2.7 Stress relief test  N/A 
4.2.8 Cathode ray tubes  N/A 





 Picture tube separately certified ............................ :  N/A 
4.2.9 High pressure lamps  N/A 
4.2.10 Wall or ceiling mounted equipment; force (N) ....... :  N/A 
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4.3 Design and construction Pass 
4.3.1 Edges and corners  Pass 
4.3.2 Handles and manual controls; force (N)................ :  N/A 
4.3.3 Adjustable controls  N/A 
4.3.4 Securing of parts  Pass 
4.3.5 Connection of plugs and sockets  N/A 
4.3.6 Direct plug-in equipment  N/A 





 Dimensions (mm) of mains plug for direct plug-in. :  N/A 





 Torque and pull test of mains plug for direct plug-in; 
torque (Nm); pull (N).............................................. : 





 N/A 





4.3.7 Heating elements in earthed equipment  N/A 
4.3.8 Batteries  N/A 
4.3.9 Oil and grease  N/A 
4.3.10 Dust, powders, liquids and gases  Pass 
4.3.11 Containers for liquids or gases  N/A 
4.3.12 Flammable liquids.................................................. :  N/A 





 Quantity of liquid (l)................................................ :  N/A 





 Flash point (°C)...................................................... :  N/A 
4.3.13 Radiation; type of radiation  N/A 
4.3.13.1 General  N/A 
4.3.13.2 Ionizing radiation  N/A 





 Measured radiation (pA/kg) ................................... :  - 





 Measured high-voltage (kV) .................................. :  - 





 Measured focus voltage (kV)................................. :  - 





 CRT markings........................................................ :  - 
4.3.13.3 Effect of ultraviolet (UV) radiation on materials  N/A 





 Part, property, retention after test, flammability 
classification .......................................................... : 





 N/A 





4.3.13.4 Human exposure to ultraviolet (UV) radiation ....... :  N/A 
4.3.13.5 Laser (including LEDs)  N/A 





 Laser class ............................................................ :  - 
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4.3.13.6 Other types ............................................................ :  N/A 
 





4.4 Protection against hazardous moving parts Pass 
4.4.1 General  N/A 
4.4.2 Protection in operator access areas No mechanical hazards 





present. 
Pass 





4.4.3 Protection in restricted access locations  N/A 
4.4.4 Protection in service access areas  Pass 
 





4.5 Thermal requirements Pass 
4.5.1 Maximum temperatures  Pass 





 Normal load condition per Annex L ....................... : Operated in the most 
unfavorable way of operation 
instructed by the manufacturer 
until steady conditions 
established.  Permitted rises 
based on manufacturer's 
specified Tmra of 40°C. 





Pass 





4.5.2 Resistance to abnormal heat  N/A 
 





4.6 Openings in enclosures N/A 
4.6.1 Top and side openings There are no enclosures N/A 
 Dimensions (mm) .................................................. :  - 
4.6.2 Bottoms of fire enclosures  N/A 





 Construction of the bottom .................................... :  - 
4.6.3 Doors or covers in fire enclosures  N/A 
4.6.4 Openings in transportable equipment  N/A 
4.6.5 Adhesives for constructional purposes  N/A 





 Conditioning temperature (°C)/time (weeks) ......... :  - 
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4.7 Resistance to fire Pass 
4.7.1 Reducing the risk of ignition and spread of flame  Pass 





 Method 1, selection and application of components 
wiring and materials 





 Pass 





 Method 2, application of all of simulated fault 
condition tests 





 N/A 





4.7.2 Conditions for a fire enclosure  Pass 
4.7.2.1 Parts requiring a fire enclosure  N/A 
4.7.2.2 Parts not requiring a fire enclosure  Pass 
4.7.3 Materials Pass 
4.7.3.1 General  Pass 
4.7.3.2 Materials for fire enclosures  N/A 
4.7.3.3 Materials for components and other parts outside 





fire enclosures 
 N/A 





4.7.3.4 Materials for components and other parts inside fire 
enclosures 





 N/A 





4.7.3.5 Materials for air filter assemblies  N/A 
4.7.3.6 Materials used in high-voltage components  N/A 
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5 ELECTRICAL REQUIREMENTS AND SIMULATED ABNORMAL CONDITIONS Pass 
5.1 Touch current and protective conductor current N/A 
5.1.1 General  N/A 
5.1.2 Equipment under test (EUT)  N/A 
5.1.3 Test circuit  N/A 
5.1.4 Application of measuring instrument  N/A 
5.1.5 Test procedure  N/A 
5.1.6 Test measurements  N/A 





 Test voltage (V) ..................................................... :  - 





 Measured touch current (mA)................................ :  - 





 Max. allowed touch current (mA)........................... :  - 





 Measured protective conductor current (mA)........ :  - 





 Max. allowed protective conductor current (mA)... :  - 
5.1.7 Equipment with touch current exceeding 3.5 mA.. :  N/A 
5.1.8 Touch currents to and from telecommunication 





networks and cable distribution systems and from 
telecommunication networks 





 N/A 





5.1.8.1 Limitation of the touch current to a 
telecommunication network and a cable distribution 
system 





 N/A 





 Test voltage (V) ..................................................... :  - 





 Measured touch current (mA)................................ :  - 





 Max. allowed touch current (mA)........................... :  - 
5.1.8.2 Summation of touch currents from 





telecommunication networks ................................. : 
 N/A 





 





5.2 Electric strength N/A 
5.2.1 General  N/A 
5.2.2 Test procedure  N/A 
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5.3 Abnormal operating and fault conditions Pass 
5.3.1 Protection against overload and abnormal 





operation 
 N/A 





5.3.2 Motors  N/A 
5.3.3 Transformers  N/A 
5.3.4 Functional insulation.............................................. : Method C used. Pass 
5.3.5 Electromechanical components  N/A 
5.3.6 Simulation of faults  N/A 
5.3.7 Unattended equipment  N/A 
5.3.8 Compliance criteria for abnormal operating and 





fault conditions 
 N/A 





 





6 CONNECTION TO TELECOMMUNICATION NETWORKS N/A 
6.1 Protection of telecommunication network service persons, and users of other 





equipment connected to the network, from hazards in the equipment 
N/A 





6.1.1 Protection from hazardous voltages N/A 
6.1.2 Separation of the telecommunication network from earth N/A 
6.1.2.1 Requirements  N/A 





 Test voltage (V) ..................................................... :  - 





 Current in the test circuit (mA)............................... :  - 
6.1.2.2 Exclusions ............................................................. :  N/A 
 





6.2 Protection of equipment users from overvoltages on telecommunication 
networks 





N/A 





6.2.1 Separation requirements  N/A 
6.2.2 Electric strength test procedure  N/A 
6.2.2.1 Impulse test  N/A 
6.2.2.2 Steady-state test  N/A 
6.2.2.3 Compliance criteria  N/A 
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6.3 Protection of the telecommunication wiring system from overheating N/A 
 Max. output current (A).......................................... :  - 





 Current limiting method ......................................... :  - 
 





7 CONNECTION TO CABLE DISTRIBUTION SYSTEMS N/A 
7.1 Protection of cable distribution system service persons, and users of other 





equipment connected to the system, from hazardous voltages in the equipment 
N/A 





7.2 Protection of equipment users from overvoltages 
on the cable distribution system 





 N/A 





7.3 Insulation between primary circuits and cable 
distribution systems 





 N/A 





7.3.1 General  N/A 
7.3.2 Voltage surge test  N/A 
7.3.3 Impulse test  N/A 
 





A Annex A, TESTS FOR RESISTANCE TO HEAT AND FIRE N/A 
A.1 Flammability test for fire enclosures of movable equipment having a total mass 





exceeding 18 kg, and of stationary equipment (see 4.7.3.2) 
N/A 





A.1.1 Samples................................................................. :  - 





 Wall thickness (mm) .............................................. :  - 
A.1.2 Conditioning of samples; temperature (°C) ........... :  N/A 
A.1.3 Mounting of samples ............................................. :  N/A 
A.1.4 Test flame  N/A 
A.1.5 Test procedure  N/A 
A.1.6 Compliance criteria  N/A 





 Sample 1 burning time (s) ..................................... :  - 





 Sample 2 burning time (s) ..................................... :  - 





 Sample 3 burning time (s) ..................................... :  - 
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A.2 Flammability test for fire enclosures of movable equipment having a total 
mass not exceeding 18 kg, and for material and components located inside 
fire enclosures (see 4.7.3.2 and 4.7.3.4) 





N/A 





A.2.1 Samples, material.................................................. :  - 





 Wall thickness (mm) .............................................. :  - 
A.2.2 Conditioning of samples  N/A 
A.2.3 Mounting of samples  N/A 
A.2.4 Test flame  N/A 
A.2.5 Test procedure  N/A 
A.2.6 Compliance criteria  N/A 





 Sample 1 burning time (s) ..................................... :  - 





 Sample 2 burning time (s) ..................................... :  - 





 Sample 3 burning time (s) ..................................... :  - 
A.2.7 Alternative test acc. to IEC 60695-2-2, cl. 4, 8  N/A 





 Sample 1 burning time (s) ..................................... :  - 





 Sample 2 burning time (s) ..................................... :  - 





 Sample 3 burning time (s) ..................................... :  - 
 





A.3 Hot flaming oil test (see 4.6.2) N/A 
A.3.1 Mounting of samples  N/A 
A.3.2 Test procedure  N/A 
A.3.3 Compliance criterion  N/A 
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B Annex B, MOTOR TESTS UNDER ABNORMAL CONDITIONS(see 4.7.2.2 and 
5.3.2) 





Pass 





B.1 General requirements  Pass 





 Position.................................................................. : Only dc motors in secondary 
circuits.  See table 1.5.1. 





- 





 Manufacturer ......................................................... :  - 





 Type....................................................................... :  - 





 Rated values.......................................................... :  - 
B.2 Test conditions  Pass 
B.3 Maximum temperatures  Pass 
B.4 Running overload test  Pass 
B.5 Locked-rotor overload test  Pass 





 Test duration (days)............................................... :  - 





 Electric strength test: test voltage (V).................... :  - 
B.6 Running overload test for d.c. motors in secondary 





circuits 
 N/A 





B.7 Locked-rotor overload test for d.c. motors in secondary circuits Pass 
B.7.1 Test procedure  Pass 
B.7.2 Alternative test procedure; test time (h) ................ : Judged acceptable without test 





based on stepper type motors.
Pass 





B.7.3 Electric strength test  N/A 
B.8 Test for motors with capacitors  N/A 
B.9 Test for three-phase motors  N/A 
B.10 Test for series motors  N/A 





 Operating voltage (V) ............................................ :  - 
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C Annex C, TRANSFORMERS (see 1.5.4 and 5.3.3) N/A 
 Position.................................................................. :  - 





 Manufacturer ......................................................... :  - 





 Type....................................................................... :  - 





 Rated values.......................................................... :  - 





 Method of protection.............................................. :  - 
C.1 Overload test  N/A 
C.2 Insulation  N/A 





 Protection from displacement of windings............. :  N/A 
 





D Annex D, MEASURING INSTRUMENTS FOR TOUCH-CURRENT TESTS N/A 
D.1 Measuring instrument  N/A 
D.2 Alternative measuring instrument  N/A 
 





E Annex E, TEMPERATURE RISE OF A WINDING N/A 
 





F Annex F, MEASUREMENT OF CLEARANCES AND CREEPAGE DISTANCES 
(see 2.10) 





N/A 
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G Annex G, ALTERNATIVE METHOD FOR DETERMINING MINIMUM 
CLEARANCES 





N/A 





G.1 Summary of the procedure for determining 
minimum clearances 





 N/A 





G.2 Determination of mains transient voltage (V)  N/A 
G.2.1 AC mains supply  N/A 
G.2.2 DC mains supply  N/A 
G.3 Determination of telecommunication network 





transient voltage (V) : ............................................ : 
 N/A 





G.4 Determination of required withstand voltage (V) ... :  N/A 
G.5 Measurement of transient levels (V)...................... :  N/A 
G.6 Determination of minimum clearances .................. :  N/A 
 





H ANNEX H, IONIZING RADIATION (see 4.3.13) N/A 
 





J Annex J, TABLE OF ELECTROCHEMICAL POTENTIALS (see 2.6.5.6) N/A 
 Metal used ............................................................. :  - 
 





K ANNEX K, THERMAL CONTROLS (see 1.5.3 and 5.3.7) N/A 
K.1 Making and breaking capacity  N/A 
K.2 Thermostat reliability; operating voltage (V).......... :  N/A 
K.3 Thermostat endurance test; operating voltage (V) :  N/A 
K.4 Temperature limiter endurance; operating voltage 





(V) .......................................................................... : 
 N/A 





K.5 Thermal cut-out reliability  N/A 
K.6 Stability of operation  N/A 
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L Annex L, NORMAL LOAD CONDITIONS FOR SOME TYPES OF ELECTRICAL 
BUSINESS EQUIPMENT (see 1.2.2.1 and 4.5.1) 





Pass 





L.1 Typewriters  N/A 
L.2 Adding machines and cash registers  N/A 
L.3 Erasers  N/A 
L.4 Pencil sharpeners  N/A 
L.5 Duplicators and copy machines  N/A 
L.6 Motor-operated files  N/A 
L.7 Other business equipment  Pass 
 





M Annex M, CRITERIA FOR TELEPHONE RINGING SIGNALS (see 2.3.1) N/A 
M.1 Introduction  N/A 
M.2 Method A  N/A 
M.3 Method B N/A 
M.3.1 Ringing signal  N/A 
M.3.1.1 Frequency (Hz)...................................................... :  - 
M.3.1.2 Voltage (V)............................................................. :  - 
M.3.1.3 Cadence; time (s), voltage (V)............................... :  - 
M.3.1.4 Single fault current (mA)........................................ :  - 
M.3.2 Tripping device and monitoring voltage................. :  N/A 
M.3.2.1 Conditions for use of a tripping device or a 





monitoring voltage 
 N/A 





M.3.2.2 Tripping device  N/A 
M.3.2.3 Monitoring voltage (V) ........................................... :  N/A 
 





N Annex N, IMPULSE TEST GENERATORS (see 2.10.3.4, 6.2.2.1, 7.3.2 and 
clause G.5) 





N/A 





N.1 ITU-T impulse test generators  N/A 
N.2 IEC 60065 impulse test generator  N/A 
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P Annex P, NORMATIVE REFERENCES Pass 
 





Q Annex Q, BIBLIOGRAPHY Pass 
 





R Annex R, EXAMPLES OF REQUIREMENTS FOR QUALITY CONTROL 
PROGRAMMES 





N/A 





R.1 Minimum separation distances for unpopulated 
coated printed boards (see 2.10.6) 





 N/A 





R.2 Reduced clearances (see 2.10.3)  N/A 
 





S Annex S, PROCEDURE FOR IMPULSE TESTING (see 6.2.2.3) N/A 
S.1 Test equipment  N/A 
S.2 Test procedure  N/A 
S.3 Examples of waveforms during impulse testing  N/A 
 





T Annex T, GUIDANCE ON PROTECTION AGAINST INGRESS OF WATER (see 
1.1.2) 





Pass 





 ............................................................................... : Intended for internal use only - 
 





U Annex U, INSULATED WINDING WIRES FOR USE WITHOUT INTERLEAVED 
INSULATION (see 2.10.5.4) 





N/A 





 ............................................................................... :  - 
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1.5.1  TABLE: list of critical components  Pass 





Object/part No.  Manufacturer/ 
trademark  





type/model  technical data  Product Category 
CCN(s)  





Required 
Marks of 
Conformity  





Supplement ID  





Enclosure various various Sheet steel, min. 1 mm thick.  
Dimensions are as follows: 14 
by 10.5 by 5 in. 





-- -- 3-02 





Paper feed motor NMB PM25 Stepper type -- -- 3-01 
Take Up Motor Canon 8S305 series Stepper type.  Rated 24 Vdc. -- -- 3-01 
Thermal printhead various various Plastic is rated V-2 min., rated 





min. 75 C. 
QMFZ2 UL 3-01 
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1.6.2 TABLE: electrical data (in normal conditions) Pass 





fuse # I rated (A) U (V) P (W) I (mA) I fuse (mA) condition/status 
-- -- 12 Vdc -- 225 -- Take-up motor running 
-- -- 12 Vdc -- 226 -- Feeding paper 
supplementary information: 





-- 
 





2.10.3 and 
2.10.4 





TABLE: clearance and creepage distance measurements N/A 





clearance cl and creepage 
distance dcr at/of: 





Up 
(V) 





U r.m.s. (V) required cl 
(mm) 





cl (mm) required 
dcr (mm) 





dcr 
(mm) 





       
supplementary information: 
 
 





2.10.5 TABLE: distance through insulation measurements N/A 





distance through insulation di at/of: Up  
(V) 





test voltage (V) required di 
(mm) 





di 
(mm) 





     
supplementary information: 
 
 





4.5 TABLE: temperature rise measurements Pass 
 test voltage (V).......................................... 12 - - - - — 
 t1 (°C)........................................................ 22 - - - - — 
 t2 (°C)........................................................ - - - - - — 





maximum temperature T of part/at: T (°C) allowed 
Tmax (°C)





PWB, near IC704 36 - - - - 87 
PWB, near inductor (L2) 36 - - - - 87 
PWB, near transistor (D1) 32 - - - - 87 
PWB, near Inductor (L1) 36 - - - - 87 
Take-Up Motor case 30 - - - - 72 
Paper-Feed Motor case 54 - - - - 72 
Thermal printer, bottom-front clamp 46 - - - - 57 
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Thermal printer, control top 35 - - - - 57 
temperature T of winding: R1 (Ω) R2 ( Ω) T (°C) allowed 





Tmax (°C)
insulation 





class 
- - - - - - 
supplementary information: 
- 
 





4.5.2 TABLE: ball pressure test of thermoplastics N/A 
 allowed impression diameter (mm) ........................ :  — 





part test temperature (°C) impression diameter 
(mm) 





   
supplementary information: 
 
 





4.7 TABLE: resistance to fire Pass 





part manufacturer of material type of material thickness(mm) flammability 
class 





housing -- sheet steel min. 1 mm. -- 
supplementary information: 
-- 
 





5.2 TABLE: electric strength tests, impulse tests and voltage surge tests N/A 





test voltage applied between: test voltage (V) 
a.c./d.c. 





breakdown 
Yes / No 





   
supplementary information: 
 
 





5.3 TABLE: fault condition tests N/A 
 ambient temperature (°C) ....................................... :  — 
 model/type of power supply.................................... :  — 
 manufacturer of power supply ................................ :  — 
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 rated markings of power supply.............................. :    





component 
No. 





fault test voltage 
(V) 





test time fuse 
No. 





fuse current 
(A) 





result 





       
supplementary information: 
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National Differences  
 





(Total 10 Pages including this Cover Page)  
 





USA / Canada 
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USA / Canada - Differences to IEC 60950-1:2001, First Edition   
1.1 Equipment able to be installed in accordance with 





the National Electrical Code ANSI/NFPA 70 and 
the Canadian Electrical Code, Part1, and when 
applicable, the National Electrical Safety Code, 
IEEE C2. 





 Pass 





1.1.1 Equipment able to be installed in accordance with 
ANSI/NFPA 75 and NEC Art. 645 unless intended 
for use outside of computer room and provided with 
such instructions. 





 Pass 





1.1.2 Equipment in wire-line communication facilities 
serving high-voltage electric power stations 
operating at greater than 1kV are excluded. 





 N/A 





1.1.2 Special requirements apply to equipment intended 
for use outdoors. 





 N/A 





1.4.14 For Pluggable Equipment Type A, the protection in 
the installation is assumed to be 20 A. 





 N/A 





1.5.1 All IEC standards for components identified in 
Annex P.1 replaced by the relevant requirements of 
CSA and UL component standards in Annex P.1. 





 Pass 





1.5.1 All IEC standards for components identified in 
Annex P.2 alternatively satisfied by the relevant 
requirements of CSA and UL component standards 
in Annex P.2. 





 Pass 





1.5.5 Interconnecting cables acceptable for the 
application regarding voltage, current, temperature, 
flammability, mechanical serviceability and the like.





See table 1.5.1 Pass 





1.5.5 For other than limited power and TNV circuits, the 
type of output circuit identified for output connector.





Intended to be connected to a 
Limited Power Source 





N/A 





1.5.5 External cable assemblies that exceed 3.05 m in 
length to be types specified in the NEC and CEC. 





 N/A 





1.5.5 Detachable external interconnecting cables 3.05 m 
or less in length and provided with equipment 
marked to identify the responsible organization and 
the designation for the cable. 





 N/A 





1.5.5 Building wiring and cable for use in ducts, plenums 
and other air handling space subject to special 
requirements and excluded from scope. 





 N/A 





1.5.5 Telephone line and extension cords and the like 
comply with UL 1863 and CSA C22.2 No. 233. 





 N/A 





1.6.1.2 Equipment intended for connection to a d.c. power 
(mains) distribution system is subject to special





 N/A 
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circuit classification requirements (e.g., TNV-2) 
1.6.1.2 Earthing of d.c. powered equipment provided.  N/A 
1.7 Lamp replacement information indicated on 





lampholder in operator access area. 
 N/A 





1.7.1 Special marking format for equipment intended for 
use on a supply system with an earthed neutral 
and more than one phase conductor. 





 N/A 





1.7.1 Equipment voltage rating not higher than rating of 
the plug except under special conditions. 





 N/A 





1.7.6 Special fuse replacement marking for operator 
accessible fuses. 





 N/A 





1.7.7 Identification of terminal connection of the 
equipment earthing conductor. 





 N/A 





1.7.7 Connectors and field wiring terminals for external 
Class 2 or Class 3 circuits provided with marking 
indicating minimum Class of wiring to be used. 





 N/A 





1.7.7 Marking located adjacent to terminals and visible 
during wiring. 





 N/A 





2.1.1 Screw shell of Edison-base lampholder tied to the 
neutral conductor. 





 N/A 





2.1.1.1 Bare TNV conductive parts in the interior of 
equipment normally protected against contact by a 
cover intended for occasional removal are exempt 
provided instructions include directions for 
disconnection of TNV prior to removal of the cover.





 N/A 





2.3.1.b Other telecommunication signaling systems (e.g., 
message waiting) than described in 2.3.1(b) are 
subject to M.4. 





 N/A 





2.3.1.b For TNV-2 and TNV-3 circuits with other than 
ringing signals and with voltages exceeding 42.4 
Vp or 60 V d.c., the maximum current limit through 
a 2000 Ohm or greater resistor with loads 
disconnected is 7.1 mA peak or 30 mA d.c. under 
normal conditions. 





 N/A 





2.3.1.b Limits for measurements across 5000 ohm resistor 
in the event of a single fault are replaced after 200 
ms with the limits of M.3.1.4. 





 N/A 





2.3.2 Enamel coating on signal transformer winding wire 
allowed as an alternative to Basic insulation in 
specific telecommunication applications when 
subjected to special construction requirements and 
routine testing. 





 N/A 
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2.3.2 In the event of a single fault, the limits of 2.2.3 
apply to SELV circuits and accessible conductive 
parts. 





 N/A 





2.5 Overcurrent protection device required for Class 2 
and Class 3 limiting in accordance with the NEC, or 
for a Limited Power Source, not interchangeable 
with devices of higher ratings if operator 
replaceable. 





 N/A 





2.6 Equipment having receptacles for output a.c. power 
connectors generated from an internal separately 
derived source have the earthed (grounded) circuit 
conductor suitably bonded to earth. 





 N/A 





2.6.3.3 For Pluggable Equipment Type A, if neither a) or b) 
are applicable, the current rating of the circuit is 
taken as 20 A. 





 N/A 





2.6.3.4 Capacity of connection between earthing terminal 
and parts required to be earthed subject to special 
conditions based on the current rating of the circuit.





 N/A 





2.6.3.4 Protective bonding conductors and their terminals 
of non-standard constructions (e.g. PWB traces) 
evaluated to limited short-circuit test of CSA C22.2 
No.0.4. 





 N/A 





2.6.4.1 Field wiring terminals for earthing conductors 
suitable for wire sizes (gauge) used in US and 
Canada. 





 N/A 





2.7.1 Data for selection of special external branch circuit 
overcurrent devices marked on the equipment. 





 N/A 





2.7.1 Standard supply outlets protected by overcurrent 
device in accordance with the NEC, and CEC, Part 
1. 





 N/A 





2.7.1 Overcurrent protection for individual transformers 
that distribute power to other units over branch 
circuit wiring. 





 N/A 





2.7.1 Additional requirements for overcurrent protection 
apply to equipment provided with panelboards. 





 N/A 





2.7.1 Non-motor-operated equipment requiring special 
overcurrent protective device marked with device 
rating. 





 N/A 





2.10.5.4 Multi-layer winding wire subject to UL component 
wire requirements in addition to 2.10.5.4 and 
Annex U. 





 N/A 





3.1.1 Permissible combinations of internal wiring/external All wiring combinations Pass 
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cable sizes for overcurrent and short circuit 
protection. 





suitable for their intended 
application. 





3.1.1 All interconnecting cables protected against 
overcurrent and short circuit. 





 Pass 





3.2 Wiring methods permit connection of equipment to 
primary power supply in accordance with the NEC 
and CEC, Part 1. 





 N/A 





3.2.1 Permitted use for flexible cords and plugs.  N/A 
3.2.1 Flexible cords provided with attachment plug rated 





125% of equipment current rating. 
 N/A 





3.2.1 Any Class II equipment provided with 15 or 20 A 
standard supply outlets, Edison-base lampholders 
or single pole disconnect device provided with a 
polarized type attachment plug. 





 N/A 





3.2.1.2 Equipment intended for connection to DC mains 
supply power systems complies with special wiring 
requirements (e.g., no permanent connection to 
supply by flexible cord). 





 N/A 





3.2.1.2 Equipment with one pole of the DC mains supply 
connected to both the equipment mains input 
terminal and the main protective earthing terminal 
provided with special instructions and construction 
provisions for earthing 





 N/A 





3.2.1.2 Equipment with means for connecting supply to 
earthing electrode conductor has no switches or 
protective devices between supply connection and 
earthing electrode connection. 





 N/A 





3.2.1.2 Special markings and instructions for equipment 
with provisions to connect earthed conductor of a 
DC supply circuit to earthing conductor at the 
equipment. 





 N/A 





3.2.1.2 Special markings and instructions for equipment 
with earthed conductor of a DC supply circuit 
connected to the earthing conductor at the 
equipment. 





 N/A 





3.2.1.2 Terminals and leads provided for permanent 
connection of DC powered equipment to supply 
marked to indicate polarity if reverse polarity may 
result in a hazard. 





 N/A 





3.2.3 Permanently connected equipment has provision 
for connecting and securing a field wiring system 
(i.e. conduit, or leads etc.) per the NEC and CEC,





 N/A 
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Part 1. 
3.2.3 Permanently connected equipment may have 





terminals or leads not smaller than No. 18 AWG 
(0.82 mm²) and not less than 152 mm in length for 
connection of field installed wiring. 





 N/A 





3.2.3 If supply wires exceed 60 °C, marking indicates 
use of 75 °C or 90 °C wiring for supply connection 
as appropriate. 





 N/A 





3.2.3 Equipment compatible with suitable trade sizes of 
conduits and cables. 





 N/A 





3.2.5 Length of power supply cord limited to between 1.5 
and 4.5 m unless shorter length used when 
intended for a special installation. 





 N/A 





3.2.5 Conductors in power supply cords sized according 
to NEC and CEC, Part I. 





 N/A 





3.2.5 Power supply cords and cord sets incorporate 
flexible cords suitable for the particular application. 





 N/A 





3.2.6 Strain relief provided for non-detachable 
interconnecting cables not supplied by a limited 
power source. 





 N/A 





3.2.9 Adequate wire bending space and volume of field 
wiring compartment required to properly make the 
field connections. 





 N/A 





3.2.9 Equipment intended solely for installation in 
Restricted Access Locations using low voltage d.c. 
systems may not need provision for connecting and 
securing a field wiring system. A method of 
securing wiring or instructions provided to ensure 
the wiring is protected from abuse. 





 N/A 





3.3 Field wiring terminals provided for interconnection 
of units for other then LPS or Class 2 circuits also 
comply with 3.3. 





 N/A 





3.3 Interconnection of units by LPS or Class 2 
conductors may have field wiring connectors other 
than those specified in 3.3 if wiring is reliably 
separated. 





 N/A 





3.3.1 Terminals for the connection of neutral conductor 
identified by a distinctive white marking or other 
equally effective means. 





 N/A 





3.3.3 Wire binding screw terminal permitted for 
connection of No. 10 AWG (5.3 mm²) or smaller 
conductor if provided with upturned lugs, cupped





 N/A 
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washer or equivalent retention. 
3.3.4 Terminals accept wire sizes (gauge) used in the 





U.S. and Canada. 
 N/A 





3.3.4 Terminals accept current-carrying conductors rated 
125% of the equipment current rating. 





 N/A 





3.3.6 Field wiring terminals marked to indicate the 
material(s) of the conductor appropriate for the 
terminals used. 





 N/A 





3.3.6 Connection of an aluminum conductor not 
permitted to terminal for equipment earthing 
conductor. 





 N/A 





3.3.6 Field wiring connections made through the use of 
suitable pressure connectors (including set screw 
type), solder lugs or splices to flexible leads. 





 N/A 





3.4.2 Separate motor control device(s) required for cord-
connected equipment rated more than 12 A, or with 
motor rated more than 1/3 hp or more than 120 V. 





 N/A 





3.4.8 Vertically mounted disconnect devices oriented so 
up position of handle is "on". 





 N/A 





3.4.11 For computer-room applications, equipment with 
battery systems capable of supplying 750 VA for 5 
min require battery disconnect means. 





 N/A 





4.2.8.1 Special opening restrictions for enclosures around 
CRTs with face dimension of 160 mm or more. 





 N/A 





4.2.9 Compartment housing high-pressure lamp marked 
to indicate risk of explosion. 





 N/A 





4.3.2 Loading test for equipment with handle(s) used to 
support more than 9 kg tested at four times the 
weight of the unit. 





 N/A 





4.3.6 In addition to the IEC requirements, Direct Plug-in 
Equipment complies with UL 1310 or CSA 223 
mechanical assembly requirements. 





 N/A 





4.3.12 The maximum quantity of flammable liquid stored 
in equipment complies with ANSI/NFPA 30(Table 
NAE.6). 





 N/A 





4.3.12 Equipment using replenishable liquids marked to 
indicate type of liquid to be used. 





 N/A 





4.3.13.2 Equipment that produces x-radiation and does not 
comply with 4.3.12 under all conditions of servicing 
marked to indicate the presence of radiation where 
readily visible. 





 N/A 
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4.3.13.5 Requirements contained in the applicable national 
codes and regulations apply to lasers (21 CFR 
1040 and REDR C1370). 





 N/A 





4.7 Automated information storage equipment intended 
to contain more than 0.76 mm³ of combustible 
media requires provision for automatic sprinklers or 
a gaseous agent extinguishing system. 





 N/A 





4.7.3.1 Equipment for use in environmental air space other 
than ducts or plenums provided with metal 
enclosure or with non-metallic enclosure having 
adequate fire-resistance and low smoke producing 
characteristics.  Low smoke-producing 
characteristics evaluated according to UL 2043.  
Equipment for installation in space used for 
environmental air as described in Sec. 300-22(c) of 
the NEC provided with instructions indicating 
suitability for installation in such locations. 





 N/A 





4.7.3.1 Flame spread rating for external surface of 
combustible material with exposed area greater 
than 0.93 m² or a single dimension greater than 1.8 
m; 50 or less for computer room applications or 
200 or less for other applications. 





 N/A 





4.7.3.4 Wire marked "VW-1" or "FT-1" considered 
equivalent. 





 Pass 





5.1.8.2 Special earthing provisions and instructions for 
equipment with high touch current due to 
telecommunication network connections. 





 N/A 





5.1.8.3 Touch current due to ringing voltage for equipment 
containing telecommunication network leads. 





 N/A 





5.3.6 Overloading of SELV connectors and printed wiring 
board receptacles accessible to the operator. 





 N/A 





5.3.6 Tests interrupted by opening of a component 
repeated two additional times. 





 N/A 





5.3.8.1 Test interrupted by opening of wire or trace subject 
to certain conditions. 





 N/A 





6 Specialized instructions provided for telephones 
that may be connected to a telecommunications 
network. 





 N/A 





6 Marking identifying function of telecommunication 
type connectors not used for connection to a 
telecommunication network. 





 N/A 





6.2.1 Special requirements for enameled wiring used as 
electrical separation provided between parts





 N/A 
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connected to telecommunication network and 
telecommunication circuitry intentionally isolated 
from network. 





6.2.1 Digital line termination equipment (e.g., NCTE) 
subject to separation requirements. 





 N/A 





6.3 Equipment remotely powered over 
telecommunication wiring systems provided with 
specialized markings adjacent to the connection. 





 N/A 





6.3 Overcurrent protection incorporated into equipment 
to provide power over telecommunication wiring 
system not interchangeable with devices of higher 
ratings if operator replaceable. 





 N/A 





6.4 Additional requirements for equipment intended for 
connection to a telecommunication network using 
cable subject to overvoltage from power line 
failures (Fig. 6C). 





 N/A 





6.4 Where 26 AWG line cord required by Fig. 6C, 
either the cord is provided with the equipment or 
described in the safety instructions. 





 N/A 





6.5 Acoustic pressure from an ear piece less than 136 
dBA for short duration disturbances, and less than 
125 dBA for handsets, 118 dBA for headsets, and 
121 dBA for insert earphones, for long duration 
disturbances. 





 N/A 





7 Equipment associated with the cable distribution 
system may need to be subjected to applicable 
parts of Chapter 8 of the NEC. 





 N/A 





H Ionizing radiation measurements made under 
single fault conditions in accordance with the 
requirements of the Code of Federal Regulations 
21 CFR 1020 and the Canadian Radiation Emitting 
Devices Act, REDR C1370. 





 N/A 





M.2 Continuous ringing signals evaluated to Method A 
subjected to special accessibility considerations. 





 N/A 





M.4 Special requirements for message waiting and 
similar telecommunications signals. 





 N/A 





NAC Equipment intended for use with a generic 
secondary protector marked with suitable 
instructions. 





 N/A 





NAC Equipment intended for use with a specific primary 
or secondary protector marked with suitable 
instructions. 





 N/A 



















Issue Date: 2005-07-13 Page 10 of 10 Report Reference # E255489-A2-UL-1
   
 





IEC 60950-1 





SubClause Difference + Test Result - Remark Verdict 
 





 Underwriters Laboratories Inc.   





 
 



















Issue Date: 2005-07-13 Page 1 of 3 Report Reference # E255489-A2-UL-1
   
 





 Underwriters Laboratories Inc.  





Enclosure 
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Supplement Id Description 
3-01 Printer (opened) 
3-02 Printer (closed) 
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Photographs ID 3-02 
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Enclosure 





Test Record 





 
 
Description 
Test Record 1 
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Test Record No. 1  
  





No testing was considered necessary based on testing conducted on the iVotronicLS voting booth (E255489, 
Report reference E255489-A1). 
The following tests were conducted: 
 
Test  Comments  
Test results are valid only for the tested equipment. These tests are considered representative of the 
products covered by this Test Report. The test methods and results of the above tests have been 
reviewed and found to be in accordance with the requirements in the Standard. 
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COVER PAGE FOR TEST REPORT  
 
Product Category:  Information Technology Equipment Including Electrical Business Equipment 
Product Category CCN:  NWGQ2 
Test Procedure:  Component Recognition 
Product:  Election Booth Printer 
Model/Type Reference:  RTAL 
Rating(s):  n/a (Class III product) 






 
Printer is intended to connect to +12 Vdc and typical current draw is appx. 250 
mA. 






Standards:  UL 60950-1:2003, First Edition 
  
Applicant Name and 
Address:  






ELECTION SYSTEMS & SOFTWARE INC 
11208 JOHN GALT BLVD 
OMAHA NE 68137 






This Report includes the following parts, in addition to this cover page:  






 1. Specific Technical Criteria 
2. Enclosures  
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This is to certify that representative samples of the products covered by this Test Report have been investigated in accordance with the 
above referenced Standards. The products have been found to comply with the requirements covering the category and the products are 
judged to be eligible for Follow-Up Service under the indicated Test Procedure. The manufacturer is authorized to use the UL Mark on 
such products which comply with this Test Report and any other applicable requirements of Underwriters Laboratories Inc. ('UL') in 
accordance with the Follow-Up Service Agreement. Only those products which properly bear the UL Mark are considered as being 
covered by UL's Follow-Up Service under the indicated Test Procedure.  
 
The applicant is authorized to reproduce the referenced Test Report provided it is reproduced in its entirety.  
 
UL authorizes the applicant to reproduce the latest pages of the referenced Test Report consisting of the first page of the Specific 
Technical Criteria through to the end of the Conditions of Acceptability.  
 
Test Report By: Reviewed By: 






  
Nathan R. Thielman David Pedersen 
Senior Project Engineer Manager 
Underwriters Laboratories Inc. Underwriters Laboratories Inc. 
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SPECIFIC TECHNICAL CRITERIA  
 






UL 60950-1, First Edition 
Information technology equipment - Safety-  






Part 1: General Requirements  
Report Reference No........................: E255489-A2-UL-1 
Compiled by .....................................: Nathan R. Thielman  
Reviewed by ....................................: David Pedersen  
Date of issue ....................................: 2005-07-13 
Standards .........................................: UL 60950-1:2003, First Edition 
Test procedure .................................: Component Recognition 
Non-standard test method ...............: N/A 
Test item description .......................: Election Booth Printer 
Trademark ........................................: None 
Model and/or type reference ............: RTAL 
Rating(s) ...........................................: n/a (Class III product) 






 
Printer is intended to connect to +12 Vdc and typical current draw is 
appx. 250 mA. 






 
Particulars: test item vs. test requirements  
Equipment mobility .................................................... : for building-in 
Operating condition ................................................... : intermittent 
Mains supply tolerance (%) ....................................... : +10%, -10% 
Tested for IT power systems ..................................... : No 
IT testing, phase-phase voltage (V) .......................... : - 
Class of equipment ................................................... : Class III (supplied by SELV) 
Mass of equipment (kg) ............................................ : < 18 
Protection against ingress of water ........................... : IP X0 






 
Possible test case verdicts:  
- test case does not apply to the test object ............. : N / A 
- test object does meet the requirement ................... : Pass 
- test object does not meet the requirement ............. : Fail (acceptable only if a corresponding, less stringent 






national requirement is "Pass")  
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General remarks:  
- "(see Enclosure #)" refers to additional information appended to the Test Report  
- "(see appended table)" refers to a table appended to the Test Report  
- Throughout the Test Report a point is used as the decimal separator  
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GENERAL PRODUCT INFORMATION:  
 
CA1.0  Report Summary  
CA1.1  N/A 






 
CB1.0  Product Description  
CB1.1  The product is a printer, intended to be installed in the Ivotronics voting machine.  The printer is 






used to print ballot and audit records.  The printer connects to SELV circuits from the voting 
booth.  The printer uses thermal technology and prints on 3 inch wide rolled paper.  It is intended 
for intermittent use.  It is intended to be connected to a Limited Power Source. 






 
CC1.0  Model Differences  
CC1.1  N/A 






 
CD1.0  Additional Information  
CD1.1  N/A 






 
CE1.0  Technical Considerations  
CE1.2 The product was submitted and tested for use at the maximum ambient temperature (Tma) 






permitted by the manufacturer’s specification of: 40 °C  
 
CF1.0  Engineering Conditions of Acceptability  
CF1.1  For use only in or with complete equipment where the acceptability of the combination is 






determined by Underwriters Laboratories Inc. 
 
When installed in an end-product, consideration must be given to the following:  






CF1.5 The following secondary output circuits are SELV: All  
CF1.13 The investigated Pollution Degree is: 2  
CF2.0 The printer is intended to be connected to a Limited Power Source  
CF2.1 The means of connecting to the power source are to be evaluated in the end product.  
CF2.2 The need for a disconnect device is to be evaluated in the end product.  
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Enclosure 
Photographs 






 
 






Supplement Id Description 
3-01 Printer (opened) 
3-02 Printer (closed) 
3-03 Printer - Alternate Enclosure (opened) 
3-04 Printer - Alternate Enclosure (closed) 
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Photographs ID 3-03 
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Photographs ID 3-04 
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This is to certify that representative samples of the products covered by this Test Report have been investigated in accordance with the 
above referenced Standards. The products have been found to comply with the requirements covering the category and the products are 
judged to be eligible for Follow-Up Service under the indicated Test Procedure. The manufacturer is authorized to use the UL Mark on 
such products which comply with this Test Report and any other applicable requirements of Underwriters Laboratories Inc. ('UL') in 
accordance with the Follow-Up Service Agreement. Only those products which properly bear the UL Mark are considered as being 
covered by UL's Follow-Up Service under the indicated Test Procedure.  
 
The applicant is authorized to reproduce the referenced Test Report provided it is reproduced in its entirety.  
 
UL authorizes the applicant to reproduce the latest pages of the referenced Test Report consisting of the first page of the Specific 
Technical Criteria through to the end of the Conditions of Acceptability.  
 
Test Report By: Reviewed By: 





  
Nathan R. Thielman David Pedersen 
Senior Project Engineer Manager 
Underwriters Laboratories Inc. Underwriters Laboratories Inc. 
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Part 1: General Requirements  
Report Reference No........................: E255489-A2-UL-1 
Compiled by .....................................: Nathan R. Thielman  
Reviewed by ....................................: David Pedersen  
Date of issue ....................................: 2005-07-13 
Standards .........................................: UL 60950-1:2003, First Edition 
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Non-standard test method ...............: N/A 
Test item description .......................: Election Booth Printer 
Trademark ........................................: None 
Model and/or type reference ............: RTAL 
Rating(s) ...........................................: n/a (Class III product) 





 
Printer is intended to connect to +12 Vdc and typical current draw is 
appx. 250 mA. 





 
Particulars: test item vs. test requirements  
Equipment mobility .................................................... : for building-in 
Operating condition ................................................... : intermittent 
Mains supply tolerance (%) ....................................... : +10%, -10% 
Tested for IT power systems ..................................... : No 
IT testing, phase-phase voltage (V) .......................... : - 
Class of equipment ................................................... : Class III (supplied by SELV) 
Mass of equipment (kg) ............................................ : < 18 
Protection against ingress of water ........................... : IP X0 





 
Possible test case verdicts:  
- test case does not apply to the test object ............. : N / A 
- test object does meet the requirement ................... : Pass 
- test object does not meet the requirement ............. : Fail (acceptable only if a corresponding, less stringent 





national requirement is "Pass")  
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General remarks:  
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- Throughout the Test Report a point is used as the decimal separator  
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GENERAL PRODUCT INFORMATION:  
 
CA1.0  Report Summary  
CA1.1  N/A 





 
CB1.0  Product Description  
CB1.1  The product is a printer, intended to be installed in the Ivotronics voting machine.  The printer is 





used to print ballot and audit records.  The printer connects to SELV circuits from the voting 
booth.  The printer uses thermal technology and prints on 3 inch wide rolled paper.  It is intended 
for intermittent use.  It is intended to be connected to a Limited Power Source. 





 
CC1.0  Model Differences  
CC1.1  N/A 





 
CD1.0  Additional Information  
CD1.1  N/A 





 
CE1.0  Technical Considerations  
CE1.2 The product was submitted and tested for use at the maximum ambient temperature (Tma) 





permitted by the manufacturer’s specification of: 40 °C  
 
CF1.0  Engineering Conditions of Acceptability  
CF1.1  For use only in or with complete equipment where the acceptability of the combination is 





determined by Underwriters Laboratories Inc. 
 
When installed in an end-product, consideration must be given to the following:  





CF1.5 The following secondary output circuits are SELV: All  
CF1.13 The investigated Pollution Degree is: 2  
CF2.0 The printer is intended to be connected to a Limited Power Source  
CF2.1 The means of connecting to the power source are to be evaluated in the end product.  
CF2.2 The need for a disconnect device is to be evaluated in the end product.  
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Photographs 





 
 





Supplement Id Description 
3-01 Printer (opened) 
3-02 Printer (closed) 
3-03 Printer - Alternate Enclosure (opened) 
3-04 Printer - Alternate Enclosure (closed) 
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DISCLAIMERS 





 
This report is the confidential property of the client.  For the protection of our clients and ourselves, extracts from this test report cannot 
be produced without prior written approval from Criterion Technology.  Reproduction of the complete report can be performed at the 
client’s discretion. 
 
The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s).  Test data is accurate 
within ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion 
Technology and the client. 
 
Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described 
in this report.  If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of 
this product must have electrical and mechanical characteristics identical to the device tested for this report.  Criterion Technology shall 
have no liability for any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports. 
 
Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted. 
 
Compliance with the appropriate governmental standards is the responsibility of the manufacturer. 
 
Any questions regarding this report should be directed to: 
 





Laboratory Director 
Criterion Technology Corp. 
P.O. Box 489 
1350 Tolland Road 
Rollinsville, Colorado 80474 
Phone:  (303) 258-0100 
Fax:  (303) 258-0775 
mailto:laboratory_director@criteriontech.com 
 





NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific 
scope of accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are: 





 
12/CIS22 - IEC/CISPR22  (1997) and En 55022 (1998) 
12/CIS22a - IEC/CISPR22 (1993), Amendment 1:1995 & Amendment 2:  1996 
12/CIS22b - CNS13438 (1997) 
12/EM02a – IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000) 
12/EM03 – EN 61000-3-3 (1995) and IEC 61000-3-3 (1995) 
12/F01 – ANSI C63.4 (2001) – cited in FCC Method - 47 CFR Part 15 - Digital Devices 
12/F01a - Conducted Emissions, Power Lines, 150 kHz to 30 MHz 
12/F01b - Radiated Emissions 
12/T51 - AS/NZS 3548 
12/I01 – IEC 61000-4-2 (1995) and Amendment 1 (1998) 
12/I02 – IEC 61000-4-3 (1995) and Amendment 1 (1998) 
12/I03 – IEC 61000-4-4 (1995) 
12/I04 – IEC 61000-4-5 (1995) 
12/I05 – IEC 61000-4-6 (1996) 
12/I06- - IEC 61000-4-8 (1993) 
12/I07 – IEC 61000-4-11 (1994) 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. 
Government. 





 
Criterion Technology has been accredited by the following groups:  NVLAP, FCC, BSMI, VCCI, NMi (EU Competent 
Body Accreditation) and Industry Canada.  The National Institute for Standards and Technology (NIST) has designated 
Criterion Technology a Conformity Assessment Body (CAB) for Taiwan (BSMI # SL2-IN-E-007R). 
 





ALL CRITERION TECHNOLOGY INSTRUMENTATION AND ACCESSORIES USED TO TEST PRODUCTS 
FOR COMPLIANCE TO THE INDICATED STANDARDS ARE CALIBRATED REGULARLY IN 





ACCORDANCE WITH ISO 9001, ISO GUIDE 25, ANSI/NCSL Z540-I-1994 AND ARE TRACEABLE TO 
NATIONAL STANDARDS. 
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EMC QUALIFICATION TEST REPORT 
 RTAL PRINTER 





 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 





The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Emissions and/or Immunity. 
 





1.2 CONFORMITY 
 





The test article was tested to the standards listed in Table I with the indicated conformity status.  All test 
methods were performed in accordance to with the standards listed. 





 
TABLE I.  EMISSIONS CONFORMITY SUMMARY 





 





TEST TYPE COMPLIANCE 
STANDARD 





TESTING 
TECHNIQUE 





TEST 
DESCRIPTION 





PRODUCT 
CLASSIFICATION 





CONFORMITY 
STATUS 





Radiated Emissions  PASSED 
EMISSIONS FCC Part 15 





  IEC/EN 55022 





      (below 1GHz Conducted Emissions  
1
 





 
Class  B 





 PASSED 





 
TABLE II.  IMMUNITY CONFORMITY SUMMARY  





 





TEST TYPE COMPLIANCE 
STANDARD 





TESTING 
TECHNIQUE 





TEST 
DESCRIPTION 





MINIMUM 
PERFORMANCE 





CRITERIA 





CONFORMITY 
STATUS 





  61000-4-2 Electrostatic Discharge B PASSED 
  61000-4-3 Radiated, RF Electromagnetic Field Amplitude Modulated PASSED 





  ENV 50204 
Radiated, RF Electromagnetic Field 





Pulse Modulated 





A 
PASSED 





  61000-4-4 Electrical Fast Transient/Burst B PASSED 
  61000-4-5 Surge B PASSED 





  61000-4-8 Power Frequency Magnetic Field  
2
 A PASSED 





IMMUNITY 
EN 55024 





  





  61000-4-11 Voltage Dips, Short Interruptions and Voltage Variations  B/C PASSED 





 
1.3 EQUIPMENT UNDER TEST (EUT) 
 





EUT NAME: RTAL PRINTER 





EUT SERIAL NUMBER(S): 5140200 





   





                                                                 
1  Measurement of Conducted Emissions do not apply if the EUT is powered by an external DC power source. 
 
2 The requirements of EN 61000-4-8 may be waived if the EUT does not contain magnetically-sensitive devices.  
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2.0 EMISSIONS TEST STANDARDS 
 





EN 55022 for IT Equipment Class B 





FCC Part 15, Subpart B Class B 





 
2.1    RADIATED EMISSIONS – 30 MHZ TO 1000 MHZ 
 





Measurements for Radiated Emissions were performed over the frequency range of  30 MHz to 1000 MHz in 
the horizontal and vertical antenna polarities to the requirements of: 
 
FCC Part 15, Subpart B Class  B 





 
Testing Conditions 
 
Date of Test: July 8, 2005 





Temperature: 21°C 





Relative Humidity:   46% 





Test Voltage: 120 VAC 60 Hz 





Test Operator: lws      





 





Test Location 
 





Criterion Technology Open Area Test Site  
 





Test Distance 
 





Antenna Distance:  3 meter(s) Final Measurement(s) 
 





Test Equipment 
 





  Hewlett-Packard Spectrum Analyzer, HP 8566B   Hewlett-Packard Quasi-Peak Adapter, HP 85650A 





  Hewlett-Packard Tracking Generator, HP 85645A 





  Rohde and Schwarz Receiver, ESHS-30   Rohde and Schwarz Receiver, ESVS-30 





  Mini Circuits Pre-Amp #2   Veratech Pre-Amp #3 





  Chase BiLog Antenna, Model 1121   Antenna Research, Horn Antenna, Model DRG118/A 





  EMCO BiConnical Antenna, Model 3108   EMCO Log Periodic Antenna, Model 3146 
 
 
Test Results of Radiated Emissions 
 
Test Status:  PASSED Frequency Range: 30  MHz to 1000 MHz  





 
 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets  
 APPENDIX D for Test Equipment Calibration Status 





 
      





 
       





 





Minimum Margin to Limit: -1.72 dB at 108.5059 MHz 
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2.2   FCC PER EN 55022 CONDUCTED EMISSIONS 
 





Measurements for Conducted Emissions were performed over the frequency range of 150 kHz to 30 MHz to the 
requirements of: 
 
EN 55022 for IT Equipment Class  B 





 





 
Testing Conditions 





 
  





Date of Test: July 5, 2005 





Temperature: 20°C 





Relative Humidity:   39% 





Test Voltage: 120 VAC 60 Hz 





Test Operator: w s 





 
Test Location 





 
Criterion Technology Open Area Test Site  





 
Test Equipment 





 
Hewlett-Packard Spectrum Analyzer, HP 8566B 





Rohde and Schwarz Receiver, ESHS-30 Rohde and Schwarz LISN, ESH2-Z5 





 





 
Test Results of Conducted Emissions 





 
Test Status:  PASSED Frequency Range:  150 kHz TO 30 MHz 





  





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 





 
      
 
 
 
 





      
 
 





  
 





  
 





Minimum Margin to Limit: -6.2 dB at 3.60000 MHz 
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3.0 IMMUNITY STANDARDS 
 
EN 55024:  ITE Equipment       
 





3.1 IMMUNITY TEST STANDARDS. 
 





TABLE II.  IMMUNITY TESTS 
 





BASIC 
STANDARDS TESTED ENVIRONMENTAL     





PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 





EN 61000-4-2  Electrostatic Discharge 
±    kV Air 





±2,4 kV Contact 





Performance 
Criterion B 





EN 61000-4-3  Radiated, RF Electromagnetic Field -
Amplitude Modulated 





10 V/m (unmodulated, RMS) 
80%, 1 kHz AM 
80 MHz - 1 GHz 





ENV 50204  Radiated, RF Electromagnetic Field -
Pulse Modulated 





10 V/m (unmodulated, RMS) 
50% duty cycle 
200 Hz repetition frequency 
900 ±5 MHz 





Performance 
Criterion A 





EN 61000-4-4  Electrical Fast Transient/Burst 
±2 kV CM (AC & DC) Direct 





±    CM (Signal) Capacitive Clamp 





EN 61000-4-5  Surge 
  ±2 kV CM, ±2 kV DM (AC) 





  ±  V CM & DM (DC) 





EN 61000-4-8  Power Frequency Magnetic Field 50/60 Hz, 30.0 ARMS/m 





Performance 
Criterion B 





Performance 
Criterion B 





Performance 
Criterion C 





EN 61000-4-11  Voltage Dips, Short Interruptions and 
Voltage Variations 





  30%reduction/10 msec (AC) 





 
  60%reduction/100 ms (AC) 





 
  60%reduction/1 sec (AC) 





 
   =95%reduction/5 sec (AC) 





 





  +7.5% Variation/4 hours 





 





  -12.5% variation/4 hours 





Performance 
Criterion B 





 
3.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion A 
 





The apparatus shall continue to operate as intended.  No degradation of performance or loss of function is allowed below a performance 
level specified by the manufacturer, when the apparatus is used as intended.  The performance level may be replaced by a permissible loss 
of performance.  If the minimum performance level or the permissible performance loss is not specified by the manufacturer then either of 
these may be derived from the product description and documentation and what the user may reasonably expect from the apparatus if used 
as intended.  





 
3.2.2 Performance Criterion B 
 





The apparatus shall continue to operate as intended after the test.  No degradation of performance or loss of function is allowed below a 
performance level specified by the manufacturer, when the apparatus is used as intended.  The performance level may be replaced by a 
permissible loss of performance.  During the test, degradation of performance is however allowed.  No change of actual operating state or 
stored data is allowed.  If the minimum performance level or the permissible performance loss is not specified by the manufacturer then 
either of these may be derived from the product description and documentation and what the user may reasonably expect from the apparatus 
if used as intended. 





 
3.2.3 Performance Criterion C 
 





   Temporary loss of function is allowed, provided the loss of function is self recoverable or can be restored by the operation of the controls.  
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3.3   ELECTROSTATIC DISCHARGE (ESD) 
 





Measurements of immunity against ESD were performed to the requirements of EN 61000-4-2. 
 





Testing Conditions 
 





Date of Test: July 21, 2005 





Temperature: 21°C 





Relative Humidity:   47% 





Atmospheric Pressure: 74.7kPa 





Test Voltage: 230 VAC 50 Hz 





Test Operator: lws 





 
Test Location 





 
Criterion Technology Semi-Anechoic Chamber 





 
Test Equipment 





 
Haefely Trench PESD, 1600 





 





 
Test Setup 
 
 Contact 





Discharge Type:  





Discharge Voltages:      ±2,4,8 kV 





Discharge Polarity: Positive/Negative 





Discharge Factor: ≥1 second 





Discharge Number: ≥10 





Discharge Impedance: 330 ohms/150 pF 





Discharge Locations:   Human-Interface Accessible 





   See Photographs APPENDIX A  





 
Test Results of ESD 





 
Test Status: PASSED Performance Criterion A 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.4   RADIATED RF ELECTROMAGNETIC (EM) FIELD  IMMUNITY 
 





Measurements of immunity against Radiated RF EM Fields were performed to the requirements of: 
 





  EN 61000-4-3   ENV 50204 
 
 





Testing Conditions 
 





Date of Test: July , 8 2005 





Temperature: 18°C 





Relative Humidity:   50% 





Atmospheric Pressure: 74.89kPa 





Test Voltage: 120 VAC 60 Hz 





Test Operator: lws 





 
Test Location 





 
Criterion Technology Semi-Anechoic Chamber 





 
Test Equipment 





 
  Amplifier Research Field-Strength Monitoring System, FM2000/FP2000 





  Amplifier Research Power Amplifier, 100W1000M1 





  Amplifier Research Power Amplifier, 150A100   Amplifier Research Power Amplifier, 10S1G4 





  Amplifier Research Log Periodic Antenna, Model AT1080 





  EMCO Log Periodic Antenna, Model 3146 





  HP Signal Generator, HP8648D   HP Spectrum Analyzer, HP8594E 





 
Test Specifications 





 
Frequency Range:   80 MHz to 1 GHz    900 ±5 MHz 





Field Strength:   10 V/m    Other:  10 V/m 





Modulation:   AM - 1 kHz, 80% sinewave    Pulse ON/OFF, 100%, 200 Hz 
     None 





Step: 1%  Dwell Time 3.0 second(s) stepped, 60 second spot 
 
Antenna Distance: 3 meter(s) 





Antenna Polarization:   Horizontal   Vertical 
 
EUT Position:   Front   Left   Top 
   Back   Right   Bottom 





 
Test Results of Radiated RF EM Field Immunity 





 
Test Status: PASSED Performance Criterion A 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.5   ELECTRICAL FAST TRANSIENTS/BURST (EFT/BURST) 
 





Measurements of immunity against EFT/Burst were performed to the requirements of EN 61000-4-4. 
 
Testing Conditions 





 
Date of Test: July 12, 2005 





Temperature: 18°C 





Relative Humidity:   49% 





Atmospheric Pressure: 75.4kPa 





Test Voltage: 120 VAC 60 Hz 





Test Operator: w s 





 
Test Location 





 
Criterion Technology Semi-Anechoic Chamber 





 
Test Equipment 





 
  Haefely Trench PEFT Generator   Haefely Trench I/O Injection Clamp 





  Haefely Trench 3-Phase Injection Network 





 





 
Test Specifications 





 
 Power Line(s) Input/Output Line(s) 





Coupling Method:   Coupling Network   Capacitive Clamp 





Pulse Amplitude/Level: 2 kV 1 kV 





Pulse Polarity: Positive/Negative  Positive/Negative  





Burst Frequency:   5 kHz   5 kHz 





Coupling Duration: ≥1 minute  ≥1 minute  
 





Cables Coupled 
 





Cable Tested: Power     
Shielding: None     
Type: AC     
Transmission: Direct     





 
Test Results of EFT/Burst 





 
Test Status: PASSED Performance Criterion A 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.6   SURGE 
 





Measurements of immunity against Surge were performed to the requirements of EN 61000-4-5. 
 





Testing Conditions 
 





Date of Test: July 13, 2005 





Temperature: 21°C 





Relative Humidity:   46% 





Atmospheric Pressure: 74.8kPa 





Test Voltage: 120 VAC 60 Hz 





Test Operator: w s 





 
Test Location 





 
Criterion Technology Surge Test Area 





 
Test Equipment 





 
  Haefely Trench P90 Controller, Psurge 6.1   Haefely Trench FP Surge 32.1 Coupling Filter 





  Haefely Trench 3-Phase Injection Network 





  I/O Line Discharge Network 42-Ohm Injection (Unshielded Cables) 





  I/O Line Discharge Network 2/12-Ohm Injection (Shielded Cables) 





 





 
Test Specifications 





 
  
 Power Line(s)  





Pulse Amplitude: 2 kV Line-to-Line (L-L)  





 2 kV Line-to-Protective Earth (L-PE)  





Pulse Polarity: Positive/Negative   





Source Impedance: 2 Ω  (L-L)/12 Ω  (L-PE)  





 
Number of Surges: 10 per phase angle (5 in each polarity), 1 minute between surges. 





Phase Angle(s):   0°   90°   180°   270° 





 
Cables Coupled 





                
                





Cable Tested: Power    
Shielding: None    
Type: AC    
Transmission: Direct    





 
 





Test Results of Surge 
 





Test Status: PASSED Performance Criterion A 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.7   POWER-FREQUENCY MAGNETIC FIELD (PFMF) 
 





Measurements of immunity against PFMF were performed to the requirements of EN 61000-4-8. 
 





Testing Conditions 
 





Date of Test: July 18, 2005 





Temperature: 21°C 





Relative Humidity:   49% 





Atmospheric Pressure: 74.7kPa 





Test Voltage: 120 VAC 60 Hz 





Test Operator: w s 





 
Test Location 





 
Criterion Technology Surge Test Area 





 
Test Equipment 





 
  Haefely Trench Magnetic Loop Antenna 





  Other:        





 





 
Test Specifications 





 
Power Frequency: 50/60 Hz 





Field Strength: 30 A/m  





 
Test Results of PFMF 





 
Test Status: PASSED Performance Criterion A 





 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.8   VOLTAGE DIPS, SHORT INTERRUPTIONS AND VOLTAGE VARIATIONS (VDIV) 
 





Measurements of immunity against VDIV were performed to the requirements of EN 61000-4-11. 
 





Testing Conditions 
 





Date of Test: July 21, 2005  





Temperature: 18°C 





Relative Humidity:   47% 





Atmospheric Pressure: 75.2kPa 





Test Voltage: 120 VAC 60 Hz 





Test Operator: w s 





 
Test Location 





 
Criterion Technology Surge Test Area 





 
Test Equipment 





 
  Haefely Trench Power Supply, PHF555   Haefely Trench Pline 





 
 





Test Specifications 
 





EUT Line Voltage: 120 VAC, 60 Hz 





UT Voltages:   30% reduction = 161 Vrms 10 msec duration 





   60% reduction     =   92 Vrms  100 msec duration 





                                                                  60% reduction     =   92 Vrms  1 sec duration  





   =95% reduction =  =11.5 Vrms 5 sec duration 





                                              +7.5% variation = 4 hours 





                                              -12.5% variation = 4 hours 





Number of Dips/Interrupts: ≥3 
 





Test Results of VDIV 
 





Test Status 30% reduction 10 msec duration: PASSED Test  Performance A 





Test Status 60% reduction 100 msec duration: PASSED              Test Performance A 





Test Status 60% reduction 1 second duration: PASSED              Test Performance A 





Test Status  =95% reduction for 5.0 seconds: PASSED              Test Performance B 
Test Status +7.5% variation 4 hours: PASSED              Test Performance A 





                Test Status -12.5% variation 4 hours:                             PASSED              Test Performance A 
 
Test Status: PASSED Performance Criterion A/B 
Remarks 





 
See: APPENDIX A for EUT Photographs APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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4.0 APPENDIX A:  EUT PHOTOGRAPHS  
 
 
 
4.1 RADIATED EMISSIONS – FRONT VIEW    
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4.2 RADIATED EMISSIONS – SIDE VIEW 
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4.3 RADIATED EMISSIONS –  REAR VIEW 
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4.4 CONDUCTED EMISSSIONS – FRONT VIEW 
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4.5 CONDUCTED EMISSIONS – SIDE VIEW 
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4.6 ELECTROSTATIC DISCHARGE  
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4.7 RADIATED RF ELECTROMAGNETIC  FIELD IMMUNITY 
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4.8 ELECTRICAL FAST TRANSIENTS/BURST 
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4.9 SURGE 





 
  





 





 
 
 
 



















CRITERION TECHNOLOGY                    EMC QUALIFICATION TEST REPORT Sheet 23 of 48 
 050628-919 FOR  ELECTION SYSTEMS & SOFTWARE  





 





CONFIDENTIAL AND PROPRIETARY 
  





4.10 POWER FREQUENCY MAGNETIC FIELD (PFMF) 
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4.11 VOLTAGE DIPS, INTERRUPTIONS & VARIATIONS 
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5.0 APPENDIX B:  DATA SHEETS   
 
 
 
5.1 RADIATED EMISSIONS PLOT – 30 MHZ TO 1 GHZ  
  
Criterion Technology Date: July 8, 2005       
EUT: RTAL Printer        S/N: 15140200        
Manufacturer: Eliction Systems And Software    
Tester: ws       SpiD: 050628-919       
EUT Level: printer cable open shield at printer with single ferrite at terminal 
EUT Information: tabletop  
Test Information: print  once every minute     3m,  120 VAC 60 Hz.  FCC Part 15 Class B 
Test Cond: Temp:   21°C Humidity:   46% 
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5.2 RADIATED EMISSIONS TABLE – 30 MHZ TO 1 GHZ   
  
Notes:  
The third column below contains alpha characters which pertain to the type of measurements made. The 
following are the definitions for those characters: q = Quasi Peak, m = Maximized (cable, rotation and 
antenna height), s = scanned but no data taken, and a = average. For the first character in column four, a ‘-’ 
indicates that value is below the limit while an ‘*’ indicates that value is above the limit 
If the list is sorted using “I-sort”, then quasi-peak and average levels are weighted higher than peak levels and 
are moved to the front of the scan list. 
The following keys help to better understand the data: 
TT: Turntable position in degrees 
Hght:  Height of antenna in centimeters 
Az: Azimuth, V = Vertical, H= Horizontal 
 
 
 
 
Criterion Technology Fri Jul 08 13:11:16 2005 
EUT: RTAL Printer, S/N 15140200 
Manufacturer: Election Systems and Software 
Tester: lws                              Special ID: 050628-919 
EUT Level: printer cable open shield at printer with single ferrite at terminal 
EUT Information: tabletop 
Test information: print once every minute, 3m, 120 v/60 hz, FCC15 Class B 
 





Table 1: Scan List, sorted by margin to limit FCC-B, -14.0dB filter 
 





Freq, MHz Value Sts  FCC-B TT Hght Az Comment 
108.5059 41.80 m -1.72 350 279 H . 
110.1204 41.34 m -2.18 353 283 H bb 
949.9881 43.83 m -2.19 288 100 V nb 
499.9931 43.10 m -2.92 350 200 V nb 
111.4405 40.53 m -2.99 357 284 H bb 
199.9995 40.30 m -3.22 155 100 V nb+bb 
195.0006 35.63 q -7.89 1 150 H nb+bb 
129.9963 35.47 q -8.05 180 150 V nb+bb 
114.8001 35.21 q -8.31 1 150 H bb 
227.5020 37.31 q -8.71 91 150 H nb+bb 
924.9874 35.29 q -10.73 271 150 V nb 
34.0996 28.86 m -11.14 0 149 V bb 
454.9999 34.85 q -11.17 90 150 V nb 
899.9846 34.26 q -11.76 271 150 V nb 
449.9957 34.18 q -11.84 90 150 V nb 
100.7600 31.62 q -11.90 1 150 H . 
299.9982 33.98 q -12.04 1 150 H nb 
150.0008 31.45 q -12.07 271 150 H nb+bb 
152.3946 31.16 q -12.36 181 150 V . 
100.0000 31.07 q -12.45 1 150 H nb+bb 
799.9895 33.37 q -12.65 90 150 V nb 
849.9943 33.34 q -12.68 90 150 V nb 
41.2996 27.23 q -12.77 271 150 V bb 
399.9950 33.00 q -13.02 271 150 V nb+data 
121.6486 30.29 q -13.23 1 150 H . 
124.9976 30.12 q -13.40 1 150 H . 
549.9924 32.59 q -13.43 90 150 V nb 
249.9964 32.53 q -13.49 181 150 H nb+bb 
274.9968 32.04 q -13.98 1 150 H nb 





 





Minimum Margin to Limit: -1.72 dB at 108.5059 MHz 
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Table 2: Scan List for FCC-B, sorted by Frequency, -14.0dB filter 
 
Freq, MHz Value Sts  FCC-B TT Hght Az Comment 
34.0996 28.86 m -11.14 0 149 V bb 
41.2996 27.23 q -12.77 271 150 V bb 
100.0000 31.07 q -12.45 1 150 H nb+bb 
100.7600 31.62 q -11.90 1 150 H . 
108.5059 41.80 m -1.72 350 279 H . 
110.1204 41.34 m -2.18 353 283 H bb 
111.4405 40.53 m -2.99 357 284 H bb 
114.8001 35.21 q -8.31 1 150 H bb 
121.6486 30.29 q -13.23 1 150 H . 
124.9976 30.12 q -13.40 1 150 H . 
129.9963 35.47 q -8.05 180 150 V nb+bb 
150.0008 31.45 q -12.07 271 150 H nb+bb 
152.3946 31.16 q -12.36 181 150 V . 
195.0006 35.63 q -7.89 1 150 H nb+bb 
199.9995 40.30 m -3.22 155 100 V nb+bb 
227.5020 37.31 q -8.71 91 150 H nb+bb 
249.9964 32.53 q -13.49 181 150 H nb+bb 
274.9968 32.04 q -13.98 1 150 H nb 
299.9982 33.98 q -12.04 1 150 H nb 
399.9950 33.00 q -13.02 271 150 V nb+data 
449.9957 34.18 q -11.84 90 150 V nb 
454.9999 34.85 q -11.17 90 150 V nb 
499.9931 43.10 m -2.92 350 200 V nb 
549.9924 32.59 q -13.43 90 150 V nb 
799.9895 33.37 q -12.65 90 150 V nb 
849.9943 33.34 q -12.68 90 150 V nb 
899.9846 34.26 q -11.76 271 150 V nb 
924.9874 35.29 q -10.73 271 150 V nb 
949.9881 43.83 m -2.19 288 100 V nb 
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Table 3: Complete Scan List Sorted by Frequency 
 
Freq, MHz I-val Final Sts TT Hght Az Time Comment 





34.0996 34.93 28.86 m 0 149 V Fri Jul 08 10:48:15 2005 bb 





35.9000 26.76 19.84 q 271 150 V Fri Jul 08 11:34:46 2005 bb 





41.2996 36.81 27.23 q 271 150 V Fri Jul 08 11:34:49 2005 bb 





48.0037 36.14 23.03 q 0 149 V Fri Jul 08 10:48:09 2005 . 





50.0014 35.91 21.93 q 90 150 V Fri Jul 08 11:01:50 2005 . 





64.9983 39.10 22.99 q 0 149 V Fri Jul 08 10:47:11 2005 . 





75.0026 38.13 22.94 q 0 149 V Fri Jul 08 10:47:19 2005 nb+bb 





75.9026 35.45 20.32 q 0 149 V Fri Jul 08 10:48:06 2005 . 





100.0000 43.00 31.07 q 1 150 H Fri Jul 08 11:48:01 2005 nb+bb 





100.7600 43.44 31.62 q 1 150 H Fri Jul 08 11:48:03 2005 . 





108.5059 52.53 41.80 m 350 279 H Fri Jul 08 10:52:45 2005 . 





110.1204 51.83 41.34 m 353 283 H Fri Jul 08 10:51:18 2005 bb 





111.4405 50.95 40.53 m 357 284 H Fri Jul 08 10:55:01 2005 bb 





114.8001 45.75 35.21 q 1 150 H Fri Jul 08 11:48:12 2005 bb 





121.6486 40.02 30.29 q 1 150 H Fri Jul 08 11:48:14 2005 . 





124.9976 39.81 30.12 q 1 150 H Fri Jul 08 11:48:16 2005 . 





129.9963 45.15 35.47 q 180 150 V Fri Jul 08 11:03:32 2005 nb+bb 





137.2006 35.27 25.50 q 1 150 H Fri Jul 08 11:48:22 2005 pulsing nb+bb 





150.0008 41.78 31.45 q 271 150 H Fri Jul 08 11:38:55 2005 nb+bb 





152.3946 41.73 31.16 q 181 150 V Fri Jul 08 11:28:57 2005 . 





161.8339 32.00 20.75 q 1 150 H Fri Jul 08 11:48:30 2005 . 





165.4006 32.48 20.97 q 91 150 H Fri Jul 08 11:45:34 2005 bb 





174.9986 40.15 28.59 q 181 150 V Fri Jul 08 11:30:49 2005 nb 





177.4966 34.21 22.28 q 181 150 V Fri Jul 08 11:31:19 2005 nb 





180.0022 35.53 23.21 q 91 150 H Fri Jul 08 11:45:40 2005 nb 





195.0006 47.53 35.63 q 1 150 H Fri Jul 08 11:48:41 2005 nb+bb 





199.0603 38.33 27.02 q 271 150 H Fri Jul 08 11:39:16 2005 . 





199.9995 51.50 40.30 m 155 100 V Fri Jul 08 10:58:18 2005 nb+bb 





212.5044 37.44 26.05 q 91 150 H Fri Jul 08 11:45:50 2005 nb+bb 





225.0000 37.42 26.95 q 181 150 H Fri Jul 08 11:42:32 2005 nb+bb 





227.5020 47.54 37.31 q 91 150 H Fri Jul 08 11:45:55 2005 nb+bb 





249.9964 40.59 32.53 q 181 150 H Fri Jul 08 11:42:37 2005 nb+bb 





260.0008 36.39 28.57 q 181 150 H Fri Jul 08 11:42:40 2005 nb 





274.9968 39.98 32.04 q 1 150 H Fri Jul 08 11:49:01 2005 nb 





292.5011 32.85 25.46 q 1 150 H Fri Jul 08 11:49:03 2005 . 





299.9982 41.34 33.98 q 1 150 H Fri Jul 08 11:49:06 2005 nb 





325.0006 38.94 31.95 q 181 150 V Fri Jul 08 11:29:53 2005 nb 





349.9959 35.33 29.47 q 271 150 V Fri Jul 08 11:36:12 2005 nb 





374.9919 36.95 31.53 q 271 150 V Fri Jul 08 11:36:14 2005 nb 





390.0021 34.84 30.05 q 0 149 V Fri Jul 08 10:47:21 2005 nb 





399.9950 37.15 33.00 q 271 150 V Fri Jul 08 11:36:19 2005 nb+data 





424.9953 32.32 28.91 q 0 149 V Fri Jul 08 10:47:09 2005 nb 





449.9957 37.10 34.18 q 90 150 V Fri Jul 08 11:00:13 2005 nb 





454.9999 37.70 34.85 q 90 150 V Fri Jul 08 11:00:05 2005 nb 





474.9937 30.72 28.25 q 90 150 V Fri Jul 08 11:02:08 2005 nb 





499.9931 44.37 43.10 m 350 200 V Fri Jul 08 12:17:08 2005 nb 





520.0030 24.06 22.70 q 271 150 V Fri Jul 08 11:36:33 2005 nb 
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524.9946 28.51 27.35 q 271 150 H Fri Jul 08 11:40:06 2005 nb 





549.9924 33.64 32.59 q 90 150 V Fri Jul 08 11:00:38 2005 nb 





553.7008 21.58 20.61 q 0 149 V Fri Jul 08 10:48:13 2005 nb+data 





574.9924 25.87 25.71 q 181 150 V Fri Jul 08 11:30:37 2005 . 





585.0015 25.19 24.91 q 271 150 V Fri Jul 08 11:36:44 2005 . 





599.9927 26.61 26.45 q 91 150 H Fri Jul 08 11:46:45 2005 . 





624.9930 24.26 25.01 q 271 150 H Fri Jul 08 11:40:19 2005 nb 





649.9910 29.13 30.15 q 0 149 V Fri Jul 08 10:47:31 2005 nb+data 





674.9888 28.49 29.72 q 271 150 V Fri Jul 08 11:36:53 2005 nb 





699.9904 26.48 27.86 q 0 149 V Fri Jul 08 10:47:33 2005 nb 





715.0042 28.78 30.22 q 271 150 V Fri Jul 08 11:36:58 2005 nb 





724.9903 27.00 28.64 q 0 149 V Fri Jul 08 10:47:42 2005 nb 





749.9887 27.77 29.57 q 0 149 V Fri Jul 08 10:47:04 2005 nb 





774.9883 28.20 30.54 q 271 150 V Fri Jul 08 11:37:05 2005 nb 





799.9895 30.80 33.37 q 90 150 V Fri Jul 08 11:01:40 2005 nb 





824.9912 28.26 31.94 q 90 150 V Fri Jul 08 11:01:58 2005 nb 





845.0029 25.37 28.85 q 91 150 H Fri Jul 08 11:47:10 2005 nb 





849.9943 30.16 33.34 q 90 150 V Fri Jul 08 11:00:20 2005 nb 





874.9846 27.49 30.55 q 271 150 H Fri Jul 08 11:40:46 2005 nb 





899.9846 31.22 34.26 q 271 150 V Fri Jul 08 11:37:19 2005 nb 





924.9874 32.05 35.29 q 271 150 V Fri Jul 08 11:37:21 2005 nb 





949.9881 39.39 43.83 m 288 100 V Fri Jul 08 12:13:41 2005 nb 





974.9868 31.32 35.94 q 271 150 V Fri Jul 08 11:37:25 2005 nb 
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5.3  FCC PER EN 55022 CONDUCTED EMISSIONS PLOT  
 
 
Criterion Technology Inc.            
Conducted Emissions 
 
EUT: RTAL Printer       
Manuf: Election Systems and Software 
Op Cond: Printing once every minute 
Operator: ws       
Test Spec: FCC per En 55022, Class B 
Test Cond: Temp:   20°C Humidity:   39% 
Comment: 120 VAC 60 Hz, N on Prescan, Li & N on Final 
 
Scan Settings   (1   Range) 
|  -----------  Frequencies  ------------|    |-----------------  Receiver Settings  --------------------------| 
     Start Stop  Step           If BW   Detector    M-Time   Atten   Preamp   OpRge  
       150k 30M  5k         10k      PK+AV     200MS   AUTO LN   OFF    60db 
 
Final Measurement:  x  QP  /  +  AV  Transducer  No.  Start Stop Name 
       Meas Time: 1s                     4               1       9k  30M      LISN 
       Subranges: 25                                       4        9k        30M    SRw3dB 
       Acc Margin:   10dB 
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5.4 FCC PER EN 55022 CONDUCTED EMISSIONS TABLE 
 
 
Criterion Technology Inc.            
Conducted Emissions 
 
EUT: RTAL Printer       
Manuf: Election Systems and Software 
Op Cond: Printing once every minute 
Operator: ws       
Test Spec: FCC per EN 55022, Class B 
Comment: 120 VAC 60 Hz, N on Prescan, Li & N on Final 
 
Scan Settings   (1   Range) 
|  -----------  Frequencies  ------------|    |-----------------  Receiver Settings  --------------------------| 
     Start Stop  Step           If BW   Detector    M-Time   Atten   Preamp   OpRge  
       150k 30M  5k         10k      PK+AV     200MS   AUTO LN   OFF    60db 
  
 
Final Measurement Results: 
 
Indicated Phase/PE shows Configuration of max. Emission 
 
  





Frequency 
MHz 





QP Level 
DBuv 





QP Limit 
DBuv 





Phase 
- 





PE 
- 





3.56500 48.1 56.0 L1 gnd 
3.62000 47.9 56.0 L1 gnd 





     





 
Frequency 





MHz 
AV Level 





DBuv 
AV Limit 





DBuv 
Phase 





- 
PE 
- 





0.34500 41.0 49.1 N gnd 
3.60000 39.8 46.0 L1 gnd 
2.60500 39.7 40.0 L1 gnd 





     
     
     





 
 
 
 
 
 





Minimum Margin to Limit: -6.2 dB at 3.60000 MHz 
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5.5 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 
 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 5140200 
TEMPERATURE: 21ºC HUMIDITY: 47% 





ATMOSPHERIC PRESSURE: 74.7kPa TEST PERSONNEL: lws 
TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 230 VAC 50 Hz TEST DATE: July 21, 2005 
DISCHARGE METHOD: Air  (A)  Contact  (C) 





TEST POINT 





DESCRIPTION 





DISCHARGE 





VOLTAGE 





DISCHARGE 





NOTE 





REQUIRED 
PERFORMANCE  





(A,B, or C)* 





TEST 
PERFORMANCE 





(A,B, or C)* 





PASS/  
FAIL 





OBSERVED RESPONSE 





OF THE EUT 





6 plcs. window 
perimeter 





C ±2, 4, 8 kV 2 B A pass no disturbance apparent 





4 plcs printer mtg 
scrws 





C ±2, 4, 8 kV 2 B A pass no disturbance apparent 





printer serial 
interface cable 





C ±2, 4, 8 kV 2 B A pass no disturbance apparent 





4 plcs enclosure 
opening for serial 





cable 





C ±2, 4, 8 kV 2 
B 





A pass no disturbance apparent 





 C ±2, 4, 8 kV  B    
 C ±2, 4, 8 kV  B    
       





Horiz Coupling 
Plane 





      





EUT Front Left C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Front Right C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Right Front C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Right Back C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Rear Left C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Rear Right C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Left Front C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Left Back C ±4, 8 kV 2 B A pass no disturbance apparent 
Vert. Coupling 





Plane 
      





EUT Front Left C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Front Right C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Right Front C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Right Back C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Rear Left C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Rear Right C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Left Front C ±4, 8 kV 2 B A pass no disturbance apparent 
EUT Left Back C ±4, 8 kV 2 B A pass no disturbance apparent 





*NOTEs:  Performance Criteria categories A, B, and C are as defined in EN 55024 Section 7.  The 





Performance Criterion for passing is as shown in Table II of this report. Refer to Setup Photos to see the test 





points. 





A) Unit modified by placing a Mylar sheet over exposed surface of printer. 





 
Discharge Notes: 
1.  No perceived discharge, and no observed response in the EUT. 
2.  Discharge observed, but no observed response in the EUT. 
3.  Discharge observed, and the EUT was affected. 
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5.6 RADIATED SUSCEPTIBILITY (EN 61000-4-3, IEC 1000-4-3, IEC 801-3) 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 5140200 
TEMPERATURE: 18ºC HUMIDITY: 50% 
ATMOSPHERIC PRESSURE: 74.89kPa DWELL TIME: 3S stepped, 60S spot 





TEST DATE: July 8, 2005 TEST PERSONNEL: lws / ws 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   





 
TEST FREQ. 





(MHz) 
FIELD 





STRENGTH 
(V/m) 





MODULATION 
FREQ.     % 





FIELD 
POLARITY 





TESTED 
SIDE 





OF EUT 





TEST 
PERFORMANCE 





(A,B, or C) 





TEST 
PERFORMANCE 





(A,B, or C) 





(PASS/ 
FAIL) 





OBSERVED 
RESPONSE 
OF THE EUT 





80 to 1000 10 1kHz 80%AM Horizontal Front A A PASS NO CHANGE 
80 to 1000 10 1kHz 80%AM Vertical Front A A PASS NO CHANGE 





SPOT 10 1kHz 80%AM Vertical Front A A PASS NO CHANGE 
SPOT 10 1kHz 80%AM Horizontal Front A A PASS NO CHANGE 
900 10 200 Hz pulse Vertical Front A A PASS NO CHANGE 
900 10 200 Hz pulse Horizontal Front A A PASS NO CHANGE 
900 10 200 Hz pulse Horizontal Left A A PASS NO CHANGE 
900 10 200 Hz pulse Vertical Left A A PASS NO CHANGE 





80 to 1000 10 1kHz 80%AM Vertical Left A A PASS NO CHANGE 
80 to 1000 10 1kHz 80%AM Horizontal Left A A PASS NO CHANGE 





SPOT 10 1kHz 80%AM Horizontal Left A A PASS NO CHANGE 
SPOT 10 1kHz 80%AM Vertical Left A A PASS NO CHANGE 
SPOT 10 1kHz 80%AM Vertical Rear A A PASS NO CHANGE 
SPOT 10 1kHz 80%AM Horizontal Rear A A PASS NO CHANGE 





80 to 1000 10 1kHz 80%AM Horizontal Rear A A PASS NO CHANGE 
80 to 1000 10 1kHz 80%AM Vertical Rear A A PASS NO CHANGE 





900 10 200 Hz pulse Vertical Rear A A PASS NO CHANGE 
900 10 200 Hz pulse Horizontal Rear A A PASS NO CHANGE 
900 10 200 Hz pulse Horizontal Right A A PASS NO CHANGE 
900 10 200 Hz pulse Vertical Right A A PASS NO CHANGE 





SPOT 10 1kHz 80%AM Vertical Right A A PASS NO CHANGE 
SPOT 10 1kHz 80%AM Horizontal Right A A PASS NO CHANGE 





80 to 1000 10 1kHz 80%AM Vertical Right A A PASS NO CHANGE 
80 to 1000 10 1kHz 80%AM Horizontal Right A    





SPOT FREQUENCIES (IN MHZ):  100, 130, 150, 195 





 





* NOTE:  :  Performance Criteria categories A, B, and C are as defined in EN 55024 Section 7.   The 





Performance Criterion for passing is as shown in TABLE II of this report.   
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5.7 ELECTRICAL FAST TRANSIENT/BURST (EN 61000-4-4, IEC 1000-4-4, IEC 801-4) 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 5140200 
TEMPERATURE: 18ºC HUMIDITY: 49% 
ATMOSPHERIC PRESSURE: 75.4kPa   





TEST DATE: July 12, 2005 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz DWELL TIME: 120  Seconds 





 
TEST 





VOLTAGE 
LINE 





1 
LINE 





2 
EARTH 





GROUND 
TEST 





DURATION 
CABLE 
TESTED 





REQUIRED 
PERFORMANCE 





(A,B, or C) 





TEST 
PERFORMANCE 





(A,B, or C) 





(PASS/       
FAIL) 





OBSERVED 
RESPONSE 
OF THE EUT 





+2 kV X   2 Minutes Power B A pass normal operation 
+2 kV  X  2 Minutes Power B A pass normal operation 
+2 kV X X X 2 Minutes Power B A pass normal operation 
-2 kV X   2 Minutes Power B A pass normal operation 
-2 kV  X  2 Minutes Power B A pass normal operation 
-2 kV X X X 2 Minutes Power B A pass normal operation 





 





• NOTE:  :  Performance Criteria categories A, B, and C are as defined in EN 55024 Section 7.  The 





Performance Criterion for passing is as shown in Table II of this report.   





 
                  The cable from voting machine to printer is too short for Clamp coupling. 
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5.8 SURGE (EN 61000-4-5, IEC 1000-4-5, IEC 801-5) 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 5140200 
TEMPERATURE: 21ºC HUMIDITY: 46% 
ATMOSPHERIC PRESSURE: 74.8kPa   





TEST DATE: July 13, 2005 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   





 
TEST 





VOLTAGE 
LINE 





1 
LINE 





2 
EARTH 





GROUND 
CABLE 
TESTED 





REQUIRED 
PERFORMANCE 





(A,B, or C) 





TEST 
PERFORMANCE 





(A,B, or C) 





(PASS/ 
FAIL) 





OBSERVED 
RESPONSE 
OF THE EUT 





+2 kV X X  Power B A pass normal operation 
-2 kV X X  Power B A pass normal operation 
+2 kV X  X Power B A pass normal operation 
+2 kV  X X Power B A pass normal operation 
-2 kV X  X Power B A pass normal operation 
-2 kV  X X Power B A pass normal operation 





 
 





Surges were initiated at 90°, 180° and 270° power line phase angles. 





 





* NOTE:  Performance Criteria categories A, B, and C are as defined in EN 50082-1 Section 6.  The 





Performance Criterion for passing is as shown in Table II of this report.   
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5.9 MAGNETIC SUSCEPTIBILITY (EN 61000-4-8, IEC 1000-4-8) 
 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 15140200 





TEMPERATURE: 21ºC HUMIDITY: 49% 
ATMOSPHERIC PRESSURE: 74.7kPa   
TEST DATE: July 18, 2005 TEST PERSONNEL: ws 
TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz DWELL TIME: > 1 Minute 





 
 





MAGNETIC 
POWER 
FREQ. 
(Hz)) 





H-FIELD 
STRENGTH 





(A/m) 





LOOP 
POSITION 
ON EUT 





COUPLING 
DEVICE 





REQUIRED 
PERFORMANCE 





(A,B, or C) 





TEST 
PERFORMANCE 





(A,B, or C) 





(PASS/  
FAIL) 





OBSERVED RESPONSE 
OF THE EUT 





50 30.0 X Haefely loop A A pass normal operation 
50 30.0 Y Haefely loop A A pass normal operation 
50 30.0 Z Haefely loop A A pass normal operation 
60 30.0 X Haefely loop A A pass normal operation 
60 30.0 Y Haefely loop A A pass normal operation 
60 30.0 Z Haefely loop A A pass normal operation 





 





* NOTE:  :  Performance Criteria categories A, B, and C are as defined in EN 55024 Section 7.  The 





Performance Criterion for passing is as shown in Table II of this report.   
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5.10 VOLTAGE DIPS, INTERRUPTIONS & VARIATIONS (EN61000-4-11, IEC1000-4-11) 
 





TEST  NUMBER: 050628-919    
TEST ARTICLE: RTAL Printer SERIAL NUMBER: 15140200 
TEMPERATURE: 18ºC HUMIDITY: 47% 
ATMOSPHERIC PRESSURE: 75.2kPa   





TEST DATE: July 13, 2005 TEST PERSONNEL: Ws/lws 
TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz   





 
VOLTAGE REDUCTION % 





& DURATION  (Sec.) 
NUMBER OF 





REPETITIONS 
COUPLING 





DEVICE 
REQ.  TEST 





PERFORMANCE 
(A,B, or C) 





ACTUAL  TEST 
PERFORMANCE 





(A,B, or C) 





(PASS/ 
FAIL) 





OBSERVED 
RESPONSE 
OF THE EUT 





30% / 10 msec 3 PLINE 1610 B A pass normal operation 
60% / 100 msec 3 PLINE 1610 B A pass normal operation 





60% / 1 sec 3 PLINE 1610 B A pass normal operation 
95% / 5 sec 3 PLINE 1610 C B pass normal operation 





       
+7.5% / 4 HRS 1 N/A B A pass normal operation 
-12.5% / 4 HRS 1 N/A B A pass normal operation 





 
* NOTEs:    Performance Criteria categories A, B, and C are as defined in EN 55024 Section 7.  The Performance 
Criterion for passing is as shown in Table II of this report.   
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6.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 





 
Introduction 





 
6.1 OVERVIEW 





This test plan covers the EMC (Electromagnetic Compatibility) test requirements and methods for the ES&S 
RTAL printer, hereafter known as the Equipment Under Test (EUT), to the requirements as stated in the 
references. 





6.2 QUALIFICATIONS 
The EUT supplied by ES&S is representative of product produced in their volume manufacturing process.  





6.3 CLIENT 
Election Systems & Software 
11208 John Galt Blvd. 
Omaha, NE 68137 





6.4 COMPANY RESTRICTED INFORMATION 
This document contains confidential and restrictive information and shall not be reproduced outside of 
ES&S or Percept Technology Labs Inc. without written consent.   
This document must be reproduced in whole unless written consent has been attained from Percept 
Technology Labs Inc. 





6.5 REFERENCE DOCUMENTS 
1) FEC Voting System Standard (VSS) Volume I, Sec. 3 
2) FEC Voting System Standard (VSS) Volume II, Sec. 4 
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6.6 EMC TEST SUMMARY 
 





Table 1: EMC Test Requirements Summary for ES&S RTAL printer 





Test Name Test 
Specification 





Required Performance 





Electromagnetic Emissions Tests 





RADIATED ELECTROMAGNETIC EMISSIONS FCC  Class B 





(30-1000 MHz ) 
 





CONDUCTED ELECTROMAGNETIC 
EMISSIONS 





FCC  Class B  





Electromagnetic Immunity Tests 





ELECTROSTATIC DISCHARGE IMMUNITY EN61000-4-2  Criteria B: 8kV contact, 15 kV air 





RADIATED ELECTROMAGNETIC IMMUNITY EN61000-4-3 Criteria A: 10 V/m, 80 MHz to 1 GHz 





Electrical Fast Transient / Burst 
Immunity 





EN61000-4-4 Criteria B: AC Mains: 2kV 





 
ELECTRICAL SURGE IMMUNITY 





EN61000-4-5 Criteria B: AC line to line: 2kV 





AC line to earth: 2kV 





CONDUCTED ELECTROMAGNETIC 
IMMUNITY 





EN61000-4-6 Criteria A: 10 V, 0.15 MHz to 80 MHz 





Magnetic Field Immunity EN61000-4-8 Criteria A: 30 A/m at 60 Hz 





AC VOLTAGE VARIATIONS IMMUNITY EN61000-4-11 Criteria B: 





Surges of 30% dip @ 10 ms  





Surges of 60% dip @ 100 ms and 1sec 





Criteria C: 





Surges of >95% interrupt  @ 5sec 





Criteria B: 





Surges of +15% line variations of nominal 
line voltage  





Electric power increases of 7.5% and 
reductions of 12.5% of nominal specified 
power supply for a period of up to four 





hours at each power level 
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6.7 PRODUCT DESCRIPTION 
 
Intended Use 





The iVotronic Terminal with attached printer is intended to be used in the polling place environment. 
 





General 
Trade Mark: ES&S 





Part / Model No.: RTAL printer 
Description: Printer 





Serial No.:  
Rated Input Voltage: 120 VAC Frequency: 60 Hz 
Supply Connection: Detachable power cord 





Construction: Metallic enclosure plastic observation window 
 
Grounding and Bonding  
 





Grounding is achieved through the Earth conductor in the AC line cord. 
 





Power Supplies 
Manufacturer Model Output and Type Safety/EMC Description 





WALL AD2509A 8.0-9.5 VDC 3.1 A 
max 





CE, cULus, FCC AC adapter for iVotronic 
terminal 





     
 
Interface Ports and Cables 





Label Cable Length (m) Function 
None 2 M Interface cable between terminal and printer 





 
Software  





Test software supplied in the form of a special PEB cartridge. 
 





Oscillator Frequencies 
Frequency Description of Use 





50MHz Crystal PCB MAIN BD 
8.192 MHZ Audio 
65 MHZ Video 
40 KHZ Backlight inverter 
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6.8 TEST PLAN 
 
Operating Modes and Configurations for EMC Testing 
 
Operating Mode 





The EUT is connected to the iVotronic voting terminal via a serial interface cable. The iVotronic 
terminal is programmed to print a message periodically. 
 





Configurations 
The configuration is as shown in the block diagram. All equipment exposed to the conditions of the tests 
is enclosed in the dotted lined box. 
 





120 VAC





Serial cable





 





Figure 1: EUT Block Diagram 





Exercising Software 
Prior to and during testing, proper operation of the EUT shall be confirmed using ES&S supplied 
operational status check software. At the completion of each test, an operational status check shall be 
performed to fully exercise the EUT and ensure that no damage has occurred because of the test. 
 





Treatment of Test Failures 
Failures of EMC tests or failures of the exercising software to perform shall be documented in the EMC test 
report. 
 





Test documentation: 
A test report shall be attained from the test lab that meets the pertinent requirements of EN45001, 
and ISO/IEC17025, “General Requirements of Testing and Calibration Laboratories”. 
 





Test Location 
• Criterion Technology Inc. 





1350 Tolland Road  
Rollinsville, CO  80474 
 



















Sheet 42 of 48                    EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY                   
 050628-919 FOR  ELECTION SYSTEMS & SOFTWARE  





 





CONFIDENTIAL AND PROPRIETARY 
 





6.9 EMC TESTS 
 
Electromagnetic Emissions  





Objective: 
Verify that the electromagnetic emissions generated by the product under normal use and in the product’s 
intended environment are below a level as specified by the FES Voting System Standard. 
 





Radiated Electromagnetic Emissions 
Test Method: 
FCC Part 15, Radio Frequency Devices 
 
Deviations from Test Method: 
None 
 
Exit Criteria: 
The EUT shall meet the following emissions limits: 





Frequency Band 
(MHz) 





Class B Equipment 
3m Measurement Distance 





(dBuV/m) 





30 – 88 40 
88-216 43.5 





216 – 960 46 
  





 
Conducted Electromagnetic Emissions 





Test Method: 
FCC Part 15, Radio Frequency Devices 
 
Deviations from Test Method: 
None 
 
Exit Criteria: 
The EUT shall meet the following emissions limits: 





Class B Equipment Frequency Band 
(MHz) Quasi-Peak 





Measurement 
(dBuV) 





Average Measurement 
(dBuV) 





0.15 – 0.5 66 decreasing linearly 
with the log of the 





frequency to 56 





56 decreasing linearly 
with the log of the 





frequency to 46 
0.5 – 5.0 56 46 
5.0 - 30 60 50 
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Electromagnetic Immunity 
 





Objective: 
To verify that the product performs as intended when exposed to different types of electromagnetic energies 
that may be encountered under normal use in the product’s intended environment. 
 





Immunity Compliance Criteria 
Criteria A: During testing, normal performance as specified by the manufacturer: 





• Ability to print 
•  





Criteria B: During Testing, temporary degradation or loss of function or performance (as described in 
Criteria A) is allowed provided the unit is able to return to its normal operating condition 
without user intervention. 





 
Criteria C: During testing, temporary degradation or loss of function or performance (as described in 





Criteria A), which requires operator intervention or system reset. 
• Failures that can be recovered to normal operation by reset or reboot are permissible 
• Loss of data is permissible 
 





Electrostatic Discharge Immunity 
Test Method: 
EN61000-4-2, Electrostatic Discharge Immunity Test, 1995 





 
Test Levels: 





Test Location Discharge Voltage  
+/-(kV) 





Indirect Contact: HCP 2, 4, 8 
Indirect Contact: VCP 2, 4, 8 





Direct Contact to Metallic Surfaces 2, 4, 8 
Air Discharges to Insulated Surfaces 2, 4, 8, 15 





 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria B 
 





Radiated Electromagnetic Immunity 
Test Method: 
EN61000-4-3, Radiated, Radio-Frequency, Electromagnetic Field Immunity Test, 1996 
 
Test Levels: 





Frequency Range 
 (MHz) 





Test 
Level 
 (V/m) 





Modulation / Sweep 





80.0 to 1000.0 10 80% AM at 1.0kHz 
1% steps with 3s dwell 





Clock Frequencies 10 80% AM at 1.0kHz 
1% steps with 3s dwell 





 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria A 
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Electrical Fast Transient / Burst Immunity 
Test Method: 
EN61000-4-4, Electrical Fast Transient / Burst Immunity Test, 1995 
 
Test Levels: 





Coupling Mode Test Voltage 
+/- kV 





Test Time 
Seconds  





AC Line Cord 2.0 60 
 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria B 





 
Electrical Surge Immunity 





Test Method: 
EN61000-4-5, Surge Immunity Test, 1995 
 
Test Levels: 





Coupling Mode Test Voltage 
+/- kV 





Differential Mode 2 
Common Mode 2 





 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria B 
 





Conducted Electromagnetic Immunity 
Test Method: 
EN61000-4-6, Immunity to Conducted Disturbances, Induced by Radio-Frequency Fields, 1996 
 
Test Levels: 





Test Point Frequency Range 
 (MHz) 





Test 
Level 





 (Vrms) 





Modulation / Sweep 





AC Line Cord 0.150 to 80.0 10 80% AM at 1.0kHz 
1% steps with 3s dwell 





AC Line Cord  
 





Clock Frequencies 10 80% AM at 1.0kHz 
1% steps with 3s dwell 





 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria A 
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Magnetic Field Immunity 
Test Method: 
EN61000-4-8, Power Frequency Magnetic Field Immunity Test, 1993 
 
Test Levels: 
30 A/m in the X, Y, and Z axis of the EUT  
 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria B 
 





AC Voltage Variations Immunity 
Test Method: 
EN61000-4-11, Voltage Dips, Short Interruptions and Voltage Variations Immunity Tests, 1994 
 
Test Levels: 





Voltage Dip 
(% Ut) 





Duration 
 





Exit Criteria 





30 10 ms Criteria B 
60 100 ms and 1 sec Criteria B 





> 95 5 sec Criteria C 
Surges of +15% line variations of 





nominal line voltage 
Criteria B 





Electric power increases of 7.5% and 
reductions of 12.5% of nominal 





specified power supply for a period of 
up to four hours at each power level 





Criteria B 





 
Deviations from Test Method: 
None 
 
Exit Criteria: 
Criteria B/C 
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7.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
Manufacturer Name/Description Model Number Serial Number Cal. Due Date 





FCC EM Clamp F2031 309 7/19/2005 





Hewlett Packard Signal Generator HP 8648D 3642000145 8/13/2005 
Dickson Temperature/ RH Recorder THDX 5300245 8/15/2005 
Amplifier Research Power Amplifier 150A100A 20183 8/24/2005 
Amplifier Research Power Amplifier 100W1000M1 20214 8/24/2005 





Amplifier Research Directional Coupler  DC2600 302981 9/21/2005 
Haefely Trench EFT Tester PEFT Junior 583-333-51 10/12/2005 
Hewlett Packard Tracking Generator HP85645A 3210A00124 11/9/2005 
Heise Barometer 710A S7-15256 2/6/2006 
Hewlett Packard Pulse Generator HP 8116A 2901G09493 2/13/2006 
Amplifier Research E-Field Probe FP2000 19682 4/12/2006 
Antenna Research  1-18 GHz Horn DRG118/A 1057 4/13/2006 
EMCO Active Loop 6502 2626 4/14/2006 
Amplifier Research E-Field Probe FP2080 20236 4/16/2006 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 8634221014 4/19/2006 
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 5/12/2006 





Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 5/12/2006 
Veratech Preamp (AMP2)   N/A 5/16/2006 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 6/15/2006 





Rohde/ Schwarz LISN ESH2-Z5 828739-001 6/15/2006 
Chase  Bilog 30 - 1000 MHz CB6111 1121 7/1/2006 
FCC CDN FCC-801-M3-25 9714 8/2/2006 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 2/11/2007 





EMCO Horn 3160-08 1147 5/9/2007 
Microwave Technologies Standard Gain Horn 12A-18 19527 8/1/2007 
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8.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 





89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States 
Relating to Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 





 
EN 50081-1 (CENELEC):  EMC - Generic Emission Standard, Part 1:  Residential, Commercial and Light 
Industry, Revised 2001. 





 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 
2001. 





 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from 
Digital Radio Telephones - Immunity Test, 1996. 





 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and 
Methods of Measurement, with Amendments 1 & 2, 2003. 





 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, 
Electric Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2001. 





 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and 
Methods of Measurement, 2003. 





 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 





 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 
1.2.  Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, 2002. 





 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current 
≤16 A per phase), with Amendment 14, 2000. 





 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage 
Supply Systems for Equipment with Rated Current ≤16 A, 1998. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics 
and interharmonics measurements and instrumentation, for power supply systems and equipment connected  
thereto: 2002 





 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic 
Discharge Immunity Test, with Amendments 1 & 2, 2001. 





 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, with Amendments 1 & 2, 2005. 





 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, 2005. 





 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity 
Test, with Amendments 1 & 2, 2001. 





 
EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to 
Conducted Disturbances, Induced by Radio-Frequency Fields, 2005. 





 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1994. 
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EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, 
Short Interruptions and Voltage Variations Immunity Tests, 1999 
 
IEC 61000-6-1: EMC – Part 6-1.  Generic standards – Immunity for residential, commercial and light-industrial 
environments, 9 March 2005. 





 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, October 2001 





 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC 
Requirements, 1998. 





 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2003 
 





Subpart A General. 
 





Subpart B Unintentional Radiators. 
 





Subpart C Intentional Radiators. 
 





Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2003 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2003 
 
8.5 JAPAN 
 





VCCI V-3 
 
8.6 CANADA 
 





ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 1998. 
 





ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 





SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 





 
8.8 CHINA 
 





CNS13438, 1997. 
 
 





 
 





 























 
 
 





 
 
 
 





Testing Services Report 
  





Prepared For: 
Percept Technology 
4735 Walnut St. #E 
Boulder, CO 80301 





 
Report Covers Testing Of: 
Voting Terminal Printer 





 
Testing Performed: 





06/30/05 – 07/18/05 
 





APT Job Number: 
05-00364 





 
Final Review Approval: 





 
___________________________7/19/05 





Name                                                  Date 
 
 





1601 Dry Creek Dr Ste 2000, Longmont, CO 80503 · 800.348.1458 toll free · 303.661.6332 phone · 303.673.7658 fax · 
http://apt.storagetek.com 





______________________________________________________________________________ 
7/19/05 Test Report: 05-00364 Page 1 of 15 



















 





Vibration Testing Of: 
 
 





Voting Terminal Printer 
 





  





Prepared For: 
 





Al Backlund 
Percept Technology 
4735 Walnut St. #E 
Boulder, CO 80301 





 
 





Testing Performed At: 
 





APT 
Advanced Product Testing 





1601 Dry Creek Drive 
Suite 2000 





Longmont, CO  80503 
 
 
 
 
 
 
 
 
 





______________________________________________________________________________ 
7/19/05 Test Report: 05-00364 Page 2 of 15 



















Test Report 





 





 





1.0 Test Items 





Table 1-1 
Item # Quant. Description   





1 1 Voting Terminal Printer   
          
           





 
 





2.0 Applicable Specifications 
 





All testing conducted within the scope of this report was performed to the following 
specifications: 
 





MIL-STD-810D Method 514.4 Vibration Basic Transportation Common Carrier Environment 
MIL-STD-810D Method 516.4 Shock Bench Handling 
MIL-STD-810D Method 507.2 Humidity Natural Hot Humid 
 





All testing conducted within the scope of this report was performed at the direction of the 
following representatives: 
 





  Al Backlund (Percept Technologies) 
    
              





3.0 Test Description(s) and Results. 
 





3.1 Transportation Vibration (Performed on 07-08-05) 
 





The test item was placed on the head of a vertical shaker.  The product was in its 
packaged environment.  The package was rotated to accommodate the vertical, 
longitudinal, and transverse axes.  These orientations can be seen in figure 01.  
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Figure 01 





 
 
 
 
Three random vibration test profiles were used for this test. The vibration test 
profiles were as follows: 
 





Vertical (Z) Vibration Profile 
 





    10 Hz    @  0.01500 g²/Hz 
    40 Hz    @  0.01500 g²/Hz 
    500 Hz  @  0.00015 g²/Hz 
    Overall Level = 1.04 Grms 
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Longitudinal (X) Vibration Profile 
 
    10 Hz   @  0.00650 g²/Hz 
    20 Hz   @  0.00650 g²/Hz 
    120 Hz @  0.00020 g²/Hz 
    121 Hz @  0.00300 g²/Hz 
    200 Hz @  0.00300 g²/Hz 
    240 Hz @  0.00300 g²/Hz 
    340 Hz @  0.00150 g²/Hz 
    500 Hz @  0.00015 g²/Hz 
    Overall Level = 0.74 Grms 
 





Transverse (Y) Vibration Profile 
 
    10 Hz   @  0.00013 g²/Hz 
    20 Hz   @  0.00065 g²/Hz 
    30 Hz   @  0.00065 g²/Hz 
    78 Hz   @  0.00002 g²/Hz 
    79 Hz   @  0.00019 g²/Hz 
    120 Hz @  0.00019 g²/Hz 
    500 Hz @  0.00001 g²/Hz    
    Overall Level = 0.20 Grms 
 





 
The test item was tested in all 3 axes. The test axes were defined as follows: 





 
  Vertical (Z) = Shaker was vertical with the force  
            through the bottom of the test unit. 
 





Longitudinal (X) = Shaker was vertical with the force through the 
end (short dimension) of the test unit. 





 
  Transverse (Y) = Shaker was vertical with the force through the 
 side (long dimension) of the test unit. 





 
The test duration was 30 minute at full level in each axis. 





     
Plots of each axis can be seen in figure 02, 03, & 04.  At the end of each axis of 





testing the unit was verified to be operating correctly. 
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Testing for Percept Technology 
Project File Name: Longitudinal X-AXIS.prj 
Profile Name: Nav-Mat  Test Type: Random  Run Folder: .\RunDefault Jul 08,2005 15-01-42 
 





profile(f)





high-alarm(f)





low-alarm(f)





control(f)





500.0010.000 100.00





1.8000





6.7E-09
1.0E-08





1.0E-07





1.0E-06





1.0E-05





0.0001





0.0010





0.0100





0.1000





Frequency (Hz)





(gn)2/Hz





Longitudinal Axis





 
 
Level: 0 dB 
Control RMS: 0.754681 gn Full Level Elapsed Time: 00:30:00  Lines: 450 Frame Time: 0.800000 Seconds 
Demand RMS: 0.741280 gn Remaining Time:  00:00:00  DOF: 154 dF:  1.250000 Hz 





Data saved at 03:11:19 PM, Monday, July 11, 2005      Report created at 03:11:35 PM, Monday, July 11, 2005       Figure 02 
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Testing for Percept Technology 
Project File Name: Transverse Y-AXIS.prj 
Profile Name: Nav-Mat  Test Type: Random  Run Folder: .\RunDefault Jul 08,2005 14-08-57 
 





profile(f)





high-alarm(f)





low-alarm(f)





control(f)





500.0010.000 100.00





1.8000





6.7E-08
1.0E-07





1.0E-06





1.0E-05





0.0001





0.0010





0.0100





0.1000





1.0000





Frequency (Hz)





(gn)2/Hz





Transverse Axis





 
 
Level: 0 dB 
Control RMS: 0.205650 gn Full Level Elapsed Time: 00:30:00  Lines: 450 Frame Time: 0.800000 Seconds 
Demand RMS: 0.203466 gn Remaining Time:  00:00:00  DOF: 154 dF:  1.250000 Hz 





Data saved at 03:00:21 PM, Friday, July 08, 2005      Report created at 03:00:25 PM, Friday, July 8, 2005        Figure 03 
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Testing for Percept Technology 
Project File Name: Percept Vert.prj 
Profile Name: Nav-Mat  Test Type: Random  Run Folder: .\RunDefault Jul 08,2005 13-21-26 
 





profile(f)





high-alarm(f)





low-alarm(f)





control(f)





500.0010.000 100.00





0.2600





8.5E-061.0E-05





0.0001





0.0010





0.0100





0.1000





Frequency (Hz)





(gn)2/Hz





Vertical Axis





 
 
Level: 0 dB 
Control RMS: 1.068569 gn Full Level Elapsed Time: 00:30:00  Lines: 450 Frame Time: 0.682667 Seconds 
Demand RMS: 1.049470 gn Remaining Time:  00:00:00  DOF: 154 dF:  1.464844 Hz 





Data saved at 02:06:27 PM, Friday, July 08, 2005      Report created at 02:06:43 PM, Friday, July 8, 2005        Figure 03 
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 3.2 Bench Handling (Performed on 7/11/05) 





  Bench handling was performed on the unit at rest on a 2 ½ inch thick 
wooden work bench. One side of the unit was raised to a height of 4” and then allowed to 
drop back to the work surface 6 times.  This was performed on all 4 sides of the unit with 
a total of 24 drops.  The orientation of each side used for the drops can be seen in figure 
04.  At the end of the handling test the unit was verified to be operating correctly. 
 





 
Figure 04 
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3.3 Humidity (Performed 6/30/05 through 7/11/05) 
 
 The unit was placed in a temperature humidity chamber which was set to run the MIL-
STD-810D Humidity Natural Hot Humid profile.  This profile specification is defined in figure 05 
and the actual run profiles can be seen in figure 06 & 07 along with a photo of the setup in figure 
08.  This profile was run 10 time.  At the end of the 5th cycle and at the completion of the last 
cycle, the unit was verified to be operating correctly.  





 
 
 
 
 
 
 





Time Temp. Humidity
Hours C RH % 
0000 31 88 
0100 31 88 
0200 31 88 
0300 31 88 
0400 31 88 
0500 31 88 
0600 32 85 
0700 34 80 
0800 36 76 
0900 37 73 
1000 38 69 
1100 39 65 
1200 40 62 
1300 41 59 
1400 41 59 
1500 41 59 
1600 41 59 
1700 39 65 
1800 37 69 
1900 36 73 
2000 34 79 
2100 33 85 
2200 32 85 
2300 32 88 





Figure 05 
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Figure 06 
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Figure 07 





 





 
Figure 08 
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 3.4 Temperature/Voltage Cycling 
 
  The two units were placed in a temperature chamber and connected to a voting 
terminal and a variable power supply.  The temperature and voltage were varied according to the 
table in figure 09.  The actual temperature can be seen in figure 10.  The units were exposed to two 
24 hour periods of temperature/voltage variation and three 24 hour periods of ambient temperature 
with voltage variation.  The units were in a print verification mode for the entire test with an 
interval between prints of one hour. All functional verification was performed and retained by 
percept personnel.  
 
 
 
 
 
 
 





Step 
Time 





(Hours) 
Voltage 
(VAC) 





Temperature 
(F) 





1 0 117 40 
2 4 105 40 
3 8 129 40 
4 11.5 117 70 
5 12 117 100 
6 16 105 100 
7 20 129 100 
8 23.5 117 70 
9 24 Repeat from step 1 





 
Figure 09 
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Figure 10 





4.0 Testing Personnel 





Table 4-1 Test Monitoring 
 





All testing was performed by the following personnel: 





 Table 4-1 
 Representative Title Tests Performed 
 Alan Nichols (APT-StorageTek) Test Engineer Vibration/Bench Handling 





 





Table 4-2 Test Witnesses 
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Testing was witnessed by the following personnel: 





 Table 4-2 
 Representative Corporation Tests Performed 
Al Backlund  Percept Technologies  Vibration/Temp/Voltage 
    





 
 





5.0 Test Equipment 





Table 5-1: Machines (no calibration required) 
Machine ID Description 
HYD #1  Hydraulic Shaker  
Chamber 47 Temp/Humidity Chamber 





 





 Table 5-2: Instrumentation 
 
Metrology ID 





 
Instrument 





 
Manufacturer 





 
Model # 





 
S/N 





Cal. Due 
Date 





N67438 Accel. PCB 353B02 64447 11-4-05 
N71188 Signal Conditioner PCB 482A19 269 7/27/05 
N68445 Controller Dactron  7376989 7/24/05 
N98409 Temp Safety Envirotronics Temp Sentry  3/18/06 
N68401 Controller Envirotronics System Plus  1/5/06 
N68406 Chart Recorder Honeywell Trueline  3/16/06 
      
      
      
      





    





Table 5-3: Rented Equipment 
Machine ID Description 
HES3059 (Instrument Rental labs) California Instruments, 2001RP-OP1, SN;L07302 
 Calibration Due; 3/29/07 
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1  Introduction 




 
The AutoMARK Voter Assist Terminal is designed to help voters mark their optical scanned 
ballots when they are visually impaired, physically disabled, or more comfortable reading or 
hearing instructions and choices in an alternative language. The AutoMARK does not store, 
count, or tabulate votes. Executive Summary 




1.1.1 Testing Overview: 




The objective of these tests was to ensure that the AutoMARK VAT complied with the 
environmental test requirements of the Voting Systems Standard (VSS), April 2002. 




1.1.2 Testing Results: 




The VAT was subjected to various environmental tests as defined in the VSS standard and 
successfully met the requirements of these tests. 
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2 Test Hardware & Software 




2.1 Tested Equipment 




This table identifies the initial system configuration at check-in for environmental hardware 
testing.  




 
System Name 
or 
Configuration




System Hardware include number of 
pieces, identifying serial numbers, 
peripheral equipment, cables and other 
hardware. (include media and other test 
elements at the end of the list)
Percept- take photographs of all hardware




Operating System Software Version Location




ENG-005 1-VAT WINCE 5.0.1400 GUI 1.0.121 Returned to SysTest
1-set of 2 keys AutoMarkData Library 1.0.1811
1-storage case AIMS 1.12 4/7/2004
2-printer cartridges Scanner 1.26
1-power cable Printer Board 1.55




SIB 1.33
Driver 1.515
Hardware C++ Helper 1.0.100
Diagnostic Log Library 1.0.1-4
Scanner-Printer Library 1.3.4
Marks Library 1.0.107
EEPROM Access Library 1.0.106
Operation Log Library 1.0.107
Security Library 1.0.105




ENG-007 1-VAT WINCE 5.0.1400 GUI 1.0.121 Returned to SysTest
1-set of 2 keys AutoMarkData Library 1.0.1811
1-storage case AIMS 1.12 4/7/2004
2-printer cartridges Scanner 1.26
1-power cable Printer Board 1.55




SIB 1.33
Driver 1.515
Hardware C++ Helper 1.0.100
Diagnostic Log Library 1.0.1-4
Scanner-Printer Library 1.3.4
Marks Library 1.0.107
EEPROM Access Library 1.0.106
Operation Log Library 1.0.107
Security Library 1.0.105




ENG-008 1-VAT WINCE 5.0.1400 GUI 1.0.121
Returned to AutoMARK to resolve the touch 
screen calibration issue




1-set of 2 keys AutoMarkData Library 1.0.1811
1-storage case AIMS 1.12 4/7/2004
2-printer cartridges Scanner 1.26
1-power cable Printer Board 1.55




SIB 1.33
Driver 1.515
Hardware C++ Helper 1.0.100
Diagnostic Log Library 1.0.1-4
Scanner-Printer Library 1.3.4
Marks Library 1.0.107
EEPROM Access Library 1.0.106
Operation Log Library 1.0.107
Security Library 1.0.105




DV3.5-2 1-VAT WINCE 5.0.1400 GUI 1.0.121 Returned to SysTest
1-set of 2 keys AutoMarkData Library 1.0.1811
1-storage case AIMS 1.12 4/7/2004
2-printer cartridges Scanner 1.26
1-power cable Printer Board 1.55
1-set headphones SIB 1.33
1-voter assist switch Driver 1.515




Hardware C++ Helper 1.0.100
Diagnostic Log Library 1.0.1-4
Scanner-Printer Library 1.3.4
Marks Library 1.0.107
EEPROM Access Library 1.0.106
Operation Log Library 1.0.107
Security Library 1.0.105




DV3.5-3 1-VAT WINCE 5.0.1400 GUI 1.0.121 Returned to SysTest
1-set of 2 keys AutoMarkData Library 1.0.1811
1-storage case AIMS 1.12 4/7/2004
2-printer cartridges Scanner 1.26
1-power cable Printer Board 1.55
1-set headphones SIB 1.33
1-voter assist switch Driver 1.515




Hardware C++ Helper 1.0.100
Diagnostic Log Library 1.0.1-4
Scanner-Printer Library 1.3.4
Marks Library 1.0.107
EEPROM Access Library 1.0.106
Operation Log Library 1.0.107
Security Library 1.0.105
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2.2 Test Hardware 




The following hardware was used to support the environmental testing of the Automark Voter 
Assist Terminal.  




Hardware Manufacturer O/S Ver.  Type 
Flash Card Nagiwara System  256 MB 
Model 100 Optical Scan 
Precinct Ballot Counter 




ES&S v.5.0.0.0 Ballot Scanner-  
NASED Qualification Number N-1-
02-21-21-002 (1990) 




Optech III-P Eagle  
(APS, v.1.28 HPS, CPS 
v.1.02/C1.0) 




ES&S v.1.5 Ballot Scanner-  
NASED Qualification Number N-1-
02-21-21-002 (1990) 




2.3 Test Software 




The following software was used to support environmental testing of the Automark Voter Assist 
Terminal. 




Manufacture Application(s) Version 
Automark Technical Systems, LLC.  AutoMARK Firmware v.1.0 (Build 121) 
Automark Technical Systems, LLC.  AutoMARK Firmware v.1.0 (Build 130C) 
Automark Technical Systems, LLC.  AutoMARK Firmware v.1.0 (Build 147) 
Automark Technical Systems, LLC.  AutoMARK Firmware v.1.0 (Build 150) 
Automark Technical Systems, LLC AIMS v.1.0 
ES&S Model 100 Firmware v.5.0.0.0 
ES&S Optech III-P Eagle Firmware 




(APS, v.1.28 HPS, CPS v.1.02/C1.0) 
v.1.5 




ES&S Unity v.2.4.3 




2.4 Test Supplies 




The following supplies were used to support environmental testing of the Automark Voter Assist 
Terminal. 




Test Supplies Type 
Oval Ballots ES&S pre-printed paper ballots 
Arrow Ballots ES&S pre-printed paper ballots 
Paper tapes Scanner reporting 
Ink cartridges Ink jet and Metallic 
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3 Test Requirements 




 Item VSS 
Reference Comments 




Non-Operating Tests 
 Maintainability Test VII 4.7.2  




 
Safety Evaluation VI 3.4.8 Evaluate per Standard for Safety of 




Information Technology Equipment,  
UL60950  




Non-Operating Environmental Tests 
 Bench Handling Test  VII 4.6.2  
 Vibration Test VII 4.6.3  
 Low Temperature Test VII 4.6.4  
 High Temperature Test VII 4.6.5  
 Humidity Test VII 4.6.6 240 hours in Chamber 




Operating Tests 




 Accessibility and Human Engineering 
Evaluation 




VI 3.4.9  
VI 2.2.7.2 




 




 
Temperature/Power Variation and 
Reliability Tests 




VII 4.7.1 163 hours accumulative test time on a 
maximum of 3 EUTs. Each EUT must 
have 48 hours of chamber time. 




 




Data Accuracy VII 4.7.1.1 A 1.5 Million Ballot Position Pre-Test 
procedure was designed to meet the 
intent of the VSS and accommodate 
the unique characteristics of the VAT. 




Electrical Tests 
 Power Disturbance VII 4.8.1  
 Electromagnetic Radiation VII 4.8.2 FCC Part 15 Class B  
 Electrostatic Disruption VII 4.8.3  
 Electromagnetic Susceptibility VII 4.8.4  
 Electrical Fast Transient VII 4.8.5  
 Lightning Surge VII 4.8.6  
 Conducted RF Immunity VII 4.8.7  
 Magnetic Fields Immunity VII 4.8.8  




 




3.1 Test Procedures  




3.1.1 Operating Environment 




Equipment used for election management activities or vote counting (including both precinct and 
central count systems) shall be capable of operation in temperatures ranging from 50 to 95 
degrees Fahrenheit. 




3.1.2 Transit and Storage 




Equipment used for vote casting, or for counting votes in a precinct count system, shall meet 
specific minimum performance standards that simulate exposure to physical shock and vibration 
associated with handling and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an uncontrolled warehouse 
environment. 
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• High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, 
equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure I-Storage; 




• Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure 
VI; 




• Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier; and 




• Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, 
Procedure I-Natural Hot-Humid. 




3.2 Non-Operating Tests 




3.2.1 Electrical Supply 




Components of voting systems that require an electrical supply shall meet the following 
standards: 




• Precinct count systems shall operate with the electrical supply ordinarily found in polling 
places (120vac/60hz/1); 




• Central count systems shall operate with the electrical supply ordinarily found in central 
tabulation facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 
240vac/60hz/2); and 




• All systems shall also be capable of operating for a period of at least 2 hours on backup 
power, such that no voting data is lost or corrupted, nor normal operations interrupted.  
When backup power is exhausted the system shall retain the contents of all memories 
intact. The backup power capability is not required to provide lighting of the voting area.  




 
Results: 




The VAT is operated from an electrical supply source of 120vac/60 Hz. An internal battery 
maintains operation for greater than two hours if the primary power is interrupted. 




3.2.2 Maintainability (VSS II 4.7.2) 




Maintainability represents the ease with which maintenance actions can be performed based on 
the design characteristics of equipment and software and the processes the vendor and election 
officials have in place for preventing failures and for reacting to failures. Maintainability includes 
the ability of equipment and software to self-diagnose problems and make non-technical 
election workers aware of a problem. Maintainability addresses all scheduled and unscheduled 
events, which are performed to:  




• Determine the operational status of the system or a component; 
• Adjust, align, tune, or service components; 
• Repair or replace a component having a specified operating life or replacement interval; 
• Repair or replace a component that exhibits an undesirable predetermined physical 




condition or performance degradation;  
• Repair or replace a component that has failed; and  
• Verify the restoration of a component, or the system, to operational status. 




Maintainability shall be determined based on the presence of specific physical attributes that aid 
system maintenance activities, and the ease with which system maintenance tasks can be 
performed by the ITA. Although a more quantitative basis for assessing maintainability, such as 
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the mean to repair the system is desirable, the qualification of a system is conducted before it is 
approved for sale and thus before a broader base of maintenance experience can be obtained.  




Should significant impediments or difficulties be encountered that are not remedied by the 
vendor, Percept will include such findings in the qualification test results of the qualification test 
report. 




Results:  




The VAT met the requirements of the Maintainability evaluation. The following maintenance 
procedures were successfully verified: 




3 AUTOMARK VAT SETUP INSTRUCTIONS 
3.1 INSTALLING A NEW INK CARTRIDGE 
3.2 CHARGING THE BATTERY (IF INSTALLED) 
3.3 INSTALLING THE FLASH MEMORY CARD 
3.4 TESTING THE AUTOMARK VAT OPERATIONS 
3.4.1 Display Screen Test 
3.4.2 Ballot Insert Test 
3.4.3 Audio Test 
3.4.4 Ballot Print Test 
3.4.5 Ballot Read Test 
4 MAINTENANCE 
4.1 REMOVING THE INK CARTRIDGE 
4.2 CHARGING THE BATTERY 
4.3 CLEANING THE AUTOMARK VAT 
4.4 STORING THE AUTOMARK VAT 
4.5 TEST MODE MAINTENANCE PROCEDURES 
4.5.1 Printing the Operation Log (System Log File) 
4.5.2 Setting the Admin Password 
4.5.3 Setting the Date and Time 
4.5.4 Selecting All Pre-Load Priority Precincts and Ballots 
4.5.5 Calibrating the Touch Screen 
4.5.6 Calibrating the Printer 
4.5.7 Unlocking the Flash Memory Card 
 
Puff switch test 
 
AutoMARK Poll Workers Guide 
1.2 Startup/shutdown procedure 
1.3 Setting Up the AutoMARK VAT for Voters 
3.1 Clearing a Paper Jam 
3.2.4 Resetting the Machine 




3.2.3 Safety 




All voting systems shall meet the following requirements for safety: 




• All voting systems and their components shall be designed so as to eliminate hazards to 
personnel, or to the equipment itself; 




• Defects in design and construction that can result in personal injury or equipment damage 
must be detected and corrected before voting systems and components are placed into 
service; and 
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• Equipment design for personnel safety shall be equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act (OSHA), as identified in Title 29, 
part 1910, of the Code of Federal Regulations. UL60950 First Edition Product Safety, 
Information Technology Equipment is the applicable standard. 




 
Results: 




The VAT met the requirements of the Safety evaluation. The data are provided in Attachment A 
AutoMark-A100-Safety-Report.pdf. This attachment is incorporated into the report through the 
Adobe Acrobat File Attachment process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- Safety Results”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




3.3 Non-Operating Environmental Tests 




3.3.1 Bench Handling Test (VSS II 4.6.2) 




The bench-handling test simulates stresses faced during maintenance and repair of voting 
machines and ballot counters.  




3.3.1.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI. 




Results: 




The VAT met the requirements of the Bench Handling Test. The data are provided in the 
AutoMARK Vib and Bench Handling. PDF, Attachment B.  




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- Safety Results”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




3.3.2 Vibration Test (VSS II 4.6.3) 




The vibration test simulates stresses faced during transport of voting machines and ballot 
counters between storage locations and polling places.  




3.3.2.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test.  This 
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test is equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier. 




Results: 




The VAT met the requirements of the Vibration Test. The data are provided in the AutoMARK 
Vib and Bench Handling. PDF, Attachment B. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- Safety Results”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 




3.3.3 Low Temperature Test (VSS II 4.6.4) 




The low temperature test simulates stresses faced during storage of voting machines and ballot 
counters.  




3.3.3.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-Storage. The 
minimum temperature shall be -4 degrees F. 




Results: 




The VAT met all requirements of the Low Temperature Test. 




3.3.4 High Temperature Test (VSS II 4.6.5) 




The high temperature test simulates stresses faced during storage of voting machines and 
ballot counters.  




3.3.4.1 Applicability 




All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-Storage. The 
maximum temperature shall be 140 degrees F. 




Results: 




The VAT met all requirements of the High Temperature Test. 




3.3.5 Humidity Test (VSS II 4.6.6) 




The humidity test simulates stresses faced during storage of voting machines and ballot 
counters.  




3.3.5.1 Applicability 




All systems and components regardless of type shall meet the requirements of this test.  This 
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test is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-
Humid.  It is intended to evaluate the ability of the equipment to survive exposure to an 
uncontrolled temperature and humidity environment during storage.  This test lasts for ten days. 




Results: 




The VAT met the requirements of the humidity test. The charts are provided in Appendix A. 




3.4 Operating Tests 




3.4.1 Temperature and Power Variation Tests (VSS II 4.7.1) 




This test is similar to the low temperature and high temperature tests of MIL-STD810D, Method 
502.2 and Method 501.2, with test conditions that correspond to the requirements of the 
performance standards.  This procedure tests system operation under various environmental 
conditions for at least 163 hours. During 48 hours of this operating time, the device shall be in a 
test chamber. For the remaining hours, the equipment shall be operated at room temperature. 
The system shall be powered for the entire period of this test; the power may be disconnected 
only if necessary for removal of the system from the test chamber. 




Operation shall consist of ballot-counting cycles, which vary with system type. An output report 
need not be generated after each counting cycle; the interval between reports, however, should 
be no more than 4 hours to keep to a practical minimum the time between the occurrence of a 
failure or data error and its detection. 




Test Ballots per Counting Cycle 
Precinct count systems      100 ballots/hour 
Central count systems        300 ballots/hour 
 




The recommended pattern of votes is one chosen to facilitate visual recognition of the reported 
totals; this pattern shall exercise all possible voting locations.  System features such as data 
quality tests, error logging, and audit reports shall be enabled during the test. 




Results: 




The VAT failed the initial test with damaged ballot errors. After installation of mechanical 
changes, the VAT was retested and met the requirements of the Temperature and Power 
Variation Tests. 




3.4.1.1 Data Accuracy (VSS II 4.7.1.1) 




Data accuracy is defined in terms of ballot position error rate. This rate applies to the voting 
functions and supporting equipment that capture, record, store, consolidate and report the 
specific selections, and absence of selections, made by the voter for each ballot position. 
Volume I, Section 3.2.1 identifies the specific functions to be tested.  




For each processing function, the system shall achieve a target error rate of no more than one 
in 10,000,000 ballot positions, with a maximum acceptable error rate in the test process of one 
in 500,000 ballot positions. This error rate includes errors from any source while testing a 
specific processing function and it related equipment. 




This error rate is used to determine the vote position processing volume used to test system 
accuracy for each function: 
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• If the system makes one error before counting 26,997 consecutive ballot positions 
correctly, it will be rejected. The vendor is then required to improve the system. 




• If the system reads at least 1,549,703 consecutive ballot positions correctly, it will be 
accepted. 




• If the system correctly reads more than 26,997 ballot positions but less than 1,549,703 
when the first error occurs, the testing will have to be continued until another 1,576,701 
consecutive ballot positions are counted without error (a total of 3,126,404 with one error). 




3.4.1.1.1 1.5M Ballot Position Pre-Test 




This test procedure was designed to meet the intent of the VSS and accommodate the unique 
characteristics of the VAT. The test was used to verify the AutoMARK VAT could correctly print 
ballots at various operating temperatures and input supply voltages that correspond to the 
requirements of the VSS standards. Three temperature and three supply voltage settings are 
used in combination to create a total of nine distinct operating set points. The test consists of 
printing 20 ballots, with a pre-defined geometric pattern, at each set point resulting in 9 X 20 = 
180 total ballots printed. The printed ballots are subsequently scanned by an M100 scanner to 
verify correct operation of the printing function. 




Test procedure: 




Step 1: Arrange the equipment in the test chamber providing power from a variable AC power 
source. 




Step 2: Set the supply voltage at 117 vac. 




Step 3: Turn the equipment power on and perform an operational status check. 




Step 4: Install the compact flash card with the specialized ballot marking program and verify 
correct operation. 




Step 5: Ensure that the chamber and EUT are at an ambient temperature of 67F to 72F. 




Step 6: Set the supply voltage to 105 vac and print 20 separate ballots. 




Step 7: Set the supply voltage to 117 vac and print 20 separate ballots. 




Step 8: Set the supply voltage to 129 vac and print 20 separate ballots. 




Step 9: Set the chamber temperature to 50 degrees F observing precautions against thermal 
shock and condensation. Allow a settling time of one hour to ensure that the temperature of the 
EUT stabilizes. 




Step 10: Repeat steps 6 through 8. 




Step 11: Raise the chamber temperature to 95 degrees Fahrenheit. Allow a settling time of one 
hour to ensure that the temperature of the EUT stabilizes. 




Step 12: Repeat steps 6 through 8. 




Step 13: Ensure that all printed ballots can be scanned by the M100 scanner. 




 
Results:  




The VAT failed the initial test with damaged ballot errors. After installation of mechanical 
changes, the VAT was retested and met the requirements of the 1.5 million Ballot Position Pre-
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Test. 




3.4.2 Reliability (VSS II 4.7.3) 




The reliability of voting system devices shall be measured as mean time between Failure 
(MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of 
operating time to the number of failures which have occurred in the specified time interval. A 
typical system operations scenario consists of approximately 45 hours of equipment operation, 
consisting of 30 hours of equipment set-up and readiness testing and 15 hours of elections 
operations. For the purpose of demonstrating compliance with this requirement, a failure is 
defined as any event which results in either the: 




a) Loss of one or more functions; or 
b) Degradation of performance such that the device is unable to perform its intended 




function for longer than 10 seconds. 
The MTBF demonstrated during testing shall be at least 163 hours. 




Results:  




The total of 163 hours was accumulated on two units while performing the Temperature and 
Power Variation Test. After completion of 48 hours in the chamber, the units were operated at 
ambient temperature to complete the 82.5 hours per unit requirement. There were no failures 
encountered during the test.  




3.5 Electrical Tests 




3.5.1 Power Disturbance (VSS II 4.8.1) 




The test for power disturbance disruption shall be conducted in compliance with the test 
specified in IEC 61000-4-11 (1994-06). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data: 




a) Surges of 30% dip @10 ms; 
b) Surges of 60% dip @100 ms & 1 sec 
c) Surges of >95% interrupt @5 sec;  
d) Surges of +15% line variations of nominal line voltage; and 
e) Electric power increases of 7.5% and reductions of 12.5% of nominal specified 




power supply for a period of up to four hours at each power level. 




3.5.2 Electromagnetic Radiation (VSS II 4.8.2) 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
comply with the Rules and Regulations of the Federal Communications Commission, Part 15, 
Class B requirements for both radiated and conducted emissions. 




3.5.3 Electrostatic Disruption (VSS II 4.8.3) 




The test for electrostatic disruption shall be conducted in compliance with the test specified in 
IEC 61000-4-2 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss 
of data. The equipment may reset or have momentary interruption so long as normal operation 
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is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter. 




3.5.4 Electromagnetic Susceptibility (VSS II 4.8.4) 




The test for electromagnetic susceptibility shall be conducted in compliance with the test 
specified in IEC 61000-4-3 (1996). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 




3.5.5 Electrical Fast Transient (VSS II 4.8.5) 




The test for electrical fast transient protection shall be conducted in compliance with the test 
specified in IEC 61000-4-4 (1995-01). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, electrical fast 
transients of: 




a) 2 kV AC & DC external power lines; 
b) +1 kV all external wires >3m no control; and 
c) +2 kV all external wires control. 




3.5.6 Lightning Surge (VSS II 4.8.6) 




The test for lightning surge protection shall be conducted in compliance with the test specified in 
IEC 61000-4-5 (1995-02).  




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, surges of: 




a) +2 kV AC line to line; 
b) +2 kV AC line to earth; 
c) +.5 kV DC line to line >10m; 
d) +.5 kV DC line to earth >10m; and 
e) +1 kV I/O sig/control >30m. 




3.5.7 Conducted RF Immunity (VSS II 4.8.7) 




The test for conducted RF immunity shall be conducted in compliance with the test specified in 
IEC 61000-4-6 (1996-04). 




Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 




a) 10V AC & DC power; and 
b) 10V, 20 sig/control >3m. 




3.5.8 Magnetic Fields Immunity (VSS II 4.8.8) 




The test for AC magnetic fields RF immunity shall be conducted in compliance with the test 
specified in IEC 61000-4-8 (1993-06). 
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Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields 
of 30 A/m at 60 Hz. 




Results: 




The VAT met the requirements for all Electrical Tests. The data are provided in the AutoMARK 
EMC Test Report.pdf Attachment C. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- Safety Results”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Appendix A Humidity Charts 
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Attachment A Safety Results 




This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process. 




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment 
• Select “Attachment A- Safety Results”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Attachment B Vibration & Bench Handling Testing 




This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process.  




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment”;  
• Select “Attachment B- Vibration & Bench Handling”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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Attachment C Electrical Testing 




This attachment is incorporated into the report through the Adobe Acrobat File Attachment 
process.  




To view these results on the Adobe Acrobat Menu: 




• Select: “Document”;  
• Select: “File Attachment”;  
• Select “Attachment C- EMC”; 
• Select “Open”. 




To print the opened attachment: Select “Print” in the Adobe Acrobat Tool Bar 
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1.0 INTRODUCTION 
 
1.1 Scope 
 
 This report presents the test results for Hardware Qualification Testing of the ES&S 




Model 100 Precinct Ballot Counter.  
 
1.2 Objective 
 
 The objective of this test program was to ensure that the ES&S Model 100 Precinct 




Ballot Counter and Machine Software, Release 5.1.0.0, complied with the hardware 
requirements of the Voting Systems Standards, April 2002. 




 
1.3 Summary 
 
 Qualification testing included: the selective in-depth examination of machine resident 




software; the inspection and evaluation of hardware documentation; tests of hardware 
under conditions simulating the intended storage, operation, transportation, and 
maintenance environments; and operational tests verifying device performance and 
function under normal and abnormal conditions.  Qualification testing was limited to the 
Model 100 Precinct Ballot Counter hardware and resident machine software.   




 
 The Model 100 Precinct Ballot Counter and associated Machine Software, Release 




5.1.0.0, was subjected to Reliability and Functional Tests.  It was demonstrated that 
the Model 100 and associated Machine Software successfully met the hardware 
qualification test requirements of the Voting Systems Standards, April 2002.  
Qualification testing (in-depth source code review and functional tests) was limited to 
the firmware and hardware used at the precinct level and did not include any election 
management software, which typically resides on a personal computer and is used for 
ballot definition, absentee, and report canvassing activities.  Testing of the election 
management software including final end-to-end system level testing, was performed 
by a Software ITA, which will issue the results of such testing under a separate report. 




 
 Due to the varying requirements of individual jurisdictions, it is recommended 




by the Voting Systems Standards that local jurisdictions perform pre-election 
logic and accuracy tests on all systems prior to their use in an election within 
their jurisdiction.  
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2.0 REFERENCES 
 
• ES&S Document, Software Specifications, Model 100 Precinct Tabulator, Version 




5.1.0.0, Date: 7/29/2004 
• ES&S Document, Unity 2.5 Test Plan 
• ES&S Document, ES&S Model 100 Precinct Ballot Counter Operator’s Manual, 




Version Release 5.1, September 1, 2004 
• ES&S Document, Model 100 Precinct Count Preventative Maintenance Manual, 




Version Release 5.1, Hardware Version 1.3, July 1, 2004 
• ES&S Document, Model 100 Final Assembly Procedures After Burn-in, March 14, 




2003 
• ES&S Document, Model 100 Final Assembly Procedures for the Chassis, March 




14, 2003 
• ES&S Document, Model 100 Quality Control Procedures, February 12, 1999 
• ES&S Document, Model 100 Page Sensor Test Procedures, February 6, 2003 
• ES&S Document, Model 100 CPU Version 2 Test Procedures, February 6, 2003 
• ES&S Document, Model 100 Scannerboard Test Procedures, February 6, 2003 
• ES&S Document, Model 100 Component Receiving QA Procedures, January 22, 




2001 
• ES&S Document, Model 100 High Pot Testing Procedures, February 10, 2003 
• ES&S Document, Model 100 Final Assembly Procedures for the Housing, March 




14, 2003 
• ES&S Document, Model 100 Battery Maintenance, January 18, 2002 
• ES&S Document, Model 100 Transport Assembly Procedures, May 9, 2000 
• ES&S Document, Model 100 Final Quality Assurance Procedures, March 14, 




2003 
• ES&S Document, Model 100, Page Sensor Inspection, February 25, 2003 
• ES&S Document, Model 100, Test Procedures for Modem, July 17, 1998 
• ES&S Document, Model 100 Receiving Procedures for Counter Components, 




February 26, 2003 
• ES&S Document, Model 100 Thermal Printer Assembly Procedures, February 25, 




2003 
• ES&S Document, Model 100 Transport Sub-Assembly Procedures, March 14, 




2003 
• ES&S Purchase Order No. 523557-00 
• Wyle Laboratories' Quality Assurance Program Manual, Revision 2 




• FECVSS 2002 Functional Requirements Matrix 




• MIL-STD-45662A, "Calibration System Requirements" 




• ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test 
Equipment, General Requirements" 




• ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment" 




• Wyle Laboratories’ Reports 45489-02 and 48489-02 
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3.0 CUSTOMER 
 




Election Systems & Software 
11208 John Galt Blvd. 
Omaha, NE 68137 




 




4.0 TEST HARDWARE/SOFTWARE DESCRIPTION 
 
4.1 Hardware 
 
4.1.1 Model 100 Precinct Ballot Counter 
 




The Model 100 Precinct Ballot Counter is a voter-activated paper ballot counter and 
vote tabulator.  The Model 100 scanner reads marks on both one-sided and two-sided 
ballots, which contain text adjacent to columnar voter response locations.  The Model 
100 counts votes by measuring the comparative reflectance of marks made by the 
voter in indicated response locations referenced to target positions.  The optical sensor 
element of the Model 100 measures the spectral response of the voter’s mark at target 
positions as compared to a uniform different spectral response obtained from the ballot 
paper.  The Model 100 is used as a precinct counting system for tabulation of 
individual voter ballots at the polling site.  The Model 100 counts the ballots and 
produces a machine generated report of the vote count together with report data 
stored on a backup PCMCIA SRAM memory card.  The memory card can be removed 
and transported to another location (i.e., central site) for consolidation of vote totals for 
canvass reporting.  
 
The PCMCIA SRAM memory card is programmed with the election definition 
parameters and is uploaded into the Model 100.  The PCMCIA memory card contains 
space for the counters, which maintain the results of the election.  When a ballot is 
successfully read, these totals are updated and a CRC is generated on the new 
counter values.  The counts, along with the CRC, are stored back into the memory 
card.  Once the election is finished and the polls closed, this card can be removed 
from the Model 100 and transported to a central location for consolidation of vote 
totals. 
 
The Model 100 requires nominal 115-VAC, 60-Hz single phase power and is equipped 
with a 12-volt, 7-amphour, and sealed lead-acid battery for backup operation in the 
event of a facility power loss. 




 
4.2  Software 
 




The machine operation and vote collecting firmware resident within the Model 100 runs 
on an Intel 386EX running QNX.  Its primary goal is to collect votes from the ballots 
cast based upon the election definition that is contained within the PCMCIA SRAM 
card.  The firmware analyzes the voters selection on the pre-printed ballots and tallies 
the votes after each ballot processed.  Once the election is over, the results are stored 
on the SRAM memory card and can be accessed at a later time.  In depth details of 
the Model 100 firmware can be found within the ES&S Model 100 Precinct Tabulator 
Software Specification referenced in paragraph 2.0.  
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5.0 MATERIALS REQUIRED FOR TESTING 
 
5.1 Equipment 
 
 ES&S provided all necessary hardware for the performance of the hardware 




qualification testing.  
 
5.2 Test Materials 
 
 ES&S provided all ancillary support material required during the course of the ITA 




Hardware Qualification Testing including ballots, additional printer cartridges, etc. 
 
5.3 Deliverable Materials 
 
 ES&S provided the latest versions of all hardware and software specifications and  




poll-worker hardware and software user/maintenance manuals.  All user manuals have 
an identifiable Version Number, Document Control Number and/or Release Date.  
Reference Paragraph 2.0 for a listing and version of the applicable documentation. 




 
6.0 TEST SPECIFICATIONS 




 
Qualification testing was performed to ensure that the Model 100, firmware release 
5.1.0.0, complied with the design and functional requirements contained within the 
following paragraphs.  Qualification testing was not limited to verifying just those 
specific changes associated with the firmware revisions, but also included regression 
tests of selected system functions as well.  




 
 The Model 100 was functionally tested as it would be configured for use in an election 




precinct.  
 
6.1 Functional Qualification Test Matrix 
 




Attachment A contains an overall functional qualification matrix addressing those 
precinct level hardware characteristics reviewed during overall hardware qualification 
testing.  
 




6.2 Functional Testing 
 




The Model 100 was subjected to a series of tests to simulate Election Day activities at 
the precinct level.  These tests were performed to ensure continued compatibility of 
voting machine functions at the precinct level.  




 
These included activities to simulate: 
 
(a) verification of hardware status via diagnostic test reports prior to election 
(b) performing procedures required to prepare hardware for election operations 
(c) obtaining ‘zero’ machine report printouts on all contest fields 
(d) performing procedures to open the polling place and enable ballot counting 
(e) casting of ballots to demonstrate proper processing, error handling, and 




generation of audit data 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.2 Functional Testing (Continued) 




(f) performing hardware operations required to disable ballot counting and closing 
the polls 




(g) obtaining machine reports and verifying correctness 
(h) obtaining machine generated audit logs and verifying correctness 
 
Functional testing included the exercise of all ballot types the Model 100 is designed to 
support.  These included: 
 
• General Election 
• Straight Party 
• Recall Issues with Options 
• Vote N-of-M 
• Blank Ballot 
• Partisan/Non-Partisan  
• Write-In Voting 
• Closed Primary 
• Open Primary 
• Presidential Delegation Nominations 
• Overvotes and Undervotes 
• Candidate Rotation 
• Cross Party Endorsement 




 
Ballot sizes used during functional testing included 11, 14, 17, and 19 inch Left and 
Right Oval/Arrow configurations in addition to 3 and 4 Ovals per inch. 




 
6.3 Electrical and Environmental Tests 
 
 Hardware qualification testing and a hardware-oriented technical data package 




documentation review were performed to ensure that the Model 100 Precinct Ballot 
Counter and associated machine resident software were in compliance with the Voting 
Systems Standards 2002 Functional Requirements.  




 
 The Model 100 Precinct Ballot Counter was subjected to the following hardware 




environmental and electrical tests: 
 




• Transit Vibration, Mil-Std-810D, Method 514.3, Category 1 – Basic Transportation, 
Common Carrier 




• Humidity, Mil-Std-810D, Method 507.2, Procedure I – Natural Hot-Humid 
• Bench Handling, Mil-Std-810D, Method 516.3, Procedure VI 
• Low Temperature, Mil-Std-810D, Method 501.2, Procedure I - Storage 
• High Temperature, Mil-Std-810D, Method 502.2, Procedure I - Storage 
• Environmental Operating, 163-hour Reliability 
• Product Safety, UL1950, Information Technology Equipment 
• FCC Part 15 Emissions 
• Electrostatic Discharge, IEC/EN 61000-4-2 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.3 Electrical and Environmental Tests (Continued) 
 




• Electromagnetic Radiation, IEC/EN 61000-4-3 
• Electrical Fast Transients, IEC/EN 61000-4-4 
• Lightning Surge, IEC/EN 61000-4-5 
• Conducted Immunity, IEC/EN 61000-4-6 
• Magnetic Fields, IEC/EN 61000-4-8 
• Voltage Dips, Short Interruptions and Voltage Variations, IEC/EN61000-4-11 
 




 Attachments C through J contain the resultant test data of the above referenced tests. 
 
6.4 Firmware 
 
 The precinct-level Model 100 machine level software was subjected to a source code 




review.  The source code was reviewed to ensure it followed the recommended 
programming guidelines as contained in the Federal Election Commission (FEC) 
standards.  This included a review for: 




 
• Simplicity:  the straightforwardness of the design, such as avoidance of complex 




structure and obscure algorithms 
• Understandability:  the ease with which the intent and function of the code can 




be ascertained and verified 
• Testability:  the construction of code so as to incorporate implicit or explicit points 




or features to the flow of data and control within modules and at module interfaces 
• Robustness:  a property of software design that is enhanced by editing and 




range specification, by the incorporation of controls or traps for immediate 
detection of errors to prevent their propagation throughout the rest of the code, 
and by providing a means of recovery without loss of control or data. 




• Security:  the inclusion of provisions to prevent unauthorized access, or to detect 
and control it, should it be attempted 




• Usability:  the ability of the Voting Machine to be operated without recourse too 
excessive or obscure control procedures (e.g., text messages rather than 
numerical error codes that require the user to consult a table) 




• Installability:  the ease with which a Voting Machine can be made fully 
operational after delivery 




• Maintainability:  the ease with which defects can be identified, corrected, and 
validated in the field 




• Modifiability:  the ease with which new features can be incorporated into existing 
software 




 
Attachment B contains the Model 100 Source Review Report, Release 5.1.0.0.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.5  Operating Test  
 
6.5.1  Operating Environmental Test  
 




The Model 100 Precinct Ballot Counter was subjected to a Temperature and Power 
Variation Test in accordance with section 4.7.1 of Volume II of the 2002 FEC Voting 
Systems Standards. 
 
To demonstrate a minimum acceptable Mean-Time-Between-Failure threshold, the 
Model 100 was placed inside an environmental walk-in test chamber and connected to a 
variable voltage power source.  The temperature inside the chamber and the voltage 
supplied to the hardware varied from 50ºF to 95ºF and from 105 VAC to 129 VAC.  
During test, the Model 100 was configured and exercising an automated Logic & 
Accuracy test script.  No hardware failures were encountered during the 163-hour  
Mean-Time-Between-Failure demonstration.  Attachment C contains the Environmental 
Test Profile. 




 
6.6  Non-Operating Environmental Tests 
 
 The Model 100 was subjected to various Non-Operating Environmental Tests.  Prior to 




and immediately following each test environment, the Model 100 was powered and 
subjected to operability functionals to verify continued proper operation.  The Model 100 
was not powered during the performance of any of the non-operating tests.  




 
6.6.1 Low Temperature Test  




 
The Model 100 was subjected to a Low Temperature Test in accordance with section 
4.6.4 of Volume II of the 2002 FEC Voting Systems Standards. 
 
The Model 100 was subjected to a baseline operability checkout to verify system 
readiness.  Upon completion, the Model 100 was placed in an environmental test 
chamber.  The chamber temperature was lowered to - 4°F and allowed to stabilize.  
Upon temperature stabilization, the temperature was maintained for an additional four 
hours.  The temperature was then returned to standard laboratory ambient conditions at 
a rate not exceeding 10°F per minute.  The Model 100 was removed from the chamber 
and inspected for any obvious signs of degradation and/or damage.  None were 
observed.  The Model 100 was subjected to a post-test operability checkout and 
continued operability verified.  
 
Attachment D contains the Low Temperature Test Thermal Circular Chart.  Attachment L 
contains the Low Temperature Test Instrumentation Equipment Sheet. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.6  Non-Operating Environmental Tests (Continued) 
 
6.6.2  High Temperature Test  




The Model 100 was subjected to a High Temperature Test in accordance with section 
4.6.5 of Volume II of the 2002 FEC Voting Systems Standards. 




The Model 100 was subjected to a baseline operability checkout to verify system 
readiness.  Upon completion, the Model 100 was placed in an environmental test 
chamber.  The chamber temperature was raised to 140°F and allowed to stabilize.  Upon 
stabilization, the temperature was maintained for an additional four hours.  The 
temperature was then returned to standard laboratory ambient conditions at a rate not 
exceeding 10°F per minute.  The Model 100 was removed from the chamber and 
inspected for any obvious signs of degradation and/or damage.  None were observed.  
The Model 100 was subjected to a post-test operability checkout and continued 
operability verified. 




 
Attachment E contains the High Temperature Test Thermal Circular Chart.  Attachment 
L contains the High Temperature Test Instrumentation Equipment Sheet. 




6.6.3 Vibration Test   




The Model 100 was subjected to a Vibration Test in accordance with section 4.6.3 of 
Volume II of the 2002 FEC Voting Systems Standards. 




 
 The Model 100 was subjected to a baseline operability checkout to verify system 




readiness.  Upon completion, the Model 100 was secured to an electrodynamics shaker.  
One control accelerometer was affixed to the shaker table.  Vibration and control were 
performed with an HP5427 Shock/Vibration Controller.  The Model 100 was subjected to 
the Basic Transportation, Common Carrier profile as depicted in  
Mil-Std-810D, Method 514.3, Category I.  The Model 100 was subjected to vibration for 
30 minutes in each orthogonal axis.  Upon test completion, the Model 100 was removed 
from its carrying case and inspected for any obvious signs of degradation and/or 
damage.  None were observed.  The Model 100 was subjected to a post-test operability 
checkout and continued operability verified. 




Attachment F contains the Vibration Test Data Sheet and Data Plots.  Attachment L 
contains the Vibration Test Instrumentation Equipment Sheet. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.6  Non-Operating Environmental Tests (Continued) 




6.6.4 Bench Handling Test  




The Model 100 was subjected to Bench Handling Tests in accordance with section 4.6.2 of 
Volume II of the 2002 FEC Voting Systems Standards. 




The Model 100 was subjected to a baseline operability checkout to verify system 
readiness.  Upon completion, the Model 100 was configured as for normal operation or 
servicing.  Using one edge (base of machine) as a pivot, the opposite edge was raised 
to a height of four inches above the surface and allowed to drop freely.  This was 
performed an additional five times for a total of six drops.  The same was repeated for 
the remaining three base edges for a total of 24 drops.  Upon test completion, the Model 
100 was inspected for any obvious signs of degradation and/or damage.  None were 
observed.  The Model 100 was subjected to a post-test operability checkout and 
continued operability verified. 




Attachment G contains the Bench Handling Test Data Sheet.  
 




6.6.5 Humidity Test  
 




The Model 100 was subjected to a Humidity Test in accordance with section 4.6.6 of 
Volume II of the 2002 FEC Voting Systems Standards. 
 
The Model 100 was subjected to a baseline operability checkout to verify system 
readiness.  Upon completion, the Model 100 was placed in a Thermotron Humidity 
Chamber.  The Model 100 was subjected to a 10-day humidity cycle in accordance with 
the procedures as found in MIL-STD-810D, Method 507.2, Procedure 1, Natural  
Hot-Humid.  Upon test completion, the Model 100 was inspected for any obvious signs 
of degradation and/or damage.  None were observed.  The Model 100 was successfully 
subjected to a post-test operability checkout.  




 
Attachment H contains the Humidity Test Circular Charts.  Attachment L contains the 
Humidity Test Instrumentation Equipment Sheet. 




 
6.7 Electrical Tests 
 




The Model 100 was subjected to various Electromagnetic Compatibility Tests to ensure 
continued system operation and reliability in the presence of abnormal electrical events.  
The Model 100 was powered and running a test routine to ensure full operation was in 
place during all electrical tests. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.7 Electrical Tests (Continued) 
 
6.7.1 Electrostatic Discharge Test 
 




The Model 100 was subjected to an Electrostatic Discharge Test in accordance with the 
2002 Voting Systems Standards to ensure that, should an electrostatic discharge event 
occur during equipment setup and/or voting, whether by a poll worker or by a voter 
touching the Model 100, the Model 100 would continue to operate normally.  A 
momentary interruption is allowed so long as normal operation is resumed without 
human intervention or loss of data.  




 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual data processing would occur during the testing without operator 
intervention.  The Model 100 was then subjected to electrostatic discharges of +/- 8 kV 
contact and +/- 15 kV air.  Discharges were performed at areas typical of those, which 
might be touched during normal operation, including the ballot face, user buttons, and 
other likely points of contact.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
discharges. 
 
Attachment I contains the Electrostatic Discharge Test Data Sheet.  Attachment L 
contains the Instrumentation Electrostatic Discharge Test Equipment Sheet. 
 




6.7.2 Electrical Fast Transients Test 
 




The Model 100 was subjected to an Electrical Fast Transients (EFT) Test in accordance 
with the 2002 Voting Systems Standards to ensure that, should a fast transient event 
occur on a power line, the hardware will continue to operate without disruption of normal 
operation or loss of data.  
 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing.  The Model 100 was 
subjected to electrostatic fast transients of 2 kV applied to its AC power input lines.  
 
There was no loss of normal operation or loss of data as a result of the applied 
transients.   
 
Attachment I contains the Electrical Fast Transient Test Data Sheet. Attachment L 
contains the Instrumentation Electrical Fast Transient Test Equipment Sheet. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.7 Electrical Tests (Continued) 
 
6.7.3 Lightning Surge Test 
 




The Model 100 was subjected to a Lightning Surge Test in accordance with the 2002 
Voting Systems Standards to ensure that, should a surge occur on a power line due to a 
lightning strike, the Model 100 will continue to operate without disruption of normal 
operation or loss of data.  
 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing.  The Model 100 
power input lines were then subjected to the following surges:  
 
• +/- 2 kV AC line-to-line; 
• +/- 2 kV AC line-to-earth; 
 
There was no loss of normal operation or loss of data as a result of the applied surges.   
 
Attachment I contains the Lightning Surge Test Data Sheet.  Attachment L contains the 
Lightning Surge Instrumentation Equipment Sheet. 




 
6.7.4 Electromagnetic Susceptibility Test 
 




The Model 100 was subjected to a Electromagnetic susceptibility test in accordance with 
the 2002 Voting Systems Standards, to ensure that the Model 100 would be able to 
withstand a moderate level of ambient electromagnetic fields without disruption of 
normal operation or loss of data.  
 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual ballot processing would occur during the testing.  The Model 100 was 
then subjected to ambient electromagnetic fields up to a maximum of 10 V/m over a 
range of 80 MHz to 1000 MHz.  
 
There was no loss of normal operation or loss of data as a result of the applied 
electromagnetic fields.  
 
Attachment I contains the Electromagnetic Susceptibility Test Data Sheet. Attachment C 
contains the Electromagnetic Susceptibility Test Instrumentation Equipment Sheet. 




 
6.7.5 Conducted RF Immunity Test 
 




The Model 100 was subjected to a Conducted RF Immunity test in accordance with the 
2002 Voting Systems Standards, to ensure that the Model 100 would be able to 
withstand conducted RF energy onto its power lines without disruption of normal 
operation or loss of data.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.7 Electrical Tests (Continued) 
 
6.7.5 Conducted RF Immunity Test (Continued) 
 




The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual data processing would occur during the testing without operator 
intervention.  The Model 100 was then subjected to conducted RF energy of 10 Vrms 
applied to its power lines over a frequency range of 150 kHz to 80 MHz.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
conducted RF energy.  
 
Attachment I contains the Conducted RF Immunity Test Data Sheet. Attachment L 
contains the Conducted RF Immunity Test Instrumentation Equipment Sheet. 




 
6.7.6 Magnetic Fields Immunity Test 
 




The Model 100 was subjected to a Magnetic Fields Immunity Test in accordance with 
the 2002 Voting Systems Standards, to ensure that the Model 100 would be able to 
withstand AC magnetic fields without disruption of normal operation or loss of data.  
 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual data processing would occur during the testing.  The Model 100 was 
then subjected to AC magnetic fields of 30 A/M at a 60 Hz power line frequency.  
 
There was no loss of normal operation or loss of data as a result of the applied magnetic 
fields.  
 
Attachment I contains the Magnetic Fields Immunity Test Data Sheet.  Attachment L 
contains the Magnetic Fields Immunity Test Instrumentation Equipment Sheet. 
 




6.7.7 Electrical Power Disturbance Test  
 




The Model 100 was subjected to a Electrical Power Disturbance test in accordance with 
the 2002 Voting Systems Standards, to ensure that the Model 100 will be able to 
withstand electrical power line disturbances (dips/surges) without disruption of normal 
operation or loss of data.  
 
The Model 100 was configured to run in an automated logic and accuracy test mode, 
whereas continual data processing would occur during the testing.  The hardware was 
then subjected to the voltage dips and surges over periods ranging from 20 ms to four 
hours.  
 
There was no loss of normal operation or loss of data as a result of the applied electrical 
disturbances. 
 
Attachment I contains the Electrical Power Disturbance Test Data Sheet. Attachment L 
contains the Electrical Power Disturbance Test Instrumentation Equipment Sheet.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.7 Electrical Tests (Continued) 
 
6.7.8 FCC Part 15 Emissions Test 
 




The Model 100 was subjected to a Electromagnetic Radiated Emissions Test in 
accordance with the 2002 Voting Systems Standards, to ensure that the Model 100 
would not emit high levels of radio frequency emissions, possibly causing disruption to 
nearby located electrical products.  Emissions from the Model 100 were found to be 
compliant and did not exceed the allowable FCC Part 15, Class B emissions limits.  
 
Attachment J contains the FCC Part 15, Class B Emissions Test Report. 
 




 
6.8 Product Safety 
 




The Model 100 was subjected to a product safety review to ensure its compliance with 
the applicable requirements of the Standard UL1950, Third Edition, 1998.  
 
Attachment K contains the Product Safety Report. 




 
7.0  TEST EQUIPMENT AND INSTRUMENTATION  
 
 All instrumentation, measuring, and test equipment used in the performance of this test 




program were calibrated in accordance with Wyle Laboratories' Quality Assurance 
Program, which complies with the requirements of ANSI/NCSL Z540-1 ISO 10012-1 and 
Military Specification MIL-STD-45662A.  Standards used in performing all calibrations 
are traceable to the National Institute of Standards and Technology (NIST) by report 
number and date.  When no national standards exist, the standards are traceable to 
international standards or the basis for calibration is otherwise documented.  




 
 Attachment L contains Instrumentation Equipment Sheets.   
 
8.0  WYLE QUALITY ASSURANCE  
 




All work performed on this program was completed in accordance with Wyle 
Laboratories' Quality Assurance Program Manual, Revision 2. 
 
The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in 
compliance with the ISO-9001 International Quality Standard.  Registration has been 
completed by Quality Management Institute (QMI), a Division of Canadian Standards 
Association (CSA).  
 
Wyle Laboratories is accredited (Certificate No.: 845.01) by the American Association for 
Laboratory Accreditation (A2LA) and the results shown in this test report have been 
determined in accordance with Wyle's scope of accreditation unless otherwise stated in 
the report. 
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FECVSS 2002 FUNCTIONAL REQUIREMENTS MATRIX 
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2 Functional Capabilities      
2.2 Overall System Capabilities      
2.2.1 Security (Hardware & Software ITA)       
a. Security accesses controls that limit or detect access to critical 




system components.        




b. The provided system functions that are executable only in the 
intended manner and order, and only under the intended conditions.      




c. The system’s control logic to prevent a system function from 
executing, if any preconditions to the function have not been met.      




d. The safeguard that protects against tampering during system repair, 
or interventions in system operations, in response to system failure.      




e. The security provisions that are compatible with the procedures and 
administrative tasks involved in equipment preparation, testing, and 
operation. 




    
 




f. Access to a system function that is restricted or controlled.      
g. Mandatory administrative procedures for effective system security.      
2.2.2 Accuracy (Hardware & Software ITA)      
2.2.2.1 Common Standards to Ensure Vote Accuracy      
a. Recording the election contests, candidates, and issues exactly as 




defined by election officials.      




b. Recording the appropriate options for casting and recording votes.      
c. Recording each vote precisely as indicated by the voter and have 




the ability to produce an accurate report of all votes cast.      




d. Control logic and data processing methods incorporation parity and 
check sums (or equivalent error detection and correction methods) 
to demonstrate the system has been designed for accuracy. 




    
 




e. The software that monitors the overall quality of data read-write and 
transfer quality status, checking the number and types of errors that 
occur in any of the relevant operations on data and how they were 
corrected. 




    




 




2.2.2.2 DRE System Standards       
 Voting devices record and retain redundant copies of the original 




ballot image     




2.2.3 Error Recovery (Hardware ITA)      
a. Restoration of the device to the operating condition existing 




immediately prior to an error or failure, without loss or corruption of 
voting data previously stored in the device 




    
 




b. Resumption of normal operation following the correction of a failure 
in a memory component, or in a data processing component, 
including the central processing unit 




    
 




c. Recovery from any other external condition that causes equipment 
to become inoperable, provided that catastrophic electrical or 
mechanical damage due to external phenomena has not occurred. 




    
 




2.2.4 Integrity (Hardware ITA)      
2.2.4.1 Common Standards to Ensure System Integrity      
a. Protection, by a means compatible with these Standards, against a 




single point of failure that would prevent further voting at the polling      
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place.   
b. The interruption of electronic power      
c. Protection against generated or induced electromagnetic radiation;      
d. Protection against ambient temperature and humidity fluctuations;      
e.  Protection against failure of any data input or storage device.        
f. Against any attempt at improper data entry or retrieval      
g. To ensure that the reports of any normal or abnormal events are 




correct.      




h. Maintenance of a permanent record of original audit data that cannot 
be bypassed or turned off.      




i. To detect and record every event      
j. Detecting and reporting of system status and degree of operability 




by built-in measurement, self-test, and diagnostic software and 
hardware 




    
 




2.2.4.2 DRE Systems Standards      
a. Maintenance of a record of each ballot cast using a process and 




storage location that differs from the main vote detection, 
interpretation, processing, and reporting path 




   
 




b. Provision of a capability to retrieve ballot images in a form readable 
by humans     




2.2.5 System Audit (Hardware & Software ITA)      
2.2.5.1 System Audit Purpose and Context      
 System’s characteristics documented in sufficient detail for ITAs and 




system users to evaluate the adequacy of the system’s audit trail.      




2.2.5.2 Operational Requirements      
 Audit records are prepared for all phases of election operations 




performed using devices controlled by the jurisdiction or its 
contractors.  (Includes ballot preparation, election definition, system 
readiness tests, voting, and ballot-counting operations.) 




    
 




2.2.5.2.1 Time, Sequence, and Preservation of Audit Records      
a. Active real-time audit record.        
b. The DRE has a real time clock.     
c. All systems documented that audit record entries include the time-




and-date stamp.        




d. The audit records documented for availability.        
e. Audit records shall not be terminated or altered by program control.      
f. System not affected by interruption of power.      
g. Printable copy of the audit record.      
2.2.5.2.2 Error messages      
a. Generation, storage and reporting of all error messages as they 




occur to the user      




b. All error messages requiring intervention by an operator or precinct 
official are displayed or printed unambiguously in easily understood 
language text, or by means of other suitable visual indicators.   




    
 




c. System use of numerical error codes for trained technician 
maintenance or repair containing the text corresponding to the code 
is self-contained, or affixed inside the unit device.   




   
 




d. All error messages written clearly.        
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e. The message cue for all systems shall clearly state the action to be 
performed in the event that voter or operator response is required.        




f. That an erroneous response would not lead to irreversible error.      
g. Nested error conditions are corrected in a controlled sequence such 




that system status shall be restored to the initial state existing before 
the first error occurred. 




    
 




2.2.5.2.3 Status Messages      
 The display and report of critical status messages use unambiguous 




indicators or English language.      




 For the capability of status messages as part of the real-time audit 
record      




 For the capability for a jurisdiction to designate critical status 
messages (changes can only be made by revision of the firmware)     




2.2.5.3 COTS operation system (common off the shelf)      
 The local terminal (display screen and keyboard) and external 




connection devices (network cards and ports) configuration only for 
authorized, identified users  




   
 




 The operating system audit is enabled for all session openings and 
closings.  For all process executions and terminations, and for the 
alteration or deletion of any memory or file object.   




   
 




 The system is configured to execute only intended and necessary 
processes during the execution of election software.     




 The system has been configured to halt election software processes 
upon the termination of any critical system process (such as system 
audit) during the execution of election software.   




   
 




2.2.6 Election Management System  (Software ITA)       
a. Definition of the political subdivision boundaries and multiple election 




districts, as indicated in the system documentation.      




b. Identification of contests, candidates, and issues.      
c. Definition of ballot formats and appropriate voting options.      
d. Generation of ballots and election-specific programs for vote 




recording and vote counting equipment.      




e. Installation of ballots and election-specific programs.      
f. Validation that ballots and programs have been properly prepared 




and installed.      




g. Accumulated vote totals at multiple reporting levels as indicated in 
the system documentation.      




h. Generation of post-voting reports per Section 2.5.      
i. Process and produce audit reports of the data indicated in Section 




4.5.      




2.2.7  Accessibility (Hardware ITA)      
2.2.7.1 Common Standards      




 • The voting system meets the following conditions:  
a. Where clear floor space only allows forward approach to an 




object, the maximum high forward reach allowed shall be 48 
inches.  The minimum low forward reach is 15 inches. 




b. Where forward reach is over an obstruction with knee space 
below, the maximum level forward reach is 25 inches.  When the 
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obstruction is less than 20 inches deep, the maximum high 
forward reach is 48 inches.  When the obstruction projects 20 to 
25 inches, the maximum high forward reach is 44 inches. 




c. The position of any operable control is determined with respect 
to a vertical plane that is 48 inches in length, centered on the 
operable control, and at the maximum protrusion of the product 
within the 48-inch length. 




d. Where any operable control is 10 inches or less behind the 
reference plane, have a height that is between 15 inches and 54 
inches above the floor. 




e. Where any operable control is more than 10 inches and not 
more than 24 inches behind the reference plane, have a height 
between 15 inches and 46 inches above the floor. 




f. Have operable controls that are not more than 24 inches behind 
the reference plane. 




2.2.7.2 DRE Standards for       
 Audio Information and Stimulus      
a. Voter is not required to bring own assistive technology to a polling 




place.     




b.1. System communicates the complete content of the ballot to the 
voter.     




b.2.   Provision of instruction to the voter in operation of the voting device.     
b.3. Provision of instruction so that the voter has the same vote 




capabilities and options as those provided by the system to 
individuals who are not using audio technology 




   
 




b.4. For a system that supports write-in voting, enables the voter to 
review the voter’s write-in input, edit that input, and confirm that the 
edits meet the voter’s intent. 




   
 




b.5. That the voter is able to request repetition of any system provided 
information.     




b.6. System provided and supported headphones, disposable after each 
use.       




b.7. Providing the audio signal through an industry standard connector 
for private listening using a 1/8 inch stereo headphone jack to allow 
individual voters to supply personal headsets 




   
 




b.8. Providing a volume control with an adjustable amplification up to a 
maximum of 105 dB that automatically resets to the default for each 
voter 




   
 




c. In conformance with FCC Part 68, a wireless coupling for assistive 
devices used by people who are hard of hearing when a system 
utilizes a telephone style handset to provide audio information 




   
 




d. Meeting the requirements of ANSI C63.19-2001 Category 4 to avoid 
electromagnetic interference with assistive hearing devices     




 Electronic Image Displays      
e.1. Adjustment of the contrast settings     
e.2. Adjustment of color settings, when color is used     
e.3. Adjustment of the size of the text so that the height of capital letters 




varies over a range of 3 to 6.3 millimeters     
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f.1. Tactilely discernible without activating the controls or keys.     
f.2. Operability with one hand and not require tight grasping, pinching, or 




twisting of the wrist.     




f.3. Requiring a force less than 5 lbs (22.2 N) to operate.     
f.4. Provides no key repeat function.     
g. For a system that requires a response by a voter in a specific period 




of time, alert the voter before this time period has expired and allow 
the voter additional time to indicate that more time is needed 




   
 




h. For a system that provides sound cues as a method to alert the 
voter about a certain condition, such as the occurrence of an error, 
or a confirmation, the tone shall be accompanied by a visual cue for 
users who cannot hear the audio prompt 




   




 




i. Providing a secondary means of voter identification or authentication 
when the primary means of doing so uses biometric measures that 
require a voter to possess particular biological characteristics 




   
 




2.2.8 Vote Tabulating Program (Hardware Functional & Software 
System Level)      




a. Monitoring of system status and generating machine-level audit 
reports      




b. Accommodating device control functions performed by polling place 
officials and maintenance personnel      




c. Registering and accumulating votes      
d. Accommodating variations in ballot counting logic      
2.2.8.2 Voting Variation       
a. Support of closed primaries.      
b. Support of open primaries.      
c. Support of partisan offices.      
d. Support of non-partisan offices.      
e. Support of write-in voting.      
f. Support of primary president.      
g. Support of ballot rotation.      
h. Support of straight party voting.      
i. Support of cross-party endorsement      
j. Support of split precincts.      
k. Support of vote for N of M.      
l. Support of recall issues with options.  (Treated as normal yes/no – 




recall options not linked)      




m. Support of cumulative voting.      
n. Support of ranked over voting.     
o. Support of provisional or challenged ballots.      
2.2.9 Ballot Counter  (Hardware Functional)      
a. The counter is able to be set to zero before any ballots are 




submitted for tally      




b. The counter records the number of ballots cast during a particular 
test cycle or election      




c. The counter increases the count only by the input of a ballot      
d. Prevention or disabling the resetting of the counter by any person      
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other than authorized persons at authorized points 
e. The counter is visible to designated election officials      
2.2.10 Telecommunications (Hardware Functional & Software System 




Level Test.)      




 Transmission of data during pre-voting, voting or post-voting 
activities includes capabilities to ensure data are transmitted with no 
alternation or unauthorized disclosure during transmission for:  




• Voter Authentication 
• Ballot Definition 
• Vote Transmission to Central Site 
• Vote Count  
• List of Voters 




   




 




2.3 Pre-voting Functions      
2.3.1 Ballot Preparation (Software ITA)      
2.3.1.1 General Capabilities      
 Systems provide the general capability for ballot preparation, ballot 




formatting and ballot production.      




2.3.1.1.1 Common Standards      
a. Automatic formatting of ballots in accordance with the requirements 




for offices, candidates, and measures qualified to be placed on the 
ballot for each political subdivision and election district. 




    
 




b. The collecting and maintaining: Offices with labels/instructions; 
Candidate names with labels; Issues or measures with their text      




c. Support of the maximum number of potentially active voting 
positions as indicated in the system documentation.      




d. Generating ballots that segregate the choices in partisan races by 
party affiliation for primary election      




e. Generation of ballots containing identifying codes or marks uniquely 
associated with each format.      




f. Vote response fields, selection buttons, or switches properly align 
with the specific candidate names and/or issues printed on the ballot 
display, ballot card or sheet, or separate ballot pages. 




    
 




2.3.1.1.2 Paper-Based System Standards      
a. Voters are able to make selections by punching a hole or by making 




a mark in areas designated for this purpose upon each ballot card or 
sheet. 




   
 




b. Punchcard systems, to ensure that the vote response fields can be 
properly aligned with punching devices used to record votes.     




c. Marksense systems ensure that the timing marks align properly with 
the vote response fields.     




2.3.1.2 Ballot Formatting       
a. Creation of newly defined elections      
b. Rapid and error-free definition of elections and their associated 




ballot layouts      




c. Uniform allocation of space and fonts used for each office, 
candidate, and contest such that the voter perceives no active voting 
position to be preferred to any other. 




    
 




d. Simultaneous display of the maximum number of choices for a      
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single contest as indicated by the vendor in the system 
documentation 




e. Retention of previously defined formats for an election      
f. Prevention of unauthorized modification of any ballot formats      
g. Modification by authorized persons of a previously defined ballot 




format for use in a subsequent election      




2.3.1.3 Ballot Production       
2.3.1.3.1 Common Standards      
a. The electronic display or printed document on which the user views 




the ballot is capable of rendering an image of the ballot in any of the 
languages required by The Voting Rights Act of 1965. 
The following Languages were displayed during test: English, 
Spanish 




   




 




b. The electronic display or printed document on which the user views 
the ballot does not show any advertising or commercial logos of any 
kind, whether public service, commercial, or political, unless 
specifically provided for in State law.  Electronic displays shall not 
provide connection to such material through hyperlink 




    




 




c. The ballot conforms to vendor specifications for type of paper stock, 
weight, size, shape, size and location of punch or mark field used to 
record votes, folding, bleed through, and ink for printing if paper 
ballot documents or paper displays are part of the system 




   




 




2.3.1.3.2 Paper-Based System Standards      
a. Specifications for ballot materials to ensure vote selections are read 




from a single ballot at a time.     




2.3.2 Election Programming (Software ITA) Process by which election 
officials or their designees use election databases and vendor 
system software to logically define the voter choices associated with 
the contents of the ballots 




    




 




a. Logical definition of the ballot, including the definition of the number 
of allowable choices for each office and contest      




b. Logical definition of political and administrative subdivisions, where 
the list of candidates or contests varies between polling places      




c. Exclusion of any contest on the ballot in which the voter is prohibited 
from casting a ballot because of place of residence, or other such 
administrative or geographical criteria 




    
 




d. Ability to select from a range of voting options to conform to the laws 
of the jurisdiction in which the system will be used      




e. Generation of all required master and distributed copies of the voting 
program, in conformance with the definition of the ballots for each 
voting device and polling place, and for each tabulating device 




    
 




2.3.3 Ballot and Program Installation and Control      
 All systems provide a means of installing ballots and programs on 




each piece of polling place or central count equipment according to 
the ballot requirements of the election and the jurisdiction.   




    
 




a. Documented a detailed work plan providing a schedule and steps for 
the software and ballot installation, including a table outlining the key 
dates, events, and deliverables. 
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b. Capability for automatically verifying that the software has been 
properly selected and installed in the equipment or in programmable 
memory devices and for indicating errors.   




    
 




c. The capability for automatically validating that software correctly 
matches the ballot formats that it is intended to process, for 
detecting errors, and for immediately notifying an election official of 
detected errors.   




    




 




2.3.4 Readiness Testing (Hardware Functional & Software System 
Level)      




2.3.4.1 Standards      
a. Voting machines or vote recording and data processing equipment, 




precinct count equipment, and central count equipment are properly 
prepared for an election, and collect data that verifies equipment 
readiness 




    




 




b. Obtaining status and data reports from each set of equipment      
c. The correct installation and interface of all system equipment      
d. That hardware and software function correctly      
e. Generating consolidated data reports at the polling place and higher 




jurisdictional levels      




f. Segregating test data from actual voting data, either procedurally or 
by hardware/software features      




 Resident test software, external devices, and special purpose test 
software connected to or installed in voting devices to simulate 
operator and voter functions used for these tests meeting the 
following standards: 
a. These elements shall be capable of being tested separately, and 




shall be proven to be reliable verification tools prior to their use; 
and 




b. These elements shall be incapable of altering or introducing any 
residual effect on the intended operation of the voting device 
during any succeeding test and operational phase. 




    




 




2.3.4.2 Paper-Based Systems      
a. Support of conversion testing that uses all potential ballot positions 




as active positions     




b. Support of conversion testing of ballots with active position density 
for systems without pre-designated ballot positions     




2.3.5 Verification at Polling Place (Hardware Functional & Software 
System Level)      




 All systems provide a formal record of the following, in any media, 
upon verification of the authenticity of the command source: 
a. The election's identification data; 
b. The identification of all equipment units; 
c. The identification of the polling place; 
d. The identification of all ballot formats; 
e. The contents of each active candidate register by office and of 




each active measure register at all storage locations (showing 
that they contain only zeros); 
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f. A list of all ballot fields that can be used to invoke special voting 
options; and 




g. Other information needed to confirm the readiness of the 
equipment, and to accommodate administrative reporting 
requirements 




a. Capability to test all voting devices to confirm no hardware or 
software failures.      




b. Test that the device is activated for accepting votes.      
 For equipment that consolidates polling place data at one or more 




central counting places, there is verification for the correct extraction 
of voting data from transportable memory devices or transmission of 
secure data over secure communication links. 




    




 




2.3.6 Verification at Central Location (Software ITA)      
 Any equipment used in a central count environment provides a 




printed record of: 
a. The election's identification data; 
b. The contents of each active candidate register by office and of 




each active measure register at all storage locations (showing 
that they contain only zeros); 




c. Other information needed to confirm the readiness of the 
equipment, and to accommodate administrative reporting 
requirements 




    




 




2.4 Voting Functions      
2.4.1. Opening the Polls (Hardware Functional & Software System 




Level)      




2.4.1.1 Opening the Polling Place (Precinct Count Systems)       
a. An internal test or diagnostic capability to verify that all of the polling 




place tests specified in 2.3.5 have been successfully completed.      




b. Automatic disabling any device that has not been tested until it has 
been tested.      




2.4.1.2 Paper-Based System Standards      
2.4.1.2.1 All Paper-Based systems      
 Ballot punching or marking devices.     
2.4.1.2.2 Precinct Count Paper-Based Systems      
b. Correct activation and proper function.      
c. The system identifies device failures.      
2.4.1.3 DRE System Standards      
a. Security seal, password, or data code to verify that they prevent the 




inadvertent or unauthorized actuation of poll-opening functions.     




b. Enforcing the execution of steps in the proper sequence     
c. Verifying the system has been activated correctly     
d. Verifying that the DRE will identify system failure and any corrective 




action needed     




2.4.2 Activating the Ballot (DRE Systems) (Hardware Functional & 
Software System Level)      




a. Election officials are able to control the content of the ballot     
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presented to the voter, either printed form or electronic display, such 
that each voter is permitted to record votes only in contests in which 
that voter is authorized to vote 




b. Each eligible voter is allowed to cast a ballot     
c. A voter is prevented from voting on a ballot to which s/he is not 




entitled     




d. A voter may not cast more than one ballot in the same election     
e. The casting of a ballot in a general election     
f. The ability to select the ballot that is appropriate to the party 




affiliation declared by the voter in a primary election     




g. Activation of all parts of the ballot upon which the voter is entitled to 
vote     




h. Disabling of all parts of the ballot upon which the voter is not entitled 
to vote     




2.4.3 Casting a Ballot (Hardware Functional & Software System 
Level)      




2.4.3.1 Casting Ballot Common Standards      
a. Text provided is at least 3 millimeters high and provide the capability 




to adjust or magnify the text to an apparent size of 6.3 millimeters     




b. Protection of the secrecy of the vote.  The system cannot reveal any 
information about a particular voter’s vote, except as otherwise 
required by individual State law 




    
 




c. The recorded selection and non-selection (undervote) of individual 
vote choices for each contest and ballot measure      




d. A record of the voter’s selection of candidates whose names do not 
appear on the ballot, if permitted under State law, and record as 
many write-in votes as the number of candidates the voter is allowed 
to select 




    




 




e. In the event of a failure of the main power supply external to the 
voting system, provide the capability for any voter who is voting at 
the time to complete casting a ballot, allow for the graceful shutdown 
of the voting system without loss or degradation of the voting and 
audit data, and allow voters to resume voting once the voting system 
has reverted to back-up power 




    




 




f. Provision for voters to continue cast ballots in the event of a failure 
of a telecommunications connection within the polling place or 
between the polling place and any other location 




   
 




2.4.3.2  Paper Based System Standards      
2.4.3.2.1 All Paper-Based Systems      
a. The voter is able to easily identify the voting field that is associated 




with each candidate or ballot measure response      




b. The voter is able to punch or mark the ballot to register a vote      
c. Neither the voter nor the appropriate election official is able to place 




the voted ballot into the ballot counting device (precinct count 
systems) or a secure receptacle (central count systems); 




    
 




d. Protection of the secrecy of the vote throughout the process      
2.4.3.2.2 Precinct Count Paper-Based Systems      
a. Feedback provided to the voter identifies specific contests or ballot      
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issues for which an overvote or undervote is detected 
b. The provision to allow the voter, at the voter’s choice, to vote a new 




ballot or submit the ballot ‘as is’ without correction      




c. The provision to allow an authorized election official to turn off the 
capabilities defined in the two prior provisions.        




2.4.3.3 DRE Systems Standards       
a. Prohibiting the voter from accessing or viewing any information on 




the display screen that has not been authorized by election officials 
and preprogrammed into the voting system (i.e., no potential for 
display of external information or linking to other information 
sources) 




   




 




b. Enabling the voter to easily identify the selection button or switch, or 
the active area of the ballot display that is associated with each 
candidate or ballot measure response 




   
 




c. Allowing the voter to select his or her preferences on the ballot in 
any legal number and combination     




d. Indicating that a selection has been made or canceled     
e. Indicating to the voter when no selection, or an insufficient number 




of selections, has been made in a contest     




f. Prevent the voter from overvoting     
g. Notifying the voter when the selection of candidates and measures 




is completed     




h. Allowing the voter, before the ballot is cast, to review his or her 
choices and, if the voter desires, to delete or change his or her 
choices before the ballot is cast 




   
 




i. Electronic image displays, prompt the voter to confirm the voter's 
choices before casting his or her ballot, signifying to the voter that 
casting the ballot is irrevocable and directing the voter to confirm the 
voter’s intention to cast the ballot 




   




 




j. Notifying the voter after the vote has been stored successfully that 
the ballot has been cast      




k. Notifying the voter that the ballot has not been cast successfully if it 
is not stored successfully, including storage of the ballot image, and 
provide clear instruction as to the steps the voter should take to cast 
his or her ballot should this event occur 




   




 




l. Providing sufficient computational performance to provide responses 
back to each voter entry in no more than three seconds     




m. The votes stored accurately represent the actual votes cast     
n. Preventing modification of the voter’s vote after the ballot is cast     
o. Providing a capability to retrieve ballot images in a form readable by 




humans (in accordance with the requirements of Section 2.2.2.2 and 
2.2.4.2) 




   
 




p. Incrementing the proper ballot position registers or counters     
q. Protecting the secrecy of the vote throughout the voting process     
r. Prohibiting access to voted ballots until after the close of polls     
s. Providing the ability for election officials to submit test ballots for use 




in verifying the end-to-end integrity of the system     




t. Isolating test ballots such that they are accounted for accurately in     
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vote counts and are not reflect in official vote counts for specific 
candidates or measures 




2.5 Post-Voting Functions       
2.5.1 Closing the Polling Place (Precinct Count) (Hardware 




Functional & Software System Level) 
     




a. Preventing the further casting of ballots once the polling place has 
closed      




b. Providing an internal test that verifies that the prescribed closing 
procedure has been followed, and that the device status is normal      




c. Incorporating a visible indication of system status      
d. Producing a diagnostic test record that verifies the sequence of 




events, and indicates that the extraction of voting data has been 
activated 




 
    




e. Precluding the unauthorized reopening of the polls once the poll 
closing has been completed for that election      




2.5.2 Consolidating Vote Data (Software ITA)      
 All systems provide a means to consolidate vote data from all polling 




places, and optionally from other sources such as absentee ballots, 
provisional ballots, and voted ballots requiring human review (e.g., 
write-in votes). 




    




 




2.5.3 Producing Reports (Hardware & Software ITA)      
 Reports summarizing the data on multiple levels.      
2.5.3.1 Standards      
a. Support of geographic reporting, which requires the reporting of all 




results for each contest at the precinct level and additional 
jurisdictional levels 




    
 




b. Producing a printed report of the number of ballots counted by each 
tabulator      




c. Producing a printed report for each tabulator of the results of each 
contest that includes the votes cast for each selection, the count of 
undervotes, and the count of overvotes. 




    
 




d. Producing a consolidated printed report of the results for each 
contest of all votes cast (including the count of ballots from other 
sources supported by the system as specified by the vendor) that 
includes the votes cast for each selection, the count of undervotes, 
and the count of overvotes. 




    




 




e. Producing a consolidated printed report of the combination of 
overvotes for any contest that is selected by an authorized official 
(e.g.; the number of overvotes in a given contest combining 
candidate A and candidate B, combining candidate A and candidate 
C, etc.) 




   




 




f. Producing all system audit information required in Section 4.5 in the 
form of printed reports, or in electronic memory for printing centrally      




g. Preventing data from being altered or destroyed by report 
generation, or by the transmission of results over 
telecommunications lines 




    
 




2.5.3.2 Precinct Count Systems      
a. Preventing the printing of reports and the unauthorized extraction of      
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data prior to the official close of the polling place 
b. Providing a means to extract information from a transportable 




programmable memory device or data storage medium for vote 
consolidation 




    
 




c. Consolidating the data contained in each unit into a single report for 
the polling place when more than one voting machine or precinct 
tabulator is used 




   
 




d. Preventing data in transportable memory from being altered or 
destroyed by report generation, or by the transmission of results 
over telecommunications lines 




    
 




2.5.4 Broadcasting Results (Hardware Functional & Software System 
Level)      




a. Providing only aggregated results, and not data from individual 
ballots     




b. Providing no access path from unofficial electronic reports or files to 
the storage devices for official data     




c. Clear indication on each report or file that the results it contains are 
unofficial     




2.6 Maintenance, Transportation and Storage (Hardware ITA)      
 Designed and manufactured to facilitate preventive and corrective 




maintenance, conforming to the hardware standards described in 
Section 3. 




    
 




3 Hardware Standards       
3.2  Performance Requirements       
3.2.1  Accuracy Requirements  (Hardware & Software ITA)      
a. The system can capture, record, store, consolidate, and report the 




specific selections and absence of selections, made by the voter for 
each ballot position without error.  For all paper-based systems: 
1. Scanning ballot positions on paper ballots to detect selections 




for individual candidates and contests; 
2. Conversion of selections detected on paper ballots into digital 




data 




    




 




b. The system can capture, record, store, consolidate, and report the 
specific selections and absence of selections, made by the voter for 
each ballot position without error.  For all DRE systems: 
1. Recording the voter selections of candidates and contests into 




voting data storage; and  
2. Independently from voting data storage, recording voter 




selections of candidates and contests into ballot image storage. 




    




 




c. The system can capture, record, store, consolidate, and report the 
specific selections and absence of selections, made by the voter for 
each ballot position without error.  For precinct-count systems 
(paper-based and DRE): Consolidation of vote selection data from 
multiple precinct-based systems to generate jurisdiction-wide vote 
counts, including storage and reporting of the consolidated vote data 




    




 




d. The system can capture, record, store, consolidate, and report the 
specific selections and absence of selections, made by the voter for      
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each ballot position without error.  For central-count systems (paper-
based and DRE): Consolidation of vote selection data from multiple 
counting devices to generate jurisdiction-wide vote counts, including 
storage and reporting of the consolidated vote data  




3.2.2 Environmental Requirements (Hardware ITA)      
3.2.2.1 Shelter Requirements      
 Precinct count systems are designed for storage and operation in 




any enclosed facility ordinarily used as a warehouse or polling place, 
with prominent instructions as to any special storage requirements 




    
 




3.2.2.2 Space Requirements      
 The arrangement of the voting system does not impede performance 




of their duties by polling place officials, the orderly flow of voters 
through the polling place, or the ability for the voter to vote in private 




    
 




3.2.2.3 Furnishings and Fixtures      
 Any furnishings or fixtures provided as a part of voting systems, and 




any components provided by the vendor that are not a part of the 
system but that are used to support its storage, transportation, or 
operation, comply with the design and safety requirements of 
Subsection 3.4.8. 




    




 




3.2.2.4 Electrical Supply      
a. Components of voting systems that require an electrical supply, 




precinct count systems operate with the electrical supply ordinarily 
found in polling places (120vac/60hz/1) 




    
 




b. Components of voting systems that require an electrical supply, 
central count systems operate with the electrical supply ordinarily 
found in central tabulation facilities or computer room facilities 
(120vac/60hz/1, 208vac/60hz/3, or 240vac/60hz/2); 




   
 




c. Components of voting systems that require an electrical supply, all 
systems are capable of operating for a period of at least two hours 
on backup power.  The capability shall include the provision of all 
power required to: 
1. Activate voting, record votes, and count ballots (in DRE 




Systems) 
2. Count ballots (in paper –based systems); 
3. Display all system status and error messages; and  
4. Maintain the contents of program data memory. 




    




 




3.2.2.5 Electrical Power Disturbance      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, shall be able to withstand, without disruption 
of normal operation or loss of data: 
a. Surges of 30% dip @10 ms; 
b. Surges of 60% dip @100 ms & 1 sec 
c. Surges of >95% interrupt @5 sec;  
d. Surges of +15% line variations of nominal line voltage; and 
e. Electric power increases of 7.5% and reductions of 12.5% of 




nominal specified power supply for a period of up to four hours 
at each power level. 
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3.2.2.6 Electrical Fast Transient      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, shall be able to withstand, without disruption 
of normal operation or loss of data, electrical fast transients of: 
a. 2 kV AC & DC external power lines; 
b. +1 kV all external wires >3m no control; and 
c. +2 kV all external wires control 




    




 




3.2.2.7 Lighting Surge      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, shall be able to withstand, without disruption 
of normal operation or loss of data, surges of: 
a. +2 kV AC line to line; 
b. +2 kV AC line to earth; 
c. +.5 kV DC line to line >10m; 
d. +.5 kV DC line to earth >10m; and 
e. +1 kV I/O sig/control >30m. 




    




 




3.2.2.8 Electrostatic Disruption      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, is able to withstand ±15 kV air discharge 
and ±8 kV contact discharge without damage or loss of data.  (The 
equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of 
data.  Loss of data means votes that have been completed and 
confirmed to the voter.) 




    




 




3.2.2.9 Electromagnetic Radiation      
 Vote scanning and counting equipment for paper-based systems, and




DRE equipment, complies with the Rules and Regulations of the Fed
Communications Commission, Part 15, Class B requirements for b
radiated and conducted emissions 




    
 




3.2.2.10 Electromagnetic Susceptibility      
 Vote scanning and counting equipment for paper-based systems, and




DRE equipment, is able to withstand an electromagnetic field of 10 V
modulated by a 1 kHz 80% AM modulation over the frequency range
80 MHz to 1000 MHz, without disruption of normal operation or loss
data 




    




 




3.2.2.11 Conducted RF Immunity      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, shall withstand, without disruption of normal 
operation or loss of data, conducted RF energy of: 
a. 10V AC & DC power; and 
b. 10V, 20 sig/control >3m. 




    




 




3.2.2.12 Magnetic Fields Immunity      
 Vote scanning and counting equipment for paper-based systems, 




and all DRE equipment, shall be able to withstand, without disruption 
of normal operation or loss of data, AC magnetic fields of 30 A/m at 
60 Hz 




    
 




3.2.2.13 Environmental Control – Operating Environment      
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 Equipment used for election management activities or vote counting 
(including both precinct and central count systems) shall be capable 
of operation in temperatures ranging from 50 to 95 degrees 
Fahrenheit. 




    
 




3.2.2.14 Environmental Control – Transit and Storage      
 Vote casting or vote counting equipment in a precinct count system, 




meets specific minimum performance standards that simulate 
exposure to physical shock and vibration associated with handling 
and transportation by surface and air common carriers, and to 
temperature conditions associated with delivery and storage in an 
uncontrolled warehouse environment. 
a. High and low storage temperatures ranging from -4 to +140 




degrees Fahrenheit, equivalent to MIL-STD-810D, Methods 
501.2 and 502.2, Procedure I-Storage; 




b. Bench handling equivalent to the procedure of MIL-STD-810D, 
Method 516.3, Procedure VI; 




c. Vibration equivalent to the procedure of MIL-STD-810D, Method 
514.3, Category 1- Basic Transportation, Common Carrier; and 




d. Uncontrolled humidity equivalent to the procedure of MIL-STD-
810D, Method 507.2, Procedure I-Natural Hot-Humid. 




    




 




3.2.2.15 Data Network Requirements      
 When a voting systems uses a local or remote data network all 




components of the network comply with the telecommunications 
requirements described in Section 5 of the Standards and the 
Security requirements described in Section 6 




   
 




3.2.3 Election Management System (EMS) Requirements (Software 
ITA)      




3.2.3.1 Recording Requirements      
 Accurate recording of all election management data entered by the 




users:  
a. Record every entry made by the user; 
b. Add permissible voter selections correctly to the memory 




components of the device; 
c. Verify correctness of detection of the user selections and the 




addition of the selections correctly to memory; 
d. Add various forms of data entered directly by the election 




official, such as text, line art, logos, and images; 
e. Verify correctness of detection of data entered by the user and 




the addition of the selections to memory; 
f. Preserve the integrity of election management data stored in 




memory against corruption by stray electromagnetic emissions, 
and internally generated spurious electrical signals; and 




g. Log corrected data errors by the system. 




    




 




3.2.3.2 Memory Stability      
 Method to retain error free data for a period of 22 months.      
3.2.4 Vote Recording Requirements (Hardware Functional & Software      
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System Level) 
3.2.4.1 Common Standards      
 Voting system provides voting booths or enclosures for poll site 




either as an integral part of the voting system or a component:  
a. Are integral or make provisions for installation of the voting 




device; 
b. Ensure structure stability against movement, or overturning 




during entry occupancy or exit by a voter; 
c. Provides voter privacy preventing observation of the ballot by 




any person other than the voter; and  
d. Capable of meeting the accessibility requirements of Section 




2.2.7.1. 




    




 




3.2.4.2 Paper Based Recording Standards       
3.2.4.2.1 Paper Ballot Standards       
 Paper ballots used by paper-based voting systems shall meet the 




following standards: 
a. Punches or marks that identify the unique ballot format, in 




accordance with Section 2.3.1.1.1.c., shall be outside the area in 
which votes are recorded; 




b. If printed or punched alignment marks are used to locate the 
vote response fields on the ballot, these marks shall be outside 
the area in which votes are recorded, and 




c. The TDP shall specify the required paper stock, size, shape, 
opacity, color, watermarks, field layout, orientation, size and 
style of printing, size and location of punch or mark fields used 
for vote response fields and to identify unique ballot formats, 
placement of alignment marks, ink for printing, and folding and 
bleed-through limitations for preparation of ballots that are 
compatible with the system. 




   




 




3.2.4.2.2 Punching Devices       
 Punching devices used by voting systems shall: 




a. Be suitable for the type of ballot card specified; 
b. Facilitate the clear and accurate recording of each vote intended 




by the voter;  
c. Be designed to avoid excessive damage to vote recorder 




components; and 
d. Incorporate features to ensure that chad/debris is removed, 




without damage to other parts of the ballot card. 




   




 




3.2.4.2.3 Marking Devices       
 Documented specifications for ballot marking devices for making the 




prescribed form of mark to meet the performance requirements for 
accuracy, including: 
a. Specific characteristics of marking devices that affect readability 




of marked ballots; 
b. Performance capabilities with regard to each characteristic; and 
c. For marking devices manufactured by multiple external sources, 
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a listing of sources and model numbers that are compatible with 
the system. 




3.2.4.2.4 Frames or Fixtures for Punchcard Ballots       
 The frame or fixture for Punchcard Ballots shall: 




a. Hold the ballot card securely in its proper location and 
orientation for voting; 




b. When contests not directly printed on the ballot card incorporate 
ballot label pages the identified offices and issues correspond 
and are aligned with the assigned voting fields; and 




c. Incorporate a template to preclude perforation of the card except 
in the specified voting fields; a mask to allow punches only in 
fields designated by the format of the ballot; and a backing plate 
for the capture and removal of chad.  The requirement may be 
satisfied by equipment of a different design if it achieves the 
same result for: 
1. Positioning the card; 
2. Association of ballot label information with corresponding 




punch fields; 
3. Enabling only those voting fields that correspond to the 




format of the ballot;  
4. Punching the fields and the positive removal of chad. 




   




 




3.2.4.2.5 Frames or Fixtures for Printed Ballots       
 Frame or fixture for printed ballot cards is optional.  If such a device 




is provided, it shall: 
a. Be of any size and shape consistent with its intended use; 
b. Position the card properly; 
c. Hold the ballot card securely in its proper location and 




orientation for voting; and 
d. Comply with the design and construction requirements in 




Section 3.4. 




   




 




3.2.4.2.6 Ballot Boxes and Ballot Transfer Boxes      
 Ballot boxes and ballot transfer boxes serving as secure containers 




for the storage and transportation of voted ballots, shall: 
a. Be of any size, shape, and weight commensurate with their 




intended use; 
b. Incorporate locks or seals, and specifications in the system 




documentation; 
c. Provide specific points where ballots are inserted, with all other 




points on the box constructed in a manner that prevents ballot 
insertion; and 




d. For precinct count systems, contain separate compartments for 
segregating unread ballots, ballots with write-in votes, or 
irregularities that may require special handling or processing.  In 
lieu of compartments, conversion processing may mark such 
ballots with an identifying spot or stripe to facilitate manual 
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segregation. 
3.2.4.3 DRE Systems Recording Requirements      
3.2.4.3.1 Activity Indicator      
 An audible or visible activity indicator provides status that : 




a. The device has been activated for voting; 
b. The device is in use. 




   
 




3.2.4.3.2 DRE System Vote Recording      
a. While protecting the anonymity of the voter, DRE systems contain all 




mechanical, electromechanical, and electronic components; 
software and controls required to detect and record the activation of 
selections made by the voter in the process of voting and casting a 
ballot. 




   




 




b. While protecting the anonymity of the voter, DRE systems 
incorporate redundant memories to detect and allow correction of 
errors caused by the failure of any of the individual memories 




   
 




c. While protecting the anonymity of the voter, DRE systems provide at 
least two processes that record the voter’s selections that: 
1. To the extent possible, are isolated from each other; 
2. Designate one process and associated storage location as the 




main vote detection, interpretation, processing and reporting 
path; and 




Use a different process to store ballot images, for which the method 
of recording may include any appropriate encoding or data 
compression procedure consistent with the regeneration of an 
unequivocal record of the ballot as cast by the voter. 




   




 




d. While protecting the anonymity of the voter, DRE systems provide a 
capability to retrieve ballot images in a form readable by humans; 
and  




   
 




e. All processing and storage protects the anonymity of the voter.     
3.2.4.3.3 Recording Accuracy      
 DRE systems meet the requirements for recording accurately each 




vote and ballot cast: 
a. Detect every selection made by the voter; 
b. Correctly add permissible selections to the memory components 




of the device; 
c. Verify the correctness of the detection of the voter selections 




and the addition of the selections to memory; 
d. Achieve an error rate not to exceed the requirement indicated in 




Section 3.2.1;  
e. Preserve the integrity of voting data and ballot images (for DRE 




machines) stored in memory for the official vote count and audit 
trail purposes against corruption by stray electromagnetic 
emissions, and internally generated spurious electrical signals; 
and 




f. Maintain a log of corrected data. 




   




 




3.2.4.3.4 Recording Reliability      
 The DRE system records votes accurately at its maximum rated     
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processing volume for a specified period of time in accordance with 
the requirements of 3.4.3 




3.2.5 Paper based Conversion Requirements (Hardware & Software 
ITA)      




3.2.5.1 Ballot Handling  (Hardware Polling Place & Software Central Count)      
 Ballot handling consists of a ballot card’s acceptance, movement 




through the read station and transfer into a collection station or 
receptacle. 




    
 




3.2.5.1.1 Capacity (Central Count)      
 Central count system capacity and the capacity for individual 




components that impact the overall capacity.     




3.2.5.1.2 Exception Handling (Central Count)      
 An unreadable ballot or a write-in vote all central count paper-based 




systems shall: 
a. Outstack the ballot, or 
b. Stop the ballot reader and display a message prompting the 




election official or designee to remove the ballot, or 
c. Mark the ballot with an identifying mark to facilitate its later 




identification. 




   




 




 The voting systems provides a capability that can be activated by an 
authorized election official to identify ballots containing overvotes, 
blank ballots, and ballots containing undervotes in a designated 
race.  If enabled, these capabilities shall perform one of the above 
actions in response to the indicated condition 




   




 




3.2.5.1.3 Exception Handling (Precinct Count) (Hardware Function & Software 
System Level)      




a. All paper based precinct count systems in response to an 
unreadable or blank ballot, return the ballot and provide a message 
prompting the voter to examine the ballot; 




    
 




b. All paper based precinct count systems in response to an 
unreadable or blank ballot, In response to a ballot with a write-in 
vote, segregate the ballot or mark the ballot with an identifying mark 
to facilitate its later identification; 




    
 




c. Paper based precinct count systems in response to a ballot with an 
overvote the system: 
1. Provide a capability to identify an overvoted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the overvote; and  
5. Provide a means for an authorized election official to deactivate 




this capability entirely and by contest; and 




    




 




d. Paper based precinct count systems in response to a ballot with an 
undervote the system: 
1. Provide a capability to identify an under voted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the undervote. 
5. Provide a means for an authorized election official to deactivate 
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this capability. 
3.2.5.1.4 Multiple Feed Prevention  (Hardware Polling Place & Software 




Central Count)      




a. If multiple fees are detected, the card reader halts in a manner that 
permits the operator to remove the unread cards causing the error 
and reinsert them in the card input hopper. 




   
 




b. The frequency of multiple feeds with ballots intended for use with the 
system does not exceed l in 10,000.     




3.2.5.2 Ballot Reading Accuracy       
a. Paper-based systems detect punches or marks that conform to 




vendor specifications with an error rate not exceeding the 
requirement indicated in Section 3.2.1; 




    
 




b. Paper-based systems ignore, and not record, extraneous 
perforations, smudges, and folds;      




c. Paper-based systems reject ballots that meet all vendor 
specifications at a rate not to exceed 2 percent.      




3.2.6 Processing Requirements (Hardware & Software ITA)      
3.2.6.1 Paper Based Processing Requirements       
3.2.6.1.1 Processing Accuracy      
d. Vote selection error rate shall not exceed the requirement indicated 




in Section 3.2.1.      




3.2.6.2 DRE System Processing Requirements       
3.2.6.2.1 Processing Speed      




a. DREs operate at a speed sufficient to respond to any operator and 
voter input without perceptible delay (no more than three seconds)     




b. Local consolidation of polling place data does not exceed five 
minutes for each device in the polling place.     




3.2.6.2.2 Processing Accuracy      
a. Processing accuracy for all operations to consolidate voting data 




after the polling places have closed: produce reports that are 
completely consistent, with no discrepancy among reports of voting 
device data produced at any level;  




   




 




b. Processing accuracy for all operations to consolidate voting data 
after the polling places have closed, produce consolidated reports 
containing absentee, provisional, or other voting data that are 
similarly error-free.  Any discrepancy, regardless of source, is 
resolvable to a procedural error, to the failure of a non-memory 
device, or to an external cause. 




   




 




3.2.6.2.3 Memory Stability      
 DRE system memory devices have demonstrated error-free data 




retention.  (Error free data retention may be achieved by use of 
redundant memory elements, provided that the capability for conflict 
resolution or correction among elements is included).   




   




 




3.2.7 Reporting Requirements (Hardware & Software ITA)      
3.2.7.1 Removable Storage Memory      
 Storage media that can be removed from the voting system and 




transported to another location for readout and report generation,      















Page No. A-24 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




FEC 
Req. No. 




Requirement 
Volume 1, FECVSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




 




demonstrate error-free retention under the environmental conditions 
for operation and non-operation contained in Section 3.2.2.  
Examples:  programmable read-only memory (PROM), random 
access memory (RAM) with battery backup, magnetic media, or 
optical media. 




3.2.7.2 Printers      
 Printers used to produce reports of the vote count shall be capable 




of producing: 
a. Alphanumeric headers; 
b. Election, office and issue labels; and 
c. Alphanumeric entries generated as part of the audit record. 




    




 




3.2.8 Vote Data Management Requirements (Software ITA)      
3.2.8.1 Data File Management      
a. Integration of voting data files with ballot definition files      
b. Verification of file compatibility.      
c. Editing and updating of files as required:      
3.2.8.2 Data Report Generation      
 Generation of output reports at the device, polling place and 




summary levels, with provisions of administrative and judicial 
subdivisions as requirement by the jurisdiction 




    
 




3.3 Physical Characteristics      
3.3.3 Transport and Storage of Precinct Systems (Hardware ITA)      
a. The precinct system provides a means to safely and easily handle, 




transport, and install polling place equipment (example: wheels or 
handles.) 




    
 




b. The precinct system includes/uses a protective enclosure capable of 
withstanding: 
1) Impact, shock and vibration loads accompanying surface and air 
transportation; and 
2) Stacking loads accompanying storage. 




    




 




3.4 Design, Construction, and Maintenance Characteristics      
3.4.1 Materials Process and Parts (Hardware ITA)      
a. All voting system is designed and constructed so that the frequency 




of equipment malfunctions and maintenance requirements are 
reduced to the lowest level consistent with cost constraints. 




    
 




b. & c. All voting systems: 
Include, an approved parts list; and  
exclude parts or components not included in the approved parts list. 




    
 




3.4.2 Durability (Hardware ITA)      
 System is designed to withstand normal use without deterioration 




and without excessive maintenance cost for a period of 10 years.        




3.4.3 Reliability (Hardware Polling Place, Software Central Count)      
 In a vendor specified test period, during equipment operation 




(equipment set up, readiness testing and election operations):  
a. The voting system did not lose one or more functions; 
b. There was no degradation of performance such that the device 




was unable to perform its intended function for longer than 10 
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seconds. 
3.4.4 Maintainability (Hardware ITA)      
3.4.4.1 Physical Attributes      
a. Labels and the identification of test points are present      
b. Built-in test and diagnostic circuitry or physical indicators of condition 




are provided.      




c. Labels and alarms related to failures are present.      
d. Features that allow non-technicians to perform routine maintenance 




tasks (such as update of the system database) are present.      




3.4.4.2 Additional Attributes      
a. Non-technicians can detect equipment failures without difficulty.      
b. Trained technician can diagnose problems without difficulty.      
c. The voting system exhibits a low false alarm rate (indication of non-




existent problems) 
    




 




d. Components can be accessed for replacement, without difficulty.      
e. Adjustments and alignments can be performed without difficulty.      
3.4.5 Availability  (Hardware & Software ITA)       
a. Paper based voting systems and supporting software respond to 




operational commands and accomplish the functions of  
1. Recording voter selections (such as by ballot marking or punch) 
2. Scanning the punches or marks on paper ballots and converting 




them into digital data 




    




 




b. DRE voting systems and supporting software respond to operational 
commands and accomplish the functions of recording and storing 
the voter’s ballot selections. 




   
 




c. DRE and paper-based precinct count systems and supporting 
software respond to operational commands and accomplish the 
functions of consolidation of vote selection data from multiple 
precinct-based systems, generate jurisdiction-wide vote counts, 
store and report the consolidated vote data. 




    




 




d. DRE and paper-based central count systems and supporting 
software respond to operational commands and accomplish the 
functions of consolidation of vote selection data from multiple 
counting devices generate jurisdiction-wide vote counts, store and 
report the consolidated vote data 




    




 




 The voting system achieved at least a 99% inherent availability (Ai) 
during normal operation for the functions indicated above, i.e. Ai = 
(MTBF)/(MTBF + MTTR). 
i.e. Mean Time Between Failure (MTBF), Mean Time to Repair 
(MTTR). 




    




 




 Specification of a typical system configuration used to assess 
availability and: 
1. The recommended number and locations of spare 




devices/components inventory for repair during periods of 
system operation; 




2. The recommended number and locations of available qualified 
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maintenance personnel to support repair calls during system 
operation; and 




3. The organizational affiliation (i.e., jurisdiction, vendor) of 
qualified maintenance personnel 




3.4.7 Workmanship      
 Practices and procedures used to ensure: 




• Products are free from damage or defect making them 
unsatisfactory for their intended purpose;  




• Components from external suppliers are free from damage or 
defect making them unsatisfactory for their intended purpose. 




    




 




3.4.8 Safety (Hardware ITA)      
a. Design used to eliminate hazards to personnel or the equipment      
b. Detection and correction of defects in design and construction that 




can result in personal injury or equipment damage.        




c. Equipment design for personnel safety is equal to or better than the 
appropriate requirements of the Occupational Safety and Health Act 
(OSHA), as identified in Title 29, part 1910, of the Code of Federal 
Regulations 




    




 




3.4.9 Human Engineering – Controls and Displays (Hardware & 
Software ITA)      




a. Controls used by the voter or equipment operator are conveniently 
located, use designs consistent with their functions, and are clearly 
labeled.  Instruction plates are provided, if necessary to avoid 
ambiguity or incorrect actuation. 




    




 




b. Information or data displays are large enough to be readable by 
voters and operators with no disabilities and by voters with 
disabilities consistent with the requirements defined is Section 2.2.7 
of the Standards 




    




 




c. Status displays meet the same requirements as data displays, and 
also follow conventional industrial practice with respect to color: 
1. Green, blue, or white displays are used for indications of normal 




status; 
2. Amber indicators are used to indicate warnings or marginal 




status; and 
3. Red indicators are used to indicate error conditions or 




equipment states that may result in damage or hazard to 
personnel; and unless the equipment is designed to halt under 
conditions of incipient damage or hazard, an audible alarm is 
also be provided. 




   




 




d. Color coding is selected to assure correct perception by voters and 
operators with color blindness  (conforms with Appendix B 
suggested references); and is not used as the only means to convey 
information, indicate an action, prompt a response, or distinguishing 
a visual element. 




   




 




e. The voting system display does not use flashing or blinking text 
objects, or other elements having a flash or blink frequency, greater 
than 2 Hz and lower than 55 Hz 
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4 Software Standards      
4.1 Scope      
4.1.3 Exclusion (Hardware & Software ITA)      
 For resident software which provides no support of voting system 




capabilities: 
• The software can be removed, disconnected, or switched so that 




it cannot function while voting system functions are enabled; and 
• Procedures are provided that confirm that the software has been 




removed, disconnected, or switched. 




   




 




4.2 Software Design and Coding Standards      
4.2.1 Selection of Programming Languages (Hardware & Software 




ITA)      




 Use of all programming languages.      
4.2.2 Software Integrity (Hardware & Software ITA)      
 Controls to prevent accidental or deliberate attempts to replace 




executable code:  
• Unbounded arrays or strings I(including buffers used to move 




data; 
• Pointer variables: and 
• Dynamic memory allocation and management. 




    




 




4.2.3 Software Modularity and Programming (Hardware & Software 
ITA)      




 Internal coding standards for modularity, including: 
a. A specific function for each module that can be tested and 




verified in dependently of the remainder of the code.  
b. A unique, mnemonic name differing by more than 1 character 




with header comments identifying the module’s purpose, design, 
conditions, version history followed by operation code. 




c. Required resources are contained within the module or identified 
as input or output to the module. 




d. Guidelines for module size. 
e. A single entry and exit point for normal process flow. 
f. Guidelines for process flows with the modules to conform to the 




control structures in Volume II section 5.   




    




 




4.2.4 Control Constructs (Hardware & Software ITA)      
 Internal coding standards for use of control constructs.        
4.2.5 Naming Conventions (Hardware & Software ITA)      
 Internal coding standards for naming conventions, including: 




a. Object, function, procedure, and variable names, chosen to 
enhance readability and intelligibility.  




b. Consistent used of names in code and documentation. 
c. Unique names within an application., differing by more than 1 




character with single character names forbidden except those 
for variables used as loop indexes.  Duplicate name may be 
used where scope of name is unique with the application.  
Names in shared modules are unique.  




d. Language keywords are not used in any manner inconsistent 
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with the design of the language.   
4.2.6 Coding Conventions (Hardware & Software ITA)      
 Coding conventions used are either:  




a. Published, reviewed and industry-accepted coding conventions 
(provide a copy to the ITA); or 




b. Internally defined and specified coding conventions (provide a 
copy to the ITA). 




    




 




4.2.7 Comment Conventions (Hardware & Software ITA)      
 Internal coding standards for comment conventions, including: 




a. All modules contain headers indicating identification of unit and 
revision information.  Modules with more than 10 lines of code 
shall also include: 
1. Purpose of the unit and how it works 
2. Other units called and the calling sequence; 
3. A description of input parameters and outputs; 
4. File references by name and method of access. 
5. Global variables used; and 
6. Date of creation and a revision record.  




b. Descriptive comments identify objects and data types.  At the 
point of declaration, variables have comments explaining their 
use.  




c. In-line comments facilitate interpretation of functional operations, 
tests and branching; 




d. Assembly code comments clearly describe the executable lines. 
e. Uniform format of comments, distinguishable from executable 




code.   




    




 




4.3 Data and Document Retention (Software ITA)      
a. & b. During an election, the integrity of vote and audit data is maintained 




and protected against any attempt at improper data entry or 
retrieval. 




    
 




4.4 Audit Record Data       
4.4.1 Pre-election Audit Records (Software ITA)      
 During election definition and ballot preparation, the system shall 




audit the preparation of the baseline ballot formats and modifications 
to them, a description of these modifications, and corresponding 
dates. 




    




 




a. The allowable number of selections for an office or issue;      
b. The combinations of voting patterns permitted or required by the 




jurisdiction      




c. The inclusion or exclusion of offices or issues as the result of 
multiple districting within the polling place      




d. Any other characteristics that may be peculiar to the jurisdiction, the 
election, or the polling place's location      




e. Manual data maintained by election personnel      
f. Samples of all final ballot formats      
g. Ballot preparation edit listings.      
4.4.2 System Readiness Audit Records (Hardware Functional & 




Software System Level)      















Page No. A-29 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




FEC 
Req. No. 




Requirement 
Volume 1, FECVSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




 




a. Prior to the start of ballot counting, a system process shall verify 
hardware and software status and generate a readiness audit 
record, including the identification of the software release, the 
identification of the election to be processed, and the results of 
software and hardware diagnostic tests 




    




 




b. In the case of systems used at the polling place, the record shall 
include the polling place's identification      




c. Ballot interpretation logic tests and records the correction installation 
of ballot formats on voting devices.      




d. The software shall check and record the status of all data paths and 
memory locations to be used in vote recording to protect against 
contamination of voting data 




    
 




e. Upon the conclusion of the tests, the software shall provide evidence 
in the audit record that the test data have been expunged      




f. If required and provided, the ballot reader and arithmetic-logic unit 
shall be evaluated for accuracy, and the system shall record the 
results, allowing the processing, or simulated processing, of 
sufficient test ballots to provide a statistical estimate of processing 
accuracy 




    




 




g. For systems that use a public network, provide a report of test 
ballots that includes: 
1. Number of ballots sent; 
2. When each ballot was sent; 
3. Machine from which each ballot was sent; and 
4. Specific votes or selections contained in the ballot. 




   




 




4.4.3 In-Process Audit Records (Hardware Functional & Software 
System Level)      




a. Machine generated error and exception messages demonstrate 
successful recovery, including, but are not necessarily limited to: 
1. The source and disposition of system interrupts resulting in entry 




into exception handling routines; 
2. All messages generated by exception handlers; 
3. The identification code and number of occurrences for each 




hardware and software error or failure; 
4. Notification of system login or access errors, file access errors, 




and physical violations of security as they occur, and a summary 
record of these events after processing; 




5. Other exception events such as power failures, failure of critical 
hardware components, data transmission errors, or other type of 
operating anomaly 




    




 




b. Critical system status messages other than informational messages 
displayed by the system during the course of normal operations, 
including, but are not limited to: 
1. Diagnostic and status messages upon startup; 
2. The “zero totals” check conducted before opening the polling 




place or counting a precinct centrally; 
3. For paper-based systems, the initiation or termination of card 
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reader and communications equipment operation; and 
4. For DRE machines at controlled voting locations, the event (and 




time, if available) of activating and casting each ballot (i.e., each 
voter's transaction as an event).  This data can be compared 
with the public counter for reconciliation purposes 




c. Non-critical status messages that are generated by the machine's 
data quality monitor or by software and hardware condition monitors      




d. System generated log of all normal process activity and system 
events that require operator intervention, so that each operator 
access can be monitored and access sequence can be constructed. 




    
 




4.4.4 Vote Tally Data  (Hardware Functional & Software System 
Level)      




 Voting systems shall meet reporting requirements by providing 
software capable of obtaining data concerning various aspects of 
vote counting and producing reports of them on a printer 




    
 




a. Vote tally data shall include number of ballots cast, using each ballot 
configuration, by tabulator, by precinct, and by political subdivision      




b. Vote tally data shall include candidate and measure vote totals for 
each contest, by tabulator      




c. Vote tally data shall include the number of ballots read within each 
precinct and for additional jurisdictional levels, by configuration, 
including separate totals for each party in primary elections. 




    
 




d. Vote tally data shall include separate accumulation of overvotes and 
undervotes for each contest, by tabulator, precinct and for additional 
jurisdictional levels (no overvotes would be indicated for DRE voting 
devices) 




    




 




e. Vote tally data shall include for paper-based systems only, the total 
number of ballots both processed and unprocessable; and if there 
are multiple card ballots, the total number of cards read. 




    
 




 For systems that produce an electronic file containing vote tally data, 
the contents of the file shall include the same minimum data cited in 
a-e for printed vote tally reports. 




    
 




4.5 Voter Secrecy (DRE Systems) (Hardware Functional & Software 
System Level)      




 a. Immediately after the voter casts a ballot, the voter’s selections are 
recorded in memory to be used for vote counting and audit data, 
including ballot images, and the selections are erased from the 
display, memory and all other storage, including all forms of 
temporary storage. 




   




 




b. Immediately after the voter cancels a ballot, selections are erased 
from the display and all other storage, including buffers and other 
temporary storage. 




   
 




5 Telecommunications       
5.2 Design, Construction, and Maintenance Requirements       
5.2.1 Accuracy (Hardware ITA and Software ITA)      
 Telecommunications components meet the accuracy requirements 




of section 3.2.1.     
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5.2.2 Durability (Hardware ITA)      
 Telecommunications components meet the durability requirements 




of section 3.4.2.     




5.2.3 Reliability (Hardware ITA)      
 Telecommunications components meet the reliability requirements 




of section 3.4.3.     




5.2.4 Maintainability (Hardware ITA)      
 Telecommunications components meet the maintainability 




requirements of section 3.4.4.     




5.2.5 Availability ((Hardware Function and Software System Level))      
 Telecommunications components meet the availability requirements 




of section 3.4.5.     




5.2.6 Integrity (Hardware Function and Software System Level)      
a. WANs using public telecommunications, boundary definition and 




implementation shall not give direct access or control of inside the 
boundary resources to any outside entity. 




   
 




b. Voting system administrators shall not require any control of 
resources outside the boundary.     




c. The system design and configuration is not vulnerable to a single 
point of failure in the connection to the public network causing loss 
of voting capabilities at any polling place. 




   
 




5.2.7 Confirmation (Hardware Function and Software System Level)      
d. Confirmation of successful or unsuccessful completion of data 




transmission,      




e.  Unsuccessful completion notifies the user of the action to be taken.     
6 Security Standards      
6.2 Access Controls      
6.2.1 Access Control Policies (Hardware & Software ITA)      
 General features and capabilities of the access control policy 




recommended to provide effective voting system security.      




6.2.1.1 General Access Control Policy      
 Description of recommended policies for: 




a. Software access controls; 
b. Hardware access controls; 
c. Communications; 
d. Effective password management; 
e. Protection abilities of a particular operating system; 
f. General characteristics of supervisory access privileges; 
g. Segregation of duties; and 
h. Any additional relevant characteristics. 




    




 




6.2.1.2 Individual Access Privileges      
 a. Identification of each person to whom access is granted, and the 




specific functions and data to which each person holds 
authorized access; 




b. Individual authorizations limited to a specific time, time interval, 
or phase of the voting or counting operations; and 
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c. Permitting the voter to cast a ballot expeditiously, but precluding 
voter access to all other aspects of the vote-counting processes. 




6.2.2 Access Control Measures (Hardware & Software ITA)      
 System access control measures designed to permit authorized 




access to the system and prevent unauthorized access.   
    




 




 Detailed description of the methods used to prevent unauthorized 
access to the access control capabilities of the system itself. 




    
 




6.3 Physical Security Measures      
6.3.1 Polling Place Security (Hardware Functional & Software System 




Level)      




 Measures to anticipate and counteract vandalism, civil disobedience, 
and similar occurrences.  The measures shall: 
a. Allow the immediate detection of tampering with vote casting 




devices and precinct ballot counters; and 
b. Control physical access to a telecommunications link if such a 




link is used. 




    




 




6.3.2 Central Count Location Security (Software ITA)      
 Measures to be taken in a central counting environment.  These 




measures shall include physical and procedural controls related to 
the: 
a. Handling of ballot boxes; 
b. Preparing of ballots for counting; 
c. Counting operations; and 
d. Reporting data. 




   




 




6.4 Software Security       
6.4.1 Software and Firmware Installation (Hardware Functional & 




Software System Level)      




a. For firmware, every device is to be retested to validate each ROM 
prior to the start of elections operations. 




    
 




b. No software shall be permanently installed or resident in the system 
unless the system documentation states that the jurisdiction must 
provide a secure physical and procedural environment for the 
storage, handling, preparation, and transportation of the system 
hardware. 




    




 




c. The system bootstrap, monitor, and device-controller software may 
be resident permanently as firmware, provided that this firmware has 
been shown to be inaccessible to activation or control by any means 
other than by the authorized initiation and execution of the vote-
counting program, and its associated exception handlers 




    




 




d. The election-specific programming may be installed and resident as 
firmware, provided that such firmware is installed on a component 
(such as computer chip) other than the component on which the 
operating system resides 




    




 




e. After initiation of election day testing, no source code or compilers or      
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assemblers shall be resident or accessible 
6.4.2 Protection Against Malicious Software  (Hardware & Software 




ITA)      




 Procedures to follow to ensure protection against file and macro 
viruses, worms, Trojan horses, and logic bombs is maintained in a 
current status 




    
 




6.5 Telecommunications and Data Transmission       
6.5.2 Data Integrity (Hardware functional & Software System Level)      
 Standard transmission error detection and correction methods such 




as checksums or message digest hashes.     




 Verification of correct transmission at the voting system application 
level and ensure that the correct data is recorded on all relevant 
components consolidated within the polling place prior to the voter 
completing casting of his or her ballot. 




   
 




6.5.4 Protection Against External Threats (Hardware and Software 
ITA)      




6.5.4.1 Identification of COTS Products      
 Name, vendor, and version of all COTS hardware and software 




products and communications services used in the development 
and/or operation of the voting system, including: 
a. Operating systems; 
b. Communications routers; 
c. Modem drivers; and 
d. Dial-up networking software. 




   




 




6.5.4.3 Monitor and Responding to External Threats      
 Detailed description, including scheduling information, of the 




procedures to: 
a. Monitor threats,  
b. Evaluate threats and proposed responses; 
c. Develop responsive updates to the system and/or corrective 




procedures; 
d. Submit the proposed response to the ITAs and appropriate 




states for approval, identifying the exact changes and whether 
or not they are temporary or permanent; 




e. After implementation of the proposed response is approved by 
the state, assist clients, either directly or through detailed written 
procedures, how to update their systems and/or to implement 
the corrective procedures no later than one month before an 
election; and 




f. Address threats emerging too late to correct the system at least 
one month before the election, including: 




1) Providing prompt, emergency notification to the ITAs and the 
affected states and user jurisdictions; 




2) Assisting client jurisdictions directly, or advising them through 
detailed written procedures, to disable the public 
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telecommunications mode of the system; and  
3) After the election, modifying the system to address the threat; 




submitting the modified system to an ITA and appropriate 
state certification authority for approval, and assisting client 
jurisdictions directly, or advising them through detailed written 
procedures, to update their systems and/or to implement the 
corrective procedures after approval. 




6.5.5 Shared Operating Environment (Hardware and Software ITA)      
a. Systems that use a shared operating environment use security 




procedures and logging records to control access to system 
functions. 




   
 




b. Systems that use a shared operating environment partition or 
compartmentalize voting system functions from other concurrent 
functions at least logically, and preferably physically as well 




   
 




c. Systems that use a shared operating environment control system 
access by means of passwords, and restriction of account access to 
necessary functions only 




   
 




d. Systems that use a shared operating environment have capabilities 
in place to control the flow of information, precluding data leakage 
through shared system resources 




   
 




6.5.6 Access to Incomplete Election Returns and Interactive Queries 
(Software ITA)      




a. Voting systems that provide access to incomplete election returns 
and interactive inquiries before the completion of the official count, 
including equipment operating in a central counting environment or 
polling place equipment containing removable memory modules or 
that may be removed entirely to a central place for consolidation 
polling place returns, is designed to provide external access to 
incomplete election returns only if the statues and regulations of the 
using agency authorize that access. 




    




 




b. Voting systems that provide access to incomplete election returns 
and interactive inquiries before the completion of the official count, 
use voting system software and its security environment designed 
such that data accessible to interactive queries resides in an 
external file, or database, that is created and maintained by the 
elections software under the restrictions applying to any other output 
report, namely, that: 
1. The output file or database has no provision for write-access 




back to the system. 
2. Persons whose only authorized access is to the file or database 




are denied write-access, both to the file or database, and to the 
system. 




    




 




6.6 Security for Transmission of Official Data Over Public 
Communications Networks      




6.6.1 General Security Requirements for Systems Transmitting Data 
Over Public Networks (Hardware and Software ITA)      




a. Systems that transmit data over public telecommunications networks     
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preserve the secrecy of a voter’s ballot choices, and prevent anyone 
from violating ballot privacy 




b. Systems that transmit data over public telecommunications netwo
employ digital signature for all communications between the vote ser
and other devices that communicate with the server over the network 




   
 




c. Systems that transmit data over public telecommunications netwo
require that at least two authorized election officials activate any crit
operation regarding the processing of ballots transmitted over a pu
communications network takes place, i.e. the passwords or cryptograp
keys of at least two employees are required to perform processing
votes. 




   




 




6.6.2 Voting Process Security for Casting Individual Ballots over a 
Public Telecommunications Network (Hardware Function and 
Software System Level) 




    
 




6.6.2.1 Documentation of Mandatory Security Activities      
a. Systems that transmit data over public telecommunications networks 




all activities mandatory to ensuring effective system security to be 
performed in setting up the system for operation, including testing of 
security before an election 




   




 




b. Systems that transmit data over public telecommunications networks
activities that should be prohibited during system setup and during 
time frame for voting operations, including both the hours when polls 
open and when polls are closed 




   




 




6.6.2.2 Capabilities to Operate During Interruption of 
Telecommunications Capabilities      




a. Systems shall provide resistance to interruptions of telecommunicati
service that prevent voting devices at the poll site from communica
with external components via telecommunications, detecting 
occurrence of a telecommunications interruption at the poll site 
switching to an alternative mode of operation that is not dependent on 
connection between poll site voting devices and external syst
components 




   




 




b. Systems shall provide resistance to interruptions of telecommunicati
service that prevent voting devices at the poll site from communica
with external components via telecommunications, provide an altern
mode of operation that includes the functionality of a conventional D
machine without losing any single vote. 




   




 




c. Systems shall provide resistance to interruptions of telecommunicati
service that prevent voting devices at the poll site from communica
with external components via telecommunications, create and prese
an audit trail of every vote cast during the period of interrup
communication and system operation in conventional DRE system mo




   




 




d. Systems shall provide resistance to interruptions of telecommunicati
service that prevent voting devices at the poll site from communica
with external components via telecommunications, upon reestablishm
of communications, transmit and process votes accumulated w
operating in conventional DRE system mode with all security safegua
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in effect; 
 Systems shall provide resistance to interruptions of telecommunicati




service that prevent voting devices at the poll site from communica
with external components via telecommunications, en sure that 
safeguards related to voter identification and authentication are 
affected by the procedures employed by the system to counte
potential interruptions of telecommunications capabilities. 




   




 




7 Quality Assurance      
7.2 General Requirements (Hardware & Software ITA)      
a. Implementation of a quality assurance program, including 




procedures for specifying, procuring, inspecting, accepting, and 
controlling parts and raw materials of the requisite qualify 




    
 




b. Implementation of a quality assurance program including procedures 
for specifying, procuring, inspecting, accepting, and controlling parts 
and raw materials of the requisite qualify; 




    
 




c. Implementation of a quality assurance program requiring the 
documentation of the hardware and software development process;      




d. Implementation of a quality assurance program: 
Identify and enforce all requirements for: 
1. In-process inspection and testing that the manufacturer deems 




necessary to ensure proper fabrication and assembly of 
hardware, and 




2. Installation and operation of software (including firmware) 




    




 




e. Implementation of a quality assurance program including plans and 
procedures for post- production environmental screening and 
acceptance test; and 




    
 




f. Implementation of a quality assurance program including a 
procedure for maintaining all data and records required to document 
and verify the qualify inspections and tests. 




    
 




8 Configuration Management      
8.1 Scope      
8.1.1 Configuration Management Requirements (Hardware & 




Software ITA)      




 Configuration Management Practices for: 
♦ Identifying discrete system components; 
♦ Creating records of a formal baseline and later versions of 




components; 
♦ Controlling changes made to the system and its components; 
♦ Releasing new versions of the system to ITAs; 
♦ Releasing new versions of the system to customers; 
♦ Auditing the system, including its documentation, against 




configuration management records; 
♦ Controlling interfaces to other systems; an 
♦ Identifying tools used to build and maintain the system. 




    




 




8.1.3 Configuration Management Requirements  (Hardware & 
Software ITA)      
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 Documented Configuration Management Practices for: 
a. Software components; 
b. Hardware components; 
c. Communications components;  
d. Documentation; 
e. Identification and naming and conventions (including changes to 




these conventions) for software programs and data files; 
f. Development and testing artifacts such as test data and scripts; 




and 
g. File archiving and data repositories. 




    




 




8.2 Configuration Management Policy  (Hardware & Software ITA)      
a. Scope and nature configuration management program activities.        
b. Breadth of the application of the vendor’s policies and practices to 




the voting system.  (i.e. extent to which policies and practices apply 
to the total system and extent to which polices and practices of 
suppliers apply to particular components, subsystems or other 
defined system elements. ) 




    




 




8.3 Configuration Identification      
8.3.1  Structuring and Naming Configuration Items  (Hardware & 




Software ITA)      




 Procedures and conventions used to: 
a. Classify configuration items into categories and subcategories; 
b. Uniquely number or otherwise identify configuration items; and 
c. Name configuration items 




    




 




8.3.2 Version Conventions  (Hardware & Software ITA)      
 Conventions used when a system component is used to identify 




higher-level system elements. 
a. Identify the specific versions of individual configuration items 




and sets of items that are used by the vendor to identify higher 
level system elements such as subsystems; 




b. Uniquely number or otherwise identify versions; and 
c. Name versions. 




    




 




8.4 Baseline, Promotion and Demotion Procedures  (Hardware & 
Software ITA)      




 Formal procedures and conventions for establishing and providing a 
complete description of the procedures and related conventions 
used to: 
a. Establish a particular instance of a component as the starting 




baseline; 
b. Promote subsequent instances of a component to baseline 




status as development progresses through to completion of the 
initial completed version released to the ITAs for qualification 
testing; and 




c.  Promote subsequent instances of a component to baseline 
status as the component is maintained throughout its life cycle 
until system retirement (i.e., the system is no longer sold or 
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maintained by the vendor). 
8.5 Configuration Control Procedures  (Hardware & Software ITA)      
 Complete description of procedures and related conventions used 




to: 
a. Develop and maintain internally developed items; 
b. Acquire and maintain third-party items; 
c. Resolve internally identified defects for items regardless of their 




origin; and 
d. Resolve externally identified and reported defects (i.e., by 




customers and ITAs) 




    




 




8.6  Release Process Procedures (Hardware & Software ITA)      
 Complete description of procedures and related conventions used 




to: 
a. Perform a first release of the system to an ITA; 
b. Perform a subsequent maintenance or upgrade release of the 




system, or a particular components, to an ITA; 
c. Perform the initial delivery and installation of the system to a 




customer, including confirmation 
d. Perform a subsequent maintenance or upgrade release of the 




system, or a particular component, to a customer, including 
confirmation that the installed version of the system matches 
exactly the qualified system version. 




    




 




8.8 Configuration Management Resources (Hardware & Software 
ITA)      




 Complete description of procedures and related practices to 
maintaining information about: 
a. Specific tools used, current version, and operating environment; 
b. Physical location of the tools, including designation of computer 




directories and files; and 
c. Procedures and training materials for using the tools.. 
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ESS Model 100 Version 5.1.0.0Q Software Review Summary 
 
This review covers Version 5.1.0.0Q of the ESS Model 100 code, received August 24th, 2004, 
with respect to its compliance with the FEC guidelines for software quality and reliability. This 
evaluation included, but was not limited to, the following considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report detailed specific instances where it was felt that the code fell short in some 
area being reviewed, and gave file names and line numbers where applicable to guide the 
maintainers in making needed corrections.   
 
A recommendation is given at the end of this document. 
 
Revision 5.0.0.0R Assessment Statements 
 
Release 5.0.0.0R was received in June, 2003.  All files had changed since the 4.8.3 release, so 
the list of files reviewed is a complete list of all source files.  Files were compared against the 
new 2002 FEC guidelines and any issues noted. 
 
Revision 5.0.0.0R Source File Specific Notes 
 
b386ex.c 
 
Lines 75,80 – uncommented declarations. 
Line 191 – main() – uncommented declaration. 
 
comms.c 
 
Lines 321,322,326-328,333-338,482,518 – uncommented declarations. 
Lines 579,580 – extract_string() – uncommented, uninitialized declarations. 
Line 583 – extract_string() – input parameters not bounds checked. 
Line 645 – switch_modem2sram() – uncommented declaration. 
Lines 774-778 – switch_sram2modem() – uncommented declarations, and one uninitialized. 
Line 926-930 – find_modem_port() – uncommented declarations. 
Line 934 – find_modem_port() – input parameters not bounds checked. 
Lines 996-998 – init_modem() – input parameter not bounds checked. 
Lines 1188-1191 – SeekModemErrHandler() – uncommented declarations. 
Line 1275 – SeekingModem() – uncommented declaration. 
Line 1279 – SeekingModem() – input parameters not bounds checked. 
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Lines 1378-1381 – InitializeModem() – uncommented declarations. 
Line 1387 – InitializeModem() – input parameters not bounds checked. 
Lines 1456-1459 – CallSprHostErrHandler() – uncommented declarations. 
Line 1532-1534 – MakeLcdMessage() – uncommented declarations. 
Line 1551 – MakeLcdMessage() – needs default. 
Line 1595-1597 – dial_host() – uncommented declarations. 
Line 1603 – dial_host() – input parameters not bounds checked. 
Line 1666,1667 – CallSprHost() – uncommented declarations. 
Line 1671 – CallSprHost() – input parameters not bounds checked. 
Line 1736,1737 – SendSinglePrecinct() – uncommented declarations. 
Line 1739 – SendSinglePrecinct() – input parameters not bounds checked. 
Lines 1804-1808 – SendSprLoginPack() – uncommented declarations. 
Line 1817 – SendSprLoginPack() – input parameter not bounds checked. 
Lines 1872-1877 – SendElecDataKeyHandler() – uncommented declarations. 
Lines 1986-1991 – SendElectionData() – uncommented declarations. 
Line 2023 – SendElectionData() – input parameters not bounds checked. 
Line 2109 – CloseModem() – input parameters not bounds checked. 
Line 2165 – GetPrecNames() – uncommented declarations. 
Line 2172 – GetPrecNames() – excessive indirection. 
Line 2173 – GetPrecNames() – input parameters not bounds checked. 
Lines 2224,2225 – send_results_to_tcp() – uncommented declarations. 
Line 2297-2300 – CheckPhoneNumber() – uncommented declarations. 
Line 2372 – test_send_results() – uncommented declaration. 
Line 2426 – menu_send_results() – uncommented declaration. 
Line 2478 – auto_send_results() – uncommented declaration. 
Lines 2532-2538 – send_results_to_spr() – uncommented declarations. 
Line 2573 – send_results_to_spr() – input parameter not bounds checked. 
Lines 2636-2639 – get_response() – uncommented declarations. 
Line 2637 – get_response() – single character variablename. 
Line 2650 – get_response() – input parameters not bounds checked. 
Line 2727 – xmit_string() – uncommented declaration. 
Line 2731 – xmit_string() – input parameters not bounds checked. 
Lines 2774,2775 – check_carrier() – uncommented declarations. 
Line 2781 – check_carrier() – input parameter not bounds checked. 
Lines 2833,2834 – detect_carrier() – uncommented declarations. 
Line 2842 – detect_carrier() – input parameter not bounds checked. 
Line 2898 – get_baud_code() – uncommented declaration. 
Lines 2966,2967 – set_line_params() – uncommented declarations. 
Lines 3001,3013,3024 – set_line_params() – need default. 
Line 3016 – set_line_params() – input parameters not bounds checked. 
Lines 3079,3080 – sleepms() – uncommented declarations. 
Lines 3133-3135 – getcrc16() – uncommented, uninitialized declarations. 
Line 3140 – getcrc16() – input parameters not bounds checked. 
Line 3162 – get_data_packet() – header description does not match input parameter list. 
Lines 3190-3196 – get_data_packet() – uncommented declarations, some uninitialized. 
Line 3255 – get_data_packet() – input parameters not bounds checked. 
Line 3292 – get_data_packet() – needs default. 
Lines 3337-3344 – send_spr_data() – uncommented declarations. 
Line 3348 – send_spr_data() – input parameters not bounds checked. 
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Lines 3533-3539 – scan_serial_stream() – uncommented declarations. 
Line 3589 – scan_serial_stream() – input parameters not bounds checked. 
Lines 3676,3677 – add_counter_to_spr_record() – uncommented, uninitialized declarations. 
Line 3693 – add_counter_to_spr_record() – input parameters not bounds checked. 
Line 3744 – add_buffer_to_spr_record() – uncomment declaration. 
Line 3746 – add_buffer_to_spr_record() – input parameters not bounds checked. 
Line 3808-3813 – add_contests_to_spr_record() – uncomment declarations. 
Line 3815 – add_contests_to_spr_record() – input parameters not bounds checked. 
Line 3873 – AddBallotCastCounters() – header description does not match input parameter list. 
Line 3900 – AddBallotCastCounters() – single character variablename. 
Line 3903 – AddBallotCastCounters() – uncommented, uninitialized declarations. 
Lines 3964-3969 – format_spr_record() – uncommented declarations, some uninitialized. 
Line 3973 – format_spr_record() – input parameters not bounds checked. 
 
comms_don.c 
 
Comms_don.c appears to be identical to comms.c except that comms.c has had changes made 
bringing it closer to FEC compliance. The code in the two files is identical, except that comms.c 
has more comments, more symbolic constants replacing naked constants, and more of an effort 
to accommodate FEC line widths.  It is assumed, therefore, that comms_don.c is not a part of 
the production code.  If it is, all of the issues in comms.c apply, with simply the line numbers 
changed. 
 
decode.c 
 
Lines 430,439,441 – create_vote_pixel_count_table() – uncommented declarations. 
Line 481 – create_vote_pixel_count_table() – earlier input parameter bounds check does not 
prevent execution of this line in the event that sbi=NULL.  Bounds checking needs to be 
improved. 
Line 585 – decode_ballot() – bounds check (line 590) comes after input parameter is used. 
Line 734 – decode_seq() – header description does not match input parameter list. 
Lines 744-758 – decode_seq() – uncommented declarations. 
Line 760 – decode_seq() – single character variablename is a simple counter here, not an index 
in a loop; hence, it needs a more mnemonic multicharacter name. 
Line 878 – decode_split() – input parameters not bounds checked. 
Line 959 – decode_type() – uncommented declaration. 
Line 966 – decode_type() – single character variablename is a simple counter here, not an 
index in a loop; hence, it needs a more mnemonic multicharacter name. 
Line 977 – decode_type() – input parameters not bounds checked. 
Line 1030 – determine_vertical_offsets() – header description does not match input parameter 
list. 
Line 1061 – determine_vertical_offsets() – input parameters not bounds checked. 
Line 1095 – determine_vertical_offset_head_first() – header description does not match input 
parameter list. 
Line 1180 – determine_vertical_offset_head_first() – this line can still be executed even if 
sbi=NULL. In that case, the program would crash. Bounds checking needs to be improved. 
Line 1257 – determine_vertical_offset_tail_first() – header description does not match input 
parameter list. 
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Line 1343 – determine_vertical_offset_tail_first() – this line can still be executed even if 
sbi=NULL. In that case, the program would crash. Bounds checking needs to be improved. 
Line 1426 – test_counterfeit_ballot() – header description does not match input parameter list. 
Line 1455 – test_counterfeit_ballot() – uninitialized declaration. 
Line 1463 – test_counterfeit_ballot() – input parameter not bounds checked. 
Line 1523 – test_for_blocked_sensors() – uncommented declaration. 
Line 1544 – test_for_blocked_sensors() – input parameter not bounds checked. 
Line 1627 – test_for_blocked_sensors() – excessive indirection. 
 
events.c 
 
Line 275 – uncommented declaration. 
Lines 351-357 – event2string() – uncommented and/or uninitialized declarations. 
Line 360 – event2string() – input parameters not bounds checked. 
Line 385 – event2string() – excessive indirection. 
 
imr.c 
 
Lines 73-78,173 – uncommented declarations. 
Line 220 – IMR_the_row() – input parameter not bounds checked. 
Line 337 – analyze_cell_window() – uncommented declaration with input parameters not 
bounds checked. 
Lines 346,350 – analyze_cell_window() – uncommented and/or uninitialized declarations. 
Line 420 – analyze_cell_window() – easy to look at l and mistake it for a 1. Another 
variablename would be more readable. 
Lines 553-561 – analyze_oval() – uncommented declarations. 
Line 583 – analyze_oval() – input parameter not bounds checked – divide-by-zero possibility 
here. 
Lines 642,756-799 – fill_cell_window() – uncommented and/or uninitialized declarations. 
Line 817 – fill_cell_window() – input parameter not bounds checked. 
Line 876 – gather_IMR_status() - input parameters not bounds checked. 
Line 946 – init_cell_variables() – uncommented, uninitialized declaration. 
Line 1011 – mark_classifier() - input parameter not bounds checked. 
Line 1062 – set_IMR_logic() – if IMR_Config is a global, it should be in the header. 
 
kpad.c 
 
Line 141 – uncommented declaration. 
Lines 191,192 – init_kpad() – uncommented declaration. 
Line 241 – k_getch() – uncommented declaration. 
Line 291 – k_kbhit() – uncommented declaration. 
Lines 332,333 – new_getch() – uncommented declarations. 
Lines 388,389 – keypad_config() – uncommented declarations. 
 
lcd.c 
 
Lines 236-242 – uncommented declarations. 
Lines 314-320 – udelay() – uncommented declarations. 
Lines 494-497 – lcd_busy() – uncommented declarations. 
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Lines 572-575 – lcd_busy() – uncommented declarations. 
Line 664 – lcd_char() – single character variablename. 
Lines 666,667 – lcd_char() – uncommented declarations. 
Line 758 – lcd_cmd() – single character variablename. 
Lines 760-763 – lcd_cmd() – uncommented declarations. 
Line 855 – lcd_goto_xy() – single character variablenames. 
Lines 857-859 – lcd_goto_xy() – uncommented declarations. 
Lines 955-957 – lcd_pos_cursor() – uncommented declarations. 
Lines 1247,1249 – adjust_for_wraparound() – single character variablenames. 
Lines 1249,1250 – adjust_for_wraparound() – uncommented declarations. 
Line 1341 – lcd_printfxy() – single character variablenames. 
Lines 1343-1347 – lcd_printfxy() – uncommented declarations. 
Lines 1452,1457,1458 – lcd_center_htext() – single character variablenames. 
Lines 1454-1459 – lcd_center_htext() – uncommented declarations. 
Line 1530 – lcd_charxy() – single character variablenames. 
Line 1532 – lcd_charxy() – uncommented declaration. 
Line 1584,1585 – lcd_clrline() – uncommented declarations. 
Line 1601 – lcd_refresh() – inaccurate header. 
Lines 1643,1644 – lcd_refresh() – uncommented declarations. 
Line 1671 – reset_lcd() – inaccurate header. 
 
menu.c 
 
Lines 649-653 – uncommented declarations. 
Lines 1455-1458 – autoread_settings_menu() – uncommented declarations. 
Line 1613 – select_digit() – uncommented declaration. 
Line 1683 – minus_key() – uncommented declaration. 
Line 1728 – plus_key() – uncommented declaration. 
Line 1778-1792 – plus_minus_key() – uncommented declarations. 
Line 1866 – plus_minus_key() – not immediately obvious how it is logically impossible for this 
denominator to be zero. 
Line 1903 – size_t_to_ascii() – parameter list in header does not match function list. 
Line 1941,1942 – size_t_to_ascii() – uncommented declarations. 
Line 1960 – size_t_to_ascii() – not immediately obvious how it is logically impossible for base to 
be zero. 
Lines 2322-2329 – clear_electionday_totals() – uncommented declarations. 
Line 2323 – clear_electionday_totals() – uninitialized declaration. 
Lines 2426-2428 – clear_pcmcia_card_totals() – uncommented declarations. 
Lines 2570,2571 – print_precinct_report() – uncommeneted declarations. 
Line 2571 – print_precinct_report() – uninitialized declaration. 
Line 2631 – main_menu() – uncommented declaration. 
Lines 2677-2686 – no_election_card_menu() – uncommented declarations. 
Lines 2684,2686 – no_election_card_menu() – uninitialized declarations. 
Line 2711 – no_election_card_menu() – needs default. 
Lines 2769 – open_polls_menu() – uninitialized declaration. 
Lines 2812 – open_polls_menu() – needs default. 
Lines 2865-2874 – reopen_polls_menu() – uncommented declarations. 
Line 2874 – reopen_polls_menu() – uninitialized declarations. 
Line 2908 – reopen_polls_menu() – needs default. 
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Lines 2960-2964 – ballot_feed_menu() – uncommented declarations. 
Line 2992,3015 – ballot_feed_menu() – needs default. 
Lines 3091-3096 – error_hdl() – uncommented declarations. 
Line 3242,3243 – record_sys_event() – uncommented declarations. 
Lines 3348-3354 – record_event() – uncommented declarations. 
Line 3353 – record_event() – uninitialized declaration. 
Line 3407 – record_event() – input parameter not bounds checked. 
Lines 3512,3520 – system_halt() – uncommented declarations. 
Line 3520 – system_halt() – uninitialized declaration. 
Line 3560 – get_ACpwr_status() – uncommented declaration. 
Line 3731 – get_super_status() – uncommented declaration. 
Line 3835,3836 – update_supervisor_mode_indicator() – uncommented declarations. 
Line 3886 – get_wkey() – uninitialized declaration. 
Lines 3886,3887 – get_wkey() – uncommented declarations. 
Line 3952 – check_ACsupply_level() – uncommented declaration. 
Lines 4080,4085 – elct_test() – uncommented declarations. 
Line 4207 – elct_test() – needs default. 
Lines 4303-4319 – analyze_ballot_result() – uncommented declarations. 
Lines 4302,4308 – analyze_ballot_result() – uninitialized declarations. 
Line 4326 – analyze_ballot_result() – input parameters not bounds checked. 
Line 4350 – analyze_ballot_result() – naked constant 20 needs comment explaining what it 
means here. 
Lines 4541-4852 – count_ballots() – function exceeds 240 lines in length. 
Line 4545-4574,4586,4587 – count_ballots() – uncommented declarations. 
Line 4834 – count_ballots() – needs default. 
Line 4899 – setup_tally_display() – input parameters not described in header or bounds 
checked. 
Lines 5009,5010 – read_bit_patterns() – uncommented declarations. 
Line 5012 – read_bit_patterns() – input parameters not bounds checked. 
Line 5070 – write_bit_patterns() – input parameters not bounds checked. 
Lines 5120-5122 – test_counter_space() – uncommented declarations, some uninitialized. 
Lines 5250,5251 – close_polls() – uncommented declarations. 
Lines 5371-5380 – election_menu() – uncommented declarations. 
Lines 5586,5587 – stnd_trav() – uncommented declarations. 
Line 5660 – stnd_trav() – needs default. 
Lines 5733-5740 – enable_prec_menu() – uncommented declarations, some uninitialized. 
Lines 5956-5960 – calibrate_menu() – uncommented declarations, some uninitialized. 
Line 5998 – calibrate_menu() – needs default. 
Lines 6083-6087 – system_settings() – uncommented declarations. 
Line 6125 – system_settings() – needs default. 
Lines 6203 – update_oval_counts() – input parameters not bounds checked. 
Lines 6206-6209 – update_oval_counts() – uncommented declarations. 
Lines 6295-6302 – feed_ball() – uncommented and uninitialized declarations. 
Lines 6460-6473 – recycle_mode_menu() – uncommented declarations. 
Line 6547 – recycle_mode_menu() – needs default. 
Lines 6894-6909 – get_passwd() – uncommented declarations, some uninitialized. 
Line 6971 – get_passwd() – needs default. 
Line 7019 – leap() – uncommented uninitialized declaration. 
Lines 7069,7070 – calc_num_days() – uncommented declaration, one uninitialized. 
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Line 7074 – calc_num_days() – input parameter not bounds checked. 
Lines 7130-7137 – set_time() – uncommented declarations, some uninitialized. 
Lines 7197,7208 – set_time() – need default. 
Line 7267 – adjust_date() – uncommented uninitialized declaration. 
Line  7273 – adjust_date() – input parameters not bounds checked. 
Line 7288 – adjust_date() – needs default. 
Lines 7355-7362 – set_date() – uncommented declarations, some uninitialized. 
Line 7416 – set_date() – needs default. 
Line 7538 – get_tzone() – needs default. 
Lines 7602-7605 – set_skew_menu() – uncommented declarations, some uninitialized. 
Line 7639 – set_skew_menu() – needs default. 
Lines 7705,7725-7727 – set_dacs_menu() – uncommented declarations. 
Lines 7877,7892 – set_dacs_menu() – need default. 
Lines 7938-7940 – get_max_cell_count() – uncommented declarations, some uninitialized. 
Lines 7996,7997 – get_max_arrow_count() – uncommented declarations, some uninitialized. 
Line 8058 – number_to_digits() – uncommented, uninitialized declaration. 
Line 8060 – number_to_digits() – input parameters not bounds checked. 
Line 8100 – digits_to_number() – input parameters not bounds checked. 
Line 8102-8104 – digits_to_number() – uncommented declarations, some uninitialized. 
Line 8176 – init_scanparms() – uncommented declaration. 
Lines 8261-8263 – reset_factory_defaults() – uncommented declarations. 
Line 8330-8332 – save_factory_defaults() – uncommented declarations. 
Lines 8401-8403 – load_factory_defaults() – uncommented declarations. 
Lines 8483-8485 – set_tzone() – uncommented declarations. 
Line 8518 – update_clock() – parameter list in header does not match input parameter list. 
Line 8543 – update_clock() – input parameters not bounds checked. 
Line 8647 – load_flash_menu() – input parameters not bounds checked. 
Lines 8649-8653 – load_flash_menu() – uncommented declarations, some uninitialized. 
Lines 8794-8805 – recycle_set_menu() – uncommented declarations, some uninitialized. 
Line 8853 – recycle_set_menu() – needs default. 
Lines 8909-8919 – set_sensor_offset() – uncommented declarations, some uninitialized. 
Line 8964 – set_sensor_offset() – needs default. 
Line 9060 – main() – uncommented declaration. 
Line 9143 – main() – exits must give message indicating reason for exit. 
Line 9240 – force_super_off() – uncommented declarations. 
Lines 9350,9352 – print_results_report() – uninitialized declarations. 
Lines 9487-9490 – more_selections_menu() – uncommented declarations. 
Line 9573 – more_selections_menu() – needs default. 
Lines 9653,9655,9660 – more_reports_menu() – uninitialized or uncommented declarations. 
Line 9721 – more_reports_menu() – needs default. 
Lines 9783-9785 – dispatch_ballot() – uncommented or uninitialized declarations. 
Line 9813 – dispatch_ballot() – input parameter not bounds checked. 
Lines 9892-9894 – query_add_certification() – uncommented declarations, one uninitialized. 
Line 9962 – results_report_menu() – uncommented declaration. 
Line 10021 – audit_log_menu() – uncommented declaration. 
Line 10082 – log_machine_id_change() – uncommented declaration. 
Line 10144 – reset_counter_block() – uncommented declaration. 
Lines 10216,10217 – print_polls_open_reports() – uncommented declarations. 
Line 10314 – modem_diagnostics_menu() – uninitialized declaration. 
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Line 10316 – modem_diagnostics_menu() – uncommented declaration. 
Line 10362 – modem_diagnostics_menu() – needs default. 
Lines 10420,10422 – display_seq_type_split_error() – uncommented declarations. 
Lines 10480-10482 – display_jam_message() – uncommented declarations. 
Lines 10557-10561 – display_marginal_mark_error() – uncommented and/or uninitialized 
declarations. 
Line 10583 – display_marginal_mark_error() – input parameter not bounds checked. 
Lines 10628,10629 – get_number_voters() – uncommented and/or uninitialized declarations. 
Line 10640 – get_number_voters() – input parameter not bounds checked. 
Lines 10711,10713,10714 – wait_event() – uninitialized declarations. 
 
menueng.c 
 
Line 593 – display_user_message() – input parameters not bounds checked. 
Lines 740,750,760 – get_printer_yesno() – uncommented declarations. 
Lines 908,914,915 – display_label() – uncommented declarations. 
Line 918 – display_label() – input parameters not bounds checked. 
Line 982 – display_keypad_opts() – uncommented declaration. 
Line 995 – display_keypad_opts() – input parameters not bounds checked. 
Line 1089 – cmp_level() – input parameters not bounds checked. 
Line 1170 – display_menu_option_line() – input parameters not bounds checked. 
Lines 1227-1230 – display_key_labels() – uncommented declarations. 
Line 1317 – check_valid_menu() – input parameter not bounds checked. 
Lines 1368,1371 – display_message() – uncommented declarations. 
Line 1584 – return2menusys() – input parameter not bounds checked. 
Line 1650 – find_next_menu() – input parameter not bounds checked. 
Line 1746 – single_menu() – input parameter not bounds checked. 
Line 1792 – display_fsmessage() – uncommented declaration. 
Line 1811 – display_fsmessage() – input parameter not bounds checked. 
Line 2028 – get_yesno_cancel() – uncommented declaration. 
Line 2073 – get_yesno_cancel() – input parameters not bounds checked. 
Line 2130 – get_yesno_cancel() – needs default. 
Line 2183 – display_continue_message() – uncommented declaration. 
Line 2204 – display_continue_message() – display_continue_message. 
 
mkappcd.c 
 
Lines 116,117 – uncommented declarations. 
Line 171 – get_CRC() – uncommented declaration. 
Line 176 – get_CRC() – input parameters not bounds checked. 
Line 300 – write_pcm_file() – input parameters not bounds checked. 
Line 568 – setup_flash_header() – input parameters not bounds checked. 
 
mytest.c 
 
Lines 52-56 – write_scan_parms() – uncommented and/or uninitialized declarations. 
Line 53 – write_scan_parms() – single character variablename. 
Line 73 – write_scan_parms() – input parameters not bounds checked. 
Lines 150-160 – read_scan_parms() – uncommented and/or uninitialized declarations. 
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Line 151 – read_scan_parms() – single character variablename. 
Line 157 – read_scan_parms() – input parameters not bounds checked. 
 
pcm.c 
 
Line 306 – uninitialized declaration. 
Line 448 – get_card_type() – uncommented declaration. 
Line 523 – scan_sockets() – input parameter not bounds checked. 
Line 670 – get_name_string() – input parameter not bounds checked. 
Line 731 – pcard_write() – input parameters not bounds checked. 
Line 739 – pcard_write() – uncommented declaration. 
Line 839 – pcard_read() – input parameters not bounds checked. 
Line 928 – check_pcard() – input parameters not bounds checked. 
Line 990 – read_pcard_blk() – input parameters not bounds checked. 
Line 1102 – start_xtrabin() – uncommented declaration. 
Line 1728 – get_CRC() – uncommented declaration. 
Line 1733 – get_CRC() – input parameters not bounds checked. 
Line 1845 – init_paudit_log() – input parameters not bounds checked. 
Line 2009 – get_next_event() – input parameters not bounds checked. 
Line 2244 – calc_32crc() – input parameters not bounds checked. 
Line 2378 – write_sysaud() – input parameter not bounds checked. 
Line 2434 – read_sysaud() – input parameter not bounds checked. 
Line 2515 – set_syslog_defvalues() – input parameter not bounds checked. 
Line 2569 – copy_syslog() – input parameter not bounds checked. 
Line 2704 – set_system_flags() – input parameter not bounds checked. 
Line 2806 – read_card_header() – input parameter not bounds checked. 
Line 2900 – check_card_format() – input parameter not bounds checked. 
 
printer.c 
 
Lines 364-371 – uncommented declarations, one int parameter uninitialized. 
Line 556 – PrintBFTotals() – if Mstr_rec is a global, it should be listed in the header. 
Line 687 – ResetReportFormat() – if PCMCIA_hdr is a global, it should be listed in the header. 
Line 842 – bit_shift_buff() – input parameter not bounds checked. 
Line 900 – checkprn_output() – if Prn_output is a global, it should be listed in the header. 
Line 983 – cmp_rotation_sort_rec() – input parameters not bounds checked. 
Lines 1123,1124 – feed_printer() – uninitialized declarations. 
Lines 1295,1296 – format_time_stamp() – uninitialized declarations. 
Line 1356 – get_ballot_dispatch_string() – uninitialized declaration. 
Line 1428 – get_cand_order_sequence() – input parameters not bounds checked. 
Line 1508 – get_pcorace_prace() – uncommented declaration. 
Line 1613 – get_printer_status() – header does not match input parameter list. 
Lines 1722,1723,1725 – get_race_rotation_from_ballot() – uninitialized declarations. 
Line 1736 – get_race_rotation_from_ballot() – excessive indirection. 
Line 1807 – pprintf() – uninitialized declaration. 
Line 1893 – print_audit_log() – uninitialized declaration. 
Lines 1977,1978 – print_ballot_accounting() – uninitialized declarations. 
Line 2070 – print_ballot_types_line() – input parameters not bounds checked. 
Line 2072 – print_ballot_types_line() – excessive indirection. 
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Line 2141 – print_ballots_accept_reject() – input parameter not bounds checked. 
Lines 2210,2215 – print_buff() – uncommented declarations. 
Line 2306 – print_buff() – input parameters not bounds checked. 
Line 2372 – print_cell_row() – header description does not match input parameter list. 
Line 2416 – print_cell_row() – input parameters not bounds checked. 
Line 2550 – print_cell_table() – uninitialized declaration. 
Line 2869 – print_custom_report() – input parameters not bounds checked. 
Lines 2954,2962 – print_debug_report() – uncommented declarations. 
Line 3171 – print_elecdef_report() – uncommented declaration. 
Line 3388 – print_gap_clear_lines() – uninitialized declaration. 
Line 3507 – print_line_center() – uncommented declaration. 
Lines 4001-4003,4005,4006 – print_prec_race() – uninitialized declarations. 
Line 4009 – print_prec_race() – input parameters not bounds checked. 
Lines 4173-4177 – print_race() – uncommented declarations. 
Line 4192 – print_race() – input parameters not bounds checked. 
Line 4378 – print_race_report() – uninitialized declaration. 
Lines 4494-4498 – print_row() – uncommented, uninitialized declarations. 
Line 4512 – print_row() – input parameters not bounds checked. 
Lines 4617-4637 – print_scan_report() – uncommented and/or uninitialized declarations. 
Lines 4620-4622,4624-4626 – print_scan_report() – single character variablenames. 
Lines 4863-4866 – print_status() – uncommented and/or uninitialized declarations. 
Line 4869 – print_status() – input parameters not bounds checked. 
Lines 4933-4935 – print_status_report() – uncommented and/or uninitialized declarations. 
Line 5086 – print_summary_report() – uninitialized declaration. 
Line 5087- print_summary_report() – input parameters not bounds checked. 
Line 5146- print_sys_aud() – input parameter not bounds checked. 
Line 5243 – print_timing_track_info() – uncommented declaration. 
Line 5336 – print_validation_target_info() – header description does not match input parameter 
list. 
Line 5370 – print_validation_target_info() – uncommented declaration. 
Line 5382 – print_validation_target_info() – this line could be reached even with tt=NULL. 
Bounds check needs to be better implemented. 
Line 5443 – printers_switched() – uncommented declaration. 
Line 5679 – reverse_bits() – uncommented declaration. 
Lines 5836-5838 – valid_race_for_counter() – uncommented and/or uninitialized declarations. 
Line 5846 – valid_race_for_counter() – input parameter not bounds checked. 
 
prndrv.c 
 
Lines 110,111,113 – uncommented declarations. 
 
realtime.c 
 
Line 186 – uninitialized declaration. 
Line 369 – read_nvram() – second two input parameters not bounds checked. 
Lines 439,440 – read_rtc() – uninitialized declarations. 
Lines 535,536 – set_rtc() – uninitialized declarations. 
Line 651 – write_nvram() – second two input parameters not bounds checked. 
 















Page No. B-13 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




rtc_ds1497.c 
 
Lines 199,204 – detect_and_init_ds1497() – uncommented declarations. 
Line 276 – read_ds1497_nvram() – uncommented, uninitialized declaration. 
Line 302 – read_ds1497_nvram() – input parameter not bounds checked. 
Lines 376-382 – read_ds1497_rtc() – uncommented declarations. 
Line 447 – read_ds1497_rtc() – input parameter not bounds checked. 
Line 493 – set_ds1497_rtc() – single character variablename, uncommented declaration. 
Line 515 – set_ds1497_rtc() – input parameter not bounds checked. 
Line 599 – write_ds1497_nvram() – input parameter not bounds checked. 
Line 772 – read_rtc_register() – uninitialized declaration. 
 
rtc_ds1743_m48t58.c 
 
Lines 86,89,92,95,99,102,106,109,114,115,123 – uncommented declarations. 
Lines 181,182 – read_ds1743_m48t58_rtc() – rtc_map not listed in header, input parameter not 
bounds checked. 
Line 229 – set_ds1743_m48t58_rtc() – input parameter not bounds checked. 
Line 358 – get_shared_mem() – uncommented declaration. 
Line 404 – check_ds1743_battery() – uncommented declaration. 
Line 448 – check_m48t58_battery() – uncommented declaration. 
Line 502 – clock_is_ds1743() – uncommented declaration. 
Lines 546-551 – detect_ds1743_m48t58() – uncommented declarations. 
Line 614 - detect_and_init_ds1743_m48t58() – uncommented declaration. 
Line 689 – read_ds1743_m48t58_nvram() – uncommented declaration. 
Line 694 – read_ds1743_m48t58_nvram() – input parameters not bounds checked. 
Line 736 – write_ds1743_m48t58_nvram() – uncommented declaration. 
Line 741 – write_ds1743_m48t58_nvram() – input parameters not bounds checked. 
 
rtc_m48t58.c 
 
Lines 75-103,108,113,114,122 – uncommented declarations. 
Line 123 – uninitialized declaration. 
Line 156 – read_m48t58_rtc() – input parameter not bounds checked. 
Line 182 – set_m48t58_rtc() – input parameter not bounds checked. 
Line 241 – get_stm_shared_mem() – uncommented declaration. 
Line 266 – check_m48t58_battery() – uncommented declaration. 
Lines 298-303 – detect_m48t58() – uncommented declarations, one uninitialized. 
Line 345 – detect_and_init_m48t58() – uncommented, uninitialized declaration. 
Line 381 – read_m48t58_nvram() – uncommented declaration. 
Line 386 – read_m48t58_nvram() – input parameters not bounds checked. 
Line 408 – write_m48t58_nvram() – uncommented declaration. 
Line 413 – write_m48t58_nvram() – input parameters not bounds checked. 
 
scan.c 
 
Lines 429-432,439,453,454,457,458,460,461,479-489 – uncommented declarations, some 
uninitialized. 
Line 1461 – ballot_ready() – uninitialized declaration. 
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Line 1529 – clear_proxies() – single character variablename here is not actually an index here 
but rather a simple counter. In this case it needs to be more mnemonically named.  
Line 1595 – create_front_blocked_sensor_buffer() – input parameter not bounds checked. 
Line 1616 – df3_debug_printout() – needs compliant header. 
Lines 1619-1625 – df3_debug_printout() – uncommented, uninitialized declarations. 
Line 1627 – df3_debug_printout() – input parameter not bounds checked. 
Line 1803 – df3_debug_printout() – if this function is ever called inside the production 
executable, this instance of excessive indirection must be fixed.  If it is not actually part of the 
production executable, it is not an issue, but please remove if not part of the production 
executable. 
Line 1987 – determine_orientation() – header description does not match input parameter list. 
Line 2025 – determine_orientation() – input parameters not bounds checked. 
Line 2182 – drag_check() – input parameters not bounds checked. 
Line 2203 – drag_check() – excessive indirection. 
Line 2383 – feed_in() – uncommented declarations. 
Line 2436 – find_leading_edge() – header description does not match input parameter list. 
Line 2469 – find_leading_edge() – input parameters not bounds checked. 
Line 2729 – find_validation_marks() – header description does not match input parameter list. 
Line 2762 – find_validation_marks() – input parameters not bounds checked. 
Line 2914 – init() – header description does not match input parameter list. 
Line 2961 – init() – input parameters not bounds checked. 
Lines 3126-3165,3193-3199 – init_scan_ballot_info() – large section of code #if 0’d out but left 
in. Is it coming back later? 
Line 3275 – is_target() – input parameters not bounds checked. 
Line 3413 – is_tband() – input parameter coffset not bounds checked. 
Line 3650 – pixel_count() – input parameter not bounds checked. 
Line 3712 – read_scan_parms() – input parameter not bounds checked. 
Line 3854 – scan_back_find_back_validation() – input parameters not bounds checked. 
Line 3981 – scan_back_find_front_validation() – first comparison in if() will still happen even if 
sbi is NULL. Reversing the order should accomplish the bounds checking. 
Line 4110 – scan_ballot() – input parameters not bounds checked. 
Line 4216 – scan_ballot_sides() – header description does not match input parameter list. 
Line 4283 – scan_ballot_sides() – input parameter nnum_bands not bounds checked. 
Line 4291 – scan_ballot_sides()  - this line could still be reached even if sbi is NULL and would 
crash the program. 
Line 4335 – scan_front_and_back() – header description does not match input parameter list. 
Line 4393 – scan_front_and_back() – input parameter nnum_bands not bounds checked. 
Line 4422 – scan_front_find_back_lead_edge() – header description does not match input 
parameter list. 
Line 4449 – scan_front_find_back_lead_edge() – input parameter not bounds checked. 
Line 4546 – scan_front_find_back_validation() – bounds checking in line 4542 defenseless 
against this line.  Program will crash if sbi is NULL or otherwise inaccurate. 
Line 4701 – segment_line_scan() – header description does not match input parameter list. 
Line 4892 – set_bface_parms() – input parameters not bounds checked. 
Lines 5025,5026 – set_double_threshold() – uncommented declarations. 
Line 5302 – set_scanner_windows_array() – header description does not match input 
parameter list. 
Line 5310 – set_scanner_windows_array() – input parameters not bounds checked. 
Line 5517 – skip_validation_marks() – input parameters not bounds checked. 
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Line 5807 – test_ballot_column_spacing() – header description does not match input parameter 
list. 
Line 5810 – test_ballot_column_spacing() – input parameters not bounds checked. 
Line 6003 – write_scan_parms() – input parameter not bounds checked. 
Line 6072 – backout() – single character variablename. 
Line 6216 – init_diverter() – uncommented declaration. 
Line 6346 – park_diverter() –diverter_pos is a global that should be listed in the header. 
 
shared.c 
 
Lines 87,93,94,96 – uncommented declarations. 
Lines 194-196 – allocate_2D_array() – uncommented, uninitialized declarations. 
Line 200 – allocate_2D_array() – input parameters not bounds checked. 
Lines 251-254 – data_n_invert() – uncommented declarations. 
Line 267 – data_n_invert() – input parameter nlength not bounds checked. 
Line 319 – free_2D_array() – input parameter not  bounds checked. 
Lines 345,346 – make_physical() – uncommented declarations. 
Line 357 – make_physical() – input parameters not  bounds checked. 
Line 382 – free_physical() – input parameters not  bounds checked. 
Line 394 – fs_malloc() – header description does not match input parameter list.  
Lines 401-404 – fs_malloc() – uncommented, uninitialized declarations and one single character 
variablename. 
Line 408 – fs_malloc() – input parameters not bounds checked. 
Line 443 – fs_calloc() – header description does not match input parameter list.  
Line 448 – fs_calloc() – single character variablename. 
Lines 450-453 – fs_calloc() – uncommented, uninitialized declarations and one single character 
variablename. 
Line 456 – fs_calloc() – input parameters not bounds checked. 
Line 486 – fs_free() – header description does not match input parameter list.  
Lines 494-498 – fs_free() – uncommented, uninitialized declarations. 
 
tcpcomm.c 
 
Lines 297-304 – uncommented declarations. 
Line 450 – Feed() – uncommented, uninitialized declaration. 
Lines 506-517 – get_size_results() – uncommented declarations. 
Line 544 – get_size_results() – input parameters not bounds checked. 
Line 559 – get_size_results() – excessive indirection. 
Lines 662-667 – stuff_send_block() – uncommented declarations. 
Lines 796-812 – BuildCPDDData() – uncommented declarations. 
Line 936 – BuildCPDDData() – input parameters not bounds checked. 
Lines 1029-1032 – rto() – uncommented declarations. 
Lines 1094,1095 – GetLocalIP() – uncommented declarations. 
Line 1099 – GetLocalIP() – input parameter not bounds checked. 
Lines 1156-1160 – SetMacAddress() – uncommented declarations. 
Line 1163 – SetMacAddress() – input parameters not bounds checked. 
Lines 1246,1247 – GetServerIP() – uncommented declarations. 
Line 1251 – GetServerIP() – input parameters not bounds checked. 
Line 1307 – ModemAttention() – uncommented declaration. 
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Line 1311 – ModemAttention() – input parameter not bounds checked. 
Lines 1366-1369 – ResetSerialLine() – uncommented declarations. 
Line 1392 – ResetSerialLine() – input parameters not bounds checked. 
Lines 1486,1487 – check_cts() – uncommented declarations. 
Line 1491 – check_cts() – input parameters not bounds checked. 
Lines 1549,1550 – TCPModemReady() – uncommented declarations. 
Line 1562 – TCPModemReady() – input parameter not bounds checked. 
Lines 1618-1623 – TCPModemResponse() – uncommented declarations. 
Line 1635 – TCPModemResponse() – input parameters not bounds checked. 
Line 1731 – SortRASBoxConnectResponse() – input parameters not bounds checked. 
Line 1843-1852 – DialUpRASBox() – uncommented declarations. 
Line 1887 – DialUpRASBox() – input parameter not bounds checked. 
Lines 2011,2012,2014-2017,2023,2024 – LoginToRASBox() – uncommented declarations. 
Line 2037 – LoginToRASBox() – input parameter not bounds checked. 
Lines 2194-2202 – OpenSerialSLIPLandLine() – uncommented declarations. 
Line 2214 – OpenSerialSLIPLandLine() – input parameters not bounds checked. 
Lines 2388-2390 – DialUpCDPD() – uncommented declarations. 
Line 2482 – DialUpCDPD() – input parameters not bounds checked. 
Lines 2547,2548 – LoginToCDPD() – uncommented declarations. 
Line 2552 – LoginToCDPD() – input parameters not bounds checked. 
Lines 2651-2658 – OpenSerialSLIPCDPD() – uncommented declarations. 
Line 2691 – OpenSerialSLIPCDPD() – input parameters not bounds checked. 
Lines 2749-2752 – GetWirelessModemInfo() – uncommented declarations. 
Line 2844 – CloseSerialSLIPCDPD() – input parameter not bounds checked. 
Line 2894-2897 – CloseTCPSocket() – uncommented declarations. 
Lines 2966-2969 – SetIFConfig() – uncommented declarations. 
Line 2982 – SetIFConfig() – input parameters not bounds checked. 
Lines 3065-3070 – LoadTCPSocketModules() – uncommented declarations. 
Line 3179 – CDPDSend() – header description does not match input parameter list. 
Lines 3207-3215 – CDPDSend() – uncommented declarations. 
Line 3218 – CDPDSend() – input parameter not bounds checked. 
Line 3375 – GetKeyPad() – header description does not match input parameter list. 
Lines 3398-3400 – GetKeyPad() – uncommented declarations, some uninitialized. 
Line 3403 – GetKeyPad() – input parameter not bounds checked. 
Lines 3458,3459 – GetKeypadStr() – single character variablenames. 
Lines 3463-3468 – GetKeypadStr() – uncommented declarations. 
Line 3509 – GetKeypadStr() – input parameters not bounds checked. 
Line 3655 – SetCDPDBand() – input parameters not bounds checked. 
Lines 3710,3711 – SetServerIP() – uncommented declarations. 
Line 3715 – SetServerIP() – input parameters not bounds checked. 
Lines 3780,3781 – SetM100IP() – uncommented declarations. 
Line 3785 – SetM100IP() – input parameters not bounds checked. 
Line 3822 – SortKeyCommand() – header description does not match input parameter list. 
Line 3846 – SortKeyCommand() – uncommented declaration. 
Line 3858 – SortKeyCommand() – input parameters not bounds checked. 
Lines 3948-3950 – SetupFromKeyPad() – uncommented declarations. 
Line 3965 – SetupFromKeyPad() – input parameters not bounds checked. 
Lines 4025-4036 – CDPDSetup() – uncommented declarations. 
Lines 4170,4171 – strmidcpy() – uncommented declarations. 















Page No. B-17 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




Line 4176 – strmidcpy() – input parameters not bounds checked. 
Lines 4224-4228 – GetCDPDRegister() – uncommented declarations, some uninitialized. 
Line 4235 – GetCDPDRegister() – input parameters not bounds checked. 
Line 4324 – OpenCDPDRegisters() – input parameter not bounds checked. 
Line 4365 – CloseCDPDRegisters() – input parameter not bounds checked. 
Lines 4412-4415 – PutCDPDRegister() – uncommented declarations, some uninitialized. 
Line 4425 – PutCDPDRegister() – input parameter not bounds checked. 
Lines 4483-4486 – PutCDPDSetting() – uncommented, uninitialized declarations. 
Line 4494 – PutCDPDSetting() – input parameters not bounds checked. 
Line 4551 – SetCDPDDefaults() – input parameter not bounds checked. 
Lines 4609-4611 – PingCDPD() – uncommented declarations, one uninitialized. 
Line 4623 – PingCDPD() – input parameter not bounds checked. 
Lines 4693,4694 – PrintCDPDInfo() – uncommented declarations. 
Line 4709 – PrintCDPDInfo() – input parameter not bounds checked. 
Line 4798 – MonitorCDPDSignal() – uncommented declaration. 
Line 4805 – MonitorCDPDSignal() – input parameter not bounds checked. 
Lines 4891-4895 – CDPDStatus() – uncommented declarations. 
Lines 5002-5004 – TCPConnected() – uncommented declarations. 
Line 5009 – TCPConnected() – input parameter not bounds checked. 
Lines 5066-5069 – CreateTCPSocket() – uncommented declarations. 
Lines 5154-5157 – TCPSockConnect() – uncommented declarations. 
Line 5160 – TCPSockConnect() – input parameters not bounds checked. 
Lines 5263-5267 – SP_GetPackResponse() – uncommented declarations. 
Line 5281 – SP_GetPackResponse() – input parameters not bounds checked. 
Lines 5385-5387 – SP_Start() – uncommented declarations. 
Line 5390 – SP_Start() – input parameters not bounds checked. 
Lines 5483-5486 – SP_Login() – uncommented declarations. 
Line 5490 – SP_Login() – input parameters not bounds checked. 
Lines 5580-5584 – SP_GetLoginResponse() – uncommented declarations.  
Line 5596 – SP_GetLoginResponse() – input parameters not bounds checked. 
Lines 5693,5694 – MakeLoginStuff() – uncommented declarations. 
Line 5699 – MakeLoginStuff() – input parameters not bounds checked. 
Lines 5773,5775-5780 – CDPDSendResults() – uncommented declarations. 
Line 5805 – CDPDSendResults() – naked constant 8 needs comment explaining what it means 
here. 
Lines 5889,5990 – K633toASCII() – uncommented declarations. 
 
votecnt.c 
 
Line 728 – process_ballot() – input last parameter not described in function header. Also, input 
parameters are not bounds checked. 
Line 931 – get_counter_blk() – input parameters not bounds checked. 
Line 1004 – allocate_status_table() – input parameter not bounds checked. 
Line 1205 – check_ballot_rules() – input parameters not bounds checked. 
Line 1258 – check_ballot_rules() – excessive indirection. 
Line 1374 – check_exceptions() – input parameters not bounds checked. 
Line 1432 – check_race_rules() – header description does not match input parameter list. 
Line 1531 – check_race_rules() – input parameters not bounds checked. 
Line 1683 – cmp_rc_cnblk() – input parameters not bounds checked. 
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Line 1753 – cmp_seqtypesplit_rec() – input parameters not bounds checked. 
Line 1841 – CountBallotFace() – header description does not match input parameter list. 
Line 1877 – CountBallotFace() – input parameters not bounds checked, and excessive 
indirection. 
Line 1972 – find_party_preference() – header description does not match input parameter list. 
Line 1987 – find_party_preference() – input parameters not bounds checked. 
Line 2053 – generate_exception() – header description does not match input parameter list. 
Line 2107 – generate_exception() – input parameters not bounds checked. 
Line 2251 – get_preferences() – parameter not listed in header. 
Line 2260 – get_preferences() – input parameters not bounds checked. 
Line 2319 – get_rottab_add() – parameter different than in header. 
Line 2321 – get_rottab_add() – uncommented, uninitialized declaration. 
Line 2324 – get_rottab_add() – input parameters not bounds checked. 
Line 2361 – get_voter_intent() – header description does not match input parameter list. 
Line 2412 – get_voter_intent() – uncommented declaration. 
Line 2433 – get_voter_intent() – input parameters not bounds checked. 
Line 2454 – get_voter_intent() – excessive indirection. 
Line 2569 – get_voter_preference() – input parameters not bounds checked. 
Lines 2653,2654 – handle_blank_ballot() – uninitialized declarations. 
Line 2671 – handle_blank_ballot() – input parameters not bounds checked. 
Line 2698 – handle_blank_ballot() – needs default. 
Line 2741 – handle_crossover() – parameter listed in header does not appear in input 
parameter list. 
Lines 2771,2772 – handle_crossover() – uninitialized declarations. 
Line 2792 – handle_crossover() – input parameters not bounds checked. 
Line 2827 – handle_crossover() – needs default. 
Lines 2932-2934 – handle_marginal() – uninitialized declarations. 
Line 2955 – handle_marginal() – input parameters not bounds checked. 
Line 2976 – handle_marginal() – excessive indirection. 
Line 3029 – handle_marginal() – needs default. 
Line 3126 – handle_overvote() – parameter not described in header. 
Lines 3129-3131 – handle_overvote() – uninitialized declarations. 
Line 3157 – handle_overvote() – input parameters not bounds checked, and excessive 
indirection. 
Line 3305 – increment_counter() – uncommented declaration. 
Line 3308 – increment_counter() – input parameters not bounds checked. 
Line 3399 – log_user_action() – input parameter different than header description. 
Line 3503 – process_races() – input parameter list different than header description. 
Lines 3513,3516-3521,3524,3529-3531 – process_races() – uncommented declarations. 
Line 3515 – process_races() – input parameters not bounds checked. 
Line 3575 – process_races() – excessive indirection. 
Line 3802 – raceresults_cross_check() –header description different than input parameter list. 
Line 3809 – raceresults_cross_check() – a void function does not return anything. 
Lines 3826-3833 – raceresults_cross_check() – uncommented, uninitialized declarations. 
Line 3849 – raceresults_cross_check() – input parameters not bounds checked. 
Line 3852 – raceresults_cross_check() – excessive indirection. 
Line 3936 – SetBallotStatus() – parameter is an input parameter. 
Line 3977 – SetBallotStatus() – input parameters not bounds checked. 
Line 4017 – set_preferences() – header description differs from input parameter list. 
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Lines 4072-4076 – set_preferences() – uninitialized declarations. 
Line 4084 – set_preferences() – input parameters not bounds checked. 
Line 4096 – set_preferences() – excessive indirection. 
Line 4194 – status_cross_check() – input parameter not listed in header or bounds checked. 
Lines 4196-4200 – status_cross_check() – uncommented declarations, some uninitialized. 
Line 4305 – update_race_counters() – header description does not match input parameter list. 
Line 4391 – update_race_counters() – excessive indirection. 
Line 4574 – update_status_counters() – excessive indirection. 
Line 4785 – validate_seqtypesplit() – input parameters not bounds checked. 
Line 4824 – validate_seqtypesplit() – excessive indirection. 
 
/Beepserv 
 
beep.c 
 
Line 164 – main() – needs compliant header. 
Line 247 – main() – needs default. 
Lines 277-279 – set_timer() – uncommented declarations. 
Lines 278,279 – set_timer() – uninitialized declarations. 
Line 288 – set_timer() – input parameters not bounds checked. 
Line 316 – SetupTimer() – input parameters not bounds checked. 
Line 362 – RemoveTimer() – input parameters not bounds checked. 
Line 379,383 – ResetTimer() – global variable not described in header. 
Line 381 – ResetTimer() – input parameter not bounds checked and not used in function. 
 
/Flashldr 
 
flashldr.c 
 
Lines 123-126 – uncommented declarations. 
Line 227 – erase_flash() – input parameter not bounds checked. 
Line 288 – xfer_buff() – input parameters not bounds checked. 
Line 340 – cmp_buff() – input parameters not bounds checked. 
Line 408 – load_flashcode() – input parameters not bounds checked. 
 
/Include 
 
beep.h 
cdpddata.h 
 
Lines 52-55,59,60,68,69 – uncommented declarations. 
 
cirrus.h 
comms.h 
decode.h 
events.h 
 
Line 256 – uncommented declaration. 
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hdware.h 
 
Lines 226,227,231,232 – uncommented declarations and single character variablenames. 
 
imr.h 
 
Lines 98-100,108 – uncommented declarations. 
 
io_msg.h 
 
Lines 58-153 – uncommented declarations. 
 
key_serv.h 
kpad.h 
lcd.h 
loadapp.h 
memory.h 
menu.h 
menueng.h 
par.h 
pbcstr.h 
 
Line 654,660,731,732,751,752,759,760,799,800,805,806 – uncommented declarations. 
 
pbc_globals.h 
pcbtypes.h 
pcm.h 
printer.h 
prndrv.h 
realtime.h 
rtc_ds1497.h 
rtc_ds1743_m48t58.h 
scan.h 
 
Lines 319-322,327-330,346,349-351,356,357,377-380,517,518,534-538,546-550,552,554,555 – 
uncommented declarations. 
 
shared.h 
specs.h 
tcpcomm.h 
 
Lines 65-68,72,73,79,80 – uncommented declarations. 
 
version.h 
votecnt.h 
xtrabin.h 
 
Lines 90-92 – uncommented declarations. 
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/Keyserv 
 
key_serv.c 
 
Lines 210,222 – main() – need default. 
Line 266 – set_timer() – variable described in header does not match input parameter. 
Line 288 – set_timer() – uncommented declaration. 
Line 294 – set_timer() – input parameters not bounds checked. 
Line 313 – SetupTimer() – variable described in header does not match input parameter. 
Line 340 – SetupTimer() – input parameters not bounds checked. 
Line 406 – RemoveTimer() – input parameters not bounds checked. 
Lines 442,449 – ResetTimer() – use of globals not listed in function header. 
Line 449 – ResetTimer() – input parameter not bounds checked, and not used in function. 
Line 547 – get_key_up() – variable not described in header does not match input parameter. 
Lines 569-574 – get_key_up() – uncommented declarations. 
Line 689 – do_the_switch() – needs default to bounds check input. 
 
/Xtrabin 
 
bld_ess.c 
 
Line 235 – fill_card_file_info() – input parameters not bounds checked. 
Lines 288,292 – set_origin() – variables described in header do not match function parameters. 
Line 318 – set_origin() – input parameters not bounds checked. 
Line 400 – read_instr_file() – input parameters not bounds checked. 
Lines 472-475 – copy_in_file() – uncommented declarations. 
Line 480 – copy_in_file() – input parameters not bounds checked. 
Line 558 – write_thestuf() – input parameters not bounds checked. 
Line 726 – get_args() – input parameters not bounds checked. 
Line 740 – get_args() – needs default. 
Line 847 – calc_32crc() – input parameters not bounds checked. 
Line 939 – get_CRC() – input parameters not bounds checked. 
 
memory.c 
 
Lines 64,65,68,69 – uncommented declarations. 
Line 116 – fs_malloc() – input parameters not bounds checked. 
Line 225 – fs_realloc() – variable ptr not described in header. 
Line 235 – fs_realloc() – input parameters not bounds checked. 
 
xtrabin.c 
 
Lines 134,136-138,143,144,152-162,175-178 – uncommented declarations. 
Line 300 – main() – uncommented declaration. 
Line 446 – process_messages() – input parameters not bounds checked. 
Line 635 – init_table_of_files() – input parameters not bounds checked. 
Lines 809,810,864-866 – m_string() – uncommented declarations. 
Line 938 – find_open_slot() – input parameters not bounds checked. 
Line 1017 – fill_open_table() – no description for input parameter. 
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Line 1046 – fill_open_table() – input parameters not bounds checked. 
Line 1146 – handle_io_open() – input parameters not bounds checked. 
Line 1321 – handle_io_read() – input parameters not bounds checked. 
Line 1369 – handle_io_read() – uncommented declaration. 
Line 1473 – handle_io_close() – input parameters not bounds checked. 
Line 1558 – handle_io_dup() – input parameters not bounds checked. 
Line 1642 – handle_io_stat() – input parameters not bounds checked. 
Line 1757 – handle_io_chmod() – input parameters not bounds checked. 
Line 1845 – handle_io_chown() – input parameters not bounds checked. 
Line 1889 – handle_io_write() – header description does not match input parameter list. 
Line 1922 – handle_io_write() – input parameters not bounds checked. 
Line 2009 – handle_io_lseek() – header description does not match input parameter list. 
Line 2042 – handle_io_lseek() – input parameters not bounds checked. 
Line 2110 – handle_io_qioctl() – header description does not match input parameter list. 
Line 2136 – handle_io_qioctl() – uncommented declaration. 
Line 2140 – handle_io_qioctl() – input parameters not bounds checked, and most not used. 
Line 2160 – handle_io_readdir() – header description does not match input parameter list. 
Lines 2191,2193 – handle_io_readdir() – uncommented declarations. 
Line 2199 – handle_io_readdir() – input parameters not bounds checked. 
Line 2290 – handle_fsys_xstat() – input parameters not bounds checked. 
Line 2306 – handle_fsys_xstat() – excessive indirection. 
Line 2375 – table_entry() – input parameters not bounds checked. 
Line 2430 – namei() – input parameters not bounds checked. 
 
33. Revision 5.0.0.0R Final Assessment Statements 
 
Revision 5.0.0.0R was a significant change from 4.8.3, with a significant part of the changes 
being made to comply with new 2002 FEC guideline requirements. 
 
Work on headers was immense, detailed, nearly always thorough, informative and readable. 
Also a great amount of work was expended to get the line widths down as stated in the FEC 
guidelines and to explicitly delimit and commonly indent most every if(). Again, if it were not for 
nondisclosure rules it would be suggested that this vendor’s headers be published as an 
example for other vendors. 
 
The 2002 FEC guidelines place more rigorous requirements on coding than the 1990 standards. 
Issues raised in this review included uncommented and/or uninitialized declarations, input 
parameters not being bounds checked, inaccurate or missing header descriptions, excessive 
indirection, single character variablenames, switch() statements without a default case, and 
exits that gave no message indicating the reason for the exit. 
 
Only the first instance of excessive indirection in a function was listed, as was only the first 
example of where an input parameter could cause a problem or crash if out of bounds.  Lack of 
bounds checking and uncommented declarations were by far the most frequent FEC violation.  
Sometimes code could still logically be reached with illegal data that had been bounds checked 
earlier.  In any case, the notes do not detail every instance in the function where such occurred, 
rather that such exists and that all similar occurrences should be fixed. 
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When the issues raised above have been addressed, it will be recommended that this code be 
considered compliant with the FEC guidelines for coding practices as set forth within the FEC 
Performance and Test Standards for Punchcard, Marksense, and Direct Recording Electronic 
Voting Systems. 
 
34.  Revision 5.0.0.0AL Assessment Statements 
 
Release 5.0.0.0AL was received in August, 2003.  All files were compared with their 5.0.0.0R 
counterparts and any differences were investigated.  Files were compared against the new 2002 
FEC guidelines and any issues noted. 
 
35.  Revision 5.0.0.0AL Source File Specific Notes 
 
386ex.asm 
 
Included in this release, dated 04/02/2002, identical to 5.0.0.0AJ, but missing from 5.0.0.0R.  No 
explanation in change log. 
 
b386ex.c 
 
Line 81 – uncommented declaration. 
 
comms.c 
 
Lines 1959,1966 – SendElecDataKeyHandler() – uncommented declarations. 
Line 2225 – CloseModem() – input parameters not bounds checked before use. 
Line 2682 – send_results_to_spr() – uncommented declaration. 
Line 2880 – xmit_string() – uncommented declaration. 
Line 3343 – get_data_packet() – header description does not match input parameter list. 
Line 3374 – get_data_packet() – uncommented declaration. 
Line 3525 – send_spr_data() – uncommented declaration. 
Line 4650 – find_running_process() - uncommented declaration. 
 
decode.c 
 
Lines 1664,1694 – test_inner_window_area() – rather involved indirections. 
 
events.c 
imr.c 
 
Lines 437,447 – analyze_cell_window() – uncommented declarations, one uninitialized. 
 
kpad.c 
lcd.c 
menu.c 
 
Line 4462 – analyze_ballot_result() – naked constant 20 needs comment explaining what it 
means here. 
Line 7102 – get_passwd() – uncommented declaration. 















Page No. B-24 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




Line 7367 – set_time() – uncommented declaration. 
Line 7435 – set_time() – need default. 
Line 8869 – update_clock() –bounds checking comes after input parameter is used. 
Line 9504 – main() – exits must give message indicating reason for exit. 
Lines 10245,10246 – query_add_certification() – uncommented declarations. 
Lines 10998,11000,11001 – wait_event() – uninitialized declarations. 
 
menueng.c 
 
Line 970 – display_keypad_opts() – if cm_mode is a short’s maximum value, will Menu[i] be 
defined? 
Lines 1791,1800 – display_fsmessage() – explicit if() comparison required. 
 
mkappcd.c – unchanged from previous release. 
 
Lines 116,117 – uncommented declarations. 
Line 171 – get_CRC() – uncommented declaration. 
Line 176 – get_CRC() – input parameters not bounds checked. 
Line 568 – setup_flash_header() – input parameters not bounds checked. 
 
pcm.c 
printer.c 
 
Line 1429 – format_time_stamp() – uninitialized declaration. 
Line 2259 – print_ballot_types_line() – if end_type was the maximum value of a short, would 
Mstr_rec->ttab.ptr[i] be defined? 
Line 4220 – print_prec_race() – input parameters not bounds checked. 
 
prndrv.c 
realtime.c 
rtc_ds1497.c 
rtc_ds1743_m48t58.c 
 
Line 177,185 – read_ds1743_m48t58_rtc() – rtc_map, if it is a global, should be listed in the 
globals section of the header.  
 
scan.c 
 
Line 2367 – find_validation_marks() – input parameters not bounds checked. 
 
shared.c 
 
Line 199 – allocate_2D_array() – is there any upper limit to the legal range of xdim and ydim? 
“No” is a fine answer; just checking. 
 
tcpcomm.c 
 
Lines 331-338 – uncommented declarations. 
Line 565 – get_size_results() – excessive indirection. 
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Line 1256 – SetMacAddress() – input parameters not all bounds checked – if “length” >= 
MAC_LENGTH+2, there will be problems.  
Line 1716 – TCPModemResponse() – input parameters not bounds checked. 
Line 3417 – CDPDSend() – header description does not match input parameter list. 
Line 3456 – CDPDSend() – input parameter used before bounds checking. 
Line 3614 – GetKeyPad() – header description does not match input parameter list. 
Line 3646 – GetKeyPad() – explicit if() comparison required. 
Line 4085 – SortKeyCommand() – header description does not match input parameter list. 
Lines 4298,4299 – CDPDSetup() – uncommented declarations. 
Line 5382 – CreateTCPSocket() – uncommented declaration. 
 
votecnt.c 
 
Line 3925 – SetBallotStatus() – parameter is an input parameter, not an output parameter. 
 
/Beepserv 
 
beep.c 
 
/Flashldr 
 
flashldr.c 
 
Line 299 – xfer_buff() – bounds checking allows a pointer to be used, even if it is NULL. 
Line 363 – cmp_buff() – bounds checking allows a pointer to be used, even if it is NULL. 
Line 436 – load_flashcode() – bounds checking allows a pointer to be used, even if it is NULL. 
 
/Include 
 
beep.h 
cdpddata.h 
cirrus.h 
comms.h 
decode.h 
events.h 
hdware.h 
 
Lines 270,271,275,276 – single character variablenames.  Change log states “Single character 
variable is now renamed to a more readable name.”, but no single character variablename was 
changed. 
 
imr.h 
io_msg.h 
key_serv.h 
kpad.h 
lcd.h 
menu.h 
pbc_globals.h 
pbcstr.h 
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pcbtypes.h 
printer.h 
rtc_ds1497.h 
rtc_ds1743_m48t58.h 
scan.h 
specs.h 
 
File contained many changes (all changes were addition/deletion of defines and header 
comments) but change log only listed one change: “Added the new proprietary header.”. 
 
tcpcomm.h 
version.h 
xtrabin.h 
 
/Keyserv 
 
key_serv.c 
 
Line 94 – previous release had array dimensioned with symbolic constant 
“NUMBER_OF_KEYS”, but this release has replaced that useful constant with a naked constant 
“4”.  This is a step backwards in maintainability. 
Line 143 – main() – comment for this declaration has been removed. This is a step backwards 
from compliance. 
Line 144 – main() – declaration that was initialized in previous version is no longer initialized.  
This is a step backwards from compliance. 
Lines 210,222 – main() – need default, unchanged from previous release, although change log 
states that “Defaults were added to switch/case statements where needed.”. 
Line 266 – set_timer() – variable described in header does not match input parameter, 
unchanged from previous release, although change log states that “Variable described in 
header now matches input parameter.” 
Line 288 – set_timer() – uncommented declaration, unchanged from previous release, although 
change log states that “Uncommented declarations are now commented.”. 
Line 294 – set_timer() – input parameters not bounds checked, unchanged from previous 
release, although change log states that “Input parameter bounds checking was added.”. 
Line 313 – SetupTimer() – variable described in header does not match input parameter, 
unchanged from previous release, although change log states that “Variable described in 
header now matches input parameter.” 
Line 340 – SetupTimer() – input parameters not bounds checked, unchanged from previous 
release, although change log states that “Input parameter bounds checking was added.”. 
Lines 442,449 – ResetTimer() – use of globals not listed in function header, unchanged from 
previous release, although change log states that “Function header now lists use of globals.”. 
Line 449 – ResetTimer() – input parameter not bounds checked, and not used in function, 
unaddressed from previous release, although change log states that “Input parameter now used 
in function.”. 
Line 547 – get_key_up() – variable not described in header does not match input parameter. 
Lines 569-573 – get_key_up() – uncommented declarations, unchanged from previous release, 
although change log states that “Uncommented declarations are now commented.” 
Line 689 – do_the_switch() – needs default to bounds check input, unchanged from previous 
release, although change log states that “Defaults added to bounds check input.”. 















Page No. B-27 
Test Report No. 48489-10 




 




 
WYLE LABORATORIES 




Huntsville Facility 




 
/Xtrabin 
 
bld_ess.c 
 
Lines 296,301 – set_origin() – variables described in header do not match function parameters. 
 
memory.c 
 
Line 223 – fs_realloc() – variable ptr not described in header, unaddressed from previous 
release, although change log states “Variable parameter now described in header.” 
 
xtrabin.c 
 
Line 323 – main() – uncommented declaration. 
Line 1053 – fill_open_table() – no description for input parameter, unaddressed from previous 
release, although change log states “Input parameter now has description.”. 
Line 1369 – handle_io_read() – uncommented declaration, unaddressed from previous release. 
Line 1956 – handle_io_write() – header description does not match input parameter list, 
unaddressed from previous release, although change log states “Header descriptions were 
matched with the input parameter lists.”. 
Lines 2020-2023 – handle_io_write() – uninformative comments; no description about what 
these variables are used for. 
Line 2081 – handle_io_lseek() – header description does not match input parameter list, 
unaddressed from previous release, although change log states “Header descriptions were 
matched with the input parameter lists.”. 
Line 2136 – handle_io_qioctl() – uncommented declaration, unaddressed from previous release, 
although change log states “Uncommented declarations are now commented.” 
 
36. Revision 5.0.0.0AL Final Assessment Statements 
 
Revision 5.0.0.0AL was a significant change from 5.0.0.0R, with a significant part of the 
changes being made to comply with new 2002 FEC guideline requirements. 
 
Changes were mostly as listed in the change log, with a low occurrence of discrepancies. A 
great deal of work has been expended enhancing the accuracy and thoroughness of the 
comments, and bounds checking the input parameters. 
 
Most of the issues raised in the previous release have been addressed, but a significant (but 
relatively small) number still remain. On rare occasion, new instances of old issues were re-
introduced into the code. 
 
When the issues raised above have been addressed, it will be recommended that this code be 
considered compliant with the FEC guidelines for coding practices as set forth within the FEC 
Performance and Test Standards for Punchcard, Marksense, and Direct Recording Electronic 
Voting Systems. 
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37.  Revision 5.0.0.0AN Assessment Statements 
 
Release 5.0.0.0AN was received on August 29th, 2003.  All files were compared with their 
5.0.0.0AL counterparts and any differences were investigated.  Files were compared against the 
new 2002 FEC guidelines and any issues noted. 
 
38.  Revision 5.0.0.0AL Source File Specific Notes 
 
b386ex.c 
comms.c 
decode.c 
imr.c 
lcd.c 
menu.c 
menueng.c 
mkappcd.c 
pcm.c 
 
Not listed in change log, although only change was breaking apart a big line and adding a 
second check for CRC to one that already existed. 
 
printer.c 
 
Line 1438 – format_time_stamp() – input parameter not bounds checked.  This issue was not 
mentioned in previous review. 
 
rtc_ds1743_m48t58.c 
scan.c – agree with change log – original assessment was incorrect. My apologies. 
shared.c 
tcpcomm.c 
votecnt.c 
 
/Flashldr 
 
flashldr.c 
 
Line 299 – xfer_buff() – bounds checking allows a pointer to be used, even if it is NULL (line 299 
gets executed regardless of results of bounds check). 
Line 363 – cmp_buff() – bounds checking allows a pointer to be used, even if it is NULL (line 
363 gets executed regardless of results of bounds check). 
 
/Include 
 
hdware.h 
menu.h – not listed in change log. 
specs.h - listed as having been changed in the change log but was identical to is 
predecessor. 
version.h 
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/Keyserv 
 
key_serv.c 
 
/Xtrabin 
 
bld_ess.c 
memory.c 
xtrabin.c 
 
39. Revision 5.0.0.0AN Final Assessment Statements 
 
Revision 5.0.0.0AN was a minor change from 5.0.0.0AL, with the changes being made to 
comply with new 2002 FEC guideline requirements. 
 
Changes were mostly as listed in the change log, with a low occurrence of discrepancies, 
detailed above. 
 
An assessment in a previous review was proven to be incorrect (again, my apologies). Two 
issues of bounds checking mentioned in the previous review remain unchanged.  After detailed 
investigation (just in case I missed it again), this assessment appears to be correct. 
 
When the issues raised above have been addressed, it will be recommended that this code be 
considered compliant with the FEC guidelines for coding practices as set forth within the FEC 
Performance and Test Standards for Punchcard, Marksense, and Direct Recording Electronic 
Voting Systems. 
 
40.  Revision 5.0.0.0AO Assessment Statements 
 
Release 5.0.0.0AO was received on September 9th, 2003.  All files were compared with their 
5.0.0.0AN counterparts and any differences were investigated.  Files were compared against 
the new 2002 FEC guidelines and any issues noted. 
 
41.  Revision 5.0.0.0AO Source File Specific Notes 
 
pcm.c 
printer.c 
 
/Flashldr 
 
flashldr.c 
 
/Include 
 
version.h 
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42. Revision 5.0.0.0AO Final Assessment Statements 
 
Revision 5.0.0.0AO was a minor change from 5.0.0.0AN, with the changes being made to 
comply with new 2002 FEC guideline requirements. 
 
Changes were exactly as listed in the change log. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
 
43.  Revision 5.1.0.0K Assessment Statements 
 
Release 5.1.0.0K was received on June 8th, 2004.  All files were compared with their 5.0.0.0AO 
counterparts and any differences were investigated.  Upon the realization that nearly every file 
had changed, all files were reviewed in full with a view towards 2002 FEC compliance. 
 
44.  Revision 5.1.0.0K Source File Specific Notes 
 
/ 
 
b386ex.c 
 
Line 302 – lcd_print_string() - function header needs “Files Accessed” sections describing which 
files are accessed and how (read,write,append), or “N/A” if no files are accessed. 
Line 358 – main() - function header needs “Files Accessed” sections describing which files are 
accessed and how (read,write,append), or “N/A” if no files are accessed. 
 
comms.c 
decode.c 
 
Lines 347,412 – create_cells_images() – excessive indirection. 
Line 742 – decode_ballot() – excessive indirection. 
 
events.c 
imr.c 
kpad.c 
lcd.c 
 
Line 823 – function header lacks “File Access” section. 
 
lcd_message.c 
 
Line 99 – main() – naked constant 2 needs comment explaining what it means here. 
 
menu.c 
 
Line 1641 – autoread_settings_menu() – falling through from the code of one case statement to 
another is not an authorized flow control construct. 
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Line 6229 – enable_prec_menu() – explicit while() comparison required. 
Line 10465 – more_reports_menu() – explicit while() comparison required. 
 
menueng.c 
mkappcd.c 
pcm.c 
printer.c 
 
Lines 2963, 2964 – print_cell_table() – excessive indirection. 
Line 6135 – report_printed() – uncommented declaration. 
 
prndrv.c 
realtime.c 
rtc_ds1497.c 
rtc_ds1743_m48t58.c 
scan.c 
 
Lines 1659,1665,1667,1683 – determine_orientation() – excessive indirection. 
Lines 2125,2134 – find_leading_edge() – excessive indirection. 
Lines 4321,4331 – segment_line_scan() – excessive indirection. 
Line 4853 – set_full_windows() – uncommented declaration. 
 
 
shared.c 
tcpcomm.c 
votecnt.c 
 
Lines 2197-2199 – find_party_preference() – comments need to be per declaration. 
Lines 2604,2605 – complete_get_voter_intent() – comments need to be per declaration. 
Lines 3253-3255 – handle_marginal() – comments need to be per declaration. 
Lines 3454-3460 – handle_overvote() – comments need to be per declaration. 
Lines 3642,3643 – handle_undervote() – comments need to be per declaration. 
 
/beepserv 
 
beep.c 
 
/boot 
 
386ex.asm 
 
Subroutines need compliant function headers. 
 
boot_386ex.c 
 
Function headers need “Files Accessed” sections describing which files are accessed and how 
(read,write,append), or “N/A” if no files are accessed. 
 
/flashldr 
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flashldr.c 
 
/include 
 
beep.h 
cdpddata.h 
cirrus.h 
comms.h 
decode.h 
events.h 
hdware.h 
 
Lines 289,296 – uncommented declarations. 
 
imr.h 
io_msg.h 
key_serv.h 
kpad.h 
lcd.h 
loadapp.h 
memory.h 
menu.h 
menueng.h 
par.h 
pbcstr.h 
 
Line 930 – uncommented declaration. 
 
pbc_globals.h 
pcbtypes.h 
pcm.h 
printer.h 
prndrv.h 
realtime.h 
 
Lines 135-140 – uncommented declarations. 
 
rtc_ds1497.h 
rtc_ds1743_m48t58.h 
scan.h 
 
Line 395 – uncommented declaration. 
Line 523 – uncommented declaration. 
 
shared.h 
specs.h 
spr.h 
tcpcomm.h 
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version.h 
votecnt.h 
xtrabin.h 
 
/keyserv 
 
key_serv.c 
 
Line 766 – do_the_switch() – uncommented declaration. 
Line 865 – mixed_key_press() – uncommented declaration. 
 
/xtrabin 
 
bld_ess.c 
memory.c 
xtrabin.c 
 
Line 2371 – handle_io_readdir() – uncommented declaration. 
Line 2618 – namei() – uncommented declaration. 
 
45. Revision 5.1.0.0K Final Assessment Statements 
 
Revision 5.1.0.0K was a significant change from 5.0.0.0AO, with the changes being made to 
comply with new 2002 FEC guideline requirements.  The few issues listed above were all that 
were overlooked. 
 
No change log was supplied, as nearly every file had changed. 
 
After these issues have been addressed, it will be recommended that this code be considered 
compliant with the FEC guidelines for coding practices as set forth within the FEC Performance 
and Test Standards for Punchcard, Marksense, and Direct Recording Electronic Voting 
Systems. 
 
46.  Revision 5.1.0.0N Assessment Statements 
 
Release 5.1.0.0N was received on August 6th, 2004.  All files were compared with their 5.0.0.0K 
counterparts and any differences were investigated.  Upon the realization that nearly every file 
had changed, all files were reviewed in full with a view towards 2002 FEC compliance. 
 
47.  Revision 5.1.0.0N Source File Specific Notes 
 
/ 
 
b386ex.c 
decode.c 
 
Lines 367,368,437,438 – create_cells_images() – uninitialized declarations. 
Line 771 – decode_ballot() – uninitialized declaration. 
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lcd.c 
lcd_message.c – listed as lcd_menu.c in change log. 
menu.c 
printer.c 
 
Lines 2965,2966 – print_cell_table() – uninitialized declarations. 
 
rtc_ds1497.c 
scan.c 
 
Line 2116 – find_leading_edge() – uninitialized declaration. 
Lines 4410,4411 – segment_line_scan() – uninitialized declarations. 
Lines 4418,4431 – segment_line_scan() – excessive indirection. 
 
votecnt.c 
 
/beepserv 
 
beep.c 
 
/boot 
 
386ex.asm – absent from this release with no explanation in the change log. 
boot_386ex.c 
 
/include 
 
beep.h 
decode.h 
hdware.h 
pbcstr.h 
pcbtypes.h 
realtime.h 
scan.h 
version.h 
 
/keyserv 
 
key_serv.c 
 
/xtrabin 
 
bld_ess.c 
memory.c 
xtrabin.c 
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48. Revision 5.1.0.0N Final Assessment Statements 
 
Revision 5.1.0.0N was a small change from 5.0.0.0K, with the changes being those to address 
the issues in the previous review.  The few issues listed above were all that were overlooked. 
 
The change log supplied was relatively accurate.  Some files with only comments changed were 
not listed.  
 
Adding variables to reduce the indirection in some lines of code introduced some new FEC 
issues. 
 
After these issues have been addressed, it will be recommended that this code be considered 
compliant with the FEC guidelines for coding practices as set forth within the FEC Performance 
and Test Standards for Punchcard, Marksense, and Direct Recording Electronic Voting 
Systems. 
 
49.  Revision 5.1.0.0P Assessment Statements 
 
Release 5.1.0.0P was received on August 19th, 2004.  All files were compared with their 
5.1.0.0N counterparts and any differences were investigated.  Files were compared against the 
new 2002 FEC guidelines and any issues noted. 
 
50.  Revision 5.1.0.0P Source File Specific Notes 
 
/ 
 
decode.c 
printer.c 
scan.c 
votecnt.c – not listed in change log, but only changes were comments. 
 
include/ 
 
version.h 
 
keyserv/ 
 
key_serv.c 
 
51. Revision 5.1.0.0P Final Assessment Statements 
 
Revision 5.1.0.0P was a small change from 5.1.0.0N, with the changes being mostly those to 
address the issues in the previous review.   
 
The change log supplied was accurate.  
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
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ESS Model 100 Version 5.1.0.0Q Software Review Summary 
 
This review covers Version 5.1.0.0Q of the ESS Model 100 code, received August 25th, 2004, 
with respect to its compliance with the FEC guidelines for software quality and reliability, as well 
as changes made since version 5.1.0.0P.  This evaluation included, but was not limited to, the 
following considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report detailed specific instances where it was felt that the code fell short in some 
area being reviewed, and gave file names and line numbers where applicable to guide the 
maintainers in making needed corrections.   
 
A recommendation is given at the end of this document. 
 
Revision 5.1.0.0Q Assessment Statements 
 
Release 5.1.0.0Q was received on August 25th, 2004.  All files were compared with their 
5.1.0.0P counterparts and any differences were investigated.  Files were compared against the 
new 2002 FEC guidelines and any issues noted. 
 
Revision 5.1.0.0Q Source File Specific Notes 
 
/ 
 
menu.c 
 
Change log states that change was to correct uninitialized declarations. No uninitialized 
declaration was mentioned in the previous review.  The change was replacing a not-equal 
comparison with an equal comparison in an if() statement.  
 
scan.c 
 
include/ 
 
version.h 
 
Revision 5.1.0.0Q Final Assessment Statements 
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Revision 5.1.0.0Q was a small change from 5.1.0.0P, with the changes being a couple of minor 
bug fixes and a version change. 
 
The supplied change log accurately listed the files changed, but inaccurately reported one 
change. 
  
All changes were done in full compliance with the 2002 FEC guidelines. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, 
Marksense, and Direct Recording Electronic Voting Systems. 
 
Release 5.1.0.0Q Engineering Release was released as 5.1.0.0 upon final compile. 
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Source Listing 
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Source Listing (Continued) 
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ATTACHMENT C 




 
ENVIRONMENTAL OPERATING, 163-HOUR RELIABILITY 
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ATTACHMENT D 




 
LOW STORAGE TEMPERATURE 




 
MIL-STD-810D, METHOD 502.2 
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ATTACHMENT E 




 
HIGH STORAGE TEMPERATURE 




 
MIL-STD-810D, METHOD 501.2 
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ATTACHMENT F 




 
VIBRATION 




 
MIL-STD-810D, METHOD 514.3 




 
CATEGORY 1 – BASIC TRANSPORTATION 




 
COMMON CARRIER 
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ATTACHMENT G 




 
BENCH HANDLING 




 
MIL-STD-810D, METHOD 516.3, PROCEDURE VI 
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ATTACHMENT H 




 
HUMIDITY 




 
MIL-STD-810D, METHOD 507.2, PROCEDURE I 
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Photograph A-1 
ESD Test Setup 




 
 




 
Photograph A-2 




Electrical Disturbances Test Setup 
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Photograph A-3 




Surge Test Setup 
 




 
Photograph A-4 
EFT Test Setup 
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Photograph A-5 




Magnetic Field Test Setup 
 




 
Photograph A-6 




Conducted Immunity Test Setup 
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Photograph A-7 




Radiated Immunity Test Setup 
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1.0 INTRODUCTION 
 
1.1 Scope 
 
 This report presents the test results for Qualification Testing of the Election Systems 




& Software Model 650 Central Ballot Counter. 
 
1.2 Objective 
 
 The objective of this test program was to ensure that the Model 650 Central Ballot 




Counter and resident machine firmware, Release 2.0.1.0, complied with the 
hardware requirements of the Voting Systems Standards (VSS), April 2002.  




 
1.3 Summary 
 
 Qualification testing includes the selective in-depth examination of firmware; the 




inspection and evaluation of system documentation; tests of hardware under 
conditions simulating the intended storage, operation, transportation, and 
maintenance environments; and operational tests verifying system performance and 
function under normal and abnormal conditions. 




 
The Model 650 Central Ballot Counter and associated resident machine firmware, 
Release 2.0.1.0, was subjected to reliability and functional tests.  It was 
demonstrated that the Model 650 successfully met the hardware qualification test 
requirements of the Voting Systems Standards, April 2002.  Qualification testing (in-
depth source review and functional tests) was limited to the Model 650, associated 
resident machine firmware, and did not include any election management software, 
which typically resides on a personal computer and is used for ballot definition and 
report canvassing activities.  Testing of the election management software including 
end-to-end system level testing was performed by a Software ITA, CIBER Inc., 
Huntsville, AL, which will issue the results of such testing under a separate report.  




 
 Due to the varying requirements of individual jurisdictions, it is recommended 




by the FEC Standards that local jurisdictions perform pre-election logic and 
accuracy tests on all systems prior to their use in an election within their 
jurisdiction. 
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2.0 REFERENCES 
• ES&S Purchase Order No. 523557-00. 




• ES&S Model 650, Preventative Maintenance Manual, Version 2.0, Hardware 
Version 1.0, September 2, 2004. 




• ES&S Model 650, Central Ballot Scanner, Operators Manual, Version 2.0, 
September 2, 2004. 




• ES&S Model 650, Quality Control Procedures for 150, 550, 650 Vinyl Cover, April 
7, 2003. 




• ES&S Model 650, Quality Control Procedures for 650 QA Sheet, Version 
3.10.03, March 10, 2003. 




• ES&S Model 650, Quality Control Procedures for Sola 72 Volt Supply, April 7, 
2003. 




• ES&S Model 650, Quality Control Procedures for 4806 Flash Drive Assembly, 
April 7, 2003. 




• ES&S Model 650, Quality Control Procedures for 4820, 4821 Interlock Cables, 
April, 2003. 




• ES&S Model 650, Quality Control Checklist, Use with 650 Quality Control 
Procedures, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Procedures for 150, 550, 650 
Transport Assembly, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Procedures for 150, 550, 650 
Sensors, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Procedures for 1704, 1705 
Channel sensors, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Procedures for 4127 PMS Board, 
April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Procedures for 2516, 4152 Power 
Supplies, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Checklist for “Dock to Stock” 
Parts, April 7, 2003. 




• ES&S Central Count Scanner, Quality Control Checklist for In-House 
Assemblies, April 7, 2003. 




• ES&S Development Practices and Coding Standards, Version 1.08, August 16, 
2004. 




• ES&S Secure Voting System Overview, Release 2.5, August 31, 2004. 
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2.0 REFERENCES (Continued) 




• ES&S Election Security, Concepts and Considerations, Version 1.2, August 26, 
2004. 




• ES&S Test Procedures, Quality Control Procedures for Post 1121, Version 
7.1.03, April 10, 2003. 




• ES&S Incoming QC, Quality Control Procedures, For Incoming QC, Version 
4.10.03, April 10, 2003. 




• ES&S Software Specifications, Model 650 central Count Ballot Tabulator, 
Version 2.0.0.0, Date 7/29/2004. 




• ES&S Test Case Specifications, Operational Test: M650 Central Scanner, 
Version 2.0.0.0, July 2004. 




 
3.0 CUSTOMER 
 




Election Systems & Software, Inc.  
11208 John Galt Blvd.  
Omaha, NE  68137 
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4.0 TEST HARDWARE/FIRMWARE DESCRIPTION 
 
 The test hardware/firmware includes the ES&S Model 650 Central Ballot Counter 




and the Machine Resident Firmware, Release 2.0.1.0. 
 
4.1 Test Hardware 
 
4.1.1 Model 650 
 
 The ES&S Model 650 Central Ballot Counter is a standalone, self-contained optical 




scan mark-sense scanner that uses an automatic ballot feeder to process 11”, 14”, 
17”, and 19” ballots using a three-column front and three-column back format.  246 
positions can be assigned with the 11” ballot, 216 positions can be assigned with the 
14” ballot, 246 positions with the 17” ballot, and 306 positions with the 19” inch ballot.  
The Model 650 chassis is constructed of steel and is powered by 115 VAC, 1 Phase, 
facility power.  The Model 650 moves ballots by applying friction force to the ballot 
surface with a moving soft-rubber “pick-belt”.  The ‘picked’ ballots move toward the 
read head where rollers move the ballot through the head at a constant velocity.  The 
Model 650 Operator Controls are contained in a membrane control panel.  The 
controls allow the operator to start operation, stop operation, print reports, and store 
data to disk.  Other operator control options are also available.  The Model 650 
optical read heads are mounted in fixed positions that correspond to the columns of 
the ballots and the response areas.  Optical signals from the sensors are converted 
to analog signals, amplified, and routed to the motherboard where they are 
converted to digital images that are processed and stored.  The Model 650 Ballot 
Conversion processes controls the optical reading, produces an electronic image of 
the ballot and directs internal storage of accumulated images.  The first two columns 
are pre-printed on the ballot and contain the timing track and code channel.  As the 
paper ballot moves under the optical read head, sample readings are taken at 
consistent, timed intervals relative to the timing marks pre-printed on the ballot.  The 
marks in the code channel identify the ballot.  The Model 650 Processing subsystem 
includes the system processor that stores ballot counter information.  Processing 
translates the ballot image in vote counts and stores the counts.  The processing 
also is responsible for identifying the ballot and matching it against the programmed 
election criteria.  The Model 650 Display Unit is a vacuum fluorescent display 
module.  The display contains two 40-character lines to provide system status to the 
operator panel.  The components are labeled according to the display condition that 
they indicate.  The Model 650 control subsystem provides monitoring and diagnostic 
information, and interface to the font panel.  It provides I/O to the disk drive and 
external printer and controls system logging functions.  The Model 650 Reporting 
prints standard reports including multi-level jurisdiction and multi-purpose reports.  
Reports can be printed to show the total voter per ballot choice, total number of votes 
cast, over-votes, under-votes, write-in votes, and on–demand precinct counted/not 
counted reports that show the total number of ballots per precinct and total number 
of ballots counted by type.  Additionally, an ‘Event Log’ and ‘Status Log’ can be kept 
and used by election officials.  A ‘Long Summary’ report used to count over- and 
under-votes can also be created.  




 
 The Model 650 measures 24” high by 28” wide by 23” deep.  The Model 650 weighs 




approximately 150 pounds. 
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5.0 MATERIALS REQUIRED FOR TESTING 
 
5.1 Equipment 
 
 ES&S provided a sufficient number of Model 650's to ensure that parallel testing, 




where feasible, was performed. 
 
5.2 Test Materials 
 
 ES&S provided all ancillary support material required during the course of ITA 




Qualification Testing.  Additionally, 80 pound white offset stock manufactured by 
Weyerhaeuser and branded ES&S Opaque was provided and used for all ballot 
processing. 




 
5.3 Deliverable Materials 
 
 ES&S provided the latest versions of all hardware and software specifications and 




poll-worker user manuals.  All user manuals have an identifiable Release Date.  
Reference Paragraph 2.0 for a listing and version of the applicable documentation, 
which had been provided upon program completion. 




 
6.0  TEST SPECIFICATIONS 
 
6.1 Functional Qualification Test Matrix 
 




Attachment A contains an overall functional qualification matrix addressing those 
Model 650 hardware characteristics reviewed during hardware qualification testing.  




 
6.2  Electrical and Environmental Tests 
 
 Hardware qualification testing and a technical data package documentation review 




were performed to ensure that the Model 650 Central Ballot Counter and associated 
machine resident firmware were in compliance with the Voting Systems Standards 
2002 functional requirements.  




 
 The Model 650 was functionally tested, as it would be configured for use in a central 




count environment.  
 
 The Model 650 was subjected to the following hardware environmental and electrical 




tests: 
 




• Environmental Test, Operating (7.3.3.2 of VSS, January 1990) 
• Electrostatic Disruption (4.8.3, Volume II of VSS, April 2002) 
• Electrical Fast Transient (4.8.5, Volume II of VSS, April 2002) 
• Lightning Surge (4.8.6 Volume II of VSS, April 2002) 
• Electromagnetic Susceptibility (4.8.4, Volume II of VSS, April 2002) 
• Conducted RF Immunity (4.8.7, Volume II of VSS, April 2002) 
• Magnetic Fields Immunity (4.8.8, Volume II of VSS, April 2002) 
• Power Disturbance (4.8.1, Volume II of VSS, April 2002) 
• 47 CFR Part 15, Subpart B, Class B Testing 
• UL 60950 Product Safety Testing 




 















Page No. 10 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




6.0 TEST SPECIFICATIONS (Continued) 
 
6.2  Electrical and Environmental Test (Continued) 
 




Note that the Environmental Non-Operating Tests, e.g., Transit Vibration, Humidity, 
High and Low Temperature Storage, apply only to precinct level hardware and thus, 
the Model 650, classified as a Central Ballot Counter, was not subjected to those 
tests.  




 
 Attachments C through F contain the resultant test data of the above referenced 




tests. 
 
6.3 Firmware 
 
 The Model 650 firmware was subjected to a source code review.  The source code 




was reviewed to ensure it followed the recommended programming guidelines as 
contained in the FEC standards.  This included a review for: 




 
• Simplicity:  the straightforwardness of the design, such as avoidance of 




complex structure and obscure algorithms. 
• Understandability:  the ease with which the intent and function of the code can 




be ascertained and verified. 
• Testability:  the construction of code so as to incorporate implicit or explicit 




points or features to the flow of data and control within modules and at module 
interfaces. 




• Robustness:  a property of software design that is enhanced by editing and 
range specification, by the incorporation of controls or traps for immediate 
detection of errors to prevent their propagation throughout the rest of the code, 
and by providing a means of recovery without loss of control or data. 




• Security:  the inclusion of provisions to prevent unauthorized access, or to 
detect and control it, should it be attempted. 




• Usability:  the ability of the Voting Machine to be operated without recourse too 
excessive or obscure control procedures (e.g., text messages rather than 
numerical error codes that require the user to consult a table). 




• Installability:  the ease with which a Voting Machine can be made fully 
operational after delivery. 




• Maintainability:  the ease with which defects can be identified, corrected, and 
validated in the field. 




• Modifiability:  the ease with which new features can be incorporated into 
existing software. 




 
Attachment B contains the Model 650 Source Code Review Report, Release 2.0.1.0.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.4  Operating Test  
 
6.4.1  Environmental Test, Operating  
 




To demonstrate a 163-hour minimum acceptable Mean-Time-Between-Failure 
threshold, two Model 650s were placed inside an environmental walk-in test chamber 
and connected to a variable voltage power source.  The temperature inside the 
chamber and the voltage supplied to the hardware varied from 40ºF to 100ºF and from 
105 VAC to 129 VAC respectively.  During test, the Model 650s were actively 
processing  
pre-scored ballots.  The Environmental Test Profile and Chamber Thermal Circular 
Charts are presented in Attachment C.  




 
There were no hardware failures encountered during the 163-hour Mean-Time-
Between-Failure demonstration. 




6.5 Electrical Tests 
The Model 650 was subjected to various Electromagnetic Compatibility tests to ensure 
continued system operation and reliability in the presence of abnormal electrical 
events.  The Model 650 was powered and actively processing ballots during the 
performance of the electrical tests.  All electrical testing was performed with a Belkin 
Model F60C800-UNV Uninterruptible Power Supply present in line with the Model 650 
power line.  




 
6.5.1 Electrostatic Disruption 
 




Electrostatic Disruption (ESD) Testing was performed in accordance with the 2002 
Voting Systems Standards to ensure that should an electrostatic discharge event 
occur during equipment setup and/or voting, whether by a poll worker or by a voter 
touching the hardware, that the hardware would continue to operate normally.  A 
momentary interruption is allowed so long as normal operation is resumed without 
human intervention or loss of data.  
 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 was then subjected to electrostatic discharges of +/- 8 kV contact and +/- 
15 kV air.  Discharges were performed at areas typical of those, which might be 
touched during normal operation including operator buttons, ballot stack hoppers, and 
other likely points of contact.   
 
There was no loss of normal operation and or loss of data as a result of the applied 
discharges. 




 
ESD Sheets are contained in Attachment E.  Attachment G contains the ESD 
Instrumentation Equipment Sheet. 




 
6.5.2 Electrical Fast Transient 
 




Electrical Fast Transient (EFT) Testing was performed in accordance with the 2002 
Voting Systems Standards to ensure that should a fast transient event occur on a 
power line, the hardware would continue to operate without disruption of normal 
operation or loss of data.  















Page No. 12 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




6.0 TEST SPECIFICATIONS (Continued) 
6.5 Electrical Tests (Continued) 
 
6.5.2 Electrical Fast Transient (Continued) 




 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 was subjected to electrostatic fast transients of 2 kV applied to its AC 
power input lines.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
transients.  
 
An EFT Data Sheet is contained in Attachment E.  Attachment G contains an EFT 
Instrumentation Equipment Sheet. 




 
6.6 Lightning Surge 
 




Lightning Surge Testing was performed in accordance with the 2002 Voting Systems 
Standards to ensure that should a surge occur on a power line due to a lightning strike, 
the Model 650 would continue to operate without disruption of normal operation or loss 
of data.  
 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 power input lines were then subjected to the following surges:  
 
• +/- 2 kV AC line-to-line 
• +/- 2 kV AC line-to-earth 
 
There was no loss of normal operation and or loss of data as a result of the applied 
surges.  
 
A Lightning Surge Data Sheet is contained in Attachment E.  Attachment G contains a 
Surge Instrumentation Equipment Sheet. 




 
6.7 Electromagnetic Susceptibility  
 




Electromagnetic Susceptibility testing was performed in accordance with the 2002 
Voting Systems Standards.  This testing was performed to ensure that the Model 650 
would be able to withstand a moderate level of ambient electromagnetic fields without 
disruption of normal operation or loss of data.  
 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 was then subjected to ambient electromagnetic fields up to a maximum of 
10 V/m over a range of 80 MHz to 1000 MHz.  
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.7 Electromagnetic Susceptibility (Continued) 
 




There was no loss of normal operation and or loss of data as a result of the applied 
electromagnetic fields.  
 
An Electromagnetic Susceptibility Data Sheet is contained in Attachment E.  
Attachment G contains an Electromagnetic Susceptibility Instrumentation Equipment 
Sheet. 




 
6.8 Conducted RF Immunity 
 




Conducted RF immunity testing was performed in accordance with the 2002 Voting 
Systems Standards.  This testing was performed to ensure that the Model 650 would 
be able to withstand conducted RF energy on its input power lines without disruption of 
normal operation or loss of data.  




 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 was subjected to conducted RF energy of 10 Vrms applied to its power 
lines over a frequency range of 150 kHz to 80 MHz. 
 
There was no loss of normal operation and or loss of data as a result of the applied 
conducted RF energy.  
 
A Conducted RF Immunity Data Sheet is contained in Attachment E.  Attachment G 
contains a Conducted RF Immunity Instrumentation Equipment Sheet. 




 
6.9 Magnetic Fields Immunity 
 




Magnetic Fields immunity testing was performed in accordance with the 2002 Voting 
Systems Standards.  This testing was performed to ensure that the Model 650 would 
be able to withstand AC magnetic fields without disruption of normal operation or loss 
of data.  
 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
Model 650 was then subjected to AC magnetic fields of 30 A/M at a 60 Hz power line 
frequency.  
 
There was no loss of normal operation and or loss of data as a result of the applied 
Magnetic Fields.  
 
A Magnetic Fields Immunity Data Sheet is contained in Attachment E.  Attachment G 
contains a Magnetic Fields Instrumentation Equipment Sheet. 
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6.0 TEST SPECIFICATIONS (Continued) 
 
6.10 Power Disturbance 
 




Power Disturbance testing was performed in accordance with the 2002 Voting 
Systems Standards.  This testing was performed to ensure that the Model 650 would 
be able to withstand electrical power line disturbances (dips/surges) without disruption 
of normal operation or loss of data.  
 
The Model 650 was configured to be actively processing ballots, whereas continual 
ballot processing would occur during the testing without operator intervention.  The 
hardware was then subjected to the voltage dips and surges over periods ranging from 
20 ms to four hours.  
 
There was no loss of normal operation and or loss of data as a result of the Power 
Disturbance Test.  
 
An Power Disturbance Data Sheet is contained in Attachment E.  Attachment G 
contains a Power Disturbance Instrumentation Equipment Sheet. 




 
6.11 FCC Part 15 Emissions 
 




Electromagnetic Radiation emissions measurements were performed in accordance 
with the 2002 Voting Systems Standards.  This testing was performed to ensure that 
the Model 650 did not emit high levels of radio frequency emissions, possibly causing 
disruption to nearby located electrical products.  Emissions from the Model 650 were 
found to be compliant and did not exceed the allowable FCC Part 15, Class B 
emissions limits.  
 




 Attachment D contains the FCC Part 15, Class B Emissions Test Report. 
 
6.12 Product Safety 
 




The Model 650 was successfully subjected to a product safety review to ensure its 
compliance with UL/IEC60950, Safety of Information Technology Equipment.  
 
Attachment F contains the Product Safety Report. 




 
7.0 TEST EQUIPMENT AND INSTRUMENTATION 
 
 All instrumentation, measuring, and test equipment used in the performance of this test 




program were calibrated in accordance with Wyle Laboratories' Quality Assurance 
Program, which complies with the requirements of ANSI/NCSL Z540-1, ISO 10012-1, 
and Military Specification MIL-STD-45662A.  Standards used in performing all 
calibrations are traceable to the National Institute of Standards and Technology (NIST) 
by report number and date.  When no national standards exist, the standards are 
traceable to international standards or the basis for calibration is otherwise 
documented. 




 
 Attachment G contains Instrumentation Equipment Sheets. 
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8.0 WYLE QUALITY ASSURANCE 
 
 All work performed on this program was completed in accordance with Wyle 




Laboratories' Quality Assurance Program. 
 
 The Wyle Laboratories, Huntsville Facility, Quality Management System is registered 




in compliance with the ISO-9001 International Quality Standard.  Registration has 
been completed by Quality Management Institute (QMI), a Division of Canadian 
Standards Association (CSA). 
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ATTACHMENT A 
 




FEC VSS 2002 FUNCTIONAL REQUIREMENTS MATRIX 
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FEC 
Req. No. 




Requirement 
Volume 1, FEC VSS 2002 Functional Requirements 




A
ccepted 




R
ejected 




N
/A




 




N
/T 




2 Functional Capabilities     
2.2 Overall System Capabilities     
2.2.1 Security (Hardware & Software ITA)      
a. Security access controls that limit or detect access to critical system components.       
b. The provided system functions that are executable only in the intended manner and 




order, and only under the intended conditions.     




c. The system’s control logic to prevent a system function from executing, if any 
preconditions to the function have not been met.     




d. The safeguard that protects against tampering during system repair, or 
interventions in system operations, in response to system failure.     




e. The security provisions that are compatible with the procedures and administrative 
tasks involved in equipment preparation, testing, and operation.     




f. Access to a system function that is restricted or controlled.     
g. Mandatory administrative procedures for effective system security.     
2.2.2 Accuracy (Hardware & Software ITA)     
2.2.2.1 Common Standards to Ensure Vote Accuracy     
a. Recording the election contests, candidates, and issues exactly as defined by 




election officials.     




b. Recording the appropriate options for casting and recording votes.     
c. Recording of each vote precisely as indicated by the voter and have the ability to 




produce an accurate report of all votes cast.     




d. Control logic and data processing methods incorporation parity and check sums (or 
equivalent error detection and correction methods) to demonstrate the system has 
been designed for accuracy. 




    




e. The software that monitors the overall quality of data read-write and transfer quality 
status, checking the number and types of errors that occur in any of the relevant 
operations on data and how they were corrected. 




    




2.2.2.2 DRE System Standards      
 Voting devices record and retain redundant copies of the original ballot image    
2.2.3 Error Recovery (Hardware ITA)     
a. Restoration of the device to the operating condition existing immediately prior to an 




error or failure, without loss or corruption of voting data previously stored in the 
device 




    




b. Resumption of normal operation following the correction of a failure in a memory 
component, or in a data processing component, including the central processing 
unit 




    




c. Recovery from any other external condition that causes equipment to become 
inoperable, provided that catastrophic electrical or mechanical damage due to 
external phenomena has not occurred. 




    




2.2.4 Integrity (Hardware ITA)     
2.2.4.1 Common Standards to Ensure System Integrity     
a. Protection, by a means compatible with these Standards, against a single point of 




failure that would prevent further voting at the polling place.  (Central count not used 
at precinct level) 




   




b. The interruption of electronic power     
c. Protection against generated or induced electromagnetic radiation;     
d. Protection against ambient temperature and humidity fluctuations;     
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N
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N
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e.  Protection against failure of any data input or storage device.       
f. Against any attempt at improper data entry or retrieval     
g. To ensure that the reports of any normal or abnormal events are correct.     
h. Maintenance of a permanent record of original audit data that cannot be bypassed 




or turned off.     




i. To detect and record every event     
j. Detecting and reporting of system status and degree of operability by built-in 




measurement, self-test, and diagnostic software and hardware     




2.2.4.2 DRE Systems Standards     
a. Maintenance of a record of each ballot cast using a process and storage location 




that differs from the main vote detection, interpretation, processing, and reporting 
path 




   




b. Provision of a capability to retrieve ballot images in a form readable by humans    
2.2.5 System Audit (Hardware & Software ITA)     
2.2.5.1 System Audit Purpose and Context     
 System’s characteristics documented in sufficient detail for ITAs and system users 




to evaluate the adequacy of the system’s audit trail.     




2.2.5.2 Operational Requirements     
 Audit records are prepared for all phases of election operations performed using 




devices controlled by the jurisdiction or its contractors.  (Includes ballot preparation, 
election definition, system readiness tests, voting, and ballot-counting operations.) 




    




2.2.5.2.1 Time, Sequence, and Preservation of Audit Records     
a. Active real-time audit record.       
b. The DRE has a real time clock.    
c. All systems documented that audit record entries include the time-and-date stamp.       
d. The audit records documented for availability.       
e. Audit records shall not be terminated or altered by program control.     
f. System not affected by interruption of power.  (Uninterruptible Power Supply must 




be used)     




g. Printable copy of the audit record.     
2.2.5.2.2 Error messages     
a. Generation, storage and reporting of all error messages as they occur to the user     
b. All error messages requiring intervention by an operator or precinct official are 




displayed or printed unambiguously in easily understood language text, or by 
means of other suitable visual indicators.   




    




c. System use of numerical error codes for trained technician maintenance or repair 
containing the text corresponding to the code is self-contained, or affixed inside the 
unit device.   




   




d. All error messages written clearly.       
e. The message cue for all systems shall clearly state the action to be performed in 




the event that voter or operator response is required.       




f. That an erroneous response would not lead to irreversible error.     
g. Nested error conditions are corrected in a controlled sequence such that system 




status shall be restored to the initial state existing before the first error occurred.     




2.2.5.2.3 Status Messages     
 The display and report of critical status messages use unambiguous indicators or 




English language.     




 For the capability of status messages as part of the real-time audit record     
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 For the capability for a jurisdiction to designate critical status messages     
2.2.5.3 COTS operation system (common off the shelf)     
 The local terminal (display screen and keyboard) and external connection devices 




(network cards and ports) configuration only for authorized, identified users     




 The operating system audit is enabled for all session openings and closings.  For all 
process executions and terminations, and for the alteration or deletion of any 
memory or file object.   




   




 The system is configured to execute only intended and necessary processes during 
the execution of election software.    




 The system has been configured to halt election software processes upon the 
termination of any critical system process (such as system audit) during the 
execution of election software.   




   




2.2.6 Election Management System  (Software ITA)      
a. Definition of the political subdivision boundaries and multiple election districts, as 




indicated in the system documentation.     




b. Identification of contests, candidates, and issues.     
c. Definition of ballot formats and appropriate voting options.     
d. Generation of ballots and election-specific programs for vote recording and vote 




counting equipment.     




e. Installation of ballots and election-specific programs.     
f. Validation that ballots and programs have been properly prepared and installed.     
g. Accumulated vote totals at multiple reporting levels as indicated in the system 




documentation.     




h. Generation of post-voting reports per Section 2.5.     
i. Process and produce audit reports of the data indicated in Section 4.5.     
2.2.7  Accessibility (Hardware ITA)     
2.2.7.1 Common Standards     




 The voting system meets the following conditions:  
a. Where clear floor space only allows forward approach to an object, the 




maximum high forward reach allowed shall be 48 inches.  The minimum low 
forward reach is 15 inches. 




b. Where forward reach is over an obstruction with knee space below, the 
maximum level forward reach is 25 inches.  When the obstruction is less than 
20 inches deep, the maximum high forward reach is 48 inches.  When the 
obstruction projects 20 to 25 inches, the maximum high forward reach is 44 
inches. 




c. The position of any operable control is determined with respect to a vertical 
plane that is 48 inches in length, centered on the operable control, and at the 
maximum protrusion of the product within the 48-inch length. 




d. Where any operable control is 10 inches or less behind the reference plane, 
have a height that is between 15 inches and 54 inches above the floor. 




e. Where any operable control is more than 10 inches and not more than 24 
inches behind the reference plane, have a height between 15 inches and 46 
inches above the floor. 




f. Have operable controls that are not more than 24 inches behind the reference 
plane. 




   




2.2.7.2 DRE Standards for      
 Audio Information and Stimulus     
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a. Voter is not required to bring own assistive technology to a polling place.    
b.1. System communicates the complete content of the ballot to the voter.    
b.2.   Provision of instruction to the voter in operation of the voting device.    
b.3. Provision of instruction so that the voter has the same vote capabilities and options 




as those provided by the system to individuals who are not using audio technology    




b.4. For a system that supports write-in voting, enables the voter to review the voter’s 
write-in input, edit that input, and confirm that the edits meet the voter’s intent.    




b.5. That the voter is able to request repetition of any system provided information.    
b.6. System provided and supported headphones, disposable after each use.      
b.7. Providing the audio signal through an industry standard connector for private 




listening using a 1/8 inch stereo headphone jack to allow individual voters to supply 
personal headsets 




   




b.8. Providing a volume control with an adjustable amplification up to a maximum of 105 
dB that automatically resets to the default for each voter    




c. In conformance with FCC Part 68, a wireless coupling for assistive devices used by 
people who are hard of hearing when a system utilizes a telephone style handset to 
provide audio information 




   




d. Meeting the requirements of ANSI C63.19-2001 Category 4 to avoid 
electromagnetic interference with assistive hearing devices    




 Electronic Image Displays     
e.1. Adjustment of the contrast settings    
e.2. Adjustment of color settings, when color is used    
e.3. Adjustment of the size of the text so that the height of capital letters varies over a 




range of 3 to 6.3 millimeters    




f.1. Tactilely discernible without activating the controls or keys.    
f.2. Operability with one hand and not require tight grasping, pinching, or twisting of the 




wrist.    




f.3. Requiring a force less than 5 lbs (22.2 N) to operate.    
f.4. Provides no key repeat function.    
g. For a system that requires a response by a voter in a specific period of time, alert 




the voter before this time period has expired and allow the voter additional time to 
indicate that more time is needed 




   




h. For a system that provides sound cues as a method to alert the voter about a 
certain condition, such as the occurrence of an error, or a confirmation, the tone 
shall be accompanied by a visual cue for users who cannot hear the audio prompt 




   




i. Providing a secondary means of voter identification or authentication when the 
primary means of doing so uses biometric measures that require a voter to possess 
particular biological characteristics 




   




2.2.8 Vote Tabulating Program (Hardware Functional & Software System Level)     
a. Monitoring of system status and generating machine-level audit reports     
b. Accommodating device control functions performed by polling place officials and 




maintenance personnel     




c. Registering and accumulating votes     
d. Accommodating variations in ballot counting logic     
2.2.8.2 Voting Variation      
a. Support of closed primaries.     
b. Support of open primaries.     
c. Support of partisan offices.     
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d. Support of non-partisan offices.     
e. Support of write-in voting.     
f. Support of primary president.     
g. Support of ballot rotation.     
h. Support of straight party voting.     
i. Support of cross-party endorsement     
j. Support of split precincts.     
k. Support of vote for N of M.     
l. Support of recall issues with options.    
m. Support of cumulative voting.    
n. Support of ranked over voting.    
o. Support of provisional or challenged ballots.     
2.2.9 Ballot Counter  (Hardware Functional)     
a. The counter is able to be set to zero before any ballots are submitted for tally     
b. The counter records the number of ballots cast during a particular test cycle or 




election     




c. The counter increases the count only by the input of a ballot     
d. Prevention or disabling the resetting of the counter by any person other than 




authorized persons at authorized points     




e. The counter is visible to designated election officials     
2.2.10 Telecommunications (Hardware Functional & Software System Level Test.)     
 Transmission of data during pre-voting, voting or post-voting activities includes 




capabilities to ensure data are transmitted with no alternation or unauthorized 
disclosure during transmission for:  




• Voter Authentication 
• Ballot Definition 
• Vote Transmission to Central Site 
• Vote Count  
• List of Voters 




   




2.3 Pre-voting Functions     
2.3.1 Ballot Preparation (Software ITA)     
2.3.1.1 General Capabilities     
 Systems provide the general capability for ballot preparation, ballot formatting and 




ballot production.     




2.3.1.1.1 Common Standards     
a. Automatic formatting of ballots in accordance with the requirements for offices, 




candidates, and measures qualified to be placed on the ballot for each political 
subdivision and election district. 




    




b. The collecting and maintaining: Offices with labels/instructions; Candidate names 
with labels; Issues or measures with their text     




c. Support of the maximum number of potentially active voting positions as indicated 
in the system documentation.     




d. Generating ballots that segregate the choices in partisan races by party affiliation 
for primary election     




e. Generation of ballots containing identifying codes or marks uniquely associated with 
each format.     




f. Vote response fields, selection buttons, or switches properly align with the specific     
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candidate names and/or issues printed on the ballot display, ballot card or sheet, or 
separate ballot pages. 




2.3.1.1.2 Paper-Based System Standards     
a. Voters are able to make selections by punching a hole or by making a mark in 




areas designated for this purpose upon each ballot card or sheet.    




b. Punchcard systems, to ensure that the vote response fields can be properly aligned 
with punching devices used to record votes.    




c. Marksense systems ensure that the timing marks align properly with the vote 
response fields.    




2.3.1.2 Ballot Formatting      
a. Creation of newly defined elections     
b. Rapid and error-free definition of elections and their associated ballot layouts     
c. Uniform allocation of space and fonts used for each office, candidate, and contest 




such that the voter perceives no active voting position to be preferred to any other.     




d. Simultaneous display of the maximum number of choices for a single contest as 
indicated by the vendor in the system documentation     




e. Retention of previously defined formats for an election     
f. Prevention of unauthorized modification of any ballot formats     
g. Modification by authorized persons of a previously defined ballot format for use in a 




subsequent election     




2.3.1.3 Ballot Production      
2.3.1.3.1 Common Standards     
a. The electronic display or printed document on which the user views the ballot is 




capable of rendering an image of the ballot in any of the languages required by The 
Voting Rights Act of 1965. 




    




b. The electronic display or printed document on which the user views the ballot does 
not show any advertising or commercial logos of any kind, whether public service, 
commercial, or political, unless specifically provided for in State law.  Electronic 
displays shall not provide connection to such material through hyperlink 




    




c. The ballot conforms to vendor specifications for type of paper stock, weight, size, 
shape, size and location of punch or mark field used to record votes, folding, bleed 
through, and ink for printing if paper ballot documents or paper displays are part of 
the system 




    




2.3.1.3.2 Paper-Based System Standards     
a. Specifications for ballot materials to ensure vote selections are read from a single 




ballot at a time.     




2.3.2 Election Programming (Software ITA) Process by which election officials or their 
designees use election databases and vendor system software to logically define 
the voter choices associated with the contents of the ballots 




    




a. Logical definition of the ballot, including the definition of the number of allowable 
choices for each office and contest     




b. Logical definition of political and administrative subdivisions, where the list of 
candidates or contests varies between polling places     




c. Exclusion of any contest on the ballot in which the voter is prohibited from casting a 
ballot because of place of residence, or other such administrative or geographical 
criteria 




    




d. Ability to select from a range of voting options to conform to the laws of the 
jurisdiction in which the system will be used     
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e. Generation of all required master and distributed copies of the voting program, in 
conformance with the definition of the ballots for each voting device and polling 
place, and for each tabulating device 




    




2.3.3 Ballot and Program Installation and Control     
 All systems provide a means of installing ballots and programs on each piece of 




polling place or central count equipment according to the ballot requirements of the 
election and the jurisdiction.   




    




a. Documented a detailed work plan providing a schedule and steps for the software 
and ballot installation, including a table outlining the key dates, events and 
deliverables. 




    




b. Capability for automatically verifying that the software has been properly selected 
and installed in the equipment or in programmable memory devices and for 
indicating errors.   




    




c. The capability for automatically validating that software correctly matches the ballot 
formats that it is intended to process, for detecting errors, and for immediately 
notifying an election official of detected errors.   




    




2.3.4 Readiness Testing (Hardware Functional & Software System Level)     
2.3.4.1 Standards     
a. Voting machines or vote recording and data processing equipment, precinct count 




equipment, and central count equipment are properly prepared for an election, and 
collect data that verifies equipment readiness 




    




b. Obtaining status and data reports from each set of equipment     
c. The correct installation and interface of all system equipment     
d. That hardware and software function correctly     
e. Generating consolidated data reports at the polling place and higher jurisdictional 




levels     




f. Segregating test data from actual voting data, either procedurally or by 
hardware/software features     




 Resident test software, external devices, and special purpose test software 
connected to or installed in voting devices to simulate operator and voter functions 
used for these tests meeting the following standards: 
a. These elements shall be capable of being tested separately, and shall be 




proven to be reliable verification tools prior to their use; and 
b. These elements shall be incapable of altering or introducing any residual effect 




on the intended operation of the voting device during any succeeding test and 
operational phase. 




   




2.3.4.2 Paper-Based Systems     
a. Support of conversion testing that uses all potential ballot positions as active 




positions     




b. Support of conversion testing of ballots with active position density for systems 
without pre-designated ballot positions    




2.3.5 Verification at Polling Place (Hardware Functional & Software System Level)     
 All systems provide a formal record of the following, in any media, upon verification 




of the authenticity of the command source: 
a. The election's identification data; 
b. The identification of all equipment units; 
c. The identification of the polling place; 
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d. The identification of all ballot formats; 
e. The contents of each active candidate register by office and of each active 




measure register at all storage locations (showing that they contain only zeros); 
f. A list of all ballot fields that can be used to invoke special voting options; and 
g. Other information needed to confirm the readiness of the equipment, and to 




accommodate administrative reporting requirements 
a. Capability to test all voting devices to confirm no hardware or software failures.    
b. Test that the device is activated for accepting votes.    
 For equipment that consolidates polling place data at one or more central counting 




places, there is verification for the correct extraction of voting data from 
transportable memory devices or transmission of secure data over secure 
communication links. 




   




2.3.6 Verification at Central Location (Software ITA)     
 Any equipment used in a central count environment provides a printed record of: 




a. The election's identification data; 
b. The contents of each active candidate register by office and of each active 




measure register at all storage locations (showing that they contain only zeros); 
c. Other information needed to confirm the readiness of the equipment, and to 




accommodate administrative reporting requirements 




    




2.4 Voting Functions     
2.4.1. Opening the Polls (Hardware Functional & Software System Level)     
2.4.1.1 Opening the Polling Place (Precinct Count Systems)      
a. An internal test or diagnostic capability to verify that all of the polling place tests 




specified in 2.3.5 have been successfully completed.    




b. Automatic disabling any device that has not been tested until it has been tested.    
2.4.1.2 Paper-Based System Standards     
2.4.1.2.1 All Paper-Based systems     
 Ballot punching or marking devices.     
2.4.1.2.2 Precinct Count Paper-Based Systems     
b. Correct activation and proper function.    
c. The system identifies device failures.    
2.4.1.3 DRE System Standards     
a. Security seal, password, or data code to verify that they prevent the inadvertent or 




unauthorized actuation of poll-opening functions.    




b. Enforcing the execution of steps in the proper sequence    
c. Verifying the system has been activated correctly    
d. Verifying that the DRE will identify system failure and any corrective action needed    
2.4.2 Activating the Ballot (DRE Systems) (Hardware Functional & Software System 




Level)     




a. Election officials are able to control the content of the ballot presented to the voter, 
either printed form or electronic display, such that each voter is permitted to record 
votes only in contests in which that voter is authorized to vote 




   




b. Each eligible voter is allowed to cast a ballot    
c. A voter is prevented from voting on a ballot to which s/he is not entitled    
d. A voter may not cast more than one ballot in the same election    
e. The casting of a ballot in a general election    
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f. The ability to select the ballot that is appropriate to the party affiliation declared by 
the voter in a primary election    




g. Activation of all parts of the ballot upon which the voter is entitled to vote    
h. Disabling of all parts of the ballot upon which the voter is not entitled to vote    
2.4.3 Casting a Ballot (Hardware Functional & Software System Level)     
2.4.3.1 Casting Ballot Common Standards     
a. Text provided is at least 3 millimeters high and provide the capability to adjust or 




magnify the text to an apparent size of 6.3 millimeters    




b. Protection of the secrecy of the vote.  The system cannot reveal any information 
about a particular voter’s vote, except as otherwise required by individual State law    




c. The recorded selection and non-selection (undervote) of individual vote choices for 
each contest and ballot measure    




d. A record of the voter’s selection of candidates whose names do not appear on the 
ballot, if permitted under State law, and record as many write-in votes as the 
number of candidates the voter is allowed to select 




   




e. In the event of a failure of the main power supply external to the voting system, 
provide the capability for any voter who is voting at the time to complete casting a 
ballot, allow for the graceful shutdown of the voting system without loss or 
degradation of the voting and audit data, and allow voters to resume voting once 
the voting system has reverted to back-up power 




   




f. Provision for voters to continue cast ballots in the event of a failure of a 
telecommunications connection within the polling place or between the polling place 
and any other location 




   




2.4.3.2  Paper Based System Standards     
2.4.3.2.1 All Paper-Based Systems     
a. The voter is able to easily identify the voting field that is associated with each 




candidate or ballot measure response     




b. The voter is able to punch or mark the ballot to register a vote     
c. Either the voter or the appropriate election official is able to place the voted ballot 




into the ballot counting device (precinct count systems) or a secure receptacle 
(central count systems); 




    




d. Protection of the secrecy of the vote throughout the process     
2.4.3.2.2 Precinct Count Paper-Based Systems     
a. Feedback provided to the voter identifies specific contests or ballot issues for which 




an overvote or undervote is detected    




b. The provision to allow the voter, at the voter’s choice, to vote a new ballot or submit 
the ballot ‘as is’ without correction    




c. The provision to allow an authorized election official to turn off the capabilities 
defined in the two prior provisions.      




2.4.3.3 DRE Systems Standards      
a. Prohibiting the voter from accessing or viewing any information on the display 




screen that has not been authorized by election officials and preprogrammed into 
the voting system (i.e., no potential for display of external information or linking to 
other information sources) 




   




b. Enabling the voter to easily identify the selection button or switch, or the active area 
of the ballot display that is associated with each candidate or ballot measure 
response 




   




c. Allowing the voter to select his or her preferences on the ballot in any legal number    
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and combination 
d. Indicating that a selection has been made or canceled    
e. Indicating to the voter when no selection, or an insufficient number of selections, 




has been made in a contest    




f. Prevent the voter from over voting    
g. Notifying the voter when the selection of candidates and measures is completed    
h. Allowing the voter, before the ballot is cast, to review his or her choices and, if the 




voter desires, to delete or change his or her choices before the ballot is cast    




i. Electronic image displays, prompt the voter to confirm the voter's choices before 
casting his or her ballot, signifying to the voter that casting the ballot is irrevocable 
and directing the voter to confirm the voter’s intention to cast the ballot 




   




j. Notifying the voter after the vote has been stored successfully that the ballot has 
been cast    




k. Notifying the voter that the ballot has not been cast successfully if it is not stored 
successfully, including storage of the ballot image, and provide clear instruction as 
to the steps the voter should take to cast his or her ballot should this event occur 




   




l. Providing sufficient computational performance to provide responses back to each 
voter entry in no more than three seconds    




m. The votes stored accurately represent the actual votes cast    
n. Preventing modification of the voter’s vote after the ballot is cast    
o. Providing a capability to retrieve ballot images in a form readable by humans (in 




accordance with the requirements of Section 2.2.2.2 and 2.2.4.2)    




p. Incrementing the proper ballot position registers or counters    
q. Protecting the secrecy of the vote throughout the voting process    
r. Prohibiting access to voted ballots until after the close of polls    
s. Providing the ability for election officials to submit test ballots for use in verifying the 




end-to-end integrity of the system    




t. Isolating test ballots such that they are accounted for accurately in vote counts and 
are not reflect in official vote counts for specific candidates or measures    




2.5 Post-Voting Functions      
2.5.1 Closing the Polling Place (Precinct Count) (Hardware Functional & Software 




System Level) 
    




a. Preventing the further casting of ballots once the polling place has closed    
b. Providing an internal test that verifies that the prescribed closing procedure has 




been followed, and that the device status is normal    




c. Incorporating a visible indication of system status    
d. Producing a diagnostic test record that verifies the sequence of events, and 




indicates that the extraction of voting data has been activated    




e. Precluding the unauthorized reopening of the polls once the poll closing has been 
completed for that election    




2.5.2 Consolidating Vote Data (Software ITA)     
 All systems provide a means to consolidate vote data from all polling places, and 




optionally from other sources such as absentee ballots, provisional ballots, and 
voted ballots requiring human review (e.g., write-in votes). 




    




2.5.3 Producing Reports (Hardware & Software ITA)     
 Reports summarizing the data on multiple levels.     
2.5.3.1 Standards     
a. Support of geographic reporting, which requires the reporting of all results for each     
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contest at the precinct level and additional jurisdictional levels 
b. Producing a printed report of the number of ballots counted by each tabulator     
c. Producing a printed report for each tabulator of the results of each contest that 




includes the votes cast for each selection, the count of undervotes, and the count of 
Overvotes. 




    




d. Producing a consolidated printed report of the results for each contest of all votes 
cast (including the count of ballots from other sources supported by the system as 
specified by the vendor) that includes the votes cast for each selection, the count of 
undervotes, and the count of Overvotes. 




    




e. Producing a consolidated printed report of the combination of Overvotes for any 
contest that is selected by an authorized official (e.g.; the number of Overvotes in a 
given contest combining candidate A and candidate B, combining candidate A and 
candidate C, etc.) 




    




f. Producing all system audit information required in Section 4.5 in the form of printed 
reports, or in electronic memory for printing centrally     




g. Preventing data from being altered or destroyed by report generation, or by the 
transmission of results over telecommunications lines.       




2.5.3.2 Precinct Count Systems     
a. Preventing the printing of reports and the unauthorized extraction of data prior to 




the official close of the polling place    




b. Providing a means to extract information from a transportable programmable 
memory device or data storage medium for vote consolidation    




c. Consolidating the data contained in each unit into a single report for the polling 
place when more than one voting machine or precinct tabulator is used    




d. Preventing data in transportable memory from being altered or destroyed by report 
generation, or by the transmission of results over telecommunications lines    




2.5.4 Broadcasting Results (Hardware Functional & Software System Level)     
a. Providing only aggregated results, and not data from individual ballots    
b. Providing no access path from unofficial electronic reports or files to the storage 




devices for official data    




c. Clear indication on each report or file that the results it contains are unofficial    
2.6 Maintenance, Transportation and Storage (Hardware ITA)     
 Designed and manufactured to facilitate preventive and corrective maintenance, 




conforming to the hardware standards described in Section 3.     




3 Hardware Standards      
3.2  Performance Requirements      
3.2.1  Accuracy Requirements  (Hardware & Software ITA)     
a. The system can capture, record, store, consolidate and report the specific 




selections and absence of selections, made by the voter for each ballot position 
without error.  For all paper-based systems: 
1. Scanning ballot positions on paper ballots to detect selections for individual 




candidates and contests; 
2. Conversion of selections detected on paper ballots into digital data 




    




b. The system can capture, record, store, consolidate and report the specific 
selections and absence of selections, made by the voter for each ballot position 
without error.  For all DRE systems: 
1. Recording the voter selections of candidates and contests into voting data 
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storage; and  
2. Independently from voting data storage, recording voter selections of 




candidates and contests into ballot image storage. 
c. The system can capture, record, store, consolidate and report the specific 




selections and absence of selections, made by the voter for each ballot position 
without error.  For precinct-count systems (paper-based and DRE): Consolidation of 
vote selection data from multiple precinct-based systems to generate jurisdiction-
wide vote counts, including storage and reporting of the consolidated vote data 




   




d. The system can capture, record, store, consolidate and report the specific 
selections and absence of selections, made by the voter for each ballot position 
without error.  For central-count systems (paper-based and DRE): Consolidation of 
vote selection data from multiple counting devices to generate jurisdiction-wide vote 
counts, including storage and reporting of the consolidated vote data  




    




3.2.2 Environmental Requirements (Hardware ITA)     
3.2.2.1 Shelter Requirements     
 Precinct count systems are designed for storage and operation in any enclosed 




facility ordinarily used as a warehouse or polling place, with prominent instructions 
as to any special storage requirements 




   




3.2.2.2 Space Requirements     
 The arrangement of the voting system does not impede performance of their duties 




by polling place officials, the orderly flow of voters through the polling place, or the 
ability for the voter to vote in private 




    




3.2.2.3 Furnishings and Fixtures     
 Any furnishings or fixtures provided as a part of voting systems, and any 




components provided by the vendor that are not a part of the system but that are 
used to support its storage, transportation, or operation, comply with the design and 
safety requirements of Subsection 3.4.8. 




    




3.2.2.4 Electrical Supply     
a. Components of voting systems that require an electrical supply, precinct count 




systems operate with the electrical supply ordinarily found in polling places 
(120vac/60hz/1) 




   




b. Components of voting systems that require an electrical supply, central count 
systems operate with the electrical supply ordinarily found in central tabulation 
facilities or computer room facilities (120vac/60hz/1, 208vac/60hz/3, or 
240vac/60hz/2); 




    




c. Components of voting systems that require an electrical supply, all systems are 
capable of operating for a period of at least two hours on backup power.  The 
capability shall include the provision of all power required to: 
1. Activate voting, record votes, and count ballots (in DRE Systems) 
2. Count ballots (in paper –based systems); 
3. Display all system status and error messages; and  
4. Maintain the contents of program data memory. 
(Central count backup operation limited only by the size of Uninterruptible Power 
Supply used) 




    




3.2.2.5 Electrical Power Disturbance     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data: 
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a. Surges of 30% dip @10 ms; 
b. Surges of 60% dip @100 ms & 1 sec 
c. Surges of >95% interrupt @5 sec;  
d. Surges of +15% line variations of nominal line voltage; and 
e. Electric power increases of 7.5% and reductions of 12.5% of nominal specified 




power supply for a period of up to four hours at each power level. 
3.2.2.6 Electrical Fast Transient     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, electrical fast transients of: 
a. 2 kV AC & DC external power lines; 
b. +1 kV all external wires >3m no control; and 
c. +2 kV all external wires control 




    




3.2.2.7 Lighting Surge     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, surges of: 
a. +2 kV AC line to line; 
b. +2 kV AC line to earth; 
c. +.5 kV DC line to line >10m; 
d. +.5 kV DC line to earth >10m; and 
e. +1 kV I/O sig/control >30m. 




    




3.2.2.8 Electrostatic Disruption     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, is able to withstand ±15 kV air discharge and ±8 kV contact discharge 
without damage or loss of data.  (The equipment may reset or have momentary 
interruption so long as normal operation is resumed without human intervention or 
loss of data.  Loss of data means votes that have been completed and confirmed to 
the voter.) 




    




3.2.2.9 Electromagnetic Radiation     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, complies with the Rules and Regulations of the Federal Communications 
Commission, Part 15, Class B requirements for both radiated and conducted emission




    




3.2.2.10 Electromagnetic Susceptibility     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, is able to withstand an electromagnetic field of 10 V/m modulated by a 1 k
80% AM modulation over the frequency range of 80 MHz to 1000 MHz, without 
disruption of normal operation or loss of data 




    




3.2.2.11 Conducted RF Immunity     
 Vote scanning and counting equipment for paper-based systems, and all DRE 




equipment, shall withstand, without disruption of normal operation or loss of data, 
conducted RF energy of: 
a. 10V AC & DC power; and 
b. 10V, 20 sig/control >3m. 




    




3.2.2.12 Magnetic Fields Immunity     
 Vote scanning and counting equipment for paper-based systems, and all DRE     
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equipment, shall be able to withstand, without disruption of normal operation or loss 
of data, AC magnetic fields of 30 A/m at 60 Hz 




3.2.2.13 Environmental Control – Operating Environment     
 Equipment used for election management activities or vote counting (including both 




precinct and central count systems) shall be capable of operation in temperatures 
ranging from 50 to 95 degrees Fahrenheit. 




    




3.2.2.14 Environmental Control – Transit and Storage     
 Vote casting or vote counting equipment in a precinct count system, meets specific 




minimum performance standards that simulate exposure to physical shock and 
vibration associated with handling and transportation by surface and air common 
carriers, and to temperature conditions associated with delivery and storage in an 
uncontrolled warehouse environment. 
a. High and low storage temperatures ranging from -4 to +140 degrees 




Fahrenheit, equivalent to MIL-STD-810D, Methods 501.2 and 502.2, Procedure 
I-Storage; 




b. Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, 
Procedure VI; 




c. Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, 
Category 1- Basic Transportation, Common Carrier; and 




d. Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 
507.2, Procedure I-Natural Hot-Humid. 




   




3.2.2.15 Data Network Requirements     
 When a voting systems uses a local or remote data network all components of the 




network comply with the telecommunications requirements described in Section 5 of 
the Standards and the Security requirements described in Section 6 




    




3.2.3 Election Management System (EMS) Requirements (Software ITA)     
3.2.3.1 Recording Requirements     
 Accurate recording of all election management data entered by the users:  




a. Record every entry made by the user; 
b. Add permissible voter selections correctly to the memory components of the 




device; 
c. Verify correctness of detection of the user selections and the addition of the 




selections correctly to memory; 
d. Add various forms of data entered directly by the election official, such as text, 




line art, logos, and images; 
e. Verify correctness of detection of data entered by the user and the addition of 




the selections to memory; 
f. Preserve the integrity of election management data stored in memory against 




corruption by stray electromagnetic emissions, and internally generated 
spurious electrical signals; and 




g. Log corrected data errors by the system. 




    




3.2.3.2 Memory Stability     
 Method to retain error free data for a period of 22 months.     
3.2.4 Vote Recording Requirements (Hardware Functional & Software System 




Level)     




3.2.4.1 Common Standards     
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 Voting system provides voting booths or enclosures for poll site either as an integral 
part of the voting system or a component:  
a. Are integral or make provisions for installation of the voting device; 
b. Ensure structure stability against movement, or overturning during entry 




occupancy or exit by a voter; 
c. Provides voter privacy preventing observation of the ballot by any person other 




than the voter; and  
d. Capable of meeting the accessibility requirements of Section 2.2.7.1. 




   




3.2.4.2 Paper Based Recording Standards      
3.2.4.2.1 Paper Ballot Standards      
 Paper ballots used by paper-based voting systems shall meet the following 




standards: 
a. Punches or marks that identify the unique ballot format, in accordance with 




Section 2.3.1.1.1.c., shall be outside the area in which votes are recorded; 
b. If printed or punched alignment marks are used to locate the vote response 




fields on the ballot, these marks shall be outside the area in which votes are 
recorded, and 




c. The TDP shall specify the required paper stock, size, shape, opacity, color, 
watermarks, field layout, orientation, size and style of printing, size and 
location of punch or mark fields used for vote response fields and to identify 
unique ballot formats, placement of alignment marks, ink for printing, and 
folding and bleed-through limitations for preparation of ballots that are 
compatible with the system. 




    




3.2.4.2.2 Punching Devices      
 Punching devices used by voting systems shall: 




a. Be suitable for the type of ballot card specified; 
b. Facilitate the clear and accurate recording of each vote intended by the 




voter;  
c. Be designed to avoid excessive damage to vote recorder components; and 
d. Incorporate features to ensure that chad/debris is removed, without 




damage to other parts of the ballot card. 




   




3.2.4.2.3 Marking Devices      
 Documented specifications for ballot marking devices for making the prescribed 




form of mark to meet the performance requirements for accuracy, including: 
a. Specific characteristics of marking devices that affect readability of marked 




ballots; 
b. Performance capabilities with regard to each characteristic; and 
c. For marking devices manufactured by multiple external sources, a listing of 




sources and model numbers that are compatible with the system. 




    




3.2.4.2.4 Frames or Fixtures for Punchcard Ballots      
 The frame or fixture for Punchcard Ballots shall: 




a. Hold the ballot card securely in its proper location and orientation for voting; 
b. When contests not directly printed on the ballot card incorporate ballot label 




pages the identified offices and issues correspond and are aligned with the 
assigned voting fields; and 




c. Incorporate a template to preclude perforation of the card except in the 
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specified voting fields; a mask to allow punches only in fields designated by the 
format of the ballot; and a backing plate for the capture and removal of chad.  
The requirement may be satisfied by equipment of a different design if it 
achieves the same result for: 
1. Positioning the card; 
2. Association of ballot label information with corresponding punch fields; 
3. Enabling only those voting fields that correspond to the format of the ballot;  
4. Punching the fields and the positive removal of chad. 




3.2.4.2.5 Frames or Fixtures for Printed Ballots      
 Frame or fixture for printed ballot cards is optional.  If such a device is provided, it 




shall: 
a. Be of any size and shape consistent with its intended use; 
b. Position the card properly; 
c. Hold the ballot card securely in its proper location and orientation for voting; and 
d. Comply with the design and construction requirements in Section 3.4. 




   




3.2.4.2.6 Ballot Boxes and Ballot Transfer Boxes     
 Ballot boxes and ballot transfer boxes serving as secure containers for the storage 




and transportation of voted ballots, shall: 
a. Be of any size, shape, and weight commensurate with their intended use; 
b. Incorporate locks or seals, and specifications in the system documentation; 
c. Provide specific points where ballots are inserted, with all other points on the 




box constructed in a manner that prevents ballot insertion; and 
d. For precinct count systems, contain separate compartments for segregating 




unread ballots, ballots with write-in votes, or irregularities that may require 
special handling or processing.  In lieu of compartments, conversion processing 
may mark such ballots with an identifying spot or stripe to facilitate manual 
segregation. 




    




3.2.4.3 DRE Systems Recording Requirements     
3.2.4.3.1 Activity Indicator     
 An audible or visible activity indicator provides status that : 




a. The device has been activated for voting; 
b. The device is in use. 




   




3.2.4.3.2 DRE System Vote Recording     
a. While protecting the anonymity of the voter, DRE systems contain all mechanical, 




electromechanical, and electronic components; software and controls required to 
detect and record the activation of selections made by the voter in the process of 
voting and casting a ballot. 




   




b. While protecting the anonymity of the voter, DRE systems incorporate redundant 
memories to detect and allow correction of errors caused by the failure of any of the 
individual memories 




   




c. While protecting the anonymity of the voter, DRE systems provide at least two 
processes that record the voter’s selections that: 
1. To the extent possible, are isolated from each other; 
2. Designate one process and associated storage location as the main vote 




detection, interpretation, processing and reporting path; and 
Use a different process to store ballot images, for which the method of recording 
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may include any appropriate encoding or data compression procedure consistent 
with the regeneration of an unequivocal record of the ballot as cast by the voter. 




d. While protecting the anonymity of the voter, DRE systems provide a capability to 
retrieve ballot images in a form readable by humans; and     




e. All processing and storage protects the anonymity of the voter.    
3.2.4.3.3 Recording Accuracy     
 DRE systems meet the requirements for recording accurately each vote and ballot 




cast: 
a. Detect every selection made by the voter; 
b. Correctly add permissible selections to the memory components of the device; 
c. Verify the correctness of the detection of the voter selections and the addition of 




the selections to memory; 
d. Achieve an error rate not to exceed the requirement indicated in Section 3.2.1;  
e. Preserve the integrity of voting data and ballot images (for DRE machines) 




stored in memory for the official vote count and audit trail purposes against 
corruption by stray electromagnetic emissions, and internally generated 
spurious electrical signals; and 




f. Maintain a log of corrected data. 




   




3.2.4.3.4 Recording Reliability     
 The DRE system records votes accurately at its maximum rated processing volume 




for a specified period of time in accordance with the requirements of 3.4.3    




3.2.5 Paper based Conversion Requirements (Hardware & Software ITA)     
3.2.5.1 Ballot Handling  (Hardware Polling Place & Software Central Count)     
 Ballot handling consists of a ballot card’s acceptance, movement through the read 




station and transfer into a collection station or receptacle.     




3.2.5.1.1 Capacity (Central Count)     
 Central count system capacity and the capacity for individual components that 




impact the overall capacity.     




3.2.5.1.2 Exception Handling (Central Count)     
 An unreadable ballot or a write-in vote all central count paper-based systems shall: 




a. Outstack the ballot, or 
b. Stop the ballot reader and display a message prompting the election official or 




designee to remove the ballot, or 
c. Mark the ballot with an identifying mark to facilitate its later identification. 




    




 The voting systems provides a capability that can be activated by an authorized 
election official to identify ballots containing Overvotes, blank ballots, and ballots 
containing undervotes in a designated race.  If enabled, these capabilities shall 
perform one of the above actions in response to the indicated condition 




    




3.2.5.1.3 Exception Handling (Precinct Count) (Hardware Function & Software System Level)     
a. All paper based precinct count systems in response to an unreadable or blank 




ballot, return the ballot and provide a message prompting the voter to examine the 
ballot; 




   




b. All paper based precinct count systems in response to an unreadable or blank 
ballot, In response to a ballot with a write-in vote, segregate the ballot or mark the 
ballot with an identifying mark to facilitate its later identification; 




   




c. Paper based precinct count systems in response to a ballot with an overvote the    
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system: 
1. Provide a capability to identify an overvoted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the overvote; and  
5. Provide a means for an authorized election official to deactivate this capability 




entirely and by contest; and 
d. Paper based precinct count systems in response to a ballot with an undervote the 




system: 
1. Provide a capability to identify an under voted ballot; 
2. Return the ballot; 
3. Provide an indication prompting the voter to examine the ballot;  
4. Allow the voter to submit the ballot with the undervote. 
5. Provide a means for an authorized election official to deactivate this capability. 




   




3.2.5.1.4 Multiple Feed Prevention  (Hardware Polling Place & Software Central Count)     
a. If multiple feeds are detected, the card reader halts in a manner that permits the 




operator to remove the unread cards causing the error and reinsert them in the card 
input hopper. 




    




b. The frequency of multiple feeds with ballots intended for use with the system does 
not exceed l in 10,000.     




3.2.5.2 Ballot Reading Accuracy      
a. Paper-based systems detect punches or marks that conform to vendor 




specifications with an error rate not exceeding the requirement indicated in Section 
3.2.1; 




    




b. Paper-based systems ignore, and not record, extraneous perforations, smudges, 
and folds;     




c. Paper-based systems, reject ballots that meet all vendor specifications at a rate not 
to exceed 2 percent.     




3.2.6 Processing Requirements (Hardware & Software ITA)     
3.2.6.1 Paper Based Processing Requirements      
3.2.6.1.1 Processing Accuracy     
d. Vote selection error rate shall not exceed the requirement indicated in Section 




3.2.1.     




3.2.6.2 DRE System Processing Requirements      
3.2.6.2.1 Processing Speed     
  a. DREs operate at a speed sufficient to respond to any operator and voter input 




without perceptible delay (no more than three seconds)    




b. Local consolidation of polling place data does not exceed five minutes for each 
device in the polling place.    




3.2.6.2.2 Processing Accuracy     
  a. Processing accuracy for all operations to consolidate voting data after the polling 




places have closed: produce reports that are completely consistent, with no 
discrepancy among reports of voting device data produced at any level;  




    




b. Processing accuracy for all operations to consolidate voting data after the polling 
places have closed, produce consolidated reports containing absentee, provisional, 
or other voting data that are similarly error-free.  Any discrepancy, regardless of 
source, is resolvable to a procedural error, to the failure of a non-memory device, or 
to an external cause. 
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3.2.6.2.3 Memory Stability     
 DRE system memory devices have demonstrated error-free data retention.  (Error 




free data retention may be achieved by use of redundant memory elements, 
provided that the capability for conflict resolution or correction among elements is 
included).   




   




3.2.7 Reporting Requirements (Hardware & Software ITA)     
3.2.7.1 Removable Storage Memory     
 Storage media that can be removed from the voting system and transported to 




another location for readout and report generation, demonstrate error-free retention 
under the environmental conditions for operation and non-operation contained in 
Section 3.2.2.  Examples:  programmable read-only memory (PROM), random 
access memory (RAM) with battery backup, magnetic media, or optical media. 




    




3.2.7.2 Printers     
 Printers used to produce reports of the vote count shall be capable of producing: 




a. Alphanumeric headers; 
b. Election, office and issue labels; and 
c. Alphanumeric entries generated as part of the audit record. 




    




3.2.8 Vote Data Management Requirements (Software ITA)     
3.2.8.1 Data File Management     
a. Integration of voting data files with ballot definition files     
b. Verification of file compatibility.     
c. Editing and updating of files as required.:     
3.2.8.2 Data Report Generation     
 Generation of output reports at the device, polling place and summary levels, with 




provisions of administrative and judicial subdivisions as requirement by the 
jurisdiction 




    




3.3 Physical Characteristics     
3.3.3 Transport and Storage of Precinct Systems (Hardware ITA)     
a. The precinct system provides a means to safely and easily handle, transport, and 




install polling place equipment (example: wheels or handles.) 
   




b. The precinct system includes/uses a protective enclosure capable of withstanding: 
1) Impact, shock and vibration loads accompanying surface and air transportation; 
and 
2) Stacking loads accompanying storage. 




   




3.4 Design, Construction, and Maintenance Characteristics     
3.4.1 Materials Process and Parts (Hardware ITA)     
a. All voting system is designed and constructed so that the frequency of equipment 




malfunctions and maintenance requirements are reduced to the lowest level 
consistent with cost constraints. 




    




b. & c. All voting systems: 
Include, an approved parts list; and exclude parts or components not included in the 
approved parts list. 




    




3.4.2 Durability (Hardware ITA)     
 System is designed to withstand normal use without deterioration and without 




excessive maintenance cost for a period of 10 years.       




3.4.3 Reliability (Hardware Polling Place, Software Central Count)     
 In a vendor specified test period, during equipment operation (equipment set up,     
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readiness testing and election operations):  
a. The voting system did not lose one or more functions; 
b. There was no degradation of performance such that the device was unable to 




perform its intended function for longer than 10 seconds. 
3.4.4 Maintainability (Hardware ITA)     
3.4.4.1 Physical Attributes     
a. Labels and the identification of test points are present     
b. Built-in test and diagnostic circuitry or physical indicators of condition are provided.     
c. Labels and alarms related to failures are present.     
d. Features that allow non-technicians to perform routine maintenance tasks (such as 




update of the system database) are present.     




3.4.4.2 Additional Attributes     
a. Non-technicians can detect equipment failures without difficulty.     
b. Trained technician can diagnose problems without difficulty.     
c. The voting system exhibits a low false alarm rate (indication of non-existent 




problems) 
    




d. Components can be accessed for replacement, without difficulty.     
e. Adjustments and alignments can be performed without difficulty.     
3.4.5 Availability  (Hardware & Software ITA)      
a. Paper based voting systems and supporting software respond to operational 




commands and accomplish the functions of  
1. Recording voter selections (such as by ballot marking or punch) 
2. Scanning the punches or marks on paper ballots and converting them into 




digital data 




    




b. DRE voting systems and supporting software respond to operational commands 
and accomplish the functions of recording and storing the voter’s ballot selections.    




c. DRE and paper-based precinct count systems and supporting software respond to 
operational commands and accomplish the functions of consolidation of vote 
selection data from multiple precinct-based systems, generate jurisdiction-wide vote 
counts, store and report the consolidated vote data. 




   




d. DRE and paper-based central count systems and supporting software respond to 
operational commands and accomplish the functions of consolidation of vote 
selection data from multiple counting devices generate jurisdiction-wide vote 
counts, store and report the consolidated vote data 




    




 The voting system achieved at least a 99% inherent availability (Ai) during normal 
operation for the functions indicated above, i.e. Ai = (MTBF)/(MTBF + MTTR). 
I.e. Mean Time Between Failure (MTBF), Mean Time to Repair (MTTR). 




    




 Specification of a typical system configuration used to assess availability and: 
1. The recommended number and locations of spare devices/components 




inventory for repair during periods of system operation; 
2. The recommended number and locations of available qualified maintenance 




personnel to support repair calls during system operation; and 
3. The organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance 




personnel 




    




3.4.7 Workmanship     
 Practices and procedures used to ensure:     
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• Products are free from damage or defect making them unsatisfactory for their 
intended purpose;  




• Components from external suppliers are free from damage or defect making 
them unsatisfactory for their intended purpose. 




3.4.8 Safety (Hardware ITA)     
a. Design used to eliminate hazards to personnel or the equipment     
b. Detection and correction of defects in design and construction that can result in 




personal injury or equipment damage.       




c. Equipment design for personnel safety is equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act (OSHA), as identified in 
Title 29, part 1910, of the Code of Federal Regulations 




    




3.4.9 Human Engineering – Controls and Displays (Hardware & Software ITA)     
a. Controls used by the voter or equipment operator are conveniently located, use 




designs consistent with their functions, and are clearly labeled.  Instruction plates 
are provided, if necessary to avoid ambiguity or incorrect actuation. 




    




b. Information or data displays are large enough to be readable by voters and 
operators with no disabilities and by voters with disabilities consistent with the 
requirements defined is Section 2.2.7 of the Standards 




    




c. Status displays meet the same requirements as data displays, and also follow 
conventional industrial practice with respect to color: 
1. Green, blue, or white displays are used for indications of normal status; 
2. Amber indicators are used to indicate warnings or marginal status; and 
3. Red indicators are used to indicate error conditions or equipment states that 




may result in damage or hazard to personnel; and unless the equipment is 
designed to halt under conditions of incipient damage or hazard, an audible 
alarm is also be provided. 




   




d. Color coding is selected to assure correct perception by voters and operators with 
color blindness  (conforms with Appendix B suggested references); and is not used 
as the only means to convey information, indicate an action, prompt a response, or 
distinguishing a visual element. 




   




e. The voting system display does not use flashing or blinking text objects, or other 
elements having a flash or blink frequency, greater than 2 Hz and lower than 55 Hz    




4 Software Standards     
4.1 Scope     
4.1.3 Exclusion (Hardware & Software ITA)     
 For resident software which provides no support of voting system capabilities: 




• The software can be removed, disconnected, or switched so that it cannot 
function while voting system functions are enabled; and 




• Procedures are provided that confirm that the software has been removed, 
disconnected, or switched. 




   




4.2 Software Design and Coding Standards     
4.2.1 Selection of Programming Languages (Hardware & Software ITA)     
 Use of all programming languages.     
4.2.2 Software Integrity (Hardware & Software ITA)     
 Controls to prevent accidental or deliberate attempts to replace executable code:  




• Unbounded arrays or strings I(including buffers used to move data; 
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• Pointer variables: and 
• Dynamic memory allocation and management. 




4.2.3 Software Modularity and Programming (Hardware & Software ITA)     
 Internal coding standards for modularity, including: 




a. A specific function for each module that can be tested and verified in 
dependently of the remainder of the code.  




b. A unique, mnemonic name differing by more than 1 character with header 
comments identifying the module’s purpose, design, conditions, version history 
followed by operation code. 




c. Required resources are contained within the module or identified as input or 
output to the module. 




d. Guidelines for module size. 
e. A single entry and exit point for normal process flow. 
f. Guidelines for process flows with the modules to conform to the control 




structures in Volume II section 5.   




    




4.2.4 Control Constructs (Hardware & Software ITA)     
 Internal coding standards for use of control constructs.       
4.2.5 Naming Conventions (Hardware & Software ITA)     
 Internal coding standards for naming conventions, including: 




a. Object, function, procedure, and variable names, chosen to enhance readability 
and intelligibility.  




b. Consistent used of names in code and documentation. 
c. Unique names within an application., differing by more than 1 character with 




single character names forbidden except those for variables used as loop 
indexes.  Duplicate name may be used where scope of name is unique with the 
application.  Names in shared modules are unique.  




d. Language keywords are not used in any manner inconsistent with the design of 
the language.   




    




4.2.6 Coding Conventions (Hardware & Software ITA)     
 Coding conventions used are either:  




a. Published, reviewed and industry-accepted coding conventions (provide a copy 
to the ITA); or 




b. Internally defined and specified coding conventions (provide a copy to the ITA). 




    




4.2.7 Comment Conventions (Hardware & Software ITA)     
 Internal coding standards for comment conventions, including: 




a. All modules contain headers indicating identification of unit and revision 
information.  Modules with more than 10 lines of code shall also include: 
1. Purpose of the unit and how it works 
2. Other units called and the calling sequence; 
3. A description of input parameters and outputs; 
4. File references by name and method of access. 
5. Global variables used; and 
6. Date of creation and a revision record.  




b. Descriptive comments identify objects and data types.  At the point of 
declaration, variables have comments explaining their use.  




c. In-line comments facilitate interpretation of functional operations, tests and 
branching; 




d. Assembly code comments clearly describe the executable lines. 
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e. Uniform format of comments, distinguishable from executable code.   
4.3 Data and Document Retention (Software ITA)     
a. & b. During an election, the integrity of vote and audit data is maintained and protected 




against any attempt at improper data entry or retrieval.     




4.4 Audit Record Data      
4.4.1 Pre-election Audit Records (Software ITA)     
 During election definition and ballot preparation, the system shall audit the 




preparation of the baseline ballot formats and modifications to them, a description of 
these modifications, and corresponding dates. 




    




a. The allowable number of selections for an office or issue;     
b. The combinations of voting patterns permitted or required by the jurisdiction     
c. The inclusion or exclusion of offices or issues as the result of multiple districting 




within the polling place     




d. Any other characteristics that may be peculiar to the jurisdiction, the election, or the 
polling place's location     




e. Manual data maintained by election personnel     
f. Samples of all final ballot formats     
g. Ballot preparation edit listings.     
4.4.2 System Readiness Audit Records (Hardware Functional & Software System 




Level)     




a. Prior to the start of ballot counting, a system process shall verify hardware and 
software status and generate a readiness audit record, including the identification of 
the software release, the identification of the election to be processed, and the 
results of software and hardware diagnostic tests 




    




b. In the case of systems used at the polling place, the record shall include the polling 
place's identification    




c. Ballot interpretation logic tests and records the correction installation of ballot 
formats on voting devices.     




d. The software shall check and record the status of all data paths and memory 
locations to be used in vote recording to protect against contamination of voting 
data 




    




e. Upon the conclusion of the tests, the software shall provide evidence in the audit 
record that the test data have been expunged     




f. If required and provided, the ballot reader and arithmetic-logic unit shall be 
evaluated for accuracy, and the system shall record the results, allowing the 
processing, or simulated processing, of sufficient test ballots to provide a statistical 
estimate of processing accuracy 




    




g. For systems that use a public network, provide a report of test ballots that includes: 
1. Number of ballots sent; 
2. When each ballot was sent; 
3. Machine from which each ballot was sent; and 
4. Specific votes or selections contained in the ballot. 




   




4.4.3 In-Process Audit Records (Hardware Functional & Software System Level)     
a. Machine generated error and exception messages demonstrate successful 




recovery, including, but are not necessarily limited to: 
1. The source and disposition of system interrupts resulting in entry into exception 




handling routines; 
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2. All messages generated by exception handlers; 
3. The identification code and number of occurrences for each hardware and 




software error or failure; 
4. Notification of system login or access errors, file access errors, and physical 




violations of security as they occur, and a summary record of these events after 
processing; 




5. Other exception events such as power failures, failure of critical hardware 
components, data transmission errors, or other type of operating anomaly 




b. Critical system status messages other than informational messages displayed by 
the system during the course of normal operations, including, but are not limited to: 
1. Diagnostic and status messages upon startup; 
2. The “zero totals” check conducted before opening the polling place or counting 




a precinct centrally; 
3. For paper-based systems, the initiation or termination of card reader and 




communications equipment operation; and 
4. For DRE machines at controlled voting locations, the event (and time, if 




available) of activating and casting each ballot (i.e., each voter's transaction as 
an event).  This data can be compared with the public counter for reconciliation 
purposes 




    




c. Non-critical status messages that are generated by the machine's data quality 
monitor or by software and hardware condition monitors     




d. System generated log of all normal process activity and system events that require 
operator intervention, so that each operator access can be monitored and access 
sequence can be constructed. 




    




4.4.4 Vote Tally Data  (Hardware Functional & Software System Level)     
 Voting systems shall meet reporting requirements by providing software capable of 




obtaining data concerning various aspects of vote counting and producing reports of 
them on a printer 




    




a. Vote tally data shall include number of ballots cast, using each ballot configuration, 
by tabulator, by precinct, and by political subdivision     




b. Vote tally data shall include candidate and measure vote totals for each contest, by 
tabulator     




c. Vote tally data shall include the number of ballots read within each precinct and for 
additional jurisdictional levels, by configuration, including separate totals for each 
party in primary elections. 




    




d. Vote tally data shall include separate accumulation of Overvotes and undervotes for 
each contest, by tabulator, precinct and for additional jurisdictional levels (no 
Overvotes would be indicated for DRE voting devices) 




    




e. Vote tally data shall include for paper-based systems only, the total number of 
ballots both processed and unprocessable; and if there are multiple card ballots, the 
total number of cards read. 




    




 For systems that produce an electronic file containing vote tally data, the contents 
of the file shall include the same minimum data cited in a-e for printed vote tally 
reports.  (EMS verification activity) 




    




4.5 Voter Secrecy (DRE Systems) (Hardware Functional & Software System Level)     
 a. Immediately after the voter casts a ballot, the voter’s selections are recorded in 




memory to be used for vote counting and audit data, including ballot images, and    
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the selections are erased from the display, memory and all other storage, including 
all forms of temporary storage. 




b. Immediately after the voter cancels a ballot, selections are erased from the display 
and all other storage, including buffers and other temporary storage.    




5 Telecommunications      
5.2 Design, Construction, and Maintenance Requirements      
5.2.1 Accuracy (Hardware ITA and Software ITA)     
 Telecommunications components meet the accuracy requirements of section 3.2.1.     
5.2.2 Durability (Hardware ITA)     
 Telecommunications components meet the durability requirements of section 3.4.2.     
5.2.3 Reliability (Hardware ITA)     
 Telecommunications components meet the reliability requirements of section 3.4.3.     
5.2.4 Maintainability (Hardware ITA)     
 Telecommunications components meet the maintainability requirements of section 




3.4.4.     




5.2.5 Availability ((Hardware Function and Software System Level))     
 Telecommunications components meet the availability requirements of section 




3.4.5.     




5.2.6 Integrity (Hardware Function and Software System Level)     
a. WANs using public telecommunications, boundary definition and implementation 




shall not give direct access or control of inside the boundary resources to any 
outside entity. 




    




b. Voting system administrators shall not require any control of resources outside the 
boundary.     




c. The system design and configuration is not vulnerable to a single point of failure in 
the connection to the public network causing loss of voting capabilities at any 
polling place. 




    




5.2.7 Confirmation (Hardware Function and Software System Level)     
d. Confirmation of successful or unsuccessful completion of data transmission,      
e.  Unsuccessful completion notifies the user of the action to be taken.     
6 Security Standards     
6.2 Access Controls     
6.2.1 Access Control Policies (Hardware & Software ITA)     
 General features and capabilities of the access control policy recommended to 




provide effective voting system security.     




6.2.1.1 General Access Control Policy     
 Description of recommended policies for: 




a. Software access controls; 
b. Hardware access controls; 
c. Communications; 
d. Effective password management; 
e. Protection abilities of a particular operating system; 
f. General characteristics of supervisory access privileges; 
g. Segregation of duties; and 
h. Any additional relevant characteristics. 




    




6.2.1.2 Individual Access Privileges     
 a. Identification of each person to whom access is granted, and the specific     
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functions and data to which each person holds authorized access; 
b. Individual authorizations limited to a specific time, time interval, or phase of the 




voting or counting operations; and 
c. Permitting the voter to cast a ballot expeditiously, but precluding voter access to 




all other aspects of the vote-counting processes. 
6.2.2 Access Control Measures (Hardware & Software ITA)     
 System access control measures designed to permit authorized access to the 




system and prevent unauthorized access.   
    




 Detailed description of the methods used to prevent unauthorized access to the 
access control capabilities of the system itself. 




    




6.3 Physical Security Measures     
6.3.1 Polling Place Security (Hardware Functional & Software System Level)     
 Measures to anticipate and counteract vandalism, civil disobedience, and similar 




occurrences.  The measures shall: 
a. Allow the immediate detection of tampering with vote casting devices and 




precinct ballot counters; and 
b. Control physical access to a telecommunications link if such a link is used. 




   




6.3.2 Central Count Location Security     
 Measures to be taken in a central counting environment.  These measures shall 




include physical and procedural controls related to the: 
a. Handling of ballot boxes; 
b. Preparing of ballots for counting; 
c. Counting operations; and 
d. Reporting data. 




    




6.4 Software Security      
6.4.1 Software and Firmware Installation (Hardware Functional & Software System 




Level)     




a. For firmware, every device is to be retested to validate each ROM prior to the start 
of elections operations. 




    




b. No software shall be permanently installed or resident in the system unless the 
system documentation states that the jurisdiction must provide a secure physical 
and procedural environment for the storage, handling, preparation, and 
transportation of the system hardware. 




    




c. The system bootstrap, monitor, and device-controller software may be resident 
permanently as firmware, provided that this firmware has been shown to be 
inaccessible to activation or control by any means other than by the authorized 
initiation and execution of the vote-counting program, and its associated exception 
handlers 




    




d. The election-specific programming may be installed and resident as firmware, 
provided that such firmware is installed on a component (such as computer chip) 
other than the component on which the operating system resides 




    




e. After initiation of election day testing, no source code or compilers or assemblers 
shall be resident or accessible 




    




6.4.2 Protection Against Malicious Software  (Hardware & Software ITA)     
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 Procedures to follow to ensure protection against file and macro viruses, worms, 
Trojan horses, and logic bombs is maintained in a current status 




   




6.5 Telecommunications and Data Transmission      
6.5.2 Data Integrity (Hardware functional & Software System Level)     
 Standard transmission error detection and correction methods such as checksums 




or message digest hashes.    




 Verification of correct transmission at the voting system application level and ensure 
that the correct data is recorded on all relevant components consolidated within the 
polling place prior to the voter completing casting of his or her ballot. 




   




6.5.4 Protection Against External Threats (Hardware and Software ITA)     
6.5.4.1 Identification of COTS Products     
 Name, vendor, and version of all COTS hardware and software products and 




communications services used in the development and/or operation of the voting 
system, including: 
a. Operating systems; 
b. Communications routers; 
c. Modem drivers; and 
d. Dial-up networking software. 




   




6.5.4.3 Monitor and Responding to External Threats     
 Detailed description, including scheduling information, of the procedures to: 




a. Monitor threats,  
b. Evaluate threats and proposed responses; 
c. Develop responsive updates to the system and/or corrective procedures; 
d. Submit the proposed response to the ITAs and appropriate states for approval, 




identifying the exact changes and whether or not they are temporary or 
permanent; 




e. After implementation of the proposed response is approved by the state, assist 
clients, either directly or through detailed written procedures, how to update 
their systems and/or to implement the corrective procedures no later than one 
month before an election; and 




f. Address threats emerging too late to correct the system at least one month 
before the election, including: 




1) Providing prompt, emergency notification to the ITAs and the affected states 
and user jurisdictions; 




2) Assisting client jurisdictions directly, or advising them through detailed 
written procedures, to disable the public telecommunications mode of the 
system; and  




3) After the election, modifying the system to address the threat; submitting the 
modified system to an ITA and appropriate state certification authority for 
approval, and assisting client jurisdictions directly, or advising them through 
detailed written procedures, to update their systems and/or to implement the 
corrective procedures after approval. 




   




6.5.5 Shared Operating Environment (Hardware and Software ITA)     
a. Systems that use a shared operating environment use security procedures and 




logging records to control access to system functions.    
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b. Systems that use a shared operating environment partition or compartmentalize 
voting system functions from other concurrent functions at least logically, and 
preferably physically as well 




   




c. Systems that use a shared operating environment control system access by means 
of passwords, and restriction of account access to necessary functions only    




d. Systems that use a shared operating environment have capabilities in place to 
control the flow of information, precluding data leakage through shared system 
resources 




   




6.5.6 Access to Incomplete Election Returns and Interactive Queries (Software ITA)     
a. Voting systems that provide access to incomplete election returns and interactive 




inquiries before the completion of the official count, including equipment operating 
in a central counting environment or polling place equipment containing removable 
memory modules or that may be removed entirely to a central place for 
consolidation polling place returns, is designed to provide external access to 
incomplete election returns only if the statues and regulations of the using agency 
authorize that access. 




    




b. Voting systems that provide access to incomplete election returns and interactive 
inquiries before the completion of the official count, use voting system software and 
its security environment designed such that data accessible to interactive queries 
resides in an external file, or database, that is created and maintained by the 
elections software under the restrictions applying to any other output report, 
namely, that: 
1. The output file or database has no provision for write-access back to the 




system. 
2. Persons whose only authorized access is to the file or database are denied 




write-access, both to the file or database, and to the system. 




    




6.6 Security for Transmission of Official Data Over Public Communications 
Networks     




6.6.1 General Security Requirements for Systems Transmitting Data Over Public 
Networks (Hardware and Software ITA)     




a. Systems that transmit data over public telecommunications networks preserve the 
secrecy of a voter’s ballot choices, and prevent anyone from violating ballot privacy    




b. Systems that transmit data over public telecommunications networks employ digital 
signature for all communications between the vote server and other devices that 
communicate with the server over the network 




   




c. Systems that transmit data over public telecommunications networks require that at le
two authorized election officials activate any critical operation regarding the processin
of ballots transmitted over a public communications network takes place, i.e. the 
passwords or cryptographic keys of at least two employees are required to perform 
processing of votes. 




   




6.6.2 Voting Process Security for Casting Individual Ballots over a Public 
Telecommunications Network (Hardware Function and Software System 
Level) 




    




6.6.2.1 Documentation of Mandatory Security Activities     
a. Systems that transmit data over public telecommunications networks all activities 




mandatory to ensuring effective system security to be performed in setting up the 
system for operation, including testing of security before an election 




   




b. Systems that transmit data over public telecommunications networks all activities    
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that should be prohibited during system setup and during the time frame for voting 
operations, including both the hours when polls are open and when polls are 
closed 




6.6.2.2 Capabilities to Operate During Interruption of Telecommunications 
Capabilities     




a. Systems shall provide resistance to interruptions of telecommunications service 
that prevent voting devices at the poll site from communicating with external 
components via telecommunications, detecting the occurrence of a 
telecommunications interruption at the poll site and switching to an alternative 
mode of operation that is not dependent on the connection between poll site 
voting devices and external system components 




   




b. Systems shall provide resistance to interruptions of telecommunications service that 
prevent voting devices at the poll site from communicating with external components v
telecommunications, provide an alternate mode of operation that includes the 
functionality of a conventional DRE machine without losing any single vote. 




   




c. Systems shall provide resistance to interruptions of telecommunications service 
that prevent voting devices at the poll site from communicating with external 
components via telecommunications, create and preserve an audit trail of every 
vote cast during the period of interrupted communication and system operation in 
conventional DRE system mode 




   




d. Systems shall provide resistance to interruptions of telecommunications service 
that prevent voting devices at the poll site from communicating with external 
components via telecommunications, upon reestablishment of communications, 
transmit and process votes accumulated while operating in conventional DRE 
system mode with all security safeguards in effect; 




   




 Systems shall provide resistance to interruptions of telecommunications service 
that prevent voting devices at the poll site from communicating with external 
components via telecommunications, en sure that all safeguards related to voter 
identification and authentication are not affected by the procedures employed by 
the system to counteract potential interruptions of telecommunications 
capabilities. 




   




7 Quality Assurance     
7.2 General Requirements (Hardware & Software ITA)     
a. Implementation of a quality assurance program, including procedures for specifying, 




procuring, inspecting, accepting, and controlling parts and raw materials of the 
requisite qualify 




    




b. Implementation of a quality assurance program including procedures for specifying, 
procuring, inspecting, accepting, and controlling parts and raw materials of the 
requisite qualify; 




    




c. Implementation of a quality assurance program requiring the documentation of the 
hardware and software development process;     




d. Implementation of a quality assurance program: 
Identify and enforce all requirements for: 
1. In-process inspection and testing that the manufacturer deems necessary to 




ensure proper fabrication and assembly of hardware, and 
2. Installation and operation of software (including firmware) 




    




e. Implementation of a quality assurance program including plans and procedures for 
post- production environmental screening and acceptance test; and     
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f. Implementation of a quality assurance program including a procedure for 
maintaining all data and records required to document and verify the qualify 
inspections and tests. 




    




8 Configuration Management     
8.1 Scope     
8.1.1 Configuration Management Requirements (Hardware & Software ITA)     
 Configuration Management Practices for: 




♦ Identifying discrete system components; 
♦ Creating records of a formal baseline and later versions of components; 
♦ Controlling changes made to the system and its components; 
♦ Releasing new versions of the system to ITAs; 
♦ Releasing new versions of the system to customers; 
♦ Auditing the system, including its documentation, against configuration 




management records; 
♦ Controlling interfaces to other systems; an 
♦ Identifying tools used to build and maintain the system. 




    




8.1.3 Configuration Management Requirements  (Hardware & Software ITA)     
 Documented Configuration Management Practices for: 




a. Software components; 
b. Hardware components; 
c. Communications components;  
d. Documentation; 
e. Identification and naming and conventions (including changes to these 




conventions) for software programs and data files; 
f. Development and testing artifacts such as test data and scripts; and 
g. File archiving and data repositories. 




    




8.2 Configuration Management Policy  (Hardware & Software ITA)     
a. Scope and nature configuration management program activities.       
b. Breadth of the application of the vendor’s policies and practices to the voting 




system.  (I.e. extent to which policies and practices apply to the total system and 
extent to which polices and practices of suppliers apply to particular components, 
subsystems or other defined system elements. ) 




    




8.3 Configuration Identification     
8.3.1  Structuring and Naming Configuration Items  (Hardware & Software ITA)     
 Procedures and conventions used to: 




a. Classify configuration items into categories and subcategories; 
b. Uniquely number or otherwise identify configuration items; and 
c. Name configuration items 




    




8.3.2 Version Conventions  (Hardware & Software ITA)     
 Conventions used when a system component is used to identify higher-level system 




elements. 
a. Identify the specific versions of individual configuration items and sets of items 




that are used by the vendor to identify higher level system elements such as 
subsystems; 




b. Uniquely number or otherwise identify versions; and 
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c. Name versions. 
8.4 Baseline, Promotion and Demotion Procedures  (Hardware & Software ITA)     
 Formal procedures and conventions for establishing and providing a complete 




description of the procedures and related conventions used to: 
a. Establish a particular instance of a component as the starting baseline; 
b. Promote subsequent instances of a component to baseline status as 




development progresses through to completion of the initial completed 
version released to the ITAs for qualification testing; and 




c. Promote subsequent instances of a component to baseline status as the 
component is maintained throughout its life cycle until system retirement (i.e., 
the system is no longer sold or maintained by the vendor). 




    




8.5 Configuration Control Procedures  (Hardware & Software ITA)     
 Complete description of procedures and related conventions used to: 




a. Develop and maintain internally developed items; 
b. Acquire and maintain third-party items; 
c. Resolve internally identified defects for items regardless of their origin; and 
d. Resolve externally identified and reported defects (i.e., by customers and ITAs) 




    




8.6  Release Process Procedures (Hardware & Software ITA)     
 Complete description of procedures and related conventions used to: 




a. Perform a first release of the system to an ITA; 
b. Perform a subsequent maintenance or upgrade release of the system, or a 




particular components, to an ITA; 
c. Perform the initial delivery and installation of the system to a customer, 




including confirmation 
d. Perform a subsequent maintenance or upgrade release of the system, or a 




particular component, to a customer, including confirmation that the installed 
version of the system matches exactly the qualified system version. 




    




8.8 Configuration Management Resources (Hardware & Software ITA)     
 Complete description of procedures and related practices to maintaining information 




about: 
a. Specific tools used, current version, and operating environment; 
b. Physical location of the tools, including designation of computer directories and 




files; and 
c. Procedures and training materials for using the tools. 




    




 















Page No. A-34 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




 




This page intentionally left blank. 















Page No. B-1 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




 
 
 




ATTACHMENT B 
 




MODEL 650 FIRMWARE RELEASE 2.0.1.0 
 




SOURCE CODE REVIEW AND FILE LISTINGS 















Page No. B-2 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




 




This page intentionally left blank. 















Page No. B-3 
Test Report No. 48489-08 




 




WYLE LABORATORIES 
Huntsville Facility 




ESS Model 650 Version 2.0.1.0 Software Review Summary 
 
This review covers Version 2.0.1.0 of the ESS Model 650 code received October 21st, 2004, with 
respect to its compliance with the 2002 FEC guidelines for software quality and reliability.  This 
evaluation included, but was not limited to, the following considerations: 
 
Readability  How straightforward and apparent was the design? 
Understandability How complicated was the code to implement it? 
Modularity  How well was the code divided into logical, functional units? 
Robustness  How well does the code handle error conditions or unexpected inputs? 
Security  Does the code protect the integrity of voting data at all times? 
Maintainability  How easy would it be to extend, fix, or modify this code in the future? 
Consistency  Was the design of the code coherent throughout? 
Documentation Does the code contain useful and frequent comments? 
Usability  Does the code inform the user about progress or errors? 
Flow control  Are control constructs and entry/exit points logical and controlled? 
 
The review report detailed specific instances where it was felt that the code fell short in some area 
being reviewed, and gave file names and line numbers where applicable to guide the maintainers in 
making needed corrections.   
 
A recommendation is given at the end of this document. 
 
Revision 2.0.0.0J Assessment Statements 
 
Release 2.0.0.0J was received June 8, 2004. All version 2.0.0.0J files were compared with their 
version 1.2.2.0 counterparts.  As nearly every file had changed, all were subjected to a full review 
with a view towards compliance with the 2002 FEC guidelines. 
 
It is noteworthy that there were no /Master, /ScanInclude, or /Scanner directories supplied with this 
release.  In the absence of a change log it is assumed that these directories do not exist. 
 
Revision 2.0.0.0J Source File Specific Notes 
 
5600.c 
 
Function headers need Globals sections. 
 
5710.c 
 
Function headers need Globals sections. 
 
binfiles.c 
 
Function headers need Globals sections. 
 
buttons.c 
 
Function headers need Globals sections. 
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client.c 
 
Function headers need Globals sections. 
 
display.c 
 
Function headers need Globals sections. 
 
errors.c 
 
Function headers need Globals sections. 
 
etpcount.c 
 
Function headers need Globals sections. 
 
etpkbd.c 
 
Function headers need Globals sections, some lack Revision History section. 
 
etp_rev.c 
 
Function headers need Globals sections. 
 
fatal.c 
 
Function headers need Globals sections. 
 
fixit.c 
 
Function headers need Globals sections. 
 
main.c 
 
Function headers need Globals sections. 
Lines 374,375 – main() – naked constants 3,9 need comments explaining what they mean here. 
Lines 1061,1063 – DecodeSequenceNumber() – naked constants 14,16 need comments explaining 
what they mean here. 
 
mevents.c 
 
Function headers need Globals sections. 
 
msgs.c 
 
Function headers need Globals sections. 
 
ms_disk.c 
 
Function headers need Globals sections. 
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ms_log.c 
 
Function headers need Globals sections. 
 
ms_sys.c 
 
Function headers need Globals sections. 
 
o4ceintp.c 
 
Function headers need Globals sections. 
 
o4cmixed.c 
 
Function headers need Globals sections. 
 
panel.c 
 
Function headers need Globals sections. 
Line 1015 – DoSystemConfigDialog() – variable name is language keyword. 
Line 1447 – DoReportFormatDialog() – variable name is language keyword. 
Line 1721 – DoDateTimeConfigDialog() – variable name is language keyword. 
Line 1802 – DoConfigDialog() – variable name differs from menus by a single character. 
 
pcrdr.c 
 
Function headers need Globals sections. 
 
prcio.c 
 
Function headers need Globals sections. 
 
qnxutil.c 
 
Function headers need Globals sections. 
 
report.c 
 
Function headers need Globals sections. 
Lines 3261,3325 – WriteCompletedPageToReport() – function apparently does file I/O, but function 
header does not document it. 
Lines 3382,3412 – WriteCertificationMessageToReport() – function apparently does file I/O, but 
function header does not document it. 
Lines 3597,3598 – GeneratePrecinctsProcessedReport() – excessive indirection. 
Lines 4873,4875,4880,4882 – GenSysReadyRptPrinters() – function apparently does file I/O, but 
function header does not document it. 
 
rintrp.c 
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Function headers need Globals sections. 
Lines 191,192 – DecodeRCodeText() – variable names differ by a single character. 
Line 1040 – EndReport() – function apparently does file I/O, but function header does not document 
it. 
Lines 1189,1190 – WriteElectionName() – variable names differ by a single character. 
Line 1495 – efwrite() – function apparently does file I/O, but function header does not document it. 
 
scan.c 
 
Function headers need Globals sections. 
Lines 575,576 – SendBallots() – variable names differ by a single character. 
Lines 2219 – CheckStartStopBars() – excessive indirection. 
Lines 3108,3236 – HandleDiag3() – function names differ by a single character. 
 
scanner.c 
 
Function headers need Globals sections. 
 
self.c 
 
Function headers need Globals sections. 
 
/Initcode 
 
ecompile.c 
 
Function headers need Globals sections. 
Lines 655,656 – CheckEmptySlate() – comments do not provide a very informative differentiation 
between the variables. 
Lines 802,804 – CompileOffice() – comments do not provide a very informative differentiation 
between the variables. 
Lines 916,917 – CompileIllinoisStraightPartyStart() – comments do not provide a very informative 
differentiation between the variables. 
Lines 980,981 – CompileIllinoisStraightPartyEnd() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1132,1134 – CompileParties() – comments do not provide a very informative differentiation 
between the variables. 
Lines 1256,1258 – CompileParty() – comments do not provide a very informative differentiation 
between the variables. 
Lines 1319,1321 – CompileRace() – comments do not provide a very informative differentiation 
between the variables. 
Lines 1446,1447 – AddFirstPositionMakeInstruction() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1487,1488 – AddSecondPositionMakeInstruction() – comments do not provide a very 
informative differentiation between the variables. 
Lines 1528,1530 – CompileProportionalRace() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1684,1685 – CompileGroupCountAndSetBits() – comments do not provide a very informative 
differentiation between the variables. 
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Lines 1761,1762 – CompileCodeToBumpCounters() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1811,1812 – CompileGroupIncrCountIfBitSet() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1881,1882 – CompileIncrCounterIfBitSet() – comments do not provide a very informative 
differentiation between the variables. 
Lines 1934,1935 – CompileWriteIn() – comments do not provide a very informative differentiation 
between the variables. 
Lines 1982,1983 – MakeInstruction() – comments do not provide a very informative differentiation 
between the variables. 
Line 2218 – ListExtraTags() – function header lacks Input Parameters section. 
Lines 2520,2521 – CompileCSBForPartyPositions() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2698,2699 – CompileNonLocalOffice() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2804,2805 – Comiple2CardSpecialBallot() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2927,2928 – CompileSlateVotingCheck() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3102,3103 – CompileExactVote() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3169,3170 – CompileOvervoteCheck() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3302,3303 – CompileStraightPartyStats() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3492,3493 – CompileRecallSpecificCode() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3598,3599 – AssembleInstruction() – comments do not provide a very informative 
differentiation between the variables. 
 
el80subr.c 
 
Function headers need Globals sections. 
 
etpinit.c 
 
Function headers need Globals sections. 
Lines 2372,2373 – ReadPrecinctKeyAndName() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2451,2452 – ReadCommonOfficeNumbers() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2514,2515 – GeneratePrecinctLocalRCode() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2594,2595 – MakeOncePerPrecinctInstructions() – comments do not provide a very 
informative differentiation between the variables. 
Lines 2681,2682 – GenerateOncePerBallotEcode() – comments do not provide a very informative 
differentiation between the variables. 
Lines 2809,2810 – SetActiveDistrictBitsForPrecinct() – comments do not provide a very informative 
differentiation between the variables. 
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Lines 2886,2887 – MakeBallotPositionListForPrecinct() – comments do not provide a very 
informative differentiation between the variables. 
Lines 3114,3115 – MakeBallotPosTblForPrecSplits() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3225,3226 – SetPrecDescriptorTableLengths() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3339,3340 – WriteECodeAndIndex() – comments do not provide a very informative 
differentiation between the variables. 
Lines 3482,3483 – WriteMiscParamsFlagsAndStats() – comments do not provide a very informative 
differentiation between the variables. 
 
initutil.c 
 
Function headers need Globals sections. 
Lines 1384,1385 – WriteDummyPrecinctRecord() – variablenames pd and ph differ by a single 
character. 
Line 2125 – NullPoniter() – uncommented declaration. 
 
msgs.c 
 
Function headers need Globals sections. 
 
opdefs.c 
prcio.c 
 
Function headers need Globals sections. 
 
rcompile.c 
 
Function headers need Globals sections. 
Lines 1585,1587-1589 – SetExcludeFlagsInRCodeHeader() – uncommented declarations. 
 
/Initinclude 
 
ecompile.h 
el80subr.h 
etpinit.h 
initutil.h 
plat_ini.h 
prcio.h 
rcompile.h 
 
/Tabinclude 
 
5600.h 
5710.h 
binfiles.h 
buttons.h 
client.h 
codeport.h 
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Lines 244,254 – uncommented typedef. 
 
commondata.h 
display.h 
errors.h 
etpcount.h 
etpkbd.h 
etp_rev.h 
fatal.h 
fixit.h 
ipmessages.h 
main.h 
mevents.h 
msgs.h 
ms_disk.h 
ms_log.h 
ms_sys.h 
o4c.h 
o4ceintp.h 
o4cmixed.h 
panel.h 
pcrdr.h 
plat_cmp.h 
plat_rpt.h 
plat_run.h 
prcio.h 
qnxutil.h 
report.h 
rintrp.h 
scan.h 
scanner.h 
self.h 
serve650.h 
version.h 
 
Revision 2.0.0.0J Final Assessment Statements 
 
Version 2.0.0.0J was a significant change from 1.2.2.0 with nearly every file having changed for 
2002 compliance. No change log was supplied with this release. 
 
This release only contained the three directories /initcode, /initinclude, and /tabinclude.  Most of the 
files in the missing directories have been redistributed into these three directories though some, like 
shr_mem.c, did not exist in this release. 
 
Some FEC issues remain in the code. 
 
After these issues are addressed it will be recommended that this code be considered compliant 
with the FEC guidelines for coding practices as set forth within the FEC Performance and Test 
Standards for Punchcard, Marksense, and Direct Recording Electronic Voting Systems. 
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Revision 2.0.0.0M Assessment Statements 
 
Release 2.0.0.0M was received August 6th, 2004. All version 2.0.0.0M files were compared with 
their version 2.0.0.0J counterparts, and any differences were investigated. 
  
Again, no /Master, /ScanInclude, or /Scanner directories supplied with this release.  It is assumed 
that these directories no longer exist. 
 
Revision 2.0.0.0M Source File Specific Notes 
 
5600.c 
5710.c 
binfiles.c 
buttons.c 
client.c 
display.c 
errors.c 
etpcount.c 
etpkbd.c 
etp_rev.c 
fatal.c 
fixit.c 
main.c 
mevents.c 
msgs.c 
ms_disk.c 
ms_log.c 
ms_sys.c 
o4ceintp.c – listed in change log as o4cintp.c. 
o4cmixed.c 
panel.c 
pcrdr.c 
prcio.c 
qnxutil.c 
report.c 
rintrp.c 
scan.c 
scanner.c 
self.c 
  
/Initcode 
 
ecompile.c 
 
Lines 2795,2796 – CompileCSBForPartyPositions() – comments do not provide a very informative 
differentiation between the variables. 
 
el80subr.c 
etpinit.c 
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initutil.c 
msgs.c 
prcio.c 
rcompile.c 
 
/Initinclude 
 
ecompile.h 
el80subr.h 
etpinit.h 
initutil.h 
rcompile.h 
 
/Tabinclude 
 
codeport.h 
msgs.h 
o4c.h 
self.h 
version.h 
 
Revision 2.0.0.0M Final Assessment Statements 
 
Version 2.0.0.0M was a minor change from 2.0.0.0J with most changes being those to address 
issues raised in the previous review.  These changes were expertly done.  The lone remaining 
issue was apparently simply overlooked as a result of moved code. 
 
The supplied change log was mostly accurate. 
  
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, Marksense, 
and Direct Recording Electronic Voting Systems, with the understanding that the lone remaining 
issue will be addressed in the next release. 
 
Revision 2.0.0.0O Assessment Statements 
 
Release 2.0.0.0O was received August 21st, 2004. All version 2.0.0.0O files were compared with 
their version 2.0.0.0M counterparts, and any differences were investigated with a view of 
compliance with the 2002 FEC guidelines. The new and changed files that were reviewed are listed 
below. 
 
Revision 2.0.0.0O Source File Specific Notes 
 
etpcount.c 
etpkbd.c 
main.c 
mevents.c 
msgs.c 
 
Change log stated “Corrected the number of scanned ballots displayed in the scanner log on 
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overflow.” but it was not obvious where this change was implemented. 
 
o4ceintp.c 
o4mixed.c 
pcdr.c 
scanner.c 
 
Line 298 – SaveCountersToInternalDisk() – this file access should be reflected in the function 
header. 
 
self.c 
 
/initcode 
 
ecompile.c 
 
/tabinclude 
 
ipmessages.h 
mevents.h 
msgs.h 
o4mixed.h 
self.h 
version.h 
 
Revision 2.0.0.0O Final Assessment Statements 
 
Version 2.0.0.0O was a relatively minor change from 2.0.0.0M with most changes being those to 
implement counter overrun defenses, as well as addressing the issue raised in the last review.  
 
The supplied change log was totally accurate with regard to the list of files that were changed, and 
mostly accurate with regard to the changes per file. 
  
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, Marksense, 
and Direct Recording Electronic Voting Systems. 
 
Revision 2.0.1.0A Assessment Statements 
 
Release 2.0.1.0A was received August 31st, 2004. All version 2.0.1.0A files were compared with 
their version 2.0.0.0O counterparts, and any differences were investigated with a view of 
compliance with the 2002 FEC guidelines. The new and changed files that were reviewed are listed 
below. 
 
Revision 2.0.1.0A Source File Specific Notes 
 
scanner.c 
 
Line 298 – SaveCountersToInternalDisk() – this results in a file access, and such should be 
reflected in the function header. 
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/initcode 
 
etpinit.c 
 
/tabinclude 
 
version.h 
 
Revision 2.0.1.0A Final Assessment Statements 
 
Version 2.0.1.0A was a minor change from 2.0.0.0O with the changes being initialization code 
changes and a version number change. 
 
The supplied change log accurately reflected all changes. 
 
The vendor is requested to update the file header in scanner.c as listed above. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, Marksense, 
and Direct Recording Electronic Voting Systems. 
 
Revision 2.0.1.0 Assessment Statements 
 
Release 2.0.1.0 was received October 21st, 2004. All version 2.0.1.0 files were compared with their 
version 2.0.1.0A counterparts, and any differences were investigated with a view of compliance with 
the 2002 FEC guidelines. The new and changed files that were reviewed are listed below. 
 
Revision 2.0.1.0 Source File Specific Notes 
 
/tabinclude 
 
version.h 
 
Revision 2.0.1.0 Final Assessment Statements 
 
The only difference between Version 2.0.1.0 and 2.0.1.0A was the change in the version number, 
dropping the ‘A’.  
 
The vendor is again requested to update the file header in scanner.c as listed above in the 2.0.1.0A 
section. 
 
It is recommended that this code be considered compliant with the FEC guidelines for coding 
practices as set forth within the FEC Performance and Test Standards for Punchcard, Marksense, 
and Direct Recording Electronic Voting Systems. 
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Source Listing 
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Source Listing (Continued) 
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Source Listing (Continued) 
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ATTACHMENT C 
 




ENVIRONMENTAL TEST, OPERATING 
 




(163-HOUR RELIABILITY) 
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ATTACHMENT D 
 




FCC PART 15, TEST REPORT 
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ATTACHMENT E 




 
ELECTRICAL TEST DATA SHEETS AND PHOTOGRAPHS 




 
(ESD, ELECTRICAL FAST TRANSIENT, LIGHTNING SURGE, ELECTROMAGNETIC 




 
SUSCEPTIBILITY, CONDUCTED RF IMMUNITY, MAGNETIC FIELD IMMUNITY, 




 
POWER DISTURBANCE) 
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Photograph E-1 
ESD Test Setup 




 




 
Photograph E-2 




Electromagnetic Susceptibility Test Setup 
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Photograph E-3 




Lightning Surge Test Setup 
 




 
Photograph E-4 
EFT Test Setup 
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Photograph E-5 




Magnetic Fields Immunity Test Setup 
 




 
Photograph E-6 




Conducted RF Immunity Test Setup 
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ATTACHMENT F 
 




UL 60950 PRODUCT SAFETY REVIEW 
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ATTACHMENT G 




 
INSTRUMENTATION EQUIPMENT SHEETS 
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Saved date 2/18/2008 



ES&S Unity 4.0 Page 1 of 1  
 



Attachment H: Laboratory Certifications 
 



Election Systems & Software 
ES&S Unity 4.0 Certification Test Plan 



 
 
Attachments: 
 
Number File Name Number of Pages 



1 Criterion NVLAP Cert 2007.pdf 1 
2 NCEE A2LA Cert 2007.pdf 2 



 
 
See the attachments to this PDF to view the above reports. 
 
Total pages for Attachment H including this cover page: 4 
 
 
 



End of Attachment H 
 















 


















 
  




 




 
 
 
 
 




 
 
 
 
 
 
THE AMERICAN  
ASSOCIATION  
FOR LABORATORY  
ACCREDITATION 
 




 ACCREDITED LABORATORY 
 
A2LA has accredited 
 




NEBRASKA CENTER  
FOR EXCELLENCE IN ELECTRONICS 
Lincoln, NE 
 




for technical competence in the field of 
 




Electrical Testing 
 
This laboratory is accredited in accordance with the recognized International Standard 
ISO/IEC 17025:2005 General Requirements for the Competence of Testing and 
Calibration Laboratories. This accreditation demonstrates technical competence for a 
defined scope and the operation of a laboratory quality management system (refer to 
joint ISO-ILAC-IAF Communiqué dated 18 June 2005). 
 
 
Presented this 22nd day of August 2006.  
 
 
 




President    
For the Accreditation Council 
Certificate Number 1953.01 
Valid to:  May 31, 2008 




 
 
 
 




For the tests or types of tests to which this accreditation applies,  
please refer to the laboratory's Electrical Scope of Accreditation. 
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SCOPE OF ACCREDITATION TO ISO/IEC 17025:2005 
 




NEBRASKA CENTER FOR EXCELLENCE IN ELECTRONICS (NCEE) 
4740 Discovery Drive 




Lincoln, NE  68521-5376 
Doug Kramer      Phone:  402 472 5880 




 
ELECTRICAL (EMC) 




 
Valid to:  May 31, 2008   Certificate Number:  1953.01 
 
In recognition of the successful completion of the A2LA evaluation process, accreditation is granted to this 
laboratory to perform the following electromagnetic compatibility tests: 
 
Tests:     Standard(s): 
Emissions 
Radiated & Conducted  Code of Federal Regulation (CFR) 47, FCC Parts 15 & 18 (using 
     ANSI/IEEE C63.4); CISPR 11; EN 55011; CISPR 12; CISPR 14-1; 
     CISPR 22; EN 55022 
Harmonics    IEC 61000-3-2; EN 61000-3-2 
Flicker     IEC 61000-3-3; EN 61000-3-3 
 
Immunity 
Electrostatic Discharge (ESD) EN 61000-4-2; IEC 61000-4-2 
Radio Frequency, Radiated EN 61000-4-3; IEC 61000-4-3 
Electrical Fast Transient/Burst EN 61000-4-4; IEC 61000-4-4 
Surge Immunity   EN 61000-4-5; IEC 61000-4-5 
Radio Frequency, Conducted EN 61000-4-6; IEC 61000-4-6 
Power Line Magnetic Field EN 61000-4-8; IEC 61000-4-8 
Voltage Dips and Fluctuations EN 61000-4-11; IEC 61000-4-11 
 
Product Families 
CISPR 14-1/CISPR 14-2 Requirements for Household Appliances, Electronic Tools and Similar 




Apparatus 
CISPR 22; EN 55022  Information Technology Equipment 
CISPR 24; EN 55024  Information Technology Equipment 
ISO 14982 (emissions only) Agricultural and Forestry Machinery 
EN ISO 14982 (emissions only) Agricultural and Forestry Machinery 
EN 50130-4   Immunity Requirements for Components of Fire, Intruder and Social Alarms 
EN 60601-1-2; IEC 60601-1-2 Medical Electrical Equipment 
EN 61326-1; IEC 61326-1 Electrical Equipment for Measurement, Control and Laboratory Use 
EN 61000-6-1; IEC 61000-6-1 Generic Immunity for Residential, Commercial and Light Industrial 
EN 61000-6-2; IEC 61000-6-2 Generic Immunity for Industrial Environments 
EN 61000-6-3; IEC 61000-6-3  Generic Emissions for Residential, Commercial and Light Industrial 
IEC 61000-6-4; EN 61000-6-4  Generic Emissions for Industrial Environments 
 











