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1 INTRODUCTION 
 

This Master Certification Test Plan outlines the approach SysTest Labs will implement to perform 
Federal Election Commission (FEC) Voting System Standards Certification testing of the Unity 3.2.0.0 
Voting System by Election Systems and Software (ES&S).  The purpose of this document is to provide 
a clear and precise plan for test elements required to ensure effective Certification testing as outlined in 
the VSS Vol. 1: Section 9.6.2.1, Vol. 1: 7.7, and Vol. 2: 2.2 through 2.8.  The ES&S Unity 3.2.0.0 
Voting System consists of an Election Management System: Audit Manager (AM), Election Data 
Manager (EDM), ES&S Ballot Image Manager (ESSIM), Hardware Programming Manager (HPM), 
and Election Reporting Manager (ERM).  The AM tracks users and provides security for the Unity 
Election System.  The EDM is used to create the initial election data.  The ESSIM provides the tools 
for designing and printing ballots.  The main function of the HPM is to organize the election data.  
However, the HPM may also be used for election definition. (Election definition in the HPM is not 
supported in this certification.) The ERM reports the results of the election.  
 
The ES&S Unity 3.2.0.0 Voting System also consists of a DS200 precinct count scanner, which is an 
optical scan paper ballot tabulator that accepts ballots inserted in any direction and reads both sides of 
the ballot simultaneously.   
 
The objective of this test plan is to outline the certification test tasks.  This test plan: 

• Identifies items that need to be tested; 
• Defines the test approach; 
• Identifies required hardware, support software, and tools to be used for testing; and 
• Identifies the types of tests to be performed. 

 
Certification Test Plan Attachments 
The following attachments apply to this Certification Test Plan: 

Attachment A: Technical Data Package Documents 
Attachment B: Supported Functionality Declaration 
Attachment C: List of Source Code Reviewed - PROPRIETARY 
Attachment D: Hardware Test Plan 
 
SysTest Labs will provide certification testing for ES&S on the Unity 3.2.0.0 Voting System.  The 
resulting certification will be to the FEC VSS 2002.  

This effort includes the Physical Configuration Audit (including the Technical Data Package 
documentation review and source code review) as defined by the EAC VVSG 2005 Vol. 2, section 2. 
The Functional Configuration Audit will consist of an assessment of ES&S’ testing to the ES&S 
System Requirements Specification, as outlined in the FEC VSS Vol. 1 section 2, as well as the 
performance of functional and system level integration tests.  This includes developing a thorough test 
plan, managing system configurations, generating test cases as needed based on the set of test 
requirements (in addition to the test cases and procedures furnished by ES&S), test execution, and 
analysis of test results.   
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1.1 References 
1. Federal Election Commission Voting System Standards (FEC VSS), April 2002. Volumes I and 

II. 
2. Election Assistance Commission Voluntary Voting System Guidelines (EAC VVSG), 2005 

Version 1.0. Volumes I and II. 
3. NIST NVLAP Handbook 150: 2006. 
4. NIST NVLAP Handbook and 150-22: 2005. 
5. EAC Testing and Certification Program Manual, United States Election Assistance 

Commission, 2006 
6. SysTest Labs Quality System Manual, Revision 1.0, prepared by SysTest Labs, dated 

November 3, 2006.  
 

1.2 Terms and Abbreviations 
These terms and abbreviations will be used throughout this document: 
 
Table 1 - Matrix of Terms & Abbreviations 
Term Abbreviation Description 
Audit Manager AM Audit Manager is ES&S’ tracking program for the Unity 

software suite.  AM tracks user activity in AM, EDM and 
ESSIM. 

Election Data Manager EDM Election Data Manager is a database system that stores all of a 
jurisdiction’s precinct, office, and candidate information.  It is 
used in conjunction with other Unity software to format and 
print ballots, program ballot scanning equipment, and produce 
Election Day reports. 

ES&S Ballot Image Manager ESSIM ES&S Ballot Image Manager is a publishing tool used to 
design and print ballots with the election information stored in 
EDM. 

Election Reporting Manager ERM The Election Reporting Manager is ES&S’ election results 
reporting program, used to generate paper and electronic 
reports for poll workers, candidates, and the media. ERM can 
display updated election totals on a monitor as ballot data is 
tabulated and can send result reports directly to media outlets 
over the Internet.  ERM is designed to support a wide range of 
ES&S ballot scanning equipment and can produce reports for 
both central count systems and precinct count systems. 

Hardware Programming Manager HPM Hardware Programming Manager enables the user to import, 
format, and convert the election definition files for ballot 
scanning equipment. 

intElect DS200 DS200 The intElect DS200 is the operational environment hardware 
for the Unity 3.2.0.0 Voting System.  It is an optical scan 
paper ballot tabulator that accepts ballots inserted in any 
direction and reads both sides of the ballot simultaneously. 

Unity Release N/A The system configuration(s) of ES&S hardware and software 
voting system(s). 
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2 PRE-CERTIFICATION TESTS 
 

2.1 Pre-Certification Test Activity 
SysTest Labs has conducted a Physical Configuration Audit of the documents submitted for review in 
the ES&S Technical Data Package, including Functional Requirements, Specifications, Procedures, 
System Overview, Configuration Management Plan, and Quality Assurance Program.  The review was 
against the EAC VVSG 2005, Volumes I and II, for each of the submitted individual components of 
the Unity 3.2.0.0 Voting System.  For any FEC VSS 2002 requirements that are more demanding than 
the EAC VVSG 2005, SysTest Labs reviewed the ES&S documents to those 2002 requirements. 
 
SysTest Labs has conducted a Functional Configuration Audit review of the vendor test cases 
delivered as part of the Technical Data Package.  The review was conducted against the FEC VSS 
2002 Volume I, for each of the submitted components. Any requirements that were identified as not 
being tested, or insufficiently tested, have been included in the Test Cases that SysTest will execute.  
 
The results of these audit reviews, as well as the discrepancies generated, will be included in the 
Certification Report. 
 
Unity 3.2.0.0 is a full certification and thus all code is subject to a full review against the FEC VSS 
2002. SysTest Labs has conducted a source code review of the submitted code in the following 
languages: C, C++, and Cobol. Tools utilized by SysTest include Practiline Line Counter: a 
commercial application used to determine the counts of executable and comment lines; Module Finder: 
a SysTest proprietary application used to parse module names from C/C++ and VB code and populate 
the identified module names into the review documents; ExamDiff Pro: a commercial application used 
to compare revised code to previously reviewed code; and KEdit: a commercial text editor application 
running a SysTest proprietary macro used to parse module names from Cobol code and populate the 
identified module names into the review document.  
 
SysTest Labs utilizes a team approach in reviewing and managing the tasks of receiving the code to be 
reviewed, determining the volume of code to be reviewed, reviewing the vendor's internal coding 
standards and determining if there are any variances from the prescribed Standards, creating the review 
work documents, distributing the code to be reviewed along with the created work documents to the 
project code reviewers, reviewing the code, performing peer reviews, creating discrepancy reports, and 
receiving modified code and other vendor responses. 
  
Prior to testing, SysTest Labs will conduct a trusted build according to the approved standard lab 
procedure that details this process. The process includes interviews of key vendor staff to evaluate 
vendor processes and process conformance in the areas of configuration management and quality 
assurance. Preparation for the trusted build includes obtaining and reviewing the vendor-defined 
procedure for constructing the build platform, verifying the target build platform, and acquiring the 
necessary materials. Execution of the trusted build complies with SysTest Labs’ detailed build 
procedure and results in a compact disk containing the installation files. Finally, the conclusion of the 
trusted build consists of record-keeping and archiving procedures that occur at SysTest Labs, and the 
resulting media is submitted to the EAC-approved software repository. 
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2.2 Pre-Certification Assessment Results 
SysTest Labs has conducted a pre-certification test assessment.  This assessment includes the review of 
the Technical Data Package (Documentation and Vendor Testing) and source code changes for each 
submitted component of the Unity 3.2.0.0 Voting System. 
 
Based upon the findings of the pre-certification assessment for ES&S, SysTest Labs has determined 
that ES&S’ Test Plan, Procedures, and Scripts are consistent with the FEC Voting System Standards 
for TDP documentation.  Issues were noted in a discrepancy report that was provided to ES&S for 
resolution prior to completion of testing. 
 
Full assessment, review, and correction of the ES&S TDP will be completed as part of the execution of 
this Certification Test Plan.  Also to be executed as part of this Certification Test Plan are the required 
Readiness Test, a sampling of ES&S’ test cases based on the supported functionality for this 
certification, the SysTest Labs Gen01 test case, and a system accuracy test. 
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3 MATERIALS REQUIRED FOR TESTING 

3.1 Software/Firmware 
Items identified in the table reflect all software and firmware required to perform hardware, software, 
telecommunications, security and integrated system tests. 

Table 2 - Matrix of Required Software/Firmware 
Manufacturer Application(s) Version Test Type 
ES&S Audit Manager 7.4.1.0 Pre-Voting  

ES&S ES&S Ballot Image Manager 7.6.0.0 Pre-Voting  

ES&S Election Data Manager 7.7.0.0 Pre-Voting  

ES&S Hardware Programming 
Manager 

5.5.1.0 Pre-Voting 

ES&S Election Reporting Manager 7.3.1.0 Post-Voting  

Manufacturer COTS Application(s) Version Unity Application 
Microsoft Corporation  Microsoft Windows Windows ’98 or higher ERM 

RM/COBOL RM COBOL RUNTIME 
System  

11.01 ERM & HPM 

Linux  Linux from scratch 6.0 DS200 

 

3.2 Equipment (Hardware) 
Equipment identified in the table reflects all hardware required to perform hardware, software, security 
and integrated system tests. 

Table 3 - Matrix of Required Hardware 
Item Manufacturer O/S Version Type 
intElect DS200 (Precinct Count Scanner) SN 
0002w/Ballot Box SN 3016 and SN 0010 
w/Ballot Box 2007,  

ES&S Hardware 1.0 
Firmware 1.0.0.0 

Voting  

Dell Optiplex gx260, s/n # 7B0WL21 
and SN#1GIJR1480FL 

Dell  Windows XP, SP2 Personal Computer 

3.3 Test Materials 
Items identified in the table reflect all test materials required to perform hardware, software, security 
and integrated system tests. 

Table 4 - Matrix of Test Materials  
Item 
Printer paper rolls 
PC Card 
USB Memory Stick 

 

3.4 Deliverable Materials  
In addition to the hardware and software identified in sections 3.1, 3.2, and 3.3, ES&S delivered the 
Technical Data Package for the Unity 3.2.0.0 Voting System.  
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Please see Attachment A for a complete list of TDP documents. 
 

3.5 Proprietary Data 
SysTest Labs will indicate which portions of reports are considered proprietary information. We 
understand material that is not classified as proprietary, including test plans and test reports, will 
become publicly available.  Proprietary information will be submitted in a separate attachment to the 
EAC, and marked “Proprietary” in the file name.  
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4 TEST SPECIFICATIONS 

4.1 Hardware Configuration and Design 
Certification testing will occur for conformance to Vol. 1 Sect. 4 Hardware Standards and Vol. 2 Sect. 
4 Hardware Testing of the EAC VVSG 2005. 
 
The Hardware Configuration Audit will confirm that the configurations match.  In order to conduct 
system level integration tests, SysTest Labs may need to include minimal repeats of the operational 
tests to confirm there are no changes to systemic responses. 
 

Table 5 - Matrix of Hardware Configuration 
Item Manufacturer Serial Number O/S Version Hardware 

Test and test 
lab 

Description of 
Use 

In Precinct      
intElect DS200* ES&S 0001, 0002, 0003, 

0004, 0010, 0011 
FW v. 1.0.0.0 
HW v. 1.0 

See Hardware 
Test Plan  

Scanner 

Steel Ballot Box ES&S 2007, 3016, 2804 N/A See Hardware 
Test Plan  

Ballot Box 

AC Power Adapter Wall Industries S/N 72573403; S/N 
72573415; S/N 
72573407, S/N 
72573413; S/N 
72632719, S/N  
72632720 

N/A See Hardware 
Test Plan  

Power Adapter 

Thermal Paper* Seiko P/N NAP-0080-
025S - (SS080-
025B) 

N/A See Hardware 
Test Plan  

Paper 

*The Seiko printer is embedded in the intElect DS200  

4.2 Software System Functions 
The scope of testing for the software certification (Vol. 2, Sect. 5) and system-level tests (Vol. 2, Sect. 
6) as defined in the FEC VSS April 2002 includes: 

• Pre-Certification Test Assessment (Vol. 2, Section A.2), reflecting the Technical Data Package 
(EAC VVSG 2005 Vol. 2, Sect. 2) document examination portions of the Physical 
Configuration Audit and the Functional Configuration Audit   

• Physical Configuration Audit: (Vol. 2, Sect. 6.6) 
o Establishment of the software/hardware configuration baseline used in testing 
o Full Source Code Review (Vol.2 Sect. 5.4)  
o Review of ES&S’s functional specification for adequacy or discrepancy 
o Execution of the Trusted Build and comparison to the code tested 

• Functional Configuration Audit: (Vol. 2, Sect. 6.7)  
o Creation and issuance of a Master Certification Test Plan (Vol. 2, Section A) 
o Review, evaluation, creation, and execution of Functional Tests (Vol. 2, Section A) 
o Performance of System Level Integration Tests (Vol. 2, Sect. 6) 
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4.2.1 System Functional Testing 
Review of ES&S’s functional specification, test plans, test cases, and test results demonstrates the 
following functional areas are included in the Unity 3.2.0.0 System’s overall capabilities, pre-voting, 
voting, and post-voting functions.  This functionality will be verified by the tests performed (Vol. 2, 
Section A).  System functional tests shall be performed on the ES&S AM, EDM, ESSIM, HPM, ERM, 
and DS200 for the purpose of assessing the response of the software to a range of conditions (Vol. 2, 
Sect. 4.3.5).   
  
Table 6 - Matrix of System Functional Testing 
Function  Test Methodology 
Ballot Preparation Functions  
a. Ballot preparation subsystem Verify the election is defined for election day, and one more 

precinct/polling place can be defined.  
Before, During & After Processing of Ballots  
b.1. Logic Test – Interpretation of Ballot Styles & 
recognition of precincts 

Verify in Functional Tests: 
Verify voting variation functionality identified by ES&S for 
the ES&S Unity 3.2.0.0 Voting System (Vol. 1. Section 
2.2.8.2). 

b.2. Accuracy Tests- Ballot reading accuracy Verify recording of 1,549,703 consecutive ballot positions on 
the DS200 scanner. 
-Accuracy Ballot is loaded onto a USB 
-Report of the initialization process 
-Display the function selections 
-Open polls 
-Zero Report 
-Scan ballots, Close polls, Run totals report and Audit Log 13 
times 

b.3. Status Tests- Equipment statement &memory 
contents 

Verify in Functional Tests: 
Equipment statement & memory contents at the 
corresponding intervals outlined in user documentation for 
the functions a. b.4, c 1-7 and d. 1-8 

b.4. Report Generation – Produce test output data Verify in Functional Tests: 
Clearing Election Totals 
Manual data entry 
Generating a Zero Report 
Testing an Election 
Creating Test Reports 
Clearing Totals for Election Day 
Selecting Reporting Groups 
Loading Scanner Totals 
Producing Election Reports 
Displaying Election Information 
ERM Election Results 

b 5. Report Generation- Produce audit data Verify in Functional Tests: 
System audit reports voting 

Polling Place Functions  
c.1. Opening the polls, accepting & counting ballots Verify in Functional Tests: 

Zero Reports 
DS200: Scan paper ballots 
Alerts for over votes and under votes 

c.2. Monitoring equipment status Verify in Functional Tests: 
Equipment status as identified in user documentation 

c.3. Equipment response to commands Verify in Functional Tests: 
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Function  Test Methodology 
Equipment (DS200) response to all voter and poll worker 
commands as identified in user documentation 

 Messages generated by the equipment that require an action 
by the voter or poll worker before operation continues--as in 
blank ballots, overvotes, and undervotes as defined in 
election setup.  

c.4. Generating real-time audit messages Verify Verified in Functional Tests: 
Print DS200 audit log 
Each audit message contains a timestamp. 
Election name, software, and firmware are listed at the 
beginning of each audit log. 
Count of ballots processed is included in log of uploaded 
results. 
Error messages. 
Precinct ID is identified for all results pertaining to insertions, 
additions, and deletions. 

c.5: Closing polls and disabling ballot acceptance Verify in Functional Tests: 
Inability to cast additional ballots 
DS200: Close of polls 
Inability to scan additional ballots 

c.6. Generating election data reports. Verify in Functional Tests: 
Generation of precinct reports 

c.7. Transfer ballot count to central counting location Verify in Functional Tests: 
Reading the USB from the ERM 
Telecommunication is not supported in this certification 

Central Count Functions  
d.1.Process ballot deck for > 2 precincts with 3 split 
precincts per precinct for a total of 6 ballot styles 

Verify in Functional Tests: 
Process of ballot decks on the DS200 

d.2. Monitoring equipment status Verify in Functional Tests: 
Equipment status as identified in user documentation 

d.3. Equipment response to commands Verify in Functional Tests: 
Equipment (DS200) responds to all voter and poll worker 
commands as identified in user documentation 
(Messages generated by the equipment that require an action 
by the voter or poll worker before operation continues--as in 
blank ballots, overvotes, undervotes as defined in election 
setup) 

d.4. Integration with peripherals equipment or other data 
processing systems 

See b.3 

d.5. Generating real-time audit messages. See b.4 
d.6. Generating precinct-level election data reports See b.3 
d.7. Generating summary election data reports See b.3 
d.8. Transfer of detachable memory module to the 
processing equipment 

See b.3 

 
GEN 01 is SysTest Labs’ System level test case for a general non-straight party election.  The object of 
the GEN 01 test case is to test the core functionality of the voting system.  This is accomplished by 
using the vendor's manual(s) to create a general election, vote the general election, and tally the 
results.  GEN 01 will test such items as: a minimum of two precincts; split precincts, with three splits 
per precinct; multi-member boards; group voting; write-in voting; overvotes; and undervotes.  GEN 01 
will cover all aspects of the voting cycle, from pre-voting functions, such as ballot creation (election 
definition) to post-voting functions (tally reporting and audit logs).  
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Test Case  
GEN 01 The object of this test case is to verify core functionality by using the vendor's manual to create general 

election ballots, vote, and tally, with the following required functionality: 
- Define election contests, candidates, issues etc. (V1:2.2.6) 
- Maintain accurate and complete audit records (V1:2.2.5.2.1) 
- Maintain accurate and complete error and status messages (v1:2.2.5.2.2, 2.2.5.2.3) 
- Accurately record scanned ballots 
- Ensure undervotes are counted as cast votes 
- Reporting of separate accumulation of Undervotes and Overvotes 
- Ensure Overvotes are allowed when scanned 
- Maintain integrity of Vote and Audit data 
- Party affiliation is identified on the ballot 
- Accurate Definition, Count, Reporting for Election Day, Absentee - paper, with the results tallied 
(V1:2.2.2.1) 
- Write-in voting: Voting position identified for write-ins 
- Correctly tabulate (V1:2.2.8.1) 
- Have a Ballot Counter (V1:2.2.9) 
- Blank ballots 

 
 
Table 7 - Matrix of Other System Testing 
 
System Tests Test Methodology 
Volume Test  
Accuracy Test Case System’s response to processing more than the expected number of 

ballots/voters per precinct, to processing more than the expected number of 
precincts, or to any other similar conditions that tend to overload the 
system’s capacity to process, store, and report data. 

Stress Tests  
Hardware test Plan Hardware test labs test the limits outside the range of ‘normal’ but within 

specifications for the units as defined in the VSS standards Vol.1: Section 3.  
System’s responses to transient overload conditions.  Subject polling place 
devices to ballot processing at the high volume rates, evaluate software 
response to hardware-generated interrupts and wait states. 

Usability Tests  
GEN01 Test Case  Responses to input, text syntax, error message content, and audit message 

input. 
Accessibility Test  
Accessibility is not being supported in this 
certification. 

N/A 

Security Test  
Security Test Case Incorporates systems security provisions, unauthorized access, deletion or 

modification of data, audit trail data, and modification or elimination of 
security mechanisms. The vendor documentation will be reviewed to 
ensure sufficient detail is present to operate the voting system in a secured 
implementation. Where the vendor statements assert the voting system is 
secured via mechanisms and seals, procedures will test the presence and 
effectiveness of such controls. 

Telecom Test  
Telecom Test Case ES&S does not support data transmission via telecommunications.  

SysTest will not test transmission on the DS200.  The DS200 does have an 
internal modem; however, it needs DAM to transmit.  The DAM is not 
supported in this event. 
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System Tests Test Methodology 
Performance Tests  
GEN 01 Test Case and  
Accuracy Test (Test Hardware Test Plan) 

Test accuracy, processing rate, ballot format, handling capability and other 
performance attributes claimed by the vendor. Perform End-to-End System 
Level Testing validating a predicted result. 
Perform a Data Accuracy test validating reading of 1,549,703 consecutive 
ballot positions on the system Accuracy Test. Percept tests to requirements 
as defined in VSS Vol.1: Section 3. 

Recovery Tests  
Hardware Test Plan Exercise system’s ability to recover from hardware and data errors. 

Validate battery backup and recovery from error conditions, incorporated 
into Hardware test lab tests to requirements as defined in VSS Vol. 1: 
Section 3. (See also Hardware Tests) 

 

4.3 Test Case Design 
 
4.3.1 Hardware Qualitative Examination Design 

SysTest Labs reviewed the overall system capabilities, pre-voting, voting, and post-voting 
functions.  ES&S Unity 3.2.0.0 hardware is incorporated into the standard set of system level 
test cases with the augmentation of functionality-specific validation steps. 
 

4.3.2 Hardware Environmental Test Case Design 
Hardware environmental certification testing will be performed for conformance to Vol 1. Sect. 
3 of the FEC VSS April 2002.  SysTest Labs’ environmental hardware test subcontractor, 
Percept Technology Laboratories, performs full environmental certification testing for 
conformance to Vol. 1 Sect. 3 Hardware Standards and Vol. 2 Sect. 4 Hardware Testing of the 
April 2002 FEC VSS as outlined in the ES&S Unity 3.2.0.0 Log, prepared by Percept 
Technology Laboratories (Vol .2, Section A.4.3.2). 
 

4.3.3 Software Module Test Case Design and Data 
SysTest Labs reviewed the test case design documents and data as provided by ES&S.  In 
evaluating each module, with respect to flow control parameters and data on both entry and 
exit, SysTest Labs assesses the logical correctness, the adequacy of the code’s modularity and 
construction, the implementation of the algorithms in assembly language (if used), the absence 
of hidden code, and the extent to which “industry standard” characteristics are incorporated 
(Vol. 2, Section A.4.3.3). 

 
4.3.4 Software Functional Test Case Design 

SysTest Labs has reviewed the functional test case design documents and data as provided by 
ES&S against a detailed matrix of system functions and the test cases that exercise them. 
SysTest Labs has prepared a test procedure describing all test ballots, operator procedures, and 
the data content of output reports. SysTest Labs will design and conduct all appropriate module 
and integrated functional tests found necessary (Vol. 2, Section A.4.3.4). 
 

4.3.5 System-level Test Case Design 
SysTest Labs reviewed the system-level test case design documents and data as provided by 
ES&S. SysTest Labs will conduct all appropriate module and integrated functional tests found 
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necessary, in addition to the standard set of system level tests run against all voting systems 
(Vol.2, Section A.4.3.5). 
 

4.3.6 Sampling Methodology 
SysTest Labs reviewed the system-level and functional test case documents and data provided 
by ES&S.  SysTest Labs will repeat a sample of the vendor’s test cases according to the 
following guideline: 
 
Review all vendor test cases and select 1 test case from a high-risk area for sampling, such as: 

• Security  
• Data Accuracy 
• Audit log  
• Tabulating  

 
Test Cases that will be sampled: 

 
SysTest Labs has selected test case 5.4 - Polls Closed:  Audit Log Report as the sample test 
case because audit log reporting is an integral part of testing voting systems.  The audit log 
records every action taken during the course of the election.  The audit log not only keeps a 
record of tally information, but also keeps a record of status and error messages.  The audit log 
can also be useful in litigation if an election is ever in question. 
 

4.4 EAC Interpretations 
This test engagement utilizes only standard VSTL test methods that conform to the EAC Testing and 
Certification Program Manual and the appropriate voting system standard.  No additional EAC 
interpretations affect the test plan and test methodology. 
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5 TEST DATA 
  

5.1 Data Recording 
The FEC Voting System Standards, Volume 2 Test Standards, will measure certification-testing 
progress against the standards defined for paper-based systems.  SysTest Labs will create forms for the 
source code, TDP, and testing reviews.  They will be stored in electronic format at SysTest Labs.  
SysTest Labs will record all activity via status report emails to the voting system vendor, ES&S. 

The testing process involves the assessment of:   

• Operational accuracy in the recording and processing of voting data, as measured by the error 
rate articulated in Volume I, Section 3. 

• Operational failure or the number of unrecoverable failures under conditions simulating the 
intended storage, operation, transportation, and maintenance environments for voting systems, 
using an actual time-based period of processing test ballots.   

• System performance and function under normal and abnormal conditions; completeness and 
accuracy of the system documentation and configuration management records to enable 
purchasing jurisdictions to effectively install, test, and operate the system.  

5.2 Test Data Criteria 
SysTest Labs will evaluate test results against the documents and software provided by ES&S.  These 
documents shall be used to customize a standard set of system level tests.  Testing will be conducted as 
an independent verification and validation across the entire voting system.  A greater depth of testing 
will be given to places where there are code changes and changes to documentation.  In the standard 
system level tests, elections are customized to the functionality supported by the Unity 3.2.0.0 Voting 
System.  System performance shall be measured against a predicted result. 

5.3 Test Data Reduction 
SysTest Labs will process the test data by manually recording data in the Test Case records and 
SysTest Labs templates.   
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6 TEST PROCEDURE AND CONDITIONS 
 

6.1 Facility Requirements 
Testing will be performed on site at ES&S, Omaha, NE, in a secured room.  All TDP and test 
documentation is stored on site at SysTest Labs, Denver, CO, in the project directory on the Voting 
server. 

VSTL testing at a client site must meet the conditions under which testing is performed at SysTest 
Labs’ laboratory. 

SysTest Labs performs VSTL functional and system level testing at SysTest Labs’ facility unless 
testing at the client site is necessitated by logistics related to the characteristics of one or more 
components of the voting system under test. Environmental hardware testing for voting systems may 
only be executed at the environmental hardware testing subcontractor’s facility or their alliance lab 
facilities. 

Prior to any VSTL test activities that occur at a client’s site, both equipment and facility will be 
examined and analyzed to ensure that competent and up-to-date temporary facility support exists for 
testing of voting system technologies, in compliance with SysTest Labs’ VSTL test standards and 
accepted practices of test engineering.  If the equipment or facility is found not to be in compliance, 
SysTest Labs will identify, to the client, any necessary improvements in the equipment and facility.  
SysTest Labs assures that these improvements are made before client-site testing can begin. 

When testing is performed at a Vendor facility, SysTest Labs requires that our test staff follow all 
protocols associated with recording, reporting, maintaining and controlling all test results. In addition, 
to ensure the integrity of all tests and recorded results, SysTest Labs requires that all test results be 
stored only on computer equipment provided and controlled by SysTest Labs, e.g., test staff laptop 
computers. SysTest Labs will control access to the test equipment, including hardware, software and 
firmware and the test room. 

SysTest Labs always ensures voting rooms doors are kept locked at all times, unless the current 
activity requires that the door be opened.  Vendors are never left unattended in a voting room at any 
time.  

6.2 Test Setup 
The ES&S Voting System test platform will be set up, as part of the Physical Configuration Audit, in 
the standard configuration identified in the vendor TDP documents listed in Attachment A TDP 
Documents.  The software will be installed, versions verified, and made operational. The hardware will 
also be set up and versions verified according to the vendor TDP documents. Once the hardware and 
software have been set up, SysTest Labs will proceed with testing the system.   

6.3 Test Sequence 
While there is no required sequence for performing voting system certification testing and audits, 
predecessor tasks are required for some testing.  Tasks and any applicable predecessor tasks are 
identified in Table 6 - Matrix of System Functional Testing.  
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6.4 Test Operations Procedures 
The SysTest Labs VSTL Test Team will provide step-by-step procedures for each test case to be 
conducted. Each step shall be assigned a test step number and this number, along with critical test data 
and test procedures information, shall be tabulated onto a test report form for test control and the 
recording of test results. 
 
An inventory will be performed to verify the voting equipment received contains hardware and 
software elements as defined in the TDP. Prior to commencement of Functional System testing, the 
PCA will include verification that the system can be configured using the system operations manuals. 
 
Throughout the testing effort, test procedures will be marked with the test result of Accept or Reject.  
If a failure of a test procedure precludes attempting subsequent test procedures, the test procedures that 
cannot be executed will be marked as NT, Not Testable. NS (not supported) indicates requirements 
that apply to features that are not supported in the configuration being tested. For expected 
functionality that is not implemented, the test procedure will be marked as NT, Not Testable.  If a test 
procedure is not applicable to the current certification test effort it will be marked as NA, Not 
Applicable. NA would also be entered for any subsequent step that is not applicable. Test results 
Reject, NT, and NA will include comments by the tester explaining the reason for the result.  
 
Issues encountered during review and testing will be documented on the Unity 3.2.0.0 Voting 
Discrepancy Report. Any non-conformities to the requirements of the FEC VSS April 2002 will be 
marked as Documentation Discrepancies or Functional Discrepancies (a discrepancy occurs when 
the voting system component does not meet defined requirements or specifications).  ES&S must 
address all discrepancies prior to issuance of the Certification Report.  Issues that are encountered 
during testing, but are not addressed by the FEC VSS April 2002 will be added to the Discrepancy 
report and noted as Informational.  ES&S has the option to address Informational issues.  All 
responses provided by ES&S are noted in the Discrepancy Report appendix to the Certification Report. 
 
The test cases and procedures are contained in a separate document. 
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Vendor Name: __Election Systems & Software________   Preparer: ___Sue McKay________ 
Date Prepared: _____March 20, 2007____________________________ 
 
This section addresses functionality that is covered by the Voting System Standards (2002). 
Identify the functionality supported by marking with a . 
Insert Required descriptions where needed (Rotation, VVPAT, Open Primary, Closed Primary, etc). 
(P & M= Paper and Marksense ballots) 


Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 


Supported Required description(s) 


Voter Verified Paper Audit Trails   
VVPAT    
Accessibility (vol. 1. sect. 2.2.7)   
Forward Approach   
Parallel (Side) Approach   
Closed Primary (vol. 1. sect. 2.2.8.2)   
Primary: Closed    
Open Primary (vol. 1. sect. 2.2.8.2)   
Primary: Open Standard  (provide definition of how supported)   
Primary: Open Blanket  (provide definition of how supported)   
Partisan & Non-Partisan: (vol. 1. sect. 2.2.8.2)   
Partisan & Non-Partisan:  Vote for 1 of N race   
Partisan & Non-Partisan: Multi-member (“vote for N of M”) board 
races  


  


Partisan & Non-Partisan:  “vote for 1” race with a single candidate 
and write-in voting 


  


Partisan & Non-Partisan “vote for 1” race with no declared candidates 
and write-in voting 


  


Write-In Voting: (vol. 1. sect. 2.2.8.2)   
Write-in Voting: System default is a voting position identified 
for write-ins. 


  


Write-in Voting: Without selecting a write in position.   
Write-in: With No Declared Candidates   
Write-in: Identification of write-ins for resolution at central 
count 


  


Primary Presidential Delegation Nominations & Slates: (vol. 1. sect. 
2.2.8.2) 


  


Primary Presidential Delegation Nominations:  Displayed delegate 
slates for each presidential party 


  


Slate & Group Voting: one selection votes the slate.   
Ballot Rotation: (vol. 1. sect. 2.2.8.2)   
Rotation of Names within an Office; define all supported 
rotation methods for location on the ballot and vote 
tabulation/reporting 


  


Straight Party Voting: (vol. 1. sect. 2.2.8.2)   
Straight Party: A single selection for partisan races in a general 
election 


  


Straight Party: Vote for each candidate individually   
Straight Party: Modify straight party selections with crossover 
votes 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 


Supported Required description(s) 


Straight Party: A race without a candidate for one party   
Straight Party: “N of M race (where “N”>1)   
Straight Party: Excludes a partisan contest from the straight 
party selection.  


  


Cross-Party Endorsement: (vol. 1. sect. 2.2.8.2)   
Cross party endorsements, multiple parties endorse one 
candidate. 


  


Split Precincts: (vol. 1. sect. 2.2.8.2)   
Split Precincts: Multiple ballot styles   
Split Precincts: P & M system support splits with correct 
contests and ballot identification of each split 


  


Split Precincts: DRE matches voter to all applicable races.   
Split Precincts: Reporting of voter counts (# of voters) to the 
precinct split level; Reporting of vote totals is to the precinct 
level 


  


Vote N of M: (vol. 1. sect. 2.2.8.2)   
Vote for N of M: Counts each selected candidate, if the 
maximum is not exceeded. 


  


Vote for N of M: Invalidates all candidates in an overvote 
(paper) 


  


Recall Issues, with options: (vol. 1. sect. 2.2.8.2)   
Recall Issues with Options: Simple Yes/No with separate 
race/election. (Vote Yes or No Question) 


  


Recall Issues with Options: Retain is the first option, 
Replacement candidate for the second or more options (Vote 1 
of M) 


  


Recall Issues with Options: Two contests with access to a 
second contest conditional upon a specific vote in contest one.  
(Must vote Yes to vote in 2nd contest.) 


  


Recall Issues with Options: Two contests with access to a 
second contest conditional upon any vote in contest one. (Must 
vote Yes or No to vote in 2nd contest) 


 Overturned - US District 
Court 7/29/03: CA Election 
Code sect. 11383 


Cumulative Voting (vol. 1. sect. 2.2.8.2)   
Cumulative Voting: Voters are permitted to cast, as many votes 
as there are seats to be filled for one or more candidates. Voters 
are not limited to giving only one vote to a candidate. Instead, 
they can put multiple votes on one or more candidate. 


  


Ranked Order Voting (vol. 1. sect. 2.2.8.2)   
Ranked Order Voting: Voters can write in a ranked vote.    
Ranked Order Voting: A ballot stops being counting when all 
ranked choices have been eliminated 


  


Ranked Order Voting: A ballot with a skipped rank counts the 
vote for the next rank. 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 


Supported Required description(s) 


Ranked Order Voting: Voters rank candidates in a contest in 
order of choice.  A candidate receiving a majority of the first 
choice votes wins.  If no candidate receives a majority of first 
choice votes, the last place candidate is deleted, each ballot cast 
for the deleted candidate counts for the second choice candidate 
listed on the ballot.  The process of eliminating the last place 
candidate and recounting the ballots continues until one 
candidate receives a majority of the vote.  


  


Ranked Order Voting: A ballot with two choices ranked the 
same, stops being counted at the point of two similarly ranked 
choices.  


  


Ranked Order Voting: The total number of votes for two or 
more candidates with the least votes is less than the votes of the 
candidate with the next highest number of votes, the candidates 
with the least votes are eliminated simultaneously and their 
votes transferred to the next-ranked continuing candidate. 


  


Provisional or Challenged Ballots (vol. 1. sect. 2.2.8.2)   
Provisional/Challenged Ballots: A voted provisional ballots is 
identified but not included in the tabulation, but can be added in 
the central count. 


  


Provisional/Challenged Ballots: A voted provisional ballots is 
included in the tabulation, but is identified and can be 
subtracted in the central count. 


  


Provisional/Challenged Ballots: Provisional ballots maintain 
the secrecy of the ballot. 


  


Overvotes (vol. 1. sect. 4.4.4) Must support for 
specific type of 
voting system 


 


Overvotes: P & M: Overvote invalidates the vote. Define how 
overvotes are counted. 


  


Overvotes: DRE: Prevented from or requires correction of 
overvoting. 


  


Overvotes: If a system does not prevent overvotes, it must 
count them.  Define how overvotes are counted. 


  


Overvotes: DRE systems that provide a method to data enter 
absentee votes must account for overvotes. 


  


Undervotes  (vol. 1. sect. 4.4.4) Must support  
Undervotes: System counts undervotes cast for accounting 
purposes 


  


Blank Ballots  (vol. 1. sect. 2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, & 4.4.4)    
Totally Blank Ballots: Any blank ballot alert is tested.   
Totally Blank Ballots: If blank ballots are not immediately processed, 
there must be a provision to recognize and accept them 


  


Totally Blank Ballots: If operators can access a blank ballot, 
there must be a provision for resolution. 
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Voting Variations Functionality  & Languages 
Vol. 1 Sect 2.2.8.2 , 2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, 
4.4.4 


Supported Required description(s) 


Display/Printing Multi-Lingual Ballots  (vol. 1. sect. 2.3.1.3.1.a) Must support one 
 


 


Spanish   
Alaska Native (Other Group specified)   
Aleut   
Athabascan   
Eskimo   
Native (Other Group Specified)   
Chinese   
Filipino   
Japanese   
Korean   
Vietnamese   
Apache   
Cent/So American   
Cheyenne   
Chickasaw   
Choctaw   
Navajo   
Other Tribe-Specified   
Paiute   
Pueblo   
Seminole   
Shoshone   
Sioux   
Tohono O'Odham   
Tribe not specified   
Ute   
Yaqui   
Yuman   
Demonstrates the voting system capability to handle the designated 
language groups. (vol. 1. sect. 2.3.1.3.1.a) 


  


Default language (English),    
Secondary language using a Western European font   
Ideographic language (such as Chinese or Korean),   
Non-written languages requiring audio support   
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This section covers any additional functionality provided by the submitted system that is not accounted 
for in the VSS.  
 
Additional Vendor Provided functionality Description 


<Please enter the high level component within which the functionality 
resides> 


 


<Please enter a listing of the additional functionality, within the high 
level component > 


 


  
  
<Please enter the high level component within which the functionality 
resides> 


 


<Please enter a listing of the additional functionality, within the high 
level component > 


 


  
  
<Please enter the high level component within which the functionality 
resides> 


 


<Please enter a listing of the additional functionality, within the high 
level component > 


 


  
  
  
  
 
 


End of Supported Functionality Declaration 
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1.0 Overview 
This test plan describes the hardware evaluations performed in accordance with the Voluntary 
Voting System Guidelines (VVSG) 2005. While some sections are quoted in this test plan, please 
see the VVSG itself for full details. 


1.1 Testing Process Overview 
The following steps shall be followed for all submitted products: 


• Systest and Percept Technology Labs shall inventory and document the receipt of all 
vendor materials. 


• Testing, as defined in the test plan, will not proceed until formal authorization has been 
given. Deficiencies encountered during the Testing Phase will be documented and 
tracked. 


• Upon project completion, the deliverable shall be a test report outlining in detail all of the 
testing performed per the test plan and a written recommendation of approval or rejection 
to Systest Labs. 


2.0 Definitions 


2.1 Failures  
The following definitions apply to errors or failures (deficiencies) that occur during the testing: 


1. Critical deficiency 
• Unrecoverable data error that would affect the loss or corruption of voting data. 
• Unrecoverable functional error that causes the system to be inoperable. 
• Mechanical failure 
• Safety issue 


2. Non-critical deficiency 
• Performance degradation 
• Specification deviation 
• Command completed, but failed to meet a specification 


The nature of any deficiency encountered during the testing is described in detail sufficient to 
support the classification as critical or non-critical. The classification is based on consideration of 
the probable effect the deficiency will have on reliable, safe, accurate and efficient system 
operation during all phases of election use.  


All critical deficiencies must be resolved before a recommendation of approval can be made for 
the system. An unresolved non-critical deficiency shall not necessarily be cause for a rejection 
recommendation. Deficiencies of this type may include failure to fully achieve the levels of 
performance specified in Volume I, Sections 3 and 4 of the Standards. 


Note: The resolution of a deficiency may, in some cases, require re-executing already completed 
tests resulting in additional charges.  


3.0 Product Assessment Phase 
The following items shall be taken into consideration during the Assessment Phase to ensure that 
the product is ready for test and determine the specific tests that will be performed during the 
Testing Phase. Although the Assessment Phase, typically, is completed prior to the generation of 
the test plan it is included in this document since it is crucial to successful execution of the test 
plan. 
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3.1 Hardware Classification 
Hardware shall be identified and classified in one of the following categories: 


• Unmodified COTS (commercial off-the-shelf): Equipment that is commercially available, 
which can be independently purchased based on the vendor’s system specification, with 
assembly performed by the jurisdiction.  Vendors shall provide the manufacturers 
specifications and evidence that the equipment has been tested to the equivalent of the 
VVSG. 


• Modified COTS: Commercially available (COTS) components that are assembled or 
packaged in a case or modified by the vendor. 


• Non-COTS: The vendor manufactures the voting system. 
Note: Non-COTS and modified COTS components are subject to all environmental testing. 
Unmodified COTS hardware is exempt provided the specifications and evidence of testing 
meets the requirements of the VVSG. 


3.2 Documentation Review 
The vendor shall provide hardware specifications and documentation, as part of the Technical 
Data Package (TDP), needed to assess, operate and maintain the voting system.  These 
documents include, but are not limited to: 


• All manuals and product specifications required for constructing, operating and 
maintaining the system; 


• Set-up/operation instructions for all support equipment, including software and hardware. 
• Previous qualification/test reports on COTS and Modified COTS equipment. 
• Previous qualification/test reports from other testing organizations. 
• Maintenance procedures. 


The supplied documentation will be reviewed to ensure that it is adequate for operating the 
equipment and that testing operations can be performed. 


3.3 Operational Status Check 
When all tests, inspections, repairs, and adjustments have been completed, normal operation 
shall be verified by conducting an operational status check. During this process, all equipment 
shall be operated in a manner and environmental conditions that simulate election use to verify 
the functional status of the system.  Prior to and following the conduct of each of the 
environmental hardware non-operating tests, a test shall be performed to determine that the 
operational state of the equipment is within acceptable performance limits. 


The following procedures shall be followed to verify the equipment status: 


Step 1: Arrange the system for normal operation. 


Step 2: Turn on power, and allow the system to reach recommended operating temperature. 


Step 3: Perform any servicing, and make any adjustments necessary, to achieve operational 
status. 


Step 4: Operate the equipment in all modes, demonstrating all functions and features that would 
be used during election operations. 


Step 5: Verify that all system functions have been correctly executed. 
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3.4 Testing Phase Entrance Criteria 
The following are deliverables from the Assessment Phase and trigger entry into the Testing 
Phase: 


• Test Plan agreed upon by all involved parties 
• Estimated testing time and budget 
• Fully operational system 
• Key contacts identified for all involved parties (email, phone and fax numbers) 


3.5 Test Plan Generation 
The following checklist is the final step in the assessment phase of the product evaluation.  Once 
this checklist is complete, the product will progress to the testing phase. 
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Applicable Item VVSG 
Reference Comments 


Assessment 
 EUT inventory N/A See the PCA Traveler. 


 Hardware classification N/A No COTS equipment is involved in this test. 


 Documentation Review N/A Complete. 


 Operational Status Check N/A Complete. 


Non-Operating Tests 


 Maintainability Test V2 4.7.2  


 Safety Evaluation V1 4.3.8  


 Transit Drop N/A Florida Voting System Standards,  
Form DS-DE 101, Eff. 1-12-05 


Non-Operating Environmental Tests 


 Bench Handling Test  V2 4.6.2  


 Vibration Test V2 4.6.3  


 Low Temperature Test V2 4.6.4  


 High Temperature Test V2 4.6.5  


 Humidity Test V2 4.6.6  


Operating Environmental Tests 


 Accessibility and Human Engineering 
Evaluation 


V1 Appendix B,
Mil Std 1472 


 


 Temperature/Power Variation and Reliability V2 4.7.1, 
V2 4.7.3 


 


 


Data Accuracy V2 4.7.1.1 This test is the responsibility of Systest 
Labs. However, it begins with the 
Temperature/ Power Variation test which 
lasts 48 hours. 


Electrical Tests 


 Power Disturbance V2 4.8  


 Electromagnetic Radiation V2 4.8  


 Electrostatic Disruption V2 4.8  


 Electromagnetic Susceptibility V2 4.8  


 Electrical Fast Transient V2 4.8  


 Lightning Surge V2 4.8  


 Conducted RF Immunity V2 4.8  


 Magnetic Fields Immunity V2 4.8  
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4.0 Testing Phase 
Prior to the commencement of testing, the Exit Criteria referenced above shall be met and all 
involved parties shall have agreed on a schedule. 


4.1 Hardware Requirements 
Refer to Section 4 Volume 1 of the VVSG. This section contains the requirements for the 
machines and manufactured devices that are part of a voting system. It specifies minimum values 
for certain performance characteristics, physical characteristics; and design, construction, and 
maintenance characteristics for the hardware and selected related components of all voting 
systems. These requirements are reflected in the following test procedures. 


4.2 Test Procedures  


4.2.1 Non-Operating Tests 


4.2.1.1 Maintainability (VVSG II 4.7.2) 


Maintainability represents the ease with which maintenance actions can be performed based on 
the design characteristics of equipment and software and the processes the vendor and election 
officials have in place for preventing failures and for reacting to failures. Maintainability includes 
the ability of equipment and software to self-diagnose problems and make non-technical 
election workers aware of a problem. Maintainability addresses all scheduled and unscheduled 
events, which are performed to:  


• Determine the operational status of the system or a component; 
• Adjust, align, tune, or service components; 
• Repair or replace a component having a specified operating life or replacement 


interval; 
• Repair or replace a component that exhibits an undesirable predetermined physical 


condition or performance degradation;  
• Repair or replace a component that has failed; and  
• Verify the restoration of a component, or the system, to operational status. 


Maintainability shall be determined based on the presence of specific physical attributes that aid 
system maintenance activities, and the ease with which system maintenance tasks can be 
performed by the ITA. Although a more quantitative basis for assessing maintainability, such as 
the mean to repair the system is desirable, the qualification of a system is conducted before it is 
approved for sale and thus before a broader base of maintenance experience can be obtained.  


Should significant impediments or difficulties be encountered that are not remedied by the 
vendor, Percept will include such findings in the qualification test results of the qualification test 
report. 


4.2.1.2 Safety (VVSG I 4.3.8) 


All voting systems shall meet the following requirements for safety: 


a. All voting systems and their components shall be designed to eliminate hazards to personnel 
or to the equipment itself. 


b. Defects in design and construction that can result in personal injury or equipment damage 
must be detected and corrected before voting systems and components are placed into service. 
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c. Equipment design for personnel safety shall be equal to or better than the appropriate 
requirements of the Occupational Safety and Health Act, Code of Federal Regulations, Title 29, 
Part 1910. 


4.2.1.3 Transit Drop 
This test is equivalent to the Transit Drop Test for equipment weighing between 100 and 
1000 pounds (corner drop), MIL STD 810D, Method 516.3, Procedure IV, except that the 
drop height specified in Table 516.3-II therein is reduced to 12 inches. Drops shall be made 
from a quick-release hook or drop tester. 


4.2.2 Non-Operating Environmental Tests 


4.2.2.1 Bench Handling Test (VVSG II 4.6.2) 


The bench-handling test simulates stresses faced during maintenance and repair of voting 
machines and ballot counters.  


4.2.2.1.1 Applicability 


All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI. 


4.2.2.2 Vibration Test (VVSG II 4.6.3) 


The vibration test simulates stresses faced during transport of voting machines and ballot 
counters between storage locations and polling places.  


4.2.2.2.1 Applicability 


All systems and components, regardless of type, shall meet the requirements of this test.  This 
test is equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier. 


4.2.2.3 Low Temperature Test (VVSG II 4.6.4) 


The low temperature test simulates stresses faced during storage of voting machines and ballot 
counters.  


4.2.2.3.1 Applicability 


All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-Storage. The 
minimum temperature shall be -4 degrees F. 


4.2.2.4 High Temperature Test (VVSG II 4.6.5) 


The high temperature test simulates stresses faced during storage of voting machines and ballot 
counters.  


4.2.2.4.1 Applicability 


All systems and components, regardless of type, shall meet the requirements of this test. This 
test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-Storage. The 
maximum temperature shall be 140 degrees F. 


4.2.2.5 Humidity Test (VVSG II 4.6.6) 


The humidity test simulates stresses faced during storage of voting machines and ballot counters.  
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4.2.2.5.1 Applicability 


All systems and components regardless of type shall meet the requirements of this test.  This test 
is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural Hot-Humid.  It is 
intended to evaluate the ability of the equipment to survive exposure to an uncontrolled 
temperature and humidity environment during storage.  This test lasts for ten days. 


4.2.3 Operating Environmental Test 


4.2.3.1 Accessibility and Human Engineering Evaluation 


Refer to MIL-STD-1472 Human Engineering Design Criteria for Military Systems, Equipment 
and Facilities. 


4.2.3.2 Temperature and Power Variation Tests (VVSG II 4.7.1) 


This test is similar to the low temperature and high temperature tests of MIL-STD810D, Method 
502.2 and Method 501.2, with test conditions that correspond to the requirements of the 
performance standards.  This procedure tests system operation under various environmental 
conditions for at least 163 hours. During 48 hours of this operating time, the device shall be in a 
test chamber. For the remaining hours, the equipment shall be operated at room temperature. 
The system shall be powered for the entire period of this test; the power may be disconnected 
only if necessary for removal of the system from the test chamber. 


Operation shall consist of ballot-counting cycles, which vary with system type. An output report 
need not be generated after each counting cycle; the interval between reports, however, should 
be no more than 4 hours to keep to a practical minimum the time between the occurrence of a 
failure or data error and its detection. 


 Test Ballots per Counting Cycle 


Precinct count systems      100 ballots/hour 


Central count systems       300 ballots/hour 


The recommended pattern of votes is one chosen to facilitate visual recognition of the reported 
totals; this pattern shall exercise all possible voting locations.  System features such as data 
quality tests, error logging, and audit reports shall be enabled during the test. 


4.2.3.3 Reliability (VVSG II 4.7.3) 


The MBTF shall be measured during the conduct of other system performance tests specified in 
this section, and shall be at least 163 hours. 


4.2.3.4 Data Accuracy (VVSG II 4.7.1.1) 


This test is run in conjunction with Temperature and Power Variation Tests (VVSG II 4.7.1). 
Refer to the VVSG for details. 


4.2.4 Electrical Tests 


4.2.4.1 Power Disturbance (VVSG II 4.8) 


The test for power disturbance disruption shall be conducted in compliance with the test 
specified in IEC 61000-4-11 (1994-06). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data: 


a. Surges of 30% dip @10 ms; 
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b. Surges of 60% dip @100 ms & 1 sec 


c. Surges of >95% interrupt @5 sec;  


d. Surges of +15% line variations of nominal line voltage; and 


e. Electric power increases of 7.5% and reductions of 12.5% of nominal specified 
power supply for a period of up to four hours at each power level. 


4.2.4.2 Electromagnetic Radiation (VVSG II 4.8) 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
comply with the Rules and Regulations of the Federal Communications Commission, Part 15, 
Class B requirements for both radiated and conducted emissions. 


4.2.4.3 Electrostatic Disruption (VVSG II 4.8) 


The test for electrostatic disruption shall be conducted in compliance with the test specified in 
IEC 61000-4-2 (1995-01). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand ±15 kV air discharge and ±8 kV contact discharge without damage or loss 
of data. The equipment may reset or have momentary interruption so long as normal operation 
is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter. 


4.2.4.4 Electromagnetic Susceptibility (VVSG II 4.8) 


The test for electromagnetic susceptibility shall be conducted in compliance with the test 
specified in IEC 61000-4-3 (1996). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 


a. 10V AC & DC power; and 


b. 10V, 20 sig/control >3m. 


4.2.4.5 Electrical Fast Transient (VVSG II 4.8) 


The test for electrical fast transient protection shall be conducted in compliance with the test 
specified in IEC 61000-4-4 (1995-01). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, electrical fast 
transients of: 


c. 2 kV AC & DC external power lines; 


d. +1 kV all external wires >3m no control; and 


e. +2 kV all external wires control. 


4.2.4.6 Lightning Surge (VVSG II 4.8) 


The test for lightning surge protection shall be conducted in compliance with the test specified in 
IEC 61000-4-5 (1995-02).  


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, surges of: 


a. +2 kV AC line to line; 
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b. +2 kV AC line to earth; 


c. +.5 kV DC line to line >10m; 


d. +.5 kV DC line to earth >10m; and 


e. +1 kV I/O sig/control >30m. 


4.2.4.7 Conducted RF Immunity (VVSG II 4.8) 


The test for conducted RF immunity shall be conducted in compliance with the test specified in 
IEC 61000-4-6 (1996-04). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, conducted RF 
energy of: 


a. 10V AC & DC power; and 


b. 10V, 20 sig/control >3m. 


4.2.4.8 Magnetic Fields Immunity (VVSG II 4.8) 


The test for AC magnetic fields RF immunity shall be conducted in compliance with the test 
specified in IEC 61000-4-8 (1993-06). 


Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall 
be able to withstand, without disruption of normal operation or loss of data, AC magnetic fields 
of 30 A/m at 60 H 





