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Election Operations Assessment Project Overview

Overview

In September 2008, the Election Assistance Commission (EAC) conducted a procurement to obtain the services of
an inter-disciplinary team to perform a scientifically founded Voting System Risk Assessment. The University of
Southern Alabama team was competitively selected to conduct the analysis. The results of this project are
intended to facilitate making informed decisions relative to future voting system standards by the EAC.

The project is organized in two phases. In the first phase, completed in May 2009, the project team conducted a
literature search and created two sets of reference models that included an extensive glossary of election terms.
The election process models define the operational context in which voting systems are used. Within the context
established in the election system models, voting system models were created for seven voting technology types
(direct recording electronic, precinct count optical scan, central count optical scan, vote by mail, vote by phone,
internet voting, hand counted paper ballots) selected by the EAC to form the basis for the work on risk evaluation.

There are two goals of the project's second phase. The first of these is to analyze the voting system models to
identify generic threats associated with each voting technology. We captured the outcome of this work as a set of
threat trees using NIST 800-30 threat definitions, one threat tree for each technology type.

The second Phase Il goal is to develop a tool to assist the EAC in evaluating the relative harm magnitude of
identified threats and to facilitate cost-benefit analysis on the potential mitigations for those threats. We describe
our tool at length in Section 9 below. Tool development was governed by project constraints that preclude any
tool requiring assistance of experts with other than election specializations or to use restrictive proprietary data
formats.

An essential element of each component of each phase of this project is peer and subject matter expert review.

While many of the project artifacts were created by individual team members, every artifact was vetted through a
four-tier review process that included at least one review at each of the following levels: the team level, the VSRA
Advisory Board level, a formal review panel, and culminating with review and feedback from at least three EAC
formal advisory bodies. The project team and advisory board members represent a broad spectrum of elections
and technology expertise with members from many different states, thus ensuring breadth of experience and
perspective in the vetting process. Additionally, several artifacts were sent to external reviewers for further
comment. The project team carefully and systematically analyzed and incorporated comments into the project
artifacts.

Tasks for the Board of Advisors and Standards Board

The project is nearing the completion of Phase 2. Here are some questions the EAC would like the Board of
Advisors and Standards Board to consider while conducting their reviews:

e Are there any glaring risks or mitigations missing from the Risk Trees?

e How useful were the instructions provided?

e  Was the tree structure consistent throughout all voting technologies?

e  Were any of the risks identified non-applicable or out of scope?

o Did the explanations of the risk activities contain correct terminology and objective language?

e Was the same level of detail of risk applied to each voting technology?

e  Were there terms that you didn't understand that need to be defined?

e  Which of the three formats of presentation of the trees did you find easiest to follow? Is there another
format that you think should be used?
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Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

1 Introduction to Threat Trees and Matrices

A threat tree is a data structure for representing the steps that an attacker would take to exploit a vulnerability in order to
accomplish malicious intent. While there has been much discussion of voting system threats and numerous voting system
security vulnerability assessments, we are unaware of any systematic effortl to catalog, specify, and validate voting system
threat trees. Using threat trees as our foundation, we provide a voting system threat categorization approach, a voting
system attack taxonomy, and a preliminary voting system threat tree development framework in this paper.

Our approach leverages three paradigms for representing voting system threat properties:

e  Descriptively naming nodes as threat goals and steps
e  Graphically expressing logical relationships between nodes and
o Defining attack goal and step semantic properties as nodal attributes.

Collectively these three approaches allow the abstraction and precision that are necessary to reason comparatively about
fundamentally different threats.

For our purposes, a threat defines the process that one or more attackers might take to accomplish a malicious act in an
election. The "tree" is a powerful abstraction that graphically captures relationships among nodes that are hierarchically
connected by directional edges, while allowing analysts to express individual node properties as nodal attributes. The tree
structure allows a systematic approach to threat analysis, including facilitating abstraction and decomposition and allows
analysts to categorize goals and steps so they can focus on those that are most critical.

In order to leverage tree structures to represent threat processes, we define voting system threat trees so that their
graphical properties capture important process relationship properties. We accomplish this by establishing the three node
types of AND, OR, and TERMINAL. Subordination reflects specification through functional decomposition, so nodes higher in
the tree are abstractions of subordinate nodes. All nodes that are immediately subordinate to an AND node must be carried
out in order to meet higher level goals, while OR node subordinates reflect alternate means to accomplish an intended
function. TERMINAL nodes have no subordinates, thus reflect the primitive operations (i.e. steps) that accomplish the
modeled threat, while AND and OR nodes reflect intermediate attack goals.

The unit of evaluation for voting system threat trees is a threat instance, or equivalently, an attack, thus an attack is the
realization of a threat. A threat tree represents many threat instances, or attacks, as a combination of TERMINAL nodes that
satisfy the logical requirements of the tree.

We use goal nodes to abstract multiple sets of steps into a single logical unit of evaluation and thus mitigate this problem.
Abstraction can reduce tree depth and make evaluation tractable. If we understood the properties of a node sufficiently to
collapse it into a TERMINAL node, thus eliminating nodes. Thus, it may make sense to decompose goals in order to reason
about them, but where that understanding is sufficiently detailed, to evaluate the tree at a higher abstraction level to
reduce the evaluation state space.

Threat tree nodes may have many, sometimes seemingly contradictory, properties that dictate or influence a goal or step's
occurrence LIKELIHOOD or its potential IMPACT. These are, of course, the two parameters for assessing voting system risk.
Voting systems in the United States are highly complex. Consequently, risk LIKELIHOOD and IMPACT are varied and difficult
to capture and express. It is not uncommon for two highly qualified election experts to disagree vehemently regarding the
voting system risk.

While a threat tree consisting of well named AND, OR, and TERMINAL nodes can provide substantial information to an
analyst at a glance, rigorous analysis in this complex environment demands much information. One mechanism for
accomplishing this is to assign attributes to nodes that can be used to capture properties in greater detail than the name
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Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

and structure can provide. For voting system risk analysis, these attributes represent properties that we can use to analyze
risk LIKELIHOOD and IMPACT.

We highlight some voting system threat node attributes that capture a perspective of each of these properties in this
section.

We may measure LIKELIHOOD and IMPACT as a continuous variable on a 0 to 1 scale. For the former, 0 (as the lower
LIKELIHOOD extreme) would indicate that the event will not (or cannot) occur, while 1 (at the upper extreme) means that
the event is certain to occur. For the latter, 0 would reflect no impact while a catastrophic result would represent the
opposite extreme impact. Alternatively, a simple three step discrete metric of high, medium, and low could also represent
LIKELIHOOD and/or IMPACT.

As we described earlier, we can capture the essence of every threat instance represented in a threat tree by only assigning
metrics to TERMINAL nodes or steps. Since every step in a threat instance must be carried out to affect the attack it
characterizes, we combine the step metrics for all steps in a threat instance to determine the cumulative measure. For
example, if cost is the desired metric and if there is no overlapping cost between steps, then the cost of the threat instance
is the sum of the cost of each step in the threat instance that is being evaluated.

Similarly, we may desire to represent a given threat tree at a higher abstraction level. If we have assigned metric values to
the steps, we may be able to algorithmically compute the corresponding metric for a parent node using the values of its
subordinates. For an AND node, again cost may be summed if there are no overlapping costs. For OR nodes, another
approach, such as selecting the maximum or minimum cost, would be selected.

The only absolute in estimating risk likelihood is that there are no absolutes. Issues of relativity, temporality, uncertainty,
and other qualifications render even the most intuitively accurate assumptions invalid, or worse yet, counterproductive. The
best that we can hope for is to leverage heuristics to find metrics that incorporate best practice experience and offer
analysts a chance at estimating comparative risk. We offer a few such prospective voting system risk assessment metrics
below.

e Cost

e Necessary expertise

e Delectability

e Number of required participants

Generically, we think of threat IMPACT as the magnitude or degree of damage that will, or is expected to, occur as a result
of a realized threat. In practice, IMPACT is context exclusive to the extent that the same voting system threat may have a
catastrophic impact in one environment, but be essentially benign in a different environment. Assignment of the IMPACT
metric is @ major and important task of the analyst and requires significant subject matter expertise.

The two primary overarching goals of voting system attacks are either to impact election integrity or to influence public's
perception about the election. Thus, we partition IMPACT metrics according to these two aspects and address IMPACT as
the magnitude of the effect on voting system integrity or public perception.

Voting system integrity attacks are what we think of when we discuss election fraud, that is, integrity attacks maliciously
influence a contest result in an election. This encompasses canonical election fraud issues, such as ballot stuffing.

Voting system integrity attack impact ranges from deleting one legal vote (or equivalently, injecting one illegal vote) with no
impact on any contest selection, to controlling the selected candidate or issue decision in all contests. Voting system
integrity issues are either related to vote counting (process where each voter selection is added to the total, one by one) or
aggregation (where subtotals are combined to reflect the cumulative result).
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The following metrics are illustrative (as opposed to comprehensive) and represent issues that are relevant to risk
assessment. Without knowing a contest result a priori, an attack waged during the voting period has the best chance to be
decisive if it can affect a large volume of votes. Such attacks are similar in many ways to wholesale purchasing tactics and
the term "wholesale vote fraud" has become part of the election integrity vernacular. Wholesale attacks optimize effort-to-
effect ratio, or more mathematically, retail attacks are linear in terms of the effort-to-effect ratio, while wholesale attacks
are geometric (or exponential) in effort-to-effect ratio.

Since there are no well known metrics, metric validation is essential to the voting system risk assessment process. One way
to approach validation is through comparing independent representations. With voting system threat trees, if metrics have
suitable computational properties, we can use redundancy by comparing expert assessment against computed values. To
accomplish this validation, an analyst would employ a five stage analysis.

Select a metric that that can be assigned based on expert opinion

Create an algorithm for computing a parent node's metric based on the child metric values
Apply expert metric evaluation rules to every node in the tree

Compute the metric value for each goal node and

vk whe

For non-terminal nodes, compare the value assigned in Step 3 to the value that is vertically computed from its
subordinate nodes in Step 4.

To illustrate, consider a simple threat tree with the (hypothetical) nodes: A: Intruder picks a lock B: Acquire lock picking skill
C: Acquire private access to the lock D: Acquire information about the target lock E: Research approach for picking the target
lock F: Determine when the room containing the safe will be empty G: Gain access to the room at an appropriate time. We
now conduct the five stage analysis:

1. Select cost metric C

2. Compute the cost of a parent as the sum of the cost of the children

3. For instructional purposes, assume that the analyst opinion review assigns the cost of each node to be: (1) C(A) =
75, C(B) = 10, C(C) = 100, C(D) =5, C(E) = 5, C(F) = 50, C(G) = 100
We compute the cost of the non-terminal nodes is: (2) C(A) = 160, C(B) = 10, C(C) = 150

5. Comparison of evaluations (3) and (4) reveals an inconsistency between the expert analysis and computed analysis
at the highest level, which would not be surprising. It also reveals an inconsistency between the expert evaluation
at the intermediate level for node C, suggesting reanalysis of assigned values for nodes F and G, or consideration of
re-examining node C's decomposition.

1.1 Identifying Threats

In assessing risks to elections operations, a necessary first step is identifying threats. Let’s differentiate between risk and
threat as we use these terms. Risk is the net negative Impact of the exercise of a Vulnerability, considering both the
probability and the Impact of occurrence. A threat is the potential for a particular ThreatSource to successfully exercise a
particular Vulnerability.

How did we identify voting system threats? They come from various sources such as our annotated bibliography, existing
threat taxonomies, our phase 1 voting system models, which have been particularly helpful in identifying points of
vulnerability, and the experts on our team, from whom threats were elicited in a facilitated group process, from research
lead by the team and conducted by students, and resulting from three rounds of review. We have identified various threats,
such as insider attacks, malware threats, and absentee ballot fraud, just to name a few.
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1.2 Modeling Threats

When we identified threats, we needed to capture and model them in an organized manner that would be useful for later

risk assessment. For this purpose, we used threat matrices and threat trees. Threats are identified as threat source —
vulnerability pairs, in accordance with a widely cited government guideline for risk assessment, the NIST 800 dash 30.
Vulnerabilities are simply weaknesses in voting systems, such as fragile or faulty equipment, the susceptibility to fraudulent
acts by election officials, pollworkers, and voters, flawed processes, such as an error prone ballot counting procedure, or a
lack of access protections on machines, ballots, and voters in the voting process. A Threat Source is any circumstance or
event with the potential to cause harm to the system. Besides threat source and vulnerability, a third essential threat
attribute, but no less important, is threat action. A threat action is the realization of a threat, whether by virtue of an
intentional act or an accidental event. The threat action is the primary descriptive element when threats are depicted in a
tree diagram. The threat tree and the threat matrix are the conceptual models that we use to specify threats against voting
systems. The threat tree is a tree in the sense that it contains a root, branches, and leaves, all of which are also referred to
as "nodes". There are two primary representations of threats. One is a graphical representation that you are looking at in a
Microsoft Visio diagram. These diagrams depict the threat actions, although other threat attributes may also be laid out in
this type of graphical depiction...inside of shapes that differentiate between AND, OR, and TERMINAL nodes. The [AND]
means that the branches that connect to the root node are required actions rather than optional steps [OR]. Nodes not
decomposed further are TERMINAL nodes. And gates, or gates, and circles are used to represent And, Or, and terminal
nodes, respectively.

Let’s take a closer look at 3-2 PCOS Attack Voting Equipment. The root node of the sub-tree is at the top: 1-Attack voting
equipment. Recall that this type of attack is one that requires specialized technical or insider knowledge of voting
technology to launch an attack on an election. The outline number and threat action are shown in each shape. Each shape is
a node in the tree, and has a corresponding row in the threat matrix that contains the remaining attribute values. Because
an AND gate is used for 1-attack voting equipment, the children just below the root are required steps in the attack. So, the
attack voting equipment threat is modeled as a series of three activities, all required: gather knowledge, gain insider access,
and attack component. More generally, the attack includes intelligence, access, and execution steps. Let’s look at 1.2 — gain
insider access. This one is an OR node, because the OR gate is used. So, its children are optional steps available to the
attacker. Any one of these will accomplish the goal of gaining insider access. The attack may choose to gain access at a
voting system vendor’s facility, in the supply chain, in the elections organization, by illegal insider entry, or by remote
network access. Because all of these threats are depicted in a circle shape, they are all terminal nodes not broken down
further. The 1.3 — attack component threat is interesting because it is broken down into threats of different types and at
different depths. It is at this point in the attack equipment tree that we differentiate attacks by the four basic technical
component types for computer-based systems. To attack a component means to attack eitherhardware, software, data, or
communication links. To attack hardware means to either jam the PCOS scanner or attack a stored component. To attack a
stored component is to either swap boot media, attack install, or destroy Removable Media. The next two children of attack
component are an And node and an OR node, respectively. Although both trees are broken down, the sub-trees are not
shown on this diagram.

1.3 Major Categories of Threats

Threat sources are said to exercise vulnerabilities, and include broad categories of human and nonhuman sources, such as
malicious insiders and outsiders, nonmalicious insiders; and honhuman threat sources.

Here are some of the types of voting system threats we’ve modeled. The first one on the list is attack voting equipment
which are computer-based threats to elections operations. Election officials and pollworkers are the primary threat sources
for perform insider attack. The subvert voting process sub-tree consists of situations where legal voters are complicit with
attackers, because they either sell their vote, get intimidated to vote as the attacker would want, or they are a no-show at
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the polls. The commit errors in operations sub-tree includes pollworkers making honest mistakes. We’ve also got nonhuman
threats represented, such as technical threats (software bugs and equipment failure) in the experience a technical failure
sub-tree; and natural threats (earthquakes, and weather events) and environmental threats (power failure), which are both
modeled in the disrupt operations sub-tree, along with terrorist threats.

Usefulness of Sub-tree Classification

We designed the tress so that we were able to place threats neatly into a category without a lot of overlap classification
confusion, and enable a holistic understanding of a sub-tree that would generate a convergence of thought about the
riskiness of its threats. Understanding a few broad trees, the analyst can then drill down into looking at different variations
of threats within a tree, to more deeply assess risk.

1.4 Threat Tree Formats

Each of the trees is presented in three formats: outline, graphical, and matrix. The outline and graphical formats provide
very similar information; the threat matrix contains all of the information from the outline and graphical forms as well as
several additional columns of data.

Threat Trees - Outline

A second way that we depict threat trees is in outline form, and also stored in a spreadsheet. The outline structure is also
hierarchical, outline-numbered, and indented. The outline shown includes the node type (an A, O, or T to the node’s far left,
representing AND, OR, or TERMINAL), the outline number with dot notation, and the threat action text, all indented from
left to right according to the node’s depth in the tree.

Let’s look at part of the PCOS outline: 2 — Perform insider attack. The threat source for insider attacks are usually election
officials, pollworkers, and sometimes voters. The threat has a sub-tree 2.2 execute insider attack, which is an OR node,
denoted by the capital O at its left. This threat is broken down further into 2.2.1 attack at polling place and 2.2.2 attack at
other than polling place. Attack at polling place, another OR node, is broken into discourage voters, and steal voter’s vote.
We will look at a specific node of this sub-tree when we review the threat matrices, next.

Threat Trees - Graphical

Technically speaking, threat trees are acyclic graphs (group of nodes connected by edges that cannot have cycles) in which
each node in the graph has exactly one parent. The root of the tree is a parentless node. The node is a place to store
information, and it’s a connective element. The root is a node, the leaves are nodes, and the branches consist of nodes at
the point where the branch splits in different directions.

Each node represents a threat at some level of abstraction. The root node represents the most general view of a threat,
thought to encompass the entire set of actions to accomplish an attacker’s goal or otherwise exercise the vulnerability.
Nodes are decomposed by specifying the steps to complete the threat, i.e. to achieve the goal or to bring about the high-
level result for that tree. The leaves (nodes without children) represent threats that are not broken down further, because
further decomposition would not be useful in risk assessment. A threat tree represents many events that could happen. It is
a model for a category of threats that are related by either the prospective attacker goals (nodes with children) or steps
(nodes without children).

Threat Matrix (NIST 800-30)

Threats identified were cataloged in a threat matrix, implemented as a spreadsheet, tabular in form, and containing
hundreds of entries.
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The attributes chosen for describing threats were primarily motivated by the threat classification guidelines provided by
NIST 800 dash 30. We document the threat source category, threat action, vulnerability, vulnerable element, scope,
description, reference source, threat scenario, and recommended controls.

Let’s take a closer look at threat matrix entry for PCOS 2.2.1.1 discourage voters. Looking at the first three attributes, each
threat, or node, begins with a node type - A, O, or T. The outline number is a unique number, providing a sequence of
integers, one for each node down the branch leading to this node, starting from the root.

A longer, expanded version of the short threat action statement is included in the description field. In this case, “discourage
voters” is expanded to “intentionally discourage voters from voting”. This threat references an item in the Jones taxonomy:
#211- intimidation outside the polling place. The NIST 800-30 threat source category for discourage voters is human-
deliberate insider, and the scope of the threat, according to our voting system activity model, is Voting System.

The final four attributes presented are vulnerable element, vulnerability, recommended controls, and threat scenario. The
vulnerable element is the person, technology, or process that is vulnerable to the particular threat. In this case, the voting
system process of check poll book for authentication is the vulnerable activity. The vulnerability, or weakness, is the
unwillingness or inability of voters to appeal pollworkers' decisions. A number of recommended controls relevant to the
discourage voters threat are listed. These come from the NIST 800-53 guidelines, where more detailed guidance can be
found. It is not suggested that all these controls be selected, but they provide areas of possibilities for further analysis. The
threat scenario provides a narrative story or more detailed description illustrating the threat action. In some cases, this
scenario is based on actual past events.

1.5 Comprehensiveness of Trees

Evaluating the quality of the threat trees and matrices, a key question is one of completeness. “Are there threats missing?”
is the key review question. It is a difficult issue because it is impossible to prove that there are no missing threats. With each
additional round of review, a few more threats will undoubtedly be uncovered. In fact, risk assessment is not a one-time
event, but should be conducted as a continuous process. Security is an escalating war. We prefer to say that the threat trees
are comprehensive. By comprehensive, we mean that there is coverage from a number of points of view. That is, the threat
trees...

e are defined for each of the seven voting technologies

e are representative of the Doug Jones taxonomy;,

e provide coverage across the NIST 800 dash 30 threat source categories,
e address the various voting system activities modeled in Phase 1

e cite 54 reference sources, and

e exhausted ideas from our team in a summer brainstorming session.

In addition, the threat trees have also undergone three rounds of review: by our own team; by our advisory board; and by a
panel of experts, including computer security experts, election officials, testing lab and vendor representatives, and
academicians.

The thought we would like to leave you with is that a good faith effort was made to identify all known threats, through a
rigorous process, and with the efforts of a variety of experts who provided feedback.
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2 Direct Recording Electronic (DRE)

In this tree, we consider threats to voting systems that employ a direct recording electronic (DRE) voting machine, which interacts with the voter, typically through a
touch screen. The DRE captures and counts each vote, and generates a persistent ballot image based on the voter interaction. We assume that the DRE's are used in a
precinct-based polling place environment. We are also assuming the electronic ballot image exists, but no paper, such as VVPAT.

From a risk assessment standpoint, DRE has threats associated with the use of computer-based technology and polling places, but not paper ballots. The key
technologies considered are the DRE terminals, which are used in the polling place but can also be brought outside the polling place in the case of curbside voting,
particularly for disabled voters.

2.1 DRE Threat Tree

node type - outline number - threat action
A 1 attack voting equipment
O 1.1 gather knowledge
T 111 frominsider
A 1.1.2 from components
(0] 1.1.2.1 access directly

1.1.2.1.1 infiltrate as insider
1.1.2.1.2 obtain a machine
1.1.2.1.3 legally acquire machine
1.1.2.1.4 study a machine in transit
1.1.2.1.5 find source code
1.1.2.1.6 compromise existing source code escrow
T 1.1.2.2 directly examine

A4 —444

T 1.1.3 from published reports
O 1.2 gaininsider access
T 1.2.1 atvoting system vendor
T 1.2.2 insupply chain
T 1.2.3 inelections org
T 1.2.4 byillegal insider entry
T 1.2.5 byremote network access
O 1.3 attack component
O 1.3.1 attack hardware
(@] 1.3.1.1 attack stored components
T 1.3.1.1.1 swap boot media
T 1.3.1.1.2 attack install
T 1.3.1.1.3 destroy RemovableMedia
A 1.3.2 attack software
T 1.3.2.1 develop malware
(0] 1.3.2.2 select targets
T 1.3.2.2.1 select precincts by expected voting pattern
T 1.3.2.2.2 select all precincts
(0] 1.3.2.3 inject malware
T 1.3.2.3.1 by remote bug exploitation
T 1.3.2.3.2 by local bug exploitation
T 1.3.2.3.3 by human interface exploit
(0] 1.3.2.4 execute malware
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(0]

o

oN—A—A -+

133

=0

134
T
T

211
212
2.1.3
214
2.1.5

1.3.24.1
1.3.24.2
1.3.24.3

w
N
[&)]

1.3.25.1
1.3.252
1.3.25.3
1.3.254

or—A-dA4-dr 444
w
N
o

1.3.26.1

.3.2.6.2

A4 A A AP A A A4

attack data

that alters artifact directly
that self-propagates
that remains resident

mitigate risk of detection

coerce testing staff

attack after testing

obtain cooperation of testers

acquire detailed knowledge of testing procedures and scripts

use infected component

supply cryptic knock

1.3.26.1.1 during logic and accuracy testing
1.3.2.6.1.2 during machine setup
1.3.2.6.1.3 during voting

1.3.26.1.4 as anti-knock

1.3.2.6.1.5 using AC power flicker
1.3.2.6.1.6 to detect realistic patterns of voting
1.3.2.6.1.7 to employ calendar/clock tricks
1.3.2.6.1.8 in ballot definition files
control/parameterize attack

1.3.26.2.1 voter enables attack as attacker
1.3.2.6.2.2 enable by unknowing voter
1.3.2.6.2.3 enable by technical consultant
1.3.2.6.24 employ unparameterized attack
1.3.2.6.2.5 add commands to ballot def file

1.3.3.1 using malware

(0] 13311
T
T
T
T 1.3.3.1.2
T 1.3.3.1.3
T 13314

select method and alter

133111 by malware
1.3.3.1.1.2 by infected software
1.3.3.1.1.3 by infected config data

alter ballot definition file
alter device tallies
alter tabulation SW

1.3.3.2 modify data on storage medium
1.3.3.3 alter ballot creation software

T 133.21
O 1.3.3.2.2
T
T
T
T 1.3.3.2.3

attack comlinks

modify tabulation data
modify data before use

1.3.3.2.2.1 pre-load votes
1.3.3.2.2.2 flip votes
1.3.3.2.2.3 alter config data

alter electronic ballots using administrator account access

1.3.4.1 attack linked scanner/tabulator
1.3.4.2 attack wireless
A 2 perform insider attack

O 2.1 forminside attack team
infiltrate as volunteer pollworker
infiltrate as observer

staff with attackers

collude with other insiders
allow pollworker rotation

execute insider attack
2.2.1 attack at polling place
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o

o

2.2.1.1 discourage voters

(0]

oNv—AAA 44444444

T

22111

2112

.2.1.1.3

A4 A A AN A A AN A A A~ o

2.2.1.1.13

challenge at Checklin

221111 falsely reject voter registration

221112 falsely reject id check

221113 selectively challenge voters

221114 challenge voters on caging list

221115 destroy registered cards

delay open/close

221121 damage / tamper with electronic voting equipment
221122 damage / tamper with artifacts

2.2.1.1.2.3 allocate insufficient resources

create long lines

221131 work slowly to stymie

2.2.1.1.3.2 program the VVPAT to exhaust the paper supply
2.2.1.1.33 damage / tamper with electronic voting equipment
221134 damage / tamper with artifacts

2.2.1.1.35 allocate insufficient resources

delay voters with poor assistance

stymie voters needing assistance

mislead w/phony ballot change

mislead w/one party only ruse

discourage provisional voting

impede voter access

persuade voter selections

send voter to wrong place

use faulty headsets

mispronounce names of candidates on audio ballot

alter voter's vote

22121

2.21.23

obtain MarkedBallot

221211 disable machine

221.21.2 mislead about committing ballot
2.2.1.2.1.3 take control of assisted voter terminals
subvert MarkedBallot of voter

221221 mark undervote to create vote
2.2.1.2.2.2 mark vote to create overvote
221223 flip voter's electronic vote

commit subverted ballot

2.2.1.3 send voter to subverted machine
attack other than polls
2.2.2.1 attack ballots

T
o

o

2222
2223

22211
22212
T
T
22213

access ballots
tamper with ballots

222121 by subverting ballot rotation

222122 by subverting provisional envelope

replace ballots

222131 record voter's ballot as other than depicted on screen
2.2.2.1.3.2 swap provisional for non-provisional ballot
2.2.2.1.33 switch MarkedBallots during transport

2.2.2.1.34 discard / destroy MarkedBallots

2.2.2.1.35 damage MarkedBallots

damage electronic voting equipment
misinform about overvoting / undervoting

22231

allow undervotes without warning
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o-w

T 2.2.2.3.2 allow overvotes without warning
T 2.2.2.3.3 encourage voter override
(0] 2.2.2.4 confuse voters with poor ballot design
T 2.2.2.4.1 by splitting contests up
T 2.2.2.4.2 by spreading response options
T 2.2.2.4.3 by placing different contests on the same touch screen
T 2.2.2.4.4 by keeping disqualified candidates
T 2.2.2.45 with inconsistent formats
T 2.2.2.4.6 by omitting useful shading
O 2.2.2.4.7 by omitting use of bold
T 2.2.2.4.8 with complex instructions
o 2.2.2.4.9 with distant instructions
T 2.2.2.4.10 with no correction guidance
T 2.2.2.5 force least-objectionable choice
T 2.2.2.6 publish invalid sample ballots
T 2.2.2.7 stuff ballots after closing
T 2.2.2.8 stuff during canvass or recount
(0] 2.2.2.9 errors in ballot adjudication
T 2.2.2.9.1 incorrectly accept provisional ballots
T 2.2.2.9.2 incorrectly reject provisional ballots
(0] 2.2.2.10 subvert decision criteria
T 2.2.2.10.1 selectively recount
T 2.2.2.11 subvert tabulation
(0] 2.2.2.12 attack tabulated results
T 2.2.2.12.1 subvert reported results
T 2.2.2.12.2 falsely announce results
T 2.2.2.12.3 alter results transmission

subvert voting process

3.1
3.2

P R

determine number of votes to target

target polling places

3.2.1 by expected voting pattern

3.2.2 where PollWorkers not likely to know Voters
3.2.3 that exploit Electoral College rules

3.2.4 where PollWorkers can be co-opted

3.2.5 with lax enforcement of procedures

3.2.6 staff polling place with attackers

3.2.7 allow rotation of poll worker roles

form attack team

3.3.1 use cell captains to execute deniable impersonation attack

T 3.3.1.1 recruit cell captains

T 3.3.1.2 motivate cell captains

T 3.3.1.3 educate cell captains

T 3.3.1.4 provide rewards for cell captains to distribute
T 3.3.1.5 recruit attackers

3.3.2 recruit attackers among LegalVoters
3.3.3 recruit brokers

commit vote fraud attack

3.4.1 perform impersonation attack

(0] 3.4.1.1 develop target voters list
O 3.4.1.1.1 create fraudulent voter registrations
T 341111 register as a housemate
T 3.4.1.1.1.2 register as a dead person
T 3.4.1.1.1.3 register an ineligible person
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Election Operations Assessment

T 341114 register as a fictitious person
T 3.4.1.1.2 create target list of LegalVoters to impersonate
(0] 3.4.1.2 execute impersonated voting
A 3.4.1.2.1 with fraudulent registrations
T 3.4.1.21.1 assign impersonator to voter
T 3.4.1.2.1.2 go to target voter's polling place
T 3.4.1.2.1.3 check in as the impersonated voter
T 3.4.1.2.1.4 vote in place of voter
T 3.4.1.2.1.5 supply rewards
A 3.4.1.2.2 with list of LegalVoters
O 341221 create fraudulent Checklins
T 3412211
T 3412212
T 341222 mark VotableBallot
T 3.4.1.2.23 commit MarkedBallot
A 3.4.2 buy or coerce vote
(0] 3.4.2.1 motivate voter
O 3.4.2.11 pay
T 342111 pay
T 3.4.21.1.2 promise to pay
(0] 3.4.2.1.2 coerce
T 342121 promise to punish
T 3.4.21.2.2 punish and promise more
T 3.4.21.23 punish and promise repair
(0] 3.4.2.2 direct voters
T 3.4.2.2.1 to make specific votes
T 3.4.2.2.2 to not make specific votes

(0] 3.4.2.3 verify bought vote
3.4.2.3.1 by self-recorded casting
3.4.2.3.2 with phony voter assistant
3.4.2.3.3 using write-ins as code
3.4.2.3.4 by capturing electronic emanations
3.4.2.3.5 by headphone eavesdropping
3.4.2.3.6 by mapping votes to voters
3.4.2.4 supply rewards or punishment
4.3 vote more than once
3.4.3.1 vote using more than one method
3.4.3.2 vote in more than one place
3.4.3.3 engineer multiple access keys
T 3.4.3.3.1 create bogus authorization codes

S

o-H4-wH

T 3.4.3.3.2 program the smart card to ignore the deactivation command of the system

T 3.4.3.3.3 stuff ballot box using fraudulent smart cards
O 4 experience technical failure
O 4.1 experience operational error
T 4.1.1 by miscalibrating equipment
T 4.1.2 due to foreign substances
T 4.1.3 through erroneous settings
T 4.1.4 by mismatching precinct and actual
T 4.1.5 in software from bad data
T 4.1.6 causing hardware failure
T 4.1.7 causing device failure
T 4.1.8 due to manufacturer error
4.

O 4.2 experience undetected tabulation errors
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Election Operations Assessment

A A A~ AAAAA A

4.2.1 in straight-party vote tabulation

4.2.2 due to improper tabulation technique
4.2.3 due to software error

4.2.4 from mistakes by ballot designer
4.2.5 due to flawed ballot creation software
4.2.6 by omitting tallies from totals

4.2.7 by adding tallies multiple times
experience errors in ballot preparation

4.3.1 encode incorrect contest counting rule
4.3.2 supply erroneous ballot definition data
4.3.3 supply erroneous voting equipment data
4.3.4 misconfigure ballot by operator

O 5 attack audit

O 51

o--4

O 5.2
T
T
T
T
O 53
T
T
T
T
T
T
T
T
T
O 54
T
T 55
O 56
T
T
(0]

attack election evidence

5.1.1 destroy ElectionArtifacts
5.1.2 mishandle ElectionArtifacts
5.1.3 add new fraudulent evidence
5.1.4 modify ElectionArtifacts

A 5.1.4.1 modify deliberately

T 5.1.4.1.1 replace paper tape with fraud

T 5.1.4.1.2 rewrite data on RemovableMedia

T 5.1.4.1.3 modify poll books for audit

T 5.1.4.1.4 modify logbooks and log data used in audit

5.1.4.2 modify unintentionally

5.1.4.3 modify deliberately by computer
5.1.4.4 modify unintentionally by computer
5.1.4.5 modify via malware attack

5.1.4.6 modify via malware at artifact creation
improperly select audit samples

5.2.1 select audit units before election

5.2.2 select non-randomly

5.2.3 use subverted selection method

5.2.4 ignore proper selections

use poor audit process

5.3.1 misguide auditors

5.3.2 audit insufficient sample

5.3.3 exploit variation in batch sizes

5.3.4 establish single contest audit rule

5.3.5 arrange contest audit

5.3.6 select audited items before commit

5.3.7 tamper with audit totals

5.3.8 avoid correction

5.3.9 overwhelm audit observers

commit auditing error

5.4.1 misanalyze discrepancies between electronic and paper results
compromise auditors

attack audit results

5.6.1 mishandle media

5.6.2 add fraudulent result data

5.6.3 attack audit data

T 5.6.3.1 modify deliberately

T 5.6.3.2 modify unintentionally

T 5.6.3.3 modify via malware attack
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Election Operations Assessment

T 5.6.4 publish bogus audit results
O 6 disrupt operations

O 6.1 disruption from natural events
T 6.1.1 natural disaster
T 6.1.2 severe weather

O 6.2 disruption from environment events
T 6.2.1 environmental failures
T 6.2.2 hazardous accidents

O 6.3 disruption from human-created events
O 6.3.1 thatdamage equipment

T 6.3.1.1 render e-voting equipment inoperable
T 6.3.1.2 render removable media not working
T 6.3.1.3 render paper sensor inoperable

6.3.2 with environmental effects
discourage voter participation

6.4.1 misinform voters

6.4.2 threaten personal violence
6.4.3 threaten mass violence

6.4.4 commit an act of terror

6.4.5 intimidate to suppress turnout
6.4.6 create long lines

I

A4 A A A4
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2.2 DRE Threat Tree - Graphic

1 - attack
voting
equipment

3 - subvert
voting
process

5 - attack
audit

2 - perform
insider attack

6 - disrup
operations

technical
failure

2-1 DRE Overview'

! A Key to Threat Tree Symbols is located in Section 11
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1 - attack
voting

equipment

2 - gai
insider
access

1.1.1 - from
insider

components

1.2.5-by
remote
network
access

1.1.3 - from
published
reports

1.2.1-at
voting system
vendor

1.1.2 - from 1.2.3-in

elections org

1.1.2.1-
access
directly

1.2.4 -by
illegal insider
entry

1.2.2-in

supply chain

1.1.2.2-
directly
examine

1.1.211- 1'|16'2;”'3 )
infiltrate as 9 _y
acquire

insider .
machine

1.21.6>
1.1.21.2- 11214 compromise
. study a -
obtain a o existing
R machine in
machine source code

transit

1.1.21.5-
find source
code

escrow

2-2 DRE Attack Voting Equipment

1/3.3 - attack

hardware

1.3.2 - attack 1/3.4 - attack

comlinks

software
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hardware

1.3.1.1.1-
swap boot
media

destroy
RemovableM
edia

1.3.1.1.2-
attack install

/3.2 - attack
software

1.3.2.1-
develop
malware

1.3.2.3 -
inject
malware

of detection

1.3.2.4 -
execute
malware

infected
component

2-3 DRE Attack Component

1.3.3.1-
using
malware

on storage
medium

comlinks

1.34.1-
attack linked
scanner/
tabulator

1.3.4.2-
attack
wireless
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/3.2 - attack
software

1.3.2.1-

1.3.2.3-
inject
malware

develop
malware

infected
component

of detection

.3.2.3.3-b
human

1.3.253-

1.3.2.3.1- by

1.3.251-

3.2.6.

obtain control/
remote bug . coerce ; .
- interface - cooperation parameterize
exploitation - testing staff
exploit of testers

attack

1.3.2.3.2- by 1.3.2.5.4 - acquire

1.3.252-

local bu 1.3.0.4 attack after detailed knowledge 1.3.2.6.2.3 - 1.3.2.6.2.5-
loit t'g e.xe.cthe testi of testing procedures voter enables enable by add
explottation esting and scripts attack as technical commands to
malware i
attacker consultant ballot def file

1.3.26.2.2 -

1.3.2.6.2.4 -
1.3.24.1-

select 1.3.2.2.2 that alters 1.3.2.4.3- enlflble by employt _
precincts by select all artifact that remains un nct)wmg Unpzfa{Pe |1(?”

expected precincts directly resident voter Zed attac
ating patte

1.3.26.1.1-
during logic
and accuracy
testing

1.3.24.2-
that self-
propagates

1.3.2.6.1.7 -
to employ
calendar/

1.3.2.6.15-
using AC
power flicker

1.3.2.6.1.3 -

during voting

1.3.26.1.2 -
during

machine

setup

to detect
realistic
patterns of
voting

1.3.2.6.1.4 -

in ballot
definition files

as anti-knock

2-4 DRE Attack Software
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using

1.3.3.1-

malware

.3.3.3 - alte

a ballot
on storage creation
medium software

1.33.11.1-

by malware by infected

config data

1.33.11.2-

by infected
software

1.3.3.1.2-
alter ballot
definition file

1.3.3.13-

alter device
tallies

3.3.2.3 - alter
glectronic ballots
using administrator

1.3.3.14-
alter

tabulation

SW

1.3.3.2.1 -
modify

tabulation

data

before use

1.3.3.2.2.1- 1.3.3.2.2.3 -
pre-load alter config
votes data

1.3.3.2.2.2-
flip votes

2-5 DRE Attack Data
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2 - perform

insider attack

21.1-
infiltrate as
volunteer
pollworker

2.1.5 - allow
pollworker
rotation

2.1.3 - staff
with attackers

21.4-
collude with
other insiders,

21.2-
infiltrate as
observer

22.1 - attack

2.1.1-
discourage
voters

voter to
subverted
machine

2.2.1.2 - alter
voter's vote

2221-
attack ballots

2225-
force least-
objectionable
choice

overvoting /
undervoting

2222-

damage publish
electronic invalid
voting poor ballot sample

design ballots

22233-
encourage
voter override

undervotes
without
warning

2.2.32>
allow
overvotes
without
warning

2-6 DRE Insider Attack

2.2.2.7 - stu
ballots after
closing

2.2.2.8 - stuf

229
errors in
ballot
adjudication

2.2.10\
subvert

during
canvass or decision
recount criteria

222101 -
selectively
recount

22913 2292>

incorrectly incorrectly
accept reject

provisional provisional
ballots ballots

22211-

tabulation

subvert

tabulated
results

222121 -
subvert
reported
results

222123-
alter results
transmission

222122 -
falsely
announce
results
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discourage
voters

Checkin

damage /
tamper with

damage /
tamper with
artifacts

destroy
registered
cards

selectively
challenge
voters

falsely reject
voter
registration

21.114-
challenge
voters on
caging list

221.11.2-
falsely reject
id check

allocate
insufficient
resources

2.1.1.5>
stymie
voters
needing

assistance

22117 -
mislead w/
one party
only ruse

discourage
provisional
voting

mislead w/
phony ballot
change

delay voters
with poor
assistance

damage /
tamper with

2.1.1.3.5-
allocate

insufficient

resources

work slowly
to stymie

program the
VVPAT to
exhaust the

damage /
tamper with
artifacts

2-7 DRE Discourage Voters

22119-
impede voter

2.21.1.10 -

persuade
voter

selections

221113
misprounce
names of
andidates o
audio ballo

221111 -
send voter to
wrong place

221.1.12-
use faulty
headsets
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2.2.1.2 - alter

voter's vote

2.1.21
obtain

221.21.1-

disable
machine

committing

take control
of assisted

mislead
about

ballot

2.1.2.
subvert
arkedBallo
of voter

mark vote to
create
overvote

2-8 DRE Alter Voter’s Vote

2.1.2.2.3-
flip voter's
electronic

2.2.1.23-
commit

subverted

ballot

Election Operations Assessment
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22.21-

attack ballots

22211-

access
ballots

22122-
by subverting
provisional
envelope

222121-
by subverting
ballot rotation

2-9 DRE Attack Ballots

2213
replace

provisional for
on-provision

discard /
destroy
arkedBallo
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poor ballot
design

2.2.2.4.1-by
splitting
contests up

2242-b
spreading
response
options

placing different 2.2\.5&;11.5 . 2.2.2.4.7 - by
. - omitting use
inconsistent
same touch
formats

screen

keeping
disqualified
candidates

omitting

useful
shading

2-10 DRE Confuse Voters with Poor Ballot Design

with complex
instructions

222409 -

with distant
instructions

2

correction

.2.2.4.10 -
with no

guidance
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3 - subvert
voting
process

3.1-
determine
number of
votes to
target

3.2.1-hy
expected

PollWorkers
not likely to
now Voter

3.2.3 - that

exploit
electoral

PollWorkers

can be co-
opted

3.2.6 - staff
polling place

with attackers

2.7 - allo
rotation of
pollworker

3.3.1.1-
recruit cell
captains

captains to

3.3.3 - recruit

xecute deniabl brokers

impersonation
attack

roles

impersonation

3/4 - commit

4.1 - perfori 3.4.2 - buy or

coerce vote
attack

.3.2 - recrui
attackers

educate cell
captains

recruit
attackers

3.3.14 -

3.31.2- provide
motivate cell rewards for
captains cell captains

q distribute

2-11 DRE Subvert Voting Process

3.4.3.2 - vote
in more than
one place

using more
than one
method

multilpe
access keys

3.4.33.1-
create bogus
authorization
codes

stuff ballot
box using
fradulent
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Election Operations Assessment

8.4.1 - perfori
impersonation

attack

341111 - .
register an

ineligible
person

register as an
housemate

4.1.1.1.4-
register as a
fictitious
person

3.41.112-
register as a
dead person

fraudulent
registrations

with

41211 -
assign

impersonator

to voter

go to target

voter's polling
place

4.1.2.1.
check in as

3.4.1.215-

supply
rewards

vote in place
of voter

2-12 DRE Perform Impersonation Attack

34122-
with list of
LegalVoters

create
fraudulent
Checkins

- tamper with
pollbook
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3.4.2 - buy or
coerce vote

4.2.1-
motivate
voter

3.4.24-

supply
rewards or

direct voters

A4.21.2-
coerce

3.42.3.1-by
self-recorded
casting

3.4.2.3.3-
using write-
ins as code

not make
specific votes

make specific
votes

headphone
eavesdropping

4.21.23-
punish and
promise
repair

3.4.232-
with phony
voter
assistant

342111 - 3.4.2.1.1.2 - 3.42.1.2.1 -

capturing
electronic
emanations

mapping
votes to
voters

pay promise to promise to
pay punish

3.4.21.22-
punish and
romise more,

2-13 DRE Buy or Coerce Vote

University of South Alabama EAC Board of Advisors and Standards Board Draft Page 26



Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

technical
failure

tabulation
errors

413-
through
erroneous
settings

41.1-by

miscalibrating
equipment

4.1.4 - by

4.1.2 - due to . ;
) mismatching
foreign .
precinct and
substances

actual

417 -

causing
hardware
failure

manufacturer
error

4.3.1-
encode

errors in
ballot
preparation

software from causing incorrect voting
bad data device failure contest equipment
qunting i data

3.2 - sup
erroneous
ballot
definition
data

4.21-in

straight-party
vote

tabulation

creation
software

improper
tabulation
technique

mistakes by
ballot
designer

2-14 DRE Experience Technical Failure

flawed ballot

tallies from

4.2.7 - by
adding tallies
multiple time

4.2.6-by
omitting

totals

erroneous

434 -
misconfigure
ballot by
operator
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5 - attack
audit

Election Operations Assessment

election
evidence

ElectionArtifacts

51.2-
mishandle

5.1.3 - add
new fradulent
evidence

E

ctionArtifadts

subverted
selection
method

audit units
before
election

5.2.4 - ignore

5.2.2 - select

selections

5141 -
modify
deliberately

51411-

5/1.4.1.2 - rewrite

51413-

replace paper modify
tape with pollbooks for by
fraud audit

1.4.1.4>
modify
logbooks and

deliberately

5146 -
modify via
malware at
artifact
creation

modify modify via
malware

attack

computer

55-

compromise
auditors

process

56.4-
publish
bogus audit
results

discrepancies
between electronic
and paper resuyits

56.1-
mishandle
media

audit data

5.6.2 - add
fradulent
result data

56.3.3 -
modify via
malware

56.3.1-
modify
deliberately

5.3.1-
misguide
auditors

5.3.3 - exploit
variation in
batch sizes

53.5-
arrange
contest audit

534-
establish
single contest
audit rule

5.3.2 - audit
insufficient
sample

2-15 DRE Audit Atta

.3.6 - selec
audited items

53.9-
overwhelm
audit
observers

5.3.7-
tamper with
audit totals

5.3.8 - avoid
before correction

commit

ck
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5 - attack
audit

Election Operations Assessment

election
evidence

ElectionArtifacts

51.2-
mishandle

5.1.3 - add
new fradulent
evidence

E

55-

auditors

process

audit units
before
election

ctionArtifadts

compromise

discrepancies
between electronic
and paper resuyits

subverted 561

selection
method

5.2.4 - ignore

5.2.2 - select

selections

5141 -
modify
deliberately

51411-

5/1.4.1.2 - rewrite

51413-

replace paper modify
tape with pollbooks for
fraud audit

1.4.1.4>
modify
logbooks and

deliberately
by computey

5146 -
modify via
malware at
artifact
creation

modify via
malware
attack

5.3.1-
misguide
auditors

53.9-
overwhelm
audit
observers

5.3.3 - exploit
variation in
batch sizes

53.5-
arrange
contest audit

5.3.7-
tamper with
audit totals

534-
establish
single contest
audit rule

.3.6 - selec
audited items
before
commit

5.3.2 - audit
insufficient
sample

5.3.8 - avoid
correction

2-16 DRE Disrupt Operations

mishandle
media

audit data

5.6.2 - add
fradulent
result data

56.3.1-
modify
deliberately

56.4-
publish
bogus audit
results

56.3.3 -
modify via
malware
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Election Operations Assessment

2.3 DRE Threat Matrix

node outline number threat action

type

A 1 attack voting equipment
o 1.1 gather knowledge

T 111 from insider

A 1.1.2 from components

o 1121 access directly

T 1.1.2.11 infiltrate as insider

Description

attack on voting
equipment; attack
DRE hardware,
software,
communications links

gather needed
technical knowledge

hire existing vendor or
testing lab insider

obtain knowledge from
voting system
components

obtain knowledge
directly from a voting
system

get hired as vendor or
lab insider

Reference threat source
category
LTM-USA human-
Delivery Ola deliberate
LTM-USA human-
Delivery 0la deliberate
LTM-USA human-
Delivery Ola deliberate
insider
human-
deliberate
human-
deliberate
LTM-USA human-
Delivery Ola deliberate
outsider

scope of threat

Voting System

Election System

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

vulnerable
element

Voting System

Voting Machine,
sensitive tech data,
tech insiders

insider, technology

Voting Machine

Voting Machine

Voting Machine,
sensitive tech data

vulnerability

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to machines /
information,
availability of foreign
technical experts,
susceptibility of
vendor staff to
bribery / corruption

susceptibility of
insiders to bribery
and corruption;
access that insiders
have to voting
machines and other
election assets

access to voting
machines

access to voting
machines

susceptibility of
insiders to bribery
and corruption;
access to voting
machine

recommended controls threat scenario

establish a chain of
custody on
VotingMachines;
implement personnel
security; and provide
operational and technical
safeguards

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

personnel security,
including thorough
background checks on
possible people who may
have access to the
voting machine

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

physical and
environmental protection
of voting equipment

personnel security,
including thorough
background checks on
possible people who may
have access to the
voting machine, access
controls, and media
protection policies
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Election Operations Assessment

node outline number threat action

type

T 11212 obtain a machine

T 1.1.2.1.3 legally acquire machine

T 11214 study a machine in
transit

T 1.1.2.15 find source code

T 1.1.2.1.6 compromise existing
source code escrow

T 1.1.2.2 directly examine

T 1.1.3 from published reports

Description

use illegal means to
gain access that is
available to insiders
(e.g., breaking and
entering warehouse)

directly acquire voting
system components
including equipment,
software installed on
PC or on voting
equipment or copied
via network or as
source code

steal machines - alter
machine - attack
machine

Find or purchase
source code

attacker obtains
source code from
existing source code
escrow source (e.g.,
State Election Office)

directly examine voting
system components to
gain knowledge

gather knowledge from
published reports on
the examination of
voting machines

Reference
category

LTM-USA
Delivery 0la

human-
deliberate

LTM-USA
Delivery 0la

human-
deliberate

LTM-USA
Delivery 0la

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

threat source

scope of threat

Election System,
Voting System

Election System

Election System

Election System

Election System

Election System,
Voting System

Election System

vulnerable
element

vulnerability

Voting Machine access to voting

machine

Voting Machine access to voting
equipment that is not
controlled like arms,
munitions, secrets

etc

Voting Machine access to voting

machine

Voting Machine access to voting
equipment that is not
controlled like arms,
munitions, secrets

etc

Voting Machine access to voting
equipment that is not
controlled like arms,
munitions, secrets

etc

Voting Machine access to voting

machines

access to publicly
available information

Voting Machine

recommended controls

physical and
environmental protection
of voting equipment,
including use of tamper
resistant or tamper
evident seals and
tracking of seal numbers,
as in a chain of custody
set of controls

establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies

thorough background
checks on possible
people who may have
access to the voting
machine

establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies

establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

risk assessment

threat scenario

reverse engineer a stolen
machine

Purchase a voting machine on
eBay or study a machine in
transit

an attacker reads the California
top-to-bottom reviews (TTBRS)
of voting machines
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Election Operations Assessment

node outline number threat action

type

[e] 1.2 gain insider access

T 1.2.1 at voting system vendor
T 122 in supply chain

T 1.2.3 in elections org

T 1.2.4 by illegal insider entry

Description

obtain access for
attack

gain insider access at
voting systems vendor
in order to include in
the product the ability
to enable attacks

gain insider access in
the manufacturing
chain, supply chain, or
services/ support
company, in order to
be able to modify
equipment and/ or SW
install media

gain insider access in
elections organizations
(and services such as
transportation and
storage of devices, IT
support for PCs that
run non-device SW) in
order to modify
delivered devices and
installed SW

use illegal means to
gain access that is
available to insiders
(e.g., breaking and
entering warehouse)

Reference

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate
outsider

Election System Voting Machine

human-
deliberate
outsider

Election System Voting Machine

human-
deliberate
outsider

Election System Voting Machine

human-
deliberate
outsider

Election System Voting Machine

human-
deliberate
outsider

Election System Voting Machine

vulnerability

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

recommended controls threat scenario

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection; establish
system and services
acquisition controls

establish chain of
custody on
VotingMachines

establish chain of
custody and system and
services acquisition
controls

establish chain of
custody and system and
services acquisition
controls

physical and
environmental protection
of voting equipment
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Election Operations Assessment

node outline number threat action

type

T 1.25 by remote network
access

[e] 1.3 attack component

[e] 1.3.1 attack hardware

(¢] 1311 attack stored
components

T 13111 swap boot media

Description

gain remote access
via network-connected
PCs running SW
components of voting
systems

perform attack on
accessed voting
system component,
such as hardware,
software, data, or
communication link

perform physical
attack on voting
system hardware

attack storage of
voting system
components

physically swap boot
media

Reference
category

human-
deliberate
outsider

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

threat source

scope of threat

Election System

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

vulnerable
element

Voting Machine

Voting Machine,

Testing, Voting,
BallotDefinition

Voting Machine

Voting Machine

Voting Machine

vulnerability

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment,
availability and
willingness of
insiders and
outsiders, faulty
testing, inability of
audits / tests to
detect

access to voting
equipment

access to voting
equipment

access to voting
equipment

recommended controls threat scenario

technical controls:
access control, audit and
accountability,
identification and
authentication, and
system and
communications
protection

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures,
configuration
management, testing

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

physical and
environmental protection,
including procedures
limiting the ability of
insiders to bring possible
substitutes into physical
environment; incident
response, maintenance,
media protection policy
and procedures,
including use of tamper-
evident seals
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Election Operations Assessment

node  outline number
type

T 1.3.1.1.2

T 1.3.1.1.3

A 1.3.2

T 1321

(o) 1322

threat action

attack install

destroy
RemovableMedia

attack software

develop malware

select targets

Description

physically swap install
media, and re-install
SW, or create situation
in which someone else
will re-install

destroy
RemovableMedia

perform logical attack
on voting system
software

develop malware

select targets for
malware

Reference
category

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human
deliberate

threat source

scope of threat

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

Election System

Election System,
Voting System

vulnerable
element

Voting Machine

Voting Machine

Voting Machine,
Testing

Voting Machine,
Testing

vulnerability recommended controls

access to voting
equipment

physical and
environmental protection,
including procedures
limiting the ability of
insiders to bring possible
substitutes into physical
environment; incident
response; maintenance;
media protection policy
and procedures,
including use of tamper-
evident seals; and
configuration
management

access to voting
equipment

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

access to voting system and service

equipment, acquisition, system and
availability and information integrity,
willingness of access control, audit and
insiders and accountability,

identification and
testing, inability of authentication, system
audits / tests to and communications
detect protection; and incident
response

outsiders, faulty

ability of hackers to
be able to develop
new forms of
malware

system and information
integrity; incident
response

Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows.

threat scenario
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Election Operations Assessment

node

-
8

T

(0]

T

T

T

outline number

13221

1.3.2.2.2

1.3.23

13.23.1

13.23.2

13.233

threat action

select precincts by
expected voting pattern

select all precincts

inject malware

by remote bug
exploitation

by local bug exploitation

by human interface
exploit

Description Reference

Attacker selects a NA
precinct that follows a
particular voting

pattern making it

easier for him to carry

out the attack.

Attacker selects all
precincts

exploit existing
vulnerability to inject
malware

Jones(2005a)
#2321

remotely exploit bug in
voting system SW
running on network-
connected PC

locally exploit bug in
voting system software
that reads data from
removable media
(e.g., ballot definition
files)

locally exploit bug in
voting system software
for human interface

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate

Voting Polling Place

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

vulnerability

Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows.

recommended controls

PS2-Position
Categorization,PS3-
Personnel Sanctions

system and service
acquisition, system and
information integrity,
access control, audit and
accountability,
identification and
authentication, and
system and
communications
protection

system and
communications
protection

system and
communications
protection; system and
information integrity;
media protection policy
and procedures

system and
communications
protection; system and
information integrity;
media protection policy
and procedures

threat scenario

John is a poll worker. He
selects a precinct of his choice
to work on election day. He
makes the selection based on
the voting pattern the precinct
follows. Doing so he can carry
out the attacks he can on that
particular voting pattern with
ease. For example, if he is
good at injecting malware into
the systems with ease, he
would select a precinct that
uses internet voting pattern.

An attacker gains physical
access to a machine or its
removable memory card for as
little as a minute and installs
malicious code. Voters cast
their vote normally, but the
malicious code inserted will
steal the votes undetectably,
modifying all the records, logs
and counters to be consistent
with the fraudulent vote counts
it creates. The malicious code
spreads automatically and
silently from machine to
machine during normal election
activities - a VotingMachine
virus
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Election Operations Assessment

node outline number threat action

type

(0] 1324 execute malware

T 13241 that alters artifact
directly

T 1.3.2.4.2 that self-propagates

T 1.3.243 that remains resident

o 1.3.25 mitigate risk of detection

T 1.3.251 coerce testing staff

T 1.3.25.2 attack after testing

Description

exploit existing
vulnerability to execute
malware

malware changes
voting system code or
configuration data
directly

malware installs itself
to propagate virally to
other instances of the
same voting system
component

malware remains
resident during this
power cycle only, in
order to modify voting
system code in
memory, or tamper
with data generated
during this power cycle
(e.g., vote data)

use procedural means
to mitigate risk of
detection during
testing

coerce testing staff to
suppress information

perform malware
attack after testing

Reference

threat source scope of threat vulnerable
category element

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

vulnerability

recommended controls

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

planning, personnel
security, system and
information integrity

personnel security,
system and information
integrity

planning, system and
information integrity,
including random testing

threat scenario
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Election Operations Assessment

node  outline number
type

T 13253

T 13254

0] 1.3.2.6

(0] 1.3.2.6.1

T 1.3.2.6.1.1

T 1.3.2.6.1.2

T 1.3.2.6.1.3

threat action

obtain cooperation of
testers

acquire detailed
knowledge of testing
procedures and scripts

use infected component

supply cryptic knock

during logic and
accuracy testing

during machine setup

during voting

Description

bribing testers - tainted
test results

hacking system -
Trojan Horse put on
machine

use voting system
component that has
been compromised by
malware

use malware features
to mitigate risk of
detection during
testing, by determining
when malware should
be active

supply cryptic knock
during logic and
accuracy testing

supply cryptic knock
during machine setup

supply cryptic knock
during voting

Reference

LTM-USA

Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

threat source
Categorx

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat vulnerable
element

voting system testing

voting system

Voting System Testing

Voting System Poll Worker setup

procedures

Voting System Voting

vulnerability

easily bought or
persuaded testers

access to knowledge
of testing procedures

inability to detect the
clever insider's
infiltration of the L&A
test script;
overcoming the
defense against
cryptic knocks

routine machine
setup procedures of
Poll Workers, when
known, can be used
to set off cryptic
knock unknowingly

Low probability that
tests will produce
knock-like behavior

recommended controls

ensure testers follow
instructions completely to
make sure that
everything that you are
testing to find is done

safeguard testing
procedures; develop new
testing procedures for
each election

planning, system and
information integrity

planning, system and
information integrity,
including tests designed
detect cryptic knocks,
such as random testing,
simulating election day
volume, and setting date
to election day

planning, system and
information integrity,
perform testing or
random testing again
after L&A scripts are
completed, under the
assumption that the test
scripts may be
compromised

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine; review
instructions from vendor
for machine to check for
possible abnormalities

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

threat scenario
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Election Operations Assessment

node  outline number
type

T 1.32.6.14

T 1.3.2.6.1.5

T 1.3.2.6.1.6

T 1.3.2.6.1.7

T 1.3.2.6.1.8

[e] 1.3.2.6.2

T 1.3.2.6.2.1

T 1.3.2.6.2.2

threat action

as anti-knock

using AC power flicker

to detect realistic
patterns of voting

to employ
calendar/clock tricks

in ballot definition files

control/parameterize
attack

voter enables attack as
attacker

enable by unknowing
voter

Description

turn off fraud behavior
with testing team anti-
knock

use AC power to
flicker as knock

detect realistic
patterns of voting

employ calendar/clock
tricks

deploy cryptic knock in
ballot definition files

control/parameterize
attack

voter knowingly
enables attack

voter unknowingly
enables attack

Reference

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ola

threat source scope of threat vulnerable
category element
human- Voting System Testing
deliberate

human- Voting System Testing
deliberate

human- Voting System Testing
deliberate

human- Voting System Testing
deliberate

human- Voting System Testing
deliberate

human- Voting System

deliberate

human- Voting System

deliberate

human- Voting System Legal Voters,
deliberate campaign

vulnerability

ElectionOfficial's
control over testing
procedures

failure of tests to
mimic knock action

failure to test
machines with
realistic patterns of
voting

difficult to detect that
the Trojan horse has
circumvented the
test

failure to use real
ballot in testing

extremely unlikely
that voting pattern
can be detected as a
knock

difficult or impossible
to detect that a
LegalVoter is setting
off attack with their
voting selections

ability of voters to be
fooled by false
campaign

recommended controls threat scenario

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

system and information
integrity, with testing by
setting the date to

election day in advance

controls on ballot
definition files, including
audit and accountability,
access control, media
protection policy and
procedures, physical and
environmental protection,
and system and
information integrity

physical and
environmental protection,
media protection policy
and procedures, system
and communications
protection, personnel
security, testing

personnel security,
controls that prevent or
detect voter
impersonation

awareness and training,
look for unusual or
suspicious write-in
campaigns
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Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

node outline number threat action Description Reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario
type category element
T 1.3.2.6.2.3 enable by technical technical consultant at LTM-USA human- Voting System corrupt consultants physical and
consultant polling place enables Delivery Ola deliberate to vendors environmental protection,
attack during health media protection policy
check, repair, setup, or and procedures,
poll close including tamper
controls, system and
communications
protection, including
encrypted media
T 1.3.2.6.24 employ employ LTM-USA human- Voting System increased ease for thorough L&A testing
unparameterized attack unparameterized Delivery Ol1a deliberate attacker in employing and random testing that
attack such as party- attacks that do not compares actual vs
based attack need to know expected vote totals
contest-specific
parameters
T 1.3.2.6.25 add commands to ballot add steganographic LTM-USA human- Voting System Ballot Preparation lack of supervision of personnel security,
def file commands to ballot Delivery Ol1a deliberate ballot preparation including multi-person
definition file controls, and thorough
L&A testing to detect
mismatches
(e} 133 attack data perform logical attack human- system and information
on voting system data deliberate integrity, access control,
audit and accountability,
identification and
authentication, system
and communications
protection; media
protection policy and
procedures;
configuration
management
[e] 1.33.1 using malware use malware to human- system and information
change data that deliberate integrity, personnel
effects election security, audit and
outcomes accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures
o 1.33.1.1 select method and alter select alteration human- system and information
method(s) deliberate integrity, personnel

security, audit and
accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

T 1.33.1.1.1 by malware

T 1.3.3.1.1.2 by infected software

T 1.3.3.1.1.3 by infected config data
T 1.33.1.2 alter ballot definition file
T 1.33.13 alter device tallies

T 13314 alter tabulation SW

Description

direct alteration by
malware resident with
voting system device
SW or non-device SW

alteration by voting
system SW that was
modified by malware

alteration as a result of
new configuration data
that was modified by
malware

alter ballot definition
file data (or
predecessor data) to
cause a device to
record a vote in a
particular location as a
vote for a
candidate/contest
other than what is
displayed on the ballot
("vote flipping")

alter device tallies

alter results of
tabulation software

Reference

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

vulnerability

recommended controls threat scenario

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

[e] 1.3.3.2 modify data on storage
medium

T 1333 alter ballot creation
software

T 1.33.2.1 modify tabulation data

[e] 1.3.3.2.2 modify data before use

T 1.33.22.1 pre-load votes

T 1.3.3.22.2 flip votes

T 1.3.3.2.2.3 alter config data

Description

use general purpose
computer to modify
data on the storage
media

modify the ballot
creation software to
produce a ballot that is
different than the ballot
that was intended

modify device vote
tallies, tabulated vote
totals, log data, after
data was generated

modify data before
use, to affect election
results

pre-load votes into a
device before polls
open

alter ballot definition
file data (or
predecessor data),
windows manager or
other component to
cause a device to
record a vote in a
particular location as a
vote for a
candidate/contest
other than what is
displayed on the ballot
("vote flipping")

alter other
configuration data of
device

Reference

Review Panel

threat source
Categorx

vulnerable
element

scope of threat
human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

vulnerability

recommended controls

physical and
environmental protection,
personnel security,
media protection policy
and procedures

audit and accountability,
system and information
integrity, logic and
accuracy testing

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

personnel security: multi-
person/multi-party
observation at poll
opening; configuration
management: require a
zero-count determination
and documentation
process

planning, system and
information integrity:
thorough L&A testing
and random testing that
compares actual vs
expected vote totals

planning, system and
information integrity:
through testing at
multiple levels, including
the use boundary
analysis to develop test
cases for detecting
threshold errors

threat scenario

John, who is a loyal supporter
of Candidate Abby works for
the vendor for DRE. He has
access to the machine and
alters the code to the window
manager so votes can be
switched to or defaulted to
Candidate Abby.

A vendor’s technician is bribed
or forced by the political party
workers to manipulate the
configuration file of a voting
machine in such a way that it
credits one candidate even
though the vote is intended for
another candidate. This can be
done prior to the election day.
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threat action

alter electronic ballots
using administrator
account access

attack comlinks

attack linked
scanner/tabulator

attack wireless

perform insider attack

Threat Trees and Matrices and Threat Instance Risk Analyzer

Description

Voter with technical
knowledge can
prepare administrators
card and the enders
card so as to gain
access to the
administrator account
and make changes
accordingly

perform physical
and/or logical attack
on communications
links

attack serial port
connection while
device is connected to
central tabulator
server

attack wireless
communication
vulnerability

intentional abuse of
insider access and
privileges

threat source scope of threat vulnerable
category element
human- Voting Smartcard
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human- Voting System
deliberate
insider Voters

Voting System,

Election Artifacts,

vulnerability

lack of authentication
process in the
machine

On Election Day, a
LegalVoter executing
a machine attack
uses a wireless PDA
to trigger malicious
code

insider access,
availability and
willingness of
insiders, difficulty in
detection

Election Operations Assessment

recommended controls

installation of card reader
that can identify
duplicated cards,SC12-
Cryptographic key
establishment and
management, SC13-Use
of Cryptography

access control and
system and
communications
protection, including
cryptography and public
access protections

access control and
system and
communications
protection

access control and
system and
communications
protection, including
cryptography and public
access protections

more transparency of the
entire elections process;
laws governing the
bipartisan appointment of
precinct officials and the
distribution of duties
within a polling place, the
configuration of a polling
place and access to it,
criminalizing voter
intimidation, caging; the
abuse of the challenge
process, training
programs for election
officials; more aggressive
prosecution of violations;
effective audits of
elections and the ability
to respond to attacks by
investigating,
prosecuting and
correcting abuses after
the fact

threat scenario

John is a voter. He is good at
programming. Using his
technical skills he manages to
simulate the administrator’s
card and the enders card.
Doing so he gains access to
the administrator account and
makes changes accordingly to
the ballots.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

0] 2.1

T 211

T 2.1.2

T 2.1.3

T 2.14

T 2.15

threat action

form inside attack team

infiltrate as volunteer

PollWorker

infiltrate as observer

staff with attackers

collude with other
insiders

allow PollWorker
rotation

Description

form attack team of
one or more attackers
with insider privileges

a lone attacker gains
insider privilege by
signing up as a
PollWorker

gain "insider" access
as a poll observer,
either by volunteering,
or by qualifying,
depending on state
laws

use insider privilege of
ElectionOfficial to staff
polling place or post-
polling operations with
attackers

collude with one or a
few other insiders,
possibly using bribery
or coercion; either at
the polling place,
central operations, or
between both

allow rotation of
PollWorker roles, as a
single person
PollWorker attacks are
more likely when
different duties are
handled by the same
person

Reference threat source

category

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

Jones(2005a) human-
#31 deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat

Election System,
Voting System

Voting System

Voting

vulnerable
element

Voting System

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram

3-9 Elections
Official / Poll
Worker for Voter
Check In Activity
Diagram

vulnerability

insider access,
availability and
willingness of
insiders, difficulty in
detection

attacker access to
polling place and
fraudulent check-in
enabled

poor election laws /
policies / guidelines

recommended controls

personnel security,
awareness and training,
incident response,
physical and
environmental protection

personnel security,
awareness and training,
incident response,
physical and
environmental protection

personnel security,
awareness and training,
incident response,
physical and
environmental protection

improve the
administration of voting
on the election day

personnel security,
awareness and training,
incident response,
physical and
environmental protection

establish chain of
custody procedures on
at-risk ElectionAtrtifacts;
provide for both
separation of duties, as
well as multi-person,
multi-party controls

threat scenario

John is a poll worker having
access to the poll books and he
can verify the voter
authentication. He can take
advantage of this situation by
allowing ineligible voters whose
entry is not present in the poll
book to vote by providing the
VotableBallots.

an ElectionOfficial forms a
collusive arrangement between
a polling place and central
operations, for the purpose of
having either party overlook the
potential abuses being
committed by the other party

John, a poll worker colludes
with the election-official to
subvert separation of duties.
He handles the poll book and
issues ballots to certain voters
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

(0] 2.2 execute insider attack
(¢] 221 attack at polling place
o 2211 discourage voters

[e] 22111 challenge at Checkin
T 221111 falsely reject voter

registration

Description

perform insider attack
at polling place

intentionally
discourage voters from
voting

challenge voters
during Checkin

falsely reject voter
claiming they are not
registered

Reference

LTM-USA
Delivery Ola

Jones(2005a)
#211

Jones(2005a)
#332

threat source
Categorx

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat

Voting System

Voting System

Voting System

Voting System

vulnerable
element

Voting System,
Election Artifacts

voters

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram

vulnerability

insider access,
availability and
willingness of
insiders, difficulty in
detection

unwillingness or
inability of voters to
appeal Poll Workers'
decisions

unwillingness or
inability of voters to
appeal Poll Workers'
decisions

recommended controls

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

provide appeal process
for oversight of
PollWorker

threat scenario

Poll workers intentionally refuse
to allow the voter to vote even
though voters name is present
on the county register of voters.
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threat action

falsely reject id check

selectively challenge
voters

challenge voters on
caging list

destroy registered cards

delay open/close

Description

falsely reject voter on
identification check

selectively challenge
voters, such as
"undesirable" voters in
polling place

creating a caging list
and question voters'
right to vote

a third party working
on behalf of voter
registration
encourages people to
register and after the
registration process
destroy or discard their
cards

delay opening or close
with plausible
excuses; preventing
the voters from voting
by making long
queues and working
slowly leading the
voters leave the
polling place

Threat Trees and Matrices and Threat Instance Risk Analyzer

Reference

Jones #212

Levitt (2007)

Ballotpedia
(2008)

Jones (2005a)

#33

threat source

category

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

vulnerable
element

3-11 Provide
Credential

Voter Checkin

Eligible Voters;
SendToSeniorPW;
3-12

registered cards

2.1 VotableBallot
for Ballot State
Transition
Diagram;

3.9 Authenticate
Voter for Voter
check In activity
diagram;

3-10 Authenticate
Voter for Voter
Check In Dataflow
diagram.

vulnerability

unwillingness or
inability of voters to
appeal Poll Workers'
decisions

ability of Poll
Workers or
collusions of Poll
Workers to control
voter Checkin; lack
of oversight

disclosing
information of voters

lack of management
oversight over third
party

inability to detect that
Poll Worker actions
are intentional; lack
of oversight

Election Operations Assessment

recommended controls

provide appeal process
for oversight of
PollwWorker

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

chain of custody for voter

lists, including access
control policies

Get the details from third
party and mail the voter
Id's to the voters instead
asking third party to
handover the id's.

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

A corrupt PollWorker may use
race, gender, appearance of
age, a person's attire, etc., as a
means of "profiling" a voter,
and then selectively challenge
a person's voter status based
upon the expectation that a
person fitting that profile will
vote contrary to attacker

The attacker sends registered
mail to addresses of registered
voters that they've identified as
likely to be unfriendly to their
candidate. All mail that is
returned as undeliverable is
placed on what is called a
caging list. Then this list is used
to challenge the registration or
right to vote of those names on
it.

John volunteers to help register
voters before the election.
Unknowingly to the officials, he
was bribed by the Candidate to
destroy voters' cards after the
registration process is over.

A poll worker at a particular
precinct works slowly e.g. he
intentionally verifies the voter's
authentication details slowly
and issues the votable ballots
to the voters slowly making the
voters form long lines. Due to
long waiting time few voters
who cannot wait will leave the
polling place without casting
the vote.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 221121

T 221122

T 221123

(0] 22113

T 221131

T 2.21.132

T 2.21.1.33

T 2.21.1.34

threat action

damage / tamper with
electronic voting
equipment

damage / tamper with
artifacts

allocate insufficient
resources

create long lines

work slowly to stymie

program the VVPAT to
exhaust the paper
supply

damage / tamper with
electronic voting
equipment

damage / tamper with
artifacts

Description Reference

physical destruction of
voting equipment;
tampering with
equipment

Jones (2005a)
#231; 232

physical destruction of
artifacts; tampering
with artifacts

allocate insufficient
equipment or
PollWorkers

create long lines

intentionally stymie
voters by working
slowly

Diebold TTBR
(pp. 67)

malicious software
causes the VVPAT
device to exhaust the
paper supply thereby
delaying poll opening.

physical destruction of
voting equipment;
tampering with
equipment

Jones (2005a)
#231; 232

physical destruction of
artifacts; tampering
with artifacts

threat source
Categorx

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate

human-
deliberate

human-
deliberate

vulnerable
element

scope of threat

Voting System Voting Machine

Voting Voters

Voting System Voting process

voting 3-14 One voter

Voting System Voting Machine

vulnerability

access to equipment,
fragility of computer-
equipment

inability to detect that
Poll Worker actions
are intentional; lack
of oversight

malware can be
injected into software

access to equipment,
fragility of computer-
equipment

recommended controls

AC-3, AC-5, PE-3
physical access control ,
PE-6 monitoring physical
access

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

Inspection and testing

AC-3, AC-5, PE-3
physical access control ,
PE-6 monitoring physical
access

threat scenario

malfunction of paper feed for
VVPAT
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 221135

T 22114

T 22115

T 22116

T 22117

threat action

allocate insufficient
resources

delay voters with poor
assistance

stymie voters needing
assistance

mislead w/phony ballot
change

mislead w/one party
only ruse

Description

allocate insufficient
equipment or
PollWorkers

delay voters by failing
to properly assist

intentionally stymie
voters needing
assistance; voter
manipulation -
improper assistance to
voters - improper
advantage taken of
voters with legitimate
need for assistance

mislead voters by
announcing phony
last-minute ballot
change

mislead voters by
announcing that only
one party is allowed to
vote

Reference threat source

category

human-
deliberate

human-
unintentional

Jones (2005a) human-
#332 deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat vulnerable
element

Voting System

voting Eligible Voter,
Signed In Voter

voting Eligible Voter,

Signed In Voter

vulnerability

lack of management
oversight over poll
workers designated
to assist at polls

susceptibility of
voters to believe
what was being
informed by the poll
worker

susceptibility of
voters to believe
what was being
informed by the Poll
Worker

recommended controls

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

improve the
administration of voting
on the election day; let
the voters be aware of
the rules and regulations
prior to the election day

improve the PollWorker
training

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

jam / interfere with telephone
with headphone
communication. John is a poll
worker for a particular precincts
election and is responsible for
assisting voters who need help
while marking the ballot. His
main aim in this threat attack is
to stymie the voters from
voting. By working slowly he
could stymie voters who need
assistance who are waiting for
him to be available or he could
stymie all voters by occupying
a voting station for an extended
period or by making himself
unavailable for other poll
duties.

PollWorker passes out the
activation keys to voters can
tell them there has been a
changed on the ballot.

poll worker tells voters that only
registered voters of one party is
allowed to vote
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

T 221.18 discourage provisional
voting

T 22119 impede voter access

T 2.2.1.1.10 persuade voter
selections

T 221.111 send voter to wrong
place

T 2.21.1.12 use faulty headsets

T 2.2.1.1.13 mispronounce names of

candidates on audio
ballot

Description

discourage provisional
voting

impede voter access
to physical polling
place; an attacker
selectively prevents
voters from some
precincts, typically
under some kind of
color of authority.

persuade the voter to
vote a certain way

erroneously send voter
to other polling place

The pronunciation of a
candidate's name is
incorrect and voters do
not recognize the
candidate. Lost vote.

Reference threat source

category

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

Jones(2005a)
#332

human-
unintentional

Technical

human-
deliberate,
unintentional

vulnerable
element

scope of threat

voting 3-12 Authenticate
Voter Activity
Diagram

Voting Voters and Voting

Voting Voting Activity

Voting voting equipment,
voters

voting 3-14 One voter

vulnerability

unwillingness or
inability of voters to
appeal Poll Workers'
decisions

If a voter must be
present at a
particular location
(e.g. precinct) to cast
a ballot, it is possible
to prevent the voter
from voting by
physical exclusion.

lack of decisiveness
in the voter, lack of
management
oversight over Poll
Workers

poor quality of
equipment; failure to
test properly

Pronunciation of
names is not
standardized and
subject to local
accents

recommended controls threat scenario

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

poll worker turns voter away by
not issuing a provisional ballot

Physical security at
polling places; public
education

A sheriff in a rural jurisdiction,
unlikely to be observed by
media or activists, impedes
some voters from getting to the
polling place by conducting
improper traffic stops outside
select precincts

Pollworker / ElectionOfficial /
Voter during the day of election
intrudes into personnel privacy
of the voter and tries to
persuade him to cast his vote a
certain way with suggestive,
though non-threatening
remarks

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

testing and vendor
management

University of South Alabama

EAC Board of Advisors and Standards Board Draft

Page 48



Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

A 2212 alter voter's vote

[¢] 22121 obtain MarkedBallot
T 221211 disable machine

T 221212 mislead about

committing ballot

Description

steal voter's vote in
polling place

create plausible
reason to obtain
MarkedBallot before
electronic commit

disable the voter's
DRE terminal before
they commit ballot

mislead voters about
correct commitment of
ballot

Reference

LTM-USA
Delivery Ola

http://www.lex
18.com/Global
/story.asp?S=
10037216&na
v=menu203_2

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate
insider

Voting System

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

voting 3-14 One voter

vulnerability

Poll Workers have
discretion to instruct
voters and voters do
not tend to read
informative signage

recommended controls

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

The PollWorkers told the voters
to walk away after the first
confirmation. After which,
PollWorkers changed their
votes.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

T 221213 take control of assisted
voter terminals

(e} 22122 subvert MarkedBallot of
voter

T 221221 mark undervote to
create vote

T 221222 mark vote to create

overvote

Description

take advantage of
voters needing
assistance by seizing
control of their DRE
terminal

subvert MarkedBallot
of CheckedIn Voter at
polls

mark undervote to
create vote

mark vote to create
overvote

Reference

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

vulnerability

recommended controls threat scenario

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

T 221223 flip voter's electronic
vote

T 22123 commit subverted ballot

T 2213 send voter to subverted
machine

[¢] 222 attack other than polls

A 2221 attack ballots

Description Reference

change voter's vote on
the electronic Marked
Ballot to some other
vote; flip vote

ballot manipulation Jones(2005a)
prior to tabulation - #41

ballot box stuffing -

stuffing after the polls

close

direct targeted voters
to use faulty machine

perform insider attack
at other than polling
place

perform attacks on
VotableBallots or
MarkedBallots

Jones (2005a)
#421

threat source
Categorx

vulnerable
element

scope of threat

human-
deliberate
insider

human-
deliberate
insider

3-32 [[Absentee]]
for Provide
Credential
(Remote) Activity
Diagram

Voting System

human- CheckedIn Voter
deliberate

insider

Voting

human-
deliberate
insider

Voting System

human-
deliberate
insider

vulnerability

lack of supervision or
other monitoring /
poll observers

voter dependence on
instructions from Poll
Workers

recommended controls threat scenario

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

improved administration
of voting on the election
day; Video recording
after the polls close

election law, ballot chain
of custody controls,
awareness and training,
transparent processes,
multi-person, multi-party
controls, audit and
accountability

configure a terminal to operate
test mode, and direct targeted
voters to vote on those
machines

election law, ballot chain
of custody controls,
awareness and training,
transparent processes,
multi-person, multi-party
controls, audit and
accountability

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures
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Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

node outline number threat action Description Reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario
type category element
T 22211 access ballots access ballots as an human- establish ballot chain of
insider deliberate custody procedures,
insider including ballot

distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;

auditing and
accountability
procedures
(e} 22212 tamper with ballots alter or destroy ballots human- establish ballot chain of
obtained deliberate custody procedures,
insider including ballot

distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;

auditing and
accountability
procedures
T 222121 by subverting ballot tamper with ballot human- audit and accountability,
rotation design so that ballot deliberate system and information
rotation is subverted insider integrity, using testing
that attempts to validate
rotation
T 222122 by subverting tamper with Dallas (2008) human- Voting, Canvass Committed access to / lack of access controls, auditing
provisional envelope provisional ballot deliberate provisional Ballot control or custody of and logging

envelope to cause insider Committed Ballot
rejection; an envelope

is altered to change it

from an accepted

ballot to a rejected

ballot
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threat action

replace ballots

record voter's ballot as
other than depicted on
screen

swap provisional for
non-provisional ballot

switch MarkedBallots
during transport

discard / destroy
MarkedBallots

Threat Trees and Matrices and Threat Instance Risk Analyzer

Description

switch legitimate
ballots with tampered
ballots

attacker miscalibrates
the hardware and
software of the voting
machine so ballot
image will capture
fraud data

malicious software
prints VVPAT receipt
for provisional ballot
for favored candidate.
It then takes the next
non-provisional ballot
for the disfavored
candidate and prints a
provisional receipt.

substitute memory
card (add, delete,
change memory card)
during transport to
central location

use private access to
discard or destroy a
memory card

threat source scope of threat

category

human-
deliberate
insider

human Voting
intentional or
unintentional

human- voting

deliberate

human- precinct closeout
deliberate

insider

human- State Accumulation,
deliberate Canvass, Post
insider Certification

vulnerable
element

3-24 Mark Ballot
for HCI Select
Activity Diagram

3-14 One voter

3-35 One voter
(Remote) Activity
Diagram - Ballot
Delivery, 3-36 One
Voter (Remote)
Data Flow Diagram

Precinct Closeout,
Deliver To
Jurisdiction, etc.
Any activity where
one person or a
group of
collaborating
people, can gain
private access to a
physical ballot box.

hardware could have
been miscalibrated

injected into software

details of the person
transferring the votes

corrupt poll-worker /

Election Operations Assessment

recommended controls

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

AC-1 access control
policy and procedures,
AC-3 access
enforcement

Educate voters to verify
their VWVPAT

physical and
environmental
protection-Delivery and
Removal, , personnel
security-Third Party
personnel security

Ballot accounting, chain
of custody, personnel
screening

threat scenario

Polly cast her vote for
Candidate A, however the
tampered DRE recorded her
vote for Candidate B.

Person responsible for
transporting the envelopes
swaps out cards or entire
envelopes.

John is a PollWorker at a
precinct that follows DRE
voting system pattern. He has
access to the memory card. He
somehow manages to steal the
secure digital (SD) memory
card which contains the
information on the cast votes.
This could be a large scale
election theft that could change
an election outcome.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 222135

T 2222

0] 2223

T 22231

T 22232

T 22233

[¢] 2224

threat action

damage MarkedBallots

damage electronic
voting equipment

misinform about
overvoting / undervoting

allow undervotes
without warning

allow overvotes without
warning

encourage voter
override

confuse voters with poor
ballot design

Description Reference

damage memory card

physical destruction of Jones (2005a)
voting equipment #231

provide incorrect
information about
overvotes and
undervotes

allow undervotes
without warning

allow overvotes
without warning

encourage voter
override of over/under-
votes

poor ballot design that
confuses or misleads
voters during Voting
process, or fails to
prevent voter errors in
marking ballot

Norden (2008)

threat source
Categorx

human-
deliberate
insider

human-

unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

scope of threat

State Accumulation,
Canvass, Post
Certification

Voting System

Ballot Preparation

vulnerable
element

Precinct Closeout,
Deliver To
Jurisdiction, etc.
Any activity where
one person or a
group of
collaborating
people, can gain
private access to a
physical ballot box.

Voting Machine

Validate Ballot
Style, 3-3,
CheckedInVoter

vulnerability

corrupt poll-worker /
election-official

fragility of computer
equipment,
mishandling

weak reviewing
process of a ballot
design

recommended controls

Ballot accounting, chain
of custody, personnel
screening

PL-4 PollWorker rules of
behavior, PE-3 physical
access control , PE-6
monitoring physical
access

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

planning, including rules
of behavior; PollWorker
awareness and training;
and personnel policies,
including sanctions for
poor performance

use ballot design
checklist, implement
usability testing, review

and amend election laws

threat scenario

a voter wearing golf spikes
steps on a power strip

Poor ballot format caused
voters to miss the 2006
Thirteenth Congressional
District race while paging
through their electronic ballots.
The touch screen system failed
to warn voters of the undervote
before casting the ballot.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 22241

T 22242

T 22243

T 22244

T 22245

threat action

by splitting contests up

by spreading response
options

by placing different
contests on the same
touch screen

by keeping disqualified
candidates

with inconsistent formats

Description

split candidates for the
same office onto
different pages or
columns

place response
options on both sides
of candidate names

poor ballot design

leave columns or rows
for disqualified
candidates

inconsistently design
ballots in formatting
and style

Reference

Norden (2008)
#1 p. 20

Norden (2008)
#3p. 28

Norden (2008)
#2p. 24,
Frisina (2008)

Norden (2008)
#5p. 32

Norden (2008)
#6 p. 36,
Frisina (2008)

threat source
Categorx

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

scope of threat

Ballot Preparation

Ballot Preparation

Ballot Preparation

Ballot Preparation

Ballot Preparation

vulnerable
element

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

vulnerability

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

Failure to remove
disqualified
candidates from
ballot; Failure to
inform voters of
disqualified
candidates

weak reviewing
process of a ballot
design

recommended controls

use ballot design
checklist, implement
usability testing, review
and amend election laws
(* note the above also
applies to thread id # 557
- 568), list all candidates
for the same race on the
same page in the same
column

place response options
(such as fill-in-the-ovals)
in a consistent place on
the ballot, such as one
side of candidate names
or ballot or ballot
question choices

place only one contest
on the each screen, at
least for federal and
statewide races.

remove the entire column
or row for any candidate
or party that has been
withdrawn or disqualified
(not just the candidate or
party name)

use consistent format
and style for every
contest and voting action

threat scenario

The 2000 presidential race in
Palm Beach county, Florida
has high residual vote rate due
to confusing ballot design that
displayed candidates in
separate columns with
response options in the center -
hence the term "butterfly
ballot".

Response options placed on
both sides of the candidate's
name caused confusion among
Hamilton county voters in
lllinois. Voters tend to mark the
arrow to the right of the
candidate's name when they
were supposed to mark the
arrows on the left.

Ballot format was to blame for
the large undervote in the 2006
Thirteenth Congressional
District race in Sarasota
county. Voters were confused
as they were presented with
two different contests on the
same screen. As a result,
Democrat Christine Jennings
lost the race to Republican
Vern Buchanan by a certified
margin of 369 votes.

The 2004 Presidential race in
Montgomery county, Ohio has
a higher overvote rate when the
name of Ralph Nader was
replaced with the words
"Candidate Removed"

The inconsistent use of colors
in Sarasota county ballot
caused voters to skip the
Thirteenth Congressional
District race. The second page
shows "State" highlighted in
teal which is the same as the
first page's "Congressional”
word. Thus, it was easy to
overlook the congressional
district race.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 22246

0] 22247

T 22248

[¢] 22249

T 2.2.2.4.10

threat action

by omitting useful
shading

by omitting use of bold

with complex
instructions

with distant instructions

with no correction
guidance

Description

omit shading to help
voters differentiate
between voting tasks

omit bold text to help
voters differentiate
between voting tasks

fail to write short,
simple instructions

place Instructions far
from related actions

fail to inform voters
how to correct paper
ballots

Reference

Norden (2008)
#7 p. 40

Norden (2008)
#8 p. 44

Norden (2008)
#9 p. 46

Norden (2008)
#10 p. 48

Norden (2008)
#11p. 54

threat source
Categorx

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

scope of threat

Ballot Preparation

Ballot Preparation

Ballot Preparation

Ballot Preparation

Ballot Preparation

vulnerable
element

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

vulnerability

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

recommended controls

shade certain text, such
as office name to help
voters to differentiate
between voting tasks

bold certain text, such as
office name to help
voters to differentiate
between voting tasks

write short instructions
with simple words

place specific
instructions and related
actions together.

include information of
how to correct paper

ballots if voters make
mistakes

threat scenario

Failure to shade office titles on
ballot result in higher residual
vote rate in Escambia county,
Florida. The affected races
were Attorney General and
Commissioner of Agriculture.

Misused of bold-faced text on
the Franklin county ballot in
lllinois made it difficult for
voters to differentiate contests
within each type. Hence, the
residual votes were higher for
the Attorney General and the
Secretary of State races.

The 2004 presidential race in
Kansas experienced high
residual vote rate due to the
long and confusing instruction
on the ballot. For example, they
used complicated words such
as "Deface" and "wrongfully
mark" instead of "make a
mistake".

Nonpartisan voters in Los
Angeles county, California were
told to indicate their party
choice before voting in partisan
contests. Failure to do so,
votes cast for party contest will
not count.

Lincoln county, Tennessee had
a high residual vote rate
compared to the state's
residual vote rate for the 2002
Senate race. The ballots in
Lincoln did not have
instructions for voters who
wished to correct their ballots if
mistakes were made.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node  outline number
type

T 2225

T 2226

T 2227

T 2228

[e] 2229

threat action

force least-objectionable
choice

publish invalid sample
ballots

stuff ballots after closing

stuff during canvass or
recount

errors in ballot
adjudication

Description

force least-
objectionable
candidate voting

publish sample ballots
different from actual
ballots

stuff ballot box after
the polls close

inject ballot box (of
physical ballots) during
canvass or recount

Reference

VNOTA
(2009)

Norden (2008)
#13 p. 58

Jones (2005a)
#413

Epstein
(2007),
Greenmeier
(2008)

threat source

category

operational

human-
unintentional

human-
deliberate
insider

human-
deliberate
insider

human-
unintentional

scope of threat

Ballot Preparation

Ballot Preparation

Canvas, Post
Certification Audit

vulnerable
element

vulnerability

Votable Ballot lack of acceptable
candidates running

for office

3-3 Validate Ballot
Style for Ballot
Preparation Activity
Diagram

weak reviewing
process of a ballot
design

Validate Total,
Process Remote
Ballots

After the election,
during the validate
process, ballot boxes
may be placed
where they will be
found in storage
rooms, elections
officials' cars, etc.

recommended controls

system and information
integrity-9, allow for
"none-of-the above"
choices in contests

publish actual ballots that
looks the same as the
sample ballots

election law, ballot chain
of custody controls,
awareness and training,
transparent processes,
multi-person, multi-party
controls, audit and
accountability

Ballot watermarking,
ballot accounting,
registration reconciliation

planning: establish clear
and effective rules for
ballot adjudication;
personnel security:
implement personnel
sanctions; awareness
and training

threat scenario

After incumbent governor
Buddy Roemer finished 3rd in
the general election, Louisiana
voters were faced with a lesser-
of-two-evils choice between
Edwin Edwards, long dogged
by allegations of corruption,
and David Duke, the former Ku
Klux Klan leader, in the 1991
gubernatorial run-off. Without a
none-of-the-above choice,
voters could either undervote or
choose. Edwards won and
eventually went to prison for
racketeering.

The actual ballot used on the
election day in Sarasota county
looked very different from the
sample ballot. Almost all voters
saw the confusing ballot layout
for the first time when they
were in the voting booth.

Person responsible for sealing
the envelopes slips in extra
memory cards while other
PollWorkers were occupied
with other closeout activities.

1. During a recount, an
elections official places and
then "finds" a memory card in a
key-controlled storage room
and presents the card to the
canvassing board for inclusion
in the count. 2. During a
recount, a poll worker places,
and then finds, a memory card
in the trunk of their car and
presents these ballots to the
canvassing board for inclusion
in the count.
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Election Operations Assessment

node  outline number

type

T 22291
T 22292
o 2.2.2.10
T 2.2.2.10.1
T 22211
(¢] 22212

threat action

incorrectly accept
provisional ballots

incorrectly reject
provisional ballots

subvert decision criteria

selectively recount

subvert tabulation

attack tabulated results

Description

incorrectly accept
provisional ballots
enclosed in envelopes
with disqualifying
information

incorrectly reject
provisional ballots in
envelopes with fully
compliant information

subvert ballot decision
criteria

selectively recount by
county or precinct

intentionally commit
errors in tabulation
(i.e., counting)

attack results of
tabulation process

Reference

Ervin (2005),
Metropolitan
King County
Council
(2005), Jones
(2005a) #5

Ervin (2005),
Metropolitan
King County
Council
(2005), Jones
(2005a) #6

Jones (2005a)
#6

threat source
Categorx

human-
unintentional

human-
unintentional,
operational

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider,
human-
unintentional,
operational

human-
deliberate
insider

scope of threat vulnerable vulnerability
element

Canvass 3-50 Validate lack of oversight;
Precinct Results, 3- human error; lack of
51 Resolve voter being informed;
Provisional Ballots, inability of voter to
Reconcile Voter protest
Feedback

Canvass 3-50 Validate fallibility of human
Precinct Results, 3-  judgment;
51 Resolve misinterpretation of
Provisional Ballots, rules
Reconcile Voter
Feedback

Canvass, State Election law
Accumulation, Post

Certification Audit

Validate Total,
Recount

recommended controls

PollWorker training,
labeling provisional
ballots or other
distinguishing them from
other ballots, audit
provisional ballot data

training; auditing and
logging

election law, awareness
and training, transparent
processes, multi-person,
multi-party controls, audit
and accountability

election law, awareness
and training, transparent
processes, multi-person,
multi-party controls, audit
and accountability

election law, awareness
and training, transparent
processes, multi-person,
multi-party controls, audit
and accountability

security-related activity
planning, chain of
custody of results of the
tabulation process,
including access control
policies and procedures,
physical access controls,
auditing and
accountability; incident
monitoring and reporting;
making whole process
more transparent to
media and public

threat scenario

In King County, Washington in
2005, it was alleged that
election officials were counting
provisional ballots in parallel
with absentee ballots, which
could have resulted in
accepting provisional ballots for
voters who had already voted
absentee

In a 2005 Washington
governor's race, King County
election officials admitted that
348 provisional ballots had
been improperly counted
before the voters' registration
status could be determined.

An elections official or political
operative may trigger selective
recounts in order to capture
additional votes, expecting that
changes in the selected
counties will favor their
candidate.

precinct submitted twice
without warning from system
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node

-
8

T

T

outline number

222121

222122

222123

threat action

subvert reported results

falsely announce results

alter results
transmission

Description

impersonate
PollWorker reporting
preliminary precinct
results; malicious
outsider threatens the
PollWorker to disclose
false results to the
jurisdiction so as to
change the election
outcome.

falsely announce
tabulation results;
announcement of
tabulation result
ignoring actual ballots

Results will be
transmitted to county
elections department
on the election night.
There are chances
that the precinct
results might be
altered before
transmitting them to
the elections
department.

Reference

Jones(2005a)
#51

Jones (2005a)

#51

Jones(2005a)
#611

threat source
category
human- Canvass
deliberate

insider

human-
deliberate
insider

Canvass, State
Accumulation

human-
deliberate
insider

scope of threat

precinct closeout

vulnerable
element

3-49 Get Precinct
Results Flow Chart

3-48
UnofficialResults,
3-54 ReportResults

Precinct Result

vulnerability

Poll Worker
impersonation to
alter the precinct
result

dependence on key
election official(s)
with centralized
power to announce /
certify result

Attacker can alter the
transmission of
precinct results by
adding a counterfeit
ballot box, ignoring
the provisional votes
etc.

recommended controls

security-related activity
planning, chain of
custody of results of the
tabulation process,
including access control
policies and procedures,
physical access controls,
auditing and
accountability; incident
monitoring and reporting;
making whole process
more transparent to
media and public

security-related activity
planning, chain of
custody of results of the
tabulation process,
including access control
policies and procedures,
separation of duties,
physical access controls,
auditing and
accountability, such as
verifying results against
tabulated; incident
monitoring and reporting;
making whole process
more transparent to
media and public

security-related activity
planning, chain of
custody of results of the
tabulation process,
including access control
policies and procedures,
physical access controls,
auditing and
accountability; incident
monitoring and reporting;
making whole process
more transparent to
media and public

threat scenario

John is a malicious outsider.
He tries to threaten the
Pollworker who is responsible
for reporting the preliminary
precinct results to the
jurisdiction. Being threatened
by the attacker the PollWorker
announces false results by not
considering few ballots like
provisional ballots and
absentee ballots changing the
outcome of the election.

John is a PollWorker
responsible for tabulating the
votes on the election night.
This includes all kinds of votes
like the absentee ballots, early
votes, provisional ballots etc.
He can use his influence and
try to manipulate the precinct
results by ignoring the ballots
or by adding counterfeit ballots
so as to match the original
count of votes since the
precinct results will be
telephoned to the election
department by the inspector
prior to transmission.
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Election Operations Assessment

node

type

A 3

T 3.1
[¢] 3.2
T 321
T 3.2.2
T 3.2.3
T 3.24

outline number

threat action

subvert voting process

determine number of
votes to target

target polling places

by expected voting
pattern

where PollWorkers not
likely to know Voters

that exploit electoral
college rules

where PollWorkers can
be co-opted

Description

subvert polling place
voting process

select a precinct that
follows a particular
voting pattern making
it easier to carry out
the attack

target polling places
where poll workers are
not likely to know
voters

use winner-take-all
electoral college
design to tempt a
selective attack in a
tight presidential race

Reference
category

human-

deliberate,
operational

human-
deliberate

human-
deliberate

NA human-
deliberate

human-
deliberate

human-
deliberate

Campbell
(2008), p. 337

human-
deliberate

threat source

scope of threat

Voting System,
Election System

Voting System,
Election System

Voting System,
Election System

Voting

Voting System,
Election System

vulnerable
element

Voting, Voters,
Ballots, Poll
Workers, Polling
Places

Voters, Polling
Places

Poll Workers,
Polling Places

Polling Place

Poll Workers,
Authenticate Voter,
3-9,3-10

Voting System,
Election System

vulnerability

susceptibility of
voters to being
bribed or intimidated;
lack of polling place
security, availability
of information to aid
attack strategy

availability of
information to aid
attack strategy

availability of
information to aid
afttack strategy

Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows

Poll Workers do not
know voters

availability of polling
data enables careful
calculation of the
number of votes
needed to win, which
can be leveraged by
the winner-take-all
electoral design

recommended controls

planning, risk
assessment, awareness
and training, incident
response, media
protection policy and
procedures, physical and
environmental protection,
personnel security,
system and information
integrity, access control,
audit and accountability,
identification and
authentication, system
and communications
protection

risk assessment, incident
response, personnel
security

risk assessment, incident
response, personnel
security

personnel security,
including Position
Categorization and
Personnel Sanctions

risk assessment, incident
response

recommend that states
award electoral votes in
proportion to popular
vote

risk assessment, incident
response

threat scenario

a candidate's confederate goes
to the polls with voters willing to
sell their vote; and they vote
together after legally obtaining
their VotableBallots

John is a poll worker. He
selects a precinct of his choice
to work on election day. He
makes the selection based on
the voting pattern the precinct
follows. Doing so he can carry
out the attacks he can on that
particular voting pattern with
ease. For example, if he is
good at injecting malware into
the systems with ease, he
would select a precinct that
uses internet voting pattern.

Several tight presidential
elections (1844, 1876, 1884,
1888, 1960, and 2000) could
have been turned by fraud in a
few selected areas (Campbell
2008, p. 337)
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Election Operations Assessment

node  outline number
type

T 3.25

T 3.2.6

T 3.27

(0] 3.3

A 3.3.1

T 3.3.11

threat action

with lax enforcement of
procedures

staff polling place with
attackers

allow rotation of
PollWorker roles

form attack team

use cell captains to
execute deniable
impersonation attack

recruit cell captains

Description

voter manipulation-
allowing ineligible
individuals to vote by
staffing polling places
with attackers

a single person
PollWorker attacks are
more likely when
different duties are
handled by the same
person

recruit sufficient
impersonating
attackers

use cell captains to
execute deniable
impersonation attack

recruit cell captains

Reference threat source

category

human-
deliberate

Jones(2005a) human-
#31 deliberate

human-
deliberate

human-
deliberate

Jones (2005a) human-
#31 deliberate

human-
deliberate

scope of threat

voting system

Voting

Election System

Voting System

people being
recruited

vulnerable
element

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram

3-9 Elections
Official / Poll
Worker for Voter
Check In Activity
Diagram

potential recruits,
Eligible Voters

Authenticate Voter,
3-9, 3-10

vulnerability

attacker access to
polling place and
fraudulent Checkin
enabled

poor election laws /
policies / guidelines

availability and
willingness of
recruits

political influence /
power of political
leaders or election
officials

corruptibility or
vulnerability of
political loyalists of
political leader

recommended controls threat scenario

risk assessment, incident
response

improve the
administration of voting
on the election day

John is a poll worker having
access to the poll books and he
can verify the voter
authentication. He can take
advantage of this situation by
allowing ineligible voters whose
entry is not present in the poll
book to vote by providing the
votable ballots.

AC-5 separation of
duties

John, a poll worker colludes
with the election-official to
subvert separation of duties.
He handles the poll book and
issues ballots to certain voters

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
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node  outline number
type

T 3.3.1.2

T 3.3.1.3

T 3.3.14

T 3.3.15

T 332

threat action

motivate cell captains

educate cell captains

provide rewards for cell

captains to distribute

recruit attackers

recruit attackers among
LegalVoters

Description

educate and motivate
cell captains in
deniable ways

educate captains in
deniable ways

provide cell captains
with rewards to
distribute

cell captains recruit
more attackers

subvertible voters are
gathered to increase
the impact of a voting
attack

Reference

threat source
Categorx

human-
deliberate

human-
deliberate

human-
deliberate

Jones (2005a) human-
#311 deliberate

human-
deliberate

Jones (2005b)

vulnerable
element

scope of threat

people being
recruited

people being
recruited

people being
recruited

Voters

Voting System

vulnerability

insulation of lead
attacker from
discovery

insulation of lead
attacker from
discovery

insulation of lead
attacker from
discovery

corruptibility of
potential
impersonators;
resources of
attackers

susceptibility of
voters to being
bribed or intimidated

recommended controls

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

threat scenario
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threat action

recruit brokers

commit vote fraud attack

perform impersonation
attack

develop target voters list

create fraudulent voter
registrations

register as an
housemate

register as a dead
person

Description

recruit brokers to buy
voters; attacker
recruits loyal followers,
giving them cash bills
to buy votes on behalf
of attacker's choices

perform voter
impersonation attack

recruit registers
impersonators as
housemates /
roommates

register as a deceased
or incapacitated
person

Threat Trees and Matrices and Threat Instance Risk Analyzer

Reference

Campbell
(2006) pp.
278, 282, 337

LTM-USA
Delivery 0la

Jones(2005a)
#1

Jones(2005a)
#11, 12

Jones(2005a)
#12

threat source

category

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat vulnerable
element
Voting System, Eligible Voter,

Election System Signed In Voter

Voting System,
Election System

Voting, Voters,
Ballots, Poll
Workers, Polling
Places

Voting System

1,3-2
Election System
Voting System people being
recruited

Voting System, 3-

vulnerability

attacker's power to
acquire significant
resources

susceptibility of
voters to being
bribed or intimidated;
lack of polling place
security, availability
of information to aid
attack strategy

accessibility of lists
of voters not likely to
vote; soft voter
authentication
process; Poll
Workers don't know
voters; willingness of
Poll Workers to
engage in fraud

corruptibility or
vulnerability of
recruits

Election Operations Assessment

recommended controls

expand campaign
finance reform to cover
wholesale vote-buying;
prosecute voting
conspiracies, including
vote haulers and voters;
maintain ballot secrecy

chain of custody controls
on ballots, polling place
security, multi-party
observers

media protection policy
and procedures,
personnel security,
access control, audit and
accountability,
identification and
authentication

strengthen the controls in
the ElectionSystem

strengthen the controls in
the ElectionSystem

strengthen the controls in
the ElectionSystem

threat scenario

A Dodge County, GA, county
commissioner used $15,000 in
$20 bills, giving $4,000 to one
vote "hauler” to buy votes at the
$20 going rate; one county
commissioner forced his road
department employees to work
on the campaign or else lose
their jobs (Campbell 2008, p.
282)

Tom is a party worker who has
contacts with ElectionOfficial.
Getting EligibleVoters' personal
information is an easy task for
Tom. He can even prepare a
list of EligibleVoters who are
unlikely to vote this time
through his contacts. After
preparing a list, he then
prepares fake Id's and bribes a
group of loyal followers to
impersonate the voters on his
list. He sends impersonators to
the polling places where
PollWorkers are not likely to
recognize them.

A party worker may hire non
voters from different state,
prepare fake IDs and register
them as housemates of
LegalVoters and ask them to
vote for his/her party candidate.
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Election Operations Assessment

node  outline number
type

T 3.4.1.1.1.3

T 3.4.1.1.14

T 3.4.1.1.2

[e] 3.4.1.2

A 34121

T 3.4.1.21.1

T 3.4.1.21.2

T 3.4.1.21.3

threat action

register an ineligible
person

register as a fictitious
person

create target list of
LegalVoters to
impersonate

execute impersonated
voting

with fraudulent
registrations

assign impersonator to
voter

go to target voter's
polling place

check in as the
impersonated voter

Description

register as an
unregistered but
ineligible person (e.g.,
non-citizens, felons)

use a fake Id to
register as a fictitious
voter

make lists of voters
very unlikely to vote
this election or likely to
vote late in the day

supply attackers with
information about
unlikely voter (e.g.,
name and gender)

impersonator goes to
polling place of target
voter

attacker has friends
vote for the fake
housemates

Reference threat source
category
Jones(2005a) human-
#1 deliberate
Jones(2005a) human-
#11,12 deliberate
human-
deliberate
human-
deliberate
human-
deliberate
human-
deliberate
Jones(2005a) human-
#311 deliberate
Jones(2005a) human-
#311 deliberate

scope of threat

Voting System

Voting System

Voting System

vulnerable
element

Authenticate Voter,
3-9, 3-10

voter registration
databases

Poll Workers,
Authenticate Voter,
3-9, 3-10

voters

Poll Workers,
Authenticate Voter,
3-9, 3-10

vulnerability

soft verification
process

access to voter lists
and ability to
determine voters not
likely to vote

Poll Workers fooled
by unknown attacker
with valid voter
information

susceptibility of
insiders to bribery
and corruption

Poll Workers fooled
by unknown attacker
with valid voter
information

recommended controls

strengthen the controls in
the ElectionSystem

Verification process
should be improved;
make use of machine
that can differentiate
between fake and
original Id's

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

physical and
environmental protection,
audit and accountability,
identification and
authentication

physical and
environmental protection,
audit and accountability,
identification and
authentication

physical and
environmental protection,
including patrolling
polling places, looking for
suspicious activity

Verification process
should be improved;
make use of machine
that can differentiate
between fake and
original Id's

threat scenario

Election participation records
by voter are available. Attacker
parses data to detect voting
patterns and prepares a list of
EligibleVoters who are unlikely
to vote this time through his
contacts.
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to vote may be
prepared and people
may be recruited to

corrupt Poll Worker

remove duplicate names,
people who have moved,
died, or are otherwise

node  outline number threat action Description Reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario
type category element
T 341214 vote in place of voter impersonate and vote Jones (2005a) human- Voting System Authenticate Voter, access to lists of require Credentials at

in the place of an #311 deliberate 3-9, 3-10 voters not likely to polling places; conduct

EligibleVoter; a list of vote; Poll Workers precise and careful

voters who are unlikely don't know voters; purges on voter lists to

vote for that person. A ineligible.
polling place where a

PollWorkers are not

likely to know voters

may be targeted.

T 341215 supply rewards cell captain provides human- voters susceptibility of personnel security,

all required rewards deliberate insiders to bribery including strong laws

out of own pocket and corruption against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers, physical
and environmental
protection, limiting
access to polling place
and providing polling
place patrols

A 3.4.1.22 with list of LegalVoters Jones (2005a) human- Voting System 3-12 Check Poll unsecured poll book; limited/no access to the John as a poll worker has the
#311 deliberate Book for corrupt official who ballot boxes to the responsibility of recording the
insider Authenticate Voter coerces other poll PollWorkers after the voters in the poll book. He uses
Jones (2005a) Activity Diagram workers polls close his position and influence, and
#312 fills the polling place with
Wvvotes.com improve administration of attackers letting them vote for
(2008) the PollWorkers on the no-show voters.
election day

(@] 341221 create fraudulent human- personnel security, multi-
Checkins deliberate person, multi-party
insider controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

T 3412211 allow impersonators to allow impersonators to human-
CheckIn fraudulently CheckIn deliberate

for LegalVoters insider
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tamper with poll book

mark VotableBallot

commit MarkedBallot

buy or coerce vote

Description

tamper with poll book

to reduce the risk of

detection either during

the day or after the
polls close

mark VotableBallot

commit MarkedBallot

motivate voters to
either (a) stay away
from polls or (b) vote
in compliance with
attacker demands

motivate voter with
bribes or threats

Threat Trees and Matrices and Threat Instance Risk Analyzer

Reference

Dekel (2004),
Fund (2004),
Jones(2005a)
#21

threat source
Categorx

scope of threat
element

human- Voting System
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human- Voting System,
deliberate Election System
outsider

human- Voting
deliberate

vulnerable

Poll book

Eligible Voter

Eligible Voter

vulnerability

unsecured poll book;

lack of supervision

susceptibility of
voters to buying and
coercion; breach of
voter privacy; ability
to attribute vote

human susceptibility
to being bribed or
coerced

Election Operations Assessment

recommended controls

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

maintain voter privacy;
limit access to polling
place

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers, physical
and environmental
protection, limiting
access to polling place
and providing polling
place patrols

threat scenario

a PollWorker casts fraudulent
votes on the way to or from the
poll to a curbside voting event

a candidate's confederate goes
to the polls with voters willing to
sell their vote; and they vote
together after legally obtaining
their VotableBallots

"Republicans have at times
been guilty of intimidation
tactics designed to discourage
voting. In the 1980s, the
Republican National Committee
hired off-duty policemen to
monitor polling places in New
Jersey and Louisiana in the
neighborhoods of minority
voters, until the outcry forced
them to sign a consent decree
forswearing all such 'ballot
security' programs in the
future." (Fund 2004)
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Election Operations Assessment

node

° ok
(]

T

T

outline number

34211

342111

342112

threat action

pay

pay

promise to pay

Description

make a direct payment
to voters using cash or
some other desirable
exchange

make a direct payment
to voters using cash or
some other desirable
exchange

promise payment later
or promise payment
based on subsequent
verifiability of voter's
carry out attacker's
voting demands

Reference

Fund (2004),
Dekel (2004),
Campbell
(2006) pp.
144, 282,
Estep (2009),
Campbell
(2006) pp.
278, 283

Fund (2004),
Dekel (2004),
Campbell
(2006) pp.
144, 282,
Estep (2009),
Campbell
(2006) pp.
278, 283

Jones(2005a)
#311

threat source
Categorx

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

Voting

Voting

Voting

vulnerable
element

Eligible Voter

Eligible Voter

Eligible Voter

vulnerability

human susceptibility
to being bribed

human susceptibility
to being bribed

susceptibility of
voters to bribery

recommended controls

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers, maintain
ballot secrecy

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers, maintain
ballot secrecy

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers

threat scenario

I had no choice. | was hungry
that day,’ Thomas Felder told
the Miami Herald in explaining
why he illegally voted in a
mayoral election. 'You wanted
the money; you were told who
to vote for."(Fund 2004) In
1910, the price of a vote was "a
drink of whiskey" (Campbell
2006, p. 144); in 2002, two
Clay County, KY, election
officers allegedly used the
prescription painkiller
OxyContin to buy votes (Estep
2009) In a 1987 Kentucky race,
the price for a vote reached
$200, while in 1996 Dodge
County, Georgia, the going rate
was $20 per vote (Campbell
2008)

‘| had no choice. | was hungry
that day," a voter told the Miami
Herald 'You wanted the money,
you were told who to vote
for.'(Fund 2004) In 1910, the
price of a vote was "a drink of
whiskey" (Campbell 2006, p.
144); in 2002, two Clay County,
KY, election officers allegedly
used OxyContin to buy votes
(Estep 2009) In a 1987
Kentucky race, the price for a
vote reached $200, while in
1996 Dodge County, Georgia,
the going rate was $20 per vote
(Campbell 2008)
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Election Operations Assessment

node outline number threat action

type

(0] 34212 coerce

T 342121 promise to punish

T 342122 punish and promise
more

T 342123 punish and promise
repair

o 3.4.2.2 direct voters

Description

coerce the voter to
vote for the attacker's
candidate(s)

promise some form of
punishment in order to
coerce voter

provide a real
punishment, and then
promise more
punishment of not
compliant

provide a real
punishment, and then
promise a repair of
punishment

Reference threat source scope of threat vulnerable vulnerability
category element
human- Voting Eligible Voter human susceptibility
deliberate to being coerced
Van Acker human- Voting Eligible Voter susceptibility of
deliberate voters to intimidation;
lack of voter privacy
human- Voting Eligible Voter
deliberate
human- Voting Eligible Voter
deliberate
Jones (2005a) human- Voting Eligible Voter corrupt Poll Worker
#32, deliberate or voter who can

Jones(2005b) easily be intimidated;
Poll Workers and poll
observers unable to
detect concealed

ballots

recommended controls

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
Pollworkers

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollWorkers

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollwWorkers

Ballot Distribution

Security; Mark absentee

ballots distinctly to
distinguish them from
ballots voted; Prevent
Ballot Counterfeiting;
Serial Number Ballots

threat scenario

Off-duty policemen were hired
to monitor polling places in
New Jersey and Louisiana in
the neighborhoods of minority
voters; a consent decree
forswearing all such 'ballot
security' programs in the future
was signed. (Fund 2004)

An incumbent candidate
seeking reelection sends a
loyal confederate to the polls
accompanying the incumbents'
employees, who are coerced to
vote for the incumbent, once
they receive their votable
ballots
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Election Operations Assessment

node

type

T 34221
T 3.4.2.22
(0] 3.4.23
T 34231
T 3.4.232
T 3.42.33

outline number

threat action

to make specific votes

to not make specific
votes

verify bought vote

by self-recorded casting

with phony voter
assistant

using write-ins as code

Description

direct voter to make
specific votes
according to attacker's
demands

direct voter to not
make specific votes
according to attacker's
demands

assess voter
compliance with
direction

use a secret camera to
self-record voter's
ballot casting

assist voter at precinct
to verify bought vote;
voter requests
assistance in order to
earn reward from
assistant

write in a candidate
name that provides
voter attribution

Reference

Jones (2005a)
#32,
Jones(2005b)

Jones (2005a)
#32,
Jones(2005b)

Dekel (2004)

Jones (2005a)
#333

threat source

category

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

Voting

Voting

Voting

Voting

Voting

Voting

vulnerable
element

Eligible Voter

Eligible Voter

Voter

Eligible Voter,
Signed In Voter

3-12 SignPollBook,
3-48 Validate
Precinct Results

Votable Ballot

vulnerability

corrupt Poll Worker
or voter who can
easily be intimidated;
Poll Workers and poll
observers unable to
detect concealed
ballots

corrupt Poll Worker
or voter who can
easily be intimidated;
Poll Workers and poll
observers unable to
detect concealed
ballots

inability to prevent
voter attribution

secret ballot

failure to
authenticate voter's
assistant; failure to
detect unusual
patterns of
assistance (same
assistant, higher
than normal
assistance)

ability of voter to take
advantage of free-
form entry in write-in

recommended controls

Ballot Distribution

Security; Mark absentee

ballots distinctly to
distinguish them from
ballots voted; Prevent
Ballot Counterfeiting;
Serial Number Ballots

Ballot Distribution

Security; Mark absentee

ballots distinctly to
distinguish them from
ballots voted; Prevent
Ballot Counterfeiting;
Serial Number Ballots

prevent voter attribution

with ballot secrecy,
preventing stray marks,
and making sure that
voter assistance is
legitimately needed

Tighten the security of
voting system

audit and accountability
audit precinct results and
investigate any unusual
voting patterns, such as

a high percentage of
voter assistance or
repeated assistance by
the same assistant;
prevent by asking voter
for reason assistance
needed

investigate unusual
patterns of write-ins

threat scenario

A political party worker may
intimidate EligibleVoters or
bribe them to commit a pre
MarkedBallot and hand over
the unmarked VotableBallot to
him. Then this empty
VotableBallot is marked by this
worker and given to another
EligibleVoter who has been
bribed or intimidated and the
process is repeated.

A political party worker may
intimidate EligibleVoters or
bribe them to commit a pre
MarkedBallot and hand over
the unmarked VotableBallot to
him. Then this empty
VotableBallot is marked by this
worker and given to another
EligibleVoter who has been
bribed or intimidated and the
process is repeated.

to ascertain that a bribed voter
goes along with the vote fraud,
attacker attempts to verify that
voter voted for attacker's
choices

Voter manages to capture
video of his ballot casting,
produces it to the attacker as
evidence.

A man wearing dark glasses
and appearing to be sight-
impaired shows up with an
assistant to help him vote.
Following the procedures for
check-in, the voter and the
assistant obtain a
VotableBallot, which is then
marked and committed with the
full knowledge and help of the
assistant, who provides a cash
payoff afterwards.

voter votes for attacker
candidates and then votes for a
write-in candidate by writing in
a predetermined code word
intended for an inside
confederate to see and verify
the bought vote
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Election Operations Assessment

node  outline number
type

T 3.42.34

T 3.42.35

T 3.42.36

T 3.4.2.4

(0] 3.4.3

T 3431

threat action

by capturing electronic

emanations

by headphone
eavesdropping

by mapping votes to
voters

supply rewards or
punishment

vote more than once

vote using more than
one method

Description

eavesdropping on
voter's vote using
electronic emanations

eavesdropping
headphone output

record the voter
sequence and read
the corresponding
VVPAT records

provide promised
rewards or

punishments based on

voter compliance

a LegalVoter votes

more than once; ballot

box stuffing by the
voter

vote early and regular,

or absentee and
provisional as a form
of ballot box stuffing

Reference

Fishcher
(2003),
Review Panel

Wallach
(Review
Panel)

Jones (2005a)
#41, TIRA
panel

threat source
Categorx

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

Voting

Voting

Voting

Voting

Voting

Voting

vulnerable
element

Voting Machine

Secret Ballot

Voting

3-33 Authenticate
Voter (remote), 3-
31 Voter List, Voter
Information,
Authenticate Voter,
Authentication
Rules, Jurisdiction

vulnerability

Lack of use of recent
technology to stop
electronic emanation
from being
compromised

inability of voting
system to capture
duplicate votes by a
voter

inability to or failure
to cross-check poll
books for different
voting methods
within a single place
(jurisdiction)

recommended controls

use of latest technology
for protecting of
exploitation of
electromagnetic
emanation,AC18-
Wireless Access
Restrictions,SC14-Public
Access Protections

polling place security; not
allowing electronic
devices that could be
eavesdropping into the
polling place

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
PollwWorkers

personnel security,
including sanctions
against violators

system and information
integrity, identification
and authentication

system and information
integrity-improve integrity
of voter lists,
identification and
authentication-
authenticate voters

threat scenario

John is a malicious outsider.
He bribes or intimidates the
voters on the election day to
cast them to member of his
choice. John makes use of
compromising electronic
emanations from voting
machines to reproduce DRE
screens in a vehicle near the
polling place. He intimidates or
corrupts the voters to make
certain combinations of
selections and changes to
enable perpetrator to identify
which voter is using which
machine to keep track of the
votes cast by them.

Voters are instructed to use a
specific voting booth. The
sequence of voters is recorded
for that voting booth. The
VVPAT record is examined
using the voter sequence to
read the votes.

a voter casts an absentee
ballot but then votes again at
the polling place on election
day
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8

threat action

vote in more than one
place

engineer multiple
access keys

create bogus
authorization codes

program the smart card
to ignore the
deactivation command
of the system

stuff ballot box using
fraudulent smart cards

Threat Trees and Matrices and Threat Instance Risk Analyzer

Description

vote in two
neighboring states or
multiple precincts with
registrations in more
than one place

Voter guesses
authentication code
(perhaps 4 digit code)
and votes multiple
times

Voter will simulate a
smart card using his
technical skills and
use it for casting the
vote

voter manipulation-
voter can create a
valid smart card that
matches the DREs
requirements, he
might be able to cast
multiple votes

threat source

category

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

vulnerable
element

3-31 Voter List,
Voter Information,
Authenticate Voter,
AuthenticationRule
s, Jurisdiction

3-14 One voter

Smartcard

Voting Activity

vulnerability

inability to or failure
to cross-check voter
lists across multiple
jurisdictions

Authorization codes
could be easily
guessable

lack of cryptography,
lack of authentication
of the card by the
machine

Duplicate the
smartcards

Election Operations Assessment

recommended controls

system and information
integrity-improve integrity
of voter lists,
identification and
authentication-
authenticate voters

Use sufficiently large and
random authorization
codes

SC12-Cryptographic key
establishment and
management,SC13-Use
of Cryptography

PE6-Monitoring Physical
Access

threat scenario

a husband and wife who move
from Pensacola, FL to Mobile,
AL prior to a federal election
registers and votes in Alabama,
then drives to Pensacola on
same election day, voting in the
precinct for their former
address

John is a voter. He is good at
programming. He uses his
technical skills to prepare a
smart card by himself and
programs it in such a way that
the machine he uses to vote
doesn’t deactivate the smart
card after voting. This way he
uses his card repeatedly
casting multiple votes.

With the knowledge of hard
coded key used with voter
cards, it is possible to forge
valid voter cards. Also,
between the time a voter's
voter card is activated by the
poll worker and used, it can be
duplicated and used multiple
times, without any knowledge
of the hard coded key. Smart
card duplication equipment can
be hidden easily on a voter's
person.
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node  outline number

° ok
(]

threat action

experience technical
failure

experience operational
error

by miscalibrating
equipment

Description

experience a
unintentional technical
failure

experience or commit
voting equipment
operational errors

calibration failures or
errors

Reference threat source

category

vulnerable
element

scope of threat vulnerability

technical

technical

technical

Election Operations Assessment

recommended controls

certification,
accreditation, and
security assessments,
planning, system and
services acquisition,
awareness and training,
configuration
management,
contingency planning,
incident response,
maintenance, media
protection policy and
procedures, physical and
environmental protection,
personnel security,
system and information
integrity, system and
communications
protection

system and services
acquisition, system and
information integrity,
maintenance, awareness
and training, physical
and environmental
protection, contingency
planning

system and services
acquisition, system and
information integrity,

threat scenario

A PollWorker can

surreptitiously re-calibrate the

screen in a way that allows

maintenance, awareness
and training, physical
and environmental
protection, contingency
planning, testing (as part
of polling place opening
and periodically while

most input to behave normally
but that denies access to
specific regions or a terminal
can be maliciously re-calibrated
to prevent voting for certain
candidates or to cause voter
input for one candidate to be

due to foreign
substances

through erroneous
settings

by mismatching precinct
and actual

paper feed mis-
calibration, foreign
objects, dust/dirt/grit

erroneous date/time
settings, precinct ID
setting, other election
specific settings

mis-match of device's
programmed precinct
and actual precinct

technical

technical

technical

polls are open)

maintenance

DM, system and
information integrity,
awareness and training

system and information
integrity

recorded for another
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Election Operations Assessment

node outline number threat action

type

T 415 in software from bad
data

T 4.16 causing hardware failure

T 417 causing device failure

T 4.1.8 due to manufacturer
error

[¢] 4.2 experience undetected
tabulation errors

T 4.2.1 in straight-party vote
tabulation

T 4.2.2 due to improper
tabulation technique

T 423 due to software error

Description

software errors from
incorrect data in
removable media, due
to flaws in ballot
creation software

hardware errors, both
spontaneous or
induced, such as liquid
spills, static charge to
memory units

device operator error,
including incorrect
cabling, or bring-up in
test mode

manufacturing error
causes device not to
conform with technical
specifications

experience un-
detected tabulation
errors

due to use of incorrect
rules for straight-party
vote interpretation

due to use of incorrect
selection of tabulation
algorithm

due to software error
including data loss, or
incorrect tabulation
algorithms

Reference

threat source
Categorx

vulnerable
element

scope of threat

technical

technical

technical

technical

human-
unintentional,
technical,
operational

human-
unintentional

human-
unintentional

technical

vulnerability

possibility that late
testing will not
detect, because
actual vs. expected
counts will match
because both
assume erroneous
algorithm is the
correct one

possibility that late
testing will not
detect, because
actual vs. expected
counts will match
because both
assume erroneous
algorithm is the
correct one

recommended controls

system and services
acquisition, system and
information integrity

physical and
environmental protection,
contingency planning

awareness and training

system and services
acquisition, system and
information integrity:
testing at the state or
county level

system and information
integrity, system and
services acquisition,
configuration
management, awareness
and training

logic and accuracy tests
that include straight-party
voting tests that test
actual vs. expected
counts

system and information
integrity, including expert
review of algorithm
selection decision

system and information
integrity, including expert
review of algorithm
selection decision; data
backups or other
redundancies

threat scenario

during the tabulation of results,
the incorrect instant run-off
voting algorithm is selected
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Election Operations Assessment

node outline number threat action

type

T 4.2.4 from mistakes by ballot
designer

T 4.25 due to flawed ballot
creation software

T 4.2.6 by omitting tallies from
totals

T 427 by adding tallies multiple
times

[e] 4.3 experience errors in
ballot preparation

T 431 encode incorrect contest
counting rule

T 4.3.2 supply erroneous ballot

definition data

Description Reference

due to operator error
in ballot creation
software (e.g.,
selection of contest
counting rules;
choosing to vote for no
more than 4 votes
when the real rule is
no more than three)

due to flaws in ballot
creation software

due to human error in
omitting some tallies
from vote total

due to human error in
including some tallies
from vote total multiple
times

experience software
errors, or commit
operational errors, in
software that prepares
ballots, device
"programming”, ballot
definition files, and
other election-specific
software or data
artifacts

encoding an incorrect
contest counting rule

incorrect encoding of
other ballot definition
file data that

influences tabulation

threat source scope of threat vulnerable
category element
human-

unintentional

technical

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

vulnerability

poor testing
procedures, making
last-minute changes
to ballots and not re-
testing; poorly
trained workers

recommended controls

system and information
integrity, including
verifying correct rules
chosen, and then testing
the application of rule on
test ballot sets

system and services
acquisition controls that
hold vendors
accountable for testing

multi-person controls to
verify correctness of
human decisions

multi-person controls to
verify correctness of
human decisions

careful planning of tests
at all levels; system and
services acquisition
controls; system and
information integrity
controls, including logic
and accuracy testing;
configuration
management, including
tracking and
documentation of
changes, particularly
after testing; regression
testing; and awareness
and training of election
officials and PollWorkers
in ballot creation, testing
procedures, and the use
of equipment

logic and accuracy tests
designed to detect
contest counting flaws

logic and accuracy
testing

threat scenario
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Election Operations Assessment

node  outline number
type

T 433

T 434

0] 5

[e] 5.1

T 5.1.1

T 5.1.2

T 5.1.3

threat action

supply erroneous voting
equipment data

misconfigure ballot by
operator

attack audit

attack election evidence

destroy ElectionArtifacts

mishandle
ElectionArtifacts

add new fraudulent
evidence

Description

incorrect encoding of
other election
equipment data that
can cause technical
malfunction

operator error making
incorrect choices
among configuration
alternatives, e.g. vote-
counting algorithms,
setting to notify voters
of undervotes, etc.

render routine
statistical audit
ineffective

election evidence
includes
ElectionArtifacts, such
as ballots,
BallotPreparation data
and artifacts, relevant
PollBooks,
PhysicalVoteRecords,
PollWorker logs,
VotingMachine audit
logs, voter feedback,
VotingMachines
themselves, etc.

physically destroy
ElectionArtifacts,
including electronic
artifacts or electronic
media, ballot
destruction, VVPAT

swap, replace, hide,
mislay, or mislabel
ElectionArtifacts
containing election
evidence

Reference threat source  scope of threat vulnerable
category element
human-
unintentional
human-
unintentional

LTM-USA human- Voting System Election Artifacts

Delivery 0la deliberate
human- Voting System Election Artifacts
deliberate

Jones(2005) human- Voting System 3-43 (Deliver To

#6, deliberate Jurisdiction)

Norden(2006)

#9
human-
deliberate

Jones(2005) human- results of the 3-2 (Votable

#421 deliberate tabulation process Ballots)

vulnerability

no separation of
duties; control by
election officials over
audit procedures,
access to Election
Artifacts

access to
uncontrolled,
accessible Election
Artifacts

poor security during
Election Artifacts
delivery

Real Votable Ballots
has limited physical
security

recommended controls

comprehensive testing

comprehensive testing

media protection policy
and procedures, physical
and environmental
protection, personnel
security, system and
information integrity,
access control, audit and
accountability,
identification and
authentication

establish a chain of
custody for all
ElectionArtifacts used in
audits; include
separation of duties,
access policies, audit
logs, personnel policies,
and media protections

Implement chain of
custody and strong
physical security during
delivery

implementation chain of
custody on
ElectionArtifacts
including media
protection policies

threat scenario

An ElectionOfficial with the help
of some auditors complete
random selection first, then
subvert the tabulation server so
fraud is only committed against
unaudited ElectionArtifacts.
Then proceed to publish the
election results.

An ElectionOfficial destroys
Paper Tape or
RemovableMedia during
delivery of the ElectionArtifacts
to the central location.

John, a newly hired poll worker,
is responsible for labeling
batches of audit data.
Unfortunately, he mislabeled
one of the batches due to his
inexperience.
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Election Operations Assessment

=}
i=3
o
D

° ok
(]

outline number

514

5141

51411

51412

51413

51414

threat action

modify ElectionArtifacts

modify deliberately

replace paper tape with
fraud

rewrite data on
RemovableMedia

maodify poll books for
audit

modify logbooks and log
data used in audit

Description

modify poll books for
audit; modify logbooks
and log data used in
audit

deliberately modify
physical evidence

results manipulation -
change real Paper
Tape with fraudulent
Paper Tape

rewrite data on
RemovableMedia

poll worker or election-
official changes poll
books to avoid fraud
detection

poll worker or election-
official changes
logbooks and log data
to avoid fraud
detection

Reference
category

human-
deliberate

human-
deliberate

human-
deliberate

Jones (2005)
#612 #62

Jones (2005) human-
#6 deliberate

human-
deliberate

human-
deliberate

threat source

scope of threat

Voting, Precinct
Closeout

results of the
tabulation process

results of the
tabulation process

Voting, Precinct
Closeout

Precinct Closeout

vulnerable
element

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram, 3-
43 Poll Worker
Logs for Precinct
Closeout Data
Flow Diagram

3-45 (Paper Tape
of Machine Totals
Printed),
(Removable
memory card total
generated), (Paper
Tape totals of
machine count
reconciled to
removable memory
card total)

3-45 (Precinct
Data)

3-12 Check Poll
Book for
Authenticate Voter
Activity Diagram, 3-
43 Poll Worker
Logs for Precinct
Closeout Data
Flow Diagram

3-43 Poll Worker
Logs for Precinct
Closeout Data
Flow Diagram

vulnerability

lack of management
oversight over Poll
Worker, election-
official, auditor

lack of management
oversight over Poll
Worker and
Observers

poor security during
election artifacts
delivery

lack of management
oversight over Poll
Worker, election-
official, auditor

lack of management
oversight over Poll
Worker, election-
official, auditor

recommended controls

audit monitoring,
analysis, and reporting

implement strong
physical security and
chain of custody on
ElectionArtifacts,
including tamper
resistant and tamper
evident seals

implement strong
physical security and
chain of custody; report
the MachineCount and
check the number of
AcceptedBallots against
the number of registered
voters; conduct thorough
background checks on
PollWorkers,
ElectionOfficials, and
Observers

implement chain of
custody and strong
physical security during
delivery

AU-6 audit monitoring,
analysis, and reporting

AU-6 audit monitoring,
analysis, and reporting

threat scenario

John, a corrupted poll worker,
has access to the poll book and
authority to authenticate a
voter. John alters the poll
books so the number of eligible
voters matches the number of
CommittedBallots which
includes fraud ballots.

This attack assumes at least
three participants in this attack.
PollWorker A rewrites data on
the memory card while
Pollworker B replaces the
Paper Tape with fraudulent
tape to cover the tracks of the
attack on the RemovableMedia.
The Observer(s) are in cahoots
with the corrupted PollWorkers
in order to successfully execute
the attack with little or no
suspicion. Note: Machine
Totals reflect the total on the
memory card after the attack is
performed.

A corrupted ElectionOfficial or
an Outsider steals or destroys
Paper Tape RemovableMedia
during delivery of the
ElectionArtifacts to the central
location.

John, a corrupted poll worker,
has access to the poll book and
authority to authenticate a
voter. John alters the poll
books so the number of eligible
voters matches the number of
CommittedBallots which
includes fraud ballots.

Jane, a corrupted election-
official, has access to loghooks
and log data. She alters the
content in the logbooks and log
data so auditors would not be
able to detect any fraud.
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Election Operations Assessment

node  outline number

type

T 5.14.2
T 5143
T 51.4.4
T 5.1.45
T 5.1.4.6
(¢] 5.2

T 521

threat action

modify unintentionally

modify deliberately by
computer

modify unintentionally
by computer

modify via malware
attack

modify via malware at
artifact creation

improperly select audit
samples

select audit units before
election

Description Reference

unintentionally
damage physical or
electronic evidence

use a computer to Jones(2005)
modify electronic #611
evidence; implement

attack code or

misconfiguration at

voting terminal, and

replace real

CommittedBallots with

fraudulent

CommittedBallots

unintentionally modify
evidence via computer
operator error

modify electronic
evidence using a
computer infected with
malware, and/or
vulnerable to network-
based attacks

modify electronic
evidence at point of
creation using infected
voting equipment

use improper methods
of selecting the scope
of audit

audit manipulation - Jones(2005)
select audited items #612
dishonestly

threat source scope of threat vulnerable

category element

human-

deliberate

human- Voting System 3-1 (Voting)

deliberate 3-43 (Deliver To
Jurisdiction)

human-

unintentional

human-
deliberate

human-
deliberate

human- Election Audit Election Audit

deliberate

results of the
tabulation process

human-
deliberate

3-48 (Validate
Precinct Results)

vulnerability

lack of management
oversight over Poll
Workers during
transit and limited
physical security on
Committed Ballots
and voting machine

difficulty in discovery

lack of basic audit in
effect

recommended controls

physical and
environmental protection;
personnel security,
including sanctions
against policy violators,
awareness and training

add more security
features to the real
CommittedBallots and
implement chain of
custody and strong
physical security on
voting terminal and
CommittedBallots

personnel security,
system and information
integrity, awareness and
training

personnel security,
access control, audit and
accountability,
identification and
authentication, system
and communications
protection

personnel security,
access control, audit and
accountability,
identification and
authentication, system
and communications
protection

implement a more
transparent and publicly
observable random
selection process, with
clear written procedures
or guidelines

implement a more
transparent and publicly
observable random
selection process, with
clear written procedures
or guidelines

threat scenario

This attack assumes at least
two corrupted PollWorkers.
PollWorker A injects malware
into the voting terminal just
before the election. After the
election is over, PollWorker B
replaces real CommittedBallots
with fraudulent
CommittedBallots.
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Election Operations Assessment

node  outline number

type

T 522
T 523
T 524
(¢} 53
T 53.1
T 53.2
T 533

threat action

select non-randomly

use subverted selection
method

ignore proper selections

use poor audit process

misguide auditors

audit insufficient sample

exploit variation in batch
sizes

Description

use non-random
selection methods

use selection methods
subject to outside
influence (e.g.,
malware infected or
attacked via network
connection)

ignore randomly
sampled audit units
and audit something
else

use poor auditing
processes and
procedures

give improper
instructions to Auditors
to render audit
ineffective, and avoid
detecting subverted
VotingMachines

audit manipulation -
audit insufficient of
sample to avoid
tampered audit unit
detected

audit manipulation -
random sampling from
large variation of audit
unit size minimize the
risk of detection

Reference
category

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

Jones(2005) human-
#612 deliberate

Jones(2005) human-
#612 deliberate

Jones(2005) human-
#612 deliberate

threat source

scope of threat

Precinct Closeout

Election Audit

results of the
tabulation process

results of the
tabulation process

results of the
tabulation process

vulnerable
element

Audit Data

Election Audit,
Validate Precinct
Results

3-48 (Validate
Precinct Results)

3-48 (Validate
Precinct Results)

3-48 (Validate
Precinct Results)

vulnerability

poor auditing
practices or
procedures; failure to
follow procedures;
lack of management
oversight over
auditing practices

poor auditing
practices or
procedures

poor policies allows
Election Official to
specify their own
rules

poor auditing
practices or
procedures

poor auditing
practices or
procedures

recommended controls

implement a more
transparent and publicly
observable random
selection process, with
clear written procedures
or guidelines

access control, audit and
accountability,
identification and
authentication, system
and communications
protection

personnel security, audit
and accountability

revise auditing practices
or procedures to audit
manipulation

revise policies to ensure
that ElectionOfficial
follows the guidelines for
auditing process

revise auditing practices
or procedures to audit
manipulation

revise auditing practices
or procedures to audit
manipulation

threat scenario

break randomization pattern to
leverage voting pattern of a
precinct

a computer that is malware-
infected, perhaps by network-
connected, is used to select
audit units, and does so in a
manner that makes it less likely
that the primary attack can be
detected

An auditor ignores properly
(randomly or scientifically)
selected audit units and instead
audits other units

Inside attacker, an
ElectionOfficial, institutes poor
auditing practices which are
unlikely to detect the primary
threat; Note: election Auditors
may or may not be willing co-
conspirators in these attacks

A corrupted ElectionOfficial
gives improper or unclear
instructions to Auditors thus
resulting in undetected
subverted VotingMachines.
Note Auditors may or may not
be in cahoots with the
ElectionOfficial.

An ElectionOfficial gives
improper or unclear instructions
to Auditors to audit insufficient
data thus resulting in
undetected tampered audit
units.

An ElectionOfficial gives
improper or unclear instructions
to Auditors by creating a big
variation in audit unit size so
that tampered audit units will
not likely be selected during
sampling.
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Election Operations Assessment

node outline number threat action

type

T 534 establish single contest
audit rule

T 535 arrange contest audit

T 5.3.6 select audited items
before commit

T 5.3.7 tamper with audit totals

T 538 avoid correction

T 5.3.9 overwhelm audit

observers

Description Reference threat source
category

election law Jones(2005) human-

manipulation - select a #612; LTM- deliberate

race randomly - Deliverable

assume audit

untampered race only

arrange selection of a Jones(2005) human-

non-subverted contest #612 deliberate

for audit

tabulation Jones(2005) human-

manipulation - clean #612 deliberate

up data automatically

based on operator

corrupt precinct-level Jones(2005) human-

data but not the #612 deliberate

machine-level data; Norden(2006)

election results #3

manipulation - precinct

total do not add up to

machine totals

when audits reveal Jones(2005) human-

mismatches, avoid #612 deliberate

calling for a recount or

other corrective

measures by making

excuses; election

results manipulation -

give reasons for

mismatch - avoid

recount, examining

voting terminals, and

fraud audit items

detection

overwhelm observers Jones(2005) human-

with too many auditors #5,#6 deliberate

- auditor manipulation
- incompetent Auditors
ballot manipulation -
dishonest audit

scope of threat

results of the
tabulation process

results of the
tabulation process

tabulation server

results of the
tabulation process

results of the
tabulation process

ballot tabulation
process / results of
the tabulation
process

vulnerable
element

3-48 (Validate
Precinct Results)

3-48 (Validate
Precinct Results)

3-48
(AccumulateTotals)
3-55 (Election
Artifacts), (Contest
Audit)

1-1 (Precinct
Accumulation),
(VoteTabulatingMa
chine),

3-43 (PrecinctAudit
Data), (Machine
Accumulation),

3-54
(ValidateJurisdictio
n Results)

3-48 (Validate
Precinct Results)

vulnerability

poor election laws /
policies / guidelines

poor election laws /
policies / guidelines

lack of tabulation
server security

poor auditing
practices or
procedures

poor election laws /
policies / guidelines

lack of management
oversight over
Election Officials and
Auditors

recommended controls

revise election law or
regulation to audit more
than one race

revise election law or
regulation to audit more
than one race

increase security
features of tabulators

implement a more
transparent and publicly
observable random
selection process, with
clear written procedures
or guidelines

implement a policy that
requires ElectionOfficial
to give non-obscure
reasons for result
discrepancies and take
corrective measures to
avoid fraud

implement a policy that
specifies only certain
number of Auditors can
be employed so that
Observers can perform
their duty efficiently

threat scenario

Get a law or regulation in place
that says that only one
randomly selected race will be
audited and assume your race
will not be audited.

In a state that allows (but does
not require) the auditing of only
one randomly selected race, a
dishonest election official could
change procedures and
institute an audit that is very
unlikely to detect fraud.

An ElectionOfficial with the help
of some Auditors complete
random selection first, then
subvert the tabulation server so
fraud is only committed against
unaudited items. Then proceed
to publish the election results.

An ElectionOfficial releases
precinct-level data that reflects
the fraudulent results without
tampering the MachineCount.
Thus, the precinct total does
not tally with the machine total,
which can be published in a
way (across hundreds of pages
of paper) that is difficult for
anyone to count quickly

During the validation of the
Jurisdiction results, a mismatch
was found. The corrupted
ElectionOfficial tries to offer
obscure reasons to hide the
actual attack.

An ElectionOfficial hires as
many incompetent or corrupt
Auditors as possible knowing
that an Observer can only
monitor a limited number of
Auditors at a time.
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node  outline number

type

(¢} 5.4
T 54.1
T 55
¢} 5.6
T 5.6.1
T 5.6.2
(¢} 56.3

threat action

commit auditing error

misanalyze
discrepancies between
electronic and paper
results

compromise auditors

attack audit results

mishandle media

add fraudulent result
data

attack audit data

Description

human errors in
following correct audit
procedures, or
overlooking errors

results discrepancies -
totals do not tally -
failed to correctly
analyze the
discrepancies

suborn (bribe,
threaten) auditors to
intentionally misreport
or suppress
discrepancies between
election results and
audit results

attack audit-related
computing process
and electronic data
representing audit

results

swap, replace, hide,
mislay, or mislabel
media containing audit
data; e.g. poll worker
or election-official
incorrectly labels batch
of audit data

use illegal voting
terminal to add
tampered votes; inject
fake votes to a back-
end tabulating
authority by
impersonating a
legitimate voting
terminal

poll worker changes
audit data

Reference threat source

category

human-
deliberate

Jones(2005) human-
#6 deliberate

human-
deliberate

human-
deliberate

human-
deliberate,
human-
unintentional

human-
deliberate

Kohno (2008)

human-
deliberate

scope of threat

Election Audit

results of the
tabulation process

Election Audit

Election Audit

Precinct Closeout

Voting

Precinct Closeout

vulnerable
element

Ballot Box
Accounting,
Machine
Accumulation

3-42/ 3-43 (Ballot
Box Accounting),
(Machine
Accumulation)

auditors

Election Audit

3-43 PrecinctAudit
Data for Precinct
Closeout Data
Flow Diagram

Voting Machines

3-43 PrecinctAudit
Data for Precinct
Closeout Data
Flow Diagram

vulnerability

Election Official has
limited knowledge on
discrepancies issues

Election Official has
limited knowledge on
discrepancies issues

willingness of
auditors to be bribed
or coerced

lack of control over
audit results

unintentional -
vulnerability to
human error due to
carelessness;
intentional - mislabel
batch to cover fraud
from being detected

poor physical and
network security on
voting terminals

lack of management
oversight over Poll
Worker, election-
official, auditor

recommended controls

personnel security,
including personnel
sanctions; awareness
and training: auditor
training

Provide training or
courses to equip
ElectionOfficial with up-
to-date knowledge on
election materials, or hire
experienced
ElectionOfficial

personnel security

physical and
environmental protection,
media protection policy
and procedures

audit monitoring,
analysis, and reporting

increase physical and
network security;

audit monitoring,
analysis, and reporting

threat scenario

An ElectionOfficial was recently
hired to run the PollingPlace at
a local Precinct. His experience
as ElectionOfficial is somewhat
limited as he has just begun his
job not too long ago. After the
election is over, he was being
informed that the totals from
the paper and electronic do not
match. Because of his lack of
experience, he misanalyzes
and offers ambiguous reasons
for discrepancies.

John, a newly hired poll worker,
is responsible for labeling
batches of audit data.
Unfortunately, he mislabeled
one of the batches due to his
inexperience.

Just a day before the poll was
open for election, John the
election official and a few
corrupted poll workers switched
the certified voting machines
with illegal voting machine so
they could insert votes to the
back-end of the tabulating
authority.

Jane, a corrupted election-
official, has access to audit
data and modifies it during
delivery to the jurisdiction.
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node  outline number

type

T 5.6.3.1
T 5.6.3.2
T 5.6.3.3
T 5.6.4
o 6

o 6.1

T 6.1.1

threat action

modify deliberately

maodify unintentionally

modify via malware
attack

publish bogus audit
results

disrupt operations

disruption from natural
events

natural disaster

Description

modify audit data via
operator error

install malware in
auditing device
through physical
access or network
access; voting system
manipulation - install
malware to tamper
results

penetrate jurisdiction
web site and publish

bogus audit results to
hide attack

voting system failures
attributable to natural
events

polling place hit by
tornado, hurricane,
tsunami, flood,
earthquake, landslide,
wildfire, lightening,
strike, etc

Reference

Jones(2005) #
612
Norden(2006)
#2.#3

Jones(2005)
#62

Rackleff 2007

Rackleff 2007

threat source

category

human-
deliberate

human-
unintentional

human-
deliberate

human-
deliberate

human-
deliberate,
natural,
environmental

natural

natural

scope of threat

Voting System /
auditing device

results of the
tabulation process

Election System,
Voting System

Election System,
Voting System

Election System,
Voting System

vulnerable
element

3-42/ 3-43 (Ballot
Box Accounting),
(Machine
Accumulation)

1-1 (Canvass),
(Official Report), 3-
54 (Report Results)

Voting Machines,
Polling Place,
Voting

Voting Machines,
Polling Place,
Voting

Voting machines,
polling places,
displaced voters

vulnerability

corrupt officials using
unsecured and non-
certified voting
system or custom
device as audit
device

lack of publishing
system security that
leads to obscure
results

exposure to natural
or environmental
events, fragility of
computer equipment,
susceptibility of
voters to threats and
intimidation

exposure to natural
events

exposure to natural
or accidental events

recommended controls

establish a chain of
custody on all
ElectionArtifacts,
including personnel
security, physical and
environmental protection,
media protection policy
and procedures

establish a chain of
custody on all
ElectionArtifacts,
including personnel
security, physical and
environmental protection,
media protection policy
and procedures

use only certified voting
system or secured
custom device and
implement a policy that
requires ElectionOfficials
to reconcile totals from
HandCount and
ManualCount

increase security in both
areas - tabulator and
publication website

disaster planning,
contingency planning,
physical and
environmental protection,
incident response, and
personnel security

disaster recovery
planning; physical and
environmental protection
policies, incident
response with
coordination among
government entities

disaster recovery
planning; hurricane and
flood protection;
contingency planning;
incident response with
coordination among
government entities

threat scenario

An ElectionOfficial avoids
manual audit by giving excuses
(such as MachineCount is more
accurate than HandCount), and
instructs Auditors to use Totals
from the MachineCount.

An outsider penetrates into the
jurisdiction website and
changes the audit results of the
election.

Hurricane Katrina destroyed
voting equipment and polling
places, displaced voters, and
caused elections to be
postponed; many of the
displaced voters were difficult
to find even after basic utilities
were restored

University of South Alabama

EAC Board of Advisors and Standards Board Draft

Page 81



Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

node outline number threat action Description Reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario
type category element
T 6.1.2 severe weather polling place access natural Voting Voting Machines, contingency planning, a severe weather threat,
impaired by severe Polling Place such as use of alternate including a tornado watch, was
weather conditions polling places or voting forecast for Super Tuesday in
and side effects such methods 2008; severe weather could
as public have caused power outages or
transportation closure otherwise negatively impacted
turnout in several states,
including Alabama and
Tennessee
[¢] 6.2 disruption from environmental Voting Voting Machines, exposure to disaster recovery
environment events Polling Place environment events planning; physical and
environmental protection
policies, coordination
with other government
entities
T 6.2.1 environmental failures polling place facilities environmental Voting System disaster recovery
failures including planning; physical and
power failure, environmental protection
electrical fire, kitchen policies, coordination
fire, burst water pipes with other government
entities
T 6.2.2 hazardous accidents polling place access environmental Voting System disaster recovery
impaired by nearby planning; physical and
hazards including environmental protection
chemical spill, power policies, coordination
wire fall, gas main with other government
explosion entities
[¢] 6.3 disruption from human- disruption from human- Voting Voting Machine fragility of computer planning; physical and
created events human-created events deliberate, equipment, environmental protection,
human- mishandling access control
unintentional
o 6.3.1 that damage equipment directly damage Jones (2005a) human- Voting System Voting Machine fragility of computer planning: PollWorker a voter wearing golf spikes
electronic voting #231 deliberate, equipment, rules of behavior, steps on a power strip
equipment human- mishandling physical and
unintentional environmental protection:
physical access control
and monitoring physical
access
T 6.3.1.1 render e-voting render electronic human- physical and
equipment inoperable voting equipment deliberate, environmental protection,
inoperable human- access control
unintentional
T 6.3.1.2 render removable media render removable human- physical and
not working media not working deliberate, environmental protection,
human- access control, media

unintentional

protection policy and
procedures; chain of
custody of media
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node outline number threat action

type

T 6.3.1.3 render paper sensor
inoperable

T 6.3.2 with environmental
effects

[e] 6.4 discourage voter
participation

T 6.4.1 misinform voters

T 6.4.2 threaten personal
violence

T 6.4.3 threaten mass violence

Description

during transportation,
the rolls became loose
and so the machine
registered that it was
out of paper when it
was not - an attacker
could intentionally
tamper with rolls in
transit or when loading
the paper and delay
opening of the polls

intentionally create
environmental events
to affect voting
equipment or polling
place operation

discourage voter
participation

misinformation about
polling places or
transportation

threaten personal
violence, such as in
blackmailing a voter to
be a no-show or to
vote for attacker's
candidate; attacker
focuses on a particular
voter threatens him to
vote against his will

violence to prevent
voting, (i.e., bomb
scare, mail
contamination scare
(do not open mail),
perhaps even
targeting areas (by zip
code)

Reference

Van Acker

Foxnews.com
(2005)

threat source
Categorx

human- voting
deliberate,

human-

unintentional,

technical

human-
deliberate

human- Voting
deliberate

human-
deliberate

human-
deliberate

human- Voting
deliberate

scope of threat

Voting System

vulnerable
element

3-14 One voter

Voter

Eligible Voter

Voters

vulnerability

Physical attributes of
thermal paper roll

susceptibility of
voters to violence,
intimidation, fear

susceptibility of
voters to intimidation;
lack of voter privacy

voters' fear for their
safety

recommended controls

physical and

environmental protection:

physical access control
and monitoring physical
access; VotingMachine
chain of custody
procedures

physical and
environmental protection

awareness and training,
planning, contingency
planning, incident
response, physical and
environmental protection

awareness and training:
voter education, utilize
new media to counteract
misinformation campaign

planning, strengthen
laws against such
crimes; physical and
environmental security;
voter privacy

contingency planning
contingency planning,
incident response
incident response,
physical and
environmental protection
physical and
environmental protection

threat scenario

a type of voter suppression that
involves deliberate acts to
cause fear in EligibleVoters,
thus deterring them from
coming out to vote.

In January, 2005, an Australian
polling station for Iragi exiles
voting in their homeland's
historic first post-Sadaam
election was closed for an hour
after a riot broke out and a
suspicious bag prompted a
bomb scare. The overall
turnout was affected, it was
thought. Many of Australia's
estimated 80,000 Iraqis
declined to register for the
election, fearing their votes
would make relatives in Iraq
terrorist targets.
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node outline number threat action Description

type

T 6.4.4 commit an act of terror

T 6.4.5 intimidate to suppress coerce the voter to

turnout stay away from polls

with threats and
intimidation

T 6.4.6 create long lines long lines are created

by voters occupying
the equipment for
extended periods

Reference

Van Acker

Wallach
(Review
Panel)

threat source

category

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

Polling Place

Voting System

Voting System

vulnerable
element

Voters, Election
Officials, Voting
Equipment

Eligible Voter

Eligible Voter

vulnerability

exposure to terrorist
acts of violence

susceptibility of
voters to intimidation;
lack of voter privacy

voter's inability to
wait to cast their vote

recommended controls

physical and

environmental protection:

arms and ammunitions
should not be allowed in
the polling area.
Unclaimed items should

be continuously checked.

Regular police patrolling
required.

awareness and training,
strengthen the election
law against such crimes

awareness and training,
strengthen the election
law against such crimes

threat scenario

"Republicans have at times
been guilty of intimidation
tactics designed to discourage
voting. In the 1980s, the
Republican National Committee
hired off-duty policemen to
monitor polling places in New
Jersey and Louisiana in the
neighborhoods of minority
voters, until the outcry forced
them to sign a consent decree
forswearing all such ‘ballot
security' programs in the
future." (Fund 2004)

Even in jurisdictions where
there is a maximum amount of
time a voter is allowed to
occupy a voting booth, a large
number of voters using the
maximum time could create
long lines
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3 Precinct Count Optical Scan

In this tree, we consider threats to voting systems that employ marks sense technology to scan and count committed ballots recorded on a physical medium, such as
pre-printed paper ballots, at precinct-based polling places. The primary technology used is a precinct-count optical scan (PCOS) device, used at polling places. A
distinctive feature of PCOS devices is that it can be programmed to identify and reject undervotes and overvotes on ballots that it scans.

From a risk assessment standpoint, PCOS has threats associated with the use of computer-based technology, polling places, and paper ballots. The key technologies
considered are the PCOS scanning machines, vote tabulators, and ballot creation software. The use of computer-based technologies introduces two categories of
threats: attacks on voting equipment and technical failure. We consider threats that occur at polling places and at central operations. This voting system includes
physical (paper) ballots, and the provisional ballot process is considered as well.

3.1 PCOS Threat Tree

node type - outline number - threat action
A 1 attack voting equipment
O 1.1 gather knowledge
T 11.1 frominsider
A 1.1.2 from components
(0] 1.1.2.1 access directly

1.1.2.1.1 infiltrate as insider
1.1.2.1.2 obtain a machine
1.1.2.1.3 legally acquire machine
1.1.2.1.4 study a machine in transit
1.1.2.1.5 find source code
1.1.2.1.6 compromise existing source code escrow
T 1.1.2.2 directly examine

A4 -4

T 1.1.3 from published reports
O 1.2 gaininsider access
T 1.2.1 atvoting system vendor
T 1.2.2 insupply chain
T 1.2.3 inelections org
T 1.2.4 by illegal insider entry
T 1.2.5 byremote network access
O 1.3 attack component
O 1.3.1 attack hardware
T 1.3.1.1 jam PCOS scanner
T 1.3.1.2 attack scanner with goop pen
(0] 1.3.1.3 attack stored components
T 1.3.1.3.1 swap boot media
T 1.3.1.3.2 attack install
T 1.3.1.3.3 destroy Removable Media
A 1.3.2 attack software
T 1.3.2.1 develop malware
(0] 1.3.2.2 select targets
T 1.3.2.2.1 select precincts by expected voting pattern
T 1.3.2.2.2 select all precincts
(0] 1.3.2.3 inject malware
T 1.3.2.3.1 by remote bug exploitation
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T 1.3.2.3.2 by local bug exploitation
T 1.3.2.3.3 by human interface exploit
o 1.3.2.4 execute malware
T 1.3.2.4.1 that alters artifact directly
T 1.3.2.4.2 that self-propagates
T 1.3.2.4.3 that remains resident
(0] 1.3.2.5 mitigate risk of detection
T 1.3.2.5.1 coerce testing staff
T 1.3.2.5.2 attack after testing
T 1.3.2.5.3 obtain cooperation of testers
T 1.3.2.5.4 access testing scripts

1.3.2.6 use infected component

O 1.3.2.6.1 supply cryptic knock
T 1.3.26.1.1 during logic and accuracy testing
T 1.3.2.6.1.2 during machine setup
T 1.3.2.6.1.3 during voting
T 1.3.26.1.4 as anti-knock
T 1.3.2.6.1.5 using AC power flicker
T 1.3.2.6.1.6 to detect realistic patterns of voting
T 1.3.2.6.1.7 to employ calendar/clock tricks
T 1.3.2.6.1.8 in ballot definition files

O 1.3.2.6.2 control/parameterize attack
T 1.3.26.2.1 voter enables attack as attacker
T 1.3.2.6.2.2 enable by unknowing voter
T 1.3.2.6.2.3 enable by technical consultant
T 1.3.2.6.24 employ unparameterized attack
T 1.3.2.6.2.5 add commands to ballot def file

O 1.3.3 attack data
(0] 1.3.3.1 using malware

(0] 1.3.3.1.1 select method and alter
T 133111 by malware
T 1.3.3.1.1.2 by infected software
T 1.3.3.1.1.3 by infected config data

T 1.3.3.1.2 alter ballot definition file
T 1.3.3.1.3 alter device tallies
T 1.3.3.1.4 alter tabulation SW

(0] 1.3.3.2 modify data on storage medium
T 1.3.3.2.1 modify tabulation data
O 1.3.3.2.2 modify data before use

T 1.3.3.2.2.1 pre-load votes
T 1.3.3.2.2.2 flip votes
T 1.3.3.2.2.3 alter config data
O 1.3.4 attack comlinks
T 1.3.4.1 attack linked scanner/tabulator
T 1.3.4.2 attack wireless

A 2 perform insider attack
O 2.1 forminside attack team
2.1.1 infiltrate as volunteer pollworker
2.1.2 infiltrate as observer
2.1.3 staff with attackers
2.1.4 collude with other insiders
2.1.5 allow pollworker rotation

.2 execute insider attack

N

O
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O 2.2.1 attack at polling place
(0] 2.2.1.1 discourage voters

(@) 2.2.1.1.1 challenge at Checkin

T 221111
T 221.11.2
T 221113
T 221114
T 2.21.1.15

falsely reject voter registration
falsely reject id check

selectively challenge voters

falsely challenge voters on target list
destroy registered cards

22113
22114
22115
22116
22117
22118
22119
2.2.1.1.10

2.2.1.1.2 delay open/close with excuses

create long lines

stymie voters needing assistance
issue incorrect ballot style
mislead w/phony ballot change
mislead w/one party only ruse
discourage provisional voting
impede voter access

persuade voter selections

2.1.2 alter voter's vote

oNv—AAAAA4—44444

2.2.1.2.1 access ballots to alter votes

T 221211 obtain VotableBallot
(0] 2.21.2.1.2 obtain MarkedBallot
T 2212121 jam / shutdown machine
T 2212122 mislead about committing ballot
T 221.21.23 collect ballots from voters
A 2.21.2.1.3 steal provisional ballot
T 2212131 force provisional vote
T 2.21.21.32 obtain provisional ballot
T 221214 obtain ballot of assisted voter
O 2.2.1.2.2 tamper with ballots
A 221221 subvert no-show vote
O 2212211 conceal pollbook tampering
T 22122111
T 221.22.11.2
T 2.2.1.2.2.11.3
T 2.2.1.221.2 mark VotableBallot
T 2212213 tamper with pollbook
(0] 221222 subvert MarkedBallot of voter
T 2212221 mark undervote to create vote
T 2212222 mark vote to create overvote
T 2.2.1.22.23 swap ballot with new MarkedBallot
T 2.2.1.2.3 commit subverted ballot

O 2.2.2 attack other than polls
A 2.2.2.1 attack ballots

T 2.2.2.1.1 access ballots
(0] 2.2.2.1.2 tamper with ballots

222121
222122
222123
222124
2.2.2.1.25
222126
222127
2.2.2.1.2.8

A4 A A A

with unobtrusive defects

with faint pre-marks

with invisible ink pre-marks

by subverting ballot rotation

by marking ballot

with invalidating marks

by undoing voter marks

by subverting provisional envelope
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T 222129 with physical damage
O 2.2.2.1.3 replace ballots
T 222131 switch valid ballots with tampered ones
T 222132 switch box during transport
T 2.2.2.1.33 discard / destroy MarkedBallots

2.2.2.2 stuff ballots after closing
2.2.2.3 stuff during canvass or recount
2.2.2.4 selectively recount
2.2.2.5 subvert tabulation
2.2.2.6 attack tabulated results
T 2.2.2.6.1 subvert reported results
T 2.2.2.6.2 falsely announce results
T 2.2.2.6.3 alter results transmission
A 3 subvert voting process

O 3.1 target polling places

T 3.1.1 by expected voting pattern

o—4—=--

T 3.1.2 where PollWorkers not likely to know Voters
T 3.1.3 that exploit electoral college rules
T 3.1.4 where PollWorkers can be co-opted
T 3.1.5 with lax enforcement of procedures
O 3.2 form attack team
A 3.2.1 use cell captains
T 3.2.1.1 recruit cell captains
T 3.2.1.2 motivate cell captains
T 3.2.1.3 educate cell captains
T 3.2.1.4 provide rewards for cell captains to distribute
T 3.2.1.5 recruit attackers

T 3.2.2 recruit attackers among LegalVoters
T 3.2.3 recruit brokers

O 3.3 commit vote fraud attack
A 3.3.1 perform chain vote

T 3.3.1.1 acquire VotableBallot
T 3.3.1.2 vote with pre-marked ballot
T 3.3.1.3 smuggle VotableBallot out
O 3.3.2 perform impersonation attack
(0] 3.3.2.1 create fraudulent voter registrations
T 3.3.2.1.1 register as an housemate
T 3.3.2.1.2 register as a dead person
T 3.3.2.1.3 register an ineligible person
T 3.3.2.1.4 register as a fictitious person
(0] 3.3.2.2 create target list of voters to impersonate
T 3.3.2.2.1 fraudulent registrations
T 3.3.2.2.2 unlikely voters
T 3.3.2.2.3 voters likely to vote late in the day
A 3.3.2.3 execute impersonated voting
T 3.3.2.3.1 assign impersonator to voter
T 3.3.2.3.2 go to target voter's polling place
T 3.3.2.3.3 check in as the impersonated voter
T 3.3.2.3.4 vote in place of voter
T 3.3.2.3.5 supply rewards
A 3.3.3 buy or coerce vote
(0] 3.3.3.1 motivate voter
O 3.3.3.1.1 pay
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Election Operations Assessment

(0] 3.33.1.11 pay for candidate support
T 3.33.1.111 use drugs, alcohol as payment
T 3.33.11.12 pay voters cash

T 3.3.3.1.1.2 promise to pay

O 3.3.3.1.2 coerce

T 3.3.3.1.2.1 promise to punish

T 3.3.3.1.2.2 punish and promise more

T 3.3.3.1.2.3 punish and promise repair

(0] 3.3.3.2 direct voters

T 3.3.3.2.1 to make specific votes
T 3.3.3.2.2 to not make specific votes
(0] 3.3.3.3 verify bought vote
T 3.3.3.3.1 by self-recorded casting
T 3.3.3.3.2 with phony voter assistant
T 3.3.3.3.3 with encoded stray marks
T 3.3.3.3.4 through PollWorker ballot chaining
T 3.3.3.4 supply rewards or punishment
O 3.3.4 vote more than once
T 3.3.4.1 vote using more than one method
T 3.3.4.2 vote in more than one place
T 3.3.4.3 insert unauthorized physical ballots into the ballot box

O 4 experience technical failure
O 4.1 experience operational error

41.1
4.1.2
4.1.3
4.1.4
4.1.5
4.1.6
4.1.7
4.1.8

421
4.2.2
4.2.3
4.2.4
4.2.5
4.2.6
4.2.7
4.2.8
4.2.9

4.3.1
4.3.2
4.3.3
434
4.3.5

A A A Ar A A A A A A A A AP AAAA A A4

o
ow—HH

O 511
T

by miscalibrating scanner

due to foreign substances

through erroneous settings

by mismatching precinct and actual
in software from bad data

causing hardware failure

causing device failure

due to manufacturer error

2 experience undetected tabulation errors

due to excessive variance

in straight-party vote tabulation

due to improper tabulation technique

due to software error

from mistakes by ballot designer

due to flawed ballot creation software

by omitting tallies from totals

by adding tallies multiple times

from simultaneous multiple scan feeding tabulator

3 experience errors in ballot preparation

encode incorrect contest counting rule
incorrectly map candidate's mark position
supply erroneous ballot definition data
supply erroneous voting equipment data
misconfigure ballot by operator

4.4 fail to warn voter of overvotes / undervotes
4.5 failure of batteries

commit errors in operations

5.1 commit errors in polling place operations

unintentionally discourage voting
5.1.1.1 create long lines by working slowly
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Election Operations Assessment

T
T
T
T
T
T 512
O 513
T
T
T
O 514
T
T
T
O 515
T
T
T
T
T
T
0]
T
(0]
T
T
T
O 516
T
T
T
T

5.1.1.2 mistakenly challenge voters at Checkin

5.1.1.3 delay opening or closing

5.1.1.4 delay voters with poor assistance
5.1.1.5 send voter to wrong place
5.1.1.6 require provisional by mistake
supply incompatible marking device
misinform about overvoting / undervoting
5.1.3.1 allow undervotes without warning
5.1.3.2 allow overvotes without warning
5.1.3.3 encourage voter override

issue erroneous VotableBallot

5.1.4.1 of the incorrect ballot style
5.1.4.2 with errors in contests or candidates
5.1.4.3 with errors in selection rules
confuse voters with poor ballot design
5.1.5.1 by splitting contests up

5.1.5.2 by spreading response options
5.1.5.3 with complete-the-arrow

5.1.5.4 by keeping disqualified candidates
5.1.5.5 with inconsistent formats

5.1.5.6 by omitting useful shading
5.1.5.7 by omitting use of bold

5.1.5.8 with complex instructions

5.1.5.9 with distant instructions

5.1.5.10 with no correction guidance
5.1.5.11 force least-objectionable choice
5.1.5.12 publish invalid sample ballots
mishandle ballots

5.1.6.1 lose ballots by accident

5.1.6.2 abuse ballots by accident

5.1.6.3 stuff, swap, or lose the ballot box
5.1.6.4 run out of ballots

O 5.2 make mistakes in ballot adjudication

T 521
T 522
T 523

O 6 attack audit

incorrectly accept provisional ballots
incorrectly reject provisional ballots
reject ballots without retry

O 6.1 attack election evidence

6.1.1
6.1.2
6.1.3
6.1.4
A

o--4

===

destroy ElectionArtifacts
mishandle ElectionArtifacts
add new fraudulent evidence
modify ElectionArtifacts
6.1.4.1 modify deliberately

T 6.1.4.1.1 replace paper tape with fraud
T 6.1.4.1.2 rewrite data on Removable Media

6.1.4.2 modify unintentionally

6.1.4.3 modify deliberately by computer
6.1.4.4 modify unintentionally by computer
6.1.4.5 modify via malware attack

6.1.4.6 modify via malware at artifact creation

O 6.2 improperly select audit samples

T 621
T 6.22

select audit units before election
select non-randomly
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Election Operations Assessment

T 6.2.3 use subverted selection method
T 6.2.4 ignore proper selections
O 6.3 use poor audit process
T 6.3.1 misguide auditors
T 6.3.2 auditinsufficient sample
T 6.3.3 exploit variation in batch sizes
T 6.3.4 establish single contest audit rule
T 6.3.5 arrange contest audit
T 6.3.6 selectaudited items before commit
T 6.3.7 tamper with audit totals
T 6.3.8 avoid correction
T 6.3.9 overwhelm audit observers
T 6.4 commitauditing error
T 6.5 compromise auditors
O 6.6 attack audit results
T 6.6.1 mishandle media

T 6.6.2 add fraudulent result data
O 6.6.3 attack audit data
T 6.6.3.1 modify deliberately
T 6.6.3.2 modify unintentionally
T 6.6.3.3 modify via malware attack
T 6.6.4 publish bogus audit results
O 7 disrupt operations
O 7.1 disruption from natural events
T 7.1.1 natural disaster
T 7.1.2 severe weather
O 7.2 disruption from environmental events
O 7.2.1 environmental failures

T 7.2.1.1 experience a fire
T 7.2.1.2 experience power disruptions
T 7.2.1.3 experience effects of humidity

T 7.2.2 hazardous accidents
O 7.3 disruption from human-created events
O 7.3.1 thatdamage equipment

T 7.3.1.1 render e-voting equipment inoperable
T 7.3.1.2 render removable media not working
T 7.3.1.3 render paper sensor inoperable

T 7.3.2 deploy faulty equipment

T 7.3.3 with environmental effects

O 7.4 discourage voter participation

T 7.4.1 misinform voters

T 7.4.2 threaten personal violence

T 7.4.3 threaten mass violence

T 7.4.4 commitan act of terror

T 7.45 intimidate to suppress turnout
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3.2 PCOS Threat Tree - Graphic

1 - attack 3 - subvert .
. 2 - perform - 2 e - 6 - attack - disrup
voting L voting - errors in - .
- insider attack technical . audit operations
equipment process operations

failure

3-1 PCOS Overview
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Election Operations Assessment

1 - attack
voting
equipment

1.1.1 - from
insider

1.1.2 - from
components

1.1.2.1-
access
directly

1.1.2.2-
directly
examine

1.1.2.1.3-
legally
acquire

machine

1.1.2.1.1-
infiltrate as
insider

1.1.2.1.5-
find source
code

.1.2.1.6>

1.1.2.1.4-
study a

machine in

transit

1.1.2.1.2-
obtain a
machine

existing

escrow

1.1.3 - from
published
reports

1.2.1-at
voting system
vendor

compromise

source code

.2 -gai
insider
access

/3.1 - attack
hardware

1.3.2 - attack

software

1.3.1.1-jam
PCOS
scanner

1.2.5-by
remote
network
access

1.2.3-in
elections org

1.2.4 - by
illegal insider
entry

1.2.2-in
supply chain

3-2 PCOS Attack Voting Equipment

1.3.1.2-
attack
scanner with

goop pen

1.3.1.3.1-
swap boot
media

1.3.132-

attack install

1.3.1.33-

Removable

/3.4 - attack
comlinks

1.3.4.1-

: 1.3.4.2-
attack linked
attack
scanner/ .
wireless
tabulator
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Election Operations Assessment

1.3.2 - attack

software

1.3.2.3-
inject
malware

132.1-
develop
malware

infected
component

1.3.2.4 -
execute
malware

.3.2.33-b
human
interface
exploit

1.3.2.5.1-
coerce
testing staff

1.3.2.3.1 - by
remote bug
exploitation

1.3.24.1-
that alters
artifact
directly

1.324.3-
that remains
resident

1.3222-
select all
precincts

1.3.2.3.2- by
local bug
exploitation

precincts by
expected
ating patter

testing

1.3.252-
attack after

obtain
cooperation
of testers

13254-
access
testing scripts

1.3242-
that self-
propagates

1326.1.1-
during logic
and accuracy
testing

1.3.26.1.3-
during voting

1.3.26.1.2-
during

machine

setup

1.3.26.14 -
as anti-knock

1.3.2.6.1.5 -
using AC
power flicker

to employ
calendar/
clock tricks

to detect
realistic
patterns of
voting

3-3 PCOS Attack Software

enable by

in ballot .
unknowing

definition files

enable by
technical
consultant

unparameteri

voter zed attack
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Election Operations Assessment

1/3.3 - attack

1.3.3.1-
using
malware

on storage
medium

1.3.31.4-
alter

tabulation

SW

1.3.3.1.2-
alter ballot
definition file

1.3.31.3-

alter device
tallies

data

1.3.3.1.1.1 -
by malware

by infected
config data

modify
tabulation

before use

1.3.3.2.2.1-
pre-load
votes

1.3.31.12-
by infected
software

3-4 PCOS Attack Data

13.3.223-
alter config
data

13.3222-

flip votes
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Election Operations Assessment

2 - perform

insider attack

2.1.1-
infiltrate as
volunteer
pollworker

2.1.2-

infiltrate as
observer

2.1.3 - staff
with attackers

2.1.5 - allow
pollworker
rotation

214 -
collude with
other insiders

22.1 - attack
at polling
place

2.2.1.2 - alter
voter's vote

2221-

attack ballots

3-5 PCOS Perform Insider Attack

2224 -

recount

canvass or
recount

selectively

22.25-
subvert
tabulation

tabulated
results

2.2.26.1-
subvert
reported
results

2.2.2.6.3 -

alter results
transmission

2.2.2.6.2 -
falsely

announce

results
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2211.2-
delay open/
close with
excuses

221.16-
mislead w/
phony ballot
change

221.18-
discourage
provisional
voting

2.2.1.1.10 -

persuade
voter

selections

stymie

voters
needing

assistance

Checklin

221.15- 221.1.7 -

22113- - . 22.119-
issue mislead w/ .
21.1.1.1° 21.1.13° 221.1.15° create long incorrect one party impede voter
falsely reject selectively destroy lines ballot style only ruse access
voter challenge registered

registration voters cards

2.1.1.1.
falsely
challenge
voters on
target lis;

22111.2-

falsely reject
id check

3-6 PCOS Discourage Voters
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Election Operations Assessment

2.2.1.2 - alter

voter's vote

2.1.2.1.3-

provisional

-jam/
shutdown
machine

2.1.2.3-
commit

subverted
ballot

22.122.1-
subvert no-
show vote

steal obtain ballot
of assisted

voter

ballot

2.1.2.1.2,
- mislead
about
committing
ballot

2.1.2.1.3.
- obtain

provisional

ballot

- conceal
pollbook
tampering

wait until polls

for marked
close

pollbook

2122112

target unlikely
voters

3-7 PCOS Alter Voter’s Vote

of voter

2.1.2.2.2.
- mark

undervote to

create vote

2.1.2.2.2.
- swap ballot
with new

arkedBallof

2.1.2.2.2.

- mark vote to
create

overvote
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2.2.2 - attack

2.2.6
attack
tabulated
results

2224 -

2.2.2.2-stu
ballots after
closing

selectively
recount

2.2.25-

subvert
tabulation

2213
replace

22211-

canvass or

access
ballots

recount

unobtrusive
defects

222122 -

with faint pre-
marks

2.2.21.23-
with invisible
ink pre-marks,

ballot

by subverting
ballot rotation

22.21.25-
by marking

2. : 22133
switch valid discard /

ballots with destroy

tampered arkedBallots
ones

2.2.21.29-
with physical

2221.27-
by undoing
voter marks

2.2.1.3.2-

switch box
during

transport

by subverting
provisional
envelope

invalidating
marks

3-8 PCOS Attack Other than Polls

2.2.26.1-

subvert 2.2.2.6.3-

reported
results

alter results
transmission

2.2.26.2 -
falsely

announce

results
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3 - subvert
voting
process

attack

3.1.3 - that
exploit
electoral

3.31-
perform chain
vote

3.1.1-by
expected

3.3.3 - buy or
coerce vote

3.2.3 - recruit

PollWorkers
can be co-
opted

PollWorkers
not likely to
now Voter:

to execute
deniable

impersonation

attack

brokers

3.2.1.1- 3.2.1.3-
educate cell

captains

3.2.1.5-
recruit
attackers

recruit cell
captains

3.21.4-

3.21.2- provide
motivate cell rewards for
captains cell captains

distribu

3-9 PCOS Subvert Voting Process
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3.3.1-
perform chain
vote

3.3.13-
smuggle
VotableBallot
out

3.3.1.1-
acquire
VotableBallot

3.3.1.2 - vote
with pre-
maked ballot

3.3.3-hbuyor
coerce vote

3.3.23-
execute
impersonated

3.3.1-
motivate
voter

supply
rewards or
unishment

impersonate

3-10 PCOS Commit Vote Fraud Attack

3.4 - vo
more than
once

3.3.4.1 - vote

insert

using more unauthorized
than one physical
ballots into

in more than
one place
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3.3.2 - perform
impersonation

3.3.2.3-
execute
impersonated
voting

registrations

.3.2.3.3>

332.3.1- check in as

3.3.2.1.1-

regiterasan| | | [REELET raguient || [ (952N | impersonator S,
housemate g registrations P supply rewards
person the day to voter

33214-
register as a
fictitious
person

3.3.2.1.2-
register as a
dead person

3.3.222- to target

unlikely

vote in place
voters

voter's polling
of voter

place

3-11 PCOS Perform Impersonation Attack
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3.3.3 - buy or
coerce vote

3.3.34 -
supply

rewards or
punishment

3.3.1-
motivate
voter

3.334>

3.3.3.2.1-to 3.3.322-to : through
3312 make specific not make with phony PollWorker
coerce voter ballot

assistant .
chaining

.3.3.1.2.3 -
punish and
promise
repair

3.3.3.1.2.1 -

self-recorded with encoded
casting stray marks

promise to
pay

promise to
punish

candidate
support

3.3.31.2.2-
punish and
romise more

.3.3.1.1.1.
- use drugs,

alcohol as
payment

3.3.3.1.112
- pay voters
cash

3-12 PCOS Buy or Coerce Vote
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technical
failure

4.4 - fail to
warn voter of
overvotes /
undervotes

. 4.5 - failure of
errors in

ballot
preparation

batteries

tabulation
errors

43.1-

41.1-by 4.1.3 417 - encode erroneous . 4'3'5.
e through . . misconfigure
miscalibrating software from causing incorrect ballot
erroneous . ; N ballot by
scanner bad data device failure contest definition

settings

operator

qunting rulé data

432- 3.4 - sup|
4.1.2 - due to ‘.1'1 4 b'y 4.1 6 4.1.8 - due to incorrectly erroneous
. mismatching causing .
foreign ; manufacturer map voting
precinct and hardware . , X
substances : error candidate's equipment
actual failure o
rk positi data

4.2.3 - due to
improper
tabulation
technique

4.2.5 - from
mistakes by
ballot
designer

427 -by
omitting
tallies from
totals

4.21-dueto
excessive

multiple scan
variance

feeding
tabulator

4.22-in

straight-party
vote

tabulation

2.6 -due t
flawed ballot
creation
software

software
error

adding tallies
ultiple times,

3-13 PCOS Experience Technical Failure
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errors in
operations

errors in
polling place
operations

adjudication

52.1-

| incompatible incorrectly incorrectly
Y mariin accept reject
9 poor ballot ballots provisional provisional without retry

device

ballots ballots

design

undervoting

3-14 PCOS Commit Errors in Operations
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errors in
polling place
operations

.1.2 - suppl
incompatible
marking
device

overvoting /
undervoting

poor ballot
design

ballots

511.1-

5.1.3.1-
create long

allow 5.1.3.3- . 5.1.6.1 - lose )
; delay errors in
lines by . voter to undervotes encourage ballots by swap, or lose
) opening or . . contests or
workin ) wrong place without voter override :
closing

accident the ballot box,
slowly

51.1.2-
mistakenly

5114-

: 5.1.4.1 - of . 51.6.2-
delay voters require ] errors in 5.1.6.4 - run
challenge . o overvotes the incorrect . abuse ballots
with poor provisional by ; selection : out of ballots
voters at . . without ballot style by accident
Checkin assistance mistake rules

warning

5.1.5.1 - by
splitting
contests up

5.1.5.3 - with
complete-the-

5.1.5.11 -
force least-

objectionable
choice

5.1.5.5 - with
inconsistent
formats

5.1.5.7 - by
omitting use
of bold

5.1.5.9 - with
distant
instructions

.1.5.12 -

5.1.5.10 -

. . e . publish
spreading keeping omitting complex with no invalid
response disqualified useful . ) correction
p ) ) instructions . sample
options candidates shading guidance ballots

3-15 PCOS Commit Errors in Polling Place Operations
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6 - attack
audit

election
evidence

6.1.3 - add
new fradulent
evidence

mishandle

samples

ElectionArtifacts before

election

audit units

6.2.2 - select
non-randomly

6.2.3 - use
subverted
selection
method

6.2.4 - ignore
proper
selections

6.1.4.1-
modify
deliberately

6.14.1.1-

replace paper

tape with
fraud

rewrite data
on
Removable
Media

6.1.4.4 -
modify
unintentionall

modify
deliberately
y computer

modify via
malware
attack

6.1.4.6 -
modify via
malware at
artifact

6.5 -
compromise

auditors audit results,

process

6.4 - commit
auditing error

6.6.4 -
publish
bogus audit
results

6.6.2 - add
fradulent
result data

6.6.1 -
mishandle
media

6/6.3 - attack
audit data

6.6.3.3 -

6.6.3.1- P
deliberately

attack

6.3.1-
misguide
auditors

6.3.3 - exploit
variation in
batch sizes

. 6.3.4 -
6.3.2 - audit .
; L establish
insufficient .
single contest
sample .
audit rule

3-16 PCOS Attack Audit

6.3.5 -
arrange
contest audit

6.3.9 -
overwhelm
audit
observers

6.3.7 -
tamper with
audit totals

6.6.3.2 -
modify

nintentionall

.3.6 - selec
audited items
before
commit

6.3.8 - avoid
correction
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- disrup
operations

7.2 / disruption
from
environmental
events

events

711 -
natural
disaster

721 -
environmenta
failures

7.2.2-
hazardous
accidents

7.1.2 - severe

weather I

7213-
experience
effects of
humidity

721.1-

experience a
fire

7212-
experience

7.31.1-
render e-

vqting sensor
gqunpment inoperable
operable

created
events

equipment

7.3.1 - that 7.3.3 - with
damage environmental
equipment effects

7.31.3-
render paper

7.31.2-
render
removable
media not
working

3-17 PCOS Disrupt Operations

participation

7.41-

misinform
voters

74.2-
threaten
personal
violence

74.3-
threaten

violence

745 -
intimidate to
suppress
turnout

mass

744 -

commit an
act of terror
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Election Operations Assessment

3.3 PCOS Threat Matrix

node outline number
type

A 1

[e] 1.1

T 111

A 1.1.2

[¢] 1.1.21

T 11211

T 11212

T 1.1.2.1.3

threat action

attack voting equipment

gather knowledge

from insider

from components

access directly

infiltrate as insider

obtain a machine

legally acquire machine

description

attack on voting
equipment; attack
PCOS hardware,
software,
communications links

gather needed
technical knowledge

hire existing vendor or
testing lab insider

obtain knowledge from

voting system
components

obtain knowledge
directly from a voting
system

get hired as vendor or
lab insider

use illegal means to
gain access that is
available to insiders
(e.g., breaking and
entering warehouse)

directly acquire voting
system components
including equipment,
software installed on
PC or on voting
equipment or copied
via network or as
source code

reference

LTM-USA
Delivery 0Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery 0Ola

LTM-USA
Delivery 0la

LTM-USA
Delivery 0Ola

LTM-USA
Delivery Ola

threat source
category
human-
deliberate

human-
deliberate

human-
deliberate
insider

human-
deliberate

human-
deliberate

human-
deliberate
outsider

human-
deliberate

human-
deliberate

scope of threat

voting system

election system

election system

election system,
voting system

election system,
voting system

election system,
voting system

election system,
voting system

election system

vulnerable
element
voting system

voting machine,
sensitive tech data,
tech insiders

insider, technology

voting machine

voting machine

voting machine,
sensitive tech data

voting machine

voting machine

vulnerability

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect
access to machines /
information,
availability of foreign
technical experts,
susceptibility of
vendor staff to
bribery / corruption

susceptibility of
insiders to bribery
and corruption;
access that insiders
have to voting
machines and other
election assets
access to voting
machines

access to voting
machines

susceptibility of
insiders to bribery
and corruption;
access to voting
machine

access to voting
machine

access to voting
equipment that is not
controlled like arms,
munitions, secrets
etc

recommended controls

establish a chain of
custody on
VotingMachines;
implement personnel
security; and provide
operational and technical
safeguards

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

personnel security,
including thorough
background checks on
possible people who may
have access to the
voting machine

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

physical and
environmental protection
of voting equipment
personnel security,
including thorough
background checks on
possible people who may
have access to the
voting machine, access
controls, and media
protection policies
physical and
environmental protection
of voting equipment,
including use of tamper
resistant or tamper
evident seals and
tracking of seal numbers,
as in a chain of custody
set of controls

establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies

threat scenario

reverse engineer a stolen
machine

Purchase a voting machine on
eBay or study a machine in
transit
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node

type

T 11214
T 11215
T 1.1.2.1.6
T 1122
T 113

[¢] 1.2

T 1.2.1

T 1.2.2

outline number

threat action

study a machine in
transit

find source code

compromise existing
source code escrow

directly examine

from published reports

gain insider access

at voting system vendor

in supply chain

description

steal machines - alter
machine - attack
machine

find or purchase
source code

attacker obtains
source code from
existing source code
escrow source (e.g.,
State Election Office)

directly examine voting
system components to
gain knowledge

gather knowledge from
published reports on
the examination of
voting machines
obtain access for
attack

gain insider access at
voting systems vendor
in order to include in
the product the ability
to enable attacks

gain insider access in
the manufacturing
chain, supply chain, or
services/ support
company, in order to
be able to modify
equipment and/ or SW
install media

reference threat source
category
human-

deliberate

LTM-USA
Delivery 0Ola

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate
outsider

human-
deliberate
outsider

human-
deliberate
outsider

scope of threat

election system

election system

election system

election system,
voting system

election system

election system

election system

election system

vulnerable
element
voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

vulnerability

access to voting
machine

access to voting
equipment that is not
controlled like arms,
munitions, secrets
etc

access to voting
equipment that is not
controlled like arms,
munitions, secrets
etc

access to voting
machines

access to publicly
available information

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect
access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

recommended controls threat scenario
thorough background
checks on possible
people who may have
access to the voting
machine

establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies
establish a chain of
custody on
VotingMachines,
including access and
personnel policies, audit
logs, and media
protection policies
establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection

risk assessment an attacker reads the California
top-to-bottom reviews (TTBRs)
of voting machines

establish a chain of
custody on
VotingMachines,
including access control
and personnel security,
audit and accountability,
media protection
policies, and physical
and environmental
protection; establish
system and services
acquisition controls
establish chain of
custody on
VotingMachines

establish chain of
custody and system and
services acquisition
controls
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node outline number

type

T 123
T 124
T 125
(¢} 13

(¢} 131
T 1311
T 1312
(e} 13.13

threat action

in elections org

by illegal insider entry

by remote network
access

attack component

attack hardware

jam PCOS scanner

attacker scanner with

goop pen

attack stored
components

description

gain insider access in
elections organizations
(and services such as
transportation and
storage of PCOS
devices, IT support for
PCs that run non-
device SW) in order to
modify delivered
devices and installed
SW

use illegal means to
gain access that is
available to insiders
(e.g., breaking and
entering warehouse)

gain remote access
via network-connected
PCs running SW
components of voting
systems

perform attack on
accessed voting
system component,
such as hardware,
software, data, or
communication link

perform physical
attack on voting
system hardware

jam PCOS scanner so
it will not be able to
accept any ballots

use an invalid marking
device with goop ink to
render scan head
unreadable

attack storage of
voting system
components

reference threat source

category
human-
deliberate
outsider

human-
deliberate
outsider

human-
deliberate
outsider

human-
deliberate

human-
deliberate

human-

deliberate

human-
deliberate

human-
deliberate

scope of threat

election system

election system

election system

election system,
voting system

election system,
voting system

election system,
voting system

voting

election system,
voting system

vulnerable
element
voting machine

voting machine

voting machine

voting machine,
testing, voting,
ballot definition

voting machine

voting machine

voting machine

voting machine

vulnerability

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect

access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect
access to voting
equipment, technical
information,
availability and
willingness of vendor
staff, foreign experts,
inability of audits /
tests to detect
access to voting
equipment,
availability and
willingness of
insiders and
outsiders, faulty
testing, inability of
audits / tests to
detect

access to voting
equipment

access to voting
equipment

inability to detect
easily, and difficulty
preventing voters
from using their own
marking device

access to voting
equipment

recommended controls

establish chain of
custody and system and
services acquisition
controls

physical and
environmental protection
of voting equipment

technical controls:
access control, audit and
accountability,
identification and
authentication, and
system and
communications
protection

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures, and
configuration
management

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

physical and
environmental protection,
incident response,
maintenance

incident response,
maintenance, close
inspection of ballots
before scanning

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

threat scenario

a voter, using his own ‘goop’
pen with a Vaseline-mixed or
other odd ink, intentionally
executes a denial of service
attack by rendering entire
columns of a ballot unreadable
by disabling the read head in
that location; aka spitball attack
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node

type

T 1.3.1.31
T 1.3.1.3.2
T 1.3.1.3.3
A 132

T 13.21
o 1.3.2.2
T 13.2.21

outline number

threat action

swap boot media

attack install

destroy Removable
Media

attack software

develop malware

select targets

select precincts by
expected voting pattern

description

physically swap boot
media

physically swap install
media, and re-install
SW, or create situation
in which someone else
will re-install

destroy
RemovableMedia

perform logical attack
on voting system
software

develop malware

select targets for
malware

attacker selects a
precinct that follows a
particular voting
pattern making it
easier for him to carry
out the attack.

reference
category
human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human
deliberate

NA human-
deliberate

threat source

scope of threat

election system,
voting system

election system,
voting system

election system,
voting system

election system,

voting system

election system

election system,
voting system

election system

vulnerable
element
voting machine

voting machine

voting machine

voting machine,
testing

voting machine,
testing

polling place

polling place

vulnerability

access to voting
equipment

access to voting
equipment

access to voting
equipment

access to voting
equipment,
availability and
willingness of
insiders and
outsiders, faulty
testing, inability of
audits / tests to
detect

ability of hackers to
be able to develop
new forms of
malware

Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows.
Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows.

recommended controls

physical and
environmental protection,
including procedures
limiting the ability of
insiders to bring possible
substitutes into physical
environment; incident
response, maintenance,
media protection policy
and procedures,
including use of tamper-
evident seals

physical and
environmental protection,
including procedures
limiting the ability of
insiders to bring possible
substitutes into physical
environment; incident
response; maintenance;
media protection policy
and procedures,
including use of tamper-
evident seals; and
configuration
management

physical and
environmental protection,
incident response,
maintenance, media
protection policy and
procedures

system and service
acquisition, system and
information integrity,
access control, audit and
accountability,
identification and
authentication, system
and communications
protection; and incident
response

system and information
integrity; incident
response

risk assessment

Position Categorization,
Personnel Sanctions

threat scenario

John is a poll worker. He
selects a precinct of his choice
to work on election day. He
makes the selection based on
the voting pattern the precinct
follows. Doing so he can carry
out the attacks he can on that
particular voting pattern with
ease. For example, if he is
good at injecting malware into
the systems with ease, he
would select a precinct that
uses internet voting pattern.
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node outline number

—

ype
T 13222

o 1323

T 1.323.1
T 1.3.2.3.2
T 13233
o 1.3.2.4

T 1.32.4.1
T 1.32.4.2
T 1.32.43

threat action

select all precincts

inject malware

by remote bug
exploitation

by local bug exploitation

by human interface
exploit

execute malware

that alters artifact

directly

that self-propagates

that remains resident

description

attacker selects all
precincts

exploit existing
vulnerability to inject
malware

remotely exploit bug in
voting system SW
running on network-
connected PC

locally exploit bug in
voting system software
that reads data from
removable media
(e.g., ballot definition
files)

locally exploit bug in
voting system software
for human interface

exploit existing
vulnerability to execute
malware

malware changes
voting system code or
configuration data
directly

malware installs itself
to propagate virally to
other instances of the
same voting system
component

malware remains
resident during this
power cycle only, in
order to modify voting
system code in
memory, or tamper
with data generated
during this power cycle
(e.g., vote data)

reference threat source

category
human-
deliberate

human-
deliberate

human-
deliberate

human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

election system

election system

election system

election system

election system

election system

voting system

voting system

voting system

vulnerable
element
polling place

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

vulnerability

Increasing
availability (i.e. web-
based) of information
about precincts

poor physical and
network security on
voting terminals

poor physical and
network security on
voting terminals

access to voting
equipment

access to voting
equipment

access to voting
equipment

access to voting
equipment

access to voting
equipment

access to voting
equipment

recommended controls

risk assessment

system and service
acquisition, system and
information integrity,
access control, audit and
accountability,
identification and
authentication, and
system and
communications
protection

system and
communications
protection

system and
communications
protection; system and
information integrity;
media protection policy
and procedures
system and
communications
protection; system and
information integrity;
media protection policy
and procedures
system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

system and information
integrity, including logic
and accuracy testing;
audit and accountability;
identification and
authentication; system
and communications
protection; and incident
response

threat scenario
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node outline number
type

o 1.3.25

T 13.251

T 1.3.25.2

T 1.3.253
T 1.3.254
T 1.3.2.6

(e} 1.3.26.1

T 13.26.1.1
T 13.26.1.2
T 1.3.26.1.3
T 13.26.14
T 1.3.2.6.1.5

threat action

mitigate risk of detection

coerce testing staff

attack after testing

obtain cooperation of

testers

access testing scripts

use infected component

supply cryptic knock

during logic and
accuracy testing

during machine setup

during voting

as anti-knock

using AC power flicker

description

use procedural means
to mitigate risk of
detection during
testing

coerce testing staff to
suppress information

perform malware
attack after testing

bribing testers - tainted
test results

acquire detailed
knowledge of testing
procedures and scripts

use voting system
component that has
been compromised by
malware

use malware features
to mitigate risk of
detection during
testing, by determining
when malware should
be active

supply cryptic knock
during logic and
accuracy testing

supply cryptic knock
during machine setup

supply cryptic knock
during voting

turn off fraud behavior
with testing team anti-
knock

use AC power to
flicker as knock

reference

LTM-USA
Delivery Ola

LTM-USA
Delivery Ol1a

LTM-USA
Delivery Ol1a

LTM-USA
Delivery 0Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery 0la

LTM-USA
Delivery Ola

threat source
category
human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

vulnerable
element

voting machine,
election officials,
testers, test scripts

election officials

voting machine

testers

test scripts

voting

voting system

testing

pollworker setup
procedures

voting

testing

testing

vulnerability

insider knowledge of
testing procedures
and access to
equipment
susceptibility of
insiders to bribery or
corruption

limits of one-time
tests that are not
repeated

easily bought or
persuaded testers

access to knowledge
of testing procedures

inability of computer
user to detect
malware during use

difficulty in detecting

malware that has not
yet been activated by
knock

inability to detect the
clever insider's
infiltration of the L&A
test script;
overcoming the
defense against
cryptic knocks

routine machine
setup procedures of
poliworkers, when
known, can be used
to set off cryptic
knock unknowingly

unlikeliness of tests
to produce knock-like
behavior

election official's
control over testing
procedures

failure of tests to
mimic knock action

recommended controls

planning, personnel
security, system and
information integrity

personnel security,
system and information
integrity

planning, system and
information integrity,
including random testing
ensure testers follow
instructions completely to
make sure that
everything that you are
testing to find is done
safeguard testing
procedures; develop new
testing procedures for
each election

planning, system and
information integrity

planning, system and
information integrity,
including tests designed
detect cryptic knocks,
such as random testing,
simulating election day
volume, and setting date
to election day

planning, system and
information integrity,
perform testing or
random testing again
after L&A scripts are
completed, under the
assumption that the test
scripts may be
compromised

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine; review
instructions from vendor
for machine to check for
possible abnormalities
thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

threat scenario
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node outline number threat action

type

T 1.3.2.6.1.6 to detect realistic
patterns of voting

T 1.3.2.6.1.7 to employ
calendar/clock tricks

T 1.3.26.1.8 in ballot definition files

[e] 1.3.26.2 control/parameterize
attack

T 1.3.26.2.1 voter enables attack as
attacker

T 1.3.2.6.2.2 enable by unknowing
voter

T 1.3.26.2.3 enable by technical
consultant

T 1.3.2.6.24 employ
unparameterized attack

T 1.3.2.6.25 add commands to ballot
def file

o 133 attack data

description

detect realistic
patterns of voting

employ calendar/clock
tricks

deploy cryptic knock in
ballot definition files

control/parameterize
attack

voter knowingly
enables attack

voter unknowingly
enables attack

technical consultant at
polling place enables
attack during health
check, repair, setup, or
poll close

employ
unparameterized
attack such as party-
based attack

add steganographic
commands to ballot
definition file

perform logical attack
on voting system data

reference

LTM-USA
Delivery 0Ola

LTM-USA

Delivery Ola

LTM-USA
Delivery Ola

LTM-USA
Delivery Ol1a

LTM-USA
Delivery Ola

LTM-USA
Delivery Ol1a

LTM-USA
Delivery Ol1a

LTM-USA
Delivery 0Ola

LTM-USA
Delivery Ol1a

threat source
category
human-
deliberate

human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

vulnerable
element
testing

testing

testing

testing, voting,
voters

voting

legal voters,
campaign

consultants

voting system

ballot preparation

election artifacts

vulnerability

failure to test
machines with
realistic patterns of
voting

difficult to detect that
the Trojan horse has
circumvented the
test

failure to use real
ballot in testing

extremely unlikely
that voting pattern
can be detected as a
knock

difficult or impossible
to detect that a
LegalVoter is setting
off attack with their
voting selections
ability of voters to be
fooled by false
campaign

corrupt consultants
to vendors

increased ease for
attacker in employing
attacks that do not
need to know
contest-specific
parameters

lack of supervision of
ballot preparation

access to
components

recommended controls threat scenario
thorough testing of voting
patterns on voting
machines to find possible
Trojan horses or cryptic
knocks hidden on the
voting machine

system and information
integrity, with testing by
setting the date to
election day in advance
controls on ballot
definition files, including
audit and accountability,
access control, media
protection policy and
procedures, physical and
environmental protection,
and system and
information integrity
physical and
environmental protection,
media protection policy
and procedures, system
and communications
protection, personnel
security

personnel security,
controls that prevent or
detect voter
impersonation

awareness and training,
look for unusual or
suspicious write-in
campaigns

physical and
environmental protection,
media protection policy
and procedures,
including tamper
controls, system and
communications
protection, including
encrypted media
thorough L&A testing
and random testing that
compares actual vs
expected vote totals

personnel security,
including mutli-person
controls, and thorough
L&A testing to detect
mismatches

system and information
integrity, access control,
audit and accountability,
identification and
authentication, system
and communications
protection; media
protection policy and
procedures;
configuration
management
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node outline number threat action

type

o 1331 using malware

[e] 1.3.3.11 select method and alter
T 1.33.1.1.1 by malware

T 1.33.1.1.2 by infected software

T 1.33.1.1.3 by infected config data
T 1.3.3.1.2 alter ballot definition file
T 1.33.13 alter device tallies

T 13314 alter tabulation SW

description

use malware to
change data that
effects election
outcomes

select alteration
method(s)

direct alteration by
malware resident with
voting system device
SW or non-device SW

alteration by voting
system SW that was
modified by malware

alteration as a result of
new configuration data
that was modified by
malware

alter ballot definition
file data (or
predecessor data) to
cause a PCOS device
to record a vote in a
particular location as a
vote for a
candidate/contest
other than what is
displayed on the ballot
(‘vote flipping’)
*REPEAT??

alter PCOS device
tallies

alter results of
tabulation software

reference threat source scope of threat vulnerable

category element
human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

human- voting system election artifacts
deliberate

vulnerability

access to
components

access to
components

access to
components

access to
components

access to
components

access to
components

access to
components

access to
components

recommended controls threat scenario
system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection

system and information
integrity, personnel
security, audit and
accountability,
identification and
authentication, physical
and environmental
protection, media
protection policy and
procedures

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies
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node outline number threat action

type

o 1.33.2 modify data on storage
medium

T 1.3.3.2.1 modify tabulation data

[e] 1.3.3.2.2 modify data before use

T 133221 pre-load votes

T 1.3.3.22.2 flip votes

T 1.3.3.2.23 alter config data

o 134 attack comlinks

T 1341 attack linked
scanner/tabulator

T 1.3.4.2 attack wireless

description

use general purpose
computer to modify
data on the storage
media

modify device vote
tallies, tabulated vote
totals, log data, after
data was generated

modify data before
use, to affect election
results

pre-load votes into a
PCOS device before
polls open

alter ballot definition
file data (or
predecessor data) to
cause a PCOS device
to record a vote in a
particular location as a
vote for a
candidate/contest
other than what is
displayed on the ballot
(‘vote flipping’)

alter other
configuration data of
PCOS device (e.g.,
threshold values for
identifying ballot mark)

perform physical
and/or logical attack
on communications
links

attack serial port
connection while
PCOS scanner is
connected to central
tabulator server
attack wireless
communication
vulnerability

reference threat source

category
human-
deliberate

human-
deliberate

human-
deliberate

human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

voting system

vulnerable
element
election artifacts

election artifacts

election artifacts

election artifacts

election artifacts

election artifacts

voting machine

voting machine

voting machine

vulnerability

access to
components

access to
components

access to
components

access to
components

access to
components

access to
components

ease of access to
components via
networked
connections for
hackers

ease of access to
components via
networked
connections for
hackers

ease of remote
wireless accessibility
for hackers

recommended controls threat scenario
physical and
environmental protection,
personnel security,
media protection policy
and procedures

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies

audit and accountability,
system and information
integrity, using testing
that attempts to reconcile
separate tallies
personnel security: multi-
person/multi-party
observation at poll
opening; configuration
management: require a
zero-count determination
and documentation
process

planning, system and
information integrity:
thorough L&A testing
and random testing that
compares actual vs
expected vote totals

planning, system and
information integrity:
through testing at
multiple levels, including
the use boundary
analysis to develop test
cases for detecting
threshold errors

access control and
system and
communications
protection, including
cryptography and public
access protections
access control and
system and
communications
protection

access control and
system and
communications
protection, including
cryptography and public
access protections
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number

type

A 2

(¢] 2.1
T 211
T 212
T 213
T 214
T 2.15

threat action

perform insider attack

form inside attack team

infiltrate as volunteer

pollworker

infiltrate as observer

staff with attackers

collude with other
insiders

allow pollworker rotation

description

intentional abuse of
insider access and
privileges

form attack team of
one or more attackers
with insider privileges

a lone attacker gains
insider privilege by
signing up as a
pollworker

gain ‘insider’ access
as a poll observer,
either by volunteering,
or by qualifying,
depending on state
laws

use insider privilege of
ElectionOfficial to staff
polling place or post-
polling operations with
attackers

collude with one or a
few other insiders,
possibly using bribery
or coercion; either at
the polling place,
central operations, or
between both

allow rotation of
pollworker roles, as a
single person
pollworker attacks are
more likely when
different duties are
handled by the same
person

reference
category
human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

Jones(2005a) human-
#31 deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

threat source

scope of threat

voting system

election system,
voting system

election system,
voting system

election system,

voting system

voting system

election system

voting

vulnerable
element

voting sytem,
election artifacts,
voters

voting system

election officials

election officials

pollworkers

election officials

elections official /
pollworker for voter
checkin

vulnerability

insider access,
availability and
willingness of
insiders, difficulty in
detection

insider access,
availability and
willingness of
insiders, difficulty in
detection

difficulty in
discovering
infiltrators

difficulty in
discovering
infiltrators

power of election
official over polling
place operations

removal of potential
means of detection

poor election laws /
policies / guidelines

recommended controls

more transparency of the
entire elections process,
laws governing the
bipartisan appointment of
precinct officials and the
distribution of duties
within a polling place,
laws dictating the
configuration of a polling
place and access to it,
laws criminalizing voter
intimidation, caging and
the abuse of the
challenge process,
training programs for
election officials at the
national, state and local
levels, including
enhanced training of
precinct officials and
more aggressive
prosecution of violations;
effective audits of
elections and the ability
to respond to attacks by
investigating,
prosecuting and
correcting abuses after
the fact

personnel security,
awareness and training,
incident response,
physical and
environmental protection
personnel security,
awareness and training,
incident response,
physical and
environmental protection
personnel security,
awareness and training,
incident response,
physical and
environmental protection

transparency of polling
place activities, presence
of observers

personnel security,
awareness and training,
incident response,
physical and
environmental protection

establish chain of
custody procedures on
at-risk election artifacts;
provide for both
separation of duties, as
well as multi-person,
multi-party controls

threat scenario

an ElectionOfficial forms a
collusive arrangement between
a polling place and central
operations, for the purpose of
having either party overlook the
potential abuses being
committed by the other party
John, a poll worker colludes
with the election-official to
subvert separation of duties. He
handles the pollbook and
issues ballots to certain voters
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number
type

o 22

o 221

o 2211

o 22111

T 221111

T 221112

T 221113

threat action

execute insider attack

attack at polling place

discourage voters

challenge at Checkin

falsely reject voter
registration

falsely reject id check

selectively challenge
voters

description

execute insider attack

perform insider attack
at polling place

intentionally
discourage voters from
voting

challenge voters
during Checkin

falsely reject voter
claiming they are not
registered

falsely reject voter on
identification check

selectively challenge
voters, such as
‘undesirable’ voters in
polling place

reference

LTM-USA
Delivery 0Ola

Jones(2005a)
#211

Jones #212

threat source
category
human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat

voting system

voting system

voting system

checkin

voting system

voting system

voting

vulnerable
element

voting system,
election artifacts

voters, ballots,
voting system

checkin, check poll
book, authenticate
voter

checkin

checkin, check poll
book, authenticate
voter

provide credential

voter checkin

vulnerability

insider access,
availability and
willingness of
insiders, difficulty in
detection

power and control of
insiders over
elections operations

unwillingness or
inability of voters to
appeal pollworkers'
decisions

unwillingness or
inability of voters to
appeal pollworkers'
decisions

unwillingness or
inability of voters to
appeal pollworkers'
decisions
unwillingness or
inability of voters to
appeal pollworkers'
decisions

ability of pollworkers
or collusions of
pollworkers to control
voter checkin; lack of
oversight

recommended controls

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

provide appeal process
for oversight of
pollworker

provide appeal process
for oversight of
pollworker

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

Poll workers intentionally refuse
to allow the voter to vote even
though voters name is present
on the county register of voters.

A corrupt pollworker may use
race, gender, appearance of
age, a person's attire, etc., as a
means of ‘profiling’ a voter, and
then selectively challenge a
person's voter status based
upon the expectation that a
person fitting that profile will
vote contrary to attacker
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falsely challenge voters

destroy registered cards

delay open/close with

stymie voters needing

issue incorrect ballot

description

creating a target list
and question voters'
right to vote

a third party working
on behalf of voter
registration
encourages people to
register and after the
registration process
destroy or discard their
cards

delay opening or close
with plausible
excuses; preventing
the voters from voting
by making long
queues and working
slowly leading the
voters leave the
polling place

create long lines

intentionally stymie
voters needing
assistance; voter
manipulation -
improper assistance to
voters - improper
advantage taken of
voters with legitimate
need for assistance

issue voter an
incorrect ballot style

Threat Trees and Matrices and Threat Instance Risk Analyzer

reference threat source

category
Levitt (2007) human-

deliberate

insider

Ballotpedia human-
(2008) deliberate
insider

Jones (2005a) human-
#33 deliberate
insider

human-
deliberate
insider

Jones (2005a) human-
#332 deliberate
insider

human-
deliberate
insider

send to senior pw;

vulnerability

disclosing
information of voters

lack of management
oversight over third
party

inability to detect that

pollworker actions
are intentional; lack
of oversight

lack of oversight,
lack of voter
awareness; inability
to detect that
pollworker actions
are intentional; lack
of oversight

lack of management
oversight over poll
workers designated
to assist at polls

possibility that threat
will go undetected by

voter

Election Operations Assessment

recommended controls

chain of custody for voter
lists, including access
control policies

Get the details from third
party and mail the voter
Id's to the voters instead
asking third party to
handover the id's.

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

improve the
administration of voting
on the election day; let
the voters be aware of
the rules and regulations
prior to the election day

personnel security, voter
education

threat scenario

The attacker sends registered
mail to addresses of registered
voters that they've identified as
likely to be unfriendly to their
candidate. All mail that is
returned as undeliverable is
placed on what is called a
caging list. Then this list is used
to challenge the registration or
right to vote of those names on
it.

John volunteers to help register
voters before the election.
Unknowingly to the officials, he
was bribed by the Candidate to
destroy voters' cards after the
registration process is over.

A poll worker at a particular
precinct works slowly e.g. he
intentionally verifies the voter's
authentication details slowly
and issues the votable ballots
to the voters slowly making the
voters form long lines. Due to
long waiting time few voters
who cannot wait will leave the
polling place without casting the
vote.

intentionally stymie voters by
working slowly

John is a poll worker for a
particular precincts election and
is responsible for assisting the
voter say 'X' needing help while
marking the ballot or inserting
the marked ballot into the
scanner. His main aim in this
threat attack is to stymie the
voters from voting or vote for
the voters who ask for help. If X
has trouble inserting the
marked ballot into the
scanner(assume the scanner
rejects the vote showing over
votes), John can take
advantage of the situation and
change the ballot or simply
without revising insert the ballot
into the scanner resulting in the
loss or cancellation of vote.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

T 22116 mislead w/phony ballot
change

T 22117 mislead w/one party
only ruse

T 22118 discourage provisional
voting

T 22119 impede voter access

T 2.2.1.1.10 persuade voter
selections

A 2212 alter voter's vote

description

mislead voters by
announcing phony
last-minute ballot

change

mislead voters by
announcing that only
one party is allowed to
vote

discourage provisional
voting

impede voter access
to physical polling
place; an attacker
selectively prevents
voters from some
precincts, typically
under some kind of
color of authority.
persuade the voter to
vote a certain way

alter voter's vote in
polling place

reference threat source

category
human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

Jones(2005a) human-
#332 deliberate
insider

LTM-USA
Delivery Ola

human-
deliberate
insider

scope of threat

voting

voting

voting

voting

voting

voting system

vulnerable
element
eligible voter,
signed in voter

eligible voter,
signed in voter

authenticate voter

voters and voting

voting activity

voter, one voter

vulnerability

susceptibility of
voters to believe
what was being
informed by the poll
worker

susceptibility of

voters to believe
what was being

informed by the

pollworker

unwillingness or
inability of voters to
appeal pollworkers'
decisions

If a voter must be
present at a
particular location
(e.g. precinct) to cast
a ballot, it is possible
to prevent the voter
from voting by
physical exclusion.
lack of decisiveness
in the voter, lack of
management
oversight over
pollworkers

pollworker discretion
to instruct voter;
voter's lack of
understanding

recommended controls

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

Physical security at
polling places; public
education

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-

person, multi-party

controls, transparency of

process, election law
governing polling place
operations, voter

awareness and training,

auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

poll worker passes out the
ballots to voters and tell them
there has been a change on the
ballot.

poll worker tells voters that only
registered voters of one party is
allowed to vote

poll worker turns voter away by
not issuing a provisional ballot

A sheriff in a rural jurisdiction,
unlikely to be observed by
media or activists, impedes
some voters from getting to the
polling place by conducting
improper traffic stops outside
select precincts

Pollworker/election official/voter
during the day of election
intrudes into personnel privacy
of the voter and tries to
persuade him to cast his vote a
certain way with suggestive,
though non-threatening
remarks
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

o 22121 access ballots to alter
votes

T 221211 obtain VotableBallot

o 221212 obtain MarkedBallot

T 2212121 jam / shutdown machine

T 2212122 mislead about

committing ballot

description

access ballots, either
Marked, Provisional,
or assisted, to steal
votes

obtain VotableBallot

create plausible
reason to obtain
MarkedBallot

jam or shutdown
machine

mislead voters about
correct commitment of
ballot

reference threat source
category
human-
deliberate

insider

vulnerable
element
one voter

scope of threat

election system,
voting system

human-
deliberate
insider

election system one voter

human- voting one voter
deliberate

insider

human- voting one voter
deliberate

insider

http://www.lex one voter
18.com/Global
Istory.asp?S=
10037216&na
v=menu203_2

human- voting
deliberate
insider

vulnerability

pollworker discretion
to instruct voter;
voter's lack of
understanding

pollworker discretion
to instruct voter;
voter's lack of
understanding

pollworker discretion
to instruct voter;
voter's lack of
understanding

pollworker discretion
to instruct voter;
voter's lack of
understanding

pollworkers have
discretion to instruct
voters and voters do
not tend to read
informative signs

recommended controls threat scenario

steal votes through improperly
accessed ballots

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party

The pollworkers told the voters
to walk away after the first
controls, transparency of confirmation. After which,
process, election law pollworkers changed their
governing polling place votes.

operations, voter

awareness and training,

auditing and

accountability, physical

and environmental

controls at the polling

place
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threat action

collect ballots from
voters

steal provisional ballot

force provisional vote

obtain provisional ballot

obtain ballot of assisted
voter

description

collect ballots from
legitimate voters

poll worker forces the
voter to vote on
provisional ballot-vote
manipulation

force voter to vote on
provisional ballot;
voter manipulation- not
allowing the eligible
voters to vote as the
registration information
is not available

tamper with
provisional ballots;
ballot manipulation -
neglect to seal the
provisional ballot
envelops-not writing
the reason on the
envelop

steal votes of voters
needing assistance

Threat Trees and Matrices and Threat Instance Risk Analyzer

reference
category
human-
deliberate
insider

human-
deliberate
insider

Jones(2005a)
#21

human-
deliberate
insider

Jones (2005a)
#3

human-
deliberate
insider

Jones(2005a)
#33

human-
deliberate
insider

threat source

scope of threat vulnerable
element
voting one voter

voting system check poll book for

authenticate voter

voting check poll book for

authenticate voter

voting system ballot

votable or marked
ballot

voting

vulnerability

pollworkers have
discretion to instruct
voters and voters do
not tend to read
informative signs

unwillingness or
inability of voters to
appeal pollworkers'
decisions

unwillingness or
inability of voters to
appeal pollworkers'
decisions

no monitoring or
checking or
observing
PollWorker actions

vulnerability of voter
in need of assistance
to the abuses of
malicious pollworker

Election Operations Assessment

recommended controls

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

1) An election official at
the polling place shall
notify the individual that
the individual may cast a
provisional ballot in that
election.

eliminate barriers to
voter registration so as to
reduce the use of
provisional voting

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

Irrespective of the valid
information provided by the
voter, Poll worker forces voter
to vote on provisional ballots.
Since the provisional ballots are
counted after the voter
verification is done, the poll
worker can tamper with the
provisional ballots before
turning them in with other
election materials.

John is a poll worker at
particular precinct elections. He
has the access to the poll book
where he can verify the voter's
authentication to check the
eligibility to vote. If the voters
name is not present in the poll
book or voters hold on to a
voter ID card from many years
ago which listed an incorrect
precinct, it is John's
responsibility to issue a
provisional ballot to the voter.
John here can take advantage
of not issuing the provisional
ballot to the voter thus resulting
in loss of vote.

The poll worker should direct
the voter to place the
provisional ballot inner envelop
into the provisional ballot outer
envelope and seal the envelope
and cross verify if the ballot is
sealed properly. The poll
worker here can be negligent or
intentionally not seal the
envelopes so that the vote can
be disregarded.
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number threat action

type

o 22122 tamper with ballots

A 221221 subvert no-show vote

(¢] 2212211 conceal pollbook
tampering

T 22122111 wait until polls close

T 22122112 target unlikely voters

T 22122113 make excuses for

marked pollbook

description

tamper with ballots
before they are
scanned

ballot manipulation
prior to tabulation -
ballot box stuffing -
stuffing after the polls
close

conceal pollbook
tampering to reduce
the risk of detection

wait until polls close to
tamper with pollbook

make list of unlikely
voters

make excuses in case
voters show up, and
the pollbook is pre-
signed

reference threat source scope of threat vulnerable
category element
human- voting votable or marked
deliberate ballot
insider
Jones (2005a) human- voting system check poll book for
#311 deliberate authenticate voter
insider
human- voting, precinct pollbook
deliberate closeout
insider
human- voting, precinct pollbook
deliberate closeout
insider
human- election system voter registration
deliberate databases
insider
human- voter CheckIn election official
deliberate
insider

vulnerability

lack of oversight

unsecured poll book;
corrupt official who
coerces other poll
workers

lack of access
controls on pollbook

lack of access
controls on pollbook

access to voter lists
and ability to
determine voters not
likely to vote

difficulty in
determining the truth
when pollworkers are
lying

recommended controls

threat scenario

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

limited/no access to the
ballot boxes to the
pollworkers after the
polls close

responsibility of recording the
voters

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place
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Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node outline number
type

T 2212212

T 2212213

o 221222

T 2212221

T 2212222

threat action

mark VotableBallot

tamper with poll book

subvert MarkedBallot of
voter

mark undervote to
create vote

mark vote to create
overvote

description

mark VotableBallot

tamper with poll book
to add no-show voters

subvert MarkedBallot
of CheckedIn Voter at
polls

mark undervote to
create vote

mark vote to create
overvote

reference
category
human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

threat source

scope of threat

voting, precinct
closeout

voting, precinct
closeout

voting, precinct
closeout

voting, precinct
closeout

voting, precinct
closeout

vulnerable
element
voter

poll book

voter, marked

ballot

voter

voter

vulnerability

inability to verify
voters vote due to
lack of voter
attribution

unsecured poll book;
lack of supervision

inability to verify vote
with voter, lack of
management
oversight

inability to verify
voters vote due to
lack of voter
attribution

inability to verify
voters vote due to
lack of voter
attribution

recommended controls

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

threat scenario

A Ballot Stuffer will cast votes
on behalf of the people who did
not show up to the polls
;sometimes, votes will even be
cast by those who are long
dead or fictitious characters
often referred to as
impersonation
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node outline number
type

T 2212223

T 22123

[¢] 222

A 2221

T 22211

[¢] 22212

threat action

swap ballot with new
MarkedBallot

commit subverted ballot

attack other than polls

attack ballots

access ballots

tamper with ballots

description

swap ballot with new
MarkedBallot

ballot manipulation
prior to tabulation -
ballot box stuffing -
stuffing after the polls
close

perform insider attack
at other than polling
place

perform attacks on
VotableBallots or
MarkedBallots

access ballots as an
insider

alter or destroy ballots
obtained

reference threat source

category
human-
deliberate
insider

human-
deliberate
insider

Jones(2005a)
#41

human-
deliberate
insider

Jones (2005a) human-
#421 deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat

voting, precinct
closeout

voting, precinct
closeout

voting system

voting system

voting system

voting system

vulnerable
element

marked ballot

[absentee] for
provide credential
(remote)

contest artifacts

votable ballots

votable ballots

votable ballots

vulnerability

lack of management
oversight

lack of supervision or
other monitoring /
poll observers

insider access to
contest artifacts

access to ballots,
difficulty of detection

access to ballots

access to ballots

recommended controls threat scenario
personnel security, multi-
person, multi-party
controls, transparency of
process, election law
governing polling place
operations, voter
awareness and training,
auditing and
accountability, physical
and environmental
controls at the polling
place

improved administration
of voting on the election
day

election law, ballot chain
of custody controls,
awareness and training,
transparent processes,
multi-person, multi-party
controls, audit and
accountability

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures
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node outline number threat action

type

T 222121 with unobtrusive defects

T 222122 with faint pre-marks

T 222123 with invisible ink pre-
marks

T 222124 by subverting ballot

rotation

description

create unobtrusive
defects on
VotableBallots
designed to change
contest result

tamper with preprinted
ballot stock by making
faint machine-readable
marks

pre-mark a ballot using
invisible ink that is
machine-readable

tamper with ballot
design so that ballot
rotation is subverted

reference threat source

category
human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

human-
deliberate
insider

scope of threat

ballot preparation,
voting

ballot preparation,
voting

ballot preparation,
voting

ballot preparation

vulnerable
element
votable ballots

votable ballots

votable ballots

votable ballots

vulnerability

lack of ballot custody
controls

difficulty for humans
to detect machine-
readable marks

difficulty for humans
to detect machine-
readable marks

inability for human to
detect how machine
counts marks; failure
of tests to detect all
anomalies

recommended controls

threat scenario

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures
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node

—

T

T

T

T

e

outline number

222125

222126

222127

222128

threat action

by marking ballot

with invalidating marks

by undoing voter marks

by subverting
provisional envelope

description

alter MarkedBallots by
marking selections
that either exploit
undervotes or cause
overvotes

alter physical ballots
by making illegal
marks that will
invalidate ballots
during hand count or
hand recount.

undo a voter's valid
mark on a completed
mark-sense ballot; To
be properly recognized
and interpreted by the
scanner, mark sense
ballots must have
clear and unobscured
marks. Proper marks
can be obscured by
applying stickers.
White stickers will be
effective, but may be
easily detected. Some
apparently clear
stickers might be
sufficient to interfere
with the scanner but
be hard to detect.

tamper with
provisional ballot
envelope to cause
rejection; an envelope
is altered to change it
from an accepted
ballot to a rejected
ballot

reference threat source
category
Jones (2005a) human-
#421 deliberate
insider
Jones (2005a) human-
#421 deliberate
insider
TMB, possible human-
in Saltman deliberate
insider
Dallas (2008) human-
deliberate
insider

scope of threat

voting system

voting system

ballot preparation,
voting

voting, canvass

vulnerable
element

precinct closeout,
deliver to
jurisdiction, etc.
any activity where
one person or a
group of
collaborating
people, can gain
private access to
physical ballots.

precinct closeout,
deliver to
jurisdiction, etc.
any activity where
one person or a
group of
collaborating
people, can gain
private access to
physical ballots.

marked ballots,
especially prior to
counting

committed
provisional ballot

vulnerability

Paper ballots have
no ‘final form’ status.
That is, they can be
marked after the
voter has cast the
ballot. For any
system based on
physical ballots,
each ballot is a
constrained data
item (CDI). Itis a
well known security
principle that the
more CDiIs there are,
the more difficult it is
to protect them.

Paper ballots have
no ‘final form’ status.
That is, they can be
marked after the
voter has cast the
ballot. For any
system based on
physical ballots,
each ballot is a
constrained data
item (CDI). ltis a
well known security
principle that the
more CDls there are,
the more difficult it is
to protect them.
insider access to
ballots; lack of
oversight / chain of
custody of ballots

access to / lack of
control or custody of
CommittedBallot

recommended controls

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

ballot chain of custody
procedures; post-election
review of ballots

access controls, auditing
and logging

threat scenario

After the polls close, poll
worker(s) remove(s) ballots
from the ballot box. If anytime
thereafter they, or with a group
of collaborators, gain private
access to the paper ballots,
they may selectively mark
ballots to favor one or more
candidates by exploiting
undervotes (marking contests
where voters did not make a
selection) or to create
overvotes in contests where
voters selected the opponent of
a preferred candidate. This
could happen at the polling
place, between the polling
place and the jurisdiction's
central site.

After the polls close, poll
worker(s) remove(s) ballots
from the ballot box. If anytime
thereafter they, or with a group
of collaborators, gain private
access to the paper ballots,
they may selectively apply stray
or identifying marks to ballots
that are marked in support of
the opponent of a preferred
candidate. This could happen
at the polling place, between
the polling place and the
jurisdiction's central site, etc.

Persons with access to marked
ballots can obscure voter's
marks by applying opaque
stickers over the marks. This is
possible even if indelible pens
are used to mark the ballots
(compare to erasure of pencil
marks). In CCOS and remote
voting environments the
stickers could be applied in
large numbers before the
ballots are scanned the first
time and could result in
significant vote total changes.
In PCOS environments there
will be more limited possibilities
of applying stickers before the
initial scan. Nevertheless,
applying stickers after the initial
scan could result in audit and
recount exceptions that would
undermine voter confidence
even if the outcome was not
changed.
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node outline number
type

T 222129

(e} 22213

T 222131

T 222132

T 222133

[¢] 2222

threat action

with physical damage

replace ballots

switch valid ballots with
tampered ones

switch box during
transport

discard / destroy
MarkedBallots

stuff ballots after closing

description

tamper with ballots by
doing physical
damage

switch legitimate
ballots with tampered
ballots

switch a set of valid
ballots with the ones
the tampered ballots

substitute ballot box
(add, delete, change
ballots) during
transport to central
location

use private access to
discard or destroy a
box of MarkedBallots
(fail to replace)

stuff ballot box after
the polls close

reference
category
human-
deliberate
insider
human-
deliberate
insider

CATTBR

human-
deliberate
insider

Jones(2005a) human-
#413 deliberate
insider

human-
deliberate
insider

Jones (2005a) human-
#413 deliberate
insider

threat source

scope of threat

voting

voting system

voting system

precinct closeout

state accumulation,
canvass, post
certification

voting g, precinct
closeout

vulnerable
element
one voter

ballots

ballots

one voter(remote),
ballot delivery, one
voter(remote)

precinct closeout,
deliver to
jurisdiction, etc.
any activity where
one person or a
group of
collaborating
people, can gain
private access to a
physical ballot box.
ballots, ballot box

vulnerability

Unobserved physical
access to paper

access to ballots;
lack of management
oversight

access to ballots;
lack of management
oversight

failure to take the
details of the person
transferring the votes
to the central
location

For any system
based on physical
ballots, each ballot is
a constrained data
item (CDI). Itis a
well known security
principle that the
more CDIs there are,
the more difficult it is
to protect them.
access to ballots,
ballot box; lack of
management
oversight

recommended controls

physical access controls

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

establish ballot chain of
custody procedures,
including ballot
distribution security,
physical and other
access controls on
ballots, anti-counterfeit
measures, serial ballot
numbering, and
personnel policies
related to access;
auditing and
accountability
procedures

physical and
environmental
protection-Delivery and
Removal, , personnel
security-Third Party
personnel security

Ballot accounting, chain
of custody, personnel
screening

election law, ballot chain
of custody controls,
awareness and training,
transparent processes,
multi-person, multi-party
controls, audit and
accountability

threat scenario

Damage paper/paper roll by
pouring chemicals onto paper

John is a pollworker
responsible for tabulating the
votes on the election night. This
includes all kinds of votes like
the absentee ballots, early
votes, provisional ballots etc.
He can use his influence and
try to manipulate the precinct
results by ignoring the ballots or
by adding counterfeit ballots so
as to match the original count
of votes since the precinct
results will be telephoned to the
election department by the
inspector prior to transmission.
During precinct closeout, an
elections official may remove a
box of ballots from the
controlled area and discard it,
e.g. in a trash bin.
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tabulation result
ignoring actual ballots

power to announce /
certify result

tabulation process,
including access control
policies and procedures,
separation of duties,
physical access controls,
auditing and
accountability, such as
verifying results against
tabulated; incident
monitoring and reporting;
making whole process
more transparent to
media and public

node outline number threat action description reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario
type cateqgory element
T 2223 stuff during canvass or inject ballot box (of 2004 human- canvas, post validate total, After the election, Ballot watermarking, 1. During a recount, an
recount physical ballots) during ~ Washington deliberate certification audit process remote during the validate ballot accounting, elections official places and
canvass or recount Governor insider ballots process, ballot boxes registration reconciliation then ‘finds’ a box of ballots in a
Contest may be placed key-controlled storage room
where they will be and presents these ballots to
found in storage the canvassing board for
rooms, elections inclusion in the count. 2. During
officials’ cars, etc. a recount, a poll worker places,
and then finds, a box of ballots
in the trunk of their car and
presents these ballots to the
canvassing board for inclusion
in the count.
selectively recount selectively recount by human- canvass, state validate total, Election law election law, awareness An elections official or political
county or precinct deliberate accumulation, post recount and training, transparent operative may trigger selective
insider certification audit processes, multi-person, recounts in order to capture
multi-party controls, audit  additional votes, expecting that
and accountability changes in the selected
counties will favor their
candidate.
subvert tabulation intentionally commit human- precinct closeout, election artifacts dependence on key election law, awareness precinct submitted twice without
errors in tabulation deliberate canvass, state election official(s) and training, transparent warning from system
(i.e., counting) insider accumulation with centralized processes, multi-person,
power to announce / multi-party controls, audit
certify result and accountability
attack tabulated results attack results of human- precinct closeout, election artifacts dependence on key security-related activity
tabulation process deliberate canvass, state election official(s) planning, chain of
insider accumulation with centralized custody of results of the
power to announce / tabulation process,
certify result including access control
policies and procedures,
physical access controls,
auditing and
accountability; incident
monitoring and reporting;
making whole process
more transparent to
media and public
subvert reported results impersonate human- precinct closeout, get precinct results pollworker security-related activity John is a malicious outsider. He
pollworker reporting deliberate canvass, state flow chart impersonation to planning, chain of tries to threaten the pollworker
preliminary precinct insider accumulation alter the precinct custody of results of the who is responsible for reporting
results; malicious result tabulation process, the preliminary precinct results
outsider threatens the including access control to the jurisdiction. Being
pollworker to disclose policies and procedures, threatened by the attacker the
false results to the physical access controls, pollworker announces false
jurisdiction so as to auditing and results by not considering few
change the election accountability; incident ballots like provisional ballots,
outcome. monitoring and reporting; absentee ballots changing the
making whole process outcome of the election.
more transparent to
media and public
falsely announce results falsely announce human- canvass, state unofficial results, dependence on key security-related activity
tabulation results; deliberate accumulation report results election official(s) planning, chain of
announcement of insider with centralized custody of results of the

University of South Alabama

EAC Board of Advisors and Standards Board Draft

Page 130



Threat Trees and Matrices and Threat Instance Risk Analyzer

Election Operations Assessment

node

type

T

A 3

(0] 3.1
T 3.1.1
T 3.1.2
T 3.13
T 3.14
T 3.15

outline number

222,63

threat action

alter results
transmission

subvert voting process

target polling places

by expected voting
pattern

where PollWorkers not
likely to know Voters

that exploit electoral
college rules

where PollWorkers can
be co-opted

with lax enforcement of
procedures

description

Results will be
transmitted to county
elections department
on the election night.
There are chances
that the precinct
results might be
altered before
transmitting them to
the elections
department.

subvert polling place
voting process

target polling places to
attack

select a precinct that
follows a particular
voting pattern making
it easier to carry out
the attack

target polling places
where poll workers are
not likely to know
voters

use winner-take-all
electoral college
design to tempt a
selective attack in a
tight presidential race

target polling places
where poll workers
can be co-opted
target polling places
with lax enforcement
of procedures

reference

Jones(2005a)
#611

NA

Campbell
(2008), p. 337

threat source

category
human-
deliberate
insider

human-

deliberate,
operational

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

precinct closeout

voting system,
election system

voting system,
election system

voting

voting
voting system,

election system

voting

voting

vulnerable
element
precinct result

voting, voters,
ballots,
pollworkers, polling
places

pollworkers, polling
places

polling place

pollworkers,
authenticate voter

voting system,
election system

polling place,
election official

polling place,
election official

vulnerability

Attacker can alter the
transmission of
precinct results by
adding a counterfeit
ballot box, ignoring
the provisional votes
etc.

susceptibility of
voters to being
bribed or intimidated;
lack of polling place
security, availability
of information to aid
attack strategy

availability of
information to aid
attack strategy
Increasing
availability (i.e. web-
based) of election
results reported by
precinct, for which
attacker can select a
precinct based on
the voting pattern the
precinct follows

pollworkers do not
know voters

availability of polling
data enables careful
calculation of the
number of votes
needed to win, which
can be leveraged by
the winner-take-all
electoral design
susceptibility to
exploitation by
attackers
susceptibility to
exploitation by
attackers

recommended controls

security-related activity
planning, chain of
custody of results of the
tabulation process,
including access control
policies and procedures,
physical access controls,
auditing and
accountability; incident
monitoring and reporting;
making whole process
more transparent to
media and public

planning, risk
assessment, awareness
and training, incident
response, media
protection policy and
procedures, physical and
environmental protection,
personnel security,
system and information
integrity, access control,
audit and accountability,
identification and
authentication, system
and communications
protection

risk assessment, incident
response, personnel
security

personnel security,
including Position
Categorization and
Personnel Sanctions

risk assessment, incident
response

recommend that states
award electoral votes in
proportion to popular
vote

risk assessment, incident
response

risk assessment, incident
response

threat scenario

John is a pollworker
responsible for tabulating the
votes on the election night.
This includes all kinds of votes
like the absentee ballots, early
votes, provisional ballots etc.
He can use his influence and
try to manipulate the precinct
results by ignoring the ballots or
by adding counterfeit ballots so
as to match the original count
of votes since the precinct
results will be telephoned to the
election department by the
inspector prior to transmission.
a candidate's confederate goes
to the polls with voters willing to
sell their vote; and they vote
together after legally obtaining
their VotableBallots

John is a poll worker. He
selects a precinct of his choice
to work on election day. He
makes the selection based on
the voting pattern the precinct
follows. Doing so he can carry
out the attacks he can on that
particular voting pattern with
ease. For example, if he is
good at injecting malware into
the systems with ease, he
would select a precinct that
uses internet voting pattern.

Several tight presidential
elections (1844, 1876, 1884,
1888, 1960, and 2000) could
have been turned by fraud in a
few selected areas (Campbell
2008, p. 337)
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node outline number
type

o 3.2

A 321

T 3.21.1

T 3.21.2

T 3213

T 3214

T 3.215

threat action

form attack team

use cell captains to
execute deniable
impersonation attack

recruit cell captains

motivate cell captains

educate cell captains

provide rewards for cell

captains to distribute

recruit attackers

description

recruit sufficient
impersonating
attackers

use cell captains to
execute deniable
impersonation attack

recruit cell captains

educate and motivate
cell captains in
deniable ways

educate captains in
deniable ways

provide cell captains
with rewards to
distribute

cell captains recruit
more attackers

reference threat source

category
human-
deliberate

Jones (2005a) human-
#31 deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

Jones (2005a) human-
#311 deliberate

scope of threat

election system

voting system

election system

election system

election system

election system

election system

vulnerable
element
potential recruits,
eligible voters

authenticate voter,

people being
recruited

people being
recruited

people being
recruited

people being
recruited

voters

vulnerability

availability and
willingness of
recruits

political influence /
power of political
leaders or election
officials

corruptibility or
vulnerability of
political loyalists of
political leader

insulation of lead
attacker from
discovery

insulation of lead
attacker from
discovery

insulation of lead
attacker from
discovery

corruptibility of
potential
impersonators;
resources of
attackers

recommended controls

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits
personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

threat scenario
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=3

type

T 3.22
T 3.23
O 33

A 331
T 3311
T 3312
T 3313
¢} 3.3.2

ode outline number

threat action

recruit attackers among
LegalVoters

recruit brokers

commit vote fraud attack

perform chain vote

acquire VotableBallot

vote with pre-marked
ballot

smuggle VotableBallot
out

perform impersonation
attack

description

subvertible voters are
gathered to increase
the impact of chain
voting or a group of
attackers carry out
chain voting attack

recruit brokers to buy
voters; attacker
recruits loyal followers,
giving them cash bills
to buy votes on behalf
of attacker's choices

commit vote fraud
attack

perform chain voting
scheme

an outside attacker
smuggles a
VotableBallot or an
election insider takes
an absentee ballot and
uses it for chain voting
subverted voter takes
MarkedBallot to polling
place and votes with it,
while also legally
obtaining
VotableBallot

voter smuggles
VotableBallot out of
polling place and takes
it to attacker to enable
next cycle of chain
voting

perform voter
impersonation attack

reference

Jones (2005b)

Campbell
(2006) pp.
278, 282, 337

Campbell
(2006)

Jones (2005b)

Jones (2005b)

Jones (2005b)

Jones (2005b)

LTM-USA
Delivery Ola

threat source
category
human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

voting system

voting system,
election system

voting system,
election system

voting system

voting system

voting system

voting system

voting system

vulnerable
element
legal voters

eligible voter,
signed in voter

voting, voters,
ballots,
pollworkers, polling
places

pollworkers,
election officials

ballot stock

commit ballot

ballot stock

voting system

vulnerability

susceptibility of
voters to being
bribed or intimidated

attacker's power to
acquire significant
resources

susceptibility of
voters to being
bribed or intimidated;
lack of polling place
security, availability
of information to aid
attack strategy
susceptibility of
voters to being
bribed or intimidated;
lack of polling place
security

lack of polling place
security, lack of
ballot custody

lack of polling place
security; voter
privacy measures
helps attacker
conceal ballots

lack of polling place
security; voter
privacy measures
helps attacker
conceal ballots

accessibility of lists
of voters not likely to
vote; soft voter
authentication
process; pollworkers
don't know voters;
willingness of
pollworkers to
engage in fraud

recommended controls

personnel security,
including strong
sanctions/laws against
violators, and
background checks,
multi-person, multi-party
controls, awareness and
training for potential
insider recruits

expand campaign
finance reform to cover
wholesale vote-buying;
prosecute voting
conspiracies, including
vote haulers and voters;
maintain ballot secrecy

chain of custody controls
on ballots, polling place
security, multi-party
observers

1.Ballot Distribution
Security

2. Mark absentee ballots
distinctly to distinguish
them from ballots voted.
3.Prevent Ballot
Counterfeiting. 4.Serial
Number Ballots

chain of ballot custody
procedures, polling place
security, including
observers

chain of ballot custody
procedures, polling place
security, including
observers

chain of ballot custody
procedures, polling place
security, including
observers

media protection policy
and procedures,
personnel security,
access control, audit and
accountability,
identification and
authentication

threat scenario

A Dodge County, GA, county
commissioner used $15,000 in
$20 bills, giving $4,000 to one
vote ‘hauler’ to buy votes at the
$20 going rate; one county
commissioner forced his road
department employees to work
on the campaign or else lose
their jobs (Campbell 2008, p.
282)

Tom is a party worker who has
contacts with ElectionsOfficial.
Getting EligibleVoters' personal
information is an easy task for
Tom. He can even prepare a
list of EligibleVoters who are
unlikely to vote this time
through his contacts. After
preparing a list, he then
prepares fake Id's and bribes a
group of loyal followers to
impersonate the voters on his
list. He sends impersonators to
the polling places where
PollWorkers are not likely to
recognize them.
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node outline number
type

o 3321
T 33211
T 3.3.2.1.2
T 3.3.2.13
T 3.3.2.14
o 3.3.2.2
T 3.3.2.21
T 3.3.2.22
T 3.3.223
T 3323
T 3.3.23.1
T 3.3.2.3.2
T 3.3.2.33

threat action

create fraudulent voter
registrations

register as an
housemate

register as a dead
person

register an ineligible

person

register as a fictitious
person

create target list of
voters to impersonate

fraudulent registrations

unlikely voters

voters likely to vote late
in the day

execute impersonated
voting

assign impersonator to
voter

go to target voter's
polling place

check in as the
impersonated voter

description

create fraudulent voter
registrations

recruit registers
impersonators as
housemates /
roommates

register as a deceased
or incapacitated
person

register as an
unregistered but
ineligible person (e.g.,
non-citizens, felons)
use a fake Id to
register as a fictitious
voter

create target list of
voters to impersonate

create fraudulent voter
registrations

make lists of voters
very unlikely to vote
this election

make lists of voters
likely to vote late in the
day

execute impersonated
voting

supply attackers with
information about
unlikely voter (e.g.,
name and gender)

impersonator goes to
polling place of target
voter

attacker has friends
vote for the fake
housemates

reference

Jones(2005a)
#1

Jones(2005a)
#11, 12

Jones(2005a)
#12

Jones(2005a)
#1

Jones(2005a)
#11,12

Jones (2005a)
#311

Jones(2005a)
#311

Jones(2005a)
#311

threat source
category
human-
deliberate

human-
deliberate

human-
deliberate

human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate
human-

deliberate

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat

election system

voting system

election system

election system

voting system

election system

election system

election system

election system

voting

voting system

voting

voter Checkin

vulnerable
element
election system

people being
recruited

election system

election system

authenticate voter

voter lists

voters lists

voter lists

voter lists

authenticate voter

pollworkers,
authenticate voter

voters

pollworkers,
authenticate voter

vulnerability

poor vetting process,
lack of resources,
legal constraints on
voter registration
process

corruptibility or
vulnerability of
recruits

lack of records
management

lack of records
management

soft verification
process

access to voter lists

access to voter lists

access to voter lists
and ability to
determine voters not
likely to vote

access to voter lists
and ability to identify
target voters

failure of election day
administration to foil
attack

pollworkers fooled by
unknown attacker
with valid voter
information

susceptibility of
insiders to bribery
and corruption

pollworkers fooled by
unknown attacker
with valid voter
information

recommended controls

strengthen the controls in
the ElectionSystem

strengthen the controls in
the ElectionSystem

strengthen the controls in
the ElectionSystem

strengthen the controls in
the ElectionSystem

Verification process
should be improved;
make use of machine
that can differentiate
between fake and
original Id's

chain of custody controls
on voter registration lists,
if not public information
chain of custody controls
on voter registration lists,
if not public information
chain of custody controls
on voter registration lists,
if not public information

chain of custody controls
on voter registration lists,
if not public information
physical and
environmental protection,
audit and accountability,
identification and
authentication

physical and
environmental protection,
audit and accountability,
identification and
authentication

physical and
environmental protection,
including patrolling
polling places, looking for
suspicious activity
Verification process
should be improved;
make use of machine
that can differentiate
between fake and
original Id's

threat scenario

A party worker may hire non
voters from different state,
prepare fake IDs and register
them as housemates of
LegalVoters and ask them to
vote for his/her party candidate.

Unlikely voters for an election
might include infrequent voters,
or voters that are absent or
overseas
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node

—

T

T

(0]

(0]

(0]

e

outline number

3.3.23.4

3.3.235

333

3331

33311

333111

threat action

vote in place of voter

supply rewards

buy or coerce vote

motivate voter

pay

pay for candidate
support

description

impersonate and vote
in the place of an
EligibleVoter; a list of
voters who are unlikely
to vote may be
prepared and people
may be recruited to
vote for that person. A
polling place where a
poll workers are not
likely to know voters
may be targeted.

cell captain provides
all required rewards
out of own pocket

motivate voters to
either (a) stay away
from polls or (b) vote
in compliance with
attacker demands
motivate voter with
bribes or threats

motivate voter with
pay

make a direct payment
to voters to support a
particular candidate;
attacker promises to
bribe voters if they
prove the attacker with
evidence that they
voted to the particular
candidate supported
by attacker.

reference threat source
category
Jones (2005a) human-
#311 deliberate
human-
deliberate
Dekel (2004), human-
Fund (2004), deliberate
Jones(2005a) outsider
#21
human-
deliberate
human-
deliberate
Fund (2004), human-
Dekel (2004) deliberate

scope of threat

voting

election system

voting system,
election system

voting system

election system

voting system

vulnerable
element
authenticate voter

voters

eligible voter,
signed in voter

voter

voter

eligible voter,
signed in voter

vulnerability

access to lists of
voters not likely to
vote; PollWorkers
don't know voters;
corrupt PollWorker

susceptibility of
insiders to bribery
and corruption

susceptibility of
voters to buying and
coercion; breach of
voter privacy; ability
to attribute vote
human susceptibility
to being bribed or
coerced

human susceptibility
to being bribed

susceptibility of
voters to bribery

recommended controls

require Credentials at
polling places; conduct
precise and careful
purges on voter lists to
remove duplicate names,
people who have moved,
died, or are otherwise
ineligible.

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
pollworkers, physical and
environmental protection,
limiting access to polling
place and providing
polling place patrols
maintain voter privacy;
limit access to polling
place

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
pollworkers, physical and
environmental protection,
limiting access to polling
place and providing
polling place patrols

personnel security,
including strong laws
against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
pollworkers

Educate the voters about
the importance of voting

threat scenario

a candidate's confederate goes
to the polls with voters willing to
sell their vote; and they vote
together after legally obtaining
their VotableBallots
‘Republicans have at times
been guilty of intimidation
tactics designed to discourage
voting. In the 1980s, the
Republican National Committee
hired off-duty policemen to
monitor polling places in New
Jersey and Louisiana in the
neighborhoods of minority
voters, until the outcry forced
them to sign a consent decree
forswearing all such 'ballot
security' programs in the
future.’ (Fund 2004)

‘Democrats are far more skilled
at encouraging poor people —
who need money — to
participate in shady vote-buying
schemes. 'l had no choice. |
was hungry that day,' Thomas
Felder told the Miami Herald in
explaining why he illegally
voted in a mayoral election.
‘You wanted the money; you
were told who to vote for. (Fund
2004)

University of South Alabama

EAC Board of Advisors and Standards Board Draft

Page 135



Threat Trees and Matrices and Threat Instance Risk Analyzer Election Operations Assessment

node outline number threat action description reference threat source scope of threat vulnerable vulnerability recommended controls threat scenario

type cateqgory element

T 3331111 use drugs, alcohol as use drugs or alcohol Campbell human- voting system, eligible voter, susceptibility of maintain ballot secrecy In 1910, the price of a vote was

payment as payment for votes; (2006) pp. deliberate election system signed in voter voters with ‘a drink of whiskey’ (Campbell
attacker promises and 144, 282, substance abuse to 2006, p. 144); in 2002, two Clay
exchanges drugs or Estep (2009) bribery County, KY, election officers
alcohol in exchange allegedly used the prescription
for voting for attacker's painkiller OxyContin to buy
candidates votes (Estep 2009)

T 3331112 pay voters cash pay the ‘market’ rate Campbell human- voting system, eligible voter, susceptibility of prosecute voters who In a 1987 Kentucky race, the
for a vote in direct (2006) pp. deliberate election system signed in voter voters to bribery sell their vote; throw out price for a vote reached $200,
cash payment 278, 283 illegal votes; maintain while in 1996 Dodge County,

ballot secrecy Georgia, the going rate was
$20 per vote (Campbell 2008)

T 3.3.3.1.1.2 promise to pay promise payment later Jones(2005a) human- voting voters susceptibility of personnel security,
or promise payment #311 deliberate voters to bribery including strong laws
based on subsequent against vote fraud,
verifiability of voter's sanctions against
carry out attacker's violators and colluders,
voting demands background checks,

awareness and training
for voters and
pollworkers
(¢] 3.3.3.1.2 coerce coerce the voter to human- election system voters human susceptibility personnel security,
vote for the attacker's deliberate to being coerced including strong laws
candidate(s) against vote fraud,
sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
pollworkers
T 3.33.121 promise to punish promise some form of Van Acker human- election system eligible voter, susceptibility of personnel security, An incumbent candidate
punishment in order to deliberate signed in voter voters to intimidation; including strong laws seeking reelection sends a
coerce voter lack of voter privacy against vote fraud, loyal confederate to the polls
sanctions against accompanying the incumbents'
violators and colluders, employees, who are coerced to
background checks, vote for the incumbent, once
awareness and training they receive their votable
for voters and ballots
pollworkers
T 3.33.122 punish and promise provide a real human- election system eligible voter, susceptibility of personnel security,
more punishment, and then deliberate signed in voter voters to intimidation; including strong laws

promise more lack of voter privacy against vote fraud,

punishment of not sanctions against

compliant violators and colluders,
background checks,
awareness and training
for voters and
pollworkers

T 3.3.3.1.23 punish and promise provide a real human- election system eligible voter, susceptibility of personnel security,
repair punishment, and then deliberate signed in voter voters to intimidation; including strong laws

promise a repair of lack of voter privacy against vote fraud,

punishment sanctions against
violators and colluders,
background checks,
awareness and training
for voters and
pollworkers

[e] 3.33.2 direct voters direct voters to vote a Jones (2005a) human- voting eligible voter corrupt Poll Worker Ballot Distribution
certain way #32, deliberate or voter who can Security; Mark absentee

Jones(2005b)

easily be intimidated;
Poll Workers and poll
observers unable to
detect concealed
ballots

ballots distinctly to
distinguish them from
ballots voted; Prevent
Ballot Counterfeiting;
Serial Number Ballots
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node

type

T 3.33.21
T 3.33.2.2
o 3.333
T 3.3331
T 3.33.3.2
T 3.3.3.33
T 3.3.3.34
T 3.3.34

outline number

threat action

to make specific votes

to not make specific
votes

verify bought vote

by self-recorded casting

with phony voter
assistant

with encoded stray

marks

through PollWorker
ballot chaining

supply rewards or
punishment

description

direct voter to make
specific votes
according to attacker's
demands

direct voter to not
make specific votes
according to attacker's
demands

assess voter
compliance with
direction

use a secret camera to
self-record voter's
ballot casting

assist voter at precinct
to verify bought vote;
voter requests
assistance in order to
earn reward from
assistant

make stray ballot mark
for voter attribution

voter feeds the pre
MarkedBallot into the
scanner and returns
the empty
VotableBallot to the
attacker

provide promised
rewards or
punishments based on
voter compliance

reference threat source
category
Jones (2005a) human-
#32, deliberate
Jones(2005b)
Jones (2005a) human-
s deliberate
Jones(2005b)
human-
deliberate
Dekel (2004) human-
deliberate
Jones (2005a) human-
#333 deliberate
human-
deliberate
Jones (2005a) human-
#32, deliberate
Jones(2005b)
human-
deliberate

scope of threat vulnerable
element

paper ballot systems folded marked
ballot,

voting eligible voter

voting system voter

voting system eligible voter,

signed in voter

voting, canvass sign pollbook,
validate precinct

results

voting votable ballot

folded marked
ballot,

paper ballot systems

election system post certification

audit

vulnerability

corrupt PollWorker or
voter who can easily
be intimidated;
PollWorkers and poll
observers unable to
detect concealed
ballots

corrupt Poll Worker
or voter who can
easily be intimidated;
Poll Workers and poll
observers unable to
detect concealed
ballots

inability to prevent
voter attribution

breech of voter
privacy in polling
place

failure to
authenticate voter's
assistant; failure to
detect unusual
patterns of
assistance (same
assistant, higher
than normal
assistance)

ability of voter to
mark ballot freely

corrupt PollWorker or
voter who can easily
be intimidated;
PollWorkers and poll
observers unable to
detect concealed
ballots

difficulty in tracing
payments

recommended controls

1.Ballot Distribution
Security

Mark absentee ballots
distinctly to distinguish
them from ballots voted.
3.Prevent Ballot
Counterfeiting. 4.Serial
Number Ballots

Ballot Distribution
Security; Mark absentee
ballots distinctly to
distinguish them from
ballots voted; Prevent
Ballot Counterfeiting;
Serial Number Ballots

prevent voter attribution
with ballot secrecy,
preventing stray marks,
and making sure that
voter assistance is
legitimately needed
Tighten the security of
voting system

audit and accountability
audit precinct results and
investigate any unusual
voting patterns, such as
a high percentage of
voter assistance or
repeated assistance by
the same assistant;
prevent by asking voter
for reason assistance
needed

use ballot marking that
prevents stray marks;
clear plastic ballot sleeve

1.Ballot Distribution
Security 2.
Mark absentee ballots
distinctly to distinguish
them from ballots voted.
3.Prevent Ballot
Counterfeiting. 4.Serial
Number Ballots

personnel security,
including sanctions
against violators

threat scenario

A political party worker may
intimidate EligibleVoters or
bribe them to commit a pre
MarkedBallot and hand over
the unmarked VotableBallot to
him. Then this empty
VotableBallot is marked by this
worker and given to another
EligibleVoter who has been
bribed or intimidated and the
process is repeated.

A political party worker may
intimidate EligibleVoters or
bribe them to commit a pre
MarkedBallot and hand over
the unmarked VotableBallot to
him. Then this empty
VotableBallot is marked by this
worker and given to another
EligibleVoter who has been
bribed or intimidated and the
process is repeated.

to ascertain that a bribed voter
goes along with the vote fraud,
attacker attempts to verify that
voter voted for attacker's
choices

Voter manages to capture
video of his ballot casting,
produces it to the attacker as
evidence.

A man wearing dark glasses
and appearing to be sight-
impaired shows up with an
assistant to help him vote.
Following the procedures for
check-in, the voter and the
assistant obtain a
VotableBallot, which is then
marked and committed with the
full knowledge and help of the
assistant, who provides a cash
payoff afterwards.

voter votes for attacker
candidates and then votes for a
write-in candidate by writing in
a predetermined code word
intended for an inside
confederate to see and verify
the bought vote

A political party worker may
intimidate EligibleVoters or
bribe them to commit a pre
MarkedBallot and hand over
the unmarked VotableBallot to
him. Then this empty
VotableBallot is marked by this
worker and given to another
EligibleVoter who has been
bribed or intimidated and the
process is repeated.
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node outline number
type

o 3.34
T 3.34.1
T 3.3.4.2
T 3.343
o 4

o 41

T 411
T 412
T 413

threat action

vote more than once

vote using more than
one method

vote in more than one
place

insert unauthorized
physical ballots into the
ballot box

experience technical
failure

experience operational
error

by miscalibrating
scanner

due to foreign
substances

through erroneous
settings

description

a LegalVoter votes
more than once; ballot
box stuffing by the
voter

vote early and regular,
or absentee and
provisional as a form
of ballot box stuffing

vote in two
neighboring states or
multiple precincts with
registrations in more
than one place

insert unauthorized
physical ballots into
the ballot box

experience a
nondeliberate
technical failure

experience or commit
voting equipment
operational errors

PCOS scanner
calibration failures or
errors

PCOS paper feed mis-
calibration, foreign
objects, dust/dirt/grit
erroneous date/time
settings, precinct ID
setting, other election
specific settings

reference threat source

category
human-
deliberate

human-
deliberate

Jones (2005a)
#41, TIRA
panel

Jones (2005a)
#11, 312

human-
deliberate

NA human-
deliberate

technical

technical

technical

technical

technical

scope of threat

voting

voting

voting

voting

election system,
voting system

election system,
voting system

election system,
voting system

voting

election system,
ballot preparation

vulnerable
element
voting

authenticate voter
(remote), voter list,
voter information,
authenticate voter,
authentication
rules, jurisdiction

VoterList, voter
information,
authenticate voter,
authentication
rules, jurisdiction

commit ballot

voting machine

voting machine

voting machine

voting machine

voting machine

vulnerability

inability of voting
system to capture
duplicate votes by a
voter

inability to or failure
to cross-check
pollbooks for
different voting
methods within a
single place
(jurisdiction)
inability to or failure
to cross-check voter
lists across multiple
jurisdictions

Cannot bind a paper
ballot to a voter. For
a physical ballot box
with a slot, a voter
may stack several
ballots and insert
them at the same
time. For a PCOS
system, the scanner
attendant, must
ensure that voter's
only submit one
ballot.

hardware wears rout,
erroneous data
entry, human error,
poor testing

human error, poor
testing

poor testing
difficulty in detection
during operation

human error, poor
testing

recommended controls

system and information
integrity, identification
and authentication

system and information
integrity-improve integrity
of voter lists,
identification and
authentication-
authenticate voters

system and information
integrity-improve integrity
of voter lists,
identification and
authentication-
authenticate voters

Ballot box attendant,
probably not particular
effective

certification,
accreditation, and
security assessments,
planning, system and
services acquisition,
awareness and training,
configuration
management,
contingency planning,
incident response,
maintenance, media
protection policy and
procedures, physical and
environmental protection,
personnel security,
system and information
integrity, system and
communications
protection

system and services
acquisition, system and
information integrity,
maintenance, awareness
and training, physical
and environmental
protection, contingency
planning

system and services
acquisition, system and
information integrity
maintenance

DM, system and
information integrity,
awareness and training

threat scenario

a voter casts an absentee ballot

but then votes again at the
polling place on election day

a husband and wife who move

from Pensacola, FL to Mobile,
AL prior to a federal election

registers and votes in Alabama,

then drives to Pensacola on

same election day, voting in the

precinct for their former
address

A voter may acquire ballot
copies, pre-mark them, and
insert them into a ballot box
with their legal ballot.
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node outline number threat action

type

T 414 by mismatching precinct
and actual

T 415 in software from bad
data

T 4.1.6 causing hardware failure

T 4.1.7 causing device failure

T 4.1.8 due to manufacturer
error

[e] 4.2 experience undetected
tabulation errors

T 421 due to excessive
variance

T 422 in straight-party vote
tabulation

T 4.2.3 due to improper
tabulation technique

T 424 due to software error

T 425 from mistakes by ballot
designer

T 4.2.6 due to flawed ballot

creation software

description

mis-match of device's
programmed precinct
and actual precinct
software errors from
incorrect data in
removable media, due
to flaws in ballot
creation software
hardware errors, both
spontaneous or
induced, such as liquid
spills, static charge to
memory units

device operator error,
including incorrect
cabling, or bring-up in
test mode

ballot manufacturer
incorrectly
programming the
ballot scanner

experience un-
detected tabulation
errors

due to excessive
variance requirement
(* needs more
explanation)

due to use of incorrect
rules for straight-party
vote interpretation

due to use of incorrect
selection of tabulation
algorithm (e.g., IRV
variants)

due to software error
including data loss, or
incorrect tabulation
algorithms

due to operator error
in ballot creation
software (e.g.,
selection of contest
counting rules;
choosing to vote for no
more than 4 votes
when the real rule is
no more than three)
due to flaws in ballot
creation software

reference threat source

category
technical

technical

technical

technical

technical

human-
unintentional,
technical,
operational

technical,
operational

human-

unintentional

human-
unintentional

technical

human-
unintentional

technical

scope of threat

election system,
ballot preparation

election system,
ballot preparation

voting system

voting system

election system

voting system,
precinct closeout

voting system,

precinct closeout

voting system,
precinct closeout

voting system,
precinct closeout

voting system,
precinct closeout

voting system,
precinct closeout

voting system,
precinct closeout

vulnerable
element
voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

voting machine

contest results,
candidates, political
parties

contest results,
candidates, political
parties

voting machine

votable ballots

votable ballots

vulnerability

human error, poor
testing

erroneous data entry

hardware wear out

human error

human error, poor
testing

software bugs,
human error, poor
testing

poor testing

poor testing

possibility that late
testing will not
detect, because
actual vs. expected
counts will match
because both
assume erroneous
algorithm is the
correct one
possibility that late
testing will not
detect, because
actual vs. expected
counts will match
because both
assume erroneous
algorithm is the
correct one

human error and lack
of testing

software bugs

recommended controls threat scenario
system and information
integrity

system and services
acquisition, system and
information integrity

physical and
environmental protection,
contingency planning

awareness and training

system and services
acquisition, system and
information integrity:
testing at the state or
county level

system and information
integrity, system and
services acquisition,
configuration
management, awareness
and training

system and information
integrity

logic and accuracy tests
that include straight-party
voting tests that test
actual vs. expected
counts

system and information
integrity, including expert
review of algorithm
selection decision

system and information
integrity, including expert
review of algorithm
selection decision; data
backups or other
redundancies

system and information
integrity, including
verifying correct rules
chosen, and then testing
the application of rule on
test ballot sets

system and services
acquisition controls that
hold vendors
accountable for testing
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node outline number
type

T 427
T 428
T 429
(e} 4.3
T 43.1
T 432
T 433
T 434
T 435
T 4.4

threat action

by omitting tallies from
totals

by adding tallies multiple
times

from simultaneous
multiple scan feeding
tabulator

experience errors in
ballot preparation

encode incorrect contest
counting rule

incorrectly map
candidate's mark
position

supply erroneous ballot

definition data

supply erroneous voting
equipment data

misconfigure ballot by
operator

fail to warn voter of
overvotes / undervotes

description

due to human error in
omitting some tallies
from vote total

due to human error in
including some tallies
from vote total multiple
times

error caused due to
multiple scanners
feeding data into the
tabulation system all at
once

experience software
errors, or commit
operational errors, in
software that prepares
ballots, device
‘programming’, ballot
definition files, and
other election-specific
software or data
artifacts

encoding an incorrect
contest counting rule

encoding incorrect
mapping of ballot mark
position to
contest/candidate

incorrect encoding of
other ballot definition
file data that
influences tabulation
incorrect encoding of
other election
equipment data that
can cause technical
malfunction

operator error making
incorrect choices
among configuration
alternatives, e.g. vote-
counting algorithms,
setting to notify voters
of undervotes, etc.
failure of scanners to
detect or warn the
voter of overvotes or
undervotes

reference threat source

category
human-
unintentional
human-
unintentional

operational

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

technical

scope of threat

voting system,
precinct closeout

voting system,
precinct closeout

voting system,
precinct closeout

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

voting

vulnerable
element

contest results,
candidates, political
parties

contest results,
candidates, political
parties

voting machine

votable ballots

votable ballot

votable ballot,
candidate, contest

voting machine

voting machine

votable ballot

voting machine

vulnerability

human counting
errors and poor
testing
human counting
errors and poor
testing

technical limitations
in handling high rate
/ volume of input

poor testing
procedures, making
last-minute changes
to ballots and not re-
testing; poorly
trained workers

human error and lack
of testing

human error and lack
of testing

human error and lack
of testing

human error and lack
of testing

human error and lack
of testing

poor testing
procedures

recommended controls

multi-person controls to
verify correctness of
human decisions
multi-person controls to
verify correctness of
human decisions

planning: setting up a
procedure to avoid
bottlenecks or
procedures to monitor
and detect bottlenecks
and perform a retry
careful planning of tests
at the state/local/precinct
levels; system and
services acquisition
controls; system and
information integrity
controls, including
comprehensive logic and
accuracy tests designed
to detect various errors;
configuration
management, including
careful tracking and
documentation of
changes, particularly
after testing, and the
performance of
regression testing; and
awareness and training
of election officials and
pollworkers in ballot
creation, testing
procedures, and the use
of equipment

logic and accuracy tests
designed to detect
contest counting flaws
systematic testing of
marked ballots after
contests are defined and
that are designed to test
the mark positions of
each candidate for each
contest

testing that includes
matching machine
tabulated counts against
expected counts
comprehensive testing

comprehensive testing

system and information
integrity, system and
services acquisition,
configuration
management, awareness
and training

threat scenario

a voting machine fails to warn
voters when they overvote or

undervote, and the precinct or

county experiences a
disproportionate residual rate
and rejected ballot rate
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Election Operations Assessment

node outline number
type

T 45

o 5

(e} 51

[e] 511
T 5111
T 5.1.1.2
T 5113
T 5114
T 5.1.15
T 51.1.6

threat action

failure of batteries

commit errors in
operations

commit errors in polling
place operations

unintentionally
discourage voting

create long lines by
working slowly

mistakenly challenge
voters at Checkin

delay opening or closing

delay voters with poor
assistance

send voter to wrong
place

require provisional by
mistake

description

failure of batteries
during voting

commit unintentional
errors in polling place
operations

commit errors in
polling place
operations

unintentionally
discourage the voter
from voting

create long lines by
working too slowly

mistakenly challenge
voters during CheckIn

delay opening or
closing polls due to
mistakes or slow
working

delay voters by failing
to properly assist

erroneously send voter
to other polling place

erroneously require a
voter to vote
provisionally

reference threat source

category
technical

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

scope of threat

voting

voting system

ballot preparation,
voting

voting

voting

voting

voting

voting

voting

voting

vulnerable
element
voting machine

pollworkers, voters,
ballots, voting
system activities

pollworkers, voters,
ballots, ballot
preparation, voting

voter

voter

voter

voter

voter

voter

voter

vulnerability

limited, unpredictable
battery life

inadequate training,
flawed processes,
poor working
conditions

inadequate training,
flawed processes,
poor working
conditions

poor election
administration

inadequate
pollworker training,
staffing levels, voter
constraints on time,
impatience

poor pollworker
performance; lack of
oversight

poor election
administration

poor pollworker
performance; lack of
oversight

poor pollworker
performance; lack of
oversight

poor pollworker
performance; lack of
oversight

recommended controls

battery indicators, spare
batteries on hand,
replace before they go
out

certification,
accreditation, and
security assessments,
planning, system and
services acquisition,
awareness and training,
contingency planning,
incident response, media
protection policy and
procedures, personnel
security

certification,
accreditation, and
security assessments,
planning, system and
services acquisition,
awareness and training,
contingency planning,
incident response, media
protection policy and
procedures, personnel
security

planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance

threat scenario
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Election Operations Assessment

node outline number
type

T 512
o 513
T 5131
T 5.1.3.2
T 5133
[e] 5.14
T 5.14.1
T 5.1.4.2
T 5143
(e} 515
T 5151

threat action

supply incompatible
marking device

misinform about
overvoting / undervoting

allow undervotes
without warning

allow overvotes without
warning

encourage voter
override

issue erroneous
VotableBallot

of the incorrect ballot
style

with errors in contests or
candidates

with errors in selection
rules

confuse voters with poor
ballot design

by splitting contests up

description

provide paper ballot
marking devices that
are incompatible with
ballot scanner

provide incorrect
information about
overvotes and
undervotes

allow undervotes
without warning

allow overvotes
without warning

encourage voter
override of over/under-
votes

issue an erroneous
VotableBallot to the
voter

issue an incorrect
ballot style, that is, a
ballot for a different
precinct

issue ballot with
mistakes in the
contests or candidates

issue ballot with errors
in selection rules

poor ballot design that
confuses or misleads
voters during Voting
process, or fails to
prevent voter errors in
marking ballot

split candidates for the
same office onto
different pages or
columns

reference threat source

category
human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-

unintentional

human-
unintentional

human-

unintentional

human-
unintentional

Norden (2008)

human-
unintentional

Norden (2008)
#1p. 20

scope of threat

voting

voting

voting

voting

perform override

IssueBallot

IssueBallot

IssueBallot

IssueBallot

ballot preparation

ballot preparation

vulnerable
element
MarkedBallot

voter

voter

poliworker

voter

voter

voter

voter

voter

validate ballot style,
checkedin voter

validate ballot style
for ballot
preparation

vulnerability

sensitivity of
machines to ink
color; difficulty with
controlling use of
marking device used
by voter

poor pollworker
performance; lack of
oversight

poor pollworker
performance; lack of
oversight

lack of oversight of
pollworkers

poor pollworker
performance; lack of
oversight

possibility that voter
will not catch error

possibility that voter
will not catch error

possibility that voter
will not catch error

possibility that voter
will not catch error

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

recommended controls

planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
planning, including rules
of behavior; pollworker
awareness and training;
and personnel policies,
including sanctions for
poor performance
personnel sanctions

pollworker awareness
and training

pre-election ballot
validation

pre-election ballot
validation

use ballot design
checklist, implement
usability testing, review
and amend election laws

* use ballot design
checklist, implement
usability testing, review
and amend election laws
(* note the above also
applies to thread id # 557
- 568),

list all candidates for the
same race on the same
page in the same column

threat scenario

Some voters vote with their
own pens rather than the ones
supplied; some machines are
sensitive to blue ink

with long lines at the polling
place, the pollworker might
override the machine's overvote
warning, rather than informing
the voter

voter gets the ballot for voters
of a different precinct, and
consequently votes on incorrect
set of contests

ballot designer leaves off a
contest or a candidate, or
includes a disqualified
candidate on the ballot
election official mistakenly
designs ballot with incorrect
counting rules, such as
choosing to vote for no more
than 4 votes when the real rule
is no more than three

The 2000 presidential race in
Palm Beach county, Florida has
high residual vote rate due to
confusing ballot design that
displayed candidates in
separate columns with
response options in the center -
hence the term ‘butterfly ballot’.
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node outline number
type

T 5152

T 5153

T 5154

T 5155

T 5.15.6

(¢] 5.15.7

T 51538

(e} 5.159

threat action

by spreading response
options

with complete-the-arrow

by keeping disqualified
candidates

with inconsistent
formats

by omitting useful
shading

by omitting use of bold

with complex
instructions

with distant instructions

description

place response
options on both sides
of candidate names

use complete-the-
arrow instead of fill-
the-oval response
options

leave columns or rows
for disqualified
candidates

inconsistently design
ballots in formatting
and style

omit shading to help
voters differentiate
between voting tasks

omit bold text to help
voters differentiate
between voting tasks

fail to write short,
simple instructions

place Instructions far
from related actions

reference

Norden (2008)
#3p. 28

Norden (2008)
#4p. 30

Norden (2008)
#5p. 32

Norden (2008)
#6 p. 36,
Frisina (2008)

Norden (2008)
#7 p. 40

Norden (2008)
#8p. 44

Norden (2008)
#9 p. 46

Norden (2008)
#10p. 48

threat source
category
human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-

unintentional

human-
unintentional

human-
unintentional

human-
unintentional

scope of threat

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

ballot preparation

vulnerable
element

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

validate ballot style
for ballot
preparation

vulnerability

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

Failure to remove
disqualified
candidates from
ballot; Failure to
inform voters of
disqualified
candidates

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

weak reviewing
process of a ballot
design

recommended controls

place response options
(such as fill-in-the-ovals)
in a consistent place on
the ballot, such as one
side of candidate names
or ballot or ballot
question choices

use the fill-the-oval
response option for
selecting a choice in a
contest

remove the entire
column or row for any
candidate or party that
has been withdrawn or
disqualified (not just the
candidate or party name)

use consistent format
and style for every
contest and voting action

shade certain text, such
as office name to help
voters to differentiate
between voting tasks

bold certain text, such as
office name to help
voters to differentiate
between voting tasks

write short instructions
with simple words

place specific
instructions and related
actions together.

threat scenario

Response options placed on
both sides of the candidate's
name caused confusion among
Hamilton county voters in
lllinois. Voters tend to mark the
arrow to the right of the
candidate's name when they
were supposed to mark the
arrows on the left.

Polk county, lowa uses optical
scan system that requires
voters to ‘complete-the-arrow’
to cast votes. Unfortunately,
voters are more familiar with
‘fill-in-the-oval’ which has lesser
residual vote rate compared to
‘complete-the-arrow’ response
option.

The 2004 Presidential race in
Montgomery county, Ohio has
a higher overvote rate when the
name of Ralph Nader was
replaced with the words
‘Candidate Removed’

The inconsistent use of colors
in Sarasota county ballot
caused voters to skip the
Thirteenth Congressional
District race. The second page
shows ‘State’ highlighted in teal
which is the same as the first
page's ‘Congressional’ word.
Thus, it was easy to overlook
the congressional district race.
Failure to shade office titles on
ballot result in higher residual
vote rate in Escambia county,
Florida. The affected races
were Attorney General and
Commissioner of Agriculture.
Misused of bold-faced text on
the Franklin county ballot in
lllinois made it difficult for
voters to differentiate contests
within each type. Hence, the
residual votes were higher for
the Attorney General and the
Secretary of State races.

The 2004 presidential race in
Kansas experienced high
residual vote rate due to the
long and confusing instruction
on the ballot. For example, they
used complicated words such
as ‘Deface’ and ‘wrongfully
mark’ instead of ‘make a
mistake’.

Nonpartisan voters in Los
Angeles county, California were
told to fill out an oval to indicate
their party choice before voting
in partisan contests. Failure to
do so, votes cast for party
contest will not count.
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Election Operations Assessment

node outline number
type

T 5.15.10

T 51511

T 5.15.12

(0] 5.1.6

T 5.16.1

T 5.1.6.2

T 5.1.6.3

T 5.16.4

threat action

with no correction
guidance

force least-objectionable
choice

publish invalid sample
ballots

mishandle ballots

lose ballots by accident

abuse ballots by
accident

stuff, swap, or lose the
ballot box

run out of ballots

description reference

fail to inform voters Norden (2008)

how to correct paper #11p. 54
ballots

force least- VNOTA
objectionable (2009)

candidate voting

publish sample ballots
different from actual
ballots

Norden (2008)
#13p. 58

mishandle ballots

unintentionally lose or
misplace ballots,
including close-polls
filing errors

unintentionally tamper
with, mark, abuse
ballots, including
during close-polls
operations

scan ballots more than
once, by accident

run out of Votable
Ballot stock

threat source

category
human-
unintentional

operational

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional

human-
unintentional,
operational

human-
unintentional

scope of threat

ballot preparation

ballot preparation

ballot preparation

voting system

voting, canvass

voting system

voting, canvass

ballot preparation,
voting

vulnerable
element

validate ballot style
for ballot
preparation

votable ballot

validate ballot style
for ballot
preparation

ballots, voting

ballots

ballots

voting

votable ballot stock

vulnerability

weak reviewing
process of a ballot
design

lack of acceptable
candidates running
for office

weak reviewing
process of a ballot
design

poor polllworker
training,
performance, lack of
oversight

poor planning

poor pollworker
performance; lack of
oversight

poor planning

poor planning;
process whereby
ballots must be
preprinted

recommended controls

include information of
how to correct paper

ballots if voters make
mistakes

system and information
integrity-9, allow for
‘none-of-the above’
choices in contests

publish actual ballots that
looks the same as the
sample ballots

physical and
environmental protection,
media protection policy
and procedures,
personnel security,
awareness and training,
ballot accounting /
reconciliation
awareness and training
awareness and training,;
personnel security
personnel policies; audit
and accountability audit
and accountability;
system and information
integrity accuracy tests;
planning

physical and
environmental protection,
media protection policy
and procedures,
personnel security,
awareness and training
awareness and training
awareness and training,;
personnel security
personnel policies; audit
and accountability audit
and accountability;
system and information
integrity accuracy tests;
planning

plan well and print plenty
of ballots; fewer ballot
styles; ballot on demand

threat scenario

Lincoln county, Tennessee had
a high residual vote rate
compared to the state's residual
vote rate for the 2002 Senate
race. The ballots in Lincoln did
not have instructions for voters
who wished to correct their
ballots if mistakes were made.
After incumbent governor
Buddy Roemer finished 3rd in
the general election, Louisiana
voters were faced with a lesser-
of-two-evils choice between
Edwin Edwards, long dogged
by allegations of corruption,
and David Duke, the former Ku
Klux Klan leader, in the 1991
gubernatorial run-off. Without a
none-of-the-above choice,
voters could either undervote or
choose. Edwards won and
eventually went to prison for
racketeering.

The actual ballot used on the
election day in Sarasota county
looked very different from the
sample ballot. Almost all voters
saw the confusing ballot layout
for the first time when they
were in the voting booth.

misplace a box of ballots before
they are scanned during
counting or recounting
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node outline number
type

o 52

T 521

T 522

T 523

(e} 6

(¢] 6.1

T 6.1.1

T 6.1.2

threat action

make mistakes in ballot
adjudication

incorrectly accept
provisional ballots

incorrectly reject
provisional ballots

reject ballots without
retry

attack audit

attack election evidence

destroy ElectionArtifacts

mishandle
ElectionArtifacts

description

make mistakes in
ballot adjudication

incorrectly accept
provisional ballots
enclosed in envelopes
with disqualifying
information

incorrectly reject
provisional ballots in
envelopes with fully
compliant information

reject ballots for
overvote, stray mark
without retry;
accidentally ignoring
overvotes and
undervotes shown by
the scanner leading to
rejection of votes
render routine
statistical audit
ineffective

election evidence
includes
ElectionArtifacts, such
as ballots,
BallotPreparation data
and artifacts, relevant
PollBooks,
PhysicalVoteRecords,
PollWorker logs,
VotingMachine audit
logs, voter feedback,
VotingMachines
themselves, etc.
physically destroy
ElectionArtifacts,
including electronic
artifacts or electronic
media, ballot
destruction

swap, replace, hide,
mislay, or mislabel
ElectionArtifacts
containing election
evidence

reference

Ervin (2005),
Metropolitan
King County
Council
(2005), Jones
(2005a) #5

Ervin (2005),
Metropolitan
King County
Council
(2005), Jones
(2005a) #6

Jones(2005a)
#33

LTM-USA
Delivery 0l1a

Jones(2005)

Norden(2006)
#9

threat source
category
human-
unintentional

human-
unintentional

human-
unintentional,
operational

human-
unintentional,
operational

human-
deliberate

human-
deliberate

human-
deliberate

human-
deliberate

scope of threat vulnerable
element
precinct closeout, canvass

canvass, state
accumulation

canvass validate precinct
results, resolve
provisional ballots,
reconcile voter

feedback

canvass validate precinct
results, resolve
provisional ballots,
reconcile voter

feedback

voting, precinct
closeout

feed attempt for
PCOS scanner

voting system election artifacts

voting system election artifacts

voting system (deliver to

jurisdiction)

voting system election artifacts

vulnerability

human error; lack of
oversight; low voter
awareness

lack of oversight;
human error; lack of
voter being informed;
inability of voter to
protest

fallibility of human
judgment;
misinterpretation of
rules

failure to recognize
the overvotes and
undervotes by the
scanner

no separation of
duties; control by
election officials over
audit procedures,
access to Election
Artifacts

access to
uncontrolled,
accessible Election
Artifacts

poor security during
Election Artifacts
delivery

access to Election
Artifacts

recommended controls

planning: establish clear
and effective rules for
ballot adjudication;
personnel security:
implement personnel
sanctions; awareness
and training

pollworker training,
labeling provisional
ballots or other
distinguishing them from
other ballots, audit
provisional ballot data

training; auditing and
logging

add non-counting
scanners to CCOS
precincts; incident
response Incident
handling, incident
response Incident
reporting

media protection policy
and procedures, physical
and environmental
protection, personnel
security, system and
information integrity,
access control, audit and
accountability,
identification and
authentication

establish a chain of
custody for all election
artifacts used in audits;
include separation of
duties, access policies,
audit logs, personnel
policies, and media
protections

Implement chain of
custody and strong
physical security during
delivery

implementation chain of
custody on election
artifacts including media
protection policies

threat scenario

In King County, Washington in
2005, it was alleged that
election officials were counting
provisional ballots in parallel
with absentee ballots, which
could have resulted in
accepting provisional ballots for
voters who had already voted
absentee

In a 2005 Washing