iBeta

QUALITY ASSURANCE

Premier Election Solutions
ASSURE® 1.2
VSTL Certification Test Report

Prepared for
Premier Election Solutions

Allen, TX 75013
EAC Application # DBD0701
Version 3.0
(V)2009-22Jul-001(C)
EAC Certification #PES-Assurel.2

Trace to Standards
NIST Handbook 150-22

Section 5.5, 5.10.1 through 5.10.3, 5.10.5, 5.10.6
VSS
Section(s) #
1.6.1

2,3,4,58&6
9.6.3
2,3,4,58&6
7.4 &7.5.
Appendix B

Test Results in this report apply to the voting system configuration tested. Testing of voting systems that have been
modified may or may not produce the same test results. This report shall not be reproduced, except in full.

iBeta Quality Assurance is accredited for Voting System Testing:

L.5. Election Assistance Commission

VSTL

EAC Lab Code: 0702 - Effective thru 2/28/2009 - Renewal Approved by Commissioners - 7/14/2009

N0

NVLAP LAB CODE 2007490

3131 South Vaughn Way, Suite 650, Aurora, Colorado, 80014

Form-D: VSTL Test Report template




EAC Certification #PES-Assurel.2

Version History

Ver # Description of Change Author \ Approved by Date
v.1.0 Initial Release Gail Audette Gail Audette - iBeta PM 22 July 2009
Charles Cvetezar | Sophia Lee - Premier PM
Dharma Valdez
Michael Warner
Kevin Wilson
v.2.0 Significant changes to the test report Gail Audette Charles Cvetezar - iBeta 30 July 2009
are identified in blue text. insignificant Test Lead

changes (typographical, grammar, or

spelling) are not identified.

e  Table 4: Added definition of
AutoCAST

e  Added clarification in Section 3.3

. Table 10: Added the OS and
display adapter

e  Added clarification on the results
of the Evolution of Testing in
Section 5.3

e  Added system configuration in
accordance with Premier TDP

. Appendix F updated with the
Premier Warrant

v.3.0 Inserted EAC Certification #PES- Gail Audette Gail Audette 6 August 2009

Assurel.2, updated report version

and report ID

Trademarks

ASSURE®, AccuVotefz, AccuVote ES®, AccuView Printer®, BallotStation®, ExpreTg.sPoII®, GEMS®, Optical Scan
Accumulator Adapter”, Premier Election Solutions®, UAID®, and Key Card Tool " are trademarks owned by or
licensed to Premier Election Solutions.

AutoMARK™ and AIMS™ are trademarks of AutoMARK Technical Systems

PhotoScribe® is a registered trademark of DRS Data & Research Services plc.

All other trademarks are the exclusive property of their respective owners.

i (V)2009-22Jul-001(C)




1

EAC Certification #PES-Assurel.2

TABLE OF CONTENTS

IR O 1510 L O I [ ] 1 T 5
1.1 ASSURE® 1.2 PHYSICAL & FUNCTIONAL CONFIGURATION AUDIT SCOPE «..vvvveeeeeeeeeeeeeseeeeeeseseseessesenseens 5
1.2 ASSURE® 1.2 EXCLUSIONS: ....vvveteseeesesseeesseseseeeeeesesseeeeessesesseseseesesesee s e seseeses s seeesees et eneneseeeeeeeeneneeen 6
1.3 INTERNAL DOCUMENTATION ... ttttteetttteeeettsesetteeesetaeessaaaeseaaaeesetaeassaanesesaasesetaseesssansesesasesrssnseesssnseerees 7

Table 1 Internal DOCUMEBNES........coooiiiieieee e 7

1.4 EXTERNAL DOCUMENTATION. ..ttt ttttttteeeetttesettaeeesetaeesesaneesetaasesasa s sasaseseraeaesasaetesraseretaesresnsessrnnesersrnns 8
Table 2 EXIEINAI DOCUMENTS ....uuiiiiiieiiiie e ee e e e e e et e e e e e e e et ee e e e e e e e ettt eeeeeeee st s e eeeeeesssaa e eeeseesssaanaeeeesessrannnaens 8

1.5 TECHNICAL DATA PACKAGE DOCUMENTS ...uuutiiitteeeettieee ettt e e st e e seta e e eeaaa s esssaaeesetaseessbaeesesansessrneeererans 10
1.6 TEST REPORT CONTENTS ettt ittt eetttteeeett e seaa e eeseta e eeeataeseaaateretaeeeeaba s esaanesetanseeretaseessannsessrnnseerernns 10
1.6.1 VSTL Program Manual FOrMAt TIACE .......ccceiiiuriieiieeeeeiiiiiiieee e e e s s sestete e e e e e e e s s nntnne e e e e e e s e snntnnaeeeeaeaean 10
Table 3 Trace of the Test Report to the VSTL Program ManuUal..............ccooicuiiieeeeeiiiiiiiieee e ccciiiee e e e e esiiereee e e e 10

CERTIFICATION TEST BACKGROUND ... oottt ettt e e e et e e e e st e e s ea e e s eaaeeeeeaaas 12
2.1 TERMS AND DEFINITIONS «..cetuuititieee ettt e e ettt e e ettt e e ettt e e e e eat e e e e et e e s et e eeesan e e e sann e sstanaeeestnseeesnanesstnnaaeestnns 12

Table 4 Terms and DefiNitiONS.........cooovviiii i 12
2.2 PHYSICAL CONFIGURATION AUDIT .. etuieeiitietetie e ettt e e e eeteeesettaeeesataaeesaataese st aeeestaseaessnnaeseraaeeesstnseersnnaeeeses 15

2.2.1 PCA TDP SOUICE COUE REVIEW .....coeeiiiiiieieeeiieiiiie e e ettt e e e e e e e te e e e e e e s e e taban s e eeeeessstaaaeeeeeeeerenen 15

2.2.2 PCA TDP DOCUMENE REVIEW ....uiiiiiiiieiiiiie i e e eeeeeiee s e e e e e ettt e e e e et eeataa e seeessestataseeeeeesestannaeeeeeeesssnen 15

2.2.3 PCA System CoNnfigUration REVIEW ...........uuuuuueueeereeeeresrsreseeereresssesesereseesseserererermrerre——. 16

2.2.4  Trusted Build and INStaAllAtioN ............cuuiiiiiiiiiiie e e e e e e e e e e e ar b e e e e eeeeerenen 16
2.3 FUNCTIONAL CONFIGURATION AUDIT .. iittuetitteeeteti e eeeteeesettaeeeestaeeseataesetanaeeestaeesaanaesetaaeeesstnseerannaeeeees 16

2.3.1 FCA Test DOCUMENIALION REVIEW .....couuiiiiieeeeee ettt e e e e st e e e e s e e e et e e s e b e eeeaans 16

2.3.2  FCA Functional, Accessibility, Maintainability & Reliability TESS ........coccoiiiiiiiiii e, 16

2.3.3 FCA Volume, Stress, Data Accuracy, and Error RECOVErY TESIS ......ciiiiiiiieiiiiiieiiieee e 16

2.3.4  FCA SEOUNMEY TOSES . uuiiiiiutiiteiitiiee sttt e ettt e ettt e e s bb et e e st b et e e s bbbt e e s bbbt e e s bbbt e e sbbe e e e abbe e e e sbbbeeesannneeess 16

2.3.5 FCA Hardware ENVIFONMENTAI TESIS ......iiiveiieiiiei et e e et e e et s e e et e e st eseeat s e e eeaeseseaaeeersnans 17

2.3.6 FCA Telephony and Cryptographic ReView and TESES ...........uueurireerireirieiieererererereeereeererererennrere. 17

ASSURE 1.2 VOTING SYSTEM IDENTIFICATION ..ottt e et e e st e s e bt s e s eaaaeeeee 18
3.1 SUBMITTED VOTING SYSTEM IDENTIFICATION ....evtuiiiittieeeetieeeeeete e eesteeesstiaeesesanesssanaeesstaaeeeesnneessranaeeesnnns 18

Table 5 Voting System NaME @NA VEISION ......c..uuiiiiiieieiit ettt e e e e e skt e e e e e e s aebber e e e e e e s aanbbreeeeeeeaaaes 18
Table 6 Voting System Polling Place and Central Count HArdWare .............c.uueeeiiiiiiiiiiiiee e 18
Table 7 Voting SYStemM EMS SOTIWATE........ooo ittt e e e e e s e e e e e e e aanb b eeaeeeeaaes 18
3.2 ASSURE 1.2 VOTING SYSTEM IDENTIFICATION .. ceutuuiiiiiieetiitee ettt e eesenteesstneeesstneesesnnaesssnnaeesstnaaarnnnnaees 18
Table 8 Voting System Polling Place and Central Count HArdWare .............c.uueieiiiiiiiiiiiiiee e 18
Table 9 VOtiNG SYSIEM SOMWAIE .....ccoiuiiiiiiiiii ettt e et e e et e st e e s b b e e e e bb e e s e e e e nnreeas 19
3.3 VOTING SYSTEM TEST ENVIRONMENT ....uiiiittetiitee ettt e ee et e e e etaeeeesta e e seata e e sanaeesataaeeeatn e eeananaesstnaaeesnnns 20
Table 10 VOUNQG SYSIEM HAITUWAIE ........oeiiiiiiieiiieee ittt ettt e st e e ettt e e asb e e st b e e e e bbe e e s e e e e snnreeas 20
Table 11 Premier ASSURE 1.2 Voting Device Hardware Configuration for General and Primary Test Cases ........ 23
Table 12 Voting System Technical Data Package DOCUMENTS..........utiiiiiiiieiiiiie et 25
Table 13 Other Software, Hardware ant MaterialS............oiiiuuuiiiiiiiiiiie et e e e e e e s e e aab e s e rbaeeeans 25

VOTING SYSTEM OVERVIEW. ... .ottt et e e et e e st e e e e e e s e e e e e s eaa e e e sab e eseaanes 26
4.1 ELECTION MANAGEMENT SYSTEM - PRE VOTING CAPABILITIES ..covuniiieiieeeeeteeeeeeieeeeeieeesetaeeeeatnaeeeanneeeees 26

4.1.1 Global Election Management System (GEMS) ......coocuiiiiiiiiiiii e 26

4.1.2 AutoMARK Information Management System (AIMS) .....cc.ueiiiiiiiiiiiiiiie e 27

4.1.3 ASSURE Security Manager (ASM) ......cooiiiiiieiiiiie ettt siee et e st e e s stbee e s s nbe e e e snbeee e e nneeas 27

o A (o A OF=T o [ o To T I (O 1) PP 27
4.2 POLLING PLACE - VOTING CAPABILITIES ..uuuciittieeetitieeeeteeeeettaeeseateeeeeataeesstaaeeestaaesanaaesstaaaesstnesrsnnnaesesn 28

4.2.1  AccuVote-OS PreCinCt COUNE SCANMET.........cceuurieieeeeeeieeeee e e e e e e e e e e e s eeetaa e s e e e s eeessbaaeeeeeseesrees 28

4.2.2  ACCUVOLE OSX SCANNEL «.cvuiiiiiiii ittt ettt et e e s e ettt e sa e s ab e e st e s aa e et e eaaessbseanserbneastaees 29

4.2.3 AutoMARK Voter ASSISt TEIMUNAL (WAT) ...ueeeiiie ettt e e e e e s aee s 29

4.2.4  VOter Card PrOGIraMMIEE .....coiiiiiiiieeie ettt e e e e e ettt e e e e e s e bbbe et e e e e s e aaabebeeeeaaeeeaaanbaeeeeeaaeseaanrrnneeas 30

S T = ¥ 1[0 653 = 11T o TR 30

4.25.1 F ANl od Y o] (=Rl IS R TSRO 32
4.25.2 F AN o Y o] (=Rl IS PSRRI 32

- iii - (V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

4.2.6  EXPreSSPOIl CAraWIILET .....coiiiiiiieeee ettt ettt e e e e e e bbb e et e e e e e e e aanbbeeeeeaaeeeeaanbnnneeas 32
VS AV /o) (=] g O Y (o [l = g (o700 (] SRR 33
4.3 CENTRAL COUNT SCANNER - POST VOTING CAPABILITIES ...uuiiietiieeietieeeietieeeeeatsesesaeeesetaesssannsesssnneeesnnns 33
4.3.1 AccuVote-OS Central COUNT SCANNEN ........coeeeueiei e eeeeeeee e e e e e e et e e e e s s sesb s s eesseressbaaeseesseessens 33
O = 1= 001 [=T Q OF =T o (= | RS oF= o N 34
4.4 ELECTION MANAGEMENT SYSTEM - POST VOTING CAPABILITIES ..uuiivuiiiniitiieeieiiiee et e siesstsesaesanessnenans 35
4.4.1 Global Election Management System (GEMS) .........uuuiiiiiiiiiiiiiiiiiee e e e e e 35
CERTIFICATION REVIEW AND TEST RESULTS ...ttt et e e e et e s v e e e eaans 36
51 PCA SOURCE CODE REVIEW ... iituiiitiiiii ettt ettt e e et e st e et e st e e s b e e st e s s b e e ba s e saa s st e e saesaaeeanenans 36
5.1.1 3% Source Code Review Assessment for REUSE RESUIS ...........couvuiieiiiiiiiiiiieiieeeeeeeie e 36
5.1.2 ASSURE 1.2 Source Code REeVIEW RESUILS ........cociuiiiiieei et 36
5.2 PCA TDP DOCUMENT REVIEW ... iitiieiiei ettt e e et e e e e st te e e st e e s e s e e s et e e e saba e s seaanaesebanesesabnsessannneerees 37
5.2.1 ASSURE 1.2 TDP PCA Document REVIEW RESUILS ........cuuiiiiieiieie ettt 37
5.3 FCA FUNCTIONAL AND SYSTEM INTEGRATION TESTING...u.ciiuuuiieietieeeerteeierieeerernessennsesesnesessrnsessssseesens 37
5.3.1 Evaluation of Functional and System INtegration TESES .........ccueieiiiiiieiiiiiie e 37
5.3.2 Regression Functional and System Level TESHNG ......cooiiiiiiiiiiie e ee e 38
54 FCA CHARACTERISTICS TESTING (RECOVERY, ACCESSIBILITY, USABILITY & MAINTAINABILITY) ..coovevveeee. 38
5.4.1 FCA Characteristics Tests (Recovery, Accessibility, Usability & Maintainability) ...............ccccvveeee. 38
55 FCA VOLUME, STRESS, AND ERROR RECOVERY TESTING......ueiitttuieeiitieeeietiaeeeettnieeeeteeesetiaeeesstnaesesnnaeeenes 38
5.5.1 FCA Volume, Stress and Error Recovery Level TESt RESUILS ...........evvviviiiiiiireiiiiiieeiieeeeeeeeeeveeaeenenes 38
5.6 FCA DATA ACCURACY TESTING...uitutiittiititetteteteettesaaesttaseta ettt seta e san sttt e st stestetneranesstreraessnrerenserans 39
5.6.1 FCA Data ACCUIACY TESE RESUILS ......eiiiiiiiiieiiii ittt e e 39
5.7 FCA SECURITY REVIEW AND TESTING . ..uuittuiittuiiiteittiettteetttestetstesstiessesstsestetstaestsessesstorestessnereenn 39
5.7.1 FCA Security Review and TeStiNg RESUILS .........coiiiiiiiiiiiii e 40
5.8 FCA HARDWARE ENVIRONMENTAL TESTING & REUSE ...ttt et e st st e et e s e sa e eans 40
5.8.1 FCA Hardware Environmental Testing and RESUILS ...........cioiiiiiiiiiiiiieiiiee e 40
5.9 FCA TELEPHONY AND CRYPTOGRAPHIC REVIEW AND TESTING ...cuuiitiiiiniiiieei et e et sesaes et sesaessneesnenans 40
5.9.1 FCA Telephony and Cryptographic ReVIEW and TESES .........uuuuerriuiiiireiiiiiiiirerererereeeeerereeerereneree. 40
OPINIONS AND RECOMMENDATIONS . ...ttt et e e e e st e s e e et s eseaba e e s sbaeesaaaas 41
APPENDICES: TEST OPERATION, FINDINGS & DATA ANALYSIS ... 42
7.1 APPENDIX A: CERTIFICATION TEST REQUIREMENTS ....cevtutueieeeieeeeetinieeeeeseesrsssseessesesstsnaeseesssssssnaasaeeeeees 42
7.2 APPENDIX B: PCA SOURCE CODE REVIEW ...cuuiiitiiiiiiiieet et ee e eeae e see e et s e st ss st seaassanesstnsesansssnseanerans 43
7.2.1 SysTest Source Code REeVIEW RESUILS.......ccoiiuiiiiiiiiiii e 43
7.2.2 3% SoUrCe CoUdE REVIEW RESUILS.....ccuuiiiiiee ettt et e e e e e e et e e e e et e e s et e e eeaaaas 43
7.2.3 ASSURE 1.2 Source Code REVIEW RESUILS .........iiiieii ittt e e e e e e e eaaans 43
7.3 APPENDIX C: PCA TDP DOCUMENTATION REVIEW ....uiitiiiiiiiteiiii et ee et e et e st e ettt e sane s st s esaessnesanesans 45
7.3.1 PCA TDP DOCUMENE REVIEW ... ceteieeeeee et ettt e e e et e e e et s e et e e e et et e e e eat s e eesareseaaeeeesaass 45
7.3.2 Technical Data Package Configuration & Quality Assurance Practices ..........cccccccceveeeviiiviieeennnnn. 45
7.4 APPENDIX D FCA TESTING ..eeuuiititiienitit ettt et e et e et et e et eeaa e e et s e et e saa s eta e eaasa et eanesanesstaesnnssenseanserans 46
7.5 APPENDIX E- DISCREPANCY REPORT ... cettttttittee e ettt e et e et e e et e e e e et s et saasee s et eees s seseaassesstasseenanaaees 47
7.6 APPENDIX F: WARRANT OF ACCEPTING CHANGE CONTROL RESPONSIBILITY ...cuuiiitniiiieieieeirieeeerieeeaneeenns 48
7.7 APPENDIX G: TRUSTED BUILD AND VALIDATION TOOLS ASSURE 1.2 VOTING SYSTEM ....cevvieieiiiieeeieen, 49
7.8 APPENDIX H: AMENDED TEST PLAN L.ttt e et et e e e e e et et e e s e e ea e s s e b s s e easesnsebasansrneeaneens 50
7.9 APPENDIX |- STATE TEST REPORT S . cuuiitttittiiitteeitteete st e ettt et st e e sttt taa ettt e et s st e eat ettt e st rertesaraeernaerans 51
7.10 APPENDIX J PREMIER ASSURE 1.2 IMPLEMENTATION STATEMENT ..euuiitiiiiieiieeiteetiiessneeeteeeanessnesanesans 52
7.11 APPENDIX K — EAC CERTIFICATION NUMBER & VOTING SYSTEM CONFIGURATION ....cuuiivniiiiieiieieieeaneenn, 56

v (V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

1 Introduction

This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the
federal voting system certification testing of the Premier Election Solutions (Premier) ASSURE® 1.2 voting system
to the Voting System Standards 2002 (VSS 2002).

The Premier ASSURE® 1.2 voting system has been submitted to iBeta for testing to support Premier's application
#DBDO0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002. This is an initial
EAC certification.

The ASSURE® 1.2 voting system includes the following components:
e The Global Election Management System (GEMS®) for ballot preparation and central count functions;
e The AccuVote®-TSX touch screen Direct Recording Electronic (DRE) video and audio voter editable
ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot inputs for voters with
manual dexterity limitations (Models A, B, C, and D);
e The AccuVote®-TS R6 touch screen DRE video and audio voter editable ballot devices with accessible
ballot inputs for voters with manual dexterity limitations (Models A and B);
e The AccuVote®-0S (Models A, B, C, and D) and AccuVote®-0SX (Models A) precinct count optical
scanners;
The AccuVote®-0S (Models A, B, C, and D) optical scanners installed with Central Count firmware;
The AutoMARK " Voter Assist Terminal (Models A100, A200, and A300);
The PhotoScribe® PS900 iIM2/PS960, an image-based, AccuVote®-OS ballot scanner workstation; and
Premier Central Scan (PCS) batch-ballot counting application used to control the scanning and
processing of AccuVote®-OS ballots in central count.

The purpose of this document is to provide an overview of the certification testing and findings. The complete list of
the systems names, major subsystems, version numbers and any interfacing devices is detailed in section 3
ASSURE 1.2 Voting System Identification. Additional details of the design, structure, and processing capabilities
are identified in the section 4 Voting System Overview.

Application #DBD0701 originally identified SysTest Labs (SysTest) as the VSTL. Due to the suspension of SysTest
during the ASSURE® 1.2 certlflcatlon effort, Premier was authorized by the EAC to transfer their application for
certification of the ASSURE® 1.2 to iBeta. At the time of the suspension the ASSURE® 1.2 test plan revision 9
was approved by the EAC and an amount of testing had been completed. Premier petitioned the EAC to assess
the testing performed by SysTest for consideration of reuse. The EAC issued a letter to Premier, 20 November
2008 Letter to Premier Reuse of Testing - Final, in which they outlined the conditions for the assessment of reuse
process. This process is outlined in the as run test plan which is contained in the attached Appendix H Amended
Test Plan.

In the letters listed below, the EAC authorized the reuse of the PCA Source Code Review, the PCA Document
Review, the Environmental Hardware testing (with exceptions), and the Data Accuracy testing (with exceptions).
e 1/16/09 - -Approval Reuse of Testing FINAL Letter - Reuse of Hardware Testing and PCA Document
Review

e  2/3/09 -- Approval Reuse of Testing source code FINAL

e 2/10/09 -- Approval Reuse of Testing - Data Accuracy FINAL

1.1 ASSURE® 1.2 Physical & Functional Configuration
Audit Scope

This certlflcatlon test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA)
of the ASSURE® 1.2 voting system. Due to the petition for reuse these tasks were performed by either SysTest or
iBeta Quality Assurance. Assessment of the SysTest test results was performed by either iBeta or the EAC
Technical Reviewers as stipulated in 20 November 2008 Letter to Premier Reuse of Testing - Final.

The Physical Configuration Audit (PCA) performed by iBeta for ASSURE® 1.2 incorporated a:
e PCA Document Review Assessment for reuse of the SysTest's review of the ASSURE® 1.2 Technical
Data Package (TDP);
e 3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the ASSURE®
1.2 source code review; and

e Examination of the voting system configuration submitted to iBeta.
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A Functional Configuration Audit (FCA) of the ASSURE® 1.2 included a review of the testing performed by SysTest
to:

e The requirements of VSS 2002 data accuracy;

e The ASSURE® 1.2 specifications of the Premier TDP; and

e The voting system requirements of section 301 of the Help American Vote Act (HAVA).
For the balance of the FCA iBeta identified the scope of the ASSURE® 1.2 that includes all FCA Functional and
System Level Testing (including volume, stress, error recovery, and security requirements of the VSS 2002) for the
Premier certification test effort.

In order to conduct the balance of the certification test tasks, iBeta:
e Developed a test plan;

Developed and customized test cases;

Managed the system configurations;

Performed Trusted Builds of all applications;

Executed tests, and

Analyzed the test results for the iBeta executed tests.

Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards.
The iBeta test record included test executions and reviews performed by iBeta. These test executions and reviews
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted,
reports to Premier, software and manufacturing resolutions, validations of resolutions and documentation of
incorporation of resolutions into the voting system. Test records for work performed by SysTest are retained by
SysTest. Materials were provided to the EAC and iBeta for the assessment of reuse.

iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado. The company is a full service
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive
entertainment communities. iBeta Quality Assurance accreditations for the testing of voting systems to the federal
standards include

e National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL)

e Election Assistance Commission Voting Systems Test Lab (VSTL)

Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and
various SysTest and iBeta subcontractor non-core hardware environmental test labs. Non-core hardware
environmental testing is outside SysTest's test accreditation scope as a VSTL. SysTest's methods for validating
the qualifications of the subcontractor laboratories was provided to the EAC and considered in their decision to
permit reuse of the non-core environmental testing. SysTest conducted the non-core safety and hardware
environmental assessments and testing with the following subcontractors:

e Compliance Technology Services, 1820 Skyway Drive Unit J, Longmont, Colorado 80504
Components Reliability & Safety, 1955 West 153rd Place, Broomfield, CO 80020
Criterion Technology, 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474
Percept Technology Labs, 4735 Walnut St. #E, Boulder, CO 80301
Advanced Product Testing (APT), 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503
Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806

1.2 ASSURE® 1.2 Exclusions:

The following identifies the exclusions of the ASSURE® 1.2 voting system. As identified in the VSS 2002 vol.1
section 4.1.2, software is excluded if it:

e Provides no support of voting system capabilities;

e Cannot function while voting system functionality is enabled; and

e Procedures are provided that confirm software has been removed, disconnected or switched.

The following functions are excluded from the ASSURE® 1.2 voting system and therefore not tested in this
certification effort:

e  Cumulative Voting;

e Ranked Order Voting;

e Use of Wireless Communications: There is no use of wireless communications;

e  Shared Operating Environment: ASSURE® 1.2 does not share an environment with other data processing
functions (with the exception of the ExpressPoll 4000/5000 and VCProgrammer that share an environment
with voter registration applications; and

e There is no provision for the broadcasting of results.
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In addition, the submitted voting system does not have components that are used external to the voting functions.

1.3 Internal Documentation

The documents identified below are iBeta internal documents used in certification testing
Table 1 Internal Documents

Version # Abbreviation

Author (Org.)

v1.0 Voting Certification Master MSA contract October 29, iBeta Quality Assurance
Services Agreement 2008
Statement of Work 02 SOW 02 November 14, iBeta Quality Assurance
2008
Statement of Work 03 SOW 03 January 14, iBeta Quality Assurance
2009
Statement of Work 04 SOW04 May 26, 2009 iBeta Quality Assurance
iBeta | VSTL Procedures
v.2.1 Voting Deliverable Receipt 9/19/08 iBeta Quality Assurance
Procedure
v.2.0 PCA Source Code Review 4/21/09 iBeta Quality Assurance
Procedure
v.5.0 C and C++ Review Criteria 3/2/09 iBeta Quality Assurance
v.4.0 C# Review Criteria 3/3/09 iBeta Quality Assurance
v.1.0 ABASIC Review Criteria 3/4/09 iBeta Quality Assurance
v.3.0 VB.NET Review Criteria 3/3/09 iBeta Quality Assurance
v.3.0 8051 Review Criteria 3/2/09 iBeta Quality Assurance
v.2.0 Z80 Review Criteria 3/3/09 iBeta Quality Assurance
v.2.0 Visual Basic Review Criteria 6/19/07 iBeta Quality Assurance
v.1.0 Witness Build Procedure 4/18/08 iBeta Quality Assurance
v.2.0 Trusted Build Procedure 1/23/09 iBeta Quality Assurance
v.4.0 Test Case Preparation 5/23/08 iBeta Quality Assurance
and Execution Procedure
v.4.0 VSTL Test Planning 5/23/08 iBeta Quality Assurance
Procedure
v.4.0 VSTL Certification Report 4/24/09 iBeta Quality Assurance
Procedure
iBeta | Project Documents
Premier Code and 7/17/09 iBeta Quality Assurance
Equipment Receipt
PCA Configuration - Assure 7/21/09 iBeta Quality Assurance
1.2
FCA GENO1 System Test 7/9/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO02 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO3 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO4a System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA GENO04b System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA PRIO1 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA PRIO2 System Test 6/18/09 iBeta Quality Assurance
Case Assure 1.2
FCA Environmental Test 6/30/09 iBeta Quality Assurance
Case - Assure 1.2
FCA Security Review - 717/09 iBeta Quality Assurance
Assure 1.2
FCA Characteristics Test 6/18/09 iBeta Quality Assurance
Case - Assure 1.2
FCA Telephony and 7/6/09 iBeta Quality Assurance
Cryptographic TC-Assure
1.2
FCA Volume Test Case 01 6/16/09 iBeta Quality Assurance
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Version # Abbreviation Author (Org.)
FCA Volume Test Case 02a 5/1/09 iBeta Quality Assurance
FCA Volume Test Case 02b 5/20/09 iBeta Quality Assurance
GEMS-R85 Regression Test 7/1/09 iBeta Quality Assurance
Case Assure 1.2
VAT-RearEject Regression 7/6/09 iBeta Quality Assurance
Test Case Assure 1.2
VOL1 Regression Test Case 6/29/09 iBeta Quality Assurance
Assure 1.2
VOL1b Regression Test 6/30/09 iBeta Quality Assurance
Case Assure 1.2
VOLO02b Regression Test 6/29/09 iBeta Quality Assurance
Case Assure 1.2
AVOS-PC-R94 Regression 716/09 iBeta Quality Assurance
Test Case Assure 1.2
GENO2-R Regression Test 6/30/09 iBeta Quality Assurance
Case Assure 1.2
GENO2-R Regression Test 7/21/09 iBeta Quality Assurance
Case Assure 1.2 (V.1 added)

V.5.2 EAC Certification Program 7/21/09 EAC with input from
Requirements Matrix iBeta Quality Assurance

1.4 External Documentation

The documents identified below are external resources used to in certification testing.
Table 2 External Documents

Abbreviation

Date

Version # | Title

Author (Org.)

2005 VVSG Vol. |, V. 1.0, Sections 4.1.2.4c

Help America Vote Act HAVA 10/29/02 107
Congress
NIST NVLAP Voting System Testing NIST 150 February NVLAP
Hdbk 150 2006
2006 Ed.
NIST NVLAP Voting System Testing NIST 150-22 December | NVLAP
Hdbk 150- 2005
22
Federal Election Commission Voting System VSS April 2002 | Federal
Standards Election
Commission
Voting System Testing & Certification Program 1/1/07 EAC
Manual
V1.0 Voting System Test Laboratory Program Manual VSTL July 2008 EAC
Program
Manual
Form v.5.2 |EAC Test Matrix Template EAC
EAC Decision on Request for Interpretation 2007-02, Interpretation | 5/14/07 EAC
2002 VSS, Vol. 1, Section 4.2.5 (single character) 2007-02
EAC Decision on Request for Interpretation 2008-01, | Interpretation | 2/6/08 EAC
2002 VSS Vol. I, 2005 VVSG Vol. Il, Section 4.7.1 & | 2008-01
Appendix C
EAC Decision on Request for Interpretation 2008-02, | Interpretation | 2/19/08 EAC
Battery Backup for Optical Scan Voting machines 2008-02
EAC Decision on Request for Interpretation 2008-03 | Interpretation | 10/3/08 EAC
Operating System Configuration 2008-03
EAC Decision on Request for Interpretation 2008-04, | Interpretation | 5/19/08 EAC
2002 VSS Vol. |, Section 2.3.1.3.1a; 2005 VVSG Vol. | 2008-04
11, Section 2.2.1.3a Ballot Production
EAC Decision on Request for Interpretation 2008-05, | Interpretation | 5/19/08 EAC
2002 VSS Vol. I, Section 3.4.2, 2005 VVSG Vol. |, 2008-05
Section 4.3.2, Durability
EAC Decision on Request for Interpretation 2008-06, | Interpretation | 8/29/2008 | EAC
2002 VSS Vol. |, Sections 3.2.2.4c, 3.2.2.5 2008-06
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(Electrical Supply), 4.1.2.5 (Electrical Power
Disturbance)

Author (Org.)

EAC Decision on Request for Interpretation 2008-07; Interpretation | 8/27/08 EAC
2002 VSS Vol. I, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1, 2008-07
4.4.3, 9.4; 2002 VSS Vol. ll, Sections, 3.3.1, 3.3.2;
2005 VVSG Val. |, Sections, 2.2.4,2.2.5,2.2.6, 2.3.1,
5.4.3; 2005 VVSG Vol. ll, Sections, 1.3, 3.3.1, 3.3.2
EAC Decision on Request for Interpretation 2008-08 | Interpretation | 8/1/2008 EAC
2002 VSS Vol. |, Glossary 2008-08
2005 VVSG Vol. |, Glossary
EAC Decision on Request for Interpretation 2008-09 | Interpretation | 8/25/2008 | EAC
(Safety Testing) 2008-09
2002 VSS Vol. |, Section, 3.4.8 ;2005 VVSG Vol. |,
Section 4.3.8
Notice of Clarification NOC 07-001: Timely NOC 07-01 7117/07 EAC
Submission of Certification Application
Notice of Clarification NOC 07-002: VSTL Work with NOC 07-02 7124107 EAC
Manufacturers Outside of Voting System Certification
Engagements
Notice of Clarification 07-05: Voting System Test NOC 07-05 9/7/07 EAC
Laboratory (VSTL) responsibilities in the
management and oversight of third party testing.
Notice of Clarification NOC 08-001: Validity of Prior NOC 08-01 3/26/08 EAC
Non-Core Hardware Environ-mental and EMC
Testing
Notice of Clarification NOC 08-03 7/30/08 EAC
NOC 08-003: Clarification of EAC Conformance
Testing Requirements for VSTLs
Notice of Clarification NOC 09-02 5/4/09 EAC
NOC 09-002: Laboratory Independence
Warrant of Accepting Change Control Responsibility 7/15/09 Premier
Election
Solutions
ASSURE® 1.2 EAC Correspondence
Premier Permission to replace SysTest Labs Letter October Premier
29, 2008 Election
Solutions
Approval of Premier Assure 1.2 Test Plan Letter April 7, EAC
2009
ASSURE® [1.2 Reuse Correspondence
Letter to Premier on reuse of testing - final November | EAC
20, 2008
Premier PCA Document Review Letter January 7, | iBeta Quality
2009 Assurance
Premier Environmental Test Review Letter January 8, | iBeta Quality
2009 Assurance
Reuse of prior testing conducted by SysTest January EAC
Laboratories Letter (PCA Document Review and 16, 2009
Environmental Hardware Testing)
Premier PCA Source Code Review Letter January iBeta Quality
23, 2009 Assurance
Reuse of prior testing conducted by SysTest February EAC
Laboratories Letter (PCA Source Code Review) 3, 2009
Premier Data Accuracy Test Review Letter February iBeta Quality
5, 2009 Assurance
Reuse of prior testing conducted by SysTest February EAC
Laboratories Letter (Data Accuracy Testing) 10, 2009
ASSURE" [1.2 Test Documents
Rev.9.0 Premier Solutions Assure 1.2 Voting System Test 5/1/08 SysTest Labs
Plan Document Number 06-V-DB-CTP-01
Rev.01 Premier Election Solutions Assure 1.2 Voting System 2/22/08 SysTest Labs
Certification Test Report (Report Number 06-V-DB-
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http://www.eac.gov/program-areas/voting-systems/test-lab-accreditation/program-areas/voting-systems/docs/10-29-08-ltr-from-premier-to-eac.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/letter-from-eac-accepting-vstl-test-plan-2-0-for-premier-assure-1.2/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/premier-pca-document-review-letter.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/premier-environmental-test-review-letter.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
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Version # Title Abbreviation Date Author (Org.)
058-CTR-01)

090120- |EMC Qualification Test Report Premier Election April 16, Criterion
1367 Solutions OSX Ballot Box Rev 5 49-211669-000a 2009 Technology
090410- |EMC Qualification Test Report Premier Election May 7, Criterion
1393 Solutions AccuVote®-TSX, A, with AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election May 7, Criterion
1394 Solutions AccuVote®-TSX, A, non-AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election July 13, Criterion
1395C Solutions AccuVote®-TSX, C, with AVPM 2009 Technology
090410- |EMC Qualification Test Report Premier Election July 13, Criterion
1396D Solutions AccuVote®-TSX, D, with AVPM 2009 Technology

1.5 Technical Data Package Documents

The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 System
Identification.

1.6 Test Report Contents

The contents of this Test Report include:
e Section 1: The Introduction- identifies the scope of certification testing.
e Section 2: The Certification Test Background identifies the process for the Physical and Functional

Configuration Audits.
e Section 3: The Voting System Identification identifies the system configuration including hardware,
software and the Technical Data Package documentation.

e Section 4: The Voting System Overview identifies the overall design and functionality of voting system.
e Section 5: The Certification Review and Test Results are the methods and results of the testing effort.
e Section 6: The Opinions & Recommendations of the acceptability of the voting system.

Test Operations, Findings and Data Analysis are in the appendices.

Appendix A: Certification Test Requirement (conformance to the applicable standard).

Appendix B: Source Code Reviews

Appendix C: TDP Document Reviews

Appendix D: Test Results (Functional, Environmental, Accuracy etc.)

Appendix E: Discrepancy Report

Appendix F: Warrant of Accepting Change Control Responsibility

Appendix G: Trusted Build and Validation Tools

Appendix H: Test Plan

Appendix I: State Test Reports

Appendix J: Premier Implementation Statement

Appendix K: EAC Certification Number

1.6.1 VSTL Program Manual Format Trace

Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific format. The
format of this report follows the recommended outline stipulated in the VSS 2002 vol. 2 Appendix B. As these
documents identify placement of information in different locations a trace is being provided to clarify the location of
the specified content in this report.

Table 3 Trace of the Test Report to the VSTL Program Manual

EAC VSTL Program Manual Appendix B | Test Report - VSS 2002 vol. 2 Appendix B
1. System ldentification and Overview 1. Introduction
3. Voting System Identification
4. Voting System Overview
2 Certification Test Background 2. Certification Test Background
2.1 Revision History 2 Certification Test Background
2.2 Implementation Statement 2 Certification Test Background
7.9 Implementation Statement
3 Test Findings and Recommendations 5 Certification Review and Test Results
3.1 Summary Finding and 6 Opinions & Recommendations
Recommendation
3.2 Reasons for Recommendation of N/A Not applicable; no recommendation of
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EAC VSTL Program Manual Appendix B | Test Report - VSS 2002 vol. 2 Appendix B

Rejection rejection
3.3 Anomalies (may also be identified as Update 5.1- | Provides a general description of how
discrepancies, issues or defects ) 5.7 section anomalies were encountered and reported
during testing.
Appendices:
A Appendix A traces the VSS requirements to
the specific anomalies.
B Addendum to Appendix B contains software
related source code discrepancy detail.
D Appendix D Tables: "Issues Opened" traces
the specific anomalies to the relevant test.
E Appendix E, ASSURE® 1.2 Discrepancy
Report , provides the discrepancy number,
date, tester, location, description, and VSS
2002 requirement information about
anomalies encountered during document
reviews and testing.
34 Correction of Deficiencies Update 5.1- | Provides a general description of how
5.7 section deficiency corrections were confirmed.
Appendices: | Appendix A traces the VSS requirements to
A the specific closed anomalies.
B Addendum to Appendix B reflects pass
criteria for all reviewed source code.
D Appendix D Tables: "Issues Closed" traces
the specific anomaly resolutions to the test
E Appendix E, ASSURE® 1.2 Discrepancy
Report, provides the vendor responses
and resolution validations for anomalies
encountered during document reviews and
testing.
Appendix | Additional Findings Appendices: | Appendix A: Certification Test Requirements
A A contains "should" and "not applicable"
requirements. Comments provide rationale
and references to relevant EAC
Interpretations or Notices of Clarification.
D Appendix D: Supported Voting Variations of
the VSS 2002 Section 2.2.8.2 identifies
"unsupported" optional functionality.
Appendix | Warrant of Accepting Change Control Appendix Warrant of Accepting Change Control
B Responsibility F Responsibility
Appendix | Witness Build Appendix Trusted Build and Validation Tools
C G documents the Witness of the Trusted Build
Appendix | Test Plan Appendix Test Plan
D H
Appendix | State Test Reports Appendix State Test Reports
C I
Appendix Implementation Statement
J
Appendix EAC Certification Number
K
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2 Certification Test Background

Earlier versions of products in this effort completed qualification testing under the outdated NASED program.
These earlier versions are in use, as permitted under the laws of the various states. Under the EAC program, all
systems submitted must be fully tested as a new system. As such the ASSURE 1.2 Certification Test effort is an
initial certification to the 2002 VSS.

Following the circumstances outlined in section 1, the scope of the Premier ASSURE 1.2 certification test effort
resulted in a unique set of pre-certification test activities. The purpose of these activities was to assist the EAC in
determining what certification testing and reviews performed by SysTest could be reused. Responsibility for these
activities was designated to either iBeta or the EAC. These activities are outlined in section 1. Results of the
activities performed by iBeta are provided below.

Following the determination of reuse and issuance of instructions by the EAC, iBeta conducted a review of the test
documentation provided by Premier and SysTest to assess the scope of testing for conformance to the 2002 VSS
for the functional and system level testing which included Volume, Stress, Error Recovery, Telecommunication,
Cryptographic, and Security requirements.

As part of the EAC Certification application, Premier submitted an implementation statement for ASSURE 1.2. A
copy of this statement is contained in section 7.10. During the test effort, numerous updates to the Premier
application were submitted to the EAC; however, none of the application modifications impacted the implementation
statement. Certification testing of the Premier ASSURE 1.2 included a Physical Configuration Audit and a
Functional Configuration Audit. Daily status reports were sent to ASSURE 1.2 certification management staff and
iBeta project test staff. These reports included project activity status, issues, and other relevant information.
Weekly status calls were held with the EAC, EAC Reviewers and Premier. Upon request, iBeta provided the EAC
with information to clarify the testing, test process, schedule, and interim discrepancy reports.

2.1 Terms and Definitions

The Terms and Definitions identified below are used in this test report.
Table 4 Terms and Definitions

Term Abbreviation Definition

Absentee Ballot A paper ballot cast outside of an early voting center or
election day polling place.
AccuView Printer Module AVPM Premier VVPAT designed to allow voters to print and

review their selections in each race while voting their
ballot on the AccuVote-TSX unit.

AccuBasic ABasic Programming language designed to define ABasic
reports.

ABasic report files are used to format the content of
reports and memory card labels that can be printed on
AccuVote-OSX, AccuVote-OS Precinct Count and
BallotStation units.

AccuFeed Device that provides automated multisheet feeding
capability for the AccuVote-OS CC.

AccuVote Optical Scan AVOS, AVOSX Mark-sense and scan image paper-ballot voting
devices.

AccuVote-OS AVOS AccuVote-OS (optical scan) mark-sense ballot scanner.

May be installed with either AccuVote-OS Precinct
Count or AccuVote-OS Central Count firmware.
AccuVote-OSX AVOSX AccuVote-OSX image-scan ballot scanner.

The AccuVote-OSX unit is pre-installed with custom
AccuVote-OSX software running on the Windows CE
operating system.

AccuVote TS AccuVote-TS Generic term used to refer to Premier's DRE (Direct
Recording Electronic) touch screen voting devices, the
AccuVote-TS R6 and the AccuVote-TSX.

ASSURE Security Manager ASM Software application that provides an interface to the
ASSURE Security Service. The ASSURE Security
Manager is used to define and dynamically control
application users, user rights and other security
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Definition
features from a central location. Premier Central Scan
(PCS) requires the use of ASS/ASM.

AutoCAST

A feature of the AutoMARK VAT that gives the voter
the option to cast the ballot directly into a secure ballot
box after verification.

BallotStation

Dedicated software application used in conjunction with
the AccuVote-TS voting devices to display ballots,
record votes, count and tally votes and make a report
of election results.

Ballot Marking Device

BMD

A device that marks a paper ballot for a voter.

Certified Information System Security
Profession

CISSP

A certification for information system security
practitioners, indicating successful completion of the
CISSP examination administered by the International
Information Systems Security Certification Consortium.

Central counter

A type of voting system that records and reports paper
ballots at the central count location.

Direction Recording Electronic

DRE

Touch screen voting device.

Election management system

EMS

A set of processing functions and databases within a
voting system that define, develop and maintain
election databases; perform election definition and
setup functions; format ballots; count votes; consolidate
and report results; and maintain audit trails.

Escrow Agency

EAC identified repository that retains the file signature
of the trusted build.

Executable Lines of Code

eLOC

Lines of code that execute functionality. Comments
and blank lines are excluded from counts of executable
lines of code.

ExpressPoll

The ExpressPoll provides precinct management
functionality including voter verification, signature
capture, driver's license scanning, voter access card
encoding, and updating of voter registration
information.

ExpressPoll CardWriter

A software program used to encode Voter Access
Cards for use by the AccuVote TS devices.

Full or New Code Review

First time submission submitted for certification review
or previously certified code with changes to the code so
significant that a full review is warranted.

Global Election Management System

GEMS

Name of Premier Election Solutions' Election
Management System (EMS) software.

Graphical User Interface

GUI

A method of interaction with a computer which uses
pictorial buttons (icons) and command lists controlled
by a mouse.

Help America Vote Act

HAVA

Legislation enacted in 2002 which includes creation of
the EAC, federal voting standards and accreditation of
test labs.

Key Card Tool

KCT

PC-based software application designed to enhance
the security provided by the AccuVote-TS units.

National Standard Reference Library

NSRL

Part of NIST that provides software escrow.

National Voluntary Laboratory
Accreditation Program

NVLAP

Part of NIST that provides third-party accreditation to
testing and calibration laboratories.

Optical Scan Accumulator Adapter

OSAA

Hardware adapter that allows the memory card from an
AccuVote-OS unit to be used with the AccuVote-TSX.

Plain Old Telephone Service

POTS

Terminology used to refer to analog voice-quality
telephone service used by some types of
telecommunications. The abbreviation is used
especially to distinguish it from any digital telephone
system.

Post-election logic and accuracy
testing

Post-LAT

Post-LAT mode is used after the election to confirm the
vote recording accuracy results match Pre-election LAT
results. Vote simulation can be used in Post-LAT
mode. Post-LAT mode votes cannot be intermixed or
accumulated with Official Mode results.

Pre-election logic and accuracy

Pre- LAT

Pre-LAT mode is used for validating accurate vote
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Definition

recording accuracy prior to an election. Vote simulation
can be used in Pre-LAT mode. Pre-LAT mode votes
cannot be intermixed or accumulated with Official Mode
results.

Precinct counter

A type of voting system that records paper or electronic
ballots at the polling place.

Premier Central Scan

PCS

A software application designed for high-speed,
AccuVote-OS batch-ballot processing.

Premier AutoMARK Information
Management System

AIMS

A Windows-based election management system
software application to define election parameters for
the VAT, including functionality to import election
definition files produced by GEMS and create VAT
flash memory cards.

Primary — Closed

Voters must declare a party affiliation in order to vote in
the primary.

The voter declares their party affiliation to the election
official and receives a ballot containing only those
party-specific contests, along with non-party-specific
contests presented at the same election.

Unaffiliated voters are permitted to vote only on non-
party-specific contests.

Primary — Open (Selective or Pick-A-
Party)

Voters do not have to declare a party affiliation in order
to vote in the primary.

Depending on state law, the voter can declare their
party preference to the election official or make their
choice of party within the privacy of the voting booth.

The voter receives a ballot containing only those party-
specific contests, along with non-party-specific contests
presented at the same election.

Unaffiliated voters are permitted to vote only on non-
party-specific contests.

Primary — Open

Voters do not have to declare a party affiliation in order
to vote in the primary.

A primary election (aka Top Two) that allows voters to
choose among all candidates running for each office.
Candidates from all parties are listed under the same
contest.

Sip & Puff device

Sip & Puff

A DRE ballot navigation and vote selection assistive
device, used by individuals with dexterity challenges or
limitations on the use of their hands.

Smart Card

A credit-card sized identification card from which
information can be read and to which information can
be written. Smart cards used with election equipment
include: Voter Access cards, Central Administrator and
Supervisor cards and Security Key cards.

Trusted Build

A compile and build of the source code reviewed by
iBeta into executable code. Construction of the build
platform and compile is performed by iBeta following
the documented instructions of the manufacturer. A
manufacturer's representative is present to witness the
build.

Technical Data Package

TDP

The documentation and code relating to the voting
system, submitted by the manufacturer for review.

Uninterruptible Power Supply

UPS

Uninterruptible Power Supply. Battery backup that
provides emergency power.

Universal ADA Interface Device

UAID

Hardware Interface Device that offers voters with
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| Abbreviation Definition
accessibility issues the opportunity to vote on an
unassisted basis.

U.S. Election Assistance Commission | EAC U.S. agency established by the Help America Vote Act

of 2002 to administer Federal elections.

Voluntary Voting System Guidelines VVSG Federal voting system test standards created by the

EAC.

Voter Assist Terminal VAT An AutoMARK device used to mark the ballot

selections of voters who are visually impaired, have a
disability, or who are more comfortable using an
alternative language.

Voter Card Encoder VCE Device used to create voter access cards to be used

for voting on an AccuVote-TS unit.

Voter Card Programmer VCProgrammer Program used to create voter access cards for the

AccuVote-TS; may either run on stand-alone basis, or
interface with the jurisdiction's voting registration
system.

Voting System Standards VSS Federal voting system test standards, predecessor of

the VVSG.

Voting System Test Lab VSTL Lab accredited by the EAC to perform certification

testing of voting systems.

Voting Variations Significant variations among state election laws

incorporating permissible ballot content, voting options
and associated ballot counting logic.

Voter Verified Paper Audit Trail VVPAT A software independent printed record of the electronic

DRE ballot cast which is to be confirmed by the voter
as an accurate report of their vote.

2.2 Physical Configuration Audit

The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including the source
code, documentation and system configuration reviews. Validation of COTs software and hardware, execution of a
Trusted Build with the reviewed source code and installation of the executable are part of the PCA.

2.2.1 PCA TDP Source Code Review

The PCA TDP Source Code Review of ASSURE 1.2 was performed by SysTest Labs. Premier petitioned for reuse
of this review. In order to assist in making a determination of reuse the EAC instructed iBeta to audit 3% of the
Premier ASSURE 1.2 source code for assessment and recommendation of reuse of the applicable PCA Source
Code Review conducted by SysTest. In assessing this sample iBeta reviewed the sampling to Vol. 1 Sect. 4.2 and
Vol. 2 Sect. 5 of the VSS 2002. iBeta focused the review by selecting source code files and functions that process
vote data, audit logs, and reporting. The results were recorded on Source Code Review sheets (Excel
spreadsheets). All issues were identified in the review and logged on a Discrepancy Report. Following a peer
review issued were identified as follows:

e  Green: Non-logic issues - recommend for reuse per EAC instruction letter;

e Yellow: Potential logic issues- attach issues to the recommendation letter to the EAC for their

consideration in determination of reuse; and
e Red: Confirmed logic issues - recommend 100% review to the EAC.

Any source code updates or changes received from Premier during the test effort were compared to the transferred
code base from SysTest. All identified changes were 100% reviewed by iBeta.

2.2.2 PCA TDP Document Review
The PCA TDP Document Review of Premier ASSURE 1.2 for conformance to Vol. 2 Sect. 2 of the VSS 2002 was
performed by SysTest Labs. Premier petitioned the EAC for reuse of this analysis. The EAC instructed iBeta to
perform an assessment and provide a recommendation for reuse of the TDP in ASSURE 1.2. To conduct the audit,
iBeta selected a sampling of the full Premier ASSURE 1.2 TDP. The documents selected for the sampling review
and audit of each product as well as coverage of each section in the VSS Volume 2 Section 2 TDP requirements.
Results of the review were recorded. Upon completion each review was peer reviewed. The status of the review
as well as the peer was tracked in the Status Report and PCA Document Review spreadsheet. The results were
provided to the EAC to assist in their determination of reuse. No discrepancies were written as a result of the
assessment review.
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During testing the review of documents necessary to complete ASSURE 1.2 trusted builds, sample code review;
test planning and test execution were incorporated into these tasks and recorded in the daily status. Missing
content or discrepancies were reported in iBeta's ASSURE 1.2 Discrepancy Report. The Discrepancy Report was
forwarded to Premier for correction.

2.2.3 PCA System Configuration Review
The PCA System Configuration Review of Premier ASSURE 1.2 was performed to verify the hardware and software
configuration is consistent with the technical data package (VSS Vol. 1 Sect. 8.7.1). Reviewed results were
recorded on PCA System Configuration Review sheets (Excel spreadsheets).

2.2.4 Trusted Build and Installation
The Trusted Build and Installation of the executable code (“trusted build”) for the Premier ASSURE 1.2 was
performed using the source code reviewed by SysTest and iBeta, per VSS Vol. 1 Sect. 9.6.2. Completion of the
build was documented in the Final Trusted Build and Code Comparison Template (Word Document).

2.3 Functional Configuration Audit

The Functional Configuration Audit was an examination of the functional aspects of the voting system. This
included review of the Premier ASSURE 1.2 voting system submitted test documentation, user manuals and
execution of all required tests. The voting system was configured in accordance with the Premier TDP; specifically
the Premier's Windows Configuration Guide, Revision 10, which . A test method description of each test case is
documented in Appendix D.

2.3.1 FCA Test Documentation Review
The FCA Test Documentation Review assessed the level of vendor testing of the voting system to the Vol. 1 Sect.
2,3,4,5,6, 7and 9 requirements. This assessment was used to define the extent of functional testing.

2.3.2 FCA Functional, Accessibility, Maintainability & Reliability Tests

Functional and system level tests were conducted, in accordance with Vol. 2 Sect. 6. End-to-end mock elections
were conducted to demonstrate the integrated functionality and processes of the Premier ASSURE 1.2 voting
system incorporating shared state requirements and those specifically supported by Premier. Upon completion of
these Functional and System Level test cases, the evaluation of the Premier ASSURE 1.2 voting system was
found to meet the accessibility requirements of the VSS 2002, Section 2.2.7 a) through e) (note that there are no
operable controls that are more than 10 inches behind the reference plane for this submitted voting system).

The system configuration, test objective, test steps, and expected results were identified in each test case.
Acceptance and rejection results were recorded for each test step. Issues encountered during testing were
identified in the test record and logged on the PCA and FCA Discrepancy Report, after completion of peer review.
Premier resolved all discrepancies which did not meet the requirements of the VSS 2002. Regression tests were
rerun to validate all submitted fixes. These validations were recorded in the PCA and FCA Discrepancy Report.

2.3.3 FCA Volume, Stress, Data Accuracy, and Error Recovery Tests
iBeta reviewed the Premier's Practical System Limits (Appendix A of GEMS 1.21.3 or later Election Administrator's
Guide) to identify relevant application and system limits. Based upon the system and application limits identified in
this document iBeta defined and conducted a set of three test cases. These test cases incorporated end-to-end
mock elections to demonstrate the ability of the system to operate at the declared limits. Additional scenarios were
incorporated into the test cases to demonstrate the systems ability to provide an appropriate response to an
overloading conditions exceeding the limits and recover without losing vote data.

Based on the review of the SysTest Labs Data Accuracy test results and the EAC issued approval for reuse of all
previous data accuracy test results with the exception of the TSX, the Data Accuracy VSS 2002 requirements for
the TSX were included and tested within the Volume Test Cases. Any issues encountered during testing were
identified in the test record and logged on a Discrepancy Report, after completion of peer review. Premier resolved
all discrepancies which did not meet the requirements of the VSS 2002. Tests were rerun to validate all submitted
fixes.

2.3.4 FCA Security Tests

iBeta performed a security review of the Premier security documentation addressing Vol. 1 Sect. 2.2.1, 2.2.3,2.2.5
and 6 and Vol. 2 Sect. 6.4. Based upon this review security specific tests were identified. In additional to functional
and system level tests, these tests incorporated source code and document reviews. Functionality to meet the
requirements incorporated secrecy, integrity, system audit, error recovery or access to the voting system. The
review was either conducted or peer reviewed by an iBeta CISSP staff member. The tests or reviews to validate the
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security of ASSURE 1.2 were recorded in the FCA Security Review. Premier resolved all discrepancies which did
not meet the requirements of the VSS 2002. Tests were rerun to validate all submitted fixes.

2.3.5 FCA Hardware Environmental Tests
The SysTest's subcontractors listed in section 1 performed hardware testing of the ASSURE 1.2 voting system to
the requirements of Vol.1 Sect. 3 in accordance with Vol.2 Sect. 4. The review, analysis, testing and test results are
contained in the test reports and engineering change assessments listed in the Table 2 External Documents -
SysTest Labs Draft Final Report. Per the directions of the EAC for reuse of the previous environmental test results,
iBeta reviewed the SysTest Labs attached third-party reports provided to confirm that they included documentation
that the ASSURE 1.2 submitted hardware passed the required tests and that any failures resulting in engineering
changes were documented. This work was performed as part of the Pre-Certification Test Activities and is
documented in more detail in the Appendix H - Updated ASSURE 1.2 Test Plan.

The EAC issued their approval for reuse of the majority of the results of the SysTest Environmental Hardware
testing in the 16 January 2009 letter (Reuse of prior testing conducted by SysTest Laboratories Letter).

As the FCA Hardware Environmental Tests are non-core tests which must be performed by a laboratory accredited
in the hardware environmental test methods identified in VSS vol.1, 4.6 and 4.7 and these non-core tests may be
performed by subcontractor laboratories, under the supervision of the VSTL, if the VSTL does not hold these
accreditations, iBeta validated Criterion Technologies accreditation to perform all required hardware environmental
tests and engaged them as iBeta’s subcontractor to perform the tests.

A detailed test case with test instructions was provided to Criterion to review, assess and test the ASSURE 1.2
AccuVote-TSX DRE and AccuVote-OSX and Ballot Box. iBeta created test election databases for all operating
tests and to validate the operational status of the equipment before and after each environmental test. The system
configuration, test objective, test steps, and expected results were identified. Acceptance and rejection results were
recorded for each test step. Issues encountered during testing were documented in the test record. In addition to
the iBeta test record, Criterion provided iBeta with anomaly and test reports following their internal processes. iBeta
logged anomaly reports as issues on the PCA and FCA Discrepancy Report. Premier resolved all discrepancies
which did not meet the requirements of the VSS 2002.

2.3.6 FCA Telephony and Cryptographic Review and Tests
An examination of the ASSURE 1.2 voting system was conducted to confirm that it does not contain wireless data
interchange devices. The results of this review were recorded in the FCA Telephony and Cryptographic Test Case.
Based upon this review specific tests were identified against the requirements of VSS Vol. 1 Section 5 and 6.
Functionality to meet the requirements incorporated telephony and cryptography of the voting system. The testing
and review was either conducted or peer reviewed by an iBeta CISSP staff member. The tests or reviews to
validate the security of ASSURE 1.2 were recorded in the FCA Security Review. Premier resolved all
discrepancies which did not meet the requirements of the VSS 2002. Tests were rerun to validate all submitted
fixes.
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3 ASSURE 1.2 Voting System Identification

The description of the Premier ASSSURE® 1.2 submitted for certification is found in the EAC Scope of Certification,
as noted in section 3.1. The hardware, software and the Technical Data Package documentation used in the
certification test environment is indentified in section 3.2.

3.1 Submitted Voting System Identification

Table 5 Voting System Name and Version
Voting System Name Version
Identified in the EAC Scope of Certification

Table 6 Voting System Polling Place and Central Count Hardware

Hardware | OS or Firmware & Version Description
Identified in the EAC Scope of Certification

Table 7 Voting System EMS Software

Software Applications | Version | EMS Function Description
Identified in the EAC Scope of Certification

3.2 ASSURE 1.2 Voting System Identification

The Voting System Test Environment identifies the specific hardware and software that was used in the test
environment. The Test Methods in Appendix D identify the specific Premier ASSURE 1.2 voting system software
and firmware used in each test. This Voting System includes the following hardware (non-COTS):

Table 8 Voting System Polling Place and Central Count Hardware
~ Firmware & Version

Hardware & Model
AccuVote-OS Precinct Count

Description

AccuVote-OS Models A, B, C, and D 1.96.13 Precinct Count ballot counting firmware
installed on an AccuVote-OS ballot
scanner.

Ballot Box A secure box used to house voted
ballots counted by the AccuVote-OS.

AccuVote-OS Central Count

AccuVote-OS Models A, B, C, and D 2.0.15 Central Count ballot counting firmware

installed on an AccuVote-OS ballot
scanner

AccuFeed Model A, rev E

Not Applicable - no
firmware

Device configured with the AccuVote-OS
for the purpose of processing AccuVote-
OS ballots in high-speed batch mode.

AccuVote-OSX

AccuVote-OSX Model A

1.2.6

Optical-scan voting device application for
paper ballots

BootLoader 1.3.11

Application that boots the hardware for
the AccuVote TS R6, AccuVote TSX,
and AccuVote OSX

Windows CE 500.4.1

Operating System for AccuVote OSX
Model A

Ballot Box

A secure box used to house voted
ballots counted by the AccuVote-OSX

BallotStation

AccuVote-TS R6 Models A and B

BallotStation 4.7.8

Software application used in conjunction
with the AccuVote-TS touch screen
voting devices

BootLoader 1.3.11

Application that boots the hardware for
the AccuVote-TS R6, AccuVote -TSX,
and AccuVote -OSX

Windows CE 300.3.5

Operating System for AccuVote-TS R6
Models A and B

OSAA Model A

n/a

Hardware adapter that allows the
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memory card from an AccuVote-OS unit
to be used with the AccuVote-TS R6

UAID Model A

n/a

Hardware Interface Device that offers
voters with accessibility issues the
opportunity to vote on an unassisted
basis

AccuVote-TSX Models A, B, C, and D

Ballot Station 4.7.8

Software application used in conjunction
with the AccuVote-TS touch screen
voting devices

BootLoader 1.3.11

Application that boots the hardware for
the AccuVote-TS R6, AccuVote-TSX,
and AccuVote-OSX

Windows CE 410.3.10

Operating System for AccuVote-TSX
Models A, B, C, and D

AVPM Model A 3.0.3 Premier VVPAT for the AccuVote-TSX

OSAA Model A n/a Hardware adapter that allows the
memory card from an AccuVote-OS unit
to be used with the AccuVote-TSX

UAID Model A n/a Hardware Interface Device that offers

voters with accessibility issues the
opportunity to vote on an unassisted
basis

Optical Scanner

AutoMARK VAT A100, A200, A300

1.3 PAVR (Build
1.3.3460)

Firmware for the AutoMARK VAT with
AutoCAST that supports audio only

1.3 PVR (Build 1.3.3460)

Firmware for the AutoMARK VAT with
AutoCAST that supports audio and
visual

WinCE

5.00.20

AutoMARK VAT Operating System

Table 9 Voting System Software
Software Applications
Ballot Preparation and Central Count

Version

| COTS Platform and Function Description

GEMS

1215

COTS platform is a PC with Windows 2003 or XP. GEMS
provides DRE and AccuVote-SO ballot preparation, optical
scanner and PCS workstation programming and AccuVote-OS
central count ballot tallying.

ASSURE Security Manager

125

COTS platform is a PC with Windows XP. Software application
that provides an interface to the ASSURE Security Service. The
ASSURE Security Manager is used to define and dynamically
control application users, users rights and other security
features from a central location. Premier Central Scan requires
the use of Security Manager/Security Service.

ABasic Report Files

224

ABasic report files are used to format the content of reports and
memory card labels that can be printed on AccuVote-OSX,
AccuVote-OS Precinct Count and BallotStation units.

AutoMARK AIMS

1.3 (MDE
1.3.572,
Template
1.3.572)

VAT

COTS platform is a PC with Windows XP. Software that
prepares the ballots and the election database to be used by the

Key Card Tool

4.7.8

COTS platform is a PC with Windows 2003 or XP. This PC-
based software application that allows the user to create a
smart card encoded with user-defined security codes or keys.

Premier Central Scan

2.25

COTS platform is a PC or PhotoScribe PS900 iM2/PS960 with
Windows XP, optional DRS Transport Printer (COTS), and
optional DigitalPersona U.areU 4000B, 4500 fingerprint readers
(COTS). Software application that is designed for high-speed
AccuVote-OS batch-ballot processing.

Polling Place

VCProgrammer

4.7.8

COTS platform is a PC with Windows 2003 or XP. Software
application is used to encode voter access cards (with or

without input from a voter registration system) for the purpose of
activating ballots on the AccuVote-TSX and AccuVote-TS R6 in

Page 19 of 56

(V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

Software Applications Version COTS Platform and Function Description
an election with ST-100 or ST-120 (COTS).
Voter Card Encoder 1.3.3 Software application is used to encode voter access cards for

the purpose of activating ballots on the AccuVote-TSX and
AccuVote-TS R6 in an election.

ExpressPoll Card Writer 1.1.6 An application run on the ExpressPoll 4000 or 5000 to encode
voter access cards for the purpose of activating ballots on the
AccuVote-TSX and AccuVote-TS R6 in an election.

3.3 Voting System Test Environment

The Voting System Test Environment identifies the specific hardware and software that was used in the test
environment. The Test Methods in Appendix D identify the specific ASSURE 1.2 voting system software and
firmware build installed for each test iteration. The table below identifies the hardware that was used for testing
whereas the Appendix H Test Plan table of voting system hardware lists the hardware that was planned to be
utilized during the test campaign.

Table 10 Voting System Hardware

Hardware or Equipment Manufacturer Version/Serial Description (identify COTS)
Number

Election Management System Ballot preparation & Central Count
(GEMS - Ballot Preparation
and Central Count)

AccuVote-OS Model A with Premier Election Solutions 80787 AccuVote-OS ballot scanner
Central Count firmware installed with Central Count ballot
installed counting firmware

AccuVote-OS Model A with Premier Election Solutions 79770 AccuVote-OS ballot scanner
Central Count firmware installed with Central Count ballot
installed counting firmware

AccuVote-OS Model C with Premier Election Solutions 35265 AccuVote-OS ballot scanner
Central Count firmware installed with Central Count ballot
installed counting firmware

AccuFeed Model A, rev E Premier Election Solutions 50649 Ballot processing device that

mates with the AccuVote-OS.
Used to count large volumes of
ballots.

PhotoScribe PS900 iM2 DRS PS900-2206 Central Count image-based ballot
scanner (COTS with Windows XP
Pro SP3)

PhotoScribe PS960 DRS 900-2541-25 Central Count image-based ballot
scanner (COTS with Windows XP
Pro SP3)

PhotoScribe PS960 DRS 900-2368-25 Central Count image-based ballot
scanner (COTS with Windows XP
Pro SP3)

PhotoScribe PS900 iM2 DRS PS900-2298 Central Count image-based ballot
scanner (COTS with Windows XP
Pro SP3)

Dimension 3100 Model DCSM | Dell 89KSLB1 GEMS and ASM COTS Server
(with Windows XP Pro SP3 and
display adapter Intel®
82915G/GV/910 Express Chipset
Family) and also includes Key
Card Tool and VCProgrammer
Dimension 3100 Model DCSM | Dell HNKSLB1 GEMS and ASM COTS Server
(with Windows XP Pro SP3 and
display adapter Intel®
82915G/GV/910 Express Chipset
Family) and also includes Key
Card Tool and VCProgrammer
PowerEdge 1800 Dell HX6HJ91 GEMS COTS Server (with
Windows Server 2003 SP2 and
display adapter RADEON 7000
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Description (identify COTS)

series) and also includes Key Card
Tool and VCProgrammer

PowerEdge 2900

Dell

CN-0DC391-71070-

GEMS and AIMS COTS Server

661-0751 (with Windows XP Pro SP3 and
display adapter ATI ES1000) and
also includes Key Card Tool,
Premier Central Scan, and
VCProgrammer

AccuVote -TSX and -TS R6 DREs & associated hardware
AccuVote-TSX Model A Premier Election Solutions 205176 Stand-alone touch screen DRE
(AVPM) polling place voting device (also
supports early voting) that
incorporates a color LCD integral
touch screen, integrated (voter)
privacy flaps, internal memory for
storing ballot data and voting
records, removable results
cartridge, and protective and public
counters.
AccuVote-TSX Model A Premier Election Solutions 209583 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model A (non- Premier Election Solutions 201946 Polling Place DRE (see above)
AVPM)
AccuVote-TSX Model A Premier Election Solutions 203549 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model B (non- | Premier Election Solutions 225205 Polling Place DRE (see above)
AVPM)
AccuVote-TSX Model C Premier Election Solutions 278293 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model C Premier Election Solutions 264782 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model D Premier Election Solutions 246992 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model D Premier Election Solutions 283028 Polling Place DRE (see above)
(AVPM)
AccuVote-TSX Model D Premier Election Solutions 286361 Polling Place DRE (see above)
(AVPM)
AVPM Premier Election Solutions NA A voter verifiable report printer
used on the AccuVote-TSX
AVPM Base Premier Election Solutions None AccuVote-TSX base with AVPM
Non-AVPM Base Premier Election Solutions None AccuVote-TSX base without AVPM
AutoMARK A100 AutoMARK AM0105430016 Polling Place Voter Assistance
Device (auto ballot marking)
AutoMARK A200 AutoMARK AMO0206471989 Polling Place Voter Assistance
Device (auto ballot marking)
AutoMARK A300 AutoMARK AMO0307420109 Polling Place Voter Assistance
Device (auto ballot marking)
AutoMARK A300 AutoMARK AMO0307420125 Polling Place Voter Assistance
Device (auto ballot marking)
AutoMARK A300 AutoMARK AMO0307420136 Polling Place Voter Assistance
Device (auto ballot marking)
AccuVote-TS R6 Model A Premier Election Solutions 102071 Polling Place or Early Voting DRE
AccuVote-TS R6 Model A Premier Election Solutions 102066 Polling Place or Early Voting DRE
AccuVote-TS R6 Model A Premier Election Solutions 126544 Polling Place or Early Voting DRE
AccuVote-TS R6 Model B Premier Election Solutions 133847 Polling Place or Early Voting DRE
AccuVote-TS R6 Model B Premier Election Solutions 160495 Polling Place or Early Voting DRE
Precinct Count Mark-sense, optical scanners &
associated hardware
AccuVote-OS Model A Premier Election Solutions 34360 Polling Place Optical Scanner
AccuVote-OS Model B Premier Election Solutions 33844 Polling Place Optical Scanner
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AccuVote-OS Model C Premier Election Solutions 35100 Polling Place Optical Scanner

AccuVote-OS Model D Premier Election Solutions 42889 Polling Place Optical Scanner

AccuVote-OS Model D Premier Election Solutions 41407 Polling Place Optical Scanner

AccuVote-OS Model D Premier Election Solutions 42885 Polling Place Optical Scanner

AccuVote-OS Ballot Box Unit Premier Election Solutions Model 33824 Polling place ballot box for
AccuVote-OS

AccuVote-OSX Model A Premier Election Solutions 036 Polling Place Optical Scanner

AccuVote-OSX Model A Premier Election Solutions 038 Polling Place Optical Scanner

AccuVote-OSX Model A Premier Election Solutions 435 Polling Place Optical Scanner

AccuVote-OSX Ballot Box Unit | Premier Election Solutions 01577 Ballot Box for AccuVote-OSX
Ballot Scanner

AccuVote-OSX Ballot Box Unit | Premier Election Solutions 01574 Ballot Box for AccuVote-OSX
Ballot Scanner

AccuVote-OSX Ballot Box Unit | Premier Election Solutions 01583 Ballot Box for AccuVote-OSX
Ballot Scanner

Other Hardware

Optical Scan Accumulator Premier Election Solutions None Allows results from AccuVote-OS

Adapter memory cards to be accumulated

(OSAA) on AccuVote-TS R6 and
AccuVote-TSX devices

Visually Impaired Ballot Station | Various None A voter assistance accessory that

(VIBS) can be used with AccuVote-TS R6
and AccuVote-TSX (touch
screen voting terminals)

Universal ADA Interface Various None A voter assistance accessory that

Device (UAID) with ADA switch can be used with AccuVote-TS R6

kit or Sip & Puff and AccuVote-TSX (touch
screen voting terminals)

Privacy Filter 3M None Fits on top of the touch screen and
restricts the side viewing of the
display

ExpressPoll 4000 ADVANTECH AD2K0576739C Polling Place Voter Card Creation
(COoTS)

ExpressPoll 5000 ADVANTECH EPS68Z0M001156 | Polling Place Voter Card Creation
(CoTs)

Voter Card Encoder SPYRUS P300116131 Polling Place Voter Card Creation
(CoTs)

Voter Card Encoder SPYRUS P300116603 Polling Place Voter Card Creation
(COoTS)

Smart-Card Terminal ST100 SecureTech 87003252 Smart Card Reader (COTS)

Smart-Card Terminal ST120 SecureTech 86000297 Smart Card Reader (COTS)

U.are.U 4500 digitalPersona 8Y00B007930 COTS fingerprint reader

U.are.U 4500 digitalPersona 8Y00B007403 COTS fingerprint reader

Transport Printer DRS none COTS Endorsement/Transport
printer for the PhotoScribe

Digi PortServer Il 16 Port Digi International V63820034 Port Servers (COTS)

Digi PortServer Il 16 Port Digi International W91223997 Port Servers (COTS)

Office Connect Dual Speed 3Com 0100/7T4F044698 Networking (COTS)

160Port Hub

Office Connect Dual Speed 3Com 0100/7T3F042478 Networking (COTS)

160Port Hub

RICOH LP440C Printer Ricoh SPC811DN Ballot Printer

Voter Access Cards Various None Support equipment

Central Administration Cards
Ballot Box Keys
AccuVote-TSX Keys

128KB PCMCIA Memory
Cards

PCMCIA To Compact Flash
Adapter

Compact Flash Network
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Version/Serial
Number

Manufacturer

Hardware or Equipment

Description (identify COTS)

Interface Cards

CAT5 Network Crossover

Cable

AccuVote-TSX Stand AC

Power Cords

AccuVote-OSX AC Power

Cord
Blank Ballots
Marked Ballots

Rolls of Thermal and
non-thermal Printer Paper

Headphones

Telephone Cables

The test configuration of the voting devices is provided below in Table 11 as a matrix highlighting the voting device
configuration of the General and Primary test cases and a brief synopsis of the functionality tested. Not all particular models
of each voting device were slated for use in the General or Primary test cases.

Table 11 Premier ASSURE 1.2 Voting Device Hardware Configuration for General and Primary Test

Cases
HW / SW GENO1 GENO02 GENO3 GENO04a-b PRIO1 PRI02
Split Straight Party Multi-lingual Split Precinct Open Primary: Closed
Precincts: * Party column Audio Vote 1 of N * Open primary | Primary:
* 2 districts oriented w/races * import Vote N of M with private * Same as
* 2 sub- in 1st column * direct record District declaration open primary
districts * Cross-over if Accessibility rotation (set (Selective with public
*1 no declared (switching) during District Primary) declaration
Proposition candidate Multiple creation) * Party * |ist delegates
District Tally Settings Districts/Precin | Early Voting selection is first with nominees
* 2 precincts *TS: Non-PA cts Provisionals choice Split Precincts:
* 3 splits Straight Party * separate Export/Import (preference, non- | (same as
per precinct * OS: Exclusive, ballots Rich Text mandatory) GENO1)
Vote 1 of N Non-mandatory * English * list nominees, * 2 districts
Vote N of M X-Party Endorse combined ballots | Repeatability not delegates * 2 sub-
Slate & Group | Double Sided Straight Party Race 2 Page Ballot districts
Voting Ballots * Party Rotations (set Single Precinct * 1 Proposition
Proposition/Q | Non-Split graphics in Race Vote 1 of N District
uestion Precincts: Vote 1 of N Options): Vote N of M * 2 precincts
Recall A - Vote 1 of N Vote N of M GENO4a: by Proposition/Qu * 3 splits per
single Yes/No Vote N of M Slate & Group precinct estion precinct
Slate & Group Voting Absentee Vote 1 of N
Voting Proposition/Qu GENO04b: Vote N of M
Recall B - options | estion District Write-In
follow 'Yes' Ballot Text (registered)
Report Recall D-
options follow
either Yes or No
Candidate
Withdraw
GEMS X X X X X X
BallotStation X X X X X X
Premier Central X X X
Scan (PCS)
Key Card Tool X X
VVCProgrammer X (provisional X
cards)
ASSURE Security X X X
Manager (ASM)
AIMS X X X X X
ABasic X (196
Pennsylvania)
Voter Card X (provisional
Encoder (VCE) cards)
AccuVote-OS PC
Model A, Low X
Profile
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HW / SwW

GENO1

GENO02

GENO03

GENO4a-b

PRIO1

PRI02

Model A, High
Profile

Model B, Low
Profile

Model B, High
Profile

Model C, Low
Profile

Model C, High
Profile

Model D, Low
Profile

Ballot Box for
AccuVote-OS

AccuVote-OS CC

Model A, Low
Profile

Model A, High
Profile

Model B, Low
Profile

Model B, High
Profile

Model C, Low
Profile

Model C, High
Profile

Model D, Low
Profile

AccuFeed Model
A

AccuVote-OSX

Model A

Ballot Box for
AccuVote-OSX

AccuVote-TS R6

Model A

Model B

X (Early
voting)
(provisional
cards)

VIBS (keypad)

Headphones

AccuVote-TSX

Model A

Model B

Model C

Model D

AccuVote-TSX
Base (AVPM)

X (w/barcode)

AccuVote-TSX
Base (Non-AVPM)

AVPM Model A

OSAA Model A

UAID Model A

VIBS (keypad)

Headphones

AutoMARK

A100

A200

A300

Headphones

UAID Model A

XXX [ X

PhotoScribe

PS900 iM2

PS960

ExpressPoll

4000

5000

X (provisional
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HW / SwW

GENO1

GENO02

GENO03

GENO4a-b

PRIO1 PRI02

cards)

Table 12 Voting System Technical Data Package Documents
Due to the size of Table 12, it is provided as an attachment and is not in the main body of this Test Report. To view,
selection Attachments in the View menu in Adobe.

Table 13 Other Software, Hardware and Materials

Material
Multiple desktop and laptop PCs

~ Material Description

A variety of PCs running Microsoft
operating systems

Use in the Voting System

Supplied by iBeta: Preparation,
management and recording of test plans,
test cases, reviews and results

Repository servers

Separate servers for storage of test
documents and source code,
running industry standards
operating systems, security and
back up utilities

Supplied by iBeta: Documents are
maintained on a secure network server.
Source code is maintained on a separate
data disk on a restricted server

Barcode Scanner

2D bar scanning device

Supplied by iBeta: Used to verify the bar
code on the VVPAT.

Teltone TLS-5

Telephone Line Simulator

Supplied by iBeta: Used during Telephony
and Cryptographic Test Case execution

Microsoft Office 2003 Excel and Word software and Supplied by iBeta: The software used to
document templates create and record test plans, test cases,
reviews and results
SharePoint 2003 TDP and test documentation Supplied by iBeta: TDP and test

repository

documentation repository and
configuration management tool

Other standard business application
software

Internet browsers, PDF viewers
emalil

Supplied by iBeta: Industry standard tools
to support testing, business and project
implementation

Center 325 Mini Sound Level Meter

IEC 651 Type 2 handheld sound
level meter

Supplied by iBeta: Measure decibel level

Visual Studio 2003 v.7.1.3808
(Microsoft)

Build and source code review
Integrated Development
Environment

Supplied by iBeta: View source code
review

RSM v.6.92
(M Squared Technologies)

C, C++, Java, and C# static
analysis tool

Supplied by iBeta: Identify line counts and
cyclomatic complexity

Beyond Compare 2 v.2.4.3 (Scooter
Software)

Comparison utility

Supplied by iBeta: Used to compare
file/folder differences

WinDiff 5.1 (Microsoft)

Comparison utility

Supplied by iBeta: Used to compare
file/folder differences

Hash.exe v.7.08.10.07.12 (Maresware)

Hash creation utility

Supplied by iBeta: Used to generate hash
signatures for Trusted Builds

Nessus v. 3.2.0

Network port scanner and
vulnerability testing tool

Supplied by iBeta: Used to scan ports of
Public Telecommunications Networking for
vulnerabilities

WireShark v. 1.0 (Formerly Ethereal v.
0.99.0)

An open source network packet
capture and analysis tool

Supplied by iBeta: Used to capture
packets for later analysis of cryptography

BartPE ghost32.exe (916 CD)

OS to boot to for ghosting

Disk image backups for testing
repeatability.

Norton Symantec Ghost v.11

Tool to create and restore ghost
images

Disk image backups for testing
repeatability and for Trusted Build
submission to the NSRL

System Identification

AutoMARK Validater

Hash code generation tool version
1.1.1.0

PC-based software utility used to verify
that the firmware on the AutoMARK VAT
units is certified firmware that has not
been altered in any way.

AVValidator

Hash code generation tool version
1.0.1

Software utility used to verify, at any time,
that the firmware installed on AccuVote-
OSX, AccuVote-TSX, and AccuVote-TS
R6 is certified firmware that has not been
altered in any way.
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4 \Voting System Overview

The Premier ASSURE 1.2 system is a voting system developed by Premier Election Solutions consisting of:

. Global Election Management System (GEMS) is a comprehensive software application for conducting
an election, from defining election configuration parameters, jurisdictional information, race and candidate
ballot content and creating ballot artwork, to the programming of voting device memory cards with election
and ballot information, receiving election results from uploaded memory cards, and issuing election results
reports. GEMS is designed to interface with AccuVote-OS, AccuVote-OSX, AutoMARK VAT, PCS, and
AccuVote-TS devices.

. AccuVote-OS Precinct Count is used for counting AccuVote-OS ballots at the polls. A complete system
is comprised of an AccuVote-OS ballot scanner installed with Precinct Count firmware and a ballot box.

. AccuVote-OS Central Count is used for batch processing large volumes of AccuVote-OS ballots, such
as absentee ballots. A complete system is comprised of an AccuVote-OS ballot scanner installed with
Central Count firmware and an optional AccuFeed ballot feeder.

. AccuVote-OSX is a high-resolution image-based optical scanning device and ballot box. The unit comes
installed with AccuVote-OSX software and runs on the Windows CE operating system.

. BallotStation is a dedicated software application designed for use on Premier Election Solutions'
AccuVote-TS R6 and AccuVote-TSX touch screen voting devices.

. Key Card Tool is a PC-based software application designed to enhance the security provided by
AccuVote-TS units used in an election. This application allows the user to create a smart card encoded
with user-defined security codes or keys which may then be propagated to the election's voting equipment.

. VCProgrammer is a PC-based application that is to used to encode voter access cards for the purpose
of activating ballots on AccuVote-TS units used in an election.

. Voter Card Encoder is a device designed to encode voter access cards for the purpose of activating
ballots on AccuVote-TS units used in an election.

. ExpressPoll CardWriter is a software tool used to encode Voter Access Cards for use by the AccuVote
TS devices.

. Premier Central Scan is a high-speed, batch-ballot counting application used to count, adjudicate, and
tally AccuVote-OS ballots. It is installed on the PhotoScribe, an AccuVote-OS ballot scanner but may also
run on a COTS PC platform.

. ASSURE Security Manager is a software application used to define and manage the security services
and users of Premier Central Scan software installed on multiple machines.

. AutoMARK Information Management System (AIMS) is a Windows PC-based application that
manages the information required by the AutoMARK VAT for an election. AIMS is developed by Automark
Technical Systems.

. AutoMARK Voter Assist Terminal (VAT) is used to mark the ballot selections of voters who are visually
impaired, have a disability, or who are more comfortable using an alternative language. The AutoMARK
VAT is manufactured by Automark Technical Systems.

. AutoCAST is a feature of the AutoMARK VAT that gives the voter the option to cast the ballot directly into
a secure ballot box after verification.

4.1 Election Management System - Pre Voting
Capabilities

The ASSURE 1.2 election management system pre-vote functions are performed by four software applications that
are installed on up to four COTS PCs.

4.1.1 Global Election Management System (GEMS)
Global Election Management System (GEMS) is an election management system software application for defining
election configuration parameters, jurisdictional information, race and candidate ballot content, creating ballot
artwork, programming of voting device memory cards with election and ballot information, receiving election results
from uploaded memory cards, and issuing election results reports.
GEMS:
e Interfaces with the AccuVote-TS DRE units, AccuVote-OS marksense ballot counting devices, AccuVote-
OSXimage scan units, and Premier Central Scan;
Can configure general or primary elections;
Adds, updates and deletes users, languages, voter groups and counter groups;
Facilitates jurisdictional definition;
Creates, updates and deletes regions, vote centers, districts, base precincts and report precincts;
Links base precincts to districts;
Adds cumulative report precincts;
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Links cumulative report precincts to base precincts;

Links report precincts to vote centers;

Adds, updates and deletes races and candidates;

Manages ballot artwork and ballot generation;

Records and imports audio for audio ballots;

Can import election data in different formats, including Standard Import, LA Import and Delaware Import;

Can create the paper ballot styles required for each voting precinct in the jurisdiction, in the format

required by the voting device used, based on the jurisdictional, race, candidate content defined;

Can configure a single GEMS database corresponding to a unique election;

e Can configure a master GEMS database with the essential components common to all elections in a
jurisdiction, then used as template for all subsequent elections;

e Can create, open, back up, load from backup, or delete a GEMS database; every GEMS database that is
created corresponds to a unique election;

e Can create ballot artwork in alternate languages as required for PCS, AccuVote-TS, AccuVote-OSX and
AccuVote-OS units,
Can prepare audio ballot content for every AccuVote-TS ballot style in the election;

e Can automatically generate ballot artwork into a variety of ballot entities, including ballot styles, card styles,
ballots, and cards, which take into account candidate rotation and multi-document ballots;

e Can preview ballot artwork in GEMS in either the Ballot or Card Editors for any of the card entities created;
these editors may be used to preview and customize ballot artwork;

e Configures AccuVote-TS, AccuVote-OS and AccuVote-OSX voting and counting options; and

Contains administrative and audit reporting capabilities.

4.1.2 AutoMARK Information Management System (AIMS)

The AutoMARK Information Management System includes the AIMS application software installed on a COTS PC.
The AIMS application manages information required by the AutoMARK Voter Assist Terminal (VAT) for an election,
including:

e Importation of GEMS election files;
Optional manual entry of election data;
Edit of election multilingual text information for proper pronunciation of synthesized speech messages;
Store recorded multilingual voice messages in WAV format;

Writing of the election database to a compact flash memory card (FMC) in order to provide ballot content
information to the VAT,;

Review ballot set-up and preview on-screen ballot display;
Performs no ballot counting or vote counting/reporting functions;
Log changes to the election database in the AIMS audit log; and
Backing up (archive) of the election database.

4.1.3 ASSURE Security Manager (ASM)
ASSURE Security Manager is a software application which provides a central location where users can define and
manage the security services and users of Premier Central Scan software installed on multiple machines. The
ASSURE Security Manager is a client application that provides an interface to the ASSURE Security Service.
Modeled after Windows' security services, the ASSURE Security Manager and Security Service allow election
administers to dynamically manage Premier Central Scan users on multiple workstations from a central location.
ASSURE Security Manager is used to:

e Create security service user roles and users;

Create application user roles and users;

Assign database access;

Create a Logon Smart Card;

Add an image to users;

Add fingerprint scans to users;

Remove or re-issue a user certificate;

Create a Security Token card;

Enable or disable Logon Smart Cards or Security Tokens; and

Import Issuer certificate.

4.1.4 Key Card Tool (KCT)
The Key Card Tool is a software application installed on a COTS PC that is designed to enhance the security
provided by AccuVote-TS touch screen units used in an election. This application allows authorized staff to create a
smart card encoded with user-defined security codes or keys, which includes the smart card key and data key. The
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application can also be used to update the smart card key and PIN on Central Administrator and Supervisor cards.
Smart cards encoded with user-defined security codes or keys may then be propagated to the election’s voting
equipment. Smart cards that have not been encoded with the keys will be rejected by the encoded equipment.

This Key Card Tool is used to:

Define security keys;

Allow security keys from an existing Key card to be loaded into the Key Card Tool;

Encode a PIN number and smart card key on the Central Administrator or Supervisor card;

Create a Key card that is used to encode the security key values on the election’s smart card encoding

equipment;

Create a data key that is used to encode the currently active election files;

e Create a data key that is used to encode AccuVote-TS units, which will then only accept election files with
a compatible data key; and

e Allow AccuVote-TS, Voter Card Encoder, ExpressPoll, and VCProgrammer devices, when properly
encoded with the keys, to create voter access cards that contain these keys, and only accept cards that
either contain these keys or default keys.

4.2 Polling Place - Voting Capabilities

4.2.1 AccuVote-OS Precinct Count Scanner
AccuVote-OS Precinct Count firmware is used for counting GEMS AccuVote-OS ballots at the polls. A complete
system is comprised of an AccuVote-OS ballot scanner installed with Precinct Count firmware. The AccuVote-OS is
a mark sense-based ballot counting device for counting AccuVote-OS ballots.

Premier submitted 4 models of the AccuVote-OS for certification. Model A was the original or base model. The
Model B modifications were to the housing manufacturing process from Pressure Form to Injection Molding. Model
C replaced the modem and added reinforcement to the 1/O panel and filtering components to the power supply.
Model D added improvements to the ESD resistance for FEC 2002 testing per EC#A4474 while under previous
NASED Certification Testing. All models can be either "high" or "low" profile - this designation is referring to the
profile of the scan head. During the test campaign, EC#AD813 which concerned the inclusion of a service data
label as well as EC#A2322 which addressed ESD testing mitigation were incorporated.

A Precinct Count AccuVote-OS unit:
e Can function in four distinct election modes: Pre-Download Mode, Pre-Election Mode, Election Mode, and
Post-Election Mode.
e Accepts a memory card that is programmed with ballot and election information pertaining to the vote
center once ballot layout has been completed;
Is sealed into the ballot box on election day;
Scans ballots fed in any one of four orientations — face up, face down, head first, and foot first.
Displays ballot return messages that are simple and comprehensible;
Automatically drops counted ballots into one of two compartments in a AccuVote-OS ballot box, depending
on ballot selection criteria specified in GEMS;
Allows ballots to be counted either at the precinct on election day, or as absentee, challenged or early
voting ballots;
Writes election results to the memory card as ballots are counted;
Provides battery backup in case of power failure;
Keeps an audit log of every transaction that occurs on the unit; and
Can be configured to communicate with GEMS over a serial or modem connection.
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4.2.2 AccuVote OSX Scanner
AccuVote-OSX is a high-resolution image-based optical scanning device and ballot box. The unit comes installed
with AccuVote-OSX software, which runs on the Windows CE operating system. Election and ballot information
defined in GEMS is downloaded to PCMCIA memory cards that are then installed on the AccuVote-OSX voting
devices. The AccuVote-OSX user interface is a bright, four-line 3.5” liquid crystal display (LCD) which works in
conjunction with two selector buttons just below it. During the test campaign, EC#AD813 which concerned the
inclusion of a service data label as well as EC#AC285 which included a change to the crystal (but not to the crystal
frequency) were incorporated.
AccuVote-OSX:

e |s configured to communicate with GEMS over a local area network, a modem, or a direct connection;

e Allows an administrator to select an option on the display by pressing one of the selector buttons for tasks
that are performed Pre- and Post- Election. The LCD is covered with a locked compartment cover during
the election;

Features a smart card and password system;
Supports user defined security keys;
Produces reports, logs, and status messages on a thermal printer;
Generates audit log records for every transaction performed on the AccuVote-OSX unit from the time it is
powered on until it is powered off;
e Protects access to the printer and memory card compartments, the rear of the unit where the power
button, smart card reader, and communication connections are located;
The AccuVote-OSX ballot box:
e Features three bins. The main compartment is divided into two bins, and there is a third bin in the door of
the box;
Uses the two internal compartments according to conditions set in GEMS;
Allows for the use of the bin in the door until the AccuVote-OSX is replaced by a new unit, should a unit fail
on Election Day;
e Protects access to the ballot box doors using locked compartments.

4.2.3 AutoMARK Voter Assist Terminal (VAT)

The AutoMARK VAT is an automated voter assistive paper ballot marking device. This device assists voters with
visual, language and manual dexterity challenges. It only displays ballot for marking on paper. Temporary memory
only retains votes until the printing operation is complete. VSS requirements for a DRE are applicable for ballot
display and voter selection functions, only. The VAT is exempt from vote storage and reporting function
requirements.

Premier submitted 3 models of the VAT for certification. The A100 is the original or baseline model. The changes
from the A100 to the A200 concerned hardware mounting locations and included modifications to connector types
and position. The changes from the A200 and the A300 for the most part dealt with branding. All labels became
brand neutral and the included keys became Premier specific. Security seals were also added both internally and
externally, and an access hole near the headphone jack was removed. During the test campaign, the AutoCAST
hardware modification of ECR0362 was incorporated as well as EC#AD813 which is the inclusion of a service data
label.
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VAT Model A300 is pictured above. The VAT:

Incorporates a touch screen monitor, tactile input buttons, connections for assistive input devices, audio
output and a ballot marking printer;

Password protects the System Maintenance Menu for setting date/time and loading firmware;

Permits installation of an AIMS election database on a compact flash memory card;

Provides a test mode for performance of set-up, reporting and maintenance functions;

Provides audio, printing, screen and button readiness tests and verification of the ballot definition;

Draws a preprinted blank ballot from the voter input tray to determine the form of ballot inserted;

Presents the voter with the options to make a language selection for either an audio or visual ballot;
Presents the voter with controls to adjust the display contrast/size, volume, speed for synthesized speech
and repeat audio output;

Present the ballot as a series of menu-driven voting choices on a color screen;

Permits vote selection inputs via a touch screen or assistive switch-based devices (foot paddles);
Accumulates the voter's choices in an internal memory until the voter has completed the selection process;
Provides a summary of the voter’s choices for review and confirmation;

Marks and prints the paper ballot following voter confirmation of the summary;

Accommodates insertion of the ballot in any orientation;

Prints single and double-sided ballots;

Returns the ballot to the voter after printing is completed;

Clears its internal memory so that the paper ballot is the only lasting record of voter selections;

Prevents access to the compact flash memory card via a key locked compartment;

Operates on standard or back-up battery power;

Provides a date/time stamped audit log of ballot marking operations that can be viewed or printed;
Provides ballot rear eject option; and

Can be outfitted with an AutoCAST (Rear Eject) device to automatically move the ballot to a secure ballot
box without having to be handled.

4.2.4 Voter Card Programmer
VCProgrammer is a software application installed on a COTS PC that is to used to encode voter access cards for
the purpose of activating ballots on AccuVote-TS units used in an election. VCProgrammer is configured with a file
listing all precinct and party combinations valid in the election imported from GEMS.
VCProgrammer:

Allows the operator to select the appropriate precinct and party combination in VCProgrammer that is to be
encoded to a voter’s voter access card;

Encodes a voter access card with a smart card key, which is authenticated by an AccuVote-TS unit prior to
voting, and reset on the voter access card once the ballot has been cast;

Encodes voter access cards with or without input from a voter registration system;

Can be configured to interface with a voter registration system during a live election;

Automatically determines ballot identification information from voter information updated in a file generated
by the voter registration system; and

Accepts installation of the smart card key using a Key card, created using the Key Card Tool application.

4.2.5 BallotStation
BallotStation is a dedicated software application designed for use on Premier Election Solutions' AccuVote-TS
touch screen voting devices (AccuVote-TS R6 and AccuVote-TSX.)
BallotStation:
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Runs on the Windows CE operating system;

Records vote by means of a visual ballot and/or audio ballot;

Activates the voting process by insertion of a properly encoded voter access card into

an AccuVote-TS smart card reader;

Displays the visual ballot if the voter access card is not encoded to support an audio ballot;

Plays back the audio ballot if the voter access card is encoded to support an audio ballot;

Enables VIBS keypad functionality in tandem with the visual ballot display if the voter access card is
encoded to support an audio ballot and a keypad is installed;

Enables sip-and-puff and paddle-switch functionality in tandem with the visual ballot display if the voter
access card is encoded to support an audio ballot and UAID hardware is installed;

Reports results in Pre-Election Mode or Post-Election Mode for the current election on the memory card;
Issues Accumulated Totals reports from Accumulator AccuVote-TS units for all AccuVote-TS units at the
polling location;
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Prints the number of ballots cast on the AccuVote-TS unit on the Election Results report after the election
has been ended;

Lists candidate and measure response totals for each race on the Election Results report as well as the
count of blank votes, undervotes, overvotes, and write-ins for the memory card.

Does not produce a consolidated tally of all votes cast in the election for any race, as this is produced by
the GEMS software;

Issues Accumulated Totals reports from the Accumulator AccuVote-TS units to which voted ballots have
been accumulated from AccuVote-TS units at the same voting location.

Allows printing of Audit Logs during the election, if required, and after the election, when election results
reports have been printed, results accumulated, and uploaded.

Audit logs may be generated and printed at any time in the Pre-Election Mode or in Post-Election Mode;
Capable of communicating with the GEMS server;

Transmits data to the GEMS server either by modem, local area network, or direct connection;
transmission between GEMS and the AccuVote-TS uses the Secure Sockets Layer (SSL) and Transport
Layer Security (TLS) protocols;

Communicates with GEMS in order for memory cards to be programmed once ballot artwork has been
completed;

Accumulates results from individual AccuVote-TS units to a single Accumulator AccuVote-TS unit at the
polling location once the election has ended;

Uploads results to the GEMS server following the completion of accumulation;

Visual Ballot:

Initially presents a language selection panel in a multi-language election;

Records a vote by means of touching the AccuVote-TS unit’s screen in designated contact positions;
Indicates Candidate contact positions by voting boxes, positioned adjacent to candidate names;

Fills the voting box with a white X on a maroon background when a candidate is selected,;

Facilitates entry of write-in candidates by means of touching the appropriate letters and symbols on an
electronic keyboard displayed upon selection of a write-in candidate;

Presents the voter a ballot review panel at the conclusion of voting, from which the voter may either return
to voting the ballot, or cast the ballot;

Prints all candidate and response selections on the AccuView Printer Module printer once the voter has
voted and reviewed the ballot;

Allows the voter to reject the AVPM ballot record up to three times. However, on the last iteration, the
voter is forced to cast the ballot;

Allows the visual ballot voter at the outset of voting to: display voting instructions; increase or decrease
ballot text size; select the language in which the ballot is presented; or select the contrast scheme the
visual ballot is to be presented;

Allows the visual ballot voter in the course of voting to: display voting instructions; increase or decrease
ballot text size; select the language in which the ballot is presented; or return directly to the ballot review
window in ballot review mode;

Audio Ballot:

Utilizing VIBS keypad, plays back audio input over the headphones provided, or over the voter's personal
headphones;

Allows the audio voter to select the language intended for audio voting;

Allows the audio voter to vote the ballot by enumerating every race in the election, and playing back all or
select candidates within the race list; only the candidate currently being played back on the audio ballot
may be selected in a race;

Plays back the ballot record containing all candidate and response selections made in audio form once the
voter has voted and reviewed the ballot, and prints the ballot record on the AccuView Printer Module;
UAID Ballot:

Utilizes the visual ballot for UAID-based voting;

Enables two modes of UAID voting: "Sip and puff* or "Button Switches" (Jelly Buttons);

Sip-and-Puff:

A long sip effects candidate selection;

A short puff effects a backward motion on the ballot;

A short sip effects a forward motion on the ballot;

When defining write-ins, continuous short sipping will cycle forward through the alphabet until the desired
letter is reached, while puffing will allow the voter to cycle backward through the alphabet;

Button Switches:

Selection is achieved by pressing the Forward switch for more than 4 seconds;

Cycling through the alphabet is achieved by continuously depressing either the Forward switch to
advance, or the Back switch to move backwards;
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4.2.5.1 AccuVote-TS R6
Premier submitted two models of the AccuVote-TS R6 for certification. The difference between the Model A and
Model B is that the Model B is equipped with an updated LCD screen due to the Model A screen becoming
obsolete. During the test campaign, EC#AD813 which concerned the inclusion of a service data label as well as
EC#A2322 which addressed ESD testing mitigation were incorporated.

In addition to the capabilities addressed above, the AccuVote-TS R6 (pictured below on the right):
e Accepts voter access cards;
Can be configured for visual ballot voting, audio ballot voting and UAID-based ballot voting;
Supports the Optical Scan Accumulator Adapter (OSAA), which is used for installing the memory card from
an AccuVote-OS voting device into an AccuVote-TS voting device;
Prints the Election Results report; and
Uploads Election Results to the GEMS host computer.

4.2.5.2 AccuVote-TSX
Premier submitted 4 models of the AccuVote-TSX for certification. Model A was the original or base model. The
difference between the Model A and Model B is that the Model B is equipped with an updated LCD screen due to
the Model A screen becoming obsolete. Model C added the necessary components for AVPM. Model D
modifications were to both the graphic chip and the LCD due to the older ones becoming obsolete. During the test
campaign, EC#AD813 which concerned the inclusion of a service data label as well as EC#A2322 and EC#AD586
which addressed ESD testing mitigation were incorporated.

In addition to the capabilities addressed in 4.2.5, BallotStation, the AccuVote-TSX (pictured above on the left):

e Accepts voter access cards;
Can be configured for visual ballot voting, audio ballot VIBS keypad voting and UAID-based ballot voting;
Supports the Optical Scan Accumulator Adapter (OSAA), which is used for installing the memory card from
an AccuVote-OS voting device into an AccuVote-TS voting device.
Allows it's touch screen tablet to be removed from its docking cradle and operated on battery power;
Can be augmented with the optional purchase of the AccuView Printer Module, which prints a complete
ballot report; and

e Uploads Election Results to the GEMS host computer.

4.2.6 ExpressPoll CardWriter
ExpressPoll CardWriter is software that allows the operator to create voter cards for use by the AccuVote-TS
devices. The ExpressPoll CardWriter is a command line program designed to create voters cards as directed by a
voter registration system.
ExpressPoll CardWriter:
e |s aconsole (non-graphical) program since it is intended to be accessed only by a voter registration
system;
Decodes a XML formatted parameter file generated by a voter registration system;
Employs a DLL that writes the data contained by the XML file to smart cards;
e Returns a non-zero status code and an explanation of the error in a file accessible to the voter registration
system if any errors are encountered; and

Page 32 of 56 (V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

e Runs under the Microsoft Windows CE environment revision 4.0 or later.

4.2.7 Voter Card Encoder
Voter Card Encoder is a device designed to encode voter access cards for the purpose of activating ballots on
AccuVote-TSX and AccuVote-TS R6 units used in an election. Voter Card Encoder units are encoded with ‘master’
voter access cards previously encoded using VCProgrammer or the AccuVote-TS BallotStation application.

Voter Card Encoder (pictured above):

e Supports as many as eight different ballot types;
Stores the precinct split and party corresponding to the ballot for each ballot type;
Allows poll workers to encode voter access cards appropriate to each voter at the voting location;
Encodes each voter access card with precinct and party information that corresponds to a unique ballot in
BallotStation, but does not store any ballot content on the voter access card;
Encodes voter access cards using specific display or playback options; for example, ballot magnification;
Can also be used to create Challenge/Provisional voter access cards;
Supports the use of the Key Card Tool smart card security key by means of a Key card; and
Allows the operator to clear voter access cards when security keys are being changed for an election.

4.3 Central Count Scanner - Post Voting Capabilities

4.3.1 AccuVote-OS Central Count Scanner
AccuVote-OS Central Count is used for batch processing large volumes of GEMS AccuVote-OS ballots, such as
absentee ballots. A complete system is comprised of an AccuVote-OS ballot scanner installed with Central Count
firmware and an optional AccuFeed ballot feeder. All Central Count administrative reporting functionality, including
ballot counts by deck, status, and time received is offered in real time by the host application. No ballot tallies are
generated or stored on the unit. The 4 models of the AccuVote-OS are defined in Section 4.2.1 above.

|
i HHW’\

A Central Count AccuVote-OS unit (pictured above):
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Is configured to communicate either directly, or over a local area network with GEMS, or to communicate
directly with Premier Central Scan, Premier's batch ballot counting system;

Accepts a memory card which stores communication configuration information. No ballot images or
election results are stored on the memory card;

Facilitates clean and continuous ballot feeding with minimal ballot returns;

Can function with an optional AccuFeed ballot feeder;

Scans ballots fed in any one of four orientations — face up, face down, head first, and foot first.

Accepts only AccuVote-OS ballots valid to the election and vote center for which ballot processing has
been enabled,;

Passes a ballot’s card Id information to the controlling application for ballot identification;

Retrieves mark detection data for the ballot from the host database;

Examines each voting position on the ballot and notifies the controlling application whether a valid mark
was detected for each as each ballot is processed;

Does not generate or store ballot tallies; the controlling application manages the ballot tally;

Processes ballots in groups called ‘batches’ or ‘decks’ using control cards such as Batch Start or Batch
Header cards;

When used with AccuFeed, drops a ballot into an out feed tray when a sort or return condition is detected,
pauses ballot feeding, and displays a message describing the detected condition on the LCD;

Allows the operator to remove a ballot from the output tray if a sort condition was detected, and press the
Yes button to continue;

Allows the operator to remove the ballot if a return condition was detected, and press the Yes button to
continue, or override the return of the ballot by re-feeding it into the scanner while pressing the unit's Yes
button;

Prints override messages to tape when print override settings have been specified in conjunction with
corresponding ballot return conditions, and the return of a previously rejected ballot is manually
overridden;

Displays the number of ballots counted in each deck on the AccuVote-OS LCD;

Prints both the deck Id number and ballot count to the unit's printer tape when the scan

of a deck ends;

Supports a Setup mode for configuring the AccuVote-OS Central Count device for central counting; and
Supports a Diagnostics mode to perform diagnostics tests on the AccuVote-OS device.

4.3.2 Premier Central Scan
Premier Central Scan is a high-speed, batch-ballot counting application used to control the scanning and
processing of GEMS generated ballots in a central count environment. It is installed on the PhotoScribe, an
AccuVote-OS ballot scanner and can optionally be installed on a PC. PCS workstations may be operated
independently, or used on a LAN with other PCS workstations.

Premier Central Scan (pictured above):
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Can be configured to control the scanning and processing of ballots on other supported scanning devices,
such as AccuVote-OS Central Count;

Uploads results to GEMS which manages it intake of results files using the Poster function; and

Shares scanned and processed ballot data among all online PCS workstations configured to process
ballots for the same election and vote center.
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4.4 Election Management System - Post Voting

Capabilities

4.4.1 Global Election Management System (GEMS)

Global Election Management System (GEMS) is a software application for conducting an election and includes
receiving election results from uploaded memory cards and issuing election results reports.

GEMS:
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Provides election results reports, including the Election Summary report, the Statement of Votes Cast, and
the Cards Cast report with reporting tools for issuing election results with geographical, counting and
tallying, and other formatting options;

Can report election results by report precinct, as well as by district, counter group, summarized by district,
issued with turnout percentages, and assorted other candidate and race reporting options;

Accepts uploaded results tallies from AccuVote-OS units that are in Precinct Count mode;

Accepts uploaded results from the AccuVote-OSX, the AccuVote-TS, and Premier Central Scan
configured with image based scanners, which allow individual candidate selections to be viewed;

Accepts uploaded Write-in candidates counted on AccuVote-TS, and AccuVote-OS ballots;

Accepts uploaded challenge or provisional ballots from the AccuVote-TS, but results of these ballots will
not be included in results tallies until the ballots are accepted in the GEMS Challenge Board;

Exports election results to ASCII text or comma separated files using standard or customized formatting;
and

Prints audit logs such as the GEMS audit log, AVServer log, Central Count log, Poster log, and Regional
Server log.
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5 Certification Review and Test Results

The results and evaluations of the PCA and FCA reviews tests are identified below. Detailed data regarding the
Acceptance/Rejection criteria, reviews and tests are found in the appendices.
e Appendix A identifies all certification test requirements traced to specific Test Cases
Appendix B identifies the PCA Source Code Review Acceptance/Rejection criteria
Appendix C identifies the PCA TDP Document Review Acceptance/Rejection criteria
Appendix D identifies all FCA Testing Acceptance/Rejection criteria
Appendix E identifies the PCA and FCA Discrepancies reported during review and testing

5.1 PCA Source Code Review

The source code review was performed by SysTest in the ASSURE 1.2 test effort. Documentation of that review is
contained in the document Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report
Number 06-V-DB-058-CTR-01). iBeta performed a 3% Source Code Review and provided a recommendation to
the EAC regarding reuse of the SysTest code review for ASSURE 1.2. Any subsequent changes to source code
submitted by Premier for ASSURE 1.2 were reviewed by iBeta.

During receipt and check in of the ASSURE 1.2 source code delivered by Premier, iBeta observed that the source
code version control was consistent with the Premier configuration management practices.

5.1.1 3% Source Code Review Assessment for Reuse Results
The 3% source code review was conducted using iBeta's standard PCA Source Code Review Procedure. The
detailed process for this review is found in Appendix H Amended Test Plan section 2.2 documentation of the 3%
Source Code Review Process. This detail includes information about the language specific interpretations VSS
2002 (Vol. 1 Sect. 4.2.2 through 4.2.7, 6.2 & 6.4.2; and Vol. 2 Sect. 2.4.5.d & 5.4.2), use of analysis tools, sampling
selection, management of code, and peer review.

Potential logic issues, flagged as yellow, needed an EAC decision. There were no confirmed logic issues, which
otherwise would have been flagged red. These were submitted to the EAC as individual discrepancy spreadsheets
provided as separate confidential compressed files delivered on CD.

A total of 439 discrepancies were identified. The majority, 309 or 70%, were categorized as non-logic issues
(Green- comments, headers, formatting, and style only, recommendation of reuse). In addition, 34 or 8% were a
macro naming issue that are, in effect, considered a style issue bringing the total of non-logic issues to 343 or 78%.
The remaining 96 discrepancies were categorized as Yellow EAC Decision. These discrepancies with Premier
responses were forwarded to the EAC with the iBeta recommendation (see Appendix B). There were no confirmed
logic issues (Red- recommendation of 100% review).

In order to provide a recommendation, iBeta evaluated the results of the 3% source code review. Whereas the
results would be recommended for acceptance if only non-significant discrepancies were found (i.e. less critical
requirement or interpretations inconsistent with documented industry accepted practices), there were discrepancies
written that potentially impact the source code. Thus iBeta initiated two additional analyses:

e Beta confirmed that the results of the 3% source code review were consistent with the previous results
(not identical but consistent). This confirmation was reached by reviewing the types of discrepancies
generated by SysTest in the 100% review against those generated by iBeta.

e iBeta reviewed the severity of the discrepancies identified and assessed that the number of discrepancies
potentially impacting the source code is considered very low versus the overall number of discrepancies
consistent with a 100% review. The severity of the discrepancies and the manufacturer responses further
indicate that the majority of the potential logic discrepancies would be resolved without source code
modifications.

Based on the limited or perhaps non-impact on the source code as a result of these discrepancies, iBeta
recommended reuse of the results of the SysTest source code review. In Reuse of prior testing conducted by
SysTest Laboratories Letter (PCA Source Code Review) the EAC approved the reuse of the source code review
conducted by SysTest Labs. The data supporting this review are found in Appendix B.

5.1.2 ASSURE 1.2 Source Code Review Results
The code submitted for reuse was a baseline. In addition to that 3% review, iBeta incorporated the 162 open
discrepancies remaining from the previous VSTL source code review and conducted the review of all delivered
updated source code. All source code review discrepancies are closed and iBeta has performed a Trusted Build in
accordance with the EAC Voting System Testing and Certification Program Manual Sections 5.5 and 5.6. The data
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supporting this review are found in Appendix B. No instances of inconsistency in the version control of code
delivered by Premier was noted.

5.2 PCA TDP Document Review

The PCA Technical Data Package Document Review was performed by SysTest in the ASSURE 1.2 test effort.
As instructed by the EAC iBeta performed an audit to assess and recommend if any additional review was required.
The audit of the Premier ASSURE 1.2 Technical Data Package (TDP) was in accordance with the EAC instructions
and is documented in Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report
Number 06-V-DB-058-CTR-01).

During the test effort, updated TDP documents were reviewed to verify continued compliance with the requirements
of the VSS 2002. During receipt and check in of the ASSURE 1.2 TDP iBeta observed if document version control
was consistent with the Premier configuration management practices.

5.2.1 ASSURE 1.2 TDP PCA Document Review Results

iBeta identified the SysTest PCA Document Review of ASSURE 1.2 adequate for reuse. This was reported to the
EAC. Links to the applicable recommendation and reuse approval are contained in Appendix C. Any errors or
nonconformities observed in this review and any subsequent use of the documentation was summarized in
Appendix E- Discrepancy Report. Documentation of corrections and verification of corrections are contained in
each summary. Any instance of inconsistency in the version control of the delivered documents was reported as an
informational issue.

5.3 FCA Functional and System Integration Testing

iBeta executed a review of the Premier ASSURE 1.2 voting system functionality to the requirements of the VSS
2002. (See Appendix A) Tests covering system functional requirements were incorporated into six standard system
level integration test cases of end-to-end mock elections. Four of the tests were General Elections and two were
Primary Elections. Election databases and ballots were prepared, installed, voted and reported exercising the input
controls, error content, and audit message content of the voting system. The elections were programmed, voted
and tallied to ensure ballot formats were accurately displayed, votes are accurately and reliably cast for the voting
variations and functionality supported by the voting system. Effectiveness of security access controls, system
integrity, availability, confidentiality and audit accountability were examined. The content and clarity of user
instructions and processes was reviewed for usability. A General and a Primary election included visual and audio
Spanish and English ballots. Votes were cast by testers with correctable visual disabilities to confirm that ballots
can be accessed visually, aurally or with non-electronic dexterity aids in Spanish and English. Testing verified
availability of screen contrast settings, ballot display settings, and required audio ballot controls. Content and
accuracy of the Spanish translation was not tested. States and jurisdictions need to validate the content and
accuracy of all translations.

The specific voting variations and system functions tested in the General and Primary Test Cases are identified in
the Appendix D Test Methods. During the FCA Functional and System Level Testing numerous documentation and
functional defects were noted. The functional discrepancies opened and closed in each test case are identified in
the Appendix D Test Method. Premier resolved all identified defects. As appropriate, iBeta performed a document
review and/or functional regression test. All regression testing was executed as an end-to-end system level test.

The testing was conducted on the system configuration identified in Section 3. System configuration was
conducted in accordance with the Premier TDP that disables all non-specified services. The individual test
iterations include identification of the specific software and firmware build versions in the Appendix D Test Methods.
In accordance with VSS 2002 vol. 1 section 1.5, iBeta reviewed the body of knowledge deposited in the EAC's
Voting System Reports Clearinghouse. The Test Plan delineates the Test Methods and the test steps executed to
address those issues and concerns were executed during the FCA Functional and System Integration testing as
well as the Security Test Case execution.

After all hardware and software testing was completed a final trusted build was performed with the release versions
of the software and firmware (see Appendix G). This build was installed on the hardware configurations that had
been utilized for Functional and System Integration testing. A full regression system integration test was performed
on this final system configuration and is documented below.

5.3.1 Evaluation of Functional and System Integration Tests
Upon completion of all iterations of the Functional and System Level test cases, the Premier ASSURE 1.2 voting
system was found to meet the Functional and System Integration requirements of the VSS 2002. Appendices A
and D provide specific information on the FCA Functional and System Integration Testing. The defects
encountered, their resolution and validations are listed in Appendix E.
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5.3.2 Regression Functional and System Level Testing
For the discrepancies that were functional defects and required software or firmware modifications, Premier
submitted the modified source code, iBeta reviewed the code, performed a Trusted Build, wrote end-to-end and
system level test cases, and executed those test cases. One full end-to-end test case and 1 system level test
cases were executed to validate all submitted fixes. These validations were recorded in the PCA and FCA
Discrepancy Report.

In addition, the functionality of the AutoMARK AutoCAST, which was not originally listed with the Premier
Application to the EAC, was tested. At the conclusion of the regression testing, all functional defects were resolved.

5.4 FCA Characteristics Testing (Recovery, Accessibility,
Usability & Maintainability)

iBeta re-used a sample election that included audio, visual, and English ballots. Test voting was performed by
providing input direction to the voting machine touch screen and by using the Visually Impaired Ballot Station
(VIBS) keypad. Usability testing examined the functional capabilities addressing cognitive, perceptual, interaction,
and privacy issues identified in VSS Vol.2 Sect. 3.1. Accessibility testing examined the functional capabilities
addressing visual, audio, dexterity, and mobility to confirm that the touch screen and VIBS keypad can be used to
cast audio, visual, English ballots could be cast privately and independently on the TSX, TS-R6, and AutoMARK
units as identified in VSS Vol.2 Sect. 3.2. Testing verified the functionality of screen contrast settings and text font
ballot display settings, as well as the required audio ballot controls. All test conditions were in an ambient office
environment. The Maintenance procedures outlined in the TDP were executed in conjunction with an examination
of the physical characteristics and attributes of the TSX, TS-R6, AutoMARK, AVOS and OSX units to verify that
they conformed to the requirements identified in VSS Vol.2 Sect. 4.2 and 4.3. During testing 1 functional defect was
noted.

The testing was conducted on the system configuration identified in Section 3. The individual test iterations include
identification of the specific software and firmware build versions in the Appendix D Test Methods.

5.4.1 FCA Characteristics Tests (Recovery, Accessibility, Usability &

Maintainability)
The Premier Election Solutions voting system was found to meet the Recovery, Usability, Accessibility,
Maintainability and Characteristics requirements of the VSS 2002. Appendices A and D provide specific information
on the Characteristics (Maintainability, Usability and Accessibility) Testing. The defects encountered during the
review, their resolution and validations are identified in Appendix E.

5.5 FCA Volume, Stress, and Error Recovery Testing

The Volume Stress and Error Recovery Tests were performed by iBeta. Premier provided documentation of their
system limitations and information regarding the largest jurisdiction and State testing conducted.

iBeta performed 3 test cases with maximum and overloaded volume scenarios to test the various system limit
conditions identified in the Appendix A: Practical System Limits of the GEMS 1.21.3 or later Election Administrator's
Guide document. In discussions with the EAC it was agreed that the Volume test scenarios would incorporate
validation that the system could perform to the identified system limit. Stress and error recovery conditions would
validate that appropriate responses were encountered for overloaded conditions. Appropriate responses were to
handle the overload, generate an error, or if the system halts processing without generating an error, the system
recovers without any loss of data.

Error recovery was addressed in the source code review of the requirement v.1: 4.2.3.e which specifies a single exit
point and as well as power recovery test results which validated recovery from power or system failure without loss
of vote data.

Testing by iBeta was conducted on the system configuration identified in Section 3. The application was tested for
the system limits, overload conditions and error recovery of the ASSURE 1.2 voting system and the voting/counting

functionality of the AutoMARK VAT, AccuVote OSX, AccuVote OS Central Count, AccuVote OS Precinct Count,
Premier Central Scan, AccuVote-TSX and AccuVote-TS R6.

5.5.1 FCA Volume, Stress and Error Recovery Level Test Results

Page 38 of 56 (V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

iBeta executed a review of the Premier ASSURE 1.2 voting system limits to the requirements of the VSS 2002 (see
Appendix A). Tests covering system limit requirements were incorporated into three test cases of end-to-end mock
elections. The test cases are Volume 1, Volume 2a, and Volume 2b.

e Volume 1 objectives were to test and exceed the maximum number of active voting positions, ballot styles,
voter groups, candidates per race, Precincts, ballots/cards cast per machine, and amount of memory cards
per Polling Vote Center

e Volume 2a and 2b objectives were to validate the ability to process, store and report data using the
allowed maximum number of voter groups categories, voter groups per voter group category, precincts
and ballot styles (cards) within an election on different hardware configurations.

Election databases and ballots were prepared, installed, voted and reported exercising the input controls, error
content, and audit message content of the voting system. The elections were programmed, voted and tallied to
ensure ballot formats were accurately displayed, votes are accurately and reliably cast for the voting variations and
functionality supported by the voting system. Testing verified availability of screen contrast settings and ballot
display settings.

The specific voting variations and system limits tested in the Volume 1, Volume 2a, and Volume 2b Test Cases are
identified in Appendix D section FCA Volume (Volume Stress, Performance and Error Recovery) Testing. Failures,
errors, nonconformities and anomalies observed during testing by iBeta are summarized in Appendix E-
Discrepancy Report. Any relevant ASSURE 1.2 issues that remained open at the time of transfer were
incorporated into Appendix E- Discrepancy Report. Documentation of corrections and verification of corrections are
contained in each issue summary.

5.6 FCA Data Accuracy Testing

The VSS 2002 stipulates that a voting system fails if one error occurs before recording/reading 26,997 consecutive
ballot positions correctly. A voting system must record/read 1,549,703 (or more) consecutive ballot positions
correctly. If there’s one error with more than 26,997 ballot positions but less than 1,549,703 correctly read, the test
can be continued, with testing until another 1,576,701 consecutive ballot positions are counted without error (i.e.
3,126,404 with one error). SysTest completed Data Accuracy testing for the ASSURE 1.2 voting system. Premier
petitioned the EAC for reuse of this testing and based on the iBeta review, the EAC authorized in the February 10,
20009 letter; Approval Reuse of Testing Data Accuracy Final the reuse of the data accuracy testing conducted by
SysTest, with the exception of the AccuVote- TSX.

The testing was conducted on the system configuration identified in Section 3.

5.6.1 FCA Data Accuracy Test Results
The Premier ASSURE 1.2 voting system was found to meet the VSS 2002 Vol. 1 Section 3.2.1 requirements.
Appendices A and D provide specific information on the Data Accuracy Testing. No issues were encountered
during this testing.

5.7 FCA Security Review and Testing

iBeta’s security specialist, a Certified Information System Security Professional, supervised execution of a security
analysis of the applicable TDP documents of the VSS 2002 identify the threat model. First the analysis identified
VSS 2002 security requirements that were currently addressed in the standard testing, source code and document
reviews. The analysis next identified any unique voting system specific tests, source code and document reviews
that were needed. The tests, source code or documents reviews were traced to the VSS 2002 requirement in the
FCA Security Review and Testing table. The results of the standard tests and reviews were recorded in the
applicable FCA Functional and System Integration Testing, PCA Source Code Review or the PCA Document
Review. The unique tests and reviews were documented in the FCA Security Review and Testing table. This
documentation included the steps, acceptance and rejection criteria, and results. Appendix D contains the FCA
Security Review and Testing table and the specific Test Methodology. In the initial document review gaps were
noted in the content of the Security documentation. These were identified as discrepancies 3 through 52 (see
Appendix E- Discrepancy Report). Responses provided to many of these discrepancies were used to complete the
test criteria for the Security Review and Testing.

In order to comply with the security test requirements identified in Vol.2 Sect. 6.4 of the VSS 2002. iBeta
approached security testing of the VSS 2002 by first creating test scenarios which discounted the exposure to risk
and excluded physical security procedures. However, in establishing acceptance and rejection criteria, iBeta
assessed the potential exposure to risk and included physical security procedures as an acceptable security
control, per the requirements of Vol. 1 Sect. 7.3 of the VSS 2002. To assess if an access control was effective
iBeta considered the degree to which one or more of the following security controls was present: physical security
procedures, password protection, detection in an audit, technical expertise required, obfuscation of sensitive
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material, and encryption of sensitive material. In determining potential exposure to risk the security specialist
considered access from the user and if the exposure was from a trusted user or non-trusted user. Systems were
accepted as meeting the security requirements of the VSS 2002 if the security controls present were deemed
effective to address the identified risk.

Testing was conducted on the system configuration identified in Section 3. The individual test iterations include
identification of the specific software and firmware build versions in the Appendix D Test Methods.

5.7.1 FCA Security Review and Testing Results
Testing, source code and documents reviews of the ASSURE 1.2 voting system found that the system met the
applicable VSS 2002 security requirements identified in the security analysis. Appendices A, B, C and D provide
specific information on the FCA Security Review and Testing Failures, errors, nonconformities and anomalies
observed in testing are summarized in Appendix E- Discrepancy Report. Documentation of corrections and
verification of corrections are contained in each summary.

5.8 FCA Hardware Environmental Testing & Reuse

SysTest Lab's and their subcontractors completed hardware environmental testing for the ASSURE 1.2 voting
system. Premier petitioned the EAC for reuse of this testing in the ASSURE 1.2 certification test effort. SysTest
documentation of the hardware environmental testing conducted under their auspices is contained in the document
Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-
01). The EAC directed iBeta to review those Environmental Test results through an audit. Based on the iBeta
audit and review, iBeta recommended that the SysTest the hardware environmental test results for all but the
AccuVote-TSX Models A, C, and D and the OSX Ballot Box were adequate for reuse in the Premier ASSURE 1.2
certification test effort. In the January 16, 2009 Reuse of prior testing conducted by SysTest Laboratories Letter
the EAC authorized the reuse of the majority of the hardware testing conducted by SysTest's sub-contractors.

The hardware environmental testing was conducted on the system configuration identified in Section 3 and in the
attached hardware test reports by Criterion Technology, Inc.

5.8.1 FCA Hardware Environmental Testing and Results
Electrostatic Disruption testing in accordance with VSS 2002 Vol. 1 Section 3.2.2.8 was conducted at Criterion
Technology, Inc. As the VSS 2002 requires DRE's to include audio functionality, the environmental test was
conducted with both visual and audio ballot operations. Hardware failures were encountered during the testing and
documented in Discrepancies #67, #68, #69, and #70 (as documented in Appendix E- Discrepancy Report) .
Utilization of a test chamber was needed for Premier to troubleshoot and initial appropriate discrepancy remedies.
A qualified Criterion engineer was provided for operation of the chamber, observation and communication of the
results of the remedial action. The mitigation was performed in compliance with Section 2.5.2.1.3 of the EAC
Laboratory Accreditation Program Manual. Documentation of corrections and verification of corrections are
contained in each issue summary in Appendix E- Discrepancy Report.

5.9 FCA Telephony and Cryptographic Review and
Testing

The ASSURE 1.2 system uses telephony to transmit unofficial results by modem from precinct scanners (AccuVote
OS-PC and AccuVote-OSX), precinct DREs (AccuVote-TS) to the Central Count GEMS Server. The ASSURE 1.2
system also uses telephony to transmit unofficial results by modem from a Regional GEMS to a Central Count
GEMS. The ASSURE 1.2 system also has the capability to download ballot definition files from the GEMS Central
Count to the precinct scanners, precinct DREs and PCS workstations.

5.9.1 FCA Telephony and Cryptographic Review and Tests
iBeta confirmed that the ASSURE 1.2 voting system election management hardware and installation procedures
reflect the configuration described in Section 3. The AccuVote OS-PC downloads ballot definitions and uploads
results by modem in the same manner as it downloads and uploads data over a serial communications cable in a
local environment. The AccuVote-OSX and AccuVote-TS download ballot definitions and upload results by modem
in the same manner as they download and upload data locally over a TCP/IP-Ethernet connection. Wireshark was
used to monitor the communications in a local environment to compare to the transmissions over modem. Modem
transmissions were monitored using an iBeta generated program which acted as a man-in-the-middle (MITM).
Instead of dialing GEMS, the devices were configured to dial the MITM and the MITM in turn dialed GEMS and
passed the data on (sometimes in a corrupted state as required by the specific test step). Appendix D contains the
Telephony-and-Cryptographic-Review-and-Testing table and the specific Test Methodology. Failures, errors,
nonconformities and anomalies observed in testing are summarized in Appendix E- Discrepancy Report.
Documentation of corrections and verification of corrections are contained in each summary.
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6 Opinions and Recommendations

In addition to the portions of the SysTest Labs testing accepted for reuse by the EAC, iBeta Quality Assurance has
completed the testing of Premier ASSURE 1.2 voting system. All testing prescribed the test plan or amended test
plan was performed as identified. Documentation of any divergence from the test plan was included in the
amended as run test plan (see Appendix H). All identified anomalies or failures were reported and resolved. The
information provided in this report is an accurate representation of the certification test effort of the Premier Election
Solutions, Inc. ASSURE 1.2 voting system. It is our opinion that the report is complete.

For disclosure, iBeta is noting that the expiration date of the authentication certificates between the EMS and the
voting devices that are utilized to transmit data over public telecommunications is ignored.

Based on the findings identified in Section 5 it is our opinion that the acceptance requirements of the Federal
Election Commission Voting System Standards April 2002 and the Premier manufacture specifications have been
have been met for the hardware, software and user documentation of the system configuration submitted for
certification testing.

iBeta Quality Assurance recommends that the Election Assistance Commission certifies Premier ASSURE 1.2.

See Appendix K for information regarding the EAC Certification number.

Gail Audette
Quality Manager
iBeta Quality Assurance
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7 APPENDICES: TEST OPERATION, FINDINGS & DATA
ANALYSIS

The Voting System Test Laboratory Program Manual v.1.0 Appendix B identifies content in specific appendices. In
order to ensure that this content and content required by VSS 2002 Volume 2 Appendix B a trace is provided in
section 1.4 to clarify the location of this specified content.

7.1 Appendix A: Certification Test Requirements

Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:
e Accept: met the VSS 2002 requirement

Reject: did not meet the VSS 2002 requirement

NA: the requirement is not applicable to the voting system type submitted for Certification Testing

Pending: VSS 2002 requirements that cannot be completed by the VSTL until after Certification

Out of Scope: VSS 2002 requirements which are performed by entities other than the VSTL

Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note. (Example: If a voting
system is only a Central Count Scanner, the requirement is marked “NA” and a comment indicates “Not a DRE.")

Optional requirements which apply to the voting system type but are not supported by the Premier ASSURE 1.2
voting system are not marked "NA". Instead they are marked “Accept”, with an explanatory comment. The reason
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements,
including this optional functionality and confirmed non-support. (Example: If a voting system does not have a
VVPAT. The requirements are marked “Accept” and a comment indicates “DRE does not have a VVPAT".)

The test case trace corresponds to the Test Methods identified in the Appendix H- Amended Test Plan and
Appendix D- FCA Testing.

e F= Functional System Level, Accessibility, Maintainability, Accuracy & Reliability (GENO1, 02, 03, 04, PRI

01 and 02, Volume 01 for AccuVote-TSX Data Accuracy);

e X =SysTest PCA Document Review, Source Code Review, Data Accuracy Testing, and subcontractor
Environmental;
C = Characteristics;
V= Volume 01 and 02;
S = Security;
T = Telephony & Cryptographic; and

e E = Subcontractor Environmental (non-reuse).
Many functional requirements were exercised in multiple test cases. These instances are noted in the Function
Exercised column. The actually test case or test method might not contain a requirement trace in these instances.

Issues identified during testing are cross-referenced to the Appendix E- Discrepancy Report.

EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification
testing are noted in the comments.

Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu
in Adobe.
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7.2 Appendix B: PCA Source Code Review

PCA Source Code Review was performed by SysTest. Premier petitioned the EAC for reuse. The terms of the
reuse are identified in the EAC February 3, 2009 letter: Reuse of prior testing conducted by SysTest Laboratories
Letter (PCA Source Code Review).

7.2.1 SysTest Source Code Review Results
The results of the SysTest source code review are contained in the Premier Election Solutions Assure 1.2 Voting
System Certification Test Report (Report Number 06-V-DB-058-CTR-01).

7.2.2 3% Source Code Review Results

The iBeta Letter documenting the 3% review of the SysTest Source Code Review testing is listed in the Voting
System Certification Correspondence on the EAC web site.

The applications and the source code reviewed by iBeta in the 3% sample and the potential logic issues provided to
the EAC for consideration in their determination of reuse are found in Appendix H - Amended Test Plan section 2.2
PCA Source Code Review

7.2.3 ASSURE 1.2 Source Code Review Results
Listed below is the version of code received from SysTest Labs and the final code version that was used in the
Trusted Builds performed by iBeta (see Appendix G: Trusted Build and Validation Tools ASSURE 1.2 voting
system). During the source code review subsequent to the 3% review, iBeta closed all of the 162 discrepancies
that remained open from the SysTest Labs review. iBeta noted 32 new discrepancies related to header sections ,
comments, pointer validations, multiple returns and levels of indentation. These source code review defects were
provided to Premier for resolution. Updated source code was then reviewed to validate the submitted fixes. All
source code review defects are closed.

The Premier configuration control of source code provides that the minor versioning (of 4 levels) is then reduced to
a major versioning (of 3 levels) during the Trusted Build.

Proa 0 e Code anguage % SO e ed D epa e
ode Revie Bulld
GEMS C++ 1.21.4.1 1.21.5 3
AccuVote-OS PC C 1.96.11 1.96.13 None
AccuVote-OS CC C 2.0.13 2.0.15 None
A R AccuVote-OSX C++ 1.2.0.14 1.2.6 1
BallotStation C++ 4.7.3 4.7.8 3
Key Card Tool C++ 4.7.2 4.7.8 2
VCProgrammer C++ 4.7.2 4.7.8 None
Voter Card Encoder C 1.3.3 1.3.3 None
ExpressPoll CardWriter C++ 1.1.6 1.1.6 None
Premier Central Scan C++ 2.2.0.26 2.2.5 9
ASSURE Security Manager C++ 1.2.0.18 125 1
ABasic ABasic 2.2.4 2.2.4 None
AVPM C 3.0.3 3.0.3 None
AVInstall C++ 1.0.2 1.0.2 None
WinCE300 C++ 300.3.5 300.3.5 None
WiIinCE410 C++ 410.3.10 410.3.10 None
WINCE500 C++ 500.4.0.5 500.4.1 None
BootLoader C++ 1.3.10 1.3.11 None
SharedComponents C++ 2.2.0.26 2.25 8
AVValidator C 1.0.1 1.0.1 None
AutoMAR AIMSGEMSDLL C# 1.0.2.2 1.0.2.2 None
ormatio AutoMarkEncoder C++ 1.0.105 1.0.105 None
MDB VB 1.3.552 1.003.572 None
Template SQL 1.3.556 1.003.572 None
AutoMark Validater C++ n/a 1.1.1.0 6
AutoMAR AutomarkService C++ 1.0.4 1.04 None
ote AutomarkStartup C++ 1.0.8 1.0.8 None
DiagnosticLogger C++ 1.0.105 1.0.105 None
NonVolatileLibrary C/C++ 1.0.122 1.0.122 None
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Product Source Code

Language

3% Source
Code Review

EAC Certification #PES-Assurel.2

Trusted
Build

Discrepancies

OperationLogger C++ 1.1.2 1.1.2 None
PrinterEngineBoard C 1.68.0 1.68.0 None
ScanDriver C++ 1.544 1.544 None
Scanner C, Assembly 1.48 1.48 None
SecurityLibrary C/C++ 1.3.2 1.3.2 None
SwitchInterfaceBoard C 1.43.2 1.43.2 None
UltrasonicSheetDetector C, Assembly 8.0.1 8.0.1 None
Getmarks C++ 13.2 13.2 None
AutomarkDataHelperLibrary C++ 1.0.119 1.0.121 None
ScannerPrinterLibrary C++ 1.7.29 1.7.29 None
Automark (PVR and PAVR) VB.net 1.3.2874 1.3. 3460 None
AutomarkData C# 1.3.2874 1.3.3460 None
AutoMark32 VB.net 1.3.2874 1.3.3460 None
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7.3 Appendix C: PCA TDP Documentation Review

PCA TDP Document review was performed by SysTest. Premier petitioned the EAC for reuse. The terms of the
reuse are identified in the EAC February 3, 2009 letter: EAC letter to iBeta QA Director on reuse of testing.

7.3.1 PCA TDP Document Review

The results of the SysTest PCA TDP Document review are contained in the Premier Election Solutions Assure 1.2
Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-01).

The iBeta recommendation on reuse of SysTest PCA Document Review is listed in the Voting System Certification
Correspondence on the EAC web site. There were two open SysTest discrepancies identified and noted in the
ASSURE 1.2 Discrepancy Report (see Appendix E- Discrepancy Report) and include the original SysTest
discrepancy reference.

7.3.2 Technical Data Package Configuration & Quality Assurance Practices
During the certification testing iBeta tracked all materials provided by Premier. Any instances where the delivered
materials did not conform to Premier's identified Configuration and Quality Assurance practices were noted in the
ASSURE 1.2 Discrepancy Report (see Appendix E- Discrepancy Report) as Informational issues.
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7.4 Appendix D: FCA Testing

The system configuration identified in Section 3 identifies the final configuration of the ASSURE 1.2 voting system.
The initial baseline configuration is identified in the Appendix H Amended Test Plan. Testing was conducted using
the Trusted Builds. ASSURE 1.2 submitted any code changes for issues encountered during testing. At that time
iBeta completed a Trusted Build and conducted final regression testing. All changes to the system configuration
were identified and recorded in the PCA Configuration document. A cross reference to the applicable configuration
in the PCA Configuration document was inserted in the test record each time a test case was executed.

Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu
in Adobe.
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Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu
in Adobe.
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7.6 Appendix F: Warrant of Accepting Change Control
Responsibility

PREMIER
ELECTION SOLUTIONS, INC

F.O. Box 1015
Allen, TX

TEO13

. 463,675, 8930
£, 2T4.333.1596

ve,mremiezelections.con
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REMIER

ELECTION SOLUTIONS

July 29, 2009

following changes were required:
« EC#A2322

« ECHADSBG
« ECHADS13

In addition,

LLL

Talbot Iredale, PEng
Director Product Development

Warrant of Accepting Change Control Responsibility

Allen, Texas

During the testing of Premier Election Solutions ASSURE 1.2 system the

Premier Election Solutions’ hereby warranis that these changes will be
included in the final certified product that is delivered to the customer.

o  EC#0362 (AutoCAST) is an optional change to the current rear
cleanout tray of AutoMARK VAT models A200 and A300 with the
addition of a slot. The slot allows a ballot to be ejected at the back
of the machine as an option to the voter.

+ ECHAC285 is a motherboard change that will be implemented in the
future production of AccuVote-OSX. The motherboard layout is
changed to replace an obsolete crystal and provides a greater
clearance around the mounting holes.

(V)2009-22Jul-001(C)




EAC Certification #PES-Assurel.2

7.7 Appendix G: Trusted Build and Validation Tools
ASSURE 1.2 Voting System

The Premier ASSURE 1.2 voting system is composed of the hardware, software, and documents identified in
section 3.

IBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHAL hashes during trusted builds.
Both algorithms have been validated using the test data from the NIST NSRL website
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also used by
some states to verify their voting software. The MD5 and SHA1 hashes are taken to be consistent with the currently
distributed NSRL data files which contain the hash resulting from each of those two algorithms.

Listed below are the source code versions reviewed by iBeta for the Final Trusted Builds versions of the Premier
ASSURE 1.2 voting system (NIST Handbook 150-22 4.2.3, 4.13.2, 4.13.4, 5.10.4 VSS vol. 1: 9.6.2.4). During the
Premier Trusted Build process, the reviewed minor version (typically of 4 levels) is then released to a major version
of 4 levels with the exception of the AutoMARK PVR and PAVR that is versioned based on the compile date. As
the Trusted Build process was executed a number of times during the test campaign, the Trusted Build sheets
within this section contain, in many cases, numerous documentation of an application build. The final Trusted Build
was utilized for the full end-to-end regression test in accordance with the requirements of the Section 5.6.3.4 of the
EAC Testing and Certification Program Manual.

Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu

in Adobe.

Date Section

Application

Built Major Version

GEMS 1.21.4.2 1.21.5 07/17/09 7.7.1
AccuVote-OS CC | 2.0.14.1 2.0.15 07/14/09 7.7.3
AccuVote-OS PC | 1.96.12.1 1.96.13 07/14/09 7.7.3
AccuVote-OSX 1.24.1 1.2.6 07/17/09 7.7.1
BallotStation 4.7.7.1 4.7.8 07/17/09 7.7.1
Key Card Tool 4.7.7.1 4.7.8 07/17/09 7.7.1
VC Programmer 4.7.7.1 4.7.8 07/17/09 7.7.1
Voter Card

Encoder 1.3.2.6 (Re-use) 1.3.3 02/13/09 7.7.7
ExpressPoll

CardWriter 1.1.5.3 (Re-use) 1.1.6 02/26/09 7.7.6
Premier Central

Scan 2231 2.2.5 07/17/09 7.7.1
Assure Security

Manager 1.2.3.1 1.2.5 07/17/09 7.7.1
Shared

Components 2241 2.25 07/17/09 7.7.1
AutoMARK AIMS 1.003.572 1.3.572 07/16/09 7.7.2
AutoMARK VAT

PAVR 1.3.3418 1.3.3460 06/22/09 7.75
AutoMARK VAT

PVR 1.3.3418 1.3.3460 06/22/09 775
AutoMARK

Validater 1.1.1.0 1.1.1.0 06/22/09 775
ABasic Report

Files 2.2.3.4 (Re-use) 2.2.4 02/13/09 7.0.7
Bootloader 1.3.10.1 1.3.11 06/24/09 7.7.4
WiInCE 300 300.3.4.3 (Re-use) 300.3.5 06/24/09 774
WiInCE 410 410.3.9.3 (Re-use) 410.3.10 06/24/09 774
WinCE 500 500.4.0.5 (Re-use) 500.4.1 06/24/09 774
AVPM 3.0.2.11 (Re-use) 3.0.3 02/13/09 7.7.7
AVValidator 1.0.0.7 (Re-use) 1.0.1 06/24/09 7.7.4
AVinstall 1.0.1.1 1.0.2 02/13/09 7.7.7
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7.8 Appendix H: Amended Test Plan

The Premier Election Solutions ASSURE® 1.2 VSTL Certification Test Plan Version 2.0 Plan_and the Approval of
Premier Assure 1.2 Test Plan Letter are found on the EAC website.

This test plan was amended during test execution to version 3.0 and then updated to version 4.0 to incorporate
comments from the EAC Review of this Test Report. This amended test plan is attached. Changes are provided in
blue text for easy identification.
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7.9 Appendix I: State Test Reports

EAC Certification #PES-Assurel.2

No state testing was performed by iBeta concurrent to certification testing. State testing conducted by SysTest
Labs has been identified to the EAC.
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7.10 Appendix J Premier ASSURE 1.2 Implementation
Statement

A copy of the Premier ASSURE 1.2 implementation statement which was submitted as part of the Premier
application #DBD0701 to the EAC is provided below.

Implementation Statement PREMIER

Declaration of Supported Voting Variations & Languages
Vendor Name: Premier Election Solutions Inc.  Preparer: Premier Election Solutions Inc.
Date Prepared: February 2, 2007
Identify the voting variations and languages supported or unsupported by marking with a .
Insert Required descriptions where needed (Rotation, VVPAT, Open Primary, Closed Primary, etc).
(P & M= Paper and Marksense ballots)
Voting Variations Functionality & Languages Required description(s)

o
>
[72]
Vol. 1Sect 2.2.8.2,2.3.1.3.1.a, 2.4.3.3,3.25.1.2,3,25,1,34.4.4, & 10 5
Voter Verified Paper Audit Trails
VVPAT
Accessibility (vol. 1. sect. 2.2.7)
Forward Approach
Parallel (Side) Approach
Closed Primary (vol. 1. sect. 2.2.8.2)
Primary: Closed
Open Primary (vol. 1. sect. 2.2.8.2)
Primary: Open Standard (provide definition of how supported)
Primary: Open Blanket (provide definition of how supported)
Partisan & Non-Partisan: (vol. 1. sect. 2.2.8.2)
Partisan & Non-Partisan: Vote for 1 of N race
Partisan & Non-Partisan: Multi-member (“vote for N of M”) board races
Partisan & Non-Partisan: “vote for 1” race with a single candidate and write-
in voting
Partisan & Non-Partisan “vote for 1” race with no declared candidates and
write-in voting
Write-In Voting: (vol. 1. sect. 2.2.8.2)
Write-in Voting: System default is a voting position identified for write-ins.
Write-in Voting: Without selecting a write in position. (v
Write-in: With No Declared Candidates
Write-in: Identification of write-ins for resolution at central count (v
Primary Presidential Delegation Nominations & Slates: (vol. 1. sect. 2.2.8.2)
Primary Presidential Delegation Nominations: Displayed delegate slates for
each presidential party
Slate & Group Voting: one selection votes the slate.

Ballot Rotation: (vol. 1. sect. 2.2.8.2)

Rotation of Names within an Office; define all supported rotation methods for
location on the ballot and vote tabulation/reporting

Straight Party Voting: (vol. 1. sect. 2.2.8.2)

Straight Party: A single selection for partisan races in a general election
Straight Party: VVote for each candidate individually

Straight Party: Modify straight party selections with crossover votes

Straight Party: A race without a candidate for one party

Straight Party: “N of M race (where “N”>1)

Open Primary, supported.

L SRR KR KKK X

W

R

<

<

<

SRR

Page 52 of 56 (V)2009-22Jul-001(C)




0 e 8 a / 444, & 10

Straight Party: Excludes a partisan contest from the straight party selection.
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Cross-Party Endorsement: (vol. 1. sect. 2.2.8.2)

Cross party endorsements, multiple parties endorse one candidate.

Split Precincts: (vol. 1. sect. 2.2.8.2)

Split Precincts: Multiple ballot styles

Split Precincts: P & M system support splits with correct contests and ballot
identification of each split

Split Precincts: DRE matches voter to all applicable races.

Split Precincts: Reporting of voter counts (# of voters) to the precinct split
level; Reporting of vote totals is to the precinct level

Sk K| K R

Precinct Level Only

Vote N of M: (vol. 1. sect. 2.2.8.2)

Vote for N of M: Counts each selected candidate, if the maximum is not
exceeded.

Vote for N of M: Invalidates all candidates in an overvote (paper)

Recall Issues, with options: (vol. 1. sect. 2.2.8.2)

Recall Issues with Options: Simple Yes/No with separate race/election. (Vote
Yes or No Question)

Recall Issues with Options: Retain is the first option, Replacement candidate
for the second or more options (Vote 1 of M)

Recall Issues with Options: Two contests with access to a second contest
conditional upon a specific vote in contest one. (Must vote Yes to vote in 2™
contest.)

LS S R

Recall Issues with Options: Two contests with access to a second contest
conditional upon any vote in contest one. (Must vote Yes or No to vote in 2™
contest)

<

Overturned - US District
Court 7/29/03: CA
Election Code sect. 11383

Cumulative Voting (vol. 1. sect. 2.2.8.2, 10)

Cumulative Voting: Voters are permitted to cast, as many votes as there are
seats to be filled for one or more candidates. Voters are not limited to giving
only one vote to a candidate. Instead, they can put multiple votes on one or
more candidate.

Ranked Order Voting (vol. 1. sect. 2.2.8.2, 10)

Ranked Order Voting: Voters rank candidates in a contest in order of choice.
A candidate receiving a majority of the first choice votes wins. 1f no
candidate receives a majority of first choice votes, the last place candidate is
deleted, each ballot cast for the deleted candidate counts for the second choice
candidate listed on the ballot. The process of eliminating the last place
candidate and recounting the ballots continues until one candidate receives a
majority of the vote.

Ranked Order Voting: Voters can write in a ranked vote.

Ranked Order Voting: A ballot stops being counting when all ranked choices
have been eliminated

Ranked Order Voting: A ballot with two choices ranked the same, stops being
counted at the point of two similarly ranked choices.

Ranked Order Voting: A ballot with a skipped rank counts the vote for the
next rank.

Ranked Order Voting: The total number of votes for two or more candidates
with the least votes is less than the votes of the candidate with the next highest
number of votes, the candidates with the least votes are eliminated
simultaneously and their votes transferred to the next-ranked continuing
candidate.

R K K KR

Provisional or Challenged Ballots (vol. 1. sect. 2.2.8.2, 10)

Provisional/Challenged Ballots: A voted provisional ballots is identified but
not included in the tabulation, but can be added in the central count.
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Vol. 1Sect2.28.2,23.1.3.1.a, 24.3.3,3.25.1.2,3,25,1,34.4.4,& 10
Provisional/Challenged Ballots: A voted provisional ballots is included in the
tabulation, but is identified and can be subtracted in the central count.
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Required description(s)

1
o
>
(7]
c

)

Provisional/Challenged Ballots: Provisional ballots maintain the secrecy of the
ballot.

Overvotes (vol. 1. sect. 4.4.4, 10)

Must support for specific
type of voting system

Overvotes: P & M: Overvote invalidates the vote. Define how overvotes are
counted.

<

Overvotes: DRE: Prevented from or requires correction of overvoting.

Overvotes: If a system does not prevent overvotes, it must count them. Define
how overvotes are counted.

Count as “overvote”

LR

Overvotes: DRE systems that provide a method to data enter absentee votes
must account for overvotes.

# | We cannot enter absentee
ballots on the TS units.
We handle absentee
ballots using AVOS.

Undervotes (vol. 1. sect. 4.4.4)

Must support

Undervotes: System counts undervotes cast for accounting purposes

Blank Ballots (vol. 1. sect. 2.4.3.3,3.2.5.1.2,3.2.5.1.3, & 4.4.4)

Totally Blank Ballots: Any blank ballot alert is tested.

Totally Blank Ballots: If blank ballots are not immediately processed, there
must be a provision to recognize and accept them

Totally Blank Ballots: If operators can access a blank ballot, there must be a
provision for resolution.

L KR

Display/Printing Multi-Lingual Ballots (vol. 1. sect. 2.3.1.3.1.a)

Must support one M

Spanish

<

Alaska Native (Other Group specified)

Aleut

Athabascan

Optionally created per

Eskimo

customer.

Native (Other Group Specified)

RRRRR

Chinese (Mandarin, Cantonese)

Filipino (Tagalog)

Japanese

Korean

Vietnamese

RERAR

Apache

Cent/So American

Cheyenne

Chickasaw

Choctaw

Navajo

Other Tribe-Specified

Paiute

Pueblo

Optionally created per
customer.

Seminole

Shoshone

Sioux

Tohono O'Odham

Tribe not specified

Ute

Yaqui

Yuman

{{({{((((Fﬁﬁﬁﬁﬁﬁﬁ
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Required description(s)

Vol. 1Sect2.28.2,23.1.3.1.a, 24.3.3,3.25.1.2,3,25,1,34.4.4,& 10 5”-{
French [V
Haiti Creole [V
Demonstrates the voting system capability to handle the designated language
groups. (vol. 1. sect. 2.3.1.3.1.a)

Default language (English), [V
Secondary language using a Western European font v
Ideographic language (such as Chinese or Korean), [V

Non-written languages requiring audio support

vy Optionally created per

customer.
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7.11 Appendix K — EAC Certification Number & Voting
System Configuration

EAC Certification #PES-Assurel.2 was issued on 6 August 2009.

This Certification is for the Voting System Hardware and Software configuration(s) listed in section 3.1.
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12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996
12/CIS22b - CNS13438 (2006)

12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000)
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08)

12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000)
12/EMO3 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995)
12/EMO3a - ICE 1000-3-3 (1994-12)

12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001)
12/EMO03c - ICE 61000-3-3 (1994) with Amendment 1 (2001)

12/EMO03d - ICE 61000-3-3 (1995) + Al (2001)

12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B
12/T51 - AS/INZS CISPR 22 (2002) and AS/NZS 3548 (1997)

12/101 — IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2

12/102 — IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002)

12/103 — IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4

12/104 — IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5

12/105 — IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6

12/106- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8

12/107 — IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11

The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods.
This report may contain data which is not covered by the NVLAP accreditation.

This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government.

Criterion Technology has been accredited by the following groups: NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site

(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry

Canada(#IC 3301). The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB)

for Taiwan (BSMI # SL2-IN-E-007R).

All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly

in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-1-1994 and are traceable to national standards.
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EMC QUALIFICATION TEST REPORT
OSX BALLOT BOX REV 5, 49-211669-000A

1.0 EXECUTIVE SUMMARY

11 PURPOSE

The purpose of thisreport isto present EMC test data and demonstrate conformity to the requirements of the
prescribed standards for Immunity.

1.2 CONFORMITY

Thetest article was tested to the standards listed in Table | with the indicated conformity status. All test methods were
performed in accordance to with the standards listed.

TABLE I. IMMUNITY CONFORMITY SUMMARY

MINIMUM
COMPLIANCE | TESTING TEST CONFORMITY
TESTTYPE | “STANDARD | TECHNIQUE DESCRIPTION PERFORMANCE | ™" g1y
CRITERIA
IMMUNITY VSS X 61000-4-2 Electrostatic Discharge 2 PASSED

1.3 EQUIPMENT UNDER TEST (EUT)

EUT NAME: OSX BALLOT BOX REV 5
EUT MODEL/PART NUMBER(S): 49-211669-000A
EUT SERIAL NUMBER(S): 01574
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20 IMMUNITY STANDARDS
VSS: Voting Systems Standards

21 IMMUNITY TEST STANDARDS.

TABLE I. IMMUNITY TESTS

BASIC ENVIRONMENTAL REQUIRED
STANDARDsS | TESTED PHENOMENA SPECIFICATIONS/UNITS PERFORMANCE
+8.12.15 KV Air
IEC 61000-4-2 | KX Electrostatic Discharge Pgrf?rmanzce
+4.6.8 kV Contact riterion

2.2 PERFORMANCE CRITERIA

3.2.1 Peformance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

3.2.2 Peformance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been
completed and confirmed to the voter
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X ELECTROSTATIC DISCHARGE (ESD)

CRITERION TECHNOLOGY

M easurements of immunity against ESD were performed to the requirements of |EC 61000-4-2.

Testing Conditions

Date of Test: March 18, 2009
Temperature: 20°C

Relative Humidity: 35%
Atmospheric Pressure:  75.3kPa

Test Voltage: 120 VAC 60 Hz
Test Operator: LWS

Test Location

Criterion Technology Immunity Area

Test Equipment

Haefely Trench PESD, 1600

Test Accessories: See Appendix C for suppoirt equipment details

Test Setup

Air Contact
Discharge Type: X X
Discharge Voltages: +8,12,15 kV +4,6.8 kV
Discharge Polarity: Positive/Negative Positive/Negative
Discharge Factor: 31second 31second
Discharge Number: 310 310
Discharge Impedance: 330 ohms/150 pF

Discharge Locations: & Human-Interface Accessible
X See Photographs APPENDIX A

Test Results of ESD

Test Status: PASSED Performance Criterion 1

Remarks

See: APPENDIX A for EUT Photographs
APPENDIX B for Data Sheets
APPENDIX D for Test Equipment Calibration Status
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3.0 APPENDIX A: EUT PHOTOGRAPHS

31 ELECTROSTATIC DISCHARGE

M

CONFIDENTIAL AND PROPRIETARY





Sheet 8 of 16 EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY
090120-1367 FOR PREMIER ELECTION SOLUTIONS

40 APPENDIX B: DATA SHEETS

41 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, | EC 801-2)
TEST NUMBER: 090120-1367 TEST ARTICLE: OSX Ballot Box Rev 5
MODEL NUMBER: 49-211669-000A SERIAL NUMBER: 01574
TEMPERATURE 2C HUMIDITY: 3B %
ATMOSPHERIC PRESSURE: 75.3kPa TEST PERSONNEL : LWS
TEST RESULTS: Complies (X ) Does Not Comply ()
EUT OPERATING VOLTAGE 120VAC60Hz TEST DATE:

DISCHARGE VOLTAGES NEEDED

Air (A), A*8 12, 15kV

Contact (C) C +4, 6, 8kV

TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST | PASS/ OBSERVED
DESCRIPTION VOLTAGES NOTE PERFORMANCE | PERFORMANCE | FAIL RESPONSE
TESTED (AB.or C) (lor2)* (lor2)* OF THE EUT
Clamshell rear clamps (2) C+ 4kV C 2 1 Pass Normal Ops
Ballot box handle fastening bolts (2) C+ 4kV C 2 1 Pass Normal Ops
Clamshell joining bolts (10) A* 8 kV A 2 1 Pass Normal Ops
right side locks (2) A* 8 kV A 2 1 Pass Normal Ops
Front Lock A* 8 kV A 2 1 Pass Normal Ops
Front door seam AT 8 kV A 2 1 Pass Normal Ops
Top lock A* 8 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane
EUT Front Left C+ 4kV 2 Not Required na Floor standing
EUT Front Right C+ 4kV 2 Not Required na Floor standing
EUT Right Front C+ 4kV 2 Not Required na Floor standing
EUT Right Back C+ 4kV 2 Not Required na Floor standing
EUT Rear Left C+ 4kV 2 Not Required na Floor standing
EUT Rear Right C+ 4kV 2 Not Required na Floor standing
EUT Left Front C+ 4kV 2 Not Required na Floor standing
EUT Left Back C+ 4kV 2 Not Required na Floor standing
Vert. Coupling Plane
EUT Front Left, bottom C+ 4kV A 2 1 Pass Normal Ops
EUT Front Right, bottom C+ 4kV A 2 1 Pass Normal Ops
EUT Right Front, bottom C+ 4kV A 2 1 Pass Normal Ops
EUT Right Back, bottom C+ 4kV A 2 1 Pass Normal Ops
EUT Rear Left, top C+ 4kV A 2 1 Pass Normal Ops
EUT Rear Right, top C+ 4kV A 2 1 Pass Normal Ops
EUT Left Front, top C+ 4kV A 2 1 Pass Normal Ops
EUT Left Back, top C+ 4kV A 2 1 Pass Normal Ops
Clamshell rear clamps (2) C+ 6kV C 2 1 Pass Normal Ops
Ballot box handle fastening bolts (2) C+ 6kV C 2 1 Pass Normal Ops
Clamshell joining bolts (10) C+ 4kV A 2 1 Pass Normal Ops
right side locks (2) A* 12 kV A 2 1 Pass Normal Ops
Front Lock A* 12 kV A 2 1 Pass Normal Ops
Front door seam AT 12 kV A 2 1 Pass Normal Ops
Top lock A* 12 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane
EUT Front Left C+ 6kV 2 Not Required na Floor standing
EUT Front Right C+ 6kV 2 Not Required na Floor standing
EUT Right Front C+ 6kV 2 Not Required na Floor standing
EUT Right Back C+ 6kV 2 Not Required na Floor standing
EUT Rear Left C+ 6kV 2 Not Required na Floor standing
EUT Rear Right C+ 6kV 2 Not Required na Floor standing
EUT Left Front C+ 6kV 2 Not Required na Floor standing
EUT Left Back C+ 6kV 2 Not Required na Floor standing
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TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST | PASS/ OBSERVED
DESCRIPTION VOLTAGES NOTE PERFORMANCE | PERFORMANCE | FAIL RESPONSE
TESTED (A.B.or C) (lor2)* (lor2)* OF THE EUT
Vert. Coupling Plane
EUT Front Left, bottom C+ 6kV A 2 1 Pass Normal Ops
EUT Front Right, bottom C+ 6kV A 2 1 Pass Normal Ops
EUT Right Front, bottom C+ 6kV A 2 1 Pass Normal Ops
EUT Right Back, bottom C+ 6kV A 2 1 Pass Normal Ops
EUT Rear Letft, top C+ 6kV A 2 1 Pass Normal Ops
EUT Rear Right, top C+ 6kV A 2 1 Pass Normal Ops
EUT Left Front, top C+ 6kV A 2 1 Pass Normal Ops
EUT Left Back, top C+ 6kV A 2 1 Pass Normal Ops
Clamshell rear clamps (2) C+ 8kV C 2 1 Pass Normal Ops
Ballot box handle fastening bolts (2) C+ 8kV C 2 1 Pass Normal Ops
Clamshell joining bolts (10) C+ 8kV A 2 1 Pass Normal Ops
right side locks (2) A* 15 kV A 2 1 Pass Normal Ops
Front Lock A* 15 kV A 2 1 Pass Normal Ops
Front door seam AT 15 kV A 2 1 Pass Normal Ops
Top lock AT 15 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane
EUT Front Left C+ 8kV 2 Not Required na Floor standing
EUT Front Right C+ 8kV 2 Not Required na Floor standing
EUT Right Front C+ 8kV 2 Not Required na Floor standing
EUT Right Back C+ 8kVv 2 Not Required na Floor standing
EUT Rear Left C+ 8kV 2 Not Required na Floor standing
EUT Rear Right C+ 8kV 2 Not Required na Floor standing
EUT Left Front C+ 8kV 2 Not Required na Floor standing
EUT Left Back C+ 8kV 2 Not Required na Floor standing
Vert. Coupling Plane
EUT Front Left, bottom C+ 8kV A 2 1 Pass Normal Ops
EUT Front Right, bottom C+ 8kV A 2 1 Pass Normal Ops
EUT Right Front, bottom C+8kV A 2 1 Pass Normal Ops
EUT Right Back, bottom C+ 8kv A 2 1 Pass Normal Ops
EUT Rear Letft, top C+ 8kV A 2 1 Pass Normal Ops
EUT Rear Right, top C+ 8kV A 2 1 Pass Normal Ops
EUT Left Front, top C+ 8kV A 2 1 Pass Normal Ops
EUT Left Back, top C+ 8kV A 2 1 Pass Normal Ops

*Performance Criterion 1
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

*Performance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary
interruption so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that
have been completed and confirmed to the voter

DISCHARGE NOTES:

A. No perceived discharge, and no observed response in the EUT.
B. Discharge observed, but no observed response in the EUT.

C. Discharge
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5.0 APPENDIX C: PRODUCT INFORMATION FORM
CRITERION TECHNOLOGY PRODUCT INFORMATION FORM

General Information Date; 4/3/2009

Company Name: Premier Election Solutions
Company Address: 1200 W. 73 Street, Suite 350
Vancouver, B. C.
Canada V6P 3G5

Contacts:
Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com
Design Engineer: Premier Election Solutions Phone: 800-433-8683 Email: info@premierel ections.com

Test Description

De-Bug Formal (Initial) X Formal (Re-Verification)
Market I nformation (Check all that Apply)
USA X Canada___ Euro.Union__ Taiwan Japan__ New Zedand__  Austradia___
Other
Product Information
Name OSX Ballot Box Rev 5 Model Number 49-211669-000A Serial Number 01574
Product Dimensions: 39” high, 24” width: 28" depth Weight: 70 Ibs
Product Power Source:

Battery

Type None

Redundant Power Supplies None
AC Supply Powered by AccuV ote-OSX
Input Voltage Range(s) 120V
Phases Delta_____ Wye
Current
Frequency
Manufacturer
Model Number
Topology
Linear Switching Mode Switching Frequency

Support Equipment (if used):
CPU: AccuVote-OSX
Manufacturer Premier Election Solutions
Model No. 49-211142-000A
Serial No. 000036

Operation Software:
Name: None Version Number: N/A

Timenecessary for EUT to be exercised and ableto fully respond: approx 2 seconds.

Operation Pasg/Fail Criteria:

The ballot deflector is able to rotate far enough to the | eft and right to deposit ballots into the main bin or the error bin,

based on whether the AccuV ote-OSX scanned a properly voted ballot or ablank ballot.
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Immunity Testing
Test Type (Please check all that apply):
X V SS - Voting System Standards

EN 61000-6-2 —Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for
Industrial Environments

EN 55024 —Information Technology Equipment — Immunity Characteristics- Limits and
M ethods of M easurement Requirements

EN 60601-1-2 —Medical Electrical Equipment, Collateral Standard: EMC Reguirements and Test

EN 61326 -Electrical Equipment for Measurement, Control and L aboratory Use—EMC
Reguirements

EN 61000-4-2 (ESD)
Number of Metallic test points touchable by equipment operator:
Number of Non-Metallic test points touchable by equipment operator:
Isthe product enclosure completely plastic? Yes
Isthe product enclosure partly plastic? Yes
Arethere any additional ESD voltages required for testing? If so, list herein:
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TEST CRITERIA ATTACHMENT

IMMUNITY
During the series of immunity teststhe EUT is subjected to a series of potentially interfering signals and environments. Itis
important that for these teststo be valid, that the EUT be configured at its maximum capability and that the software or
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable
approximately 20 feet in length during the series of tests. Pass/ Fail criteriamust be clearly defined and correspond to the
equipment specifications received by the customer.

Description of the maximum capability configuration: 1n order to function and be tested, the ballot box must have an
AccuVote-OSX attached to the ballot box. The AccuV ote-OSX must have an election installed which is ready to scan ballots.

Name of revision # of the test software used for the immunity tests:
The ballot box has no software installed on it. It isamechanical devicethat is controlled by the Accuvote-OSX that is attached
toit.

On the AccuVote-OSX:
- AVOSX 121
- WindowsCE version 500.4.1
- Bootl oader 1.3.10

Clearly defined definitive description of the pass/ fail criteria:

When a properly voted ballot is scanned by the Accuvote-OSX, the ballot deflector must rotate to the right so that the scanned
ballot is deposited into the main bin. When a blank ballot is scanned by the AccuV ote-OSX, the ballot deflector must rotate to
the | eft to deposit the scanned ballot into the error bin. Additionally, the ballot deflector must rotate far enough and fast enough
that the ballot can be passed from the AccuV ote-OSX to the ballot box before the AccuV ote-OSX detects a delay and interprets

it as a paper jam.
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6.0 APPENDIX D: TEST EQUIPMENT AND CALIBRATION STATUS

Sheet 13 0of 16

Manufacturer Name/Description Model Number Serial Number Cal. Due Date
Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009
Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009
Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009
Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009
Califorina Instruments AC Power Source Pacs-1 5001iX-CTS-411 55637/ 72242 4/21/2009
Haefely Trench ESD Gun PESD 1600 H605100 5/18/2009
EMCO Active Loop 6502 2626 6/19/2009
Amplifier Research E-Field Probe FP2080 20236 7116/2009
Veratech Preamp (AMP2) unknown N/A 7/18/2009
EMCO biconnical antenna 3108 9103-2441 7/22/2009
Amplifier Research Power Amplifier 150A100A 20183 712212009
EMCO log periodic antenna 3146 9004-2763 71232009
Chase Bilog 30 - 1000 MHz CB6111 1121 7/123/2009
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009
Rohde/ Schwarz LISN ESH2-75 828739-001 9/4/2009
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009
Tegam Current Probe 925236-1 12588 11/19/2009
Microwave Technologies [Standard Gain Horn & Harmonic Mixer | 12A-18 & HP11970K  [19527JE & 2332A01314| 11/26/2009
EMCO Horn 3160-08 1147 11/28/2009
FCC EM Clamp F2031 309 12/7/2009
FCC CDN FCC-801-M3-25 9714 12/7/2009
Amplifier Research Directional Coupler DC2600 302981 12/7/2009
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009
Haefely Trench Test Mag Mag 100 80162 12/12/2009
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/12010
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010
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7.0 APPENDIX E: TEST DIRECTIVES, STANDARDS AND METHODS

8.1

EUROPEAN DIRECTIVES, STANDARDS AND METHODS

89/336/EEC: Council Directive of 03 May 1989 on the Approximation of the L aws of the Member States Relating to
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993.

BS DD ENV 50204 (CENELEC): Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital
Radio Telephones - Immunity Test, 1996.

EN 55011 (CENH_EC): 1SM Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and M ethods of
M easurement, 2007.

EN 55014-1 (CENELEC): Part 1. Electromagnetic Compatibility Requirements for Household Appliances, Electric
Tools and Similar Apparatus- Part 1. Emission - Product Family Standard, 2006.

EN 55022 (CENELEC): ITE - Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and Methods of
M easurement, 2006.

EN 55024 (CENELEC): ITE - Immunity Characteristics- Limits and M ethods of M easurement, 2003.

EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 1: Emissions, April 1997.

EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 2: Immunity, April 1997.

EN 60601-1-2 (CENELEC): Medical Electrical Equipment. Part 1. General Reguirements for Safety - Section 1.2.
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006.

EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005.

EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial
Environments 2007.

EN61000-6-4 (CENELEC): EMC - Generic Emission Standard, Part 6-4: Industrial Environment, 23 October 2001.

EN 61000-3-2 (CENELEC): EMC - Part 2. Limits for Harmonic Current Emissions (Equipment Input Current £16 A
per phase), with Amendment 14, 2006.

EN 61000-3-3 (CENELEC): EMC - Part 3. Limitation of Voltage Fluctuation and Flicker in L ow-V oltage Supply
Systems for Equipment with Rated Current £16 A, 1998, A1:2001, A2:2006.

EN 61000-4-7 (CENEL EC): EMC — Part 4-7 Testing and measurement technigues — General quide on harmonics and

interharmoni cs measurements and instrumentation, for power supply systems and equipment connected thereto: 2002,
incorporating corrigenda Nos. 1:2004 and 2:2005.

EN 61000-4-2 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 2. Electrostatic Discharge
Immunity Test, with Amendments 1 & 2, 2001.

EN 61000-4-3 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 3. Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006.

EN 61000-4-4 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 4. Electrical Fast
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007.

EN 61000-4-5 (CENELEC): EMC - Part 4. Testing and Measurement Technigues; Section 5. Surge lmmunity Test,
2006.
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8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

EN 61000-4-6 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 6. |mmunity to Conducted

Disturbances, Induced by Radio-Frequency Fields, 2005.

EN 61000-4-8 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 8. Power Frequency

Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001.

EN 61000-4-11 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 11. Voltage Dips, Short

Interruptions and Voltage Variations Immunity Tests, 2004

EN 61326 (CENELEC): Electrical Equipment for Measurement, Control and L aboratory Use - EMC Requirements,

1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003.

47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008

Subpart A General.

Subpart B Unintentional Radiators.

Subpart C Intentional Radiators.

Subpart D Unlicensed Personal Communications Service Devices.

47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008

47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008
JAPAN

VCCI V-3

CANADA

ICES-001: Interference-Causing Equipment Standard - |ISM RF Generators, 2006.

ICES-003:_Interference-Causing Equipment Standard - Digital Apparatus, 2004.

AUSTRALIA/NEW ZEALAND

SAA A SINZ 3548 Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.

ASINZS CISPR22
CHINA

CNS13438, 2006.

VOLUNTARY VOTING SYSTEM STANDARDS

VSSVolume 1 Version 1.0, 2005

VSSVolume 11 Version 1.0, 2005
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- P.O.Box 489 - 1350 Tolland Road - Rollinsville, CO 80474 - Phone: (303) 258-0100 - FAX: (303) 258-0775 -
- www.criteriontech.com -

EMC QUALIFICATION
TEST REPORT

PREMIER ELECTION SOLUTIONS
AccuVote-TSX, A, with AVPM

TESTED TO CONFORM WITH:
X VOTING SYSTEM STANDARDS

FOR

Voting Systems

Test Report Number: 090410-1393
Date of Issue: May 7, 2009
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DISCLAIMERS

This report is the confidential property of the client. For the protection of our clients and ourselves, extracts from this test report cannot be

produced without prior written approval from Criterion Technology. Reproduction of the complete report can be performed at the client’s
discretion.

The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s). Test data is accurate within
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology
and the client.

Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this
report. If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product
must have electrical and mechanical characteristics identical to the device tested for this report. Criterion Technology shall have no liability for
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports.

Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted.
Compliance with the appropriate governmental standards is the responsibility of the manufacturer.
Any questions regarding this report should be directed to:

Laboratory Director

Criterion Technology Corp.

P.O. Box 489

1350 Tolland Road

Rollinsville, Colorado 80474

Phone: (303) 258-0100 Fax: (303) 258-0775
mailto:laboratory director@criteriontech.com

NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are

12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)

12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), Al (1999), A2 (2002)
12/CIS1lc - IEC/CISPR 11 (1997), Al (1999), A2 (2002)

12/CIS11d - EN 55011 (1998), Al (1999), A2 (2002)

12/CIS22 - |[EC/CISPR 22 (1997) and EN 55022 (1998) + Al (2000)

12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996
12/CIS22b - CNS13438 (2006)

12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000)
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08)

12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000)
12/EMO3 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995)
12/EMO3a - ICE 1000-3-3 (1994-12)

12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001)
12/EMO03c - ICE 61000-3-3 (1994) with Amendment 1 (2001)

12/EMO03d - ICE 61000-3-3 (1995) + Al (2001)

12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B
12/T51 - AS/INZS CISPR 22 (2002) and AS/NZS 3548 (1997)

12/101 — IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2

12/102 — IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002)

12/103 — IEC 61000-4-4 (1995), Al (2002), A2 (2001); EN 61000-4-4

12/104 — IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5

12/105 — IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6

12/106- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8

12/107 — IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11

The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods.
This report may contain data which is not covered by the NVLAP accreditation.

This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government.

Criterion Technology has been accredited by the following groups: NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site

(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry

Canada(#IC 3301). The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB)

for Taiwan (BSMI # SL2-IN-E-007R).

All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly

in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-1-1994 and are traceable to national standards.
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EMC QUALIFICATION TEST REPORT
AccuVote-TSX, A, with AVPM

1.0 EXECUTIVE SUMMARY

11 PURPOSE

The purpose of thisreport isto present EMC test data and demonstrate conformity to the requirements of the
prescribed standards for Immunity.

1.2 CONFORMITY

Thetest article was tested to the standards listed in Table | with the indicated conformity status. All test methods were
performed in accordance to with the standards listed.

TABLE I. IMMUNITY CONFORMITY SUMMARY

MINIMUM
COMPLIANCE | TESTING TEST CONFORMITY
TESTTYPE | “STANDARD | TECHNIQUE DESCRIPTION PERFORMANCE | ™" g1y
CRITERIA
IMMUNITY VSS X 61000-4-2 Electrostatic Discharge 2 PASSED

1.3 EQUIPMENT UNDER TEST (EUT)

EUT NAME: AccuVote-T SX
EUT MODEL/PART NUMBER(S): A, with AVPM
BEUT SERIAL NUMBER(S): 203549
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20 IMMUNITY STANDARDS
VSS: Voting Systems Standards

21 IMMUNITY TEST STANDARDS.

TABLE I. IMMUNITY TESTS

BASIC ENVIRONMENTAL REQUIRED
STANDARDsS | TESTED PHENOMENA SPECIFICATIONS/UNITS PERFORMANCE
+8.12.15 KV Air
IEC 61000-4-2 | KX Electrostatic Discharge Pgrf?rmanzce
+4.6.8 kV Contact riterion

2.2 PERFORMANCE CRITERIA

3.2.1 Peformance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

3.2.2 Peformance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been
completed and confirmed to the voter
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X ELECTROSTATIC DISCHARGE (ESD)

CRITERION TECHNOLOGY

M easurements of immunity against ESD were performed to the requirements of |EC 61000-4-2.

Testing Conditions

Date of Test: April 16, 2009
Temperature: 19°C

Relative Humidity: 38 %
Atmospheric Pressure:  75.2kPa

Test Voltage: 120 VAC 60 Hz
Test Operator: LWS

Test Location

Criterion Technology Immunity Area

Test Equipment

Haefely Trench PESD, 1600

Test Accessories: See Appendix C for suppoirt equipment details

Test Setup

Air Contact
Discharge Type: X X
Discharge Voltages: +8,12,15 kV +4,6.8 kV
Discharge Polarity: Positive/Negative Positive/Negative
Discharge Factor: 31second 31second
Discharge Number: 310 310
Discharge Impedance: 330 ohms/150 pF

Discharge Locations: & Human-Interface Accessible
X See Photographs APPENDIX A

Test Results of ESD

Test Status: PASSED Performance Criterion 1

Remarks

See: APPENDIX A for EUT Photographs
APPENDIX B for Data Sheets
APPENDIX D for Test Equipment Calibration Status
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3.0 APPENDIX A: EUT PHOTOGRAPHS

31 ELECTROSTATIC DISCHARGE
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40 APPENDIX B: DATA SHEETS
41 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, | EC 801-2)
TEST NUMBER: 090119-1393 TEST ARTICLE: AccuVote-TSX
MODEL NUMBER: A, with AVPM SERIAL NUMBER: 2033549
TEMPERATURE: 1°C HUMIDITY: 3B%
ATMOSPHERIC PRESSURE: 75.2kPa TEST PERSONNEL : LWS
TEST RESULTS: Complies (X) Does Not Comply ()
EUT OPERATING VOLTAGE 120VAC60Hz TEST DATE: 4-16-2009
DISCHARGE VOLTAGES NEEDED Air (A), A*8 12, 15kV Contact (C) C +4, 6, 8kV
TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST PASS/ OBSERVED RESPONSE
DESCRIPTION VOLTAGES | Note |PERFORMANCE| PERFORMANCE | FAIL OF THE EUT
TESTED (A,B.or C) (lor2)* (lor2)*
Stand Bracket (1 w/grounded screw) C+ 4kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 4kV A 2 1 Pass Normal Ops
Memory and power switch access lock| A* 8 kV A 2 1 Pass Normal Ops
Modem access lock AT 8 kV A 2 1 Pass Normal Ops
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Normal Ops
Display screen corners (4) A* 8 kV A 2 1 Pass Normal Ops
Display screen edges (4) A* 8 kV A 2 1 Pass Normal Ops
Rubber grip seams (6) A* 8 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) A* 8 kv A 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) A* 8 kV A 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Normal Ops
printer access lock A* 8 kV A 2 1 Pass Normal Ops
Ballot viewing window (4 pl) A* 8 kV A 2 1 Pass Normal Ops
Printer access hatch (4 pl) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws AT 8 kV A 2 1 Pass Normal Ops
VIBs enclosure openings (2) A* 8 kV 1 Pass Normal Ops
LED indicators (3) A* 8 kV C 2 1 Pass Normal Ops
Horiz Coupling Plane C 2 1 Pass Normal Ops
EUT Bottom C+ 4kV C 2 1 Pass Normal Ops
Vert. Coupling Plane
EUT Left C+ 4kV C 2 1 Pass Normal Ops
EUT Right C+ 4kV C 2 1 Pass Normal Ops
EUT Front C+ 4kV C 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 6kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 6kV C 2 1 Pass Normal Ops
Memory and power switch access lock| A* 12 kV A 2 1 Pass Normal Ops
Modem access lock A* 12 kV B 2 1 Pass Normal Ops
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Normal Ops
Display screen corners (4) A* 12 kV B 2 1 Pass Normal Ops
Display screen edges (4) A* 12 kV B 2 1 Pass Normal Ops
Rubber grip seams (6) AT 12 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) [ A* 12 kV B 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) AT 12 kV B 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 12 kV B 2 1 Pass Normal Ops
printer access lock A* 12 kV A 2 1 Pass Normal Ops
Ballot viewing window (4 pl) AT 12 kV A 2 1 Pass Normal Ops
Printer access hatch (4 pl) AT 12 kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) AT 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws AT 12 kV A 2 1 Pass Normal Ops
VIBs enclosure openings (2) AT 12 kV A 2 1 Pass Normal Ops
LED indicators (3) A* 12 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane
EUT Front Left C+ 6kV C 2 1 Pass Normal Ops
Vert. Coupling Plane
EUT Left C+ 6kV C 2 1 Pass Normal Ops
EUT Right C+ 6kV C 2 1 Pass Normal Ops
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EUT Front C+ 6kV C 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 8kV 2 1 Pass Normal Ops
Headphone jack shell C+ 8kV C 2 1 Pass Normal Ops
Memory and power switch access lock] A* 15 kV B 2 1 Pass Normal Ops
Modem access lock A* 15 kV B 2 1 Pass Normal Ops
Headphone sound baffles (2) A* 15 kV A 2 1 Pass Normal Ops
Display screen corners (4) A* 15 kV B 2 1 Pass Normal Ops
Display screen edges (4) A* 15 kV B 2 1 Pass Normal Ops
Rubber grip seams (6) A* 15 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) | A® 15 kV B 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) A* 15 kV B 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 15 kV B 2 1 Pass Normal Ops
printer access lock A* 15 kV A 2 1 Pass Normal Ops
Ballot viewing window (4 pl) A* 15 kV A 2 1 Pass Normal Ops
Printer access hatch (4 pl) A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 15 kV A 2 1 Pass Normal Ops
VIBs enclosure openings (2) A* 15 kV A 2 1 Pass Normal Ops
LED indicators (3) A* 15 kV A 2 1 Pass Normal Ops

Horiz Coupling Plane
EUT bottom C+ 8kv Cc 2 1 Pass Normal Ops

Vert. Coupling Plane
EUT Left C+ 8kV C 2 1 Pass Normal Ops
EUT Right C+ 8kv Cc 2 1 Pass Normal Ops
EUT Front C+ 8kV C 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 4kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 4kV A 2 1 Pass Normal Ops
Memory and power switch access lock| A 8 kv A 2 1 Pass Normal Ops
Modem access lock A* 8 kV A 2 1 Pass Normal Ops
Headphone sound baffles (2) A* 8 kv A 2 1 Pass Normal Ops
Display screen corners (4) A* 8 kV A 2 1 Pass Normal Ops
Display screen edges (4) A* 8 kV A 2 1 Pass Normal Ops
Rubber grip seams (6) AT 8 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) A* 8 kv A 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) A* 8 kV A 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Normal Ops
printer access lock A* 8 kV A 2 1 Pass Normal Ops
Ballot viewing window (4 pl) A* 8 kv A 2 1 Pass Normal Ops
Printer access hatch (4 pl) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Normal Ops
VIBs enclosure openings (2) A* 8 kv 1 Pass Normal Ops
LED indicators (3) A* 8 kV C 2 1 Pass Normal Ops

Horiz Coupling Plane
EUT Bottom C+ 4kV C 2 1 Pass Normal Ops

Vert. Coupling Plane
EUT Left C+ 4kV C 2 1 Pass Normal Ops
EUT Right C+ 4kV C 2 1 Pass Normal Ops
EUT Front C+ 4kV Cc 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 6kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 6kV C 2 1 Pass Normal Ops
Memory and power switch access lock| A* 12 kv A 2 1 Pass Normal Ops
Modem access lock AT 12 kV B 2 1 Pass Normal Ops
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Normal Ops

*Performance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

*Performance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the
voter

DISCHARGE NOTES:

A. No Perceived discharge, and no observed response in the EUT

B. Discharge observed, but no observed response in the EUT.

C. Discharge
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5.0 APPENDIX C: PRODUCT INFORMATION FORM
CRITERION TECHNOLOGY PRODUCT INFORMATION FORM

General Information Date; 4/3/2009

Company Name: Premier Election Solutions
Company Address: 1200 W. 73" Street, Suite 350
Vancouver, B. C.
Canada V6P 3G5

Contacts:
Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com
Design Engineer: Premier Election Solutions Phone: 800-433-8683 Email: info@premierel ections.com

Test Description

De-Bug Formal (Initial) X Formal (Re-Verification)

Market I nformation (Check all that Apply)

USA X Canada__ Euro.Union__ Taiwan Japan__ New Zedand__  Austradia___
Other

Product Information

Name AccuVote-TSX Model Number A, with AVPM Seria Number 203549

Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 Ibs

In Stand (folded up): 23.3" height, 20" width, 6.9” depth Weight: 29 Ibs

In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32" depth Weight: 29 Ibs

Product Power Source:
Battery
Type Nickel Metal Hybride
Redundant Power Supplies

AC Supply
Input Voltage Range(s)
Phases Delta_____ Wye__
Current
Frequency
Manufacturer
Model Number
Topology
Linear Switching Mode Switching Frequency
Operation Software:
Name: Bootloader Version Number: 1.3.10
Name: WinCE Version Number: 410.3.10
Name: Ballotstation Version Number: 4.7.4

Operating M odes:. (Please Include Cycle Time)
The TSX will be configured to continuously vote ballots during testing. The script will
pause for 2 seconds between keypresses, making each ballot take approximately 46 seconds to cast.

Timenecessary for EUT to be exercised and ableto fully respond: between 2 and 46 seconds.

Operation Pass/Fail Criteria:
Results of the Operational Status test.
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Immunity Testing
Test Type (Please check all that apply):
X V SS - Voting System Standards

EN 61000-6-2 —Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for
Industrial Environments

EN 55024 —Information Technology Equipment — Immunity Characteristics- Limits and
M ethods of M easurement Requirements

EN 60601-1-2 —Medical Electrical Equipment, Collateral Standard: EMC Reguirements and Test

EN 61326 -Electrical Equipment for M easurement, Control and Laboratory Use —-EMC
Reguirements

EN 61000-4-2 (ESD)
Number of Metallic test points touchable by equipment operator:
Number of Non-Metallic test points touchable by equipment operator:
Isthe product enclosure completely plastic?
Isthe product enclosure partly plastic?
Arethere any additional ESD voltages required for testing? If so, list herein:
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TEST CRITERIA ATTACHMENT

IMMUNITY
During the series of immunity teststhe EUT is subjected to a series of potentially interfering signals and environments. Itis
important that for these teststo be valid, that the EUT be configured at its maximum capability and that the software or
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable
approximately 20 feet in length during the series of tests. Pass/ Fail criteriamust be clearly defined and correspond to the
equipment specifications received by the customer.

Description of the maximum capability configuration:

The TSX unit will be configured in anon-AVPM stand and will have headphones and a VIBS keypad.

Name of revision # of the test software used for the immunity tests:

Bootloader 1.3.10
Windows CE 410.3.10
BalotStation 4.7.4

Clearly defined definitive description of the pass/ fail criteria:

The TSX will passthetest if the test vote script successfully runs and plays audio throughout testing. The TSX will fail if there
is ahardware failure of the TSX or the printer in the TSX stand., if the audio stops playing. or if the script stops executing for
any reason other than the touch-screen being pressed during the test.
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6.0 APPENDIX D: TEST EQUIPMENT AND CALIBRATION STATUS

Sheet 13 0of 16

Manufacturer Name/Description Model Number Serial Number Cal. Due Date
Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009
Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009
Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009
Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009
Califorina Instruments AC Power Source Pacs-1 5001iX-CTS-411 55637/ 72242 4/21/2009
EMCO Active Loop 6502 2626 6/19/2009
Amplifier Research E-Field Probe FP2080 20236 7/16/2009
Veratech Preamp (AMP2) unknown N/A 7/18/2009
EMCO biconnical antenna 3108 9103-2441 712212009
Amplifier Research Power Amplifier 150A100A 20183 712212009
EMCO log periodic antenna 3146 9004-2763 7/123/2009
Chase Bilog 30 - 1000 MHz CB6111 1121 7/23/2009
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009
Rohde/ Schwarz LISN ESH2-25 828739-001 9/4/2009
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009
Tegam Current Probe 925236-1 12588 11/19/2009
Microwave Technologies |Standard Gain Horn & Harmonic Mixer | 12A-18 & HP11970K  [19527JE & 2332A01314| 11/26/2009
EMCO Horn 3160-08 1147 11/28/2009
FCC EM Clamp F2031 309 12/7/2009
FCC CDN FCC-801-M3-25 9714 12/7/2009
Amplifier Research Directional Coupler DC2600 302981 12/7/2009
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009
Haefely Trench Test Mag Mag 100 80162 12/12/2009
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/12010
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010
Hewlett Packard Spectrum Analyzer HP 85668 2421A00527 3/3/2010
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010
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7.0 APPENDIX E: TEST DIRECTIVES, STANDARDS AND METHODS

8.1

EUROPEAN DIRECTIVES, STANDARDS AND METHODS

89/336/EEC: Council Directive of 03 May 1989 on the Approximation of the L aws of the Member States Relating to
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993.

BS DD ENV 50204 (CENELEC): Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital
Radio Telephones - Immunity Test, 1996.

EN 55011 (CENEL EC): 1SM Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and M ethods of
M easurement, 2007.

EN 55014-1 (CENELEC): Part 1. Electromagnetic Compatibility Requirements for Household Appliances, Electric
Toolsand Similar Apparatus- Part 1. Emission - Product Family Standard, 2006.

EN 55022 (CENELEC): ITE - Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and Methods of
M easurement, 2007.

EN 55024 (CENELEC): ITE - Immunity Characteristics- Limits and M ethods of M easurement, 2003.

EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 1: Emissions, April 1997.

EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 2: Immunity, April 1997.

EN 60601-1-2 (CENELEC): Medical Electrical Equipment. Part 1. General Reguirements for Safety - Section 1.2.
Callateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006.

EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005.

EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial
Environments 2007.

EN61000-6-4 (CENELEC): EMC - Generic Emission Standard, Part 6-4: Industrial Environment, 23 October 2001.

EN 61000-3-2 (CENELEC): EMC - Part 2. Limits for Harmonic Current Emissions (Equipment Input Current £16 A
per phase), with Amendment 14, 2006.

EN 61000-3-3 (CENELEC): EMC - Part 3. Limitation of Voltage Fluctuation and Flicker in L ow-V oltage Supply
Systems for Equipment with Rated Current £16 A, 1998, A1:2001, A2:2006.

EN 61000-4-7 (CENEL EC): EMC — Part 4-7 Testing and measurement techniques— General quide on harmonics and

interharmoni cs measurements and instrumentation, for power supply systems and equipment connected thereto: 2002,
incorporating corrigenda Nos. 1:2004 and 2:2005.

EN 61000-4-2 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 2. Electrostatic Discharge
Immunity Test, with Amendments 1 & 2, 2001.

EN 61000-4-3 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 3. Radiated, Radio-

Frequency. Electromagnetic Field Immunity, 2006.

EN 61000-4-4 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 4. Electrical Fast
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007.

EN 61000-4-5 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 5. Surge lmmunity Test,
2006.
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8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

EN 61000-4-6 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 6. |mmunity to Conducted

Disturbances, Induced by Radio-Frequency Fields, 2005.

EN 61000-4-8 (CENELEC): BEMC - Part 4. Testing and Measurement Techniques; Section 8. Power Frequency

Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001.

EN 61000-4-11 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 11. Voltage Dips, Short

Interruptions and Voltage V ariations Immunity Tests, 2004

EN 61326 (CENELEC): Electrical Equipment for Measurement, Control and L aboratory Use - EMC Requirements,

1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003.

47 CFR FCC PART 15 RADIO FREQUENCY DEVICES OCT 2008

Subpart A General.

Subpart B Unintentional Radiators.

Subpart C Intentional Radiators.

Subpart D Unlicensed Personal Communications Service Devices.

47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008

47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008
JAPAN

VCCI V-3

CANADA

ICES-001: Interference-Causing Equipment Standard - |ISM RF Generators, 2006.

ICES-003:_Interference-Causing Equipment Standard - Digital Apparatus, 2004.

AUSTRALIA/NEW ZEALAND

SAA ASINZ 3548: Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.

ASINZS CISPR22
CHINA

CNS13438, 2006.

VOLUNTARY VOTING SYSTEM STANDARDS

VSSVolume 1 Version 1.0, 2005

VSSVolume 11 Version 1.0, 2005
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DISCLAIMERS

This report is the confidential property of the client. For the protection of our clients and ourselves, extracts from this test report cannot be

produced without prior written approval from Criterion Technology. Reproduction of the complete report can be performed at the client’s
discretion.

The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s). Test data is accurate within
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology
and the client.

Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this
report. If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product
must have electrical and mechanical characteristics identical to the device tested for this report. Criterion Technology shall have no liability for
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports.

Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted.
Compliance with the appropriate governmental standards is the responsibility of the manufacturer.
Any questions regarding this report should be directed to:

Laboratory Director

Criterion Technology Corp.

P.O. Box 489

1350 Tolland Road

Rollinsville, Colorado 80474

Phone: (303) 258-0100 Fax: (303) 258-0775
mailto:laboratory director@criteriontech.com

NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are

12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)

12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), Al (1999), A2 (2002)
12/CIS1lc - IEC/CISPR 11 (1997), Al (1999), A2 (2002)

12/CIS11d - EN 55011 (1998), Al (1999), A2 (2002)

12/CIS22 - |[EC/CISPR 22 (1997) and EN 55022 (1998) + Al (2000)

12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996
12/CIS22b - CNS13438 (2006)

12/EMO2a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000)
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08)

12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000)
12/EMO3 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995)
12/EMO3a - ICE 1000-3-3 (1994-12)

12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001)
12/EMO03c - ICE 61000-3-3 (1994) with Amendment 1 (2001)

12/EMO03d - ICE 61000-3-3 (1995) + Al (2001)

12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B
12/T51 - AS/INZS CISPR 22 (2002) and AS/NZS 3548 (1997)

12/101 — IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2

12/102 — IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002)

12/103 — IEC 61000-4-4 (1995), Al (2002), A2 (2001); EN 61000-4-4

12/104 — IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5

12/105 — IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6

12/106- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8

12/107 — IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11

The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods.
This report may contain data which is not covered by the NVLAP accreditation.

This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government.

Criterion Technology has been accredited by the following groups: NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site

(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry

Canada(#IC 3301). The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB)

for Taiwan (BSMI # SL2-IN-E-007R).

All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly

in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-1-1994 and are traceable to national standards.
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EMC QUALIFICATION TEST REPORT
AccuVote-TSX, A, non-AVPM

1.0 EXECUTIVE SUMMARY

11 PURPOSE

The purpose of thisreport isto present EMC test data and demonstrate conformity to the requirements of the
prescribed standards for Immunity.

1.2 CONFORMITY

Thetest article was tested to the standards listed in Table | with the indicated conformity status. All test methods were
performed in accordance to with the standards listed.

TABLE I. IMMUNITY CONFORMITY SUMMARY

MINIMUM
COMPLIANCE | TESTING TEST CONFORMITY
TESTTYPE | “STANDARD | TECHNIQUE DESCRIPTION PERFORMANCE | ™" g1y
CRITERIA
IMMUNITY VSS X 61000-4-2 Electrostatic Discharge 2 PASSED

1.3 EQUIPMENT UNDER TEST (EUT)

EUT NAME: AccuVote-T SX
EUT MODEL/PART NUMBER(S): A, non-AVPM
EUT SERIAL NUMBER(S): 201946
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20 IMMUNITY STANDARDS
VSS: Voting Systems Standards

21 IMMUNITY TEST STANDARDS.

TABLE I. IMMUNITY TESTS

BASIC ENVIRONMENTAL REQUIRED
STANDARDsS | TESTED PHENOMENA SPECIFICATIONS/UNITS PERFORMANCE
+8.12.15 KV Air
IEC 61000-4-2 | KX Electrostatic Discharge Pgrf?rmanzce
+4.6.8 kV Contact riterion

2.2 PERFORMANCE CRITERIA

3.2.1 Peformance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

3.2.2 Peformance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been
completed and confirmed to the voter

CONFIDENTIAL AND PROPRIETARY





Sheet 6 of 16 EMC QUALIFICATION TEST REPORT

2.3

090410-1394 FOR PREMIER ELECTION SOLUTIONS

X ELECTROSTATIC DISCHARGE (ESD)

CRITERION TECHNOLOGY

M easurements of immunity against ESD were performed to the requirements of |EC 61000-4-2.

Testing Conditions

Date of Test: April 20, 2009
Temperature: 18°C

Relative Humidity: 44 %
Atmospheric Pressure:  75.5kPa

Test Voltage: 120 VAC 60 Hz
Test Operator: LWS

Test Location

Criterion Technology Immunity Area

Test Equipment

Haefely Trench PESD, 1600

Test Accessories: See Appendix C for suppoirt equipment details

Test Setup

Air Contact
Discharge Type: X X
Discharge Voltages: +8,12,15 kV +4,6.8 kV
Discharge Polarity: Positive/Negative Positive/Negative
Discharge Factor: 31second 31second
Discharge Number: 310 310
Discharge Impedance: 330 ohms/150 pF

Discharge Locations: & Human-Interface Accessible
X See Photographs APPENDIX A

Test Results of ESD

Test Status: PASSED Performance Criterion 1

Remarks

See: APPENDIX A for EUT Photographs
APPENDIX B for Data Sheets
APPENDIX D for Test Equipment Calibration Status
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3.0 APPENDIX A: EUT PHOTOGRAPHS

31 ELECTROSTATIC DISCHARGE
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40 APPENDIX B: DATA SHEETS
41 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, | EC 801-2)
TEST NUMBER: 090119-13H4 TEST ARTICLE: AccuVote-TSX
MODEL NUMBER: A, non-AVPM SERIAL NUMBER: 201946
TEMPERATURE: 18°C HUMIDITY: 44%
ATMOSPHERIC PRESSURE: 75.5kPa TEST PERSONNEL : LWS
TEST RESULTS: Complies (X) Does Not Comply ()
EUT OPERATING VOLTAGE 120VAC60Hz TEST DATE: 4-20-2009
DISCHARGE VOLTAGES NEEDED Air (A). A8 12 15kV Contact (C) C +4, 6, 8kV
TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST PASS/ OBSERVED RESPONSE
DESCRIPTION VOLTAGES | Note |PERFORMANCE| PERFORMANCE | FAIL OF THE EUT
TESTED (A,B.or C) (lor2)* (lor2)*

VIBS keypad switches (12) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam AT 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Normal Ops

VIBS keypad enclosure openings (2) A* 8 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane

EUT Bottom C+ 4kV [ 2 1 Pass Normal Ops
Vert. Coupling Plane

EUT Left C+ 4kV C 2 1 Pass Normal Ops

EUT Right C+ 4kV C 2 1 Pass Normal Ops

EUT Front C+ 4kV C 2 1 Pass Normal Ops

VIBS keypad switches (12) A* 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws AT 12 kV A 2 1 Pass Normal Ops

VIBS keypad enclosure openings (2) AT 12 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane

EUT Front Left C+ 6kV C 2 1 Pass Normal Ops
Vert. Coupling Plane

EUT Left C+ 6kV C 2 1 Pass Normal Ops

EUT Right C+ 6kV C 2 1 Pass Normal Ops

EUT Front C+ 6kV [ 2 1 Pass Normal Ops

VIBS keypad switches (12) A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 15 kV A 2 1 Pass Normal Ops

VIBS keypad enclosure openings (2) A* 15 kV A 2 1 Pass Normal Ops
Horiz Coupling Plane
EUT bottom C+ 8kV C 2 1 Pass Normal Ops
Vert. Coupling Plane
EUT Left C+ 8kV C 2 1 Pass Normal Ops
EUT Right C+ 8kV C 2 1 Pass Normal Ops
EUT Front C+ 8kV [ 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 4kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 4kV C 2 1 Pass Normal Ops
LED indicators (3) A* 8 kV C 2 1 Pass Normal Ops
Memory and power switch access lock| A* 8 kV A 2 1 Pass Normal Ops
Modem access lock A* 8 kV A 2 1 Pass Normal Ops
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Normal Ops
Display screen corners (4) A* 8 kV A 2 1 Pass Normal Ops
Display screen edges (4) A* 8 kV A 2 1 Pass Normal Ops
Rubber grip seams (6) AT 8 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) A* 8 kV A 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) A* 8 kV A 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Normal Ops
Access Lock A* 8 kV A 2 1 Pass Normal Ops
Access seam (4 pl) A* 8 kV A 2 1 Pass Normal Ops

VIBS keypad switches (12) A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 8 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Normal Ops

VIBS keypad enclosure openings (2) A* 8 kV A 2 1 Pass Normal Ops
Stand Bracket (5) A* 8 kv A 2 1 Pass Normal Ops

CONFIDENTIAL AND PROPRIETARY






CRITERION TECHNOLOGY EMC QUALIFICATION TEST REPORT Sheet 9 of 16
090410-1394 FOR PREMIER ELECTION SOLUTIONS

Horiz Coupling Plane
EUT Bottom C+ 4kV C 2 1 Pass Normal Ops

Vert. Coupling Plane
EUT Left C+ 4kV C 2 1 Pass Normal Ops
EUT Right C+ 4kV C 2 1 Pass Normal Ops
EUT Front C+ 4kV C 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 6kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 6kV C 2 1 Pass Normal Ops
LED indicators (3) AT 12 kV A 2 1 Pass Normal Ops
Memory and power switch access lock| A* 12 kV B 2 1 Pass Normal Ops
Modem access lock AT 12 kV A 2 1 Pass Normal Ops
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Normal Ops
Display screen corners (4) AT 12 kV B 2 1 Pass Normal Ops
Display screen edges (4) AT 12 kV B 2 1 Pass Normal Ops
Rubber grip seams (6) AT 12 kV A 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) [ A® 12 kv A 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) AT 12 kV A 2 1 Pass Normal Ops
Smart card slot (2 pl) AT 12 kV B 2 1 Pass Normal Ops
Access Lock AT 12 kV A 2 1 Pass Normal Ops
Access seam (4 pl) A* 12 kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) AT 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam AT 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure scrws AT 12 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure openings (2) AT 12 kV A 2 1 Pass Normal Ops
Stand Bracket (5) A* 8 kV A 2 1 Pass Normal Ops

Horiz Coupling Plane
EUT Front Left C+ 6kV Cc 2 1 Pass Normal Ops

Vert. Coupling Plane
EUT Left C+ 6kV C 2 1 Pass Normal Ops
EUT Right C+ 6kV Cc 2 1 Pass Normal Ops
EUT Front C+ 6kV C 2 1 Pass Normal Ops
Stand Bracket (1 w/grounded screw) C+ 8kV C 2 1 Pass Normal Ops
Headphone jack shell C+ 8kV C 2 1 Pass Normal Ops
LED indicators (3) A* 15 kV A 2 1 Pass Normal Ops
Memory and power switch access lock| A* 15kV B 2 1 Pass Normal Ops
Modem access lock A* 15 kV B 2 1 Pass Normal Ops
Headphone sound baffles (2) AT 15 kV A 2 1 Pass Normal Ops
Display screen corners (4) AT 15 kV B 2 1 Pass Normal Ops
Display screen edges (4) A* 15 kV B 2 1 Pass Normal Ops
Rubber grip seams (6) A* 15 kV B 2 1 Pass Normal Ops
Memory and pwr sw access seams (2) | A® 15 kV B 2 1 Pass Normal Ops
Enclosure clam shell seam (8pl) A* 15 kV A 2 1 Pass Normal Ops
Smart card slot (2 pl) A* 15 kV B 2 1 Pass Normal Ops
Access Lock A* 15 kV A 2 1 Pass Normal Ops
Access seam (4 pl) A* 15kV A 2 1 Pass Normal Ops
VIBS keypad switches (12) A* 15 kV A 2 1 Pass Normal Ops
VIBS keypad enclosure seam A* 15 kV C 2 1 Pass Normal Ops
VIBS keypad enclosure scrws A* 15kV A 2 1 Pass Normal Ops
VIBS keypad enclosure openings (2) A* 15kV B 2 1 Pass Normal Ops
Stand Bracket (5) AT 15 kV A 2 1 Pass Normal Ops

Horiz Coupling Plane
EUT bottom C+ 8kV C 2 1 Pass Normal Ops

Vert. Coupling Plane
EUT Left C+ 8kV C 2 1 Pass Normal Ops
EUT Right C+ 8kV C 2 1 Pass Normal Ops
EUT Front C+ 8kv Cc 2 1 Pass Normal Ops

*Performance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

*Performance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the
voter

DISCHARGE NOTES:

A. No Perceived discharge, and no observed response in the EUT

B. Discharge observed, but no observed response in the EUT.

C. Discharge
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5.0 APPENDIX C: PRODUCT INFORMATION FORM
CRITERION TECHNOLOGY PRODUCT INFORMATION FORM

General Information Date; 4/3/2009

Company Name: Premier Election Solutions
Company Address; 1200 W. 73" Street, Suite 350
Vancouver, B. C.
Canada V6P 3G5

Contacts:
Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com
Design Engineer: Premier Election Solutions Phone: 800-433-8683 Email: info@premierel ections.com

Test Description

De-Bug Formal (Initial) X Formal (Re-Verification)

Market I nformation (Check all that Apply)

USA X Canada___ Euro.Union__ Taiwan Japan__ New Zedand__  Austradia___
Other

Product Information

Name AccuVote-TSX Model Number A, hon-AVPM Serial Number 201946

Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 Ibs

In Stand (folded up): 23.3" height, 20" width, 6.9” depth Weight: 29 Ibs

In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32" depth Weight: 29 Ibs

Product Power Source:
Battery
Type Nickel Metal Hybride
Redundant Power Supplies

AC Supply
Input Voltage Range(s)
Phases Delta_____ Wye__
Current
Frequency
Manufacturer
Model Number
Topology
Linear Switching Mode Switching Frequency
Operation Software:
Name: Bootloader Version Number: 1.3.10
Name: WinCE Version Number: 410.3.10
Name: Ballotstation Version Number: 4.7.4

Operating Modes: (Please Include Cycle Time)
The TSX will be configured to continuously vote ballots during testing. The script will
pause for 2 seconds between keypresses, making each ballot take approximately 46 seconds to cast.

Timenecessary for EUT to be exercised and ableto fully respond: between 2 and 46 seconds.

Operation Pass/Fail Criteria:
Results of the Operational Status test.
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Immunity Testing
Test Type (Please check all that apply):
X V SS - Voting System Standards

EN 61000-6-2 —Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for
Industrial Environments

EN 55024 —Information Technology Equipment — Immunity Characteristics - Limits and
M ethods of M easurement Requirements

EN 60601-1-2 —Medical Electrical Equipment, Collateral Standard: EMC Reguirements and Test

EN 61326 -Electrical Equipment for Measurement, Control and L aboratory Use—EMC
Reguirements

EN 61000-4-2 (ESD)
Number of Metallic test points touchable by equipment operator:
Number of Non-Metallic test points touchable by equipment operator:
Isthe product enclosure completely plastic?
Isthe product enclosure partly plastic?
Arethere any additional ESD voltages required for testing? If so, list herein:
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TEST CRITERIA ATTACHMENT

IMMUNITY
During the series of immunity teststhe EUT is subjected to a series of potentially interfering signals and environments. Itis
important that for these teststo be valid, that the EUT be configured at its maximum capability and that the software or
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable
approximately 20 feet in length during the series of tests. Pass/ Fail criteriamust be clearly defined and correspond to the
equipment specifications received by the customer.

Description of the maximum capability configuration:

The TSX unit will be configured in anon-AVPM stand and will have headphones and a VIBS keypad.

Name of revision # of the test software used for the immunity tests:

Bootloader 1.3.10
Windows CE 410.3.10
BalotStation 4.7.4

Clearly defined definitive description of the pass/ fail criteria:

The TSX will passthetest if the test vote script successfully runs and plays audio throughout testing. The TSX will fail if there
is ahardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for
any reason other than the touch-screen being pressed during the test.
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6.0 APPENDIX D: TEST EQUIPMENT AND CALIBRATION STATUS

Sheet 13 0of 16

Manufacturer Name/Description Model Number Serial Number Cal. Due Date
Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009
Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009
Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009
Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009
Califorina Instruments AC Power Source Pacs-1 5001iX-CTS-411 55637/ 72242 4/21/2009
EMCO Active Loop 6502 2626 6/19/2009
Amplifier Research E-Field Probe FP2080 20236 7/16/2009
Veratech Preamp (AMP2) unknown N/A 7/18/2009
EMCO biconnical antenna 3108 9103-2441 712212009
Amplifier Research Power Amplifier 150A100A 20183 712212009
EMCO log periodic antenna 3146 9004-2763 7/123/2009
Chase Bilog 30 - 1000 MHz CB6111 1121 7/23/2009
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009
Rohde/ Schwarz LISN ESH2-25 828739-001 9/4/2009
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009
Tegam Current Probe 925236-1 12588 11/19/2009
Microwave Technologies [Standard Gain Horn & Harmonic Mixer | 12A-18 & HP11970K  [19527JE & 2332A01314| 11/26/2009
EMCO Horn 3160-08 1147 11/28/2009
FCC EM Clamp F2031 309 12/7/2009
FCC CDN FCC-801-M3-25 9714 12/7/2009
Amplifier Research Directional Coupler DC2600 302981 12/7/2009
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009
Haefely Trench Test Mag Mag 100 80162 12/12/2009
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/12010
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010
Hewlett Packard Spectrum Analyzer HP 85668 2421A00527 3/3/2010
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010
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7.0 APPENDIX E: TEST DIRECTIVES, STANDARDS AND METHODS

8.1

EUROPEAN DIRECTIVES, STANDARDS AND METHODS

89/336/EEC: Council Directive of 03 May 1989 on the Approximation of the L aws of the Member States Relating to
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993.

BS DD ENV 50204 (CENELEC): Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital
Radio Telephones - Immunity Test, 1996.

EN 55011 (CENEL EC): 1SM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and M ethods of
M easurement, 2007.

EN 55014-1 (CENELEC): Part 1. Electromagnetic Compatibility Requirements for Household Appliances, Electric
Tools and Similar Apparatus- Part 1. Emission - Product Family Standard, 2006.

EN 55022 (CENELEC): ITE - Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and Methods of
M easurement, 2007.

EN 55024 (CENELEC): ITE - Immunity Characteristics- Limits and Methods of M easurement, 2003.

EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 1: Emissions, April 1997.

EN 55103-2: Product Family standard for audio, video. audio - visual and entertainment lighting control apparatus for
professional use. Part 2: Immunity, April 1997.

EN 60601-1-2 (CENELEC): Medical Electrical Equipment. Part 1. General Reguirements for Safety - Section 1.2.
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006.

EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005.

EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial
Environments 2007.

EN61000-6-4 (CENELEC): EMC - Generic Emission Standard, Part 6-4: Industrial Environment, 23 October 2001.

EN 61000-3-2 (CENELEC): EMC - Part 2. Limits for Harmonic Current Emissions (Equipment Input Current £16 A
per phase), with Amendment 14, 2006.

EN 61000-3-3 (CENELEC): EMC - Part 3. Limitation of Voltage Fluctuation and Flicker in L ow-V oltage Supply
Systems for Equipment with Rated Current £16 A, 1998, A1:2001, A2:2006.

EN 61000-4-7 (CENEL EC): EMC — Part 4-7 Testing and measurement technigues— General quide on harmonics and

interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002,
incorporating corrigenda Nos. 1:2004 and 2:2005.

EN 61000-4-2 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 2. Electrostatic Discharge
Immunity Test, with Amendments 1 & 2, 2001.

EN 61000-4-3 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 3. Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006.

EN 61000-4-4 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 4. Electrical Fast

Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007.

EN 61000-4-5 (CENELEC): EMC - Part 4. Testing and Measurement Technigues; Section 5. Surge lmmunity Test,
2006.
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8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

EN 61000-4-6 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 6. |mmunity to Conducted

Disturbances, Induced by Radio-Frequency Fields, 2005.

EN 61000-4-8 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 8. Power Freguency

Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001.

EN 61000-4-11 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 11. Voltage Dips, Short

Interruptions and Voltage Variations Immunity Tests, 2004

EN 61326 (CENELEC): Electrical Equipment for Measurement, Control and L aboratory Use - EMC Requirements,

1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003.

47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008

Subpart A Generadl.

Subpart B Unintentional Radiators.

Subpart C Intentional Radiators.

Subpart D Unlicensed Personal Communications Service Devices.

47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008

47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008
JAPAN

VCCI V-3

CANADA

ICES-001: Interference-Causing Equipment Standard - |ISM RF Generators, 2006.

ICES-003:_Interference-Causing Equipment Standard - Digital Apparatus, 2004.

AUSTRALIA/NEW ZEALAND

SAA ASINZ 3548: Limits and Methods of M easurement of Radio Disturbance Characteristics of ITE, 1997.

ASINZS CISPR22
CHINA

CNS13438, 2006.

VOLUNTARY VOTING SYSTEM STANDARDS

VSSVolume 1 Version 1.0, 2005

VSSVolume 11 Version 1.0, 2005
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DISCLAIMERS

This report is the confidential property of the client. For the protection of our clients and ourselves, extracts from this test report cannot be

produced without prior written approval from Criterion Technology. Reproduction of the complete report can be performed at the client’s
discretion.

The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s). Test data is accurate within
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology
and the client.

Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this
report. If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product
must have electrical and mechanical characteristics identical to the device tested for this report. Criterion Technology shall have no liability for
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports.

Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted.
Compliance with the appropriate governmental standards is the responsibility of the manufacturer.
Any questions regarding this report should be directed to:

Laboratory Director

Criterion Technology Corp.

P.O. Box 489

1350 Tolland Road

Rollinsville, Colorado 80474

Phone: (303) 258-0100 Fax: (303) 258-0775
mailto:laboratory director@criteriontech.com

NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are

12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)

12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), Al (1999), A2 (2002)
12/CIS1lc - IEC/CISPR 11 (1997), Al (1999), A2 (2002)

12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)

12/CIS22 - |[EC/CISPR 22 (1997) and EN 55022 (1998) + Al (2000)

12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996
12/CIS22b - CNS13438 (2006)

12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000)
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08)

12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000)
12/EMO3 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995)
12/EMO3a - ICE 1000-3-3 (1994-12)

12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001)
12/EMO03c - ICE 61000-3-3 (1994) with Amendment 1 (2001)

12/EMO03d - ICE 61000-3-3 (1995) + Al (2001)

12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B
12/T51 - AS/INZS CISPR 22 (2002) and AS/NZS 3548 (1997)

12/101 — IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2

12/102 — IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002)

12/103 — IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4

12/104 — IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5

12/105 — IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6

12/106- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8

12/107 — IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11

The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods.
This report may contain data which is not covered by the NVLAP accreditation.

This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government.

Criterion Technology has been accredited by the following groups: NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site

(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry

Canada(#IC 3301). The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB)

for Taiwan (BSMI # SL2-IN-E-007R).

All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly

in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-1-1994 and are traceable to national standards.
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EMC QUALIFICATION TEST REPORT
AccuVote-TSX, C, with AVPM

1.0 EXECUTIVE SUMMARY

11 PURPOSE

The purpose of thisreport isto present EMC test data and demonstrate conformity to the requirements of the
prescribed standards for Immunity.

1.2 CONFORMITY

Thetest article was tested to the standards listed in Table | with the indicated conformity status. All test methods were
performed in accordance to with the standards listed.

TABLE I. IMMUNITY CONFORMITY SUMMARY

MINIMUM
COMPLIANCE | TESTING TEST CONFORMITY
TESTTYPE | “STANDARD | TECHNIQUE DESCRIPTION PERFORMANCE | ™" g1y
CRITERIA
IMMUNITY VSS X 61000-4-2 Electrostatic Discharge 2 PASSED

1.3 EQUIPMENT UNDER TEST (EUT)

EUT NAME: AccuVote-T SX
EUT MODEL/PART NUMBER(S): C.AVPM
EUT SERIAL NUMBER(S): 278293
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20 IMMUNITY STANDARDS
VSS: Voting Systems Standards

21 IMMUNITY TEST STANDARDS.

TABLE I. IMMUNITY TESTS

BASIC ENVIRONMENTAL REQUIRED
STANDARDsS | TESTED PHENOMENA SPECIFICATIONS/UNITS PERFORMANCE
+8.12.15 KV Air
IEC 61000-4-2 | KX Electrostatic Discharge Pgrf?rmanzce
+4.6.8 kV Contact riterion

2.2 PERFORMANCE CRITERIA

3.2.1 Peformance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

3.2.2 Peformance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been
completed and confirmed to the voter
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X ELECTROSTATIC DISCHARGE (ESD)

CRITERION TECHNOLOGY

M easurements of immunity against ESD were performed to the requirements of |EC 61000-4-2.

Testing Conditions

Date of Test: April 15, 2009
Temperature: 19°C

Relative Humidity: 35%
Atmospheric Pressure:  75.2kPa

Test Voltage: 120 VAC 60 Hz
Test Operator: LWS

Test Location

Criterion Technology Immunity Area

Test Equipment

Haefely Trench PESD, 1600

Test Accessories: See Appendix C for suppoirt equipment details

Test Setup

Air Contact
Discharge Type: X X
Discharge Voltages: +8,12,15 kV +4,6.8 kV
Discharge Polarity: Positive/Negative Positive/Negative
Discharge Factor: 31second 31second
Discharge Number: 310 310
Discharge Impedance: 330 ohms/150 pF

Discharge Locations: & Human-Interface Accessible
X See Photographs APPENDIX A

Test Results of ESD

Test Status: PASSED Performance Criterion 1,2

Remarks

See: APPENDIX A for EUT Photographs
APPENDIX B for Data Sheets
APPENDIX D for Test Equipment Calibration Status
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3.0 APPENDIX A: EUT PHOTOGRAPHS

31 ELECTROSTATIC DISCHARGE
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40 APPENDIX B: DATA SHEETS
41 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, | EC 801-2)
TEST NUMBER: 090119-1395 TEST ARTICLE: AccuVote-TSX
MODEL NUMBER: C, with AVPM SERIAL NUMBER: 278293
TEMPERATURE: 1°C HUMIDITY: 35%
ATMOSPHERIC PRESSURE: 75.2kPa TEST PERSONNEL : LWS
TEST RESULTS: Complies (X) Does Not Comply ()
EUT OPERATING VOLTAGE 120VAC60Hz TEST DATE: 4-15-2009
Air (A),A*8,12,15
DISCHARGE VOLTAGES NEEDED KV (A) Contact (C) C +4, 6, 8kV
TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST | PASS/ OBSERVED RESPONSE
DESCRIPTION VOLTAGES | NoTe | PERFORMANCE|PERFORMANCE | FAIL OF THE EUT
* *
TESTED (AB.or C) (1or2) (lor?2)
Headphone jack shell C+ 4kV C 2 1 Pass Ops Norm
LEDs (3) A* 8 kv A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 8 kV A 2 1 Pass Ops Norm
Modem access lock A* 8 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Ops Norm
Display screen corners (4) A* 8 kV A 2 1 Pass Ops Norm
Display screen edges (4) A* 8 kv A 2 1 Pass Ops Norm
Rubber grip seams (6) AT 8 kv A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ A* 8 kV B 2 1 Pass Ops Norm
Enclosure clam shell seam (8pl) AT 8 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 8 kv A 2 1 Pass Ops Norm
printer access lock A* 8 kv A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 8 kV A 2 1 Pass Ops Norm, printer ran out of
paper
Printer access hatch (4 pl) AT 8 kV A 2 1 Pass Ops Norm
VIBS keypad switches (12) A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 8 kv C 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 8kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Front Left C+ 4kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Left C+ 4kV C 2 1 Pass Ops Norm
EUT Right C+ 4kV C 2 1 Pass Ops Norm
EUT Front C+ 4kV C 2 1 Pass Ops Norm
Headphone jack shell C+ 6kV C 2 1 Pass Ops Norm
LEDs (3) AT 12 kV B 2 1 Pass Ops Norm
Modem access lock AT 12 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Ops Norm
Display screen corners (4) AT 12 kV A 2 1 Pass Ops Norm
Display screen edges (4) AT 12 kV A 2 1 Pass Ops Norm
Rubber grip seams (6) AT 12 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ AT 12 kV A 2 1 Pass Ops Norm
Enclosure clam shell seam (8pl) AT 12 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) AT 12 kV B 2 1 Pass Ops Norm
printer access lock AT 12 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 12 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad switches (12) AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure seam AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws AT 12 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Front Left C+ 6kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Left C+ 6kV C 2 1 Pass Ops Norm
EUT Right C+ 6kV C 2 1 Pass Ops Norm
EUT Front C+ 6kV C 2 1 Pass Ops Norm
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Headphone jack shell C+ 8kV C 2 1 Pass Ops Norm
LEDs AT 15 kV A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 15 kV B 2 1 Pass Ops Norm
Modem access lock A* 15 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 15 kV B 2 1 Pass Ops Norm
Display screen corners (4) A* 15 kV B 2 1 Pass Ops Norm
Display screen edges (4) A* 15 kV B 2 2 Pass Ops norm Macro stopped
Rubber grip seams (6) A* 15 kV B 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ AT 15 kV B 2 1 Pass Ops Norm
Enclosure clam shell seam (8pl) A* 15 kV B 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 15 kV B 2 1 Pass Ops Norm
printer access lock A* 15 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 15 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) A* 15 kV B 2 1 Pass Ops Norm
VIBS keypad switches (12) A* 15 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 15 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 15 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 15 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT bottom C+ 8kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Left C+ 8kV C 2 1 Pass Ops Norm
EUT Right C+ 8kV Cc 2 1 Pass Ops Norm
EUT Front C+ 8kVv C 2 1 Pass Ops Norm
Headphone jack shell C+ 4kV C 2 1 Pass Ops Norm
LEDs (3) A* 8 kV A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 8 kV A 2 1 Pass Ops Norm
Modem access lock A* 8 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Ops Norm
Display screen corners (4) AT 8 kV A 2 1 Pass Ops Norm
Display screen edges (4) A* 8 kV A 2 1 Pass Ops Norm
Rubber grip seams (6) A* 8 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) | A* 8 kV B 2 1 Pass Ops Norm
Enclosure clam shell seam (8pl) A* 8 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Ops Norm
printer access lock A* 8 kv A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 8 kV A 2 1 Pass Ops Norm, printer ran out of
paper
Printer access hatch (4 pl) A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad switches (12) A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 8 kV C 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 8kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Front Left C+ 4kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Left C+ 4kV C 2 1 Pass Ops Norm
EUT Right C+ 4kV C 2 1 Pass Ops Norm
EUT Front C+ 4kV C 2 1 Pass Ops Norm
Headphone jack shell C+ 6kV C 2 1 Pass Ops Norm
LEDs (3) A* 12 kV B 2 1 Pass Ops Norm
Modem access lock A* 12 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Ops Norm
Display screen corners (4) AT 12 kV A 2 1 Pass Ops Norm
Display screen edges (4) AT 12 kV A 2 1 Pass Ops Norm
Rubber grip seams (6) A* 12 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) | A® 12 kV A 2 1 Pass Ops Norm
Enclosure clam shell seam (8pl) AT 12 kV A 2 1 Pass Ops Norm

*Performance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

*Performance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the

voter
DISCHARGE NOTES:

A. No Perceived discharge, and no observed response in the EUT
B. Discharge observed, but no observed response in the EUT.

C. Discharge
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5.0 APPENDIX C: PRODUCT INFORMATION FORM
CRITERION TECHNOLOGY PRODUCT INFORMATION FORM

General Information Date; 4/3/2009

Company Name: Premier Election Solutions
Company Address; 1200 W. 73" Street, Suite 350
Vancouver, B. C.
Canada V6P 3G5

Contacts:
Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com
Design Engineer: Premier Election Solutions Phone: 800-433-8683 Email: info@premierel ections.com

Test Description

De-Bug Formal (Initial) X Formal (Re-Verification)

Market I nformation (Check all that Apply)

USA X Canada___ Euro.Union__ Taiwan Japan__ New Zedand__  Austradia___
Other

Product Information

Name AccuVote-TSX Model Number C, with AVPM Serial Number 278293

Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 Ibs

In Stand (folded up): 23.3" height, 20" width, 6.9” depth Weight: 29 Ibs

In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32" depth Weight: 29 Ibs

Product Power Source:
Battery
Type Nickel Metal Hybride
Redundant Power Supplies

AC Supply
Input Voltage Range(s)
Phases Delta_____ Wye__
Current
Frequency
Manufacturer
Model Number
Topology
Linear Switching Mode Switching Frequency
Operation Software:
Name: Bootloader Version Number: 1.3.10
Name: WinCE Version Number: 410.3.10
Name: Ballotstation Version Number: 4.7.4

Operating Modes: (Please Include Cycle Time)
The TSX will be configured to continuously vote ballots during testing. The script will
pause for 2 seconds between keypresses, making each ballot take approximately 46 seconds to cast.

Time necessary for EUT to be exercised and abl eto fully respond: between 2 and 46 seconds.

Operation Pass/Fail Criteria:
Results of the Operational Status test.
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Immunity Testing
Test Type (Please check all that apply):
X V SS - Voting System Standards

EN 61000-6-2 —Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for
Industrial Environments

EN 55024 —Information Technology Equipment — Immunity Characteristics - Limits and
M ethods of M easurement Requirements

EN 60601-1-2 —Medical Electrical Equipment, Collateral Standard: EMC Reguirements and Test

EN 61326 -Electrical Equipment for Measurement, Control and L aboratory Use—EMC
Reguirements

EN 61000-4-2 (ESD)
Number of Metallic test points touchable by equipment operator:
Number of Non-Metallic test points touchable by equipment operator:
Isthe product enclosure completely plastic?
Isthe product enclosure partly plastic?
Arethere any additional ESD voltages required for testing? If so, list herein:
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TEST CRITERIA ATTACHMENT

IMMUNITY
During the series of immunity teststhe EUT is subjected to a series of potentially interfering signals and environments. Itis
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable
approximately 20 feet in length during the series of tests. Pass/ Fail criteriamust be clearly defined and correspond to the
equipment specifications received by the customer.

Description of the maximum capability configuration:

The TSX unit will be configured in anon-AVPM stand and will have headphones and a VIBS keypad.

Name of revision # of the test software used for the immunity tests:

Bootloader 1.3.10
Windows CE 410.3.10
BalotStation 4.7.4

Clearly defined definitive description of the pass/ fail criteria:

The TSX will passthetest if the test vote script successfully runs and plays audio throughout testing. The TSX will fail if there
is ahardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for
any reason other than the touch-screen being pressed during the test.
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6.0 APPENDIX D: TEST EQUIPMENT AND CALIBRATION STATUS
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Manufacturer Name/Description Model Number Serial Number Cal. Due Date
Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009
Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009
Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009
Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009
Califorina Instruments AC Power Source Pacs-1 5001iX-CTS-411 55637/ 72242 4/21/2009
EMCO Active Loop 6502 2626 6/19/2009
Amplifier Research E-Field Probe FP2080 20236 7/16/2009
Veratech Preamp (AMP2) unknown N/A 7/18/2009
EMCO biconnical antenna 3108 9103-2441 712212009
Amplifier Research Power Amplifier 150A100A 20183 712212009
EMCO log periodic antenna 3146 9004-2763 7/123/2009
Chase Bilog 30 - 1000 MHz CB6111 1121 7/23/2009
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009
Rohde/ Schwarz LISN ESH2-25 828739-001 9/4/2009
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009
Tegam Current Probe 925236-1 12588 11/19/2009
Microwave Technologies [Standard Gain Horn & Harmonic Mixer | 12A-18 & HP11970K  [19527JE & 2332A01314| 11/26/2009
EMCO Horn 3160-08 1147 11/28/2009
FCC EM Clamp F2031 309 12/7/2009
FCC CDN FCC-801-M3-25 9714 12/7/2009
Amplifier Research Directional Coupler DC2600 302981 12/7/2009
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009
Haefely Trench Test Mag Mag 100 80162 12/12/2009
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/12010
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010
Hewlett Packard Spectrum Analyzer HP 85668 2421A00527 3/3/2010
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010
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7.0 APPENDIX E: TEST DIRECTIVES, STANDARDS AND METHODS

8.1

EUROPEAN DIRECTIVES, STANDARDS AND METHODS

89/336/EEC: Council Directive of 03 May 1989 on the Approximation of the L aws of the Member States Relating to
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993.

BS DD ENV 50204 (CENELEC): Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital
Radio Telephones - Immunity Test, 1996.

EN 55011 (CENEL EC): 1SM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and M ethods of
M easurement, 2007.

EN 55014-1 (CENELEC): Part 1. Electromagnetic Compatibility Requirements for Household Appliances, Electric
Tools and Similar Apparatus- Part 1. Emission - Product Family Standard, 2006.

EN 55022 (CENELEC): ITE - Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and Methods of
M easurement, 2007.

EN 55024 (CENELEC): ITE - Immunity Characteristics- Limits and Methods of M easurement, 2003.

EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 1: Emissions, April 1997.

EN 55103-2: Product Family standard for audio, video. audio - visual and entertainment lighting control apparatus for
professional use. Part 2: Immunity, April 1997.

EN 60601-1-2 (CENELEC): Medical Electrical Equipment. Part 1. General Reguirements for Safety - Section 1.2.
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006.

EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005.

EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial
Environments 2007.

EN61000-6-4 (CENELEC): EMC - Generic Emission Standard, Part 6-4: Industrial Environment, 23 October 2001.

EN 61000-3-2 (CENELEC): EMC - Part 2. Limits for Harmonic Current Emissions (Equipment Input Current £16 A
per phase), with Amendment 14, 2006.

EN 61000-3-3 (CENELEC): EMC - Part 3. Limitation of Voltage Fluctuation and Flicker in L ow-V oltage Supply
Systems for Equipment with Rated Current £16 A, 1998, A1:2001, A2:2006.

EN 61000-4-7 (CENEL EC): EMC — Part 4-7 Testing and measurement technigues— General quide on harmonics and

interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002,
incorporating corrigenda Nos. 1:2004 and 2:2005.

EN 61000-4-2 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 2. Electrostatic Discharge
Immunity Test, with Amendments 1 & 2, 2001.

EN 61000-4-3 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 3. Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006.

EN 61000-4-4 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 4. Electrical Fast
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007.

EN 61000-4-5 (CENELEC): EMC - Part 4. Testing and Measurement Technigues; Section 5. Surge lmmunity Test,
2006.
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8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

EN 61000-4-6 (CENELEC): EMC - Part 4. Testing and M easurement Techniques; Section 6. |mmunity to Conducted

Disturbances, Induced by Radio-Frequency Fields, 2005.

EN 61000-4-8 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 8. Power Freguency

Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001.

EN 61000-4-11 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 11. Voltage Dips, Short

Interruptions and Voltage V ariations |mmunity Tests, 2004

EN 61326 (CENELEC): Electrical Equipment for Measurement, Control and L aboratory Use - EMC Requirements,

1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003.

47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008

Subpart A General.

Subpart B Unintentional Radiators.

Subpart C Intentional Radiators.

Subpart D Unlicensed Personal Communications Service Devices.

47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008

47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008
JAPAN

VCCI V-3

CANADA

ICES-001: Interference-Causing Equipment Standard - |ISM RF Generators, 2006.

ICES-003:_Interference-Causing Equipment Standard - Digital Apparatus, 2004.

AUSTRALIA/NEW ZEALAND

SAA ASINZ 3548: Limits and M ethods of M easurement of Radio Disturbance Characteristics of ITE, 1997.

ASINZS CISPR22
CHINA

CNS13438, 2006.

VOLUNTARY VOTING SYSTEM STANDARDS

VSSVolume 1 Version 1.0, 2005

VSSVolume 11 Version 1.0, 2005
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DISCLAIMERS

This report is the confidential property of the client. For the protection of our clients and ourselves, extracts from this test report cannot be

produced without prior written approval from Criterion Technology. Reproduction of the complete report can be performed at the client’s
discretion.

The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s). Test data is accurate within
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology
and the client.

Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this
report. If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product
must have electrical and mechanical characteristics identical to the device tested for this report. Criterion Technology shall have no liability for
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports.

Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted.
Compliance with the appropriate governmental standards is the responsibility of the manufacturer.
Any questions regarding this report should be directed to:

Laboratory Director

Criterion Technology Corp.

P.O. Box 489

1350 Tolland Road

Rollinsville, Colorado 80474

Phone: (303) 258-0100 Fax: (303) 258-0775
mailto:laboratory director@criteriontech.com

NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are

12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)

12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), Al (1999), A2 (2002)
12/CIS1lc - IEC/CISPR 11 (1997), Al (1999), A2 (2002)

12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)

12/CIS22 - |[EC/CISPR 22 (1997) and EN 55022 (1998) + Al (2000)

12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996
12/CIS22b - CNS13438 (2006)

12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000)
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08)

12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000)
12/EMO3 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995)
12/EMO3a - ICE 1000-3-3 (1994-12)

12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001)
12/EMO03c - ICE 61000-3-3 (1994) with Amendment 1 (2001)

12/EMO03d - ICE 61000-3-3 (1995) + Al (2001)

12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B
12/T51 - AS/INZS CISPR 22 (2002) and AS/NZS 3548 (1997)

12/101 — IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2

12/102 — IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002)

12/103 — IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4

12/104 — IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5

12/105 — IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6

12/106- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8

12/107 — IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11

The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods.
This report may contain data which is not covered by the NVLAP accreditation.

This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government.

Criterion Technology has been accredited by the following groups: NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site

(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry

Canada(#IC 3301). The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB)

for Taiwan (BSMI # SL2-IN-E-007R).

All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly

in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-1-1994 and are traceable to national standards.
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EMC QUALIFICATION TEST REPORT
AccuVote-TSX, D, with AVPM

1.0 EXECUTIVE SUMMARY

11 PURPOSE

The purpose of thisreport isto present EMC test data and demonstrate conformity to the requirements of the
prescribed standards for Immunity.

1.2 CONFORMITY

Thetest article was tested to the standards listed in Table | with the indicated conformity status. All test methods were
performed in accordance to with the standards listed.

TABLE I. IMMUNITY CONFORMITY SUMMARY

MINIMUM
COMPLIANCE | TESTING TEST CONFORMITY
TESTTYPE | “STANDARD | TECHNIQUE DESCRIPTION PERFORMANCE | ™" g1y
CRITERIA
IMMUNITY VSS X 61000-4-2 Electrostatic Discharge 2 PASSED

1.3 EQUIPMENT UNDER TEST (EUT)

EUT NAME: AccuVote-T SX
EUT MODEL/PART NUMBER(S): D, with AVPM
EUT SERIAL NUMBER(S): 246992
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20 IMMUNITY STANDARDS
VSS: Voting Systems Standards

21 IMMUNITY TEST STANDARDS.

TABLE I. IMMUNITY TESTS

BASIC ENVIRONMENTAL REQUIRED
STANDARDsS | TESTED PHENOMENA SPECIFICATIONS/UNITS PERFORMANCE
+8.12.15 KV Air
[EC61000-4-2 | X Electrostatic Discharge Pgrf?rmanzce
+4.6.8 kV Contact riterion

2.2 PERFORMANCE CRITERIA

3.2.1 Peformance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

3.2.2 Peformance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been
completed and confirmed to the voter
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X ELECTROSTATIC DISCHARGE (ESD)

CRITERION TECHNOLOGY

M easurements of immunity against ESD were performed to the requirements of |EC 61000-4-2.

Testing Conditions

Date of Test: April 15, 2009
Temperature: 19°C

Relative Humidity: 35%
Atmospheric Pressure:  75.2kPa

Test Voltage: 120 VAC 60 Hz
Test Operator: LWS

Test Location

Criterion Technology Immunity Area

Test Equipment

Haefely Trench PESD, 1600

Test Accessories: See Appendix C for suppoirt equipment details

Test Setup

Air Contact
Discharge Type: X X
Discharge Voltages: +8,12,15 kV +4,6.8 kV
Discharge Polarity: Positive/Negative Positive/Negative
Discharge Factor: 31second 31second
Discharge Number: 310 310
Discharge Impedance: 330 ohms/150 pF

Discharge Locations: & Human-Interface Accessible
X See Photographs APPENDIX A

Test Results of ESD

Test Status: PASSED Performance Criterion 1

Remarks

See: APPENDIX A for EUT Photographs
APPENDIX B for Data Sheets
APPENDIX D for Test Equipment Calibration Status
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3.0 APPENDIX A: EUT PHOTOGRAPHS

31 ELECTROSTATIC DISCHARGE
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40 APPENDIX B: DATA SHEETS

41  ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, |EC 801-2)
TEST NUMBER: 090119-13A4 TEST ARTICLE: AccuVote-TSX
MODEL NUMBER: D, with AVPM SERIAL NUMBER: 246992
TEMPERATURE: 1°rC HUMIDITY: 44%
ATMOSPHERIC PRESSURE: 75.2kPa TEST PERSONNEL : LWS
TEST RESULTS: Complies (X) Does Not Comply ()
EUT OPERATING VOLTAGE 120VAC60Hz TEST DATE: 4-15-2009

DISCHARGE VOLTAGES NEEDED

Air (A), A*8 12, 15kV

Contact (C) C +4, 6, 8kV

TEST POINT DISCHARGE | DISCHARGE | REQUIRED TEST | ACTUAL TEST PASS/ OBSERVED RESPONSE
DESCRIPTION VOLTAGES | Note |PERFORMANCE| PERFORMANCE | FAIL OF THE EUT
TESTED (A,B.or C) (lor2)* (lor2)*
Headphone jack shell C+ 4kV C 2 1 Pass Ops Norm
Memory and power switch access lock| A* 8 kV B 2 1 Pass Ops Norm
LEDs (3) A* 8 kV A 2 1 Pass Ops Norm
Modem access lock A* 8 kV B 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Ops Norm
Display screen corners (4) A* 8 kV A 2 1 Pass Ops Norm
Display screen edges (4) AT 8 kV A 2 1 Pass Ops Norm
Rubber grip seams (6) A* 8 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) AT 8 kV B 2 1 Pass  |Ops Norm,discharge on flaf
Enclosure clam shell seam (8pl) A* 8 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Ops Norm
printer access lock AT 8 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 8 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) AT 8 kV A 2 1 Pass Ops Norm
VIBS keypad switches (12) A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 8 kV C 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Bottom C+ 4kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Front C+ 4kVv C 2 1 Pass Ops Norm
EUT Right C+ 4kV C 2 1 Pass Ops Norm
EUT Left C+ 4kV [ 2 1 Pass Ops Norm
Headphone jack shell C+ 6kV C 2 1 Pass Ops Norm
LEDs A* 12 kV A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 12 kV B 2 1 Pass Ops Norm
Modem access lock A* 12 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Ops Norm
Display screen corners (4) A* 12 kV B 2 1 Pass Ops Norm
Display screen edges (4) A* 12 kV B 2 1 Pass Ops Norm
Rubber grip seams (6) AT 12 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ A* 12 kV B 2 1 Pass Ops Norm, discharge on
Mem lock
Enclosure clam shell seam (8pl) A* 12 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 12 kV B 2 1 Pass Ops Norm
printer access lock AT 12 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 12 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) A* 12 kV B 2 1 Pass Ops Norm
VIBS keypad switches (12) AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) AT 12 kV C 2 1 Pass Ops Norm
VIBS keypad enclosure seam AT 12 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 12 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Bottom C+ 6kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Front C+ 6kv C 2 1 Pass Ops Norm
EUT Right C+ 6kV C 2 1 Pass Ops Norm
EUT Left C+ 6kV C 2 1 Pass Ops Norm
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Headphone jack shell C+ 8kV C 2 1 Pass Ops Norm
LEDs (3) A* 15 kV A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 15 kv B 2 1 Pass Ops Norm
Modem access lock A* 15 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 15 kV A 2 1 Pass Ops Norm
Display screen corners (4) AT 15 kV B 2 1 Pass Ops Norm
Display screen edges (4) A* 15 kV B 2 1 Pass Ops Norm
Rubber grip seams (6) A* 15 kV B 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ A* 15 kV B 2 1 Pass Ops Norm, discharge on
Mem lock
Enclosure clam shell seam (8pl) A* 15 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 15 kV B 2 1 Pass Ops Norm
printer access lock A* 15 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 15 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) A* 15 kV B 2 1 Pass  |Ops Norm, printer locks up|
requires op intervention,
mitigated printer mounting
w/mylar film
VIBS keypad switches (12) AT 15 kV A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 15 kV C 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 15 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 15 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Bottom C+ 8kV C 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Front C+ 8kv Cc 2 1 Pass Ops Norm
EUT Right C+ 8kV C 2 1 Pass Ops Norm
EUT Left C+ 8kV C 2 1 Pass Ops Norm
Headphone jack shell C+ 4kV C 2 1 Pass Ops Norm
Memory and power switch access lock] A* 8 kV B 2 1 Pass Ops Norm
LEDs (3) A* 8 kv A 2 1 Pass Ops Norm
Modem access lock A* 8 kV B 2 1 Pass Ops Norm
Headphone sound baffles (2) A* 8 kV A 2 1 Pass Ops Norm
Display screen corners (4) A* 8 kv A 2 1 Pass Ops Norm
Display screen edges (4) AT 8 kV A 2 1 Pass Ops Norm
Rubber grip seams (6) A* 8 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) AT 8 kV B 2 1 Pass  |Ops Norm,discharge on flaf
Enclosure clam shell seam (8pl) A* 8 kv A 2 1 Pass Ops Norm
Smart card slot (2 pl) A* 8 kV A 2 1 Pass Ops Norm
printer access lock A* 8 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) A* 8 kv A 2 1 Pass Ops Norm
Printer access hatch (4 pl) AT 8 kV A 2 1 Pass Ops Norm
VIBS keypad switches (12) A* 8 kv A 2 1 Pass Ops Norm
VIBS keypad openings (2) A* 8 kV C 2 1 Pass Ops Norm
VIBS keypad enclosure seam A* 8 kV A 2 1 Pass Ops Norm
VIBS keypad enclosure scrws A* 8 kV A 2 1 Pass Ops Norm
Horiz Coupling Plane
EUT Bottom C+ 4kV Cc 2 1 Pass Ops Norm
Vert. Coupling Plane
EUT Front C+ 4kV C 2 1 Pass Ops Norm
EUT Right C+ 4kV Cc 2 1 Pass Ops Norm
EUT Left C+ 4kV C 2 1 Pass Ops Norm
Headphone jack shell C+ 6kV C 2 1 Pass Ops Norm
LEDs A* 12 kV A 2 1 Pass Ops Norm
Memory and power switch access lock| A* 12 kV B 2 1 Pass Ops Norm
Modem access lock AT 12 kV A 2 1 Pass Ops Norm
Headphone sound baffles (2) AT 12 kV A 2 1 Pass Ops Norm
Display screen corners (4) A* 12 kV B 2 1 Pass Ops Norm
Display screen edges (4) AT 12 kV B 2 1 Pass Ops Norm
Rubber grip seams (6) AT 12 kV A 2 1 Pass Ops Norm
Memory and pwr sw access seams (2) [ A* 12 kv B 2 1 Pass Ops Norm, discharge on
Mem lock
Enclosure clam shell seam (8pl) A* 12 kV A 2 1 Pass Ops Norm
Smart card slot (2 pl) AT 12 kV B 2 1 Pass Ops Norm
printer access lock A* 12 kV A 2 1 Pass Ops Norm
Ballot viewing window (4 pl) AT 12 kV A 2 1 Pass Ops Norm
Printer access hatch (4 pl) AT 12 kV B 2 1 Pass Ops Norm
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*Performance Criterion 1

The EUT shall be able to withstand the test without disruption of the normal operation or loss of data.

*Performance Criterion 2

The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the
voter

DISCHARGE NOTES:

A. No Perceived discharge, and no observed response in the EUT

B. Discharge observed, but no observed response in the EUT.

C. Discharge
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5.0 APPENDIX C: PRODUCT INFORMATION FORM
CRITERION TECHNOLOGY PRODUCT INFORMATION FORM

General Information Date: 4/3/2009

Company Name: Premier Election Solutions
Company Address; 1200 W. 73" Street, Suite 350
Vancouver, B. C.
Canada V6P 3G5

Contacts:
Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com
Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierel ections.com

Test Description

De-Bug Formal (Initial) X Formal (Re-Verification)

Market Information (Check all that Apply)

USA X Canada__ Euro.Union__ Tawan Japan__ New Zeadand__  Austraia___
Other

Product Information

Name AccuVote-TSX Model Number D, with AVPM Serial Number 246992

Product Dimensions: 15" height, 14.5” width, 2.75" depth Weight: 10 Ibs

In Stand (folded up): 23.3" height, 20" width, 6.9” depth Weight: 29 Ibs

In Stand (setup non-AVPM): 54.75" height, 28.5” width, 32" depth Weight: 29 Ibs

Product Power Source:

Battery
Type Nickel Metal Hybride
Redundant Power Supplies

AC Supply
Input Voltage Range(s)
Phases Delta____ Wye
Current
Frequency
Manufacturer
Model Number

Topology
Linear Switching Mode Switching Frequency

Operation Software:
Name: Bootloader Version Number: 1.3.10
Name: WinCE Version Number: 410.3.10
Name: Ballotstation Version Number: 4.7.4

Operating Modes:. (Please Include Cycle Time)
The TSX will be configured to continuously vote ballots during testing. The script will
pause for 2 seconds between keypresses, making each ballot take approximately 46 secondsto cast.

Timenecessary for EUT to be exercised and ableto fully respond: between 2 and 46 seconds.

Operation Pasg/Fail Criteria:
Results of the Operational Status test.
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Immunity Testing
Test Type (Please check all that apply):
X V SS—Voting System Standards

EN 61000-6-2 —Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for
Industrial Environments

EN 55024 —Information Technology Equipment — Immunity Characteristics- Limits and
M ethods of Measurement Reguirements

EN 60601-1-2 —Medical Electrical Equipment, Collateral Standard: EM C Requirements and Test

EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use—EMC
Requirements

EN 61000-4-2 (ESD)
Number of Metallic test points touchable by equipment operator:
Number of Non-Metallic test points touchable by equipment operator:
I'sthe product enclosure completely plastic?
Isthe product enclosure partly plastic?
Arethere any additional ESD voltages required for testing? If so, list herein:
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TEST CRITERIA ATTACHMENT

IMMUNITY
During the series of immunity teststhe EUT is subjected to a series of potentially interfering signals and environments. Itis
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable
approximately 20 feet in length during the series of tests. Pass/ Fail criteriamust be clearly defined and correspond to the
equipment specifications received by the customer.

Description of the maximum capability configuration:

The TSX unit will be configured in anon-AVPM stand and will have headphones and aVIBS keypad.

Name of revision # of the test software used for the immunity tests:

Bootloader 1.3.10
Windows CE 410.3.10
BallotStation 4.7.4

Clearly defined definitive description of the pass/ fail criteria:

The TSX will passthetest if the test vote script successfully runs and plays audio throughout testing. The TSX will fail if there
is ahardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for
any reason other than the touch-screen being pressed during the test.
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CRITERION TECHNOLOGY

6.0 APPENDIX D: TEST EQUIPMENT AND CALIBRATION STATUS

Manufacturer Name/Description Model Number Serial Number Cal. Due Date
Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009
Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009
Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009
Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009
Califorina Instruments AC Power Source Pacs-1 5001iX-CTS-411 55637/ 72242 4/21/2009
EMCO Active Loop 6502 2626 6/19/2009
Amplifier Research E-Field Probe FP2080 20236 7116/2009
Veratech Preamp (AMP2) unknown N/A 7118/2009
EMCO biconnical antenna 3108 9103-2441 712212009
Amplifier Research Power Amplifier 150A100A 20183 712212009
EMCO log periodic antenna 3146 9004-2763 7123/2009
Chase Bilog 30 - 1000 MHz CB6111 1121 7123/2009
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009
Rohde/ Schwarz LISN ESH2-75 828739-001 9/4/2009
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009
Tegam Current Probe 925236-1 12588 11/19/2009
Microwave Technologies |Standard Gain Horn & Harmonic Mixer |  12A-18 & HP11970K  |19527JE & 2332A01314| 11/26/2009
EMCO Horn 3160-08 1147 11/28/2009
FCC EM Clamp F2031 309 12/7/2009
FCC CDN FCC-801-M3-25 9714 12/7/2009
Amplifier Research Directional Coupler DC2600 302981 12/7/2009
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009
Haefely Trench Test Mag Mag 100 80162 12/12/2009
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010
Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010
Hewlett Packard Spectrum Analyzer HP 85668 2421A00527 3/3/2010
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010
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7.0 APPENDIX E: TEST DIRECTIVES, STANDARDSAND METHODS
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS

89/336/EEC: Council Directive of 03 May 1989 on the Approximation of the L aws of the Member States Relating to
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993.

BS DD ENV 50204 (CENELECQC): Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital
Radio Telephones - Immunity Test, 1996.

EN 55011 (CENELEC): 1SM Radio-Freguency Equipment Radio Disturbance Characteristics- Limits and M ethods of
M easurement, 2007.

EN 55014-1 (CENEL EC): Part 1. Electromagnetic Compatibility Requirements for Household Appliances, Electric
Tools and Similar Apparatus- Part 1. Emission - Product Family Standard, 2006.

EN 55022 (CENELEC): ITE - Radio-Frequency Equipment Radio Disturbance Characteristics- Limits and Methods of
M easurement, 2007.

EN 55024 (CENELEC): ITE - Immunity Characteristics- Limits and Methods of Measurement, 2003.

EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 1: Emissions, April 1997.

EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for
professional use. Part 2: Immunity, April 1997.

EN 60601-1-2 (CENEL EC): Medical Electrical Equipment. Part 1. General Requirements for Safety - Section 1.2.
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006.

EN 61000-6-2: EM G- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005.

EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial
Environments 2007.

EN61000-6-4 (CENELEC): EMC - Generic Emission Standard, Part 6-4: Industrial Environment, 23 October 2001.

EN 61000-3-2 (CENELEC): EMC - Part 2. Limits for Harmonic Current Emissions (Equipment Input Current £16 A
per phase), with Amendment 14, 2006.

EN 61000-3-3 (CENELEC): EMC - Part 3. Limitation of Voltage Fluctuation and Flicker in L ow-V oltage Supply
Systems for Equi pment with Rated Current £16 A, 1998, A1:2001, A2:2006.

EN 61000-4-7 (CENEL EC): EMC — Part 4-7 Testing and measurement technigues— General guide on harmonics and

interharmonics measurements and instrunmentation, for power supply systems and equipment connected thereto: 2002,
incorporating corrigenda Nos. 1:2004 and 2:2005.

EN 61000-4-2 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 2. Electrostatic Discharge
Immunity Test, with Amendments 1 & 2, 2001.

EN 61000-4-3 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 3. Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006.

EN 61000-4-4 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 4. Electrical Fast
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007.

EN 61000-4-5 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 5. Surge Immunity Test,
2006.

CONFIDENTIAL AND PROPRIETARY





Sheet 16 of 16 EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY

090410-1396D FOR PREMIERELECTION SOLUTIONS

8.2

8.3

8.4

8.5

8.6

8.7

8.8

8.9

EN 61000-4-6 (CENELEC): EMC - Part 4. Testing and Measurement Technigues; Section 6. Immunity to Conducted
Disturbances, Induced by Radio-Frequency Fields, 2005.

EN 61000-4-8 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 8. Power Frequency

Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001.

EN 61000-4-11 (CENELEC): EMC - Part 4. Testing and Measurement Techniques; Section 11. Voltage Dips, Short

Interruptions and Voltage V ariations |mmunity Tests, 2004

EN 61326 (CENELEC): Electrical Equipment for Measurement, Control and L aboratory Use - EMC Requirements.
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003.

47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008

Subpart A General.

Subpart B Unintentional Radiators.

Subpart C Intentional Radiators.

Subpart D Unlicensed Personal Communications Service Devices.

47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008

47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008
JAPAN

VCCI V-3

CANADA

ICES-001: Interference-Causing Equipment Standard - [SM RF Generators, 2006.

ICES-003:_Interference-Causing Equipment Standard - Digital Apparatus, 2004.

AUSTRALIA/NEW ZEALAND

SAA ASINZ 3548: Limits and Methods of M easurement of Radio Disturbance Characteristics of ITE, 1997.

ASINZS CISPR22
CHINA

CNS13438, 2006.

VOLUNTARY VOTING SYSTEM STANDARDS

VSS-Volume 1 Version 1.0, 2005

VSS-Volume 11 Version 1.0, 2005
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7.7 Appendix G: Trusted Build and Validation Tools
ASSURE® 1.2 Voting System

The Premier ASSURE® 1.2 voting system is composed of the hardware, software, and documents identified in
section 3.

iBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHA1 hashes during trusted builds.
Both algorithms have been validated using the test data from the NIST NSRL website
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also used by
some states to verify their voting software. The MD5 and SHA1 hashes are taken to be consistent with the currently
distributed NSRL data files which contain the hash resulting from each of those two algorithms.

Listed below are the source code versions reviewed by iBeta (or by SysTest if marked as "Re-use" in accordance
with the Reuse of prior testing conducted by SysTest Laboratories Letter (PCA Source Code Review) letter) for the
Final Trusted Builds versions of the Premier ASSURE® 1.2 voting system (NIST Handbook 150-22 4.2.3, 4.13.2,
4.13.4,5.10.4 VSS vol. 1: 9.6.2.4). During the Premier Trusted Build process, the reviewed minor version (typically
of 4 levels) is then released to a major version with 3 levels with the exception of the AutoMARK PVR and PAVR
that is versioned based on the compile date. As the Trusted Build process was executed a number of times during
the test campaign, the Trusted Build sheets within this section contain, in many cases, numerous documentation of
an application build. The final Trusted Build was utilized for the full end-to-end regression test in accordance with
the requirements of the Section 5.6.3.4 of the EAC Testing and Certification Program Manual.

Application
GEMS 1.21.4.2 1.21.5 07/17/09 7.7.1
AccuVote-OS CC | 2.0.14.1 2.0.15 07/14/09 7.7.3
AccuVote-OS PC | 1.96.12.1 1.96.13 07/14/09 7.7.3
AccuVote-OSX 1.24.1 1.2.6 07/17/09 7.7.1
BallotStation 4.7.7.1 4.7.8 07/17/09 7.7.1
Key Card Tool 4.7.7.1 4.7.8 07/17/09 7.7.1
VC Programmer 4.7.7.1 4.7.8 07/17/09 7.7.1
Voter Card
Encoder 1.3.2.6 (Re-use) 1.3.3 02/13/09 7.7.7
ExpressPoll
CardWriter 1.1.5.3 (Re-use) 1.1.6 02/26/09 7.7.6
Premier Central
Scan 2.23.1 2.2.5 07/17/09 7.7.1
Assure Security
Manager 1.23.1 1.25 07/17/09 7.7.1
Shared
Components 2241 2.25 07/17/09 7.7.1
AutoMARK AIMS 1.003.572 1.3.572 07/16/09 7.7.2
AutoMARK VAT
PAVR 1.3.3418 1.3.3460 06/22/09 7.75
AutoMARK VAT
PVR 1.3.3418 1.3.3460 06/22/09 7.75
AutoMARK
Validater 1.1.1.0 1.1.1.0 06/22/09 775
ABasic Report
Files 2.2.3.4 (Re-use) 2.2.4 02/13/09 7.0.7
Bootloader 1.3.10.1 1.3.11 06/24/09 774
WiInCE 300 300.3.4.3 (Re-use) 300.3.5 06/24/09 774
WiInCE 410 410.3.9.3 (Re-use) 410.3.10 06/24/09 774
WinCE 500 500.4.0.5 (Re-use) 500.4.1 06/24/09 774
AVPM 3.0.2.11 (Re-use) 3.0.3 02/13/09 7.7.7
AVValidator 1.0.0.7 (Re-use) 1.0.1 06/24/09 7.7.4
AVinstall 1.0.1.1 1.0.2 02/13/09 7.7.7
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7.7.1 Trusted Build ASSURE 1.2 (July 17, 2009)

Application/ Component Version Language File Signature

Shared Components 225 C++ 20090717.tb.assurel2.src.hash.txt
Key Card Tool 4.7.8 C++ 20090717.tb.assurel2.src.hash.txt
VCProgrammer 4.7.8 C++ 20090717.tb.assurel2.src.hash.txt
Ballot station 4.7.8 C++ 20090717.th.assurel2.src.hash.txt
Security Manager 1.25 C++ 20090717 .th.assurel2.src.hash.txt
PCS 225 C++ 20090717.th.assurel2.src.hash.txt
GEMS 1.21.5 C++ 20090714.tb.assurel2.src.hash.txt
AccuVote-OSX 1.2.6 C++ 20090717.tb.assurel2.src.hash.txt

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Chenna Beeram

Witness Name (5.6)

Kevin Wilson

Witness Title

Trusted Builder

Vendor Build Document(s) used and version(s)

Shared Components 2.2 Build Process, v2.0
VCProgrammer 4.7 Build Process, v7.0
Premier Central Scan 2.2 Build Process, v5.0
GEMS 1.21 Build Process, v6.0

Assure Security Service 1.2 Build Process, v6.0
Key Card Tool 4.7 Build Process, v7.0
Accuvote-OSX 1.2 Build Process, v7.0
BallotStation 4.7 Build Process, v5.0

Equipment Used

Dell Latitude D830 Laptop

iBeta COTS used to clean the build
environment disk (name and version) (5.6.1.1)

Restored from Trusted Build Image:
20090408_tb_assurel2 postcots.gho

iBeta COTS used to generate HASH file
sighatures (name and version)

Mares Hash Ver. 07.08.10.07.12

Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build environment
is isolated and controlled by iBeta

Kevin Wilson

Witness attests to verifying that the source
code being built is the source code provided by
iBeta

Chenna Beeram

Build Environment Operating System

Windows XP w/SP2
(Dell XP Pro SP2 reinstall CD & Dell Drivers & Utilities
CD's1,2)

Vendor CM Tool and version

N/A

Build tool(s) and version(s)

GEMS, AccuVote-OSX, Key Card Tool,
VCProgrammer, Premier Central Scan,
Assure Security Manager, ABasic
Microsoft Visual Studio C++ 2008
Microsoft Visual Studio Service Pack 1
AccuVote-OS-PC, AccuVote-OS-CC

Borland Make 5.2 (make.exe)
Borland C++ Compiler 5.0 (bcc.exe)
Borland Turbo Assembler 2.02 (tasm.exe)
Borland Turbo Link 7.1.30.1 (tlink.exe)
Borland RTM Loader 1.5 (rtm.exe)
Borland Librarian 4.0 (tlib.exe)
Paradigm Locate 5.11 (locate.exe)

Ballot Station
Microsoft eMbedded Visual C++ 3.0
Microsoft eMbedded Visual C++ 4.1 (W/SP 4)

Voter Card Encoder
Hi-Tech PICC version 7.86 PIC compiler
Microsoft nmake
ExpressPool CardWriter

Microsoft Visual Studio .NET 2003
Microsoft Visual Studio .NET 2003 SP1
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Microsoft eMbedded Visual C++ 4.1 (W/SP4)
AVPM
Renesas/Hitachi C compiler (ch38.exe)
Renesas/Hitachi Librarian (Ibg38.exe)
Renesas/Hitachi Linker (LnkSpawn.exe)

3" Party Libraries and Version

GEMS
Rogue Wave Objective Grid 12.0
ResizableLib library 1.3
Seagate Crystal Report 8 development files
ZLIB library 1.2.3
OpenSSL library 0.9.8¢g
Haru Free PDF Library 1.2.2
Microsoft Speech SDK 5.1
Microsoft Activesync SDK 4.1
AccuVote-OSX

ZLIB library 1.2.3
JPEG library 6b
Sqlite library 3.3.6
OpenSSL library 0.9.8¢g
TIFF Library 3.8.0
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2
Ballot Station
FMOD 3.75 beta library for Windows CE
WCECompat compatibility library 1.2
OpenSSL library 0.9.8g for WinCE
zlib library 1.2.3 for WinCE
Key Card Tool
OpenSSL library 0.9.8g
VCProgrammer
ResizableLib library 1.3
OpenSSL library 0.9.8g
Premier Central Scan
PNG reference library 1.2.8
TIFF Library 3.8.0
OpenSSL library 0.9.8g
SQLite 3.3.6
ZLIB library 1.2.3
JPEG library 6b
Griaule Fingerprint SDK 2007
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2
Assure Security Manager
OpenSSL library 0.9.8¢g
SQLite library 3.3.6
Griaule Fingerprint SDK 2007
ABasic

OpenSSL library 0.9.8¢g

WINCE300,WINCE410,WINCE500
ZLIB library 1.2.3
Windows CE C Runtime Library “Compatibility “ library 1.2
OpenSSL library 0.9.8g
Expat XML parser library 2.0.1

Shared Components

Openssl-0.9.8g
Libtiff-3.8.0
Zlib-1.2.3

3 Party Source Code (COTS) and Version

N/A

3" Party DLLs, Drivers, etc. and Version(s)

as above and below

Additional file(s) loaded and version(s)

GEMS, Key Card Tool, VCProgrammer
InstallShield 2009 Professional
InstallShield 2009 Service Pack 2
InstallShield 2009 Redistributables
AccuVote-OSX

BobcatMH_SDK
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Windows CE 5.0

Ballot Station
ACCUVOTETS Platform SDK
Windows CE 3.0
AVTSX Platform SDK
Windows CE 4.1

AVPM

Motorola S1 hex to binary image converter and checksum
utility (s1tobin.exe)

Record the disk image software version being
used

Norton GHOST V:11.0

disk image —

Record the filename of the build environment see Note 1
file signature (5.6.1.3) backup-p110-20090714.hash.txt
Record the filename of the build environment see Note 1

backup-p110-20090714.hash.txt

Verify (by signature) the build environment file
signature (5.6.1.3)

Kevin Wilson

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code
(5.6.2.1)

see table of source code, above

Additional files loaded at time of source code

mkinstall.pem from 2/9/2009 delivery
MakeAViInstall.exe from 2/13/2009 Trusted Build

Verify (by signature) that each file signature of
the source code loaded matches as
documented above (5.6.2.1)

Kevin Wilson

Method of Build Witness

Trusted Build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

20090717.tb.assurel2.prebuild2.hash.txt

Record the combined source code and pre-
build environment disk image (5.6.2.3)

prebuild2_20090717_assurel2.tb.gho

Record the Final Build Version — Unique
Identifier

See table above

Certification Application Number (if applicable)

DBD0701

Document during the Trusted Build:

Date / Time Build Initiated

1455 MDT 7/17/2009

Compiler and Version

Visual Studio 2008

present during build (record below)

Application Name Assure 1.2
Application Version Order See above table for components built
Obtain Names and Signatures of all persons Kevin Wilson

Chenna Beeram

Issue(s) and Resolution(s)

The build was started without GEMS earlier on
7/17/2009 but then GEMS was added on around 2:00
pm. The prebuild_20090717_assurel2.gho was
restored and GEMS (7/14 build package) was added
and the prebuild hash and ghost were taken.

Document at Completion of the Trusted
Build:

Record the disk image of the final build (5.7.3)

20090717.th.assurel2.postbuild.hash.txt

Record file signature of the final build (5.6.3.1)

postbuild 20090717 _assurel2_tb.gho

Record the type of unalterable storage media
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

CD

Record each piece of media that is part of the
installation disk (each must have a unique
identifier) (5.6.3.2, 5.7.5)

Premier Assure 1.2 20090717
Installations 7/17/2009

Record the file signature of the installation
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)

20090717.th.assurel2.install.hash.txt
20090717.th.assurel2.instcd.hash.txt

(exe2 hash contains hash of “shared components 2.2.5.zip”
which contains the entire build folders of shared components.
The exe and install hashes are from the hard drive. The execd
and instcd are from the actual cd.)

Record the type of unalterable storage media
being used for pre-build and post-build archive

T2 hard drive and backup final burn to unalterable media
(DVD) is pending EAC Initial Decision
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disk (i.e., CD) —

Record each piece of media that is part of the
pre-build and post-build archive disks (each
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)

T2 hard drive and backup final burn to unalterable media
(DVD) is pending EAC Initial Decision

Explanation of any significant differences
observed

No issues.

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:

Premier: Chenna Beeram 7/17/09
iBeta: Kevin Wilson 7/17/09

7.7.2 Trusted Build AIMS (July 16, 2009)

Application/ Component Version

Language File Signature

AutoMARK AIMS 1.3.572

C,C#,VB 20090716.tb.assurel2.aims.src.hash.txt

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Chenna Beeram

Witness Name (5.6)

Kevin Wilson

Witness Title

Trusted Builder

Equipment Used

iBeta #331 iBETA-D44ICE9EE
Pentium 4 CPU 3.8GHZ 1.0GB ram

iBeta COTS used to clean the build
environment disk (hame and version)
(5.6.1.1)

see Note 1

Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build environment
is isolated and controlled by iBeta

Kevin Wilson

Witness attests to verifying that the source
code being built is the source code provided by
iBeta

Chenna Beeram

Build Environment Operating System

Windows XP Professional Version 2002 Service Pack 2

Vendor CM Tool and version

Sourcegear Vault 2.0.6

Build tool(s) and version(s)

DELL Reinstallation CD Microsoft® Windows® XP
Professional SP 2

Microsoft Embedded Visual C++ 4.0 w/SP 4.
Microsoft Visual Studio .NET 2003 w/SP2

Keil Software pVision2,C compiler Ver. 2.40

Texas Instruments Code Composer Studio. Ver: 2.0
Cosmic Compiler V 4.1H

Borland C 4.02

Prog08sz Programmer for v 2.05

Atmel Flip v2.4.6

Atmel MCU ISP Software V1.0

Microsoft Access XP/2002

InstallShield 10.5

Microsoft Windows CE 5.0 Platform Builder

AutolT 3.3.0.0

3 Party Libraries and Version

None

3 Party Source Code (COTS) and Version

Windows CE 5.00.20

3" Party DLLs, Drivers, etc. and Version(s)

D2XX USB Drivers 2.04.16

comctl32.dll ver : 6.0.2600.0

cryptopp.dll / Cryptopp .h files rev: 5.2.3

Microsoft .NET framework rev: 1.0.2268.0
(Microsoft.WindowsCE.Forms.dll, MSCORLIB.DLL,
System.Data.Common.dll )

Eloquence Speech Engine ver: 6.1.0.0 (chsrom.dll, eci.dll,
jpnrom.dll, korrom.dlIl)

FDTI USB Drivers ver: 1.0.1.3 (FTD2XX.dll, ftdi_d2xx.dll)

Additional file(s) loaded and version(s)

None
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Record the disk image software version being
used

Norton GHOST V:11.0

Record the filename of the build environment
file signature (5.6.1.3)

20090715_ib331_backup_am.hash.txt

Record the filename of the build environment
disk image —

backup_ib331_20090714am.gho

Verify (by signature) the build environment file
signature (5.6.1.3)

Kevin Wilson

Loading Source Code (EAC Program

Manual 5.6.2)
Record the file signature of the source code see table of source code, above
(5.6.2.1) see Note 1

Verify (by signature) that each file signature of
the source code loaded matches as
documented above (5.6.2.1)

from zip files located at c:\

Method of Build Witness

Trusted build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

20090716.tb.assurel2.aims.prebuild.hash.txt

Record the combined source code and pre-
build environment disk image (5.6.2.3)

prebuild_20090716_aims_tb.gho

Record the Final Build Version — Unique AIMS 1.3.572
Identifier
Certification Application Number (if applicable) | DBD0701

Document during the Trusted Build:

Date / Time Build Initiated

1415 MDT 7/16/2009

Compiler and Version

See: Build tool(s) and version(s) above

Application Name

AutoMark AIMS

Application Version Order

AutoMark AIMS: 1.3.572

Obtain Names and Signatures of all persons
present during build (record below)

Chenna Beeram
Kevin Wilson

Issue(s) and Resolution(s)

See notes (none)

Document at Completion of the Trusted
Build:

Record the disk image of the final build (5.7.3)

20090716.th.aims.postbuild.hash.txt

Record file signature of the final build (5.6.3.1)

postbuild_20090716_aims_tb.gho

Record the type of unalterable storage media
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

CD

Record each piece of media that is part of the
installation disk (each must have a unique
identifier) (5.6.3.2, 5.7.5)

CD: AutoMARK PAVR Install Disk 2009-0716
CD: AutoMARK PVR Install Disk 2009-0716

Record the file signature of the installation
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)

20090716.th.amark.PAVR.install.hash.txt
20090716.th.amark.PVR.install.hash.txt

Record the type of unalterable storage media
being used for pre-build and post-build archive
disk (i.e., CD) —

T2 hard drive and backup final burn to unalterable media
(DVD) is pending EAC Initial Decision

Record each piece of media that is part of the
pre-build and post-build archive disks (each
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)

T2 hard drive and backup final burn to unalterable media
(DVD) is pending EAC Initial Decision

Explanation of any significant differences
observed

See note below after signatures

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:

Premier: Chenna Beeram 7/16/09
iBeta: Kevin Wilson 7/16/09

Notes: Image from backup_ib331_20090716am.gho & backup-ib331-20090714.hash.txt then added ATS Source
Code.zip, ATS Source Code2.zip, ATS Source Code3.zip. Verified that TB Supplement 2 folders were OK. Removed
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from both PVR and PAVR folders. Then the prebuild image and hashes were taken.

7.7.3 Trusted Build ASSURE 1.2 (July 14, 2009)

Application/ Component Version Language File Signature

Shared Components 2231 C++ 20090714.tb.assurel2.src.hash.txt
GEMS 1.21.4.2 C++ 20090714.th.assurel2.src.hash.txt
Key Card Tool 4751 C++ 20090714.tb.assurel2.src.hash.txt
VCProgrammer 4751 C++ 20090714.tb.assurel2.src.hash.txt
PCS 2231 C++ 20090714 .tb.assurel2.src.hash.txt
ASM 1.23.1 C++ 20090714 .tb.assurel2.src.hash.txt
BallotStation 4.75.1 C++ 20090714 .tb.assurel2.src.hash.txt
AccuVote-OS PC 1.96.12.1 C 20090714.th.assurel2.src.hash.txt
AccuVote-OS CC 2.0.14.1 C 20090714.th.assurel2.src.hash.txt
AccuVote-OSX 1.24.1 C++ 20090714.th.assurel2.src.hash.txt

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Chenna Beeram

Witness Name (5.6)

Kevin Wilson

Witness Title

Trusted Builder

Vendor Build Document(s) used and version(s)

AccuVote-OS Central Count 2.0 Build Process, v3.1
AccuVote-OS Precinct Count 2.0 Build Process, v4.1
Shared Components 2.2 Build Process, v2.0
VCProgrammer 4.7 Build Process, v7.0

Premier Central Scan 2.2 Build Process, v5.0

GEMS 1.21 Build Process, v6.0

Assure Security Service 1.2 Build Process, v6.0

Key Card Tool 4.7 Build Process, v7.0
Accuvote-OSX 1.2 Build Process, v7.0

BallotStation 4.7 Build Process, v5.0

Equipment Used

Dell Latitude D830 Laptop

iBeta COTS used to clean the build
environment disk (name and version) (5.6.1.1)

restored from Trusted Build Image:
20090409_tb2_assurel2_postcots.gho
see Note 1

iBeta COTS used to generate HASH file
sighatures (name and version)

Mares Hash Ver. 07.08.10.07.12

Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build environment
is isolated and controlled by iBeta

Kevin Wilson

Witness attests to verifying that the source
code being built is the source code provided by
iBeta

Chenna Beeram

Build Environment Operating System

Windows XP w/SP2
(Dell XP Pro SP2 reinstall CD &
Dell Drivers & Utilities CD’s 1, 2)

Vendor CM Tool and version

N/A

Build tool(s) and version(s)

GEMS, AccuVote-OSX, Key Card Tool,
VCProgrammer, Premier Central Scan,
Assure Security Manager, ABasic
Microsoft Visual Studio C++ 2008
Microsoft Visual Studio Service Pack 1
AccuVote-OS-PC, AccuVote-OS-CC
Borland Make 5.2 (make.exe)
Borland C++ Compiler 5.0 (bcc.exe)
Borland Turbo Assembler 2.02 (tasm.exe)
Borland Turbo Link 7.1.30.1 (tlink.exe)
Borland RTM Loader 1.5 (rtm.exe)
Borland Librarian 4.0 (tlib.exe)
Paradigm Locate 5.11 (locate.exe)

Page 10 of 24

(V)2009-22Jul-001(C)






EAC Certification #PES-Assurel.2

Ballot Station

Microsoft eMbedded Visual C++ 3.0
Microsoft eMbedded Visual C++ 4.1 (W/SP 4)

Voter Card Encoder
Hi-Tech PICC version 7.86 PIC compiler
Microsoft nmake

ExpressPool CardWriter
Microsoft Visual Studio .NET 2003
Microsoft Visual Studio .NET 2003 SP1
Microsoft eMbedded Visual C++ 4.1 (W/SP4)
AVPM

Renesas/Hitachi C compiler (ch38.exe)
Renesas/Hitachi Librarian (Ibg38.exe)
Renesas/Hitachi Linker (LnkSpawn.exe)

3" Party Libraries and Version

GEMS

Rogue Wave Objective Grid 12.0
ResizableLib library 1.3
Seagate Crystal Report 8 development files
ZLIB library 1.2.3
OpenSSL library 0.9.8g
Haru Free PDF Library 1.2.2
Microsoft Speech SDK 5.1
Microsoft Activesync SDK 4.1

AccuVote-OSX
ZLIB library 1.2.3
JPEG library 6b
Sqlite library 3.3.6
OpenSSL library 0.9.8g
TIFF Library 3.8.0
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2

Ballot Station

FMOD 3.75 beta library for Windows CE
WCECompat compatibility library 1.2
OpenSSL library 0.9.8g for WinCE
zlib library 1.2.3 for WinCE

Key Card Tool
OpenSSL library 0.9.8¢g

VCProgrammer
ResizableLib library 1.3
OpenSSL library 0.9.8g

Premier Central Scan
PNG reference library 1.2.8
TIFF Library 3.8.0
OpenSSL library 0.9.8¢g
SQLite 3.3.6
ZLIB library 1.2.3
JPEG library 6b
Griaule Fingerprint SDK 2007
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2
Assure Security Manager
OpenSSL library 0.9.8¢g
SQLite library 3.3.6
Griaule Fingerprint SDK 2007
ABasic

OpenSSL library 0.9.8g

WINCE300,WINCE410,WINCE500
ZLIB library 1.2.3
Windows CE C Runtime Library “Compatibility “ library 1.2
OpenSSL library 0.9.8¢g
Expat XML parser library 2.0.1

Shared Components
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Openssl-0.9.8g

Libtiff-3.8.0
Zlib-1.2.3
3" Party Source Code (COTS) and Version None
3" Party DLLs, Drivers, etc. and Version(s) None

Additional file(s) loaded and version(s)

GEMS, Key Card Tool, VCProgrammer
InstallShield 2009 Professional
InstallShield 2009 Service Pack 2
InstallShield 2009 Redistributables
AccuVote-OSX

BobcatMH_SDK
Windows CE 5.0

Ballot Station
ACCUVOTETS Platform SDK
Windows CE 3.0
AVTSX Platform SDK
Windows CE 4.1

AVPM

Motorola S1 hex to binary image converter and checksum
utility (s1tobin.exe)

Record the disk image software version being
used

Norton GHOST V:11.0

disk image —

Record the filename of the build environment see Note 1
file signature (5.6.1.3) backup-p110-20090714am.hash.txt
Record the filename of the build environment see Note 1

20090409_th2_assurel2_postcots.gho
backup_p110_20090714am.gho

Verify (by signature) the build environment file
signature (5.6.1.3)

restored from ghost
reghosted and rehashed (note 1)

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code
(5.6.2.1)

see table of source code, above

Additional files loaded at time of source code

mkinstall.pem from 2/9/2009 delivery
MakeAViInstall.exe from 2/13/2009 Trusted Build

Verify (by signature) that each file signature of
the source code loaded matches as
documented above (5.6.2.1)

Kevin Wilson

Method of Build Witness

Trusted Build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

prebuild.20090714.assurel.2.th.hash.txt

Record the combined source code and pre-
build environment disk image (5.6.2.3)

prebuild_20090714_assurel2.gho

Record the Final Build Version — Unique
Identifier

Assure 1.2 20090714

Certification Application Number (if applicable)

DBD0701

Document during the Trusted Build:

Date / Time Build Initiated

0838 MDT 7/15/2009

Compiler and Version

Visual Studio 2008

Application Name

Assure 1.2

Application Version Order

See above table of components built

Obtain Names and Signatures of all persons
present during build (record below)

Chenna Beeram
Kevin Wilson

Issue(s) and Resolution(s)

see notes

Document at Completion of the Trusted
Build:

Record the disk image of the final build (5.7.3)

20090714.th.assurel2.postbuild.hash.txt

Record file signature of the final build (5.6.3.1)

postbuild_20090714 tb_assurel2.gho

Record the type of unalterable storage media
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

CD

Record each piece of media that is part of the
installation disk (each must have a unique

CD: 2009-0714-install disk
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identifier) (5.6.3.2, 5.7.5)
Record the file signature of the installation CD: 20090214-install disk.hash.txt
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)
Record the type of unalterable storage media T2 hard drive and backup final burn to unalterable media
being used for pre-build and post-build archive | (DVD) is pending EAC Initial Decision
disk (i.e., CD) —
Record each piece of media that is part of the T2 hard drive and backup final burn to unalterable media
pre-build and post-build archive disks (each (DVD) is pending EAC Initial Decision
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)
Explanation of any significant differences See notes below signatures
observed
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:
Premier: Chenna Beeram 7/14/09
iBeta: Kevin Wilson 7/14/09
Notes: backup-p110-20090714am.hash.txt was taken 7/14/2009 on the system as it was left in anticipation of source code
from 7/6/2009. That build was halted due to open discrepancies. 20090409.tb2.assurel.2.postcots.hash.txt was compared
to backup-p110-20090714am.hash.txt and only differences due to the booting of the system were observed. At this time,

backup_p110_20090714am.gho was taken as a backup for 20090409_tb2_assurel2_postcots.gho.

7.7.4 Trusted Build ASSURE 1.2 (June 24, 2009)

Application/ Component Version Language File Signature

AccuVote-OSX 1.2.4 C++ 20090624 .assurel.2.osx.src.hash.txt
Shared Components 2.2.3 C++ 20090623.assurel.2.src.hash.txt
BootLoader 1.3.11 C 20090623.assurel.2.src.hash.txt
Wince300 300.35 C 20090623.assurel.2.src.hash.txt
WinCE410 410.3.10 C 20090623.assurel.2.src.hash.txt
WinCE500 500.4.1 C 20090623.assurel.2.src.hash.txt
AVValidator 1.0.1.0 C++ 20090623.assurel.2.src.hash.txt
AVinstall 1.0.2 C++ 20090623.assurel.2.src.hash.txt

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Paul Holly

Witness Name (5.6)

Kevin Wilson

Witness Title

Trusted Builder

Vendor Build Document(s) used and version(s)

AccuVote-OSX 1.2 Build Process revision 5.0;
Shared Components 2.2 Build Process revision 1.0;
Windows CE 3.0 Build Process revision 5.0;
WIinCE 4.10 Build Process revision 5.0; and

WinCE 5.00 Build Process revision 8.0.

Equipment Used

Dell Latitude D830 Laptop

iBeta COTS used to clean the build
environment disk (name and version) (5.6.1.1)

restored from Trusted Build Image
20090408 _tb_assurel2_postcots.gho

iBeta COTS used to generate HASH file
sighatures (name and version)

Mares Hash Ver. 07.08.10.07.12

Construct the build environment (EAC
Program Manual 5.6.1.2)

code being built is the source code provided by
iBeta

Verify (by signature) that the build environment | Kevin Wilson
is isolated and controlled by iBeta
Witness attests to verifying that the source Paul Holly

Build Environment Operating System

Windows XP w/SP2
(Dell XP Pro SP2 reinstall CD &
Dell Drivers & Utilities CD’s 1, 2)

Vendor CM Tool and version

N/A

Build tool(s) and version(s)

GEMS, AccuVote-OSX, Key Card Tool,
VCProgrammer, Premier Central Scan,
Assure Security Manager, ABasic
Microsoft Visual Studio C++ 2008
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Microsoft Visual Studio Service Pack 1
AccuVote-OS-PC, AccuVote-OS-CC
Borland Make 5.2 (make.exe)
Borland C++ Compiler 5.0 (bcc.exe)
Borland Turbo Assembler 2.02 (tasm.exe)
Borland Turbo Link 7.1.30.1 (tlink.exe)
Borland RTM Loader 1.5 (rtm.exe)
Borland Librarian 4.0 (tlib.exe)
Paradigm Locate 5.11 (locate.exe)
Ballot Station

Microsoft eMbedded Visual C++ 3.0
Microsoft eMbedded Visual C++ 4.1 (W/SP 4)

Voter Card Encoder
Hi-Tech PICC version 7.86 PIC compiler
Microsoft nmake

ExpressPool CardWriter
Microsoft Visual Studio .NET 2003
Microsoft Visual Studio .NET 2003 SP1
Microsoft eMbedded Visual C++ 4.1 (w/SP4)
AVPM

Renesas/Hitachi C compiler (ch38.exe)
Renesas/Hitachi Librarian (Ibg38.exe)
Renesas/Hitachi Linker (LnkSpawn.exe)

3 Party Libraries and Version

GEMS

Rogue Wave Objective Grid 12.0
ResizableLib library 1.3
Seagate Crystal Report 8 development files
ZLIB library 1.2.3
OpenSSL library 0.9.8g
Haru Free PDF Library 1.2.2
Microsoft Speech SDK 5.1
Microsoft Activesync SDK 4.1

AccuVote-OSX
ZLIB library 1.2.3
JPEG library 6b
Sqlite library 3.3.6
OpenSSL library 0.9.8g
TIFF Library 3.8.0
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2

Ballot Station
FMOD 3.75 beta library for Windows CE
WCECompat compatibility library 1.2
OpenSSL library 0.9.8g for WinCE
zlib library 1.2.3 for WinCE

Key Card Tool
OpenSSL library 0.9.8g

VCProgrammer
ResizableLib library 1.3
OpenSSL library 0.9.8g

Premier Central Scan
PNG reference library 1.2.8
TIFF Library 3.8.0
OpenSSL library 0.9.8¢g
SQLite 3.3.6
ZLIB library 1.2.3
JPEG library 6b
Griaule Fingerprint SDK 2007
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2
Assure Security Manager
OpenSSL library 0.9.8¢g
SQLite library 3.3.6
Griaule Fingerprint SDK 2007
ABasic
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OpenSSL library 0.9.8¢g
WINCE300,WINCE410,WINCE500
ZLIB library 1.2.3
Windows CE C Runtime Library “Compatibility “ library 1.2
OpenSSL library 0.9.8¢g
Expat XML parser library 2.0.1
Shared Components
Openssl-0.9.8g

Libtiff-3.8.0
Zlib-1.2.3
3" Party Source Code (COTS) and Version None
3" Party DLLs, Drivers, etc. and Version(s) None
Additional file(s) loaded and version(s) GEMS, Key Card Tool, VCProgrammer

InstallShield 2009 Professional
InstallShield 2009 Service Pack 2
InstallShield 2009 Redistributables

AccuVote-OSX
BobcatMH_SDK
Windows CE 5.0

Ballot Station
ACCUVOTETS Platform SDK
Windows CE 3.0
AVTSX Platform SDK
Windows CE 4.1

AVPM

Motorola S1 hex to binary image converter and checksum
utility (s1tobin.exe)
Record the disk image software version being Norton GHOST V:11.0

used

Record the filename of the build environment restored from Trusted Build Image

file signature (5.6.1.3) 20090408 _tb_assurel2 postcots.hash.txt
Record the filename of the build environment restored from Trusted Build Image

disk image — 20090408 tb assurel2 postcots.gho

Verify (by signature) the build environment file Kevin Wilson
signature (5.6.1.3)

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code see table of source code, above
(5.6.2.1)

Verify (by signature) that each file signature of | Kevin Wilson
the source code loaded matches as
documented above (5.6.2.1)

Method of Build Witness Trusted Build

Record the combined source code and pre- prebuild.20090624.assurel.2.tb.hash.txt
build environment file signature (5.6.2.2)

Record the combined source code and pre- prebuild_20090624_assurel2.gho

build environment disk image (5.6.2.3)

Record the Final Build Version — Unique Assure 1.2 20090624

Identifier

Certification Application Number (if applicable) | DBD0701
Document during the Trusted Build:

Date / Time Build Initiated 6/24/2009 5:00 MDT

Compiler and Version Visual Studio 2008

Application Name Assure 1.2

Application Version Order See above table of components built
Obtain Names and Signatures of all persons Kevin Wilson

present during build (record below) Paul Holly

Issue(s) and Resolution(s) 1. Source code installation included

c:\temp\mkinstall.pem delivered for 2/9/2009 build,
C:\windows\system32\MakeAvInstall.exe from
2/13/2009 build, and output folders from Shared-
libs, shared-plugins, build-tools (6/23/2009 build)
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2. After a couple of attempts we restored the entire
folders described in note 1 in order to get OSX to
build.

3. Somehow during the above process
c:\temp\mkinstall.pem disappeared, so it was
restored and the hash
mkinstall.20090624.assurel.2.hash.txt was taken.

4. The error message during the wince300.bat step
“The system cannot find the path specified WinCE
SHx SH3 accuvoteets_ide\\WIinCE300
AccuvoteETS Development Environment for Lauren
Laboe” is normal (Discrepancy #138).

Document at Completion of the Trusted
Build:

Record the disk image of the final build (5.7.3)

postbuild 20090624 assurel2_tb.gho

Record file signature of the final build (5.6.3.1)

postbuild.20090624.assurel.2.tb.hash.txt

Record the type of unalterable storage media
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

CD

Record each piece of media that is part of the
installation disk (each must have a unique
identifier) (5.6.3.2, 5.7.5)

Premier Assure 1.2 Trusted Builds Installations 20090623
20090624 Copies 1, 2, 3

Record the file signature of the installation
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)

prebuild-dvd-xof5-tb20090623.hash.txt
postbuild-dvd-xof3-tb20090623.hash.txt
where x=1, 2, 3 etc.

Record the type of unalterable storage media
being used for pre-build and post-build archive
disk (i.e., CD) —

DVvD

Record each piece of media that is part of the
pre-build and post-build archive disks (each
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)

Prebuild_assurel2_TB20090623 voll-5
postbuild_20090623_assurel?2 vol1-3

Explanation of any significant differences
observed

No differences

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:

Premier: Paul Holly 6/24/09
iBeta: Kevin Wilson 6/24/09

7.7.5 Trusted Build ASSURE 1.2 AutoMARK Applications (June 22, 2009)

Application/ Component Version Language File Signature

AutoMARK AIMS 1.3.571 C,C#,VB 20090622.amark.th.sourcecd.hash
AutoMARK VAT PAVR 1.3.3460 | C++,C,VB 20090622.amark.th.sourcecd.hash
AutoMARK VAT PVR 1.3.3460 | C++,C,VB 20090622.amark.tb.sourcecd.hash
AutoMARK Validater 1.1.1.0 C++ 20090622.amark.tb.sourcecd.hash

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Paul Holly

Witness Name (5.6)

Lauren Laboe

Witness Title

Trusted Builder

Vendor Build Document(s) used and version(s)

AutoMARK VAT Software and Firmware Compilation
Instructions AQS-13-5013-000-A.doc version 12; and
AutoMARK Premier Addendum to VAT Software and
Firmware Compilation Instructions version 1.

Equipment Used

iBeta #331 iBETA-D44ICE9EE
Pentium 4 CPU 3.8GHZ 1.0GB ram

iBeta COTS used to clean the build
environment disk (name and version) (5.6.1.1)

This build was started by restoring from the
prebuild_20090529_tb_amark.gho ghost file from the
5/29/09 trusted build.

iBeta COTS used to generate HASH file
signatures (name and version)

Mares Hash Ver. 07.08.10.07.12
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Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build environment
is isolated and controlled by iBeta

Lauren Laboe

Witness attests to verifying that the source
code being built is the source code provided by
iBeta

Paul Holly

Build Environment Operating System

Windows XP Professional Version 2002 Service Pack 2

Vendor CM Tool and version

Sourcegear Vault 2.0.6

Build tool(s) and version(s)

DELL Reinstallation CD Microsoft Windows XP
Professional SP 2

Microsoft Embedded Visual C++ 4.0 w/SP 4.
Microsoft Visual Studio .NET 2003 w/SP2

Keil Software pVision2,C compiler Ver. 2.40
Texas Instruments Code Composer Studio. Ver: 2.0
Cosmic Compiler V 4.1H

Borland C 4.02

Prog08sz Programmer for v 2.05

Atmel Flip v2.4.6

Atmel MCU ISP Software V1.0

Microsoft Access XP/2002

InstallShield 10.5

Microsoft Windows CE 5.0 Platform Builder
AutolT 3.3.0.0

3" Party Libraries and Version

None

3" Party Source Code (COTS) and Version

Windows CE 5.00.20

3 Party DLLs, Drivers, etc. and Version(s)

D2XX USB Drivers 2.04.16

comctl32.dll ver : 6.0.2600.0

cryptopp.dll / Cryptopp .h files rev: 5.2.3

Microsoft .NET framework rev: 1.0.2268.0
(Microsoft.WindowsCE.Forms.dll, MSCORLIB.DLL,
System.Data.Common.dll )

Eloquence Speech Engine ver: 6.1.0.0 (chsrom.dll, eci.dll,
jpnrom.dll, korrom.dll)

FDTI USB Drivers ver: 1.0.1.3 (FTD2XX.dll, ftdi_d2xx.dll)

Additional file(s) loaded and version(s)

None

Record the disk image software version being
used

Norton GHOST V:11.0

Record the filename of the build environment
file signature (5.6.1.3) —

20090529.assurel.2.automark.prebuild.hash

Record the filename of the build environment
disk image —

prebuild_20090529_tb_amark.gho

Verify (by signature) the build environment file
signature (5.6.1.3)

Lauren Laboe

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code
(5.6.2.1)

see table of source code, above

Verify (by signature) that each file signature of
the source code loaded matches as
documented above (5.6.2.1)

Lauren Laboe

Method of Build Witness

Trusted Build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

20090622.th.amark.prebuild.hash.txt

Record the combined source code and pre-
build environment disk image (5.6.2.3)

20090622_tb_amark_prebuild.gho

Record the Final Build Version — Unique
Identifier

AutoMARK AIMS: 1.3.571
AutoMARK VAT PAVR: 1.3.3460
AutoMARK VAT PVR: 1.3.3460
AutoMARK Validater: 1.1.1

Certification Application Number (if applicable)

DBD0701

Document during the Trusted Build:
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Date / Time Build Initiated

6/22/2009 1:15pm MDT

Compiler and Version

See build tools and versions

Application Name

AutoMARK AIMS
AutoMARK VAT PAVR
AutoMARK VAT PVR
AutoMARK Validater

Application Version Order

AutoMARK AIMS: 1.3.571
AutoMARK VAT PAVR: 1.3.3460
AutoMARK VAT PVR: 1.3.3460
AutoMARK Validater: 1.1.1

Obtain Names and Signatures of all persons Paul Holly
present during build (record below) Lauren Laboe
Issue(s) and Resolution(s) No Issues

Document at Completion of the Build
Witness:

Record the disk image of the final build (5.7.3)

20090622 tb_amark postbuild.gho

Record file signature of the final build (5.6.3.1)

20090622.th.amark.postbuild.hash.txt

Record the type of unalterable storage media
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

CD

Record each piece of media that is part of the
installation disk (each must have a unique
identifier) (5.6.3.2, 5.7.5)

CD: AutoMARK PAVR Install Disk
CD: AutoMARK PVR Install Disk

Record the file signature of the installation
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)

20090622.th.amark.PAVR.install.hash.txt
20090622.th.amark.PVR.install.hash.txt

Record the type of unalterable storage media
being used for pre-build and post-build archive
disk (i.e., CD) —

T2 hard drive and backup final burn to unalterable media
(DVD) is pending the EAC Initial Decision

Record each piece of media that is part of the
pre-build and post-build archive disks (each
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)

T2 hard drive and backup final burn to unalterable media
(DVD) is pending the EAC Initial Decision

Explanation of any significant differences
observed

No differences

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:

Premier: Paul Holly 6/23/09
iBeta: Lauren Laboe 6/23/09

7.7.6 Trusted Build ASSURE 1.2 ExpressPoll CardWriter 1.1.6 (February 26, 2009)

Application/ Component Version

Language File Signature

ExpressPoll CardWriter 1.1.6

Updater

C# 20090225.expoll.bld.hash

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Paul Holly

Witness Name (5.6)

Lauren Laboe

Witness Title Trusted Builder
Vendor Build Document(s) used and ExpressPoll CardWriter 1.1 Build Process revision 9.0
version(s)

Equipment Used

Dell Latitude D830 Laptop

iBeta COTS used to clean the build
environment disk (nhame and version)
(5.6.1.1)

Note: this build was conducted in the build environment
that existed after Assure Trusted Build(2)

iBeta COTS used to generate HASH file
sighatures (name and version)

Mares Hash Ver. 07.08.10.07.12

Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build
environment is isolated and controlled by

Lauren Laboe
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iBeta

Witness attests to verifying that the source
code being built is the source code
provided by iBeta

Paul Holly

Build Environment Operating System

Windows XP w/SP2

Vendor CM Tool and version

CVS Ver.:1.11.5

Build tool(s) and version(s)

Microsoft Visual Studio C++ 2008
Microsoft Visual Studio Service Pack 1

3" Party Libraries and Version None
3" Party Source Code (COTS) and Version | None
3" Party DLLs, Drivers, etc. and Version(s) | None
Additional file(s) loaded and version(s) None

Record the disk image software version
being used

Norton GHOST V:11.0

Record the filename of the build
environment file signature (5.6.1.3) —

200902.25.th.assure.1.2.postcots3.hash

Record the filename of the build
environment disk image —

200902.25 _tb_assure_1_2 postcots3.gho

Verify (by signature) the build environment
file signature (5.6.1.3)

Lauren Laboe

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code
(5.6.2.1)

see table of source code, above

Verify (by signature) that each file signature
of the source code loaded matches as
documented above (5.6.2.1)

Lauren Laboe

Method of Build Witness

Trusted Build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

200902.25.th.assure.1.2.prebuild3.hash

Record the combined source code and pre-
build environment disk image (5.6.2.3)

200902.25_th_assure_1_2_prebuild3.gho

Record the Final Build Version — Unique
Identifier

ExpressPoll CardWriter Updater 1.1.6

Certification Application Number (if
applicable)

DBD0701

Document during the Trusted Build:

Date / Time Build Initiated

02/25/2009 12:30pm (MST)

Compiler and Version

See huild tools and versions

Application Name

ExPollUpdate.exe

Application Version Order

N/A

Obtain Names and Signatures of all
persons present during build (record below)

Paul Holly
Lauren Laboe

Issue(s) and Resolution(s)

This build was started with the postbuild environment
from the second build of assure 1.2 with the changes
identified to COTS made and the code reloaded.

Document at Completion of the
Trusted Build:

Record the disk image of the final build
(5.7.3)

20090225 _tb_assure_1_2_ postbuild3.gho

Record file signature of the final build
(5.6.3.1)

20090225.th.assure.1.2.postbuild3.hash.txt

Record the type of unalterable storage
media being used for installation disk(s)
(i.e,CD)- (5.6.3.2)

CD

Record each piece of media that is part of
the installation disk (each must have a
unigue identifier) (5.6.3.2, 5.7.5)

CD: ExpressPoll Updater Install Disk

Record the file signature of the installation
disk(s). (5.6.3.3, 5.7.5) (include in below
archive)

CD: 20090225.th.expresspoll.install.hash.txt

Record the type of unalterable storage
media being used for pre-build and post-

T3 hard drive and backup final burn to unalterable media

(DVD) is pending the EAC Initial Decision
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build archive disk (i.e., CD) —

Record each piece of media that is part of
the pre-build and post-build archive disks
(each must have a unique identifier)

T3 hard drive and backup final burn to unalterable media
(DVD) is pending the EAC Initial Decision

(5.6.2.4,5.7.2,5.7.3)

observed

Explanation of any significant differences

No differences

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:

Premier: Paul Holly 2/25/09
iBeta: Lauren Laboe 2/25/09

7.7.7 Trusted Build ASSURE 1.2 (February 13, 2009)

Application/ Component Version Language File Signature

GEMS 1.21.2 C++ 20090212.th.assure.1.2.thcode.hash
AccuVote-OS CC 2.0.13 C 20090212.th.assure.1.2.tbcode.hash
AccuVote-OS PC 1.96.11 C 20090212.th.assure.1.2.tbcode.hash
AccuVote-OSX 121 C++ 20090212.th.assure.1.2.tbcode.hash
BallotStation 47.4 C++ 20090212.th.assure.1.2.thcode.hash
Key Card Tool 4.7.3 C++ 20090212 .th.assure.1.2.tbcode.hash
VCProgrammer 4.7.3 C++ 20090212.th.assure.1.2.tbcode.hash
Voter Card Encoder 1.3.3 C 20090212.th.assure.1.2.tbcode.hash
ExpressPoll CardWriter 1.1.6 C++ 20090212.th.assure.1.2.tbcode.hash
Premier Central Scan 221 C++ 20090212.th.assure.1.2.tbcode.hash
Assure Security Manager 1.2.1 C++ 20090212 .th.assure.1.2.tbcode.hash
Shared Components 221 C++ 20090212.th.assure.1.2.tbcode.hash
ABasic Report Files 224 ABasic 20090212.th.assure.1.2.tbcode.hash
BootLoader 1.3.10 C++ 20090212.th.assure.1.2.tbcode.hash
WinCE 300 3.5 C++ 20090212.th.assure.1.2.tbcode.hash
WinCE 410 3.10 C++ 20090212.th.assure.1.2.tbcode.hash
WinCE 500 4.1 C++ 20090212.th.assure.1.2.thcode.hash
AVPM 3.0.3 C 20090212.th.assure.1.2.thcode.hash
AVinstall 1.0.2 C++ 20090212.th.assure.1.2.tbcode.hash

Document Prior to the Trusted Build:

Vendor Name

Premier Election Solutions

Vendor Consultant(s) (5.6)

Pierre Honeyman

Witness Name (5.6)

Lauren Laboe

Witness Title

Trusted Builder

version(s)

Vendor Build Document(s) used and

GEMS 1.21 Build Process revision 4.0;

AccuVote-OS Central Count 2.0 Build Process revision
3.1;

AccuVote-OS Precinct Count 1.96 Build Process
revision 4.1;

AccuVote-OSX 1.2 Build Process revision 3.0;
BallotStation 4.7 Build Process revision 4.0;

Key Card Tool 4.7 Build Process revision 5.0;
VCProgrammer 4.7 Build Process revision 5.1;

Voter Card Encoder 1.3 Build Process revision 5.1;
ExpressPoll CardWriter 1.1 Build Process revision 8.0;
Premier Central Scan 2.2 Build Process revision 2.1;
Assure Security Service 1.2 Build Process revision
1.0;

ABasic 2.2 Build Process revision 7.1;

Windows CE 3.0 Build Process revision 5.0;

WinCE 4.10 Build Process revision 5.0;

WinCE 5.00 Build Process revision 8.0; and
AccuView Printer Module 3.0 Build Process revision
3.0.

Equipment Used

Dell Latitude D830 Laptop
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iBeta COTS used to clean the build
environment disk (hame and version)
(5.6.1.1)

Active KillDisk for DOS V:4.1 Build 2380

iBeta COTS used to generate HASH file
signatures (name and version)

Mares Hash Ver. 07.08.10.07.12

Construct the build environment (EAC
Program Manual 5.6.1.2)

Verify (by signature) that the build
environment is isolated and controlled by
iBeta

Lauren Laboe

Witness attests to verifying that the source
code being built is the source code provided
by iBeta

Pierre Honeyman

Build Environment Operating System

Windows XP w/SP2
(Dell XP Pro SP2 reinstall CD &
Dell Drivers & Utilities CD’s 1, 2)

Vendor CM Tool and version

N/A

Build tool(s) and version(s)

GEMS, AccuVote-OSX, Key Card Tool,
VCProgrammer, Premier Central Scan,
Assure Security Manager, ABasic
Microsoft Visual Studio C++ 2008
Microsoft Visual Studio Service Pack 1
AccuVote-OS-PC, AccuVote-OS-CC
Borland Make 5.2 (make.exe)
Borland C++ Compiler 5.0 (bcc.exe)
Borland Turbo Assembler 2.02 (tasm.exe)
Borland Turbo Link 7.1.30.1 (tlink.exe)
Borland RTM Loader 1.5 (rtm.exe)
Borland Librarian 4.0 (tlib.exe)
Paradigm Locate 5.11 (locate.exe)
Ballot Station
Microsoft eMbedded Visual C++ 3.0
Microsoft eMbedded Visual C++ 4.1 (W/SP 4)
Voter Card Encoder
Hi-Tech PICC version 7.86 PIC compiler
Microsoft nmake
ExpressPool CardWriter
Microsoft Visual Studio .NET 2003
Microsoft Visual Studio .NET 2003 SP1
Microsoft eMbedded Visual C++ 4.1 (W/SP4)
AVPM
Renesas/Hitachi C compiler (ch38.exe)
Renesas/Hitachi Librarian (Ibg38.exe)
Renesas/Hitachi Linker (LnkSpawn.exe)

3" Party Libraries and Version

GEMS
Rogue Wave Objective Grid 12.0
ResizableLib library 1.3
Seagate Crystal Report 8 development files
ZLIB library 1.2.3
OpenSSL library 0.9.8g
Haru Free PDF Library 1.2.2
Microsoft Speech SDK 5.1
Microsoft Activesync SDK 4.1
AccuVote-OSX

ZLIB library 1.2.3

JPEG library 6b

Sqlite library 3.3.6

OpenSSL library 0.9.8g

TIFF Library 3.8.0

Doug Lea Memory Allocator 2.8.3

Windows CE C Runtime Compatibility Library 1.2
Ballot Station

FMOD 3.75 beta library for Windows CE

WCECompat compatibility library 1.2
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OpenSSL library 0.9.8g for WinCE
zlib library 1.2.3 for WinCE

Key Card Tool
OpenSSL library 0.9.8¢g

VCProgrammer
ResizableLib library 1.3
OpenSSL library 0.9.8g
Premier Central Scan
PNG reference library 1.2.8
TIFF Library 3.8.0
OpenSSL library 0.9.8¢g
SQLite 3.3.6
ZLIB library 1.2.3
JPEG library 6b
Griaule Fingerprint SDK 2007
Doug Lea Memory Allocator 2.8.3
Windows CE C Runtime Compatibility Library 1.2
Assure Security Manager
OpenSSL library 0.9.8¢g
SQLite library 3.3.6
Griaule Fingerprint SDK 2007

ABasic
OpenSSL library 0.9.8g
3" Party Source Code (COTS) and Version None
3" Party DLLs, Drivers, etc. and Version(s) None

Additional file(s) loaded and version(s)

GEMS, Key Card Tool, VCProgrammer
InstallShield 2009 Professional
InstallShield 2009 Service Pack 2
InstallShield 2009 Redistributables
AccuVote-OSX

BobcatMH_SDK
Windows CE 5.0
AVinstall (Premier)
Ballot Station

ACCUVOTETS Platform SDK
Windows CE 3.0
AVTSX Platform SDK
Windows CE 4.1
AVinstall (Premier)

AVPM
Motorola S1 hex to binary image converter and
checksum utility (sltobin.exe)

Record the disk image software version being
used

Norton GHOST V:11.0

Record the filename of the build environment
file signature (5.6.1.3) —

200902.13.th.assure.1.2.postcots.hash.txt

Record the filename of the build environment
disk image —

200902.13_tb_assure_1_2_ postcots.gho

Verify (by signature) the build environment file
signature (5.6.1.3)

Lauren Laboe

Loading Source Code (EAC Program
Manual 5.6.2)

Record the file signature of the source code
(5.6.2.1)

see table of source code, above

Verify (by signature) that each file signature of
the source code loaded matches as
documented above (5.6.2.1)

Lauren Laboe

Method of Build Witness

Trusted Build

Record the combined source code and pre-
build environment file signature (5.6.2.2)

200902.13.th.assure.1.2.prebuild.hash.txt

Record the combined source code and pre-
build environment disk image (5.6.2.3)

200902.13_tb_assure_1_2_prebuild.gho

Record the Final Build Version — Unique
Identifier

See table above
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Certification Application Number (if DBD0701

applicable)

Document during the Trusted Build:

Date / Time Build Initiated 02/13/2009 12:00pm (MST)

Compiler and Version See build tools and versions

Application Name Assure 1.2

Application Version Order See above table of components built
Obtain Names and Signatures of all persons Pierre Honeyman

present during build (record below) Lauren Laboe

Issue(s) and Resolution(s) 1. PEM files not installed till code installed.

2. Components AccuVote-OSX, GEMS Premier
Central Scan and Assure Security Manager were not
correctly built due to COTS errors found during the

build.
Document at Completion of the Trusted
Build:
Record the disk image of the final build (5.7.3) | 20090214 tb_assure_1 2 postbuild2.gho
Record file signature of the final build 20090214 .th.assure.1.2.postbuild2.hash.txt
(5.6.3.1)

Record the type of unalterable storage media | CD
being used for installation disk(s) (i.e., CD) —
(5.6.3.2)

Record each piece of media that is part of the | CD: 20090214-install disks
installation disk (each must have a unique
identifier) (5.6.3.2, 5.7.5)

Record the file signature of the installation CD: 20090214-install disk.hash.txt

disk(s). (5.6.3.3, 5.7.5) (include in below

archive)

Record the type of unalterable storage media | T3 hard drive and backup final burn to unalterable
being used for pre-build and post-build media (DVD) is pending the EAC Initial Decision

archive disk (i.e., CD) —
Record each piece of media that is part of the | T3 hard drive and backup final burn to unalterable
pre-build and post-build archive disks (each media (DVD) is pending the EAC Initial Decision
must have a unique identifier) (5.6.2.4, 5.7.2,
5.7.3)

Explanation of any significant differences No differences
observed

Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta:
Premier: Pierre Honeyman 2/13/09
iBeta: Lauren Laboe 2/13/09

7.7.8 Premier System ldentification Tools

As identified in Section 5.8 and 5.9 of the US Election Assistance Commission Test and Certification Program Manual
delivery of the System Identification Tools to the EAC is the responsibility of Premier. Review of the System Identification
Tools is the responsibility of the EAC. iBeta reviewed the installation documentation to the requirements of v.2: 2.6.4 (See
Appendix C) and confirms that Premier provided the following validations tools at the end of the certification test effort:

e AVValidator 1.0.1: The AVValidator is the software utility used to verify that the firmware installed on AccuVote-
OSX, AccuVote-TSX, and AccuVote-TS R6 products is certified firmware that has been altered. The AVValidator
generates hash codes for files installed on these products.

e AutoMARK Validater 1.1.1.0: The AutoMARK Validater is a software utility to obtain the hash values of each
individual firmware file that is used in the VAT.

e The following executable files are digitally signed, allowing users to verify that the application was generated by a
trusted source:

o The GEMS executable, GEMS.exe;
The BallotStation executable, BallotStation.exe;
The Key Card Tool executable, Key Card Tool.exe file;
The VCProgrammer executable, VCProgrammer.exe file;
The Premier Central Scan executable, TallyHo.exe; and
The ASSURE Security Manager executable, usermgr.exe.

O O O O O
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e  ExpressPoll CardWriter 1.1.6 software was compiled by the Independent Testing Authority that tested the software,
iBeta. To verify that the certified version of CardWriter 1.1.6 is installed, confirm that the creation date of the
software matches the date that the certified software was compiled, February 13, 2009.

iBeta confirmed that the functionality of the tools was consistent with the operations identified in:

e AutoMARK Validater 1.1.1.0: Voting System Testing Application Letter.pdf, Date: June 30, 2009
AVValidator User's Guide 1.0.1 or later, Version: 2.0, Date: April 19, 2009
GEMS System Administrator's Guide 1.21.3 or later, Version: 2.0, Date: June 6, 2009
BallotStation System Administrator's Guide 4.7.5 or later, Version: 3.0, Date: June 19, 2009
Key Card Tool User's Guide 4.7.5 or later, Version: 1.0, Date: June 15, 2009
VCProgrammer System Administrator's Guide 4.7.5 or later, Version: 1.0, Date: June 15, 2009
Premier Central Scan System Administrator's Guide 2.2.3 or later, Version: 2.0, Date: June 26, 2009
ASSURE Security Manager User's Guide 1.2.3 or later, Version: 3.0, Date: June 26, 2009
ExpressPoll Administrator's Guide Version 2.0. and 2.1, Version: 5.0, Date: June 18, 2009
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The documents within the TDP are provided separately on a CD to the EAC for escrow.
TDP Summary SHAL Hash

ASSURE1.2 TDP Rev 18.0

0B7F3BD7995ED3E27018AF5568210A85BCD1AAB3

GEMS TDP Rev 3.0

19F60D1AAG6268EEBD3E054973B5E17D09CE4133F

AccuVote-OS Precinct Count TDP Rev 3.0

ED1B61CDC6996ACA24F0A2375732D953E450D467

AccuVote-OS TDP Rev 5.0

08EA819797507DD34DEDD312A6A8072A435950A8

AccuVote-OS Central Count TDP Rev 1.0

2447EC69D22B53A7B9CADS8172EC6A14354081C9

AccuVote-OSX Software TDP Rev 4.0

CBES6E67C9C3D12162D95A2EFFE17D07E34166C4

AccuVote-OSX TDP Rev 8.0

7296496875DF22ACBE7B5A0A207B15C70143A297

BallotStation TDP Rev 2.0

5D96E01AOBOFA4783B6553432C1FC305265DE042

AccuVote-TS R6 TDP Rev 7.0

57DE937E2E61BB2D2927EF21DBB46ED3C1714576

AccuVote-TSX with AVPM TDP Rev 10.0

EFEBBFF23730F8920CDC7453CDBDO0DA8500B47A

KCT TDP rev 3.0

IABA4B2565E53642634E82C4CB1DCOFAA82606285

VCProgrammer TDP Rev 3.0

82E7CC62C499861FA935AC4B3AD2908326D6DEG3

Voter Card Encoder TDP Rev 3.0

8C400BDBD547FC703C7EF14C95B4A267F463F77A

ExpressPoll CardWriter TDP Rev 2.0

E901C52EBA52833C21DCA545A83064C613B2A7BE

PCS TDP Rev 2.0

B75DADC5F57C33DF79406CE90F0440B4BC75B4AF

ASM TDP rev 3.0

69F42E70C549CE1AEF7038FB2531301A7BFC2182

7/14/2009

AutoMARK Information Management System TDP,

944EDFC8863B7BF5A9F7A979DABE9278C281F738

AutoMARK VAT TDP, 7/14/2009

345BEAE98CAOOE38EA786757F04884DB4ADSABE99
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Name ‘ Doc Title Revision Doc Date Author
ABasic 2.2 Build ABasic 2.2 Build Process 71 08/29/08 Premller Election
Process.pdf Solutions
AB_aSIC 2.2 User's AccuBasic 2.2 User's Guide 11 09/11/08 Prem_ler Election
Guide.pdf Solutions
AB_aS|c 2.2.4 Reports ABasic 2.2.4 Reports Guide 3.0 07/07/08 Prem_ler Election
Guide.pdf Solutions
ABasic 2.2 Build ABasic 2.2 Build Process 71 08/29/08 Premller Election
Process.pdf Solutions
Acc_;uVote-OS Pollworkers | AccuVote-OS Pollworker’s Guide 9.0 03/18/09 Prem_ler Election
Guide.pdf Solutions
AccuVote-OS Precinct AccuVote-OS Precinct Count 1.96 . .
Count 1.96 Build Build Process 4.1 08/29/08 ggﬂi'gr:f'ec“o“
Process.pdf
AccuVote-OS Precinct AccuVote-OS Precinct Count Premier Election
Count Election Data Election Data Format 1.0 1.2 09/03/08 Solutions
Format 1.0.pdf
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct . .
Count TDP 2.00 Count Technical Data Package 3.0 07/06/09 ggeIS:ilglstlectlon
Introduction.pdf Introduction
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.02 System Count Technical Data Package 1.0 05/05/09 Solutions
Overview.pdf System Overview
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.03 System Count Technical Data Package Premier Election
. . X : e 1.0 05/05/09 .
Functionality System Functionality Description Solutions
Description.pdf
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.04 System Count Technical Data Package 1.0 05/05/09 Solutions
Hardware Specification.pdf | System Hardware Specification
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.05 Software Count Technical Data Package Premier Election
. . 1.0 05/05/09 .
Design and Software Design and Solutions
Specification.pdf Specification
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.06 System Count Technical Data Package 1.0 05/05/09 Solutions
Security Specification.pdf System Security Specification
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.07 System Count Technical Data Package 10 05/05/09 Premier Election
Test and Verification System Test and Verification ) Solutions
Specification.pdf Specification
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.08 System Count Technical Data Package 1.0 05/05/09 Solutions
Operations Procedures.pdf | System Operations Procedures
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.09 System Count Technical Data Package Premier Election
; . 1.0 05/05/09 .
Maintenance System Maintenance Procedures Solutions
Procedures.pdf
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.10 Personnel | Count Technical Data Package Premier Election
o 1.0 05/05/09 .
Deployment and Training Personnel Deployment and Solutions
Requirements.pdf Training
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP 2.11 Count Technical Data Package Premier Election
. . . . 1.0 05/05/09 .
Configuration Configuration Management Plan Solutions
Management Plan.pdf
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.12 Quality Count Technical Data Package 1.0 05/05/09 Solutions
Assurance Program.pdf Quality Assurance Program
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct 30 07/06/09 Premier Election

Count TDP 2.13 System

Count Technical Data Package

Solutions
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Name ‘ Doc Title Revision  Doc Date Author
Change Notes.pdf System Change Notes
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP 2.14 Count Technical Data Package 1.0 05/05/09 Solutions
Telecommunications.pdf Telecommunications
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP Appendix A Count Technical Data Package 10 05/05/09 Premier Election
Software Appendix A: Software ' Solutions
Specifications.pdf Specifications
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP Appendix B Count Technical Data Package 10 05/05/09 Premier Election
Program Structure and Appendix B: Program Structure ' Solutions
Flow.pdf and Flow
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP Appendix C Count Technical Data Package 10 05/05/09 Premier Election
Data Organization and Appendix C: Data Organization ) Solutions
Flow.pdf and Flow
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP Appendix G Count Technical Data Package 30 07/06/09 Premier Election
System and Data Appendix G: System and Data ' Solutions
Integrity.pdf Integrity
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct Premier Election
Count TDP Appendix H Count Technical Data Package 1.0 05/05/09 Solutions
Performance Metrics.pdf Appendix H: Performance Metrics
AccuVote-OS Precinct FEC 2002 AccuVote-OS Precinct
Count TDP Appendix J Count Technical Data Package 10 05/05/09 Premier Election
Administrative Test Appendix J: Administrative Test ’ Solutions
Plans.pdf Plans
AccuVote-OS Precinct Requirements of the FECVSS
Count TDP FVSS 2002 2002 Trace to Vendor Testing and No Rev No date Premier Election
Vendor Testing and TDP Technical Data Package Solutions
Trace.pdf
AccuVote-OS Precinct AccuVote-OS Precinct Count . .
Count Users Guide User’s Guide 1.96.11 or later 1.0 04/16/09 ggeIS:ilglstlectlon
1.96.11 or later.pdf
AccuVote-OS Precinct AccuVote-OS Precinct Count Premier Election
Count Users Guide User's Guide 2.0 07/06/09 Solutions
1.96.12 or later.pdf
Configuration Configuration Management 71 09/02/08 Prem_ier Election
Management.pdf Solutions
AccuVote-OS Precinct AccuVote-OS Precinct Count Premier Election
Count Download Message | Download Message Format 1.2 09/03/08 Solutions
Format
AccuVote-OS TDP 2.00 FEC 2002 AccuVote-OS Premier Election
Introduction.pdf Technical Data Package 5.0 05/08/09 Solutions
Introduction
AccuVote-OS Precinct AccuVote-OS Precinct Count Premier Election
Count Download Message | Download Message Format 1.0 1.2 09/03/08 Solutions
Format 1.0
AccuVote-OS Precinct AccuVote-OS Precinct Count Premier Election
Count Upload Message Upload Message Format 1.0 1.2 09/03/08 Solutions
Format 1.0
GEMS AccuVote-OS GEMS AccuVote-OS Precinct Premier Election
Precinct Count Protocol Count Protocol 1.0 1.2 09/03/08 .
1.0 Solutions
AccuVote-OS TDP 2.02 FEC 2002 AccuVote-OS Premier Election
System Overview.pdf Technical Data Package System 3.0 05/08/09 Solutions
Overview

AccuVote-OS TDP 2.03 FEC 2002 AccuVote-OS Premier Election
System Functionality Technical Data Package System 3.0 05/08/09 Soluti

L . . e olutions
Description.pdf Functionality Description
AccuVote-OS TDP 2.04 FEC 2002 AccuVote-OS 30 05/08/09 Premier Election

System Hardware

Technical Data Package System

Solutions
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Name ‘ Doc Title Revision  Doc Date Author
Specification.pdf Hardware Specification
AccuVote-OS TDP 2.06 FEC 2002 AccuVote-OS Premier Election
System Security Technical Data Package System 3.0 05/08/09 .
e . R Solutions
Specification.pdf Security Specification
AccuVote-OS TDP 2.07 FEC 2002 AccuVote-OS
System Test and Technical Data Package System 30 05/08/09 Premier Election
Verification Test and Verification Specification ' Solutions
Specification.pdf
AccuVote-OS TDP 2.08 FEC 2002 AccuVote-OS Premier Election
System Operations Technical Data Package System 1.0 05/08/09 .
: Solutions
Procedures.pdf Operations Procedures
AccuVote-OS TDP 2.09 FEC 2002 AccuVote-OS Premier Election
System Maintenance Technical Data Package System 3.0 05/08/09 .
X Solutions
Procedures.pdf Maintenance Procedures
AccuVote-OS TDP 2.10 FEC 2002 AccuVote-OS
Personnel Deployment Technical Data Package 3.0 05/08/09 Premier Election
and Training Personnel Deployment and ) Solutions
Requirements.pdf Training Requirements
AccuVote-OS TDP 2.11 FEC 2002 AccuVote-OS . .
Configuration Technical Data Package 4.0 05/08/09 g;‘?ﬂ;‘;ﬂf’ec“on
Management Plan.pdf Configuration Management Plan
AccuVote-OS TDP 2.12 FEC 2002 AccuVote-OS Premier Election
Quality Assurance Technical Data Package Quality 3.0 05/08/09 Solutions
Program.pdf Assurance Program
AccuVote-OS TDP 2.13 FEC 2002 AccuVote-OS . .
System Change Notes.pdf | Technical Data Package System 5.0 05/08/09 gremller Election
olutions
Change Notes
AccuVote-OS TDP 2.14 FEC 2002 AccuVote-OS Premier Election
Telecommunications.pdf Technical Data Package 2.0 05/08/09 .
L Solutions
Telecommunications
AccuVote-OS TDP FEC 2002 AccuVote-OS
Appendix A Hardware Technical Data Package 29 05/08/09 Premier Election
Specifications.pdf Appendix A: Hardware ) Solutions
Specifications
AccuVote-OS TDP FEC 2002 AccuVote-OS
Appendix D Materials Technical Data Package 13 05/08/09 Premier Election
Specifications.pdf Appendix D: Materials ' Solutions
Specifications
AccuVote-OS TDP AccuVote-OS Technical Data Premier Election
Appendix | System and Package Appendix I: Systemand | 1.0 05/08/09 Soluti
; ) olutions
Data Integrity.pdf Data Integrity
AccuVote-OS TDP FEC 2002 AccuVote-OS Premier Election
Appendix K Ballot Technical Data Package 2.2 05/08/09 Solutions
Processing.pdf Appendix K: Ballot Processing
AccuVote-OS TDP FEC 2002 AccuVote-OS
Appendix M Administrative | Technical Data Package 30 05/08/09 Premier Election
Test Plans.pdf Appendix N: Administrative Test ) Solutions
Plans
AccuVote-OS TDP FVSS Requirements of the FECVSS Premi .
. ; remier Election
2002 Vendor Testing and 2002 Trace to Vendor Testing and | No Rev No date Solutions
TDP Trace.pdf Technical Data Package
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix B Drawings Revs Dates Solutions
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix C COTS Revs Dates Solutions
Component Specifications
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix E AccuFeed Revs Dates Solutions
Specifications
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix F Assembly Revs Dates Solutions

Procedures
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Name ‘ Doc Title Revision  Doc Date Author
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix G Engineering Revs Dates Solutions
Changes
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix H Bill of Revs Dates Solutions
Materials
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix J Packaging Revs Dates Solutions
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix L Test Plans Revs Dates Solutions
AccuVote-OS TDP Folder containing docs Various Various Premier Election
Appendix L Usability Revs Dates Solutions
AcguFeed Hardware AccuFeed Hardware Guide 70 06/11/09 Prem.ier Election
Guide.pdf Solutions
AccuVote-OS Central FEC 2002 AccuVote-OS Central Premier Election
Count TDP 2.00 Count Technical Data Package 1.0 05/04/09 .
: . Solutions
Introduction.pdf Introduction
AccuVote-OS Central FEC 2002 AccuVote-OS Central . .
Count TDP 2.02 System Count Technical Data Package 1.0 05/04/09 Premller Election
i . Solutions
Overview.pdf System Overview
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.03 System Count Technical Data Package 10 05/04/09 Premier Election
Functionality System Functionality Description ) Solutions
Description.pdf
AccuVote-OS Central FEC 2002 AccuVote-OS Central . .
Count TDP 2.04 System Count Technical Data Package 1.0 05/04/09 ggeIS:ilglstlectlon
Hardware Specification.pdf | System Hardware Specification
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.05 Software | Count Technical Data Package 10 05/04/09 Premier Election
Design and Software Design and ) Solutions
Specification.pdf Specification
AccuVote-OS Central FEC 2002 AccuVote-OS Central . .
Count TDP 2.06 System Count Technical Data Package 1.0 05/04/09 ggeIS:ilglstlectlon
Security Specification.pdf System Security Specification
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.07 System Count Technical Data Package 10 05/04/09 Premier Election
Test and Verification System Test and Verification ' Solutions
Specification.pdf Specification
AccuVote-OS Central FEC 2002 AccuVote-OS Central Premier Election
Count TDP 2.08 System Count Technical Data Package 1.0 05/04/09 .
. . Solutions
Operations Procedures.pdf | System Operations Procedures
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.09 System Count Technical Data Package 10 05/04/09 Premier Election
Maintenance System Maintenance Procedures ' Solutions
Procedures.pdf
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.10 Personnel | Count Technical Data Package Premier Election
o 1.0 05/04/09 .
Deployment and Training Personnel Deployment and Solutions
Requirements.pdf Training Requirements
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP 2.11 Count Technical Data Package Premier Election
. . X . 1.0 05/04/09 .
Configuration Configuration Management Plan Solutions
Management Plan.pdf
AccuVote-OS Central FEC 2002 AccuVote-OS Central Premier Election
Count TDP 2.12 Quality Count Technical Data Package 1.0 05/04/09 .
. Solutions
Assurance Program.pdf Quality Assurance Program
AccuVote-OS Central FEC 2002 AccuVote-OS Central Premier Election
Count TDP 2.13 System Count Technical Data Package 1.0 05/04/09 Solutions
Change Notes.pdf System Change Notes
AccuVote-OS Central FEC 2002 AccuVote-OS Central Premier Election
Count TDP 2.14 Count Technical Data Package 1.0 05/04/09

Telecommunications.pdf

Telecommunications

Solutions
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AccuVote-OS Central

FEC 2002 AccuVote-OS Central

Count TDP Appendix A Count Technical Data Package 10 05/04/09 Premier Election
Software Appendix A: Software ) Solutions
Specifications.pdf Specifications
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP Appendix B Count Technical Data Package 10 05/04/09 Premier Election
Program Structure and Appendix B: Program Structure ' Solutions
Flow.pdf and Flow
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP Appendix C Count Technical Data Package 10 05/04/09 Premier Election
Data Organization and Appendix C: Data Organization ) Solutions
Flow.pdf and Flow
AccuVote-OS Central FEC 2002 AccuVote-OS Central . .
Count TDP Appendix G Count Technical Data Package 1.0 05/04/09 g(r)(?Szilgrr]sElectlon
Performance Metrics.pdf Appendix G: Performance Metrics
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP Appendix H Count Technical Data Package 10 05/04/09 Premier Election
System and Data Appendix H: System and Data ) Solutions
Integrity.pdf Integrity
AccuVote-OS Central FEC 2002 AccuVote-OS Central
Count TDP Appendix J Count Technical Data Package 10 05/04/09 Premier Election
Administrative Test Appendix J: Administrative Test ’ Solutions
Plans.pdf Plans
AccuVote-OS Central Reqluirements of the FECVSS
Count TDP FVSS 2002 2002 Trace to Vendor Testing and No Rev No date Premier Election
Vendor Testing and TDP Technical Data Package Solutions
Trace.pdf
AccuVote- AccuVote-OS Central Count
OS_Central_Count_Users | User's Guide Premier Election
_Guide_2.0.13 or_later.pd 11 06/15/09 Solutions
f
AccuVote- AccuVote-OS Hardware Guide Premier Election
OS_Hardware_Guide 15.0 04/16/09 Solutions
AccuVote-OS Central Folder containing docs Various vVarious Premier Election
Count TDP Appendix D Revs Solutions
. Dates
Election Data Format
AccuVote-OS Central Folder containing docs Various Various Premier Election
Count TDP Appendix E Revs Dates Solutions
Software Build Process
AccuVote-OS Central Folder containing docs Various Various Premier Election
Count TDP Appendix F Revs Solutions
. Dates
Transmission Protocol
AccuVote-OS Central Folder containing docs Various Various Premier Election
Count TDP Appendix | Revs D Solutions
ates
Test Plans
AccuVote-OS Central AccuVote-OS Central Count 2.0 Premier Election
Count 2.0 Build Build Process 3.1 08/29/08 .
Solutions
Process.pdf
AC(_:uVote-OSX Hardware AccuVote-OSX Hardware Guide 4.0 03/09/09 Prem_ier Election
Guide.pdf Solutions
AccuVote-OSX AccuVote-OSX Pollworker's Premier Election
Pollworker's Guide.pdf Guide 50 04/19/09 Solutions
AccuVote-OSX TDP 2.00 FEC 2002 AccuVote-OSX Premier Election
Introduction.pdf Technical Data Package 8.0 06/29/09 Solut
) olutions
Introduction
AccuVote-OSX TDP 2.02 FEC 2002 AccuVote-OSX Premier Election
System Overview.pdf Technical Data Package System 5.0 06/10/09 .
. Solutions
Overview
AccuVote-OSX TDP 2.03 FEC 2002 AccuVote-OSX Premier Election
System Functionality Technical Data Package System 5.1 06/10/09 Soluti
L . . e olutions
Description.pdf Functionality Description
AccuVote-OSX TDP 2.04 FEC 2002 AccuVote-OSX 6.0 06/10/09 Premier Election
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Technical Data Package System

Solutions
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Name ‘ Doc Title Revision Doc Date Author
Specification.pdf Hardware Specification
AccuVote-OSX TDP 2.06 FEC 2002 AccuVote-OSX Premier Election
System Security Technical Data Package System 4.1 06/10/09 .
e . R Solutions
Specification.pdf Security Specification
AccuVote-OSX TDP 2.07 FEC 2002 AccuVote-OSX
System Test and Technical Data Package System 21 06/10/09 Premier Election
Verification Test and Verification Specification ' Solutions
Specification.pdf
AccuVote-OSX TDP 2.08 FEC 2002 AccuVote-OSX TDP Premier Election
System Operations System Operations Procedures 5.0 06/29/09 Solutions
Procedures.pdf
AccuVote-OSX TDP 2.09 FEC 2002 AccuVote-OSX . .
System Maintenance Technical Data Package System 4.1 06/10/09 g(r)(?Szilgrr]sElectlon
Procedures.pdf Maintenance Procedures
AccuVote-OSX TDP 2.10 FEC 2002 AccuVote-OSX
Personnel Deployment Technical Data Package 21 06/10/09 Premier Election
and Training Personnel Deployment and ) Solutions
Requirements.pdf Training Requirements
AccuVote-OSX TDP 2.11 FEC 2002 AccuVote-OSX . .
Configuration Technical Data Package 5.0 06/10/09 g;‘?ﬂ;‘;ﬂf’eet"’“
Management Plan.pdf Configuration Management Plan
AccuVote-OSX TDP 2.12 FEC 2002 AccuVote-OSX Premier Election
Quality Assurance Technical Data Package Quality 6.0 06/10/09 Solutions
Program.pdf Assurance Program
AccuVote-OSX TDP 2.13 FEC 2002 AccuVote-OSX Premier Election
System Change Notes.pdf | Technical Data Package System 8.0 06/29/09 .
Solutions
Change Notes
AccuVote-OSX TDP 2.14 FEC 2002 AccuVote-OSX Premier Election
Telecommunications.pdf Technical Data Package 3.1 06/10/09 .
L Solutions
Telecommunications
AccuVote-OSX TDP AccuVote-OSX TDP Appendix B: . .
Appendix B Hardware Hardware Specifications 4.0 06/29/09 Premller Election
e Solutions
Specifications.pdf
AccuVote-OSX TDP AccuVote-OSX Technical Data Premier Election
Appendix | System and Package Appendix I: Systemand | 3.1 06/10/09 .
h ) Solutions
Data Integrity.pdf Data Integrity
AccuVote-OSX TDP FEC 2002 AccuVote-OSX Premier Election
Appendix K Ballot Technical Data Package 2.1 06/10/09 Solutions
Processing.pdf Appendix K: Ballot Processing
AccuVote-OSX TDP FEC 2002 AccuVote-OSX
Appendix M Administrative | Technical Data Package 41 06/10/09 Premier Election
Test Plans.pdf Appendix M: Administrative Test ' Solutions
Plans
AccuVote-OSX TDP FVSS | Requirements of the FECVSS Premier Election
2002 Vendor Testing and 2002 Trace to Vendor Testing and | No Rev No Date Solutions
TDP Trace.pdf Technical Data Package
AccuVote- AccuVote-OSX 1.2.1 System Premier Election
0OSX_1.2.1_System_Admi | Administrator's Guide 1.0 06/24/08 .
. ; Solutions
nistrators_Guide.pdf
AccuVote- AccuVote-OSX 1.2.1 User's Premier Election
OSX_1.2.1 Users_Guide. | Guide 3.0 02/06/08 .
pdf Solutions
AccuVote- AccuVote-OSX System
OSX_System_Administrat | Administrator's Guide 1.2.2 or 10 04/18/09 Premier Election
ors_Guide_1.2.2 or_later. | later Revision 1.0 ’ Solutions
pdf
AccuVote- AccuVote-OSX User’'s Guide Premier Election
OSX_ Users_Guide_1.2.2 | 1.2.2 or later 1.0 04/25/09 .
Solutions
or_later.pdf
Accuvote-OSX Software Folder containing docs Various Various Premier Election
TDP Revs Dates Solutions
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
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Name ‘ Doc Title Revision Doc Date Author
Appendix A Functional Revs Dates Solutions
Specifications
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
Appendix D COTS Revs Solutions
o Dates
Component Specifications
AccuVote-OSX TDP Folder containing docs Various . Premier Election
. - Various .
Appendix E Materials Revs Solutions
e Dates
Specifications
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
Appendix F Assembly Revs D Solutions
ates
Procedures
AccuVote-OSX TDP Folder containing docs Various . Premier Election
. . Various .
Appendix H Bill of Revs Solutions
) Dates
Materials
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
Appendix J Windows CE Revs D Solutions
! ates
Build Process
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
Appendix L Test Plans Revs Dates Solutions
AccuVote-OSX TDP Folder containing docs Various Various Premier Election
Appendix N Usability Revs Dates Solutions
Windows CE 5.0 Build Windows CE 5.0 Build Process Premier Election
Process.pdf 10.0 06/28/09 Solutions
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP 2.00 Introduction.pdf Software Technical Data Package | 4.0 07/07/09 .
. Solutions
Introduction
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP 2.02 System Software Technical Data Package | 1.1 06/16/09 Solutions
Overview.pdf System Overview
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP 2.03 System Software Technical Data Package Premier Election
- ; . . g 2.0 06/16/09 .
Functionality System Functionality Description Solutions
Description.pdf
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP 2.04 System Software Technical Data Package | 1.1 06/16/09 Solutions
Hardware Specification.pdf | System Hardware Specification
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP 2.05 Software Design | Software Technical Data Package Premier Election
o . 1.1 06/16/09 .
and Specification.pdf Software Design and Solutions
Specification
AccuVote-OSX Software FEC 2002 AccuVote-OSX . .
i . Premier Election
TDP 2.06 System Security | Software Technical Data Package | 2.0 06/16/09 .
S . . Solutions
Specification.pdf System Security Specification
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP 2.07 System Test Software Technical Data Package 11 06/16/09 Premier Election
and Verification System Test and Verification ’ Solutions
Specifications.pdf Specification
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP 2.08 System Software Technical Data Package | 2.0 06/29/09 Solutions
Operations Procedures.pdf | System Operations Procedures
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP 2.09 System Software Technical Data Package Premier Election
. ; 1.1 06/16/09 .
Maintenance System Maintenance Procedures Solutions
Procedures.pdf
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP 2.10 Personnel Software Technical Data Package Premier Election
. 1.1 06/16/09 .
Deployment and Training Personnel Deployment and Solutions
Requirements.pdf Training
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP 2.11 Configuration Software Technical Data Package | 2.0 06/16/09 :
. . Solutions
Management Plan.pdf Configuration Management Plan
AccuVote-OSX Software FEC 2002 AccuVote-OSX 11 06/16/09 Premier Election

TDP 2.12 Quality

Software Technical Data Package

Solutions
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Assurance Program.pdf

Quality Assurance Program

AccuVote-OSX Software
TDP 2.13 System Change

FEC 2002 AccuVote-OSX
Software Technical Data Package

4.0

07/07/09

Premier Election

Notes.pdf System Change Notes Solutions
AccuVote-OSX Software FEC 2002 AccuVote-OSX . .
TDP 2.14 Software Technical Data Package | 1.1 06/16/09 | Premier Election
— L Solutions
Telecommunications.pdf Telecommunications
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP Appendix A Software | Software Technical Data Package 3.0 06/29/09 Premier Election
Specifications.pdf Appendix A: Software ) Solutions
Specifications
AccuVote-OSX Software AccuVote-OSX Software
TDP Appendix B Program | Technical Data Package 11 06/16/09 Premier Election
Specifications.pdf Appendix B: Program ' Solutions
Specifications
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP Appendix E Software Technical Data Package 11 06/16/09 Premier Election
Redundant Storage Appendix E: Redundant Storage ' Solutions
Logic.pdf Logic
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP Appendix H System Software Technical Data Package 11 06/16/09 Premier Election
and Data Integrity.pdf Appendix H: System and Data ) Solutions
Integrity
AccuVote-OSX Software FEC 2002 AccuVote-OSX Premier Election
TDP Appendix | Software Technical Data Package | 1.1 06/16/09 Solutions
Performance Metrics.pdf Appendix |I: Performance Metrics
AccuVote-OSX Software FEC 2002 AccuVote-OSX
TDP Appendix K Software Technical Data Package 11 06/16/09 Premier Election
Administrative Test Appendix K: Administrative Test ) Solutions
Plans.pdf Plans
AccuVote-OSX Software FEC 2002 AccuVote-OSX . .
- . Premier Election
TDP Appendix L Ballot Software Technical Data Package | 1.1 06/16/09 .
- o ; Solutions
Conversion.pdf Appendix L: Ballot Processing
AccuVote-OSX Software Requirements of the FECVSS
TDP FVSS 2002 Vendor 2002 Trace to Vendor Testing and 4.0 No Date Premier Election
Testing and TDP Technical Data Package ' Solutions
Trace.pdf
AccuVote-OSX Software Folder containing docs Various Various Premier Election
TDP Appendix C Election Revs D Solutions
ates
Data Format
AccuVote-OSX Software Folder containing docs Various . Premier Election
- Various .
TDP Appendix D Smart Revs D Solutions
ates
Card Format
AccuVote-OSX Software Folder containing docs Various Various Premier Election
TDP Appendix F Software Revs Solutions
h Dates
Build Process
AccuVote-OSX Software Folder containing docs Various Various Premier Election
TDP Appendix G Revs Solutions
N Dates
Transmission Protocols
Appendix J Test Plans Folder containing docs Various Various Premier Election
Revs Dates Solutions
ABasic 2.2 Build ABasic 2.2 Build Process 71 08/29/08 Prem_ler Election
Process.pdf Solutions
AccuVote-OSX 1.2 Build AccuVote-OSX 1.2 Build Process 70 07/01/09 Prem_ler Election
Process.pdf Solutions
ASSURE 1.2 External Assure 1.2 System Overview Premier Election
- 6.0 No date :
Data Flow.jpg Solutions
ASSU_RE 1.2_Product ASSURE 1.2 Product Overview 210 07/20/09 Prem_ler Election
Overview Guide.pdf Guide Solutions
ASSUREL1.2Matrix.xlsx Premier Election Solutions Premier Election
ASSURE 1.2 Matrix Rev 21.0 210 07/20/09 Solutions
Premier's Windows Premier's Windows Configuration 10.0 06/15/09 Premier Election
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Configuration Guide.pdf Guide Solutions

Premiers Windows Premier's Windows Security Premier Election

Security Updates Policy Updates Policy and Procedures 3.0 04/27/09 Solutions

and Procedures.pdf

Pre_miers_CIient_Security_ Premier's Client Security Policy 6.0 06/17/09 Prem_ier Election

Policy.pdf Solutions

Shared Components 2.2 Shared Components 2.2 Build 20 07/01/09 Premier Election

Build Process.pdf Process ) Solutions

ASSURE 1.2 TDP ASSURE 1.2 Technical Data Premier Election

Appendix F Surface Package Appendix F: Surface 2.3 06/12/09 Solutions

Specification Standard.pdf | Specification Standard

ASSURE 1.2 TDP ASSURE 1.2 Technical Data . .

Appendix J File Package Appendix J: File 1.6 06/12/09 g(r)(?Szilgrr]sElectlon

Management.pdf Management

ASSURE 1.2 TDP (Misc. Purchase Orders) Premier Election

Appendix P Procurement No Rev No date Solutions

Certification.pdf

ASSURE 1.2 TDP ASSURE 1.2 Technical Data . .

Appendix Q System Package Appendix Q: System 1.7 06/12/09 ggm;g;flecﬂon

Acquisition.pdf Acquisition

ASSURE 1.2 TDP ASSURE 1.2 Technical Data Premier Election

Appendix X System Package Appendix X: System 1.1 06/12/09 Solutions

Initiation.pdf Initiation

ASSURE 1.2 TDP ASSURE 1.2 Technical Data . .

Appendix Z Package Appendix Z: Certificates | 2.0 07/07/09 EL?S:il(()a;SEIectlon

Certificates.pdf

ASSURE 1.2 TDP ASSURE 1.2 Technical Data 17.0 07/07/09 Premier Election

Introduction.pdf Package Introduction ) Solutions

Inputs Folder containing docs Various Various Premier Election
Revs Dates Solutions

Managing Design and Folder containing docs Various Various Premier Election

Development Revs Dates Solutions

System Audits Folder containing docs Various Various Premier Election
Revs Dates Solutions

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix 1 COTS Revs Dates Solutions

Communication

Components

Shared Components 2.2 Shared Components Build 20 Various Premier Election

Build Process Process ) Dates Solutions

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix 3 ASSURE 1.2 Revs Dates Solutions

ECs

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix A System Revs Dates Solutions

Overview

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix B Software Revs Dates Solutions

Configuration

Management

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix C Hardware Revs Dates Solutions

Configuration

Management

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix D Software Revs Dates Solutions

Quality Assurance

Methodology

ASSURE 1.2 TDP Folder containing docs Various Various Premier Election

Appendix E Hardware Revs Dates Solutions

Quality Assurance
Methodology
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ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix G Bugzilla Revs Dates Solutions
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix H C++ Coding Revs Dates Solutions
Style
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix | Documentation Revs Dates Solutions
Standards
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix K SSL Protocol Revs Dates Solutions
Specification
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix L Training Revs Dates Solutions
Programs
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix M Development Revs Dates Solutions
Office Backup Guide
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix N Support Revs Dates Solutions
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix O Supplies Revs Dates Solutions
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix R AES Revs Dates Solutions
Encryption Specification
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix S Build Revs Dates Solutions
Configuration Guide
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix T Product Revs Dates Solutions
Advisory Notices
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix U ABasic User's Revs Dates Solutions
Guide
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix V SHA1 Revs Dates Solutions
Specification
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix W AVValidator Revs Dates Solutions
ASSURE 1.2 TDP Folder containing docs Various Various Premier Election
Appendix Y AVinstall Build Revs Dates Solutions
Process
Bui_Id Configuration Build Configuration Guide 17.0 06/28/09 Prem.ier Election
Guide.pdf Solutions
ASM TDP 2.00 FEC 2002 ASSURE Security Premier Election
Introduction.pdf Manager Technical Data Package | 2.0 07/07/09 Solutions
Introduction
ASM TDP 2.02 System FEC 2002 ASSURE Security Premier Election
Overview.pdf Manager Technical Data Package | 1.1 06/26/09 Solutions
System Overview
ASM TDP 2.03 System FEC 2002 ASSURE Security Premier Election
Functionality Manager Technical Data Package | 2.0 06/26/09 Solutions
Description.pdf System Functionality Description
ASM TDP 2.04 System FEC 2002 ASSURE Security Premier Election
Hardware Specification.pdf | Manager Technical Data Package | 1.1 06/26/09 Solutions
System Hardware Specification
ASM TDP 2.05 Software FEC 2002 ASSURE Security Premier Election
DeS|gr_1 an_d Manager Technlcal Data Package 11 06/26/09 Solutions
Specification.pdf Software Design and
Specification
ASM TDP 2.06 System FEC 2002 ASSURE Security Premier Election
Security Specification.pdf Manager Technical Data Package | 2.0 06/26/09 Solutions

System Security Specification
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ASM TDP 2.07 System FEC 2002 ASSURE Security Premier Election
Test and Verification Manager Technical Data Package | 1.1 06/26/09 Solutions
Specification.pdf System Test and Verification
ASM TDP 2.08 System FEC 2002 ASSURE Security Premier Election
Operations Procedures.pdf | Manager Technical Data Package | 2.0 06/26/09 Solutions
System Operations Procedures
ASM TDP 2.09 System FEC 2002 ASSURE Security Premier Election
Maintenance Manager Technical Data Package | 1.1 06/26/09 Solutions
Procedures.pdf System Maintenance Procedures
ASM TDP 2.10 Personnel | FEC 2002 ASSURE Security Premier Election
Deployment and Training Manager Technical Data Package Solutions
. 11 06/26/09
Requirements.pdf Personnel Deployment and
Training
ASM TDP 2.11 FEC 2002 ASSURE Security Premier Election
Configuration Manager Technical Data Package | 1.1 06/26/09 Solutions
Management Plan.pdf Configuration Management Plan
ASM TDP 2.12 Quality FEC 2002 ASSURE Security Premier Election
Assurance Program.pdf Manager Technical Data Package | 1.1 06/26/09 Solutions
Quality Assurance Program
ASM TDP 2.13 System FEC 2002 ASSURE Security Premier Election
Change Notes.pdf Manager Technical Data Package | 3.0 07/07/09 Solutions
System Change Notes
ASM TDP 2.14 FEC 2002 ASSURE Security Premier Election
Telecommunications.pdf Manager Technical Data Package | 1.1 06/26/09 Solutions
Telecommunications
ASM TDP Appendix A FEC 2002 ASSURE Security Premier Election
Software Manager Technical Data Package Solutions
Specifications.pdf Appendix A: Software 2.0 06/26/09
Specifications
ASM TDP Appendix B ASM Technical Data Package Premier Election
Program Specifications.pdf | Appendix B: Program 11 06/26/09 Solutions
Specifications
ASM TDP Appendix G FEC 2002 ASSURE Security Premier Election
System and Data Manager Technical Data Package 20 06/26/09 Solutions
Integrity.pdf Appendix G: System and Data '
Integrity
ASM TDP Appendix H FEC 2002 ASSURE Security Premier Election
Performance Metrics.pdf Manager Technical Data Package | 1.1 06/26/09 Solutions
Appendix H: Performance Metrics
ASM TDP Appendix J FEC 2002 ASSURE Security Premier Election
Administrative Test Manager Technical Data Package 11 06/26/09 Solutions
Plans.pdf Appendix J: Administrative Test '
Plans
ASM TDP FVSS 2002 Requirements of the FECVSS Premier Election
Vendor Testing and TDP 2002 Trace to Vendor Testing and | No Rev No Date Solutions
Trace.pdf Technical Data Package
ASSURE Security Service | ASSURE Security Service 1.2 6.0 07/01/09 Premier Election
1.2 Build Process.pdf Build Procedure ) Solutions
ASSURE_Security_Manag | ASSURE Security Manager Premier Election
er_Users_Guide 1.2.3 or | User's Guide 3.0 06/26/09 Solutions
_later.pdf
ASM 1.2.1 TDP Appendix | Folder containing docs Various Various Premier Election
C Election Data Format Revs Dates Solutions
ASM 1.2.1 TDP Appendix | Folder containing docs Various Various Premier Election
D Smart Card Format Revs Dates Solutions
ASM 1.2.1 TDP Appendix | Folder containing docs Various Various Premier Election
E Software Build Process Revs Dates Solutions
ASM 1.2.1 TDP Appendix | Folder containing docs Various Various Premier Election
F Interface Revs Dates Solutions
ASM 1.2.1 TDP Appendix | | Folder containing docs Various Various Premier Election
Test Plans Revs Dates Solutions
ASM TDP Appendix K Folder containing docs Various Various Premier Election
Hardware Specifications Revs Dates Solutions
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ASSURE Security Service | ASSURE Security Service 1.2 50 04/06/09 Premier Election
1.2 Build Process.pdf Build Process ) Solutions

ATS PREM Configuration ATS Configuration Management Premier Election
Management Policy AQS- | Policy 3.0 12/01/08 Solutions
13-2000-004-F.doc

ATS PREM Corrective Corrective Action Control Log Premier Election
Action Log AQS-13-5011- 2.0 N/A Solutions
004-R.doc

ATS PREM Design DESIGN REVIEW ATTENDANCE Premier Election
Review Attendance Form SHEET 2.0 N/A Solutions
AQS-13-2020-005-R.doc

ATS PREM Design DESIGN REVIEW MINUTES Premier Election
Review Minutes Form 2.0 N/A Solutions
AQS-13-2020-004-R.doc

ATS PREM DocChange ATS DOCUMENT CHANGE Premier Election
Order Form AQS-13-2020- | ORDER 2.0 N/A Solutions
001-F.doc

ATS PREM Document Document Change Control Form Premier Election
Change Control Form 2.0 N/A Solutions
AQS-13-2020-006-R.doc

ATS PREM Employee ATS Employee Training Premier Election
Training Procedure AQS- Procedure 3.0 12/01/08 Solutions
13-5010-012-F.doc

ATS PREM Engineering Engineering Change Premier Election
Change Order Request Order/Change Request Form 20 N/A Solutions

Form AQS-13-2020-002- '

F.DOC

ATS PREM Software and ATS Software and Hardware Premier Election
Hardware Release Release Process Solutions
Process AQS-13-2011- 4.0 12/01/08

000-R.doc

ATS PREM System Bug System Bug Report Form Premier Election
Report form online version 2.0 N/A Solutions
AQS-13-2020-000-F.doc

AutoMARK PREM Ballot AutoMARK Ballot Scanning and Premier Election
Scanning and Printing Printing Specification Solutions
Specification AQS-13- 3.0 12/01/08

5002-007-S.doc

AutoMARK PREM AutoMARK PREM Configuration Premier Election
Configuration Management Plan Solutions
Management Plan AQS- 4.0 12/01/08

13-5020-000-F.doc

AutoMARK PREM Driver AutoMARK Driver API Premier Election
API Specification AQS-13- | Specification 3.0 12/01/08 Solutions
5000-002-F.doc

AutoMARK PREM AutoMARK Embedded Database Premier Election
Embedded Da?a_lbas_e Interface Specification 40 12/01/08 Solutions
Interface Specifications

AQS-13-5002-005-S.doc

AutoMARK PREM GUI AutoMARK Graphical User Premier Election
Design Specifications Interface 4.0 12/01/08 Solutions
AQS-13-5001-005-R.doc

AutoMARK PREM Initial Initial Software Installation Premier Election
Software Installation Procedure Solutions
Procedure AQS-13-5012- 2.0 12/01/08

008-S.doc

AutoMARK PREM AutoMARK Jurisdiction Guide Premier Election
Jurisdiction Guide AQS- 9.0 07/02/09 Solutions
20-5061-003-R.pdf

AutoMARK PREM AutoMARK Operating Software Premier Election
Operating Software (AMOS) Design Specifications 30 12/01/08 Solutions

Design Specifications
AQS-13-5001-002-R.doc
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AutoMARK PREM Personnel Deployment and Premier Election
Personnel Deployment Training Requirements Solutions

and Training AQS-13- 3.0 12/01/08

5000-000-F.rtf

Automark PREM AutoMARK Programming Premier Election
Progr_a_tmn_mg _ Specifications Details 30 12/01/08 Solutions
Specifications Details

AQS-13-5001-011-R.doc

AutoMARK PREM QSP ATS Quality System Procedures Premier Election
Master List AQS-13-5010- | (QSP) Master List 3.0 12/01/08 Solutions
008-F.doc

AutoMARK PREM Quality | ATS Quality System Master Audit Premier Election
Systems Audit Schedule Schedule 3.0 12/01/08 Solutions
AQS-13-5020-003-F.doc

AutoMARK PREM RAD AutoMARK Rapid Application Premier Election
Methodology AQS-13- Development Methodology (RAD) | 4.0 12/01/08 Solutions
5001-010-R.doc

AutoMARK PREM AutoMARK PREM VAT Release Premier Election
Release Notes AQS-13- Notes 16.0 07/21/09 Solutions
5002-205-R.doc

AutoMARK PREM AutoMARK Requirements Trace Premier Election
Requirement Trace Matrix | Matrix 4.0 07/21/09 Solutions
AQS-13-5000-003-F.doc

AutoMARK PREM AutoMARK Software Design Premier Election
Software Design Spec Specifications 3.0 12/01/08 Solutions
AQS-13-5001-004-S.doc

AutoMARK PREM AutoMARK Software Diagnostics Premier Election
Software Diagnostics Specification Solutions
Specifications AQS-13- 30 12/01/08

5000-004-F.doc

AutoMARK PREM Software Standards Specification Premier Election
Software Standards Solutions
Specification AQS-13- 3.0 12/01/08

4000-000-S.doc

AutoMARK PREM System | AutoMARKTM System Change Premier Election
Change Notes AQS-13- Notes 85.0 07/21/09 Solutions
3010-001-A.doc

AutoMARK PREM System | AutoMARK System Functionality Premier Election
Functionality AQS-13- 3.0 12/01/08 Solutions
5001-001-R.doc

AutoMARK PREM System | AutoMARK System Introduction Premier Election
Introduction AQS-13-5001- 3.0 12/01/08 Solutions
000-R.doc

AutoMARK PREM System | AutoMARK SYSTEM SECURITY Premier Election
Security Specification SPECIFICATIONS 4.1 06/23/09 Solutions
AQS-13-5002-001-S.pdf

AutoMARK PREM AutoMARK System Overview Premier Election
System_Overview AQS- 6.0 12/01/08 Solutions
13-5002-000-S.doc

AutoMARK PREM TDP AutoMark TDP Table of Contents N/A 07/21/09 Prem_ier Election
TOC.doc Solutions
AutoMARK System AutoMARK System Hardware Premier Election
Hardware Specification Specification 4.0 12/01/08 Solutions
AQS-13-5000-001-F.doc

AutoMARK VAT Software | AutoMARK VAT Software and Premier Election
and Firmware Compilation | Firmware Compilation Instructions Solutions
Instructions AQS-13-5013- 2.0 07/13/09

000-A.doc

AutoMARK_PREM_Poll_ AutoMARK Poll Worker’s Guide Premier Election
Workers_Guide_AQS-13- 10.1 07/02/09 Solutions
5061-002-R.pdf

AutoMARK_PREM_Syste | AutoMARK System Installation 8.0 06/24/09 Premier Election

m_Install and Main Guid

and Maintenance Guide

Solutions
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e_AQS-13-5010-001-F.pdf

AutoMARK_PREM_Voters

AutoMARK Voter's Guide

Premier Election

_Guide_AQS-13-5061- 8.0 07/02/09 Solutions

001-R.pdf

Bug Report PREM hard Automark Technical Systems Premier Election

copy AQS-13-2020-003- Integration & Testing Bug Report 2.0 N/A Solutions

R.doc

PREM Ballot Image Ballot Image Processing Premier Election

Processing Specification Specifications 4.0 12/01/08 Solutions

AQS-13-5002-003-S.doc

PREM Software AutoMARK Software Premier Election

Development Environment | Development 4.0 12/01/08 Solutions

AQS-13-5001-006-R.doc

PREM System Security System Security Test Cases Premier Election

Test Cases AQS-13-5030- 3.0 12/01/08 Solutions

005-S.doc

PREM System System Security Test Procedure Premier Election

SecurityTest Procedures 3.0 12/01/08 Solutions

AQS-13-5012-000-S.doc

Premier Addendum to AutoMARK VAT Software and Premier Election

Software and Firmware Firmware Compilation Instructions Solutions

Compilation Instructions 2.0 07114109

AQS-13-5013-001-A.doc

AIMS PREM Sect00A AIMS TDP Cover Page Premier Election
N/A N/A )

Cover Page.doc Solutions

AIMS PREM Sect00B TDP | AIMS TDP Table of Contents N/A 07/21/09 Prem_ier Election

TOC.doc Solutions

AIMS PREM Sect00C AIMS Requirements Trace Matrix Premier Election

Requirements Trace Solutions

Matrix AQS-13-5000-203- 50 07/21/09

R.doc

AIMS PREM Sect0O0D AutoMARK Information Premier Election

Release Notes AQS-13- Management System AIMS 11.0 07/21/09 Solutions

5002-204-R.doc Release Notes

AIMS PREM Sect01 AutoMARK Information Premier Election

System Overview AQS-13- | Management System (AIMS) 3.0 12/01/08 Solutions

5002-200-R.doc System Overview

AIMS PREM Sect02 AutoMARK Information Premier Election

System Functionality AQS- | Management System (AIMS) 4.0 12/01/08 Solutions

13-5001-201-R.doc System Functionality

AIMS PREM Sect03 AIMS Hardware Specifications Premier Election

System Hardware Solutions

Specification AQS-13- 3.0 12/01/08

5000-201-R.doc

AIMS PREM Sect04 AIMS Compact Flash Memory Premier Election

AutoMark Compact FMC Card Design Specifications Solutions

Specs AQS-13-5001-008- 3.0 12/01/08

R.doc

AIMS PREM Sect04 AutoMARK Information Premier Election

Progr_qmn_]mg _ Manageme_nt Syste_nj (A_IMS) 4.0 12/01/08 Solutions

Specifications Details Programming Specifications

AQS-13-5001-212-R.doc Details

AIMS PREM Sect04 AutoMARK Information Premier Election

Software Design Management System (AIMS) 6.0 12/01/08 Solutions

Specifications AQS-13- Software Design Specifications ’

5001-202-R.doc

AIMS PREM Sect05 AutoMARK Information Premier Election

System Operations Management System (AIMS) 30 12/01/08 Solutions

Procedures AQS-13-5011- | Operations Procedures )

200-R.doc

AIMS PREM Sect06 AutoMARK Information a1 06/23/09 Premier Election

System Security

Management System (AIMS)

Solutions
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Specification AQS-13- System Security Specifications

5002-201-R.doc

AIMS PREM Sect07 AIMS Quality Assurance Policy & Premier Election

Quality Assurance Policy Procedures Solutions

and Procedures AQS-13- 4.0 12/01/08

5011-000-R.doc

AIMS PREM Sect07 AIMS Quality Assurance Test Premier Election

Quality Assurance Test Cases Solutions

Cases AQS-13-5011-002- 4.0 12/01/08

R.doc

AIMS PREM Sect07 AIMS Quality Assurance Test Premier Election

Quality Assurance Test Procedures Solutions

Procedures AQS-13-5011- 3.0 12/01/08

001-R.doc

AIMS PREM Sect08 AIMS Configuration Management Premier Election

Configuration Plan Solutions

Management Plan AQS- 3.0 12/01/08

13-5020-200-R.doc

AIMS PREM Sect09 AIMS Personnel Deployment and Premier Election

Personnel Deployment Training Requirements Solutions

and Training AQS-13- 2.0 12/01/08

5000-005-F.doc

AIMS PREM System AIMS System Change Notes Premier Election

Change Notes AQS-13- 27.0 07/21/09 Solutions

3010-002-A.doc

AIMS_PREM_Sect05_Ele | AutoMARK Information Premier Election

ction_Officials_Guide_AQ | Management System Election 15.0 06/25/09 Solutions

S-13-5001-209-R.pdf Official’s Guide

AccuView Printer Module AccuView Printer Module 70 03/09/09 Premier Election

Hardware Guide.pdf Hardware Guide ) Solutions

AVPM 3.0 Build Acr_:uView Printer Module 3.0 3.0 09/04/08 Prem_ier Election

Process.pdf Build Process Solutions

FirmwareUpdate.pdf Updating AVPM Firmware 11 11/09/04 Prem_ier Election

Solutions

AVValidator_Users_Guide | AVValidator User's Guide 1.0.1 or 20 04/19/09 Prem_ier Election
1.0.1_or_later.pdf later Solutions

BallotStation TDP 2.00 FEC 2002 BallotStation Technical 20 06/29/09 Premier Election

Introduction.pdf Data Package Introduction ) Solutions

BallotStation TDP 2.02 FEC 2002 BallotStation Technical 11 06/29/09 Premier Election

System Overview.pdf Data Package System Overview ) Solutions

BallotStation TDP 2.03 FEC 2002 BallotStation Technical Premier Election

System Functionality Data Package System 11 06/29/09 Solutions

Description.pdf Functionality Description

BallotStation TDP 2.04 FEC 2002 BallotStation Technical Premier Election

System Hardware Data Package System Hardware 11 06/29/09 Solutions

Specification.pdf Specification

BallotStation TDP 2.05 FEC 2002 BallotStation Technical Premier Election

Software Design and Data Package Software Design 11 06/29/09 Solutions

Specification.pdf and Specification

BallotStation TDP 2.06 FEC 2002 BallotStation Technical Premier Election

System Security Data Package System Security 2.0 06/29/09 Solutions

Specification.pdf Specification

BallotStation TDP 2.07 FEC 2002 BallotStation Technical Premier Election

Sys_t(_em Test and Data_ Pa_ckage Sys_tem Test and 11 06/29/09 Solutions

Verification Verification Specification

Specification.pdf

BallotStation TDP 2.08 FEC 2002 BallotStation Technical Premier Election

System Operations Data Package System Operations | 2.0 06/29/09 Solutions

Procedures.pdf Procedures

BallotStation TDP 2.09 FEC 2002 BallotStation Technical Premier Election

System Maintenance Data Package System 1.1 06/29/09 Solutions

Procedures.pdf

Maintenance Procedures
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BallotStation TDP 2.10 FEC 2002 BallotStation Technical Premier Election
Personnel Deployment Data Package Personnel Solutions
and Training Deployment and Training 11 06/29/09
Requirements.pdf Requirements
BallotStation TDP 2.11 FEC 2002 BallotStation Technical Premier Election
Configuration Data Package Configuration 11 06/29/09 Solutions
Management Plan.pdf Management Plan
BallotStation TDP 2.12 FEC 2002 BallotStation Technical Premier Election
Quality Assurance Data Package Quality Assurance 1.1 06/29/09 Solutions
Program.pdf Program
BallotStation TDP 2.13 FEC 2002 BallotStation Technical Premier Election
System Change Notes.pdf | Data Package System Change 2.0 06/29/09 Solutions
Notes
BallotStation TDP 2.14 FEC 2002 BallotStation Technical Premier Election
Telecommunications.pdf Data Package 1.1 06/29/09 Solutions
Telecommunications

BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix A Software Data Package Appendix A: 2.0 06/29/09 Solutions
Specifications.pdf Software Specifications
BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix C Data Data Package Appendix C: Data 11 06/29/09 Solutions
Organization and Flow.pdf | Organization and Flow
BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix F Redundant Data Package Appendix F: 11 06/29/09 Solutions
Storage Logic.pdf Redundant Storage Logic
BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix | Performance Data Package Appendix I 11 06/29/09 Solutions
Metrics.pdf Performance Metrics
BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix J System and Data Package Appendix J: 11 06/29/09 Solutions
Data Integrity.pdf System and Data Integrity
BallotStation TDP FEC 2002 BallotStation Technical Premier Election
Appendix L Administrative | Data Package Appendix L: 11 06/29/09 Solutions
Test Plans.pdf Administrative Test Plans
BallotStation TDP FVSS Requirements of the FECVSS Premier Election
2002 Vendor Testing and 2002 Trace to Vendor Testing and | 4.0 No Date Solutions
TDP Trace.pdf Technical Data Package
BallotStation_4.7.3_Syste | BallotStation 4.7.3 System Premier Election
m_Administrators_Guide.p | Administrator's Guide 1.0 06/25/08 Solutions
df
Ballc_JtStation_4.7.3_Users BallotStation 4.7.3 User’s Guide 20 07/09/08 Prem_ier Election

Guide.pdf Solutions
BallotStation_System_Ad BallotStation System Premier Election
ministrators_Guide_4.7.5_ | Administrator's Guide 3.0 06/19/09 Solutions
or_later.pdf
BallotStation_Users_Guid | BallotStation User’s Guide 30 06/19/09 Prem_ier Election
e_4.7.5 or_later.pdf Solutions
OS_AA Hardware OSAA Hardware Guide 6.0 04/19/09 Prem_ier Election
Guide.pdf Solutions
TSText 4.1.17 Reference TSText 4.1.17 Reference Guide 10 02/14/08 Prem_ier Election
Guide Solutions
UAID Hardware Guide.pdf | UAID Hardware Guide 30 04/19/09 Prem_ier Election

Solutions
BallotStation TDP Folder containing docs Various . Premier Election
Appendix B Program Revs Various Solutions
e Dates

Specifications
BallotStation TDP Folder containing docs Various Various Premier Election
Appendix D Election Data Revs Dates Solutions
Format
BallotStation TDP Folder containing docs Various Various Premier Election
Appendix E Smart Card Revs Dates Solutions

Format
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BallotStation TDP Folder containing docs Various Various Premier Election

Appendix G Software Build Revs Dates Solutions

Process

BallotStation TDP Folder containing docs Various Various Premier Election

Appendix H Transmission Revs Dates Solutions

Protocols

BallotStation TDP Folder containing docs Various Various Premier Election

Appendix K Test Plans Revs Dates Solutions

ABasic 2.2 Build ABasic 2.2 Build Process 71 08/29/08 Prem.ier Election

Process.pdf Solutions

BallotStation 4.7 Build BallotStation 4.7 Build Process 5.0 06/28/09 Prem_ier Election

Process.pdf Solutions

AccuVote-TS.R6 AccuVote-TS R6 Hardware Guide 11.0 04/26/09 Prem.ier Election

Hardware Guide.pdf Solutions

AccuVote-TS R6 AccuVote-TS R6 Pollworker’s 70 06/19/09 Premier Election

Pollworker's Guide.pdf Guide ) Solutions

AccuVote-TS R6 TDP 2.00 | FEC 2002 AccuVote-TS R6 Premier Election

Introduction.pdf Technical Data Package 7.0 06/29/09 Solutions
Introduction

AccuVote-TS R6 TDP 2.02 | FEC 2002 AccuVote-TS R6 Premier Election

System Overview.pdf Technical Data Package System 3.0 06/11/09 Solutions
Overview

AccuVote-TS R6 TDP 2.03 | FEC 2002 AccuVote-TS R6 Premier Election

System Functionality Technical Data Package System 4.1 06/11/09 Solutions

Description.pdf Functionality Description

AccuVote-TS R6 TDP 2.04 | FEC 2002 AccuVote-TS R6 Premier Election

System Hardware Technical Data Package System 4.0 06/11/09 Solutions

Specification.pdf Hardware Specification

AccuVote-TS R6 TDP 2.06 | FEC 2002 AccuVote-TS R6 Premier Election

System Security Technical Data Package System 4.1 06/11/09 Solutions

Specification.pdf Security Specification

AccuVote-TS R6 TDP 2.07 | FEC 2002 AccuVote-TS R6 Premier Election

System Test and Technical Data Package System 21 06/11/09 Solutions

Verification Test and Verification Specification ’

Specification.pdf

AccuVote-TS R6 TDP 2.08 | FEC 2002 AccuVote-TS R6 Premier Election

System Operations Technical Data Package System 4.0 06/29/09 Solutions

Procedures.pdf Operations Procedures

AccuVote-TS R6 TDP 2.09 | FEC 2002 AccuVote-TS R6 Premier Election

System Maintenance Technical Data Package System 3.1 06/11/09 Solutions

Procedures.pdf Maintenance Procedures

AccuVote-TS R6 TDP 2.10 | FEC 2002 AccuVote-TS R6 Premier Election

Personne_l Deployment Tech_nlcal I_Data Package 5.0 06/11/09 Solutions

and Training Configuration Management Plan

Requirements.pdf

AccuVote-TS R6 TDP 2.11 | FEC 2002 AccuVote-TS R6 Premier Election

Configuration Technical Data Package 4.0 05/12/09 Solutions

Management Plan.pdf Configuration Management Plan

AccuVote-TS R6 TDP 2.12 | FEC 2002 AccuVote-TS R6 Premier Election

Quality Assurance Technical Data Package Quality 5.0 06/11/09 Solutions

Program.pdf Assurance Program

AccuVote-TS R6 TDP 2.13 | FEC 2002 AccuVote-TS R6 Premier Election

System Change Notes.pdf | Technical Data Package System 7.0 06/29/09 Solutions
Change Notes

AccuVote-TS R6 TDP 2.14 | FEC 2002 AccuVote-TS R6 Premier Election

Telecommunications.pdf Technical Data Package 2.1 06/11/09 Solutions
Telecommunications

AccuVote-TS R6 TDP Requirements of the FECVSS Premier Election

2002 Vendor Testing and 2002 Trace to Vendor Testing and | 4.0 No Date Solutions

TDP Trace.pdf Technical Data Package

AccuVote-TS R6 TDP FEC 2002 AccuVote-TS R6 Premier Election

Appendix B Hardware Technical Data Package 3.0 06/29/09 Solutions

Specifications.pdf

Appendix B: Hardware
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Specifications
AccuVote-TS R6 TDP FEC 2002 AccuVote-TS R6 Premier Election
Appendix E VIBS Keypad Technical Data Package 13 06/11/09 Solutions
Specification.pdf Appendix E: VIBS Keypad )
Specification
AccuVote-TS R6 TDP FEC 2002 AccuVote-TS R6 Premier Election
Appendix F Materials Technical Data Package Solutions
Specifications.pdf Appendix F: Materials 1.3 06/11/09
Specifications
AccuVote-TS R6 TDP FEC 2002 AccuVote-TS R6 Premier Election
Appendix J System and Technical Data Package 41 06/11/09 Solutions
Data Integrity.pdf Appendix J: System and Data '
Integrity
AccuVote-TS R6 TDP AccuVote-TS R6 TDP Appendix Premier Election
Appendix O Administrative | O: Administrative Test Plans 4.0 06/11/09 Solutions
Test Plans.pdf
AccuVote-TS R6 TDP Folder containing docs Various Various Premier Election
Appendix A Requirements Revs Dates Solutions
Definition
AccuVote-TS R6 TDP Folder containing docs Various Various Premier Election
Appendix K Windows CE Revs Dates Solutions
Build Process
Hardware docs Folder containing docs Various Various Premier Election
Revs Dates Solutions
Windows CE 3.0 Build Windows CE 3.0 Build Process 70 06/28/09 Prem_ier Election
Process.pdf Solutions
AccuVote-TSX Hardware AccuVote-TSX Hardware Guide Premier Election
Guide.pdf 15.0 04/19/09 Solutions
AccuVote-TSX AccuVote-TSX Pollworker's Guide Premier Election
Pollworker's Guide.pdf 13.0 06/19/09 Solutions
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.00 Introduction.pdf | AVPM Technical Data Package 10.0 06/29/09 Solutions
Introduction
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.02 System AVPM Technical Data Package 7.0 06/12/09 Solutions
Overview.pdf System Overview
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.03 System AVPM Technical Data Package Solutions
- ; . . Y 6.1 06/12/09
Functionality System Functionality Description
Description.pdf
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.04 System AVPM Technical Data Package 7.0 06/12/09 Solutions
Hardware Specification.pdf | System Hardware Specification
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.06 System Security | AVPM Technical Data Package 5.1 06/12/09 Solutions
Specification.pdf System Security Specification
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.07 System Test AVPM Technical Data Package 31 06/12/09 Solutions
and Verification System Test and Verification '
Specification.pdf Specification
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.08 System AVPM Technical Data Package 6.0 06/29/09 Solutions
Operations Procedures.pdf | System Operations Procedures
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.09 System AVPM Technical Data Package Solutions
. . 6.1 06/12/09
Maintenance System Maintenance Procedures
Procedures.pdf
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.10 Personnel AVPM Technical Data Package Solutions
- 25 06/12/09
Deployment and Training Personnel Deployment and
Requirements.pdf Training
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with 7.0 06/12/09 Premier Election
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TDP 2.11 Configuration AVPM Technical Data Package Solutions
Management Plan.pdf Configuration Management Plan
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.12 Quality AVPM Technical Data Package 7.0 06/12/09 Solutions
Assurance Program.pdf Quality Assurance Program
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.13 System Change | AVPM Technical Data Package 10.0 06/29/09 Solutions
Notes.pdf System Change Notes
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP 2.14 AVPM Technical Data Package 3.1 06/12/09 Solutions
Telecommunications.pdf Telecommunications
AccuVote-TSX with AVPM | Requirements of the FECVSS Premier Election
TDP 2002 Vendor Testing | 2002 Trace to Vendor Testing and | 4.0 No Date Solutions
and TDP Trace.pdf Technical Data Package
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP Appendix B AVPM Technical Data Package Solutions
Hardware Appendix B: Hardware 7.0 06/29/09
Specifications.pdf Specifications
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP Appendix E VIBS AVPM Technical Data Package 15 06/12/09 Solutions
Keypad Specification.pdf Appendix E: VIBS Keypad ’

Specification
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP Appendix F Materials | AVPM Technical Data Package 29 06/25/08 Solutions
Specifications.pdf Appendix F: Materials ’

Specifications
AccuVote-TSX with AVPM | FEC 2002 AccuVote-TSX with Premier Election
TDP Appendix J System AVPM Technical Data Package 6.1 06/12/09 Solutions
and Data Integrity.pdf Appendix J: System and Data )

Integrity
AccuVote-TSX with AVPM | AccuVote-TSX with AVPM TDP Premier Election
TDP_A_ppen_dlx R Appendix R: Administrative Test 50 06/12/09 Solutions
Administrative Test Plans
Plans.pdf
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix A Revs Dates Solutions
Requirements Definition
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix F Materials Revs Dates Solutions
Specifications
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix K Windows Revs Dates Solutions
CE Build Process
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix L AVPM Revs Dates Solutions
Firmware Specifications
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix M AVPM Revs Dates Solutions
Firmware Build Process
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix N Power Revs Dates Solutions
Management
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix P Usability Revs Dates Solutions
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix S Storage Revs Dates Solutions
AccuVote-TSX with AVPM | Folder containing docs Various Various Premier Election
TDP Appendix T Servicing Revs Dates Solutions
Assembly Instructions and | Folder containing docs Various Various Premier Election
Hardware Documentation Revs Dates Solutions
Windows CE 4.1 Build Windows CE 4.1 Build Process 70 06/28/09 Prem_ier Election
Process.pdf Solutions
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ExpressPoll Emulator and | ExpressPoll Emulator and Premier Election
Resource Guide for Resource Guide for Versions 1.2 4.0 02/19/09 Solutions
Versions 1.2 to 2.1.pdf to2.1
ExpressPoll Administrators | ExpressPoll Administrator's Guide Premier Election
Guide for Version 2.0 and for Version 2.0. and 2.1 5.0 06/18/09 Solutions
2.1.pdf
ExpressPoll CardWriter ExpressPoll CardWriter 1.1 Build 9.0 02/19/09 Premier Election
1.1 Build Process.pdf Process ) Solutions
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.00 Introduction.pdf | Technical Data Package 2.0 06/26/09 Solutions

Introduction
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.02 System Technical Data Package System 2.0 06/26/09 Solutions
Overview.pdf Overview
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.03 System Techmcal pata Paqkage System 20 06/26/09 Solutions
Functionality Functionality Description
Description.pdf
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.04 System Technical Data Package System 2.0 06/26/09 Solutions
Hardware Specification.pdf | Hardware Specification
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.05 Software Design | Technical Data Package Software | 1.1 06/26/09 Solutions
and Specification.pdf Design and Specification
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.06 System Security | Technical Data Package System 2.0 06/26/09 Solutions
Specification.pdf Security Specification
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.07 System Test Technical Data Package System 11 06/26/09 Solutions
and Verification Test and Verification Specification )
Specification.pdf
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.08 System Technical Data Package System 2.0 06/26/09 Solutions
Operations Procedures.pdf | Operations Procedures
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.09 System Te(_:hnlcal Data Package System 11 06/26/09 Solutions
Maintenance Maintenance Procedures
Procedures.pdf
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.10 Personnel Technical Data Package Solutions

. 1.1 06/26/09

Deployment and Training Personnel Deployment and
Requirements.pdf Training
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.11 Configuration Technical Data Package 2.0 06/26/09 Solutions
Management Plan.pdf Configuration Management Plan
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.12 Quality Technical Data Package Quality 2.0 06/26/09 Solutions
Assurance Program.pdf Assurance Program
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.13 System Change | Technical Data Package System 2.0 06/26/09 Solutions
Notes.pdf Change Notes
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP 2.14 Technical Data Package 1.1 06/26/09 Solutions
Telecommunications.pdf Telecommunications
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP Appendix A Software | TDP Appendix A: Software 2.0 06/26/09 Solutions
Specifications.pdf Specifications
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election
TDP Appendix B Program | Technical Data Package 11 06/26/09 Solutions
Structure and Flow.pdf Appendix B: Program Structure )

and Flow
ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter 10 10/11/07 Premier Election

TDP Appendix C Data

1.1.6 Technical Data Package

Solutions
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Organization and Flow.pdf

Appendix C: Data Organization
and

ExpressPoll CardWriter

FEC 2002 ExpressPoll CardWriter

Premier Election

TDP Appendix E Technical Data Package 10 05/19/09 Solutions
Installation Procedures.pdf | Appendix E: Installation '
Procedures

ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election

TDP Appendix E Technical Data Package 1.1 06/26/09 Solutions

Performance Metrics.pdf Appendix E: Performance Metrics

ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election

TDP Appendix F System TDP Appendix F: System and 2.0 06/26/09 Solutions

and Data Integrity.pdf Data Integrity

ExpressPoll CardWriter FEC 2002 ExpressPoll CardWriter Premier Election

TDP Appendix | TDP Appendix I: Administrative Solutions

Administrative Test Test Plans 11 06/26/09

Plans.pdf

ExpressPoll CardWriter Requirements of the FECVSS Premier Election

TDP FVSS 2002 Vendor 2002 Trace to Vendor Testing and Solutions

Testing and TDP Technical Data Package No Rev No Date

Trace.pdf

ExpressPoll User's Guide ExpressPoll User's Guide for Premier Election

for Versions 2.0 and Versions 2.0 and 2.1 4.0 02/19/09 Solutions

2.1.pdf

ExpressPoll CardWriter Folder containing docs Various Various Premier Election

TDP Appendix C Smart Revs Dates Solutions

Card Format

ExpressPoll CardWriter Folder containing docs Various Various Premier Election

TDP Appendix D Software Revs Dates Solutions

Build Process

ExpressPoll CardWriter Folder containing docs Various Various Premier Election

TDP Appendix H Revs Dates Solutions

Hardware Specifications

ExpressPoll CardWriter Folder containing docs Various Various Premier Election

TDP Appendix H Test Revs Dates Solutions

Plans

Ballot_Specifications_Guid | Ballot Specifications Guide 70 06/24/08 Prem_ier Election

e.pdf Solutions

Bugzilla_User's_Guide.pdf | Bugzilla User’'s Guide 10 12/09/02 Prem_ier Election
Solutions

GEMS 1.20.2 Election GEMS 1.20.2 Election 30 02/08/08 Premier Election

Administrators Guide.pdf Administrator's Guide ) Solutions

GEMS Election GEMS Election Administrator’s Premier Election

Administrators Guide Guide 2.0 06/05/09 Solutions

1.21.3 or later.pdf

GEMS Reference Guide GEMS Reference Guide 40 06/26/09 Prem_ier Election

1.21.3 or later.pdf Solutions

GEMS System GEMS System Administrator’'s Premier Election

Administrators Guide Guide 4.0 07/17/09 Solutions

1.21.3 or later.pdf

GEMS Users Guide 1.21.3 | GEMS User’s Guide 5.0 07/17/09 Prem_ier Election

or later.pdf Solutions

GEMS TDP 2.00 FEC 2002 GEMS Technical Data 30 07/07/09 Premier Election

Introduction.pdf Package Introduction ) Solutions

GEMS TDP 2.02 System FEC 2002 GEMS Technical Data Premier Election

. h 1.1 06/17/09 :

Overview.pdf Package System Overview Solutions

GEMS TDP 2.03 System FEC 2002 GEMS Technical Data Premier Election

Functionality Package System Functionality 11 06/17/09 Solutions

Description.pdf Description

GEMS TDP 2.04 System FEC 2002 GEMS Technical Data Premier Election

Hardware Package System Hardware 11 06/17/09 Solutions

Specifications.pdf Specification

GEMS TDP 2.05 Software | FEC 2002 GEMS Technical Data 1.1 06/17/09 Premier Election
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Design and Package Software Design and Solutions

Specification.pdf Specification

GEMS TDP 2.06 System FEC 2002 GEMS Technical Data Premier Election

Security Specifications.pdf | Package System Security 2.0 06/17/09 Solutions
Specification

GEMS TDP 2.07 System FEC 2002 GEMS Technical Data Premier Election

Test and Verification Package System Test and 11 06/17/09 Solutions

Specifications.pdf Verification Specification

GEMS TDP 2.08 System FEC 2002 GEMS Technical Data Premier Election

Operations Procedures.pdf | Package System Operations 1.1 06/17/09 Solutions
Procedures

GEMS TDP 2.09 System FEC 2002 GEMS Technical Data Premier Election

Maintenance Package System Maintenance 11 06/17/09 Solutions

Procedures.pdf Procedures

GEMS TDP 2.10 FEC 2002 GEMS Technical Data Premier Election

Personnel Deployment Package Personnel Deployment 11 06/17/09 Solutions

and Training and Training Requirements )

Requirements.pdf

GEMS TDP 2.11 FEC 2002 GEMS Technical Data Premier Election

Configuration Package Configuration 11 06/17/09 Solutions

Management Plan.pdf Management Plan

GEMS TDP 2.12 Quality FEC 2002 GEMS Technical Data Premier Election

Assurance Program.pdf Package Quality Assurance 11 06/17/09 Solutions
Program

GEMS TDP 2.13 System FEC 2002 GEMS Technical Data 30 07/07/09 Premier Election

Change Notes.pdf Package System Change Notes ) Solutions

GEMS TDP 2.14 FEC 2002 GEMS Technical Data 11 06/17/09 Premier Election

Telecommunications.pdf Package Telecommunications ) Solutions

GEMS TDP Appendix A FEC 2002 GEMS Technical Data Premier Election

Software Package Appendix A: Software 11 06/17/09 Solutions

Specifications.pdf Specifications

GEMS TDP Appendix B 2002 FEC GEMS Technical Data Premier Election

Program Specifications.pdf | Package Appendix B: Program 11 06/17/09 Solutions
Specifications

GEMS TDP Appendix C FEC 2002 GEMS Technical Data Premier Election

Program Structure and Package Appendix C: Program 11 06/17/09 Solutions

Flow.pdf Structure and Flow

GEMS TDP Appendix H FEC 2002 GEMS Technical Data Premier Election

System and Data Package Appendix H: System and | 2.0 06/17/09 Solutions

Integrity.pdf Data Integrity

GEMS TDP Appendix | FEC 2002 GEMS Technical Data Premier Election

Performance Metrics.pdf Package Appendix I: Performance | 1.1 06/17/09 Solutions
Metrics

GEMS TDP Appendix K FEC 2002 GEMS Technical Data Premier Election

Administrative Test Package Appendix K: 11 06/17/09 Solutions

Plans.pdf Administrative Test Plans

GEMS TDP FVSS 2002 Requirements of the FECVSS Premier Election

Vendor Testing and TDP 2002 Trace to Vendor Testing and | No Rev No Date Solutions

Trace.pdf Technical Data Package

Appendix | - Folder containing docs Various Various Premier Election

Documentation Standards Revs Dates Solutions

GEMS TDP Appendix D Folder containing docs Various Various Premier Election

Data Organization and Revs Dates Solutions

Flow

GEMS TDP Appendix E Folder containing docs Various Various Premier Election

Software Build Process Revs Dates Solutions

GEMS TDP Appendix F Folder containing docs Various Various Premier Election

Import and Export File Revs Dates Solutions

Formats

GEMS TDP Appendix G Folder containing docs Various Various Premier Election

Transmission Protocols Revs Dates Solutions

GEMS TDP Appendix J Folder containing docs Various Various Premier Election
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Test Plans Revs Dates Solutions
GEMS 1.21 Build GEMS 1.21 Build Process Premier Election
Process.pdf 6.0 07/01/09 Solutions
Key Card Tool TDP 2.00 FEC 2002 Key Card Tool Premier Election
Introduction.pdf Technical Data Package 3.0 07/07/09 Solutions
Introduction
Key Card Tool TDP 2.02 FEC 2002 Key Card Tool Premier Election
System Overview.pdf Technical Data Package System 1.1 06/17/09 Solutions
Overview
Key Card Tool TDP 2.03 FEC 2002 Key Card Tool Premier Election
System Functionality Technical Data Package System 11 06/17/09 Solutions
Description.pdf Functionality Description
Key Card Tool TDP 2.04 FEC 2002 Key Card Tool Premier Election
System Hardware Technical Data Package System 1.1 06/17/09 Solutions
Specification.pdf Hardware Specification
Key Card Tool TDP 2.05 FEC 2002 Key Card Tool Premier Election
Software Design and Technical Data Package Software | 1.1 06/17/09 Solutions
Specification.pdf Design and Specification
Key Card Tool TDP 2.06 FEC 2002 Key Card Tool Premier Election
System Security Technical Data Package System 2.0 06/17/09 Solutions
Specification.pdf Security Specification
Key Card Tool TDP 2.07 FEC 2002 Key Card Tool Premier Election
System Test and Technical Data Package System 11 06/17/09 Solutions
Verification Test and Verification Specification '
Specification.pdf
Key Card Tool TDP 2.08 FEC 2002 Key Card Tool Premier Election
System Operations Technical Data Package System 11 06/17/09 Solutions
Procedures.pdf Operations Procedures
Key Card Tool TDP 2.09 FEC 2002 Key Card Tool Premier Election
System Maintenance Technical Data Package System 11 06/17/09 Solutions
Procedures.pdf Maintenance Procedures
Key Card Tool TDP 2.10 FEC 2002 Key Card Tool Premier Election
Personr_le_l Deployment Technical Data Package 11 06/17/09 Solutions
and Training Personnel Deployment and
Requirements.pdf Training Requirements
Key Card Tool TDP 2.11 FEC 2002 Key Card Tool Premier Election
Configuration Technical Data Package 2.0 06/17/09 Solutions
Management Plan.pdf Configuration Management Plan
Key Card Tool TDP 2.12 FEC 2002 Key Card Tool Premier Election
Quality Assurance Technical Data Package Quality 11 06/17/09 Solutions
Program.pdf Assurance Program
Key Card Tool TDP 2.13 FEC 2002 Key Card Tool Premier Election
System Change Notes.pdf | Technical Data Package System 3.0 07/07/09 Solutions
Change Notes
Key Card Tool TDP 2.14 FEC 2002 Key Card Tool Premier Election
Telecommunications.pdf Technical Data Package 11 06/17/09 Solutions
Telecommunications
Key Card Tool TDP FEC 2002 Key Card Tool TDP Premier Election
Appendix A Software Appendix A: Software 2.0 06/17/09 Solutions
Specifications.pdf Specifications
Key Card Tool TDP FEC 2002 Key Card Tool Premier Election
Appendix B Program Technical Data Package 11 06/17/09 Solutions
Structure and Flow.pdf Appendix B: Program Structure )
and Flow
Key Card Tool TDP FEC 2002 Key Card Tool TDP Premier Election
Appendix E System and Appendix E: System and Data 2.0 06/17/09 Solutions
Data Integrity.pdf Integrity
Key Card Tool TDP FEC 2002 Key Card Tool Premier Election
Appendix F Performance Technical Data Package 11 06/17/09 Solutions
Metrics.pdf Appendix F: Performance Metrics
Key Card Tool TDP FEC 2002 Key Card Tool TDP 11 06/17/09 Premier Election

Appendix H Administrative

Appendix H: Administrative Test

Solutions
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Test Plans.pdf

Plans

Key Card Tool TDP FVSS

Requirements of the FECVSS

Premier Election

2002 Vendor Testing and 2002 Trace to Vendor Testing and | No Rev No Date Solutions
TDP Trace.pdf Technical Data Package
Key (_:ard _Tool Test Key Card Tool Test Specifications 10 07/07/08 Prem_ier Election
Specifications.pdf Solutions
Key_Card_Tool_Users_G | Key Card Tool User's Guide Premier Election
uide 4.7.5 or_later.pdf 1.0 06/15/09 Solutions
Key Card Tool TDP Folder containing docs Various Various Premier Election
Appendix C Smart Card Revs Dates Solutions
Format
Key Card Tool TDP Folder containing docs Various Various Premier Election
Appendix D Software Build Revs Dates Solutions
Process
Key Card Tool TDP Folder containing docs Various Various Premier Election
Appendix G Test Plans Revs Dates Solutions
Key Card Tool TDP Folder containing docs Various Various Premier Election
Appendix | Hardware Revs Dates Solutions
Specifications
Key Card Tool 4.7 Build Key Card Tool 4.7 Build Process Premier Election
Process.pdf 7.0 07/01/09 Solutions
PCS TDP 2.00 FEC 2002 PCS 2.2.1 Technical 20 07/07/09 Premier Election
Introduction.pdf Data Package Introduction ) Solutions
PCS TDP 2.02 System FEC 2002 PCS 2.2.1 Technical 10 06/24/08 Premier Election
Overview.pdf Data Package System Overview ) Solutions
PCS TDP 2.03 System FEC 2002 PCS 2.2.1 Technical Premier Election
Functionality Data Package System 1.0 06/24/08 Solutions
Description.pdf Functionality Description
PCS TDP 2.04 System FEC 2002 PCS 2.2.1 Technical Premier Election
Hardware Specification.pdf | Data Package System Hardware 1.0 06/24/08 Solutions
Specification
PCS TDP 2.05 Software FEC 2002 PCS 2.2.1 Technical Premier Election
Design and Data Package Software Design 1.0 06/24/08 Solutions
Specification.pdf and Specification
PCS TDP 2.06 System FEC 2002 PCS 2.2.1 Technical Premier Election
Security Specifications.pdf | Data Package System Security 1.0 06/24/08 Solutions
Specification
PCS TDP 2.07 System FEC 2002 PCS Technical Data Premier Election
Test and Verification Package System Test and 1.0 06/24/08 Solutions
Specifications.pdf Verification Specification
PCS TDP 2.08 System FEC 2002 PCS 2.2.1 Technical Premier Election
Operations Procedures.pdf | Data Package System Operations | 1.0 06/24/08 Solutions
Procedures
PCS TDP 2.09 System FEC 2002 PCS 2.2.1 Technical Premier Election
Maintenance Data Package System 1.0 06/24/08 Solutions
Procedures.pdf Maintenance Procedures
PCS TDP 2.10 Personnel FEC 2002 PCS 2.2.1 Technical Premier Election
Deplo_yment and Training Data Package Perso.nr_1el 10 06/24/08 Solutions
Requirements.pdf Deployment and Training
Requirements
PCS TDP 2.11 FEC 2002 PCS 2.2.1 Technical Premier Election
Configuration Data Package Personnel Solutions
Management Plan.pdf Deployment and Training 1.0 06/24/08
Requirements
PCS TDP 2.12 Quality FEC 2002 PCS 2.2.1 Technical Premier Election
Assurance Program.pdf Data Package Quality Assurance 1.0 06/24/08 Solutions
Program
PCS TDP 2.13 System FEC 2002 PCS 2.2.1 Technical Premier Election
Change Notes.pdf Data Package System Change 2.0 07/07/09 Solutions
Notes
PCS TDP 2.14 FEC 2002 PCS 2.2.1 Technical 10 06/24/08 Premier Election

Telecommunications.pdf

Data Package

Solutions
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Telecommunications

PCS TDP Appendix A FEC 2002 PCS 2.2.1 Technical Premier Election

Software Data Package Appendix A: 1.0 06/24/08 Solutions

Specifications.pdf Software Specifications

PCS TDP Appendix B 2002 FEC PCS 2.2.1 Technical Premier Election

Program Specifications.pdf | Data Package Appendix B: 1.0 06/24/08 Solutions
Program Specifications

PCS TDP Appendix G FEC 2002 PCS 2.2.1 Technical Premier Election

System and Data Data Package Appendix G: 1.0 06/24/08 Solutions

Integrity.pdf System and Data Integrity

PCS TDP Appendix | FEC 2002 PCS 2.2.1 Technical Premier Election

Performance Metrics.pdf Data Package Appendix I 1.0 06/24/08 Solutions
Performance Metrics

PCS TDP Appendix K FEC 2002 PCS 2.2.1 Technical Premier Election

Administrative Test Data Package Appendix K: 1.0 06/24/08 Solutions

Plans.pdf Administrative Test Plans

PCS TDP FVSS 2002 FECVSS 2002 Trace to Vendor Premier Election

Vendor Testing and TDP Testing and Technical Data None None Solutions

Trace.pdf Package

PCS_System_Administrat | Premier Central Scan System Premier Election

ors_Guide_2.2.3 or_later. | Administrator's Guide 2.0 06/26/09 Solutions

pdf

PCS_Users_Guide_2.2.3 Pre_mier Central Scan User’s 4.0 07/09/09 Prem_ier Election

or_later.pdf Guide Solutions

PhotoScribe_PS900_iM2_ | DRS PhotoScribe PS900 Premier Election

PS960_Hardware_Guide.p | iM2/PS960 Hardware Guide 9.0 06/25/09 Solutions

df

PCS TDP Appendix C Folder containing docs Various Various Premier Election

Election Data Format Revs Dates Solutions

PCS TDP Appendix D Folder containing docs Various Various Premier Election

Smart Card Format Revs Dates Solutions

PCS TDP Appendix E Folder containing docs Various Various Premier Election

Software Build Process Revs Dates Solutions

PCS TDP Appendix F Folder containing docs Various Various Premier Election

Transmission Protocols Revs Dates Solutions

PCS TDP Appendix H Folder containing docs Various Various Premier Election

Hardware Specifications Revs Dates Solutions

PCS TDP Appendix H Folder containing docs Various Various Premier Election

Scanner Specifications Revs Dates Solutions

PCS TDP Appendix J Test | Folder containing docs Various Various Premier Election

Plans Revs Dates Solutions

Pre_mier Central Scan 2.2 Premier Central Scan 2.2 Build 5.0 07/01/09 Prem_ier Election

Build Process.pdf Process Solutions

VCProgrammer TDP 2.00 | FEC 2002 VCProgrammer Premier Election

Introduction.pdf Technical Data Package 3.0 07/07/09 Solutions
Introduction

VCProgrammer TDP 2.02 | FEC 2002 VCProgrammer Premier Election

System Overview.pdf Technical Data Package System 11 06/16/09 Solutions
Overview

VCProgrammer TDP 2.03 | FEC 2002 VCProgrammer Premier Election

System Functionality Technical Data Package System 2.0 06/16/09 Solutions

Description.pdf Functionality Description

VCProgrammer TDP 2.04 | FEC 2002 VCProgrammer Premier Election

System Hardware Technical Data Package System 11 06/19/09 Solutions

Specification.pdf Hardware Specification

VCProgrammer TDP 2.05 | FEC 2002 VCProgrammer Premier Election

Software Design and Technical Data Package Software | 1.1 06/16/09 Solutions

Specification.pdf Design and Specification

VCProgrammer TDP 2.06 | FEC 2002 VCProgrammer Premier Election

System Security Technical Data Package System 2.0 06/16/09 Solutions

Specification.pdf Security Specification

VCProgrammer TDP 2.07 FEC 2002 VCProgrammer 1.1 06/16/09 Premier Election
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System Test and Technical Data Package System Solutions
Verification Test and Verification Specification
Specification.pdf
VCProgrammer TDP 2.08 | FEC 2002 VCProgrammer Premier Election
System Operations Technical Data Package System 11 06/16/09 Solutions
Procedures.pdf Operations Procedures
VCProgrammer TDP 2.09 | FEC 2002 VCProgrammer Premier Election
System Maintenance Technical Data Package System 1.1 06/16/09 Solutions
Procedures.pdf Maintenance Procedures
VCProgrammer TDP 2.10 | FEC 2002 VCProgrammer Premier Election
Personn_e_l Deployment Technical Data Package 11 06/16/09 Solutions
and Training Personnel Deployment and
Requirements.pdf Training Requirements
VCProgrammer TDP 2.11 | FEC 2002 VCProgrammer Premier Election
Configuration Technical Data Package 2.0 06/16/09 Solutions
Management Plan.pdf Configuration Management Plan
VCProgrammer TDP 2.12 | FEC 2002 VCProgrammer Premier Election
Quality Assurance Technical Data Package Quality 11 06/16/09 Solutions
Program.pdf Assurance Program
VCProgrammer TDP 2.13 | FEC 2002 VCProgrammer Premier Election
System Change Notes.pdf | Technical Data Package System 3.0 07/07/09 Solutions
Change Notes
VCProgrammer TDP 2.14 | FEC 2002 VCProgrammer Premier Election
Telecommunications.pdf Technical Data Package 11 06/16/09 Solutions
Telecommunications
VCProgrammer TDP FEC 2002 VCProgrammer TDP Premier Election
Appendix A Software Appendix A: Software 11 06/16/09 Solutions
Specifications.pdf Specifications
VCProgrammer TDP FEC 2002 VCProgrammer Premier Election
Appendix B Program Technical Data Package 11 06/16/09 Solutions
Structure and Flow.pdf Appendix B: Program Structure )
and Flow
VCProgrammer TDP FEC 2002 VCProgrammer 4.7.2 Premier Election
Appendix C Data Technical Data Package 10 07/08/08 Solutions
Organization and Flow.pdf | Appendix C: Data Organization '
and Flow
VCProgrammer TDP FEC 2002 VCProgrammer TDP Premier Election
Appendix F System and Appendix F: System and Data 2.0 06/16/09 Solutions
Data Integrity.pdf Integrity
VCProgrammer TDP FEC 2002 VCProgrammer Premier Election
Appendix G Performance Technical Data Package 11 06/16/09 Solutions
Metrics.pdf Appendix G: Performance Metrics
VCProgrammer TDP FEC 2002 VCProgrammer TDP Premier Election
Appendix | Administrative Appendix I: Administrative Test 11 06/16/09 Solutions
Test Plans.pdf Plans
VCProgrammer TDP Requirements of the FECVSS Premier Election
FVSS 2002 Vendor 2002 Trace to Vendor Testing and No Rev No Date Solutions
Testing and TDP Technical Data Package
Trace.pdf
VCProgrammer_System_ | VCProgrammer System Premier Election
Administrators_Guide_4.7. | Administrator's Guide 1.0 06/15/09 Solutions
5_or_later.pdf
\(CProgrammer_Users_G VCProgrammer User’s Guide 10 06/15/09 Prem_ier Election
uide_4.7.5_or_later.pdf Solutions
VCProgrammer TDP Folder containing docs Various Various Premier Election
Appendix C Smart Card Revs Dates Solutions
Format
VCProgrammer TDP Folder containing docs Various Various Premier Election
Appendix D Software Build Revs Dates Solutions
Process
VCProgrammer TDP Folder containing docs Various Various Premier Election
Appendix E Import File Revs Dates Solutions

Formats
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VCProgrammer TDP Folder containing docs Various Various Premier Election
Appendix H Test Plans Revs Dates Solutions
VCProgrammer TDP Folder containing docs Various Various Premier Election
Appendix J Hardware Revs Dates Solutions
Specifications
VCProgrammer 4.7 Build VCProgrammer 4.7 Build Process 70 07/01/09 Prem_ier Election
Process.pdf Solutions
VCE TDP 2.00 FEC 2002 Voter Card Encoder Premier Election
Introduction.pdf Technical Data Package 3.0 06/26/09 Solutions
Introduction
VCE TDP 2.02 System FEC 2002 Voter Card Encoder Premier Election
Overview.pdf Technical Data Package System 11 06/15/09 Solutions
Overview
VCE TDP 2.03 System FEC 2002 Voter Card Encoder Premier Election
Functionality Technical Data Package System 1.1 06/15/09 Solutions
Description.pdf Functionality Description
VCE TDP 2.04 System FEC 2002 Voter Card Encoder Premier Election
Hardware Specification.pdf | Technical Data Package System 11 06/15/09 Solutions
Hardware Specification
VCE TDP 2.05 Software FEC 2002 Voter Card Encoder Premier Election
Design and Technical Data Package Software | 1.1 06/15/09 Solutions
Specification.pdf Design and Specification
VCE TDP 2.06 System FEC 2002 Voter Card Encoder Premier Election
Security Specification.pdf Technical Data Package System 3.0 06/26/09 Solutions
Security Specification
VCE TDP 2.07 System FEC 2002 Voter Card Encoder Premier Election
Test and Verification Technical Data Package System 11 06/15/09 Solutions
Specification.pdf Test and Verification Specification
VCE TDP 2.08 System FEC 2002 Voter Card Encoder Premier Election
Operations Procedures.pdf | Technical Data Package System 11 06/15/09 Solutions
Operations Procedures
VCE TDP 2.09 System FEC 2002 Voter Card Encoder Premier Election
Maintenance Technical Data Package System 11 06/15/09 Solutions
Procedures.pdf Maintenance Procedures
VCE TDP 2.10 Personnel FEC 2002 Voter Card Encoder Premier Election
Deployment and Training Technical Data Package 11 06/15/09 Solutions
Requirements.pdf Personnel Deployment and '
Training
VCE TDP 2.11 FEC 2002 Voter Card Encoder Premier Election
Configuration Technical Data Package 11 06/15/09 Solutions
Management Plan.pdf Configuration Management Plan
VCE TDP 2.12 Quality FEC 2002 Voter Card Encoder Premier Election
Assurance Program.pdf Technical Data Package Quality 11 06/15/09 Solutions
Assurance Program
VCE TDP 2.13 System FEC 2002 Voter Card Encoder Premier Election
Change Notes.pdf Technical Data Package System 3.0 06/26/09 Solutions
Change Notes
VCE TDP 2.14 FEC 2002 Voter Card Encoder Premier Election
Telecommunications.pdf Technical Data Package 11 06/15/09 Solutions
Telecommunications
VCE TDP Appendix A FEC 2002 Voter Card Encoder Premier Election
Software TDP Appendix A: Software 1.1 06/15/09 Solutions
Specifications.pdf Specifications
VCE TDP Appendix B FEC 2002 Voter Card Encoder Premier Election
Program Structure and Technical Data Package Solutions
Flow.pdf Appendix B: Program Structure 11 06/15/09
and Flow
VCE TDP Appendix C FEC 2002 Voter Card Encoder Premier Election
Data Organization and 1.3.3 Technical Data Package 11 01/31/08 Solutions
Flow.pdf Appendix C: Data Organization )
and Flow
VCE TDP Appendix F FEC 2002 Voter Card Encoder 11 06/15/09 Premier Election

System and Data

TDP Appendix F: System and

Solutions
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Integrity.pdf Data Integrity

VCE TDP Appendix G FEC 2002 Voter Card Encoder Premier Election

Performance Metrics.pdf Technical Data Package 1.1 06/15/09 Solutions
Appendix G: Performance Metrics

VCE TDP Appendix | FEC 2002 Voter Card Encoder Premier Election

Administrative Test TDP Appendix I: Administrative 11 06/15/09 Solutions

Plans.pdf Test Plans

VCE TDP FVSS 2002 Requirements of the FECVSS Premier Election

Vendor Testing and TDP 2002 Trace to Vendor Testing and | No Rev No Date Solutions

Trace.pdf Technical Data Package

VCE_Users_Guide_1.3.3_ | Voter Card Encoder User's Guide 20 05/19/09 Prem_ier Election

or_later.pdf Solutions

VCE TDP Appendix C Folder containing docs Various Various Premier Election

Smart Card Format Revs Dates Solutions

VCE TDP Appendix D Folder containing docs Various Various Premier Election

Software Build Process Revs Dates Solutions

VCE TDP Appendix E Folder containing docs Various Various Premier Election

Hardware Specifications Revs Dates Solutions

VCE TDP Appendix H Folder containing docs Various Various Premier Election

Test Plans Revs Dates Solutions

Voter Card Encoder 1.3 Voter Card Encoder 1.3 Build 51 08/29/08 Premier Election

Build Process.pdf Process ) Solutions
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7.1 Appendix A: Certification Test Requirements

Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:
e Accept: met the VSS 2002 requirement

Reject: did not meet the VSS 2002 requirement

NA: the requirement is not applicable to the voting system type submitted for Certification Testing

Pending: VSS 2002 requirements that cannot be completed by the VSTL until after Certification

Out of Scope: VSS 2002 requirements which are performed by entities other than the VSTL

Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note. (Example: If a voting
system is only a Central Count Scanner, the requirement is marked “NA” and a comment indicates “Not a DRE.")

Optional requirements which apply to the voting system type but are not supported by the Premier ASSURE® 1.2
voting system are not marked "NA". Instead they are marked “Accept”’, with an explanatory comment. The reason
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements,
including this optional functionality and confirmed non-support. (Example: If a voting system does not have a
VVPAT. The requirements are marked “Accept” and a comment indicates “DRE does not have a VVPAT".)

The test case trace corresponds to the Test Methods identified in the Appendix H - Amended Test Plan and
Appendix D - FCA Testing.

e F= Functional System Level, Accessibility, Maintainability, Accuracy & Reliability (GENO1, 02, 03, 04, PRI

01 and 02, Volume 01 for AccuVote-TSX Data Accuracy);

e X =SysTest PCA Document Review, Source Code Review, Data Accuracy Testing, and subcontractor
Environmental;
C = Characteristics;
V= Volume 01 and 02;
S = Security;
T = Telephony & Cryptographic; and

e E = Subcontractor Environmental (non-reuse).
Many functional requirements were exercised in multiple test cases. These instances are noted in the Function
Exercised column. The actually test case or test method might not contain a requirement trace in these instances.

Issues identified during testing are cross-referenced to the Appendix E - Discrepancy Report.

EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification
testing are noted in the comments

Certification Test Requirements Test Test Function Comments &
Voting System Standards 2002 Result Case Exercised References to Issues
Vendor, Voting System & Version Scope Trace Prior Certification
Premier ASSURE 1.2 Initial EAC Certification

Overall System Capabilities

Security

System security is achieved through a combination
of technical capabilities and sound administrative
practices. Te ensure security all systems shall:

a. Provide security access controls that limits limit or Accept S GENO1 Discrepancies #10, #11,
detect access to critical system components to #76, #97, #101,#111, and
guard against loss of system integrity, availability, #113 closed.
confidentiality, and accountability.

b. Provide system functions that are executable only in | Accept S GENO02

the intended manner and order, and only under the
intended conditions.

c. Use the system's control logic to prevent a system Accept S GENO02 Discrepancy #12 closed.
function from executing, if any preconditions to the
function have not been met.

d. Provide safeguards to protect against tampering Accept S GENO1, Discrepancies #19, #25,
during system repair, or interventions in system GENO02 #32, and #123 closed.
operations, in response to system failure.

e. Provide security provisions that are compatible with | Accept S Discrepancies #5 and #6
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Comments &
References to Issues
closed.

Function
Exercised

Test
Case

Certification Test Requirements Test
Voting System Standards 2002 Result
the procedures and administrative tasks involved in
equipment preparation, testing, and operation.

f. If access to a system function is to be restricted or Accept S Discrepancies #4 and #88
controlled the system shall incorporate the means of closed.
implementing this capability.

g. Provide documentation of mandatory administrative | Accept S Discrepancies #26, #30,

rocedures for effective system security. and #31 closed.

Records the election contests, candidates, and All
issues exactly as defined by election officials. General
and
Primary
Test

Cases
b. Records the appropriate options for casting and Accept F All
recording votes. General
and
Primary
Test
Cases
c. Records each vote precisely as indicated by the Accept F All RFI 2007-06
voter and have the ability to produce an accurate General
report of all votes cast. and
Primary
Test
Cases
d. Control logic and data processing methods Accept S Discrepancy #32 closed.
incorporation parity and check sums (or equivalent
error detection and correction methods) to
demonstrate the system has been designed for

accuracy.
e. The software monitors the overall quality of data Accept S, T Discrepancies #3 and #13
read-write and transfer quality status, checks the closed.

number and types of errors that occur in any of the
relevant operations on data and how they were
corrected.

As an additional means of ensuring accuracy in Accept S GENO1, RFI 2007-06
DRE systems, voting devices record and retain GENO2,

redundant copies of the original ballot image. A GENO03,

ballot image electronic record of all votes cast by the PRIO1

voter, including undervotes.

Restoration of the device to the operating condition Accept Discrepancy #116 closed.
existing immediately prior to an error or failure,
without loss or corruption of voting data previously
stored in the device

b. Resumption of normal operation following the Accept S Discrepancy #114 closed.
correction of a failure in a memory component, or in
a data processing component, including the central
processing unit

c. Recovery from any other external condition that Accept S PRIO2
causes equipment to become inoperable, provided
that catastrophic electrical or mechanical damage

Page 5 of 61 (V)2009-22Jul-001(C)
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VSS Certification Test Requirements Test Test Function Comments &
Voting System Standards 2002 Result Case Exercised References to Issues

| due to external phenomena has not occurred. ! 1 |

Protect against a single point of failure that would Accept All Equipment redundancy
prevent further voting at the polling place. General meets requirement. Loss
and of electrical power (single
Primary point failure) tested
Test functionally.
Cases
b. Protects against the interruption of electronic power. | Accept F All
General
and
Primary
Test
Cases
c. Protects against electromagnetic radiation. Accept X
d. Protects against the ambient temperature and Accept X
humidity fluctuations.
e. Protects against failure of any data input or storage Accept S Discrepancies #8, #9, and
device. #89 closed.
f. Protects against any attempt at improper data entry | Accept S
or retrieval
g. Records and reports of any normal or abnormal Accept GENO1, Discrepancies #7, #98,
events. GENO02, #99, #102, and #123
S GENO3 closed.
h. Maintains a permanent record of original audit data Accept All Discrepancy #142 closed.
that cannot be bypassed or turned off. General
and
Primary
Test
S Cases
i. Detect and record every event, including the Accept S GENO1, Discrepancy #7 closed.
occurrence of an error condition that the system GENO4,
cannot overcome, and time-dependent or PRIO2
programmed events that occur without the
intervention of the voter or a polling place operator
j- Include built-in measurement, self-test, and Accept S All Discrepancies #33, #90,
diagnostic software and hardware for detecting and General and #95 not closed.
reporting the system'’s status and degree of and
operability Primary
Test
Cases

a. Maintain a record of each ballot cast using a Accept S GENO1
process and storage location that differs from the
main vote detection, interpretation, processing, and
reporting path

b. Provide a capability to retrieve ballot images in a Accept S GENO1
form readable by humans

Audit records shall be prepared for all phases of Accept All
election operations performed using devices General
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Certification Test Requirements
Voting System Standards 2002

Test
Result

Test

Case

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

controlled by the jurisdiction or its contractors. and
These records rely upon automated audit data Primary
acquisition and machine-generated reports, with Test
manual input of some information. These records Cases
shall address the ballot preparation and election

definition phase, system readiness

tests, and voting and ballot-counting operations. The

software shall activate the logging and reporting of

audit data as described below.

22521 | Time, Sequence, and Preservation of Audit Records
The timing and sequence of audit record entries is
as important as the data contained in the record. All
voting systems shall meet the requirements for time,
sequence and preservation of audit records outlined
below.

a. Except where noted, systems shall provide the Accept F All
capability to create and maintain a real-time audit General
record. This capability records and provides the and
operator or precinct official with continuous updates Primary
on machine status. This information allows effective Test
operator identification of an error condition requiring Cases
intervention, and contributes to the reconstruction of
election-related events necessary for recounts or
litigation.

b. All systems shall include a real-time clock as part of | Accept F All
the system’s hardware. The system shall maintain General
an absolute record of the time and date or a record and
relative to some event whose time and data are Primary
known and recorded. Test

Cases

c. All audit record entries shall include the time-and- Accept F All

date stamp. General
and
Primary
Test
Cases

d. The audit record shall be active whenever the Accept F All
system is in an operating mode. This record shall be General
available at all times, though it need not be and
continually Primary
visible. Test

Cases

e. The generation of audit record entries shall not be Accept F All
terminated or altered by program control, or by the General
intervention of any person. The physical security and
and Primary
integrity of the record shall be maintained at all Test
times. Cases

f. Once the system has been activated for any Accept F All
function, the system shall preserve the contents of General
the audit record during any interruption of power to and
the system Primary
until processing and data reporting have been Test
completed. Cases

g. The system shall be capable of printing a copy of Accept F All
the audit record. A separate printer is not required General

1 for the audit record, and the record may be and

) produced on Primary

2) the standard system printer if all the following Test
conditions are met: Cases

3) » The generation of audit trail records does not
interfere with the production
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Voting System Standards 2002

Test
Result

Test
Case
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Function Comments &
Exercised References to Issues

of output reports

* The entries can be identified so as to facilitate their

recognition,

segregation, and retention

» The audit record entries are kept physically secure

The voting system shall generate, store, and report Accept All

to the user all error messages as they occur. General
and
Primary
Test
Cases

All error messages requiring intervention by an Accept All

operator or precinct official shall be displayed or General

printed clearly in easily understood language text, or and

by Primary

means of other suitable visual indicators. Test
Cases

When the voting system uses numerical error codes | Accept All

for trained technician maintenance or repair, the text General

corresponding to the code shall be self-contained or and

affixed inside the voting machine. This is intended to Primary

reduce inappropriate reactions to error conditions, Test

and to allow for ready and effective problem Cases

correction.

All error messages for which correction impacts Accept All

vote recording or vote processing shall be written in General

a manner that is understandable to an election and

official who possesses training on system use and Primary

operation, but does not possess technical training Test

on system servicing and repair. Cases

The message cue for all voting systems shall clearly | Accept All

state the action to be performed in the event that General

voter or operator response is required. and
Primary
Test
Cases

Voting system design shall ensure that erroneous Accept All

responses will not lead to irreversible error. General
and
Primary
Test
Cases

Nested error conditions are corrected in a controlled | Accept All

sequence such that voting system status shall be General

restored to the initial state existing before the first and

error occurred. Primary
Test
Cases

The voting system shall display and report critical
status messages using clear indicators or English

Accept

All
General
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Comments &
References to Issues

Function
Exercised

Certification Test Requirements Test Test
Voting System Standards 2002 Result Case

language text. The voting system need not display and

non-critical status messages at the time of Primary

occurrence. Voting systems may display non-critical Test

status messages (i.e., those that do not require Cases

operator intervention) by means of numerical codes

for subsequent interpretation and reporting as

unambiguous text.

Voting systems shall provide a capability for the Accept F All

status messages to become part of the real-time General

audit record. and
Primary
Test
Cases

The voting system shall provide a capability for a Accept F All

jurisdiction to designate critical status messages. General
and
Primary
Test
Cases

Authentication shall be configured on the local Accept S Discrepancy #126 closed.
terminal (display screen and keyboard) and on all
external connection devices

(“network cards” and “ports”). This ensures that only
authorized and identified users affect the system
while election software is running.

Operating system audit shall be enabled for all Accept S Discrepancy #142 closed.
session openings and closings, for all connection
openings and closings, for all process executions
and terminations, and for the alteration or deletion of
any memory or file object. This ensures the
accuracy and completeness of election data stored
on the system. It also ensures the existence of an
audit record of any person or process altering or
deleting system data or election data.

The system shall be configured to execute only Accept S Discrepancies #27, #42,
intended and necessary processes during the #48, and #91 are closed.
execution of election software. The system shall
also be configured to halt election software
processes upon the termination of any critical
system process (such as system audit) during the
execution of election software.

The Election Management System (EMS) is used to | Accept F All
prepare ballots and programs for use in casting and General
counting votes, and to consolidate, report, and and
display election results. An EMS shall generate and Primary
maintain a database, or one or more interactive Test
databases, that enables election officials or their Cases
designees to perform the following functions:

a. Define of the political subdivision boundaries and Accept F All
multiple election districts, as indicated in the system General
documentation. and

Primary
Test
Cases
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Test
Result

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

Test
Case

Identify of contests, candidates, and issues. Accept All
General
and
Primary
Test
Cases
c. Define of ballot formats and appropriate voting Accept All
options. General
and
Primary
Test
Cases
d. Generate ballots and election-specific programs for | Accept All
vote recording and vote counting equipment. General
and
Primary
Test
Cases
e. Install ballots and election-specific programs. Accept All
General
and
Primary
Test
Cases
f. Test that ballots and programs have been properly Accept All
prepared and installed. General
and
Primary
Test
Cases
g. Accumulate vote totals at multiple reporting levels as | Accept All
indicated in the system documentation. General
and
Primary
Test
Cases
h. Generate of post-voting reports per Section 2.5. Accept All
General
and
Primary
Test
Cases
i. Process and produce audit reports of the data Accept All
indicated in Section 4.5. General
and
Primary
Test
Cases
2.2.7 Accessibility
2271 Common Standards
See the standard for diagrams. The voting system
meets the following conditions:
a. Where clear floor space only allows forward Accept
approach to an object, the maximum high forward
reach allowed shall be 48inches. The minimum low
forward reach is 15 inches.
b. Where forward reach is over an obstruction with Accept
knee space below, the maximum level forward reach
is 25 inches. When the obstruction is less than 20
inches deep, the maximum high forward reach is 48
inches. When the obstruction projects 20 to 25
inches, the maximum high forward reach is 44
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Result

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

Test
Case

Voting System Standards 2002
inches.

The position of any operable control is determined
with respect to a vertical plane that is 48 inches in
length, centered on the operable control, and at the
maximum protrusion of the product within the 48-
inch length.

Accept

Where any operable control is 10 inches or less
behind the reference plane, have a height that is
between 15 inches and 54 inches above the floor.

Accept

Where any operable control is more than 10 inches
and not more than 24 inches behind the reference
plane, have a height between 15 inches and 46
inches above the floor.

Accept

Have operable controls that are not more than 24
inches behind the reference plane.

Accept

2.2.7.2

DRE Standards for Accessibility

DRE voting systems shall provide , as part of their
configuration, the capability to provide access to
voters with a broad range of disabilities. This
capability shall:

Not require, the voter to bring their own assistive
technology to a polling place.

Accept

Provide Audio information and stimulus that:

Communicates to the voter the complete content of
the ballot.

Accept

b.2.

Provides instruction to the voter in operation of the
voting device.

Accept

b.3.

Provides instruction so that the voter has the same
vote capabilities and options as those provided by
the system to individuals who are not using audio
technology

Accept

C Discrepancy #83 is not
closed.

b.4.

For a system that supports write-in voting, enables
the voter to review the voter’s write-in input, edit that
input, and confirm that the edits meet the voter's
intent.

Accept

C Write-in votes were cast
and edited.

b.5.

Enables the voter to request repetition of any
system provided information.

Accept

b.6.

Supports the use of headphones provided by the
system that may be discarded after each use

Accept

b.7.

Provides the audio signal through an industry
standard connector for private listening using a 1/8
inch stereo headphone jack to allow individual
voters to supply personal headsets

Accept

b.8.

Provides a volume control with an adjustable
amplification up to a maximum of 105 dB that
automatically resets to the default for each voter

Accept

Provide, in conformance with FCC Part 68, a
wireless coupling for assistive devices used by
people who are hard of hearing when a system
utilizes a telephone style handset to provide audio
information

Accept

C NA - Voting System does
not use a telephone style
handset.

Meet the requirements of ANSI C63.19-2001
Category 4 to avoid electromagnetic interference
with assistive hearing devices

Accept

C NA - Voting System is not
a wireless device.

For Electronic Image Displays, permit the voter to:

e.l.

Adjust contrast settings

Accept

e.2.

Adjust color settings, when color is used

Accept

e.3.

Adjust the size of the text so that the height of
capital letters varies over a range of 3t0 6.3
millimeters

Accept

0|00

For a devise with touch screen or contact-sensitive
controls, provide an input method using
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Be tactilely discernible without activating the controls
or keys.

Test

Result

Accept

EAC Certification #PES-Assurel.2

Function
Exercised

Comments &
References to Issues

f.2.

Be operable with one hand and not require tight
grasping, pinching, or twisting of the wrist.

Accept

f.3.

Require a force less than 5 Ibs (22.2 N) to operate.

Accept

The different models of
the AccuVote-TSX had no
effect on the touch
sensitivity.

Provide no key repeat function.

Accept

For a system that requires a response by a voter in
a specific period of time, alert the voter before this
time period has expired and allow the voter
additional time to indicate that more time is needed

Accept

For a system that provides sound cues as a method
to alert the voter about a certain condition, such as
the occurrence of an error, or a confirmation, the
tone shall be accompanied by a visual cue for users
who cannot hear the audio prompt

Accept

Provide a secondary means of voter identification or
authentication when the primary means of doing so
uses biometric measures that require a voter to
ossess particular biological characteristics

Monitor of system status and generating machine-
level audit reports

Accept

Accept

All
General
and
Primary
Test
Cases

NA - Biometric
identification is not
present on the devices.

Accommodate device control functions performed by
polling place officials and maintenance personnel

Accept

All
General
and
Primary
Test
Cases

Register and accumulating votes

Accept

All
General
and
Primary
Test
Cases

Accommodate variations in ballot counting logic

Accept

All
General
and
Primary
Test
Cases

a. Documented support or non-support of closed Accept See Appendix J - Premier
primaries. Implementation Statement
b. Documented support or non-support of open Accept See Appendix J - Premier
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Test Function Comments &
Case Exercised References to Issues

Certification Test Requirements Test
Voting System Standards 2002 Result

primaries. Implementation Statement
c. Documented support or non-support of partisan Accept See Appendix J - Premier
offices. Implementation Statement
d. Documented support or non-support of non-partisan | Accept See Appendix J - Premier
offices. Implementation Statement
e. Documented support or non-support of write-in Accept See Appendix J - Premier
voting. Implementation Statement
f. Documented support or non-support of primary Accept See Appendix J - Premier
president. Implementation Statement
g. Documented support or non-support of ballot Accept See Appendix J - Premier
rotation. Implementation Statement
h. Documented support or non-support of straight party | Accept See Appendix J - Premier
voting. Implementation Statement
i. Documented support or non-support of cross-party Accept See Appendix J - Premier
endorsement Implementation Statement
J- Documented support or non-support of split Accept See Appendix J - Premier
precincts. Implementation Statement
k. Documented support or non-support of vote for N of | Accept See Appendix J - Premier
M. Implementation Statement
l. Documented support or non-support of recall issues, | Accept See Appendix J - Premier
with options. Implementation Statement
m. Documented support or non-support of cumulative Accept NA - Voting System does
voting. not support cumulative
voting.
n. Documented support or non-support of ranked order | Accept NA - Voting System does
voting. not support ranked order
voting.
0. Documented support or non-support of provisional Accept See Appendix J - Premier
or challenged ballots. Implementation Statement
229 Ballot Counter

For all voting systems, each device that tabulates
ballots shall provide a counter that:.

a. Can be set to zero before any ballots are submitted | Accept F All GENO1 and GENO?2 tested
for tally General RFI 2008-07

and
Primary
Test
Cases
b. Records the number of ballots cast during a Accept F All
particular test cycle or election General
and
Primary
Test
Cases
c. Increases the count only by the input of a ballot Accept F All
General
and
Primary
Test
Cases
d. Prevents or disables the resetting of the counter by | Accept F All

any person other than authorized persons at General
authorized points and
Primary
Test
Cases
e. Is visible to designated election officials Accept F All
General
and
Primary
Test
Cases
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Function
Exercised

Certification Test Requirements Test Test

Voting System Standards 2002 Result Case

Voter Authentication: Coded information that
confirms the identity of a voter for security purposes
for a system that transmit votes individually over a
public network

Accept

NA - Voting system does
not transmit votes
individually.

Ballot Definition: Information that describes to voting | Accept NA - No ballot definition
equipment the content and appearance of the transmitted via

ballots to be used in an election telecommunications.
Vote Transmission to Central Site: For voting Accept NA - Voting system does
systems that transmit votes individually over a public not transmit votes
network, the transmission of a single vote to the individually.

county (or contractor) for consolidation with other

county vote data

Vote Count: Information representing the tabulation | Accept

of votes at any one of several levels: polling place,

precinct, or central count

List of Voters: A listing of the individual voters who Accept NA - Voter lists are not

have cast ballots in a specific election

All voting systems shall provide for maintaining the
integrity of voting and audit data during an election
and for a period of at least 22 months thereafter.
Pre-voting Functions

All systems shall provide the general capability for
ballot preparation, ballot formatting and ballot
production. All systems shall be capable of:

Accept

All
General
and
Primary
Test
Cases

transmitted by
telecommunications.

Attestation provided by
Premier.

a. Enable the automatic formatting of ballots in All
accordance with the requirements for offices, General
candidates, and measures qualified to be placed on and
the ballot for each political subdivision and election Primary
district. Test

Cases

b. Collecting and maintaining the following data: Accept All

1) Offices with labels/instructions General

2) Candidate names with labels and

3) Issues or measures with their text Primary

Test
Cases

c. Supporting the maximum number of potentially Accept All
active voting positions as indicated in the system General
documentation. and

Primary
Test
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Certification Test Requirements Test Test Function Comments &
Voting System Standards 2002 Result Case Exercised References to Issues
Cases
For a primary election, generating ballots that Accept All
segregate the choices in partisan races by party General
affiliation and
Primary
Test
Cases
Generating ballots that contain identifying codes or | Accept All
marks uniquely associated with each format. General
and
Primary
Test
Cases
Ensuring voter response fields, selection buttons, or | Accept All
switches properly align with the specific candidate General
names and/or issues printed on the ballot display, and
ballot card or sheet, or separate ballot pages. Primary
Test
Cases

Enable voters to make selections by punching a
hole or by making a mark in areas designated for
this purpose upon each ballot card or sheet.

Accept

All

General
and
Primary
Test
Cases

For punchcard systems ensure that the vote
response fields can be properly aligned with
punching devices used to record votes.

Accept

All
General
and
Primary
Test
Cases

For marksense systems, the timing marks align
properly with the vote response fields.

Creation of newly defined elections

Accept

Accept

All
General
and
Primary
Test
Cases

All
General
and
Primary
Test
Cases

Rapid and error-free definition of elections and their
associated ballot layouts

Accept

All
General
and
Primary
Test
Cases

Discrepancies #64 and 75
are closed.

Uniform allocation of space and fonts used for each
office, candidate, and contest such that the voter
perceives no active voting position to be preferred to
any other.

Accept

All
General
and
Primary
Test
Cases

Simultaneous display of the maximum number of

Accept

All
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choices for a single contest as indicated by the
vendor in the system documentation

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised
General
and
Primary
Test
Cases

Comments &
References to Issues

Retention of previously defined formats for an
election

Accept

All
General
and
Primary
Test
Cases

Prevention of unauthorized modification of any ballot
formats

Accept

All
General
and
Primary
Test
Cases

Modification by authorized persons of a previously
defined ballot format for use in a subsequent
election

Accept

All
General
and
Primary
Test
Cases

The electronic display or printed document on which | Accept All RFI 2008-04
the user views the ballot is capable of rendering an General
image of the ballot in any of the languages required and
by The Voting Rights Act of 1965, as amended Primary
Test
Cases
The electronic display or printed document where Accept All
the user views the ballot does not show any General
advertising or commercial logos of any kind, whether and
public service, commercial, or political, unless Primary
specifically provided for in State law. Electronic Test
displays do not provide connection through Cases
hyperlink.
The ballot conforms to vendor specifications for type | Accept All
of paper stock, weight, size, shape, size and General
location of punch or mark field used to record votes, and
folding, bleed through, and ink for printing if paper Primary
ballot documents or paper displays are part of the Test
system Cases
Vendor documentation for marksense systems shall | Accept All
include specifications for ballot materials to ensure General
that vote selections are read from only a single and
ballot at a time, without detection of marks from Primary
multiple ballots concurrently (e.g., reading of bleed- Test
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Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

Logical definition of the ballot, including the Accept All
definition of the number of allowable choices for General
each office and contest and
Primary
Test
Cases
Logical definition of political and administrative Accept All
subdivisions, where the list of candidates or contests General
varies between polling places and
Primary
Test
Cases
Exclusion of any contest on the ballot in which the Accept All
voter is prohibited from casting a ballot because of General
place of residence, or other such administrative or and
geographical criteria Primary
Test
Cases
Ability to select from a range of voting options to Accept All
conform to the laws of the jurisdiction in which the General
system will be used and
Primary
Test
Cases
Generation of all required master and distributed Accept All
copies of the voting program, in conformance with General
the definition of the ballots for each voting device and
and polling place, and for each tabulating device Primary
Test
Cases
All systems provide a means of installing ballots and | Accept All
programs on each piece of polling place or central General
count equipment according to the ballot and
requirements of the election and the jurisdiction. Primary
Test
Cases
A detailed work plan or other documentation Accept All
providing a schedule and steps for the software and General
ballot installation, including a table outlining the key and
dates, events and deliverables. Primary
Test
Cases
A capability for automatically verifying that the Accept All
software has been properly selected and installed in General
the equipment or in programmable memory devices and
and for indicating errors. Primary
Test
Cases
A capability for automatically validating that software | Accept All
correctly matches the ballot formats that it is General
intended to process, for detecting errors, and for and
immediately notifying an election official of detected Primary
errors. Test
Cases
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Certification Test Requirements Test Test Function Comments &
Voting System Standards 2002 Result Case Exercised References to Issues

a. Verify the voting machines or vote recording and Accept F All

data processing equipment, precinct count General
equipment, and central count equipment are and
properly prepared for an election, and collect data Primary
that verifies equipment readiness Test
Cases
b. Obtains status and data reports from each set of Accept F All
equipment General
and
Primary
Test
Cases
c. Verify the correct installation and interface of all Accept F All
system equipment General
and
Primary
Test
Cases
d. Verify that hardware and software function correctly | Accept F All Discrepancies #79, #84,
General #85, #87, #96, #107,#108,
and #109, #110, #117, 119
Primary #121, #122, #124, #125,
Test #128, #129, #130, #132,
Cases #140, #141, #142, #143,
#144, #145 and #146 are
closed.

e. Generate consolidated data reports at the polling Accept F All
place and higher jurisdictional levels General
and
Primary
Test
Cases

f. Segregate test data from actual voting data, either Accept F All
procedurally or by hardware/software features General
and
Primary
Test
Cases

These elements are capable of being tested Accept | V,F Volume 01 | Only applicable to the
separately, and are proven to be reliable verification and all Logic and Accuracy Test
tools prior to their use General software.

and

Primary

Test

Cases

b. These elements are incapable of altering or Accept | V,F Volume 01 | Only applicable to the

introducing any residual effect on the intended and all Logic and Accuracy Test
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Result
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Case
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Function
Exercised

tification #PES-Assurel.2

Comments &
References to Issues

operation of the voting device during any General software.
succeeding test and operational phase. and
Primary
Test
Cases
2.3.4.2 Paper-Based Systems
Paper-based systems shall:
a. Supports conversion testing that uses all potential Accept F GENO1 Readiness testing used all
ballot positions as active positions ballot positions.
b. Supports conversion testing of ballots with active Accept F GENO1 Readiness testing used all
position density for systems without pre-designated ballot positions.
ballot positions
235 Verification at the Polling Place RFI 2008-07
All systems shall provide a formal record of the
following, in any media, upon verification of the
authenticity of the command source:
a. The election's identification data; Accept F GENO3,
GEN4b,
PRIO1,
PRI02
b. The identification of all equipment units; Accept F GENO3,
GEN4b,
PRIO1,
PRI02
c. The identification of the polling place; Accept F GENO3,
GEN4b,
PRIO1,
PRI02
d. The identification of all ballot formats; Accept F GENO3,
GEN4b,
PRIO1,
PRI02
e. The contents of each active candidate register by Accept F GENO3,
office and of each active measure register at all GEN4b,
storage locations (showing that they contain only PRIOZ1,
zeros); PRI02
f. A list of all ballot fields that can be used to invoke Accept F GENO3,
special voting options GEN4b,
PRIO1,
PRI02
g. Other information needed to confirm the readiness Accept F GENO3,
of the equipment, and to accommodate GENA4b,
administrative reporting requirements PRIOZ1,
PRI02
To prepare voting devices to accept voted ballots, all | Accept F GENO3,
voting systems shall provide the capability to test GEN4b,
each device prior to opening to verify that each is PRIOZ1,
operating correctly. At a minimum the tests shall PRIO2
include.
a. Confirmation that there are no hardware or software | Accept F GENO3,
failures. GENA4b,
PRIO1,
PRI02
b. Confirmation that the device is ready to be activated | Accept F GENO3,
for accepting votes. GEN4b,
PRIO1,
PRI02
If a precinct count system includes equipment for Accept F GENO3,
the consolidation of polling place data at one or GEN4b,
more central counting locations, it shall have means PRIOZ1,
to verify the correct extraction of voting data from PRIO2
transportable memory devices, or to verify the
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Function Comments &
Exercised References to Issues

transmission of secure data over secure
communication links.

The election's identification data

Accept

GENO1,
GENO2,
GENO3,
GENO4a,
GENO4b,
PRIO1

b. The contents of each active candidate register by
office and of each active measure register at all
storage locations (showing that they contain only
zeros);

Accept

GENO1,
GENO2,
GENO3,
GENO4a,
GENO4b,
PRIO1

c. Other information needed to confirm the readiness
of the equipment, and to accommodate
administrative reporting requirements.

Voting Functions

All systems shall support:

. Opening the polls; and

. Casting a ballot.

Additionally, all DRE systems shall support:

. Activating the ballot.

. Augmenting the election counter; and
. Augmenting the life-cycle counter.

An internal test or diagnostic capability to verify that
all of the polling place tests specified in 2.3.5 have
been successfully completed.

Accept

Accept

GENO1,
GENO2,
GENO3,
GENO4a,
GENO4b,
PRIO1

All
General
and
Primary
Test
Cases

b. Automatic disabling any device that has not been
tested until it has been tested.

A means of verifying ballot punching or marking
devices are prepared and ready to used;

Accept

Accept

All
General
and
Primary
Test
Cases

All

General
and
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Voting System Standards 2002

Primary
Test
Cases

A voting booth or similar facility, in which the voter
may punch or mark the ballot in privacy

Accept

All
General
and
Primary
Test
Cases

Secure receptacles for holding voted ballots. Ballot
boxes.

Accept

All
General
and
Primary
Test
Cases

Activating the ballot counting device.

Accept

All
General
and
Primary
Test
Cases

Verifying that the device has been correctly
activated and is functioning properly

Accept

All
General
and
Primary
Test
Cases

Identifying device failure and corrective action
needed.

A security seal, a password, or a data code
recognition capability to prevent the inadvertent or
unauthorized actuation of the poll-opening function

Accept

Accept

All
General
and
Primary
Test
Cases

All
General
and
Primary
Test
Cases

A means of enforcing the execution of steps in the
proper sequence if more than one step is required

Accept

All
General
and
Primary
Test
Cases

A means of verifying the system has been activated
correctly

Accept

All
General
and
Primary
Test
Cases

A means of identifying system failure and any
corrective action needed

Accept

All
General
and
Primary
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Enable election officials to control the content of the
ballot presented to the voter, whether presented in
printed form or electronic display, such that each
voter is permitted to record votes only in contests in
which that voter is authorized to vote

Test

Result

Accept

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised
Test
Cases

All

General
and
Primary
Test
Cases

Comments &
References to Issues

Allow each eligible voter to cast a ballot

Accept

All
General
and
Primary
Test
Cases

Prevent a voter from voting on a ballot to which he
or she is not entitled

Accept

All
General
and
Primary
Test
Cases

Prevent a voter from casting more than one ballot in
the same election

Accept

All
General
and
Primary
Test
Cases

Activate the casting of a ballot in a general election

Accept

All
General
and
Primary
Test
Cases

Enable the selection of the ballot that is appropriate
to the party affiliation declared by the voter in a
primary election

Accept

All
General
and
Primary
Test
Cases

Activate all parts of the ballot upon which the voter is
entitled to vote

Accept

All
General
and
Primary
Test
Cases

Disable of all parts of the ballot upon which the voter
is not entitled to vote

Provide test that is at least 3 millimeters high and
provide the capability to adjust or magnify the text to
an apparent size of 6.3 millimeters

Accept

Accept

All
General
and
Primary
Test
Cases

GENO1,
GENO3,
GENO4b,
PRIO1,
PRI02

Protect the secrecy of the vote such that the system
cannot reveal any information about how a particular

Accept

GENO1,
GENO3,
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Exercised

Comments &
References to Issues

voter voted, except as otherwise required by

GENO4b,

individual State law PRIO1,
PRI02
c. Record the selection and non-selection (undervote) | Accept F GENO1,
of individual vote choices for each contest and ballot GENO3,
measure GENO4b,
PRIO1,
PRI02
d. Record the voter’s selection of candidates whose Accept F GENO1,
names do not appear on the ballot, if permitted GENO3,
under State law, and record as many write-in votes GENO4b,
as the number of candidates the voter is allowed to PRIO1,
select PRIO2
e. In the event of a failure of the main power supply Accept C F GENO1, Audit logs with power
external to the voting system, provide the capability GENO3, interrupt were tested in
for any voter who is voting at the time to complete GENO4b, GENOL1.
casting a ballot, allow for the successful shutdown of PRIOZ1,
the voting system without loss or degradation of the PRI02
voting and audit data, and allow voters to resume
voting once the voting system has reverted to back-
up power
f. Provide the capability for voters to continue cast Accept C,F GENO1, NA - No
ballots in the event of a failure of a GENO3, telecommunications are
telecommunications connection within the polling GENO4b, enabled during the voting
place or between the polling place and any other PRIO1, process.
location PRI0O2
2.4.3.2 paper-based System Standards
2.43.2.1 | All Paper-Based Systems
All paper-based systems shall:
a. Allow the voter to easily identify the voting field that | Accept F GENO1,
is associated with each candidate or ballot measure GENO3,
response GENO4b,
PRIO1,
PRI02
b. Allow the voter to mark the ballot to register a vote Accept F GENO1,
GENO3,
GENO4b,
PRIO1,
PRI02
c. Allow either the voter or the appropriate election Accept F GENO1,
official is able to place the voted ballot into the ballot GENO3,
counting device (precinct count systems) or a GENO4b,
secure receptacle (central count systems) PRIOZ1,
PRI02
d. Protect the secrecy of the vote throughout the Accept F GENO1,
process GENO3,
GENO4b,
PRIO1,
PRI02
2.4.3.2.2 | Precinct Count Paper-Based Systems
In addition to the above requirements, all paper-
based precinct count equipment shall include a
means of:
a. Provide feedback to the voter identifies specific Accept F GENO1,
contests or ballot issues for which an overvote or GENO3,
undervote is detected GENO4b,
PRIO1,
PRI02
b. Allow the voter, at the voter’s choice, to vote a new Accept F GENO01,
ballot or submit the ballot ‘as is’ without correction GENO3,
GENO4b,
PRIO1,
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Voting System Standards 2002 Result Case Exercised References to Issues
PRI02
c. Allow an authorized election official to turn off the Accept GENO1,
capabilities defined in the two prior provisions. GENO3,
GENO4b,
PRIO1,
PRI02
2.4.3.3 DRE Systems Standards
a. Prohibit the voter from accessing or viewing any Accept GENO1,
information on the display screen that has not been GENO2,
authorized by election officials and preprogrammed GENO3,
into the voting system (i.e., no potential for display of GENO4a,
external information or linking to other information PRIO1,
sources) PRI0O2
b. Enable the voter to easily identify the selection Accept GENO1,
button or switch, or the active area of the ballot GENO02,
display that is associated with each candidate or GENO3,
ballot measure response GENO4a,
PRIO1,
PRI02
c. Allow the voter to select his or her preferences on Accept GENO1,
the ballot in any legal number and combination GENO02,
GENO3,
GENO4a,
PRIO1,
PRI02
d. Indicate that a selection has been made or canceled | Accept GENO1,
GENO02,
GENO3,
GENO4a,
PRIO1,
PRI02
e. Indicate to the voter when no selection, or an Accept GENOL1,
insufficient number of selections, has been made in GENO2,
a contest (e.g. undervotes) GENO3,
GENO4a,
PRIO1,
PRI02
f. Prevent the voter from overvoting Accept GENO1,
GENO02,
GENO3,
GENO4a,
PRIO1,
PRI02
g. Notify the voter when the selection of candidates Accept GENO1,
and measures is completed GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02
h. Allowing the voter, before the ballot is cast, to review | Accept GENO1,
his or her choices and, if the voter desires, to delete GENO2,
or change his or her choices before the ballot is cast GENO3,
GENO4a,
PRIO1,
PRI02
i. For electronic image displays, prompt the voter to Accept GENO1,
confirm the voter's choices before casting his or her GENO2,
ballot, signifying to the voter that casting the ballot is GENO3,
irrevocable and directing the voter to confirm the GENO4a,
voter’s intention to cast the ballot PRIO1,
PRI02
J- Notify the voter after the vote has been stored Accept GENO1,
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successfully that the ballot has been cast

Test
Result

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised
GENO02,
GENO3,
GENO4a,
PRIO1,
PRI02

Test
Case

k Notify the voter that the ballot has not been cast
successfully if it is not stored successfully, including
storage of the ballot image, and provide clear
instruction as to the steps the voter should take to
cast his or her ballot should this event occur

Accept F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

Provides sufficient computational performance to
provide responses back to each voter entry in no
more than three seconds

Accept F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

m. The votes stored accurately represent the actual
votes cast

Accept | F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

n. Preventing modification of the voter’s vote after the
ballot is cast

Accept | F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

0. Provides a capability to retrieve ballot images in a
form readable by humans (in accordance with the
requirements of Section 2.2.2.2 and 2.2.4.2)

Accept | F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI102

p. Incrementing the proper ballot position registers or
counters

Accept F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI102

g. Protecting the secrecy of the vote throughout the
voting process

Accept F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

r. Prohibiting access to voted ballots until after the
close of polls

Accept F

GENO1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02

s. Provides the ability for election officials to submit
test ballots for use in verifying the end-to-end
integrity of the system

Accept F

GENOL1,
GENO2,
GENO3,
GENO4a,
PRIO1,
PRI02
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Isolating test ballots such that they are accounted
for accurately in vote counts and are not reflect in
official vote counts for specific candidates or
measures

Post-Voting Functions

Test
Result
Accept F

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

Preventing the further casting of ballots once the Accept All
polls has closed General
and
Primary
Test
Cases
Provides an internal test that verifies that the Accept F All
prescribed closing procedure has been followed, General
and that the device status is normal and
Primary
Test
Cases
Incorporating a visible indication of system status Accept F All
General
and
Primary
Test
Cases
Producing a diagnostic test record that verifies the Accept F All
sequence of events, and indicates that the General
extraction of voting data has been activated and
Primary
Test
Cases
Precluding the unauthorized reopening of the polls Accept F All
once the poll closing has been completed for that General
election and
Primary
Test
Cases
All systems provide a means to consolidate and Accept F All Discrepancy #86 closed.
report vote data from all polling places, and General
optionally from other sources such as absentee and
ballots, provisional ballots, and voted ballots Primary
requiring human review (e.g., write-in votes). Test
Cases
All systems shall be able to create reports Accept F All
summarizing the data on multiple levels. General
and
Primary
Test
Cases
Support of geographic reporting, which requires the | Accept F All
reporting of all results for each contest at the General
precinct level and additional jurisdictional levels and
Primary
Test
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Cases

b. Produce a printed report of the number of ballots Accept All

counted by each tabulator General
and
Primary
Test
Cases

c. Produce a printed report for each tabulator of the Accept All RFI 2007-06
results of each contest that includes the votes cast General
for each selection, the count of undervotes, and the and
count of overvotes Primary

Test
Cases

d. Produce a consolidated printed report of the results | Accept All RFI 2007-06
for each contest of all votes cast (including the count General
of ballots from other sources supported by the and
system as specified by the vendor) that includes the Primary
votes cast for each selection, the count of Test
undervotes, and the count of overvotes Cases

e. Be capable of producing a consolidated printed Accept All
report of the combination of overvotes for any General
contest that is selected by an authorized official and
(e.g.; the number of overvotes in a given contest Primary
combining candidate A and candidate B, combining Test
candidate A and candidate C, etc.) Cases

f. Produce all system audit information required in Accept All
Section 4.4 in the form of printed reports, or in General
electronic memory for printing centrally and

Primary
Test
Cases

g. Prevent data from being altered or destroyed by Accept All
report generation, or by the transmission of results General
over telecommunications lines and

Primary
Test
Cases

2532 Precinct Count Systems
In addition, all precinct count voting systems shall:

a. Prevent the printing of reports and the unauthorized | Accept All
extraction of data prior to the official close of the General
polling place and

Primary
Test
Cases

b. Provide a means to extract information from a Accept All
transportable programmable memory device or data General
storage medium for vote consolidation and

Primary
Test
Cases

c. Consolidate the data contained in each unit into a Accept All
single report for the polling place when more than General
one voting machine or precinct tabulator is used and

Primary
Test
Cases

d. Prevent data in transportable memory from being Accept All
altered or destroyed by report generation, or by the General
transmission of results over telecommunications and
lines Primary

Test
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Test

Result

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised

Comments &
References to Issues

[ |  lcases | |

321

it contains are unofficial
Maintenance, Transpiration and Storage

All systems shall be designed and manufactured to
facilitate preventive and corrective maintenance,
conforming to the hardware standards described in
Section 3. All vote casting and tally equipment
designated for storage between elections shall:

a. Function without degradation in capabilities after
transit to and from the place of use, as
demonstrated by meeting the performance
standards described in Section 3

b. Function without degradation in capabilities after
storage between elections, as demonstrated by
meeting the performance standards described in
Section 3.

(See Section 3.2)

Hardware Standards

Accuracy Requirements

Voting system accuracy addresses the accuracy of
data for each of the individual ballot positions that
could be selected by a voter, including the positions
that are not selected. For a voting system, accuracy
is defined as the ability of the system to capture,
record, store, consolidate and report the specific
selections and absence of selections, made by the
voter for each ballot position without error. Required
accuracy is defined in terms of an error rate that for
testing purposes represents the maximum number
of errors allowed while processing a specified
volume of data.

Provide only aggregated results, and not data from Accept NA - Voting System does
individual ballots not broadcast results

b. Provide no access path from unofficial electronic Accept NA - Voting System does
reports or files to the storage devices for official data not broadcast results

c. Clearly indicate on each report or file that the results | Accept NA - Voting System does

not broadcast results

RFI12007-06

contests into voting data storage
Recording voter selections of candidates and

a. For all paper-based voting systems: Accept | X, F VOLO01 AccuVote-TSX was tested
1) Scanning ballot positions on paper ballots to detect by iBeta.
2 selections for individual candidates and contests
) Conversion of selections detected on paper ballots
into digital data
b. For all DRE voting systems: Accept X, F VOLO1 AccuVote-TSX was tested
g Recording the voter selections of candidates and by iBeta.
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Comments &
References to Issues

Certification Test Requirements Test Function
Voting System Standards 2002 Result Case Exercised
contests into ballot image storage independently
from voting data storage

c. For precinct-count voting systems (paper-based and | Accept X, F VOLO1 AccuVote-TSX was tested
1 DRE): by iBeta.

Consolidation of vote selection data from multiple
precinct-based voting machines to generate
jurisdiction-wide vote counts, including storage and
reporting of the consolidated vote data

d. For central-count voting systems (paper-based and | Accept X, F VOLO1 AccuVote-TSX was tested
1) DRE): by iBeta.

Consolidation of vote selection data from multiple
counting devices to generate jurisdiction-wide vote
counts, including storage and reporting of the
consolidated vote data

For testing purposes, the acceptable error rate is Accept X, F VOLO1 AccuVote-TSX was tested
defined using two parameters: the desired error rate by iBeta.

to be achieved, and the maximum error rate that
should be accepted by the test process. For each
processing function indicated above, the voting
system shall achieve a target error rate of no more
than one in 10,000,000 ballot positions, with a
maximum acceptable error rate in the test process
of one in 500,000 ballot positions.

The Technical Data Package supplied by the vendor | Accept
shall include a statement of all requirements and
restrictions regarding environmental protection,
electrical service, recommended auxiliary power,
telecommunications service, and any other facility or
resource required for the proper installation and
operation of the system.

Precinct count systems are designed for storage Accept X
and operation in any enclosed facility ordinarily used
as a warehouse or polling place, with prominent

instructions as to ani siecial storaie reﬁuirements

The arrangement of the voting system does not Accept X
impede performance of their duties by polling place
officials, the orderly flow of voters through the polling

ilace, or the abiliﬁ for the voter to vote in irivate

Any furnishings or fixtures provided as a part of Accept X
voting systems, and any components provided by
the vendor that are not a part of the system but that
are used to support its storage, transportation, or
operation, comply with the design and safety
requirements of Subsection 3.4.8.
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Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised

Comments &
References to Issues

Precinct count systems operate with the electrical
supply ordinarily found in polling places (Nominal
120 Vac/60Hz/1 phase)

Accept

For components of voting systems that require an
electrical supply, central count systems operate with
the electrical supply ordinarily found in central
tabulation facilities or computer room facilities
(120vac/60hz/1, 208vac/60hz/3, or 240vac/60hz/2);

Accept

All voting machines shall also be capable of
operating for a period of at least 2 hours on backup
power, such that no voting data is lost or corrupted
nor normal operations interrupted. When backup
power is exhausted the voting machine shall retain
the contents of all memories intact. The backup
power capability is not required to provide lighting of

Accept

RFI 2008-02
Discrepancy #115 closed.
RFI 2008-06

the votln‘ area.

a. Surges of 30% dip @10 ms; Accept X
b. Surges of 60% dip @100 ms & 1 sec Accept X
c. Surges of >95% interrupt @5Sec; Accept X
d. Surges of + or - 15% line variations of nominal line Accept X
voltage
e. Electric power increases of 7.5% and reductions of Accept X
12.5% of nominal specified power supply for a
period of up to four hours at each power level.

2 kV AC & DC External Power lines

Accept

+ or - 1 kV all external wires > 3 m no control

Accept

+ or - 2 kV all external wires control.

Accept

The vote scanning and counting equipment for
paper-based systems, and all DRE equipment, is
able to withstand £15 kV air discharge and +8 kV
contact discharge without damage or loss of data.
The equipment may reset or have momentary
interruption so long as normal operation is resumed
without human intervention or loss of data. Loss of
data means votes that have been completed and
confirmed to the voter.

Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, complies
with the Rules and Regulations of the Federal
Communications Commission, Part 15, Class B

a. +or - 2kV AC line to line Accept X
b. + or - 2 kV AC line to earth Accept X
C. + or—0.5kV DC line to line >10m Accept X
d. + or — 0.5 kV DC line to earth >10m Accept X

X

Accept

Accept

+or-1kVI/O S|i/contro| >30m Acceit

AccuVote-TSX and
AccuVote-OSX Ballot Box
were tested by iBeta
contracted laboratory.
Discrepancies #67, #68,
#69, #70, and #100
Closed.
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requirements for both radiated and conducted
emissions

Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, is able to
withstand an electromagnetic field of 10 V/m
modulated by a 1 kHz 80% AM modulation over the
frequency range of 80 MHz to 1000 MHz, without
disruption of normal operation or loss of data

10V AC & DC power

Test
Result

Accept

Accept

Test
Case

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

10V, 20 sig/control >3m.

Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, shall be
able to withstand, without disruption of normal
operation or loss of data, AC magnetic fields of 30
A/m at 60 Hz

Equipment used for election management activities
or vote counting (including both precinct and central
count systems) shall be capable of operation in
temperatures ranging from 50 to 95 degrees
Fahrenheit.

High and low storage temperatures ranging from -4
to +140 degrees Fahrenheit, equivalent to MIL-STD-
810D, Methods 501.2 and 502.2, Procedure |-
Storage;

Accept

Accept

Bench handling equivalent to the procedure of MIL- | Accept
STD-810D, Method 516.3, Procedure VI;

Vibration equivalent to the procedure of MIL-STD- Accept
810D, Method 514.3, Category 1- Basic

Transportation, Common Carrier

Uncontrolled humidity equivalent to the procedure of | Accept

MIL-STD-810D, Method 507.2, Procedure I-Natural
Hot-Humid.

Voting systems may use a local or remote data
network. If such a network is used, then all
components of the network shall comply with the
telecommunications requirements described in
Section 5 and the Security requirements described
in Section 6.

Accept
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Record every entry made by the user; Accept F All
General
and
Primary
Test
Cases
b. Add permissible voter selections correctly to the Accept F All
memory components of the device; General
and
Primary
Test
Cases
c. Verify the correctness of detection of the user Accept F All
selections and the addition of the selections General
correctly to memory and
Primary
Test
Cases
d. Add various forms of data entered directly by the Accept F All
election official or designee, such as text, line art, General
logos, and images and
Primary
Test
Cases
e. Verify the correctness of detection of data entered Accept F All
directly by the user and the addition of the selections General
correctly to memory and
Primary
Test
Cases
f. Preserve the integrity of election management data | Accept F All
stored in memory against corruption by stray General
electromagnetic emissions, and internally generated and
spurious electrical signals Primary
Test
Cases
g. Log corrected data errors by the system. Accept F,V All
General
and

Primary
Test
Cases and
Volume 01
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Certification Test Requirements Test Test Function
Voting System Standards 2002 Result Case Exercised
Be integral to, or make provisions for installation of
the voting device;

b. Ensure by its structure stability against movement or | Accept C
overturning during entry, occupancy, and exit by the
voter

c. Provide privacy for the voter, and be designed in Accept C

such a way as to prevent observation of the ballot by
any person other than the voter

d. Be capable of meeting the accessibility Accept C
requirements of Subsection 3.2

a. Paper ballots used by paper-based voting systems Accept X
shall meet the following standards: Punches or
marks that identify the unique ballot format, in
accordance with Section 2.3.1.1.1.c., shall be
outside the area in which votes are recorded, so as
to minimize the likelihood that these punches or
marks will be mistaken for vote responses and the
likelihood that recorded votes will

obliterate these punches or marks

b. If printed or punched alignment marks are used to Accept X
locate the vote response fields on the ballot, these
marks shall be outside the area in which votes are
recorded, so as to minimize the likelihood that these
marks will be mistaken for vote responses and the
likelihood that recorded votes will obliterate these
marks

c. The TDP shall specify the required paper stock, Accept X
size, shape, opacity, color, watermarks, field layout,
orientation, size and style of printing, size and
location of punch or mark fields used for vote
response fields and to identify unique ballot formats,
placement of alignment marks, ink for printing, and
folding and bleed-through limitations for preparation
of ballots that are compatible with the system.

a. Be suitable for the type of ballot card specified; NA - Voting system is not
a punching device.
b. Facilitate the clear and accurate recording of each Accept NA - Voting system is not
vote intended by the voter; a punching device.
c. Be designed to avoid excessive damage to vote Accept NA - Voting system is not
recorder components a punching device.
d. Incorporate features to ensure that chad (debris) is Accept NA - Voting system is not
removed, without damage to other parts of the ballot a punching device.
card.
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Specific characteristics of marking devices that Accept
affect readability of marked ballots

b. Performance capabilities with regard to each Accept X
characteristic

c. For marking devices manufactured by multiple Accept X

external sources, a listing of sources and model
numbers that are compatible with the system.

Hold the ballot card securely in the proper location NA - Not a Punchcard
and orientation for voting: ballot

b. When contests not directly printed on the ballot card | Accept NA - Not a Punchcard
or sheet, incorporate an assembly of ballot label ballot

pages that identify offices and issues corresponding
to the proper ballot format for the polling place
where it is used and are aligned with the voting
fields assigned to them

c. Incorporate a template to preclude perforation of the | Accept NA - Not a Punchcard
card except in the specified voting fields; a mask to ballot

allow punches only in fields designated by the
format of the ballot; and a backing plate for the
capture and removal of chad. The requirement may
be satisfied by equipment of a different design as
long it achieves the same result as the Standard
with regard to:

1) Positioning the card; Accept NA - Not a Punchcard
ballot

2) Association of ballot label information with Accept NA - Not a Punchcard
corresponding punch fields; ballot

3) Enable only those voting fields that correspond to Accept NA - Not a Punchcard
the format of the ballot; and ballot

4) Punching the fields and the positive removal of Accept NA - Not a Punchcard

chad. ballot

A frame or fixture for printed ballot cards is optional. | Accept NA - No device used.
If such a device is provided, it shall:

a. Be of any size and shape consistent with its Accept NA - No device used.
intended use;

b. Position the card properly; Accept NA - No device used.

c. Hold the ballot card securely in its proper location Accept NA - No device used.
and orientation for voting

d. Comply with the design and construction Accept NA - No device used.

requirements in Subsection 4.3.

a. Ballot boxes and ballot transfer boxes which serve Accept C
as secure containers for the storage and
transportation of voted ballots, shall:

a. Be of any size, shape, and weight commensurate Accept C
with their intended use

b. Incorporate locks or seals, and specifications in the Accept C
system documentation

c. Provide specific points where ballots are inserted, Accept C

with all other points on the box constructed in a
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Voting System Standards 2002
manner that prevents ballot insertion

For precinct count systems, contain separate
compartments for segregating unread ballots, ballots
with write-in votes, or irregularities that may require
special handling or processing. In lieu of
compartments, conversion processing may mark
such ballots with an identifying spot or stripe to
facilitate manual segregation

Indicate whether the device has been activated for
voting

Accept

Accept

All
General
and
Primary
Test
Cases

Indicate whether the device is in use.

Accept

All
General
and
Primary
Test
Cases

Contain all mechanical, electromechanical, and Accept All
electronic components; software; and controls General
required to detect and record the activation of and
selections made by the voter in the process of voting Primary
and casting a ballot Test
Cases
b. Incorporate redundant memories to detect and allow | Accept All
correction of errors caused by the failure of any of General
the individual memories and
Primary
Test
Cases
c. Provide at least two processes that record the Accept All
1) voter’s selections that: General
2) * To the extent possible, are isolated from each and
other Primary
+ Designate one process and associated storage Test
location as the main vote Cases
detection, interpretation, processing and reporting
path
Use a different process to store ballot images, for Accept All
which the method of recording may include any General
appropriate encoding or data compression and
procedure consistent with the regeneration of an Primary
unequivocal record of the ballot as cast by the voter. Test
Cases
d. Provide a capability to retrieve ballot images in a Accept All
form readable by humans. General
and
Primary
Test
Cases
e. Ensure that all processing and storage protects the Accept All
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anonymity of the voter.

Detect every selection made by the voter

Test Test
Result Case

Accept | F

EAC Certification #PES-Assurel.2

Function
Exercised

General
and
Primary
Test
Cases

All
General
and
Primary
Test
Cases

Comments &
References to Issues

Correctly add permissible selections to the memory
components of the device

Accept | F

All
General
and
Primary
Test
Cases

Verify the correctness of the detection of the voter
selections and the addition of the selections to
memory

Accept F

All
General
and
Primary
Test
Cases

Achieve an error rate not to exceed the requirement
indicated in Section 3.2.1

Accept F

All
General
and
Primary
Test
Cases

Preserve the integrity of voting data and ballot
images (for DRE machines) stored in memory for
the official vote count and audit trail purposes
against corruption by stray electromagnetic
emissions, and internally generated spurious
electrical signals

Accept F

All
General
and
Primary
Test
Cases

Maintain a log of corrected data

Recording reliability refers to the ability of the DRE
system to record votes accurately at its maximum
rated processing volume for a specified period of
time. The DRE system shall record votes reliably in
accordance with the requirements of Subsection
3.4.3.

Ballot handling consists of a ballot card’s
acceptance, movement through the read station and
transfer into a collection station or receptacle.

The capacity to convert the marks on individual
ballots into signals is uniquely important to central
count systems. The capacity for a central count
system shall be documented by the vendor. This
documentation shall include capacity for individual

Accept | F

Accept \%

All
General
and
Primary
Test
Cases

Volume
01, 023,
and 02b

See Subsection 3.4.3

See below
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| components that impact the overall capacity. ! 1 |

a. Outstack the ballot, or Accept F,V All Specifically tested in
b. Stop the ballot reader and display a message General, GENO02
c. prompting the election official or Primary,

designee to remove the ballot, or and

Mark the ballot with an identifying mark to facilitate Volume

its later identification. Test

Cases

Additionally, the system shall a capability that can Accept F,V All Specifically tested in

be activated by an authorized election official to General, GENO02

identify ballots containing overvotes, blank ballots, Primary,

and ballots containing undervotes in a designated and

race. If enabled, these capabilities shall perform Volume

one of the above actions in response to the Test

indicated condition Cases

In response to an unreadable or blank ballot, return | Accept GENO01
the ballot and provide a

message prompting the voter to examine the ballot
b. In response to a ballot with a write-in vote, Accept F GENO1
segregate the ballot or mark the ballot with an
identifying mark to facilitate its later identification

c. In response to a ballot with an overvote the system Accept F All

1) shalll: General

2) * Provide a capability to identify an overvoted ballot and

2; * Return the ballot Primary

5) * Provide an indication prompting the voter to Test
examine the ballot Cases

« Allow the voter to correct the ballot
* Provide a means for an authorized election official
to deactivate this capability entirely and by contest

d. In response to a ballot with an undervote, the Accept F All
1) system shall: General
g) * Provide a capability to identify an undervoted ballot and
4; * Return the ballot Primary
5) * Provide an indication prompting the voter to Test
examine the ballot Cases
* Allow the voter to submit the ballot with the
undervote

* Provide a means for an authorized election official
to deactivate this
capabilit
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If multiple feed is detected, the card reader shall halt
in a manner that permits the operator to remove the

unread cards causing the error, and reinsert them in
the card input hopper

Test

Result

Test
Case

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised
All
General,
Primary,
and
Volume
Test
Cases

b. The frequency of multiple feeds with ballots intended
for use with the system shall not exceed 1 in 10,000

Accept

F,V

All
General,
Primary,
and
Volume
Test
Cases

rate not to exceed 2 percent.

Processing accuracy shall be measured by vote
selection error rate, the ratio of uncorrected vote
selection errors to the total number of ballot
positions that could be recorded across all ballots
when the system is operated at its nominal or design
rate of processing

Accept

Detect punches or marks that conform to vendor Accept X
specifications with an error rate not exceeding the
requirement indicated in Section 3.2.1

b. Ignore, and not record, extraneous perforations, Accept X
smudges, and folds;

c. Reject ballots that meet all vendor specifications at a | Accept X

Volume 01 | TSX Data Accuracy
testing by iBeta.

requirement indicated in Subsection 4.1.1

b. The vote selection error rate shall include data that Accept X, F Volume 01 | TSX Data Accuracy
denotes ballot style or precinct as well as data testing by iBeta.
denoting a vote in a specific contest or ballot
proposition

c The vote selection error rate shall include all errors Accept X, F Volume 01 | TSX Data Accuracy
from any source testing by iBeta.

d. The vote selection error rate shall not exceed the Accept X, F Volume 01 | TSX Data Accuracy

testing by iBeta.
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Memory Stability

Paper-based system memory devices, used to
retain control programs and data, shall have
demonstrated error-free data retention for a period
of 22 months under the environmental conditions for
operation and non-operation (i.e. storage).

Test
Result

Accept

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

Premier provided
attestation.

Operate at a speed sufficient to respond to any Accept F,V All
operator and voter input without perceptible delay General,
(no more than three seconds) Primary,
and
Volume
Test
Cases
if the consolidation of polling place data is done Accept F,V All
locally, perform this consolidation in a time not to General,
exceed five minutes for each device in the polling Primary,
place and
Volume
Test
Cases

Produce reports that are completely consistent, with

Accept

All

no discrepancy among reports of voting device data General,
produced at any level Primary,
and
Volume
Test
Cases
Produce consolidated reports containing absentee, Accept F,V All
provisional or other voting data that are similarly General,
error-free. Any discrepancy, regardless of source, is Primary,
resolvable to a procedural error, to the failure of a and
non-memory device or to an external cause Volume
Test
Cases
DRE system memory devices used to retain control | Accept Premier provided
programs and data shall have demonstrated error- attestation.
free data retention for a period of 22 months. Error-
free retention may be achieved by the use of
redundant memory elements, provided that the
capability for conflict resolution or correction among
elements is included.
All storage media that can be removed from the Accept Devices are COTS.

voting system and transported to another location
for readout and report generation, these media shall
use devices with demonstrated error-free retention
for a period of 22 months under the environmental
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conditions for operation and non-operation
contained in Section 3.2.2. Examples of removable
storage media include: programmable read-only

memory (PROM), random access memory (RAM)
with battery backup, magnetic media or optical
media.

Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

record.

Consolidate voting data from polling place data
memory or transfer devices

Accept

. Alphanumeric headers Accept X, F
b. Election, office and issue labels Accept X, F
c. Alphanumeric entries generated as part of the audit | Accept X, F

producing output reports at the device, polling place
and summary level, with provisions for
administrative and judicial subdivision as required by
the using jurisdiction

There is no numerical limitation on the size of any
voting equipment, but the size of each voting
machine should be compatible with its intended use
and the location at which the equipment is to be
used.

There is no numerical limitation on the weight of any
voting equipment, but the weight of each voting
machine should be compatible with its intended use
and the location at which the equipment is to be
used.

Provide a means to safely and easily handle,
transport, and install voting equipment, such as
wheels or a handle or handles

Accept

Accept

Accept

b. Report polling place summaries; and Accept F
c. Process absentee ballots, data entered manually, Accept F
and administrative ballot definition data.
The requirements address all hardware and Accept F
software required to generate output reports in the
various formats required by the using jurisdiction.
3.28.1 Data File Management
All voting systems shall provide the capability to:
a Integrate voting data files with ballot definition files Accept F
b. Verify file compatibility. Accept F
c. Edit and update files as required.: Accept F
3.2.8.2 All voting systems shall include report generators for | Accept F

RFI 2007-05

Be capable of using, or be provided with, a
protective enclosure rendering the equipment
capable of withstanding:

Impact, shock and vibration loads associated with
surface and air transportation

Stacking loads associated with storage

Accept
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Be designed and constructed so that the frequency
of equipment malfunctions and maintenance
requirements are reduced to the lowest level
consistent with cost constraints.

Test
Result

Accept

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

Include, as part of the accompanying TDP, an
approved parts list

Accept

Exclude parts or components not included in the
approved parts list.

All voting systems shall be designed to withstand

normal use without deterioration and without

excessive maintenance cost for a period of ten
ears.

The reliability of voting system devices shall be
measured as Mean Time Between Failure (MTBF)
for the system submitted for testing. MBTF is
defined as the value of the ratio of operating time to
the number of failures which have occurred in the
specified time interval. A typical system operations
scenario consists of approximately 45 hours of
equipment operation, consisting of 30 hours of
equipment set-up and readiness testing and 15
hours of elections operations. For the purpose of
demonstrating compliance with this requirement, a
failure is defined as any event which results in either
the:

a. Loss of one or more functions

b. Degradation of performance such that the device
is unable to perform its intended function for longer
than 10 seconds

The MTBF demonstrated during certification testing
shall be at least 163 hours.
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Test

Result

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

Presence of labels and the identification of test C
points

b. Provision of built-in test and diagnostic circuitry or Accept C
physical indicators of condition

c. Presence of labels and alarms related to failures Accept C

d. Presence of features that allow non-technicians to Accept C
perform routine maintenance tasks (such as update
of the system database)

3.44.2 Additional Attributes
The following additional attributes will be examined
to assess maintainability:

a. Ease of detecting that equipment has failed by a Accept C
non-technician

b. Ease of diagnosing problems by a trained technician | Accept C

c. Low false alarm rates (i.e., indications of problems Accept C
that do not exist)

d. Ease of access to components for replacement Accept C

e. Ease with which adjustment and alignment can be Accept C
performed

f. Ease with which database updates can be Accept C
performed by a non-technician

g. Adjust, align, tune or service components Accept C

. For all paper-based voting systems: Accept X

1 Recording voter selections (such as by ballot Accept | X
marking or punch)

2 Scanning the punches or marks on paper ballots Accept | X
and converting them into digital data

b. For all DRE systems, recording and storing voter Accept X
ballot selections

c. For precinct count systems (paper-based and DRE), | Accept X

consolidation of vote selection data from multiple
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Comments &
References to Issues

Function
Exercised

Test
Case

Voting System Standards 2002

precinct based systems to generate jurisdiction-wide
vote counts, including storage and reporting of the
consolidated vote data

For central-count systems (paper-based and DRE),
consolidation of vote selection data from multiple
counting devices to generate jurisdiction-wide vote
counts, including storage and reporting of the
consolidated vote data

Accept

System availability is measured as the ratio of the
time during which the system is operational (up
time) to the total time period of operation (up time
plus down time). Inherent availability (Ai) is the
fraction of time a system is functional, based upon
Mean Time Between Failure (MTBF) and Mean
Time To Repair (MTTR), that is: Ai = (MTBF)/(MTBF
+ MTTR) MTTR is the average time required to
perform a corrective maintenance task during
periods of system operation. Corrective
maintenance task time is active repair time, plus the
time attributable to other factors that could lead to
logistic or administrative delays, such as travel
notification of qualified maintenance personnel and
travel time for such personnel to arrive at the
appropriate site. Corrective maintenance may
consist of substitution of the complete device or one
of its components, as in the case of precinct count
and some central count systems, or it may consist of
on-site repair.

The voting system shall achieve at least 99 percent
availability during normal operation for the functions
indicated above. This standard encompasses for
each function the combination of all devices and
components that support the function, including their
MTTR and MTBF attributes.

Accept

C Review of vendor TDP for
predicted MTTR.

Vendors shall specify the typical system
configuration that is to be used to assess availability,
and any assumptions made with regard to any
parameters that impact the MTTR. These factors
shall include at a minimum:

Accept

Recommended number and locations of spare
devices or components to be kept on hand for repair
purposes during periods of system operation

Accept

Recommended number and locations of qualified
maintenance personnel who need to be available to
support repair calls during system operation
Organizational affiliation (i.e., jurisdiction, vendor) of
qualified maintenance personnel

Accept

Organizational affiliation (i.e., jurisdiction, vendor) of
gualified maintenance personnel

Accept

3.4.6

Product Marking
All voting systems shall:

Identify all devices with a permanently affixed
nameplate or label containing the name of the
manufacturer or vendor, the name of the device, its
part or model number, its revision letter, its serial
number, and if applicable, its power requirements

Accept

Display on each device a separate data plate
containing a schedule for and list of operations
required to service or to perform preventive
maintenance

Accept

C Discrepancy #74 closed

Display advisory caution and warning instructions to
ensure safe operation of the equipment and to avoid

Accept
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References to Issues

Function
Exercised

Certification Test Requirements Test Test
Voting System Standards 2002 Result Case
exposure to hazardous electrical voltages and
moving parts at all locations where operation or
exposure may occur

Adopt and adhere to practices and procedures to Accept
ensure their products are free from damage or
defect that could make them unsatisfactory for their
intended purpose

b. Ensure components provided by external suppliers Accept X
are free from damage or defect that could make
them unsatisfactory for their intended purpose.

All voting system and their components shall be
designed to eliminate hazards to personnel or the
equipment itself.

b. Defects in design and construction that can resultin | Accept X
personal injury or equipment damage must be
detected and corrected before voting systems and
components are placed into service.

c. Equipment design for personnel safety is equal to or | Accept X
better than the appropriate requirements of the
Occupational Safety and Health Act, Code of
Federal Regulations, as identified in Title 29, part
1910

In all systems, controls used by the voter or Accept C
equipment operator shall be conveniently located,
shall use designs consistent with their functions, and
shall be clearly labeled. Instruction plates are
provided, if necessary to avoid ambiguity or
incorrect actuation.

b. Information or data displays are large enough to be | Accept C
readable by voters and operators with no disabilities
and by voters with disabilities consistent with the
requirements defined is Section 2.2.7 of the
Standards.

c. Status displays meet the same requirements as data | Accept C
displays, and they shall also follow conventional
industrial practice with respect to color:

1 Green, blue, or white displays shall be used for Accept C
indications of normal status;

2 Amber indicators shall be used to indicate warnings | Accept C
or marginal status; and

3 Red indicators shall be used to indicate error Accept C

conditions or equipment states that may result in
damage or hazard to personnel; and unless the
equipment is designed to halt under conditions of
incipient damage or hazard, an audible alarm is also
be provided.

d. Color coding shall be selected so as to assure Accept C
correct perception by voters and operators with color
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Function
Exercised

Certification Test Requirements Test Test
Voting System Standards 2002 Result Case
blindness; and shall not bet used as the only means
of conveying information, indicating an action,
prompting a response, or distinguishing a visual
element (see Appendix C for suggested
references).
e. The system’s display does not use flashing or Accept C
blinking text objects, or other elements having a
flash or blink frequency, greater than 2 Hz and lower
than 55 Hz
Software Standards \
|

Software Sources RFI 2008-03
Source Design and Coding Standards SysTest Source code review
The software used by voting systems is selected by Report & conducted by SysTest
the vendor and not prescribed by the Standards. Appendix Labs was approved for
This sections provides standards for voting system B reuse. The detail of
software with regard to: requirements 4.2.1
Selection of programming languages through 4.2.7 is found in
Software integrity the test results provided
Software modularity and programming; by SysTest Labs.
Control constructs;
Naming conventions;
Coding conventions; and
Comment conventions.
Data and Document Retention
All systems shall:
Maintain the integrity of voting and audit data during | Accept Premier provided
an election, and for at least 22 months thereafter, a attestation.
time sufficient to resolve most contested elections
and support other activities related to the
reconstruction and investigation of a contested
election
b. Protect against the failure of any data input or Accept S
storage device at a location controlled by the
jurisdiction or its contractors, and against any

attempt at improper data entry or retrieval
4.4 Audit Record Data \

Audit trails are essential to ensure the integrity of a Accept F Discrepancy #94 and #95
voting system. Operational requirements for audit closed.

trails are described in Subsection 2.2.5.2 of the

Standards. Audit record data are generated by Discrepancy #124 closed.

these procedures. The audit record data in the
following subsections are essential to the complete
recording of election operations and reporting of the
vote tally. This list of audit records may not reflect
the design constructs of some systems. Therefore,
vendors shall supplement it with information relevant
to the operation of their specific systems.

During election definition and ballot preparation, the | Accept F All
system shall audit the preparation of the baseline General
ballot formats and modifications to them, a and
description of these modifications, and Primary
corresponding dates. The log shall include: Test
Cases
a. The allowable number of selections for an office or Accept F All
issue; General
and
Primary
Test
Cases
b. The combinations of voting patterns permitted or Accept F All
required by the jurisdiction General
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and
Primary
Test
Cases
c. The inclusion or exclusion of offices or issues as the | Accept All
result of multiple districting within the polling place General
and
Primary
Test
Cases
d. Any other characteristics that may be peculiar to the | Accept All
jurisdiction, the election, or the polling place's General
location and
Primary
Test
Cases
e. Manual data maintained by election personnel Accept All
General
and
Primary
Test
Cases
f. Samples of all final ballot formats Accept All
General
and
Primary
Test
Cases
g. Ballot preparation edits listings. Accept All
General
and
Primary
Test
Cases
4.4.2 System Readiness Audit Records
The following minimum requirements apply to
system readiness audit records:
a. Prior to the start of ballot counting, a system process | Accept All
shall verify hardware and software status and General
generate a readiness audit record. This record shall and
include the identification of the software release, the Primary
identification of the election to be processed, and Test
the results of software and hardware diagnostic Cases
tests
b. In the case of systems used at the polling place, the | Accept All
record shall include polling place identification General
and
Primary
Test
Cases
c. The ballot interpretation logic shall test and record Accept All
the correct installation of ballot formats on voting General
devices and
Primary
Test
Cases
d. The software shall check and record the status of all | Accept All
data paths and memory locations to be used in vote General
recording to protect against contamination of voting and
data Primary
Test
Cases
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Function
Exercised

Comments &
References to Issues

Voting System Standards 2002

e. Upon the conclusion of the tests, the software shall Accept All
provide evidence in the audit record that the test General
data have been expunged and

Primary
Test
Cases

f. If required and provided, the ballot reader and Accept All
arithmetic-logic unit shall be evaluated for accuracy, General
and the system shall record the results. It shall allow and
the processing or simulated processing of sufficient Primary
test ballots to provide a statistical estimate of Test
processing accuracy Cases

g. For systems that use a public network, provide a Accept All Discrepancy #133 closed.

1) report of test ballots that includes: General

g Number of ballots sent and

2) When each ballot was sent Primary
Machine from which each ballot was sent Test
specific votes or selections contained in the ballot Cases

4.4.3 In-Process Audit Records RFI 2008-07
In-process audit records document system
operations during diagnostic routines and the
casting and tallying of ballots. At a minimum, the in-
process audit records shall contain:

a. Machine generated error and exception messages Accept All
to demonstrate successful recovery. Examples General
include, but are not necessarily limited to: and

Primary
Test
Cases

1) The source and disposition of system interrupts Accept All

resulting in entry into exception handling routines General
and
Primary
Test
Cases

2) All messages generated by exception handlers Accept All

General
and
Primary
Test
Cases

3) The identification code and number of occurrences Accept All

for each hardware and software error or failure General
and
Primary
Test
Cases

4) Notification of system login or access errors, file Accept All
access errors, and physical violations of security as General
they occur, and a summary record of these events and
after processing Primary

Test
Cases

5) Other exception events such as power failures, Accept All
failure of critical hardware components, data General
transmission errors or other types of operating and
anomalies Primary

Test
Cases

b. Critical system status messages other than Accept All
informational messages displayed by the system General
during the course of hormal operations. These items and
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Voting System Standards 2002 Result Case

include, but are not limited to: Primary
Test
Cases
1) Diagnostic and status messages upon startup Accept All
General
and
Primary
Test
Cases
2) The “zero totals” check conducted before opening Accept All
the polling place or counting a precinct centrally General
and
Primary
Test
Cases
3) For paper-based systems, the initiation or Accept All
termination of card reader and communications General
equipment operation and
Primary
Test
Cases
4) For DRE machines at controlled voting locations, the | Accept All
event (and time, if available) of activating and General
casting each ballot (i.e., each voter's transaction as and
an event). This data can be compared with the Primary
public counter for reconciliation purposes Test
Cases
c. Non-critical status messages that are generated by Accept All
the machine's data quality monitor or by software General
and hardware condition monitors and
Primary
Test
Cases
d. System generated log of all normal process activity Accept All
and system events that require operator General
intervention, so that each operator access can be and
monitored and access sequence can be constructed Primary
Test
Cases

a. Number of ballots cast, using each ballot Accept All
configuration, by tabulator, by precinct, and by General
political subdivision and

Primary
Test
Cases
b. Candidate and measure vote totals for each contest, | Accept All
by tabulator General
and
Primary
Test
Cases
c. The number of ballots read within each precinct and | Accept All
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for additional jurisdictional levels, by configuration, General
including separate totals for each party in primary and
elections Primary
Test
Cases
d. Separate accumulation of overvotes and undervotes | Accept F All
for each contest, by tabulator, precinct and for General
additional jurisdictional levels (no overvotes would and
be indicated for DRE voting devices) Primary
Test
Cases
e. For paper-based systems only, the total number of Accept F All
ballots both able to be processed and unable to be General
processed; and if there are multiple card ballots, the and
total number of cards read Primary
Test
Cases
For systems that produce an electronic file Accept F All
containing vote tally data, the contents of the file General
shall include the same minimum data cited above for and
printed vote tally reports. Primary
Test
Cases

a. Immediately after the voter chooses to cast his or Accept F,S,V All Test
her ballot, record the voter’s selections in the Cases
memory to be used for vote counting and audit data
(including ballot images), and erase the selections
from the display, memory, and all other storage,
including all forms of temporary storage

b. Immediately after the voter chooses to cancel his or | Accept F, S,V All Test
her ballot, erase the selections from the display and Cases
all other storage, including buffers and other
temporary storage

5.2 Design, Construction, and Maintenance
Requirement

Design, construction, and maintenance Accept
requirements for telecommunications represent the
operational capability of both system hardware and
software. These capabilities shall be considered
basic to all data transmissions.

The telecommunications components of all voting Accept See 3.4.1
systems shall meet the accuracy requirements of

3.4.1.

The telecommunications components of all voting Accept See 3.4.2
systems shall meet the Durability requirements of

3.4.2.

The telecommunications components of all voting Accept See 3.4.3
systems shall meet the Reliability requirements of

3.4.3.

The telecommunications components of all voting Accept See 3.4.4
systems shall meet the maintainability requirements

of 3.4.4.

The telecommunications components of all voting Accept See 3.4.5
systems shall meet the availability requirements of
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. l84s5 ! ! ! |

a. Outside service providers and subscribers of such Accept T
providers shall not be given direct access or control
of any resource inside the boundary.

b. Voting system administrators shall not require any Accept T
type of control of resources outside this boundary.
Typically, an end point of a telecommunications
circuit will be a subscriber termination on a Digital
Service Unit/Customer Service Unit although the
specific technology configuration may vary.
Regardless of the technology used, the boundary
point must ensure that everything on the voting
system side is locally configured and controlled by
the election jurisdiction while everything on the
public network side is controlled by an outside
service provider.

c. The system shall be designed and configured such Accept T

that it is not vulnerable to a single point of failure in

the connection to the public network which could

cause total loss of voting capabilities at any polling
lace.

d. Notify the user of the successful or unsuccessful Accept T
completion of the data transmission; and
e. In the event of unsuccessful transmission, notify the | Accept T

user of the action to be taken.
Security Standards

Although the jurisdiction in which the voting system Accept GENO02, Discrepancies #14 and
is operated is responsible for determining the GENO03 #49 closed.
access policies for each election, the vendor shall
provide a description of recommended policies for:
a. Software access controls; Accept S GENO1, Discrepancy #34 closed.
GENO2,
GENO3,
PRIO1
b. Hardware access controls; Accept S Discrepancies #35 and
#36 closed.
c. Communications; Accept S, T Discrepancies #20 and
#27 closed.
d. Effective password management; Accept S GENO1, Discrepancies #5, #37,
GENO02 #38, and #45 closed.
e. Protection abilities of a particular operating system; Accept S Discrepancy #20 closed.
f. General characteristics of supervisory access Accept S Discrepancies #21, #22,
privileges; #23 closed.
g. Segregation of duties; and Accept S GENO1,
GENO2,
GENO3,
PRIO1
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Any additional relevant characteristics. | Accept |S | | Discrepancy #112 closed.

a Identify each person to whom access is granted, Accept S GENO1 Discrepancy #39 closed.
and the specific functions and data to which each
person holds authorized access

b. Specify whether an individual's authorization is Accept S GENO1 Discrepancy #15 closed.
limited to a specific time, time interval or phase of
the voting or counting operations

c. Permit the voter to cast a ballot expeditiously, but Accept S GENO2,
preclude voter access to all aspects of the vote GENO3
counting processes

a. Use of data and user authorization Accept S GENO3, Discrepancy #106 closed.
PRIO1
b. Program unit ownership and other regional Accept S
boundaries
c. One-end or two-end port protection devices Accept S
d. Security kernels Accept S Discrepancies #40 and
#43 closed.
. Computer-generated password keys Accept S Discrepancy #44 closed.
f. Special protocols Accept S, T Discrepancies #23 and
#45 closed.
g. Message encryption and Accept S Discrepancies #41 and
#46 closed.
h. Controlled access security. Accept S GENO3,
PRIO1
Vendors also shall define and provide a detailed Accept S GENO03,
description of the methods used to prevent PRIO1

unauthorized access to the access control
capabilities of the system itself.

A voting system’s sensitivity to disruption or Accept S
corruption of data depends, in part, on the physical
location of equipment and data media, and on the
establishment of secure telecommunications among
various locations. Most often, the disruption of voting
and vote counting results from a physical violation of
one or more areas of the system thought to be
protected. Therefore, security procedures shall
address physical threats and the corresponding
means to defeat them.

Allow the immediate detection of tampering with Accept
vote casting devices and precinct ballot counters.
b. Control physical access to a telecommunications Accept S

link if such a link is used

Vendors shall develop and document in detailed Accept S GENO3, Discrepancy #50 closed.
measures to be taken in a central counting PRIO1
environment. These measures shall include
physical and procedural controls related to the
Handling of ballot boxes
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Preparing of ballots for counting

Counting operations and

Reporting data

If software is resident in the system as firmware, the | Accept Discrepancy #28 closed.
vendor shall require and state in the system
documentation that every device is to be retested to
validate each ROM prior to the start of elections
operations.

b. To prevent alteration of executable code, no Accept S
software shall be permanently installed or resident in
the voting system unless the system documentation
states that the jurisdiction must provide a secure
physical and procedural environment for the
storage, handling, preparation, and transportation of
the system hardware.

c. The voting system bootstrap, monitor, and device- Accept S Discrepancy #24 closed.
controller software may be resident permanently as
firmware, provided that this firmware has been
shown to be inaccessible to activation or control by
any means other than by the authorized initiation
and execution of the vote counting program, and its
associated exception handlers.

d. The election-specific programming may be installed | Accept S Discrepancy #29 closed.
and resident as firmware, provided that such
firmware is installed on a component (such as a
computer chip) other than the component on which
the operating system resides.

Vendors shall develop and document the Accept GENO03, Discrepancies #16, #47,
procedures to be followed to ensure that such PRIO1 and #51 closed.
protection is maintained in a current status.
Telecommunications and Data Transmission

Voting systems that use telecommunications to Discrepancies #137 and
communicate between system components and #136 are closed.
locations are subject to the same security
requirements governing access to any other system
hardware, software, and data function.

Voting systems that use electrical or optical Accept T
transmission of data shall ensure the receipt of valid
vote records is verified at the receiving station. This
should include standard transmission error detection
and correction methods such as checksums or
message digest hashes. Verification of correct
transmission shall occur at the voting system
application level and ensure that the correct data is
recorded on all relevant components consolidated
within the polling place prior to the voter completing
casting of his or her ballot.
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Implement an encryption standard currently
documented and validated for use by an agency of
the U.S. Federal Government and

Accept

Provide a means to detect the presence of an
intrusive process, such as an Intrusion Detection
System.

Accept

6.5.4

Protection Against External Threats

Voting systems that use public telecommunications
networks shall implement protections against
external threats to which commercial products used
in the system may be susceptible.

Accept

6.5.4.1

Identification of COTS Products

aoocyw

Voting systems that use public telecommunications
networks shall provide system documentation that
clearly identifies all COTS hardware and software
products and communications services used in the
development and/or operation of the voting system,
including

operating systems,

communications routers,

modem drivers and

dial-up networking software.

Accept

Discrepancy #62 closed.

Such documentation shall identify the name, vendor,
and version used for each
such component.

Accept

6.5.4.2

Use of Protective Software

Voting systems that use public telecommunications
networks shall use protective software at the
receiving-end of all communications paths to:

Accept

Detect the presence of a threat in a transmission

Accept

c

Remove the threat from infected files/data

Accept

Prevent against storage of the threat anywhere on
the receiving device

Accept

—|=|

Provide the capability to confirm that no threats are
stored in system memory and in connected storage
media

Accept

Provide data to the system audit log indicating the
detection of a threat and the processing performed

Accept

Vendors shall use multiple forms of protective
software as needed to provide capabilities for the full
range of products used by the voting system.

Accept

6.5.4.3

Monitoring and Responding to External Threats

Voting system that use public telecommunications
networks may become vulnerable, by virtue of their
system components, to external threats to the
accuracy and integrity of vote recording, vote
counting, and vote consolidation and reporting
processes. Therefore, vendors of such systems
shall document how they plan to monitor and
respond to known threats to which their voting
systems are vulnerable. This documentation shall
provide a detailed description, including scheduling
information, of the procedures the vendor will use to:

Accept

Monitor threats, such as through the review of
assessments, advisories, and alerts for COTS
components issued by the Computer Emergency
Response Team (CERT), for which a current listing
can be found at http://www.cert.org, the National
Infrastructure Protection Center (NIPC), and the
Federal Computer Incident Response Capability

Accept
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Comments &
References to Issues

Function
Exercised

Test
Case

Certification Test Requirements Test
Voting System Standards 2002 Result
(FedCIRC), for which additional information can be
found at www.uscert.gov

b. Evaluate the threats and, if any, proposed Accept T
responses

c. Develop responsive updates to the system and/or Accept T
corrective procedures

d. Submit the proposed response to the test labs and Accept T

appropriate states for approval, identifying the exact
changes and whether or not they are temporary or
permanent

e. After implementation of the proposed response is Accept T
approved by the state, assist clients, either directly
or through detailed written procedures, how to
update their systems and/or to implement the
corrective procedures within the timeframe
established by the state

f. Address threats emerging too late to correct the Accept T
system by:
1 Providing prompt, emergency notification to the Accept T

accredited test labs and the affected states and user
jurisdictions

2 Assisting client jurisdictions directly or advising them | Accept T
through detailed written procedures to disable the
public telecommunications mode of the system

3 Modifying the system after the election to address Accept T
the threat, submitting the modified system to an
accredited test lab and the EAC or state certification
authority for approval, and assisting client
jurisdictions directly or advising them through
detailed written procedures, to update their systems
and/or to implement the corrective procedures after
approval

Use security procedures and logging records to Accept ExpressPoll only is
control access to system functions considered a Shared
Operating Environment

b. Partition or compartmentalize voting system Accept S
functions from other concurrent functions at least
logically, and preferably physically as well

c. Control system access by means of passwords, and | Accept S
restrict account access to necessary functions only
d. Have capabilities in place to control the flow of Accept S

information, precluding data leakage through shared
system resources

Be designed to provide external access to Accept
incomplete election returns (for equipment that

operates in a central counting environment), only if

that access for these purposes is authorized by the
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Certification Test Requirements Test
Voting System Standards 2002 Result
statutes and regulations of the using agency. This
requirement applies as well to polling place
equipment that contains a removable memory
module or that may be removed in its entirety to a
central place for the consolidation of polling place
returns

Test
Case

EAC Certification #PES-Assurel.2

Comments &
References to Issues

Function
Exercised

b. Design voting system software and its security Accept
environment such that data accessible to interactive
queries resides in an external file or database
created and maintained by the elections software
under the restrictions applying to any other output

report:

1 The output file or database has no provision for Accept
write-access back to the system.

2 Persons whose only authorized access is to the file | Accept

or database are denied write-access, both to the file
or database, and to the system.
Security for Transmission of Official Data Over
Public Communications Networks

Preserve the secrecy of voter ballot selections and Accept
prevent anyone from violating ballot privacy

Only consolidated results
are transmitted.
Discrepancy #2 closed.

b. Employ digital signatures for all communications Accept
between the vote server and other devices that
communicate with the server over the network

Discrepancy # 134 closed.

c. Require that at least two authorized election officials | Accept
activate any critical operation regarding the
processing of ballots transmitted over a public
communications network, i.e. the passwords or
cryptographic keys of at least two employees are
required to perform processing of vote

Systems designed for transmission of Accept
telecommunications over public networks shall meet
security standards that address the security risks
attendant with the casting of ballots from polling
places controlled by election officials using voting
devices configured and installed by election officials
and/or their vendor or contractor, and using in-
erson authentication of individual voters.

a. All activities mandatory to ensuring effective voting Accept
system security to be performed in setting up the
system for operation, including testing of security
before an election

Discrepancy # 135 closed.

See below.

NA - Individual ballots are
not case over public
network or transmitted
prior to poll closure

b. All activities that should be prohibited during voting Accept
equipment setup and during the timeframe for voting
operations, including both the hours when polls are

open and when polls are closed
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Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

a. Detect the occurrence of a telecommunications
interruption at the polling place and switch to an
alternative mode of operation that is not dependent
on the connection between polling place voting
devices and external system components

Accept

b. Provide an alternate mode of operation that includes
the functionality of a conventional electronic voting
system without losing any single vote

Accept

c. Create and preserve an audit trail of every vote cast
during the period of interrupted communication and
system operation in conventional electronic voting
system mode

Accept

d. Upon reestablishment of communications, transmit
and process votes accumulated while operating in
conventional electronic voting system mode with all
security safeguards in effect

Accept

e. Ensure that all safeguards related to voter
identification and authentication are not affected by
the procedures employed by the system to
counteract potential interruptions of
telecommunications capabilities

Quality Assurance Requirements

General Requirements

The voting system vendor is responsible for
designing and implementing a quality assurance
program to ensure that the design, workmanship,
and performance requirements of this standard are
achieved in all delivered systems and components.
At a minimum, this program shall:

Accept

records required to document and verify the quality

A vendor who does not manufacture all the
components of its voting system, but instead
procures components as standard commercial items
for assembly and integration into a voting system,
shall verify that the supplier vendors follow
documented quality assurance procedures that are
at least as stringent as those used internally by the
voting system vendor.

Responsibility for Tests

The manufacturer or vendor shall be responsible for
Performing all quality assurance tests.

Accept

a. Include procedures for specifying, procuring, Accept
inspecting, accepting, and controlling parts and raw
materials of the requisite quality.

b. Require the documentation of the hardware and Accept X
software development process.

C. Identify and enforce all requirements for: Accept X

c. 1) In-process inspection and testing that the Accept X
manufacturer deems necessary to ensure proper
fabrication and assembly of hardware.

c.2) Installation and operation of software (including Accept X
firmware).

d. Include the plans and procedures for post- Accept X
production environmental screening and acceptance
testing.

e. Include a procedure for maintaining all data and Accept X

X

inspections and tests.
7.3 Components from Third Parties \

b. Acquiring and documenting test data.

Accept
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2002: Providing test reports for review by the ITA,

and to the purchaser upon request.

Parts and Materials Special Tests

In order to ensure that voting system parts and
materials function properly, vendors shall:

Select parts and materials to be used in voting
systems and components according to their
suitability for the intended application. Suitability
may be determined by similarity of this application to
existing standard practice, or by means of special
tests.

Test
Result

Accept

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

Design special tests, if needed, to evaluate the part
or material under conditions accurately simulating
the actual operating environment.

Accept

Maintain the resulting test data as part of the quality
assurance program documentation.
Parts and Materials Special Tests

The vendor performs conformance inspections to
ensure the overall quality of the voting system and
components delivered to the ITA for testing and to
the jurisdiction for implementation. To meet the
conformance inspection requirements the vendor or
manufacturer shall::

Accept

Inspect and test each voting system or component Accept
to verify that it meets all inspection and test

requirements for the system.

Deliver a record of tests or a certificate of Accept

satisfactory completion with each system or
component.

Documentation

Vendors are required to produce documentation to
support the development and formal testing of voting
systems. To meet documentation requirements,
vendors shall provide complete product
documentation with each voting systems or
components, as described Volume IlI, Section 2 for
the TDP. This documentation shall:

Be sufficient to serve the needs of the ITA, voters,
election officials, and maintenance technicians;
Be prepared and published in accordance with
standard industrial practice for information
technology and electronic and mechanical
equipment; and

Consist, at a minimum, of the following:

1) System overview;

2) System functionality description;

3) System hardware specification;

4) Software design and specifications;

5) System security specification;

6) System test and verification specification;

7) System operations procedures;
Configuration Management
Scope

Configuration Management Requirements
Configuration management addresses a broad set
of record keeping, audit, and reporting activities that
contribute to full knowledge and control of a system
and its components. These activities include:

= Identifying discrete system components.

Accept

Accept

Letter of reuse

Letter of Reuse PCA
Document Review

= Creating records of a formal baseline and later
versions of components.

Accept

Letter of Reuse PCA
Document Review
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Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised

Comments &
References to Issues

system.
Organization of Configuration Management
SIEHLES

Application of Configuration Management
Standards

Requirements for configuration management apply
regardless of the specific technologies employed to
all voting systems subject to the Standards. These

system components include:

= Controlling changes made to the system and its Accept Letter of Reuse PCA

components. Document Review

= Releasing new versions of the system to ITAs. Accept Letter of Reuse PCA
Document Review

= Releasing new versions of the system to Accept Letter of Reuse PCA

customers. Document Review

= Auditing the system, including its documentation, Accept Letter of Reuse PCA

against configuration management records. Document Review

= Controlling interfaces to other systems. Accept Letter of Reuse PCA
Document Review

= |dentifying tools used to build and maintain the Accept Letter of Reuse PCA

Document Review

Configuration Management Policy
The vendor shall describe its policies for

configuration management in the TDP. This
description shall address the following elements

a. Software components. Accept Letter of Reuse PCA
Document Review
b. Hardware components. Accept Letter of Reuse PCA
Document Review
C. Communications components. Accept Letter of Reuse PCA
Document Review
d. Documentation. Accept Letter of Reuse PCA
Document Review
e. Identification and naming and conventions (including | Accept Letter of Reuse PCA
changes to these conventions) for software Document Review
programs and data files.
f. Development and testing artifacts such as test data | Accept Letter of Reuse PCA
and scripts. Document Review
g. File archiving and data repositories. Accept Letter of Reuse PCA

Document Review

and practices to the voting system. (i.e. extent to
which policies and practices apply to the total
system and extent to which polices and practices of
suppliers apply to particular components,
subsystems, or other defined system elements.
Configuration Identification

Structuring and Naming Configuration Items

The vendor shall describe the procedures and
conventions used to:

a. Scope and nature configuration management Accept Letter of Reuse PCA
program activities. Document Review
b. Breadth of the application of the vendor’s policies Accept Letter of Reuse PCA

Document Review

Version Conventions
When a system component is used to identify

higher-level system elements, a vendor shall
describe the conventions used to:

a. Classify configuration items into categories and Accept Letter of Reuse PCA
subcategories. Document Review

b. Uniquely number or otherwise identify configuration | Accept Letter of Reuse PCA
items. Document Review

c. Name configuration items. Accept Letter of Reuse PCA
Document Review

a. Identify the specific versions of individual

Accept

Letter of Reuse PCA
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Voting System Standards 2002

configuration items and sets of items that are used
by the vendor to identify higher level system
elements such as subsystems.

Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function
Exercised

Comments &
References to Issues

Document Review

Baseline, Promotion and Demotion Procedures
The vendor shall establish formal procedures and

conventions for establishing and providing a
complete description of the procedures and related

b. Uniquely number or otherwise identify versions. Accept Letter of Reuse PCA
Document Review
c. Name versions. Accept Letter of Reuse PCA

Document Review

conventions used to:

baseline status as the component is maintained
throughout its life cycle until system retirement (i.e.,
the system is no longer sold or maintained by the

vendor).

Configuration Control Procedures

Configuration control is the process of approving
and implementing changes to a configuration item to
prevent unauthorized additions, changes, or
deletions. The vendor shall establish such
procedures and related conventions, providing a

complete description of those procedures used to:

a. Establish a particular instance of a component as Accept Letter of Reuse PCA
the starting baseline. Document Review

b. Promote subsequent instances of a component to Accept Letter of Reuse PCA
baseline status as development progresses through Document Review
to completion of the initial completed version
released to the ITAs for qualification testing.

c. Promote subsequent instances of a component to Accept Letter of Reuse PCA

Document Review

Release Process Procedures

The release process is the means by which the
vendor installs, transfers, or migrates the system to
the ITAs and, eventually, to its customers. The

vendor shall establish such procedures and related
conventions, providing a complete description of
those used to:

Develop and maintain internally developed items. Accept Letter of Reuse PCA
Document Review

b. Acquire and maintain third-party items. Accept Letter of Reuse PCA
Document Review

C. Resolve internally identified defects for items Accept Letter of Reuse PCA
regardless of their origin. Document Review

d. Resolve externally identified and reported defects Accept Letter of Reuse PCA
i.e., by customers and ITAS). Document Review

release of the system, or a particular component, to
a customer, including confirmation that the installed
version of the system matches exactly the qualified

system version.
Configuration Audits

Physical Configuration Audit
The PCA is conducted by the ITA to compare the

a. Perform a first release of the system to: Accept Letter of Reuse PCA
Document Review

b. Perform a subsequent maintenance or upgrade Accept Letter of Reuse PCA
release of the system, or a particular components, Document Review
to:

c. Perform the initial delivery and installation of the Accept Letter of Reuse PCA
system to a customer, including confirmation that Document Review
the installed version of the system matches exactly
the certified system version.

d. Perform a subsequent maintenance or upgrade Accept Letter of Reuse PCA

Document Review
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voting system components submitted for
qualification to the vendor’s technical
documentation. For the PCA, a vendor shall provide:

Test
Result

Test
Case

EAC Certification #PES-Assurel.2

Function Comments &
Exercised References to Issues

matches the corresponding system components.
Functional Configuration Audits
The FCA is conducted by the ITA to verify that the

system performs all the functions described in the
system documentation. The vendor shall:
Completely describe its procedures and related
conventions used to support this audit for all system
components.

a. Identification of all items that are to be a part of the Accept Letter of Reuse PCA
software release. Document Review

b. Specification of compiler (or choice of compilers) to | Accept Letter of Reuse PCA
be used to generate executable programs. Document Review

C. Identification of all hardware that interfaces with the | Accept Letter of Reuse PCA
software. Document Review

d. Configuration baseline data for all hardware that is Accept Letter of Reuse PCA
unigque to the system. Document Review

e. Copies of all software documentation intended for Accept Letter of Reuse PCA
distribution to users, including program listings, Document Review
specifications, operations manual, voter manual,
and maintenance manual.

f. User acceptance test procedures and acceptance Accept Letter of Reuse PCA
criteria. Document Review

g. Identification of any changes between the physical Accept Letter of Reuse PCA
configuration of the system submitted for the PCA Document Review
and that submitted for the FCA, with a certification
that any differences do not degrade the functional
characteristics.

h. Complete descriptions of its procedures and related | Accept Letter of Reuse PCA
conventions used to support this audit by: Document Review

h. 1) Establishing a configuration baseline of the software | Accept Letter of Reuse PCA
and hardware to be tested. Document Review

h. 2) Confirming whether the system documentation Accept Letter of Reuse PCA

Document Review

Letter of Reuse PCA
Document Review

b. Provide the following information to support this Accept Letter of Reuse PCA
audit: Document Review

b. 1) Copies of all procedures used for module or unit Accept Letter of Reuse PCA
testing, integration testing, and system testing. Document Review

b. 2) Copies of all test cases generated for each module Accept Letter of Reuse PCA
and integration test, and sample ballot formats or Document Review
other test cases used for system tests.

b. 3) Records of all tests performed by the procedures Accept Letter of Reuse PCA
listed above, including error corrections and retests. Document Review
In addition to such audits performed by ITAs during Accept Letter of Reuse PCA

the system qualification process, elements of this
audit may also be performed by state election
organizations during the system certification
process, and individual jurisdictions during system
acceptance testing.
Configuration Management Resources

Often, configuration management activities are
performed with the aid of automated tools. Assuring
that such tools are available throughout the system
life cycle, including if the vendor is acquired by or
merged with another organization, is critical to

effective configuration management. Vendors may
choose the specific tools they use to perform the
record keeping, audit, and reporting activities of the
configuration management standards. The
resources documentation standard provided below
focus on assuring that procedures are in place to
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Certification Test Requirements Test Test Function Comments &
Voting System Standards 2002 Result Case Exercised References to Issues
record information about the tools to help ensure

that they, and the data they contain, can be

transferred effectively and promptly to a third party
should the need arise. Within this context, a vendor
is required to develop and provide a complete
description of the procedures and related practices
for maintaining information about:

Specific tools used, current version, and operating Accept Letter of Reuse PCA
environment specifications. Document Review

b. Physical location of the tools, including designation | Accept X Letter of Reuse PCA
of computer directories and files. Document Review

c. Procedures and training materials for using the Accept X Letter of Reuse PCA
tools. Document Review
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7.4 Appendix D: FCA Testing

The system configuration identified in Section 3 identifies the final configuration of the ASSURE® 1.2 voting
system. The initial baseline configuration is identified in the Appendix H Amended Test Plan. Testing was
conducted using the Trusted Builds. ASSURE® 1.2 submitted any code changes for issues encountered during
testing. At that time iBeta completed a Trusted Build and conducted final regression testing. All changes to the
system configuration were identified and recorded in the PCA Configuration document. A cross reference to the
applicable configuration in the PCA Configuration document was inserted in the test record each time a test case
was executed.

7.4.1 FCA Functional and System Level Test Cases

Items identified as voting variation in the Premier Implementation Statement (in Appendix J) were tested in five
General and two Primary end-to-end mock elections. Detail for the Test Cases is found in the Test Methods in the
following sections. All Testing was conducted on the system configurations identified in Section 3. Only functional
issues are identified. While documentation discrepancies may be encountered in testing they do not result in the
rejection of a functional test. All issues are documented in Appendix E- Discrepancy Report.

7.4.1.1 General Election 01
Date Test Result Issues Opened Issues Closed Notes

3/13/2009 | Reject #64 Testing was suspended with the delivery of

3/23/2009 under test.

updated source code for a number of applications

4/6/2009 | Accept #64 Testing was re-initiated with upgraded Trusted

to

4/21/2009

Builds and all steps were accepted.

Method Detail \Test Method

Test Case Name GENO1

Scope - identifies the type of test /A general election system level test incorporating validations of the VSS 2002 required

functionality. Testing includes validation of measurable performance including
accuracy, processing rate, and ballot format handling capability of the ASSURE 1.2
\voting system configured with:

» AccuVote TSX polling place DRE with AccuView Printer Module (AVPM) with
barcode.

» AccuVote OS Precinct Count (PC) precinct based paper ballot reader with AVOS
ballot box.

» AccuVote OSX precinct based paper ballot reader with AVOSX ballot box.

+ Validation of the Key Card Tool used in conjunction with the AccuVote TSX voting
device.
« Validation of the AccuVote Memory Card Adapter (OSAA) used in conjunction with
the AccuVote OS-PC (SDRAM) and TSX (PCMCIA) voting devices.

» Approved and non-approved Paper ballots.

» Approved and non-approved marking devices.
Functional aspects include error recovery, security, and usability of the hardware,
software and procedures (manuals) in the pre-vote, voting, and post-voting operations
of a voting system, logging and the Reports Module.

Test Objective \Validation of the ability to accurately and securely create, install, vote, count and report

the results of a general election on the AccuVote TSX DRE with attached AccuView
Printer Module (AVPM) with barcode printing, AccuVote OS Precinct Count and
IAccuVote OSX paper ballot readers including the identified voting variations.

Test Variables: General Election:

Election Day voting
Partisan/non-partisan offices
\Write-in votes (free for all)
Split precincts

\Vote for 1

\Vote for N of M

Slate/Group Voting
Proposition/Question

Recall A (no options)
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Method Detail \Test Method

Manuals Testing (documents listed below are current in-house versions and testing
will be conducted on the most recent delivered TDP):
GEMS:

* GEMS 1.21.1 User’s Guide v3.0

* GEMS 1.21.1 Reference Guide v3.0

* GEMS 1.20.2 Election Administrator's Guide v2.0

* GEMS 1.21.1 System Administrator's Guide v2.0
IAccuVote OS-PC:

* AccuVote OS Precinct Count 1.96.11 User’s Guide v.1.0

» AccuVote OS Pollworker's Guide v.8.0

*« GEMS AccuVote OS Precinct Count Protocol v1.1
IAccuVote OSX:

» AccuVote OSX 1.2.1 User’s Guide v2.0

* AccuVote OSX Pollworker's Guide v4.0
IAccuVote TSX (BallotStation):

» BallotStation 4.7.3 User’s Guide v2.0

+ BallotStation 4.7.3 System Administrator's Guide v1.0

* AccuVote TSX Pollworker’'s Guide v10.0

* AccuView Printer Module Hardware Guide v6.0
Key Card Tool:

» Key Card Tool 4.7.1 User’s Guide v1.0
IAccuVote Memory Card Adapter (OSAA):

* OSAA Hardware Guide v5.0

A description of the voting system type
and the operational environment

Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP
Professional SP2 OS-PC.

See "g. environmental conditions required” for specific HW, SW, FW revisions/versions

\Votes shall be cast and/or read on the:

IAccuVote TSX DRE running BallotStation 4.7 FW

+ Ballot & election results archive (internal copy) memory (CF)

« Ballot & election results transfer Memory Card (PCMCIA)

» Key Card Tool HW for ballot activation and Smartcards for ballot activation/transfer
* AVPM HW for software independent vote validation

IAccuVote OS-PC precinct based optical scanner

* Serial port HW (on GEMS server) for transferring data to the Memory Card

* Memory Card (SDRAM) for ballot & election results transfer

» AVOS ballot bin for ballot sorting

IAccuVote OSX precinct count optical scanner

* Ethernet network HW (on GEMS server) for transferring data to the Memory Card
* Memory Card (PCMCIA) for ballot & election results transfer

» AVOSX ballot bin for ballot sorting

VSS 2002 vol. 1

2.2.1thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2

VSS 2002 vol. 2

6.2 thru 6.4.1, 6.6, 6.7

Hardware, Software voting system
configuration and test location

EMS: ASSURE 1.2
SW: GEMS 1.21
OS: GEMS 1.21 Windows XP Pro SP2 (COTS)
HW: COTS Windows PC Server/Workstation
DRE: AccuVote TSX
FW: BallotStation 4.7
HW: AccuVote TSX Model D DRE
* Memory Card (PCMCIA)
* Smartcards
* AVPM base w/printer (Model A)
Paper: AccuVote OS-PC
FW: AccuVote OS-PC (1.96)
HW: AccuVote OS-PC Model D Low Profile optical scanner
* Memory Card (SDRAM)
» AVOS ballot box
Paper: AccuVote OSX
FW: AccuVote OSX (1.2)

HW: AccuVote OSX Model A optical scanner
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* Memory Card (PCMCIA)
» AVOSX ballot box
Other
SW: Key Card Tool (4.7)
HW: Smart-Card Terminal ST100/ST120
HW: OSAA Model A
Manuals as per "d. Test Variables"
[Test Location: iBeta, Aurora, CO (Lab 25)
Pre-requisites and preparation for Complete the prerequisites;
execution of the test case. * Record the testers & date
» System has been set up as identified in the user manual(s)
» Gather any necessary materials or manuals.
» Ensure customization of the test case template is complete
» Use a Supervisory level access user and password for GEMS
» Use Supervisory level access cards for AccuVote TS/TSX and AccuVote OSX
» Use a Supervisory level access password for AccuVote OS

Test Method Validation: Technical review conducted by G. Audette; Approved 2/5/09
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5.
Getting Started Checks Check the voting system to :

» Verify the test environment and system configuration is documented in the PCA
Configuration and vendor described configuration.

+ Validate installation of a witnessed build
Testers understand that no change shall occur to the test environment without
documentation in the test record and the authorization of the project manager.
Documentation of Test Data & Test  [Test Data:
Results * Record all programmed & observed election, ballot & vote data fields and field
contents on the corresponding tabs to provide a method to repeat the test

* Preserve all tabs for each instance the test is run.
Test Results:

* Enter Accept/Reject on the Test Steps

» In Comments enter any deviations, discrepancies, or notable observations

* Log discrepancies on the Discrepancy Report and insert the number in the

Comments
Pre-vote: Ballot Prep:
Ballot Preparation procedures * An election database can be accurately/securely defined & formatted.
verifications * A ballot (candidates & propositions) can be accurately/securely defined &
generated.

* Election media can be accurately/securely programmed & installed

» The user manuals are sufficiently detailed for preparation of a General Election
ballot as per "d. Test Variables"

Pre-vote: Ballot Prep:
Ballot Preparation Security * Security access controls limit or detect access to critical systems and the loss of
system integrity, availability, confidentiality & accountability

* Functions are only executable in the intended manner, order & under intended
conditions

* Prevents execution of functions if preconditions weren't met

* Implemented restrictions on controlled functions

» Documentation of mandatory administrative procedures.

COTS:

+ Authentication is configured on the local terminal & external connection devices,

* Operating systems are enabled for all session & connection openings, & closings,
all process executions & terminations & for the alteration or detection of any memory
or file object

* Configure the system to only execute intended & needed processes during the
execution election software. Processes are halted until termination of critical system
processes (such as audit).

Readiness Testing and Poll \Voting system is ready for the election:

Verification « Status & data reports are generated

* The election is correctly installed

* The voting system functions correctly

* Test data is segregated from voting data, with no residual effect

[The polling place voting system functions properly including a formal record of:
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Method Detail \Test Method

* Election, polling place, voting system & ballot format identification
» Zero count report
* A list of all ballot fields
+ Other information to confirm readiness & accommodate administrative reporting
requirements
Test confirmation that there are:
* No hardware/software failures
» The device is ready to be activated to accept votes
Pre- vote: Opening the Polls Precinct Count:
Verification * The system is disabled until the internal test is successfully completed.
Paper based:
» Means to verify ballot marking devices are properly prepared & ready for use
DRE
» Security seal, password, or data code recognition capability preventing inadvertent
or unauthorized poll opening
» Means to enforce the proper sequence of steps to open the polls
« Identification of any failures & corrective action
\Voting: Ballot Activation and Casting  [Precinct Count:
Verifications * Protects secrecy of ballot/vote
* Records selection/non-selection for each contest
* Increment the ballot counter
* Prevent vote modification & access until polls close
* Report identifying blank voted offices
Paper based (Absentee & Provisional):
* Activating & verifying the ballot counting device is correctly activated & functioning
« |dentification of any failures & corrective action
* Test acceptability of approved (135 g/m2 paper, marked with any standard pen or
pencil) and non-approved writing devices (bleed-through, red, orange, or yellow inks
which are highly reflective or transparent to colors)
* Allow voter to identify & mark candidates
* Allow placement of voted ballots into a precinct ballot counter or secure receptacle
* Gives feedback & an opportunity to correct, before the ballot is counted
(under/overvotes)
DRE
» Means to verify correct activation
« Identification of any failures & corrective action
* Voter can make selections based on ballot programming & indicate selection/non-
selection (undervotes) & cancellation
* Alert overvotes; permit review & change before casting
+ Alert selection's complete; prompt confirmation as casting is irrevocable
* Alert successful/unsuccessful storage of cast ballot; give instruction to resolve
unsuccessful casting

Voting: Voting System Integrity, The system audit provides a time stamped, always available, report of
System Audit, Errors & Status normal/abnormal events that can't be turned off when the system is in operating mode.
Indicators Status message are part of the real time audit record.
« Critical status messages requiring operator intervention shall use clear indicators or
text

Error messages are:

* Are generated, stored & reported as they occur

* Errors requiring intervention by the voter or poll worker clearly display issues &
action instructions in easily understood text language or with indicators

* The text for any numeric codes is contained in the error or affixed to the inside of
the voting system

* Incorrect responses will not lead to irreversible errors.

* Nested conditions are corrected in the sequence to restore the system to the state
before the error occurred
Post-vote: Closing the Polls Once the polls are closed the precinct count voting system

* Prevents further casting of ballots or reopening of the polls

* Internally tests and verifies that the closing procedures has been followed and the
device status is normal

* Visibly displays the <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>