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1.0 INTRODUCTION 

 

1.1 Scope  

 

This report presents the test results for Certification Testing of the Election Systems & Software (ES&S) Unity 

3.2.0.0 Revision 3 Voting System.  ES&S submitted the Unity 3.2.0.0 Rev. 3 System to Wyle Laboratories, Inc. 

for certification to the United States Federal Election Commission (FEC) 2002 Voting System Standards (VSS).  

Per Section 4.4.2.3 of the EAC Testing and Certification Program Manual, all testing on the modifications to the 

system were tested to the EAC 2005 Voluntary Voting Systems Guidelines (VVSG); however, the system will 

only be granted a 2002 VSS certification since the system, as a whole, was not tested to the 2005 VVSG.   

 

The focus of this test campaign was to test all additions and modifications made to the system’s software, 

hardware and firmware since the certification of Unity 3.2.0.0.  Wyle performed full-functional testing on the 

DS200 with the primary focus on the modifications of the DS200 firmware to fix the anomalies addressed 

specifically in the EAC’s Formal Investigation Report.  These include: 

 

 Intermittent screen freezes, the system lockups and shutdowns which prevents the voting system from 

operating in the manner in which it was designed.   

 Failure to log all normal and abnormal voting system events. 

 Skewing of the ballot resulting in a negative effect on system accuracy. 

 

Wyle also tested the additional enhancements stated in Section 5 of ES&S’s Summary of Modifications’ 

document provided in the Technical Data Package (TDP).  

 

1.2 Objective 
 

The ES&S Unity 3.2.0.0 Revision 3 System Certification was tested to the United States Federal Election 

Commission (FEC) 2002 Voting System Standards (VSS) and all applicable EAC 2005 Voluntary Voting 

Systems Guidelines (VVSG).    
 

1.3. Test Report Overview 

 

 This test report consists of four main sections and appendices:  

 1.0 Introduction – Provides the architecture of the National Certification Test Report (hereafter referred to as 

Test Report); a brief overview of the testing scope of the Test Report; a list of documentation, customer 

information, and references applicable to the voting system hardware, software, and this test report. 

 2.0 System Identification – Provides information about the equipment tested. 

 3.0 Certification Test Background – Contains information about the certification test process and a list of 

terms and nomenclature pertinent to the Test Report and system tested.  

 4.0 Test Findings and Recommendation – Provides a summary of the results of the testing process.  

 Appendices– Information supporting reviews and testing of the voting system are included as appendices to 

this report.   

 
(The remainder of this page intentionally left blank) 

 

  



Page No. 2 of 21 

Test Report No. T70049.01-01 

 

 

WYLE LABORATORIES, INC. 

Huntsville Facility 

 
1.0 INTRODUCTION (Continued) 

 

1.4 Customer  

 

Election Systems & Software 

11208 John Galt Boulevard 

Omaha, NE 68137 

 

1.5 References 

 

The documents listed were utilized to perform certification testing.  

 

 Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, "Voting 

System Performance Guidelines," and Volume II, Version 1.0, "National Certification Testing Guidelines," 

dated December 2005 

 United States Federal Election Commission Voting System Standards Volume I, “Performance Standards” 

and Volume II, “Test Standards” dated April 2002 

 Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date 

January 1, 2007 

 Election Assistance Commission Voting System Test Laboratory Program Manual, Version 1.0, effective date 

July 2008 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, "NVLAP 

Procedures and General Requirements (NIST Handbook 150)," dated February 2006 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, "Voting 

System Testing (NIST Handbook 150-22)," dated May 2008 

 United States 107
th
 Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated October 

2002 

 Wyle Laboratories’ Test Guidelines Documents: EMI-001A, "Wyle Laboratories’ Test Guidelines for 

Performing Electromagnetic Interference (EMI) Testing," and EMI-002A, "Test Procedure for Testing and 

Documentation of Radiated and Conducted Emissions Performed on Commercial Products" 

 Wyle Laboratories’ Quality Assurance Program Manual, Revision 5 

 ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test Equipment, General Requirements" 

 ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment" 

 EAC Requests for Interpretation (listed on www.eac.gov) 

 EAC Notices of Clarification (listed on www.eac.gov) 

 EAC Formal Investigation Report for Unity 3.2.0.0 - dated December 20, 2011 

 ES&S DS200 Summary of Modifications Unity 3.2.0.0 Revision 3 – print date April 10, 2012 

 iBeta Quality Assurance ES&S Unity 3.2.0.0 VSTL Certification Test Plan Version 2.0 

 iBeta Test Report No. (V)2009-30Jun-001(D), Version 4.0, “ES&S Unity 3.2.0.0 Voting System VSTL 

Certification Test Report” 

  

http://www.eac.gov/program-areas/voting-systems/voting-system-certification/interpretations
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/notices-of-clarifications
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW 

 

2.1 System Overview 

 

The ES&S Unity 3.2.0.0 Revision 3 Voting System is a modification to the certified Unity 3.2.0.0 Voting System.  

The full ES&S Unity 3.2.0.0 Voting System description can be found in Section 3.0 of iBeta Quality Assurance 

ES&S Unity 3.2.0.0 Voting System VSTL Certification Test Plan, Version 2.0.  For the ES&S Unity 3.2.0.0 

Revision 3 Voting System, Wyle only tested the DS200 and its interface with the EMS; therefore, Wyle only 

documented the configuration used during testing conducted at Wyle. 

 

2.2 System Identification 

 

The materials required for testing of the Unity 3.2.0.0 Revision 3 Voting System included software, hardware, test 

materials, and deliverable materials shipped directly to Wyle by ES&S.  The materials documented in the 

following sections are the materials used during Wyle’s testing of only the DS200 and its interface with the EMS 

and are not a complete list of materials used in the previously-certified Unity 3.2.0.0 Voting System.    

 

2.2.1 Hardware 

 

This subsection categorizes the equipment the manufacturer submitted for testing listed in Table 2-1.  Each test 

element is included in the list of the equipment required for testing of that element, including system hardware, 

general purpose data processing and communications equipment, and any required test instrumentation. 

 

Table 2-1 Unity 3.2.0.0 Revision 3 Test Equipment 

 

Equipment Description Serial Numbers 

DS200 

(Hardware Revision 1.2) 
Precinct Count Optical Scanner 

ES0107360007, 

DS0110340903, 

DS0110340830, 

DS0110340728 

Ballot Box 

 
Plastic Ballot Box 

E076, E096, 

BOX-57936-02 

Ballot Box 

 
Metal Box with Diverter 4905-76246-10 

Dell Latitude E6410 

(EMS Laptop) 

Processor: Intel Core VPro I5-520 2.4 Ghz 

Memory: 2x 1GB, 1067 Mhz Ram 

Hard Drive Capacity: 250 GB 

C42F0M1 

Transport Media 

(USB Flash Drives) 

SanDisk 2GB Cruzer Micro 

Delkin 512MB  

Delkin 4GB 

Delkin 8GB 

Wyle-assigned: TM-XXX 

Compact Flash Delkin Devices 1 GB Compact Flash Wyle-assigned: CF-XXX 

 

 

 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 

 

2.2 System Identification (Continued) 

 

2.2.2 Software 

 

The software evaluated was limited to the firmware build for the DS200.  Only the changes incorporated since the 

iBeta Unity 3.2.0.0 test campaign were evaluated by Wyle.  The “Build” software environments were constructed 

by Wyle.  Wyle utilized an EMS laptop to load election information onto transport media and received voted 

election data from the tabulators.  Wyle did not test the EMS for any other functionality.  Wyle used a total of 

fourteen election definitions for this test campaign.  Of the fourteen election definitions, Wyle developed six and 

ES&S developed eight.  
 

Table 2-2 Software Required for Testing 

 

Software Required For Testing Software Version 

DS200 Firmware 1.6.1.0* 

Scanner Board Firmware 2.22.0.0 

Power Management Board 1.2.4.0 

Audit Manager (AM) 7.5.2.0 

Election Data Manager (EDM) 7.8.1.0 

ES&S Ballot Image Manager (ESSIM) 7.7.1.0 

Hardware Programming Manager (HPM) 5.7.1.0 

Election Reporting Manager (ERM) 7.5.4.0 

Log Monitor  Service 1.0.0.0 

AIMS 1.3.157 

VAT Previewer 1.3.2906 

 *The final version tested was 1.6.1.0; however, tests were performed on multiple previous versions. 

 

2.3 Test Support Materials 

 

This subsection enumerates any and all test materials needed to perform voting system testing.  The scope of 

testing determines the quantity of a specific material required.   

  

The following test materials were required to support the Unity 3.2.0.0 Revision 3 test campaign: 

 

Table 2-3 Test Support Equipment 
 

Test Material Quantity 

Paper Rolls 25 rolls total 

Pre Printed Ballots 2,630 total (all supported sizes were tested: 11”, 14”. 17”, 19”) 

 

 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 

 

2.4 Deliverable Materials 

 

The materials delivered by ES&S as part of the Unity 3.2.0.0 Revision 3 Voting System to the user are 

documented in Section 3.4, “Deliverable Materials,” of  iBeta Quality Assurance ES&S Unity 3.2.0.0 Voting 

System VSTL Certification Test Plan, Version 2.0.   
 

2.5 Vendor Technical Data Package 

 

The Technical Data Package (TDP) contains information about requirements, design, configuration management, 

quality assurance, and system operations.  The EAC 2005 VVSG  requirements state that, at a minimum, the TDP 

shall contain the following documentation: system configuration overview; system functionality description; 

system hardware specifications; software design and specifications; system test and verification specifications; 

system security specifications; user/system operations procedures; system maintenance procedures; personnel 

deployment and training requirements; configuration management plan; quality assurance program; and system 

change notes. 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 

 

2.5 Vendor Technical Data Package 

 

Table 2-4 ES&S Unity 3.2.0.0 Rev 3 Voting System TDP 

 

Unity 3.2.0.0 Revision 3 TDP 

Documents 

Version Doc # Document Code 

System Overview 

Voting System Overview 1.0 01-01 U3200r3_OVR00 

System Limitations 2.0 01-02 U3200r3_OVR02_SystemLimitations 

DS200 Summary of Modification 2.0 01-04 U3200r3_OVR04_SummaryofModification 

System Functionality Description 

System Functionality Description – 

Audit Manager 
1.0 02-01 U3200r3_SFD00_AM 

System Functionality Description – 

Election Data Manager 
1.0 02-02 U3200r3_SFD00_EDM 

System Functionality Description – 

ES&S Ballot Image Manager 
2.0 02-03 U3200r3_SFD00_ESSIM 

System Functionality Description – 

Hardware Programming Manager 
1.0 02-04 U3200r3_SFD00_HPM 

System Functionality Description – 

Election Reporting Manager 
1.0 02-05 U3200r3_SFD00_ERM 

System Functionality Description – 

DS200 
3.0 02-06 U3200r3_SFD00_DS200 

System Functionality Description – 

Model 650 
1.0 02-07 U3200r3_SFD00_M650 

System Functionality Description – 

Log Monitor Service 
1.0 02-08 U3200r3_SFD00_Log Monitor 

System Hardware Specification 

System Hardware Specification – 

DS200 
3.0 03-01 U3200r3_SHS00_DS200 

System Hardware Specification – 

Model 650 
1.0 03-02 U3200r3_SHS00_M650 

Software Design and Specification 

Software Design and Specification –  

Audit Manager 
1.0 04-01 U3200r3_SDS00_AM 

Software Design and Specification –  

Election Data Manager 
4.0 04-02 U3200r3_SDS00_EDM 

 

 

 

(The remainder of this page intentionally left blank) 
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2.5 Vendor Technical Data Package (Continued) 

 

Table 2-4 ES&S Unity 3.2.0.0 Rev 3 Voting System TDP (Continued) 

 

Unity 3.2.0.0 Revision 3 TDP 

Documents 

Version Doc # Document Code 

Software Design and Specification 

Software Design and Specification –  

ES&S Ballot Image Manager 
1.0 04-03 U3200r3_SDS00_ESSIM 

Software Design and Specification –  

Hardware Programming Manager 
1.0 04-04 U3200r3_SDS00_HPM 

Software Design and Specification –  

Election Reporting Manager 
1.0 04-05 U3200r3_SDS00_ERM 

Software Design and Specification –  

DS200 
4.0 04-06 U3200r3_SDS00_DS200 

Software Design and Specification –  

Model 650 
1.0 04-07 U3200r3_SDS00_M650 

Software Design and Specification –  

Log Monitor Service 
1.0 04-09 U3200r3_SDS00_LogMonitor 

System Security Specification 

System Security Specification 4.0.0.0 05-01 U3200r3_SSS00 

SS Appendix –  

Jurisdiction Security Procedures 

Template 

1.0.0.1 05-02 U3200r3_SSS01_JSP Template 

SSS Appendix –  

System Hardening Procedures 
1.0 05-03 U3200r3_SSS08_Hardening Procedures 

System Test/Verification Specification 

Unity 3.2.0.0 Revision 3 System Test 

Plan 
1.0 06-01 U3200r3_STP00 

System Test Cases – 

Audit Manager 
3.13.2009 06-02 U3200r3_TC00_AM 

System Test Cases – 

Election Data Manager 
3.31.2011 06-03 U3200r3_TC00_EDM 

System Test Cases – 

ES&S Ballot Image Manager 
3.31.2011 06-04 U3200r3_TC00_ESSIM 

System Test Cases – 

Hardware Programming Manager 
3.31.2011 06-05 U3200r3_TC00_HPM 

System Test Cases – 

Election Reporting Manager 
3.31.2011 06-06 U3200r3_TC00_ERM 

System Test Cases – 

DS200 
1.13.2011 06-07 U3200r3_TC00_DS200 

System Test Cases – 

M650 
10.17.2008 06-08 U3200r3_TC00_M650 

System Test Cases – 

DS200 SanDisk USB Media 
6.1.2009 06-09 

U3200r3_TC00_DS20001_SanDiskUSBMe

dia 
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2.5 Vendor Technical Data Package (Continued) 

 

Table 2-4 ES&S Unity 3.2.0.0 Rev 3 Voting System TDP (Continued) 

 

Systems Operations Procedures 

System Operations Procedures –  

Audit Manager 
1.13.2012 07-01 U3200r3_SOP00_AM 

System Operations Procedures –  

Election Data Manager 
4.10.2012 07-02 U3200r3_SOP00_EDM 

System Operations Procedures –  

ES&S Ballot Image Manager 
1.13.2012 07-03 U3200r3_SOP00_ESSIM 

System Operations Procedures –  

Hardware Programming Manager 
1.13.2012 07-04 U3200r3_SOP00_HPM 

System Operations Procedures –  

Election Reporting Manager 
3.16.2012 07-05 U3200r3_SOP00_ERM 

System Operations Procedures –  

DS200 
4.11.2012 07-06 U3200r3_SOP00_DS200 

System Operations Procedures –  

Model 650 
1.13.2012 07-07 U3200r3_SOP00_M650 

Systems Operations Procedures-Log 

Monitor Service 
1.13.2012 07-09 U3200r3_SOP00_LogMonitor 

System Maintenance Manuals 

System Maintenance Manual – 

DS200 
4.10.2012 08-01 U3200r3_SMM00_DS200 

System Maintenance Manual – 

Model 650 
1.13.2012 08-02 U3200r3_SMM00_M650 

Personnel Deployment and Training Manuals  

Personnel Deployment and Training 

Recommendations 
1.0 09-01 

U3200r3_TRN00_Training 

Requirements 

Training Manual – Election Data 

Manager 
2.20.2009 09-02 U3200r3_TRN00_EDM_TrainingManual 

Training Manual – ES&S Ballot Image 

Manager 
2.20.2009 09-03 U3200r3_TRN00_ESSIM_TrainingManual 

Training Manual – Hardware 

Programming Manager 
2.20.2009 09-04 U3200r3_TRN00_HPM_TrainingManual 

Training Manual – Election Reporting 

Manager 
6.22.2009 09-05 

U3200r3_TRN00_ERM_ 

PreElection 

Training Manual – Election Reporting 

Manager 
6.22.2009 09-06 

U3200r3_TRN00_ERM_ 

Election 

Configuration Management Plan 

ES&S Configuration Management Plan 1.0 10-1 U3200r3_CMP00 

CM Plan Appendices --- 10-2 Multiple Documents 
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2.5 Vendor Technical Data Package (Continued) 

 

Table 2-4 ES&S Unity 3.2.0.0 Rev 3 Voting System TDP (Continued) 

 

QA Program 

Quality Assurance Program - 

Manufacturing 
1.0 11-01 U3200r3_QAP00_MNF 

Quality Assurance Program – Software 

and Firmware 
1.0 11-02 U3200r3_QAP00_SWF 

QAP Program Appendices --- 11-03 Multiple Documents 

Other VSTL Reports 

ES&S Ballot Production Guide 12.06.2011 13-01 U3200r3_OVSTR_BallotProductionGuide 
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3.0 CERTIFICATION TEST BACKGROUND 

 

 Wyle Laboratories is an independent testing laboratory for systems and components under harsh environments, 

including dynamic and climatic extremes as well as the testing of electronic voting systems.  Wyle holds the 

following accreditations: 

 ISO-9001:2000 

 OSHA Accredited 

 NVLAP Accredited ISO 17025:2005 

 EAC Accredited VSTL, NIST 150,150-22 

 A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03) 

 FCC Approved Contractor Test Site (Part 15, 18, 68) 

 

3.1 General Information about the Certification Test Process 

 

All testing performed as part of the test effort was performed at the Wyle Labs Huntsville, AL facility. 

Qualification/Certification testing was limited to the ES&S Unity 3.2.0.0 Revision 3 Voting System components 

previously identified in this report.  

 

All hardware used during testing for this test campaign was configured “As Used” for voting.  Each tabulator was 

placed on a ballot box and loaded with the proper firmware.  The Unity 3.2.0.0 Revision 3 EMS suite was loaded 

on a COTS laptop.  All media used during testing was loaded from this EMS laptop.  All hardware used to build 

the DS200 firmware was configured by Wyle.   

 

3.2 Certification Testing Scope 

 

As stated previously, the certified ES&S Unity 3.2.0.0 Voting System resulted in an EAC Formal Investigation 

Report, dated December 20, 2011.  The primary objective of the tests for the Unity 3.2.0.0 Revision 3 Voting 

System conducted by Wyle was to: 
 

 Perform testing on the issues documented in the EAC Formal Investigation Report 

 

 Freeze/Shutdown 

 Failure to Log 

 Ballot Skew 

 Unresponsive Touch Screen 

 
 
 

(The remainder of this page intentionally left blank) 
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3.0 CERTIFICATION TEST BACKGROUND (Continued) 

 

3.2 Certification Testing Scope (Continued) 
 

 Perform full-functional testing on the DS200 with the new firmware and its interface with the EMS 

 

 Functional Configuration Audit (FCA) 

 Accuracy  

 Volume and Stress 

 System Integration 

 Physical Configuration Audit 

 Source Code Review 

 Technical Data Package (TDP) Review 

 Regression 

 Security  

 Maintainability 

 Perform testing on the additional enhancements to the DS200 documented by ES&S. 
 

 Implemented a change to stop turning off the backlight when on battery power to avoid a user 

accidentally pressing a hot spot (button) on a blank screen that causes an action that begins before the 

screen is bright enough to see again. 
 

 Added a query override function for overvote or blank ballot rejection so that poll workers can easily feed 

any ballots in the emergency bin at the end of the day. (The voters are no longer present.)  
 

 Added a function to print the machine ID and poll number at end of results tape so that a person can 

identify the source of the machine with the need to unroll the paper from a long report. 
 

 Added an early voting Ballot Styles per Precinct Report so that election workers can account for ballots in 

the bin on a regular basis during an extended period such as early voting.  This report tallies the number 

of ballot pages deposited to the ballot bin and does not include contest results.  
 

 Added a protected counter at the request of the Florida-based ES&S customers.  
 

 Added code to eject any ballots in transport during start up and log the action in case a user had shut 

down the machine with a ballot still in the transport. 

 

 

 

(The remainder of this page intentionally left blank) 
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3.0 CERTIFICATION TEST BACKGROUND (Continued) 

 

3.2 Certification Testing Scope (Continued) 

 

Due to the prevalence of the DS200 component across the ES&S Unity line of products, and the fact that the 

DS200 was tested in part by three separate VSTLs, Wyle performed full regression testing on the DS200 for all 

functional requirements set forth in the EAC 2005 VVSG with the following requirements listed in Table 3-1 of 

Volume I identified by the EAC as being of particular interest:  

 

Table 3-1 Test Requirements 

 

Test Requirement 2005 VVSG Volume I WOP/Test Case 

2.1.1 (b) WOP3, WOP 6d 

2.1.2 VOTE_TC-ESS200-16 Accuracy 

2.1.3 (a) 
WOP 26 

VOTE_TC-ESS200-15 Log Analysis 

2.1.4 (e, g, h, i, j) 
WOP 26 

VOTE_TC-ESS200-15 Log Analysis 

2.1.5.1 (a), (i), (b), (i, ii, iii, iv, v, vi) 

VOTE_TC-ESS200-15 Log Analysis 

VOTE_TC-117 Error Handling Ballots 

VOTE_TC-118 Error Handling Election Media 

VOTE_TC-119 Election Media Full 

2.1.7.1 (a), (c) 

VOTE_TC-ESS200-15 Log Analysis 

VOTE_TC-ESS200-16 Accuracy 

VOTE_TC-ESS200-22 System_Integration 

2.3.1.1 (b) 
WOP 26 

VOTE_TC-ESS200-22 System_Integration 

2.3.1.2 (f) VOTE_TC-ESS200-22 System_Integration 

2.3.3.1 (c) 
VOTE_TC-ESS200-16 Accuracy 

VOTE_TC-ESS200-22 System_Integration 

4.1.1 VOTE_TC-ESS200-16 Accuracy 

4.1.4.2 (a), (iii), (b) (all) 

VOTE_TC-ESS200-16 Accuracy 

VOTE_TC-ESS200-22 System_Integration 

WOP 3 

4.1.5.2 (all) 
VOTE_TC-ESS200-16 Accuracy 

VOTE_TC-ESS200-22 System_Integration 

4.1.6.1 (all) VOTE_TC-ESS200-16 Accuracy 

4.3.4.2 (a), (b) WOP 27, WOP 3 

5.4 (all) 

WOP 26, WOP 3  

VOTE_TC-ESS200-15 Log Analysis 

VOTE_TC-ESS200-16 Accuracy 

VOTE_TC-ESS200-22 System_Integration 

 

Additionally, the following WOPs were used to support the test campaign but were not mapped to additional test 

requirements: WOP 2 (Receipt Inspection), WOP 4 (Test Plan Preparation), WOP 7 (Trusted Build), and WOP 34 

(Test Report). 
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3.0 CERTIFICATION TEST BACKGROUND (Continued) 

 

3.3 Wyle Quality Assurance  

 

All work performed on this program was in accordance with Wyle Laboratories’ Quality Assurance Program and 

Wyle Laboratories’ Quality Program Manual, which conforms to the applicable portions of International Standard 

Organization (ISO) Guide 17025. 

 

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in compliance with the 

ISO-9001 International Quality Standard.  Registration has been completed by Quality Management Institute 

(QMI), a Division of Canadian Standards Association (CSA). 

 

3.4 Test Equipment and Instrumentation  

 

All instrumentation, measuring, and test equipment used in the performance of this test program was calibrated in 

accordance with Wyle Laboratories' Quality Assurance Program, which complies with the requirements of 

ANSI/NCSL 2540-1, ISO 10012-1, and ISO/IEC 17025.  Standards used in performing all calibrations are 

traceable to the National Institute of Standards and Technology (NIST) by report number and date.  When no 

national standards exist, the standards are traceable to international standards, or the basis for calibration is 

otherwise documented.   

 

3.5 Terms and Abbreviations 

 

Table 3-2 in this subsection defines all terms and abbreviations applicable to this Test Report. 

 

Table 3-2 Terms and Abbreviations 

 

Term Abbreviation Definition 

Americans with Disabilities 

Act of 1990 
ADA 

ADA is a wide-ranging civil rights law that prohibits, under 

certain circumstances, discrimination based on disability 

Configuration Management CM --- 

Commercial Off the Shelf COTS Commercial, readily available hardware or software 

Direct Record Electronic DRE --- 

United  States Election 

Assistance Commission 
EAC 

Commission created per the Help America Vote Act of 

2002, assigned the responsibility for setting voting system 

standards and providing for the voluntary testing and 

certification of voting systems. 

Election Management 

System 
EMS --- 

Equipment Under Test EUT --- 

Functional Configuration 

Audit 
FCA 

Verification of system functions and combination of 

functions cited in the manufacturer’s documentation.  

Help America Vote Act  HAVA Act created by United States Congress in 2002. 
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3.0 CERTIFICATION TEST BACKGROUND (Continued) 

 

3.5 Terms and Abbreviations (Continued) 

 
Table 3-2 Terms and Abbreviations (Continued) 

 

National Institute of 

Standards and Technology 
NIST 

Government organization created to promote U.S. 

innovation and industrial competitiveness by advancing 

measurement science, standards, and technology in ways 

that enhances economic security and improves our quality 

of life. 

Physical Configuration 

Audit 
PCA 

Review by accredited test laboratory to compare voting 

system components submitted for certification testing to the 

manufacturer’s technical documentation, and confirmation 

the documentation meets national certification 

requirements.  A witnessed build of the executable system 

is performed to ensure the certified release is built from 

tested components. 

Quality Assurance QA --- 

Technical Data Package TDP 

Manufacturer documentation related to the voting system 

required to be submitted as a precondition of certification 

testing. 

Voting System Standards VSS 
Published by the FEC, second iteration of national level 

voting system standards. 

Voluntary Voting System 

Guidelines 
2005 VVSG 

Published by the EAC, the third iteration of national level 

voting system standards. 

Wyle Operating Procedure WOP Wyle Test Method or Test Procedure 
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4.0 TEST FINDINGS AND RECOMMENDATIONS 

 

4.1 Summary Findings and Recommendation 

 

 The ES&S Unity 3.2.0.0 Revision 3 Voting System components, as listed in Section 2.0, were subjected to the 

tests described in Section 3.2 of this report.  The results of those tests are summarized in the sections below.  All 

hard copy data generated by the performance of these tests is retained by Wyle as raw data. 

 

4.1.1 Discrepancy Testing   

  

 In order to address the specific discrepancies documented in the EAC Formal Investigation Report, Wyle 

developed and performed a number of test cases specifically designed to verify that the discrepancies have been 

resolved.  Table 4-1 below shows the discrepancy, the test case and its objective, and the results of those test 

cases. 

 

4-1 Discrepancy Test Cases 

 

Discrepancy Test Case Objective/Description Result 

Freeze/ Shutdown TC-Freeze Shutdown 

This test investigates the EAC discrepancy where 

the DS200 initiates a shutdown and freezes 

preventing the DS200 from operating in a manner 

in which it was designed. 

Pass 

Failure to Log 

TC-Log Analysis 

To evaluate and verify the DS200 audit logging 

system for consistency and accuracy to VVSG 

requirements.  Both the physical and digital logs.  

Pass 

TC-Error Handling Ballots 

TC-Error Election Media 

TC-Election Media Full 

Negative test cases to induce error messages as 

described in manufacturer documentation and 

verify that they are properly logged and recorded. 

Pass 

TC-Admin Menu Logging 

Test the ability to log changes made in the 

administration menu to the USB and/or CF as 

stated in the manufacturer documentation. 

Pass 

Ballot Skew 

TC-Ballot Skew 1 

To investigate the EAC discrepancy for ballot 

skew.  All supported ballot sizes in all four 

orientations were used. 

Pass 

TC-Ballot Skew 2 

To investigate the EAC discrepancy for ballot 

skew. The ballots for this test case were pre-printed 

with a certain degree of skew. 

Pass 

Unresponsive 

Touchscreen 

TC-Unresponsive Touch 

Screen 

This test investigates the EAC discrepancy where 

the DS200 fails to function with an unresponsive 

touch screen, referred to as the “sys.log issue”, 

whereby the DS200 screen calibration settings 

become inaccessible due to an unmanaged 

diagnostic file. 

Pass 

 

Summary Findings:  A Discrepancy Test on the DS200 was performed during which the modifications to 

resolve all of the discrepancies documented in the EAC Formal Investigation Report operated as described in the 

system’s technical documentation.  During the test, three discrepancies (Nos. 1, 3, and 4) were discovered.   

Notice of Anomaly No. 3, documenting these discrepancies, are found in Appendix B of this report.  All 

discrepancies noted were corrected prior to the conclusion of the test campaign. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.1 Summary Findings and Recommendation (Continued) 

 

4.1.2 Functional Configuration Audit   

 

An abbreviated Functional Configuration Audit (FCA) was performed on the ES&S Unity 3.2.0.0 Revision 3 

Voting System in accordance with Section 6.7 of Volume II of the VVSG.  The purpose of the FCA was to verify 

the modification to the DS200 performed as documented in the ES&S-supplied technical documentation and 

validate that the modifications meet the requirements of the EAC 2005 VVSG. 

 

To perform the FCA, the Unity 3.2.0.0 Revision 3 Voting System was subjected to a series of tests to regression 

test all modifications to the certified system and retest areas around the modification to ensure that those areas 

continue to function properly.  The modifications included firmware enhancements to address the issues and 

added features previously described in Section 3.2 of this report. 

 

Summary Findings:  A Functional Configuration Audit of the DS200 was performed during which the 

modification and added functionality operated as described in the system’s technical documentation.  During the 

FCA, three discrepancies (Nos. 2, 5, and 6) were discovered.  Notice of Anomaly No. 3, documenting these 

discrepancies, are found in Appendix B of this report.  All discrepancies noted were corrected prior to the 

conclusion of the test campaign. 

 

4.1.3 Accuracy Test 

  

Per the VVSG, data accuracy is defined in terms of ballot position error rate.  This rate applies to the voting 

functions and supporting equipment that capture, record, store, consolidate, and report the selections (or absence 

thereof) made by the voter for each ballot position.  To meet the requirements of this test, the voting system must 

be subjected to the casting of a large number of ballots to verify vote recording accuracy, i.e. at least 1,549,703 

ballot positions correctly read and recorded. 

 

The ES&S-provided ballots that are pre-marked with their specific declared level for 20% of the ballots were used 

during the accuracy test.  Wyle hand marked equal to or greater than the manufacturers’ declared level, but less 

than 100%, the other 80% of the ballots were used during the test.   The combined pre-marked and hand-marked 

ballots were used to achieve the 1,549,703 ballots positions necessary for the voting system to be accepted. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.1 Summary Findings and Recommendation (Continued) 

 

4.1.3 Accuracy Test (Continued) 

 

Table 4-2 shows the breakdown of how many ballots of the different sizes that was ran during the accuracy test. 

 

Table 4-2 Unity 3.2.0.0 Revision 3 Accuracy Test 

 

Ballot 

size 
# of Ballots 

# Vendor 

Marked 

# Hand 

Marked 

# Ballot 

Positions per 

Ballot 

# of 

Machines 

in Test 

# of times  

Voted per 

machine 

Total Ballot 

Positions 

11 inch 50 10 40 216 3 8 259200 

14 inch 50 10 40 288 3 8 345600 

17 inch 50 10 40 360 3 8 432000 

19 inch 50 10 40 408 3 9 550800 

Total 200 40 160 N/A N/A 33 1587600 

 

Summary Findings:  The DS200 successfully met the requirements of the Data Accuracy Test by scanning and 

processing at least 1,549,703 ballot positions.  Wyle also imported the results successfully to the EMS.  No 

anomalies were noted during the performance of the Accuracy test. 

 

4.1.4 Volume and Stress Test 

 

Testing was performed by running a special volume test that would process numerous ballots through the system 

at higher than expected rate.  Two DS200s were utilized in this test.  One DS200 processed 10,000 ballots 

utilizing a “shoeshine” mode.  The other DS200 processed 3,110 hand fed ballots.  Wyle developed and executed 

two special Volume and Stress election definitions for this test. (PrecinctsContestsParties and 

BallotstylesCandidates)     

 

Summary Findings: The DS200 successfully scanned and processed 13,110 ballots during the Volume and 

Stress Test.  No anomalies were noted during the performance of this test. 
 

4.1.5 System Integration Test 

 

System Integration Testing was performed to test system hardware, software, and peripherals.  System Integration 

Testing focused on the DS200 and its interface with the EMS including all proprietary software, proprietary 

hardware, proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as a 

precinct count unit as described in the ES&S-submitted TDP for the Unity 3.2.0.0 Revision 3 Voting System.  To 

perform the System Integration Testing, Wyle developed specific procedures and test cases designed to test the 

system as a whole.  These procedures demonstrated compliance of the Unity 3.2.0.0 Revision 3 Voting System to 

Sections 2, 3, 4, 5, and 6 of Volume I of the VVSG. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.1 Summary Findings and Recommendation (Continued) 

 

4.1.5 System Integration Test (Continued) 

 

The six election definitions exercised during the System Integration Testing are listed below: 

 

• PRIM-01 

• PRIM-02 

• PRIM-03 

• GEN-01 

• GEN-02 

• GEN-03 

 

Summary Findings:  Through System Integration Testing, it was demonstrated that the system performed as 

documented with all components performing their intended functions.  No anomalies were noted during testing.  

 

4.1.6 Physical Configuration Audit 

 

A focused Physical Configuration Audit (PCA) of the Unity 3.2.0.0 Revision 3 Voting System was performed in 

accordance with Section 6.6 of Volume II of the VVSG.  The PCA compares the voting system components 

submitted for certification with the vendor’s technical documentation and confirms that the documentation 

submitted meets the requirements of the Guidelines.  The purpose of the PCA is to:  establish a configuration 

baseline (both hardware and software) of the system to be tested; verify that the reviewed source code conforms to 

the vendor’s specification; and assess the adequacy of user acceptance test procedures and data. 

 

The PCA performed on the Unity 3.2.0.0 Revision 3 Voting System consisted of inspecting the DS200 scanner 

and firmware/software and the TDP used in the Unity 3.2.0.0 Revision 3 Voting System. 

 

Summary Findings: A focused PCA was performed to baseline the system’s hardware and software components 

prior to commencement of the test campaign.  No discrepancies were noted during the PCA.   

 

4.1.7 Source Code Review 

 

The source code for the modifications made to the DS200 for the Unity 3.2.0.0 Revision 3 Voting System was 

reviewed for conformance with the requirements set forth in Section 5.4 of the EAC 2005 VVSG coding 

standards and the vendor supplied coding standards.  The review was conducted as part of the pre-testing 

activities and was performed per the guidelines described in the following paragraphs. 

 

Wyle used the source code from the original EAC Certification for Unity 3.2.0.0 effort as a baseline to compare 

against the modified source code.  As source code was received, a SHA1 hash value was created for each source 

file.  The source code team then conducted a visual scan of every line of modified source code.  Each identified 

violation was recorded by making notes of the standard violation along with directory name, file name, and line 

number. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.1 Summary Findings and Recommendation (Continued) 

 

4.1.7 Source Code Review (Continued) 

 

Summary Findings: Other than the coding standards noted in the technical summary reports, no other 

deficiencies or significant problems were found during the source code review.  A technical summary report of all 

identified standards violations was sent to ES&S for resolution.  ES&S then corrected all standards violations and 

re-submitted the source code for re-review. This process was repeated as many times as necessary, until all 

identified standards violations were corrected.  Notice of Anomaly No. 2, documenting these discrepancies, are 

found in Appendix B of this report. 

 

4.1.8 Technical Data Package Review 

  

The ES&S Unity 3.2.0.0 Revision 3 Voting System Technical Data Package (TDP) was reviewed to the 2005 

VVSG.  This review was performed as part of the pre-testing activities.  The modified TDP documents were 

reviewed to ensure that all modifications to the system are described as applicable.  The TDP documents were 

reviewed for accuracy, completeness, and compliance to the VVSG.  The TDP documentation served as the basis 

for design and development of all functional tests.  

 

Summary Findings: The review results were recorded in a worksheet that provided the pass/fail compliance to 

each applicable VVSG requirement.  ES&S corrected nonconformance observations and resubmitted the 

associated documents for review.  This process continued until the TDP complied with TDP Standards. 

 
A summary of the TDP issues encountered is provided below.  

 Some descriptive information included was inconsistent with descriptions in other TDP documents  

 Not all VVSG requirements were initially addressed in some of the documents 

 Some of the individual user guides included information which conflicted with the actual information 

encountered when verified during the testing process. 

All TDP issues listed were resolved prior to review conclusion. Notice of Anomaly No. 1, documenting these 

discrepancies, are found in Appendix B of this report. 

 

4.1.9 Security 

 

A Security Test which focused on the DS200 of the Unity 3.2.0.0 Revision 3 Voting System was performed as 

part of this campaign.  The Security Test was performed to verify that the modifications made to the DS200 did 

not compromise the security of the system.   

 

The Security Test performed on the DS200 consisted of TDP Review, Source Code Review, and WOP 6d. 

 

Summary Findings: A limited Security Test was performed to verify that the modifications to the DS200 did not 

compromise the system’s security.  No discrepancies were noted during the Security Test. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.1 Summary Findings and Recommendation (Continued) 

 

4.1.10 Maintainability  

  

All maintenance-required actions listed in the TDP were performed by Wyle Laboratories personnel to determine 

the ability to perform the actions required.  

 

4.2 Anomalies and Resolutions 

 

Three Notices of Anomaly were issued during the test campaign.  A Notice of Anomaly (NOA) is generated upon 

occurrence of a verified failure, an unexpected test result, or any significant unsatisfactory condition.  All 

anomalies encountered during certification testing were successfully resolved prior to test completion.  The 

Notices of Anomaly generated during testing are presented in their entirety in Appendix B and are summarized 

below.  

 

 Notice of Anomaly No. 1: Technical Data Package (TDP) Review 

 

Review of the submitted documentation revealed discrepancies between the TDP and the EAC 2005 VVSG 

requirements.  Functional testing also identified text in the TDP that conflicted with the actual operation of the 

system.  Each noted discrepancy was documented in detail in the Wyle-generated TDP review reports on file as 

raw data.  The review results were recorded in a worksheet that provided the pass/fail compliance to each 

applicable EAC 2005 VVSG requirement.  ES&S corrected each nonconformance observation and resubmitted 

the associated documents for review.  This process continued until the TDP complied with all applicable 

requirements. 

  

 Notice of Anomaly No. 2: Source Code Review 

 

Review of the submitted source code modules comprising the ES&S Unity 3.2.0.0 Revision 3 Voting System 

revealed deviations from the standard as well as issues with the commenting.  These anomalies are documented in 

detail in the Wyle-generated review reports on file as raw data.  Upon completion of the review for each source 

code submission, a technical summary report of all identified standards violations was sent to ES&S for 

resolution.   ES&S then corrected the reported violations and re-submitted the source code for re-review.  This 

process was repeated as many times as necessary until all identified standards violations were corrected.   

 

Notice of Anomaly No. 3: FCA 

 

During the FCA of the Unity 3.2.0.0 Revision 3 Voting System, Wyle discovered six discrepancies with the 

DS200. 

 

1. The digital and paper system audit log did not log the last time clock change on the unit.  It was 

determined that the only  way the last clock change event log changed was when a user changed the time 

using the pre-defined time zones that are on the DS200. 

 
2. The REPT button on the on-screen keyboard did not have a function.  

 

3. The paper audit log did not show a power off event logged on the DS200. The power off event was being 

logged on the digital audit log, but not the paper audit log. 

 

4. There was no ability for a user to print the audit log until the polls are opened and then closed.    
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

 

4.2 Anomalies and Resolutions (Continued) 

 
Notice of Anomaly No. 3: FCA (Continued) 

 
5. The shift key on the on-screen keyboard behaved exactly like the caps lock key.  The user could lock both 

keys resulting in an unknown output. 

 
6. When an election was programmed for a two sided ballot, and a one sided ballot was scanned by the 

DS200, the wrong error message appeared. 

 
Wyle reported the discrepancies to ES&S.  ES&S revised the system source code to resolve these discrepancies to 

the DS200 resident firmware.  During regression testing, Wyle verified that these discrepancies were fixed. 

 

4.3 Recommendation for Certification 

 

Wyle performed conformance and regression testing on all modifications submitted for the ES&S Unity 3.2.0.0 

Revision 3 Voting System.  Wyle only tested the DS200 for the modifications and its interface with the EMS.  

These modifications meet the requirements of the EAC 2005 VVSG and the manufacturer’s technical 

documentation.  These modifications resolve all of the specific issues documented in the EAC Formal 

Investigation Report.  As such, Wyle recommends the EAC grant the ES&S Unity 3.2.0.0 Revision 3 Voting 

System certification to the EAC 2005 VVSG. 

 

This report is valid only for the equipment identified in Section 2 of this report.  Any changes, revisions, or 

corrections made to the system after this evaluation shall be submitted to the EAC to determine if the modified 

system requires a new application, or can be submitted as a modified system.  The scope of testing required was 

determined based upon the degree of modification. 

 

Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005 VVSG 

that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in an 

election within their jurisdiction. 
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Photograph 1: ES&S Unity 3.2.0.0 Revision 3 Test Equipment Setup 

 

 
 

Photograph 2: ES&S Unity 3.2.0.0 Revision 3 FCA Test Setup 
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Photograph 3: ES&S Unity 3.2.0.0 Revision 3 Skew v.1 Test Setup 

 

 
 

Photograph 4: ES&S Unity 3.2.0.0 Revision 3 Skew v.2 Test Setup 
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Photograph 5: ES&S Unity 3.2.0.0 Revision 3 Accuracy Test Setup 

 

 
 

Photograph 6: ES&S Unity 3.2.0.0 Revision 3 Volume & Stress Test Setup 
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Photograph 7: ES&S Unity 3.2.0.0 Revision 3 System Integration Test Setup 

 

 
 

Photograph 8: ES&S Unity 3.2.0.0 Revision 3 Regression Test Setup 
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Photograph 9: ES&S Unity 3.2.0.0 Revision 3 Security Test Setup 
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APPENDIX C 

 

EAC FORMAL INVESTIGATION REPORT FOR UNITY 3.2.0.0 

AND 

ES&S SUMMARY OF MODIFICATIONS DOCUMENT 
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Below is the link to the EAC Formal Investigation Report for Unity 3.2.0.0 - dated December 20, 2011 

 

http://www.eac.gov/assets/1/Documents/Formal_Investigation_ESS_Unity_3200_FINAL_12.20.11.pdf 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.eac.gov/assets/1/Documents/Formal_Investigation_ESS_Unity_3200_FINAL_12.20.11.pdf
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APPENDIX D 

 

WYLE’S CERTIFICATION TEST PLAN NO. T70049.01-01 REV B 
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