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PUBLIC MEETING
COMMISSIONER MASTERSON:
Good morning and welcome to this meeting of the Election Assistance Commission.  For many this has been a long time coming, and I welcome all of you here today.  And what an appropriate day to start on a Tuesday, and a day that Chicago is out and voting this morning.  So it’s appropriate that we have our meeting this morning.   
To start if we could, all rise and start with the Pledge of Allegiance.  
***

[Commissioner Matthew Masterson led all present in the recitation of the Pledge of Allegiance.]

***

COMMISSIONER MASTERSON: 
Thank you.  Now, if Executive Director Miller could take roll of the Commissioners.

EXECUTIVE DIRECTOR MILLER:
Sure good morning, I will do the roll call now.  Commissioner Matthew Masterson.

COMMISSIONER MASTERSON:



Here.

EXECUTIVE DIRECTOR MILLER:



Commissioner Christy A. McCormick.

COMMISSIONER McCORMICK:



Here.

EXECUTIVE DIRECTOR MILLER:



Commissioner Thomas Hicks. 

COMMISSIONER HICKS:



Here.
EXECUTIVE DIRECTOR MILLER:



All Commissioners are present. 

COMMISSIONER MASTERSON:

Thank you, and we have a quorum.  Now, I’d accept a motion for adoption of the agenda for today’s meeting. 

COMMISSIONER McCORMICK:



I move to adopt the agenda. 

COMMISSIONER MASTERSON:



Is there a second?

COMMISSIONER HICKS:



I second.

COMMISSIONER MASTERSON:



All those in favor of adopting the agenda say aye.

[The motion carried unanimously.]

***

COMMISSIONER MASTERSON:

All right, now we start first with the installation of officers.  And it is with great pleasure that we -- I first start and move to elect Commissioner Tom Hicks as Vice-Chair of the Election Assistance Commission.  Is there a second?

COMMISSIONER McCORMICK:



I second.

COMMISSIONER MASTERSON:



All those in favor say aye.  All those opposed?

[The motion carried unanimously]

***

COMMISSIONER MASTERSON:



Congratulations Vice-Chair Hicks.

COMMISSIONER HICKS:



Thank you.

COMMISSIONER MASTERSON:

I now move that Commissioner Christy McCormick be elected as Chair of the Commission.  Is there a second?

COMMISSIONER HICKS:



I second.

COMMISSIONER MASTERSON:



All those in favor say aye.  All those opposed?

[The motion carried unanimously]

***

COMMISSIONER MASTERSON:

Commissioner McCormick, now, Chair McCormick, congratulations to you.  Now, if Deanna Smith would come up and administer the oath to Vice-Chair Hicks and Commissioner McCormick -- or Chair McCormick, so that we could move forward. 

***

[The oath of office was administered to Vice-Chair Thomas Hicks and Chair Christy McCormick]

***

COMMISSIONER MASTERSON: 

It is now with great pleasure, and admittedly, a little bit of relief, that I hand the gavel over to Christy to chair the rest of the meeting, and congratulations to the two of you.  I look forward to working with both of you.

CHAIR McCORMICK:

Thank you.  At this point I would like to offer each Commissioner the opportunity to give an opening statement.  Vice-Chair Hicks, would you like to begin?

VICE-CHAIR HICKS:

Yes, good morning.  I want to welcome everyone to the Election Assistance Commission, the first public meeting with a quorum of Commissioners in several years.  The EAC is back up and running and ready for business.  I’m looking forward to working with my fellow Commissioners to continue addressing and improving federal elections.  We have a number of items on the agenda today, so I will be brief.  
I want to thank the staff of the EAC who helped kept the 
agency running and had to make several difficult decisions in lieu of Commissioners being in place.  I want to thank all the people and organizations that have worked to keep the EAC and restore a quorum of Commissioners.  Election officials have known for years that voting is more than filling in an oval or pressing a button or pulling a lever.  Thousands, and sometimes millions of volunteers and paid officials are needed to ensure that the election process runs smoothly.  Advocates work to ensure that no voter is disenfranchised intentionally or deliberately while election officials are asked to ensure -- to work to ensure that only those eligible to vote can do so without overly burdensome barriers and as quickly as possible.  It is my goal as Commissioner and Vice-Chair to work to ensure that every eligible voter can cast a ballot, should they choose, and have that ballot counted in a timely manner.

Election Day is the Super Bowl for election officials and, as everyone may know, you can’t start the Super Bowl.  It takes months and sometimes years of planning and preparation in order to get there.  There is no off season for election officials.  The moment the election ends the next one begins.  A few other considerations that may be taken into account for elections to run smoothly are voter registration, poll worker training and recruitment, vote-by-mail determination, voter machine configuration, polling location, contingency planning, vote tabulation centers, get-out-the vote efforts, disability access and usability, auditing, and security.  And the list continues on.  Of course, there’s no one-size-fits all.  Elections run in Massachusetts are different than elections run in Washington State or Michigan or California.  Every one of the items listed, the EAC has discussed or given guidance or will look at or give guidance to.  
Election officials have the unenviable task of ensuring that elections run smoothly with less money and more scrutiny.  Oh, and let’s not forget, have the results reported before the 11 o’clock news.  Voters want to use their Smartphones to register to vote, find a polling location, or mark their ballots.  Candidates want to know if voters have requested ballots and returned them or have already visited the polls.  The view of the entire voting election process in the year 1800 was different than in the years 1900 or 2000.  I predict that the view will be entirely different in the year 2100.  The EAC shall continue to provide guidance on many matters related to voting, including voter registration, ballot design, length of the voting process, and the voluntary certification of voting equipment.  We have a long list of things that we need to accomplish, and I know that my colleagues and I are up to the task.  It is my hope to make the EAC a model for the Federal Government and the nation.  And as many of you know, the EAC has begun the hiring process of a General Counsel.  One of the first tasks as Commissioners was sending letters to stakeholders to reestablish the Standards Board and the Board of Advisors.  Once that process is complete, we will start the process of hiring a permanent Executive Director.  An open and fair process will only benefit the American people.  
A big question still remains, how to do more with less money 
and more scrutiny when schools need to be built, potholes filled and snow removed.  Funding for elections has historically taken a backseat on the list of priorities.  I believe that we all agree that there is no fundamental right more sacred than exercising the right to vote.  
In January, Commissioner McCormick and I traveled down to Huntsville, Alabama, to visit testing and certification facilities.  I look forward to hearing from one of the labs today, Pro V&V.  Its director Jack Cobb has been waiting for EAC accreditation for three years.  I look forward to a briefing and discussion of the proposed Voting -- Voluntary Voting System Guidelines.  The guidelines haven’t been updated since 2005, well before the iPhone, iPad, tablets.  While the standards are not perfect, putting them in place, and then, immediately debating and working on the next set of standards will be a top priority.  
Lastly, as we approach the 50th anniversary of the March on Selma, I remind you, that people were beaten and killed to register to vote.  In my role working for the Congress, I had the distinct honor of working with heroes, like John Lewis, who continue to remind me that the effort is not complete.  It is my hope that EAC will continue to work to ensure that the memories and efforts of those Americans who sacrificed so much live on.  
As the longest serving nominee in the history of the United States, I am looking forward to working with my colleagues to improve elections.  Thank you for your vote of confidence in selecting me as Vice-Chair.  As I stated earlier, the EAC is in place to work with all stakeholders to ensure that the right to vote is exercised.  A strong EAC means a strong democracy.  A strong democracy means an even stronger America.  
And I yield back.
CHAIR McCORMICK:

Thank you Commissioner -- or Vice-Chair Hicks.  Commissioner Masterson, do you have any opening remarks you would like to give? 

COMMISSIONER MASTERSON:

Yes, and thank you, Commissioner McCormick.  Thank you for those words, Vice-Chair Hicks.  
Good morning and thank you to all of you, first, in attendance, for braving the cold.  For those that are at home watching on the webcast, it’s standing room only, here in our humble abode at the EAC offices.  So I appreciate your willingness to come out today and listen to what I believe is a very important discussion in the beginning of our work.


I also want to start by thanking Speaker Boehner for moving my name, and the President and the Senate for nominating/confirming me.  This has been a humbling experience as I look back at the back of the room, with my former colleagues from the EAC, to have gone from an employee, here, to my work in Ohio and back again.  I feel like my work was unfinished and I look forward to taking it up again and beginning to push forward with a new set of standards and updating the standards.

We were appointed at a crucial time for the both the agency and election administration.  As all of you know, the voting equipment used across this country is old and ancient by technology standards.  As Commissioner Hicks referenced, most of the equipment used across this country was introduced and deployed more than three years before the iPhone was eventually sent to the market.  State and local election officials are faced with the dual challenge of how to continue to maintain the equipment that they have, while trying to figure out what to purchase in the future, and how to purchase it.  Maintaining this equipment has become increasingly time consuming and an expensive ordeal.  This is while many election officials are faced with tighter budgets and increasing expectations.  Voters expect voting to look and feel like the rest of their lives.  In other areas of election administration, this modernization is happening.  Items like ballot on demand printing, Election Night reporting systems, mobile voter info apps and lookup tools, all have been deployed since this voting equipment was put in the field, and now, election officials are looking toward their voting systems and wanting the same sort of modernization.  They want a flexible, nimble system.  They want a system that has accessibility built in from the beginning, offering all voters the same level of access.  They want a system that is secure while still being usable by poll workers and voters alike.  All of these expectations are reasonable and should be available to them as they look at the future of voting systems.  These expectations are fueled, in part, by increased collection and use of data to improve election administration.  Across the country, election officials, academics, and others are harnessing data to analyze where and how processes can be improved and efficiencies found.  Efficiencies are being found across the voting process that lead to a better experience for voters, while providing cost savings and efficiencies to election officials.  One of the best examples of this is online registration, and the cost savings experienced by online registration in the states that use it.  
This is where the EAC must rise to the occasion and meet this demand.  EAC has a critical role to play in helping election officials maintain their old voting systems while helping to bring about new modernized systems that offer the level of access, security, and usability that voters and election officials expect.  Election officials from across the country have already expressed to us that expectation.  Before we sat in these chairs and were confirmed, we had letters from the state election directors, the PCA, NACO, and countless calls and e-mails telling us how important updating the standards and helping election officials maintain the systems that they already have is.  EAC must be responsive to these expectations by proving concrete and tangible support to election officials.  EAC cannot afford to be an afterthought.  We must push ourselves forward to be thought leaders.  
My commitment to all of you and the election officials across the country is as follows:  The EAC will work diligently with state and local election officials to provide best practices and guidance to help them cope with their aging voting equipment.  EAC will update both the standards and the testing process to continue to push to provide an efficient, effective process that functions at election speed.  In fact, that effort starts here today with our considerations.  EAC will immediately get to work on developing the next set of Voluntary Voting System Guidelines, and that effort actually started before we ever took these seats in the form of the Voting Systems Standards Working Group that Brian Hancock and his team have already formed.  EAC will continue to push, with its partners in NIST and the IEEE, for the development and deployment of a common data format.  This work is critical to the modernization of election systems.  EAC will work with state and local election officials to improve both the Election Day Survey -- both the administration and usability of the Election Day Survey and its data.  EAC will leverage the incredible wealth of knowledge out in the election community to create best practices and guidance that pinpoint the greatest areas of need in the community, and we will then work to get that information into the hands of election officials who need it the most.  Simply put, EAC can and must be better, and we will push every day to improve.  
I’m excited about the opportunities in front of us.  I can’t wait to work on addressing these issues and, in turn, helping to bring about the kinds of improvement to the election process that both election officials and voters expect.  Thank you.
CHAIR McCORMICK:

Thank you Commissioner.  Finally, I’d like to give a few remarks myself.  
With new Commissioners being appointed to the EAC, we now have an opportunity to reinvigorate the Commission and to take a new look at how we will fulfill the Commission’s statutory duties.  I have not known these two men here with me very long, but in the short time I have known them, I can confidently say that we are three people who love democracy and the power of the people to choose the direction of their government through voting.  Now, we have a moment to make a positive impact on the election process, to serve election officials, to encourage innovation and new technology in voting systems, to promote approaches that will aid voters who are disabled or challenged, and to find ways to make the administration of elections more efficient, more effective and less expensive.  
If it is to survive, the EAC must become more responsive to all of its stakeholders.  We must be service oriented and provide standards, guidelines, data and ideas that add value rather than build barriers or create more seemingly futile work for election officials, vendors, developers or legislators.  We understand how much work goes into running elections and in the creating and testing of secure voting systems that will meet the needs of our election officials.  It is our aim to cut the bureaucracy, professionalize the process, and to provide our clients with the information and support that they want and need.  To quote Justice Louis Brandeis, “A state may, if its citizens choose, serve as laboratory and try novel, social and economic experiments without risk to the rest of the country.”  

The states as laboratories of democracy is a brilliant and powerful tool that allows us to discover new methods and approaches to successful outcomes.  Sometimes, what works scales up and sometimes it doesn’t.  As Vice-Chair Hicks said, each state and locality is unique and what works in one place might not actually work in another place.  There is no one-size-fits all in elections.  What works in a town with a few hundred voters is unlikely to work in a county with a million or more voters or vice versa.  But sometimes there’s a practice or solution that is worth sharing that may help another jurisdiction carry out its duties --election duties better.  An important function of the EAC is that it can collect the good ideas and convey those that become best practices.  We need to increase our stock of good ideas and best practices and improve our methods of getting that information out to our local election officials.

If our clients need help, we want to provide them with the ideas and information they can use.  We have much work to do in making up for over three years without Commissioners at the Election Assistance Commission.  We’re working as expeditiously as we can to act on the items that have been languishing and waiting for our arrival.  At the same time, we’re also focusing on the 2016 elections and what we can do to foster best practices, reduce risks and engender the confidence of the electorate.  After 2016 comes 2018 and 2020, and there are more than a few elections to administer in between.  We want to be a reliable resource for the election community and will do whatever we can to be of assistance, which is our middle name.  
I want to thank Senator McConnell, the President and the United States Senate for our unanimous confirmation.  I’m humbled by the trust and confidence that has been placed in me as a Commissioner, and I will work my hardest to meet the high expectations that have been set before this Commission.  I look forward to working with the staff and these gentlemen beside me.  Thanks so much.  


We will now hear from Acting Executive Director and Chief Operating Officer Alice Miller.  Ms. Miller?

MS. MILLER:
Thank you Madam Chair.  Good morning, it is a bright, sunny and quite chilly day here in downtown Silver Spring, where we are located just north of Washington, D.C.  Today’s public meeting is being webcast and will be available on our website at EAC.gov within 24 hours of today’s hearing.  
I am happy to be able to present this report with respect to agency operations and to say with enthusiasm that the staff is elated to again have a quorum of Commissioners onboard as we together focus on the mission of the agency and work to accomplish the goals defined by HAVA and meet the expectations of all of our stakeholders.


Just by way of background, on December 16, 2014, the U.S. Senate voted unanimously to confirm Thomas Hicks, Matthew V. Masterson and Christy A. McCormick as members for a term certain to the U.S. Election Assistance Commission.  The Commissioners were sworn in on January 13th, 2015.  Let me again congratulate all three of the Commissioners, Commissioner Hicks, Commissioner Masterson and Commissioner McCormick, and to further extend congratulations on behalf of all of the staff to our newly elected Chairwoman Commissioner McCormick and Vice-Chair Commissioner Hicks.  We look forward to working with all of you.  This is the first public meeting, as has already been mentioned several times, that the Commission has convened since December, actually December 2nd, of 2010.  While the work of the Commission has continued from an operations perspective with those things not requiring a quorum of Commission votes, we are excited about having the Commission in a position to again fully be functional with a quorum of Commissioners in place.  
The FY-2014 Activities Report was submitted to Congress on February 2nd.  That report summarizes EAC’s efforts to improve federal election administrations during the last fiscal year which ended September 30, 2014.  EAC also submitted an FY-2016 Interim Congressional Budget Justification with an Annual Performance Report and Grants Expenditure Report on February 2nd.  
Requests have gone out to each jurisdiction for the names of the individuals who will be appointed to the Standards Board.  Further, requests have also been sent to the statutory designated entities for the names of individuals who will be appointed to the Board of Advisors.  These responses are trickling in a little slower than we had anticipated, so, to the extent that there are listeners tuned in today -- to today’s meeting that have some responsibility for these appointments, we would greatly appreciate receiving your responses as soon as possible.

On February 9th and 10th, EAC, along with NIST, hosted a symposium on voting systems and future technology.  The two-day symposium provided an environment for interactive discussions among the attendees including election officials, voting system manufacturers, voting system test labs, standard developers, academics, and federal and state and local government officials.  The symposium encouraged attendee participation through panel discussions and breakout sessions.  Further, the symposium explored trends in voting systems, including the people, the processes and the technology.  The second day of symposium included ongoing activities in interoperable systems and a series of breakout sessions that engaged the participants in identifying forward-looking technologies across a wide variety of voting topics.  The symposium was webcast and is available for viewing on the NIST website at NIST.gov.

Over the past year or so there were a number of systems certified/modified.  I just want to put those on the record.  With respect to Dominion Voting Systems Democracy Suit 4.14-A.1 modification, Dominion Democracy Suite 4.14-B modification and another Dominion Voting System Democracy Suite 4.14D modification.  ES&S, or Election Systems and Software, EVS 5.2.00 modification, Election Systems and Software EVS 5.0.1.0 modification, Election Systems and Software Unity 3.4.1 modification.  And Unison Voting Solution Open Elect Version 1.3 modification.  All of those have received certificates of conformance and have been updated with those modifications.  


Following a series of nine webinars in 2013, EAC went on to create new Quick Starts during the last fiscal year.  Through the Research, Policies and Program Division of EAC, 11 new guides were developed and are available on our website.  These Quick Starts were prepared after collaboration with local election officials.  The materials highlight helpful tips for managing elections and suggest a range of practices that can aid with operating efficient and effective elections.  These new guides provide quick tips on managing the voting process better, strengthening voter education programs, employing effective poll workers, making election data pay off, assisting UOCAVA voters and their families, conducting election audits, managing alternative voting methods, educating poll watchers, managing provisional ballots, contingency and disaster planning, managing change in election.  With these new 11 guides now completed, they are available on our website and we will continue to seek and identify other new methods to help with the administration of elections.

I want to just talk a little bit about the Election Administration Voting Survey.  It has been administered to the states, as is required by HAVA.  As you know, the survey collects data from each of the 55 jurisdictions regarding the conduct of their elections, and surveys such things as the number of precincts, registered voters, provisional ballots, ballots cast and ballots counted, poll workers and such other things tied to elections.  The results have been provided to our vendor that works closely with us.  The information is being compiled for distribution to Congress with a release date of June 30th.  

In 2014, EAC hosted three roundtables.  Each of the roundtables conducted last year included former Commissioners from the Presidential Commission on Election Administration, a research director and data research.  Also, on those roundtables were state and local election officials, academics, vendors and manufacturers.  The on-demand webcast of those sessions are available on our website with testimony, presentations and transcript.  There is a recap of each of those on our -- on the website, as I said.  The dates were March 13th, June 12th and September 3rd.  


With respect to grants I would like to report that there is still Section 251 funds requirement payments to be requested and distributed.  For 2009, there is $200,000, for 2010 $4,883,768 and for 2011 $426,574.  The majority of the money to be distributed to states is from the 2010 appropriation, as I just indicated.  The states that have not collected all their requirements payments: Georgia has 2010, 2011 money available; Guam has 2009, 2010 and 2011 money available; New Mexico 2010, 2011 available; Oklahoma 2010 and 2011, and the U.S. Virgin Islands has 2009, ’10 and ’11 money available.  That money is ready for distribution on request.


With respect to our financial status, I just want to put on the record that the EAC underwent the annual financial statement audit which confirmed that EAC’s financial statements accurately present the financial position of EAC and its net cost.  Changes in that position, budgetary resources and custodial activity are in accordance with accounting principles generally accepted in the United States.  Also, a recent audit confirmed EAC’s compliance with the Federal Information Security Management Act, FISMA, and related information security policies, procedures, standards and guidelines.  The audit found that EAC had properly designed an effective information security program.

That concludes my report, thank you. 

CHAIR McCORMICK:

Thank you Acting Executive Director Miller.  I would like to open it up for questions from the Commissioners, if they have any. 

COMMISSIONER MASTERSON:


Yeah, I have a quick question.  Can you give a quick update, and you may have to estimate, on the status of the response from the Board of Advisors and Standards Board, as far as, you know, how many we’ve heard from, in order to get those in place.

MS. MILLER:

I will say that I just heard this morning that the Standards Board have actually started responding in record numbers.  So we’re closer to more than half on the Standards Board, I would say.  Board of Advisors’ report was sent yesterday.  It looks to be close to half.  So we’re getting there slowly, but surely.  Again, I would like to encourage anyone who has those responsibilities of making those appointments to please get that information to us as soon as possible, so that we can move forward with important work on the Commission.

COMMISSIONER MASTERSON:

Yeah, and as one of our top priorities, you know, at this point, is probably we look forward to scheduling a meeting and moving forward with getting those Boards together.

CHAIR McCORMICK:



Thank you Commissioner Masterson.

COMMISSIONER MASTERSON:



Thank you.

VICE-CHAIR HICKS:

Can you just repeat again the amount of money that was available to New Mexico?

MS. MILLER:



I don’t know the amount.  I just know they have 2010 and 2011...

VICE-CHAIR HICKS:



Okay.

MS. MILLER:

…money available.  The total available for 2010 that is still to be distributed is $4,883,768.  And for 2011 it is $426,574. 

VICE-CHAIR HICKS:



Thank you.

MS. MILLER:



So, their money is within that pocket of money that’s available.  

CHAIR McCORMICK:

And could you also tell us about Massachusetts and their funds available? 

MS. MILLER:



Yes, Massachusetts has 2010 and 2011 money available. 

CHAIR McCORMICK:



Thank you.

COMMISSIONER MASTERSON:

Real quickly, also, I can’t remember if you mentioned it, but March 19th we have a roundtable scheduled here in Washington, D.C.  Correct?

MS. MILLER:



That’s correct, in Silver Spring, Maryland. 

COMMISSIONER MASTERSON:



Silver Spring, sorry.  The Washington D.C. area. 

MS. MILLER:



The metropolitan area just north of Washington, D.C. 

COMMISSIONER MASTER:



That’s right. 

MS. MILLER:



Yes.  
[Laughter]

CHAIR McCORMICK:



Thank you Ms. Miller.

COMMISSIONER MASTERSON:



Thank you.

CHAIR McCORMICK:

Our next order of business today is the consideration of the accreditation for Pro V&V Laboratories.  Pro V&V is an independent test laboratory based in Huntsville, Alabama.  Vice-Chair Hicks and I, as he mentioned, were fortunate enough to go to Huntsville and tour the Pro V&V facility a couple weeks ago, and to meet with the staff.  With us today to discuss the possible accreditation of Pro V&V are Jack Cobb from Pro V&V and Brian Hancock from the EAC.  


Welcome.  Mr. Cobb, you have testimony for the Commission?

MR. COBB:



I have some remarks to make...

CHAIR McCORMICK:



Yes.

MR. COBB:



...if that would be okay?

CHAIR McCORMICK:



Um-hum.

MR. COBB:

Thank you, Madam Chair, for having me here today.  I would like to begin by acknowledging three people with whom without their involvement Pro V&V would not exist.  I’d like to recognize Diane Grey, Wendy Owens for their dedication, hard work and commitment to Pro V&V.  They have been on this rollercoaster ride with me for over three years and have been invaluable to the growth of the lab during these uncertain times.  I would also like to acknowledge D.B. Smith for believing the three of us could achieve this EAC accreditation and for offering encouragement when I was not sure if I wanted to continue down this often challenging and unprecedented path.  I would also like to thank our families for their support during this long ride, as well as a few nameless people who worked very hard behind the scenes assisting us in any way they could throughout this difficult, yet rewarding process.  They know who they are and we will always be grateful for their support.


The three of us set out three years and five months ago to test voting systems as an EAC accredited test laboratory.  We had been involved in voting systems testing for over ten years and felt that it was time for us to unite our various strengths and use them to form a test lab that we felt could provide the best testing available to elections technology marketplace.  When we undertook the challenge of becoming a VSTL, the landscape looked much different.  At the time, there were two seated Republican EAC Commissioners, and two nominated Democratic EAC Commissioners, Commissioner Hicks being one of them.  Within three months of us setting in motion the creation of Pro V&V there were no Commissioners.  By December of 2011 we were informed by the EAC that no lab could get accredited without the EAC Commissioners.  We were surprised, but remained cautiously optimistic and continued with our path assuming that there would be an interim accreditation or some temporary status that would allow us to test voting systems. However, following our audit it became apparent that that was not going to happen and we were just going to have to wait for the confirmation of the EAC Commissioners.  I’m happy that long wait is finally over.  

Of course, we tried everything we could and explored various avenues while we waited, including hiring legal Counsel, reaching out to senators, representatives and other members of Congress.  Unfortunately, these efforts did not result in an accreditation of our lab, so we continued to wait and forged ahead with other voting systems testing.  
Due to our accreditation status we decided to change gears and approach the states and other entities for possible testing work in areas that our knowledge and expertise could be utilized.  Thankfully we were able to provide testing services to various states, localities and other entities that allowed us to remain active in voting systems testing, including the testing of electronic poll books and other peripherals.  If there is a silver lining in the situation, it has been the knowledge and experience that we have gained from the states, localities, and other entities with whom we have had the pleasure of working.  We have gained so much experience and expertise in the three years of working with the state and local jurisdictions that will only enhance our capabilities as an EAC accredited laboratory and expand the services that we can provide to our clients in the elections community and will help us to continually grow our business. 

It is now three years and two days since Pro V&V passed our initial NIST and EAC audits, plus three additional audits.  Hopefully, after today Pro V&V can finally bring testing of voting systems as a United States Election Assistance Commission accredited voting systems test laboratory.  It will be an adjustment for ourselves to think of us an EAC accredited lab instead of an EAC recommended lab, but I am sure we will adjust very quickly.  

Again, I’d like to thank the Commissioners for inviting us here today.  And I want to stress how much Pro V&V will be very proud of our accreditation and look forward to working with you. Thank you.
CHAIR McCORMICK:

Thank you, Mr. Cobb.  I would now like to hear from Voting Systems Certification Director Mr. Brian Hancock, with the EAC, for an overview of the EAC and NIST’s review of the lab.  Welcome Mr. Hancock.
MR. HANCOCK:

Thank you Commissioners, good morning, Executive Director Miller, good morning.  I want to congratulate the Chair and Vice-Chair and also note that our one wayward employee has come back as a Commissioner, and we appreciate all that, and the fact that you all are sitting here in front of us today.  


I would like to give you testimony this morning and recommend the accreditation -- that you vote on the accreditation of Pro V & V Laboratories.  I think Mr. Cobb has already given you some very compelling reasons why this should be done, but let me take you through the process that we encountered in my testimony.

So, on February 2nd, 2012, Pro V&V received a formal letter of invitation from the United States Election Assistance Commission as the initial step towards becoming a voting system test laboratory under the provisions of subsection 231 of the Help America Vote Act.  
After the requisite laboratory audit from the National Voluntary Laboratory Accreditation Program at NIST the EAC received a letter from then this Director Dr. Patrick Gallagher indicating successful completion of the technical review process for Pro V&V and including a proposal that the EAC accredit Pro V&V as a voting system test lab under the provisions of HAVA.  This letter was dated August 2nd, 2012.  

On September 27th, 2012, I sent a letter to Pro V&V lab Director Mr. Jack Cobb noting that the EAC had received the recommendation from the NIST Director and that on April 9th, 2012, the EAC received responses from Pro V&V adequately addressing the three non-conformities and two comments noted during the EAC laboratory audit of Pro V&V conducted on February 24th of 2012, and noted in our Initial Assessment Report dated March 21st, 2012. The letter went on to state that Pro V&V had met all of the procedural requirements of both NIST and the EAC Voting System Test Laboratory Program in order to become an accredited -- an EAC accredited VSTL, but, that because the EAC at that time lacked a quorum of Commissioners to vote on the accreditation the EAC would hold all documentation in readiness and present the material for a vote by EAC Commissioners at the earliest opportunity after a quorum of Commissioners had been appointed. Today is that opportunity.


On September 23rd, 2014, the EAC conducted its biennial policy and procedures audit of Pro V&V to fulfill the requirements of our Voting System Test Laboratory Program Manual.  This requires the EAC to conduct an onsite review once every two years to verify that the laboratory’s policies, procedures, and practices meet the requirements of the EAC laboratory accreditation program, as well as international standards.


The EAC audit assessment found that Pro V&V had no non-conformities in the lab policies or procedures determined to be critical to their technical capability to test voting systems.  In addition, the audit assessment found no items that would require the laboratory to initiate immediate corrective action or to formally resolve a non-critical non-compliance.  

The EAC did recommend the following improvements to Pro V&V:  
One:  That the Pro V&V Quality Manual -- the initial document stated that they function only as a testing laboratory, but because in these intervening years Pro V&V had also engaged in some consulting work, the EAC recommended that the Quality Manual be amended to reflect this fact.  
The EAC also noticed a typographical error in the manual that they took care of.  
And on our review of one of their quality procedures related to service to customers, we noted that Pro V&V sent customer surveys to each client at the conclusion of the test engagement to receive both positive and negative feedback from their customers.  The EAC auditor noted that limited responses to these surveys had come in, and therefore, the EAC recommended that Pro V&V send at least one follow-up notice to clients requesting that they complete the customer survey in order to really provide valuable feedback to the test laboratory.  
Pro V&V fully addressed these recommendations in a submission to the EAC on January 21st, 2015.  
So, upon affirmative Commission vote on this accreditation, I will inform the VSTL of the decision, issue a Certificate of Accreditation, update the EAC’s website, and inform stakeholders of the EAC’s decision.  
Also, please remember that an EAC grant of accreditation is valid for a period of two years.  VSTLs renew their accreditation by submitting an application package consistent with the procedures laid out in our Laboratory Program Manual.  And, importantly, a VSTL retains its accreditation during the EAC application review period.  
That’s my testimony for this morning, and at this point I’d be very happy to answer any questions any questions that you might have. 

CHAIR McCORMICK:

Thank you Mr. Hancock, and I will open the floor for questions and I will start. 

Mr. Hancock, can you tell us if the lab accreditation process for Pro V&V differed from the process undergone by the two current VSTLs?
MR. HANCOCK:

Yes, thank you Madam Chair.  No, the process is essentially identical for all the test labs and that’s part of the rigor that is provided by both the NVLAP accreditation process, as it relates to the ISO 17025, which is the International Standard for test laboratories, as well as the EAC Program Manual.  We try to be very consistent at all times, as does NVLAP.  And so, the process that SLI Global and the NTS Laboratories went through is essentially identical to the process that Pro V&V has gone through.

CHAIR McCORMICK:



Thank you.  Vice-Chair Hicks, do you have any questions?

VICE-CHAIR HICKS:

Yes, I think that in my three years of working with Mr. Cobb for the time that he has been looking for accreditation and my time in the House of Representatives, I think that I’ve asked him every single question I possibly can.  But I think that there is just one or two things that I just wanted to know a little bit more, and I wish that he could have been sitting at the table with you at this time.  But I think it would be helpful just to go into a little more detail for our folks at home, or out there watching it on webcast, on why the -- why he wasn’t able to be accredited a little bit more, in terms of the fact that there weren’t any Commissioners, but the -- on the basic premise of why -- what the process is, I guess, is...

MR. HANCOCK:



Right.

VICE-CHAIR HICKS:



…the best way to phrase that. 

MR. HANCOCK:

I think as far as the question of accreditation is concerned, you know, we received advice from EAC’s legal Counsel at the time stating that the Help America Vote Act was very clear that accreditation of the labs was actually one of the only portions in that document that very, very specifically required a vote of a quorum of Commissioners.  And so, unfortunately, that’s why he hasn’t received his accreditation up to this time.  


You know, otherwise the process, again, as I said, has been very consistent with what we went through.  It’s just that the intervening years, you know, have been an unfortunate wait period for Pro V&V and all its personnel.  You know, NVLAP did their audit very early on after we received the documentation.  The EAC did our audit very early on.  And, you know, as I mentioned, the lab dealt with all of the non-conformities very, very quickly, had those taken care of, and essentially, just had to wait.  But luckily, they’ve, as Jack said, had a lot of experience.  They’ve been able to find work testing systems for states, doing testing on e-poll books, and so, it’s really helped.  They do have a lot of experience, some that they’ve brought from their previous lives into this voting system test laboratory, but also, very good at practical experience in these intervening years.

VICE-CHAIR HICKS:



Are there any other labs that are waiting accreditation?

MR. HANCOCK:



Not at this time. 

VICE-CHAIR HICKS:



I just want to put that on the record, thank you.

CHAIR McCORMICK:



Commissioner Masterson, do you have any questions?

COMMISSIONER MASTERSON:

I do, and it’s actually a follow-up on Commissioner Hicks.  I will note that both Commissioner Hicks and Mr. Cobb will be teaching a seminar on patience, actually, this evening, if you want to attend. 

[Laughter]

COMMISSIONER MASTERSON:

One question I do have for you is, in your estimation, having run the program, obviously, for a number of years, how important is it to the program to have multiple labs, three labs, in having an effective program? 

MR. HANCOCK:

Thanks Commissioner.  I think it’s actually crucial to have three laboratories.  You know, the throughput with two laboratories was fine.  I think the problem, however, lies in the sort of nature of the business, you know.  From time to time, test laboratories go away, you know.  We’ve had EAC accredited labs that are no longer in existence, at least, to do voting system testing work.  And certainly, with two labs, if one goes away, you essentially have a monopoly, and not that they would, but they certainly could charge whatever they wanted to for the testing, because they would be the only game in town.  With three, I think there’s a lot, you know, there’s a lot more room to spread out and there is that cushion if one lab does happen to decide that this business might not be for them. 

COMMISSIONER MASTERSON:

Do you believe there’s a level of work to keep three labs around?  You know, is there an ideal number of labs, do you believe, in the program?

MR. HANCOCK:

I certainly think there’s enough work, and there will be, you know.  We do have some new manufacturers that are ready to come into the program.  So, yeah, I think there’s certainly work for three laboratories.  I’m not sure about more than that.  I’m not sure how much work there would be for, say, four or five laboratories.  You know, this is a pretty niche industry, as we all know, and so, that might be -- that might be tough for any additional laboratories, but certainly, three is crucial. 

COMMISSIONER MASTERSON:



Thank you.

MR. HANCOCK:



You’re welcome. 

CHAIR McCORMICK:

Any further questions from the Commissioners?   Thank you, I’ll now entertain a motion on the possible accreditation of Pro V&V Laboratories.

COMMISSIONER MASTERSON:

I would move, with great joy, I would say, to fully accredit Pro V&V Laboratories as an EAC accredited voting system test laboratory.

VICE-CHAIR HICKS:



And I would second that motion full heartedly. 

CHAIR McCORMICK:

Any discussion?  We have a motion and a second.  All those in favor say aye, those opposed say nay.  Any opposing? 

[The motion carried unanimously.]

***

CHAIR McCORMICK:

Congratulations Mr. Cobb, your laboratory, Pro V&V, has been accredited by the Election Assistance Commission.  Thank you for your patience. 

COMMISSIONER MASTERSON:



Congratulations Jack.

[Applause]

CHAIR McCORMICK:



The Commission will now hear testimony from Mr. Hancock. 

MR. HANCOCK:



Jessica.

CHAIR McCORMICK:



I’m sorry, Jessica. 

MS. MILLER:



Myers.

CHAIR McCORMICK:

Ms. Myers, I had the wrong name in my list here -- regarding the status of the Voluntary Voting Systems Guidelines 1.1., also known as VVSG.  VVSG 1.1 is a revision to the current voting systems guidelines.  The purpose of these revisions is to improve the efficiency, accuracy and testability of the requirements.  
Ms. Myers, please go ahead with your remarks. 

MS. MYERS:

Chairwoman McCormick,  Vice-Chair Hicks, Commissioner Masterson, Acting Executive Director Miller, thank you for allowing me to testify today regarding the proposed revision to the 2005 Voluntary Voting System Guidelines, which I’ll refer to VVSG.


Before I discuss the revisions, I think it is important to provide terminology and context for the discussion.  There are four different sets of voting systems standards or guidelines that may come up during today’s discussion.  
The 2002 Voting System Standards or 2002 VSS, the 2005 VVSG.

The revision of the 2005 VVSG or VVSG 1.1, and the next 


iteration of the VVSG or VVSG 2.0.  
As you may be aware, the 2002 VSS was created by the Federal Election Commission and used by the National Association of State Election Directors for their testing process.  
The 2005 VVSG was adopted by the EAC in December of 2005, as required by the Help America Vote Act, and we refer to it as 1.0. 
The revisions to the 2005 VVSG are what we will discuss today and we refer to as VVSG 1.1.  
And finally, the next iteration of the VVSG is a draft created by the EAC’s Technical Guidelines Development Committee in August of 2007, and we refer to it as VVSG 2.0. 


The EAC adopted the 2005 VVSG in December of 2005 within the nine-month timeframe as prescribed by HAVA.  After adoption, the EAC’s Voting System Testing and Certification Program began.  In December of 2006, the 2005 VVSG became the standard used for testing all systems submitted to the EAC Testing and Certification program.  The 2005 VVSG was introduced in 2007.  For a period of time, manufacturers could request to be tested to the 2002 VSS or the 2005 VVSG.  By December 2007 voting systems could no longer be approved for testing to the 2002 VSS, and the 2005 VVSG, or 1.0 was fully implemented.  

In the course of testing voting systems the Testing and Certification program learned a great deal regarding the testability and clarity of the guidelines.  It is this practical experience that led to the decision to propose a revision to the 2005 VVSG.  The purpose of the revision was threefold; to clarify the guidelines to make them more testable, to enable the National Institute of Standards and Technology, or NIST, to create test suites for the proposed revisions, and to update portions of the guidelines that could be easily updated without dramatically altering the guidelines.  In essence, EAC wanted to improve the consistency and efficiency of the testing process in a short period of time.  


To accomplish these goals EAC worked with its partners at NIST to take portions of the next iteration, or VVSG 2.0, and incorporate them into the 2005 VVSG, which would create VVSG 1.1.  This allowed EAC to take advantage of the precise testable nature of some of the requirements in the next iteration while maintaining the general structure and testing scheme of the current 2005 VVSG.  Those sections of 2.0 selected for use in 1.1 represent areas EAC identified as being most in need of clarification and updating, as well as easily implementable into the 2005 VVSG.  Generally, these items included:

Human factors requirements, except for the usability benchmarks, security requirements including VVPAT, electronic records, cryptography, system security specifications, and external interface specifications, and additional core requirements like software, workmanship, reliability, accuracy, and humidity.  We also wanted to incorporate requests for interpretations, or RFIs, that the Testing and Certification Program had issued up to that point, and would eventually work to incorporate two public comment periods that combined to a review period of 250 days.  
The first 120 day public comment period on VVSG 1.1 opened on June 1st, 2009, and closed September 28th, 2009.  EAC received 244 public comments during this period.  EAC and NIST worked together to determine which comments would be accepted and which would not.  78 comments were not accepted, 159 comments were either accepted or partially accepted, and revisions were made to VVSG 1.1.  Seven comments were grouped into five policy decisions presented to Commissioners Bresso, Davidson, and Hillman on September 21st, 2010.  These policy questions were never voted on by these Commissioners.

After the comment period in 2009, the EAC’s Testing and Certification Program discovered additional best practices, experienced anomalies and deficiencies with voting systems entering the Testing and Certification Program and clarified many ambiguities with the standard VVSG 1.0, or 2005, through the RFI process.  Changes were made after the 2009 120 day public comment period to address some of these issues.  After the 2009 public comment period we made changes to the following areas:


There were telecommunications.  All references to NSRL were removed.  We provided a secondary method of software validation that is not currently available in the 2005 VVSG.  We enhanced access control requirements based on the two-tier access control model present in today’s election equipment.  We combined sections eight and nine on quality assurance and configuration management into a single section.  We addressed coding conventions, which we had issued an RFI about.  We expanded alternative language requirements, requiring all systems to officially support at least one ideographic language.  This was based on an RFI that we issued in a test campaign.  And we enhanced and strengthened logging requirements by requiring greater clarity and specific information, especially for election logs, based on some research that we had done within our division and with some of our technical reviewers.  We also incorporated all other relevant RFIs within the latest draft of 1.1.  

Then we put VVSG 1.1 out for a second 130-day public comment period, which opened on September 6th, 2012, and closed on January 14th, 2013.  EAC received 701 comments during this comment period.  EAC reviewed the comments, divided them into four categories: accept, reject, comments on non-highlighted sections, and comments for discussion with NIST.  After initial sorting, the EAC met with NIST to resolve the comments that needed discussion.  After this meeting, EAC made final determinations on all comments and began revising VVSG 1.1.  EAC accepted 178 comments.  157 comments were not accepted.  366 comments were on sections of 1.1 that were not highlighted and not open for comment, based on the Federal Register Notice for the second comment period.  EAC received five additional comments after the comment period that came up during work with NIST on test assertions that are being created for VVSG 1.1, and we will revise these in the version of 1.1 that we hope to present to you. 

The Testing and Certification division finished the bulk of revisions and is currently working on a few definitions, which were requested during a public comment period, final formatting of the document and final reviews.



That is my testimony. 

CHAIR McCORMICK:

Thank you, Ms. Myers.  At this point, I will open up the discussion of the other Commissioners and myself to ask questions.  And I have a couple questions for you.

How much work is left to do on 1.1?  And when will the final draft be ready for presentation to the Commissioners?
MS. MYERS:

We have about 15 open comments, and most of those are definitions.  So, right now I’m working on getting those definitions finalized and I can get those revisions in.  Then, I have to clean up some of the formatting, do a final review to make sure all our revisions are complete, compile a spreadsheet for the comments, and then we’ll be ready to present it.  So, I would say, a few weeks. 

CHAIR McCORMICK:

Thank you.  And could you also tell me how the states will benefit from the implementation of 1.1?

MS. MYERS:

Yeah, so the original idea with 1.1 was to enable us to bring in some stronger security, usability and accessibility requirements.  Because we’ve had a couple of years to continue revising it, we’ve also had the opportunity to learn an awful lot from our Testing and Certification Program, and through those RFIs we’ve been able to update the next set of standards to work better, be more clear, and hopefully allow for a faster certification process.  


We have also been working with NIST, not just on test assertions for the 2005 VVSG, but for the proposed VVSG 1.1.  So, those are ready, and as soon as we have VVSG 1.1 approved by you all, we will verify that those test assertions are accurate, and can be released, to help state certification programs know what we’re testing, and how we’re testing, either so that they don’t have to do redundant testing, and to help them figure out how they can test their systems better. 


We have also, in the Testing and Certification division, been working on a requirements mapping project with our virtual view tool, which is what we use for test campaigns.  We have currently worked with a number of states to map the 2005 VVSG requirements to state requirements, again, to cut down on redundant testing, but hopefully to eventually get to a point where states can log into our system, and also check off and verify their requirements during our testing process, so we can release one report that could be carried into the state.  So, we’re also planning to, as soon as these are approved, begin work on mapping that and getting these entered into the VRT. 

CHAIR McCORMICK:

Do you know how many states rely on the VVSG or some portion of the VVSG?

MS. MYERS:

Yeah, so I know there are 35 that rely on either full federal certification, or a federal test lab, or use federal requirements.  I don’t have the number breakdown further than that, but I can provide those to you as soon as I’m done testifying.  But, I know that there are 35 out of 50 that use some part of our VVSG.  I also know for sure that at least one state, California, recently adopted 1.1 to use for their guidelines for their testing program.  So, it’s not just states that use our program, but there are also states that use our requirements and rely on us to put out requirements for them to test their systems. 

CHAIR McCORMICK:



Thank you.  Vice-Chair Hicks, do you have any questions?

VICE-CHAIR HICKS:

Yes, I have a couple of questions, Ms. Myers.  You mentioned that there were 157 comments not accepted...

MS. MYERS:



Yes.

VICE-CHAIR HICKS:

...in the latest round of open -- the open comment period from September 6th, 2012, through January 14th, 2013.  Can you give an example of what sort of comments are not accepted? 

MS. MYERS:

Off the top of my head I don’t have one, but I can absolutely get into more specifics with you when I get the spreadsheets up.  But what happened when we went through the initial review and sorting, and then, after the discussions with NIST, is that many of the ones that were -- ended up being rejected were not -- were not rejected because they weren’t interesting or good points, but were rejected because the goal of the requirements was to meet something specific that either we had experienced in our program, or had been raised with us, at meetings, to look for in systems.  So, in an effort to not water down requirements, that’s why many of the requirements that were rejected ended up being rejected because many of them were changes in a few words in the requirement that we, in discussion with NIST, or we, from experience in testing and certification, felt would water down the requirement to a point that it would defeat the original intent of the requirement. 

VICE-CHAIR HICKS:

Okay. With states waiting, I guess since 2005, since the last update was done, what sort of -- what’s the implementation schedule for 1.1?  

MS. MYERS:

Well, what we have -- we’ve gotten a lot of feedback, and I’m sure you all will hear more from people as soon as we get to the point where we can actually vote on these, but we’ve gotten a lot of feedback about giving enough lead-in time for manufacturers to begin preparing for testing to these requirements.  That said, we know, in our division, that most of the manufacturers have been bringing their systems in, even though they can only be certified to the VVSG, have been asking labs to test them to the draft 1.1 standards.  So, we would recommend a 12 to 18 month introduction period, additionally with a period of overlap similar to how the 2005 were introduced, at the same time that 2002, to give manufacturers an opportunity to get last modifications in.  And we would also then need to identify when, whatever period that we would no longer test to 2005, which would be something that we would want to discuss further with all of you.  But that’s -- that’s sort of what we’re envisioning. 
VICE-CHAIR HICKS:



Okay, thank you.

CHAIR McCORMICK:



Commissioner Masterson, do you have any questions? 

COMMISSIONER MASTERSON:

Yeah, thank you very much, and bear with me here Jess.  I think VVSG development is not like riding a bike.  I’m trying to get back on there.  The process for review and acceptance or rejection of public comment, walk me through sort of what that process is between you and NIST, and how that’s done.

MS. MYERS:

Okay.  So, how it worked -- I wasn’t actually handling it for the first review period so I’m not entirely clear on how that worked, but how I handled it from 2012 onward, was, we had the comment period, I collected all the comments, we took the comments with two of the computer engineers in the Testing and Certification division, sat down, parsed them out, because usually they come in letters, and so, divided them into, as best as we could, identify individual comments.  Then, I asked everyone in the division to read through.  So, I had done an initial sorting.  I asked everyone and sent out the four breakdowns.  So, the accept, reject, comments on non-highlighted section, and ones for discussion with NIST, and sent them around to our entire division and asked everyone to review and provide feedback on whether they thought that breakdown made sense or not, prior to sending the ones that we needed to discuss to NIST for those meetings.  So, we worked -- we spent a couple of weeks working through that and having a couple of meetings internally about where we thought things should go, whether or not there were things -- we also determined that there were a couple that we would accept even though they were on non-highlighted sections, because they were citations that were incorrect.  So, there were some things like that in making determinations.  And then, set up a meeting with all of the staff at NIST.  There were eight or nine different people from NIST, our entire division and one of our technical reviewers.  And we spent two-and-a-half days working through, individually, each one of those comments that we said we needed to have discussion on, and getting feedback from NIST on the original intent.  We had the person who had originally written most of those requirements that were pulled in, talking about what the original intent was.  We reviewed documents from TGDC and input from that and got feedback from the experts at NIST, and sorted that comments for discussion sheet into the other three remaining sheets, so either ones that were accepted – well, actually two remaining sheets, the ones that were accepted or ones that we would reject, which were some of what I was talking about before.  Most of the ones that ended up being rejected from that were because they would water down the original intent.  And then, after that process was complete I started revising the document.  And that’s pretty much -- pretty much it.
COMMISSIONER MASTERSON:

And, you said, I believe 250 days of public comment total on this document?

MS. MYERS:

Yeah, total.  And I will say -- so there was the original 120, and then, we had made some changes based on the program, because we had no Commissioners to approve, and so, we wanted to make sure that the document kept growing.  I know one of the concerns is that they’re outdated.  We’ve done our best to keep them as updated and in line with the program, even without having Commissioners.  So that’s why we put it out for another 100 -- originally it was going to be 100 -- a 90-day comment period, and we ended up expanding it to 130 days because there were concerns from some people who wanted to submit comments that because of the holidays and the comment period would have ended over the holidays that they wanted more time.  So we had another 130 days.  We also walked through both sets of changes with the document, with our test labs, with manufacturers.  We’ve had ongoing conversations with them throughout campaigns about input and feedback.  And if there are general things that have thrown up red flags, we’ve kept – obviously, kept in touch with NIST, as they’re doing test assertions, which is why we have five additional that we’ve accepted, that we will incorporate, to make sure that those test assertions can actually be applied properly.
COMMISSIONER MASTERSON:

You said something interesting during your testimony that I’m going to glom onto about state mapping.  And I know I’ve heard a number, I think NCSL and BPC, at one point, throughout, that 47 states use some portion...
MS. MYERS:



Right.

COMMISSIONER MASTERSON:

...here or there of the EAC’s Testing and Certification Program, so almost every state.  State mapping, benefits of state mapping to the requirements, what’s the goal of doing that state mapping? 

MS. MYERS:

The goal, and I’m actually really excited about it, because I’m a former state certification person, so this is one of my pet projects here, that I’m excited to finally get to put through, but one of the -- there are a couple goals that we’re trying -- and we’re working on it in phases.  And there will be another presentation at the state certification meeting later this year about the work that we’ve done.  But the goal that I have with these state requirements mapping project is to first start with mapping the state requirements to our requirements, so states are clear on which things are actually being tested in our program, and have a clearer understanding of it.  If we -- if they’ve agreed that this -- their requirement that says this matches our requirement that says this, that we can -- they can assume that that is covered in our program once they have the test report.


The other goals I have, and that we eventually hope to phase in, are also connecting those to test assertions, so they can see those test assertions whenever they go in.  They have their own log-ins for the VRTs, so it would be a separate section of the VRT, where they can go and see what their requirement is and what requirement matches to the VVSG, also what test assertion it maps to.  And in many cases, I’m hoping to eventually get to a point where we can also most of our test labs have general test cases or test suites, and we’d like to at least map to the name of those.  We know we can’t share them, but, at least map to the name of them, so when states are reading reports they can easily see, oh, this is the test that was done, and this is what came up during that and that maps to this requirement for me. 


And my overall final hope is that we get to a point where we can build a checklist for states, so while we’re doing our certification process they can either go to the lab during that same time in working with the lab to witness testing, or do any additional testing they need to have, but also, login to our site and say, okay, we saw the draft test report online, we’ve read it, we see that it met these requirements.  We can check these boxes because we actually have an attachment in our test reports that we can include state reports, state specific things.  And so, I’d really like to get to a point where we can use that, and use our VRT, to enable them to signoff, and we can include their signoff in our final report, so when it gets to them they already had a lot of it done.  So, that it cuts down on the redundancy, hopefully, it will cut down on some of the cost for them and the time. 
COMMISSIONER MASTERSON:

Yeah, I could tell you, in Ohio, you know, I’m fortunate to know the program, and so, we were able to, while the system was in for testing, have our matrix filled out, our Ohio specific matrix filled out while it was being tested federally, and it saved us a lot of time and money.  And I’m glad to hear that we’re, you know, the EAC, now, looking to do that, because it can save a lot of time and money for states.  I think that’s a great thing.  
I promised I wouldn’t filibuster today, so I have a yes or no question and then I’m done.

MS. MYERS:



Okay.

COMMISSIONER MASTERSON:

I promise.  It sounded to me when you mentioned testable, test suites, updates, yes or no, basically, the goal of these updates to 1.1 are to clarify the standards and improve the speed and efficiency of testing in order to save time and money? 

MS. MYERS:



Yes.

COMMISSIONER MASTERSON:



Thank you.

CHAIR McCORMICK:

Well, thank you to the Voting Systems Testing and Certification Division for all your continued work on VVSG 1.1.  
COMMISSIONER MASTERSON:



I have one more I forgot.

CHAIR McCORMICK:



Oh, sorry.

COMMISSIONER MASTERSON:



Bear with me, I did want to...

CHAIR McCORMICK:



Commissioner Masterson?

COMMISSIONER MASTERSON:

...introduce, without objection, into the record, a February 19th letter that we received from ACM, which is the Association for Computing Machinery, encouraging us to adopt 1.1, as well as some other programmatic things.  Is that…
VICE-CHAIR HICKS:



Yes.

COMMISSIONER MASTERSON:

And then, without objection, as well the December 19th letter we got from the Bipartisan Policy Center and the BCA, also encouraging us to deal with 1.1 and other programmatic things.  I’m sorry, I forgot.  I apologize, Madam Chair.

CHAIR McCORMICK:

No problem.  Without objection, we accept these letters for the record, thank you.

COMMISSIONER MASTERSON:



Thank you.

CHAIR McCORMICK:

So, Ms. Myers, thank you again for your testimony, and at this point I will ask Mr. Hancock to please come forward again and to brief the Commission on proposed revisions to the EAC two program manuals related to the voting system Testing and Certification Program. Like the revisions to the VVSG 1.1, the purpose of these revisions is to create efficiencies and clarity in the testing process in order to improve the process for the labs and the vendors and the EAC reviewers.  
Thank you, Mr. Hancock.
MR. HANCOCK:

Thank you, Madam Chair, good morning once again.  Yes, I will give you this morning a status update on where we are with the revisions to the Certification Program Manual and the Laboratory Accreditation Program Manual.

The initial versions of the EAC Certification Program Manual and Voting System Test Lab manuals were adopted by the EAC Commissioners in December of 2006 and July of 2008, respectively.  The EAC experience in working with both manuals, while at the same time striving to mature the certification and lab accreditation programs, themselves, led us to the conclusion that the manuals needed revision.  Certification division staff began this revision process for both documents sometime early in 2010.  
Today, as I said, I will give you a status update on where we are at this point, on both of these documents.


In the intervening years, both the original manuals have gone through several public comment periods.  In 2011, both manuals went through a 60 and 30-day public comment period related to their OMB Paperwork Reduction Act, burden analysis and number renewal.  In the spring of 2014, both manuals once again went through the same public comment process, because these OMB numbers expire every three years.  So this is going to be a recurring process every three years to get these numbers. 

A 60-day substantive public comment period for the new version 2.0 of the Laboratory Manual opened on April 16th, 2013, and closed on June 17th, 2013.  A 60-day substantive public comment period for version 2.0 of the Certification Manual opened on November 30th, 2010, and closed January 31st, 2011.  

At this point let me give you some of the major changes to the test laboratory program manual.  Whenever possible, the EAC will conduct the required accreditation audit that we do, that I mentioned we did with Jack’s lab and the other labs, and any follow-up visits at the same time as NVLAP accreditation audit or follow-up site visits.  And that’s just to relieve any burden on the test labs for having two different organizations doing two different audits at two different times during the same year.  So, it’s really to hopefully help out the labs a little bit.  


The next is an inclusion of a Test Readiness Review and this is in both manuals, so I won’t repeat it when I’m talking about our Certification Manual.  But this is the mechanism used by the EAC to ensure that test and evaluation resources aren’t committed to a voting system that is not ready for testing by a voting system test lab.  
A new requirement is going to be that the voting system technical data package be reviewed initially to make sure everything required by the VVSG is present.

A requirement that all of the system components, hardware 
and COTS components, are present, or will be present within 30 days of the initial review.  
There’s going to be a preliminary source code review of no less than one percent of the total lines of code, just to make sure that the code is mature and doesn’t contain any systematic non-conformities.  
Mark reading for those systems that are optical scan.  We want to make sure that the systems should be able to read a fully filled mark if it’s an optical scan system.  And that might seem a little bit redundant but, believe it or not, we have had systems in that could not initially read a fully filled oval.  
And finally, a summary of the COTS components, a detailed summary of what COTS components are included in the system.  

We believe that passing this test readiness review will make testing more efficient and much quicker.  Most of the campaigns that we have had that have dragged on for years and years were primarily because the systems were not ready when they were initially brought into the program, and prior to this we had really no way of checking on their initial readiness.  So, I think this is very important.

We’re going to put a requirement in that the VSTL participate in all meetings related to the development of the Technology Testing Agreements that we came out with this year.  
The VSTLs will also be required to use our Virtual Review Tool that Jessica mentioned to identify the standards that apply to the system being tested and to identify the testing being performed on that system.

Also, testing previously performed on a voting system by a VSTL or third party test lab operating at the discretion of a VSTL may be reused at the discretion of a lead VSTL and the EAC.  This is something that came up very early in our program, the reuse of testing, and it’s come up time and time again since, so we made a slight modification in that area.


And those are the major changes for the Lab Manual.  During our public comment period the laboratory manual received 22 comments from two separate commenters.  And, again, all comments were considered during the EAC staff revision of this document.


I’ll go over now some of the major changes to the Testing and Certification Program Manual.  We did modify the definition of a COTS device from discussions that we had here at an EAC roundtable, which was kind of exciting. So, the new definition of commercial-off-the-shelf is: “Software, firmware, device or component, with no manufacturer modifications that is currently in use outside the election industry and is incorporated into a voting system.”  And I think that’s one of the first roundtables that we got great substantive feedback for us, so I’m really happy to include that in this manual.  
We included a more detailed definition of the term “manufacturing or assembly facilities.”

We put in a requirement that manufacturers report, to the Program Director, the names of each state or local jurisdiction using an EAC certified voting system, within five business days of delivery of a product to that jurisdiction.  As many of you know, that look at our website, we do have a map that shows each jurisdiction and what EAC certified system is on there.  And so, it’s very useful for the public as well as election officials, I believe.  
We have additional requirements related to our Technology Testing Agreement, and basically, it simply copies what was in our Notice of Clarification 2014-01 into the Program Manual.  
We have a revised definition of change order.  That’s kind of technical, and the language is here and we can talk about that if you’d like.  
Another very, very important one is we have added software to the definition of de minimis change.  De minimis change is now a change to a certified voting systems hardware, software, TDP or data, the nature of which will not materially alter the systems reliability, functionality, capability or operation.  That software -- the word software was not included in the first version of the manual, and we immediately heard from manufacturers that it should be.  And we are also happy to, at this point, be able to put that in there.  

Let’s see, we revised the section on the certification application.  We had previously had four categories, which we just simply simplified to two categories, a new system and a modification.  You know, when we were writing the manual we really had no experience doing this, and so, we had a couple other definitions or categories in there that we’ve never used, so we just decided to take those out.


Also important, we’ve added deficiency criteria to this manual.  We’ve developed a number of metrics to determine if voting systems under test by a VSTL should be removed from the EAC’s Testing and Certification Program and returned to the manufacturer for further readiness review and/or Q/A testing.  These metrics include:

The duration of time a system is in a VSTL for testing, any significant delays or inactivity during a test campaign, the type or significance of deficiencies found, total number of deficiencies, excluding some source code coding convention deficiencies, and a sort of complicated defect density ratio that we came up with, and we can perhaps talk about more at the next meeting, and also, maximum number of errors in each of several different categories.  And again, this is important.  Somewhat like the test readiness review, because we did, especially early on in the program, see a number of systems that had a large number of deficiencies that would keep being modified and patched, and just going on and on.  Finally, most of them were either pulled or received certification, but it did take a very long time.  It cost the manufacturer a lot of money, a lot of time, by the test laboratory and their personnel.  So, hopefully, this will alleviate some of that, as well.  


We added a simple requirement that information provided in the test report shall be provided in a clear, complete and unambiguous manner, so that a wide range of readers and users of the document are going to be able to understand the evaluation supporting that system certification. 

We revised some of the requirements on the EAC Mark of Certification, as noted in an earlier EAC Notice of Clarification.  
We also have a new requirement that manufacturers provide any technical bulletins or product advisories issued on an EAC certified voting system, to the EAC, at the same time that those product advisories are issued to their customers.  And we -- the dates are within 24 hours of issuance.  Generally these are very, very important, time critical, and so, we thought 24 hours was a good metric for us to use in that instance.

During the public comment period on this manual we received 43 comments from three separate commenters.  And again, all comments were considered during the staff’s revision of this document.  
After final formatting adjustments of the manuals and internal briefings on the details of the changes I mentioned, I will recommend that the Commission consider these documents for a final vote on adoption at the next scheduled EAC public meeting.  In addition, at that time I can go over -- can go into significantly greater detail on any or all of the changes that I mentioned today, and will be, of course, prepared to answer questions to those changes at that time.  


As part of its continuing effort to reduce paperwork and the respondent burden, in accordance with our favorite Paperwork Reduction Act of 1995, after the ultimate approval of these documents by the Commission, the EAC will again invite the public to take a 30-day public -- 30-day opportunity to comment on the EAC’s request to collect certain information in these manuals.  Comments will be invited on:  Whether the proposed collection of information is necessary for the proper performance of the functions of the agency; the accuracy of the agency’s estimate of the burden of the proposed information collection; ways to enhance the quality, utility and clarity of the information to be collected; and finally, ways to minimize the burden of the information collected on respondents.  Again, we’ll summarize these and include notices in the request for approval of this information. 


The notice will request comments only, and I think this is very important, only on the four criteria noted above.  It will not be another substantive public comment period.  Upon approval by OMB, the EAC manuals will receive their OMB control numbers which, as I mentioned, will be good for a period of three years at that point.


Thank you for the opportunity to give testimony on these manuals and I’m happy to take questions at this point.

CHAIR McCORMICK:

Thank you Mr. Hancock, I have a couple of questions.  How would you characterize the general nature of the majority of the changes that were made to these manuals? 
MR. HANCOCK:

Thank you Madam Chair.  Certainly, the majority of the changes, in fact, the vast majority, if not all of the changes, were made to improve the efficiency, speed and hopefully reduce costs for the testing and certification of voting systems.  You know, we’ve learned a lot over the ensuing, you know, six or eight years since this program first opened and, you know, I think these changes are needed, and it’s high time that we make them. 

CHAIR McCORMICK:

And in your opinion, with the approval of these manuals, will they in any way assist the states in preparing for the 2016 Presidential election?

MR. HANCOCK:

Well, certainly to the extent that we’ll be able to get new systems or modifications to systems that are needed in those elections out in a more rapid fashion, and allow states to do their own certification process, and do acceptance testing and all the other things they need to do, then, yes, it certainly will. 

CHAIR McCORMICK:

Okay.  I’ll now open the discussion for other Commissioners to ask questions.  Vice-Chair Hicks, do you have a question?

VICE-CHAIR HICKS:

I only have one question.  Is it necessary for us to consider some of the implementation period for either of these manuals?

MR. HANCOCK:

I certainly think it’s something that we should consider, and perhaps, you know, bring up for more -- further discussion at the next meeting.  I don’t believe that it has to be an extended implementation period, you know.  Much like some of the items in VVSG 1.1 that Jessica commented on, the changes have already been implemented into our program through our Notices of Clarification.  So, the manufacturers and test labs have been using many of these changes already for a number of years, some as early as 2007 or 2008.  So, I do think we should have a short period of implementation, just to make sure that, you know, all the stakeholders know what these new manuals contain.  But I don’t think it needs to be an extension period. 
VICE-CHAIR HICKS:



Thank you. 
MR. HANCOCK:



Thank you.

CHAIR McCORMICK:



Commissioner Masterson?

COMMISSIONER MASTERSON:

Thank you, and before I forget, so that I don’t do it to you again, I’d like permission, without objection, to introduce in the record the NASED, National Association of State Election Directors, letter that was sent to us, even prior before our confirmation, regarding both the Program Manuals and VVSG 1.1. 

CHAIR McCORMICK:



Without objection, so accepted.

COMMISSIONER MASTERSON:

Thank you.  Mr. Hancock, I appreciate your testimony and work on this.  
Can you give us an idea, to the best, you know, of what you remember, how long did the first system take to get certified and what did the last system take to get certified?  And we’re talking full certification of a system.
MR. HANCOCK:



Right, well a lot of that’s ancient history.

COMMISSIONER MASTERSON:



That means I’m ancient history, but yeah. 

[Laughter]

MR. HANCOCK:

Well, don’t -- let’s not talk about it.  Certainly, you know, the first two to three systems, maybe four systems, that we got through, took an extensive amount of time, even if they were new systems.  But it was a new program, right?  You know, I’ve said this a number of times but, you know, I think people had to a little bit of an unrealistic expectation of how long it takes to stand up a new program, you know.  They look at programs, like the FCC has, like the FAA has, and they think, you know, these programs work great, you know.  They get things through quickly, they’re very responsive.  Well, the one thing that people don’t take into account is they’ve been in existence for 50 years, for 45 years, whatever the case might be, and it took them a while to achieve the level of experience, you know, and speed and efficiency that they’ve received.  I think we’re getting there.  We’re much better than we were.  
Right now, modifications should take, you know, depending on the complexity, of course, you know, should probably take anywhere between three and six months, probably on the lower side of that for most modifications.  And we’ve been achieving those goals.  New systems are, of course, more complex, more -- there’s more testing required, things like that, but certainly should not take more than nine months to a year, if they come in ready for testing and everything else goes smoothly. 
COMMISSIONER MASTERSON:

Would you say it’s common, uncommon for a modification to even take between, you know, two weeks to a month, depending on, you know, the complexity, obviously, of the modification?

MR. HANCOCK:

I’m not sure what the quickest that we’ve done one is, but I think it was just over a month, perhaps.  So, I mean, if it’s, you know, if they’re only making one, perhaps, small change to code or something else, it can be done fairly quickly, yes.

COMMISSIONER MASTERSON:

Quickly, on the Readiness for Testing Review, I know you mentioned the importance of it given, you know, the systems that came in initially, and I remember this well, just having hundreds, and in some cases, thousands of anomalies in testing. 

MR. HANCOCK:



Right. 

COMMISSIONER MASTERSON:

What will this Readiness for Testing Review do to address that?  How will it address that so that we have systems that come in ready and prepared to pass testing?

MR. HANCOCK:

Right, right, well, I think two things.  First of all, it’s going to give the manufacturer sort of a heads up that we’re going to be taking a very careful look at this, initially.  And so, I think they will do a better job in their quality assurance process and development process on the frontend.  That’s already being done to a large extent.  You know, the manufacturers, like the EAC, have learned a lot during these ensuing years, and the vast majority of them are much better in their quality assurance process.  Their certification staff is much more knowledgeable of what we do and how to get things through the process quicker.  So, I think those two things together will combine for a much more efficient process. 
COMMISSIONER MASTERSON:



It sounds like we have better systems as a result of the testing.

MR. HANCOCK:



We do have better system testing, yes. 

COMMISSIONER MASTERSON:



That’s all, thank you.

CHAIR McCORMICK:



Thank you Mr. Hancock, we appreciate your testimonies today.

MR. HANCOCK:



Thank you.

VICE-CHAIR HICKS:

I want to ensure that the -- there’s one other letter that’s included in the record, and that’s a letter that we got from ES&S yesterday, as well.

MR. HANCOCK:

Yeah, I have that too.  I just -- I mean, I came papered up, you’re welcome. 

[Laughter]

COMMISSIONER MASTERSON:

But I was going to do that as part of the public comment period if you’d like.

VICE-CHAIR HICKS:



Oh, okay.

CHAIR McCORMICK:

Okay.  So, the Commission will now consider the Roles and Responsibilities policy that was adopted by the Commission previously.  This document outlines the roles and responsibilities of the Commissioners and the Executive Director of the Commission, and it was based on previous conditions that no longer exist.  It has been superseded by the confirmation of the current Commission.


I will now entertain any motions regarding this document, if any of the Commissioners should move. 

COMMISSIONER MASTERSON:

Yeah, I would move for consideration, possible adoption of the Organizational Management Policy Statement, which, I have copies of, if we don’t mind handing these out to everyone.  

VICE-CHAIR HICKS:



And I second the motion.

CHAIR McCORMICK:

So, any discussion?  We have a motion and a second.  So, discussion? 

COMMISSIONER MASTERSON:

If I could speak just briefly to the motion, and then, certainly open it up.

CHAIR McCORMICK:



Commissioner Masterson.

COMMISSIONER MASTERSON:

As you said Madam Chair in your opening remarks, this document is intended to address the new situation/environment at the EAC, as opposed to the original roles and responsibilities document and recognize that this is a changed situation and paradigm, and address many of the concerns that that document had while recognizing the important that the Commission and the Commissioners have in the function of the agency.  Thank you.

CHAIR McCORMICK:



Thank you.  Vice-Chair Hicks, do you have comments?

VICE-CHAIR HICKS:

Yeah, I have a few comments.  The Help America Vote Act was passed with overwhelmingly bipartisan bicameral support.  The entire nation embraced the new law in wake of the 2000 Presidential election.  Election officials and civil rights organizations welcomed the new agency, the Election Assistance Commission, to distribute billions in funding and give the nation best practices to improve elections.  For whatever reason along the way, the agency became embroiled in battles that prevented it from fully moving forward.  This led to the Commission passing the roles and responsibilities document that laid out the duties of the Commission and Executive Director.  The document has a good overall goal.  Its time has come and I hope that this document can be a guide for the agency for years to come.  Today the Commission is considering replacing that document with one that is more in tune with where the agency stands today, the Organizational Management Policy Statement.  This document lays out the overall high-level guidelines that the agency should follow without being overly burdensome on the staff, and not changing policies, should the agency find itself without quorum of Commissioners in the future.  I and my fellow Commissioners agree that this document continues to instruct the Executive Director to continue maintaining the federal form consistent with the Commissioners’ past directives, unless and until such directions were counter made should the agency find itself again without a quorum.  The Executive Director will still be able to manage the daily functions of the agency consistent with federal statute, regulation and the EAC policies, answer questions from stakeholders regarding the application of NVRA and HAVA consistent with EAC policies and guidelines and advisory and policies as set by the Commissioners.  Last, the EAC will continue to maintain the federal registration form consistent with NVRA and EAC regulatory and policy -- regulations and policy.  And with that I yield back.
CHAIR McCORMICK:


Thank you Vice-Chair Hicks.  I’ll just mention that this proposed policy supersedes several documents that the Commission has previously considered or voted on, including the roles and responsibilities document, and it incorporates into it the order of succession if there are no Commissioners and it provides procedure for the ongoing operation of the Boards if there are no Commissioners which is very important as it has now slowed down our process to get work done that we have now had to reconstitute the Boards and we don’t want to end up in this situation again.  Then we also included in here a few other items of importance to the Commission and we believe this policy will help us guide us going forward in the next several years.  We appreciate the work that other Commissioners have done on this.
So without further ado we have a motion and a second and 


all those in favor say aye.  All those opposed?

[The motion carried unanimously.]

***

CHAIR McCORMICK:

No opposition, the Organizational Management Policy Statement is therefore adopted.


So, now we will hear from members of the public who notified us that they wish to speak to the Commission regarding the VVSG 1.1.  Is Ms. Susannah Goodman, Director of the Voter Integrity Project at Common Cause here today?  You can come forward.  Thank you for joining us today Ms. Goodman.  Thank you for that.
MS. GOODMAN:



Thank you.

CHAIR McCORMICK:

So, you have five minutes to address the Commission on your concerns about the VVSG 1.1.

MS. GOODMAN:

Great.  Good morning.  My name is Susannah Goodman.  I’m the Director of Voting Integrity Program at Common Cause.  Common Cause is a non-profit, non-partisan, citizen advocacy organization dedicated to improving the accountability of government and the elections process.  Common Cause has 400,000 members and supporters and 35 chapters nationwide who work in state capitols around the country and some distinguished alumni. 

First, let me say it’s a great day.  On behalf of Common Cause I can’t tell you how delighted I am to finally see the three of you, Vice-Chair Hicks, Commissioner Masterson and Chair McCormick seated.  And it is good to see you again Acting Director Alice Miller.


It is a real pleasure to see you immediately engaged in the critical work of the Commission.  Like most policy advocates in this area, I urge you all to swiftly consider and adopt the Voluntary Voting Systems Guidelines 1.1., and we commend the Commission for its work in this area.  I would be remiss if I did not say that we at Common Cause of course look forward to working with you on future guidelines.


As you move forward, I don’t have to tell you that today’s certification landscape is in flux.  The fact is it that certification guidelines can lag behind the expanding voting system environment of today and tomorrow.  More jurisdictions use vote by mail and vote centers than a decade ago.  Additional ancillary systems are proliferating, such as online voter registration systems, Election Night reporting systems, online ballot delivery, online ballot delivery and marking systems, electronic poll books, Internet voting systems and more.  For those systems, there are no federal standards.  Thus, there is no federal testing for such ancillary or new systems even though some, or possibly all, may impact a voter’s ability to access, mark and cast an effective ballot.  That absence of oversight may need to change to prevent a rush to bad technology.  However, we also note that adding effort to an already resource heavy certification process is complicated.  To be sure, elections officials we work with largely agree that the EAC testing and certification function is critical and needed resource, particularly for states that do little or no testing and certification, but even for those that do extensive testing under their own auspices. 

Finding a balance between enough testing and certification with appropriate use requirements such as post election audits will be important and make a difference in how well we safeguard the validity of our elections.

Finally, as the Commission moves forward, we at Common Cause strongly urge the Commissioners to examine future voting system guidelines in light of a paradigm shift in elections.  At Common Cause we hope that we as a country move away from relying solely on certifying voting systems and place more emphasis on certifying election outcomes.  Voting system certification alone cannot ensure security and that election outcomes reflect voter intent.  Systems can be modified post-certification and certification may miss existing problems despite best efforts.  To move towards certifying election outcomes robust, risk-limiting post election audits should be standard practice.  This will reduce the chance that a wrong outcome would not be found uncorrected.  And it critical to state that in order to have robust, risk-limiting post election audits voting systems have to have software independence, namely voter verified paper ballots, which can be used to audit the election outcome and election jurisdictions need to be able to account for those ballots with robust ballot accounting and reconciliation procedures.  As my colleague likes to say, “It’s the day after the election.  Do you know where your ballots are?”  

Well let me close again by extending my sincere congratulations to you all and a heartfelt welcome from all of us at Common Cause.

CHAIR McCORMICK:

Thank you so much Ms. Goodman and we appreciate you giving us those remarks.

MS. GOODMAN:



Sure.

CHAIR McCORMICK:

Next is Mr. Kevin Linehan.  Is Mr. Linehan here? 
UNIDENTIFIED SPEAKER:

He was unable to attend. 

CHAIR McCORMICK:

He’s not able to attend?  Thank you.  Then we’ll next connect to Dr. Maximilian Etschmaier.  He’s an adjunct professor at San Diego State University and he is giving us testimony by phone I believe from California, so Dr. Etschmaier?
DR. ETSCHMAIER:
Yes, hello.  Thank you very much for giving me this opportunity to speak to you remotely.


My work is focused on the design, analysis and operation of Purposeful Systems [inaudible-technical difficulties].  
 My involvement with voting system regulation started in 2006, when I spent more than a year examining requirements for a new VVSG.  That was number 1.1.  I examined existing legal and regulatory requirements and conducted a detailed analysis of issues surrounding voting systems.  My work used a holistic systems approach, led to a series of reports and culminated in a draft for portions of the VVSG.  Part of this is included in the most recent VVSG draft, especially quality and configuration management guidelines. 

I recommend that you reexamine the whole role of regulation.  VVSG is a form of regulation since it provides the basis for certifying voting machines.  There’s currently a debate in legal, economic and policy analysis circles about how to craft regulations that will be effective and efficient.  The debate is focused on two alternatives; rules-based regulation and principles-based regulation.  
Rules-based regulation spells out how the regulated can satisfy the objectives of the regulation.  It spells out in detail options, including specific technology and procedures the regulated can follow to comply. Typically, rules-based regulation is lengthy, complex and quickly outdated.  It requires substantial experience of the regulated to craft systems that will be in compliance, thus erecting high barriers of entry.  It also requires a large regulatory staff to stay current and to interpret the regulations for each specific circumstance, to update the regulation as new technology becomes available.  Consequently, the body of the regulation keeps growing and it’s expensive to maintain.  Also, the regulators may be required to perform benefit-cost evaluations for each technology option and decide like for instance in air quality regulation which technology is reasonably available.  
The current version of the VVSG is a typical example of the rules-based approach.  
By contrast, principles-based regulation only spells out the objectives that needs to be accomplished and leaves detail and economic considerations to the regulator -- I’m sorry -- to the regulated who are compelled by the forces of competition to seek compliance in the most economic manner.  By restricting itself to mandating only principles, required outcomes and verification protocols this type of regulation leaves the regulated free to choose means that they find most suitable for their point of view.  Thus it enables innovation.  Since the resulting regulatory body is much simpler than the existing VVSG, it also requires less effort and cost of the regulator as well as the regulated.  For the regulated, this lowers the barrier of entry.   

Research we performed within the NIST voting program shows that it is possible to find structure and language for principles-based regulation that would assure that voting machines would be reliable and trustworthy.  The volume of the regulation would be a fraction of the current VVSG.  Compliance by the regulated would be greatly simplified and the regulation would be completely neutral to the specific technology used in the voting machine.  In fact, it is easy to demonstrate that the ballot box readily complies.  
Technology neutrality was one of ten requirements demanded by a working group that was recently organized by the EAC staff.  The other requirements would be met as well.

In summary, we recommend that the Commission embrace principles-based regulation to develop the new VVSG.  Our work could readily serve as a framework for developing new voting systems regulations that would meet the demand for regulation to be effective, yet impose a minimum burden on the regulated and requires a minimal apparatus to administer.  
Principles-based regulation is technology neutral and defines a framework for actions by the regulated that provides the highest measure of freedom.  It would focus on defining functions the voting machine needs to possess and that may not be lost under any circumstance.


That concludes my remarks.  Thank you very much for giving me this opportunity to present this to you.

CHAIR McCORMICK:

Thank you very much Dr. Etschmaier.  We appreciate you calling into us and providing us your comments.  


The Commission has also received written remarks from Mr. Frank Henry who identified himself as a full voting rights advocate and Mr. Henry’s written remarks will be included in the record without any objection?  Any other...
VICE-CHAIR HICKS:



No objection.

CHAIR McCORMICK:



Okay.

COMMISSIONER MASTERSON:

Just for the record, also we received a letter from Election Systems and Software also requesting public comment.  So without objection, I’d like to enter that into the record as well.

CHAIR McCORMICK:



Without objection so accepted.  Thank you.


So I want to thank everyone here in attendance and all watching via webcast.  We look forward to our next public meeting which we hope will be on March 31st.  
And I will now move to adjourn the meeting.  

VICE-CHAIR HICKS:



I second the movement. 

CHAIR McCORMICK:




Those in favor say aye.

[The motion carried unanimously.]

***

CHAIR McCORMICK:



Thank you, meeting adjourned.

[The EAC meeting adjourned at 11:44 a.m. EST]
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