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1 Introduction

This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance
summarizing the federal voting system certification testing of the Dominion Voting Systems, Sequoia
WInEDS 4.0 voting system to the Federal Election Commission Voting System Standards 2002 (VSS
2002).

The Sequoia WInEDS 4.0 test campaign is an initial EAC Certification. It incorporates an Election
Management System and five voting devices, two of which include two hardware models.
e The WInEDS election management system for ballot preparation and central count functions;
e The EDGE2plus touch screen Direct Recording Electronic (DRE) video and audio voter editable
ballot devices with accessible ballot inputs for voters with manual dexterity limitations (models
300 CO.3, 300 CO.4 and 305 CO.4);
e The Edge Il touch screen DRE video voter editable ballot devices with peripheral hardware to
support audio ballot and a Voter Verified Paper Audit Trail (VVPAT);
e The Optech Insight and Optech Insight Plus precinct count optical scanners; and
e The Optech 400-C central count optical scanner.

During the certification test campaign, Sequoia Voting Systems was purchased by Dominion Voting
Systems. For the purposes of this final report, Sequoia WIinEDS 4.0 refers to the voting system under
test during this federal test campaign.

The purpose of this document is to provide a summary of the certification testing and findings. The
complete list of the systems names, major subsystems, version numbers and any interfacing devices is
detailed in Section 3 - Voting System Identification. Additional details of the design, structure, and
processing capabilities are identified in Section 4 - Voting System Overview.

This certification test campaign included a Physical Configuration Audit (PCA) of the Sequoia WIinEDS
4.0 voting system which included a review of the documentation and source code submitted in the
Technical Data Package (TDP) to the requirements of the VSS 2002.

A Functional Configuration Audit (FCA) of the Sequoia WInEDS 4.0 voting system included a review of
the testing performed by Dominion to:

e The requirements of VSS 2002;

e The WInEDS voting system specifications of the Sequoia TDP; and

e The voting system requirements of section 301 of the Help American Vote Act (HAVA).
The FCA also includes identification of the scope of testing, a test plan, customization of test cases,
system configuration management, test execution, and analysis of the test results.

Certification testing was performed in compliance with the requirements of VSS 2002, Volume 2. The
test record included all test executions and reviews. All test executions and reviews included the record
of requirements that were satisfactorily and unsatisfactorily completed to the accept/reject criteria
identified in Appendix A, deficiencies noted, reports to Dominion, software and manufacturing
resolutions, validations of resolutions and documentation of incorporation of resolutions into the voting
system. During all phases of the certification testing iBeta provided Dominion with regular status
reports.

iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado. The company is a
full service software testing laboratory providing Quality Assurance and Software Testing for the
business and interactive entertainment communities. Testing was conducted at iBeta in Aurora,
Colorado.

iBeta Quality Assurance accreditations for the testing of voting systems to the federal standards include

e National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL)
e Election Assistance Commission Voting Systems Test Lab (VSTL)
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Non-core hardware environmental testing is outside iBeta’s test accreditation scope as a VSTL. This
testing was performed at the following subcontractors:

Criterion Technology, 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474

Oracle® Advanced Product Testing (APT), 1601 Dry Creek Drive Suite 2000, Longmont, CO
80503

Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806

Intertek Testing Services NA, Inc., 1795 Dogwood, Suite 200, Louisville, CO 80027

Exclusions:
The following functions are excluded from the WIinEDS 4.0 voting system and therefore not tested in this
certification effort:

Access to incomplete election returns or interactive queries;

Telecommunications: No voter authentication, ballot definition, individual vote records, or voter
lists are transmitted via public telecommunications; and

Shared Operating Environment: WIinEDS 4.0 does not share an environment with other data
processing functions.

In addition, the submitted voting system does not have components that are used external to the voting
functions.

The WInEDS Voting System components supported by the WIinEDS 4.0 Voting System that are not part
of the certification effort include:

1.1

Advantage D10;

Ballot Printing System (BPS);

WInEDS Bridge Tool;

Eagle model optical scanners;

Extended Services modules Teamwork and Vote Sim; and

The EDGE2plus APS UTG300 VVPAT printer which was withdrawn from the federal
certification during this test campaign.

Internal Documentation

The documents identified below are iBeta internal documents used in certification testing.
Table 1 Internal Documents

Version # | Title Abbreviation Date | Author (Org.)
v1.0 Voting Certification Master MSA contract | 30 May 2007 - 22 iBeta Quality Assurance
Services Agreement-Statement - SOW June 2007
of Work
VSTL Procedures
v3.0 Voting Deliverable Receipt February 9, 2010 iBeta Quality Assurance
Procedure
v2.0 PCA Document Review February 4, 2009 iBeta Quality Assurance
Procedure
v1.0 Witness Build Procedure April 7, 2008 iBeta Quality Assurance
v2.0 Trusted Build Procedure January 23, 2009 iBeta Quality Assurance
v2.0 PCA Source Code Review April 21, 2009 iBeta Quality Assurance
Procedure
v2.0 8051 Assembler Review Criteria April 21, 2009 iBeta Quality Assurance
v3.0 80x86 Assembler Review April 21, 2009 iBeta Quality Assurance
Criteria
v4.0 C-Sharp Review Criteria March 3, 2009 iBeta Quality Assurance
v5.0 C and C++ Review Criteria March 2, 2009 iBeta Quality Assurance
v3.0 Java Review Criteria April 21, 2009 iBeta Quality Assurance
v2.0 PowerScript Review Criteria April 21, 2009 iBeta Quality Assurance
v3.0 SQL Review Criteria April 21, 2009 iBeta Quality Assurance
v3.0 Visual Basic Review Criteria April 21, 2009 iBeta Quality Assurance
v3.0 VB.Net Review Criteria April 21, 2009 iBeta Quality Assurance
v2.0 Z80 Assembler Review Criteria April 21, 2009 iBeta Quality Assurance
v5.0 Test Case Preparation February 9, 2010 iBeta Quality Assurance
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Version # | Abbreviation | Author (Org.)
and Execution Procedure
v4.0 VSTL Test Planning Procedure May 23, 2008 iBeta Quality Assurance
v4.0 VSTL Certification Report April 24, 2008 iBeta Quality Assurance
Procedure
iBeta | Project Documents
Code and Equipment Receipt September 1, 2010 iBeta Quality Assurance
WInEDS 4.0
PCA Document Review WInEDS September 7, 2010 iBeta Quality Assurance
4.0
FCA Document Review WIinEDS February 25, 2008 iBeta Quality Assurance
4.0
EAC Clearing House Catalog for July 1, 2010 iBeta Quality Assurance
Sequoia
Sequoia PCA Configuration September 7, 2010 iBeta Quality Assurance
PCA and FCA Discrepancy September 7, 2010 iBeta Quality Assurance
Report WIinEDS 4.0
v3.0 WInEDS v. 4.0 VSTL Test Plan Test Plan April 17, 2009 iBeta Quality Assurance
FCA Telephony and July 26, 2010 iBeta Quality Assurance
Cryptographic Test Case
WInEDS 4.0
Sequoia FCA Security Review September 7, 2010 iBeta Quality Assurance
WInEDS 4.0
FCA Security Test - Linux August 31, 2010 iBeta Quality Assurance
Configuration Test Steps -
WInEDS-4.0
FCA Security Test - Windows August 27, 2010 iBeta Quality Assurance
Configuration Test Steps -
WInEDS-4.0
FCA Security Test Case -- August 17, 2010 iBeta Quality Assurance
Network Ports Steps-WinEDS4.0
FCA Security Test Case -- Serial December 29, 2009 iBeta Quality Assurance
Ports Steps - WInEDS4.0
FCA Accuracy Test Case - DRE March 26, 2010 iBeta Quality Assurance
FCA Accuracy Test Case - 5 November 2009 iBeta Quality Assurance
Optical Scan
FCA Environmental Test Case September 7, 2010 iBeta Quality Assurance
WInEDS 4.0
FCA Characteristics Test Case June 17, 2010 iBeta Quality Assurance
WInEDS 4.0
General 1 - CO System Test December 8, 2009 iBeta Quality Assurance
Case WIinEDSv 4.0, R1, R2, R3, R1: June 3, 2010
R4 R2: August 10, 2010
R3: August 27, 2010
R4: September 7,
2010
General 2 - Ml System Test v.0: January 7, 2010 | iBeta Quality Assurance
Case WIinEDSv 4.0 v.0, v.1 v.1: June 14, 2010
(Regression 1)
General 3 - IL System Test Case 8 September 2009 iBeta Quality Assurance
WInEDSv 4.0
General 4 - PA System Test 14 December 2009 iBeta Quality Assurance
Case WInEDSv 4.0
Primary 1 - WA System Test 5 January 2010 iBeta Quality Assurance
Case WInEDSv 4.0
Primary 2 - WI System Test 29 December 2009 iBeta Quality Assurance
Case WInEDSv 4.0
Primary 3 - AZ System Test 6 January 2010 iBeta Quality Assurance
Case WInEDSv 4.0
Primary 4 - IL System Test Case v.0: November 24, iBeta Quality Assurance
WInEDSv 4.0 v.0, v.1, v.2 2009
v.1: December 8,
2009
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Version # |

Abbreviation

v.2: June 2, 2010

Author (Org.)

Volume 1 - Closed Primary - IL
System Test Case WInEDSv 4.0

March 1, 2010

iBeta Quality Assurance

Volume 1A - Closed Primary - IL
System Test Case WInEDSv 4.0

March 1, 2010

iBeta Quality Assurance

Volume 2 - General - WA
System Test Case WInEDSv 4.0,
v.0, v.1

v.0: March 8, 2010
v.1: March 9, 2010

iBeta Quality Assurance

General 3R -IL System Level
Regression Test Case WIinEDSv
4.0

(Regression 1)

June 11, 2010

iBeta Quality Assurance

General 4R - PA System Level
Regression Test Case WIinEDSv
4.0

(Regression 1)

June 17, 2010

iBeta Quality Assurance

Primary 1R - WA System Level
Regression Test Case WIinEDSv
4.0

(Regression 1)

June 10, 2010

iBeta Quality Assurance

Primary 2R - WI System Level
Regression Test Case WIinEDSv
4.0

(Regression 1)

May 27, 2010

iBeta Quality Assurance

Primary 3R - AZ System Level
Regression Test Case WInEDSv
4.0

(Regression 1)

June 3, 2010

iBeta Quality Assurance

VolumelR System Level
Regression Test Case (Closed
Primary - IL)

(Regression 1)

July 8, 2010

iBeta Quality Assurance

HAAT90 R2 System Level
Regression Test Case
(Regression 2)

July 19, 2010

iBeta Quality Assurance

Custom_R3 Sequoia FCA
WInEDS 4.0

August 31, 2010

iBeta Quality Assurance

400C Merge System Level Test
Case (Regression 1)

June 24, 2010

iBeta Quality Assurance

400C Network System Level
Test Case

June 23, 2010

iBeta Quality Assurance

1.2

External Documentation

The documents identified below are external resources used to in certification testing.
Table 2 External Documents

Version # | Abbreviation Author (Org.)
Test Plan Approval Letter April 23, 2009 Election Assistance
Commission
Help America Vote Act HAVA October 29, 107™ Congress
2002
NIST Handbook | NVLAP Voting System NIST 150 February 2006 | National Voluntary Lab
150 2006 Testing Accreditation Program
Edition
NIST Handbook | NVLAP Voting System NIST 150-22 October 2007 National Voluntary Lab
150-22 Testing Accreditation Program
Federal Election VSS 2002 April 2002 Federal Election
Commission Voting System Commission
Standards
EAC Decision on Request Interpretation October 29, Election Assistance
for Interpretation 2007-04, 2007-04 2007 Commission
2005 VVSG Vol. 1 Section
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Version # | Abbreviation Author (Org.)
3.1.3
EAC Decision on Request Interpretation November 6, Election Assistance
for Interpretation 2007-05, 2007-05 2007 Commission
2005 VVSG Vol. 1 Section
4.2.1 (Testing Focus and
Applicability)
EAC Decision on Request Interpretation November 7, Election Assistance
for Interpretation 2007-06, 2007-06 2007 Commission
2005 VVSG Vol. 1 Section
4.1.1,2.1.2c &f, 2.3.3.30 and
2.4.3c&d. (Recording and
reporting undervotes)
EAC Decision on Request Interpretation February 6, Election Assistance
for Interpretation 2008-01, 2008-01 2008 Commission
2002 VSS Vol. Il, Section
4.7.1 & Appendix C
2005 VVSG Vaol. II, Section
4.7.1 & Appendix C
EAC Decision on Request Interpretation February 19, Election Assistance
for Interpretation 2008-02, 2008-02 2008 Commission
Battery Backup for Optical
Scan Voting machines
EAC Decision on Request Interpretation May 19, 2008 Election Assistance
for Interpretation 2008-04, 2008-04 Commission
Ballot Production -
Alternative languages
EAC Decision on Request Interpretation May 19, 2008 Election Assistance
for Interpretation 2008-05, 2008-05 Commission
Durability
EAC Decision on Request Interpretation August 29, Election Assistance
for Interpretation 2008-06 2008-06 2008 Commission
Battery Back Up for Central
Count
EAC Decision on Request Interpretation August 27, Election Assistance
for Interpretation 2008-07 2008-07 2008 Commission
Zero Report
EAC Decision on Request Interpretation August 1, 2008 | Election Assistance
for Interpretation 2008-08, 2008-08 Commission
Automatic Bar Code Reader
EAC Decision on Request Interpretation August 25, Election Assistance
for Interpretation 2008-09, 2008-09 2008 Commission
Safety (NRTL)
EAC Decision on Request Interpretation August 26, Election Assistance
for Interpretation 2008-10 2008-10 2008 Commission
Electrical Fast Transient
(EFT)
EAC Decision on VVPAT Interpretation October 5, Election Assistance
Accessibility 2009-01 2009 Commission
EAC Decision on Alternate Interpretation September 29, | Election Assistance
Languages 2009-02 2009 Commission
EAC Decision on Battery Interpretation September 28, | Election Assistance
Back Up for Central Count 2009-03 2009 Commission
Systems
EAC Decision on Audit Log Interpretation August 5, 2009 | Election Assistance
Events 2009-04 Commission
EAC Decision on T-Coil Interpretation June 25, 2009 Election Assistance
Requirement 2009-05 Commission
NOC 07-05: Voting System NOC 07-05 September 7, Election Assistance
Test Laboratory (VSTL) 2007 Commission
responsibilities in the
management and oversight
of third party testing.
NOC 08-001: Validity of Prior | NOC 08-001 March 26, 2008 | Election Assistance
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Version # | Abbreviation Author (Org.)
Non-core Hardware Commission
Environmental and EMC
Testing
NOC 08-002: EAC Mark of NOC 08-002 May 16, 2008 Election Assistance
Certification Final Commission
NOC 08-003: Conformance NOC 08-003 July 30, 2008 Election Assistance
Testing Requirements Commission
NOC 09-001: Requirements | NOC 09-001 May 1, 2009 Election Assistance
for Test Lab Development Commission
and Submission of Test
Plans
NOC 09-002: Laboratory NOC 09-002 May 4, 2009 Election Assistance
Independence Requirement Commission
NOC 09-003: De Minimis NOC 09-003 September 18, | Election Assistance
Change Determination 2009 Commission
Requirements
Voting System Testing and 1 January 2007 | Election Assistance
Certification Program Commission
Manual
Voting System Test 21 July 2008 Election Assistance
Laboratory Program Manual Commission
Sequoia Reuse of Hardware 24 July 2009 Election Assistance
Testing Letter Commission
Sequoia Reuse of Hardware 29 September Election Assistance
Testing Letter 2009 Commission

1.3 Technical Data Package Documents

The Technical Data Package Documents submitted for this certification test effort are listed in Section 3
System ldentification.

14 Test Report Contents

The contents of this Test Report include:
e Section 1: The Introduction - identifies the scope of certification testing.
e Section 2: The Certification Test Background identifies the process for the Physical and
Functional Configuration Audits.
e Section 3: The Voting System Identification identifies the system configuration including
hardware, software and the Technical Data Package documentation.
e Section 4: The Voting System Overview identifies the overall design and functionality of voting
system.
e Section 5: The Certification Review and Test Results are the methods and results of the testing
effort.
e Section 6: The Opinions & Recommendations of the acceptability of the voting system.
Test Operations, Findings and Data Analysis are in the appendices.
Appendix A: Certification Test Requirements
Appendix B: Source Code Reviews
Appendix C: PCA TDP Document Reviews
Appendix D: FCA Test Results
Appendix E: Discrepancy Report
Appendix F: Warrant of Accepting Change Control Responsibility
Appendix G: Trusted Builds
Appendix H: Amended Test Plan
Appendix I: State Test Reports
Appendix J: Sequoia Voting System Implementation Statement
Appendix K: EAC Certification Number & Voting System Configuration
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1.4.1 VSTL Program Manual Format Trace

Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific
format as does the Notice of Clarification (NOC) 09-004. The format of this report follows the
recommended outline stipulated in the VSS 2002 Vol. 2 Appendix B. As these documents identify
placement of information in different locations a trace is being provided to clarify the location of the
specified content in this report.

Table 3 Trace of the Test Report to the VSTL Program Manual and EAC NOC 09-004
Test Report - VSS 2002 Vol. 2 Appendix B

EAC VSTL Program Manual Appendix B

1.

System lIdentification and
Overview

Introduction
Voting System Identification
Voting System Overview

Certification Test Background

Certification Test Background

2.1

Revision History

Certification Test Background

2.2

Implementation Statement

NINININIES W
©

Certification Test Background
Implementation Statement

Test Findings and
Recommendations
Summary Finding and
Recommendation

4.3.1.

Certification Review and Test Results
Opinions & Recommendations

3.2

Reasons for Recommendation
of Rejection

N/A

Not applicable; no recommendation of rejection

3.3

Anomalies (may also be
identified as discrepancies,
issues or defects )

Appendices:

A

Provides a general description of how anomalies
were encountered and reported during testing.

Appendix A traces the VSS 2002 requirements to the
specific anomalies.

Addendum to Appendix B contains software related
source code discrepancy detail.

Appendix D Tables: "Issues Opened" traces the
specific anomalies to the relevant software build.

Appendix E, PCA and FCA Discrepancy Report,
provides the discrepancy number, date, tester,
location, description, and VSS 2002 requirement
information about anomalies encountered during
document reviews and testing.

3.4

Correction of Deficiencies

Appendices:

A

B

Provides a general description of how deficiency
corrections were confirmed.

Appendix A traces the VSS 2002 requirements to the
specific closed anomalies.

Addendum to Appendix B reflects pass criteria for all
reviewed source code.

Appendix D Tables: "Issues Closed" traces the
specific anomaly resolutions to the build

Appendix E, PCA and FCA Discrepancy Report,
provides the vendor responses and resolution
validations for anomalies encountered during
document reviews and testing.

Appendix A

Additional Findings

Appendices:

A

Appendix A: Certification Test Requirements contains
"should" and "not applicable" requirements.
Comments provide rationale and references to
relevant EAC Interpretations or Notices of
Clarification.

Appendix D: Supported Voting Variations of the VSS
2002 Section 2.2.8.2 identifies "unsupported" optional
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EAC VSTL Program Manual Appendix B

Test Report - VSS 2002 Vol. 2 Appendix B
functionality.

Appendix B | Warrant of Accepting Change Appendix Warrant of Accepting Change Control Responsibility
Control Responsibility F
Appendix C | Witness Build Appendix Trusted Build and Validation Tools
G documents the Witness of the Trusted Build
Appendix D | Test Plan Appendix Test Plan
H
Appendix E | State Test Reports Appendix State Test Reports
I
Appendix Implementation Statement
J
Appendix EAC Certification Number
K
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2 Certification Test Background

Earlier versions of products in this effort completed qualification testing under the outdated NASED
program. These earlier versions are in use, as permitted under the laws of the various states. Under
the EAC program, all systems submitted must be fully tested as a new system. As such the WinEDS
4.0 Certification test campaign is an initial certification to the VSS 2002.

As part of their application for Certification Testing, the manufacturer submitted their implementation
statement (see Section 7.10) for the WIinEDS 4.0 voting system. Certification testing of the Sequoia
WInEDS 4.0 voting system included a Physical Configuration Audit and a Functional Configuration
Audit. During the certification test campaign, on 4 June 2010, Sequoia Voting Systems was purchased
by Dominion Voting Systems. Daily status reports were sent to Dominion certification management staff
and iBeta project test staff. These reports included project activity status, issues, and other relevant
information. Weekly status calls were held with the EAC, EAC Reviewers and Dominion. Upon request,
iBeta provided the EAC with information to clarify the testing, test process, schedule, and interim
discrepancy reports.

2.1 Terms and Definitions
The Terms and Definitions identified below are used in this test report.

Table 4 Terms and Definitions
Detachable Audio Voting Control | ABLE-D Audio voting control for the EDGE2plus which
(ABLE-D) provides blind, dexterity challenged Voters and
Voters with reading limitations an easy way to
vote independently, using an Audio or a Sip &
Puff interface. It can be detached from the base
unit, attached only by its coiled power/data cord.
APS External Printer (Model UTG Optional External Printer, which is used to print
UTG300) and physically record votes and provide election
reports for the EDGE2plus (this component is
not part of the certified voting system)

Audit Trail Memory Audit Trail Cartridge | Removable memory cartridge, which contains
an unalterable randomized electronic record of
all votes cast during an election. Identical data
is stored on the Results Cartridge for the voting
system.

If an Audit Trail Cartridge is present in the aux
port, the event log data will be written there as
well.

AVC Edge Edge Il Dominion Voting Systems’ stand-alone DRE
polling place voting machine that incorporates a
color LCD integral touch screen, integrated
(voter) privacy flaps, poll worker panel, internal
memory for storing ballot data and voting
records, removable results cartridge, and
protective & public counters.

Card Activator Card Activator A component of the AVC Edge that serves as
the voter’s access to the AVC Edge (Edge 1)
direct-record electronic touch-screen voting
system by use of a Smart Card (aka Voter
Card).

Direct Recording Electronic DRE An electronic voting system that utilizes
electronic components for the functions of ballot
presentation, vote capture, vote recording,
tabulation and logically & physically integrated
into a single unit.
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Definition

The audio voting device provides an unassisted,
private & secure voting experience for the
visually impaired. The voter listens to a spoken
audio presentation of the ballot while using the
audio voting device to navigate through the
ballot and cast their vote for the AVC Edge |

Edge Aux Power Unit

Provides emergency power for up to two AVC
Edge Il for a minimum of 