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REVISION C 

REPORT NO.  56849-01 

DATE June 21, 2010 

REV DATE PAGE OR PARAGRAPH 
AFFECTED DESCRIPTION OF CHANGES 

A 5/3/10 Entire Document 
Updated software version from 4.0.21.0 to 

4.0.26.0 

A 5/3/10 Table 2-2 
Changed “NA” to “Not Available” 

A 5/3/10 Table 2-3 
Removed reference to “WoP’s” 

A 5/3/10 Section 4.2, Notice of Anomaly 
No. 1 

Updated revision level from A to B and added 
additional information in the descriptive summary 

paragraph 

A 5/3/10 Appendix A.1, page A-3 
Updated revision level from A to B and added 

additional information 

A 5/3/10 Appendix A.4, pages A-83 through 
A-90 

Added Issue No.’s 89, 93, 99, 104, 107, and 109 

A 5/3/10 Entire Document 
Updated EMS version from 4.0 to 4.0B 

A 5/3/10 Section 2.1 
Changed “compromises” to “compromised” 

A 5/3/10 Section 3.1.1 
Added additional clarification 

A 5/3/10 Section 3.1.2 
Deleted second paragraph 

A 5/3/10 Section 4.4 
Changed “discrepancies” to “deficiencies”, 

restructured paragraph, and added detail 

B 5/10/10 Section 4.2 “Note” 
Restructured paragraph to clarify intent. 
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REVISION C 

REPORT NO.  56849-01 

DATE June 21, 2010 

REV DATE PAGE OR PARAGRAPH 
AFFECTED DESCRIPTION OF CHANGES 

C 6/18/10 Entire Document Corrected page numbers 

C 6/18/10 Entire Document Changed revision format 

C 6/18/10 Section 4.1.2.3 Changed “Rev. A” to “Rev. B” 

C 6/18/10 Section 4.2 Changed “3000” to “5000” 

C 6/18/10 Section 4.3 
Reworded paragraph to correctly reflect the 

deficiencies that were resolved or remain 
outstanding issues 
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1.0 INTRODUCTION 

1.1 Scope 

This report presents the results for the regression testing of the modifications made to the MicroVote 
General Corporation Election Management System (EMS), identified as version 4.0B (Modified), 
consisting of Infinity Panel firmware version 4.00B and EMS version 4.0.26.0 .  The MicroVote EMS v. 
4.0 has previously been fully tested to EAC 2005 VVSG. As a result of this testing, the MicroVote EMS 
v. 4.0 was granted certification under EAC Certification No. MVTEMS4.  Since that time, MicroVote 
General Corporation has developed performance enhancements, repaired defects, and added a feature to 
the system, resulting in the need for regression testing. 

This report is valid only for the system identified in Section 2.0 of this report.  Any changes, revisions, or 
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the 
changes, revisions, or corrections merit a new system application for testing, or should be submitted for 
testing as a modified system.  The scope of testing required will be determined based upon the degree of 
modification. 

The full system details for the previous test campaign, including system, performance, security, 
telecommunication, usability, system verification, and TDP deliverables can be reviewed in the EAC test 
report "MicroVote General Corporation Election Management System (EMS) Voting System v.4.0 VSTL 
Certification Test Report Version 5" (listed on www.eac.gov). 

1.2 Test Report Overview 

This test report consists of five main sections (including appendices):  

•	 1.0 Introduction – Provides: the architecture of the National Certification Test Report (hereafter 
referred to as Test Report); a brief overview of the testing scope of the Test Report; a list of 
documentation, customer information, and references applicable to the voting system hardware, 
software, and this test report. 

•	 2.0 System Identification and Overview – Provides information about the system tested that includes 
the system under test, test support hardware, and specific documentation provided by the vendor used 
to support testing. 

•	 3.0 Certification Test Background – Contains information about the certification test process and the 
system tested.  

•	 4.0 Test Findings and Recommendation – Provides a summary of the results of the testing process. 

Appendices– Information supporting reviews and testing of the voting system are included as appendices 
to this report. This includes: Notices of Anomaly, the Hardware Test data, Election Definitions, Test 
Case Procedure Specification for the Functional Configuration Audit, and the Deficiency Report. 

1.3 Customer 

MicroVote General Corporation 

6366 Guilford Avenue 

Indianapolis, IN 46220
 

WYLE LABORATORIES, INC. 

Huntsville Facility
 

http://www.eac.gov/program-areas/voting-systems/docs/vstl-test-report_emsv-4-0-0-v-5-0.pdf/attachment_download/file
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1.0 INTRODUCTION (CONTINUED) 

1.4 References 

The documents listed below were utilized to perform certification testing.  

•	 MicroVote General Corporation Purchase Order No. 2394 

•	 Wyle Laboratories’ Quotation No. 545/048942-C1/DB 

•	 Wyle Laboratories Certification Test Plan No. T56849-01, dated September 22, 2009 

•	 Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, 
"Voting System Performance Guidelines", and Volume II, Version 1.0, "National Certification 
Testing Guidelines", dated December 2005 

•	 Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective 
date January 1, 2007 

•	 Election Assistance Commission Voting System Test Laboratory Program Manual, Version 1.0, 
effective date July 2008 

•	 National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, "NVLAP 
Procedures and General Requirements (NIST Handbook 150)", dated February 2006 

•	 National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, 
"Voting System Testing (NIST Handbook 150-22)", dated May 2008 

•	 United States 107th Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated 
October 2002 

•	 Wyle Laboratories’ Test Guidelines Documents: EMI-001A, "Wyle Laboratories’ Test Guidelines for 
Performing Electromagnetic Interference (EMI) Testing", and EMI-002A, "Test Procedure for 
Testing and Documentation of Radiated and Conducted Emissions Performed on Commercial 
Products" 

•	 Wyle Laboratories’ Quality Assurance Program Manual, Revision 4 

•	 ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test Equipment, General 
Requirements" 

•	 ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment" 

•	 EAC Requests for Interpretation (listed on www.eac.gov) 

•	 EAC Notices of Clarification (listed on www.eac.gov) 

•	 MicroVote General Corporation Election Management System (EMS) Voting System v.4.0 VSTL 
Certification Test Report Version 5 (listed on www.eac.gov) 

•	 MicroVote General Corporation Election Management System (EMS) Voting System v.4.0 Technical 
Data Package 

WYLE LABORATORIES, INC. 

Huntsville Facility
 

http://www.eac.gov/program-areas/voting-systems/voting-system-certification/interpretations
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/notices-of-clarifications
http://www.eac.gov/program-areas/voting-systems/docs/vstl-test-report_emsv-4-0-0-v-5-0.pdf/attachment_download/file
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1.0 INTRODUCTION (CONTINUED) 

1.5 Terms and Abbreviations 

Table 1-1 defines all terms and abbreviations applicable to this Test Report. 

Table 1-1 Terms and Abbreviations 

Term Abbreviation Definition 

Americans with Disabilities Act of 
1990 ADA 

ADA is a wide-ranging civil rights law that prohibits, 
under certain circumstances, discrimination based on 
disability 

Configuration Management CM --
Commercial Off the Shelf COTS --
Direct Record Electronic DRE ---

United States Election Assistance 
Commission EAC 

Commission created per the Help America Vote Act 
of 2002, assigned the responsibility for setting voting 
system standards and providing for the voluntary 
testing and certification of voting systems. 

Election Management System EMS 
Used to prepare ballots and programs for use in 
casting and counting votes, and to consolidate, report, 
and display election results. 

Equipment Under Test EUT --

Functional Configuration Audit FCA 
Exhaustive verification of every system function and 
combination of functions cited in the manufacturer’s 
documentation. 

Help America Vote Act  HAVA Act created by United States Congress in 2002. 
MicroVote EMS EMS MicroVote Election Management System 

National Institute of Standards and 
Technology NIST 

Government organization created to promote U.S. 
innovation and industrial competitiveness by 
advancing measurement science, standards, and 
technology in ways that enhances economic security 
and improves our quality of life. 

Printed Circuit Board PCB The circuit board used to mechanically support and 
electrically connect electronic components. 

Physical Configuration Audit PCA 

Review by accredited test laboratory to compare 
voting system components submitted for certification 
testing to the manufacturer’s technical documentation, 
and confirmation the documentation meets national 
certification requirements.  A witnessed build of the 
executable system is performed to ensure the certified 
release is built from tested components. 

Quality Assurance QA ---
Specimen Under Test SUT ---

Technical Data Package TDP 
Manufacturer documentation related to the voting 
system required to be submitted as a precondition of 
certification testing. 

Uninterruptible Power Supply UPS --
Voter Verifiable Paper Audit Trail VVPAT ---

Voluntary Voting System Guidelines 2005 VVSG Published by the EAC, the third iteration of national 
level voting system standards. 

Wyle Operating Procedure WoP Wyle Test Method or Test Procedure 

WYLE LABORATORIES, INC. 

Huntsville Facility
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2.0 EQUIPMENT UNDER TEST IDENTIFICATION 

The materials required for certification testing of the MicroVote EMS v. 4.0B including software, 
hardware, test materials, and deliverable materials to enable the test campaign to occur were shipped 
directly to Wyle by the VSTL that performed the initial certification evaluation on the MicroVote EMS v. 
4.0. Therefore, the equipment used during testing by Wyle was the same equipment used during the 
original certification campaign performed by the previous VSTL. This process kept the chain of custody 
intact. 

2.1 Software 

The software evaluated comprised the source code for 4.0.26.0. A 

The Infinity version 4.00B Trusted Build Image, EMS Version 4.0.21.0 Trusted Build Image, Pre and 
Post build Images were received from the EAC.   

The EMS software version 4.0 was used for compatibility testing and building test election file systems. 

Table 2-1 presents the software the manufacturer submitted for testing. 

Table 2-1 Software Submitted for Testing 

Software Required For Testing  Software Version 
MicroVote EMS 4.0.26.0 
MicroVote EMS Autovote utility 4.0.26.1 
Firmware for Infinity Panel 4.00B (from EAC) 

2.2 Hardware 

This equipment the manufacturer submitted for testing is listed in Table 2-2. Each test component is 
included in the list of the equipment required for testing of that component, including system hardware, 
general purpose data processing and communications equipment, and any required test instrumentation. 

Table 2-2 Test Equipment 

Equipment Description Serial Numbers 

Infinity Voting Panels Model VP-1 Rev. C firmware 
version 4.00B 

10403, 10234,10238 

COTS Laptops EMS laptop 
Build Laptop 

CN-06G834-48643-65R-3140 
(Dell) 

CN-0N8719-48643-613-4736 
(Dell) 

COTS Printer Printer for EMS Reports  CN-0P0137-48734-5B0-119T 
(Dell) 

Voting Booths 
Infinity Panel regular and 
accessible voting booths/storage 
cases 

Not Available 

A 
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2.0 EQUIPMENT UNDER TEST IDENTIFICATION (CONTINUED) 

2.2 	Hardware (continued) 

Table 2-2 Test Equipment (continued) 

Equipment Description Serial Numbers 

Double Talk LT COTS text-to-speech portable voice 
device Not Available 

Seiko Printer Model DPU-414 3002424 
GEMPlus COTS Smart Card Reader R0434113302427 
Headphones COTS headphones for audio ballots Not Available 

Smart Cards Smart cards for Start, Vote, Vote N, 
Admin, and Tally functions 

Not Available 

ELPAC Power Systems Power Supply Infinity COTS Power Supply 

A 


2.3 Test Tools/Material 

This subsection enumerates any and all test materials utilized to perform voter system testing.  The scope 
of testing determined the quantity of a specific material required.  

Table 2-3 Test Tools/Materials 

Test Material Quantity 
Software tools (i.e. ExamDiff Pro for source code 
analysis)  

as required 

Election database (from MicroVote) 8 
Paper for Reports as required 
Miscellaneous Office equipment and supplies as required 
Printer Thermal Paper Rolls  2 

A 


3.0 CERTIFICATION TEST BACKGROUND 

Wyle Laboratories is an independent testing laboratory for systems and components under harsh 
environments, including dynamic and climatic extremes as well as the testing of electronic voting 
systems.  Wyle holds the following accreditations: 

• ISO-9001:2000 

• Nationally Recognized Testing Laboratory (NRTL) 

• OSHA Accredited 

• NVLAP Accredited ISO 17025:2005 

• EAC Accredited VSTL, NIST 150,150-22 

• A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03) 

• FCC Approved Contractor Test Site (Part 15, 18, 68) 

WYLE LABORATORIES, INC. 

Huntsville Facility
 



 
 

 
 

 
 

 
 

 

 

 
 
 

 

 
 

   
 

 
 

 

 

  

 

 
 

 

  

 

 

 

 

 
 

 

 
 
 

 

Page No. 6 of 18
 
Wyle Test Report No. T56849-01
 

3.0 CERTIFICATION TEST BACKGROUND (CONTINUED) 

3.1 General Information about the Certification Test Process 

3.1.1 Requirements 

All testing performed as part of the test effort was performed at the Wyle Labs Huntsville, AL facility. 
Testing was limited to the MicroVote General Corporation Election Management System (EMS), 
identified as version 4.0B, which includes items listed in Section 2 of this report.  

The strategy for evaluating the MicroVote EMS v. 4.0B was to review the change log, source changes, 
and the engineer changes submitted for the modified system.  Wyle Laboratories determined that the 
software changes did not directly affect any of the requirements in the EAC 2005 VVSG.  Wyle 
Laboratories has assessed that no additional functionality was added to the modified system that would 
add additional requirements that were not tested in the previous test campaign.  These reviews also 
allowed Wyle Laboratories to assess that the enhancements and defect repairs did not materially change 
any of the requirements which the previous system met.  

Regression testing of the software and re-testing of specific hardware modification was required to verify Athat all changes made did not negatively impact the modified system and that the status of all previously 
tested requirements that had been met had not been jeopardized. 

The test campaign included the following tests: 

•	 Source code review in accordance with EAC 2005 VVSG 

•	 Technical Data Package review to insure all modification is documented as applicable 

•	 Functional testing of monitor per the EAC 2005 VVSG requirements 

•	 End-to-end operational review (includes functionality testing for all system functions of a voting 
system) 

•	 All functionality performed by new or modified subsystems/modules 

•	 Functionality that is accomplished using any interfaces to new modules, or that shares inputs or 
outputs from new modules 

•	 All functionality related to vote tabulation, election results reporting, and audit trail maintenance 

•	 Hardware Tests that included: Electrostatic Disruption, Electromagnetic Radiation (FCC part 15) and 
Electromagnetic Susceptibility 

The MicroVote EMS v. 4.0B was configured as follows for Functional Configuration Audit, System 
Integration Test and Logic and Accuracy Test: 

EMS – A COTS laptop documented in Section 2 was loaded with Version 4.0.26.0 build of the EMS.  The 
GemPlus card reader and COTS printer were attached as peripherals. 

The Infinity Panel was configured as follows for Hardware Tests, Functional Configuration Audit, 
System Integration Test and Logic and Accuracy Test: 

DRE - An Infinity Voting Panel configured with firmware version 4.00B, Double Talk LT, Headphones, 
and a voting booth. 
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3.0 CERTIFICATION TEST BACKGROUND (CONTINUED) 

3.1 General Information about the Certification Test Process (continued) 

3.1.2 Hardware Configuration and Design 

MicroVote General Corporation submitted an Engineering Change Notice (ECN) for adding the Mark 
Products, LTBSHH356JC graphic LCD Module with Hitachi SP24V001-A, display of the Infinity Panel 
Model VP-1 Rev: C, as an alternative display. Wyle performed an engineering analysis of this 
submission and a visual inspection of the printed circuit boards (PCB), and determined the change to be a 
"Minor Modification" with some testing required due to the two displays having different electrical 
characteristics; therefore, different electronic signatures. 

3.1.3 Software System Functions 

The submitted changes for this test campaign are documented in Section 3.2.1.  The modifications were 
tested using "Re-testing" and "Regression testing".  Re-testing was used to verify the success of the 
corrective action.  Regression testing was used to ensure the modification did not introduce any defects in 
unchanged areas. Partial regression testing was used to test the directly interacting elements at both the 
Component and Integration Levels of testing.  Full regression testing was used to test indirectly 
interacting elements at the System and Acceptance Level of testing. 

The strategy for evaluating the depth of regression testing was to review the source code modifications 
during the source code review.  Minor enhancements to variables, input fields, and restrictions were tested 
by inputting both valid and invalid data to the documented modification.  Enhancements and defect 
repairs that directly interacted with modified logic were tested by visually comparing Version 4.0.21.0 
build to Version 4.0.26.0 build.  Once the physical modification had been observed the interacting 
functions were fully regression tested to ensure the enhancement performs as expected and the defects 
have been corrected without introducing new problems.  After all modifications were tested on a 
component level a full system level test was performed to insure all interacting components functioned as 
a system without issues.  

3.2 Scope of Testing 

The MicroVote EMS v. 4.0 was granted initial certification to the EAC 2005 VVSG under EAC 
Certification No. MVTEMS4.  Since that time, MicroVote General Corporation has developed 
performance enhancements, repaired defects, and added features to the system, resulting in the need for 
re-test/regression testing.  These items are listed below. 

3.2.1 Enhancements 

E-01 – (EMS) - A five minute timeout was removed and two stored procedures were improved to provide 
better performance when posting vote data. 

E-02 – (EMS) - Offices were wrapped if there was no room for the entire office in a column or on a page. 
A modification was made to move the entire office to the top of the next column if the entire contest 
would not fit in the previous column. 

WYLE LABORATORIES, INC. 
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3.0 CERTIFICATION TEST BACKGROUND (CONTINUED) 

3.2 Scope of Testing (continued) 

3.2.1 Enhancements (continued) 

E-03 – (EMS) - A warning was added for the "Resorting of Candidate" function to prevent unintended 
results. 

E-04 – (EMS) - Candidate name wrapping caused ballots to be longer then necessary.  A calculation was 
updated to calculate the page width accounting for the fact that a two-column layout only needs space for 
a single gutter where the calculation previously allocated space for a gutter per column.  In the EMS, the 
default border for the candidate box was removed and font size was modified to decrease the ballot size 
and provide a more accurate representation of the Infinity Panel display. 

E-05 – (EMS) - "All" option on the Precinct summary report was modified to be more useable.  Page 
breaks and numbering were added to enhance the readability of the report. 

E-06 – (EMS) - A modification was made to add running mate to the "Report", "Tally", and "Phonetics" 
fields. 

E-07 – (EMS) - Report and Tally Names did not allow the "/" or "&" characters.  A modification was 
made to allow these characters. 

E-08 – (EMS) - The arrow navigation keys required a double press to get to the next field.  A 
modification was made to allow a single selection to navigate to the next field. 

E-09 – (EMS) - Activation names did not allow the dash character.  A modification was made to allow the 
dash character in the activation name. 

E-10 – (EMS) - Text could not be added between the "Office Title" and "Candidate Names" in the ballot 
layout.  A modification was made to allow additional text to be added between these fields. 

E-11 – (EMS) - To allow the ballot designer to observe custom text formatting by the user, the auto left 
and right alignment was removed for this text except for the first line of text on absentee ballots. 

3.2.2 Defects 

D-01 – (EMS) - An office placed on a ballot without enough space for the entire contest was being split 
into two parts with a gap.  This issue has been corrected. 

D-02 – (EMS) - The “Sort By Name Within Party” function did not function properly. Non-Partisan 
candidate fields like “Write-in” and “No Candidate Filed” would appear at the top of the sorted list even 
after candidates were added. A modification was made to place non-party candidates (including “Write
in” and “No Candidate Filed”) at the end of the candidate list. 

D-03 – (EMS) - The sorting preference of "None" placed the "No Candidate" after regular candidate 
names and before "Write-In" candidate name.  A modification was made to preserve the order of entry for 
candidates. 

D-04 – (EMS) - Ballot text ran across the center line on the Infinity panel.  A modification was made to 
correct this issue. 
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3.0 CERTIFICATION TEST BACKGROUND (CONTINUED) 

3.2 Scope of Testing (continued) 

3.2.3 Feature 

F- 01 – (EMS) - "Merge" database option was added to the existing options to backup, restore, delete, and 
copy a current database.  This feature shall merge a "backed up" election database into the current 
database. 

3.2.4 Hardware 

H-01- (Infinity Voting Panel) - The use of Mark Products LTBSHH356JC graphic LCD Module is being 
replaced by the Hitachi SP24V001-A due to "end of life" for the LTBSHH356JC.  The new display shall 
be an alternate display thus an Infinity panel can have either display. 

4.0 TEST FINDINGS AND RECOMMENDATIONS 

4.1 Summary Findings  

The MicroVote EMS v. 4.0B was subjected to the tests as summarized in the following paragraphs. 

4.1.1 Hardware Testing 

The hardware tests performed for this test campaign included the following: 

• Electromagnetic Radiation, FCC Class B (ANSI C63.4) 

• Electrostatic Disruption, IEC 61000-4-2 

• Electromagnetic Susceptibility IEC 61000-4-3 

The procedures followed during the performance of the Hardware Testing are described in the following 
paragraphs. The results obtained during the performance of the Hardware Testing are presented in 
Appendix A.2 of this report. 

4.1.1.1 Electromagnetic Radiation Test (FCC Part 15 Emissions) 

Electromagnetic Radiation emissions measurements were performed in accordance with Section 4.8 of 
Volume II of the VVSG. This testing was performed to ensure that emissions emanating from the unit do 
not exceed the limits of 47 CFR Part 15, Subpart B, Class B Limits.  The MicroVote EMS v. 4.0B was 
configured to run in an automated ballot count test mode, where continual ballot processing would occur 
during the testing.  The MicroVote EMS v. 4.0B was subjected to the test requirements detailed in Table 
4-1. 

Table 4-1 Conducted and Radiated Emissions Requirements 

Conducted Emissions Radiated Emissions 

Frequency Range 
(MHz) 

Limits 
(dBµV) Frequency Range 

(MHz) 
3 Meter Test Limit 

(dBµV)Quasi-peak Average 
0.15 to 0.50 66 to 56 56 to 46 30 to 88 40.0 
0.50 to 5.0 56 46 88 to 216 43.5 
5.0 to 30.0 60 50 216 to 960 46.0 

960 to 1000 54.0 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.1 Hardware Testing (continued) 

4.1.1.1 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

Testing was performed at the Wyle Laboratories’ Open Air Test Site 2 (OATS-2) located on the 
Intergraph Complex in Huntsville, AL.  The OATS-2 is fully described in reports provided to the Federal 
Communication Commission (FCC) (FCC Reference 98597).  The site was tested and complies with the 
requirements of ANSI C63.4-2003.  

To perform the Conducted Emissions portion of the test, the MicroVote EMS v. 4.0 was set up as 
depicted in Figure 4-1, with the exception of the EUT being mounted on its provided stand. 

EUT 

Horizontal Reference 
Ground Plane 

Bonded to Horizontal 
Ground Plane 

Test Receiver 
and Computer 

80 cm 

LISN 

Figure 4-1 Conducted Emissions Test Setup 

The MicroVote EMS v. 4.0B was then subjected to the following test procedure: 

1.	 The MicroVote EMS v. 4.0B was mounted on its provided stand on the reference ground plane at 
the Open-Area Test Site. 

2.	 The MicroVote EMS v. 4.0B AC/DC Power Adapter was connected to the power mains through a 
Line Impedance Stabilization Network (L.I.S.N.). Other support units were connected to the 
power mains through another L.I.S.N.  The L.I.S.N.s provided 50 ohm/50 µH of coupling 
impedance for the measuring instrument. 

3.	 The MicroVote EMS v. 4.0B was placed in an active state and monitored for functionality 
throughout testing. 

4.	 Both Line and Neutral of the power mains connected to the MicroVote EMS v. 4.0B were checked 
for maximum conducted interference. 

5.	 The frequency range from 150 kHz to 30 MHz was evaluated and recorded.  Emissions levels 
below – 20 dB were not recorded. 

To perform the Radiated Emissions portion of the test, the MicroVote EMS v. 4.0B was set up as depicted 
in Figure 4-2, with the exception of the EUT being mounted on its provided stand. 

WYLE LABORATORIES, INC. 

Huntsville Facility
 



  
 

 
 

 
 

 

 

 
 
 

0.8 m

 

 

 
 

 
 

 

 

 
 

 

   

 

 

 
 

 

Page No. 11 of 18
 
Wyle Test Report No. T56849-01
 

4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.1 Hardware Testing (continued) 

4.1.1.1 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

EUT and Antenna Tower 

Ground Plane 

Test Receiver and 
Support Computer 

3 m 

1 - 4 m 
Variable 

Support 
Equipment 

Turntable 

Figure 4-2 Radiated Emissions Test Setup 

The MicroVote EMS v. 4.0B was then subjected to the following test procedure: 

1.	 The MicroVote EMS v. 4.0B was placed on its provided stand on the reference ground plane at the 
Open-Area Test Site.   

2. 	 The MicroVote EMS v. 4.0B was placed 3 meters away from the interference-receiving antenna, 
which was mounted on a variable-height antenna tower.  The interference-receiving antenna used 
was a broadband antenna. 

3. 	 For each suspected emissions point, the MicroVote EMS v. 4.0B was arranged in a worst case 
configuration. The table was rotated from 0 to 360 degrees and the antenna height was varied 
from one (1) to four (4) meters to identify the maximum reading. 

4. 	 All emissions points identified within 20 dB of the specified limit were tested individually using 
the quasi-peak method as specified and then reported in the tabular data. 

The MicroVote EMS v. 4.0B was found to comply with the required emissions limits.  Photographs of the 
test setup, the test data sheet, and the Instrumentation Equipment Sheet for the test are contained in 
Appendix A.2 of this report. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.1 Hardware Testing (continued) 

4.1.1.2 Electrostatic Disruption Test 

Electrostatic Disruption testing was performed in accordance with Section 4.8 of Volume II of the VVSG 
to ensure that should an electrostatic discharge event occur during equipment setup and/or ballot 
counting, that the MicroVote EMS v. 4.0B would continue to operate normally.  A momentary 
interruption is allowed so long as normal operation is resumed without human intervention or loss of data. 

The MicroVote EMS v. 4.0B was configured to run in an automated ballot count test mode, where 
continual ballot processing would occur during the testing without operator intervention.  The MicroVote 
EMS v. 4.0B and the EMI measuring equipment were then setup per the following conditions: 

1. Power lines and power line returns were configured as required by the system configuration. 

2. The EUT was raised approximately 10 cm from the ground using isolated stand-offs. 

The MicroVote EMS v. 4.0B was then subjected to the electrostatic discharge transients listed in Table 4
2. Discharges were performed at areas typical of those which might be touched during normal operation, 
including the touch screen, user buttons, and other likely points of contact. The direct application, air 
discharge method was selected when applying the Electrostatic Disruption test due to the EUT case being 
made of plastic. The IEC 61000-4-2, Edition 2.0, 2008-12 states: “In the case of testing equipment with 
insulating surfaces, the air discharge method with voltages up to 15kV may be used”. 

Table 4-2 Electrostatic Discharge Transients 

Requirements 
Characteristic Capacitance Resistance Value 
Pulse Wave Shape (RC Network) 150 pf 330 Ω pf / Ω 

Discharge Types ValueTest Levels Air Indirect 
±15 ±8 KV 

Rise Time ≤1 nanosecond 
Pulse Decay Time ≈30 at 50% height nanosecond 
Pulse Repetition ≥1 per second 
Total Injected Pulse at each Test 
Point 

10 per polarity (±) 

Temperature ≥15 to ≤35 °C 
Relative Humidity ≥30 to ≤60 % 

There was no loss of normal operation or loss of data as a result of the applied discharges. 

The MicroVote EMS v. 4.0B successfully completed the requirements of the Electrostatic Disruption 
Test. Photographs of the test setup, the test data sheet, and the Instrumentation Equipment Sheet for the 
test are contained in Appendix A.2 of this report. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.1 Hardware Testing (continued) 

4.1.1.3 Electromagnetic Susceptibility Test 

Electromagnetic Susceptibility testing was performed in accordance with Section 4.8 of Volume II of the 
VVSG. This testing was performed to ensure that the MicroVote EMS v. 4.0B would be able to 
withstand a moderate level of ambient electromagnetic fields without disruption of normal operation or 
loss of data. 

The MicroVote EMS v. 4.0B was configured to run in an automated ballot count test mode, where 
continual ballot processing would occur during the testing without operator intervention.  The MicroVote 
EMS v. 4.0B was then subjected to ambient electromagnetic fields at 10 V/m over a range of 80 MHz to 
1000 MHz, as shown in Figure 4-3. Testing was conducted utilizing both horizontally and vertically 
polarized waves. The limits were measured with a maximum scan rate of 1% of the fundamental 
frequency and the dwell duration was three seconds. 

10 100 1000 

Frequency (MHz) 

Figure 4-3 Radiated Susceptibility Limit 

There was no loss of normal operation or loss of data as a result of the applied electromagnetic fields. 
The MicroVote EMS v. 4.0B successfully completed the requirements of the Electromagnetic 
Susceptibility Test. Photographs of the test setup, the test data sheet, and the Instrumentation Equipment 
Sheet for the test are contained in Appendix A.2 of this report. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.2 System Level Testing 

System level tests were performed to evaluate the integrated operation of the voting system hardware and 
software. These test included: System Integration Test, Data Accuracy, as well as the Physical and 
Functional Configuration Audits. 

4.1.2.1 System Integration Test 

System Integration Testing was performed to test all system hardware, software, and peripherals.  System 
Integration Testing focused on the complete system including all proprietary software, proprietary 
hardware, proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as 
a precinct count system as described in the MicroVote submitted TDP for the modified EMS v. 4.0B 
System.  To perform the System Integration Testing, Wyle developed specific procedures and test cases 
designed to test the system as a whole.  These procedures demonstrated compliance of the modified EMS 
v. 4.0B to Sections 2, 3, 4, 5 and 6 of Volume I of the VVSG.  

Summary Finding: During the performance of System Integration Testing, the EMS v4.0B produced an 
error when trying to read the tally cards and post votes.  The error was generated from a database stored 
procedure when trying to convert a varchar to a big int. A new software release was built and the test was 
re-started and successfully completed.  Notice of Anomaly No. 3, presented in Appendix A.1, documents 
successful resolution of this anomaly.  The election definition exercised during the System Integration 
Testing is GEN-01 presented in Appendix A.3 of this report. 

4.1.2.2 Data Accuracy 

The modified EMS v. 4.0B was subjected to a Data Accuracy Test in accordance with the requirements of 
Section 4.7.1.1 of the Volume II of the VVSG.  

Per the VVSG, data accuracy is defined in terms of ballot position error rate.  This rate applies to the 
voting functions and supporting equipment that capture, record, store, consolidate, and report the 
selections (or absence thereof) made by the voter for each ballot position.  To meet the requirements of 
this test, the voting system must be subjected to the casting of a large number of ballots to verify vote 
recording accuracy, i.e. at least 1,549,703 ballot positions correctly read and recorded. 

During the Data Accuracy Test, the EMS (with autovote capabilities) was connected to the Infinity Panel 
and transmitted a defined set of “button selections” to the Infinity Panel via a serial connect.  This 
simulation mimicked the “button selections” for candidate selection and screen navigation.  The Infinity 
Panel cast a total of 10,231 ballots containing 152 ballot positions resulting in a total of 1,555,112 ballot 
positions correctly being cast and recorded to verify vote recording accuracy.  Testing was performed by 
exercising an election definition developed specifically to test for logic and accuracy (Election Definition: 
L & A – 01, contained in Appendix A.3). The election definition parameters are summarized in Table 4-3. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.2.2 Data Accuracy (continued) 

Table 4-3 Data Accuracy Election Definition 

Ballot Positions 152 possible 
Election Parameters Closed Primary: No 

Open Primary: No 
Partisan offices: Yes  
Non-Partisan offices: Yes  
Write-in voting: Yes 
Primary presidential delegation nominations: No 
Ballot Rotation: No 
Straight Party voting: Yes 
Cross-party endorsement: No 
Split Precincts: No 
Vote for N of M: Yes  
Recall issues, with options: No   
Cumulative voting: No 
Ranked order voting: No   
Provisional or challenged ballots: No 
Early Voting: No 

Precincts 1 
Parties 8 
Languages English, Spanish 
Voting Pattern First ballot position in each race exclude straight party. 
Total Ballots Cast Total Ballots on Infinity Panel = 10231 

Passing the 26,997 “go or no-go” milestone 
Resulting in 1,555,112 positions accurately 

Summary Finding: The modified EMS v. 4.0B successfully met the requirements of the Data Accuracy 
Test by recording 1,555,112 ballot positions accurately, therefore exceeding the minimum requirement. 

4.1.2.3 Physical Configuration Audit (PCA) 

An abbreviated Physical Configuration Audit (PCA) of the modified EMS v. 4.0B was performed in 
accordance with Section 6.6 of Volume II of the VVSG.  The PCA compares the voting system 
components submitted for certification with the vendor’s technical documentation and confirms that the 
documentation submitted meets the requirements of the Guidelines.  The purpose of the PCA is to: 
establish a configuration baseline (both hardware and software) of the system to be tested; verify that the 
reviewed source code conforms to the vendor’s specification; and assess the adequacy of user acceptance 
test procedures and data. 

The PCA performed on the modified EMS v. 4.0B was abbreviated.  All equipment used as the initial 
baseline was received from the VSTL that performed the initial certification evaluation on the EMS v. 
4.0B. This equipment was the equipment used during the original certification. 

Summary Findings: During testing it was determined that Infinity Panel serial number 2213 did not 
have all ECO’s from the EAC-certified system applied to be the current hardware for certification.  The 
unit was removed from testing and a replacement unit was provided.  Notice of Anomaly No 1, Rev. B, 
documenting this anomaly is presented in Appendix A.1. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.1 Summary Findings (continued) 

4.1.2.4 Functional Configuration Audit   

An abbreviated Functional Configuration Audit (FCA) was performed on the modified EMS v. 4.0B in 
accordance with Section 6.7 of Volume II of the VVSG.  The purpose of the FCA was to verify the 
modification perform as documented in the MicroVote- supplied technical documentation and validate the 
modifications meet the requirements of the EAC 2005 VVSG. 

To perform the FCA, the modified EMS v. 4.0B was subjected to a series of tests to regression test all 
modifications to the certified EMS 4.0B and retest areas around the modification to ensure those areas 
continue to function properly.  The modifications included the performance enhancements, repaired 
defects, and added features previously described in Section 3.2 of this report. 

Summary Findings: There were deficiencies and anomalies noted during this test.  All deficiencies were 
documented during real-time test performance and were compiled into a report (presented in the 
Deficiency Report contained in Appendix A.4) for resolution tracking.  With exception of ID’s 106, 101, 
and 98, all deficiencies noted were corrected prior to the conclusion of the test campaign.  Notice of 
Anomaly No. 2 documenting successful resolution of discrepancies noted during testing is presented in 
Appendix A.1. 

The test cases performed and procedures followed during the FCA are documented in Wyle Test Case 
Specification T56849-01, which is included in Appendix A.5. 

4.1.3 Source Code Review 

The MicroVote modified EMS v. 4.0B source code was reviewed for conformance with the requirements 
set forth in Section 5.4 of the EAC 2005 VVSG coding standards and the vendor supplied coding 
standards. The review was conducted as part of the pre-testing activities and was performed per the 
guidelines described in the following paragraphs. 

Wyle requested a copy of the certified EMS v. 4.0 source code from the EAC to use as a baseline to 
compare against the modified EMS v. 4.0B source code.  As source code was received, an MD5 hash 
value was created for each source file.  The source code team then conducted a visual scan of every line 
of modified source code.  Each identified violation was recorded by making notes of the standard 
violation along with directory name, file name, and line number.  

Summary Findings:  Other than coding standards noted in the technical summary report, no other 
deficiencies or significant problems were found during the source code review.  

4.2 Anomalies and Resolutions 

A total of three Notices of Anomaly were issued throughout the test campaign upon occurrence of a 
verified failure, an unexpected test result, or any significant unsatisfactory condition.  All anomalies 
encountered during certification testing were successfully resolved prior to test completion.  The Notices 
of Anomaly generated during testing are presented in their entirety in Appendix A.1 and are summarized 
in the following paragraphs.  
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.2 Anomalies and Resolutions (continued) 

Notice of Anomaly No. 1, Rev. B: Physical Configuration Audit (PCA) 

During the PCA, it was discovered that one Infinity Voting Panel (2213) did not have the required 
Engineering Change Notices (ECN’s) applied to it to qualify it as an EAC 2005 VVSG certified unit. The 
ECN’s that were not present were ECN 1449 (addition of a snap on ferrite core) and ECN 1450 
(application of a cover for a hole in the upper left corner of the Infinity Panel).  It was also discovered 
that the motherboard did not have a trace soldered on it to support large compact flash sizes.  This trace 
was added to the manufacturing process for units starting with serial number 5000.  After this analysis, it 
was determined this unit could not be used in this certification effort.  

Note:  Units that don’t have the motherboard with a manufactured trace or a post-manufactured trace are 
not in the scope of this test campaign.  Testing was only performed on units with the manufactured trace. 
Any Infinity Panel with a serial number before 5000 should be verified to contain the manufactured trace 
for support of large compact flash storage.  As stated in Section 7.8 of the MicroVote General 
Corporation Election Management System Voting System v 4.0 VSTL Certification Test Report 
contained in Appendix H, all manufacturer’s ECN’s have to be applied to the Infinity Panel to Qualify for 
EAC 2005 VVSG certification. 

Notice of Anomaly No. 2: Functional Configuration Audit (FCA) 

During performance of the FCA, issues were noted related to system functionality.  A report of all 
identified issues was sent to MicroVote for resolution.  MicroVote then corrected all noted issues and the 
tests were repeated with no anomalies. 

Notice of Anomaly No. 3: System Integration Testing 

During the performance of System Integration Testing, The EMS v. 4.0B produced an error when 
trying to read the tally cards and post votes.  The error was generated from a database stored procedure 
when trying to convert a varchar to a big int. A new software release was built and the test was re
started and successfully completed. 

4.3 Deficiencies and Resolutions 

During the test campaign, deficiencies were noted that were related to system functionality and usability. 
The deficiencies were discovered as part of the FCA, during hardware test performance, system 
integration testing, usability testing, volume and stress testing, or were noted during the general test 
campaign and not linked to a specific test or VVSG requirement.  All deficiencies were documented 
during real-time test performance and were compiled into a report (presented in the Deficiency Report 
contained in Appendix A.4) for resolution tracking. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (CONTINUED) 

4.3 Deficiencies and Resolutions (continued) 

The following five deficiencies were noted during the test campaign that required an EAC Decision on 
acceptance:   

• Merge functionality allowed double inputs from a single workstation (ID – 94) 

• Audit logs taking excessive amounts of time to generate (ID – 97) 

• Error Messages not written clearly (ID – 98) A 
• Precinct Report taking excessive amounts of time to generate (ID -101) 

• All Database Objects were Restored along with the Data (ID- 106) 

Deficiency ID’s 98, 101, and 106 remain as outstanding deficiencies that were accepted by the EAC to be C 
addressed in a later test campaign.  Deficiency ID’s 94 and 97 were remedied with a software submission 
prior to the completion of testing and were subsequently accepted by Wyle and the EAC prior to the 
conclusion of the test campaign. The EAC decision on these deficiencies is documented in the EAC letter 
presented in Appendix A.4 of this report. 

4.4 Recommendation for Certification 

Wyle performed regression testing on all modifications submitted to the MicroVote General Corporation 
Election Management System (EMS), identified as version 4.0B.  Wyle only tested the modified EMS v. 
4.0B, submitted by MicroVote General Corporation for the modification and interfacing modules with the 
modified modules.  These modifications meet the requirements of the EAC 2005 VVSG and the 
manufacturer’s technical documentation. As such, Wyle recommends the EAC grant the modified EMS 
v. 4.0B, EMS software version 4.0.26.0, certification to the EAC 2005 VVSG. 

This report is valid only for the system identified in Section 2 of this report.  Any changes, revisions, or 
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the 
modified system requires a new application, or can be submitted as a modified system.  The scope of 
testing required will be determined based upon the degree of modification. 

Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005 
VVSG that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to 
their use in an election within their jurisdiction. 
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ELECTROMAGNETIC RADIATION (FCC PART 15 EMISSIONS)
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Photograph 1: Electromagnetic Radiation Test Setup 
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Photograph 2: Electromagnetic Radiation Test Setup 
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ELECTROSTATIC DISRUPTION 
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Photograph 3: Electrostatic Disruption Test Setup 
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ELECTROMAGNETIC SUSCEPTIBILITY 
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Photograph 4: Electromagnetic Susceptibility Test Setup, Vertical Polarization 
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Photograph 5: Electromagnetic Susceptibility Test Setup, Horizontal Polarization 
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APPENDIX A.3 


ELECTION DEFINITIONS 
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APPENDIX A.4 
ADEFICIENCY REPORT 
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APPENDIX A.5 


FUNCTIONAL CONFIGURATION AUDIT TCPS 
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APPENDIX B 


“AS-RUN” TEST PLAN
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APPENDIX C 


WITNESSED BUILD PROCEDURE 


MicroVote Witness Build Procedure 
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MicroVote’s build instructions for the election management system from were followed to build the installation 
disk. The following steps were completed. 

1. The build machine’s hard drive was scrubbed using Active Kill Disk. 

2.	 Microsoft Windows XP professional service pack 2 was installed from CD.  

User Name: Administrator  Password: vote123 


3. A pre-build copy was made of the hard drive. 

4. Video and network drivers were downloaded from Dell and installed. 

5. Framework 1.1 was installed from CD. 

6. Visual Studio .NET 2003 prerequisites and professional were installed from CD. 

7. All recommended security updates and service packs were downloaded and installed from Microsoft. 

8. ComponentOne Studio Enterprise 2005 was installed from CD. 

9. Franson Serial Tools SDK V2.01G was installed from CD. 

10. The source files for MicroVote’s EMS 4-0-26 were copied to the build machine. 

11. A source-build copy was made of the hard drive. 

12. A Build.Rebuild of EMS was completed using Visual Studio. 

13. A Build.Rebuild of EMSInstall was completed using Visual Studio. 

14. A Build.Rebuild of EMSCustomerInstall was completed using Visual Studio. 

15. A post-build copy was made of the hard drive. 

16. MD5’s were generated for all files on the hard drive. 

17. The EMS 4-0-26 installation disk was created. 
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