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ASSISTANCE TO THE UNITED STATES ELECTION ASSISTANCE COMMISSION (EAC) FOR PERFORMING A VOTING SYSTEMS RISK ASSESSMENT
1.0 Background.  The Help America Vote Act of 2002 (HAVA) established the U.S. Election Assistance Commission (EAC) to serve as a national clearinghouse and resource for the compilation of information and review of procedures with respect to the administration of Federal elections. Part 3 of HAVA describes the duties of the EAC in relation to the adoption of voluntary voting system guidelines. Section 222(b)(1) requires the Executive Director to take into consideration the recommendations of the Technical Guidelines Development Committee (TGDC) when developing or modifying these guidelines.
In August 2007, the TGDC delivered a set of recommendations for the next version of the Voluntary Voting System Guidelines (VVSG) to the EAC. These recommendations considerably expand the number of security requirements for voting systems. They also introduce several new concepts to be applied in system design and testing. The EAC must decide how to utilize these recommendations as they create the next iteration of the EAC voting system standards. This requires answering the question of how to specify a sufficient level of security protection without requiring disproportionate tradeoffs against other desirable attributes such as ease of use, efficiency of operation, and reasonable cost. At present there is no federal analysis of the security threats to voting systems and the potential resulting harms. Thus there is an insufficient basis for determining what constitutes an acceptable level of risk. Without such a benchmark, it is impossible to make an informed and valid decision on what constitutes a sufficient level of security protection.
To gather input for its deliberations, EAC convened a roundtable of computer scientists to discuss voting system security. The group concluded that no definitive risk assessment model for voting systems currently exists, but one is needed to provide a framework for specifying security requirements. This is consistent with federal information security policy as well as IT industry security practice. 
The Federal Information Security Management Act of 2002 (FISMA) (P.L. 107-347) Section 3543 requires all federal agencies to provide information security protections commensurate with the risk and magnitude of harm resulting from unauthorized access, use, disclosure, disruption, modification or destruction of information or information systems. These concerns are not unique to federal systems. They apply equally to other computer-based systems supporting sensitive processes such as voting.
FISMA states that this is to be accomplished by first assessing the risk and magnitude of harm and thereby determining the level of information security appropriate to protect the system. Then policies and procedures can be developed to cost-effectively reduce the information security risks to an acceptable level. As stated in NIST Special Publication 800-53, Recommended Security Controls for Federal Information Systems: The risk assessment validates the security control set and determines if any additional controls are needed to protect the system. The resulting set of security controls establishes the level of “security due diligence.” The final determination of the appropriate set of controls necessary to provide adequate security for an information system is a function of the assessment of risk and what is required to sufficiently mitigate the risk.
Consequently, the EAC requires a scientifically founded voting systems risk assessment to facilitate decisions relative to voting system standards. This assessment must encompass the complete range of voting system technologies – paper-based systems, optical scan, DREs, etc. The product of this analysis must be a methodology or model that the EAC, and other stakeholders, can exercise independently without the assistance of specialized experts. The product will serve as an analytical tool to assist the EAC in evaluating trade-offs, running sensitivity analyses, and making determinations about voting system security requirements.
2.0 Objective  The principal objective of this contract is to procure the services of a well-qualified and broadly-based team to develop a comprehensive voting systems risk assessment tool. The various elements comprising this effort are described below. This is a three phase process. The first phase will create reference models to be used in the assessment. This includes developing election process models to describe the operational context in which voting systems are used. It also entails developing voting systems models by generic technology type. This is needed because the types of threats encountered and their potential impacts vary by technology. 
These models will be used in the second phase to develop a threat matrix associated with each election model and technology type, and to perform the risk assessment of the potential harms and possible mitigations. The final phase will document the models developed and the analyses performed so that the EAC, election officials, and other stakeholders can use these tools. The EAC is required to specify security requirements for the national certification of voting systems. State and local election officials need to perform assessments of the adequacy of security practices at the local level. Manufacturers should utilize these tools for system design purposes, and test labs for developing test scenarios.
3.0 Scope  The Contractor shall be responsible for performing all the tasks described below. It is the intention of the EAC that the Contractor team be very broadly based in terms of knowledge and experience, both theoretical and applied. It needs to include academic researchers as well as individuals with direct experience in developing and implementing secure IT systems. Election administration experience must also be represented on the team. 

A substantial amount of work has already been done on risk assessments for secure IT systems and also for voting systems. The Contractor is expected to review this work and utilize it as appropriate. The tasks described below are based on the process described in NIST Special Publication 800-30, “Risk Management Guide for Information Technology Systems,” July 2002. It is recommended that bidders be familiar with the methodology described in this document. 

Participants for review panels shall be identified by the Contractor in consultation with the EAC. The EAC shall be responsible for scheduling and convening peer reviews by the National Institute of Standards and Technology (NIST), the EAC Standards Board, and the EAC Board of Advisors called for in Tasks 4.8 and 4.14.
4.0 Specific Tasks.
4.1 Update the project work plan.  The Contractor shall update the Project Plan submitted with their proposal and deliver the updated Project Plan no later than ten (10) days after contract award. The plan shall describe how the Contractor will accomplish each of the project tasks, and it shall include a timeline indicating major milestones.

4.2 Submit monthly progress reports.  The Contractor shall submit a monthly progress report within two (2) weeks following the end of each month. This shall provide a brief summary of the activities performed and indicate progress against the timeline. Any issues that could adversely affect schedule or budget should be identified for resolution. Budget status shall also be included. This report shall be submitted both in hardcopy and electronically (via email) to the EAC Project Manager.
4.3 Conduct periodic briefings for the EAC. The Contractor shall periodically meet with the EAC Project Manager to discuss research findings and work progress. The Project Plan should make allowance for this activity. The number and frequency of briefings shall be determined by the Contractor Project Manager and the EAC Project Manager as the work progresses. The Contractor may also be required to periodically brief the Commission and other organizations on their work.

PHASE I – Create Reference Models
4.4 Perform literature search. The Contractor shall perform a literature search and assemble a bibliography of election process models and voting system functional and logical definitions for various types of technologies (e.g., optical scan, DRE, paper ballots, telephone). Existing threat and risk analyses shall also be reviewed. The project team is expected to utilize these materials to the extent feasible as well as their own analyses to produce a sound theoretical framework for identifying threats and performing risk assessments.
4.5 Develop federal election process models. The Contractor shall develop federal election process models. The purpose of these models is to provide a framework for discussing risk. At a minimum it is anticipated that somewhat different models will be required for central count and precinct count election processes because the vote capture and tabulation functions are distributed differently. Other variations may also be needed. Since there is considerable commonality between the different methods of organizing and administering the election process, the result of this task is anticipated to be a basic election process model with several variations, rather than several discrete models. 
The models will show how voting systems fit into the overall election administration process, so the identification of risks will be in relation to the successful operation of the process and not restricted to the operation of the voting system. For example, a small number of voting machine malfunctions does not constitute a significant risk to the successful conduct of an election if there are administrative procedures for timely replacement of machines so voting can continue and for retrieving votes cast on the malfunctioning machines so no votes are lost. The performance of this task must involve consultation with a variety of local election officials to ensure the models reflect actual practices.

4.6 Develop generic voting system models. The Contractor shall develop generic voting system models by technology type. These models shall include such elements as 1) a system flow chart describing data flows, entry and exit points, and the relationship of programs, device drivers, data files, and other program components, and 2) a system schematic and description of all major subsystem interfaces between the election management system, voter interface devices, the absentee ballot subsystem, the results accumulation subsystem, and the results reporting subsystem.

4.7 Validate system models. The Contractor shall validate the system models with panel(s) comprised of representatives of the vendor community, system certification testers, election administration experts, and other relevant disciplines.

4.8 Support peer review by NIST and EAC Boards. The Contractor shall provide documentation and briefings as required to support peer review of the Phase I results by NIST and the EAC Standards Board and Board of Advisors. It is anticipated that these reviews will be conducted concurrently.
PHASE II – Develop Threat Matrices and Perform Risk Assessment 
4.9 Develop threat matrices. The Contractor shall develop threat matrices associated with each voting system technology model. This must include an analysis of the vulnerabilities of each technology model, the identification of the threat, the description of the attack to realize the threat, and the degree of difficulty to execute (e.g., skill level required, special access, number of people).
4.10 Validate threat matrices. The Contractor shall refine and validate the threat matrices with a panel(s) of experts representing disciplines such as computer security, voting systems, election administration, and other relevant disciplines.

4.11 Integrate threat matrices with election process models. The Contractor shall integrate the threat matrices and the election process models from Task 4.5. The results will be a series of voting system threat matrices by type of election process. 

4.12 Develop risk assessments. Using the results of Task 4.11, the Contractor shall develop risk assessments for each election process model variation. This would include such elements as estimating the likelihood of occurrence of the various threats, identifying any potential mitigations and their degree of effectiveness, assessing the ability to detect a threat occurrence, and the ability to recover from such occurrence. The end result will be qualitative and quantitative assessments of risk associated with the use of various technologies for each election process model.
4.13 Refine and validate risk assessments.  The Contractor shall refine and validate the risk assessments. The Facilitated Risk Analysis Procedure or other appropriate methodology shall be used for engaging a panel of subject matter experts to assign comparative rankings and provide an explanatory rationale. Mathematical modeling techniques will be utilized to the extent possible.

4.14 Support peer review of by NIST and EAC Boards. The Contractor shall provide documentation and briefings as required to support peer review of the Phase II results by NIST and the EAC Boards.

Phase III – Documentation and Model Update Process
4.15    Document risk assessment model and methodology.  The Contractor shall document the risk assessment model and methodology in a manner accessible to the community of interest. This includes federal, state, and local officials; the voting system manufacturers, the testing laboratories, and public interest groups. Any mathematical modeling employed shall be described in such a manner that non-experts can understand the logical structure and how to exercise the models.
4.16     Recommend a model update process. The Contractor shall recommend a process for periodic updating and exercising of models and assessments as technology evolves and the threat environment changes. This shall include a process for collecting the results of any utilization of the models that may be of general interest to the election community. 

5.0 Contract Type. The contract type is TBD.

6.0 Place of Performance. The principal place of performance will be the Contractor’s place of business. Meetings and occasional work efforts may also be conducted at the EAC offices from time to time. 

7.0 Period of Performance.  The period of performance is 18 months from the date of the award.

8.0 References
· Federal Information Security Management Act (FISMA) of 2002

· Federal Information Processing Standards Publication (FIPS) 199, Standards for Security Categorization of Federal Information and Information Systems
· Federal Information Processing Standards Publication (FIPS) 200, Minimum Security Requirements for Federal Information and Information Systems
· National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53, Recommended Security Controls for Federal Information Systems
· NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems
· NIST SP 800-34, Contingency Planning Guide for Information Technology Systems
· NIST SP 800-30, Risk Management Guide for Information Technology Systems
· NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems
· NIST SP 800-18, Guide for Developing Security Plans for Information Technology Systems
