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Introduction

This accreditation assessment was conducted to support an interim program pending
implementation of the full EAC Accreditation program in cooperation with the National Voluntary
Laboratory Accreditation Program {(NVLAP} under NIST Handbook 150-2006, NVLAP Procedures
and General Requirements and NIST Handbook 150-22- 2005 NVLAP Voting System Testing
(HB 150-22). The interim program is designed to accredit ITAs formerly authorized under the
National Association of State Election Directors {NASED) accreditation program to continue
voting system testing under an EAC accreditation until such time as the NVLAP/EAC joint
accreditation has qualified one or more testing laboratories as Voting System Test Laboratory
(VSTL).

Summary of Findings

Under NASED, Wyle Laboratories and CIBER, Inc. were separately accredited as Hardware and
Software ITAs. Under those roles, Wyle tested the principle voting devices—those components
that received the votes of the voter and performed the basic tally operation. CIBER tested the
Election Management System (EMS) and Reporting System components that performed
consolidation of voting results from multiple voting devices on a general purpose computer such
as a Commercial Off The Shelf (COTS) workstation or server. Wyle and CIBER have since
formed an exclusive team agreement to work with each other as a joint testing cooperative fo
perform the full voting systern certification testing. The source code review of software resident to
the voting or vote tallying device which had been Wyle's responsibility has actually been
performed by CIBER or source code reviewers working with CIBER in the last year or more.

Whyle has a long identity as a voting system testing lab being the first accredited under the
NASED program. Wyle brought to the program a strong background in environmental testing of
DOD systems and holds separate accreditation such as the American Association for Laboratory
Accreditation (A2L.A) for the major hardware test methods required for voting system
accreditation. Wyle has a well-defined quality management system in the terms of ISG/IEC
17025 which is generally exercised and used. The corporate culture and higher level
management support are compatible with and help support quality management practices.

The CIBER ITA operation is actually a small branch office, /ITA Practice, CIBER, Inc, operating
independently from the corporate CIBER operations. Corporate CIBER's quality management
system {which is |30 9001 compliant) places the responsibility to define and implement the
quality program under the ISQO/IEC 17025 requirements at the ITA Practice Director’s level but
places the QA Manager responsible at a branch office (PPQA Group) located remotely from ITA
Practice locatoin. ITA Practice’s Process and Project Quality Assurance Plan (PPQAP) [Apr 2005] policy
document and supporting processes and procedures were created last year but critical processes
were not implemented nor procedures followed. ITA Practice, CIBER is unable to follow their
own defined processes and procedures to ensure the quality of their work.

Although Wyle and CIBER are working together, they have distinctly different quality
management programs and different levels of proficiency about following those programs. in the
Hardware/Software division, Wyle tests only to the boundaries of the device—they do not, as a
rule, perform any operations on the EMS or Reporting system components and limit the
interaction with transfer media to the input/foutput ports of the specific device.. CIBER performs
more of the system integration testing by producing variations of election definitions which they
either provide to Wyle or operate the voting devices to produce results to use in the Reporting
system testing but generally do not exercise a wide function of the voting device, leaving that
testing to Wyle. Wyle reports follow ISC/IEC guidelines and tend to be reasonably complete



descriptions of what testing was performed although they don’t always indicate where a test was
only done in an earlier version. In a number of reports over the last year, Wyle has indicated that
CIBER is expected to complete certain tests involving the EMS or Reporting systems. CIBER’s
reports provide limited or no descriptions of the testing performed so a reader or reviewer can not
tell if all the testing was completed. Cross checking between CIBER and Wyle reports has
revealed at times that neither ITA has performed certain tests, expecting that the test was done
by the other.

Wyle has a demonstrated capability to do well in the limited scope of hardware testing and some
related functional testing but does not have the internal resources to perform what is being
identified for the new VSTLs as the core requirement testing. With the right partner Wyle couid
potentially be a full scale test lab but needs to develop the internal resources to be able to take a
lead in system integration testing and end-to-end functional testing inciuding more aggressive
security testing.

CIBER has not shown the resources to provide a reliable product. The current quality
management plan requires more time to spend on managing the process than they appear to
have available and it was clear during the assessment visit that they had not accepted that they
have a responsibility to provide quality reviewed reports that show what was done in testing. The
ITA Practice Director indicated during the assessment that their difficulties were that corporate
CIBER did not allow for the personnel resource time for quality management functions but there
may be other alternatives for allocating the resources.

In addition, during the review, |ITA Practice Director indicated that the testing for a product tends
to either use vendor developed tests or new tests developed specifically for the product—they
have no standard test methods defined. This makes their testing dependent on the vendor input
and vulnerable to unique vendar interpretations rather than a core validated set of internal
references for training and testing,

A proposal was made that Wyle take the lead and provide direction on qualify management
reviews, audits, test planning, and report writing. CIBER would add software review and election
definition experience with possibly some security expertise through corporate CIBER. Wyle,
under this proposal, would be fully responsible for the coordination of testing and the final report.
CIBER/Wyle would need to work out additional criteria to standardized test plans, determine the
who and how review of the TDP would be conducted, and the contract oversight relations.

All the ITAs need to complete a review of the VS8 2002 and new VVSG 2005 and update the
requirements cross-reference matrix to be used to identify which requirements have been tested
and where or when. The former matrix developed jointly between the ITAs is missing significant
requirements and variations on requirements. (Note: Shawn Southworth, ITA Practice Director,
reports that CIBER does not have that version of the checklist.)

Recommendation

Whyle to continue as a Hardware ITA, eventually serving as a resource lab for environmental
hardware testing for new VSTLs or move to becoming a VSTL by taking responsibility for full
system testing with possible subcontracting to CIBER or another qualified group.

CIBER ITA Practice continues only with the support of Wyle or a commitment from corporate

CIBER to provide management assistance in getting the quality system functioning and fuller
reporting of results with a review in 120 days.

(signed)



Steven V. Freeman
Attachments:
1. CIBER Organization

a. ITA Organization
b. Corporate Organization
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EAC Technical Supplement Checklist:

Review test [ab procedures/standards for the following elements of the VSS 2002 (and
equivalent VVSG 2005}

(W) Wyle
(C) Clber
Core voting system tests:

1 Technical Data Package review,

a  Verify that TDP contains required document content and identify vendor’s document
meeting requirements.
(C) Initial TDP Review
(W) Test Procedures, Sect 1.
b Identification of deliverables: Documents or manuals to be delivered to client
for operation, maintenance, and training.
(C) Not identified.
(W) Not identified.
¢ Terms and references. Unique usage
(C) Need to add
(W) Need to add
d Review of documents for completeness and consistency
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 4
(W) Test Procedures No VS8S5-2002,
¢ Quality Assurance plan
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 4 Step 9
(W) Quality Assurance Test Procedure Need reference identification
f  Configuration Management
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 4 Step 9. May need to add
attention to identifying EUT for configuration purposes
(W) Configuration Management Test Procedure. Need reference identification
__ g Review of System release change log
(C) Docurnent No. ITA 2002 QTP R1.0 04-15-0, Sec 4 TDP Step 7, 9
Sec § Source Code reviews.
(W} Test Procedures. May need to add.
h  Review of vendor tests. Includes but not limited to:
i  Readiness Check
ii  Operational Status Check
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 8.1 Test Data and Procedure
Preparation. May need to add specifics for validating Readiness Check and Operational
Status Check.
(W) Test Procedures 2.0 PreQualification Tests. Verification at the Polling Place Test
Procedure (Needs document identification).i May need to add specifics for validating
Readiness/Operational Status Check,
Note: Wyle providing validation of the Readiness/Operational Status Check for Ciber.
1 Review of prior test lab tests
(C) Section 7. Qualification Previously Qualified Software. May need to expand
{W) Need to add
----- Deliverableg---~
i TDP Document Trace matrix directory. Matching the document requirements to the
vendor’s document names or titles.
(W} Test Procedures, Sec |
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Use the Requirements of the FECVSS 2002 Trace to Vendor Testing and Technical
Data Pachage.
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 4
TDP Inventory (Template)
Initial TDP Review Checklist.doc
k  Production of formal Test Plan (VSS 2002-Vol Ii, App A)
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 8.1 Test Data and Procedure
Preparation.
(W) Test Procedures, Sec 1 and Appendix A (Volume 1, FEC VSS 2002 Functional
Requirements) Note that this does not include Volume II requirements
QD XI-1, Test Control Program includes development Test Plan.

2 Source code review,
Wyle no longer does source code review. All source code review for Wyle testing is
done by Ciber. This constitutes a change in the scope of accreditation for Wyle/Ciber.

a  Catalog of source code

(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 5. Need to develop and add.
Currently produce a master list of all files submitfed as part of the source code and
provide with some reports. This list includes source code, make files, .dlls and other files
which may or may not be reviewed or relevant

(W) Defer to Ciber for source code review.
b Catalog of compilation environment including COTS components of build

(C) Needs to add. Request copy of new procedure for Witnessed Build which is expected
to address this.
¢ Determination of changes from prior review
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 5, Step 4. Perform a diff
comparison on files submitted for a change to verify what has changed and checking with
vendor’s change log. May need to specify documenting what files (source and installed)
are changed.
d  Review for coding conventions and integrity requirements
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 5. Step 6 lists the exceptions
currently identified from the V88§ standards.
i Demonstrate
e Review for security
(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 5. Only those ftems currently listed
in V88 2002 and documented in Step 6 are examined. Source code reviewers are
expected to report any strange code or process they notice that would be considered a
security breach. Current list includes the following with known security implications::
Q: 5.4.2d Unbound area nof protected
R: 6.4.2f Case statement with no default area

S: 5.4.2g Possible vote counter overflow Needs attention. This requirement shouid
expect that an overflow condition is prevented or detected and reported for operator
action.

FF: 5.4.2v If else operator used more than once. Incorrect. Needs adjustment

HH: 4.2.2 Self modifying, Dynamic Loaded, Interpreted code. Needs development

HH: 4.2.2 Unbound Area, Pointer Values, Dynamic Memory unprotected. Needs
development.

Other ffems under VSS 2002 code review have security implications in ferms of features
to aid in detection or to prevent hiding unsecure code.

Although not specifically required by VS8 2002, issues such as hardcoded passwords or
passphrases or ‘backdoors’ should be included and provisions specified fo client on how
such issues will be reported or treated. See fopic on reporting anomalies.
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i  Demonstrate

f  Report of results.

(C) Document No. ITA 2002 QTP R1.0 04-15-0, Sec 5. Note comments about catalogs of
file.

g  Witnessed build from verified source code and COTS

(C) The procedures in the current document is being superceded by a revision to be
provided.

3 Physical configuration audit,

a  Configuration verification against Configuration Management plan

(C) Performed during final Functional Configuration Test. 7777

(W) Test Procedures 4.2. Hardware Configuration. See comment in TDP areu issue.
b Accessibility standards

(C) Expect hardware ITA

(W) Accessibility Test Procedure , VSS Volume 1, Section 2.2.7, Common Standards
2.2.7.1 (svf: physical size and position). Needs to provide specification of table height
for item b. See Title 29, CFR, 1910,

Accessibility Test Procedure , VS8 Volume I, Section 2.2.7, Common Standards 2.2.7.2
(svf: acoustical and tacile)

¢ Construction
(W) Design, Construction, and Maintenance Characteristics Test Procedure, VSS Volume
I, Section 3.4.1, Materials, Processes, and Parts.

Section 3.4.2, Durability. This requirement lacks adequate guidance for test method

Section 3.4.3. Reliability.

Section 3.4.4 Maintainability

Section 3.4.4.1 Physical Attributes supporting maintenance.

Section 3.4.4.2 Additional Atiributes.

Section 3.4.5. Availibility. Also, VS Test Procedure 6.9, Need to calculate and report
Al Under ISO/IEC 17025 procedures this will need to include reporting the basis for the
calculation including assumptions made to create proposed values for some of the factors.

Section 3.4.6. Product Marking.

Section 3.4.7. Workmanship.

VS Test Procedure, 6.10 Product Safety under product safety review to ensure
compliance with UL 60950-1. This includes review of requirements for features
specified under entire section 3.4 in terms of safety concerns excepting possibility
Durability. Tn Design, Construction, and Maintenance Characteristics Test Procedure,
need to develop and/or reference test method standard (possibly referencing UL 60950-1)
d Validity of operations provided in deliverable manuals
(C) During functional test, need specification of procedure for software operation.

(W) During functional test, need specification of procedure for equipment operation.
¢  Hardware fransportation and storage tests.

©)

(W) Environmental Control — Transit and Storage Test Procedure, VSS Volume I,
Section 3.2.2.14. Need to develop reference to Operational Status Test to include
validation and repeatability between all the tests. Should reference use of the test for
both pre-test and post-test determination of operability.

f  Hardware operational environmental test.
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Note: The system integration tests for accuracy and reliability (e.1. and 2. below) are

conducted in conjunction with this test and the final eriteria include all components used
to consolidate polling place and jurisdiction results from individual voting machines.
(W) Wyle considers a system crash or “abend” as a failure. Resetting the machine is not
an acceptable recovery. Check against the VSS 2002 shows the section which specified
‘acceptable’ errors is not in the final version and Wyle’s approach is correct. Need to
address the issue of including extended operation of the user interface and not use
exclusive antomated testing.

g EMC and electrical test suit. If test is submitted from a third-party source

i Verify test lab is accredited by MRP body
it Verify equipment under test is for same configuration as being certified
iii  Verify that operational status check was appropriate

(C) Defer to Wyle

(W) VS Test Procedure 6.5 Test Operations Procedures — Electrical

Performance Requirements Test Procedures,

Electrical Power Disturbance

Electromagnetic Radiation, (CFR Part 15, Class B/FCC Part 15 Class B)

Electrostatic Disruption

Electromagnetic Susceptibility

Electrical Fast Transients

Lightning Surge

Conducted RF Immunity

Magnetic Fields Immunity

h  Safety inspection.
(Covered under construction)
----Deliverables----
Reports for the hardware, EMC and electrical, and Safety tests and inspections. If

necessary (i.e. from third party source), provide a statement reporting the results of
the verification on the applicability of the reports.
(C) Need to develop. (Tech Guide #377)

(W) QD V-1. Instructions, Procedures, and Certification Reports
QD VII-1. Supplier Evaluation and Suppliers List. For third-party report.

i

__}  Directory of deliverables, including hardware and sofiware setup and both
application and COTS installed files. (Part of witnessed build docurnentation)
(C) Need to develop process. Have form and procedures.

4 Tunctional configuration audit,

a  Functional Requirement matrix against technical specification and manuals

(C) QTP Sec. 4. TDP Review. Step 8 & 9 (second part of the cross-reference matrix

between the VSS designated documents and the vendor identification).
(W) Test Procedures, Sec ]

Use the second part of the Requirements of the FECVSS 2002 Trace to Vendor
Testing and Technical Data Package.
b Test Specifications for functional requirements
(C) QTP Section 9
Need to develop specific test methods. Ciber has common practices/test case for

most of the functional requirements but needs to document for consistency and
repeatability.
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(W) VS Test Procedures, Sec 4.4.4

g

Appendix Functional Qualification Checklist
(topic) Test Procedure which specifically reference functional requirement.
Verify functional operation against requirements of Vol I, §2 thru §8 (See
Requirements Checklist)
{C) QTP Section 9 Step 10,

Final Report Template.doc, Appendix C. FEC Requirements Relevant to Software
Functional Testing. (undated and not currently used)

Update and use
(W) V8 Test Procedure Section 1. Uses checklist (Needs to be updated against
official version V33).

Verify functional operation against requirements of vendors technical specification
and manuals

(C) QTP Section 9 Step 10. modify checklist (App C) to include vendor specific
requirements

(W) VS Test Procedures, Sect 1 and slightly Sect 4.4.4, part of TDP review
Verify HAVA functional requirements,
(C) Primarily covered under Wyle testing. Need to use as part of system integration
test,
(W) Casting a Ballot, Vol I, Sec 2.4.3.3
Post-voting functions,
---- Deliverables «---
Provide a Requirement matrix showing which tests performed and requirement
satisfied.
(C) Section 9, App C
(W)

Report deficiencies encountered and resolutions of deficiencies.

Note: not all deficiencies will result in a recommendation to not certify.
(C) Sect 9 & 10, App C, comment section Verifi: against official VSS 2002 and use
(W} OD XV-2. Notice of Anomaly.

5 System integration tests,

a

Accuracy. For non-COTS systems, includes 48 environmental operating test.

(C) QTP 13 COTS Functional and Volume Hardware Testing. Step 3
b Rehlability—For non-COTS systems, includes 48 environmental operating test. For

COTS

(C) including testing for multi-feed as part of accuracy test. Need to specify/reference

c

Volume & Stress tests

{(C) Need to document. Ciber does perform tests to exercise maximum limits of system
but do not have procedure identified or documented.

d

Security tests.

{C) Need to document

e

f

(VVSG 2005) Cryptographic
Telecommunication, as applicable to system design.

(C) Need to document

g

System end-to-end of EMS, vote recording, vote tabulation, consolidation, and
canvass reporting.

(C) QTP Sect 12. Final System Level Testing
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----Deliverables-----
h  Report on tests performed and their results.
(C) QTP Sect 12, Step 7 Prepare anomaly list. May need to include specifics for HAVA
provisional balloting, absentee ballot consolidation, and write-in resolution.

__ 6 Qualification Test Report
(C) QTR Template (not uniquely identified/ versioned under document control)
(W) QD V-1 Instructions, Procedures, and Certification Reports
a  Introduction.
(C) QTR Template Sec 1 (copied supplied is not current.need update),
1.1 Test Agency History and Capability
1.2 Document Overview
(W) Have an electronic copy that is “cut and paste” but not controlled master. This has
been a source of error in the past. Need to develop.
b Qualification Test Background (B2)
i General Information about the qualification test process. (For outside readers
not familiar with the ITA testing).
(C) standard boilerplate text.
(W) standard boilerplate
ii A list and definition of all terms and nomenclature peculiar to the hardware,
the software, or the test report.
{(W)Q@b V-1. Sec 4.0 Terms and Definitions.
¢ System Identification (B3). This is the test hardware and software used in this test.
(C)QTR Sec 5.4
(W) QD V-1 Sec 4.9 Test Hardware/Software description Sec 4.
1 System name and major subcomponents. Sec 3
ii  System Version. Sec 3
ill  Test support hardware.
(W) Materials required for testing QTR Sec 5.0 (ISO/IEC 17025 5.10.2 f)
(C) QTR Sec 3. Hardware Support
iv  Specific documents {(deliverables) from the TDP used to support testing
(W) QTR Sec 5.3.
(C) QTR Sec 3 Documentation provided to support testing. Need to specify
which are part of the vendor deliverables.
d  System Overview (B4). Describes the voting system in terms of
i its overall design structure,
il technologies used,
iii processing capacity claimed by the vendor and
tv modes of operation.
v (May) include other products that interface with the voting system. Note:
Shall include components necessary to consolidate and produce final results
including telecommunications.
{C) QTR Sec 4
(W) OTR Sec 4
e  Qualification Test Results (B5). “This section provides a summary of the results of
the testing process, and indicates any special considerations that affect the
conclusions derived from the test results. This summary includes:
1 Acceptability of the system design and construction based on the
performance and software source code review.
(C) QTR Sect 5
(W) QTR Sect 6
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ii  The degree to which the hardware and software meet the vendor's
specifications and the standards, and the acceptability of the vendor's
technical and user documentation
(C) QTR Sect 5 by subsection
(W) QTR 1.3 Summary
iii  General findings on maintainability
(1) Includes notation of specific procedures or activities that are difficult
to perform,
(C) Need to add to template in System Qverview
(W) Attach A as a note.
iv Identification and description of any deficiencies that remain uncorrected
after completion of the qualification test
(1) that has caused or is judged to be capable of causing the loss or
corruption of voting data, providing sufficient detail to support a
recommendation o reject the system being tested.
(2) deficiency in compliance with the security requirements,
(3) deficiency in compliance with the accuracy requirements,
(4) deficiency in data retention, and
(5) deficiency audit requirements are fully described);
Note: In practice, vendors will not allow reports to be published if it has
this level of deficiency.
(C) Atend of each Appendice. Need to add to QTR Template/procedure
(W) Located after body of report using a standard Notice of Anomaly (NOA)
v Recommendations to EAC for approval or rejection
(C) QTR 5.4, Includes summary description of the system configuration to be
certified
(W) QTR 1.3 (Executive Summary) including system configuration to be
certified.
vi Note: Deficiencies that do not result in a loss or corruption of voting data
shall not necessarily be a cause for rejection. (Identified as “anomaly™)
f  Appendix Test Operations and Findings (B6)
1 Additional details of test results needed to enable understanding of the
conclusions. B. b. Organized to reflect the Qualification Test Plan.
ii  Summaries of the results of
(1) hardware examinations,
(2) operating and non-operating hardware tests,
(3) software module tests,
(4) software function tests, and
(5) system-level tests (including
(6) security and
(7) telecommunications tests, and
(8) the results of the Physical and
(9) Functional Configuration Audits)
. £ Appendix Test Data Analysis (B7)
i summary records of the test data and
it the details of the analysis. The analysis includes
(1) a comparison of the vendor's hardware and software specifications to
the test data, together with
(2) any mathematical or statistical procedure used for data reduction and
processing.
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(W) In attachments B through ---, based on relevant standards appropriate for the
specific tests.
(C) No known requirements under current scope of operation. Will need to adopt/ensure
as part of including specific hardware tests.
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EAC Interim Accreditation checklist 7120106
CIBER record

1 Purpose and Application.

1.1 Purpose. The following checklist was developed for use in the Election Assistance
Commission (EAC) Interim Accreditation for Independent Test Authority Labs (ITAs). This
program is an interim program pending implementation of the full EAC Accreditation program in
cooperation with the National Voluntary Laboratory Accreditation Program (NVLAP) under NIST
Handbook 150-2006, NVLAP Procedures and General Requirements and NIST Handbook 150-
22- 2005 NVLAP Voling System Testing (HB 150-22). The interim program is designed to
accredit ITAs formerly authorized under the National Association of State Election Directors
(NASED) accreditation program to continue voting system testing under an EAC accreditation
until such time as the NVLAP/EAC joint accreditation has qualified at least one testing laboratory
as Voting System Test Laboratory (VSTL).

1.2 Background. The NASED ITAs were accredited under the NASED Program Handbook
9201, Accreditation of Independent Testing Authorities for Voting System Qualification Testing,
(Rev A}, 7 Apr 2001. (HB 9201). The HB 9201 was based on Department of Defense standards
such as MILSTD-490A and MIL-STD-2167A which had been deleted or superceded by the time
of the Rev A release, Rev A was to have been a temporary revision pending the completion of
the new voting system standards in 2002 (which was to add a much larger scope of acoreditation
1o include the election management software integration with vote tallying equipment as a voting
system.) The Help America Vote Act {HAVA)} provisions took the responsibility from NASED and
the revision was cancelled pending the development of a new program under EAC and NIST.

1.3 Usage. For the purpose of this accreditation, the management documents provided by

the candidate lab were developed under the NASED HBK but will be assessed using ISO/IEC

17025 criteria. As such, it is expected that the documented policy and procedures may not

explicitly follow the language and procedures recommended under ISOIEC 17025 but that the

underlying program may support & quality management program that meets the intent of ISO/fIEC

17025. On the items below, the assessor will place a

« “X" on substantive discrepancies to be considered in the accreditation decision.

e “C’omments on items where some work is needed to bring the program into compliance with
ISO/IEC 17025 but procedures used support the integrity of the testing process.

¢ “OK" where published procedures and policies are supported by evidence of implementation/

A technical supplement checklist will include Voting Systern Standards/HAVA requirements for

specific review, assessment, or testing.

Note: In general, the Voting System testing is not a calibration activity as intended under ISO/IEC

17025. Calibrated instruments are used in the environmental testing.

(The number in parenthsis is a back reference to page reference to ISQ/IEC 17025)

2 Reference Documents

2.1 Normative

2.2 ISO/IEC 17025(2005). General requirements for the competence of testing and
calibration faborafories, dated 2005-5-15.

23 FEC V$§8-2002, General requirements for the competence of testing and calibration
faboratories, dated May 2002 (Note: official version posted on EAC web site and available

since 2004}
2.4 FEC VVSG-2005,
25 internal

251 Parent organization

2.5.1.1 CIBER's Custom Solution Division Quality Management Manual (CQMM) {ISO 9001
compliant)

252 QA Program for ITA Practices

2.5.2.1 Process and Project Quality Assurance Plan (PPQAP), Ver 3.0, Apr 30, 2005. Parent
document (note: document labeling which says Version 2.0 and Version Release History shows Apr
2004 both are typo errors)
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2.5.2.2 Project Quality Assurance Process (PQAP) ITA Practices quality document
253 ITA Testing Process
2.5.3.1 Quality Test Process for Voting System Software (QTP), 4/15/05 Governs testing process

3 Terms and definitions (2)
3.1 Election Assistance Commission (EAC).
3.2 Federal Election Commission (FEC),

4 Management requirements (2)

4.1 Organization (2)

4.1.1  The laboratory or the organization of which it is part shall be an entity that can be
held legally responsible

Legal Name: __ CIBER, Inc Format Note: Legal name is alf caps for CIBER

4.1.2 ltis the responsibility of the laboratory to carry out its testing and calibration
activities in such a way as to meet the requirements of this International Standard
and to satisfy the needs of the customer, the regulatory authorities or
organizations providing recognition.

The EAC shall be identified as the organization providing recognition and as the
governing regulatory authority.

Need to make change
Currently, QTP Sec 17, As patrt of the Test Complaint Frocedure.
Sec 1.3.

4.1.3 The management system shall cover work carried out in the laboratory’s
permanent facilities, at site away from its permanent facilities, or in associated
temporary or mobile facilities.

CQMM 1. Indicated that the ITA Practice, CIBER, Inc. shall fo define and use their
quality program independently but compliant fo the parent CIBER’s Custom Solution
Division’s program within the terms of the ISO/IEC 17025 requirements. The actual QA
Manager is specified in the QA policies and procedures as ?

4.1.4  If the laboratory is part of an organization performing activities other than testing
and/or calibration, the responsibilities of key personnel in the organization that
have an involvement or influence on the testing and/or calibration activities of the
laboratory shall be defined in order to identify potential conflicts of interest.

NOTE 1 Where a laboratory is part of a larger organization, the organizational arrangements
should be such that departments having conflicting interests, such as production,
commercial marketing or financing do not adversely influence the taboratory’s compliance
with the requirements of this International Standard.

NOTE 2 If the laboratory wishes to be recognized as a third-party laboratory, it should be
able to demonstrate that it is impartial and that it and its personnel are free from any undue
cormercial, financial and other pressures which might influence their technical judgment.
The third-party testing or calibration Jaboratory should not engage in any activities that
may endanger the trust in its independence of judgment and integrity in relation to its
testing or calibration activities.

See organization charts:
Overall CIBER, Inc.
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ITA Practice.

QTPVS Para 1, Introduction
PQAP, Sec 3, pg 4

{V8 4.1.1} Employee can not develop and test a product or otherwise consult for a cifent and then
testas ITA the client. Need to develop or confirm from CIBER corporale policy.

The laboratory shall

a) have managerial and technical personnel who, irrespective of other
responsibilities, have the authority and resources needed to carry out their duties,
including the implementation, maintenance and improvement of the management
system, and to identify the occurrence of departures from the management system
or from the procedures for performing tests and/or calibrations, and to initiate
actions to prevent or minimize such departures (see also 5.2);

PQAP, Sec 3, pg 4

b} have arrangements to ensure that its management and personnel a