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� VVSG 2.0 Development
� TGDC Membership Update
� Outputs for Board of Advisors comment

� Core Functions
� VVSG: Principles and Guidelines
� HF: Abbreviated Requirements
� HF: White Papers
� Security: Auditing Definitions

� Additional PWG Activities

Topics



VVSG	2.0	Development
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Board of 
Advisors
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NIST PWG’s

Voting Guidelines 
Ø Tap into as many 

experts as possible
Ø Get continual feedback
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Election Groups
� Developed election process models that served as the basis 

for use cases and  the core functions
� Pre-Election (103 members)
� Election: (107 members)
� Post-Election: (96 members)

Constituency Groups
� Conducted gap analyses and developed draft VVSG 2.0 

Principles and Guidelines
� U&A (105 members)
� Cybersecurity (121 members)
� Interoperability (158 members)
� Testing (84 members)

NIST-EAC	Public	Working	Groups
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Reaching	Consensus	on	VVSG	Scope

Election	
WGs

Pre,	
Election,	
and	Post

Election	
Process	
Models

• TGDC
• EAC/NIST
• PWG	Chairs

Use	Case	
Scenarios

• Standards	
Board

• Board	of	
Advisors

• NASED

Core	
Functions
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A	New	VVSG	Structure

NASED	
Subgroup	/	

NIST

EAC	VVSG	
Futures	Group

NASED	Input	
to	EAC	/	NIST

EAC	
Roundtable	/	

Public	
Meetings

TGDC,	SB,	BoA
Adoption
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• Principles:		High-level	design	goals
• Guidelines:		Broad	system	design	

details	for	election	officials
• Written	in	plain	English	(that’s	the	

goal,	anyway!)
• Greatly	reduced	size:		10	pages
• Will	be	supported	by	detailed	

requirements	and	testing	guidance
Principles Guidelines

General 3 10
Interoperability 3 10
Human	Factors 5 12
Security 7 21

18 53



Abbreviated	Core	Requirements	
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• Based	on	gap	analysis	
performed	by	HF	PWG

• Highlights	changes	and	
provides	further	insight

• Abbreviated	requirements	
written	at	the	conceptual	level

• Tagged	with	UPDATE,	NEW,	
REVIEW,	COMBINE,	MOVE,	
REMOVE

• Legal	accessibility	requirement	
identified	by	wheelchair	icon	–
HAVA,	508,	WCAG,	Voting	
Rights	Act	(VRA)



White	Papers
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• Addresses	gaps	between	
technology,	research	advances	
and	VVSG	1.1	

• Provides	background,	latest	
research,	and	
recommendations

• Topics
• Text	Size	
• Contrast
• Navigation	from	Review	Screen
• Scrolling	on	the	Ballot
• Assistive	Technology	in	the	

Polling	Place



Auditing	Definitions
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Process	Audit	

•Miscellaneous	
• Tiered	Audits
• Forensic	Machine	Audits

• Procedures	Audit	 - Reviewing	the	policies	
and	procedures	used	by	the	election	
officials

• Chain	of	Custody	Audit	- Security	checks	
on	seals	

Post	Election	Outcome	

• Risk	Limiting	
• Batch	Comparison
• Ballot	Polling	Risk	Limiting	
• Ballot-level	Risk	Limiting	Comparison	
• Ballot-level	Comparison
• Comparison
• Image	Interpretation	
• Pollbook
• Hand	Audit	of	IVVR	Records
• Ballot	count	and	vote	total
• Fixed	Percentage	
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Constituency Groups
� Human Factors 

� Turning abbreviated requirements into detailed requirements
� 2 additional white papers on interactive design (select/deselect) 

and voter verifiable paper records & accessibility
� Cybersecurity

� Developing requirements, starting with auditing
� Provided comments on remote ballot marking, CDF
� Need closure on voter verifiable records/accessibility

� Interoperability
� Near final on cast vote records, event logging, updates to 

election results, progress on voter registration interchange, 
voting models, voting variations

NIST-EAC	PWGs:		Current	Activities
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� Review documents in your packet
� Provide feedback on:

� Core Functions
� Principles and Guidelines
� Human Factors Abbreviated Requirements
� Auditing Definitions

� Participate in the WGs
� Advice on how best to get input/review

What	can	you	do?


