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U.S. Ele c t ion Ass is t ance  Commiss ion (EAC) 

This briefing is intended for election officials and those supporting elections in their official capacity. If 
you do not meet this definition, please log off from the briefing at this time .
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Int roduc t ion
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Exe cut ive  Summary

Cybe r- e nab le d  t hre a t  ac t ors  ac ross  a  wide  
spe c t rum of int rins ic  mot iva t ions  and  
ge ographica l orig in cont inue  t o  t a rge t  U.S. 
e le c t ions  infras t ruc t ure  wit h malic ious  
ope ra t ions  de s igne d  t o  influe nce , 
manipula t e , monit or, o r d is rup t  e le c t ions , o r 
e nab le  int e llige nce  co lle c t ion e ffort s . 
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Int e llige nce  Me t hodology
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Informat ion Sourc ing  & Fide lit y 
Information Sources:
● Mand iant  Engage me nt s
● Informat ion Sharing  Partne rship s
● Ope n- Source  Re port ing
● Advance d  Re se arch Me thods

Indicators of Compromise (IoCs):
● Sta t ic  obse rvab le s , e .g . file s , ne twork a rt ifac t s , and  

commands  s t rings
● Inve rse  re la t ionship  be twe e n e ase  of acquis it ion and  

ongoing  use fulne ss  

Behavioral Indicators:
● At tack pa t t e rns  p rovid ing  bucke t s  t o  s t andard ize  t he  

way we  communica t e  adve rsaria l ac t ions
● Alone  p rovide  limit e d  informat ion, but  in combina t ion 

can g ive  c rit ica l cont e xt
● Much more  d ifficult  t o  ide nt ify, ana lyse , and  ac t  on in 

comparison t o  s t a t ic  ind ica tors
Source : ht t p s ://www.linke d in.com /p ulse /p yram id -p ain-how-m ake -at t acke rs- life - hard e r-
m urray-p e arce /
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At t ack Life cyc le

Conduc t  ac t ions-on-
ob je c t ive s  t o  d is rup t , 
de s t roy, or e xfilt ra t e  
da t a  from acce ss ib le  
port ions  of t he  vic t im  
ne twork. 

Use  acquire d  acce sse s  
t o  conduc t  d iscove ry 
on t he  vic t im  ne twork, 
it e ra t e  t hrough file  
d ire c torie s  and  
app lica t ions , and  
move  t hrough t he  
ne twork unde t e c t e d . 

Employ add it iona l 
t e chnique s  t o  inc re ase  
adminis t ra t ive  
p rivile ge s  within t he  
ne twork t o  e nab le  
furt he r t asks , 
inc lud ing  pe rs is t e nce -
re la t e d  ac t ions  and  
b inary e xe cut ion. 

Gain pe rs is t e nce  
t hrough malware  
de p loyme nt s , 
configura t ion 
change s , c re de nt ia l 
t he ft , o r o the r 
me thods  of re t a ining  
acce ss  fo llowing  t he  
p rior s t age . 

Le ve rage  init ia l acce ss  
ve c tors , inc lud ing  
vulne rab le  pub lic  
fac ing  infras t ruc ture  
and  e mploye e s  of 
int e re s t  for soc ia l 
e ng ine e ring . 

De t e rmine  ob je c t ive s , 
e xp lore  t a rge t s  of 
int e re s t , p re pare  and  
s t age  capab ilit ie s . 

MITRE ATT&CK: Re connaissance , Re source  De ve lopme nt , Init ia l Acce ss , Exe cut ion, Pe rs is t e nce , Privile ge  
Esca la t ion, De fe nse  Evas ion, Cre d e nt ia l Acce ss , Discove ry, La t e ra l Move me nt , Colle c t ion, Command  and  Cont ro l, 
Exfilt ra t ion, Impac t
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The  Thre a t  Landscape
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20 24  U.S. Pre s ide nt ia l Ele c t ions  Cale ndar

This  e le c t ion ca le ndar inc lude s  da t e s  for p re s ide nt ia l p rimary and  caucus  e ve nt s , part y conve nt ions  
and  p re s ide nt ia l de ba t e s . Purp le  ind ica t e s  both part ie s  a re  hold ing  an e ve nt  on t ha t  da t e .

Source : 270 towin

March 0 5: Supe r Tue sday

J une  0 4 : Fina l Primarie s  He ld

J uly 15 -  18: Re pub lican Nat iona l Conve nt ion

Augus t  19 -  22: De mocra t ic  Nat iona l Conve nt ion

Se p t e mbe r 16: Firs t  Pre s ide nt ia l De bat e

Se p t e mbe r 25: Vice  Pre s ide nt ia l De bat e

Oc tobe r 1: Se cond  Pre s ide nt ia l De bat e  

Oc tobe r 0 9: Fina l Pre s ide nt ia l De bat e

Nove mbe r 0 5: Ge ne ra l  Ele c t ion Day

De ce mbe r 17: Ele c tors  Cas t  Vote s

9



©2023 Mandiant

Ide nt ifying  Adve rsary Ob je c t ive s    

● An ad ve rsary’s  p rimary und e rlying  
mot iva t ions  inform t a rge t ing  as  we ll as  t he  
manne r and  spe e d  t he y cond uc t  
ope ra t ions

● Thre e  p rimary mot iva t ions :
○ Dire c t  Ele c t ion Int e rfe re nce  
○ Int e llige nce  Gat he ring  / Monit oring
○ Informat ion Ope ra t ions  (IO) 

● Ind ivid ual ob je c t ive s  a re  oft e n mult i-
d ime ns ional and  can re fle c t  amorphous , 
e volving , and /or ove rlapp ing  ad ve rsary 
mot iva t ions  
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Presenter Notes
Presentation Notes
State-sponsored actors: Government organizations, contractors, and others working on behalf of governments are the most persistent threat to elections. Military and security services are regularly tasked with intelligence collection against election-related targets, with IO and election interference increasingly becoming standard practice. State media services also have a role in IO. Operations by these actors often benefit from long planning cycles, significant resources, and specific expertise.Cybercrime: Financially motivated actors may affect elections despite no specific interest in the elections themselves. Ransomware and extortion operations target victims simply for their ability to pay. The plentitude of election-related organizations and systems significantly increases the likelihood of a related criminal event.Hacktivists: Ideologically or politically motivated independent actors have carried out attacks on election-related targets on several occasions. This activity is often sporadic, linked to foreign conflicts or domestic controversies, and typically causes only superficial impacts, such as the temporary disruption of election-related websites.Insider threats: Insider threats have become a concern for election officials given the privileged access they hold. Some are malicious insiders such as employees looking to steal data or sabotage the organization. Others are unintentional insiders such as employees who make mistakes or fall victim to phishing attacks.Information operations-as-a-service: Marketing firms and freelancers also promote messaging during elections—for example, promoting or criticizing candidates or issues—on behalf of their clients. Mandiant and open sources have identified several examples of public relations (PR) firms carrying out IO activities in support of nation states, including using tactics such as coordinated inauthentic social media advocacy.
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Dis t inguishing  Targe t s  wit hin t he  Ele c t ions  Ecosys t e m 

● Campaigns  
○ Ne ws Organiza t ions
○ Polit ic a l Part ie s  & Campaigns  
○ Soc ia l Me d ia  Pla t forms
○ PACs & Donor Groups  

● Ad minis t ra t ion 
○ Ele c t ion Commiss ions  
○ Ele c t ora l Re g is t re s
○ St a t e  & Local Offic ia ls   

● Sys t e ms 
○ Vot ing  Machine s  
○ Soft ware  & Hard ware  Manufac t ure rs
○ Ele c t ion Manage me nt  Sys t e ms   
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A Dynamic  Thre a t  Landscape

Unde rlying  
Mot iva t ions  Drive  
De c is ion Making   

• Malic ious  ac t ivit y 
re p re se nt s  humans  a t  a  
ke yboard

• Ac t ivit y may be  highly 
t a ilore d  t oward  part icula r 
se c t ors  or ind ividua l 
organiza t ions

• Unde rlying  mot iva t ions  
range  from de s t ruc t ion and  
d is rup t ion t o  informat ion 
t he ft , among  o t he rs

Profe ss ionalism, 
St ruc t ure , and  
Re sourc ing

• At t acke rs  may fle xib ly 
ca lib ra t e  t he ir capab ilit ie s  
de pe nd ing  on t he  t a rge t   

• Thre a t s  may linge r 
ca re fully for mont hs  or 
e ve n ye ars  wit hin a  
ne t work

• At t acke rs  may p ivot  t he ir 
t ac t ic s  base d  on find ings  
from wit hin a  vic t im  
ne t work

Pe rs is t e nce  in 
Pursuit  o f Se t  
Ob je c t ive s  

• Re solut e  ob je c t ive s  mot iva t e  
t hre a t s  t o  cont inuously 
pursue  t a rge t s  ove r t he  long  
t e rm

• Gre a t e r familia rit y wit h a  
g ive n ne t work me ans  a  t hre a t  
is  more  like ly t o  ide nt ify and  
le ve rage  add it iona l acce ss  
ve c t ors

• Pe rs is t e nce  me chanisms 
me an part ia l e vic t ion may not  
re sult  in comple t e  
re me d ia t ion 12

Presenter Notes
Presentation Notes
Attackers can be foreign nationals, criminals, hacktivists, competitors and organization insiders.
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The  Spe c t rum of Cont e mporary IO Ac t ivit y 

Primary IO Objectives Observed During 2022 Midterm 
Elections:

● Wide n e xis t ing  polit ica l d ivis ions
● Targe t  spe c ific  cont e s t e d  race s  
● Promote  spe cula t ion of fore ign int e rfe re nce  

IO Strategies:

● Coord ina t e d  inauthe nt ic  ac t ivit y
● Hack- and- le ak ope ra t ions  
● Produc t ion and  pub lica t ion of d is informat ion
● Cla ims of d is rup t ive  ac t ivit y t a rge t ing  e le c t ion 

infras t ruc ture
● Cla ims of ac t ivit y t a rge t ing  t he  confide nt ia lit y of 

e le c t ion da t a  

13
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De fining  t he  Curre nt  St a t e  of AI- Enab le d  TTPs  

Background:
● Current research and open-source reporting indicates that AI—in the form of LLM 

platforms—has assisted a number of threat actors to better inform their operations, 
craft lure content and malware payloads, interact with victims, and generate 
misleading photo and video content to mislead audiences. 
○ TL;DR: AI has become a substantial force multiplier, but not game-changing 

capability, for contemporary cyber threat groups, including those interested in 
gathering intelligence from or influencing U.S. elections.  

Example Definitions of Initially Observed Tactics: 

● LLM-informed reconnaissance
● LLM-enhanced scripting techniques
● LLM-aided development
● LLM-supported social engineering
● LLM-assisted vulnerability research
● LLM-optimized payload crafting
● LLM-enhanced anomaly detection evasion
● LLM-directed security feature bypass
● LLM-advised resource development

14

Presenter Notes
Presentation Notes
LLM-informed reconnaissance: Employing LLMs to gather actionable intelligence on technologies and potential vulnerabilities.LLM-enhanced scripting techniques: Utilizing LLMs to generate or refine scripts that could be used in cyberattacks, or for basic scripting tasks such as programmatically identifying certain user events on a system and assistance with troubleshooting and understanding various web technologies.LLM-aided development: Utilizing LLMs in the development lifecycle of tools and programs, including those with malicious intent, such as malware.LLM-supported social engineering: Leveraging LLMs for assistance with translations and communication, likely to establish connections or manipulate targets.LLM-assisted vulnerability research: Using LLMs to understand and identify potential vulnerabilities in software and systems, which could be targeted for exploitation.LLM-optimized payload crafting: Using LLMs to assist in creating and refining payloads for deployment in cyberattacks.LLM-enhanced anomaly detection evasion: Leveraging LLMs to develop methods that help malicious activities blend in with normal behavior or traffic to evade detection systems.LLM-directed security feature bypass: Using LLMs to find ways to circumvent security features, such as two-factor authentication, CAPTCHA, or other access controls.LLM-advised resource development: Using LLMs in tool development, tool modifications, and strategic operational planning.
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Obse rve d  Ac t ivit y
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Ke y Take aways:

● Mandiant  cont inue s  t o  ant ic ipa t e  e sp ionage -base d  int e llige nce  colle c t ion and  e nab le me nt  
e ffort s  t a rge t ing  e le c t ion- re la t e d  e nt it ie s  in 20 24 :

○ The  t ime - se ns it ive  na ture  of any such ope ra t ion, t he  fle e t ing  int e llige nce  va lue  of mos t  
co lle c t e d  informat ion, and  d ifficult ie s  t aking  ac t ion on mos t  such informat ion may hold  
many t hre a t  ac tors  from conduc t ing  e le c t ion- spe c ific  ope ra t ions ; howe ve r: 

■ Pre s ide nt ia l campaigns , auxilia ry party me mbe rs  and  le ade rship , and  o the r 
e le c t ion- re la t e d  e nt it ie s  pose  highly va luab le  t a rge t s  for int e llige nce  colle c t ion 
ac t ivit ie s  looking  t o  g le an informat ion on future  U.S. policy, fore ign and  dome s t ic . 

■ Cont rove rs ie s  surround ing  curre nt  p re s ide nt ia l cand ida t e s—inc lud ing  he a lt h, 
pe rsona l and  p rofe ss iona l re la t ionships , and  bus ine ss  de a lings—highlight  t he  
amplifie d  risks  of pe rsona l da t a  le aks  and  t he  ince nt ive s  t hre a t  ac tors  have  t o  
pursue  t he m. 

 
● Thre a t  ac tors  from around  t he  world  cont inue  t o  conduc t  Informat ion Ope ra t ions  (IO) t o  fome nt  

d iscont e nt , m is le ad  We st e rn aud ie nce s , and  o the rwise  share  and  amplify informat ion in ways  
me ant  t o  influe nce  and  de grade  t he  conduc t  and  out come s  of U.S. and  fore ign e le c t ions . 

○ Russ ia , Iran, and  PRC-aligne d  IO campaigns  cont inue  t o  cons t it ut e  t he  g re a t e s t  volume  of 
such ac t ivit y, le ve rag ing  soc ia l me d ia  ne tworks , hackt ivis t  front s , and  o the r me ans  t o  
share  and  amplify informat ion t o  We st e rn aud ie nce s . 

● Hackt ivis t  front s  and  ransomware  t hre a t  ac tors  cont inue  t o  pose  a  se rious  d is rup t ive  t hre a t  t o  
e le c t ions , whe the r e xp lic it ly de s igne d  t o  or not . 

○ Hackt ivis t  front s  carry out  fre que nt  de nia l-of- se rvice  a t t acks  a longs ide  na t iona lis t ic , 
ant i-We st  rhe toric , and  have  de mons t ra t e d  p rior ac t ivit y para lle l t o  e le c t ions . 

○ Ransomware  a t t acks  aga ins t  gove rnme nt  infras t ruc ture  t ime d  (whe the r purpose fully or 
not ) t o  co inc ide  with e le c t ions  may para lyze  t he ir conduc t  and  force  subs t ant ia l de lays . 
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Presenter Notes
Presentation Notes
We continue to anticipate espionage targeting elections throughout this cycleThe spectrum of actors likely to target elections is comparatively narrowLack of need for many groups and difficulty identifying and making use of much electoral-specific informationHowever, there remains a high volume of valuable information processed adjacent to and through electoral processesThis volume increases parallel to difficult policy formulations and controversies surrounding candidates Multiple foreign states have launched information operations meant to achieve some form of impact-through-influence against U.S. and other Western elections The majority of these campaigns continue to originate from Russia, Iran, and PRC Done through various means and across social media platforms as well as custom infrastructureHacktivist fronts and ransomware threats pose the greatest threat of acute disruption against election entities and the conduct of elections and auxiliary events broadly Hacktivists hoping to disrupt elections, or those intent on making it seem as though they have the capability to disrupt elections, are almost certain to make claims of DDoS attacks and potentially other tactics to target this year’s presidential election. Ransomware attacks constitute generally opportunistic though highly disruptive events that could prevent operation of voting and communications infrastructure on or around election day. 
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IO Campaigns , Impac t s , and  FUD 

Background:
● Fore ign s t a t e s  cont inue  t o  de p loy informat ion ope ra t ions  

(IO) t o  a t t e mp t  t o  influe nce  t he  conduc t  and  out come  of 
e le c t ions  g loba lly. 

Observations:
● Not  a ll IO  campaigns  a re  c re a t e d  e qua lly, and  most  fa ll 

short
○ Obvious  sc rip t - fo llowing /bot  use , poor language  

skills , lack of cult ura l aware ne ss  

● Succe ssful campaigns  oft e n le ve rage  curre nt  e ve nt s  by 
ca lling  into  que s t ion offic ia l narra t ive s  or p rovid ing  
a lt e rna t ive  fac t s  t ha t  a re  not  e as ily ve rifiab le  or t ha t  
p rovide  an e asy, malic ious  e xp lana t ion for an o the rwise  
nuance d , se ns it ive  t op ic . 
○ Campaigns  may make  varie d  and  c re a t ive  use  of 

various  ve hic le s  for informat ion t ransfe r, inc lud ing  
pot e nt ia l phys ica l ope ra t ions  (Se e  Figure s). 

○ Audie nce s  p re se nt e d  with mult ip le  narra t ive s  may 
be come  fa t igue d  by choice  and  t rus t  none , 
g ravit a t e  t oward  t hose  most  se nsa t iona l, or t rus t  
t he  firs t  source  t he y e ncounte r ra the r t han t he  
most  re put ab le . 

He ad line  Source s : 
ht t p s ://www.france 24 .com/e n/france /20 240 223-
france - b lame s- russ ia - s - fsb - fo r- ant i- se mit ic - s t a r- o f-
david - g ra ffit i- ac ross - pa ris
ht tp s ://www.po lit ico .e u/a rt ic le /france - conde mns-
russ ia - invo lve me nt - s t a rs - o f- david - g ra ffit i/
ht t p s ://www.nyt ime s .com/20 24 /0 1/0 9/bus ine ss /me d ia /
e le c t ion- d is info rmat ion- 20 24 .html
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Russia-Aligne d  Campaigns  

Mandiant  has  re ce nt ly highlight e d  cont inue d  obse rva t ions  surround ing  t hre a t  ac t ivit y we  
a t t ribut e  t o  "Ne wsroom for Ame rican and  Europe an Base d  Cit ize ns '' (NAEBC), a  p ro-Russ ia  
influe nce  campaign a lle ge d ly run by ind ividua ls  assoc ia t e d  with Russ ia 's  Int e rne t  Re se arch 
Age ncy (IRA). Ac t ivit y a t t ribut e d  t o  NAEBC, which has  pe riod ica lly fluc tua t e d  be twe e n ke y 
e ve nt s  such as  U.S. e le c t ions , has  marke d ly pe rs is t e d  de sp it e  re pe a t e d  pub lic  e xposure  and  
has  cont inue d  t o  t a rge t  spe c ifica lly right - le aning  U.S. aud ie nce s  on a  range  of is sue s . 

Add it iona lly, we  not e  t ha t  cove rt  asse t s  within t he  p ro-Russ ia  p ropaganda  and  
d is informat ion e cosys t e m, inc lud ing  t hose  t ha t  have  be e n a t t ribut e d  t o  Russ ian int e llige nce  
se rvice s , cont inue  t o  amplify p ro-Russ ia  me ssag ing  t a rge t ing  U.S. aud ie nce s  in t he  run-up  
t o  t he  20 24  U.S. p re s ide nt ia l e le c t ion. For e xample , we  cont inue  t o  obse rve  we ll-known 
d is informat ion s it e s  such as  "Ne wsFront " and  "Southfront " inc re as ing ly incorpora t e  spe c ific  
me ssag ing  surround ing  t he se  upcoming  e le c t ions ; cont e nt  pub lishe d  t o  t he se  s it e s  is  oft e n 
furt he r amplifie d  by both inauthe nt ic  and  ge nuine  source s , t he  la t t e r of which inc re ase s  t he  
ab ilit y of t he se  campaigns  t o  b re akout  and  re ach la rge r aud ie nce s . 

Simila r t o  obse rve d  t hre a t  ac t ivit y t a rge t ing  t he  U.S. 20 22 mid t e rm  e le c t ions , we  e xpe c t  
both p re - e xis t ing  and  poss ib ly ne wly e me rge d  hackt ivis t  pe rsonas  t o  e ngage  in pot e nt ia lly 
wide - rang ing  t hre a t  ac t ivit y t a rge t ing  t he  U.S. 20 24  e le c t ions , inc lud ing  both d is rup t ive  and  
conve nt iona l informat ion ope ra t ions .
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Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. ElectionsTalk about: Prigozhin Linked IO-NAEBC's ongoing activity may be an indicator that the campaign operators intend to leverage campaign assets in the upcoming U.S. election season—the campaign has previously mobilized around such events—even if only as an attempt to bolster the perception that pro-Russia IO is persistently influencing the U.S. electorate.In the 2022 midterm elections, the campaign launched their main operation closer to election day, thus it may be too early to assess this scenario.
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Iran-Aligne d  Campaigns  

We  not e  an e s t ab lishe d  p re ce de nt  for Iran-
a ligne d  informat ion ope ra t ions  ac t ivit y 
t a rge t ing  U.S. aud ie nce s ; not ab le  campaigns  
have  le ve rage d  suspe c t e d  inauthe nt ic  ne ws 
s it e s , impe rsona t e d  U.S.- base d  ind ividuals , 
and  in some  case s , U.S. polit ica l cand ida t e s . 

19

Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. Elections
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PRC-Aligne d  Campaigns  

Throughout  20 23, p ro- PRC IO ac t ivit y e xhib it e d  a  pa t t e rn of 

aggre ss ive ne ss  manife s t e d  p rimarily in a t t e mp t s  t o  t a rge t  

e le c t ions  in t he  U.S., as  we ll as  e le c t ions  in Ta iwan, and  Hong  

Kong , inc lud ing  with ac t ivit y flagrant ly a t t e mp t ing  t o  e ngage  

with vot e rs  and  influe nce  t he ir e le c tora l choice s . 

We  cont inue  t o  obse rve  conce rt e d , and  in some  case s  ongoing , 

e ffort s  a t t ribut e d  t o  t he  p ro- PRC campaigns  

"DRAGONBRIDGE" and  "HaiEne rgy" t o  t a rge t  U.S. dome st ic  

polit ica l d iscourse . Obse rva t ions  surround ing  t hre a t  ac t ivit y 

a t t ribut e d  t o  t he se  g roups  inc lude  pas t  conce rt e d  e ffort s  

t a rge t ing  t he  U.S. 20 22 mid t e rm e le c t ions  as  we ll as  re ce nt  

ac t ivit y focuse d  on t he  U.S. 20 24  e le c t ion cyc le .

20

Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. Elections
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IO Surround ing  Taiwan’s  Pre s ide nt ia l Ele c t ions   

Pro-PRC DRAGONBRIDGE Campaign Promote s  Conte nt  Pe rt a ining  
t o  20 24  Taiwan Pre s ide nt ia l Ele c t ion, At t e mpt s  t o  Discourage  
Taiwane se  from Vot ing  for t he  De mocra t ic  Progre ss ive  Party

● Mandiant  asse sse s  with high confide nce  t ha t  soc ia l me d ia  
account s  we  judge  t o  comprise  part  of t he  p ro-Pe op le 's  
Re pub lic  of China  (PRC) DRAGONBRIDGE informat ion 
ope ra t ions  campaign p romote d  cont e nt  pe rt a ining  t o  t he  
20 24  Taiwan p re s ide nt ia l e le c t ion on mult ip le  p la t forms , 
inc lud ing  cont e nt  a t t e mpt ing  t o  d iscourage  Taiwane se  
from vot ing  for t he  ruling  De mocra t ic  Progre ss ive  Party 
(DPP).

○ Narra t ive s  p romote d  by t his  ac t ivit y se t  ne ga t ive ly 
port raye d  t he  DPP and  it s  p re s ide nt ia l cand ida t e  La i 
Ching- t e , de sc rib ing  t he  DPP and  it s  me mbe rs  as  
vot e - se e king , ine ffe c t ive , corrup t , and  unfit  for 
le ade rship . 

○ The  p romote d  narra t ive s  a lso  a ime d  t o  port ray 
Taiwan and  it s  pe op le  as  e xpe rie nc ing  e conomic  
woe s  unde r DPP's  le ade rship . The se  narra t ive s  
sugge s t e d  t ha t  if La i and  t he  DPP we re  t o  be  e le c t e d , 
t he  s it ua t ion would  worse n for Ta iwan and  it s  
c it ize ns .
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Not ab le  Russ ia - , Iran- , and  PRC-Aligne d  Campaigns  Targe t ing  U.S. 
Aud ie nce s

22

Presenter Notes
Presentation Notes
Report to Reference: 2024 Elections Brief: Information Operations Threats to U.S. ElectionsRussia:Mandiant assesses with high confidence that the risk of Russian state-sponsored cyber threat activity will increase in the weeks and months ahead of elections. Mandiant anticipates that this activity will focus on regions that Russia closely monitors, such as Russia itself, Ukraine and its neighbors, the U.S., the UK, and the EU. Tactics will likely span cyber espionage, DDoS, influence campaigns, and potentially impactful disruptive and hack-and-leak operations. Multiple Russian groups have been involved in activity related to past elections, and these groups have continued to demonstrate the capability and intent to target elections both directly and indirectly.IO: Since October 2020, NAEBC has persistently attempted to influence U.S. audiences on issues related to U.S. politics and elections. In addition, Mandiant is tracking a variety of other pro-Russia IO campaigns, including RUsponder, Cyber Front Z, and Secondary Infektion. Belarusian-linked Ghostwriter also frequently promotes pro-Russia narratives. Recent activity from these campaigns has been primarily focused on the war in Ukraine.Hacktivists: Mandiant is tracking multiple self-proclaimed hacktivist groups primarily conducting DDoS attacks and leaking compromised data in support of Russian interests. These groups claim to have targeted organizations spanning the government, financial services, telecommunications, transportation, and energy sectors in Europe, North America, and Asia; however, target selection and messaging suggests that the activity is primarily focused on the conflict in Ukraine. Relevant groups include KillNet, Anonymous Sudan, NoName057(16), JokerDNR/DPR, Beregini, FRwL_Team (aka "From Russia with Love"), and Moldova Leaks.Iran:Mandiant assesses with moderate confidence that the risk of Iranian cyber espionage and cyber-enabled influence campaigns will rise as elections approach in key nations of interest to the Islamic Republic, such as counterparts in the currently stalled nuclear negotiations and countries offering support to Israel during current fighting in Gaza. Past Iranian activity targeting elections has primarily focused on the U.S. and has involved intrusion activity as well as online narrative promotion, claimed data leaks, and attempted voter intimidation. However, observations suggest that Iranian cyber threat groups are currently focused on domestic surveillance, the Gaza conflict, and Iranian opposition organization People's Mojahedin of Iran (MEK), potentially reducing the likelihood of large-scale attempts to interfere with global elections in 2024.IO: Mandiant tracks a number of notable pro-Iran influence campaigns (e.g., Liberty Front Press (LFP), Roaming Mayfly, and Endless Mayfly), and Mandiant has observed these campaigns target audiences globally and leverage wide-ranging TTPs. Influence infrastructure used in operations attributed to these campaigns most frequently relied on Arabic-language assets and targeted countries within Iran's sphere of influence. Mandiant has observed pro-Iran influence campaigns impersonating voters and officials and promoting partisan content during past U.S. elections, though we also note the use of websites and networks of social media accounts focused on the UK, India, and Indonesia used to promote narratives in line with Iranian interests. Recurring themes promoted by these campaigns amplify both anti-U.S. and anti-Israel narratives. Hacktivist Personas: Mandiant is trackingseveral threat actor personas that claim to be conducting hacktivist or cyber criminal operations, such as hack-and-leak activity or ostensible ransomware encryption, resulting in data destruction. Mandiant notes that messaging and target selection for these personas often aligns with Iranian strategic interests. According to U.S. officials, many of the most significant pro-Iran disruptive or hack-and-leak incidents from the past several years can be linked back to Iranian company Emennet Pasargad, which TAG tracks as MARNANBRIDGE, including efforts to disrupt the 2020 U.S. election, described above. In November 2022, open sources reported that an additional persona, "Al-Toufan," defaced Bahraini government websites ahead of the nation's general elections. China:Mandiant expects Chinese state-sponsored intrusion and influence activity to intensify prior to, during, and in the weeks after 2024 global elections, focusing on national elections in countries that Beijing considers to be high-priority collections targets, such as Taiwan, the United States, South Korea, and India. As of the time of writing, Mandiant has not observed China combine intrusion activity with information operations. However, we have seen pro-China IO campaigns demonstrate persistence, aggression, and clear intent to influence elections in the U.S., Taiwan, and Hong Kong. These campaigns used AI-generated imagery and video content, financed and staged protests in target countries, and used increasingly effective tactics to disguise IO as legitimate news, or real individuals, which appears to have increased audience engagement. IO: Two longstanding IO campaigns of note: DRAGONBRIDGE and HAIENERGY In addition to a regular cadence of DRAGONBRIDGE activity promoting diverse narratives regarding global politics, news events, and issues concerning the domestic and foreign affairs of various countries and regions, Mandiant has observed narrative promotion specifically targeting 2024 elections in Taiwan and the U.S. HaiEnergy promoted articles frequently criticize U.S. foreign policy and U.S. politicians and highlight purported examples of domestic friction, such as ethnic or gender inequality. Content also praises PRC policies. In December 2023, Mandiant observed HaiEnergy promote articles critical of Taiwanese Presidential candidate Lai, describing him as lacking political acumen and the DPP as plagued by internal conflicts and a series of scandals. HaiEnergy assets also promoted narratives positively portraying electoral changes implemented by the PRC in Hong Kong ahead of the district council election in December 2023.
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Unde rs t and ing  Hybrid  Ope ra t ions
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Presentation Notes
Report to Reference: 2024 Election Security Threats: Diversity of Targets, Tactics, and ThreatsHybrid Operations: Operations whose objectives rely on the successful use of cyber capabilities to enable some form of information operation. Russia:Sandworm Team: GRU-linked Sandworm Team has conducted several of the most impactful hybrid cyber threat operations combining cyber espionage with hack-and-leak and other influence operations during elections in the U.S., Ukraine, France, and other nations over the past 10 years. Mandiant previously assessed that hacktivist personas XakNet Team and CyberArmyofRussia_Reborn have collaborated with the GRU's network attacks to create second-order psychological effects during the ongoing conflict in Ukraine. Moreover, Solntsepek has notably been the primary vehicle used to claim responsibility for cyber attacks and to leak stolen documents from operations linked to Sandworm in 2023.UNC4057 conducts cyber espionage and information operations in support of Russian national interests. Mandiant observations suggest that this group has primarily focused on Ukraine and NATO since Russia's 2022 invasion. Mandiant believes that UNC4057 poses a risk to election-related organizations because information UNC4057 stole from victim mailboxes has reportedly been used in a hack-and-leak operation seeking to influence UK politics in 2022. UNC5101: In addition to traditional cyber espionage against political targets in Europe, Palestine, and the United States, Mandiant has seen UNC5101 conduct information operations using spoofed Ukrainian government domains and letterhead to disseminate false narratives directly to inboxes of Ukrainian government employees. Ahead of Russia's Duma elections, Mandiant also observed this actor register domains referring to jailed Russian opposition politician Alexei Navalny and his "smart voting" application used to promote candidates with the best odds of defeating those backed by the Kremlin and the United Russia Party.APT29: Mandiant tracks frequent APT29 campaigns targeting diplomatic organizations globally, particularly in Europe and NATO member states. In the past 12 months, Mandiant has observed APT29 targetingtechnology companies and IT service providers in the United States and Europe, which is a potential risk to elections as APT29 has demonstrated a pattern of targeting these types of organizations to facilitate third-party compromises of government and policy organizations. According to open sources, APT29 compromised the Democratic National Committee (DNC) ahead of the 2016 U.S. election.Iran:UNC757: In September 2020, CISA disclosed that UNC757 targeted U.S. federal agencies, exploiting VPN vulnerabilities and installing web shells. Mandiant tracked similar activity through late 2019 and early 2020. In April 2023, the head of U.S. Cyber Command's Cyber National Mission Force disclosed that UNC757 had successfully gained access to a U.S. city website used to report election results during the 2020 election. This access could have been used to stage a defacement reporting false election results.Additional Note: Iranian threat actors have also demonstrated willingness to deploy ransomware and sustained DDoS campaigns to disrupt target operations. 
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Esp ionage  Targe t ing  Europe an Polit ic a l Groups  in Q1 

In la t e  Fe b ruary 20 24 , a  Russ ia - ne xus  c lus t e r of ac t ivit y t ha t  has  
p re vious ly t a rge t e d  d ip lomacy- re la t e d  e nt it ie s  conduc t e d  a  phishing  
campaign like ly ce nt e re d  a round  Ge rman polit ica l part ie s  and  t he ir 
a ffilia t e s : 

● Phishing  e mails  we re  se nt  t o  vic t ims us ing  an invit e  t o  a  d inne r 
re ce p t ion be aring  a  logo from the  Chris t ian De mocra t ic  Union 
(CDU), a  polit ica l party in Ge rmany. 

● The  campaign re p re se nt e d  a  de parture  from the  g roup ’s  t yp ica l 
re mit  of t a rge t ing  fore ign e mbass ie s  a round  t he  world , 
de monst ra t ing  t he  e volving  na ture  of ge opolit ica lly mot iva t e d  
int e llige nce  colle c t ion re quire me nt s .

 
● The  Ge rman- language  lure  docume nt  cont a ins  a  link d ire c t ing  t he  

vic t ims t o  a  ZIP file  cont a ining  a  cus tom d roppe r hos t e d  on an 
ac tor- cont ro lle d  compromise d  we bsit e .

● The  d roppe r de live re d  a  se cond - s t age  CDU- the me d  lure  docume nt  
and  a  cus tom ne xt - s t age  payload  re t rie ve d  from the  same  
compromise d  domain. 
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Presentation Notes
In late February 2024, a clutter of activity attributed to intelligence collecting elements of the Russian state targeted individuals with affiliations with Germany’s Christian Democratic Union (or CDU), Germany’s second largest political party which currently operates in opposition at the federal level since losing elections in 2021. The campaign’s likely target scope of political affiliates represented a departure from earlier campaigns focusing on diplomatic entities, including embassies globally. Illustrates the evolving 
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Int e rre la t ions  be t we e n Chine se  Capab ilit ie s , Pos t uring , and  
Ele c t ion- Spe c ific  Targe t ing

Observed Activity:
● Phishing  campaigns  le ve rag ing  Taiwane se  p re s ide nt ia l 

e le c t ion- the me d  lure s  t o  de live r malware . 
● Targe t ing  of t he  e ne rgy, t e le communica t ions , and  

gove rnme nt  se c tors  with t ools  t ha t  a re  share d  t o  a  lim it e d  
de gre e  among  China- linke d  t hre a t  ac tors  t o  inc lude  
POISONPLUG and  SOGU malware . 

● Comme rc ia lly ava ilab le  t ools  inc lud ing  Cobalt  St rike  
BEACON have  be e n use d  t o  t a rge t  Ta iwane se  e nt it ie s  in 
phishing  campaigns . 

● Tange nt ia l impac t  has  a lso  be e n obse rve d  in 20 23 and  into  
20 24  as  t hre a t  ac tors  le ve rage  ze ro  days  t ha t  t a rge t e d  
e dge  de vice s  and  se curit y app liance s .

Analysis: 
● Ongoing  int e llige nce  int e re s t  in t he  cand ida t e s , support  

organiza t ions , and  o the r int e re s t e d  part ie s  surround ing  
e le c t ions  in a re as  of int e re s t

○ Espe c ia lly amplifie d  by t he  pe rce ive d  c lose ne ss  of 
an e le c t ion as  cont e nt ious  as  t ha t  of J anuary 13

● Various  capab ilit ie s—inc lud ing  init ia l acce ss  t e chnique s , 
e nab le me nt  p re para t ions , t oo ling , and  obfusca t ion 
e ffort s—are  int e rope rab le  and  fung ib le  ac ross  a  range  of 
core  s t a t e -ne xus  ob je c t ive s . 
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Supe r Tue sday 
Background:

● On 0 5 March, ove r a  doze n s t a t e s  he ld  p rimarie s  or caucuse s  t o  
choose  t he ir re spe c t ive  party cand ida t e s .

● Mandiant  obse rve d  a t  le as t  one  e ve nt  para lle l t o , but  not  
ne ce ssarily re la t e d  t o , t he  day of e le c t ions :

○ Throughout  t he  day, a  t e chnica l is sue  a t  Me ta  le d  t o  a  soc ia l 
me d ia  out age  p re ve nt ing  use rs  from acce ss ing  t he ir 
Face book and  Ins t ag ram account s . 

○ The  hackt ivis t  front  Anonymous Sudan—which support s  p ro-
Russ ia  narra t ive s , amplifie s  s t oryline s  oppos ing  t he  We st  in 
ge ne ra l, and  oft e n c la ims  DDoS a t t acks  aga ins t  We s t e rn 
e nt it ie s—quickly c la ime d  re spons ib ilit y a longs ide  a ffilia t e d  
t hre a t  ac tors  Skynet and  Godzilla. 

Takeaways:
● Eve n d is rup t ive  e ve nt s  with no  subs t ant ive  re la t ion t o  (or t ha t  a re  

de mons t rab ly unre la t e d  t o) t he  conduc t  of an e le c t ion can have  
t he  narra t ive  hijacke d  by opportunis t ic  t hre a t  ac tors . 

○ Thre a t  ac tors  se e king  t o  d is rup t  re a l-world  e ve nt s  do  not  
a lways  ne e d  t o  e ve n de p loy capab ilit ie s  t o  do  so .

○ Hackt ivis t  front s  (as  we ll as  e xtort ionary cybe rc rimina ls ) 
cont inue  t o  be ne fit  t he  mos t  from the  rap id  pub lic it y 
malic ious  c la ims  oft e n re ce ive .

Above : Sp e culat ion re gard ing  the  source  o f Sup e r Tue sd ay’s  
soc ia l m e d ia  out age , as  we ll as  com m e ntary on p ub lic  
re ac t ions .

Below : Prio r c la im s b y Anonym ous Sud an t arge t ing  We ste rn 
m e d ia  out le t s  in s t a t e d  sup p ort  fo r Gaza, re fle c t ing  the ir 
ongoing  cond uc t  o f ac t ivit y d ire c t ly p aralle l t o  U.S. d om e st ic  
as  we ll as  g lob al p o lit ica l issue s .
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St ra t e g ic  Out look
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Threat Commonalities
“Traditional” Cyber Threats

● Generic  phishing and spear- phishing continue  to provide  indispensable  initia l access  vec tors  for threa t ac tors
● A “campaign” s till requires  a  mix of skills  and capabilitie s
● Non- e lec tion spec ific  issues such as  ransomware  can quickly play a  role  in public  confidence , integrity, and availability

○ Activity doesn’t have  to direc tly ta rge t e lec tions to impact them, e ithe r immedia te ly or down the  line  
● Supply chains are  the  new front line  (“edge” devices  a re  emerging as  c ritica l)

Cognitive Domain Effects

● Perception of the  a ttack and its  consequences
● There  is  no nuance  in the  media
● The  future  isn’t now, but some  may think it is  (AI, deepfakes, e tc .)

28
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Identification of Key Terrain
Plac ing  Re source s  Whe re  The y Do t he  Most  Good

Domains to Address:

● Trad it iona l Ne t work De fe nse s
● Le ad e rship  Ed ucat ion
● Priva t e  Se c t or Part ne rships
● Dat a  Re s ilie nce  and  Re d und ancy

○ COOP Planning
● Ad ve rsaria l Int e llige nce

○ Priorit ize d  re quire me nt s
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Hardening and Resilience Considerations

Cyber:
➔ Hunt ing
➔ Exe rc ise s
➔ Thre a t  int e l for t he  masse s

Cyber -Cognitive:
➔ “Two- pe rson” int e g rit y
➔ Wargaming  d e c is ions  

Cyber -Physical:
➔ Whe re  d oe s  t he  IT work happe n?
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Discuss ion & Que s t ions

EAC Cont ac t  Form:
ht t ps ://www.e ac .gov/cont ac t use ac

EAC Cont ac t  Email:
c le aringhouse @e ac .gov
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Thank you
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