_ Susan Bysiewicz
November 7", 2008 SECRETARY OF THk STATE
Rosemary Rodriguez
Chairwoman
United States
Election Assistance Commission
1225 New York Avenue N.W. - Suite 1100
Washington, DC 20005

Dear Chairwoman Rodriguez:

| respectfully request that the' Election Assistance Commission consider adding
Connecticut’s voting system reports to the EAC's Voting System Reports
Clearinghouse.

In 2006, my office entered into a contract with LHS Associates of Massachusetts
to provide optical scan technology to replace lever voting machines across the
state. On this Election Day, hundreds of thousands of Connecticut voters used
our optical scan voting machines in all 169 municipalities for the first time and
other than a few minor glitches, this Election Day was a success.

In order to promote public trust and confidence of new voting technology and to
ensure that this new voting technology is secure and accurate, | formed a
partnership with the University of Connecticut's (UCONN) Department of
Computer Science and Engineering to establish the UCONN Voting Technology
Research Center (VoTeR Center). The Center will assist the Office of the
Secretary of the State in the completion of the necessary certification and
acceptance testing required to ensure that any voting system certified for use in
Connecticut meets all necessary requirements and has passed rigorous
security testing. The Secretary of the State’s office has formalized an historic
partnership with the University of Connecticut’s Voting Technology Research
Center that will help protect the state’s elections from computer hackers, and
programming errors. The pre-election and post-election testing of voting
machine memory cards is a significant step in ensuring that, in Connecticut, the
voting machines are properly programmed for election and that the machines are
not electronically tampered with before and during the election. In addition to
checking cards for failures, this also serves as an added deterrent for those

- attempting to tamper with elections by altering voting machines. With the
additional checking of memory cards, Connecticut continues to be among the
leading states where electronic voting security is taken very seriously. Under the
agreement with UCONN, election scientists will test a sample of all memory
cards used in the optical scan voting machines to ensure that each card is
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programmed correctly. The pre-election scans will also detect evidence of
tampering, and any irregularities that might affect election results.

UCONN's home page and reports can be found at: hitp://voter.engr.uconn.edu/

The current reports on their website are:

Optical Scan Report, October 2006.

A Summary Comparison of the Ogtical Scan (OS) and the Touch Screen
Voting Terminals. June 2007.

Integrity Vulnerabilities in the Diebold TSX Voting Terminal, July 2007.

Analysis of the post-election audit results, September 2007.

Pre-election memory cards audit report, January 2008.

Partial Post-Election Audit of Memory Cards for the November 2007
Connecticut Elections January 2008

Statistical Analysis of the Post Election Audit Data 2007 November
Elections, January 2008

Post-Election Audit of Memory Cards for the February 2008 Connecticut
Primary Elections, July 17, 2008

Statistical Analysis of the Post Election Audit Data 2008 February
Elections, October 1, 2008.

Pre-Election Audit of Memory Cards for the August 2008 Connecticut
Primary Elections, October 11, 2008

Report on election partnership from electiononline.org (UCONN
partnership report.pdf)

State of Connecticut Security Procedures

Procedures developed for the safe use of the Accuvote O.S. by the State
of Connecticut

Pre-election test procedures for the Accuvote O.S. memory cards used by
the State of Connecticut




Public Act # 07-194: AN ACT CONCERNING THE INTEGRITY AND SECURITY
OF THE VOTING PROCESS established this partnership. Among other things,
this law allows me to enter into an agreement with UCONN to 1) complete any
technical review, testing, or research associated with certifying or decertifying
voting equipment; 2) develop standards for using voting equipment during any
election, primary, or referenda; 3) develop standards to ensure the (a) accuracy
of voting equipment and (b) accuracy and reliability of recanvass procedures; 4)
develop standards and procedures for (a) securing, setting-up, and storing voting
equipment; (b) testing, securing, and using an election management system; and
(c) programming ballots and voting equipment; 5) develop standards,
procedures, and oversight of post-election audits; 6) research and analyze data
formats for programming ballots and election-related electronic data; and 7)
develop any other standards necessary to protect the integrity of voting
equipment.

| certify that these reports and studies were commissioned by my Office and
used to inform my Office in our efforts to purchase, test, certify, secure, audit and
protect the integrity of our optical scan voting machines. The University of
Connecticut’'s Voting Technology Research Center will continue to post future
reports on their website.

Thank you for your consideration and please feel free to contact me at (860) 509-
6200 if you need additional information or would like to discuss my request
further.

Susan Bysiewicz
Secretary of the State

Cc: Bryan Whitener
Deputy Director of Communications
EAC Clearinghouse Manager
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