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MEMORANDUM
TO
:
EAC Board of Advisors

FROM
:
Voting System Standards Committee

DATE
:
May 6, 2009

SUBJ
:
EAC Election Operation Assessment Project, Phase I
Background

The EAC Board of Advisors is being asked to review Draft Phase I of a document that is being produced under the EAC Election Operation Assessment Project (formerly referred to as the Risk Assessment Project).  As you have been advised, review of this draft document will be done in the board’s Virtual Meeting Room during the week of May 11, 2009.

EAC seeks feedback from the Board of Advisors about the project and in particular, the draft Phase I document.  In February of this year, the Voting System Standards (VSS) Committee was tasked to develop recommendations to the Board about the project.  Through numerous discussions via conference call meetings with EAC staff and its contractor, the committee gained a deeper understanding of the purpose and scope of the project. 

Review of this project cannot be delayed until the Board’s June meeting because EAC is working on a very tight timeline.  Therefore, this memo is being sent in preparation for the May 11-15 Virtual Meeting Room.  Please do not submit your comments about the document to the committee.  Rather, wait to post them online in the Virtual Meeting Room during the week of May 11-15.
The project is scheduled to be completed in August 2009.  The board will be asked to also comment on Phase II in July and Phase III in August.

Overall Assessment

The committee finds that the Election Operation Assessment is a valuable project insofar as the end product will guide the development of the next iteration of the Voluntary Voting System Guidelines (VVSG).  To this end, the committee believes that the EAC should keep the work consistent with the project's statement of work (attached).  Additionally, the project's final products should be useful for election jurisdictions as they look to purchase future versions of the voting systems.

During the course of its work, the committee offered observations to EAC about the project, including the original name:  Voting Systems Risk Assessment.  We note that EAC has changed the project name to Election Operation Assessment.  The committee believes the new title recognizes the need to look at election operations, including processes and procedures, when looking at potential "risks" to a voting system.  

Committee Observations About the Project

· Will help EAC create the next iteration of the Voluntary Voting System Guidelines (VVSG).
· Will examine possible security risks and possible mitigations to those risks.
· Will help determine which standards are efficient and cost effective and which ones introduce needless risks or costs into the design and testing process.  
· Will remain focused on possible risks to the security of voting systems, while recognizing and examining voting as a process that includes people, processes and procedures. 

Review of Project Materials

There is a lot of material to review and some of it can be confusing.  To prepare for the Virtual Meeting Room, the committee recommends that the documents be reviewed in the following order:

1.  EAC Statement of Work - Voting System Risk Assessment

2.  Pages i-iv of "Voting System Risk Assessment:  Election Process Models and Voting System Models - EAC Advisory Board Draft"

3.  Table of Contents of "Voting System Risk Assessment:  Election Process Models and Voting System Models - EAC Advisory Board Draft"

4.  Pages 93-97 of "Voting System Risk Assessment:  Election Process Models and Voting System Models - EAC Advisory Board Draft"

5.  The models contained in "Voting System Risk Assessment:  Election Process Models and Voting System Models - EAC Advisory Board Draft"

By reviewing the documents in this order, you will be able to first understand the EAC's intent for the project.  You will then be able to understand the intent of Phase I and the work product contained in the document provided to you.  You can then gain an understanding of the various shapes, arrows, and lines that have meaning within the diagrams and models you will be reviewing.  You will then be prepared to review the models contained in the document.  

Committee Recommendations

After its review of the various documents and teleconferences with the EAC and its contractor, the Committee offers the following recommendations regarding the Election Operations Assessment Phase I:
1. The scope of the "Election Operations Assessment" should be limited primarily to the development of future Voluntary Voting System Guidelines and testing protocols by NIST.
2. The "Election Operations Assessment" should specify that the recommendations and revisions contained therein do not apply to the current generation of voting systems, which have not been tested under the proposed revisions of these Guidelines.

3. The "Election Operation Assessment," to the greatest extent possible, should utilize commonly accepted terminology that is generally understood by election administrators in order to avoid confusion.
4. The "Election Operation Assessment" should include instructions on how to read and interpret the graphs, models and other visual depictions included in the document.
Attachments
· Statement of Work

· "Voting System Risk Assessment:  Election Process Models and Voting System Models - EAC Advisory Board Draft" in both word and .pdf to accommodate member preferences
· Roster of Committee Members

Questions and Follow Up

If you have questions about the committee’s observations and recommendations, please do not hesitate to contact Keith Cunningham, VSS Committee Chair, or any of the committee members.

EAC will send you the details about logging into the Virtual Meeting Room.  If you have any questions about that process, please contact Maisha Leek (mleek@eac.gov or 202-566-3111.)
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