EAC Voting System Testing and Certification Program Manual 2006

1. Introduction

1.1. Background. The Federal Election Commission adopted the first formal set of voluntary
national standards for computer-based voting systems in January 1990. At that time, no
national program or organization existed to test and certify such systems to the standards. The
National Association of State Election Directors (NASED) stepped up to fill this void in 1994.
NASED is an independent, non-governmental organization of state election officials. The
organization formed the nation’s first national program to test and qualify voting systems to the
new Federal standards. The organization worked for over a decade, on a strictly voluntary
basis, to help assure the reliability, consistency and accuracy of voting systems fielded in the
United States. In late 2002, Congress passed the Help America Vote Act of 2002 (HAVA).
HAVA created the U.S. Election Assistance Commission (EA€) and assigned to the EAC the

fy voting systems. Section
ide for the certification, de-

1.2. Authority. HAVA requires that the EAC certify and
231(a)(1) of HAVA specifically requlresﬁéﬁhe EACto“
certlflcatlon and re-certification of votmgggg.' ste

14.1.

Support local electlon officials in the areas of acceptance testing and pre-election
system verlflcatlon

142,

1.4.3. Increase quality control in voting system manufacturing; and
1.4.4. Increase voter confidence in the use of voting systems.

1.5. Manual. This manual is a comprehensive presentation of the EAC Voting System Testing and
Certification Program. It is intended to establish all of the program requirements.
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1.5.1.

1.5.13. Certtflcatzon Testlng and Revzew Undet th

Contents. The contents of the manual serve as an overview to the program itself. The

manual contains the following chapters:

1.5.1.1. Manufacturer Registration. Under the program, manufacturers are required to
register with the EAC prior to participation. This registration provides the
EAC with needed information and requires the manufacture to agree to the
requirements of the Certification Program. This chapter sets out the
requirements and procedure for registration.

1.5.1.2. When Voting Systems Must Be Submitted for Testing and Certification. All
systems must be submitted consistent with this manual before they may
receive a certification from the EAC. This chapter-diScusses the various
circumstances that require submission in orde to_obtain or maintain a
certlflcatlon

Q .

system testlng and review.

B
qi@ﬁ@gm@@ﬁ ,
1.5.1.4. Grant of Certification. If{ u&lgﬁ

manufacturer must take addmbnaliz r’t””

program are followed and that certified voting systems fielded for use in our
Federal elections maintain the same level of quality as those presented for
testing. This chapter sets procedures for decertification and explains the
manufacturer’s rights and responsibilities during that process.

1.5.1.7. Quality Monitoring Program. Under the Certification Program, EAC will
implement a quality monitoring process that will help ensure that voting
systems certified by the EAC are the same systems sold by manufacturers.
The quality monitoring process is a mandatory part of the program and
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includes elements such as fielded voting system review, anomaly reporting,
and manufacturing site visits. This chapter sets forth the requirements of the
Quality Monitoring Program.

1.5.1.8. Interpretation. An interpretation is a means by which a registered
manufacturer or VSTL may seek clarification on a specific Voluntary Voting
System Guideline standard. This chapter outlines the policy, requirements,
and procedure for requesting an Interpretation.

1.5.1.9. Trade Secrets, Confidential Commercial and Persm}gl Information. Federal
law protects certain types of information 1nd1v1duals provided the government
from release ThlS chapter outlines the program s p011c1es sets procedures

9%}ents for a new
e,
ed and: expanded as expel rience and

1.5.2. Mamtenance and Rev1sron This manual s%%s the procedural requl
Federal program and is expected to be i mp

sting and Certification Program is but one
at includes companion efforts at the state

's a dlstrlhuted cooperative effort of federal, state and local
tates” Workmg with votmg equipment manufacturers these

1.6.1.1. The EAC testing and certification program plays a vital role in the process.
The EAC program has primary responsibility for assuring that system designs
meet the foundational requirements for all voting equipment in the US.

1.6.1.2. State officials have responsibility for testing voting systems to ensure that
they will support the specific requirements of each individual state. Typically
state officials will perform mock elections to confirm that a voting system will
perform as intended within the election management process of that particular
state.
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1.6.1.3. State or local officials are responsible for making the final purchase choice.
They are responsible to decide which system offers the best fit and total value
for their specific state or local jurisdiction.

1.6.1.4. In addition, state or local officials are also responsible for acceptance testing,
to assure that the equipment delivered is identical to the equipment certified
on the federal and state level is fully operational and meets the contractual
requirements of the purchase.

accuracy testing to
nmodified from its

1.6.1.5. State or local officials perform pre-election logic ar
confirm that equipment is operating properly and
certified state.

1.6.2. Conformxtv Assessment Gengrallv Conformnty aSsessme i
-ensure that a product or service meets the req

~ conformity assessment Systems exist to prot
requirements of products and services. .
answer some simple yet difficult questions:

system established tg

1.6.2.1. What speczf cations are required of an a
the EAC voting system%st lda‘!rds (VVSG

and local jurisdiction also I avg:j?supplementm
w ?{ﬁ* '3-{.& 3 5

ik

EAC accredits Votmg System Testing Laboratories (VSTLs) after the

practices, to ensure these test authorities are fully

‘é‘te € and lab
ed. Furthermore, EAC technical experts review all test reports from
accredited laboratories to ensure accurate and complete evaluation. Many
states provide similar reviews of laboratory reports.

1.6.2.4. Will Manufacturers deliver units within manufacturing tolerances to those
tested? The VVSG and this manual require that vendors have appropriate
change management and quality control processes to control the quality and
configuration of their products. The Certification Program provides
mechanisms for the EAC to verify manufacturer quality processes through
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field system testing and manufacturing site visits. States have implemented
policies for acceptance of delivered units.

1.7. Program Personnel. All EAC personnel and contractors associated with this program will be
held to the highest ethical standards. All agents of the EAC involved in the certification
program will be subject to a conflict of 1nterest reporting and review, consistent with Federal
law and regulation.

1.8. Program Records. The EAC Program Director is responsible for maintaining accurate
records to demonstrate that the testing and certification program procedures have been
effectively fulfilled and to ensure the traceability, repeatability, and‘reproducibility of testing
and test report review. All records will be maintained, managed;‘secured, stored, archived and
disposed of in accordance with Federal law, regulation and procedures of the EAC.

1.9, Submnssnon of Documents. Any documents submitted pursuant to therequirements of this

manual shall be submltted

1.9.1. Electronically, either via secure e-mail or ph
otherwise specified;

1.9.2. In an unalterable Microsoft Wo?ﬁ%ﬁd dobe PDF form,

FiSE

ﬁt o 4
1.9.3. Using an electronic signature. DOCUme t%}%ﬂm require an‘authorized signature shall be
signed with the electronic signature (d1g1t1 & YAl

ctron zed) ofmaglauthonzed management
representatlve andﬂmus meet any and’ all’ subsequent requirements established by the

1.94.

1.10.

communication is considered received by a manufacturer upon the earlier of:

1.10.1. The actual, documented date the correspondence was received (either electronically or
physically) at the manufacturer’s place of business; or

1.10.2. The date of constructive receipt for the communication. For electronic correspondence,

documents will be constructively received the day after the date sent. For mail
correspondence, document will be constructively received three days after the date sent.
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1.10.3. The term receipt shall mean the date a document or correspondence arrived (either
electronically or physically) at the Manufacturer’s place of business. Arrival does not
require that an agent of the manufacturer opened, read or review the correspondence.

1.11. Records Retention. The manufacturer is responsible for ensuring that all documents
submitted to the EAC or that otherwise serve as the basis for the certification of a voting
system are retained. A copy of all such records shall be retained as long as the voting system is
in use or for sale in the United States and for three years thereafter.

1.12. Publication and Release of Documents. The EAC will release doctm%ments consistent with the
requirements of Federal law. It is EAC policy to make the certlflcatlonxprocess as open and
_public as possible. To thls end any documents submltted underttg;s program and not protected

1nformat10n avallable is through the EJ\C websne
e @gﬁ% s

1.13. Defimtlons For the purpose of this manual the tefms listed below hav
definitions. i

Appeal: A formal process by which the EAC is pet1t1
decision.

Days: The term days shall refer to calendar days, unless otherwise noted. When counting days,
for the purpose of submitting or receiving a document, the count shall begin on the first full
calendar day after the day the document was received.

Digital Signature: The signature of a file produced using a HASH algorithm. A digital
signature creates a value that is “Computationally infeasible” for two different files less than
264 bits in size produce the same value. Digital signatures are utilized to verify that files are
unmodified from their original. For the purposes of this manual, the HASH algorithm shall be
the minimum current recommendation of the NIST NSRL, which is currently the Secure Hash
Algorithm (SHA-1) specified in FIPS 180-1.
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Disk Image: An exact copy of the entire contents of a computer disk.

Election Official: A state or local government employee, who has as one of his or her primary
duties the management or administration of a Federal Election.

Federal Election: Any primary, general, run-off or special election in which a candidate for
Federal office (President, Senator or Representative) appears on the ballot.

Fielded Voting System: A voting system purchased or leased by a
that is being use in a Federal Election.

e or local government

Installation Disk: A computer disk contammg program fil
computer or.other device.

Memorandum for the Record: A written statement
without a specific addressee other than the pertin

Manufacturer: The entity with ownership and contro
certification.

Testing and Certification’Program Director: The individual appointed by the EAC Executive
Director to administer’and manage the Testing and Certification Program.

Voting System: The total combination of mechanical, electromechanical and electronic
equipment that is used to define ballots; to cast and count votes; to report or display election
results; to connect the voting system to the voter registration system; and to maintain and
produce any audit trail information.

Voting System Test Laboratories: Laboratories accredited by the EAC to test voting systems
to the VVSG, consistent with the requirements of this manual.
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Voting System Standards: Voluntary voting system standards developed by the Federal
Election Commission. Voting System Standards have been published twice, once in 1990 and
again in 2002. The Help America Vote Act made the 2002 Voting System Standards EAC
guidance. All new voting system standards are issued by the EAC as Voluntary Voting System
Guidelines.

Voluntary Voting System Guidelines: Voluntary voting system standards developed, adopted
and published by the EAC. The guidelines are identified by version number and date.

abbrev1at10ns listed below represent the following terms.

Certification Program: The EAC Vot’glg S_ystem Testing

EAC: United States Election Assistance Commissi

Decision Authority: Testing and Certification Deci

HAVA: Help America Vote Act of 200

Labs or Laboratories: Voting System Te

NIST: National Institute of Standards and Technolog
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Manufacturer Registration

Overview. Manufacturer Registration is the process by which voting system manufacturers
make initial contact with the EAC and provide information essential to participate in the
EAC’s voting system testing and certification program. Before a manufacturer of a voting
system can submit an application to have a voting system certified by the EAC, the vendor
must be registered. This process requires the manufacturer to provide certain contact
information and agree to certain requirements of the Certification Program. Once successfully
registered, the manufacturer will receive an identification code.

' i
Registration Required. In order to submit a voting system for zc“f’t@fiﬂci’fation or otherwise
participate in the EAC Voluntary Votmg System Certification.Program, a manufacturer must
reglster thh the EAC &

2.3.1. Information. Manufactures are req

2.3.1.1. Them ﬁ‘?c al informaiion, including:

manufacturer;

2.3.1.1.6. Identification of any individual, organization or entity with a

controlling ownership interest in the manufacturer;,

2.3.1.2. The identity of an individual authorized to represent and make binding
commitments and management determinations for the Manufacturer
(management representative). The information required for the individual
includes:

2.3.1.2.1. Name and title;
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2.3.2.

2.3.1.2.2. Mailing and physical addresses;
2.3.1.2.3. Telephone number, fax number and email address.

2.3.1.3. The identity an individual authorized to provide technical information on
behalf of the manufacturer (technical representative). The information

required for the individual includes:

2.3.1.3.1. Name and title;

2.3.1.3.2. Mailing and physical addresses;

23.1.4.

2.3.1.5.

controlling and managin 1 “Ichanges to and “v
e
polices shall be con31stew: w is manual an

.....

‘:Wev

on at each facility. The information required for

Agreements. Manufacturers are required to take or abstain from certain actions in order
to protect the integrity of the certification program and promote quality assurance.
Manufacturers are required to agree to the following program requirements:

2.3.2.1. Represent a voting system as certified only when authorized by the EAC and
consistent with the procedures and requirements of this manual.

009870
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23.2.2.

23.23.

23.24.

23.2.5.

2.3.2.6.

2.3.2.7.

Produce and permanently affix an EAC certification label to all production
units of the certified system. Such labels must meet the requirements put forth
in Chapter 5.

Notify the EAC of changes to any system previously certified by the EAC
pursuant to the requirements of this Manual (see Chapter 3). Such systems
shall be submitted for testing and additional certification when required.

Permit an EAC representative to verify manufacturer quality control, by
cooperation with EAC efforts to test and review fielded voting systems
consistent with Section 8.6 of this Manual. -

Permit an EAC representative to verify m ‘ufact
conducting perlodlc 1r§pect10ns of manuf : turmg

" quality control, by
ities consistent with

<

f nction of a voting system
lfunctlon 1s*rfallure of a voting system,
e error, Wthh causes the system to fail

Cenlfjgéghat the eg{gty is not bared or otherwise prohibited by statute,
regulatlo or ruling from doing business in the United States.

To become a registered voting system manufacturer, one must

Manufacturer Registration Application Form (Appendix A).

This form will be used as the means for the manufacturer to provide the information

and agree to the responsibilities required in section 2.3, above.

24.1.1.

Application Form. In order for the EAC to accept and process the registration
form:

2.4.1.1.1. All fields must be completed by the manufacturer;

003871
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$2.4.2.

"EAC Revi‘ew Process.

2.4.1.1.2. All required attachments prescribed by the form and this manual
are identified, complete and timely forwarded to the EAC (i.e.
Manufacturer’s quality control and system change policies); and

2.4.1.1.3. The application form is affixed with the signature (including a
digital representation of a hand written signature) of the authorized
representative of the vendor.

2.4.1.2. Availability and Use of the Form. The Manufacturer Registration Application
Form may be accessed through the EAC web site at. www.eac.gov.
Instructions for completing and submitting the fonn‘gare included on the
- website. The webs cite will also provide contat ”mformatlon regarding -
questions about the form or. the apphcatlon»proce

2.4.2.1. Once the application form and T qui 1red att}::hments have been submltted the
applicant will receive an acknowledge( nt*’that ‘the EAC ha# received the

: i
or an attachieent is not provided, the EAC

g

he mformatmn Registration

242.2.

2.4.2.3.

documentatlon Eth‘; EAC will review the information for sufficiency. If the
'“ficlarl 1cat1""*”npr addltlonal 1nf0rmat10n the EAC will contact the

2.5. Registered Manuf: urers: 'Once a manufacturer has received notice that it is registered, it

will receive an identifi

on code, password and will be eligible to participate in the voluntary

voting system certification program.

25.1.

2.5.2.

Manufacturer Code. Registered manufacturers will be issued a unique, three-letter
identification code. This code will be used to identify the manufacturer and its
products.

Continuing Responsibility to Report. Registered Manufacturers are required to keep all
registration information up-to-date. Manufacturers must submit a revised application
form to the EAC within 30 days of any changes to the information required on the
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application form. Manufacturers will remain registered participants in the program
during this up-date process.

2.5.3. Program Information Updates. Registered manufacturers will be automatically
provided timely information relevant to the certification program.

2.5.4. Website Postings. The EAC will add the Manufacturer to the EAC listing of registered
voting system Manufacturers publicly available at www.eac.gov.

Suspension of Registration. Manufacturers are required to establish policies and operate
within the EAC certification program consistent with the procedural'réquirements laid out in
this Manual. When manufacturers are engaging in management activities that violate the
program’s requirements, their registration may be suspended‘ h time as the problem is

remedled

2.6.1. -Procedures. ‘Where a manufacturer’s activitiés violate the proce
this manual they will be notified of the vi6 '
provided the steps required to bring thems

2.6.1.1. Notice. Manufacturers, shall be provide

action inconsistent w1th%“gf Lfa1gled to act in
i
manual. The notice w1ll*state‘meQ§§v101atlons and he specific steps required to

i

cure them. The notice will; also p

0»(1) respond to the notice and/or

PR
i w%gp

. 'If the Manufacturer fails to timely respond, is unable to
g or response acceptable the Program Director, or otherw1se

action and submit information in support of the objection.

2.6.1.4. Suspension. After notice and opportunity to be heard (consistent with the
above), the Program Director may suspend a Manufacturer’s registration. The
suspension shall be noticed in writing. The notice must inform the
Manufacturer of the steps that can be taken to remedy the violations and lift
the suspension.

009873
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2.6.2. Effect of Suspension. A suspended Manufacturer may not submit a system for

certification under this program. A suspension shall remain in effect until lifted.
Manufacturers always have the right to remedy a non-compliance and lift a suspension
consistent with EAC guidance. Failure of a Manufacturer to follow the requirements of
this section may also result in decertification of voting systems consistent with Chapter
7 of this Manual.

003874
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3.2
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When Voting Systems Must Be Submitted for Testing and Certification.

Overview. An EAC Certification signifies that a voting system has been successfully tested to
identified, voting system standards adopted by the EAC. Only the EAC can issue a Federal
Certification. Ultimately, systems must be submitted for testing and certification under this
program to receive this certification. Systems will usually be submitted when (1) they are new
to the marketplace, (2) they have never before received an EAC Certification, (3) they are
modified and (4) the manufacturer wishes to test a previously certified system to a different
(newer) standard.

“'ﬂfg‘%"‘:’k; )
What is an EAC Certification? Certification is the process by w whichithe EAC, through
testlng and evaluatlon conducted by an accredlted Voting Sy%tem: Test Laboratory (VSTL)
st

procedures laid out in this manual. Cemflcatrons 1ssued by other bodles (
state certification programs) are not EAC Certlflcatg;‘ n

for certification review voting sy
- Ultimately, the determination of
determination of the EAC.

T
< e

3.2.2.

3.22.2. Vers asis for certification. The EAC will promulgate which version or
versions of the standards it will accept as the basis for testing and certification.
This may be accomplished through the setting of an implementation date for a
particular version’s applicability or the setting a date by which testing to a
particular version is mandatory. The EAC will only certify voting systems
tested to standards it has identified as valid for certification.

3.2.2.2.1. End date. When a version’s status as the basis of an EAC
Certification is set to expire on a date certain, the submission of the
system’s test report will be the controlling event (See Chapter 4).
This means the system’s test report must be received by the EAC

009875
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on or before the end date to be certified to the terminating
standard.

3.2.2.2.2. Start date. When a version’s status as the basis of an EAC
Certification is set to begin on a date certain, the submission of the
system’s application for certification will be the controlling event
(See Chapter 4). This means the system’s application, requesting
certification to the new standard, will not be accepted by the EAC
until the start date.

3.2.2.3. Version—manufacturer’s option. When the EAC authorized certification
to more that one version of the standards, the, manufacturer must choose

which version it wishes to have its votlng S
~_system will then be certgled to that vers

3.2.24.

Emerging technologies. If a votin

l “termmqﬂti n that a voting system, when flclded will meet all HAVA

ts;
3.2.3.4. asubstitute for State or local certification and testing;
3.2.3.5. adetermination that the system is ready for use in an election; or

3.2.3.6. adetermination that any particular component of a certified system is itself
certified for use outside the certified configuration.

3.3. Effect of EAC Certification Program on Other National Certifications. Prior to the
creation of the EAC Certification Program, national voting system qualification was conducted

029876
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3.5.
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by a private membership organization, the National Association of State Election Directors
(NASED). NASED offered a qualification for voting systems for over a decade, using
standards issued by the Federal government. EAC’s certification program does not repeal
NASED issued qualifications. All voting systems previously qualified under the NASED
program retain their NASED qualification consistent with state law. In any event, a NASED
qualified voting system is not EAC Certified and is treated like an uncertified system for the
purposes of this program. :

When Certification is Required under the Program. In order to obtain or maintain an EAC
Certification, manufacturers must submit a voting system for testlngt%!rld certification under
this program Such action is usually requrred for (1) new systems*notﬁprewously tested to any

seeks to upgrade to a higher ¢ standard (. esmore recent versron of the / \QSG).
_ ﬂfﬁ&%‘ _ | : .
3.4.1. New System Certrflcatlon New systems areﬁgd%frned for the purpc%es of thrs manual,
as voting systems which have not been prevrously tested to applicab
standards New voting systems must bé fully tested andtsubmltted tof

3.4.2.

systems must be fully t tested and sub
4 of this manual ,s?ﬁ t;@; \

3.4.3.

3.4.4.4

Provisional, Pre-Ele t Emergency Modifications. In order to deal with extraordinary,
pre-election, emergency situations, the EAC has developed a special provisional modification
process. This process is only to be used for the emergency situations indicated, and only when
there is a clear and compelling need for temporary relief until the regular certification process
can be followed.

3.5.1. Purpose. The purpose of this section is to allow a mechanism within the EAC
Certification Program for manufacturers to modify EAC certified voting systems in
emergency situations immediately prior to an election. This situation arises when a
modification to a voting system is required and an election deadline is imminent,

009877
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preventing the completion of the full certification process (and State and/or local testing
process) in time for Election Day. In such situations the EAC may issue a waiver to the
manufacturer, granting it leave to make the modification without submission for
modification testing and certification.

|

|

3.5.2. General Requirements. A request for an emergency modification waiver may only be
made by a manufacturer in conjunction with the State or local election official whose
jurisdiction(s) would be adversely affected if the requested modification were not
implemented before Election Day. Requests must be submitted at least five calendar
day prior to an election. Only systems previously certified are eligible for such a
waiver. To receive a waiver a manufacturer must demonstfate%

3.5.2.1. ‘The modification is functionally or legall%g%eqmr d,
. cannot be flelded in an eg:ctlon w1thout the,gchange.

.r;;f§, 3

. such that the system

3522, 1

3.5.23.

3.5.24.

3.5.255.

3.5.2.6. ensure that the modification will properly

grated w1th the system and otherwise will

as. completed as much of the evaluation testing as possible
for the mod1f1cat10n and has provided the results of such testing to the EAC.

3.5.3. Request for Waiver. A Manufacturer’s request for waiver shall be made in writing to
the Decision Authority and shall include:

3.5.3.1. A statement providing sufficient description, background, information,
documentation and other evidence necessary to demonstrate that the request
for a waiver meets each of the eight requirements stated in section 3.5.2.,
above.

009878
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3.5.3.2. A signed statement from the chief election official in the locality or state
which is requiring the emergency modification. This signed statement shall
identify the pending election creating the emergency situation and attest that
(1) the modification is required to field the system, (2) state law requires EAC
action in order to field the system in an election, and (3) normal timelines
required under the EAC Certification Program cannot be met.

3.5.3.3. A signed statement from a VSTL that there is insufficient time to perform
necessary testing and complete the certification process. The statement shall
also state what testing has been performed on the modification to date,
provide the results of such tests and state the sched for completion of
testing.

3.5.3.4.

3.5.3.5.

3.5.3.6.

3.5.3.6.1. Submit for test&lg and’c (
- manual any Vbtmg systeél recelvmg a walver under this

10dified voting system within 60 days of the Federal election
hich served as the basis for the waiver. This report shall identify
and describe any (1) performance failures, (2) technical failures,
(3) security failures, and/or (4) accuracy problems.

3.5.4. EACreview. EAC will review all waiver requests timely submitted and make
determinations regarding the requests. Incomplete requests will be returned for
resubmission with a written notification regarding its deficiencies.

3.5.5. Letter of Approval. If the EAC approves the modification waiver, the Decision
Authority shall issue a letter granting the temporary waiver.

009873
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3.5.6. Effect of Grant of Waiver. An EAC grant of waiver for an emergency modification is
not an EAC certification of the modification. Waivers under this program only grant
manufacturers leave to temporarily amend previously certified systems without testing
and certification for the specific election noted in the request. Without such a waiver,
such action would ordinarily result in decertification of the modified system. Systems
receiving a waiver shall satisfy any state requirement that a system be natlonally or
Federally certified. Additionally:

3.5.7.

3.5.6.1.

3.5.6.2.

. 3.5.6.3.

All waivers are temporary and expire 60 days after the Federal Election for
which the system was modified and waiver granted.s

S

%@%
Any system granted a waiver must be subml%%dafor testing and certification
immediately followmg the Federal electlonffor wh'ch the waiver was granted.

9
The grant of a walver 1s no 1nd1cat10n that the modlfled ystem will ultimately

,@,'ia':‘“ -
Denial of Request for Waiver. A denial of air¢ quesgé&forz%{nergency m%dlflcatlon by the

EAC shall be final and not subject to appeal

0039580
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4.2,

4.3.
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Certification Testing and Technical Review

2006

Overview. This chapter discusses the procedural requirements for submitting a voting system
to the EAC for testing and review. The testing and review process requires an application,
employment of an EAC accredited testing laboratory and technical analysis of the laboratory
test report by the EAC. The result of this process is an Initial Decision on Certification by the
Decision Authority.

Policy. Generally, in order to receive an initial determination on an EAC Certification for a
voting system, a registered Manufacturer must have (1) submitted an:@EAC approved
application for certification, (2) submitted an EAC-approved tes: :plan created by an accredited

laboratory, (3) tested a voting system to applicable voting system'% ta
VSTL, (4) submitted a test report (through the VSTL) to thag“gEAC%"f
approval and (5) received EAC approval ofithe report lg%} an’[nitial De

Certlficatlon Appllcatlon The first step in submmmg a voting system fi
submission of an application package. The Pack“’ggﬁeiucontams :an apphcatlon£
the Technical Data Package for the system submlttéd?” Q iy
initiates the certification process and provides the EAC W,

4.3.1.

xS
i ’ W{i“' k
4

R ’.,

needed information.

g

ndards using an accredited
s.technical review and.
ion on Certification.

%«-emféscatlon is
rii‘and a copy of
or,testmg and cemflcatlon The process

i g‘

L 31%
Information. The application (application form) prov1des certain pieces of information
to the EAC which are essential at the of the CCrtlflC%tlon process. This
information includes: 4

submlssmn by selecting one of four submission types:

f the submission. Manufacturers must identify nature of their

= New Systems. New systems are defined, for the purposes of this manual,
as voting systems which have not been previously tested to any applicable

Federal standards.

= Systems not previously EAC Certified. This term describes any voting
system not previously certified by the EAC. This includes systems

21
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previously tested and qualified by NASED or systems previously test and
denied certification by the EAC.

* Modifications. A modification is any change to a previously EAC
Certified voting system’s hardware, software or firmware.

» Certification Upgrade. This term defines any system previously certified
by the EAC, but submitted (without modification) for additional testing
and certification to a higher standard (i.e. to a newer version of the
VVSG).

4.3.1.5. rs must identify the system

Identif cation of the Voting System Manufaq 1

4.3.1.6. Description of Voting. System Manufac
of the system or modlflcapon being subm
This information shall include®;

*‘53%@%@

omponent’ s Nersion number

% ;3”.,313’

i)
4.3.2. Submission of the Application Package. Manufacturers must submit a copy of the

application form described above and copies of all relevant Technical Data Packages.

4.3.2.1. Application Form. Application forms will be available on EAC’s website.
The application form submitted to the EAC must be signed, dated and fully,
accurately and completely filled out. Incomplete or inaccurate application
forms will not be accepted.

4.3.2.2. Technical Data Package(s). The manufacture must submit with the
application form a copy of the voting system’s technical data package. This

19882
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4.3.2.3.
1

technical data package must meet the requirements of the VVSG. If an
existing system is being submitted with a modification, the manufacturer must
submit a copy of the revised Technical Data Package. The Manufacturer shall
also submit the original data package which served as a basis for the prior
EAC certification.

Submission. Applications and Technical Data Packages shall be submitted in
Adobe PDF, Microsoft Word or other electronic formats as prescribed by the
Program Director. Information on how to submit packages will be posted on
EAC’s website.

4.3.3. EAC Review. Upon receipt of a Manufacturer’s appllcatldh package the EAC w1ll
: he

. the form submltted is acceptable, the manufact}ufé‘nygylll be noti' e% ggnd prov1ded a
' umque apphcat1on number within five Workmg days of the EAC’ sf%recelpt of the

ped to ensure that a voting system is

4.42.1.

4422.

4.4.2.3.

: of the applicable voting system standards The

esultSsand other factual evidence of the testing is clearly
sting* must meet the requlrements of the VVSG Generally, full

New Systems. New systems shall be subject to full testing of all hardware and
softwhre according to applicable voting system standards.

Systems not previously EAC Certified. Systems not previously certified by the
EAC shall be fully tested as new systems.

Modifications. A modification to a previously EAC Certified voting systems
shall be tested in manner to ensure all changes meet applicable voting system
standards and that the modified system (as a whole) will properly and reliable
function. The systems submitted for modification shall be subject to full

009853
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testing of the modifications and those systems or subsystems altered or
impacted by the modification. The system will also be subject to system
integration testing to ensure overall functionality. The modification will be
tested to the version or versions of the VVSG presently accepted for testing
and certification by the EAC. However, this does not mean that the full
system must be tested to such standards. If the system has been previously
certified to a VVSG version deemed acceptable by the EAC, it may retain that
level of certification with only the modification being tested to the present
version(s).

A;s;g: . .
g:0 new voting system
manner necessary to ensure

W gandards Test Plans shall

4.4.24. Cemﬁcatzon Upgrade Systems submitted for te

4.4.3. Format. Test labs shall issue test plans <9
and any applicable EAC guidance.

4.4.4.

Progr m Dlrector in wrltlng Plans that have not been accepted may be
resubmitted for review after remedial action is taken.

4.4.4.3. Effect of Approval. Approval of a test plan is required before a test report may
be filed. In most cases, approval of a test plan signifies that the tests
proposed, if performed properly, are sufficient to fully test the system.
However, a test plan is approved based upon the information submitted. New
or additional information may require a change in testing requirements at any
point in the certification process.
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4.5. Testing. During testing, manufacturers are responsible for ensuring that VSTLs report any
changes to a voting system or an approved test plan to the EAC. Manufacturers shall also
ensure that VSTLSs report all test failures or anomalies to the EAC.

4.5.1.

4.5.2.

4.6.

4.6.2.

4.6.3.

4.6.4.

Test Repo'rt Manufactures shall have their identif

Changes. Any changes to the voting system, initiated as a result of the testing process,
will require submission of a new Technical Data Package and, potentially, an updated
test plan. Any changes to or deviation from the test plan by a lab during the testing
process will require resubmission of an updated test plan.

Test Anomalies or Failures. Manufacturers shall ensure that,accredited laboratories
notify the EAC of any test anomalies or failures during tes_mg :This notice shall be in
writing. Unless the laboratory can document (for EAC "’pproval) that a failure was a
result of testing methodology or execution, effected ys emisymust be modified and the

Technical Data Packages and Test Plgns resubmltté L

test lab submit te orts dlrectly to -

incomplete or unsuccessful testmg%%w llgber
resubmission. Test reports shall bexsubml i
electromc formats as prescrlbed by theé Program‘*’l ireetc

v_o the Program Dlrector The report will provide an
leteneéss, appropriateness and adequacy of the VSTL’s testing

Program Directo
The Program D

’)_‘*"Recommendatlon The program director shall review the report.
ector shall either:

4.6.4.1. Recommend certification of the candidate system consistent with the reviewed
test report and forward it to the Decision Authority for action (Initial
Decision); or

4.6.4.2. Refer the matter back to the technical reviewers for additional specified action
and resubmission.

U0388S5
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4.7. Initial Decision on Certification. Upon receipt of the report and recommendation forwarded
by the Program Director, the Decision Authority shall issue an Initial Decision on Certification.
The decision shall be forwarded to the Manufacturer consistent with the requirements of this
manual.

4.7.1. An Initial Decision granting certification shall be processed consistent with Chapter 5
of this manual.

4.7.2. An Initial Decision denying certification shall be processed consistent with Chapter 6
of this manual.

00388¢
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S.2.

5.3.

5.4.

“grant of certification, the decision shall;be considered preli
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Grant of Certification

Overview. The grant of certification is the formal process through which EAC acknowledges
that a voting system has successfully completed conformance testing to an appropriate set of
standards or guidelines. The grant of certification begins with the initial decision of the
Decision Authority. This decision becomes final after the manufacturer confirms that the final
version of the software that was certified and which the manufacturer will deliver with the
certified system has been subject to a trusted build, placed in an EAC approved repository and
can be verified using the manufacturer’s system identification tools. Once a certification is
issued, the manufacturer is provided a Certificate of Conformance and relevant information
about the system is added to the EAC website. Manufacturers with” icettified voting systems are
respons1ble for ensurlng that each system it produces is propet abeled as certified.

recommendation prov1ded by the program director:

Initial Decision. The Decision Authority shall make:
decision on all voting systems submitted for certificat en such decisions result in a

inary and referred to as an Initial

Decision pending required action by th «;&ﬁ“{‘m.

facturer The
h‘ﬁr’ £

b 1‘9 v

5.3.1. State the preliminary determmatlomreach%dg(gg
,‘H‘;;fi rffgé ,

it

the steps thaf must be taken to make the determination final.
ThlS shall mclude prov1d1ng the manufacturer with spe01flc

5.8 ofthis chapter.
5.3.3. Certification is not final until the manufacturer accepts the certification and any and all
conditions placed on the certification.

Pre-Certification Requirements. Before an initial decision becomes final and a certification
is issued, manufacturers must ensure certain steps are taken. They must confirm that the final
version of the software that was certified and which the manufacturer will deliver with the
certified system has been subject to a trusted build (see section 5.6), deposited in an EAC
approved repository (see section 5.7) and can be verified using manufacturer developed

009887
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identification tools (see section 5.8). The manufacturer must provide the EAC documentation
demonstrating compliance with these requirements.

Trusted Build. A software build (also referred to as a compilation) is the process whereby
source code is converted to machine readable binary instructions (executable code) for the
computer. A “trusted build” (or trusted compilation) is a build performed with adequate
security measures implemented to give confidence that the executable code is a verifiable and
faithful representation of the source code. A trusted build creates a chain of evidence from the
Technical Data Package and source code submitted for certification to the actual executable
programs that are run on the system. Specifically, the build will:

5.5.1.1. Demonstrate that the software was built as des¢ribed in the Technical Data

Package;

oL «
5.5.1.2. Show that the tested and approved
' executable code used on the syste

5.5.1.3.

5.5.14.

N
t;gg{‘ ¥

Trusted Buﬂd Procedure. A trusted buil'

reatmg the trusted build the VSTL must
dfe dehvered from the vendor for compliance
cord d1g1tal 51gnatures of all source code modules. An

iEnvironment. The VSTL shall construct the build environment
n’slﬁ”’ent controlled by the VSTL, as follows:

ola ed enviro

the V ﬁ to assure a total and complete cleaning of the disk. The VSTL shall
use commercial off-the-shelf software (COTS), purchased by the laboratory,
for cleaning the disk.

5.6.1.2. The VSTL, with vendor consultation and observation, shall construct the build
environment.

5.6.1.3. After construction of the build environment, the VSTL shall produce and
record a digital signature of the build environment.
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5.6.2.

5.6.3.

Loading Source Code onto the Build Environment. After successful source code

‘.5 .'6.2.4. The VSTL shall dep051t the q;sk 1mage 1n‘%% an, auth

review, the VSTL shall load source code onto the build environment as follows;

5.6.2.1. The VSTL shall check the digital signatures of the source code modules and
build environment to assure that they are unchanged from their original form.

5.6.2.2. The VSTL shall load the source code onto the build environment and produce
and record the digital signature of the resulting combination.

5.6.2.3. The VSTL shall capture a disk image of the combmatlon build environment
and source code modules 1mmed1ately prior t%éerformmg the build.

Creating the Executable Code. Upon comﬂ_ .
VSTL shall produce the executable code.

5.6.3.1. The VSTL shall prod

5.6.3.2. The VSTL shall deposit'i
executable code and crea

5.6.3.3.

I &}nstall the executable code onto the system submitted for
d certlﬁc%tlon prior to completion of system testing.

After"source code review the modified files are placed onto the verified build
environment and new executable files are produced.

5.6.4.3. If the original build environment is unavailable or its digital signatures cannot
be verified against those recorded from the original certification then the more
labor intensive process of creating the build environment must be performed.
Further source code review may be required of unmodified files to validate
that they are unmodified from their originally certified versions.
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5.7. Depositing Software in an Approved Repository. After EAC certification has been granted,
the VSTL project manager, or an appropriate delegate of the project manager, shall deposit the
following in one or more trusted archive(s) (repositories) designated by the EAC, such as the
NIST NSRL.

5.7.1. Source code used for the trusted build and its digital signatures.

5.7.2. Disk image of the pre-build, build environment and any digital signatures to validate
that it is unmodified.

5.7.3. Disk image of the post-build, build environment and any d1g1ta1 signatures to validate
that it is unmodified. ’

5.7.4. Executable code produced by the trusted build and its’
produced. ; '

5.7.5. Installation disk(s) and its digifél signatures

odified from the:: system which
h tools available to state, local

voting system may be identified and demonstrated tor
was certified. The purpose of this requxrement istom
and Federal offlclals to 1dent1fy and veri

uh oo,
EAC may review the system identification tools devel%p?:
compliance. Examples of system 1dent1f1cat10ng(methodo Y

5.8.2 jomputer will typically be verified by providing a self-

,evwe ‘that verifies the d1g1tal 51gnatures of the votmg system

,,,,,

map of all n volatlle files that are used by the voting system. Such a tool must be
provided for ve eation using the digital signatures of the original executable files
provided for tes ng. If during the certification process modifications are made and new
executable files created then the tool must be updated to reflect the digital signatures of
the final files to be distributed for use. For software operating on devices where a self-
booting CD or similar device cannot be used a procedure must be provided to allow
identification and verification of the software that is being used on the device.

5.9. Documentation. Manufacturers’ shall provide documentation to the Program Director
verifying that the trusted build has been performed, software has been deposited in an approved
repository and that system identification tools are available to election officials. The
Manufacturer shall submit a letter, signed by both its management representative and a VSTL

009890
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official, stating (under penalty of law) that it has (1) performed a trusted build consistent with
the requirements of Section 5.6 of this Manual; (2) deposited software consistent with Section
5.7 of this Manual and (3) created and made available system identification tools consistent
with Section 5.8 of this Manual. This letter shall also include (as attachments) a copy and
description of the system identification tool developed under Section 5.8, above.

5.10. Agency Decision. Upon receipt of documentation demonstrating the successful completion of
the requirements above and recommendation of the Program Director, the Decision Authority
will issue an Agency Decision granting certification and providing the manufacturer with a

certification number and Certificate of Conformance.

S5.11

the system not authorized by the EAC will v01d
product (voting system) name, the spemfic model

5.12.

5.12.2.

5.12.3.

Certification Document. A Certificate of Conformance will |
Voting systems which have successfully met the requirem t

Modifications.

rovided to manufacturers for
program. The document.

was modi figd prior to its submission to the EAC. Such modified systems
s)m!

must be submitted w1th a new naming convention (i.e. new version number).

Oting systems previously certified by the EAC and submitted for
certification of a modification will generally receive a new voting system certification
number. Such modified systems must be submitted with a new naming convention (i.e.
new version number). In rare instances, the EAC may authorize retention of the same
certification and naming convention when the modification is so minor that is does not
represent a substantive change in the voting system. Request for such authorization
must be made and approved by the EAC during application phase of the program.

Certification upgrade. Voting systems previously certified and submitted (without
modification) for testing to a new version of the VVSG will receive a new certification
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number. However, in such cases the manufacturer will not be required to change the
systems name or version.

5.13. Publication of EAC Certification. The EAC will publish and maintain on its website a list of
all certified voting systems including copies of all Certificates of Conformance, the supporting
test report and information about the manufacturer. Note that ALL information contained in
the test report and Technical Data Package EXCEPT that identified as confidential AT THE
TIME OF SUBMISSION will be posted to the website. Such information will be posted
immediately following the Manufacturer’s receipt of the EAC Final Decision and Certificate of
Conformance. .

5.14. Representation of EAC Certification. Manufacturers may not
voting system is certified unless it has received a Certificate:0f Conforr_nance for that system.
i Wi,
Statements regarding EAC certification in brocgures webs%s dlspla, gar1d advertising/sales
literature must be made solely in reference to spemﬁc systems Any actibn by a manufacturer
- to suggest EAC endorsement of their product or OE%amzatlon is strictly pr%hlblted
s ‘
_ Sishall 3Qﬁ}(‘ffét a mark of certlflcatlon on all
EAC Certified voting systems produced. This mark orlab el ‘must be permanently attached to
the system prior to sale, lease or releas to th1rd parties. gifmark of certification shall be made

through the use of an EAC mandated te vailable for‘d{b}“wnload on the EAC website.
These templates identify the version of the

-or VSS to wﬁlche«the system is certified. Use
of this template shall be mandatory. The be dlsplayed as follows:

‘z‘ I,
\{’%g‘ﬂ

) ced on the 9ut51de of the voting system in a place readily

silk-screene ‘1b1y printed, or otherwise permanently marked on a permanently
attached part of the equipment or on a nameplate of metal, plastic, or other material
fastened to the'equipment by welding, riveting, or a permanent adhesive.

5.15.4. The label must be designed to last the expected lifetime of the voting system in the
environment in which the system may be operated and must not be readily detachable.

5.16. Information to Election officials purchasing voting systems. The user’s manual or
instruction manual for a certified voting system shall warn purchasers that changes or
modifications not tested and certified by EAC will void the EAC certification of the voting
system. In cases where the manual is provided only in a form other than paper, such as on a
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computer disk or over the internet, the information required in this section may be included in
this alternative format provided that the election official can reasonably be expected to have
the capability to access information in that format.

0098393

33



6.1.

6.2.

6.3,

6.4.
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Denial of Certification

Overview. When the Decision Authority issues an Initial Decision denying certification, the
Manufacturer has certain rights and responsibilities. The Manufacturer may request an
opportunity to cure the defects identified by the Decision Authority. Additionally, the
Manufacturer may request the Decision Authority to reconsider the Initial Decision after the
Manufacturer has had the opportunity to review the record and submit supporting written
materials, data and rational for its position. Finally, in the event reconsideration is denied, the
Manufacturer may appeal the decision to the Appeal Authority.

Applicability of this Chapter. This chapter applies when the Decision-Authority makes an
initial decision to deny an application for voting system certifi "tlon based upon the materials
and recommendation provided by the program director. ;

. - -
Form of Decisions. All agency determinations shall:be‘made in writin;
materials and recommendations reviewed or used b agency decision m,
official determination shall be in written form.

Moreover, all
»iN arriving at an

cy’s decision denying
ppeal—the manufacturer’s

Effect of Denial of Certification. Upon receipt of th
certification—or in the event of an appeal the decision o
application for certification is finally denelwid
EAC for certification unless the manufactur
application for system certification. it

6.5.3.

6.5.4. All relevant able materials submitted by the Manufacturer upon request for
reconsideration or appeal;

6.5.5. All correspondence between the EAC and a Manufacturer after the issuance of an
Initial Decision denying certification.

Initial Decision. The Decision Authority shall make and issue a written decision on voting
systems submitted for certification. When such decisions result in a denial of certification, the
decision shall be considered preliminary and referred to as an Initial Decision. Initial
Decisions shall be in writing and contain (1) the Decision Authority’s basis and explanation for
the decision and (2) notice of the manufacturer’s rights in the denial of certification process:
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6.6.1. Basis and Explanation. The Initial Decision of the Decision Authority shall:
6.6.1.1. Clearly state the agency’s decision on Certification;
6.6.1.2. Explain the basis for the decision, including idenrifying:
6.6.1.2.1. the relevant facts, |
6.6.1.2.2. the applicable EAC voting system standards (VVSG or VSS),

.. .aéﬁé’gﬁﬁ%& * .
6.6.1.2.3. relevant analy51s in the Program D;g-{eqtor s recommendation, and

:’ é}t S&Eé{v

6.6.2.1. Rrght to request reconsrd_ atio e manufacul(rger shall be informed of its

ise have access to the information that
ision (“the record”).

stem” defects pI'lOI' to final agency decision (see Section 6.8).

{“*i:may request an opportunity to cure within 20 days of its

EAC Voting System Testing and Certification Program Manual 2006
<

| 6.6.2.

| i

on, the initial decision shall become the agency’s final decision on
! he manufacture is determined to have forgone its right to
reconsrderatlon cure a appeal The certification application shall be considered finally

denied.

6.8. Opportunity to Cure. Within 20 calendar days of receiving the EAC’s Initial Decision on
certification, a manufacturer may request an opportunity to cure the defects identified in the
EAC’s Initial Decision. If the request is approved, a compliance plan must be created,
approved and followed. If this cure process is successfully completed, a voting system denied
certification in an Initial Decision may receive a certification without resubmission.

009845
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6.8.1. Manufacturer’s Request to Cure. The Manufacturer must send a request to cure within
20 calendar days of receipt of an initial decision. The request must be sent to the
Program Director.

6.8.2. EAC Action on Request. The Decision Authority will review the request and approve
it. The Decision Authority will deny a request to cure only if the proposed plan to cure
is inadequate or does not present a viable way to remedy the identified defects.
Approval or denial of a request to cure shall be provided the manufacturer in writing. If
the manufacturer’s Request to Cure is denied, it shall have 20 days from the date it
received such notice to request reconsideration of the Initial Decision pursuant to
section 6.6.2.

6.8.3.

EAC for approval. It should also provide an estithated date for receipt of the test report
and include a schedule of periodic progress repo he Program Director.

6.8.4. EAC Action on the Compliance Plan hgg Decision Alithérity must review and
approve the compliance plan. The E)ec1s1o ‘uth rlty ay require the manufacturer to
provide additional information and Iﬁ?dlgyythe planiasirequired. If the Manufacturer is
unable or unwilling: to“p”" ide a comphance plan acceptable to the Decision Authority,

the Decision Au’ ority shall, provide ertten notice terminating the “opportunity to
cure” process ""T Manu cturer shall have 20 calendar days from the date 1t received

6.8.5.

6.8.6. EAC Decisi() n.the Svstem After receipt of the test plan, the Decision Authority
shall issue a decision on a voting system amended pursuant to an approved compliance
plan. This decision shall be issued in the same manner and with the same process and
rights as an initial decision on certification.

6.9. Requests for Reconsideration. Manufacturers may request reconsideration of an Initial
Decision.

6.9.1. Submission of Request. A request for reconsideration must be made within 20 days of
the Manufacturer’s receipt of an Initial Decision. The request shall be made and sent to
the Decision Authority.
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6.9.2. Acknowledgement of Request. The Decision Authority shall acknowledge receipt of
the manufacturer’s request for reconsideration. This acknowledgement shall either
enclose all information that served as the basis for the Initial Decision (the record) or
provide a date by which the record will be forwarded to the manufacturer.

16.9.3. Manufacturer Submissions. Within 30 days of receipt of the record, a manufacturer
may submit written materials in support of its position. This includes:

6.9.3.1. A written argument responding to the conclusions in the Initial Decision.

6.9.3.2. Documemary evidence relevant to the issues raised in the Initial Decision.

6.9.3.3.

6.9.4.

reconsideration, the Decision Authority shall a
the record and any other documentary informati

6.10. Agency Final Decision. The Decision A 1 ‘, X :

review of the manufacturer’s request for rec0n51d

of the agency. The decision shall: ‘i«x;;
,«.’“f e

idence and EAC voting system standards (VVSG or VSS),

 the bas1s for the decision;
/ &

soning behind the determination;

. Identify.and provide, as an attachment, any additional documentary
information that served as a basis for the decision and that was not part of the
manufacturer’s submission or the prior record; and

6.10.1.6. Provide the manufacturer notice of its right to appeal.

6.11. Appeal of Agency Final Decision. A manufacturer may, upon receipt of an Agency Final
Decision denying certification, issue a request for appeal.

6.11.1. Requesting Appeal.

L0
-3
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6.11.1.1. Submission. Requests must be submitted in writing to the Program Director,
addressed to Chair of the U.S. Election Assistance Commission.

6.11.1.2. Timing of Appeal. The manufacturer may request an appeal within 20
calendar days of receipt of the Agency Final Decision. Late requests will not
be considered.

6.11.1.3. Contents of Request.

6.11.1.3.1. The request must clearly state the spec1flc conclusions of the Final
Decision it wishes to appeal. 5

6.11.1.3.2. The request may include addltle’xﬁﬂ)%l Wi

*5

6.11.1. 3.3. The request may not referencexorgﬁmclude any%factual materlal not

in the record. & o 2

x@ﬁg ’% "*w 6‘5; ﬁzfzf

6.11.2. Consideration of Appeal. All t1me1y appeal ill be ngnmdered by the appeal authority.

6.12. Decision on Ap . The appeal authority shall make a written, final Decision on Appeal.
This Decision on Appeal,; 1all be provided the Manufacturer.

6.12.1. Contents. The'Decision on Appeal shall:
6.12.1.1. State the final determination of the agency;
6.12.1.2. Address the matters raised by the Manufacturer on appeal,
6.12.1.3. Provide the reasoning behind the decisions; and

6.12.1.4. State that the decision on appeal is final.
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6.12.2. Determinations. The appeal authority may make one of three determinations.

6.12.2.1. Approval of Certification. The Appeal Authority may overturn the decision of
the Decision Authority and grant the appeal in full. In such cases,
certification will be approved subject to the requirements of Chapter 5.

6.12.2.2. Denial of Certification. The Appeal Authority may uphold the decision of the
Decision Authority and deny the appeal in full. In such cases the application
for appeal is finally denied.

6.12.2.3. Grant of Appeal in Part with Opportunity to Ci

e. Thg Appeal Authority may
grant the appeal in part.- This will only oc ' i

6.12.2.3.1. If the Manufacturer succ
certification will be approve

bt

the requiremf‘éﬁtsin
%@

“completes the cure process, the
he Decision Authority subject to

6.12.2.3.2.
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7. Decertification

7.1. Overview. Decertification is the process by which the EAC revokes a Certification previously
granted to a voting system. It is an important part of the Certification Program, as it serves to
ensure that the requirements of the program are followed and that certified voting systems
fielded for use in our Federal elections maintain the same level of quality as those presented for
testing. Decertification, is a serious matter. Its use will have a significant impact on
Manufacturers, State and local governments, the public and the administration of elections.

As such, the process for decertification is involved. It is initiated when the EAC receives
information that a voting system may not be in compliance with the.Voluntary Voting System
Guidelines or the procedural requirements of this manual. Upon.rec€ipt.of such information,
the Program Director may initiate an Informal Inquiry to determine the credibility of the
1nf0rmat10n If the 1nformat10n is credlble and suggests th Systém i :noncompllant, a Formal -

#, i

Systems shall be decertified if they (1) a
System Guideline Standards, (2) have beet

on referral for investigation.
7.3.3. Procedure. Informal Inquiries do not follow a formal process.

7.3.3.1. Initiation. Informal Inquiries are initiated at the discretion of the Program
Director. They may be initiated any time the Program Director receives
attributable, relevant information that suggests a certified voting system may
require decertification. The information shall come from a source which has
directly observed or witnessed the reported occurrence. Such information
may be a product of the Certification Quality Monitoring Program (see

00990¢
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7.3.4.

7.3.5.

Chapter 8). Information may also come from state and local election officials
or voters who have used a given voting system. The Program Director may
notify a Manufacturer that an Informal Inquiry has been initiated, but this is
not required. Initiation of an inquiry shall be documented through the creation
of a memorandum for the record.

7.3.3.2. Inquiry. The informal inquiry process is limited to that inquiry necessary to
determine whether a Formal Investigation is required. In other words, the
Program Director shall conduct such inquiry necessary to determine (1) that
the information obtained is credible and (2) that the information, if true, would
serve as a basis for decertification. There is nodmsag:taprecedure for an inquiry.

The nature and extent of the inquiry process wi .vary depending upon the

source of the information. For example, an, mform | inquiry-initiated as a

result of action taken under the Quahty Momtormg ogram will often require

the Program Director merely to read th ‘\report 1ssued%as:§éa§a}result of the Quality -

Monitoring action. On the other h&pd information prov1ded- Y voters who

have used a voting system or elec%o%? off1c1als may requlre‘ he g?rogram

Director (or assigned technical expér’[s) to perform an in- person inspection or

make inquiries of the manufacturer. 4/

*f:

ogram Director determines, after informal
al Investigation the Program Director

e
ctof determines, after informal inquiry, that a matter
tlgatlon the Program Director shall refer the matter in writing

7.3.5.1. acts that served as the basis for the referral.
7.3.5.2. State the findings of the Program Director.
7.3.5.3. Attach all documentary evidence that served as the basis for the conclusion.

7.3.5.4. Recommend a formal investigation, specifically stating the system to be
investigated and the scope and focus of the proposed investigation.

009901
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7.4. Formal Investigation. A Formal Investigation is an official investigation to determine
whether a voting system requires decertification. The end result of a Formal Investigation is a
Report of Investigation.

74.1.

7.4.2.

- 7.43.

74.4.

7.4.5.

- EAC Formal Investlgatlon _

Formal Investigation Authority. The Decision Authority shall have the authority to
initiate and conclude a Formal Investigation by the EAC.

Purpose. The purpose of a Formal Investigation is to gather and document relevant
information sufficient to make a determination on whether an EAC certified voting
system requires decertification consistent with the policy put.forth in Section 7.2,

above.

Initiation of Investigation. The De01s1on Authorlty

procedural or operational non-confo;
conformance or non-conformances t
form of numbered allegatlons

7.4.3.2.

Investigation. ‘Due to the vital role voting systems play in our democratic process,
investigations shall be conducted impartially, diligently, promptly and confidentially.
Investigators shall use techniques to gather necessary information that meet these
requirements.

7.4.5.1. Fair and Impartial Investigation. All Formal Investigations shall be
conducted in a fair and impartial manner. All individuals assigned to an
investigation must be free from any financial conflict of interest.

0039362
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7.4.5.2.

7.4.5.3.

7.4.5.4.

7.4.5.5.

information pertaining to a Formal Investi

‘unsubstantiated information or pre- dec1smnal opinions;
‘'or inconsistent with the final determmatlon of the EAC,¢

Diligent Collection of Information. All investigations shall be conducted in a
meticulous and thorough manner. Investigations shall gather all relevant
information and documentation that is reasonably available. The diligent
collection of information is vital for informed decision making.

Prompt Collection of Information. Determinations which may affect the
administration of Federal Elections must be made with all reasonable speed.
EAC determinations on decertification will impact the actions of state and
local election officials conducting elections. As such, all investigations
regarding decertification must proceed with an ap oprlate sense of urgency.

Confidential Collection of Information. Con51 ent w1th Federal Law,
ition;should not be made public
ase of 1ncomplete and
hich may be contrary
uld cause public
confusion or unnecessarily negat‘ ,'ely effectpublic confidénce-in‘active
voting systems. Such actions coulda erve L to‘g‘lmpermxsmbly impact election

until the Report of Investigation 1s§ompl:

&

administration and voter turnout. All g‘)rﬁg:.—decmonal investigative materials
must be appropriately.safeguarded.

i

W %Tg
i i
Methodologies. Investige hall gather mf(&)%glg‘lglatlon by means consistent

with the four principals noted ab estlgatlve tools include (but are not
limited to): :

Interv1ews Investigators may interview 1nd1v1duals with relevant

14;&1

anufacturer Site Audits.

Written Interrogatories. Investigators may pose specific, written
questions to the manufacturers for the purpose of gathering
information relevant to the investigation. The manufacturer shall
respond to the queries within a reasonable timeframe (as specified
in the request).

7.4.5.5.5. System Testing. Testing may be performed in an attempt to
reproduce a condition or failure that has been reported.
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7.4.5.6. Report of Investigation. The end result of a Formal Investigation is a Report

of Investigation.

7.4.6. Report of Investigation. The Report of Investigation serves, primarily, to document (1)

all relevant and reliable information gathered in the course of the investigation and (2)
the conclusion reached by the Decision Authority.

7.4.6.1.

7.4.6.2.

7.4.7.

7.4.7.2.

When Complete. The report is complete and final when certified and signed by
the Decision Authority.

Contents of Report. The written report shall:

7.4.6.2.1. Restate the scope of the 1nvest1gam10nr
. system and specific mafger mvestlgated
| . : gﬁp ; ‘P‘?r} G
jb .
7.4.6.2.2. Brleﬂy describe the mvestlgatlve process emp‘
ij P
: F Y,
7.4.6.2.3. Summarlze the relc:vant“ajq ar}d rehiabletfacts and mformatlon gathered

7.4.6.2.4.

d reliable information gathered requires that the voting system
ertified (consistent with the policy set out in Section 7.2). If

Unsubstantiated Allegations. An allegation is unsubstantial if the
preponderance of the relevant and reliable information gathered does not
require decertification (see Section 7.2). If all allegations are unsubstantiated,
the matter shall be closed and a copy of the report forwarded to the
Manufacturer.

7.4.8. Publication of Report. The report shall not be made public nor released to the public

until final.
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44



EAC Voting System Testing and Certification Program Manual 2006

7.5. Effect of Informal Inquiry or Formal Investigation on Certification. A voting system’s
EAC Certification is not affected by the initiation or conclusion of an Informal Inquiry or
Formal Investigation. Systems under investigation remain certified until a final Decision on
Decertification is issued by the EAC.

7.6. Notice of Non-Compliance. If an allegation in a Formal Investigation is substantiated, the
Decision Authority shall send the Manufacturer a Notice of Non-Compliance. The Notice of
Non-Compliance is not, itself, a decertification of the voting system. The purpose of the notice
1s (1) to notify the Manufacturer of the non-compliance and (2) inform the Manufacturer of its
procedural rights so that it may be heard prior to decertification.

7.6.1. Noncomphance Informatlo The Notlce of Non-Comp nce shall:
7.6.1.1. Prov1de Manufacturer a copy of thgRe ‘0
7.6.1.2.

7.6.1.3. Inform Manufacturer that if the vot
voting system will be decertified.

35’?"

7.6.1.4.

7.6.2.

of thé Notice of Non-Compliance.

7.7. Procedure for Decision on Decertification. The Decision Authority shall make and issue a
written Decision on Decertification whenever a Notice of Non-Compliance is issued. The
Decision Authority will not take such action until the Manufacturer has had a reasonable
opportunity to cure the non-compliance and submit information for consideration.

7.7.1. Opportunity to Cure. The Manufacturer shall have an opportunity to timely cure a non-
conformant voting system prior to decertification. Cure is timely when the cure process

009965
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can be completed prior to the next Federal Election. This means that any proposed cure
must be in place before any individual jurisdiction fielding the system holds a Federal
election. The Manufacturer must request the opportunity to cure. If the request is
approved, a compliance plan must be created, approved and followed. If this cure
process is successfully completed, a Manufacturer may modify a non-compliant voting

system, remedy procedural discrepancies or otherwise bring its system into compliance
without resubmission or decertification.

1.17.1.1. Manufacturer’s Request to Cure. Within 20 calendar days of receiving the
EAC’s Notice of Non- -Compliance, a manufacturer,may request an
opportunity to timely cure all defects identified 1r};the *‘Notice of Non-
-~ Compliance. The request must be sent to therﬁm(?%&swn Author1ty and outline
how the Manufacturer would modify the syste ;! pdate the technical data

package, create a test plan, test the gystem@and Ob%l EAC approval prlor to
the next election for Federal ofﬁce .yfj % &f*e ' k-

7.7.1.2.

7.7.1.3. Manufacturer’s Compl

request for an opportun

ibe the proposed changes to the
of the system update the technical data

progfes“\reports to the Program Director.
<

fthe Manufacturer i is unable or unwilling to provide a Compliance
ble to the Decision Authority, the Decision Authority shall
written notice terminating the “opportunity to cure” process.

1.1.1.5. Manufacturer’s Submission of the Compliance Plan Test Report. The
manufacturer shall submit the test report created pursuant to its EAC approved
Compliance Plan. The EAC shall review the test report and any other
necessary or relevant materials. The report will be technically reviewed by

the EAC in a manner similar to the procedures laid out in Chapter 4 of this
Manual.
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7.71.1.6. EAC Decision on the System. After receipt of the test plan, the Decision
Authority shall issue a decision on a voting system amended pursuant to an
approved Compliance Plan. For the purposes of planning, manufacturers
should allow at least 20 working days for this process.

7.7.2. Opportunity to be Heard. The Manufacturer may submit written materials in response

to the Notice of Non-Compliance and Report of Investigation. These documents shall
be considered by the Decision Authority when making a determination on
decertification. The Manufacturer shall ordinarily have 20 calendar days from the date
it received the Notice of Non-Compliance (or in the case of af failed effort to cure, the
termination of that process) to deliver its submissions to thexDecmon Authority.
However, when warranted by the public interest (becausse@l‘%; delay in making a
determination on decertification would effect the t1mel y "’"&%} r.and-effective
administration of Federal elections), the Decigion Authorlty' f&éy provide a _
Manufacturer less.time to submit information. ﬁ;l“ h1s alternatlve riod (and the basis for
it) must be stated in the Notice of Non- Corrggphance “The altern /€ kt(ime period must -
allow the manufacturer a reasonable amoun%of time to gather its subm1ss10ns
Submissions may include: G

'-h

i

il
Y, @

q,%i%m ;
7.7.2.1. A written argument responding to the conclusxons in the Notice of Non-
Compliance or Report of:Investigation. 4 f‘f.‘z?hz»

7.7.2.2. Documentary evidence re evan
of Non—Compliance.

g,;\x
%I‘h Dgzé“%;lon Authority shall make an agency

7.1.3.2. Considered Materials. The Decision Authority shall review and consider all
relevant submissions of the manufacturer. In make a decision on
decertification, the Decision Authority shall also consider all documents that
make up the record and any other documentary information he or she
determines relevant.

7.7.3.3. Agency Decision. The Decision Authority shall issue a written Agency
Decision after review of applicable materials. This decision shall be the final
decision of the agency. The decision shall:

009907
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7.7.3.3.1.

7.7.3.3.2.

7.7.3.3.3.

7.7.3.3.4.

7.9.1.3.

Clearly state the agency’s determination on the decertification,
specifically addressing the areas of non-compliance investigated;

Address the issues raised by the manufacturer in the materials it
submitted for consideration;

Identify all facts, evidence, procedural requirements and/or voting
system standards (VVSG or VSS) that served as the basis for the
decision;

Provide the reasoning behind the d¢ "rmination;

Conténts of Request.

7.9.13.1.

7.9.1.3.2.

7.9.1.3.3.

The request must clearly state the specific conclusions of the Final
Decision it wishes to appeal.

The request may include additional written argument.

The request may not reference or include any factual material not
previously considered or submitted to the EAC.
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7.9.1.4. Effect of Appeal on Decertification. The initiation of an appeal does not

impact the decertified status of a voting system. Systems are decertified upon
notice of decertification in the agency’s Decision on Decertification (see
Section 7.8).

7.9.2. Consideration of Appeal. All timely appeals will be considered by the appeal authority.

7.9.2.1.

7923, 1

decertlflcatlon rocess.
‘ ‘P F

7.9.22.

The appeal authority shall be two or more U.S. EAC Commissioners or other
individual or individuals appointed by the Commissioners who have not
previously served as investigators, advisors or decmon Jmakers in the

%‘1\

All decmons on appeal shall be baseg on the record%a

Uﬁ}

Manufacturer to demonstrate by clea convmcmg evidence that their
voting system met all substantive and proce%ural requlrements for
certification. In other 0}

7.9.3. Decision on Appealﬁﬁhe\appeal auth ‘

shall be final’ and bmdmg on the Manufa :
The Decision on Appeal

7.9.4. Effect of Appéal.

7.94.1.

Grant of Appeal. If a manufacturer’s appeal is granted in whole, the decision
of the Decision Authority is reversed. The voting system shall have its
certification reinstated. For the purposes of this program, the system shall be
treated as though it was never decertified.
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7.9.4.2. Denial of Appeal. If a manufacturer’s appeal is denied (in whole or in part),
the decision of the Decision Authority is upheld. The voting system remains
decertified and no additional appeal is available.

7.10. Effect of Decertification. Voting systems that have been decertified no longer hold an EAC
Certification under the program. For the purposes of this manual and the program, such
systems will be treated as any other uncertified voting system. As such:

7.10.1. The manufacturer may not represent the voting system as certified;

shall be treated as any other system seeking certlflca 1on. TQ Manufacturer sha‘fl present an
application for certification consistent with this manual%;?@“éﬁ“‘"
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8.1.

«EAC’s Quality Monitoring Program, as outlined in thigc pter pr

8.2

8.5.

Quality Monitoring Program

Overview. The quality of any product, including a voting system, depends on two specific
elements: (1) the design of the product or system; and (2) the care and consistency of the
manufacturing process. The EAC testing and certification process focuses on voting system
design by ensuring that a representative sample of a system meets the technical specifications
of the applicable EAC voting system standards. This is process is commonly called ‘type
acceptance’. It determines whether the representative sample submitted for testing meets the
requirements. What type acceptance does not do is explore whether variations in
manufacturing may allow production of non-compliant systems. Generally, the quality of the
manufacturing is the responsibility of the manufacturer. Once a systémis certified, the vendor
assumes primary responsibility for compliance of the producedproducts. This is accomplished

by the manufacturer’s configuration management and quality’control.processes. However, the
$ an additional layer of

carry out fielded

quality control by allowmg the EAC to perform manufacturing 31te revi

of EAC’s voting system standards as they are manufq
These aspects of the program allow the EAC to indeper
compliance of fielded voting systems. s,

Tt

n
primarily by identifying: (1) potentlal quallty problem?ﬁfn =anufacturmg, (2) uncertified voting
system configurations ands 3) ield performanc*g issues with certified systems.

ogy.” This chapter provides the EAC with three primary tools it
fectiveness of the certification process and the compliance of

Manufacturing Site Review. Facilities that produce certified voting systems will be reviewed
periodically, at the discretion of the EAC, to verify that the system being manufactured,
shipped and sold is the same as the sample submitted for certification testing. All registered
manufacturers must cooperation with such audits as a condition of program participation.

8.5.1. Notice. The site review may be scheduled or unscheduled, at the discretion of the
EAC. Unscheduled reviews will be performed with at least 24 hours notice.
Scheduling and notice of site reviews will be coordinated with and provided to both the
manufacturing facility representative and the Manufacturer’s representative.
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8.6.

8.7.

8.5.2. Frequency. At a minimum, one or more manufacturing facilities of a registered
manufacturer shall be subject to a site review at least once every four years.

8.5.3. The Review. The production facility and production test records must be made
available for review. When requested, production schedules must be provided to the
EAC. Production or production testing may be witnessed by EAC representatives. If
equipment is not being produced during the inspection, the review may be limited to
production records. During the inspection, the manufacturer must make available to the
EAC representatrve the manufacturer s quality manual and her documentation

- 8.5.3.1. Manufacturing qluality' controls;

8.5.3.2. "Final inspec;i(_)n and testing;
8.5.3.3. History of deficiencies or anorél)a i
8.5.34.
8.5.3.5.
8.5.3.6. Policies on product labeli
certification; and

8.5.4.

8.5.5.

Fielded Sy

as that certified by t
include the testing of
review and testing wi

elded system, if deemed necessary. Any anomahes found during this
e provided to the election jurisdiction and the manufacturer.

Field Anomaly Reporting. The EAC will collect information from election officials who
field EAC certified voting systems as another means of gathering field data. Information on
actual voting system field performance is a basic means to assess the effectiveness of
certification program and the manufacturing quality and version control. The EAC will
provide a mechanism for election officials to provide real world input on voting system
anomalies.
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8.7.1.

8.7.2.

8.7.3.

8.74.

Anomaly Report. An anomaly report is a form that election officials may use to report
voting system anomalies to the EAC. The form (and instructions for its completion) are
available at Appendix D or on the EAC website, www.eac.gov. The form may be filed
with the EAC on-line or by mail. Use of the form is required.

Who May Report? Reports may be filed by state or local election officials who have
experienced voting system anomalies in their jurisdiction. The individuals reporting
must identify themselves and have firsthand knowledge or official responsibility over
the anomaly being reported. Anonymous or hearsay reporting will not be accepted.

.4"&

What Is Reported" Electlon officials shall report votmg s‘ystémé“m .anomalies. An

“system or system component resulting in some dlsrup’ft}?é%ﬁigogthe election process.
Incidents resulting from admlmstrator erTor ot moce%ural défv;g%gencws are not_
- considered an anomaly for the purposes of this %&chapter Official s/must report:

¥

8.7.3.1. Thelr name, title, contact mfogg n and Jurlsdlctlon

.
8.7.3.2. A description of the voting system at* 1‘§§‘uéﬂ
*l‘

N

he. reported occurreﬁ ce;

8.7.3.3. The date and location

8.7.3.4. The type of election; and’

Report Dlstrlbutlon Credlble reports w
_]urlSdICtIOHS who fleld 51mllar~s stems an of

8.8.3.

8.8.4.

8.8.5.

V,
Improve manufacturmg quality and change control processes;

increase voter confidence in voting technology;

Inform manufacturers, election officials and the EAC of issues associated with voting
systems in a real world environment;

Share information between jurisdictions who utilize similar voting systems;

009931%
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8.8.6.

8.8.7.

8.8.8.

Resolve problems associated with voting technology or manufacturing in a timely
fashion by involving manufacturers, election officials and the EAC;

Provide feedback to the EAC, NIST and the TDGC regarding issues which may need to
be addressed through a revision to the Voluntary Voting System Guidelines;

Initiate an investigation where information suggests that decertification is warranted
(See Chapter 7).
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Interpretations

Overview. A request for Interpretation is a means by which a registered manufacturer or
VSTL may seek clarification on a specific EAC voting system standard (VVSG or VSS).
Interpretations are clarifications of the voting system standards and guidance on how to
properly evaluate conformance to it. Suggestions or requests for modifications to the standards
are provided by other processes. This chapter outlines the policy, requirements and procedure
for requesting an Interpretation.

Policy. Registered Manufacturers or VSTLs may request that the EAC provide a definitive
interpretation of EAC accepted voting system standards (VVSG grf’VSS) when, in the course of
developing or testing a voting system, facts arise which make th "meamng of a particular
standard amblguous or unclear The EAC may self-mltxatefsuch a equest when its agents
%ssued by the EAC will |
U ite compliance. '

Ultlmately, interpretations do not amend voting s
existing standards.

"\‘i'&? .‘ ' ‘ qﬁ:. ‘f
i | &
b Sﬁfﬁ:ﬁ’ﬁé i #

Requirements for Requesting an Interpretation. EA( e ‘terpretatlons are limited in scope.

The purpose of the interpretation process is to provide manufacturers who are in the process of
developing a voting system, a means to
light of a specific voting system technolog
EAC for certification In order to submit

93.1.
1Q 'actmg on its behalf (such as a VSTL)
1nterpretat15n w1ll not- be accepted from any other party.
9.3.2. Requ ts~ for interpretation are limited to queries on EAC voting
VSG or VSS) Moreover, a manufacturer may only request an
on of EAC voting system standards to which the EAC currently
9.3.3. . In order to request an interpretation, a manufacturer

must present a uestlon relatlve to a specific voting system or technology proposed for
use in a voting system. Requests for interpretation on hypothetical issues will not be
addressed by the EAC. In order to request interpretation, the need for clarification must
have arisen from the development or testing of a voting system. A factual controversy
exists when an attempt to apply a specific section of the VVSG or VSS to a specific
system or piece of technology creates ambiguity.

9.3.4. Unsettled, Ambiguous Matter. Requests for interpretation must involve actual
controversies which have not been previously settled. This is a two part requirement:
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94.2.

9.43.

9.3.4.1. Actual Ambiguity. A proper request must contain an actual ambiguity. The
interpretation process is not a means to challenge a clear EAC voting system
standard. Recommended changes to voting system standards are welcome
and may be forwarded to the EAC, but are not part of the Certification
Program. An Ambiguity arises when (in applying a voting system standard to
a specific technology):

9.3.4.1.1. The language of the standard is unclear on its face;

9.3.4.1.2. One section of the standards seems to contradlct another, relevant
section; #& g*iﬁa ’f‘i’%

9.3.4.1.3. The language of the standard, thoughhcloar on its face, lacks
- sufficient detail or breadth tg determlneut proper appllcatlon toa
particular technology, &W&% %

9.3.4.14. f
technology, clearly co
of the standard; or

Eﬁxﬁﬂ
9.3.4.1.5. The language of;

ormation for the Program Director to conclude that the requestor is(l)a
) Tequesting interpretation of an applicable voting system standard,
3) presentmg ‘actual factual controversy and (4) seeking clarification on a matter of
unsettled ambiguity.

sufficient

Identify the EAC Voting System Standard to be Clarified. The request must identify
the specific standard or standards to which the requestor seeks clarification. The
request must state the version of the voting system standards at issue (if applicable) and
quote and correctly cite the applicable standards.

State the Facts Giving Rise to the Ambiguity. The request must provide the facts
associated with the voting system technology that gave rise to the ambiguity in the
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identified standard. The request must be careful to provide all necessary information in
a clear and concise fashion. Any interpretation issued by the EAC will be based upon
the facts provided.

9.4.4. Identify the Ambiguity. The request must identify the ambiguity it seeks to resolve.
The ambiguity shall be identified by stating a concise question. This question:

9.4.4.1. Shall be clearly stated.

9.4.4.2. Shall be related to and reference the voting system standard and voting system
technology information provided.

oy

ue arising from an

9.44.3. Shall be limited to a single i issue. Each qu
' und questions are

?
ﬁ}t,\ (;,x
ram Dlrector Shall rev1ew the request to ensure it is

not meet the requirements of Section 9.3 the Program Director may reject it.
Such rejection must be provided the Manufacturer in writing and state the
basis for the rejection.

9.5.1.3. Notice Acceptance of the Request. If the Request of Interpretation is
acceptable the Program Director will notify the manufacturer in writing,
providing it with an estimated date of completion. Requests for Interpretation
may be accepted in whole or in part. A notice of acceptance shall state the
issues accepted for interpretation.
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9.5.2. Consideration of the Request. Once a Request for Interpretation has been accepted, the
matter shall be investigated and researched. Such action may require the EAC to
employ technical experts. It may also require the EAC to request additional
information from the Manufacturer. The Manufacturer shall respond promptly to such
requests.

9.5.3. Interpretation. The Decision Authority shall be responsible for making determinations
on requests for interpretation. Once this determination has been made, a written
Interpretation shall be sent to the Manufacturer. This wr1tten Interpretatlon shall:
9.53.1.
9.5.3.2.
9.533.
9.5.34.

9.5.3.5.

Nevertheless, mterpretat&l{ons do have some vallig as precedence Interpretations publlshed by
the EAC shall serve: as~r ) y over identical or similar questions of
of EAC voting system standards in

To better serve Manufacturers and those interested in the EAC
ogram Director shall select Interpretations for general
ormation contained in an Interpretation will be redacted before
pter 10 of this Manual. The library of published opinions may

U0991¢
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10. Trade Secret, Confidential Commercial and Personal Information

10.1. Overview. Participants in the Certification Program will be required to provide the EAC a
variety of documents, some of these documents may include trade secret, confidential
commercial or personal information protected from release by Federal law. This chapter
discusses the certification program’s standards, processes and requirements that work to
identify, document and protect such information from improper release.

10.2. Policy on Trade Secret and Confidential Commercial Information. The Freedom of
Information Action (FOIA) and EAC policy promote an open and transparent government
process. FOIA generally provides for the release of documents tof the ‘public upon request. In
most cases, access to government held documents benefit Feqf; cfakag agencies by creating an

.informed and involved public. However, in some 1nstances «the release of information can be

hgmful to both the 1nd1v1dual who submltted it and a Fecbral agenc;@ ability to perform its
matio '

Secrets Act (18 U.S.C. §1905) protect from pubhc re
privileged or confidential commercial information.

is used for the makmg or processing of a product' aﬁ%ﬁ%@} is the; end result of elther innovation
or substantial effort. It relates to the productlveﬁprocess 1tself?’ descrlbmg how a product is
mation descrlbzglkng end product capabilities, features, or

5‘1\

'f‘&« “[m i i

ting systeﬂm source code used to develop or manufacture software where

WO g" d reveal actual programming;

10.3.1.4. Technical descriptions of manufacturing processes and other secret
information relating directly to the production process.

10.3.2. Examples of documents that are likely not trade secrets include:
10.3.2.1. Information pertaining to a finished products capabilities or features;

10.3.2.2. Information pertaining to a finished products performance.

003916
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10.3.2.3. Information regarding product components that would not reveal any
commercially valuable information regarding production. .

10.4. Privileged or Confidential Commercial Information. Privileged or confidential commercial
information is that information submitted by a manufacturer that is commercial or financial in
nature and privileged or confidential.

10.4.1. Commercial or Financial Information. The terms “commercial” and “financial” should
be given their ordinary meanings. They include records in which a submitting
manufacturer has any commercial interest.

ation is privileged or
iarm to the co’mpetitive_ :

10.4.2. Privileged or Confidential. Commercial or financial infi
confldentlal if its dlsclosure would llkely cause substantla

involuntarily. Information the EAC requires Manufactui
Certification Program are not prov1ded \?@ )
fn requirements. If a
and coordmate with the

10.6.1.1. Ensur}ds ocuments are secure and only released to third parties after the

approprlate review and determination;

10.6.1.2. Track documents manufactures have previously identified as proprietary and
requiring protection under FOIA.

10.6.2. Contact manufacturers upon proposed release of potentially protected documents. In
the event a member of the public submits a FOIA request for documents provided by a
manufacturer or the EAC otherwise proposes the release of such documents, the EAC
will:
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10.7.

10.6.2.1. Review the documents to determine if they are potentially protected from
release as trade secrets or confidential commercial information. The
documents at issue may have been previously identified as protected by the
manufacturer when submitted (see section 10.7.1, below) or identified by the
EAC upon review.

10.6.2.2. Grant submitting manufacturer an opportunity to provide input. In the event
the information has been identified as potentially protected from release as a
trade secret or confidential, commercral mformatlon the EAC will notrfy the

Manufacture’s Responsibilities. While the EKC
document, or a portion of it, is protected from release " SE) 3 ,
commercral information, the Manufact r shall be responsrble for 1dent1fy1ng documents it

the release of potentially protected information.

10.7.1. Initial submission- 6?5ihf%’rmation When'a manufac urer is submitting documents to the
EAC as requrredrby the Certification program, it is responsible for identifying any
document opportron of a do%:ument that itibelieves is protected from release by law.
Examples of submrssrons requrred under th 4 program include information submitted
during th ufacturer reglstratlon porfocess Technical Data Packages, Test Plans and

s»(.,»\

J =anufactur TS shall 1dent1fy protected information by:

10.7.1.1°1. Cite the applicable law which exempts the information from
release.

10.7.1.1.2. Clearly discuss why that legal authority applies and why the
document must be protected from release.

10.7.1.1.3. If necessary, provide additional documentation or information. For
example, if a document is claimed to contain confidential
commercial information, evidence and analysis of the competitive
harm that would result upon release would have to be provided.
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10.7.1.2. Label Submissions. Label all submissions identified in the notice as
“Proprietary Commercial Information.” Only those submission that are
identified as protected should be labeled. Attempts to indiscriminately label
all materials as proprietary will render the markings moot.

10.7.2. Notification of potential release. In the event a manufacturer is notified that the EAC is
considering the release of information that may be protected, the manufacturer shall:

10.7.2.1. Respond to the notice within 15 days. If additional.time is needed, the
manufacturer must promptly notify the Program_ Direétor. Requests for
additional time will be granted only for good ¢ "se and must be made before

viewed as not objecting to release.

@ -
10.7.2.2. Clearly state in the response:
be protected froé Q}f
procedures dlsc%ssed
T
) 4!‘ (xf‘iﬂ("
10.8. Personal Informatlon C ersonal mfcg)qrmatlon is pr tected from release under FOIA

10.8.3. Home addressés and

10.8.4. Home phone numbers.
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at Www.eac:gov
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Delivery and Validation of Trusted
Voting System Software

Overview

This document discusses the design of a proposed system for delivery and validation of trusted
voting system software and the rational for this system. The purpose of the system is to provide
a high level of confidence that software used in elections is a faithful and unmodified copy of the
certified version. This foundation of trust is built upon two pillars. The first pillar is that the
certification process is effective and will prevent deficient or malicious software from being
approved. The second pillar, and the subject of this document, i the software that was
- certified is what is being used in elections and can be verified:as t ' '
- .

described future possibilities. In other cases features are
others. #

ki
5

Building and Delivering Software

Hﬁg_ f% g i
Computers only understand numbers In fact ;éﬁey’“(;nly understand I’s and 0’s. This is called
binary coding. Back in an01ent computlng tlmesﬂf}(the 195075 and 1960’s) some people actually

com_pljter programs as long lists of numbers and so computer
e computer languages were meant to allow people to write

d more like speech. So now programmers would write lists of
“if..else..”

programs in somet
commands like “re

However, the computers;still only understood numbers so a special program was developed that
translated the programming instructions to the numbers the computer would understand. This
program is usually called a compiler and the process of converting the programming instructions
into the numbers a computer can read is called a compilation or a build. The result of a build is
called executable code, because it is in a form the computer can execute.

Today computer programmers use very sophisticated computer languages to write programs.
Some of these languages even start to look like human language, if you are a computer geek.
These programs are called source code because they are the input or source for the next steps in

003976
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the process. When they are ready they use a compiler to build their program into executable
code and run it on a computer. So the steps in the process are:

1. Write a source code program in computer language.
2. Build the source code into executable code.
3. Take the executable code to a computer.

4. Load the executable onto the computer and run it.

analysis is to develop a threat model. What are we wi
protect the system against?

‘Scenarios:s not within the scope of this
should be protected in a way that one rogue
f,tected.

So what are we worrie: ut? There are many, many possible answers to that question. This
document deals with prey nting a single threat of a rogue actor in the system. Let’s assume we
may get a rogue person who wants to manipulate the voting system. An insider probably has the
most potential for doing damage, so let’s assume this person is an employee of an organization
that is involved with the voting system. The person may work for a local elections office, an
equipment manufacturer, a test house or any other organization that deals with voting equipment.

What could one rogue employee do and how would we protect the system against them?

Security Principles

009927
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The system should be designed with multiple protections. This is called a defense in depth.
Some of these protections will try and prevent a malicious person from doing what they want to
do. Other features will try and detect if somehow they were able to do it anyway. Still other
features will document what happened and provide evidence in an investigation if there is ever
suspicion that something bad happened.

Multiple Independent Knowledgeable Witnesses

One principle the system should follow is that nothing is done without multiple, independent and
knowledgeable witnesses. At least two witnesses should be present at.every step in the process.
Witnesses should be independent of each other, meaning they work ifferent organizations
and don’t have any connection other than coming together to to complete a task related to the
votmg system Both of our w1tnesses should be suff1c1ently knowledgeable about the task so that

a

disprove that the system ked. If these records show that despite all of the protections,
someone corrupted the system, then the courts can decide the appropriate action. The system
should be able to give the courts the evidence to determine what has happened.

Security System Design

A certification system with three major elements flows from our security discussion. These
elements are:

¢ Build source code into executable code
¢ Delivery unmodified version of the executable code to state and local authorities
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e Verify that the code in use is unmodified from the certified code

To accomplish our security objectives the following principles are applied to each step of the
process:

e Multiple independent knowledgeable witnesses
e Documented chain of custody
e Protection, detection and recording mechanisms

The application of these security principles to the different stages of the delivery process gives us
the system design that will be discussed in the remainder of this documerit.

Source Code Review
9

-

for the voting system and then the national test lab reviey
sure they do what they are supposed to do and only what

'

multiple checks that the software operates cotte ctly and

Witness Build

The national certification system, under NASED and the ITA’s, required a witness build. The
manufacturer delivered Source code to the ITA. The source code was reviewed. Then the
manufacturer with a witness from the ITA performed the build. The executable code created was
then loaded onto the machines and the rest of the testing on the voting system was performed.
This system was a great improvement over what had existed before, which was no national
certification system. Prior to the NASED national certification system every state conducted its
own system review with very uneven levels of scrutiny.

There are notable weaknesses in the witness build process. First, the manufacturer’s employee

provided the build environment, without any kind of qualification. A computer loaded with a
build environment is a very complex environment with numerous files and programs. It is quite
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conceivable that someone could hide some additional software module and instructions to insert
that software into the executable code. The ITA’s witness and even the manufacturer’s
employee who performs the build might perform the build in good conscience, unaware that
more was happening than they were aware of.

A second major weakness is that the records of the build process were inadequate to recreate it.
If at a later time there was a need to investigate an allegation the records of the witness build
process have been insufficient to recreate the original build environment or validate that the build
environment is unchanged from that which was originally used.

1?&

A third weakness is that the witness build, while valuable, was notdgonstructed with a view to its

)'

being an important part of a verifiable chain of custody from the.national certification process to

the software used in an election. - =~ = - - ' dﬁﬁ
9 . . ) Al %EQ - .
Trusted Bulld - . N L

s
: é%};:gq

4 ?i
‘eratlonal revision of the.;ongmal witness

b
bulld The trusted build is constructed with the 1ntent*that it i%aas an 1mponant component of

S is given to the creation of
«"free of unknown elements.

hance‘with the EAC’s applicable voting
odules are produced and recorded.

manufacturer. The sour

25 m
systems standards. File signat

The build envire S _then constructed\ *The “disk that will hold the env1r0nment is

After the source code iccessfully passed the source code review it is time to perform the
build. First the file sign: ures of the source code modules and the build environment are checked
to assure that they are unchanged from their original form. Then the source code is loaded onto
the build environment and file signatures are taken of the resulting combination. A disk image is
also taken of the combination just before the build is performed. The disk image is archived in a
trusted archive to assure that the build can be reproduced should there ever be a need to do so.
Having this disk image available is a great help in incorporating modifications to software. For
modifications, having the original build environment allows focus on only the modified software
modules. The rest of the modules can be verified as unchanged and therefore can be trusted
based on the original certification.
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The executable code is then produced. File signatures of the executable code are taken and
recorded. The executable code is then archived and also used to create installation disks. File
signatures are also taken of the installation disks so that they may be validated by those who will
later install the software into voting systems.

Election Software

Trusted Build Process

_ - S —File Signatures are
%  recorded at this point -
V - File Signatures are
verified at this point

Specification
N

Trusted Archive, .g: NISTNSRL &

N - _

Figure 1 — The Trusted Build Process
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The executable code is then installed on the system submitted for certification and the rest of the
certification testing is performed.

The combination of recording file signatures and using trusted archives allows a well
documented chain of custody to the end user of the software and a mechanism for the end user to
independently verify that the software loaded onto their voting systems is unmodified from the
certified version.

Protecting Delivery

Delivery of voting system software is challenging because of the wide:geographical distribution
of users and the many different scenarios under which new softwa sTequired. In some cases
large purchases are made of new voting systems. Typically the urchasing authority wants

complete delivery of system as ready to use as p0351ble In the: umstances the purchaser

Regardless of the scenario there should be carefully constr
software from the source through installation on the equip Once the software is installed

mamtamed under careful

mentioned simply to highlight the role electio
certification process to safeguard the election
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VVSG
. Specification
AN

Election Software

Certification, Delivery &
Verification Process

2006

H

"
™\

Trusted Archive, e.g. NIST NSRL

Source Code

Executable Code

Figure 2 — Process Model for the Certification, Delivery and Verification of Voting System Software
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Verifying Delivery
Value of File Signatures

File signatures, commonly called HASH codes, are a valuable tool for verifying that the chain of
custody has not been violated. File signatures give a high confidence that the software being
used has not been modified from the version that was certified. They can be used by local
election administrators to assure that the software to be used in an election is identical to what
was certified and that no modifications have been made.

It is recommended that the file signatures be check and confirmed acritical junctures in the
process. State officials should check file signatures as part of cot ing a state examination.
When this is done it creates an 1ndependent verification that the chain of custody performed:
properly L : - -

Trusted Archive

Archiving of information is an important function. It Cr: trusted source to*hold certified
software. When the file signatures are made available indej ndent verification of software is
possible. Further archiving provides a s€¢ record providing detailed evidence should serious
allegations need to be investigated.

On-Site Signature Verification

in vestlgatlon will be required and further
ftware is used in an election.

s requires special equipment and expertise. For example once
ips on a printed circuit board it may require special equipment

to verify that the loade vare s a correct copy of the certified version.

A 3rd party verification‘also provides another independent witness along with other security
features. If in addition to on-site signature verification an appropriately delegated official
randomly selects and sends copies of software to a trusted and independent 3rd party then an
additional level of verification can be created.

Private/Public Key Encryption

The use of Private/Pubic Key encryption may offer some real benefits in assuring that only
trusted software is loaded onto a voting system. If the system itself or election officials require

009934
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that only software that can be authenticated through a public encryption key be installed then
confidence is gained that the software has been encrypted by the corresponding private key. The
private key would be carefully guarded by the EAC or state officials. This could be a simple
mechanism to protect voting system software during transport from being modified.
Vulnerabilities in this mechanism are that the private key might be switched with another that
would allow modified software to be loaded. Further the key validation software might be
compromised to allow software encrypted by either of two keys to be loaded.

The protections against these vulnerabilities are the other security features of the system, e.g. the
validation of file signatures after the software is loaded and the physical security used throughout
the process. An alternative could be to return the software after it is loaded to the source or
another trusted party to have an audit check of the software that was:loaded. As long as the
process and people involved in receiving the software were diffi from those sending back the
software to be audited there is additional confidence that the loaded was a faithful copy
of the certified software. ' o :
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Election Software !

Certification, Delivery &
Verification Process

* Manufacturer
(Source Code, Build .
Environment, Voting

System)

Trusted Archive, e.g. NIST NSRL
N e

Source Code

Manufacturer
(Manufactured Systems) =
Private'Key
Encrypted

System Integration
o Executable Code'.

Code Verification’

Figure 3 - Integration of PKI to delivery and verification process
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Preserving Evidence

The system described in this document makes extensive use of trusted archives and retains more
material than is the practice currently. Specifically the following items are archived:

The source code

The build environment (pre and post build)
. The executable code

The installation disks

Archiving these items provides evidence for any future investigations. Further these archives
support other features of the system such as having 3rd party d ' of software after it is
. certified. '

- » o
| Compounding ‘Confidence

it good oﬁe atmg condition and is identical to

o

n any way to use certified software. Careful records and archiving
s for software and preserve evidence should investigations

To achieve these ends the system for delivering and verifying voting system software has been
analyzed as having three major components:

e Build source code into executable code
e Delivery unmodified version of the executable code to state and local authorities
e Verify that the code in use is unmodified from the certified code

The security obj ectives have been implemented by following the principles of:

009957
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e Multiple independent knowledgeable witnesses
e Documented chain of custody
e Protection, detection and recording mechanisms

The features suggested intend to first create a high confidence that the build process faithfully
transforms the source code into executable code without any additional code or modifications
being introduced. From the trusted build we then turn our attention to the delivery process. File
signatures are recorded at the end of the build process. These allow verification of the code as it
is delivered for use. Trusted archiving is used to give confidence that faithful copies of the
source and executable code are available. Archiving further creates qngence that can later be
used in investigations. Taken together these features create a robust/systém to assure that the
software used in elections can be trusted. .

Q.

y0993¢

78



EAC Voting System Testing and Certification Program Manual 2006

P
X
S"g‘»

Wiy,
Field Anomaly Reportin
i

Available in electronic:format at www.e%%f'“ gov

| 4

.

U0995¢

79



, .V j{,ew Information Collection Request (ICR) Package Page 1 of 3

~

Re g I n fO = g 0 V Where to find Federal Regulatory Information

Home

Unified Agenda and Regulatory Plan £ 12866 Regulatory Review Information Collection Review

Information Collection Review Advanced Search XML R

Display additional information by clicking on the following: VoAl v Brief

V' Abstract/Justification ¥ Legal Statutes ¥ Rulemaking I¥" FR Notices/Comments ¥ IC List [¥' Burden ¥ Misc. ¥
View Information Collection (IC) List View Supporting Statement and Other Documents

View ICR - Agency Submission

OMB Control No: 3265-0004 ICR Reference No: 200703-3265-001
Status: Received in OIRA Previous ICR Reference No: 200609-3265-002
Agency/Subagency: Agernicy Tracking No:

Title: U.S. Election Assistance Commission Voluntary Voting System Testing and Certification Program Manual
Type of Information Collection: Revision of a currently approved collection

Type of Review Request: Regular Date Submitted to OIRA: 03/30/2007
Requested Previously Approved

Expiration Date 36 Months From Approved 05/31/2007

Responses 96 96

Time Burden (Hours) 117 117

Cost Burden (Dollars) 4,850 4,850

Abstract: HAVA requires that the EAC certify and decertify voting systems (42 U.S.C. §15371). Section 231(a)(1) of HAVA spe«
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laboratories.” The EAC will perform this mandated function through the use of its Voting System Testing and Certification Prograi .
systems certified by the EAC will be used by citizens to cast votes in Federal Elections. Therefore, it is paramount that the progran
reliable and affective manner. In order to certify a voting system, it is necessary for the EAC to (1) require voting system manufact
information about their organization and the voting systems they submit for testing and certification; (2) require voting system mar
retain voting system technical and test records; and (3) to provide a mechanism for election officials to report events which may ef:
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SUPPORTING STATEMENT A
U.S. Election Assistance Commission

Vbting System Testing and Certification i’rogram

A. JUSTIFICATION

1. Explain the circumstances that make the collection of information necessary.

HAVA requires that the EAC certify and decertify voting systems (42 U.S.C. §15371).
Section 231(a)(1) of HAVA specifically requires the EAC to “... provide for the certification,
de-certification and re-certification of voting system hardware and software by accredited
laboratories.” The EAC will perform this mandated function through the use of its Voting
System Testing and Certification Program. Voting systems certified by the EAC will be used by
citizens to cast votes in Federal Elections. Therefore, it is paramount that the program operates
in a reliable and affective manner. In order to certify a voting system, it is necessary for the
EAC to (1) require voting system manufacturers to submit information about their organization
and the voting systems they submit for testing and certification; (2) require voting system
manufacturers to retain voting system technical and test records; and (3) to provide a mechanism
for election officials and other members of the public to report events which may effect a voting
system’s certification.

Approval of this collection is essential in order to comply with Help America Vote Act of
2002 (42 U.S.C. §15371). HAVA requires that the EAC certify and decertify voting systems.
This mandate represents the first time the Federal government will provide for the voluntary
testing and certification of voting systems, nationwide. In response to this HAVA requirement,
the EAC is developing the Voting System Testing and Certification Program. This program
requires the collection and retention of information by voting system manufacturers.

Until recently, national voting system certification was conducted by a private
membership organization, the National Association of State Election Directors (NASED).
NASED certified voting systems for over a decade, using standards issued by the Federal
government. The organization terminated its certification efforts on July 10, 2006. While the
EAC and NASED have worked together to provide for the certification of emergency
modifications necessary to properly field voting systems for the 2006 General Election, there is
presently no mechanism in place to test and certify new systems or to process modifications for
the 2008 Federal elections. Given the fact that (1) it can take years to develop, test, certify, sell,
and field a new or modified voting systems; and (2) a large volume of voting systems (new,
existing and modified) are expected to be submitted to the EAC upon initiation of the new
Certification Program, it is imperative that the EAC’s Voting System Testing and Certification
Program begin on the earliest possible date. The 2008 Federal elections are less than 2 years
away. Ensuring that certified voting systems are available for the 2008 Election Cycle is
essential to the public welfare.

2. Explain how, by whom, how frequently, and for what purpose the informatioE ﬁ{l} g% -
=\
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used. If the information collected will be disseminated to the public or used to support
information that will be disseminated to the public, then explain how the collection
complies with all applicable Information Quality Guidelines.

The information collected under the EAC Voting System Testing and Certification
Program will be used solely by EAC personnel to determine whether a voting system meets
voluntary Federal voting system standards. Ultimately, EAC determination regarding whether a
voting system is certified will be published. However, the information provided to the EAC to
support a grant of certification will be made public subject to the requirements of the Freedom of
Information Act and the Trade Secrets Act. A detailed guide regarding the publication of
information collected for this program is found in Chapter 10 of the EAC’s Voting System
Testing and Certification Manual. A copy of the manual has been provided.

3. Describe whether, and to what extent, the collection of information involves the use of
automated, electronic, mechanical, or other technological techniques or other forms of
information technology.

The EAC will provide for the secure collection of information using its website.
Submission will be accepted using a secure, automated, form-fillable web application.
Information will also be accepted via e-mail from identified parties. The EAC is committed to
making the submission of information to the agency as secure, efficient, and easy as possible
through the use of technology. Ultimately, given the technical sophistication of the group from
which we are collecting information, the limited nature of the collection and the small number of
participants, electronic filing is an ideal methodology.

4. Describe efforts to identify duplication.

The Voting System Testing and Certification Program is new to the EAC. It is the first
Federal program of its type. As such, the information we seek has not been collected and is not
available from other Federal agencies. As for collection within the program itself, the amount of
information sought in Paper Work Reduction Act collections is not significant. This fact, itself,
reduces the potential for duplication. Further, in developing the program, the EAC was focused
on efficiency. The EAC will assign each participant an identification number. This number can
be used to pull all information submitted by the participant and, thus, prevent them from having
to provide previously provided information in new contexts or collection efforts.

5. If the collection of information involves small businesses or other small entities, describe
the methods used to minimize burden.

This collection of information does not have a significant economic effect on a
substantial number of small entities; however, some small businesses or other small entities are
among potential respondents. The EAC has made efforts to limit the information requested and
burden on all participants. The information sought is limited to that information necessary to
certify and maintain a certification for voting systems.

6. Describe the consequences to the Federal program or policy activities if the col!ﬁ% @ﬂ(\
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not conducted or is conducted less frequently.

If the EAC does not collect this information, it will be unable to provide for the
certification and decertification of voting system hardware and software in accordance with the
Help America Voting Act of 2002 (42 U.S.C. §15371). As no national body presently exists to
perform this function, such a consequence could have a significant negative impact on the
nation’s election administration.

7. Explain any special circumstances that require the collection to be conducted in a
manner inconsistent with OMB guidelines.

(a) Requiring respondents to report information to the agency more often than quarterly.
Not applicable in this collection.

(b) Requiring respondents to prepare a written response to a collection of information in
Sfewer than 30 days after receipt of it.

Not applicable in this collection

(¢) Requiring respondents to submit more than an original and two copies of any
document.

Not applicable in this collection.

(d) Requiring respondents to retain records, other than health, medical, government
contract, grant-in-aid, or tax records, for more than 3 years.

Not applicable in this collection.

(e) In connection with a statistical survey, that is not designed to produce valid and
reliable results that can be generalized to the universe of study.

Not applicable in this collection.

() Requiring the use of statistical data classification that has been reviewed and approved
by OMB.

Not applicable in this collection.

(2) That includes a pledge of confidentiality that is not supported by authority established
in statute or regulation, that is not supported by disclosure and data security policies
that are consistent with the pledge, or which unnecessarily impedes sharing of data
with other agencies for compatible confidential use.

This collection does not include a pledge of confidentiality not supported by statute or
regulation.

009945

o
i



(h) requiring respondents to submit proprietary trade secrets or other confidential
information unless the agency can demonstrate that it has instituted procedures to
protect the information’s confidentiality to the extent permitted by law.

This collection does require the collection of proprietary or trade secret information protected by
agency procedures. Proprietary technical information on voting systems is necessary to make a
determination on certification. The EAC has set procedures and policy for the identification and
protection of this information consistent with the requirements of the Freedom of Information
Act and the Trade Secrets Act. These policies are laid out in Chapter 10 of the EAC Voting
System Testing and Certification Manual. A copy of this manual has been provided.

8. Describe the efforts to consult with persons outside the agency to obtain their views on
the availability of data, frequency of collection, the clarity of instructions and
recordkeeping, disclosure, or reporting format (if any), and on the data elements to be
recorded, disclosed, or reported.

On two occasions, the EAC met with representatives from the voting system
manufacturers and the testing laboratories impacted by this information collection to discuss the
burdens imposed by this collection and methods for improving it. In addition, the EAC made
revisions to the collection based on comments received during a public comment period. A copy
of the Federal Register notices, a summary of the comments received, and an explanation of the
revisions made have been submitted with this ICR.

9. Explain any decisions to provide payments or gifts to respondents, other than
remuneration of contractors or grantees.

We will not provide any payment or gift to respondents in this collection.

10. Describe any assurance of confidentiality provided to respondents and the basis for

assurance in statute, regulation, or agency policy.

No assurance of confidentiality has been provided to respondents. Information provided will be
made public consistent with the requirements of the Freedom of Information Act and the Trade
Secrets Act.

11. Provide additional justification for any questions of a sensitive nature, such as sexual
behavior and attitudes, religious beliefs, and other matters that are commonly considered

private.

The collection does not include sensitive or private questions.

12. Provide an estimate in hours of the burden of the collection of information.

(a) Indicate the number of respondents, frequency of response, annual hour burden, and
an explanation of how the burden was estimated. Generally, estimates should not
include burden hours for customary and usual business practices.
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(b) If this request for approval covers more than one form, provide separate hour burden
estimates for each form and aggregate the hour burdens in Item 13 of OMB Form 83-
L

(c) Provide estimates of annualized cost to respondents for the hour burdens for
collections of information, identifying and using appropriate wage rate. The cost of
contracting out or paying outside parties for information collection activities should
not be included here.

The EAC will be collecting information on voting systems and their manufacturers. The agency
will use three forms to collect this information (1) a manufacturer registration form, (2) a voting
system certification application form and (3) a field anomaly reporting form. The program
requires the submission and retention of other information regarding the manufacturer and its
business practices, the technical aspects of its voting systems and the testing of its voting
systems. However this information is not part of this burden analysis as its creation is part of the
industry’s customary and usual business practices. Moreover, much of the information is and
was required by state and local governments, independent of, and prior to, any federal
requirement proposed by this voluntary program. The estimated total annual hourly burden on
the voting system manufacturing industry and election officials is 114 hours. The estimated
annual cost burden to these parties is $4,610.

e Manufacturer Registration Form: The EAC estimates that there are approximately 13
potential respondents. This estimate reflects the number of known entities manufacturing
and selling voting systems in the United States. This form is required to be submitted
once for participation in the EAC’s program. However, it is estimated that based upon
organizational changes the form will be amended once every 4 years. Thus, submission is
expected once every 4 years or .25 annually. Based upon discussions with industry,
completion of this form is estimated to take approximately 3 hours. Therefore, the total
estimated, annual, hourly burden for this form will be 9.75 hours (13 respondents X 3
hours X .25 annual rate). Based on an hourly cost factor of $80, the total cost to the
industry of this information collection is $780.

e Voting System Certification Application Form: The EAC estimates that there are
approximately 13 potential respondents. This estimate reflects the number of known
entities selling and manufacturing voting systems in the United States. This form is
required to be submitted each time a voting system is submitted for EAC certification.
The number of submissions will vary significantly between respondents and from year to
year. Based upon the experience of the National Association of State Election Directors,
a private organization that previously operated a similar program, the EAC estimates it
will receive an average of 54 submissions per year. This averages over 4 submissions per
potential respondents, annually. Based upon discussions with industry, completion of
this form is estimated to take approximately .5 hours. Therefore, the total annual hourly
burden for this form will be 27 hours. Based on an hourly cost factor of $80, the total
cost to the industry of this information collection is $2,160.

e Field Anomaly Reporting Form. This form may be used by election officials (state
employees), in a purely voluntary capacity, to report problems with certified votin%J 0994 -y




systems. Respondents are election officials who have witnessed a voting system
anomaly. This is a new Federal program. No historic data exists to quantify the number
of respondents. There are approximately 8,100 election officials in the United States.
Assuming an anomaly rate of 1% per election year, the EAC estimates the submission of
81 responses and respondents per election year. As Federal elections take place once
every 2 years, the annual submission and respondent estimate is 41, annually. The EAC
estimates that this form will take 2 hours to complete. Therefore, the total annual hourly
burden for this form will be 82 hours a year. Based upon an average hourly cost factor of
$25 for election officials, the total estimated cost of such submissions is $2,050.

13. Provide an estimate of the total annual cost burden to the respondents or record-
keepers resulting from the collection (excluding the value of the burden hours in #12

above).

(a) The cost estimate should be split into two components: (1) a total capital and start-up
cost component (annualized over its expected useful life) and (2) a total operation and
maintenance and purchase of services component. The estimates should take into
account costs associated with generating, maintaining, and disclosing or providing the
information [including filing fees paid]. Include descriptions of methods used to
estimate major cost factors including system and technology acquisition, expected
useful life of capital equipment, the discount rate(s), and the time period over which
costs will be incurred. Capital and start up costs include, among other items,
preparations for collecting information such as purchasing computers and software;
monitoring, sampling, drilling and testing equipment; and record storage facilities.

(b) If cost estimates are expected to vary widely, agencies should present ranges of cost
burden and explain the reasons for the variance. The cost of purchasing or contracting
out information collection services should be a part of this cost burden estimate. In
developing cost burden estimates, agencies may consult with a sample of respondents
(fewer than 10), utilize the 60-day pre-OMB submission public comment process and
use existing economic or regulatory impact analysis associated with the rulemaking
containing the information collection, as appropriate.

(c) Generally, estimates should not include purchases of equipment or services, or portions
thereof, made: (1) prior to October 1, 1995, (2) to achieve regulatory compliance with
requirements not associated with the information collection, (3) for reasons other than
to provide information or keep records for the government, or (4) as part of customary
and usual business or private practices.

The EAC has identified no “non-hour” cost burdens for this collection of information that are not
part of the effected industry’s customary and usual business practices.

14. Provide estimates of annualized cost to the Federal government.

The estimated annual cost to the Federal Government is $770,200. This estimate includes
$499,200 for technical experts to review and accept collections, $180,000 for personnel to
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administer and manage collections, $46,000 in training costs, $42,000 for program printing and
website management and $10,000 for equipment and overhead.

e We estimate $499,200 to provide for technical experts to review and accept collections.
These experts have an average pay of $80 an hour. We expect to have six experts
working half time (1040 Hrs a year).

e We estimate $180,000 for personnel to administer and manage the collections. Two full
time personnel will be assigned to this program. With an average cost (pay and benefits)
of approximately $90,000 a year.

e We estimate $46,000 in training program costs. This includes travel costs, training
program development costs and training personnel.

e We estimate $42,000 for program printing and website development, maintenance and
administration.

e We estimate $10,000 for equipment costs and overhead.

15. Explain the reasons for any program changes or adjustments reported in Items 13 or
14 of the OMB 83-1.

This is the first time this information collection or the program upon which it is based has been
performed by the Federal government.

16. For collections whose results will be published, outline the plans for tabulation and
publication.

Not applicable to this collection.

17. If seeking approval to not display the expiration date for OMB approval of the
information collection, explain the reasons why display would be inappropriate.

Not applicable to this collection.

18. Explain each exception to the certification statement identified in Item 19 of the
OMB 83-1.

To the extent that the topics apply to this collection of information, we are not making any
exceptions to the “Certification for Paperwork Reduction Act Submissions.”
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Summary of and Response to Comments on the U.S. Election
Assistance Commission’s Voting System Testing and Certification
Manual

The U.S. Election Assistance Commission (EAC) issued its Voting System Testing and
Certification Manual for public comments on October 2, 2006 (71 FR 57932), and on
January 24, 2007 (72 FR 3127). The EAC received over 400 comments from the public.
The majority of these comments came from voting system test laboratories, voting
system manufacturers, and public interest groups. The EAC also received a number of
comments from State and local officials and private individuals.

The majority of comments received by the Commission raised concerns or questioned the
meaning or application of various provisions of the manual. These comments were
requests for clarification. Another significant block of comments were less specific and
focused on the fundamental purpose behind the program or its basic methodology.
Comments in this category included individuals who noted that electronic voting
machines should not be used in Federal elections and those who disagreed with the
program’s fundamental structure which utilizes EAC accredited laboratories to test voting
systems through direct contracting with the system’s manufacturer. Finally, there were a
range of specific recommendations on a wide variety of topics. Examples include: (1)
comments from manufacturers and interest groups requesting the EAC to provide specific
timeframes or response times for various program elements or activities; (2)
recommendations that the EAC Mark of Certification requirements be abolished or that
the mark not be *‘permanently’’ affixed to voting machines to allow for its removal in the
event of a voting system upgrade or decertification; (3) recommendations from test
laboratories and public interest groups that the EAC clarify the role of its Voting System
Test Laboratories, emphasizing that test plans, test reports, and other information
submitted under this program be submitted directly and independently by the test labs;
(4) comments from test laboratories recommending that the program provide a means for
dealing with de minimis hardware changes; (5) recommendations from interest groups
that the EAC utilize a third party group of technical advisors for all of its determinations
under the program; (6) recommendations from interest groups urging the commission to
make Certification Program documents available to the public; and (7) recommendations
from State officials that the EAC contact and work with the Chief State Election Official
when reviewing fielded voting systems, providing emergency modification waivers, or
reviewing anomaly reports.

The EAC reviewed and considered each of the comments presented. In doing so, it also
gathered additional information and performed research regarding the suggestions. The
EAC’s commitment to public participation is evident in the final version of the
Certification Manual. The Manual has been enhanced in a number of areas in response to
conscientious public comment. A total of six pages have been added to the Manual.
Throughout the entire Manual the EAC added or amended language to clarify its
procedures consistent with the comments it received. For example, to further clarify
terminology used throughout the Manual almost a dozen terms were newly defined or
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significantly clarified in the definition section of Chapter 1. Additionally, the EAC made
changes to clarify the independent role of Voting System Test Labs in the program,
require the EAC to publish its average response timeframes, and increase its coordination
on State Election Officials. Examples of larger changes made in the document include an
added section to Chapter 3 of the Manual, providing procedures for de minimis changes.
This was put in place to deal with the numerous engineering change orders the
Commission expects will be submitted to test laboratories under the program. Similarly,
the EAC re-titled and re-wrote a major portion of Chapter 10 of the Manual (Release of
Certification Program Information) to more clearly and affirmatively state EAC’s policy
on the release of Certification Program information.

Significant Changes to Manual by Chapter

Chapter 1

e 1.12 EAC Response Timeframes. We had a number of comments on setting EAC
response times. Rather than setting arbitrary time periods we decided to use our
website to note actual (average) timeframes for certain activities.

e Added Definitions for Component, File Signature, HASH Algorithm, Installation
Devise, Integration Testing, Linker, System Identification Tools, and Trusted

Build.
Chapter 2
e 2.3.2.7 Defined malfunction for the purpose of the Manufacturer reporting
requirement.

e 2.6 etal. Clarified that suspension of manufacturer registration can be triggered
by a failure to meet program requirements and prohibits suspended manufacturers
from submitting modifications and changes to certified systems.

Chapter 3

e Added "EAC Identification" as another reason certification may be required.

e Added De Minimis Changes.

e Added that emergency modification requires consent of the Chief State Election
Official (per State comments).

¢ Noted that EAC will make a decision on emergency modification within 5
Business days.
Clarified basis for denial of request for emergency modification.

e Noted that info regarding emergency modifications will be posted on EAC

Website.
Chapter 4
e Clarified that manufacturers may NOT change VSTL once selected unless
approved by the EAC.

e Added requirement for Manufacturers to identify all usable configurations of the
voting system submitted for testing and certification.
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¢ Replaced request for the TDP with requests for (I) Implementations statement, (2)
Functional Diagram, and (3) System Overview Documentation.

e 4.5, Clarified VSTL's role as direct supplier of testing plan and report.

e 4.5.2 Clarified and added detail to the requirement that VSTLs notify the EAC of
all failures and anomalies during testing.

¢ Clarified EAC authority to request additional information as needed during test
report review.

Chapter S

e 5.4 -5.7 Clarified Trusted Build procedure by replacing the term "digital
signature" with the more correct (and inclusive) term "file signature".

¢ Elements of trusted build clarified by adding Definitions of "file signature" and
"HASH Algorithm" in Chapter 1.

e 5.1 1 Clarified that the Certification Document will identify all legitimate
configurations of a certified voting system.

e 5.15 Clarified that the mark of certification need be securely affixed as opposed to
permanently affixed.

e Clarified that components of voting systems are not certified apart from the
system itself.

e 5.1 5 Clarified that the mark of certification should only reflect the certification of
the system as a whole and not a component.

Chapter 6
e Reduced Manufacturers' time for responding to an initial decision from 20 days to
10 days.

Chapter 7
e Clarified that the EAC will provide for (via contract with a VSTL) testing of a
voting system during a decertification investigation.
e Stressed need for Manufacturer to consider EAC approval time and state
certification time when creating a compliance plan (plan to cure during
decertification).

Chapter 8
e 8.7.4 Defined "credible" anomaly report.

Chapter 9
e Clarified intent to publish all VVSG/VSS interpretations.

Chapter 10
e 10.1 and 10.2 Redrafted to focus on information release rather than withholding.
While not changing substance, the section now spotlights transparency.
e Added a list of areas where publication of documents or information is expected.
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U.S. Election Assistance Commission

‘4 \oting System Anomaly Reporting Form
4 For VOLUNTARY reporting of Voting System Anomalies

A. Election Official: C. Description of Anomaly or Event:

1. Name, Title, Jurisdiction
11. Date of Occurrence Polling Place Name or Location

- 12. Election Type

[~ Primary [~ General [~ Special

13. Was this your first election using this system?

2. Phone Number YES [ NO [

3. Bmal | 14. Description of Anomaly

Reported to Manufacturer?

YES [ NO [

B. Product Description:

5. Manufacturer Name

6. Type of Voting System

[ DRE [~ Ballot Marking Device
[T Optical Scan [~ Other

7. System Model

8. Hardware & Software version

9, Unit Serial Number

B

10. EACCertification Number

|
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Instructions

This form provides for the reporting of voting system anomalies by election officials. This form is part of the EAC Quality
Monitoring Program. The use of this form is voluntary. Information regarding its use can be found in Section 8.7 of the
Manual.

This form is self-explanatory.

This information is required for the EAC to provide for the certification of voting systems as required by 42 U.S.C. Section
15371. This information will be used solely to administer the EAC Testing and Certification Program. This program is
voluntary, however, individuals who wish to participate must meet the requirements of the Program. This information will
be made public consistent with the requirements of the Freedom of information Act, the Trade Secrets Act, and any other
applicable Federal law or regulation. Public reporting burden for this collection of information is estimated to average
about XX hours for completion of this form. This estimate includes the time for reviewing the instructions, gathering
information and completing the form. Send comments regarding this burden estimate to the Testing and Certification
Program Director, Election Assistance Commission, 1225 New York Avenue, N.W.,, Suite 1100, Washington, DC 20005.
Notwithstanding any other provision of law, no person is required to respond to, nor shall any person be subjectto a
penalty for failure to respond to, or comply with, a collection of information subject to the requirements of the Paperwork
Reduction Act, unless that colection of information displays a currently valid OMB Control Number.
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U.S. Election Assistance Commission

Manufacturer Registration Application  °"® control#3265.0004

1. Manufacturer Information

Legal Name of Business: r

Address of Business: '

City: I State jAlabama - ZIP Code: !

Organization Type: [~ Corporation [ Partnership [ Sole Proprietorship [ Other

Names of Officers and/or Board of Directors
and/or any and all Partners :

Name of Individual or Entity with Controlling
Ownership in the Manufacturer:

2. Management Representative

First Name: Title: |

Last Name: Middle Initial: I
Address:

ZIP Code: : Email: |

Phone Number:[ o . FAX Number: |

3. Technical Representative

First Name: Title: l

Last Name: Middle Initial: i _
Address:

City: r State lAla bama

ZIP Code: I Email: '

Phone Number:l FAX Number: |

Form EAC 001C 0 O 9 g 5 i Page 1 0of 4



4. Briefly describe your quality system (e.g. ISO 9001). Provide your written policies supporting this
description as a part of this application:

5. Briefly describe your internal requirements for managing change control/version control for both
hardware/firmware and software . Provide your written policies supporting this description as part
of this application:

6. Briefly describe your document retention requirements . Provide your written policies supporting
this description as part of this application:

7. Please, list the Name, Street Address, City, State/Province, Country, Postal Code, and Telephone
Number for all facilities used by your company to manufacture your voting system product:

Form EAC 001C Page2of4
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8. Manufacturer Certification Agreement:

To maintain a voting system certification under the Election Assistance Commission (EAC) program, the
manufacturer must agree to:

1. Represent a voting system as certified only when it is authorized by the EAC and consistent with the
procedures and requirements of the Testing and Certification Program Manual (the Manual).

2. Produce and permanently affix an EAC certification label to all production units of the certified system.

3. Notify the EAC of changes to any system previously certified by the EAC pursuant to the requirements of
the Manual.

4. Permit an EAC representative to verify manufacturer quality control by coordinating with EAC efforts to test
and review fielded voting systems consistent with Section 8.6 of the Manual.

5. Permit an EAC representative to verify manufacturer quality control by conducting periodic inspections of
manufacturing facilities consistent with Chapter 8 of the Manual.

6. Cooperate with any EAC inquiries and investigations into a certified system's compliance with voting system
standards or the procedural requirements of the Manual.

7. Report to the Program Director any known malfunction of a voting system holding a current EAC
Certification. A malfunction is defined as a failure of the voting system, not caused by operator or
administrative error, which causes the system to fail or otherwise not operate as designed.

8. Certify that the manufacturer is not barred or otherwise prohibited by statute regulation or ruling from
doing business in the United States.

9. Adhere to all procedural requirements of the Manual.

Signature:

Title:

Date:

EAC Use Only

Manufacturer's
Designation:
Notes:

~
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Instructions:

This form provides for the registration of voting system manufacturers. Registration is the initial required step in the EAC
Voting System Certification Program . This form is prescribed by Section 2.4 of the Manual. For more information on
registration requirements please see Section 2.4 of the Manual.

This form is generally self-explanatory however the numbers and the instructions below correspond to the numbered sections
of the form.

1. Manufacturer Information.

Names of Officers and/or Board of Directors and/or any and all Partners: Ensure that all individuals are identified by
name, and title . :

Name of Individual or Entity with Controlling Ownership in the Manufacturer: Ensure that the controlling individual is
properly named and an address is provided.

2. Management Representative.

Please provide the name and information requested for the designated Manufacturer Representative pursuant to Section 2.3 of
the Manual.

3. Technical Representative.
Please provide the name and information requested for the designated Technical Representative pursuant to Section 2.3 of the

Manual.

4,5and 6
Provide the information listed and attach to your submission the wriiten documentation required by Section 2.3.1 of the

Manual.

7. Manufacurer Certification Agreement
Manufacturers are required to take or abstain from certain actions consistent with the certification program. Your concurrence
to these requirements is signified by affixing the signature of the manufacturer representative.

This information is required for the EAC to provide for the certification of voting systems as required by 42 U.S.C. Section
15371. This information will be used solely to administer the EAC Testing and Certification Program. This program is voluntary,
however, individuals who wish to participate must meet the requirements of the Program. This information will be made public
consistent with the requirements of the Freedom of Information Act, the Trade Secrets Act, and any other applicable Federal
law or regulation. Public reporting burden for this collection of information is estimated to average about 9.75 hours for
completion of this form. This estimate includes the time for reviewing the instructions, gathering information and completing
the form. Send comments regarding this burden estimate to the Testing and Certification Program Director, Election
Assistance Commission, 1225 New York Avenue, N.W.,, Suite 1100, Washington, DC 20005. Notwithstanding any other
provision of law, no person is required to respond to, nor shall any person be subject to a penalty for failure to respond to, or
comply with, a collection of information subject to the requirements of the Paperwork Reduction Act, unless that collection of
information displays a currently valid OMB Control Number.

Form EAC 001C Page 4 of 4
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SubmitbyEmal_]

1. Manufacturer Name:

2. Manufacturer Code:

3. Version of Standards to be Used for Testing:

4, Voting System Name: i

5. System Model/Version Number: |

6. EACAccredited VSTL: l

7. Requested EAC Certification number:

8. Brief Description of
System or system
modification:

Signature:

Date:

Y

= Page 1 of 3

00995

Form EAC 002C



Instructions

This form provides manufacturers with the means to apply for a certification of a voting system. Completion of a voting
system application is a required step in the EAC Voting System Certification Program. This form is prescribed by Section 4.3
of the Manual. For more information on registration requirements please see Section 4.3.

This form is generally self-explanatory, however the numbers and the instructions below correspond to the numbered
sections of the form.

1. Manufacturer Name: Full legal name of the manufacturer.
2. Manufacturer Code: The three letter identification code provided by the EAC upon manufacturer registartion.

3. Version of Standards to be Used for Testing: Select the version of the EAC approved voting system standards to which
the candidate system or modification is to be tested and certified.

4-5 Provide information as requested.

6. EAC Accredited VSTL: Provide the name of the EAC accredited voting system test laboratory which will berform testing
on the candidate system.

7. Requested EAC Certification Number: Provide the certification number to be carried by the candidate system following
certification. This number must begin with the three letter manufacturer identification code and be unique only to the
specific candidate voting system. The number may be alpha-numeric and contain no more than 20 characters.

8. Brief Description of the System or System Modification: Describe the system, carefully listing all components
submitted for certification.

This information is required for the EAC to provide for the certification of voting systems as required by 42 U.S.C. Section
15371. This information will be used solely to administer the EAC Testing and Certification Program. This program is
voluntary, however, individuals who wish to participate must meet the requirements of the Program. This information will be
made public consistent with the requirements of the Freedom of Information Act, the Trade Secrets Act, and any other
applicable Federal law or regulation. Public reporting burden for this collection of information is estimated to average about
XX hours for completion of this form. This estimate includes the time for reviewing the instructions, gathering information
and completing the form. Send comments regarding this burden estimate to the Testing and Certification Program Director,
Election Assistance Commission, 1225 New York Avenue, N.W., Suite 1100, Washington, DC 20005. Notwithstanding any
other provision of law, no person is required to respond to, nor shall any person be subject to a penalty for failure to respond
to, or comply with, a collection of information subject to the requirements of the Paperwork Reduction Act, unless that
colection of information displays a currently valid OMB Control Number.
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