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Good afternoon Chairman Nadler, Ranking Member Franks, and Members of the Subcommittee. I am pleased to be here this afternoon on behalf of the U.S. Election Assistance Commission (EAC) to discuss election administration, the challenges that our election process faced in November 2004 and the work that has been done to prepare for the upcoming Presidential election, and the role that EAC plays in supporting State and local governments in conducting Federal elections.

INTRODUCTION
EAC is a bipartisan commission consisting of three members: Rosemary Rodriguez, Chair; Donetta Davidson, Vice Chair and Gracia Hillman.  There is currently one vacancy on the Commission.  EAC is an independent Federal agency that guides and assists States in the effective administration of Federal elections.  In doing so, EAC has focused on fulfilling its obligations under the Help America Vote Act of 2002 (HAVA) and the National Voter Registration Act of 1993 (NVRA).  EAC works to identify potential election administration issues and to provide States with tools that they can use to avoid problems and serve their citizens by holding accurate and reliable elections.

Our country will choose our next President in November.  The primary season was marked by a true contest to obtain the party nominations and record turn out of voters who were not only engaged in the process, but also excited about making their voices heard. The question is:  are these the only differences that we will see in comparison to the 2000 and 2004 Presidential elections?  Over the past eight years, we have subjected our electoral system to unprecedented scrutiny.  Potential problems were identified related to the election technology and election administration as evidenced by complaints of stolen votes, lax security in electronic voting systems, long lines at polling places, inconsistent use of provisional ballots, and inequitable allocations of voting machines.
Left unresolved, many of these issues could arise in the 2008 general election.  During this primary season, voters continued to encounter poorly designed ballots.  We also saw that if election jurisdictions underestimated the interest of the voters, the result was too few ballots and not enough poll workers to assist voters.  Provisional balloting could also be an issue if election officials are not prepared for the volume of provisional voters.
  
EAC has worked to fulfill Congress’ mandate to assist States with the administration of election for Federal office, including distribution of funding made available under HAVA.  EAC has been engaged to help the election officials of our country ready themselves for the primaries and upcoming Presidential election.  EAC has issued a variety of materials aimed at assisting election officials with important issues like ballot design, poll worker recruitment and training, managing effective elections, selecting voting equipment that fits the needs of each State and its electorate, and managing those systems to avoid malfunctions or apparent problems with their operation.  Below I will discuss these efforts and products in detail and discuss current projects of the EAC that will continue to assist States with their election administration.  
HELP AMERICA VOTE ACT IMPLEMENTATION

The 2004 Presidential election was conducted during the implementation of the Help America Vote Act (HAVA).  HAVA required that States upgrade their voting systems, implement provisional voting, post information for voters at the polling place, institute a statewide voter registration list, and verify voter registration applicants either at the time of registration or when they vote for the first time.  However, HAVA allowed States until January 1, 2006 to meet the voting system, statewide voter registration database and verification requirements.

Thus, as of the date of the Presidential election in 2004, States had to have a program for provisional voting, voter information postings, and a few States were using voter registration databases.  The days leading up to and following the 2004 Presidential election were plagued with litigation, primarily revolving around the States’ implementation of the provisional voting requirement as required by HAVA.  However, decisions related to when a provisional ballot was validly cast revolved around State law and whether voters were eligible if they cast provisional ballots outside of their precincts.  State laws and procedures implementing provisional voting were generally upheld resulting in a patchwork of methods for casting and counting these ballots.
A good number of States had purchased and employed electronic voting systems in the 2004 Presidential election.  This switch from paper-based systems to computerized systems happened quickly.  Although electronic voting was not new, its more widespread use called into question the security and reliability of the available systems.  Reports were written by computer scientists and even by the Government Accountability Office
 challenging the internal security and security protocols or processes employed by election officials using electronic voting equipment.
Long lines and other polling place procedures also caused concern during the 2004 Presidential elections.  In many cases, long lines were blamed on the inequitable and inefficient allocation of voting equipment to polling places that had a high turn out of voters.  And, complaints arose of improper or unjustified polling place challenges to the eligibility of voters.  While these issues are not expressly covered by one of the election reforms required by HAVA, HAVA does encourage EAC to study election administration issues.  As such, in this testimony, I will discuss the work that EAC has done to assist States with these types of polling place problems.
The 2008 Presidential election will mark the first Presidential election in which all States should have implemented HAVA’s election reforms.  All States should have improved their voting systems, including providing accessible voting units for those voters who are physically and/or visually disabled.  All States should have a functioning statewide database - linked to other State and Federal databases for verification purposes – that contains the name of every eligible, registered voter in the State.  All States should have a mature program for provisional voting and have polling place signs that provide information to voters about their rights and the voting process.  The very fact that these reforms have been implemented in most states will alleviate some of the problems that we saw in 2004.  However, they have also resulted in a new set of challenges related to election administration post-HAVA.  One example is how to determine whether information on the statewide voter registration database “matches” information in other databases for purposes of verification.  
Over the past four years, EAC has conducted research, collected data regarding elections and election administration, and, from these, developed best practices, election management tools, and processes that election administrators can use to address many of the problems that surfaced during the 2004 Presidential as well as issue that arose during the implementation of HAVA’s election reforms.  Below, I will discuss in greater detail the products that EAC developed and made available to election administrators.
VOTING SYSTEMS SECURITY
Voting system security requires an accurate, reliable, accessible and auditable voting system.  There are various opinions on what constitutes accurate, reliable, accessible and auditable, but one clear source is section 301 of HAVA.  HAVA establishes a number of requirements for voting systems, including that the system:

· Allow the voter the ability to change his or her selections prior to casting a vote;

· Notify the voter of an overvote and the consequences of casting an overvote;

· Provide a permanent paper record of the election that is auditable;

· Provide accessibility to individuals with disabilities including persons who are blind or visually impaired;

· Provide accessibility to persons for whom English is not their first language when required by Section 203 of the Voting Rights Act; and

· Conform to the error rate as established in the 2002 Voting System Standards developed by the Federal Election Commission.

See HAVA Section 301; 42 U.S.C. Section 15481.  This section requires that all voting systems used in an election for Federal office meet or exceed these requirements.  States can use HAVA funding to purchase voting systems that meet or exceed these requirements.
In addition, HAVA required EAC to develop guidelines for testing voting systems and required EAC to establish a program to test voting systems using federally accredited laboratories.  These guidelines and testing and accreditation processes establish a means to determine whether voting systems meet the base-line requirements of HAVA and the more descriptive and demanding standards of the voluntary voting system guidelines developed by EAC.  This process provides assurance to election officials and members of the public that the voting systems that they use have met the requirements of a Federal testing process.
Voluntary Voting System Guidelines (VVSG)

One of EAC’s most important mandates is the testing, certification, decertification and recertification of voting system hardware and software – a program in which the States voluntarily participate. Fundamental to implementing this key function is the development of updated voluntary voting system guidelines, which prescribe the technical requirements for voting system performance and identify testing protocols to determine how well systems meet these requirements.  HAVA dictates that EAC along with its Federal advisory committee, the Technical Guidelines Development Committee (TGDC), and the National Institute of Standards and Technology (NIST), work together to develop voluntary testing standards.
The first set of national voting system standards was created in 1990 by the Federal Election Commission (FEC). In 2002, FEC updated the standards, and HAVA mandated that the EAC develop a new iteration of the standards—which would be known as the Voluntary Voting System Guidelines (VVSG)—to address advancements in information and computer technologies. On December 13, 2005, EAC adopted the first iteration of the Voluntary Voting System Standards (VVSG).  Before the adoption of the VVSG, the EAC conducted a thorough and transparent public comment process. After conducting an initial review of the draft VVSG, EAC released the two-volume proposed guidelines for a 90-day public comment period; during this period, the EAC received more than 6,000 comments. Each comment was reviewed and considered before final adoption. The agency also held public hearings about the VVSG in New York City, NY, Pasadena, CA, and Denver, CO. 

The VVSG was an initial update to the 2002 Voting System Standards focusing on improving the standards for accessibility, usability and security.  Since the adoption of the 2005 VVSG, TGDC and NIST have been working to revise that version and to completely review and update the 2002 Voting System Standards that were developed by the FEC.  EAC received TGDC’s recommendations for the next iteration of the VVSG in September 2007.  EAC posted the recommendations for a 120-day comment period and extended it to receive comments until May 5, 2008.  During this time, EAC hosted meetings of its Board of Advisors and Standards Board so that they could be briefed on, thoroughly review, and comment on the recommendations from TGDC.  EAC also conducted round-table reviews of the TGDC’s recommendations that included voting system manufacturers, testing laboratories, election officials, advocacy groups, and an interdisciplinary round-table with representatives from each of these groups.   EAC has received and is reviewing 2693 comments to the recommendations submitted by the TGDC.  These comments are available for public review on EAC’s  Web site, www.eac.gov.
EAC estimates that 35 States require testing to standards promulgated by the Federal government (2002 VSS or 2005 VVSG).  While almost every State has statutes or regulations that mandate the testing or approval of the voting systems to be used in that State, many of the statutes or regulations are ambiguous as to whether EAC Certification is required or whether the State will be conducting it own certification testing.  EAC’s estimate is based upon its reading and interpretation of those statutes and regulations.  
In addition to the work that has been done on the VVSG, NIST is working to develop a uniform set of test methods that can be applied to the testing of voting equipment.  After the completion of these uniform test methods, every accredited lab will use the same test to determine if a voting system conforms to the VVSG.  This is a long and arduous process as test methods must be developed for each type and make of voting system.  Work began in 2007 on these methods, but will likely take several years to complete.

Testing and Certification and Laboratory Accreditation Programs

Accreditation of Voting System Testing Laboratories 

HAVA Section 231 requires EAC and NIST to develop a national program for accrediting voting system testing laboratories.  The National Voluntary Laboratory Accreditation Program (NVLAP) of NIST conducts a technical evaluation of testing laboratories and performs periodic re-evaluation to verify that the labs continue to meet the accreditation criteria. When NIST has determined that a lab is competent to test systems, the NIST director recommends to EAC that a lab be accredited. EAC makes the determination to accredit the lab based upon NIST’s recommendation and its own review of several non-technical factors such as the lab’s financial stability, policies concerning conflict of interest and other policies and procedures governing management and record retention. EAC issues an accreditation certificate to approved labs, maintains a register of accredited labs, distributes the information to the public, and posts this information on its website. 

EAC has accredited four laboratories under the EAC Testing and Certification Program.  The accredited labs are:

· iBeta Quality Assurance
· SysTest Labs, L.L.C.
· InfoGard Laboratories, Inc.
· Wyle Laboratories
One lab has completed NVLAP review, has been recommended by NIST, and is currently undergoing EAC’s non-technical review:

· Ciber Inc.

Two other labs have applied for accreditation and are currently being reviewed by NVLAP:

· Aspect Labs

· Atsec Information Security Corporation
EAC has developed a program manual for its laboratory accreditation program, outlining the procedures and program requirements for laboratories seeking and maintaining accreditation by the EAC.  One point of emphasis of this manual and the laboratory accreditation program is ensuring the independence of EAC-accredited testing laboratories by identifying and prohibiting conflicts of interest.  EAC posted this manual for public review and comment through April 4, 2008.  The manual was adopted by the Commission at its July 21, 2008 public meeting.
Voting System Certification 

On December 7, 2006, EAC adopted its Voting System Certification Program, which became effective on January 1, 2007.  Since that time, EAC has registered 12 manufacturers to participate in its testing and certification program:

· Unisyn Voting Solutions

· Premier Election Solutions, Inc.

· Dominion Voting Systems Corp.

· Hart InterCivic, Inc.

· Advanced Voting Solutions, Inc.

· MicroVote General Corp.

· Avante International Technology, Inc.

· Election Systems & Software, Inc.

· Sequoia Voting Systems, Inc.

· TruVote International

· Precise Voting LLC

· AutoMark Technical Systems LLC

Manufacturer registration is required prior to a manufacturer submitting a system for testing.  Once the manufacturer is registered, it may submit systems for testing to an EAC-accredited testing laboratory along with a test plan for the testing of that system.  EAC has received five draft test plans for the testing of voting systems and has approved two of those plans:

· MicroVote General Corporation, EMS Voting System v.4.0.0. (APPROVED)
· Premier Assure 1.2 (APPROVED)
· Dominion Voting Systems, Democracy Suite v.1.0.0.

· Election System & Software, Unity Voting System v.3.2.0.0 and Unity 4.0
Once systems are tested, reports from the laboratory’s assessment are provided to EAC for review by EAC technical reviewers.  If the report is in order and the system is in conformance with the applicable voting system standards or guidelines, the technical reviewers will recommend that EAC grant the system certification. EAC’s executive director makes the final decision regarding certification. 

Once certified, a system may bear an EAC certification sticker and may be marketed as having obtained EAC certification.  The EAC process also allows for assessment of quality control, field monitoring, decertification of voting systems, and enhanced public access to certification information.  For more information concerning EAC’s Voting System Testing and Certification Program, see the program manual for this program, which is available on the EAC Web site, www.eac.gov. Also available on the Web site is a list of registered manufacturers, test plans (draft and approved), systems undergoing testing, and related correspondence.
ELECTION ADMINISTRATION SUPPORT

HAVA requires EAC to assist States with the administration of Federal elections and establishes EAC as a national clearinghouse of election information.   To fulfill this mandate, EAC makes research available on a range of issues including best practices in election administration, hours and places for voting, and election data.  This information is presented to the election community and to the public through the EAC’s website (www.eac.gov) as well as through formal reports on studies and data collections.  
Management Guidelines

EAC assists States and local election jurisdictions by providing information about successfully managing all of details surrounding the administration of elections.  In 2005, EAC began work on a comprehensive set of management guidelines, collaborating with a group of experienced State and local election officials to provide subject matter expertise and to help develop the guidelines. The project focuses on developing procedures related to the use of voting equipment and procedures for all other aspects of the election administration process. These publications are a companion to the VVSG and assist States and local election jurisdictions with the appropriate implementation and management of their voting systems. 
Eleven Quick Start Guides have been distributed to election officials throughout the nation.  These guides cover topics such as introducing a new voting system; ballot preparation; voting system security; poll worker training; voting system certification; acceptance testing; absentee voting and vote by mail; contingency and disaster planning; media and public relations;  managing change in an election office; and polling places and vote centers. These guides are available at www.eac.gov.  

Effective Ballot and Polling Place Sign Design

A challenge that continues to confront election officials throughout the country is designing ballots that are understandable, intuitive, user-friendly and affordable.  EAC received requests from of its Board of Advisors and election officials throughout the country to provide sample ballots and polling place signs that could be adapted and used by election jurisdictions throughout the country.  

At its June 14, 2007 public meeting, EAC adopted “Best Practices for Effective Designs in Election Administration.”  This report includes instructions, guides and suggestions for effective design, as well as sample signs and ballots that can be adapted and used by election administrators.  Some examples of those designs follow.
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EAC has distributed this report to 5600 election officials and published it on the EAC Web site. Ballot and polling place design templates that can be customized also have been distributed to election officials.  EAC presented this research at a convention of election officials (IACREOT) last summer and made a similar presentation at the April 2008 meeting of Election Center.
Poll Worker Recruitment

A large, trained pool of election workers is critical to the effective and efficient administration of elections.  The average age of poll workers continues to rise and the number of returning workers falls each year, so one of the EAC’s top priorities is to help election officials recruit, train, and retain poll workers.  This effort is part of two projects:  one focused on traditional poll workers and one specifically aimed at recruiting college students as poll workers.

EAC has issued two manuals or guidebooks that can be used by election administrators to recruit, train and retain poll workers:  “Successful Practices for Poll Worker Recruitment, Training and Retention” and “A Guidebook for Recruiting College Poll Workers.”  These guidebooks were created to directly assist local election officials with maintaining their poll worker pool, but also provide educational tools for State and local governments about the types of resources necessary to find and keep skilled poll workers.  Similarly, it can serve as a reminder to the public at large of the need for volunteers to serve this very important function.  EAC has also compiled State laws and regulations governing the selection, training and service of poll workers.
Both guidebooks are available on EAC’s Web site, www.eac.gov.
Language Accessibility Program for Voters

EAC’s Language Accessibility Program
 was developed to ensure the accessibility of voting, registration, polling places, and voting equipment to all voters, including Native American and Alaska Native citizens and voters with limited proficiency in the English language. EAC provides State and local election officials with the tools that they need to write ballots and election materials in the languages that the voters of this country understand.

EAC has already produced a Spanish Glossary of Key Election Terminology, which translates more than 1,800 terms from Spanish to English and from English to Spanish. This glossary was distributed to election officials throughout the nation, and it continues to be one of the most requested resources produced by the EAC. Also, the EAC recently completed work on glossaries in Chinese, Japanese, Korean, Tagalog, and Vietnamese.  These glossaries are available on EAC’s Web site and in hard copy. 
The EAC Web site also contains a comprehensive En Español section that includes information about registering to vote, contacting local election officials, and resources for military and overseas voters. The National Voter Registration Form is also available in Spanish on the EAC Web site.

Voter Hotlines
In 2007, the EAC commissioned a survey of election officials and a report on government-sponsored voter hotlines. In total, 1,466 election offices took the survey— one Federal agency, 27 State election offices, and 1,438 local-level offices, which represents a 25 percent response rate of the 5,920 offices that were invited to participate.

As one might expect, the larger jurisdictions are more likely to have voter hotlines. They are also more likely to have dedicated hotlines as opposed to operating a hotline through the election office’s main telephone number. Most questions to hotlines are inquiries about registration status or polling place location, but the information offered by election officials through voter hotlines ranges from polling place hours to absentee and UOCAVA ballot status to clarifications on election laws to complaints, etc. One in four hotlines is completely automated and a large majority of jurisdictions with operator-answered hotlines say that they use a non-structured approach to respond to callers’ questions. Half of the localities that responded to the survey indicated that their hotline services are accessible to the hearing impaired. However, 70% of those who responded to the survey indicated that their hotlines are only available in English. 

In addition, the report offers suggestions to State and local election officials as they develop and enhance their own voter hotlines: 
· Make sure that the hotline operator has access to the latest updated information.

· If an election official is going to supplement the regular staff during peak seasons, bring the temporary employees in early enough to assure time for a high-quality training program.

· Stress-test the lines prior to Election Day and install a backup generator to maintain the telephone computer bank in the event of loss of power.

Voter Registration Databases
In 2005, EAC issued guidance to the States on developing their statewide voter registration databases.  The guidance gave information on what technological structures were acceptable, the frequency of verifying information in the database, and some basic information on coordinating information in the database with other State and Federal databases and resolving conflicts that may exist.  
EAC also has several long term projects that will help election officials with their use of the HAVA-mandated statewide voter registration lists.  EAC is working on a study on the use of social security numbers in voter registration.  This is one of the required HAVA studies to answer questions related to the use of the last four digits of a person’s social security number to verify his or her identity.  
In addition, EAC is working with the National Academy of Sciences (NAS) to build on EAC’s previous guidance on statewide voter registration lists.  NAS is conducting a study for EAC on the interoperability of statewide voter registration lists.  This study will focus on:
· Technical approaches, processes and safeguards associated with identifying and removing duplicate registrations;
· Technical approaches and procedures for sharing voter registration data across state systems; and
· Security issues that arise when sharing data among states, and technical and procedural approaches for addressing them.
An interim report was issued in April 2008.  The interim reports made some initial findings regarding short term actions that can be taken to improve public education and information dissemination and administrative process and procedures related to the statewide voter registration databases.  In addition, several long term actions for future improvements were offered.


Short-term Actions – Public Education and Dissemination of Information
· Raise public awareness about the legibility and the completeness of voter registration card information.  Jurisdictions could take some or all of the following specific steps:

· Emphasize in the instructions for filling out voter registration forms the importance of legibility and completeness (for example, “Please print all responses; if your answers are illegible, your application may be mis-entered, rejected or returned to you.”).
· Conduct media campaigns emphasizing the importance of legibility and completeness in the information provided on voter registration forms.

· Coordinate with third-party voter registration groups and public service agencies, emphasizing the need for their field volunteers to attend to legibility and completeness as they distribute and/or collect registration materials.

Short-term Actions – Administrative Processes and Procedures

· Resubmit match queries if the response returned from the Social Security Administration or department of motor vehicles is a nonmatch.
· Provide human review of all computer-indicated removal decisions.

· Improve the transparency of procedures for adding voters and for list maintenance.

· Use fill-in online registration forms.

· Perform empirical testing on the adequacy of processes for adding to and maintenance of lists.
· Take steps to minimize errors during data entry.

· Allow selected individuals to suppress address information on public disclosures of voter registration status.

· Encourage (but do not require) entities sponsoring voter registration drives to submit voter registration forms in a timely manner to reduce massive influxes at the registration deadline.

Long-Term Actions for Possible Future Improvements
· Develop and promote public access portals for online checking of voter registration status.

· Encourage/require departments of motor vehicles as well as public assistance and disability service agencies to provide voter registration information electronically.

· Encourage/require departments of motor vehicles, public assistance and disability service agencies, tax assessors, and other public service agencies of state and local governments in their communications with the public to remind voter to check and update their information.

· Improve matching procedures.

· Establish a software repository of tested matching algorithms.

· Provide voter registration receipts to improve administrative processes.

· Allow voters to register and to update missing or incorrect registration information online if a signature is already on file with a state agency.
· Develop procedures for handling disenfranchisement caused by mistaken removals from voter registration lists.

· Improve the design of voter registration forms.
This study is slated to be completed in December 2009 and a final report will be issued at that time.
Other Ongoing Research
In developing and finalizing its research efforts, EAC uses the expertise and resources of its Board of Advisors and Standards Board.  These boards are consulted regarding their thoughts on what research and study are needed to assist election administrators and the public.  At the culmination of a research effort, EAC also calls upon its Federal advisory committees to provide comment on its various research and study efforts.  The public can view the boards’ comments on the EAC Web site in the Virtual Meeting Room.  In addition, interested persons can email the board members concerning the various projects and their comments.  In addition, minutes of meetings, resolutions, charters, and rosters of membership for each of the boards can be found on EAC’s Web site, www.eac.gov.

EAC has several ongoing research efforts that will assist States in providing information to voters and with better serving voters.  The first is a study of Web sites or on-line portals that voters can use to check to see if they are registered to vote and if so where they vote.  As a part of its 2005 guidance on statewide databases, EAC encouraged States to develop Web-based tools to allow voters to verify their registration.  This research effort will follow up on that guidance by analyzing those sites that are now available and providing successful practices for making those sites user-friendly and secure.  

EAC is nearing completion of a study on alternative voting methods.  The study reports on case studies of various States and local jurisdictions that are conducting voting using unique or innovative methods such as vote centers, vote by mail, early voting, elections on days other than Tuesday, and making Election Day a holiday.  This study will be posted on the EAC Virtual Meeting Room for comment by its Federal advisory committees on August 4 through August 8 and will be finalized after consideration of the comments provided by these boards.
EAC is also working with NIST to adopt guidelines for electronic voting to support voting by military and overseas voters.  These guidelines are being developed to assist the Department of Defense (DoD) in developing a voting system to serve these voters.  EAC has entered into Memoranda of Understanding with both NIST and DoD, Federal Voting Assistance Program, to facilitate this work.
CONCLUSION
Conducting accurate and reliable elections is key to ensuring public confidence in our electoral system.  The implementation of HAVA’s election reforms has already made great strides toward improving election administration in this country.  However, it is critical to employ the best election administration practices possible when it comes to our democracy.   EAC is here to help States by providing research, tools, and solutions that State and local governments can use to better serve their voters.  The information collected by EAC through its research and through its election day survey about how, when, and where we vote will also provide valuable insight to election officials as they work to make improvements at the local level. 
EAC appreciates the opportunity to provide this testimony regarding election administration.  If you have any questions, I will be happy to address them.
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� In 2004, 1.9 million people cast a provisional ballot and 1.2 million were counted.  Similarly, in the mid-term elections of 2006, nearly 800,000 provisional ballots were cast and approximately 630,000 were counted.  The number of provisional ballots cast in the upcoming Presidential election is likely to be similar to the numbers in the 2004 Presidential election.


� The initial compliance date for the statewide voter registration databases and verification of voter registration applications was January 1, 2004; however, most states sought and obtained a waiver of compliance until January 1, 2006.


� See GAO Report 05-956.


� Our efforts were recognized in the General Accountability Office report called Bilingual Voting Assistance: Selection Jurisdictions’ Strategies for Identifying Needs and Providing Assistance. GAO described the activities of the EAC’s Language Accessibility Program, and this report will be a valuable resource to election officials as we work together to serve all voters. 








