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EAC Testimony, October 7, 2008 -- Washington DC 

CIBER is pleased to present this testimony for acceptance in connection with accreditation consideration by the Election Assistance Commission on this seventh day of October two thousand and eight.   The testimony expresses CIBER’S perception of the historical paths taken to prepare us for the National Voluntary Laboratory Accreditation Program (NVLAP) accreditation.  CIBER has a rich history of growth and has a strong commitment to act upon the EAC requirements for testing voting systems. 

The delivery of this testimony is presented to the EAC with the understanding that CIBER acknowledges the milestones of transition from NASED to EAC governance of lab testing accreditation and how we as an organization were impacted.   The testimony does not assume that EAC is not aware of its own processes but merely recaps the events and their impact on CIBER.    
CIBER was founded in 1974 and is currently headquartered in Greenwood Village, Colorado.  We conduct business from over 60 U.S. offices, 25 European offices and seven offices in Asia/Pacific. In addition, CIBER operates in 18 countries, with more than 8,500 employees and 2007 revenue of approximately $1.1 billion. CIBER, Inc. is a pure-play international system integration and services company with both private and government sector clients. Our services are offered globally on a project- or strategic-staffing basis, in both custom and enterprise resource planning (ERP) package environments, and across all technology platforms, operating systems and infrastructures. 

History of CIBER as an ITA (Independent Testing Authority) 

In January of 1990, the Federal Elections Commission (FEC) completed the development of national engineering and performance and test standards for voting machines. Following these standard recommendations, the National Association of State Election Directors (NASED) developed voting system standards to provide requirements for manufacturer’s and Independent Testing Authorities (ITA‘s) to attain certification for their voting systems.  Since 1990, CIBER has held an Independent Testing Authority (ITA) status with NASED.
In 2002, the Help America Vote Act (HAVA) was passed by Congress to address the difficulties encountered in the 2000 presidential election.  The act defined that the FEC would establish new standards, known as the Voting System Standards (VSS 2002) and would require that Manufactures and Test Laboratories would use these standards to update the voting systems to meet the new requirements for Federal certification.   This change positioned the CIBER/WYLE team as a recognized leader in providing these ITA services and continued to retain that status as a qualified ITA.   Audits were preformed, bi-annually and successfully through an internal audit and review process and external assessments were performed by NASED through July 2004.   

As part of HAVA, in 2002, a new governing body known as the Election Assistance Commission (EAC) was tasked with improving the testing processes for voting systems and removing the link of association between the independent testing authorities and vendors.  This led to the following changes:  
1) Creating the National Voluntary Laboratory Accreditation Program (NVLAP) in July of 2006, which relieved NASED of its responsibilities for ensuring the ITA status of testing laboratories and certification of voting systems.
2)  Establishing the National Institute of Standards and Technology (NIST) in the role of subcontractor for EAC to perform formal external audits of laboratories seeking or retaining accreditation based on the standards of the ISO 17025 for laboratory testing and calibration.  
3) Publishing a new set of requirements called the Voluntary Voting System Guidelines (VVSG) in 2005 for Voting System Manufacture Design and Laboratory Testing Practices.  These guidelines focus on security issues and providing access to people with disabilities, both of which had been addressed only slightly or not at all in the past publications. 
4) Requiring current testing laboratories to apply for full term VVSG 2005 accreditation or to seek an interim accreditation to continue testing until the VVSG 2005 became effective.   In December 2006, the VSS 2002 practices of NASED were no longer supported by the EAC governance board and laboratories would not be eligible to perform qualification testing to certify voting systems until they became an accredited laboratory after January 2007. 
CIBER chose to seek interim accreditation as an Independent Testing Authority and to continue with the process improvement required of the VVSG 2005 guidelines before January 2007.   
In July 2006, CIBER was audited on the new requirements for interim accreditation and, for the first time in 16 years, CIBER did not meet the status as a qualified ITA.  Though processes were in place and progress was being made on strengthening policies, CIBER had fallen short on a second audit conducted in December 2006 to the newly released VVSG 2005 requirements.   CIBER was cited and not granted interim accreditation for not following through with a notification requirement following the resignation of key staff employees in April of 2007, and for the lack of evidence and documentation in May 2007 of the audit outcome performed by NIST.  EAC recommended that CIBER not be considered for interim accreditation but encouraged CIBER to apply for full VVSG 2005 accreditation. 
By June of 2007, CIBER, continuing to be committed to ensuring its good standing with the EAC and NIST, revised its application strategy for the VVSG 2005 NVLAP accreditation.  The executive leadership at CIBER focused heavily on attaining accreditation and reorganized its laboratory for voting system testing under CIBER’s State and Local Government Segment.  The leadership also appointed key roles for ITA leadership that would bring best practices in quality, documentation and process management. 
Following these stringent policies allowed CIBER to achieve NIST accreditation in May of 2008. CIBER was also recommended for the second step of accreditation to the EAC Program Director for NVLAP, Mr. Brian Hancock.   At the request of the Program Director, and by invitation, CIBER was pleased to apply for the honor of accreditation recognition.   
Experience Level of Current Staff

CIBER’s current ITA team possesses a unique synergy of skill sets given both its Certified Tester Foundation Level (CTFL) staff, membership in the American Software Testing Qualifications Board (ASTQB), decades of project management experience, and numerous years of business process and procedures development.  This atmosphere of skills and professionalism creates the strongest of documentation processes that are critical capabilities for the success of voting system verification and validation practices.  
We are confident in our abilities to support the more complex processes associated with the VVSG 2005 and, in fact, we continue to be asked to participate and contribute to NIST and EAC workshops. 
CIBER is aware of the concerns the Commission has with our past ITA issues.  CIBER is working to regain the level of prominence in voting system testing that it lost.  We have confronted these issues by establishing training programs that focus on the necessity of documentation, conducting skill assessments on a per-project-basis and by providing additional training to the core testing organization as required. 

CIBER has also been active in seeking business opportunities that support the practices of testing in election administration, parallel testing and non certification voting system support for vendors and state officials. We believe these opportunities complement, increase and strengthen our current maturity level.  
The investment in our employees’ continuing education ensures that our employees’ skills meet or exceed the level required for voting system testing and that CIBER is committed to doing business as a qualification testing laboratory for voting system certification.   

Commitment to Accreditation Process 

CIBER has found value in the process of accreditation as it has led to a strengthening of our policies and procedures for our test laboratory.  We are confident we have the right tools, training programs and human resources to perform at the expected quality levels required by NIST and EAC.  We are committed to the continuing partnership with NIST and EAC.  

CIBER’s Support of EAC and Accreditation Process

In closing, CIBER commends both NIST and EAC for a job well done and we are excited to be working with you under this new governance.  CIBER is a partner invested in the effort to improve the voting experience and in being part of an organization of partners that can be relied on to ensure that our rights, as Americans, to vote are protected.

CIBER has a renewed appreciation for the tough tasks that NIST and EAC entities have to accomplish because of the HAVA 2002 requirements.  We appreciate the efforts to make the accreditation process meaningful and find this accreditation an honor of achievement.
CIBER submitted its application for accreditation on July 31, 2008 and we are here today before the Commission to seek your vote and approval for accreditation status as an Independent Testing Authority.
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