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My name is Avi Rubin. I am a Professor of Computer Science and Technical Director of the
Information Security Institute at Johns Hopkins University. I am author or co-author of several
widely used books on the subject of computer and network security, and I have chaired several of
the top security research conferences. I received my Ph.D. in Computer Science from the
University of Michigan in 1994 in the specialization of Computer Security. I have been
researching security issues related to electronic voting since 1997. Last year, by invitation of the
Department of Defense, I served on the security peer review group of the SERVE voting system
for absentee voting for military personnel and overseas civilians. I also participated as a panelist
in the 2000 National Science Foundation study of the feasibility of electronic voting. Last year,
my research team analyzed the code used in the Diebold Accuvote TS and TSx and wrote a report
citing many security flaws that we found. Our study was published in the top peer reviewed
computer security conference, the IEEE Symposium on Security and Privacy. I am a member of
the National Committee on Voting Ingerity, and in March, I served as an election judge in
Baltimore County where Diebold Accuvote TSx machines were used.

I am here as an expert in a particular domain, namely computer security. I recognize that voting is
a complicated issue with a diverse set of values, each of which is very important to the
functioning of this process in a way that is reliable and trustworthy in the broadest sense.

Security is a necessary component of a fair and accurate election process. However, there are
other equally important components. Making sure that everyone can participate in a way that is
private and independent is also key to our electoral process. Making sure that people from all
walks of life, regardless of how recently they arrived in this country, can participate in the process
in a language they can comprehend is also important. An accurate and secure system that limits
the ability of individuals with disabilities and language minorities would fall short of meeting the
goals of our democracy, as would a system that allowed everyone to participate but failed to
protect the integrity and accuracy of their vote. Luckily, security and accessibility are not
competing goals. While today’s DREs increase accessibility, they do not provide adequate
security. Appropriately designed voting systems, can provide accessibility and security. Our
commitment to a fair, inclusive, secure election process requires us to demand both from our
election machinery.

I come before you today to contribute my expertise garnered over years of experience as one of
the leading computer security experts in my field. You will hear from experts representing the
disability community and the civil rights community. They are experts in their domains. In my
domain, I speak with authority. Given that we all agree that security is an important component of
elections, I ask that you hear me and understand the serious nature of my critique of current
DRE:s.

My primary concerns with today’s DREs are:
- There is no way for voters to verify that their votes were recorded correctly.

- There is no way to publicly count the votes.
- In the case of a controversial election, meaningful recounts are impossible.



- The machines must be completely trusted. They must be trusted not to fail, not to
have been programmed maliciously, and not to have been tampered with at any point
prior to or during the election. We have techniques for building secure systems, and
they are not being utilized.

- With respect to the Diebold Accuvote TS and TSx, we found gross design and
programming errors, as outlined in our attached report. The current certification
process resulted in these machines being approved for use and being used in
elections.

- We do not know if the machines from other vendors are as bad as the Diebold ones
because they have not made their systems available for analysis.

Since our study came out, three other major studies often referred to as the SAIC report, the Ohio
reports, and the RABA report, all cited serious security vulnerabilities in DREs. RABA, which is
closely allied with the National Security Agency, called for a “pervasive rewrite” of Diebold’s
code. Yet, the vendors, and many election officials, such as those in Maryland and Georgia
continue to insist that the machines are perfectly secure. I cannot fathom the basis for their
claims. I do not know of a single computer security expert who would testify that these machines
are secure. I personally know dozens of computer security experts who would testify that they are
not.

I have been disappointed that the policy community did not reach out to the computer security
community when making decisions about voting technology, and when my community came to
the table, they said it was too late. At first I was puzzled by the lack of attention to the security
critiques of DREs. Today I am outraged. At this point the failures of current DREs have been
documented in four major studies by leading computer security experts, and we have ample field
experience documenting failures at the polling place. Yet computer security experts, myself
included, find ourselves routinely referred to as luddites and conspiracy theorists. Failing to
confer with computer security experts in decisions about voting technology was a mistake. Given
the gravity of the security failings the computer security community has documented in current
DRE systems it is irresponsible to move forward without addressing them.

Addressing the problems I and others have documented with DREs requires more than just fixing
the machines. We must reform the process for establishing voting technology to provide
transparency. Vendors are not subject to public code review. In the one instance where
independent security experts had an opportunity to examine a voting system, the results proved
that the current process results in machines being deployed with unacceptable lack of quality
control. We cannot achieve perfectly secure systems; such things do not exist. But on the
spectrum of terrible to very good, we are sitting at terrible. Not only have the vendors not
implemented security safeguards that are possible, they have not even correctly implemented the
ones that are easy.

If I had more time (and I would be happy to address such issues in the Q & A) I would debunk
the myth of the security of the so-called triple redundancy in the Diebold machines. I would
explain the limitations of logic and accuracy testing in an adversarial setting, I would explain how
easy it would be for a malicious programmer to rig the election with today’s DREs, and I would
describe the seriousness of the security flaws that we and others have found in the Diebold
machines. These are all things that I could have done and would have been happy to do, before
anybody started purchasing and using these DREs. But nobody asked.

I’d like to stress one important point. Security and functionality are completely different things.
Functionality is whether or not something works when it is used as planned. Functionality can be



tested, and the tests can be used to make predictions about the future behavior of a system.
Security, on the other hand, has to do with how a system behaves under unanticipated
circumstances with an active, dynamic adversary trying to subvert it. By definition, you cannot
test a system for security the way you test for functionality. It is inappropriate and incorrect to
draw conclusions about the security of a system based on its past performance. The fact that this
argument is consistently put forward in defense of the security of the DREs demonstrates just
how much real security expertise is needed in this process. You would not design a heart implant
without feedback from cardiologists. You would not design defense systems for the physical
security of this country without consulting military experts, and you should not design systems
for computerized elections in this country without consulting computer security experts. I can
assure you from my analysis of the Diebold machines that no such expertise was utilized.

In conclusion, my colleagues and I have presented our analysis to many different groups of
computer scientists, including the National Science Foundation, the National Academy of
Science, and several security conferences. We have won awards for this work, and the
community at large is in strong agreement with our conclusions. I recommend that the
commission heed our recommendation and seek more broad input from the computer science and
the computer security communities. These people have a long history of experience with
designing mission critical systems. The opinions of the experts in this matter are quite different
from the picture being painted by the vendors and some state officials, all of whom have much
less expertise, or no expertise whatsoever, in computer security.
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3 Smartcards

While itis true that one can design secure systems around the use of smartcards, merely the use of smartcards
in a system doesot imply that the system is secure. The system must use the smartcards in an intelligent
and security-conscious way. Unfortunately, the Diebold system’s use of smartcards provides very little (if
any) additional security and, in fact, opens the system to several attacks.

3.1 Exploiting the lack of cryptography: Creating homebrew smartcards

Upon reviewing the Diebold code, we observed that the smartcards do not perform any cryptographic op-
erations. This, in and of itself, is an immediate red flag. One of the biggest advantages of smartcards over
classic magnetic-stripe cards is the smartcards’ ability to perform cryptographic operations internally, and
with physically protected keys. Because of a lack of cryptograthtgye is no secure authentication of the
smartcard to the voting terminallThis means that nothing prevents an attacker from using his or her own
homebrew smartcard in a voting terminal. One might naturally wonder how easy it would be for an attacker
to make such a homebrew smartcard. First, we note that user-programmable smartcards and smartcard read-
ers are available commercially over the Internet in small quantities and at reasonable prices. Second, an
attacker who knows the protocol spoken between voting terminals and legitimate smartcards could easily
implement a homebrew card that speaks the same protocol. We shall shortly consider how an attacker might
go about learning the protocol if he or she does not knangtiori.

Once the adversary knows the protocol between the terminal and the smartcards, the only impediment
to the mass production of homebrew smartcards is that each voting terminal will make sure that the smart-
card has encoded in it the corrast ElectionKey , m_VCenter , andm_DLVersion (seeDoVote()
in BallotStation/Vote.cpp ). Them_ElectionKey and m_DLVersion are likely the same
for all locations and, furthermore, for backward-compatibility purposes it is possible to use a card with
m_ElectionKey andm_DLVersion undefined. Then_VCenter value could be learned on a per-
location-basis by interacting with legitimate smartcards, from an insider, or from inferences based on the
m_VCenter values observed at other polling locations. In short, all the necessary information to create
homebrew counterfeit smartcards is readily available.

In the next subsections we consider attacks that an adversary could mount after creating homebrew
cards. We find the issues we uncovered to be particularly distressing as modern smartcard designs allow
cryptographic operations to be performed directly on the smartcard, making it possible to create systems
that are not as easily vulnerable to such security breaches.

REVERSE ENGINEERING THE SMARTCARD PROTOCAQL It turns out that adversaries, including regular
voters, who do not knova priori the protocol between the smartcard and the terminal can “easily” learn
the protocol, thereby allowing them to produce homebrew voter cards. An adversary, such as a poll worker,
with the ability to interact with a legitimate administrator or ender card could also learn enough information
to produce homebrew administrator and ender cards (Section 3.3).

Let us consider several ways that an adversary could learn the protocol between voter cards and voting
terminals. After voting, instead of returning the canceled card to the poll-worker, the adversary could
return a fake card that records how it is reprogrammed, and then dumps that information to a collaborating
attacker waiting in line to vote. Alternatively, the attacker could attach a “wiretap” device between the voting
terminal and a legitimate smartcard and observe the communicated messages. The parts for building such
a device are readily available and, depending on the setup at each voting location, might be unnoticed by
poll workers. An attacker might not even need to use a wiretap device: as a literal “person-in-the-middle”
attack, the adversary could begin by inserting a smartcard into the terminal that records the terminal’s first
message. The adversary would then leave the voting location, send that message to a real voter card that he
or she stole, and learn the real voter card’s response. The adversary’s conspirator could then show up at the



voting location and use the information gained in the first phase to learn the next round of messages in the
protocol, and so on. We comment again that these techniques work because the authentication process is
completely deterministic and lacks any sort of cryptography.

3.2 Casting multiple votes

In the Diebold system, a voter begins the voting process by inserting a smartcard into the voting terminal.
Upon checking that the card is “active,” the voting terminal collects the user’s vote and then deactivates the
user’s card; the deactivation actually occurs by rewriting the card’s type, which is stored as an 8-bit value
on the card, frorVOTER_CARDOx01 ) to CANCELED_CARI[Dx08). Since an adversary can make
perfectly valid smartcards, the adversary could bring a stack of active cards to the voting booth. Doing
so gives the adversary the ability to vote multiple times. More simply, instead of bringing multiple cards
to the voting booth, the adversary could program a smartcard to ignore the voting terminal’s deactivation
command. Such an adversary could use one card to vote multiple times. Note here that the adversary could
be a regular voter, and not necessarily an election insider.

Will the adversary’s multiple-votes be detected by the voting system? To answer this question, we
must first consider what information is encoded on the voter cards on a per-voter basis. The only per-
voter information is a “voter serial numberfn( VoterSN in the CVoterinfo  class). m_VoterSN is
only recorded by the voting terminal if the voter decidex to place a vote (as noted in the comments
in TSElection/Results.cpp , this field is recorded for uncounted votes for backward compatibility
reasons). It is important to note that if a voter decides to cancel his or her vote, the voter will have the
opportunity to vote again using that same card (and, after the vote has beem cesterSN will no
longer be recorded).

If we assume the number of collected votes becomes greater than the number of people who showed
up to vote, and if the polling locations keep accurate counts of the number of people who show up to vote,
then the back-end system, if designed properly, should be able to detect the existence of counterfeit votes.
However, becausen_VoterSN is only stored for those who did not vote, there will be no way for the
tabulating system to distinguish the real votes from the counterfeit votes. This would cast serious doubt on
the validity of the election results. The solution proposed by one election official, to have everyone vote
again, does not seem like a viable solution.

3.3 Accessing administrator and poll worker functionality

As noted in Section 2, in addition to the voter cards that normal voters use when they vote, there are
also administrator cards and ender cards, which have special purposes in this system. The administra-
tor cards give the possessor the ability to access administrative functionality (the administrative dialog
BallotStation/AdminDlg.cpp ), and both types of cards allow the possessor to end the election
(hence the term “ender card”).

Just as an adversary can manufacture his or her own voter cards, an adversary can manufacture his or her
own administrator and ender cards (administrator cards have an easily-circumventable PIN, which we will
discuss shortly). This attack is easiest if the attacker has knowledge of the Diebold code or can interact with
a legitimate administrator or ender card, since otherwise the attacker would not know what distinguishes an
administrator or ender card from a voter card. (The distinction is that, for a votencatardType is set
to Ox01 , for an ender card the value(@x02 , and for an administrator card the valu®i4 .)

As one might expect, an adversary in possession of such illicit cards has further attack options against
the Diebold system. Using a homebrew administrator card, a poll worker, who might not otherwise have
access to the administrator functions of the Diebold system but who does have access to the voting machines
before and after the elections, could gain access to the administrator controls. If a malicious voter entered an
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administrator or ender card into the voting device instead of the normal voter card, then the voter would be
able to terminate the election and, if the card is an administrator card, gain access to additional administrative
controls.

The use of administrator or ender cards prior to the completion of the actual election represents an in-
teresting denial-of-service attack. Once “ended,” the voting terminal will no longer accept new voters (see
CVoteDIg::OnCardIn() ) until the terminal is somehow reset. Such an attack, if mounted simultane-
ously by multiple people, could temporarily shut down a polling place. If a polling place is in a precinct
considered to favor one candidate over another, attacking that specific polling place could benefit the less-
favored candidate. Even if the poll workers were later able to resurrect the systems, the attack might succeed
in deterring a large number of potential voters from voting (e.qg., if the attack was performed over the lunch
hour). If such an attack was mounted, one might think the attackers would be identified and caught. We note
that many governmental entities, e.g., California, do not require identification to be presented by voters. By
the time the poll workers realize that one of their voting terminals has been disabled, the perpetrator may
have long-since left the scene. Furthermore, the poll workers may not be computer savvy and might simply
think that all the machines crashed simultaneously.

CIRCUMVENTING THE ADMINISTRATOR PIN. In order to use (or create) an administrator card, the attacker
must know the PIN associated (or to be associated) with the card. Because the system’s use of smartcards
was poorly designed, an adversary could easily learn the necessary information, thereby circumventing any
security the PIN might have offered.

We first note that the PIN is sent from the smartcard to the terminal in cleartext. As a result, anyone
who knows the protocol and wishes to make their own administrator card could use any PIN of their choice.
Even if the attacker does not know the protocol but has access to an existing administrator card and wants
to make a copy, the adversary could guess the PIN in just a few trials if the adversary realizes that the PIN is
included as part of a short cleartext message sent from the card. More specifically, rather than try all 10000
possibilities for the PIN, the adversary could try all 4-byte consecutive substrings of the cleartext message.

4 Election configurations and election data

In election systems, protecting the integrity and privacy of critical data (e.g., votes, configurations, ballot
definitions) is undeniably important. We investigated how the Diebold system manipulates such data, and
found considerable problems. There are two main vectors for accessing and attacking the voting system’s
data: via physical access to the device storing the data, or via man-in-the-middle attacks as the data is
transported over some network. The latter assumes that the systems are connected to a network, which is
possible though may be precluded by election procedures in some jurisdictions. Attacks via physical access
to memory can be quite powerful, and can be mounted easily by insiders. The network attacks, which can
also be quite powerful, can also be mounted by insiders as well as sophisticated outsiders.

DATA STORAGE OVERVIEW Each voting terminal has two distinct types of internal data storage. A main
(or system) storage area contains the terminal’s operating system, program executables, static data files such
as fonts, and system configuration information, as well as backup copies of dynamic data files such as the
voting records and audit logs. Each terminal also contains a removable flash memory storage device that is
used to store the primary copies of these dynamic data files. When the terminal is running a standard copy
of Windows (e.g., Windows 2000) the removable storage area is the first floppy drive; when the terminal is
running Windows CE, the removable storage area is a removable storage card. Storing the dynamic data on
two distinct devices is advantageous for both reliability and non-malleability: if either of the two storage
mediums fails, data can still be recovered from the copy, although reconciling differences between these
media may be difficult.

Unfortunately, in Windows CE, the existence of the removable storage device is not enforced properly.
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Unlike other versions of Windows, removable storage cards are mounted as subdirectories under CE. When
the voting software wants to know if a storage card is inserted, it simply checks to seeSfotage

Card subdirectory exists in the filesystem’s root directory. While this is the default name for a mounted
storage device, it is also a perfectly legitimate directory name for a directory in the main storage area. Thus,
if such a directory exists, the terminal can be fooled into using the same storage device for all of the data.
This would reduce the amount of redundancy in the voting system and would increase the chances that a
hardware failure could cause recorded votes to be lost.

NETWORK OVERVIEW. The Diebold voting machines cannot work in isolation. They must be able to
both receive a ballot definition file as input and report voting results as output. As described in Section 2,
there are essentially two ways to load a voting terminal with an initial election configuration: via some
removable media, such as a flash memory card, or over a network connection. In the latter case, the voting
terminal could either be plugged directly into the Internet, could be connected to an isolated local network,
or could use a dialup connection (the dial-up connection could be to a local ISP, or directly to the election
authority’s modem banks). Diebold apparently gives their customers a variety of configuration options;
electronic networks are not necessary for the operation of the system. After the election is over, election
results can be sent to a back-end post-processing server over the network (again, possibly through a dial-
up connection). When results are reported this way, it is not clear whether these network-reported results
become the official results, or just the preliminary results (the official results being computed after the
memory cards are removed from all the voting terminals and collected and tabulated at a central location).
We also observe that, even in jurisdictions where voting terminala@rerconnected to a network or
phone line, the physical transportation of the flash memory cards from the voting terminal to the central
tabulating system is really just a “sneaker net.” Such physical card transportation must be robust against
real-world analogies of network man-in-the-middle attacks. Any flaws in the policies and procedures used to
protect the chain of custody could lead to opportunities for these cards to be read or written by an adversary.
Consequently, even if no electronic computer network is used, we still view network attacks as critical in
the design of a voting system.

4.1 Tampering with the system configuration

The majority of the system configuration information for each terminal is stored in the Windows registry
underHKEY_LOCAL_MACHINE\Software\Global Election Systems\AccuVote-TS4 . This
includes both identification information such as the terminal’s serial number and more traditional configu-
ration information such as the COM port to which the smartcard reader is attached. All of the configuration
information is stored in the clear, without any form of integrity protection. Thus, all an adversary must do is
modify the system registry to trick a given voting terminal into effectively impersonating any other voting
terminal. It is unclear how the tabulating authority would deal with results from two different voting termi-
nals with the same voting ID; at the very least, human intervention to resolve the conflict would probably be
required.

The Federal Election Commission draft standard [11] requires each terminal to keep track of the total
number of votes that have ever been cast on it — the “Protective Counter.” This counter is used to provide
yet another method for ensuring that the number of votes cast on each terminal is correct. However, as the
following code fromUtilities/machine.cpp shows, the counter is simply stored as an integer in the
file system.bin  in the terminal’s system directory (error handling code has been removed for clarity):

long GetProtectedCounter()

2This situation can be easily corrected by checking forRie€E _ATTRIBUTE_ TEMPORARZX(tribute on the directory as de-
scribed inhttp://msdn.microsoft.com/library/en-us/wcefiles/htm/_wcesdk _Accessing_Files_on_
Other_Storage_Media.asp
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DWORD protectedCounter = O;

CString filename = ::GetSysDir();

flename += _T("system.bin");

CFile file;

file.Open(filename, CFile::modeRead | CFile:modeCreate | CFile::modeNoTruncate);
file.Read(&protectedCounter, sizeof(protectedCounter));

file.Close();

return protectedCounter;

}

We believe that the Diebold system violates the FEC requirements by storing the protected counter in a
simple, mutable file. By modifying this counter, an adversary could cast doubt on an election by creating a
discrepancy between the number of votes cast on a given terminal and the number of votes that are tallied in
the election. While the current method of implementing the counter is totally insecure, even a cryptographic
checksum would not be enough to protect the counter; an adversary with the ability to modify and view
the counter would still be able to roll it back to a previous state. In fact, the only solution that would work
would be to implement the protective counter in a tamper-resistant hardware token, but doing so would
require physical modifications to existing hardware.

4.2 Tampering with ballot definitions

The “ballot definition” for each electiore(ection.edb ) contains everything from the background color

of the screen and information about the candidates and issues on the ballot to the PPP username and pass-
word to use when reporting the results, if reporting the results over a dial-up connection. This data is neither
encrypted nor checksummed (cryptographically or otherwise).

If uninterrupted physical accesseéseravailable to the voting terminal after the ballot definition has
been loaded, perhaps the night before an election, using a janitor's master keys to the building, then it would
be possible for an adversary to tamper with the voting terminals’ ballot definition file or to even tamper with
the voting software itself. Protections such as physical locks or tamper-evident seals may somewhat allay
these concerns, but we would prefer designs that can be robust even against physical tampering.

On a potentially much larger scale, if the voting terminals download the ballot definition over a network
connection, then an adversary could tamper with the ballot definition file en-route from the back-end server
to the voting terminal; of course, additional poll-worker procedures could be put in place to check the
contents of the file after downloading, but we prefer a technological solution. With respect to modifying the
file as it is sent over a network, we point out that the adversary need not be an election insider; the adversary
could, for example, be someone working at the local ISP. If the adversary knows the structure of the ballot
definition, then the adversary can intercept and modify the ballot definition while it is being transmitted.
Even if the adversary does not know the precise structure of the ballot definition, many of the fields inside
are easy to identify and change, including the candidates’ names, which appear as plain ASCII text.

Because no cryptographic techniques are in place to guard the integrity of the ballot definition file, an
attacker could add, remove, or change issues on the ballot, and thereby confuse the result of the election.
In the system, different voters can be presented with different ballots depending on their party affiliations
(seeCBallotRelSet::Open() , which adds different issues to the ballot depending on the vater's
VGroupl andm_VGroup2 CVoterinfo  fields). If an attacker changes the party affiliations of the
candidates, then he may succeed in forcing the voters to view and vote on erroneous batogssubtle

3As an example of what might happen if the party affiliations were listed incorrectly, we note that, according to a news story at
http://www.gcn.com/vol19_no33/news/3307-1.html , in the 2000 New Mexico presidential election, over 65,000
votes were incorrectly counted because a worker accidentally had the party affiliations wrong. (We are not claiming this worker
had malicious intent, nor are we implying that this error had an effect on the results of the election.)
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attacks are also possible. By simply changing the order of the candidates as they appear in the ballot
definition, the results file will change accordingly. However, the candidate information itself is not stored
in the results file, which merely tracks that candidate 1 got so many votes and candidate 2 got so many
other votes. If an attacker reordered the candidates on the ballot definition, voters would unwittingly cast
their ballots for the wrong candidate. Ballot reordering attacks would be particularly effective in polling
locations known to have more voters of one party than another. (In Section 4.3 and Section 4.5 we consider
other ways of tampering with the election results.)

4.3 Impersonating legitimate voting terminals

Consider voting terminals that are configured to upload voting totals to some back-end tabulating author-
ity after an election. An adversary able to pose as a legitimate voting terminal to the tabulating authority
could obviously cause (at least temporary) damage by reporting false vote counts to the tabulating sys-
tem. If the voting terminals use a normal Internet connection, then an adversary with the ability to sniff
the connection of a legitimate terminal could learn enough information (e.g., the IP address of the back-
end server) to be able to impersonate a legitimate terminal. If the terminals use a dialup connection, then
the adversary would either need to be able to sniff a legitimate dialup connection to learn the appropriate
information (e.g., the dial-up PPP number, login, and password), or must garner that information in an-
other way. The PPP phone number, username, password, and IP address of the back-end server are stored in
the registryHKEY _LOCAL_MACHINE\Software\Global Election Systems\AccuVote-TS4\

TransferParams , thus making it easily accessible to an insider working at the polling station. By study-

ing the configuration of the ballot definition files, we learned that the definition files also store the terminal’s
voting center ID, PPP dial-in number, username, password and the IP address of the back-end server (these
are parsed into @ElectionHeaderltem in TSElection\TSElectionObj.cpp ). The ballot def-

inition files thus provide another vector for an adversary to learn almost all of the information necessary
to impersonate a real voting terminal over a dialup connection (the adversary would also have to create a
voting terminal ID, although the ID may or may not be checked for legitimacy by the back-end server).

4.4 Key management and other cryptographic issues with the vote and audit records

Unlike the other data stored on the voting terminal, both the vote records and the audit logs are encrypted
and checksummed before being written to the storage device. Unfortunately, neither the encrypting nor
the checksumming is done with established, secure techniques. This section summarizes the issues with
Diebold’s use of cryptography in protecting the vote records and audit logs, and then return to consequences
of Diebold’s poor choices in subsequent subsections. (Recall that we have already discussed the lack of
cryptography in other potions of the system.)

KEY MANAGEMENT. All of the data on a storage device is encrypted using a single, hardcoded DES [22]
key:

#define DESKEY ((des_key*)"F2654hD4")

Note that this value is not a hex representation of a key, nor does it appear to be randomly generated. Instead,
the bytes in the stringF2654hD4 " are fed directly into the DES key scheduler. It is well-known that hard-
coding keys into a program’s source code is a bad idea: if the same compiled program image is used on every
voting terminal, an attacker with access to the source code, or even to a single program image, could learn
the key and thus read and modify voting and auditing records. The case with the Diebold system is even
worse: from the CVS logs, we see this particular key has been used without change since December 1998,
when the CVS tree for AccuVote-TS version 3 began, and we assume that the key was in use much before
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that. Although Jones reports that the vendor may have been aware of the key management problems in their
code since at least 1997 [16, 17], our findings show that the design flaw was never addressed. The SAIC
analysis of Diebold’s system [27] agrees that Diebold needs to redesign their cryptography architecture. The
most appropriate solution will likely involve the use of hardware cryptographic coprocessors.

(In a similar fashion, Diebold’s voter, administrator, and ender cards use a hardcoded 8-byte password
ED OA ED OA ED 0A ED Of&exadecimal) to authenticate the voting terminals to the smartcards, transmitted
in cleartext. The smartcards are discussed in Section 3.)

“ENCRYPTION.” Even if proper key management were to be implemented, however, many problems would
still remain. First, DES keys can be recovered by brute force in a very short time period [12]. DES should
be replaced with either triple-DES [26] or, preferably, AES [8]. Second, DES is being used in CBC mode
which requires a random initialization vector to ensure its security. The implementation here always uses
zero for its IV. This is illustrated by the call @ esCBCEncrypt in TSElection/RecordFile.cpp ;

since the second to last argument is NUDesCBCEncrypt will use the all-zero IV.

DesCBCEncrypt((des_c_block*)tmp, (des_c_block*)record.m_Data, totalSize,
DESKEY, NULL, DES_ENCRYPT);

To correctly implement CBC mode, a source of “strong” random numbers must be used to generate a fresh
IV for each encryption [2]. Suitably strong random numbers can be derived from many different sources,
ranging from custom hardware to accumulated observations of user behavior.

“M ESSAGE AUTHENTICATION” Before being encrypted, a 16-bit cyclic redundancy check (CRC) of the
plaintext data is computed. This CRC is then stored along with the ciphertext in the file and verified when-
ever the data is decrypted and read. This process in handled RetdRecord andWriteRecord

functions inTSElection/RecordFile.cpp . Since the CRC is an unkeyed, public function, it does

not provide any meaningful integrity protection for the data. In fact, by storing it in an unencrypted form, the
purpose of encrypting the data in the first place (leaking no information about the contents of the plaintext)
is undermined. Standard industry practice would be to first encrypt the data to be stored and then to compute
a keyed cryptographic checksum (such as HMAC-SHAL [1]) of the ciphertext [3, 19]. This cryptographic
checksum could then be used to detect any tampering with the plaintext. Note also that each entry has a
timestamp, which can be used to detect reordering, although sequence numbers should also be added to
detect record deletion.

4.5 Tampering with election results and linking voters with their votes

A likely attack target are the voting records themselves. When stored on the device, the voting records are
“encrypted” as described in Section 4.4. If the votes are transmitted to a back-end authority over a network
connection, as appears to be the case in at least some areas, no cryptography is used: the votes are sent in
cleartext. In particulaiCTransferResultsDIg::OnTransfer() writes ballot results to an instance

of CDL2Archive , which then writes the votes in cleartext to a socket without any cryptographic checksum.

If the network connection is via a cable modem or a dedicated connection, then the adversary could be an
employee at the local ISP. If the voting terminals use a dialup connection directly to the tabulating authority’s
network, then the risk of such an attack is less, although still not inconsequential. A sophisticated adversary,
e.g., an employee of the local phone company, could tap the phone line and intercept the communication.

TAMPERING WITH ELECTION RESULTS In Section 4.2 we showed that an adversary could alter election

results by modifying ballot definition files, and in Section 4.3 we showed that an adversary could inject fake
votes to a back-end tabulating authority by impersonating a legitimate voting terminal. Here we suggest
another way to modify the election result: modify the voting records file stored on the device. Because
of the poor cryptography described in Section 4.4, an attacker with access to this file would be able to
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generate or change as many votes as he or she pleased. Furthermore, the adversary’s modified votes would
be indistinguishable from the true votes cast on the terminal. The attack described here is more advantageous
to an adversary than the attacks in Section 4.2 and Section 4.3 because it leaves no evidence that an attack
was ever mounted (whereas the attacks in Section 4.2 and Section 4.3 could be discovered but not necessarily
corrected as part of a post-election auditing phase).

If the votes are sent to the back-end authority over a network, then there is another vector for an adversary
to modify the election results. Specifically, an adversary with the ability to tamper with the channel could
introduce new votes or modify existing votes. Such an attacker could, for example, decrease one candidate’s
vote count by some number while increasing another’s candidate’s count by the same number. Of course,
to introduce controlled changes such as these to the votes, the attacker would benefit from some knowledge
of the structure of the protocol used between the terminals and the back-end server. This form of tampering
might later be detected by comparing the memory storage cards to data transmitted across the networks,
although the memory storage cards themselves might also be subject to tampering. (We briefly comment
that these network attacks could be largely circumvented with the use of standard cryptographic tools, such
as SSL/TLS.)

LINKING VOTERS WITH THEIR VOTES From analyzing the code, we learned that each vote is written
sequentiallyto the file recording the votes. This fact provides an easy mechanism for an attacker, such
as a poll worker with access to the voting records, to link voters with their votes. A poll worker could
surreptitiously track the order in which voters use the voting terminals. Later, in collaboration with other
attackers who might intercept the “encrypted” voting records, the exact voting record of each voter could be
reconstructed.

If the results are transmitted over a network, as is the case in at least some jurisdictions, then physical
access to the voting results is not even necessary. Recall that, when transmitted over the network, the votes
are sent in unencrypted, cleartext form.

“RANDOMIZED” SERIAL NUMBERS. While the voter’s identity is not stored with the votes, each vote is

given a serial number in order to “randomize” the votes after they are uploaded to the back-end tabulating
authority. As we noted above, randomizing the order of vafesr they are uploaded to the the tabulating
authority does not prevent the possibility of linking voters to their votes. Nevertheless, it appears that
the designers wanted to use a cryptographically secure pseudorandom number generator to generate serial
numbers for some post-processing purposes. Unfortunately, the pseudorandom number generator they chose
to use (a linear congruential generator) is not cryptographically secure. Moreover, the generator is seeded
with static information about the voting terminal and the election.

/I LCG - Linear Conguential Generator - used to generate ballot serial numbers
/I A psuedo-random-sequence generator

/I (per Applied Cryptography, by Bruce Schneier, Wiley, 1996)

#define LCG_MULTIPLIER 1366

#define LCG_INCREMENTOR 150889

#define LCG_PERIOD 714025

static inline int lcgGenerator(int lastSN)

{
return mod(((lastSN * LCG_MULTIPLIER) + LCG_INCREMENTOR), LCG_PERIOD);

}

It is interesting to note that the code’s authors apparently decided to use an linear congruential generator
because it appeared Applied Cryptographyf26] even though in the same work it is advised that such
generators should not be used for cryptographic purposes.
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4.6 Audit logs

Each entry in a plaintext audit log is simply a timestamped, informational text string. There appears to be no
clear pattern for what is logged and what is not. The whole audit log is encrypted using the insecure method
described in Section 4.4. An adversary with access to the audit log file could easily change its contents.

At the time that the logging occurs, the log can also be printed to an attached printer. If the printer is
unplugged, off, or malfunctioning, no record will be stored elsewhere to indicate that the failure occurred.
The following code fromT SElection/Audit.cpp demonstrates that the designers failed to consider
these issues:

if (m_Print && print) {
CPrinter printer;
/I If failed to open printer then just return.
CString name = ::GetPrinterPort();
if (nhame.Find(_T("\")) != -1)
name = GetParentDir(name) + _T("audit.log");
if (printer.Open(name, ::GetPrintReverse(), FALSE))
::-TSMessageBox(_T("Failed to open printer for logging"));
else {
[ do the printing ]
}
}

If the cable attaching the printer to the terminal is exposed, an attacker could create discrepancies between
the printed log and the log stored on the terminal by unplugging the printer (or, by simply cutting the cable).

4.7 Attacking the start of an election

Although good election processes would dictate installing the ballot definition files well before the start of
the election, we can imagine scenarios in which the election officials must reinstall ballot files shortly before
the start of an election, and do not have time to distribute the definition files mafually.

One option for the election officials would be to download the files over the Internet. In addition to the
problems we have outlined, we caution against relying on such an approach, as an adversary could mount
a traditional Internet denial-of-service attack against the election management’s server and thereby prevent
the voting terminals from acquiring their ballot definition files in time for the election. Even a general idea
of the range of Internet addresses used by the election administration would be sufficient for an attacker to
target a large-scale distributed denial of service (DDoS) attack.

Of course, we acknowledge that there are other ways to postpone the start of an election at a voting
location that do not depend on Internet DDoS attacks (e.g., flat tires for all poll workers for a given precinct,
or other acts of real-world vandalism). Unlike such traditional attacks, however, (1) the network-based attack
is relatively easy for anyone with knowledge of the election system’s network topology to accomplish; (2)
this attack can be performed on a very large scale, as the central distribution point(s) for ballot definitions
becomes an effective single point of failure; and (3) the attacker can be physically located anywhere in
the Internet-connected world, complicating efforts to apprehend the attacker. Such attacks could prevent or
delay the start of an election at all voting locations in a state. We note that this attack is not restricted to the
system we analyzed,; it is applicable to any system that downloads its ballot definition files using the Internet
or otherwise relies upon the Internet.

4In recent elections, we have seen cases where politicians passed away or withdrew from the race very close to the election day.
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5 Software engineering

When creating a secure system, getting the design right is only part of the battle. The design must then be
securely implemented. We now examine the coding practices and implementation style used to create the
voting system. This type of analysis can offer insights into future versions of the code. For example, if a
current implementation has followed good implementation practices but is simply incomplete, one would be
more inclined to believe that future, more complete versions of the code would be of a similar high quality.
Of course, the opposite is also true, perhaps even more so: it is very difficult to produce a secure system by
building on an insecure foundation.

Of course, reading the source code to a product gives only an incomplete view into the actions and
intentions of the developers who created that code. Regardless, we can see the overall software design, we
can read the comments in the code, and, thanks to the CVS repository, we can even look at earlier versions
of the code and read the developers’ commentary as they committed their changes to the archive.

5.1 Code legacy

Insidecvs.tar  we found multiple CVS archives. Two of the archivég,cuTouch andAVTSCE im-

plement full voting terminals. ThAccuTouch code, corresponding to AccuVote-TS version 3, dates from
December 1998 to August 2001 and is copyrighted by “Global Election Systems, Inc.,” whi/TeCE

code, corresponding to the AccuVote-TS version 4 system, dates from October 2000 to April 2002 and is
copyrighted by “Diebold Election Systems, Inc.” (Diebold acquired Global Election Systems in September
2001°) Although theAccuTouch tree is not an immediate ancestor of WéTSCEtree (from the CVS

logs, theAVTSCEtree is actually an import of anothérccuTouch-CE tree that we do not have), the
AccuTouch andAVTSCHrees are related, sharing a similar overall design and a few identical files. From

the comments, some of the code, such as the functions to compute CRCs and DES, date back to 1996 and
a company later acquired by Global Election Systems called “I-Mark Systems.” We have already remarked
(Section 4.4) that the same DES key has been hardcoded into the system since at least the beginning of the
AccuTouch tree.

5.2 Coding style

While the system is implemented in an unsafe langfiége+), the code reflects an awareness of avoiding

such common hazards as buffer overflows. Most string operations already use their safe equivalents, and
there are comments, e.ghould really use _snprintf , reminding the developers to change oth-

ers. While we are not prepared to claim that there are no exploitable buffer overflows in the current code,
there are at the very least no glaringly obvious ones. Of course, a better solution would have been to write
the entire system in a safe language, such as Java or Cyclone [15]. In such a language we would be able
to prove that large classes of attacks, including buffer overflows and type-confusion attacks, are impossible
assuming a correct implementation of the compiler and runtime system.

Overall, the code is rather unevenly commented. While most files have a description of their over-
all function, the meanings of individual functions, their arguments, and the algorithms within are more
often than not undocumented. An example of a complex and completely undocumented function is the
CBallotRelSet::Open function fromTSElection/TSElectionSet.cpp as shown in Figure 2.

This block of code contains two nested loops, four complex conditionals, and five debugging assertions, but
no comments that explain its purpose. Ascertaining the meaning of even a small part of this code is a huge
undertaking. For example, what does it meanvigroup->Keyld() == - ? That the ID is simply

Shttp://dallas.bizjournals.com/dallas/stories/2001/09/10/daily2.html
6Here we mean language safety in the technical sense: no primitive operation in any program ever misinterprets data.
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void CBallotRelSet::Open(const CDistrict* district, const CBaseunit* baseunit,
const CVGroup* vgroupl, const CVGroup* vgroup2)
{

ASSERT(m_pDB != NULL);
ASSERT(m_pDB->IsOpen());
ASSERT(GetSize() == 0);
ASSERT(district != NULL);
ASSERT(baseunit != NULL);

if (district->Keyld() == -1) {
Open(baseunit, vgroupl);
} else {
const CDistrictltem* pDistrictitem = m_pDB->Find(*district);
if (pDistrictitem != NULL) {
const CBaseunitkKeyTable& baseunitTable = pDistrictitem->m_BaseunitKeyTable;
int count = baseunitTable.GetSize();

for (int i = 0; i < count; i++) {
const CBaseunit& curBaseunit = baseunitTable.GetAt(i);
if (baseunit->Keyld() == -1 || *baseunit == curBaseunit) {

const CBallotRelationshipltem* pBalRelltem = NULL;
while ((pBalRelltem = m_pDB->FindNextBalRel(curBaseunit, pBalRelltem)))}{
if ('vgroupl || vgroupl->Keyld() == -1 ||
(*vgroupl == pBalRelltem->m_VGroupl && !vgroup2) ||
(vgroup2 && *vgroup2 == pBalRelltem->m_VGroup2 &&
*vgroupl == pBalRelltem->m_VGroupl))
Add(pBalRelltem);
}
}
}
m_Curindex = 0;
m_Open = TRUE;

Figure 2: The function CBallotRelSet::Open function from
TSElection/TSElectionSet.cpp . This complex function is completely undocumented.

undefined? Or perhaps that the group should be ignored? Such poorly documented code impairs the ability
of both internal developers and external security evaluator to assess whether the code is functioning properly
or might lead to a security issue.

5.3 Coding process

An important point to consider is how code is added to the system. From the project’s CVS logs, we can see
that most recent code updates are in response to specific bugs that needed to be fixed. There are, however,
no references to tracking numbers from a bug database or any other indication that such fixes have been
vetted through any change-control process. Indeed, each of the progradnseens to have completely
autonomous authority to commit to any module in the project. The only evidence that we have found that
the code undergoes any sort of review comes from a single log comment: “Modify code to avoid multiple
exit points to meet Wyle requirements.” This refers to Wyle Labs, one of the independent testing authorities
charged with certifying that voting machines have met FEC guidelines.

Virtually any serious software engineering endeavor will have extensive design documents that specify
how the system functions, with detailed descriptions of all aspects of the system, ranging from the user
interfaces through the algorithms and software architecture used at a low level. We found no such documents
in the CVS archive, and we also found no references to any such documents in the source code, despite
references to algorithms textbooks and other external sources.

There are also pieces of the voting system that come from third parties. Most obviously, a flaw in the
operating system, Windows CE, could expose the system to attack since the OS controls memory manage-

"Through web searches, we have matched each programmer’s CVS user names with their likely identities and so can conclude
that they are not group accounts.
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ment and all of the device’s 1/O needs. In addition, an audio library céttedlis usecf While the source

to fmodis available with commercial licenses, unless this code is fully audited it might contain a backdoor
or an exploitable buffer overflow. Since both the operating systenfrandcan access the memory of the
voting program, both must be considered part of the trusted computing base (TCB) as a security vulnera-
bility in either could compromise the security of the voting program itself. The voting terminal’'s hardware
boot instructions should likewise be considered part of the TCB.

Due to the lack of comments, the legacy nature of the code, and the use of third-party code and operating
systems, we believe that any sort of comprehensive, top-to-bottom code review would be nearly impossible.
Not only does this increase the chances that bugs exist in the code, but it also implies that any of the coders
could insert a malicious backdoor into the system without necessarily being caught. The current design
deficiencies provide enough other attack vectors, however, that such an explicit backdoor is not required to
successfully attack the system. Regardless, even if the design problems are eventually rectified, the problems
with the coding process may well remain intact.

Since the initial version of this paper was made available on the Internet, Diebold has apparently “de-
veloped, documented, and implemented a change control process” [27]. The details of this revised process
have not been made available to the public, so we are unable to comment on their effectiveness.

5.4 Code completeness and correctness

While the code we studied implements a full system, the implementors have included extensive comments on
the changes that would be necessary before the system should be considered complete. It is unclear whether
the programmers actually intended to go back and remedy all of these issues as many of the comments
existed, unchanged, for months, while other modifications took place around them. Of course, while the
AVTSCE code we examined appears to have been the current codebase in April 2002, we know nothing
about subsequent changes to the code. (Modification dates and locations are easily visible from the CVS
logs.) These comments come in a number of varieties. For illustrative purposes, we have chosen to show a
few such comments from the subsystem that plays audio prompts to visually-impaired voters.

¢ Notes on code reorganization:
/* Okay, | don't like this one bit. Its really tough to tell where m _AudioPlayer
should live. [..] A reorganization might be in order here. */

e Notes on parts of code that need cleaning up:
[* This is a bit of a hack for now. [..] Calling from the timer message
appears to work. Solution is to always do a 1ms wait between audio clips. */

e Notes on bugs that need fixing:
/* need to work on exception *caused by audio*. | think they will currently
result in double-fault. */

There are, however, no comments that would suggest that the design will radically change from a security
perspective. None of the security issues that have been discussed in this paper are pointed out or marked for
correction. In fact, the only evidence at all that a redesign might at one point have been considered comes
from outside the code: the Crypto++ librdrig included in another CVS archive avs.tar . However,
the library was added in September 2000, before the start of the AVTSCE AccuVote-TS version 4 tree, and
appears to have never been used. (The subsequent SAIC [27] and RABA [24] analyses report that many
of the problems we identify are still applicable to recent versions of the AccuVote-TS system, implying

8http:/iwww.fmod.org/
http:/www.eskimo.com/ weidai/cryptlib.html

20



that, at least up to the version that SAIC and RABA analyzed, there has not been any radical change to the
AccuVote-TS system.)

6 Conclusions

Using publicly available source code, we performed an analysis of the April 2002 snapshot of Diebold’s
AccuVote-TS 4.3.1 electronic voting system. We found significant security flaws: voters can trivially cast
multiple ballots with no built-in traceability, administrative functions can be performed by regular voters,
and the threats posed by insiders such as poll workers, software developers, and janitors is even greater.
Based on our analysis of the development environment, including change logs and comments, we believe
that an appropriate level of programming discipline for a project such as this was not maintained. In fact,
there appears to have been little quality control in the process.

For quite some time, voting equipment vendors have maintained that their systems are secure, and that
the closed-source nature makes them even more secure. Our glimpse into the code of such a system reveals
that there is little difference in the way code is developed for voting machines relative to other commercial
endeavors. In fact, we believe that an open process would result in more careful development, as more
scientists, software engineers, political activists, and others who value their democracy would be paying
attention to the quality of the software that is used for their elections. (Of course, open source would not
solve all of the problems with electronic elections. It is still important to verify somehow that the binary
program images running in the machine correspond to the source code and that the compilers used on the
source code are non-malicious. However, open source is a good start.) Such open design processes have
proven successful in projects ranging from very focused efforts, such as specifying the Advanced Encryption
Standard (AES) [23], through very large and complex systems such as maintaining the Linux operating
system. Australia is currently using an open source voting syStem

Alternatively, security models such as the voter-verified audit trail allow for electronic voting systems
that produce a paper trail that can be seen and verified by a voter. In such a system, the correctness burden
on the voting terminal’s code is significantly less as voters can see and verify a physical object that describes
their vote. Even if, for whatever reason, the machines cannot name the winner of an election, then the paper
ballots can be recounted, either mechanically or manually, to gain progressively more accurate election
results. Voter-verifiable audit trails are required in some U.S. states, and major DRE vendors have made
public statements that they would support such features if their customers required it. The EVM-bimject
an ambitious attempt to create an open-source voting system with a voter-verifiable audit trail — a laudable
goal.

The model where individual vendors write proprietary code to run our elections appears to be unreliable,
and if we do not change the process of designing our voting systems, we will have no confidence that our
election results will reflect the will of the electorate. We owe it to ourselves and to our future to have robust,
well-designed election systems to preserve the bedrock of our democracy.
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