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1 Introduction  
This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the 
federal voting system certification testing of the Premier Election Solutions (Premier) ASSURE

®
 1.2 voting system 

to the Voting System Standards 2002 (VSS 2002). 
 
The Premier ASSURE

®
 1.2 voting system has been submitted to iBeta for testing to support Premier's application 

#DBD0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002.  This is an initial 
EAC certification.  
 
The ASSURE

®
 1.2 voting system  includes the following components: 

 The Global Election Management System (GEMS®) for ballot preparation and central count functions; 

 The AccuVote
®
-TSX  touch screen Direct Recording Electronic (DRE) video and audio voter editable 

ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot inputs for voters with 
manual dexterity limitations (Models A, B, C, and D); 

 The AccuVote
®
-TS R6 touch screen DRE video and audio voter editable ballot devices with accessible 

ballot inputs for voters with manual dexterity limitations (Models A and B); 

 The AccuVote
®
-OS (Models A, B, C, and D) and AccuVote

®
-OSX (Models A) precinct count optical 

scanners;  

 The AccuVote
®
-OS (Models A, B, C, and D) optical scanners installed with Central Count firmware;  

 The AutoMARK
™

 Voter Assist Terminal (Models A100, A200, and A300);  

 The PhotoScribe
®
 PS900 iM2/PS960, an image-based, AccuVote

®
-OS ballot scanner workstation; and 

 Premier Central Scan (PCS) batch-ballot counting application used to control the scanning and 
processing of AccuVote

®
-OS ballots in central count. 

 
The purpose of this document is to provide an overview of the certification testing and findings.  The complete list of 
the systems names, major subsystems, version numbers and any interfacing devices is detailed in section 3 
ASSURE 1.2 Voting System Identification.  Additional details of the design, structure, and processing capabilities 
are identified in the section 4 Voting System Overview. 
 
Application #DBD0701 originally identified SysTest Labs (SysTest) as the VSTL.  Due to the suspension of SysTest 
during the ASSURE

®
 1.2  certification effort,  Premier was authorized by the EAC to transfer their application for 

certification of the ASSURE
®
 1.2  to iBeta.  At the time of the suspension the ASSURE

®
 1.2  test plan revision 9 

was approved by the EAC and an amount of testing had been completed.  Premier petitioned the EAC to assess 
the testing performed by SysTest for consideration of reuse.  The EAC issued a letter to Premier, 20 November 
2008 Letter to Premier Reuse of Testing - Final, in which they outlined the conditions for the assessment of reuse 
process.  This process is outlined in the as run test plan which is contained in the attached Appendix H Amended 
Test Plan. 

 
In the letters listed  below, the EAC authorized the reuse of the PCA Source Code Review, the PCA Document 
Review, the Environmental Hardware testing (with exceptions), and the Data Accuracy testing (with exceptions).  

 1/16/09 - -Approval Reuse of Testing FINAL Letter - Reuse of Hardware Testing and PCA Document 
Review  

 

 2/3/09 -- Approval Reuse of Testing source code FINAL 
 

 2/10/09 -- Approval Reuse of Testing - Data Accuracy FINAL 

1.1 ASSURE
®
 1.2 Physical & Functional Configuration 

Audit Scope 
This certification test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA) 
of the ASSURE

®
 1.2 voting system.  Due to the petition for reuse these tasks were performed by either SysTest or 

iBeta Quality Assurance.  Assessment of the SysTest test results was performed by either iBeta or the EAC 
Technical Reviewers as stipulated in 20 November 2008 Letter to Premier Reuse of Testing - Final.   
 
The Physical Configuration Audit (PCA) performed by iBeta for ASSURE

®
 1.2 incorporated a: 

 PCA Document Review Assessment for reuse of the SysTest's review of the ASSURE
®
 1.2 Technical 

Data Package (TDP);  

 3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the ASSURE
®
 

1.2  source code review; and 

 Examination of the voting system configuration submitted to iBeta.  

http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file


EAC Certification #PES-Assure1.2 

Page 6 of 56         (V)2009-22Jul-001(C) 

 
A Functional Configuration Audit (FCA) of the ASSURE

®
 1.2 included a review of the  testing performed by SysTest 

to: 

 The requirements of VSS 2002 data accuracy; 

 The ASSURE
®
 1.2 specifications of the Premier TDP; and 

 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
For the balance of the FCA iBeta identified the scope of the ASSURE

®
 1.2  that includes all FCA Functional and 

System Level Testing (including volume, stress, error recovery, and security requirements of the VSS 2002) for the 
Premier certification test effort. 
 
In order to conduct the balance of the certification test tasks, iBeta:   

 Developed a test plan;  

 Developed and customized test cases;  

 Managed the system configurations; 

 Performed Trusted Builds of all applications;  

 Executed tests, and  

 Analyzed the test results for the iBeta executed tests. 
 
Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards. 
The iBeta test record included test executions and reviews performed by iBeta.  These test executions and reviews 
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted, 
reports to Premier, software and manufacturing resolutions, validations of resolutions and documentation of 
incorporation of resolutions into the voting system.  Test records for work performed by SysTest are retained by 
SysTest.  Materials were provided to the EAC and iBeta for the assessment of reuse. 
 
iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado.  The company is a full service 
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive 
entertainment communities.  iBeta Quality Assurance accreditations for the testing of voting systems to the federal 
standards include  

 National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL) 

 Election Assistance Commission Voting Systems Test Lab (VSTL) 
 
Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and 
various SysTest and iBeta subcontractor non-core hardware environmental test labs.  Non-core hardware 
environmental testing is outside SysTest's  test accreditation scope as a VSTL. SysTest's  methods for validating 
the qualifications of the subcontractor laboratories was provided to the EAC and considered in their decision to 
permit reuse of the non-core environmental testing.  SysTest conducted the non-core safety and hardware 
environmental assessments and testing with the following subcontractors:  

 Compliance Technology Services, 1820 Skyway Drive Unit J, Longmont, Colorado 80504 

 Components Reliability & Safety, 1955 West 153rd Place, Broomfield, CO 80020  

 Criterion Technology, 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474 

 Percept Technology Labs, 4735 Walnut St. #E, Boulder, CO 80301 

 Advanced Product Testing (APT), 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503 

 Wyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806 

1.2 ASSURE
®
 1.2 Exclusions: 

The following identifies the exclusions of the ASSURE
®
 1.2  voting system.  As identified in the VSS 2002 vol.1 

section 4.1.2, software is excluded if it: 

 Provides no support of voting system capabilities; 

 Cannot function while voting system functionality is enabled; and 

 Procedures are provided that confirm software has been removed, disconnected or switched.  
 
The following functions are excluded from the ASSURE

®
 1.2 voting system and therefore not tested in this 

certification effort: 

 Cumulative Voting;  

 Ranked Order Voting;  

 Use of Wireless Communications: There is no use of wireless communications;  

 Shared Operating Environment: ASSURE
®
 1.2 does not share an environment with other data processing 

functions (with the exception of the ExpressPoll 4000/5000 and VCProgrammer that share an environment 
with voter registration applications; and 

 There is no provision for the broadcasting of results. 
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In addition, the submitted voting system does not have components that are used external to the voting functions.    

1.3 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing  

Table 1 Internal Documents 
Version # Title Abbreviation Date Author (Org.) 

v1.0 Voting Certification Master 
Services Agreement 

MSA contract  October 29, 
2008 

iBeta Quality Assurance 

 Statement of Work 02 SOW 02 November 14, 
2008 

iBeta Quality Assurance 

 Statement of Work 03 SOW 03 January 14, 
2009 

iBeta Quality Assurance 

 Statement of Work 04 SOW04 May 26, 2009 iBeta Quality Assurance 

iBeta  VSTL Procedures    

v.2.1 Voting Deliverable Receipt 
Procedure 

 9/19/08 iBeta Quality Assurance 

v.2.0 PCA Source Code Review 
Procedure 

 4/21/09 iBeta Quality Assurance 

v.5.0 C and C++ Review Criteria  3/2/09 iBeta Quality Assurance 

v.4.0 C# Review Criteria  3/3/09 iBeta Quality Assurance 

v.1.0 ABASIC Review Criteria  3/4/09 iBeta Quality Assurance 

v.3.0 VB.NET Review Criteria  3/3/09 iBeta Quality Assurance 

v.3.0 8051 Review Criteria  3/2/09 iBeta Quality Assurance 

v.2.0 Z80 Review Criteria  3/3/09 iBeta Quality Assurance 

v.2.0 Visual Basic Review Criteria  6/19/07 iBeta Quality Assurance 

v.1.0 Witness Build Procedure  4/18/08 iBeta Quality Assurance 

v.2.0 Trusted Build Procedure  1/23/09 iBeta Quality Assurance 

v.4.0 Test Case Preparation  
and Execution Procedure 

 5/23/08 iBeta Quality Assurance 

v.4.0 VSTL Test Planning  
Procedure 

 5/23/08 iBeta Quality Assurance 

v.4.0 VSTL Certification Report 
Procedure 

 4/24/09 iBeta Quality Assurance 

iBeta  Project Documents    

 Premier Code and 
Equipment Receipt 

 7/17/09 iBeta Quality Assurance 

 PCA Configuration - Assure 
1.2 

 7/21/09 iBeta Quality Assurance 

 FCA GEN01 System Test 
Case Assure 1.2 

 7/9/09 
 

iBeta Quality Assurance 

 FCA GEN02 System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA GEN03 System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA GEN04a System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA GEN04b System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA PRI01 System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA PRI02 System Test 
Case Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA Environmental Test 
Case - Assure 1.2 

 6/30/09 
 

iBeta Quality Assurance 

 FCA Security Review - 
Assure 1.2 

 7/7/09 iBeta Quality Assurance 

 FCA Characteristics Test 
Case - Assure 1.2 

 6/18/09 iBeta Quality Assurance 

 FCA Telephony and 
Cryptographic TC-Assure 
1.2 

 7/6/09 iBeta Quality Assurance 

 FCA Volume Test Case 01  6/16/09 iBeta Quality Assurance 
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Version # Title Abbreviation Date Author (Org.) 

 FCA Volume Test Case 02a  5/1/09 iBeta Quality Assurance 

 FCA Volume Test Case 02b  5/20/09 iBeta Quality Assurance 

 GEMS-R85 Regression Test 
Case Assure 1.2 

 7/1/09 iBeta Quality Assurance 

 VAT-RearEject Regression 
Test Case Assure 1.2 

 7/6/09 iBeta Quality Assurance 

 VOL1 Regression Test Case 
Assure 1.2 

 6/29/09 iBeta Quality Assurance 

 VOL1b Regression Test 
Case Assure 1.2 

 6/30/09 iBeta Quality Assurance 

 VOL02b Regression Test 
Case Assure 1.2 

 6/29/09 iBeta Quality Assurance 

 AVOS-PC-R94 Regression 
Test Case Assure 1.2 

 7/6/09 iBeta Quality Assurance 

 GEN02-R Regression Test 
Case Assure 1.2 

 6/30/09 iBeta Quality Assurance 

 GEN02-R Regression Test 
Case Assure 1.2 (V.1 added) 

 7/21/09 iBeta Quality Assurance 

V.5.2 EAC Certification Program 
Requirements Matrix 

 7/21/09 EAC with input from 
iBeta Quality Assurance 

 

1.4 External Documentation 
The documents identified below are external resources used to in certification testing. 

Table 2 External Documents 
Version # Title Abbreviation Date Author (Org.) 

 Help America Vote Act HAVA 10/29/02 107
th

 
Congress 

NIST 
Hdbk 150 
2006 Ed. 

NVLAP Voting System Testing NIST 150 February 
2006 

NVLAP 

NIST 
Hdbk 150-
22 

NVLAP Voting System Testing NIST 150-22 December 
2005 

NVLAP 

 Federal Election Commission Voting System 
Standards 

VSS April 2002 Federal 
Election 
Commission 

 Voting System Testing & Certification Program 
Manual  

 1/1/07 EAC 

V1.0 Voting System Test Laboratory Program Manual  VSTL 
Program 
Manual 

July 2008 EAC 

Form v.5.2 EAC Test Matrix Template   EAC 

 EAC Decision on Request for Interpretation 2007-02, 
2002 VSS, Vol. 1, Section 4.2.5 (single character) 

Interpretation 
2007-02 

5/14/07 EAC 

 EAC Decision on Request for Interpretation 2008-01, 
2002 VSS Vol. II, 2005 VVSG Vol. II, Section 4.7.1 & 
Appendix C 

Interpretation 
2008-01 

2/6/08 EAC 

 EAC Decision on Request for Interpretation 2008-02, 
Battery Backup for Optical Scan Voting machines 

Interpretation 
2008-02 

2/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-03 
Operating System Configuration 

Interpretation 
2008-03 

10/3/08 EAC 

 EAC Decision on Request for Interpretation 2008-04, 
2002 VSS Vol. I, Section 2.3.1.3.1a; 2005 VVSG Vol. 
II, Section 2.2.1.3a Ballot Production 

Interpretation 
2008-04 

5/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-05, 
2002 VSS Vol. I, Section 3.4.2, 2005 VVSG Vol. I, 
Section 4.3.2, Durability 

Interpretation 
2008-05 

5/19/08 EAC 

 EAC Decision on Request for Interpretation 2008-06, 
2002 VSS Vol. I, Sections 3.2.2.4c, 3.2.2.5 
2005 VVSG Vol. I, V. 1.0, Sections 4.1.2.4c 

Interpretation 
2008-06 

8/29/2008 EAC 
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Version # Title Abbreviation Date Author (Org.) 

(Electrical Supply), 4.1.2.5 (Electrical Power 
Disturbance) 

 EAC Decision on Request for Interpretation 2008-07; 
2002 VSS Vol. I, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1, 
4.4.3, 9.4; 2002 VSS Vol. II, Sections, 3.3.1, 3.3.2; 
2005 VVSG Vol. I, Sections, 2.2.4, 2.2.5, 2.2.6, 2.3.1, 
5.4.3; 2005 VVSG Vol. II, Sections, 1.3, 3.3.1, 3.3.2 

Interpretation 
2008-07 

8/27/08 EAC 

 EAC Decision on Request for Interpretation 2008-08 
2002 VSS Vol. I, Glossary 
2005 VVSG Vol. I, Glossary 

Interpretation 
2008-08 

8/1/2008 EAC 

 EAC Decision on Request for Interpretation 2008-09 
(Safety Testing)  
2002 VSS Vol. I, Section, 3.4.8 ;2005 VVSG Vol. I, 
Section 4.3.8 

Interpretation 
2008-09 

8/25/2008 EAC 

 Notice of Clarification NOC 07-001:  Timely 
Submission of Certification Application 

NOC 07-01 7/17/07 EAC 

 Notice of Clarification NOC 07-002: VSTL Work with 
Manufacturers Outside of Voting System Certification 
Engagements 

NOC 07-02 7/24/07 EAC 

 Notice of Clarification 07-05: Voting System Test 
Laboratory (VSTL) responsibilities in the 
management and oversight of third party testing. 

NOC 07-05 9/7/07 EAC 

 Notice of Clarification NOC 08-001: Validity of Prior 
Non-Core Hardware Environ-mental and EMC 
Testing 

NOC 08-01 3/26/08 EAC 

 Notice of Clarification 
NOC 08-003: Clarification of EAC Conformance 
Testing Requirements for VSTLs 

NOC 08-03 7/30/08 EAC 

 Notice of Clarification  
NOC 09-002: Laboratory Independence 

NOC 09-02 5/4/09 
 

EAC 

 Warrant of Accepting Change Control Responsibility  7/15/09 Premier 
Election 
Solutions 

ASSURE
®
 1.2 EAC Correspondence    

 Premier Permission to replace SysTest Labs Letter  October 
29, 2008 

Premier 
Election 
Solutions 

  Approval of Premier Assure 1.2 Test Plan Letter  April 7, 
2009 

EAC 

ASSURE
®
 1.2  Reuse Correspondence    

 Letter to Premier on reuse of testing - final  November 
20, 2008 

EAC 

 Premier PCA Document Review Letter  January 7, 
2009 

iBeta Quality 
Assurance 

 Premier Environmental Test Review Letter  January 8, 
2009 
 

iBeta Quality 
Assurance 

 Reuse of prior testing conducted by SysTest 
Laboratories Letter (PCA Document Review and 
Environmental Hardware Testing) 

 January 
16, 2009 

EAC 

 Premier PCA Source Code Review Letter  January 
23, 2009 

iBeta Quality 
Assurance 

 Reuse of prior testing conducted by SysTest 
Laboratories Letter (PCA Source Code Review) 

 February 
3, 2009 

EAC 

 Premier Data Accuracy Test Review Letter  February 
5, 2009 

iBeta Quality 
Assurance 

 Reuse of prior testing conducted by SysTest 
Laboratories Letter (Data Accuracy Testing) 

 February 
10, 2009 

EAC 

ASSURE
®
 1.2 Test Documents    

Rev.9.0 Premier Solutions Assure 1.2 Voting System Test 
Plan Document Number 06-V-DB-CTP-01 

 5/1/08 SysTest Labs 

Rev.01 Premier Election Solutions Assure 1.2 Voting System 
Certification Test Report (Report Number 06-V-DB-

 2/22/08 SysTest Labs 

http://www.eac.gov/program-areas/voting-systems/test-lab-accreditation/program-areas/voting-systems/docs/10-29-08-ltr-from-premier-to-eac.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/letter-from-eac-accepting-vstl-test-plan-2-0-for-premier-assure-1.2/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/11-20-08-ltr-to-premier-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/premier-pca-document-review-letter.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/premier-environmental-test-review-letter.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/test-plans
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
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Version # Title Abbreviation Date Author (Org.) 

058-CTR-01) 

090120-
1367 

EMC Qualification Test Report Premier Election 
Solutions OSX Ballot Box Rev 5 49-211669-000a 

 April 16, 
2009 

Criterion 
Technology 

090410-
1393 

EMC Qualification Test Report Premier Election 
Solutions AccuVote®-TSX, A, with AVPM 

 May 7, 
2009 

Criterion 
Technology 

090410-
1394 

EMC Qualification Test Report Premier Election 
Solutions AccuVote®-TSX, A, non-AVPM 

 May 7, 
2009 

Criterion 
Technology 

090410-
1395C 

EMC Qualification Test Report Premier Election 
Solutions AccuVote®-TSX, C, with AVPM 

 July 13, 
2009 

Criterion 
Technology 

090410-
1396D 

EMC Qualification Test Report Premier Election 
Solutions AccuVote®-TSX, D, with AVPM 

 July 13, 
2009 

Criterion 
Technology 

 

1.5 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 System 
Identification. 

1.6 Test Report Contents 
The contents of this Test Report include:  

 Section 1: The Introduction- identifies the scope of certification testing. 

 Section 2: The Certification Test Background identifies the process for the Physical and Functional 
Configuration Audits. 

 Section 3: The Voting System Identification identifies the system configuration including hardware, 
software and the Technical Data Package documentation. 

 Section 4: The Voting System Overview identifies the overall design and functionality of voting system. 

 Section 5: The Certification Review and Test Results are the methods and results of the testing effort. 

 Section 6: The Opinions & Recommendations of the acceptability of the voting system. 
Test Operations, Findings and Data Analysis are in the appendices.   

 Appendix A: Certification Test Requirement (conformance to the applicable standard). 

 Appendix B: Source Code Reviews  

 Appendix C: TDP Document Reviews 

 Appendix D: Test Results (Functional, Environmental, Accuracy etc.) 

 Appendix E: Discrepancy Report 

 Appendix F: Warrant of Accepting Change Control Responsibility  

 Appendix G: Trusted Build and Validation Tools 

 Appendix H: Test Plan 

 Appendix I:  State Test Reports 

 Appendix J: Premier Implementation Statement 

 Appendix K: EAC Certification Number 
 

1.6.1 VSTL Program Manual Format Trace 
Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific format.  The 
format of this report follows the recommended outline stipulated in the VSS 2002 vol. 2 Appendix B.  As these 
documents identify placement of information in different locations a trace is being provided to clarify the location of 
the specified content in this report. 
 

Table 3 Trace of the Test Report to the VSTL Program Manual  
EAC VSTL Program Manual Appendix B Test Report - VSS 2002  vol. 2 Appendix B 

1. System Identification and Overview 1. 
3. 
4. 

Introduction  
Voting System Identification 
Voting System Overview 

2 Certification Test Background 2. Certification Test Background 

2.1 Revision History 2 Certification Test Background 

2.2 Implementation Statement 2 
7.9 

Certification Test Background 
Implementation Statement  

3 
3.1 

Test Findings and Recommendations 
Summary Finding and 
Recommendation 

5 
6 

Certification Review and Test Results 
Opinions & Recommendations 

3.2 Reasons for Recommendation of N/A Not applicable; no recommendation of 
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EAC VSTL Program Manual Appendix B Test Report - VSS 2002  vol. 2 Appendix B 

Rejection rejection 

3.3 Anomalies (may also be identified as 
discrepancies, issues or defects ) 

Update 5.1-
5.7 section 
 
Appendices: 

A 
 
 

B 
 
 

D 
 
 

E 

Provides a general description of how 
anomalies were encountered and reported 
during testing. 
 
Appendix A traces the VSS requirements to 
the specific anomalies. 
 
Addendum to Appendix B contains software 
related source code discrepancy detail. 
 
Appendix D Tables: "Issues Opened" traces 
the specific anomalies to the relevant test. 
 
Appendix E, ASSURE

®
 1.2 Discrepancy 

Report , provides the discrepancy number, 
date, tester, location, description, and VSS 
2002  requirement information about 
anomalies encountered during document 
reviews and testing. 

3.4 Correction of Deficiencies Update 5.1-
5.7 section 
 
Appendices: 

A 
 

B 
 
 

D 
 
 

E 

Provides a general description of how 
deficiency corrections were confirmed. 
 
Appendix A traces the VSS requirements to 
the specific closed anomalies. 
 
Addendum to Appendix B reflects pass 
criteria for all reviewed source code. 
 
Appendix D Tables: "Issues Closed" traces 
the specific anomaly resolutions to the test  
 
Appendix E, ASSURE

®
 1.2 Discrepancy 

Report ,   provides the vendor responses 
and resolution validations for anomalies 
encountered during document reviews and 
testing. 

Appendix 
A 

Additional Findings  Appendices: 
A 
 
 
 
 

D 

Appendix A: Certification Test Requirements 
contains "should" and "not applicable" 
requirements.  Comments provide rationale 
and references to relevant EAC 
Interpretations or Notices of Clarification. 
 
Appendix D: Supported Voting Variations of 
the VSS 2002 Section 2.2.8.2 identifies 
"unsupported" optional functionality. 

Appendix 
B 

Warrant of Accepting Change Control 
Responsibility 

Appendix 
F 

Warrant of Accepting Change Control 
Responsibility 

Appendix 
C 

Witness Build Appendix 
G 

Trusted Build and Validation Tools  
documents the Witness of the Trusted Build 

Appendix 
D 

Test Plan  Appendix 
H 

Test Plan 

Appendix 
C 

State Test Reports Appendix  
 I 

State Test Reports 

  Appendix 
J 

Implementation Statement 

  Appendix 
K 

EAC Certification Number 

 
 



EAC Certification #PES-Assure1.2 

Page 12 of 56         (V)2009-22Jul-001(C) 

2 Certification Test Background 
Earlier versions of products in this effort completed qualification testing under the outdated NASED program.  
These earlier versions are in use, as permitted under the laws of the various states.  Under the EAC program, all 
systems submitted must be fully tested as a new system.  As such the ASSURE 1.2 Certification Test effort is an 
initial certification to the 2002 VSS. 
 
Following the circumstances outlined in section 1, the scope of the Premier ASSURE 1.2 certification test effort 
resulted in a unique set of pre-certification test activities.  The purpose of these activities was to assist the EAC in 
determining what certification testing and reviews performed by SysTest could be reused.  Responsibility for these 
activities was designated to either iBeta or the EAC.  These activities are outlined in section 1.  Results of the 
activities performed by iBeta are provided below. 
 
Following the determination of reuse and issuance of instructions by the EAC, iBeta conducted a review of the test 
documentation provided by Premier and SysTest to assess the scope of testing for conformance to the 2002 VSS 
for the functional and system level testing which included Volume, Stress, Error Recovery, Telecommunication, 
Cryptographic, and Security requirements.  
 
As part of the EAC Certification application, Premier submitted an implementation statement for ASSURE 1.2.  A 
copy of this statement is contained in section 7.10.  During the test effort, numerous updates to the Premier 
application were submitted to the EAC; however, none of the application modifications impacted the implementation 
statement.  Certification testing of the Premier ASSURE 1.2 included a Physical Configuration Audit and a 
Functional Configuration Audit.  Daily status reports were sent to ASSURE

 
1.2 certification management staff and 

iBeta project test staff.  These reports included project activity status, issues, and other relevant information.  
Weekly status calls were held with the EAC, EAC Reviewers and Premier.  Upon request, iBeta provided the EAC 
with information to clarify the testing, test process, schedule, and interim discrepancy reports.  

2.1 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 

Table 4 Terms and Definitions 
Term Abbreviation Definition 

Absentee Ballot  A paper ballot cast outside of an early voting center or 
election day polling place. 

AccuView Printer Module AVPM Premier VVPAT designed to allow voters to print and 
review their selections in each race while voting their 
ballot on the AccuVote-TSX unit. 

AccuBasic ABasic Programming language designed to define ABasic 
reports. 
ABasic report files are used to format the content of 
reports and memory card labels that can be printed on 
AccuVote-OSX, AccuVote-OS Precinct Count and 
BallotStation units. 

AccuFeed  Device that provides automated multisheet feeding 
capability for the AccuVote-OS CC. 

AccuVote Optical Scan AVOS, AVOSX Mark-sense and scan image paper-ballot voting 
devices. 

AccuVote-OS 
 

AVOS AccuVote-OS (optical scan) mark-sense ballot scanner.  
 
May be installed with either AccuVote-OS Precinct 
Count or AccuVote-OS Central Count firmware.  

AccuVote-OSX AVOSX AccuVote-OSX image-scan ballot scanner.  
 
The AccuVote-OSX unit is pre-installed with custom 
AccuVote-OSX software running on the Windows CE 
operating system. 

AccuVote TS AccuVote-TS Generic term used to refer to Premier's DRE (Direct 
Recording Electronic) touch screen voting devices, the 
AccuVote-TS R6 and the AccuVote-TSX. 

ASSURE Security Manager ASM Software application that provides an interface to the 
ASSURE Security Service.  The ASSURE Security 
Manager is used to define and dynamically control 
application users, user rights and other security 
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Term Abbreviation Definition 

features from a central location.  Premier Central Scan 
(PCS) requires the use of ASS/ASM. 

AutoCAST  A feature of the AutoMARK VAT that gives the voter 
the option to cast the ballot directly into a secure ballot 
box after verification. 

BallotStation  Dedicated software application used in conjunction with 
the AccuVote-TS voting devices to display ballots, 
record votes, count and tally votes and make a report 
of election results. 

Ballot Marking Device BMD A device that marks a paper ballot for a voter. 

Certified Information System Security 
Profession 

CISSP A certification for information system security 
practitioners, indicating successful completion of the 
CISSP examination administered by the International 
Information Systems Security Certification Consortium. 

Central counter  A type of voting system that records and reports paper 
ballots at the central count location. 

Direction Recording Electronic DRE Touch screen voting device. 

Election management system EMS A set of processing functions and databases within a 
voting system that define, develop and maintain 
election databases; perform election definition and 
setup functions; format ballots; count votes; consolidate 
and report results; and maintain audit trails. 

Escrow Agency  EAC identified repository that retains the file signature 
of the trusted build. 

Executable Lines of Code eLOC Lines of code that execute functionality.   Comments 
and blank lines are excluded from counts of executable 
lines of code. 

ExpressPoll  The ExpressPoll provides precinct management 
functionality including voter verification, signature 
capture, driver's license scanning, voter access card 
encoding, and updating of voter registration 
information.   

ExpressPoll CardWriter  A software program used to encode Voter Access 
Cards for use by the AccuVote TS devices. 

Full or New Code Review  First time submission submitted for certification review 
or previously certified code with changes to the code so 
significant that a full review is warranted. 

Global Election Management System GEMS Name of Premier Election Solutions' Election 
Management System (EMS) software. 

Graphical User Interface GUI A method of interaction with a computer which uses 
pictorial buttons (icons) and command lists controlled 
by a mouse. 

Help America Vote Act HAVA Legislation enacted in 2002 which includes creation of 
the EAC, federal voting standards and accreditation of 
test labs. 

Key Card Tool KCT PC-based software application designed to enhance 
the security provided by the AccuVote-TS units. 

National Standard Reference Library NSRL Part of NIST that provides software escrow. 

National Voluntary Laboratory 
Accreditation Program 

NVLAP Part of NIST that provides third-party accreditation to 
testing and calibration laboratories. 

Optical Scan Accumulator Adapter OSAA Hardware adapter that allows the memory card from an 
AccuVote-OS unit to be used with the AccuVote-TSX. 

Plain Old Telephone Service POTS Terminology used to refer to analog voice-quality 
telephone service used by some types of 
telecommunications. The abbreviation is used 
especially to distinguish it from any digital telephone 
system. 

Post-election logic and accuracy 
testing 

Post-LAT Post-LAT mode is used after the election to confirm the 
vote recording accuracy results match Pre-election LAT 
results.  Vote simulation can be used in Post-LAT 
mode.  Post-LAT mode votes cannot be intermixed or 
accumulated with Official Mode results. 

Pre-election logic and accuracy Pre- LAT Pre-LAT mode is used for validating accurate vote 
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Term Abbreviation Definition 

testing recording accuracy prior to an election.  Vote simulation 
can be used in Pre-LAT mode.  Pre-LAT mode votes 
cannot be intermixed or accumulated with Official Mode 
results. 

Precinct counter  A type of voting system that records paper or electronic 
ballots at the polling place. 

Premier Central Scan PCS A software application designed for high-speed, 
AccuVote-OS batch-ballot processing. 

Premier AutoMARK Information 
Management System 

AIMS A Windows-based election management system 
software application to define election parameters for 
the VAT, including functionality to import election 
definition files produced by GEMS and create VAT 
flash memory cards. 

Primary – Closed  Voters must declare a party affiliation in order to vote in 
the primary.   

The voter declares their party affiliation to the election 
official and receives a ballot containing only those 
party-specific contests, along with non-party-specific 
contests presented at the same election. 

Unaffiliated voters are permitted to vote only on non-
party-specific contests. 

Primary – Open (Selective or Pick-A-
Party) 

 Voters do not have to declare a party affiliation in order 
to vote in the primary.   
 
Depending on state law, the voter can declare their 
party preference to the election official or make their 
choice of party within the privacy of the voting booth.   
 
The voter receives a ballot containing only those party-
specific contests, along with non-party-specific contests 
presented at the same election. 
 
Unaffiliated voters are permitted to vote only on non-
party-specific contests.   

Primary – Open   Voters do not have to declare a party affiliation in order 
to vote in the primary.   
 
A primary election (aka Top Two) that allows voters to 
choose among all candidates running for each office.  
Candidates from all parties are listed under the same 
contest. 

Sip & Puff device Sip & Puff A DRE ballot navigation and vote selection assistive 
device, used by individuals with dexterity challenges or 
limitations on the use of their hands. 

Smart Card  A credit-card sized identification card from which 
information can be read and to which information can 
be written. Smart cards used with election equipment 
include: Voter Access cards, Central Administrator and 
Supervisor cards and Security Key cards. 

Trusted Build  A compile and build of the source code reviewed by 
iBeta into executable code.  Construction of the build 
platform and compile is performed by iBeta following 
the documented instructions of the manufacturer.  A 
manufacturer's representative is present to witness the 
build.  

Technical Data Package TDP  The documentation and code relating to the voting 
system, submitted by the manufacturer for review. 

Uninterruptible Power Supply UPS Uninterruptible Power Supply. Battery backup that 
provides emergency power. 

Universal ADA Interface Device UAID Hardware Interface Device that offers voters with 
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Term Abbreviation Definition 

accessibility issues the opportunity to vote on an 
unassisted basis. 

U.S. Election Assistance Commission EAC U.S. agency established by the Help America Vote Act 
of 2002 to administer Federal elections. 

Voluntary Voting System Guidelines VVSG Federal voting system test standards created by the 
EAC.  

Voter Assist Terminal VAT An AutoMARK device used to mark the ballot 
selections of voters who are visually impaired, have a 
disability, or who are more comfortable using an 
alternative language. 

Voter Card Encoder VCE Device used to create voter access cards to be used 
for voting on an AccuVote-TS unit. 

Voter Card Programmer VCProgrammer Program used to create voter access cards for the 
AccuVote-TS; may either run on stand-alone basis, or 
interface with the jurisdiction's voting registration 
system. 

Voting System Standards VSS Federal voting system test standards, predecessor of 
the VVSG. 

Voting System Test Lab VSTL Lab accredited by the EAC to perform certification 
testing of voting systems. 

Voting Variations  Significant variations among state election laws 
incorporating permissible ballot content, voting options 
and associated ballot counting logic. 

Voter Verified Paper Audit Trail VVPAT  A software independent printed record of the electronic 
DRE ballot cast which is to be confirmed by the voter 
as an accurate report of their vote. 

 

2.2 Physical Configuration Audit 
The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including the source 
code, documentation and system configuration reviews.  Validation of COTs software and hardware, execution of a 
Trusted Build with the reviewed source code and installation of the executable are part of the PCA.  
 

2.2.1 PCA TDP Source Code Review 
The PCA TDP Source Code Review of ASSURE 1.2 was performed by SysTest Labs.  Premier petitioned for reuse 
of this review.  In order to assist in making a determination of reuse the EAC instructed iBeta to audit 3% of the 
Premier ASSURE 1.2 source code for assessment and recommendation of reuse of the applicable PCA Source 
Code Review conducted by SysTest.  In assessing this sample iBeta reviewed the sampling to Vol. 1 Sect. 4.2 and 
Vol. 2 Sect. 5 of the VSS 2002.  iBeta focused the review by selecting source code files and functions that process 
vote data, audit logs, and reporting.  The results were recorded on Source Code Review sheets (Excel 
spreadsheets).  All issues were identified in the review and logged on a Discrepancy Report.  Following a peer 
review issued were identified as follows:  

 Green: Non-logic issues - recommend for reuse per EAC instruction letter; 

 Yellow: Potential logic issues- attach issues to the recommendation letter to the EAC for their 
consideration in determination of reuse; and 

 Red: Confirmed logic issues - recommend 100% review to the EAC. 
 
Any source code updates or changes received from Premier during the test effort were compared to the transferred 
code base from SysTest.  All identified changes were 100% reviewed by iBeta.  
 

2.2.2 PCA TDP Document Review 
The PCA TDP Document Review of Premier ASSURE 1.2  for conformance to Vol. 2 Sect. 2 of the VSS 2002 was 
performed by SysTest Labs.  Premier petitioned the EAC for reuse of this analysis.  The EAC instructed iBeta to 
perform an assessment and provide a recommendation for reuse of the TDP in ASSURE 1.2.  To conduct the audit, 
iBeta selected a sampling of the full Premier ASSURE 1.2 TDP.  The documents selected for the sampling review 
and audit of each product as well as coverage of each section in the VSS Volume 2 Section 2 TDP requirements.  
Results of the review were recorded.   Upon completion each review was peer reviewed.  The status of the review 
as well as the peer was tracked in the Status Report and  PCA Document Review spreadsheet.  The results were 
provided to the EAC to assist in their determination of reuse.  No discrepancies were written as a result of the 
assessment review. 
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During testing the review of documents necessary to complete ASSURE 1.2  trusted builds, sample code review; 
test planning and test execution were incorporated into these tasks and recorded in the daily status.  Missing 
content or discrepancies were reported in iBeta's ASSURE 1.2  Discrepancy Report.  The Discrepancy Report was 

forwarded to Premier for correction. 
 

2.2.3 PCA System Configuration Review 
The PCA System Configuration Review of Premier ASSURE 1.2 was performed to verify the hardware and software 
configuration is consistent with the technical data package (VSS Vol. 1 Sect. 8.7.1).  Reviewed results were 
recorded on PCA System Configuration Review sheets (Excel spreadsheets). 
 

2.2.4 Trusted Build and Installation 
The Trusted Build and Installation of the executable code (“trusted build”) for the Premier ASSURE 1.2 was 
performed using the source code reviewed by SysTest and iBeta, per VSS Vol. 1 Sect. 9.6.2.  Completion of the 
build was documented in the Final Trusted Build and Code Comparison Template (Word Document).   

2.3 Functional Configuration Audit 
The Functional Configuration Audit was an examination of the functional aspects of the voting system.  This 
included review of the Premier ASSURE 1.2  voting system submitted test documentation, user manuals and 
execution of all required tests.  The voting system was configured in accordance with the Premier TDP; specifically 
the Premier's Windows Configuration Guide, Revision 10, which .  A test method description of each test case is 
documented in Appendix D. 
 

2.3.1 FCA Test Documentation Review 
The FCA Test Documentation Review assessed the level of vendor testing of the voting system to the Vol. 1 Sect. 
2, 3, 4, 5, 6, 7 and 9 requirements.  This assessment was used to define the extent of functional testing. 
 

2.3.2 FCA Functional, Accessibility, Maintainability & Reliability Tests 
 
Functional and system level tests were conducted, in accordance with Vol. 2 Sect. 6.  End-to-end mock elections 
were conducted to demonstrate the integrated functionality and processes of the Premier ASSURE 1.2  voting 
system incorporating shared state requirements and those specifically supported by Premier.  Upon completion of 
these Functional and System Level test cases, the evaluation of the Premier ASSURE 1.2  voting system was 
found to meet the accessibility requirements of the VSS 2002, Section 2.2.7 a) through e) (note that there are no 
operable controls that are more than 10 inches behind the reference plane for this submitted voting system). 
 
The system configuration, test objective, test steps, and expected results were identified in each test case.   
Acceptance and rejection results were recorded for each test step. Issues encountered during testing were 
identified in the test record and logged on the PCA and FCA Discrepancy Report, after completion of peer review.  
Premier resolved all discrepancies which did not meet the requirements of the VSS 2002.  Regression tests were 
rerun to validate all submitted fixes.  These validations were recorded in the PCA and FCA Discrepancy Report.   

 

2.3.3 FCA Volume, Stress, Data Accuracy, and Error Recovery Tests 
iBeta reviewed the Premier's Practical System Limits (Appendix A of GEMS 1.21.3 or later Election Administrator's 
Guide) to  identify relevant application and system limits.  Based upon the system and application limits identified in 
this document iBeta defined and conducted a set of three test cases.  These test cases incorporated end-to-end 
mock elections to demonstrate the ability of the system to operate at the declared limits.  Additional scenarios were 
incorporated into the test cases to demonstrate the systems ability to provide an appropriate response to an 
overloading conditions exceeding the limits and recover without losing vote data.   
 
Based on the review of the SysTest Labs Data Accuracy test results and the EAC issued approval for reuse of all 
previous data accuracy test results with the exception of the TSX, the Data Accuracy VSS 2002 requirements for 
the TSX were included and tested within the Volume Test Cases.   Any issues encountered during testing were 
identified in the test record and logged on a Discrepancy Report, after completion of peer review.  Premier resolved 
all discrepancies which did not meet the requirements of the VSS 2002.  Tests were rerun to validate all submitted 

fixes. 
 

2.3.4 FCA Security Tests 
iBeta performed a security review of the Premier security documentation addressing Vol. 1 Sect. 2.2.1, 2.2.3, 2.2.5 
and 6 and Vol. 2 Sect. 6.4.  Based upon this review security specific tests were identified.  In additional to functional 
and system level tests, these tests incorporated source code and document reviews. Functionality to meet the 
requirements incorporated secrecy, integrity, system audit, error recovery or access to the voting system.  The 
review was either conducted or peer reviewed by an iBeta CISSP staff member. The tests or reviews to validate the 
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security of ASSURE 1.2  were recorded in the FCA Security Review.  Premier resolved all discrepancies which did 
not meet the requirements of the VSS 2002.  Tests were rerun to validate all submitted fixes.   
 

2.3.5 FCA Hardware Environmental Tests 
The SysTest's subcontractors listed in section 1 performed hardware testing of the ASSURE 1.2  voting system to 
the requirements of Vol.1 Sect. 3 in accordance with Vol.2 Sect. 4. The review, analysis, testing and test results are 
contained in the test reports and engineering change assessments listed in the Table 2 External Documents - 
SysTest Labs Draft Final Report.  Per the directions of the EAC for reuse of the previous environmental test results, 
iBeta  reviewed the SysTest Labs attached third-party reports provided  to confirm that they included documentation 
that the ASSURE 1.2 submitted hardware passed the required tests and that any failures resulting in engineering 
changes were documented.  This work was performed as part of the Pre-Certification Test Activities and is 
documented in more detail in the Appendix H - Updated ASSURE 1.2 Test Plan.   
 
The EAC issued their approval for reuse of  the majority of the results of the SysTest Environmental Hardware 
testing in  the 16 January 2009 letter (Reuse of prior testing conducted by SysTest Laboratories Letter). 
 

As the FCA Hardware Environmental Tests are non-core tests which must be performed by a laboratory accredited 
in the hardware environmental test methods identified in VSS vol.1, 4.6 and 4.7 and these non-core tests may be 
performed by subcontractor laboratories, under the supervision of the VSTL, if the VSTL does not hold these 
accreditations,  iBeta validated Criterion Technologies accreditation to perform all required hardware environmental 
tests and engaged them as iBeta‟s subcontractor to perform the tests.   
 
A detailed test case with test instructions was provided to Criterion  to review, assess and test the ASSURE 1.2 
AccuVote-TSX DRE and AccuVote-OSX and Ballot Box.  iBeta created test election databases for all operating 
tests and to validate the operational status of the equipment before and after each environmental test.  The system 
configuration, test objective, test steps, and expected results were identified.  Acceptance and rejection results were 
recorded for each test step.  Issues encountered during testing were documented in the test record. In addition to 
the iBeta test record, Criterion provided iBeta with anomaly and test reports following their internal processes. iBeta 
logged anomaly reports as issues on the PCA and FCA Discrepancy Report.  Premier resolved all discrepancies 
which did not meet the requirements of the VSS 2002. 
 

2.3.6 FCA Telephony and Cryptographic Review and Tests 
An examination of the ASSURE 1.2   voting system was conducted to confirm that it does not contain wireless data 
interchange devices. The results of this review were recorded in the FCA Telephony and Cryptographic Test Case.   
Based upon this review specific tests were identified against the requirements of VSS Vol. 1  Section 5 and 6.  
Functionality to meet the requirements incorporated telephony and cryptography of  the voting system.  The testing 
and review was either conducted or peer reviewed by an iBeta CISSP staff member. The tests or reviews to 
validate the security of ASSURE 1.2  were recorded in the FCA Security Review.  Premier resolved all 
discrepancies which did not meet the requirements of the VSS 2002.  Tests were rerun to validate all submitted 
fixes. 
 

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
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3 ASSURE 1.2 Voting System Identification 
The description of the Premier ASSSURE® 1.2 submitted for certification is found in the EAC Scope of Certification, 
as noted in section 3.1.  The hardware, software and the Technical Data Package documentation used in the 
certification test environment is indentified in section 3.2.  

3.1 Submitted Voting System Identification 
Table 5 Voting System Name and Version 

Voting System Name Version 

Identified in the EAC Scope of Certification  

 

Table 6 Voting System Polling Place and Central Count Hardware 
Hardware  OS or Firmware & Version Description  

Identified in the EAC Scope of Certification   

 

Table 7 Voting System EMS Software 
Software Applications Version EMS Function Description  

Identified in the EAC Scope of Certification   

 

3.2 ASSURE 1.2  Voting System Identification 
The Voting System Test Environment identifies the specific hardware and software that was used in the test 
environment. The Test Methods in Appendix D identify the specific Premier ASSURE 1.2 voting system software 
and firmware used in each test.  This Voting System includes the following hardware (non-COTS): 

 

Table 8 Voting System Polling Place and Central Count Hardware  
Hardware & Model Firmware & Version Description  

AccuVote-OS Precinct Count   

AccuVote-OS Models A, B, C, and D  1.96.13 Precinct Count ballot counting firmware 
installed on an AccuVote-OS ballot 
scanner. 

 Ballot Box A secure box used to house voted 
ballots counted by the AccuVote-OS. 

AccuVote-OS Central Count 

AccuVote-OS Models A, B, C, and D  2.0.15 Central Count ballot counting firmware 
installed on an AccuVote-OS ballot 
scanner 

AccuFeed Model A, rev E  Not Applicable - no 
firmware 

Device configured with the AccuVote-OS 
for the purpose of processing AccuVote-
OS ballots in high-speed batch mode. 

AccuVote-OSX 

AccuVote-OSX Model A 1.2.6 Optical-scan voting device application for 
paper ballots 

 BootLoader 1.3.11 Application that boots the hardware for 
the AccuVote TS R6, AccuVote TSX, 
and AccuVote OSX 

 Windows CE 500.4.1   Operating System for AccuVote OSX 
Model A 

 Ballot Box A secure box used to house voted 
ballots counted by the AccuVote-OSX 

BallotStation   

AccuVote-TS R6 Models A and B  BallotStation 4.7.8 Software application used in conjunction 
with the AccuVote-TS touch screen 
voting devices 

         BootLoader 1.3.11 Application that boots the hardware for 
the AccuVote-TS R6, AccuVote -TSX, 
and AccuVote -OSX 

 Windows CE 300.3.5 Operating System for AccuVote-TS R6 
Models A and B 

             OSAA Model A n/a Hardware adapter that allows the 
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memory card from an AccuVote-OS unit 
to be used with the AccuVote-TS R6 

             UAID Model A n/a Hardware Interface Device that offers 
voters with accessibility issues the 
opportunity to vote on an unassisted 
basis 

AccuVote-TSX Models A, B, C, and D  Ballot Station 4.7.8 Software application used in conjunction 
with the AccuVote-TS touch screen 
voting devices 

 BootLoader 1.3.11 Application that boots the hardware for 
the AccuVote-TS R6, AccuVote-TSX, 
and AccuVote-OSX 

 Windows CE 410.3.10 Operating System for AccuVote-TSX 
Models A, B, C, and D 

             AVPM Model A 3.0.3 Premier VVPAT for the AccuVote-TSX 

             OSAA Model A n/a Hardware adapter that allows the 
memory card from an AccuVote-OS unit 
to be used with the AccuVote-TSX 

             UAID Model A n/a Hardware Interface Device that offers 
voters with accessibility issues the 
opportunity to vote on an unassisted 
basis 

Optical Scanner   

AutoMARK VAT A100, A200, A300 1.3 PAVR (Build 
1.3.3460) 
 

Firmware for the AutoMARK VAT with 
AutoCAST that supports audio only 

1.3 PVR (Build 1.3.3460) Firmware for the AutoMARK VAT with 
AutoCAST that supports audio and 
visual 

               WinCE 5.00.20 AutoMARK VAT Operating System 

 

Table 9 Voting System Software  
Software Applications Version COTS Platform and Function Description  

Ballot Preparation and Central Count   

GEMS 1.21.5 COTS platform is a PC with Windows 2003 or XP. GEMS 
provides DRE and AccuVote-SO ballot preparation, optical 
scanner and PCS workstation programming and AccuVote-OS 
central count ballot tallying. 

ASSURE Security Manager 1.2.5 COTS platform is a PC with Windows XP. Software application 
that provides an interface to the ASSURE Security Service. The 
ASSURE Security Manager is used to define and dynamically 
control application users, users rights and other security 
features from a central location. Premier Central Scan requires 
the use of Security Manager/Security Service. 

ABasic Report Files 2.2.4 ABasic report files are used to format the content of reports and 
memory card labels that can be printed on AccuVote-OSX, 
AccuVote-OS Precinct Count and BallotStation units. 

AutoMARK AIMS  1.3  (MDE 
1.3.572, 
Template 
1.3.572) 

COTS platform is a PC with Windows XP.  Software that 
prepares the ballots and the election database to be used by the 
VAT 

Key Card Tool 4.7.8 COTS platform is a PC with Windows 2003 or XP. This PC-
based software application that allows the user to create a 
smart card encoded with user-defined security codes or keys. 

Premier Central Scan 2.2.5 COTS platform is a PC or PhotoScribe PS900 iM2/PS960 with 
Windows XP, optional DRS Transport Printer (COTS), and 
optional DigitalPersona U.areU 4000B,  4500 fingerprint readers 
(COTS).  Software application that is designed for high-speed 
AccuVote-OS batch-ballot processing. 

Polling Place    

VCProgrammer 4.7.8 COTS platform is a PC with Windows 2003 or XP. Software 
application is used to encode voter access cards (with or 
without input from a voter registration system) for the purpose of 
activating ballots on the AccuVote-TSX and AccuVote-TS R6 in 
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Software Applications Version COTS Platform and Function Description  

an election with ST-100 or ST-120 (COTS).  

Voter Card Encoder 1.3.3 Software application is used to encode voter access cards for 
the purpose of activating ballots on the AccuVote-TSX and 
AccuVote-TS R6 in an election.   

ExpressPoll Card Writer 1.1.6 An application run on the ExpressPoll 4000 or 5000 to encode 
voter access cards for the purpose of activating ballots on the 
AccuVote-TSX and AccuVote-TS R6 in an election.   

 

3.3 Voting System Test Environment 
The Voting System Test Environment identifies the specific hardware and software that was used in the test 
environment. The Test Methods in Appendix D identify the specific ASSURE 1.2 voting system software and 
firmware build installed for each test iteration. The table below identifies the hardware that was used for testing 
whereas the Appendix H Test Plan table of voting system hardware lists the hardware that was planned to be 
utilized during the test campaign. 

 

Table 10 Voting System Hardware  
Hardware or Equipment Manufacturer Version/Serial 

Number 
Description  (identify COTS) 

Election Management System 
(GEMS - Ballot Preparation 
and Central Count) 

  Ballot preparation & Central Count 

AccuVote-OS Model A with 
Central Count firmware 
installed 

Premier Election Solutions 80787 AccuVote-OS ballot scanner 
installed with Central Count ballot 
counting firmware 

AccuVote-OS Model A with 
Central Count firmware 
installed 

Premier Election Solutions 79770 AccuVote-OS ballot scanner 
installed with Central Count ballot 
counting firmware 

AccuVote-OS Model C with 
Central Count firmware 
installed 

Premier Election Solutions 35265 AccuVote-OS  ballot scanner 
installed with Central Count ballot 
counting firmware 

AccuFeed Model A, rev E Premier Election Solutions 50649 Ballot processing device that 
mates with the AccuVote-OS.  
Used to count large volumes of 
ballots. 

PhotoScribe PS900 iM2 DRS PS900-2206 Central Count image-based ballot 
scanner (COTS with Windows XP 
Pro SP3) 

PhotoScribe PS960 DRS 900-2541-25 Central Count image-based ballot 
scanner (COTS with Windows XP 
Pro SP3) 

PhotoScribe PS960 DRS 900-2368-25 Central Count image-based ballot 
scanner (COTS with Windows XP 
Pro SP3) 

PhotoScribe PS900 iM2 DRS PS900-2298 Central Count image-based ballot 
scanner (COTS with Windows XP 
Pro SP3) 

Dimension 3100 Model DCSM Dell 89KSLB1 GEMS and ASM COTS Server 
(with Windows XP Pro SP3 and 
display adapter Intel® 
82915G/GV/910 Express Chipset 
Family) and also includes Key 
Card Tool and VCProgrammer 

Dimension 3100 Model DCSM Dell HNKSLB1 GEMS and ASM COTS Server 
(with Windows XP Pro SP3 and 
display adapter Intel® 
82915G/GV/910 Express Chipset 
Family) and also includes Key 
Card Tool and VCProgrammer 

PowerEdge 1800 Dell HX6HJ91 GEMS COTS Server (with 
Windows Server 2003 SP2 and 
display adapter RADEON 7000 
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Hardware or Equipment Manufacturer Version/Serial 
Number 

Description  (identify COTS) 

series) and also includes Key Card 
Tool and VCProgrammer 

PowerEdge 2900 Dell CN-0DC391-71070-
661-0751 

 

GEMS and AIMS COTS Server 
(with Windows XP Pro SP3 and 
display adapter ATI ES1000) and 
also includes Key Card Tool, 
Premier Central Scan, and 
VCProgrammer 

AccuVote -TSX and -TS R6   DREs & associated hardware 

AccuVote-TSX Model A 
(AVPM) 

Premier Election Solutions 205176 Stand-alone touch screen DRE 
polling place voting device (also 
supports early voting)  that 
incorporates a color LCD integral 
touch screen, integrated (voter) 
privacy flaps, internal memory for 
storing ballot data and voting 
records, removable results 
cartridge, and protective and public 
counters. 

AccuVote-TSX Model A 
(AVPM) 

Premier Election Solutions 209583 Polling Place DRE (see above) 

AccuVote-TSX Model A (non-
AVPM) 

Premier Election Solutions 201946 Polling Place DRE (see above) 

AccuVote-TSX Model A 
(AVPM) 

Premier Election Solutions 203549 Polling Place DRE (see above) 

 AccuVote-TSX Model B (non-
AVPM) 

Premier Election Solutions 225205 Polling Place DRE (see above) 

AccuVote-TSX Model C 
(AVPM) 

Premier Election Solutions 278293 Polling Place DRE (see above) 

AccuVote-TSX Model C 
(AVPM) 

Premier Election Solutions 264782 Polling Place DRE (see above) 

AccuVote-TSX Model D 
(AVPM) 

Premier Election Solutions 246992 Polling Place DRE (see above) 

 AccuVote-TSX Model D 
(AVPM) 

Premier Election Solutions 283028 Polling Place DRE (see above) 

AccuVote-TSX Model D 
(AVPM) 

Premier Election Solutions 286361 Polling Place DRE (see above) 

AVPM Premier Election Solutions NA A voter verifiable report printer 
used on the AccuVote-TSX 

AVPM Base Premier Election Solutions None AccuVote-TSX base with AVPM 

Non-AVPM Base Premier Election Solutions None AccuVote-TSX base without AVPM 

AutoMARK A100 AutoMARK AM0105430016 Polling Place Voter Assistance 
Device (auto ballot marking) 

AutoMARK A200 AutoMARK AM0206471989 Polling Place Voter Assistance 
Device (auto ballot marking) 

AutoMARK A300 AutoMARK AM0307420109 Polling Place Voter Assistance 
Device (auto ballot marking) 

AutoMARK A300 AutoMARK AM0307420125 Polling Place Voter Assistance 
Device (auto ballot marking) 

AutoMARK A300 AutoMARK AM0307420136 Polling Place Voter Assistance 
Device (auto ballot marking) 

 AccuVote-TS R6 Model A Premier Election Solutions 102071 Polling Place or Early Voting DRE 

 AccuVote-TS R6 Model A Premier Election Solutions 102066 Polling Place or Early Voting DRE 

 AccuVote-TS R6 Model A Premier Election Solutions 126544 Polling Place or Early Voting DRE 

 AccuVote-TS R6 Model B Premier Election Solutions 133847 Polling Place or Early Voting DRE 

 AccuVote-TS R6 Model B Premier Election Solutions 160495 Polling Place or Early Voting DRE 

Precinct Count   Mark-sense, optical scanners & 
associated hardware 

AccuVote-OS Model A Premier Election Solutions 34360 Polling Place Optical Scanner 

AccuVote-OS Model B Premier Election Solutions 33844 Polling Place Optical Scanner 
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Hardware or Equipment Manufacturer Version/Serial 
Number 

Description  (identify COTS) 

AccuVote-OS Model C Premier Election Solutions 35100 Polling Place Optical Scanner 

AccuVote-OS  Model D  Premier Election Solutions 42889 Polling Place Optical Scanner 

AccuVote-OS Model D Premier Election Solutions 41407 Polling Place Optical Scanner 

AccuVote-OS Model D Premier Election Solutions 42885 Polling Place Optical Scanner 

AccuVote-OS Ballot Box Unit Premier Election Solutions Model 33824 Polling place ballot box for  
AccuVote-OS 

AccuVote-OSX Model A Premier Election Solutions 036 Polling Place Optical Scanner 

AccuVote-OSX Model A Premier Election Solutions 038 Polling Place Optical Scanner 

AccuVote-OSX Model A Premier Election Solutions 435 Polling Place Optical Scanner 

AccuVote-OSX Ballot Box Unit Premier Election Solutions 01577 Ballot Box for AccuVote-OSX 
Ballot Scanner 

AccuVote-OSX Ballot Box Unit Premier Election Solutions 01574 Ballot Box for AccuVote-OSX 
Ballot Scanner 

AccuVote-OSX Ballot Box Unit Premier Election Solutions 01583 Ballot Box for AccuVote-OSX 
Ballot Scanner 

Other Hardware    

Optical Scan Accumulator 
Adapter 
(OSAA) 

Premier Election Solutions None Allows results from AccuVote-OS 
memory cards to be accumulated 
on AccuVote-TS R6 and 
AccuVote-TSX devices 

Visually Impaired Ballot Station 
(VIBS) 

Various None A voter assistance accessory that 
can be used with AccuVote-TS R6 
and AccuVote-TSX (touch 
screen voting terminals) 

Universal ADA Interface 
Device (UAID) with ADA switch 
kit or Sip & Puff 

Various 
 

None A voter assistance accessory that 
can be used with AccuVote-TS R6 
and AccuVote-TSX (touch 
screen voting terminals) 

Privacy Filter 3M None Fits on top of the touch screen and 
restricts the side viewing of the 
display 

ExpressPoll 4000 
 

ADVANTECH AD2K0576739C Polling Place Voter Card Creation 
(COTS) 

ExpressPoll 5000 ADVANTECH EPS68Z0M001156 Polling Place Voter Card Creation 
(COTS) 

Voter Card Encoder SPYRUS P300116131 
 

Polling Place Voter Card Creation 
(COTS) 

Voter Card Encoder SPYRUS P300116603 
 

Polling Place Voter Card Creation 
(COTS) 

Smart-Card Terminal ST100 SecureTech 87003252 Smart Card Reader (COTS) 

Smart-Card Terminal ST120 SecureTech 86000297 Smart Card Reader (COTS) 

U.are.U 4500 digitalPersona 8Y00B007930 COTS fingerprint reader 

U.are.U 4500 digitalPersona 8Y00B007403 COTS fingerprint reader 

Transport Printer DRS none COTS Endorsement/Transport 
printer for the PhotoScribe 

Digi PortServer II 16 Port Digi International  V63820034 Port Servers (COTS) 

Digi PortServer II 16 Port Digi International W91223997 Port Servers (COTS) 

Office Connect Dual Speed 
160Port Hub 

 3Com 0100/7T4F044698 Networking (COTS) 

Office Connect Dual Speed 
160Port Hub 

 3Com 0100/7T3F042478 Networking (COTS) 

RICOH LP440C Printer Ricoh SPC811DN Ballot Printer 

Voter Access Cards 
Central Administration Cards 
Ballot Box Keys 
AccuVote-TSX Keys 
128KB PCMCIA Memory 
Cards 
PCMCIA To Compact Flash 
Adapter 
Compact Flash Network 

 Various None  Support equipment  
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Hardware or Equipment Manufacturer Version/Serial 
Number 

Description  (identify COTS) 

Interface Cards 
CAT5 Network Crossover 
Cable 
AccuVote-TSX Stand AC 
Power Cords 
AccuVote-OSX AC Power 
Cord 
Blank Ballots 
Marked Ballots 
Rolls of Thermal and  
non-thermal Printer Paper 
Headphones 
Telephone Cables 

 
The test configuration of the voting devices is provided below in Table 11 as a matrix highlighting the voting device 
configuration of the General and Primary test cases and a brief synopsis of the functionality tested.  Not all particular models 
of each voting device were slated for use in the General or Primary test cases.   
 

Table 11 Premier ASSURE 1.2 Voting Device Hardware Configuration for General and Primary Test 
Cases   

 

HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
  Split 

Precincts: 
  * 2 districts 
     * 2 sub-
districts 
  * 1 
Proposition 
District 
  * 2 precincts 
     * 3 splits 
per precinct 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Proposition/Q
uestion 
Recall A - 
single Yes/No 

Straight Party 
  * Party column 
oriented w/races 
in 1st column 
  * Cross-over if 
no declared 
candidate 
Tally Settings 
  * TS: Non-PA 
Straight Party 
  * OS: Exclusive, 
Non-mandatory 
X-Party Endorse 
Double Sided 
Ballots 
Non-Split 
Precincts: 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Recall B - options 
follow 'Yes' 

Multi-lingual 
Audio 
   * import 
   * direct record 
Accessibility 
(switching) 
Multiple 
Districts/Precin
cts 
   * separate 
ballots 
   * English 
combined ballots 
Straight Party 
   * Party 
graphics 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Proposition/Qu
estion 
Ballot Text 
Report 

Split Precinct 
Vote 1 of N 
Vote N of M 
District 
rotation (set 
during District 
creation) 
Early Voting 
Provisionals 
Export/Import 
Rich Text 
 
Repeatability 
Race 
Rotations (set 
in Race 
Options): 
GEN04a: by 
precinct  
 
GEN04b: 
District  

Open Primary: 
   • Open primary 
with private 
declaration 
(Selective 
Primary) 
   • Party 
selection is first 
choice 
(preference, non-
mandatory) 
   • list nominees, 
not delegates 
2 Page Ballot 
Single Precinct 
Vote 1 of N 
Vote N of M 
Proposition/Qu
estion 
Absentee 

Closed 
Primary: 
  * Same as 
open primary 
with public 
declaration 
  * list delegates 
with nominees 
Split Precincts: 
(same as 
GEN01) 
  * 2 districts 
     * 2 sub-
districts 
  * 1 Proposition 
District 
  * 2 precincts 
     * 3 splits per 
precinct 
Vote 1 of N 
Vote N of M 
Write-In 
(registered) 
Recall D- 
options follow 
either Yes or No 
Candidate 
Withdraw 

GEMS X X X X X X 

BallotStation X X X X X X 

Premier Central 
Scan (PCS) 

  X   X X   

Key Card Tool X X         

VCProgrammer        X (provisional 
cards) 

  X 

ASSURE Security 
Manager (ASM) 

  X   X X   

AIMS   X X X X X 

ABasic    X (196 
Pennsylvania) 

        

Voter Card 
Encoder  (VCE) 

      X (provisional 
cards) 

    

AccuVote-OS PC        

Model A, Low 
Profile 

          X 
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HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
Model A, High 
Profile 

            

Model B, Low 
Profile 

            

Model B, High 
Profile 

        X   

Model C, Low 
Profile 

      X     

Model C, High 
Profile 

  X         

Model D, Low 
Profile 

X           

Ballot Box for 
AccuVote-OS 

X X         

AccuVote-OS CC             

Model A, Low 
Profile 

            

Model A, High 
Profile 

            

Model B, Low 
Profile 

            

Model B, High 
Profile 

            

Model C, Low 
Profile 

        X   

Model C, High 
Profile 

            

Model D, Low 
Profile 

  X   X     

AccuFeed Model 
A 

  X         

AccuVote-OSX              

Model A X X   X X X 

Ballot Box for 
AccuVote-OSX 

X X   X X X 

AccuVote-TS R6              

Model A     X       

Model B       X (Early 
voting)         

(provisional 
cards) 

  X 

VIBS (keypad)      X       

Headphones     X       

AccuVote-TSX              

Model A X X X       

Model B             

Model C         X   

Model D             

AccuVote-TSX 
Base (AVPM) 

X (w/barcode) X     X   

AccuVote-TSX 
Base (Non-AVPM) 

    X       

AVPM Model A X          

OSAA Model A X           

UAID Model A     X       

VIBS (keypad)             

Headphones     X       

AutoMARK             

A100             

A200     X      

A300   X X  X X X 

Headphones     X       

UAID Model A     X       

PhotoScribe              

PS900 iM2       X     

PS960   X X   X   

ExpressPoll             

4000    X       

5000       X (provisional     
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HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
cards) 

 

Table 12 Voting System Technical Data Package Documents  
Due to the size of Table 12, it is provided as an attachment and is not in the main body of this Test Report.  To view, 
selection Attachments in the View menu in Adobe. 

 

Table 13 Other Software, Hardware and Materials 
Material Material Description Use in the Voting System 

Multiple desktop and laptop PCs A variety of PCs running Microsoft 
operating systems 

Supplied by iBeta: Preparation, 
management and recording of test plans, 
test cases, reviews and results 

Repository servers Separate servers for storage of test 
documents and source code, 
running industry standards 
operating systems, security and 
back up utilities 

Supplied by iBeta: Documents are 
maintained on a secure network server. 
Source code is maintained on a separate 
data disk on a restricted server  

Barcode Scanner 2D bar scanning device Supplied by iBeta:  Used to verify the bar 
code on the VVPAT.  

Teltone TLS-5  Telephone Line Simulator Supplied by iBeta:  Used during Telephony 
and Cryptographic Test Case execution 

Microsoft Office 2003 Excel and Word software and 
document templates 

Supplied by iBeta: The software used to 
create and record test plans, test cases, 
reviews and results 

SharePoint 2003 TDP and test documentation 
repository 

Supplied by iBeta: TDP and test 
documentation repository and 
configuration management tool  

Other standard business application 
software 

Internet browsers, PDF viewers 
email 

Supplied by iBeta: Industry standard tools 
to support testing, business and project 
implementation 

Center 325 Mini Sound Level Meter IEC 651 Type 2 handheld sound 
level meter 

Supplied by iBeta: Measure decibel level 

Visual Studio 2003 v.7.1.3808 
(Microsoft) 

Build and source code review 
Integrated Development 
Environment 

Supplied by iBeta: View source code 
review  

RSM v.6.92  
(M Squared Technologies) 

C, C++, Java, and C# static 
analysis tool 

Supplied by iBeta: Identify line counts and 
cyclomatic complexity 

Beyond Compare 2 v.2.4.3 (Scooter 
Software) 

Comparison utility Supplied by iBeta: Used to compare 
file/folder differences 

WinDiff 5.1 (Microsoft) Comparison utility Supplied by iBeta: Used to compare 
file/folder differences 

Hash.exe v.7.08.10.07.12 (Maresware) Hash creation utility Supplied by iBeta: Used to generate hash 
signatures for Trusted Builds 

Nessus v. 3.2.0 Network port scanner and 
vulnerability testing tool 

Supplied by iBeta: Used to scan ports of 
Public Telecommunications Networking for 
vulnerabilities 

WireShark v. 1.0 (Formerly Ethereal v. 
0.99.0) 

An open source network packet 
capture and analysis tool 

Supplied by iBeta: Used to capture 
packets for later analysis of cryptography 

BartPE ghost32.exe (916 CD) OS to boot to for ghosting Disk image backups for testing 
repeatability. 

Norton Symantec Ghost v.11 Tool to create and restore ghost 
images 

Disk image backups for testing 
repeatability and for Trusted Build 
submission to the NSRL 

System  Identification    

AutoMARK Validater Hash code generation tool version 
1.1.1.0 

PC-based software utility used to verify 
that the firmware on the AutoMARK VAT 
units is certified firmware that has not 
been altered in any way. 

AVValidator Hash code generation tool version 
1.0.1 

Software utility used to verify, at any time, 
that the firmware installed on AccuVote-
OSX, AccuVote-TSX, and AccuVote-TS 
R6 is certified firmware that has not been 
altered in any way. 
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4 Voting System Overview 
The Premier ASSURE 1.2 system is a voting system developed by Premier Election Solutions consisting of: 

         Global Election Management System (GEMS) is a comprehensive software application for conducting 

an election, from defining election configuration parameters, jurisdictional information, race and candidate 
ballot content and creating ballot artwork, to the programming of voting device memory cards with election 
and ballot information, receiving election results from uploaded memory cards, and issuing election results 
reports. GEMS is designed to interface with AccuVote-OS, AccuVote-OSX, AutoMARK VAT, PCS, and 
AccuVote-TS devices. 

         AccuVote-OS Precinct Count  is used for counting AccuVote-OS ballots at the polls. A complete system 

is comprised of an AccuVote-OS ballot scanner installed with Precinct Count firmware and a ballot box. 
         AccuVote-OS Central Count is used for batch processing large volumes of AccuVote-OS ballots, such 

as absentee ballots. A complete system is comprised of an AccuVote-OS ballot scanner installed with 
Central Count firmware and an optional AccuFeed ballot feeder. 

         AccuVote-OSX  is a high-resolution image-based optical scanning device and ballot box. The unit comes 

installed with AccuVote-OSX software and runs on the Windows CE operating system. 
         BallotStation  is a dedicated software application designed for use on Premier Election Solutions' 

AccuVote-TS R6 and AccuVote-TSX touch screen voting devices. 
         Key Card Tool  is a PC-based software application designed to enhance the security provided by 

AccuVote-TS units used in an election. This application allows the user to create a smart card encoded 
with user-defined security codes or keys which may then be propagated to the election's voting equipment. 

         VCProgrammer  is a PC-based application that is to used to encode voter access cards for the purpose 

of activating ballots on AccuVote-TS units used in an election. 
         Voter Card Encoder  is a device designed to encode voter access cards for the purpose of activating 

ballots on AccuVote-TS units used in an election. 
         ExpressPoll CardWriter is a software tool used to encode Voter Access Cards for use by the AccuVote 

TS  devices. 
         Premier Central Scan is a high-speed, batch-ballot counting application used to count, adjudicate, and 

tally AccuVote-OS ballots. It is installed on the PhotoScribe, an AccuVote-OS ballot scanner but may also 
run on a COTS PC platform. 

         ASSURE Security Manager  is a software application used to define and manage the security services 

and users of Premier Central Scan software installed on multiple machines. 
         AutoMARK Information Management System (AIMS)  is a Windows PC-based application that 

manages the information required by the AutoMARK VAT for an election. AIMS is developed by Automark 
Technical Systems. 

         AutoMARK Voter Assist Terminal (VAT) is used to mark the ballot selections of voters who are visually 

impaired, have a disability, or who are more comfortable using an alternative language. The AutoMARK 
VAT is manufactured by Automark Technical Systems. 

         AutoCAST is a feature of the AutoMARK VAT that gives the voter the option to cast the ballot directly into 

a secure ballot box after verification. 

4.1 Election Management System - Pre Voting 
Capabilities 

The ASSURE 1.2 election management system pre-vote functions are performed by four software applications that 
are installed on up to four COTS PCs. 
 

4.1.1 Global Election Management System (GEMS) 
Global Election Management System (GEMS) is an election management system software application for defining 
election configuration parameters, jurisdictional information, race and candidate ballot content, creating ballot 
artwork,  programming of voting device memory cards with election and ballot information, receiving election results 
from uploaded memory cards, and issuing election results reports. 
GEMS: 

 Interfaces with the AccuVote-TS DRE units, AccuVote-OS marksense ballot counting devices, AccuVote-
OSX image scan units, and Premier Central Scan; 

 Can configure general or primary elections;  

 Adds, updates and deletes users, languages, voter groups and counter groups; 

 Facilitates jurisdictional definition; 

 Creates, updates and deletes regions, vote centers, districts, base precincts and report precincts; 

 Links base precincts to districts; 

 Adds cumulative report precincts; 
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 Links cumulative report precincts to base precincts; 

 Links report precincts to vote centers; 

 Adds, updates and deletes races and candidates; 

 Manages ballot artwork and ballot generation; 

 Records and imports audio for audio ballots; 

 Can import election data in different formats, including Standard Import, LA Import and Delaware Import; 

 Can create the paper ballot styles required for each voting precinct in the jurisdiction, in the format 
required by the voting device used, based on the jurisdictional, race, candidate content defined; 

 Can configure a single GEMS database corresponding to a unique election; 

 Can configure a master GEMS database with the essential components common to all elections in a 
jurisdiction, then used as template for all subsequent elections; 

 Can create, open, back up, load from backup, or delete a GEMS database; every GEMS database that is 
created corresponds to a unique election; 

 Can create ballot artwork in alternate languages as required for PCS, AccuVote-TS, AccuVote-OSX and 
AccuVote-OS units,  

 Can prepare audio ballot content for every AccuVote-TS ballot style in the election; 

 Can automatically generate ballot artwork into a variety of ballot entities, including ballot styles, card styles, 
ballots, and cards, which take into account candidate rotation and multi-document ballots; 

 Can preview ballot artwork in GEMS in either the Ballot or Card Editors for any of the card entities created; 
these editors may be used to preview and customize ballot artwork;  

 Configures AccuVote-TS, AccuVote-OS and AccuVote-OSX voting and counting options; and 

 Contains administrative and audit reporting capabilities. 
 

4.1.2 AutoMARK Information Management System (AIMS) 
 
The AutoMARK Information Management System includes the AIMS application software installed on a COTS PC. 
The AIMS application manages information required by the AutoMARK Voter Assist Terminal (VAT) for an election, 
including: 

 Importation of GEMS election files; 

 Optional manual entry of election data; 

 Edit of election multilingual text information for proper pronunciation of synthesized speech messages; 

 Store recorded multilingual voice messages in WAV format; 

 Writing of the election database to a compact flash memory card (FMC) in order to provide ballot content 
information to the VAT; 

 Review ballot set-up and preview on-screen ballot display; 

 Performs no ballot counting or vote counting/reporting functions;  

 Log changes to the election database in the AIMS audit log; and 

 Backing up (archive) of the election database. 
 

4.1.3 ASSURE Security Manager (ASM) 
ASSURE Security Manager is a software application which provides a central location where users can define and 
manage the security services and users of Premier Central Scan software installed on multiple machines. The 
ASSURE Security Manager is a client application that provides an interface to the ASSURE Security Service. 
Modeled after Windows' security services, the ASSURE Security Manager and Security Service allow election 
administers to dynamically manage Premier Central Scan users on multiple workstations from a central location. 
ASSURE Security Manager is used to: 

 Create security service user roles and users; 

 Create application user roles and users; 

 Assign database access; 

 Create a Logon Smart Card; 

 Add an image to users; 

 Add fingerprint scans to users; 

 Remove or re-issue a user certificate; 

 Create a Security Token card;  

 Enable or disable Logon Smart Cards or Security Tokens; and 

 Import Issuer certificate. 
 

4.1.4 Key Card Tool (KCT) 
The Key Card Tool is a software application installed on a COTS PC that is designed to enhance the security 
provided by AccuVote-TS touch screen units used in an election. This application allows authorized staff to create a 
smart card encoded with user-defined security codes or keys, which includes the smart card key and data key. The 
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application can also be used to update the smart card key and PIN on Central Administrator and Supervisor cards. 
Smart cards encoded with user-defined security codes or keys may then be propagated to the election's voting 
equipment. Smart cards that have not been encoded with the keys will be rejected by the encoded equipment. 
 
This Key Card Tool is used to: 

 Define security keys; 

 Allow security keys from an existing Key card to be loaded into the Key Card Tool; 

 Encode a PIN number and smart card key on the Central Administrator or Supervisor card; 

 Create a Key card that is used to encode the security key values on the election‟s smart card encoding 
equipment; 

 Create a data key that is used to encode the currently active election files; 

 Create a data key that is used to encode AccuVote-TS units, which will then only accept election files with 
a compatible data key; and 

 Allow AccuVote-TS, Voter Card Encoder, ExpressPoll, and VCProgrammer devices, when properly 
encoded with the keys, to create voter access cards that contain these keys, and only accept cards that 
either contain these keys or default keys. 

4.2 Polling Place - Voting Capabilities 
4.2.1 AccuVote-OS Precinct Count Scanner 
AccuVote-OS Precinct Count firmware is used for counting GEMS AccuVote-OS ballots at the polls. A complete 
system is comprised of an AccuVote-OS ballot scanner installed with Precinct Count firmware. The AccuVote-OS is 
a mark sense-based ballot counting device for counting AccuVote-OS ballots. 
 

 Premier submitted 4 models of the AccuVote-OS for certification.  Model A was the original or base model.  The 
Model B modifications were to the housing manufacturing process from Pressure Form to Injection Molding.  Model 
C replaced the modem and added reinforcement to the I/O panel and filtering components to the power supply.  
Model D added improvements to the ESD resistance for FEC 2002 testing per EC#A4474 while under previous 
NASED Certification Testing.  All models can be either "high" or "low" profile - this designation is referring to the 
profile of the scan head.  During the test campaign, EC#AD813 which concerned the inclusion of a service data 
label as well as EC#A2322 which addressed ESD testing mitigation were incorporated. 
 
A Precinct Count AccuVote-OS unit: 

 Can function in four distinct election modes: Pre-Download Mode, Pre-Election Mode, Election Mode, and 
Post-Election Mode. 

 Accepts a memory card that is programmed with ballot and election information pertaining to the vote 
center once ballot layout has been completed; 

 Is sealed into the ballot box on election day; 

 Scans ballots fed in any one of four orientations – face up, face down, head first, and foot first. 

 Displays ballot return messages that are simple and comprehensible; 

 Automatically drops counted ballots into one of two compartments in a AccuVote-OS ballot box, depending 
on ballot selection criteria specified in GEMS; 

 Allows ballots to be counted either at the precinct on election day, or as absentee, challenged or early 
voting ballots; 

 Writes election results to the memory card as ballots are counted;  

 Provides battery backup in case of power failure;  

 Keeps an audit log of every transaction that occurs on the unit; and 

 Can be configured to communicate with GEMS over a serial or modem connection. 
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4.2.2 AccuVote OSX Scanner 
AccuVote-OSX is a high-resolution image-based optical scanning device and ballot box. The unit comes installed 
with AccuVote-OSX software, which runs on the Windows CE operating system. Election and ballot information 
defined in GEMS is downloaded to PCMCIA memory cards that are then installed on the AccuVote-OSX voting 
devices. The AccuVote-OSX user interface is a bright, four-line 3.5” liquid crystal display (LCD) which works in 
conjunction with two selector buttons just below it.  During the test campaign, EC#AD813 which concerned the 
inclusion of a service data label as well as EC#AC285 which included a change to the crystal (but not to the crystal 
frequency) were incorporated. 
AccuVote-OSX: 

 Is configured to communicate with GEMS over a local area network, a modem, or a direct connection; 

 Allows an administrator to select an option on the display by pressing one of the selector buttons for tasks 
that are performed Pre- and Post- Election. The LCD is covered with a locked compartment cover during 
the election; 

 Features a smart card and password system;  

 Supports user defined security keys; 

 Produces reports, logs, and status messages on a thermal printer; 

 Generates audit log records for every transaction performed on the AccuVote-OSX unit from the time it is 
powered on until it is powered off; 

 Protects access to the printer and memory card compartments, the rear of the unit where the power 
button, smart card reader, and communication connections are located; 

The AccuVote-OSX ballot box: 

 Features three bins. The main compartment is divided into two bins, and there is a third bin in the door of 
the box; 

 Uses the two internal compartments according to conditions set in GEMS;  

 Allows for the use of the bin in the door until the AccuVote-OSX is replaced by a new unit, should a unit fail 
on Election Day; 

 Protects access to the ballot box doors using locked compartments. 
 

4.2.3 AutoMARK Voter Assist Terminal (VAT) 
The AutoMARK VAT is an automated voter assistive paper ballot marking device.  This device assists voters with 
visual, language and manual dexterity challenges.  It only displays ballot for marking on paper.  Temporary memory 
only retains votes until the printing operation is complete.  VSS requirements for a DRE are applicable for ballot 
display and voter selection functions, only.  The VAT is exempt from vote storage and reporting function 
requirements.  
 

 Premier submitted 3 models of the VAT for certification.  The A100 is the original or baseline model.  The changes 
from the A100 to the A200 concerned hardware mounting locations and included modifications to connector types 
and position.  The changes from the A200 and the A300 for the most part dealt with branding.  All labels became 
brand neutral and the included keys became Premier specific.  Security seals were also added both internally and 
externally, and an access hole near the headphone jack was removed.  During the test campaign, the AutoCAST 
hardware modification of ECR0362 was incorporated as well as EC#AD813 which is the inclusion of a service data 
label. 
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VAT Model A300 is pictured above. The VAT: 

 Incorporates a touch screen monitor, tactile input buttons, connections for assistive input devices, audio 
output and a ballot marking printer; 

 Password protects the System Maintenance Menu for setting date/time and loading firmware; 

 Permits installation of an AIMS election database on a compact flash memory card;  

 Provides a test mode for performance of set-up, reporting and maintenance functions; 

 Provides audio, printing, screen and button readiness tests and verification of the ballot definition; 

 Draws a preprinted blank ballot from the voter input tray to determine the form of ballot inserted; 

 Presents the voter with the options to make a language selection for either an audio or visual ballot; 

 Presents the voter with controls to adjust the display contrast/size, volume, speed for synthesized speech  
and repeat  audio output; 

 Present  the ballot as a series of menu-driven voting choices on a color screen; 

 Permits vote selection inputs via a touch screen or assistive switch-based devices (foot paddles); 

 Accumulates the voter's choices in an internal memory until the voter has completed the selection process; 

 Provides a summary of the voter‟s choices for review and confirmation; 

 Marks and prints the paper ballot following voter confirmation of the summary; 

 Accommodates insertion of the ballot in any orientation; 

 Prints single and double-sided ballots;  

 Returns the ballot to the voter after printing is completed; 

 Clears its internal memory so that the paper ballot is the only lasting record of voter selections; 

 Prevents access to the compact flash memory card via a key locked compartment; 

 Operates on standard or back-up battery power;  
 Provides a date/time stamped audit log of ballot marking operations that can be viewed or printed;  

 Provides ballot rear eject option; and 

 Can be outfitted with an AutoCAST (Rear Eject) device to automatically move the ballot to a secure ballot 
box without having to be handled. 

 

4.2.4 Voter Card Programmer 
VCProgrammer is a software application installed on a COTS PC that is to used to encode voter access cards for 
the purpose of activating ballots on AccuVote-TS units used in an election. VCProgrammer is configured with a file 
listing all precinct and party combinations valid in the election imported from GEMS. 
VCProgrammer: 

 Allows the operator to select the appropriate precinct and party combination in VCProgrammer that is to be 
encoded to a voter‟s voter access card; 

 Encodes a voter access card with a smart card key, which is authenticated by an AccuVote-TS unit prior to 
voting, and reset on the voter access card once the ballot has been cast; 

 Encodes voter access cards with or without input from a voter registration system; 

 Can be configured to interface with a voter registration system during a live election; 

 Automatically determines ballot identification information from voter information updated in a file generated 
by the voter registration system; and 

 Accepts  installation of the smart card key using a Key card, created using the Key Card Tool application. 
 

4.2.5 BallotStation  
BallotStation is a dedicated software application designed for use on Premier Election Solutions' AccuVote-TS 
touch screen voting devices (AccuVote-TS R6 and AccuVote-TSX.) 
BallotStation: 

 Runs on the Windows CE operating system; 

 Records vote by means of a visual ballot and/or audio ballot; 

 Activates the voting process by insertion of a properly encoded voter access card into 

 an AccuVote-TS smart card reader; 

 Displays the visual ballot if the voter access card is not encoded to support an audio ballot; 

 Plays back the audio ballot if the voter access card is encoded to support an audio ballot; 

 Enables VIBS keypad functionality in tandem with the visual ballot display if the voter access card is 
encoded to support an audio ballot and a keypad is installed; 

 Enables sip-and-puff and paddle-switch functionality in tandem with the visual ballot display if the voter 
access card is encoded to support an audio ballot and UAID hardware is installed; 

 Reports results in Pre-Election Mode or Post-Election Mode for the current election on the memory card; 

 Issues Accumulated Totals reports from Accumulator AccuVote-TS units for all AccuVote-TS units at the 
polling location; 
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 Prints the number of ballots cast on the AccuVote-TS unit on the Election Results report after the election 
has been ended; 

 Lists candidate and measure response totals for each race on the Election Results report as well as the 
count of blank votes, undervotes, overvotes, and write-ins for the memory card. 

 Does not produce a consolidated tally of all votes cast in the election for any race, as this is produced by 
the GEMS software; 

 Issues Accumulated Totals reports from the Accumulator AccuVote-TS units to which voted ballots have 
been accumulated from AccuVote-TS units at the same voting location. 

 Allows printing of Audit Logs during the election, if required, and after the election, when election results 
reports have been printed, results accumulated, and uploaded. 

 Audit logs may be generated and printed at any time in the Pre-Election Mode or in Post-Election Mode; 

 Capable of communicating with the GEMS server;  

 Transmits data to the GEMS server either by modem, local area network, or direct connection;  
transmission between GEMS and the AccuVote-TS uses the Secure Sockets Layer (SSL) and Transport 
Layer Security (TLS) protocols; 

 Communicates with GEMS in order for memory cards to be programmed once ballot artwork has been 
completed; 

 Accumulates results from individual AccuVote-TS units to a single Accumulator AccuVote-TS unit at the 
polling location once the election has ended; 

 Uploads results to the GEMS server following the completion of accumulation; 
Visual Ballot: 

 Initially presents a language selection panel in a multi-language election; 

 Records a vote by means of touching the AccuVote-TS unit‟s screen in designated contact positions; 

 Indicates Candidate contact positions by voting boxes, positioned adjacent to candidate names; 

 Fills the voting box with a white X on a maroon background when a candidate is selected; 

 Facilitates entry of write-in candidates by means of touching the appropriate letters and symbols on an 
electronic keyboard displayed upon selection of a write-in candidate; 

 Presents the voter a ballot review panel at the conclusion of voting, from which the voter may either return 
to voting the ballot, or cast the ballot; 

 Prints all candidate and response selections on the AccuView Printer Module printer once the voter has 
voted and reviewed the ballot; 

 Allows the voter to reject the AVPM ballot record up to three times.  However, on the last iteration, the 
voter is forced to cast the ballot; 

 Allows the visual ballot voter at the outset of voting to: display voting instructions; increase or decrease 
ballot text size; select the language in which the ballot is presented; or select the contrast scheme the 
visual ballot is to be presented; 

 Allows the visual ballot voter in the course of voting to: display voting instructions; increase or decrease 
ballot text size; select the language in which the ballot is presented; or return directly to the ballot review 
window in ballot review mode; 
Audio Ballot: 

 Utilizing VIBS keypad, plays back audio input over the headphones provided, or over the voter's personal 
headphones; 

 Allows the audio voter to select the language intended for audio voting; 

 Allows the audio voter to vote the ballot by enumerating every race in the election, and playing back all or 
select candidates within the race list; only the candidate currently being played back on the audio ballot 
may be selected in a race; 

 Plays back the ballot record containing all candidate and response selections made in audio form once the 
voter has voted and reviewed the ballot, and prints the ballot record on the AccuView Printer Module; 
UAID Ballot: 

 Utilizes the visual ballot for UAID-based voting; 

 Enables two modes of UAID voting: "Sip and puff" or "Button Switches" (Jelly Buttons); 
Sip-and-Puff: 

 A long sip effects candidate selection; 

 A short puff effects a backward motion on the ballot; 

 A short sip effects a forward motion on the ballot; 

 When defining write-ins, continuous short sipping will cycle forward through the alphabet until the desired 
letter is reached, while puffing will allow the voter to cycle backward through the alphabet; 
Button Switches: 

 Selection is achieved by pressing the Forward switch for more than 4 seconds; 

 Cycling through the alphabet is achieved by continuously depressing either the Forward switch to 
advance, or the Back switch to move backwards; 
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4.2.5.1 AccuVote-TS R6 
 Premier submitted two models of the AccuVote-TS R6 for certification.  The difference between the Model A and 

Model B is that the Model B is equipped with an updated LCD screen due to the Model A screen becoming 
obsolete.  During the test campaign, EC#AD813 which concerned the inclusion of a service data label as well as 
EC#A2322 which addressed ESD testing mitigation were incorporated. 

 
 In addition to the capabilities addressed above, the AccuVote-TS R6 (pictured below on the right): 

 Accepts voter access cards; 

 Can be configured for visual ballot voting, audio ballot voting and UAID-based ballot voting; 

 Supports the Optical Scan Accumulator Adapter (OSAA), which is used for installing the memory card from 
an AccuVote-OS voting device into an AccuVote-TS voting device; 

 Prints the Election Results report; and 

 Uploads Election Results to the GEMS host computer. 
 

 
 

4.2.5.2 AccuVote-TSX 
 Premier submitted 4 models of the AccuVote-TSX for certification.  Model A was the original or base model.  The 

difference between the Model A and Model B is that the Model B is equipped with an updated LCD screen due to 
the Model A screen becoming obsolete. Model C added the necessary components for AVPM.  Model D 
modifications were to both the graphic chip and the LCD due to the older ones becoming obsolete.  During the test 
campaign, EC#AD813 which concerned the inclusion of a service data label as well as EC#A2322 and EC#AD586  
which addressed ESD testing mitigation were incorporated. 

 
In addition to the capabilities addressed in 4.2.5, BallotStation, the AccuVote-TSX (pictured above on the left): 

 Accepts voter access cards; 

 Can be configured for visual ballot voting, audio ballot VIBS keypad voting and UAID-based ballot voting; 

 Supports the Optical Scan Accumulator Adapter (OSAA), which is used for installing the memory card from 
an AccuVote-OS voting device into an AccuVote-TS voting device. 

 Allows it's touch screen tablet to be removed from its docking cradle and operated on battery power; 

 Can be augmented with the optional purchase of the AccuView Printer Module, which prints a complete 
ballot report; and 

 Uploads Election Results to the GEMS host computer. 
 

4.2.6 ExpressPoll CardWriter 
ExpressPoll CardWriter is software that allows the operator to create voter cards for use by the AccuVote-TS 
devices.  The ExpressPoll CardWriter is a command line program designed to create voters cards as directed by a 
voter registration system.  
ExpressPoll CardWriter: 

 Is a console (non-graphical) program since it is intended to be accessed only by a voter registration 
system; 

 Decodes a XML formatted parameter file generated by a voter registration system; 

 Employs a DLL that writes the data contained by the XML file to smart cards; 

 Returns a non-zero status code and an explanation of the error in a file accessible to the voter registration 
system if any errors are encountered; and 
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 Runs under the Microsoft Windows CE environment revision 4.0 or later. 
 

4.2.7 Voter Card Encoder 
Voter Card Encoder is a device designed to encode voter access cards for the purpose of activating ballots on 
AccuVote-TSX and AccuVote-TS R6 units used in an election. Voter Card Encoder units are encoded with „master‟ 
voter access cards previously encoded using VCProgrammer or the AccuVote-TS BallotStation application. 
 

 
Voter Card Encoder (pictured above): 

 Supports as many as eight different ballot types; 

 Stores the precinct split and party corresponding to the ballot for each ballot type; 

 Allows poll workers to encode voter access cards appropriate to each voter at the voting location; 

 Encodes each voter access card with precinct and party information that corresponds to a unique ballot in 
BallotStation, but does not store any ballot content on the voter access card; 

 Encodes voter access cards using specific display or playback options; for example, ballot magnification;  

 Can also be used to create Challenge/Provisional voter access cards; 

 Supports the use of the Key Card Tool smart card security key by means of a Key card; and 

 Allows the operator to clear voter access cards when security keys are being changed for an election. 

4.3 Central Count Scanner - Post Voting Capabilities 
 

4.3.1 AccuVote-OS Central Count Scanner 
AccuVote-OS Central Count is used for batch processing large volumes of GEMS AccuVote-OS ballots, such as 

absentee ballots. A complete system is comprised of an AccuVote-OS ballot scanner installed with Central Count 
firmware and an optional AccuFeed ballot feeder. All Central Count administrative reporting functionality, including 
ballot counts by deck, status, and time received is offered in real time by the host application. No ballot tallies are 
generated or stored on the unit.  The 4 models of the AccuVote-OS are defined in Section 4.2.1 above. 
 

 
 
A Central Count AccuVote-OS unit (pictured above): 



EAC Certification #PES-Assure1.2 

Page 34 of 56         (V)2009-22Jul-001(C) 

 Is configured to communicate either directly, or over a local area network with GEMS, or to communicate 
directly with Premier Central Scan, Premier's batch ballot counting system;  

 Accepts a memory card which stores communication configuration information. No ballot images or 
election results are stored on the memory card; 

 Facilitates clean and continuous ballot feeding with minimal ballot returns; 

 Can function with an optional AccuFeed ballot feeder; 

 Scans ballots fed in any one of four orientations – face up, face down, head first, and foot first. 

 Accepts only AccuVote-OS ballots valid to the election and vote center for which ballot processing has 
been enabled; 

 Passes a ballot‟s card Id information to the controlling application for ballot identification; 

 Retrieves mark detection data for the ballot from the host database; 

 Examines each voting position on the ballot and notifies the controlling application whether a valid mark 
was detected for each as each ballot is processed; 

 Does not generate or store ballot tallies; the controlling application manages the ballot tally; 

 Processes ballots in groups called „batches„ or „decks„ using control cards such as Batch Start or Batch 
Header cards; 

 When used with AccuFeed, drops a ballot into an out feed tray when a sort or return condition is detected, 
pauses ballot feeding, and displays a message describing the detected condition on the LCD; 

 Allows the operator to remove a ballot from the output tray if a sort condition was detected, and press the 
Yes button to continue; 

 Allows the operator to remove the ballot if a return condition was detected, and press the Yes button to 
continue, or override the return of the ballot by re-feeding it into the scanner while pressing the unit„s Yes 
button; 

 Prints override messages to tape when print override settings have been specified in conjunction with 
corresponding ballot return conditions, and the return of a previously rejected ballot is manually 
overridden; 

 Displays the number of ballots counted in each deck on the AccuVote-OS LCD; 

 Prints both the deck Id number and ballot count to the unit„s printer tape when the scan  

 of a deck ends; 

 Supports a Setup mode for configuring the AccuVote-OS Central Count device for central counting; and 

 Supports a Diagnostics mode to perform diagnostics tests on the AccuVote-OS device. 
 

4.3.2 Premier Central Scan 
Premier Central Scan is a high-speed, batch-ballot counting application used to control the scanning and 
processing of GEMS generated ballots in a central count environment. It is installed on the PhotoScribe, an 
AccuVote-OS ballot scanner  and can optionally be installed on a PC. PCS workstations may be operated 
independently, or used on a LAN with other PCS workstations. 

 
 
Premier Central Scan (pictured above): 

 Can be configured to control the scanning and processing of ballots on other supported scanning devices, 
such as AccuVote-OS Central Count; 

 Uploads results to GEMS which manages it intake of results files using the Poster function; and 

 Shares scanned and processed ballot data among all online PCS workstations configured to process 
ballots for the same election and vote center. 
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4.4 Election Management System - Post Voting 
Capabilities 

4.4.1 Global Election Management System (GEMS) 
Global Election Management System (GEMS) is a software application for conducting an election and includes  
receiving election results from uploaded memory cards and issuing election results reports. 
GEMS: 

 Provides election results reports, including the Election Summary report, the Statement of Votes Cast, and 
the Cards Cast report with  reporting tools for issuing election results with geographical, counting and 
tallying, and other formatting options; 

 Can report election results by report precinct, as well as by district, counter group, summarized by district, 
issued with turnout percentages, and assorted other candidate and race reporting options; 

 Accepts uploaded results tallies from AccuVote-OS units that are in Precinct Count mode; 

 Accepts uploaded results from the AccuVote-OSX, the AccuVote-TS, and Premier Central Scan 
configured with image based scanners, which allow individual candidate selections to be viewed; 

 Accepts uploaded Write-in candidates counted on AccuVote-TS, and AccuVote-OS ballots; 

 Accepts uploaded challenge or provisional ballots from the AccuVote-TS, but results of these ballots will 
not be included in results tallies until the ballots are accepted in the GEMS Challenge Board; 

 Exports election results to ASCII text or comma separated files using standard or customized formatting; 
and 

 Prints audit logs such as the GEMS audit log, AVServer log, Central Count log, Poster log, and Regional 
Server log. 
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5 Certification Review and Test Results 
The results and evaluations of the PCA and FCA reviews tests are identified below.  Detailed data regarding the 
Acceptance/Rejection criteria, reviews and tests are found in the appendices. 

 Appendix A identifies all certification test requirements traced to specific Test Cases 

 Appendix B identifies the PCA Source Code Review Acceptance/Rejection criteria 

 Appendix C identifies the PCA TDP Document Review Acceptance/Rejection criteria 

 Appendix D identifies all FCA Testing Acceptance/Rejection criteria 

 Appendix E identifies the PCA and FCA Discrepancies reported during review and testing 

5.1 PCA Source Code Review 
The source code review was performed by SysTest in the ASSURE 1.2 test effort.  Documentation of that review is 
contained in the document Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report 
Number 06-V-DB-058-CTR-01).  iBeta performed a 3% Source Code Review and provided a recommendation to 
the EAC regarding reuse of the SysTest code review for ASSURE 1.2.  Any subsequent changes to source code 
submitted by Premier for ASSURE 1.2 were reviewed by iBeta.  
 
During receipt and check in of the ASSURE 1.2 source code delivered by Premier, iBeta observed that the source 
code version control was consistent with the Premier configuration management practices. 
 

5.1.1 3% Source Code Review Assessment for Reuse Results 
The 3% source code review was conducted using iBeta's standard PCA Source Code Review Procedure.  The 
detailed process for this review is found in Appendix H Amended Test Plan  section 2.2 documentation of the 3% 
Source Code Review Process.  This detail includes information about the language specific interpretations VSS 
2002 (Vol. 1 Sect. 4.2.2 through 4.2.7, 6.2 & 6.4.2; and Vol. 2 Sect. 2.4.5.d & 5.4.2), use of analysis tools, sampling 
selection, management of code, and peer review. 
 
Potential logic issues, flagged as yellow, needed an EAC decision.  There were no confirmed logic issues, which 
otherwise would have been flagged red.  These were submitted to the EAC as individual discrepancy spreadsheets 
provided as separate confidential compressed files delivered on CD. 
 

 A total of 439 discrepancies were identified. The majority, 309 or 70%, were categorized as non-logic issues 
(Green- comments, headers, formatting, and style only, recommendation of reuse).  In addition,  34 or 8% were a 
macro naming issue that are, in effect, considered a style issue bringing the total of non-logic issues to 343 or 78%.   
The remaining 96 discrepancies were categorized as Yellow EAC Decision.  These discrepancies with Premier 
responses were forwarded to the EAC with the iBeta recommendation (see Appendix B).  There were no confirmed 
logic issues (Red- recommendation of 100% review). 
 
In order to provide a recommendation, iBeta evaluated the results of the 3% source code review. Whereas the 
results would be recommended for acceptance if only non-significant discrepancies were found (i.e. less critical 
requirement or interpretations inconsistent with documented industry accepted practices), there were discrepancies 
written that potentially impact the source code.  Thus iBeta initiated two additional analyses: 

 iBeta confirmed that the results of the 3% source code review were consistent with the previous results 
(not identical but consistent).  This confirmation was reached by reviewing the types of discrepancies 
generated by SysTest in the 100% review against those generated by iBeta. 

 iBeta reviewed the severity of the discrepancies identified and assessed that the number of discrepancies 
potentially impacting the source code is considered very low versus the overall number of discrepancies 
consistent with a 100% review.  The severity of the discrepancies and the manufacturer responses further 
indicate that the majority of the potential logic discrepancies would be resolved without source code 
modifications.  

Based on the limited or perhaps non-impact on the source code as a result of these discrepancies, iBeta 
recommended reuse of the results of the SysTest source code review. In Reuse of prior testing conducted by 
SysTest Laboratories Letter (PCA Source Code Review)  the EAC approved the reuse of the source code review 
conducted by SysTest Labs. The data supporting this review are found in Appendix B. 
 

5.1.2 ASSURE 1.2  Source Code Review Results 
The code submitted for reuse was a baseline.  In addition to that 3% review, iBeta incorporated the 162 open 
discrepancies remaining from the previous VSTL source code review and conducted the review of all delivered 
updated source code.  All source code review discrepancies are closed and iBeta has performed a Trusted Build in 
accordance with the EAC Voting System Testing and Certification Program Manual Sections 5.5 and 5.6.  The data 

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file


EAC Certification #PES-Assure1.2 

Page 37 of 56         (V)2009-22Jul-001(C) 

supporting this review are found in Appendix B.  No instances of inconsistency in the version control of code 
delivered by Premier was noted.  

5.2 PCA TDP Document Review 
The PCA Technical Data Package Document Review was performed by SysTest in the ASSURE 1.2  test effort.   
As instructed by the EAC iBeta performed an audit to assess and recommend if any additional review was required. 
The audit of the Premier ASSURE 1.2 Technical Data Package (TDP) was in accordance with the EAC instructions 
and is documented in Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report 
Number 06-V-DB-058-CTR-01). 
 
During the test effort, updated TDP documents were reviewed to verify continued compliance with the requirements 
of the VSS 2002.   During receipt and check in of the ASSURE 1.2 TDP iBeta observed if document version control 
was consistent with the Premier configuration management practices. 
 

5.2.1 ASSURE 1.2 TDP PCA Document Review Results 
iBeta identified the SysTest PCA Document Review of ASSURE 1.2 adequate for reuse.  This was reported to the 
EAC.   Links to the applicable recommendation and reuse approval are contained in Appendix C.  Any errors or 
nonconformities observed in this review and any subsequent use of the documentation was summarized in 
Appendix E- Discrepancy Report.  Documentation of corrections and verification of corrections are contained in 
each summary.  Any instance of inconsistency in the version control of the delivered documents was reported as an 
informational issue.  

5.3 FCA Functional and System Integration Testing 
iBeta executed a review of the Premier ASSURE 1.2  voting system functionality to the requirements of the VSS 
2002. (See Appendix A)  Tests covering system functional requirements were incorporated into six standard system 
level integration test cases of end-to-end mock elections.  Four of the tests were General Elections and two were 
Primary Elections.  Election databases and ballots were prepared, installed, voted and reported exercising the input 
controls, error content, and audit message content of the voting system.  The elections were programmed, voted 
and tallied to ensure ballot formats were accurately displayed, votes are accurately and reliably cast for the voting 
variations and functionality supported by the voting system.  Effectiveness of security access controls, system 
integrity, availability, confidentiality and audit accountability were examined. The content and clarity of user 
instructions and processes was reviewed for usability. A General and a Primary election included visual and audio 
Spanish and English ballots. Votes were cast by testers with correctable visual disabilities to confirm that ballots 
can be accessed visually, aurally or with non-electronic dexterity aids in Spanish and English.  Testing verified 
availability of screen contrast settings, ballot display settings, and required audio ballot controls.  Content and 
accuracy of the Spanish translation was not tested.  States and jurisdictions need to validate the content and 
accuracy of all translations.  
 
The specific voting variations and system functions tested in the General and Primary Test Cases are identified in 
the Appendix D Test Methods.  During the FCA Functional and System Level Testing numerous documentation and 
functional defects were noted. The functional discrepancies opened and closed in each test case are identified in 
the Appendix D Test Method. Premier resolved all identified defects.  As appropriate, iBeta performed a document 
review and/or functional regression test.  All regression testing was executed as an end-to-end system level test. 
 
The testing was conducted on the system configuration identified in Section 3.  System configuration was 
conducted in accordance with the Premier TDP that disables all non-specified services.  The individual test 
iterations include identification of the specific software and firmware build versions in the Appendix D Test Methods. 
In accordance with VSS 2002 vol. 1 section 1.5, iBeta reviewed the body of knowledge deposited in the EAC's 
Voting System Reports Clearinghouse.  The Test Plan delineates the Test Methods and the test steps executed to 
address those issues and concerns were executed during the FCA Functional and System Integration testing as 
well as the Security Test Case execution.   
 
After all hardware and software testing was completed a final trusted build was performed with the release versions 
of the software and firmware (see Appendix G). This build was installed on the hardware configurations that had 
been utilized for Functional and System Integration testing.  A full regression system integration test was performed 
on this final system configuration and is documented below. 
 

5.3.1 Evaluation of Functional and System Integration Tests 
Upon completion of all iterations of the Functional and System Level test cases, the Premier ASSURE 1.2  voting 
system was found to meet the Functional and System Integration requirements of the VSS 2002.  Appendices A 

and D provide specific information on the FCA Functional and System Integration Testing.  The defects 
encountered, their resolution and validations are listed in Appendix E. 

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
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5.3.2 Regression Functional and System Level Testing 
For the discrepancies that were functional defects and required software or firmware modifications, Premier 
submitted the modified source code, iBeta reviewed the code, performed a Trusted Build, wrote end-to-end and 
system level test cases, and executed those test cases.  One full end-to-end test case and 1 system level test 
cases were executed to validate all submitted fixes.  These validations were recorded in the PCA and FCA 
Discrepancy Report. 
 
In addition, the functionality of the AutoMARK AutoCAST, which was not originally listed with the Premier 
Application to the EAC, was tested.  At the conclusion of the regression testing, all functional defects were resolved. 

5.4 FCA Characteristics Testing (Recovery, Accessibility, 
Usability & Maintainability) 

 iBeta re-used a sample election that included audio, visual, and English ballots. Test voting was performed by 
providing input direction to the voting machine touch screen and by using the Visually Impaired Ballot Station 
(VIBS) keypad. Usability testing examined the functional capabilities addressing cognitive, perceptual, interaction, 
and privacy issues identified in VSS Vol.2 Sect. 3.1. Accessibility testing examined the functional capabilities 
addressing visual, audio, dexterity, and mobility to confirm that the touch screen and VIBS keypad can be used to 
cast audio, visual, English ballots could be cast privately and independently on the TSX, TS-R6, and AutoMARK 
units as identified in VSS Vol.2 Sect. 3.2. Testing verified the functionality of screen contrast settings and text font 
ballot display settings, as well as the required audio ballot controls. All test conditions were in an ambient office 
environment. The Maintenance procedures outlined in the TDP were executed in conjunction with an examination 
of the physical characteristics and attributes of the TSX, TS-R6, AutoMARK, AVOS and OSX units to verify that 
they conformed to the requirements identified in VSS Vol.2 Sect. 4.2 and 4.3. During testing 1 functional defect was 
noted. 

  
 The testing was conducted on the system configuration identified in Section 3. The individual test iterations include 

identification of the specific software and firmware build versions in the Appendix D Test Methods. 

 

5.4.1 FCA Characteristics Tests (Recovery, Accessibility, Usability & 
Maintainability) 

 The Premier Election Solutions voting system was found to meet the Recovery, Usability, Accessibility, 
Maintainability and Characteristics requirements of the VSS 2002. Appendices A and D provide specific information 
on the Characteristics (Maintainability, Usability and Accessibility) Testing. The defects encountered during the 
review, their resolution and validations are identified in Appendix E. 

5.5 FCA Volume, Stress, and Error Recovery Testing 
The Volume Stress and Error Recovery Tests were performed by iBeta.  Premier provided documentation of their 
system limitations and information regarding the largest jurisdiction and State testing conducted.   
 
iBeta performed 3  test cases with maximum and overloaded volume scenarios to test the various system limit 
conditions identified in the Appendix A: Practical System Limits of the GEMS 1.21.3 or later Election Administrator's 
Guide document.  In discussions with the EAC it was agreed that the Volume test scenarios would incorporate 
validation that the system could perform to the identified system limit.  Stress and error recovery conditions would 
validate that appropriate responses were encountered for overloaded conditions.  Appropriate responses were to 
handle the overload, generate an error, or if the system halts processing without generating an error, the system 
recovers without any loss of data. 
 
Error recovery was addressed in the source code review of the requirement v.1: 4.2.3.e which specifies a single exit 
point and as well as power recovery test results which validated recovery from power or system failure without loss 
of vote data. 
 
Testing by iBeta was conducted on the system configuration identified in Section 3.  The application was tested for 
the system limits, overload conditions and error recovery of the ASSURE 1.2 voting system and the voting/counting 
functionality of the AutoMARK VAT, AccuVote OSX, AccuVote OS Central Count, AccuVote OS Precinct Count, 
Premier Central Scan, AccuVote-TSX and AccuVote-TS R6.  
 

5.5.1 FCA Volume, Stress and Error Recovery Level Test Results 
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iBeta executed a review of the Premier ASSURE 1.2 voting system limits to the requirements of the VSS 2002 (see 
Appendix A).  Tests covering system limit requirements were incorporated into three test cases of end-to-end mock 
elections.  The test cases are Volume 1, Volume 2a, and Volume 2b.    

 Volume 1 objectives were to test and exceed the maximum number of active voting positions, ballot styles, 
voter groups, candidates per race, Precincts, ballots/cards cast per machine, and amount of memory cards 
per Polling Vote Center 

 Volume 2a and 2b objectives were to validate the ability to process, store and report data using the 
allowed maximum number of voter groups categories, voter groups per voter group category, precincts 
and ballot styles (cards) within an election on different hardware configurations. 

 
Election databases and ballots were prepared, installed, voted and reported exercising the input controls, error 
content, and audit message content of the voting system.  The elections were programmed, voted and tallied to 
ensure ballot formats were accurately displayed, votes are accurately and reliably cast for the voting variations and 
functionality supported by the voting system.   Testing verified availability of screen contrast settings and ballot 
display settings.   
 
The specific voting variations and system limits tested in the Volume 1, Volume 2a, and Volume 2b Test Cases are 
identified in Appendix D section FCA Volume (Volume Stress, Performance and Error Recovery) Testing.  Failures, 
errors, nonconformities and anomalies observed during testing by iBeta are summarized in Appendix E- 
Discrepancy Report.  Any relevant ASSURE 1.2 issues that remained open at the time of transfer were 
incorporated into Appendix E- Discrepancy Report.  Documentation of corrections and verification of corrections are 
contained in each issue summary.  

5.6 FCA Data Accuracy Testing  
The VSS 2002 stipulates that a voting system fails if one error occurs before recording/reading 26,997 consecutive 
ballot positions correctly.  A voting system must record/read 1,549,703 (or more) consecutive ballot positions 
correctly.  If there‟s one error with more than 26,997 ballot positions but less than 1,549,703 correctly read, the test 
can be continued, with testing until another 1,576,701 consecutive ballot positions are counted without error (i.e.  
3,126,404 with one error).  SysTest completed Data Accuracy testing for the ASSURE 1.2 voting system.  Premier 
petitioned the EAC for reuse of this testing and based on the iBeta review, the EAC authorized in the February 10, 
2009 letter; Approval Reuse of Testing Data Accuracy Final the reuse of the data accuracy testing conducted by 
SysTest, with the exception of the AccuVote- TSX.   
 
The testing was conducted on the system configuration identified in Section 3. 
 

5.6.1 FCA Data Accuracy Test Results  
The Premier ASSURE 1.2 voting system was found to meet the VSS 2002 Vol. 1 Section 3.2.1 requirements.  

Appendices A and D provide specific information on the Data Accuracy Testing.  No issues were encountered 
during this testing. 

5.7 FCA Security Review and Testing 
iBeta‟s security specialist, a Certified Information System Security Professional, supervised execution of a security 
analysis of the applicable TDP documents of the VSS 2002 identify the threat model.  First the analysis identified 
VSS 2002 security requirements that were currently addressed in the standard testing, source code and document 
reviews.  The analysis next identified any unique voting system specific tests, source code and document reviews 
that were needed.  The tests, source code or documents reviews were traced to the VSS 2002 requirement in the 

FCA Security Review and Testing table.  The results of the standard tests and reviews were recorded in the 
applicable FCA Functional and System Integration Testing, PCA Source Code Review or the PCA Document 
Review.   The unique tests and reviews were documented in the FCA Security Review and Testing table.  This 
documentation included the steps, acceptance and rejection criteria, and results. Appendix D contains the FCA 
Security Review and Testing table and the specific Test Methodology.  In the initial document review gaps were 
noted in the content of the Security documentation.  These were identified as discrepancies 3  through 52 (see 
Appendix E- Discrepancy Report).  Responses provided to many of these discrepancies were used to complete the 
test criteria for the Security Review and Testing. 
 
In order to comply with the security test requirements identified in Vol.2 Sect. 6.4 of the VSS 2002.  iBeta 
approached security testing of the VSS 2002 by first creating test scenarios which discounted the exposure to risk 
and excluded physical security procedures.  However, in establishing acceptance and rejection criteria, iBeta 
assessed the potential exposure to risk and included physical security procedures as an acceptable security 
control, per the requirements of Vol. 1 Sect. 7.3 of the VSS 2002.  To assess if an access control was effective 
iBeta considered the degree to which one or more of the following security controls was present: physical security 
procedures, password protection, detection in an audit, technical expertise required, obfuscation of sensitive 

http://www.eac.gov/program-areas/voting-systems/docs/2-10-09-approval-reuse-of-testing-data-accuracy-final/attachment_download/file
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material, and encryption of sensitive material.  In determining potential exposure to risk the security specialist 
considered access from the user and if the exposure was from a trusted user or non-trusted user.  Systems were 
accepted as meeting the security requirements of the VSS 2002 if the security controls present were deemed 

effective to address the identified risk. 
 
Testing was conducted on the system configuration identified in Section 3. The individual test iterations include 
identification of the specific software and firmware build versions in the Appendix D Test Methods.  
 

5.7.1 FCA Security Review and Testing Results 
Testing, source code and documents reviews of the ASSURE 1.2  voting system found that the system met the 
applicable VSS 2002 security requirements identified in the security analysis.  Appendices A, B, C and D provide 
specific information on the FCA Security Review and Testing   Failures, errors, nonconformities and anomalies 
observed in testing are summarized in Appendix E- Discrepancy Report. Documentation of corrections and 
verification of corrections are contained in each summary. 

5.8 FCA Hardware Environmental Testing & Reuse 
SysTest Lab's and their subcontractors completed hardware environmental testing for the ASSURE 1.2  voting 
system.  Premier petitioned the EAC for reuse of this testing in the ASSURE 1.2 certification test effort. SysTest 
documentation of the hardware environmental  testing conducted under their auspices is contained in the document 
Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-
01).   The EAC directed iBeta to review those Environmental Test results through an audit.  Based on the iBeta 
audit and review, iBeta recommended that the SysTest the hardware environmental test results for all but the 
AccuVote-TSX Models A, C, and D and the OSX Ballot Box were adequate for reuse in the Premier ASSURE 1.2 
certification test effort.  In the January 16, 2009 Reuse of prior testing conducted by SysTest Laboratories Letter  
the EAC authorized the reuse of the majority of the hardware testing conducted by SysTest's sub-contractors.    
 
The hardware environmental testing was conducted on the system configuration identified in Section 3 and in the 
attached hardware test reports by Criterion Technology, Inc.   
 

5.8.1 FCA Hardware Environmental Testing and Results 
Electrostatic Disruption testing in accordance with VSS 2002 Vol. 1 Section 3.2.2.8  was conducted at Criterion 
Technology, Inc.  As the VSS 2002 requires DRE's to include audio functionality,  the environmental test was 
conducted with both visual and audio ballot operations.  Hardware failures were encountered during the testing and 
documented in Discrepancies #67, #68, #69, and #70 (as documented in Appendix E- Discrepancy Report) .  
Utilization of a test chamber was needed for Premier to troubleshoot and initial appropriate discrepancy remedies.  
A qualified Criterion engineer was provided for operation of the chamber, observation and communication of the 
results of the remedial action.  The mitigation was performed in compliance with Section 2.5.2.1.3 of the EAC 
Laboratory Accreditation Program Manual.  Documentation of corrections and verification of corrections are 
contained in each issue summary in Appendix E- Discrepancy Report.  

5.9 FCA Telephony and Cryptographic Review and 
Testing 

The ASSURE 1.2 system uses telephony to transmit unofficial results by modem from precinct scanners (AccuVote 
OS-PC and AccuVote-OSX), precinct DREs (AccuVote-TS)  to the Central Count GEMS Server. The ASSURE 1.2 
system also uses telephony to transmit unofficial results by modem from a Regional GEMS to a Central Count 
GEMS. The ASSURE 1.2 system also has the capability to download ballot definition files from the GEMS Central 
Count to the precinct scanners, precinct DREs and PCS workstations.  
 

5.9.1 FCA Telephony and Cryptographic Review and Tests 
iBeta confirmed that the ASSURE 1.2 voting system election management hardware and installation procedures 
reflect the configuration described in Section 3. The AccuVote OS-PC downloads ballot definitions and uploads 
results by modem in the same manner as it downloads and uploads data over a serial communications cable in a 
local environment. The AccuVote-OSX and AccuVote-TS download ballot definitions and upload results by modem 
in the same manner as they download and upload data locally over a TCP/IP-Ethernet connection. Wireshark was 
used to monitor the communications in a local environment to compare to the transmissions over modem. Modem 
transmissions were monitored using an iBeta generated program which acted as a man-in-the-middle (MITM). 
Instead of dialing GEMS, the devices were configured to dial the MITM and the MITM in turn dialed GEMS and 
passed the data on (sometimes in a corrupted state as required by the specific test step). Appendix D contains the 
Telephony-and-Cryptographic-Review-and-Testing table and the specific Test Methodology. Failures, errors, 
nonconformities and anomalies observed in testing are summarized in Appendix E- Discrepancy Report. 
Documentation of corrections and verification of corrections are contained in each summary. 

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file
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6 Opinions and Recommendations 
 
In addition to the portions of the SysTest Labs testing accepted for reuse by the EAC, iBeta Quality Assurance has 
completed the testing of Premier ASSURE 1.2  voting system.  All testing prescribed the test plan or amended test 
plan was performed as identified.  Documentation of any divergence from the test plan was included in the 
amended as run test plan (see Appendix H).  All identified anomalies or failures were reported and resolved.  The 
information provided in this report is an accurate representation of the certification test effort of the Premier Election 
Solutions, Inc. ASSURE 1.2 voting system.   It is our opinion that the report is complete. 
 
For disclosure, iBeta is noting that the expiration date of the authentication certificates between the EMS and the 
voting devices that are utilized to transmit data over public telecommunications is ignored. 
 
Based on the findings identified in Section 5 it is our opinion that the acceptance requirements of the Federal 
Election Commission Voting System Standards April 2002 and the Premier manufacture specifications have been 
have been met for the hardware, software and user documentation of the system configuration submitted for 
certification testing.   
 
iBeta Quality Assurance recommends that the Election Assistance Commission certifies Premier ASSURE 1.2.  
 
See Appendix K for information regarding  the EAC Certification number.  
 
 

 
 
Gail Audette 
Quality Manager  
iBeta Quality Assurance 
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7 APPENDICES: TEST OPERATION, FINDINGS & DATA 
ANALYSIS 

The Voting System Test Laboratory Program Manual v.1.0 Appendix B identifies content in specific appendices.  In 
order to ensure that this content and content required by VSS 2002 Volume 2 Appendix B a trace is provided in 
section 1.4 to clarify the location of this specified content.   

7.1 Appendix A: Certification Test Requirements 
Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:  

 Accept: met the VSS 2002  requirement 

 Reject: did not meet the VSS 2002 requirement 

 NA: the requirement is not applicable to the voting system type submitted for Certification Testing  

 Pending: VSS 2002  requirements that cannot be completed by the VSTL until after Certification 

 Out of Scope: VSS 2002  requirements which are performed by entities other than the VSTL  
 
Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note.  (Example: If a voting 
system is only a Central Count Scanner, the requirement is marked “NA” and a comment indicates “Not a DRE.") 
 
Optional requirements which apply to the voting system type but are not supported by the Premier ASSURE 1.2  
voting system are not marked "NA".  Instead they are marked “Accept”, with an explanatory comment. The reason 
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements, 
including this optional functionality and confirmed non-support. (Example: If a voting system does not have a 
VVPAT.  The requirements are marked “Accept” and a comment indicates “DRE does not have a VVPAT”.) 
 
The test case trace corresponds to the Test Methods identified in the Appendix H- Amended Test Plan and 
Appendix D- FCA Testing. 

 F= Functional System Level, Accessibility, Maintainability, Accuracy & Reliability (GEN01, 02, 03, 04, PRI 
01 and 02, Volume 01 for AccuVote-TSX Data Accuracy); 

 X = SysTest PCA Document Review, Source Code Review, Data Accuracy Testing, and subcontractor 
Environmental; 

 C = Characteristics; 

 V= Volume 01 and 02; 

 S = Security; 

 T = Telephony & Cryptographic; and 

 E =  Subcontractor Environmental (non-reuse). 
Many functional requirements were exercised in multiple test cases.  These instances are noted in the Function 
Exercised column.  The actually test case or test method might not contain a requirement trace in these instances.  
 
Issues identified during testing are cross-referenced to the Appendix E- Discrepancy Report.  
 
EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification 
testing are noted in the comments. 
 

 Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu 

in Adobe. 
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7.2 Appendix B: PCA Source Code Review 
PCA Source Code Review was performed by SysTest.  Premier petitioned the EAC for reuse.  The terms of the 
reuse are identified in the EAC February 3, 2009 letter: Reuse of prior testing conducted by SysTest Laboratories 
Letter (PCA Source Code Review). 
 

7.2.1 SysTest Source Code Review Results 
The results of the SysTest source code review are contained in the Premier Election Solutions Assure 1.2 Voting 
System Certification Test Report (Report Number 06-V-DB-058-CTR-01).  
 

7.2.2 3% Source Code Review Results 
The iBeta Letter documenting the 3% review of the SysTest Source Code Review testing is listed in the Voting 
System Certification Correspondence on the EAC web site.   
 
The applications and the source code reviewed by iBeta in the 3% sample and the potential logic issues provided to 
the EAC for consideration in their determination of reuse are found in Appendix H - Amended Test Plan section 2.2 
PCA Source Code Review 
 

7.2.3 ASSURE 1.2 Source Code Review Results 
Listed below is the version of code received from SysTest Labs and the final code version that was used in the 
Trusted Builds performed by iBeta (see Appendix G:  Trusted Build and Validation Tools ASSURE 1.2 voting 
system).   During the source code review subsequent to the 3% review, iBeta closed all of the 162 discrepancies 
that remained open from the SysTest Labs review.   iBeta noted 32 new discrepancies related to header sections , 
comments, pointer validations, multiple returns and levels of indentation.  These source code review defects were 
provided to Premier for resolution.  Updated source code was then reviewed to validate the submitted fixes.  All 
source code review defects are closed. 
 
 The Premier configuration control of source code provides that the minor versioning (of 4 levels) is then reduced to 
a major versioning (of 3 levels) during the Trusted Build.   
 

Product Source Code Language 3% Source 
Code Review 

Trusted 
Build 

Discrepancies 

 GEMS C++ 1.21.4.1 1.21.5 3  

 AccuVote-OS PC C 1.96.11 1.96.13 None 

 AccuVote-OS CC C 2.0.13 2.0.15 None 

ASSURE 1.2  AccuVote-OSX C++ 1.2.0.14 1.2.6 1 

 BallotStation C++ 4.7.3 4.7.8 3 

 Key Card Tool C++ 4.7.2 4.7.8 2 

 VCProgrammer C++ 4.7.2 4.7.8 None 

 Voter Card Encoder C 1.3.3 1.3.3 None 

 ExpressPoll CardWriter C++ 1.1.6 1.1.6 None 

 Premier Central Scan C++ 2.2.0.26 2.2.5 9 

 ASSURE Security Manager C++ 1.2.0.18 1.2.5 1 

 ABasic ABasic 2.2.4 2.2.4 None 

 AVPM C 3.0.3 3.0.3 None 

 AVInstall C++ 1.0.2 1.0.2 None 

 WinCE300 C++ 300.3.5 300.3.5 None 

 WinCE410 C++ 410.3.10 410.3.10 None 

 WINCE500 C++ 500.4.0.5 500.4.1 None 

 BootLoader C++ 1.3.10 1.3.11 None 

 SharedComponents C++ 2.2.0.26 2.2.5 8 

 AVValidator C 1.0.1 1.0.1 None 

AutoMARK  AIMSGEMSDLL C# 1.0.2.2 1.0.2.2 None 

Information AutoMarkEncoder C++ 1.0.105 1.0.105 None 

 MDB VB 1.3.552 1.003.572 None 

 Template SQL 1.3.556 1.003.572 None 

 AutoMark Validater C++ n/a 1.1.1.0 6 

AutoMARK 
Voter 

AutomarkService C++ 1.0.4 1.0.4 None 

AutomarkStartup C++ 1.0.8 1.0.8 None 

 DiagnosticLogger C++ 1.0.105 1.0.105 None 

 NonVolatileLibrary C/C++ 1.0.122 1.0.122 None 

http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
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Product Source Code Language 3% Source 
Code Review 

Trusted 
Build 

Discrepancies 

 OperationLogger C++ 1.1.2 1.1.2 None 

 PrinterEngineBoard C 1.68.0 1.68.0 None 

 ScanDriver C++ 1.544 1.544 None 

 Scanner C, Assembly 1.48 1.48 None 

 SecurityLibrary C/C++ 1.3.2 1.3.2 None 

 SwitchInterfaceBoard C 1.43.2 1.43.2 None 

 UltrasonicSheetDetector C, Assembly 8.0.1 8.0.1 None 

 Getmarks C++ 1.3.2 1.3.2 None 

 AutomarkDataHelperLibrary C++ 1.0.119 1.0.121 None 

 ScannerPrinterLibrary C++ 1.7.29 1.7.29 None 

 Automark (PVR and PAVR) VB.net 1.3.2874 1.3. 3460 None 

 AutomarkData C# 1.3.2874 1.3.3460 None 

 AutoMark32 VB.net 1.3.2874 1.3.3460 None 
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7.3 Appendix C: PCA TDP Documentation Review 
PCA TDP Document review was performed by SysTest.  Premier petitioned the EAC for reuse.  The terms of the 
reuse are identified in the EAC February 3, 2009 letter: EAC letter to iBeta QA Director on reuse of testing. 
 

7.3.1 PCA TDP Document Review 
The results of the SysTest PCA TDP Document review are contained in the Premier Election Solutions Assure 1.2 
Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-01).  
 
The iBeta recommendation on reuse of SysTest PCA Document Review is listed in the Voting System Certification 
Correspondence on the EAC web site.  There were two open SysTest discrepancies identified and noted in the 
ASSURE 1.2  Discrepancy Report (see Appendix E- Discrepancy Report) and include the original SysTest 
discrepancy reference.  
 

7.3.2 Technical Data Package Configuration & Quality Assurance Practices 
During the certification testing iBeta tracked all materials provided by Premier.  Any instances where the delivered 
materials did not conform to Premier's  identified Configuration and Quality Assurance practices were noted in the 
ASSURE 1.2 Discrepancy Report  (see Appendix E- Discrepancy Report) as Informational issues.  

http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-final-web-posting-ibeta_coggins/attachment_download/file
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/premier-pca-document-review-letter.pdf/attachment_download/file
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7.4 Appendix D: FCA Testing 
The system configuration identified in Section 3 identifies the final configuration of the ASSURE 1.2  voting system.  
The initial baseline configuration is identified in the Appendix H Amended Test Plan.  Testing was conducted using 
the Trusted Builds.  ASSURE 1.2  submitted any code changes for issues encountered during testing.  At that time 
iBeta completed a Trusted Build and conducted final regression testing.  All changes to the system configuration 
were identified and recorded in the PCA Configuration document.  A cross reference to the applicable configuration 
in the PCA Configuration document was inserted in the test record each time a test case was executed. 
 

 Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu 

in Adobe.
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7.5 Appendix E- Discrepancy Report 
Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu 

in Adobe. 
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7.6 Appendix F: Warrant of Accepting Change Control 
Responsibility 
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7.7 Appendix G: Trusted Build and Validation Tools 
ASSURE 1.2 Voting System  

 
The Premier ASSURE 1.2  voting system is composed of the hardware, software, and documents identified in 
section 3.  

 
IBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHA1 hashes during trusted builds. 
Both algorithms have been validated using the test data from the NIST NSRL website 
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also used by 
some states to verify their voting software. The MD5 and SHA1 hashes are taken to be consistent with the currently 
distributed NSRL data files which contain the hash resulting from each of those two algorithms. 
 
Listed below are the source code versions reviewed by iBeta for the Final Trusted Builds versions of the Premier 
ASSURE 1.2  voting system (NIST Handbook 150-22 4.2.3, 4.13.2, 4.13.4, 5.10.4 VSS vol. 1: 9.6.2.4).  During the 
Premier Trusted Build process, the reviewed minor version (typically of 4  levels) is then released to a major version 
of 4 levels with the exception of the AutoMARK PVR and PAVR that is versioned based on the compile date.  As 
the Trusted Build process was executed a number of times during the test campaign, the Trusted Build sheets 
within this section contain, in many cases, numerous documentation of an application build.  The final Trusted Build 
was utilized for the full end-to-end regression test in accordance with the requirements of the Section 5.6.3.4 of the 
EAC Testing and Certification Program Manual. 
 
Due to the size of this Appendix, it is provided as an attachment. To view, selection Attachments in the View menu 

in Adobe. 
 

Application Reviewed Minor Version Built Major Version Date Section 

GEMS 1.21.4.2 1.21.5 07/17/09 7.7.1 

AccuVote-OS CC 2.0.14.1 2.0.15 07/14/09 7.7.3 

AccuVote-OS PC 1.96.12.1 1.96.13 07/14/09 7.7.3 

AccuVote-OSX 1.2.4.1 1.2.6 07/17/09 7.7.1 

BallotStation 4.7.7.1 4.7.8 07/17/09 7.7.1 

Key Card Tool 4.7.7.1 4.7.8 07/17/09 7.7.1 

VC Programmer 4.7.7.1 4.7.8 07/17/09 7.7.1 

Voter Card 
Encoder 1.3.2.6 (Re-use) 1.3.3 02/13/09 7.7.7 

ExpressPoll 
CardWriter 1.1.5.3 (Re-use) 1.1.6 02/26/09 7.7.6 

Premier Central 
Scan 2.2.3.1 2.2.5 07/17/09 7.7.1 

Assure Security 
Manager 1.2.3.1 1.2.5 07/17/09 7.7.1 

Shared 
Components 2.2.4.1 2.2.5 07/17/09 7.7.1 

AutoMARK AIMS 1.003.572 1.3.572 07/16/09 7.7.2 

AutoMARK VAT 
PAVR 1.3.3418 1.3.3460 06/22/09 7.7.5 

AutoMARK VAT 
PVR 1.3.3418 1.3.3460 06/22/09 7.7.5 

AutoMARK 
Validater 1.1.1.0  1.1.1.0  06/22/09 7.7.5 

ABasic Report 
Files 2.2.3.4 (Re-use) 2.2.4 02/13/09 7.7.7 

Bootloader 1.3.10.1 1.3.11 06/24/09 7.7.4 

WinCE 300 300.3.4.3 (Re-use) 300.3.5 06/24/09 7.7.4 

WinCE 410 410.3.9.3 (Re-use) 410.3.10 06/24/09 7.7.4 

WinCE 500 500.4.0.5 (Re-use) 500.4.1 06/24/09 7.7.4 

AVPM 3.0.2.11 (Re-use) 3.0.3 02/13/09 7.7.7 

AVValidator 1.0.0.7 (Re-use) 1.0.1 06/24/09 7.7.4 

AVInstall 1.0.1.1 1.0.2 02/13/09 7.7.7 

http://www.nsrl.nist.gov/testdata/
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7.8 Appendix H: Amended Test Plan 
 
The Premier Election Solutions ASSURE

®
 1.2 VSTL Certification Test Plan Version 2.0 Plan  and the  Approval of 

Premier Assure 1.2 Test Plan Letter are found on the EAC website.    
 
This test plan was amended during test execution to version 3.0 and then updated to version 4.0 to incorporate 
comments from the EAC Review of this Test Report.  This amended test plan is attached.  Changes are provided in 
blue text for easy identification.  
 

http://www.eac.gov/program-areas/voting-systems/docs/premier-assure-1-2-vstl-test-plan-version-2.0/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/letter-from-eac-accepting-vstl-test-plan-2-0-for-premier-assure-1.2/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/letter-from-eac-accepting-vstl-test-plan-2-0-for-premier-assure-1.2/attachment_download/file
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7.9 Appendix I: State Test Reports 
No state testing was performed by iBeta concurrent to certification testing.  State testing conducted by SysTest 
Labs has been identified to the EAC. 
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7.10  Appendix J Premier ASSURE 1.2 Implementation 
Statement 

 
A copy of the Premier ASSURE 1.2 implementation statement which was submitted as part of the Premier 
application #DBD0701 to the EAC is provided below. 

 

Implementation Statement 

 

Declaration of Supported Voting Variations & Languages 

Vendor Name:  Premier Election Solutions Inc.   Preparer: Premier Election Solutions Inc. 

Date Prepared: February 2, 2007 
Identify the voting variations and languages supported or unsupported by marking with a . 

Insert Required descriptions where needed (Rotation, VVPAT, Open Primary, Closed Primary, etc). 

(P & M= Paper and Marksense ballots) 

Voting Variations Functionality  & Languages 

Vol. 1 Sect 2.2.8.2 ,2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3,2,5,1,3 4.4.4, & 10 S
u

p
-

p
o

rt
ed

  

U
n

su
p

-

p
o

rt
ed

  Required description(s) 

Voter Verified Paper Audit Trails    

VVPAT  

 

  
Accessibility (vol. 1. sect. 2.2.7)    

Forward Approach    

Parallel (Side) Approach    

Closed Primary (vol. 1. sect. 2.2.8.2)    

Primary: Closed     

Open Primary (vol. 1. sect. 2.2.8.2)    

Primary: Open Standard  (provide definition of how supported)   Open Primary, supported.   

Primary: Open Blanket  (provide definition of how supported)    

Partisan & Non-Partisan: (vol. 1. sect. 2.2.8.2)    

Partisan & Non-Partisan:  Vote for 1 of N race    

Partisan & Non-Partisan: Multi-member (“vote for N of M”) board races     

Partisan & Non-Partisan:  “vote for 1” race with a single candidate and write-

in voting 
   

Partisan & Non-Partisan “vote for 1” race with no declared candidates and 

write-in voting 
   

Write-In Voting: (vol. 1. sect. 2.2.8.2)    

Write-in Voting: System default is a voting position identified for write-ins.    

Write-in Voting: Without selecting a write in position.    

Write-in: With No Declared Candidates    

Write-in: Identification of write-ins for resolution at central count     

Primary Presidential Delegation Nominations & Slates: (vol. 1. sect. 2.2.8.2)    

Primary Presidential Delegation Nominations:  Displayed delegate slates for 

each presidential party 
   

Slate & Group Voting: one selection votes the slate.    

Ballot Rotation: (vol. 1. sect. 2.2.8.2)    

Rotation of Names within an Office; define all supported rotation methods for 

location on the ballot and vote tabulation/reporting 
   

Straight Party Voting: (vol. 1. sect. 2.2.8.2)    

Straight Party: A single selection for partisan races in a general election    

Straight Party: Vote for each candidate individually    

Straight Party: Modify straight party selections with crossover votes    

Straight Party: A race without a candidate for one party    

Straight Party: “N of M race (where “N”>1)    
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Voting Variations Functionality  & Languages 

Vol. 1 Sect 2.2.8.2 ,2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3,2,5,1,3 4.4.4, & 10 S
u

p
-

p
o

rt
ed

  

U
n

su
p

-

p
o

rt
ed

  Required description(s) 

Straight Party: Excludes a partisan contest from the straight party selection.      

Cross-Party Endorsement: (vol. 1. sect. 2.2.8.2)    

Cross party endorsements, multiple parties endorse one candidate.    

Split Precincts: (vol. 1. sect. 2.2.8.2)    

Split Precincts: Multiple ballot styles    

Split Precincts: P & M system support splits with correct contests and ballot 

identification of each split 
   

Split Precincts: DRE matches voter to all applicable races.    

Split Precincts: Reporting of voter counts (# of voters) to the precinct split 

level; Reporting of vote totals is to the precinct level 
  Precinct Level Only 

Vote N of M: (vol. 1. sect. 2.2.8.2)    

Vote for N of M: Counts each selected candidate, if the maximum is not 

exceeded. 
   

Vote for N of M: Invalidates all candidates in an overvote (paper)    

Recall Issues, with options: (vol. 1. sect. 2.2.8.2)    

Recall Issues with Options: Simple Yes/No with separate race/election. (Vote 

Yes or No Question) 
   

Recall Issues with Options: Retain is the first option, Replacement candidate 

for the second or more options (Vote 1 of M) 
   

Recall Issues with Options: Two contests with access to a second contest 

conditional upon a specific vote in contest one.  (Must vote Yes to vote in 2
nd

 

contest.) 

   

Recall Issues with Options: Two contests with access to a second contest 

conditional upon any vote in contest one. (Must vote Yes or No to vote in 2
nd

 

contest) 

 

 

 Overturned - US District 

Court 7/29/03: CA 

Election Code sect. 11383 

Cumulative Voting (vol. 1. sect. 2.2.8.2, 10)    

Cumulative Voting: Voters are permitted to cast, as many votes as there are 

seats to be filled for one or more candidates. Voters are not limited to giving 

only one vote to a candidate. Instead, they can put multiple votes on one or 

more candidate. 

  

 

 

Ranked Order Voting (vol. 1. sect. 2.2.8.2, 10)    

Ranked Order Voting: Voters rank candidates in a contest in order of choice.  

A candidate receiving a majority of the first choice votes wins.  If no 

candidate receives a majority of first choice votes, the last place candidate is 

deleted, each ballot cast for the deleted candidate counts for the second choice 

candidate listed on the ballot.  The process of eliminating the last place 

candidate and recounting the ballots continues until one candidate receives a 

majority of the vote.  

   

Ranked Order Voting: Voters can write in a ranked vote.     

Ranked Order Voting: A ballot stops being counting when all ranked choices 

have been eliminated 

   

Ranked Order Voting: A ballot with two choices ranked the same, stops being 

counted at the point of two similarly ranked choices.  

   

Ranked Order Voting: A ballot with a skipped rank counts the vote for the 

next rank. 

   

Ranked Order Voting: The total number of votes for two or more candidates 

with the least votes is less than the votes of the candidate with the next highest 

number of votes, the candidates with the least votes are eliminated 

simultaneously and their votes transferred to the next-ranked continuing 

candidate. 

   

Provisional or Challenged Ballots (vol. 1. sect. 2.2.8.2, 10)    

Provisional/Challenged Ballots: A voted provisional ballots is identified but 

not included in the tabulation, but can be added in the central count. 
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Voting Variations Functionality  & Languages 

Vol. 1 Sect 2.2.8.2 ,2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3,2,5,1,3 4.4.4, & 10 S
u
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-
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ed

  

U
n

su
p

-

p
o
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  Required description(s) 

Provisional/Challenged Ballots: A voted provisional ballots is included in the 

tabulation, but is identified and can be subtracted in the central count. 
   

Provisional/Challenged Ballots: Provisional ballots maintain the secrecy of the 

ballot. 
   

Overvotes (vol. 1. sect. 4.4.4, 10)   Must support for specific 

type of voting system 

Overvotes: P & M: Overvote invalidates the vote. Define how overvotes are 

counted. 
   

Overvotes: DRE: Prevented from or requires correction of overvoting.    

Overvotes: If a system does not prevent overvotes, it must count them.  Define 

how overvotes are counted. 
   Count as “overvote” 

Overvotes: DRE systems that provide a method to data enter absentee votes 

must account for overvotes. 

  We cannot enter absentee 

ballots on the TS units.  

We handle absentee 

ballots using AVOS. 

Undervotes  (vol. 1. sect. 4.4.4)   Must support 

Undervotes: System counts undervotes cast for accounting purposes    

Blank Ballots  (vol. 1. sect. 2.4.3.3, 3.2.5.1.2, 3.2.5.1.3, & 4.4.4)     

Totally Blank Ballots: Any blank ballot alert is tested.    

Totally Blank Ballots: If blank ballots are not immediately processed, there 

must be a provision to recognize and accept them 
   

Totally Blank Ballots: If operators can access a blank ballot, there must be a 

provision for resolution. 
   

Display/Printing Multi-Lingual Ballots  (vol. 1. sect. 2.3.1.3.1.a)   Must support one  

Spanish    

Alaska Native (Other Group specified)    

 

Optionally created per 

customer. 

Aleut   
Athabascan   
Eskimo   
Native (Other Group Specified)   
Chinese (Mandarin, Cantonese)    

Filipino (Tagalog)    

Japanese    

Korean    

Vietnamese    

Apache    

 

 

 

 

 

 

 

Optionally created per 

customer. 

Cent/So American   
Cheyenne   
Chickasaw   
Choctaw   
Navajo   
Other Tribe-Specified   
Paiute   
Pueblo   
Seminole   
Shoshone   
Sioux   
Tohono O'Odham   
Tribe not specified   
Ute   
Yaqui   
Yuman   
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Voting Variations Functionality  & Languages 

Vol. 1 Sect 2.2.8.2 ,2.3.1.3.1.a,  2.4.3.3, 3.2.5.1.2, 3,2,5,1,3 4.4.4, & 10 S
u
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-
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o
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ed
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n
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p

-
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o
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  Required description(s) 

French    

Haiti Creole    

Demonstrates the voting system capability to handle the designated language 

groups. (vol. 1. sect. 2.3.1.3.1.a) 

   

Default language (English),     

Secondary language using a Western European font     

Ideographic language (such as Chinese or Korean),    

Non-written languages requiring audio support   Optionally created per 

customer. 
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7.11 Appendix K – EAC Certification Number & Voting 
System Configuration  

 
EAC Certification #PES-Assure1.2 was issued on 6 August 2009. 
 
This Certification is for the Voting System Hardware and Software configuration(s) listed in section 3.1.   
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12/CIS11c - IEC/CISPR 11 (1997), A1 (1999), A2 (2002) 
12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)  
12/CIS22 - IEC/CISPR 22  (1997) and EN 55022 (1998) + A1 (2000) 
12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996 
12/CIS22b - CNS13438 (2006) 
12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000) 
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08) 
12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000) 
12/EM03 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995) 
12/EM03a - ICE 1000-3-3 (1994-12) 
12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001) 
12/EM03c - ICE 61000-3-3 (1994) with Amendment 1 (2001) 
12/EM03d - ICE 61000-3-3 (1995) + A1 (2001) 
12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B 
12/T51 - AS/NZS CISPR 22 (2002) and AS/NZS 3548 (1997) 
12/I01 – IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2 
12/I02 – IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002) 
12/I03 – IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4 
12/I04 – IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5 
12/I05 – IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6 
12/I06- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8 
12/I07 – IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government. 


 
Criterion Technology has been accredited by the following groups:  NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site 
(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry 
Canada(#IC 3301).  The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB) 
for Taiwan (BSMI # SL2-IN-E-007R).  
All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly 


in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-I-1994 and are traceable to national standards. 
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EMC QUALIFICATION TEST REPORT 
OSX BALLOT BOX REV 5, 49-211669-000A  


 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 


The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Immunity. 
 


1.2 CONFORMITY 
 


The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 


 
 


TABLE I.  IMMUNITY CONFORMITY SUMMARY  
 


TEST TYPE COMPLIANCE 
STANDARD 


TESTING 
TECHNIQUE 


TEST 
DESCRIPTION 


MINIMUM 
PERFORMANCE 


CRITERIA 


CONFORMITY 
STATUS 


IMMUNITY 


 


VSS 


  


  61000-4-2 Electrostatic Discharge 2 PASSED 


 
 
 
 
 
1.3 EQUIPMENT UNDER TEST (EUT) 
 


EUT NAME: OSX BALLOT BOX REV 5 


EUT MODEL/PART NUMBER(S): 49-211669-000A 


EUT SERIAL NUMBER(S): 01574 
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2.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 


2.1 IMMUNITY TEST STANDARDS. 
 


TABLE I.  IMMUNITY TESTS 
 


BASIC 
STANDARDS TESTED ENVIRONMENTAL     


PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 


IEC 61000-4-2  Electrostatic Discharge 
±8,12,15 kV Air 


±4,6,8 kV Contact 


Performance 
Criterion 2  


 
 
 
2.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 


The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 


The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption 
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter 
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2.3   ELECTROSTATIC DISCHARGE (ESD) 
 


Measurements of immunity against ESD were performed to the requirements of IEC 61000-4-2. 
 


Testing Conditions 
 


Date of Test: March 18, 2009 


Temperature: 20º C 


Relative Humidity:   35 % 


Atmospheric Pressure: 75.3kPa 


Test Voltage: 120 VAC 60 Hz 


Test Operator: LWS 


 
Test Location 


 
Criterion Technology Immunity Area 


 
Test Equipment 


 
Haefely Trench PESD, 1600 


  


 Test Accessories:  See Appendix C for suppoirt equipment details 


 
Test Setup 
 
 Air Contact 


Discharge Type:   


Discharge Voltages: ±8,12,15 kV ±4,6,8 kV 


Discharge Polarity: Positive/Negative  Positive/Negative 


Discharge Factor: ≥1 second ≥1 second 


Discharge Number: ≥10 ≥10 


Discharge Impedance:    330 ohms/150 pF 


Discharge Locations:   Human-Interface Accessible 


   See Photographs APPENDIX A  


 
Test Results of ESD 


 
Test Status: PASSED Performance Criterion 1 


 
Remarks 


 
See: APPENDIX A for EUT Photographs  
 APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.0 APPENDIX A:  EUT PHOTOGRAPHS  
 


 


3.1 ELECTROSTATIC DISCHARGE  
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4.0 APPENDIX B:  DATA SHEETS   
 
 
4.1 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 
 


TEST  NUMBER: 090120-1367  TEST ARTICLE: OSX Ballot Box Rev 5 


MODEL NUMBER: 49-211669-000A SERIAL NUMBER: 01574 
TEMPERATURE: 20º C HUMIDITY: 35 % 
ATMOSPHERIC PRESSURE: 75.3 kPa  TEST PERSONNEL: LWS 
TEST RESULTS : Complies ( X )  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz TEST DATE:  


DISCHARGE VOLTAGES NEEDED Air  (A), A ±8, 12, 15 kV Contact  (C) C ±4, 6, 8kV  
TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED 
RESPONSE 


OF THE EUT 


Clamshell rear clamps (2) C ±  4 kV C 2 1 Pass Normal Ops 
Ballot box handle fastening bolts (2) C ±  4 kV C 2 1 Pass Normal Ops 


Clamshell joining bolts (10) A  ±  8  kV A 2 1 Pass Normal Ops 
right side locks (2) A  ±  8  kV A 2 1 Pass Normal Ops 


Front Lock A  ±  8  kV A 2 1 Pass Normal Ops 
Front door seam A  ±  8  kV A 2 1 Pass Normal Ops 


Top lock A  ±  8  kV A 2 1 Pass Normal Ops 
       


Horiz Coupling Plane       
EUT Front Left C ±  4 kV  2 Not Required na Floor standing 
EUT Front Right C ±  4 kV  2 Not Required na Floor standing 
EUT Right Front C ±  4 kV  2 Not Required na Floor standing 
EUT Right Back C ±  4 kV  2 Not Required na Floor standing 
EUT Rear Left C ±  4 kV  2 Not Required na Floor standing 
EUT Rear Right C ±  4 kV  2 Not Required na Floor standing 
EUT Left Front C ±  4 kV  2 Not Required na Floor standing 
EUT Left Back C ±  4 kV  2 Not Required na Floor standing 


       
Vert. Coupling Plane       


EUT Front Left, bottom C ±  4 kV A 2 1 Pass Normal Ops 
EUT Front Right, bottom C ±  4 kV A 2 1 Pass Normal Ops 
EUT Right Front, bottom C ±  4 kV A 2 1 Pass Normal Ops 
EUT Right Back, bottom C ±  4 kV A 2 1 Pass Normal Ops 


EUT Rear Left, top C ±  4 kV A 2 1 Pass Normal Ops 
EUT Rear Right, top C ±  4 kV A 2 1 Pass Normal Ops 
EUT Left Front, top C ±  4 kV A 2 1 Pass Normal Ops 
EUT Left Back, top C ±  4 kV A 2 1 Pass Normal Ops 


       
Clamshell rear clamps (2) C ±  6 kV C 2 1 Pass Normal Ops 


Ballot box handle fastening bolts (2) C ±  6 kV C 2 1 Pass Normal Ops 
Clamshell joining bolts (10) C ±  4 kV A 2 1 Pass Normal Ops 


right side locks (2) A  ±  12  kV A 2 1 Pass Normal Ops 
Front Lock A  ±  12  kV A 2 1 Pass Normal Ops 


Front door seam A  ±  12  kV A 2 1 Pass Normal Ops 
Top lock A  ±  12  kV A 2 1 Pass Normal Ops 


       
Horiz Coupling Plane       


EUT Front Left C ±  6 kV  2 Not Required na Floor standing 
EUT Front Right C ±  6 kV  2 Not Required na Floor standing 
EUT Right Front C ±  6 kV  2 Not Required na Floor standing 
EUT Right Back C ±  6 kV  2 Not Required na Floor standing 
EUT Rear Left C ±  6 kV  2 Not Required na Floor standing 
EUT Rear Right C ±  6 kV  2 Not Required na Floor standing 
EUT Left Front C ±  6 kV  2 Not Required na Floor standing 
EUT Left Back C ±  6 kV  2 Not Required na Floor standing 
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TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED 
RESPONSE 


OF THE EUT 


Vert. Coupling Plane       
EUT Front Left, bottom C ±  6 kV A 2 1 Pass Normal Ops 
EUT Front Right, bottom C ±  6 kV A 2 1 Pass Normal Ops 
EUT Right Front, bottom C ±  6 kV A 2 1 Pass Normal Ops 
EUT Right Back, bottom C ±  6 kV A 2 1 Pass Normal Ops 


EUT Rear Left, top C ±  6 kV A 2 1 Pass Normal Ops 
EUT Rear Right, top C ±  6 kV A 2 1 Pass Normal Ops 
EUT Left Front, top C ±  6 kV A 2 1 Pass Normal Ops 
EUT Left Back, top C ±  6 kV A 2 1 Pass Normal Ops 


       
Clamshell rear clamps (2) C ±  8 kV C 2 1 Pass Normal Ops 


Ballot box handle fastening bolts (2) C ±  8 kV C 2 1 Pass Normal Ops 
Clamshell joining bolts (10) C ±  8 kV A 2 1 Pass Normal Ops 


right side locks (2) A  ±  15  kV A 2 1 Pass Normal Ops 
Front Lock A  ±  15  kV A 2 1 Pass Normal Ops 


Front door seam A  ±  15  kV A 2 1 Pass Normal Ops 
Top lock A  ±  15  kV A 2 1 Pass Normal Ops 


       
Horiz Coupling Plane       


EUT Front Left C ±  8 kV  2 Not Required na Floor standing 
EUT Front Right C ±  8 kV  2 Not Required na Floor standing 
EUT Right Front C ±  8 kV  2 Not Required na Floor standing 
EUT Right Back C ±  8 kV  2 Not Required na Floor standing 
EUT Rear Left C ±  8 kV  2 Not Required na Floor standing 
EUT Rear Right C ±  8 kV  2 Not Required na Floor standing 
EUT Left Front C ±  8 kV  2 Not Required na Floor standing 
EUT Left Back C ±  8 kV  2 Not Required na Floor standing 


       
Vert. Coupling Plane       


EUT Front Left, bottom C ±  8 kV A 2 1 Pass Normal Ops 
EUT Front Right, bottom C ±  8 kV A 2 1 Pass Normal Ops 
EUT Right Front, bottom C ± 8 kV A 2 1 Pass Normal Ops 
EUT Right Back, bottom C ±  8 kV A 2 1 Pass Normal Ops 


EUT Rear Left, top C ±  8 kV A 2 1 Pass Normal Ops 
EUT Rear Right, top C ±  8 kV A 2 1 Pass Normal Ops 
EUT Left Front, top C ±  8 kV A 2 1 Pass Normal Ops 
EUT Left Back, top C ±  8 kV A 2 1 Pass Normal Ops 


 
*Performance Criterion 1  
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
*Performance Criterion 2  
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary 
interruption so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that 
have been completed and confirmed to the voter 
 
DISCHARGE NOTES: 
A.  No perceived discharge, and no observed response in the EUT. 
B.  Discharge observed, but no observed response in the EUT. 
C.  Discharge  
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5.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 


CRITERION TECHNOLOGY PRODUCT INFORMATION FORM 
 
General Information Date: 4/3/2009 
 
Company Name: Premier Election Solutions   
Company Address: 1200 W. 73rd Street, Suite 350   
                               Vancouver, B. C.   
                               Canada V6P 3G5   
Contacts: 
 Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com 
 Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierelections.com 
 
Test Description 
De-Bug   Formal (Initial) X Formal (Re-Verification)   
 
Market Information (Check all that Apply) 
USA X  Canada   Euro. Union   Taiwan    Japan   New Zealand   Australia     
Other   
 
Product Information 
Name OSX Ballot Box Rev 5 Model Number 49-211669-000A Serial Number 01574  
 
Product Dimensions: 39” high, 24” width: 28” depth Weight: 70 lbs  
 
Product Power Source: 
 Battery 
  Type None  
  Redundant Power Supplies  None  
 AC Supply  Powered by AccuVote-OSX 
  Input Voltage Range(s) 120V 
  Phases   Delta   Wye    
  Current   
  Frequency   
  Manufacturer    
  Model Number    
 Topology  
  Linear   Switching Mode   Switching Frequency   
 
Support Equipment (if used): 
 CPU:  AccuVote-OSX 
  Manufacturer Premier Election Solutions   
  Model No. 49-211142-000A   
  Serial No. 000036   
  
Operation Software: 
 Name: None  Version Number: N/A  
 
 
Time necessary for EUT to be exercised and able to fully respond: approx 2 seconds . 
 
Operation Pass/Fail Criteria: 


The ballot deflector is able to rotate far enough to the left and right to deposit ballots into the main bin or the error bin, 
based on whether the AccuVote-OSX scanned a properly voted ballot or a blank ballot. 
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Immunity Testing 
 
Test Type (Please check all that apply): 
 
X  VSS – Voting System Standards  
 
  EN 61000-6-2 –Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for                               
                                         Industrial Environments   
                                       
  EN 55024 –Information Technology Equipment – Immunity Characteristics - Limits and  
 Methods of Measurement Requirements 
 
  EN 60601-1-2 –Medical Electrical Equipment, Collateral Standard: EMC Requirements and Test 
 
  EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use –EMC 
 Requirements 
 
 EN 61000-4-2 (ESD) 
 Number of Metallic test points touchable by equipment operator:     
 Number of Non-Metallic test points touchable by equipment operator:     
 Is the product enclosure completely plastic?  Yes   
 Is the product enclosure partly plastic?  Yes   
 Are there any additional ESD voltages required for testing? If so, list herein: 
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TEST CRITERIA ATTACHMENT 


 
 


IMMUNITY 
During the series of immunity tests the EUT is subjected to a series of potentially interfering signals and environments.  It is 
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or 
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable 
approximately 20 feet in length during the series of tests.   Pass / Fail criteria must be clearly defined and correspond to the 
equipment specifications received by the customer.  
 
Description of the maximum capability configuration:  In order to function and be tested, the ballot box must have an 
AccuVote-OSX attached to the ballot box.  The AccuVote-OSX must have an election installed which is ready to scan ballots. 
 
 
Name of revision # of the test software used for the immunity tests: 
The ballot box has no software installed on it.  It is a mechanical device that is controlled by the Accuvote-OSX that is attached 
to it. 
 
On the AccuVote-OSX: 


- AVOSX 1.2.1 
- Windows CE version 500.4.1 
- BootLoader 1.3.10 


 
Clearly defined definitive description of the pass / fail criteria: 
 
When a properly voted ballot is scanned by the Accuvote-OSX, the ballot deflector must rotate to the right so that the scanned 
ballot is deposited into the main bin.  When a blank ballot is scanned by the AccuVote-OSX, the ballot deflector must rotate to 
the left to deposit the scanned ballot into the error bin.  Additionally, the ballot deflector must rotate far enough and fast enough 
that the ballot can be passed from the AccuVote-OSX to the ballot box before the AccuVote-OSX detects a delay and interprets 
it as a paper jam. 
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6.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
 


Manufacturer Name/Description Model Number Serial Number Cal. Due Date 


Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009 
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009 


Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009 


Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009 


Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 4/21/2009 
Haefely Trench ESD Gun PESD 1600 H605100 5/18/2009 
EMCO Active Loop 6502 2626 6/19/2009 
Amplifier Research E-Field Probe FP2080 20236 7/16/2009 
Veratech Preamp (AMP2) unknown N/A 7/18/2009 
EMCO biconnical antenna 3108 9103-2441 7/22/2009 
Amplifier Research Power Amplifier 150A100A 20183 7/22/2009 
EMCO log periodic antenna 3146 9004-2763 7/23/2009 


Chase  Bilog 30 - 1000 MHz CB6111 1121 7/23/2009 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 9/4/2009 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009 
Tegam Current Probe 925236-1 12588 11/19/2009 
Microwave Technologies Standard Gain Horn & Harmonic Mixer 12A-18 & HP1197OK 19527JE & 2332A01314 11/26/2009 


EMCO Horn 3160-08 1147 11/28/2009 


FCC EM Clamp F2031 309 12/7/2009 


FCC CDN FCC-801-M3-25 9714 12/7/2009 


Amplifier Research Directional Coupler  DC2600 302981 12/7/2009 
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009 
Haefely Trench Test Mag Mag 100 80162 12/12/2009 
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010 


Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010 
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010 
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7.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 


89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 


 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 


 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2006. 


 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2006. 


 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 
 
EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 1: Emissions, April 1997. 
 
EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 2: Immunity, April 1997. 


 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006. 


 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005. 


 
EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial 
Environments 2007. 


 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 


 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2006. 


 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998, A1:2001, A2:2006. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002, 
incorporating corrigenda Nos. 1:2004 and 2:2005. 


 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 


 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006. 


 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007. 


 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
2006. 
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EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 


 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001. 


 
EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 2004 


 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003. 


 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008 
 


Subpart A General. 
 


Subpart B Unintentional Radiators. 
 


Subpart C Intentional Radiators. 
 


Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008 
 
8.5 JAPAN 
 


VCCI V-3 
 
8.6 CANADA 
 


ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 2006. 
 


ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 


SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 


 
8.8 CHINA 
 


CNS13438, 2006. 
 


 
8.9 VOLUNTARY VOTING SYSTEM STANDARDS 
 


VSS-Volume 1 Version 1.0, 2005 
 


VSS-Volume 11 Version 1.0, 2005 
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DISCLAIMERS 
 
This report is the confidential property of the client.  For the protection of our clients and ourselves, extracts from this test report cannot be 
produced without prior written approval from Criterion Technology.  Reproduction of the complete report can be performed at the client’s 
discretion. 
 
The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s).  Test data is accurate within 
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology 
and the client. 
 
Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this 
report.  If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product 
must have electrical and mechanical characteristics identical to the device tested for this report.  Criterion Technology shall have no liability for 
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports. 
 
Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted. 
 
Compliance with the appropriate governmental standards is the responsibility of the manufacturer. 
 
Any questions regarding this report should be directed to: 
 


Laboratory Director 
Criterion Technology Corp. 
P.O. Box 489 
1350 Tolland Road 
Rollinsville, Colorado 80474 
Phone:  (303) 258-0100     Fax:  (303) 258-0775 
mailto:laboratory_director@criteriontech.com 
 


NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of 
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are 


 
12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)  
12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), A1 (1999), A2 (2002) 
12/CIS11c - IEC/CISPR 11 (1997), A1 (1999), A2 (2002) 
12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)  
12/CIS22 - IEC/CISPR 22  (1997) and EN 55022 (1998) + A1 (2000) 
12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996 
12/CIS22b - CNS13438 (2006) 
12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000) 
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08) 
12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000) 
12/EM03 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995) 
12/EM03a - ICE 1000-3-3 (1994-12) 
12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001) 
12/EM03c - ICE 61000-3-3 (1994) with Amendment 1 (2001) 
12/EM03d - ICE 61000-3-3 (1995) + A1 (2001) 
12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B 
12/T51 - AS/NZS CISPR 22 (2002) and AS/NZS 3548 (1997) 
12/I01 – IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2 
12/I02 – IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002) 
12/I03 – IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4 
12/I04 – IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5 
12/I05 – IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6 
12/I06- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8 
12/I07 – IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government. 


 
Criterion Technology has been accredited by the following groups:  NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site 
(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry 
Canada(#IC 3301).  The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB) 
for Taiwan (BSMI # SL2-IN-E-007R).  
All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly 


in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-I-1994 and are traceable to national standards. 
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EMC QUALIFICATION TEST REPORT 
AccuVote-TSX, A, with AVPM 


 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 


The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Immunity. 
 


1.2 CONFORMITY 
 


The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 


 
 


TABLE I.  IMMUNITY CONFORMITY SUMMARY  
 


TEST TYPE COMPLIANCE 
STANDARD 


TESTING 
TECHNIQUE 


TEST 
DESCRIPTION 


MINIMUM 
PERFORMANCE 


CRITERIA 


CONFORMITY 
STATUS 


IMMUNITY 


 


VSS 


  


  61000-4-2 Electrostatic Discharge 2 PASSED 


 
 
 
 
 
1.3 EQUIPMENT UNDER TEST (EUT) 
 


EUT NAME: AccuVote-TSX 


EUT MODEL/PART NUMBER(S): A, with  AVPM 


EUT SERIAL NUMBER(S): 203549 
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2.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 


2.1 IMMUNITY TEST STANDARDS. 
 


TABLE I.  IMMUNITY TESTS 
 


BASIC 
STANDARDS TESTED ENVIRONMENTAL     


PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 


IEC 61000-4-2  Electrostatic Discharge 
±8,12,15 kV Air 


±4,6,8 kV Contact 


Performance 
Criterion 2  


 
 
 
2.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 


The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 


The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption 
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter 
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2.3   ELECTROSTATIC DISCHARGE (ESD) 
 


Measurements of immunity against ESD were performed to the requirements of IEC 61000-4-2. 
 


Testing Conditions 
 


Date of Test: April 16, 2009 


Temperature: 19º C 


Relative Humidity:   38 % 


Atmospheric Pressure: 75.2kPa 


Test Voltage: 120 VAC 60 Hz 


Test Operator: LWS 


 
Test Location 


 
Criterion Technology Immunity Area 


 
Test Equipment 


 
Haefely Trench PESD, 1600 


  


 Test Accessories:  See Appendix C for suppoirt equipment details 


 
Test Setup 
 
 Air Contact 


Discharge Type:   


Discharge Voltages: ±8,12,15 kV ±4,6,8 kV 


Discharge Polarity: Positive/Negative  Positive/Negative 


Discharge Factor: ≥1 second ≥1 second 


Discharge Number: ≥10 ≥10 


Discharge Impedance:    330 ohms/150 pF 


Discharge Locations:   Human-Interface Accessible 


   See Photographs APPENDIX A  


 
Test Results of ESD 


 
Test Status: PASSED Performance Criterion 1 


 
Remarks 


 
See: APPENDIX A for EUT Photographs  
 APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.0 APPENDIX A:  EUT PHOTOGRAPHS  
 


 


3.1 ELECTROSTATIC DISCHARGE  
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4.0 APPENDIX B:  DATA SHEETS   
 
4.1 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 


TEST  NUMBER: 090119-1393 TEST ARTICLE: AccuVote-TSX 
MODEL NUMBER: A, with AVPM SERIAL NUMBER: 2033549 
TEMPERATURE: 19º C HUMIDITY: 38% 
ATMOSPHERIC PRESSURE: 75.2kPa  TEST PERSONNEL: LWS 


TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz TEST DATE: 4-16-2009 
DISCHARGE VOLTAGES NEEDED Air  (A), A ±8, 12, 15 kV Contact  (C) C ±4, 6, 8kV  


TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED RESPONSE 


OF THE EUT 


Stand Bracket (1 w/grounded screw) C ±  4 kV C 2 1 Pass Normal Ops 
Headphone jack shell C ±  4 kV A 2 1 Pass Normal Ops 


       
Memory and power switch access lock A  ±  8  kV A 2 1 Pass Normal Ops 


Modem access lock A  ±  8  kV A 2 1 Pass Normal Ops 
Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  8  kV A 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Normal Ops 
printer access lock A  ±  8  kV A 2 1 Pass Normal Ops 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Normal Ops 
Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Normal Ops 
VIBs enclosure openings (2) A  ±  8  kV   1 Pass Normal Ops 


LED indicators (3) A  ±  8  kV C 2 1 Pass Normal Ops 
Horiz Coupling Plane  C 2 1 Pass Normal Ops 


EUT Bottom C ±  4 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  4 kV C 2 1 Pass Normal Ops 
EUT Right C ±  4 kV C 2 1 Pass Normal Ops 
EUT Front C ±  4 kV C 2 1 Pass Normal Ops 


       
Stand Bracket (1 w/grounded screw) C ±  6 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  6 kV C 2 1 Pass Normal Ops 
       


Memory and power switch access lock A  ±  12  kV A 2 1 Pass Normal Ops 
Modem access lock A  ±  12  kV B 2 1 Pass Normal Ops 


Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  12  kV B 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  12  kV B 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  12  kV B 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  12  kV B 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  12  kV B 2 1 Pass Normal Ops 
printer access lock A  ±  12  kV A 2 1 Pass Normal Ops 


Ballot viewing window (4 pl)  A  ±  12  kV A 2 1 Pass Normal Ops 
Printer access hatch (4 pl) A  ±  12  kV A 2 1 Pass Normal Ops 
VIBS keypad switches (12) A  ±  12  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  12  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  12  kV A 2 1 Pass Normal Ops 
VIBs enclosure openings (2) A  ±  12  kV A 2 1 Pass Normal Ops 


LED indicators (3) A  ±  12  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT Front Left C ±  6 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  6 kV C 2 1 Pass Normal Ops 
EUT Right C ±  6 kV C 2 1 Pass Normal Ops 
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EUT Front C ±  6 kV C 2 1 Pass Normal Ops 
Stand Bracket (1 w/grounded screw) C ±  8 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  8 kV C 2 1 Pass Normal Ops 
       


Memory and power switch access lock A  ±  15  kV B 2 1 Pass Normal Ops 
Modem access lock A  ±  15  kV B 2 1 Pass Normal Ops 


Headphone sound baffles (2) A  ±  15  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  15  kV B 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  15  kV B 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  15  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams  (2) A  ±  15  kV B 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  15  kV B 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  15  kV B 2 1 Pass Normal Ops 
printer access lock A  ±  15  kV A 2 1 Pass Normal Ops 


Ballot viewing window (4 pl)  A  ±  15  kV A 2 1 Pass Normal Ops 
Printer access hatch (4 pl) A  ±  15  kV A 2 1 Pass Normal Ops 
VIBS keypad switches (12) A  ±  15  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  15  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  15  kV A 2 1 Pass Normal Ops 
VIBs enclosure openings (2) A  ±  15  kV A 2 1 Pass Normal Ops 


LED indicators (3) A  ±  15  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT bottom C ±  8 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  8 kV C 2 1 Pass Normal Ops 
EUT Right C ±  8 kV C 2 1 Pass Normal Ops 
EUT Front C ±  8 kV C 2 1 Pass Normal Ops 


       
Stand Bracket (1 w/grounded screw) C ±  4 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  4 kV A 2 1 Pass Normal Ops 
       


Memory and power switch access lock A  ±  8  kV A 2 1 Pass Normal Ops 
Modem access lock A  ±  8  kV A 2 1 Pass Normal Ops 


Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  8  kV A 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Normal Ops 
printer access lock A  ±  8  kV A 2 1 Pass Normal Ops 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Normal Ops 
Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Normal Ops 
VIBs enclosure openings (2) A  ±  8  kV   1 Pass Normal Ops 


LED indicators (3) A  ±  8  kV C 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT Bottom C ±  4 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  4 kV C 2 1 Pass Normal Ops 
EUT Right C ±  4 kV C 2 1 Pass Normal Ops 
EUT Front C ±  4 kV C 2 1 Pass Normal Ops 


       
Stand Bracket (1 w/grounded screw) C ±  6 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  6 kV C 2 1 Pass Normal Ops 
       


Memory and power switch access lock A  ±  12  kV A 2 1 Pass Normal Ops 
Modem access lock A  ±  12  kV B 2 1 Pass Normal Ops 


Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Normal Ops 
*Performance Criterion 1 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
*Performance Criterion 2 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the 
voter 
DISCHARGE NOTES: 
A. No Perceived discharge, and no observed response in the EUT 
B. Discharge observed, but no observed response in the EUT. 
C. Discharge 
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5.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 


CRITERION TECHNOLOGY PRODUCT INFORMATION FORM 
 
General Information Date: 4/3/2009 
 
Company Name: Premier Election Solutions   
Company Address: 1200 W. 73rd Street, Suite 350   
                               Vancouver, B. C.   
                               Canada V6P 3G5   
Contacts: 
 Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com 
 Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierelections.com 
 
Test Description 
De-Bug   Formal (Initial) X Formal (Re-Verification)   
 
Market Information (Check all that Apply) 
USA X  Canada   Euro. Union   Taiwan    Japan   New Zealand   Australia     
Other   
 
Product Information 
Name AccuVote-TSX Model Number A, with AVPM Serial Number 203549  
 
Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 lbs  
In Stand (folded up): 23.3” height, 20” width, 6.9” depth Weight: 29 lbs  
In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32” depth Weight: 29 lbs  
 
Product Power Source: 
 Battery 
  Type Nickel Metal Hybride  
  Redundant Power Supplies    
 AC Supply 
  Input Voltage Range(s) 
  Phases   Delta   Wye    
  Current   
  Frequency   
  Manufacturer    
  Model Number    
 Topology  
  Linear   Switching Mode   Switching Frequency   
 
Operation Software: 
 Name: Bootloader Version Number: 1.3.10  
 Name: WinCE  Version Number: 410.3.10  
 Name: Ballotstation Version Number: 4.7.4  
 
Operating Modes: (Please Include Cycle Time) 
 The TSX will be configured to continuously vote ballots during testing.  The script will  
pause for 2 seconds  between keypresses, making each ballot take approximately 46 seconds to cast. 
 
Time necessary for EUT to be exercised and able to fully respond: between 2 and 46 seconds . 
 
Operation Pass/Fail Criteria: 
 Results of the Operational Status test.   
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Immunity Testing 
 
Test Type (Please check all that apply): 
 
     X  VSS – Voting System Standards  
 
  EN 61000-6-2 –Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for                               
                                         Industrial Environments   
                                       
  EN 55024 –Information Technology Equipment – Immunity Characteristics - Limits and  
 Methods of Measurement Requirements 
 
  EN 60601-1-2 –Medical Electrical Equipment, Collateral Standard: EMC Requirements and Test 
 
  EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use –EMC 
 Requirements 
 
 EN 61000-4-2 (ESD) 
 Number of Metallic test points touchable by equipment operator:     
 Number of Non-Metallic test points touchable by equipment operator:     
 Is the product enclosure completely plastic?     
 Is the product enclosure partly plastic?     
 Are there any additional ESD voltages required for testing? If so, list herein: 
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TEST CRITERIA ATTACHMENT 


 
 


IMMUNITY 
During the series of immunity tests the EUT is subjected to a series of potentially interfering signals and environments.  It is 
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or 
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable 
approximately 20 feet in length during the series of tests.   Pass / Fail criteria must be clearly defined and correspond to the 
equipment specifications received by the customer.  
 
Description of the maximum capability configuration: 
 
The TSX unit will be configured in a non-AVPM stand and will have headphones and a VIBS keypad. 
 
Name of revision # of the test software used for the immunity tests: 
 
Bootloader 1.3.10 
Windows CE 410.3.10 
BallotStation 4.7.4 
 
Clearly defined definitive description of the pass / fail criteria: 
 
The TSX will pass the test if the test vote script successfully runs and plays audio throughout testing.  The TSX will fail if there 
is a hardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for 
any reason other than the touch-screen being pressed during the test. 
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6.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
 


Manufacturer Name/Description Model Number Serial Number Cal. Due Date 


Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009 
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009 


Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009 


Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009 


Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 4/21/2009 
EMCO Active Loop 6502 2626 6/19/2009 
Amplifier Research E-Field Probe FP2080 20236 7/16/2009 
Veratech Preamp (AMP2) unknown N/A 7/18/2009 
EMCO biconnical antenna 3108 9103-2441 7/22/2009 
Amplifier Research Power Amplifier 150A100A 20183 7/22/2009 
EMCO log periodic antenna 3146 9004-2763 7/23/2009 


Chase  Bilog 30 - 1000 MHz CB6111 1121 7/23/2009 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 9/4/2009 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009 
Tegam Current Probe 925236-1 12588 11/19/2009 
Microwave Technologies Standard Gain Horn & Harmonic Mixer 12A-18 & HP1197OK 19527JE & 2332A01314 11/26/2009 


EMCO Horn 3160-08 1147 11/28/2009 


FCC EM Clamp F2031 309 12/7/2009 


FCC CDN FCC-801-M3-25 9714 12/7/2009 


Amplifier Research Directional Coupler  DC2600 302981 12/7/2009 
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009 
Haefely Trench Test Mag Mag 100 80162 12/12/2009 
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010 


Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010 
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010 
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010 
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7.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 


89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 


 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 


 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2006. 


 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 
 
EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 1: Emissions, April 1997. 
 
EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 2: Immunity, April 1997. 


 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006. 


 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005. 


 
EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial 
Environments 2007. 


 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 


 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2006. 


 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998, A1:2001, A2:2006. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002, 
incorporating corrigenda Nos. 1:2004 and 2:2005. 


 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 


 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006. 


 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007. 


 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
2006. 
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EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 


 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001. 


 
EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 2004 


 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003. 


 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008 
 


Subpart A General. 
 


Subpart B Unintentional Radiators. 
 


Subpart C Intentional Radiators. 
 


Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008 
 
8.5 JAPAN 
 


VCCI V-3 
 
8.6 CANADA 
 


ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 2006. 
 


ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 


SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 


 
8.8 CHINA 
 


CNS13438, 2006. 
 


 
8.9 VOLUNTARY VOTING SYSTEM STANDARDS 
 


VSS-Volume 1 Version 1.0, 2005 
 


VSS-Volume 11 Version 1.0, 2005 
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DISCLAIMERS 
 
This report is the confidential property of the client.  For the protection of our clients and ourselves, extracts from this test report cannot be 
produced without prior written approval from Criterion Technology.  Reproduction of the complete report can be performed at the client’s 
discretion. 
 
The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s).  Test data is accurate within 
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology 
and the client. 
 
Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this 
report.  If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product 
must have electrical and mechanical characteristics identical to the device tested for this report.  Criterion Technology shall have no liability for 
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports. 
 
Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted. 
 
Compliance with the appropriate governmental standards is the responsibility of the manufacturer. 
 
Any questions regarding this report should be directed to: 
 


Laboratory Director 
Criterion Technology Corp. 
P.O. Box 489 
1350 Tolland Road 
Rollinsville, Colorado 80474 
Phone:  (303) 258-0100     Fax:  (303) 258-0775 
mailto:laboratory_director@criteriontech.com 
 


NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of 
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are 


 
12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)  
12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), A1 (1999), A2 (2002) 
12/CIS11c - IEC/CISPR 11 (1997), A1 (1999), A2 (2002) 
12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)  
12/CIS22 - IEC/CISPR 22  (1997) and EN 55022 (1998) + A1 (2000) 
12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996 
12/CIS22b - CNS13438 (2006) 
12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000) 
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08) 
12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000) 
12/EM03 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995) 
12/EM03a - ICE 1000-3-3 (1994-12) 
12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001) 
12/EM03c - ICE 61000-3-3 (1994) with Amendment 1 (2001) 
12/EM03d - ICE 61000-3-3 (1995) + A1 (2001) 
12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B 
12/T51 - AS/NZS CISPR 22 (2002) and AS/NZS 3548 (1997) 
12/I01 – IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2 
12/I02 – IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002) 
12/I03 – IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4 
12/I04 – IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5 
12/I05 – IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6 
12/I06- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8 
12/I07 – IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government. 


 
Criterion Technology has been accredited by the following groups:  NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site 
(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry 
Canada(#IC 3301).  The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB) 
for Taiwan (BSMI # SL2-IN-E-007R).  
All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly 


in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-I-1994 and are traceable to national standards. 
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EMC QUALIFICATION TEST REPORT 
AccuVote-TSX, A, non-AVPM 


 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 


The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Immunity. 
 


1.2 CONFORMITY 
 


The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 


 
 


TABLE I.  IMMUNITY CONFORMITY SUMMARY  
 


TEST TYPE COMPLIANCE 
STANDARD 


TESTING 
TECHNIQUE 


TEST 
DESCRIPTION 


MINIMUM 
PERFORMANCE 


CRITERIA 


CONFORMITY 
STATUS 


IMMUNITY 


 


VSS 


  


  61000-4-2 Electrostatic Discharge 2 PASSED 


 
 
 
 
 
1.3 EQUIPMENT UNDER TEST (EUT) 
 


EUT NAME: AccuVote-TSX 


EUT MODEL/PART NUMBER(S): A, non-AVPM 


EUT SERIAL NUMBER(S): 201946 
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2.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 


2.1 IMMUNITY TEST STANDARDS. 
 


TABLE I.  IMMUNITY TESTS 
 


BASIC 
STANDARDS TESTED ENVIRONMENTAL     


PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 


IEC 61000-4-2  Electrostatic Discharge 
±8,12,15 kV Air 


±4,6,8 kV Contact 


Performance 
Criterion 2  


 
 
 
2.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 


The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 


The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption 
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter 
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2.3   ELECTROSTATIC DISCHARGE (ESD) 
 


Measurements of immunity against ESD were performed to the requirements of IEC 61000-4-2. 
 


Testing Conditions 
 


Date of Test: April 20, 2009 


Temperature: 18º C 


Relative Humidity:   44 % 


Atmospheric Pressure: 75.5kPa 


Test Voltage: 120 VAC 60 Hz 


Test Operator: LWS 


 
Test Location 


 
Criterion Technology Immunity Area 


 
Test Equipment 


 
Haefely Trench PESD, 1600 


  


 Test Accessories:  See Appendix C for suppoirt equipment details 


 
Test Setup 
 
 Air Contact 


Discharge Type:   


Discharge Voltages: ±8,12,15 kV ±4,6,8 kV 


Discharge Polarity: Positive/Negative  Positive/Negative 


Discharge Factor: ≥1 second ≥1 second 


Discharge Number: ≥10 ≥10 


Discharge Impedance:    330 ohms/150 pF 


Discharge Locations:   Human-Interface Accessible 


   See Photographs APPENDIX A  


 
Test Results of ESD 


 
Test Status: PASSED Performance Criterion 1 


 
Remarks 


 
See: APPENDIX A for EUT Photographs  
 APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.0 APPENDIX A:  EUT PHOTOGRAPHS  
 


 


3.1 ELECTROSTATIC DISCHARGE  
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4.0 APPENDIX B:  DATA SHEETS   
 
4.1 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 


TEST  NUMBER: 090119-1394 TEST ARTICLE: AccuVote-TSX 
MODEL NUMBER: A, non-AVPM SERIAL NUMBER: 201946 
TEMPERATURE: 18º C HUMIDITY: 44% 
ATMOSPHERIC PRESSURE: 75.5kPa  TEST PERSONNEL: LWS 


TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz TEST DATE: 4-20-2009 
DISCHARGE VOLTAGES NEEDED Air  (A), A ±8, 12, 15 kV Contact  (C) C ±4, 6, 8kV  


TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED RESPONSE 


OF THE EUT 


VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  8  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT Bottom C ±  4 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  4 kV C 2 1 Pass Normal Ops 
EUT Right C ±  4 kV C 2 1 Pass Normal Ops 
EUT Front C ±  4 kV C 2 1 Pass Normal Ops 


       
VIBS keypad switches (12) A  ±  12  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  12  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  12  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  12  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT Front Left C ±  6 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  6 kV C 2 1 Pass Normal Ops 
EUT Right C ±  6 kV C 2 1 Pass Normal Ops 
EUT Front C ±  6 kV C 2 1 Pass Normal Ops 


       
VIBS keypad switches (12) A  ±  15  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure seam A  ±  15  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  15  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  15  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT bottom C ±  8 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  8 kV C 2 1 Pass Normal Ops 
EUT Right C ±  8 kV C 2 1 Pass Normal Ops 
EUT Front C ±  8 kV C 2 1 Pass Normal Ops 


Stand Bracket (1 w/grounded screw) C ±  4 kV C 2 1 Pass Normal Ops 
Headphone jack shell C ±  4 kV C 2 1 Pass Normal Ops 


       
LED indicators (3) A  ±  8  kV C 2 1 Pass Normal Ops 


Memory and power switch access lock A  ±  8  kV A 2 1 Pass Normal Ops 
Modem access lock A  ±  8  kV A 2 1 Pass Normal Ops 


Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  8  kV A 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Normal Ops 


Access Lock A  ±  8  kV A 2 1 Pass Normal Ops 
Access seam (4 pl)  A  ±  8  kV A 2 1 Pass Normal Ops 


VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  8  kV A 2 1 Pass Normal Ops 
Stand Bracket (5) A  ±  8  kV A 2 1 Pass Normal Ops 
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Horiz Coupling Plane       
EUT Bottom C ±  4 kV C 2 1 Pass Normal Ops 


Vert. Coupling Plane       
EUT Left C ±  4 kV C 2 1 Pass Normal Ops 
EUT Right C ±  4 kV C 2 1 Pass Normal Ops 
EUT Front C ±  4 kV C 2 1 Pass Normal Ops 


       
Stand Bracket (1 w/grounded screw) C ±  6 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  6 kV C 2 1 Pass Normal Ops 
       


LED indicators (3) A  ±  12  kV A 2 1 Pass Normal Ops 
Memory and power switch access lock A  ±  12  kV B 2 1 Pass Normal Ops 


Modem access lock A  ±  12  kV A 2 1 Pass Normal Ops 
Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  12  kV B 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  12  kV B 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  12  kV A 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  12  kV A 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  12  kV B 2 1 Pass Normal Ops 


Access Lock A  ±  12  kV A 2 1 Pass Normal Ops 
Access seam (4 pl)  A  ±  12  kV A 2 1 Pass Normal Ops 


VIBS keypad switches (12) A  ±  12  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure seam A  ±  12  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  12  kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  12  kV A 2 1 Pass Normal Ops 
       


Stand Bracket (5) A  ±  8  kV A 2 1 Pass Normal Ops 
Horiz Coupling Plane       


EUT Front Left C ±  6 kV C 2 1 Pass Normal Ops 
Vert. Coupling Plane       


EUT Left C ±  6 kV C 2 1 Pass Normal Ops 
EUT Right C ±  6 kV C 2 1 Pass Normal Ops 
EUT Front C ±  6 kV C 2 1 Pass Normal Ops 


       
Stand Bracket (1 w/grounded screw) C ±  8 kV C 2 1 Pass Normal Ops 


Headphone jack shell C ±  8 kV C 2 1 Pass Normal Ops 
       


LED indicators (3) A  ±  15  kV A 2 1 Pass Normal Ops 
Memory and power switch access lock A  ±  15 kV B 2 1 Pass Normal Ops 


Modem access lock A  ±  15  kV B 2 1 Pass Normal Ops 
Headphone sound baffles (2) A  ±  15  kV A 2 1 Pass Normal Ops 
Display screen corners (4) A  ±  15  kV B 2 1 Pass Normal Ops 
Display screen edges (4) A  ±  15  kV B 2 1 Pass Normal Ops 


Rubber grip seams (6) A  ±  15  kV B 2 1 Pass Normal Ops 
Memory and pwr sw access seams (2) A  ±  15  kV B 2 1 Pass Normal Ops 


Enclosure clam shell seam (8pl) A  ±  15  kV A 2 1 Pass Normal Ops 
Smart card slot (2 pl) A  ±  15  kV B 2 1 Pass Normal Ops 


Access Lock A  ±  15  kV A 2 1 Pass Normal Ops 
Access seam (4 pl)  A  ±  15 kV A 2 1 Pass Normal Ops 


VIBS keypad switches (12) A  ±  15  kV A 2 1 Pass Normal Ops 
VIBS keypad enclosure seam A  ±  15  kV C 2 1 Pass Normal Ops 
VIBS keypad enclosure scrws A  ±  15 kV A 2 1 Pass Normal Ops 


VIBS keypad enclosure openings (2) A  ±  15 kV B 2 1 Pass Normal Ops 
Stand Bracket (5) A  ±  15  kV A 2 1 Pass Normal Ops 


Horiz Coupling Plane       
EUT bottom C ±  8 kV C 2 1 Pass Normal Ops 


Vert. Coupling Plane       
EUT Left C ±  8 kV C 2 1 Pass Normal Ops 
EUT Right C ±  8 kV C 2 1 Pass Normal Ops 
EUT Front C ±  8 kV C 2 1 Pass Normal Ops 


*Performance Criterion 1 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
*Performance Criterion 2 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the 
voter 
DISCHARGE NOTES: 
A. No Perceived discharge, and no observed response in the EUT 
B. Discharge observed, but no observed response in the EUT. 
C. Discharge 
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5.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 


CRITERION TECHNOLOGY PRODUCT INFORMATION FORM 
 
General Information Date: 4/3/2009 
 
Company Name: Premier Election Solutions   
Company Address: 1200 W. 73rd Street, Suite 350   
                               Vancouver, B. C.   
                               Canada V6P 3G5   
Contacts: 
 Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com 
 Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierelections.com 
 
Test Description 
De-Bug   Formal (Initial) X Formal (Re-Verification)   
 
Market Information (Check all that Apply) 
USA X  Canada   Euro. Union   Taiwan    Japan   New Zealand   Australia     
Other   
 
Product Information 
Name AccuVote-TSX Model Number A, non-AVPM Serial Number 201946  
 
Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 lbs  
In Stand (folded up): 23.3” height, 20” width, 6.9” depth Weight: 29 lbs  
In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32” depth Weight: 29 lbs  
 
Product Power Source: 
 Battery 
  Type Nickel Metal Hybride  
  Redundant Power Supplies    
 AC Supply 
  Input Voltage Range(s) 
  Phases   Delta   Wye    
  Current   
  Frequency   
  Manufacturer    
  Model Number    
 Topology  
  Linear   Switching Mode   Switching Frequency   
 
Operation Software: 
 Name: Bootloader Version Number: 1.3.10  
 Name: WinCE  Version Number: 410.3.10  
 Name: Ballotstation Version Number: 4.7.4  
 
Operating Modes: (Please Include Cycle Time) 
 The TSX will be configured to continuously vote ballots during testing.  The script will  
pause for 2 seconds  between keypresses, making each ballot take approximately 46 seconds to cast. 
 
Time necessary for EUT to be exercised and able to fully respond: between 2 and 46 seconds . 
 
Operation Pass/Fail Criteria: 
 Results of the Operational Status test.   
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Immunity Testing 
 
Test Type (Please check all that apply): 
 
     X  VSS – Voting System Standards  
 
  EN 61000-6-2 –Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for                               
                                         Industrial Environments   
                                       
  EN 55024 –Information Technology Equipment – Immunity Characteristics - Limits and  
 Methods of Measurement Requirements 
 
  EN 60601-1-2 –Medical Electrical Equipment, Collateral Standard: EMC Requirements and Test 
 
  EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use –EMC 
 Requirements 
 
 EN 61000-4-2 (ESD) 
 Number of Metallic test points touchable by equipment operator:     
 Number of Non-Metallic test points touchable by equipment operator:     
 Is the product enclosure completely plastic?     
 Is the product enclosure partly plastic?     
 Are there any additional ESD voltages required for testing? If so, list herein: 
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TEST CRITERIA ATTACHMENT 


 
 


IMMUNITY 
During the series of immunity tests the EUT is subjected to a series of potentially interfering signals and environments.  It is 
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or 
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable 
approximately 20 feet in length during the series of tests.   Pass / Fail criteria must be clearly defined and correspond to the 
equipment specifications received by the customer.  
 
Description of the maximum capability configuration: 
 
The TSX unit will be configured in a non-AVPM stand and will have headphones and a VIBS keypad. 
 
Name of revision # of the test software used for the immunity tests: 
 
Bootloader 1.3.10 
Windows CE 410.3.10 
BallotStation 4.7.4 
 
Clearly defined definitive description of the pass / fail criteria: 
 
The TSX will pass the test if the test vote script successfully runs and plays audio throughout testing.  The TSX will fail if there 
is a hardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for 
any reason other than the touch-screen being pressed during the test. 
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6.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
 


Manufacturer Name/Description Model Number Serial Number Cal. Due Date 


Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009 
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009 


Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009 


Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009 


Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 4/21/2009 
EMCO Active Loop 6502 2626 6/19/2009 
Amplifier Research E-Field Probe FP2080 20236 7/16/2009 
Veratech Preamp (AMP2) unknown N/A 7/18/2009 
EMCO biconnical antenna 3108 9103-2441 7/22/2009 
Amplifier Research Power Amplifier 150A100A 20183 7/22/2009 
EMCO log periodic antenna 3146 9004-2763 7/23/2009 


Chase  Bilog 30 - 1000 MHz CB6111 1121 7/23/2009 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 9/4/2009 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009 
Tegam Current Probe 925236-1 12588 11/19/2009 
Microwave Technologies Standard Gain Horn & Harmonic Mixer 12A-18 & HP1197OK 19527JE & 2332A01314 11/26/2009 


EMCO Horn 3160-08 1147 11/28/2009 


FCC EM Clamp F2031 309 12/7/2009 


FCC CDN FCC-801-M3-25 9714 12/7/2009 


Amplifier Research Directional Coupler  DC2600 302981 12/7/2009 
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009 
Haefely Trench Test Mag Mag 100 80162 12/12/2009 
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010 


Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010 
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010 
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010 
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7.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 


89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 


 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 


 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Dis turbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2006. 


 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 
 
EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 1: Emissions, April 1997. 
 
EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 2: Immunity, April 1997. 


 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006. 


 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005. 


 
EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial 
Environments 2007. 


 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 


 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2006. 


 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998, A1:2001, A2:2006. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002, 
incorporating corrigenda Nos. 1:2004 and 2:2005. 


 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 


 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006. 


 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007. 


 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
2006. 
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EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 


 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001. 


 
EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 2004 


 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003. 


 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008 
 


Subpart A General. 
 


Subpart B Unintentional Radiators. 
 


Subpart C Intentional Radiators. 
 


Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008 
 
8.5 JAPAN 
 


VCCI V-3 
 
8.6 CANADA 
 


ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 2006. 
 


ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 


SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 


 
8.8 CHINA 
 


CNS13438, 2006. 
 


 
8.9 VOLUNTARY VOTING SYSTEM STANDARDS 
 


VSS-Volume 1 Version 1.0, 2005 
 


VSS-Volume 11 Version 1.0, 2005 
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DISCLAIMERS 
 
This report is the confidential property of the client.  For the protection of our clients and ourselves, extracts from this test report cannot be 
produced without prior written approval from Criterion Technology.  Reproduction of the complete report can be performed at the client’s 
discretion. 
 
The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s).  Test data is accurate within 
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology 
and the client. 
 
Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this 
report.  If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product 
must have electrical and mechanical characteristics identical to the device tested for this report.  Criterion Technology shall have no liability for 
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports. 
 
Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted. 
 
Compliance with the appropriate governmental standards is the responsibility of the manufacturer. 
 
Any questions regarding this report should be directed to: 
 


Laboratory Director 
Criterion Technology Corp. 
P.O. Box 489 
1350 Tolland Road 
Rollinsville, Colorado 80474 
Phone:  (303) 258-0100     Fax:  (303) 258-0775 
mailto:laboratory_director@criteriontech.com 
 


NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of 
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are 


 
12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)  
12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), A1 (1999), A2 (2002) 
12/CIS11c - IEC/CISPR 11 (1997), A1 (1999), A2 (2002) 
12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)  
12/CIS22 - IEC/CISPR 22  (1997) and EN 55022 (1998) + A1 (2000) 
12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996 
12/CIS22b - CNS13438 (2006) 
12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000) 
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08) 
12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000) 
12/EM03 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995) 
12/EM03a - ICE 1000-3-3 (1994-12) 
12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001) 
12/EM03c - ICE 61000-3-3 (1994) with Amendment 1 (2001) 
12/EM03d - ICE 61000-3-3 (1995) + A1 (2001) 
12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B 
12/T51 - AS/NZS CISPR 22 (2002) and AS/NZS 3548 (1997) 
12/I01 – IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2 
12/I02 – IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002) 
12/I03 – IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4 
12/I04 – IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5 
12/I05 – IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6 
12/I06- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8 
12/I07 – IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government. 


 
Criterion Technology has been accredited by the following groups:  NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site 
(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry 
Canada(#IC 3301).  The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB) 
for Taiwan (BSMI # SL2-IN-E-007R).  
All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly 


in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-I-1994 and are traceable to national standards. 
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EMC QUALIFICATION TEST REPORT 
AccuVote-TSX, C, with AVPM 


 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 


The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Immunity. 
 


1.2 CONFORMITY 
 


The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 


 
 


TABLE I.  IMMUNITY CONFORMITY SUMMARY  
 


TEST TYPE COMPLIANCE 
STANDARD 


TESTING 
TECHNIQUE 


TEST 
DESCRIPTION 


MINIMUM 
PERFORMANCE 


CRITERIA 


CONFORMITY 
STATUS 


IMMUNITY 


 


VSS 


  


  61000-4-2 Electrostatic Discharge 2 PASSED 


 
 
 
 
 
1.3 EQUIPMENT UNDER TEST (EUT) 
 


EUT NAME: AccuVote-TSX 


EUT MODEL/PART NUMBER(S): C, AVPM 


EUT SERIAL NUMBER(S): 278293 
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2.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 


2.1 IMMUNITY TEST STANDARDS. 
 


TABLE I.  IMMUNITY TESTS 
 


BASIC 
STANDARDS TESTED ENVIRONMENTAL     


PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 


IEC 61000-4-2  Electrostatic Discharge 
±8,12,15 kV Air 


±4,6,8 kV Contact 


Performance 
Criterion 2  


 
 
 
2.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 


The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 


The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption 
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter 
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2.3   ELECTROSTATIC DISCHARGE (ESD) 
 


Measurements of immunity against ESD were performed to the requirements of IEC 61000-4-2. 
 


Testing Conditions 
 


Date of Test: April 15, 2009 


Temperature: 19º C 


Relative Humidity:   35 % 


Atmospheric Pressure: 75.2kPa 


Test Voltage: 120 VAC 60 Hz 


Test Operator: LWS 


 
Test Location 


 
Criterion Technology Immunity Area 


 
Test Equipment 


 
Haefely Trench PESD, 1600 


  


 Test Accessories:  See Appendix C for suppoirt equipment details 


 
Test Setup 
 
 Air Contact 


Discharge Type:   


Discharge Voltages: ±8,12,15 kV ±4,6,8 kV 


Discharge Polarity: Positive/Negative  Positive/Negative 


Discharge Factor: ≥1 second ≥1 second 


Discharge Number: ≥10 ≥10 


Discharge Impedance:    330 ohms/150 pF 


Discharge Locations:   Human-Interface Accessible 


   See Photographs APPENDIX A  


 
Test Results of ESD 


 
Test Status: PASSED Performance Criterion 1,2 


 
Remarks 


 
See: APPENDIX A for EUT Photographs  
 APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.0 APPENDIX A:  EUT PHOTOGRAPHS  
 


 


3.1 ELECTROSTATIC DISCHARGE  
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4.0 APPENDIX B:  DATA SHEETS   
 
4.1 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 


TEST  NUMBER: 090119-1395 TEST ARTICLE: AccuVote-TSX 
MODEL NUMBER: C, with AVPM SERIAL NUMBER: 278293 
TEMPERATURE: 19º C HUMIDITY: 35 % 
ATMOSPHERIC PRESSURE: 75.2kPa  TEST PERSONNEL: LWS 


TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz TEST DATE: 4-15-2009 


DISCHARGE VOLTAGES NEEDED 
Air  (A), A ±8, 12, 15 
kV Contact (C) C ±4, 6, 8kV  


TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED RESPONSE 


OF THE EUT 


Headphone jack shell C ±  4 kV C 2 1 Pass Ops Norm 
       


LEDs (3) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and power switch access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Modem access lock A  ±  8  kV A 2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  8  kV B 2 1 Pass Ops Norm 


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Ops Norm 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
printer access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Ops Norm, printer ran out of 
paper 


Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  8  kV C 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Ops Norm 


VIBS keypad openings (2) A  ±  8 kV A 2 1 Pass Ops Norm 
Horiz Coupling Plane       


EUT Front Left C ±  4 kV C 2 1 Pass Ops Norm 
Vert. Coupling Plane       


EUT Left C ±  4 kV C 2 1 Pass Ops Norm 
EUT Right C ±  4 kV C 2 1 Pass Ops Norm 
EUT Front C ±  4 kV C 2 1 Pass Ops Norm 


       
Headphone jack shell C ±  6 kV C 2 1 Pass Ops Norm 


       
LEDs (3) A  ±  12  kV B 2 1 Pass Ops Norm 


Modem access lock A  ±  12  kV A 2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  12  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  12  kV A 2 1 Pass Ops Norm 


       
Enclosure clam shell seam (8pl) A  ±  12  kV A 2 1 Pass Ops Norm 


Smart card slot (2 pl) A  ±  12  kV B 2 1 Pass Ops Norm 
printer access lock A  ±  12  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  12  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  12  kV A 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  12  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  12  kV A 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  12  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  12  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT Front Left C ±  6 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Left C ±  6 kV C 2 1 Pass Ops Norm 
EUT Right C ±  6 kV C 2 1 Pass Ops Norm 
EUT Front C ±  6 kV C 2 1 Pass Ops Norm 
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Headphone jack shell C ±  8 kV C 2 1 Pass Ops Norm 
LEDs A  ±  15  kV A 2 1 Pass Ops Norm 


Memory and power switch access lock A  ±  15  kV B 2 1 Pass Ops Norm 
Modem access lock A  ±  15  kV A 2 1 Pass Ops Norm 


Headphone sound baffles (2) A  ±  15  kV B 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  15  kV B 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  15  kV B 2 2 Pass Ops norm Macro stopped 


Rubber grip seams (6) A  ±  15  kV B 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  15  kV B 2 1 Pass Ops Norm 


Enclosure clam shell seam (8pl) A  ±  15  kV B 2 1 Pass Ops Norm 
Smart card slot (2 pl) A  ±  15  kV B 2 1 Pass Ops Norm 
printer access lock A  ±  15  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  15  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  15  kV B 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  15  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  15  kV A 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  15  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  15  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT bottom C ±  8 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Left C ±  8 kV C 2 1 Pass Ops Norm 
EUT Right C ±  8 kV C 2 1 Pass Ops Norm 
EUT Front C ±  8 kV C 2 1 Pass Ops Norm 


Headphone jack shell C ±  4 kV C 2 1 Pass Ops Norm 
       


LEDs (3) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and power switch access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Modem access lock A  ±  8  kV A 2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  8  kV B 2 1 Pass Ops Norm 


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Ops Norm 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
printer access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Ops Norm, printer ran out of 
paper 


Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  8  kV C 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Ops Norm 


VIBS keypad openings (2) A  ±  8 kV A 2 1 Pass Ops Norm 
Horiz Coupling Plane       


EUT Front Left C ±  4 kV C 2 1 Pass Ops Norm 
Vert. Coupling Plane       


EUT Left C ±  4 kV C 2 1 Pass Ops Norm 
EUT Right C ±  4 kV C 2 1 Pass Ops Norm 
EUT Front C ±  4 kV C 2 1 Pass Ops Norm 


       
Headphone jack shell C ±  6 kV C 2 1 Pass Ops Norm 


       
LEDs (3) A  ±  12  kV B 2 1 Pass Ops Norm 


Modem access lock A  ±  12  kV A 2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  12  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  12  kV A 2 1 Pass Ops Norm 


Enclosure clam shell seam (8pl) A  ±  12  kV A 2 1 Pass Ops Norm 
*Performance Criterion 1 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
*Performance Criterion 2 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the 
voter 
DISCHARGE NOTES: 
A. No Perceived discharge, and no observed response in the EUT 
B. Discharge observed, but no observed response in the EUT. 
C. Discharge 
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5.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 


CRITERION TECHNOLOGY PRODUCT INFORMATION FORM 
 
General Information Date: 4/3/2009 
 
Company Name: Premier Election Solutions   
Company Address: 1200 W. 73rd Street, Suite 350   
                               Vancouver, B. C.   
                               Canada V6P 3G5   
Contacts: 
 Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com 
 Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierelections.com 
 
Test Description 
De-Bug   Formal (Initial) X Formal (Re-Verification)   
 
Market Information (Check all that Apply) 
USA X  Canada   Euro. Union   Taiwan    Japan   New Zealand   Australia     
Other   
 
Product Information 
Name AccuVote-TSX Model Number C, with AVPM Serial Number 278293  
 
Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 lbs  
In Stand (folded up): 23.3” height, 20” width, 6.9” depth Weight: 29 lbs  
In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32” depth Weight: 29 lbs  
 
Product Power Source: 
 Battery 
  Type Nickel Metal Hybride  
  Redundant Power Supplies    
 AC Supply 
  Input Voltage Range(s) 
  Phases   Delta   Wye    
  Current   
  Frequency   
  Manufacturer    
  Model Number    
 Topology  
  Linear   Switching Mode   Switching Frequency   
 
Operation Software: 
 Name: Bootloader Version Number: 1.3.10  
 Name: WinCE  Version Number: 410.3.10  
 Name: Ballotstation Version Number: 4.7.4  
 
Operating Modes: (Please Include Cycle Time) 
 The TSX will be configured to continuously vote ballots during testing.  The script will  
pause for 2 seconds  between keypresses, making each ballot take approximately 46 seconds to cast. 
 
Time necessary for EUT to be exercised and abl e to fully respond: between 2 and 46 seconds . 
 
Operation Pass/Fail Criteria: 
 Results of the Operational Status test.   
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Immunity Testing 
 
Test Type (Please check all that apply): 
 
     X  VSS – Voting System Standards  
 
  EN 61000-6-2 –Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for                               
                                         Industrial Environments   
                                       
  EN 55024 –Information Technology Equipment – Immunity Characteristics - Limits and  
 Methods of Measurement Requirements 
 
  EN 60601-1-2 –Medical Electrical Equipment, Collateral Standard: EMC Requirements and Test 
 
  EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use –EMC 
 Requirements 
 
 EN 61000-4-2 (ESD) 
 Number of Metallic test points touchable by equipment operator:     
 Number of Non-Metallic test points touchable by equipment operator:     
 Is the product enclosure completely plastic?     
 Is the product enclosure partly plastic?     
 Are there any additional ESD voltages required for testing? If so, list herein: 
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TEST CRITERIA ATTACHMENT 


 
 


IMMUNITY 
During the series of immunity tests the EUT is subjected to a series of potentially interfering signals and environments.  It is 
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or 
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable 
approximately 20 feet in length during the series of tests.   Pass / Fail criteria must be clearly defined and correspond to the 
equipment specifications received by the customer.  
 
Description of the maximum capability configuration: 
 
The TSX unit will be configured in a non-AVPM stand and will have headphones and a VIBS keypad. 
 
Name of revision # of the test software used for the immunity tests: 
 
Bootloader 1.3.10 
Windows CE 410.3.10 
BallotStation 4.7.4 
 
Clearly defined definitive description of the pass / fail criteria: 
 
The TSX will pass the test if the test vote script successfully runs and plays audio throughout testing.  The TSX will fail if there 
is a hardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops exe cuting for 
any reason other than the touch-screen being pressed during the test. 
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6.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
 


Manufacturer Name/Description Model Number Serial Number Cal. Due Date 


Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009 
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009 


Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009 


Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009 


Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 4/21/2009 
EMCO Active Loop 6502 2626 6/19/2009 
Amplifier Research E-Field Probe FP2080 20236 7/16/2009 
Veratech Preamp (AMP2) unknown N/A 7/18/2009 
EMCO biconnical antenna 3108 9103-2441 7/22/2009 
Amplifier Research Power Amplifier 150A100A 20183 7/22/2009 
EMCO log periodic antenna 3146 9004-2763 7/23/2009 


Chase  Bilog 30 - 1000 MHz CB6111 1121 7/23/2009 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 9/4/2009 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009 
Tegam Current Probe 925236-1 12588 11/19/2009 
Microwave Technologies Standard Gain Horn & Harmonic Mixer 12A-18 & HP1197OK 19527JE & 2332A01314 11/26/2009 


EMCO Horn 3160-08 1147 11/28/2009 


FCC EM Clamp F2031 309 12/7/2009 


FCC CDN FCC-801-M3-25 9714 12/7/2009 


Amplifier Research Directional Coupler  DC2600 302981 12/7/2009 
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009 
Haefely Trench Test Mag Mag 100 80162 12/12/2009 
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010 


Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010 
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010 
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010 
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7.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 


89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 


 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 


 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2006. 


 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 
 
EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 1: Emissions, April 1997. 
 
EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 2: Immunity, April 1997. 


 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006. 


 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005. 


 
EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial 
Environments 2007. 


 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 


 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2006. 


 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998, A1:2001, A2:2006. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002, 
incorporating corrigenda Nos. 1:2004 and 2:2005. 


 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 


 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006. 


 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007. 


 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
2006. 
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EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 


 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001. 


 
EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 2004 


 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003. 


 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008 
 


Subpart A General. 
 


Subpart B Unintentional Radiators. 
 


Subpart C Intentional Radiators. 
 


Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008 
 
8.5 JAPAN 
 


VCCI V-3 
 
8.6 CANADA 
 


ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 2006. 
 


ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 


SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 


 
8.8 CHINA 
 


CNS13438, 2006. 
 


 
8.9 VOLUNTARY VOTING SYSTEM STANDARDS 
 


VSS-Volume 1 Version 1.0, 2005 
 


VSS-Volume 11 Version 1.0, 2005 
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DISCLAIMERS 
 
This report is the confidential property of the client.  For the protection of our clients and ourselves, extracts from this test report cannot be 
produced without prior written approval from Criterion Technology.  Reproduction of the complete report can be performed at the client’s 
discretion. 
 
The client is aware that Criterion Technology has performed testing in accordance with the applicable standard(s).  Test data is accurate within 
ANSI parameters for Emissions testing, unless a specific level of accuracy has been defined in writing prior to testing, by Criterion Technology 
and the client. 
 
Criterion Technology reports apply only to the specific Equipment Under Test (EUT) sample(s) tested under the test conditions described in this 
report.  If the manufacturer intends to use this report as a document demonstrating compliance of this model, additional models of this product 
must have electrical and mechanical characteristics identical to the device tested for this report.  Criterion Technology shall have no liability for 
any deductions, inferences, or generalizations drawn by the client or others from Criterion Technology issued reports. 
 
Total liability is limited to the amount invoiced for the testing of this EUT and the contents of this report are not warranted. 
 
Compliance with the appropriate governmental standards is the responsibility of the manufacturer. 
 
Any questions regarding this report should be directed to: 
 


Laboratory Director 
Criterion Technology Corp. 
P.O. Box 489 
1350 Tolland Road 
Rollinsville, Colorado 80474 
Phone:  (303) 258-0100     Fax:  (303) 258-0775 
mailto:laboratory_director@criteriontech.com 
 


NVLAP Note: Criterion Technology is accredited by the National Voluntary Laboratory Accreditation Program (NVLAP) for the specific scope of 
accreditation under Lab Code 100396-0. Test methods included in Lab Code 100396-0 are 


 
12/CIS11a - IEC/CISPR 11, edition 3.1 (1999-08)  
12/CIS11b - IEC/CISPR 11 (2003) & EN 55011 (1998), A1 (1999), A2 (2002) 
12/CIS11c - IEC/CISPR 11 (1997), A1 (1999), A2 (2002) 
12/CIS11d - EN 55011 (1998), A1 (1999), A2 (2002)  
12/CIS22 - IEC/CISPR 22  (1997) and EN 55022 (1998) + A1 (2000) 
12/CIS22a - IEC/CISPR 22 (1993) and EN 55022 (1994), Amendment 1:1995 & Amendment 2: 1996 
12/CIS22b - CNS13438 (2006) 
12/EM02a - IEC 61000-3-2, Edition 2.1 (2001-10) and EN 61000-3-2 (2000), and AS/NZS 2279.1 (2000) 
12/EMO2b - IEC 61000-3-2, Second Edition (2000-08) 
12/EMO2c - BS EN 61000-3-2, ED. 2 (2001); IEC 610003-2, ED. 2 (2000) 
12/EM03 - ICE 61000-3-3 (1995); EN 61000-3-3 (1995); AS/NZS 2279.3 (1995) 
12/EM03a - ICE 1000-3-3 (1994-12) 
12/EM03b - ICE 61000-3-3 Edition 1.1 (2002-03) & EN 61000-3-3, A1 (2001) 
12/EM03c - ICE 61000-3-3 (1994) with Amendment 1 (2001) 
12/EM03d - ICE 61000-3-3 (1995) + A1 (2001) 
12/FCC15b - ANSI C63.4 (2003) with FCC Method 47 CFR Part 15, Subpart B 
12/T51 - AS/NZS CISPR 22 (2002) and AS/NZS 3548 (1997) 
12/I01 – IEC 61000-4-2, Ed. 2.1 (2001), A1, A2; EN 61000-4-2 
12/I02 – IEC 61000-4-3, Ed. 2.0 (2002-03); EN 61000-4-3 (2002) 
12/I03 – IEC 61000-4-4 (1995), A1 (2002), A2 (2001); EN 61000-4-4 
12/I04 – IEC 61000-4-5, Ed. 1.1 (2001-04); EN 61000-4-5 
12/I05 – IEC 61000-4-6, Ed. 2.0 (2003-05); EN 61000-4-6 
12/I06- - IEC 61000-4-8, Ed. 1.1 (2001); EN 61000-4-8 
12/I07 – IEC 61000-4-11, Ed. 1.1 (2001-03); EN 61000-4-11 
 
The NVLAP Logo on the front cover of this report applies only to data taken for the above test methods. 
 
This report may contain data which is not covered by the NVLAP accreditation. 
 
This report must not be used by the client to claim product endorsement by NVLAP or any agency of the U.S. Government. 


 
Criterion Technology has been accredited by the following groups:  NVLAP(#100396-0), FCC(#90688), BSMI(#SL2-IN-007R), VCCI(#1255) 3&10 meter site 
(#R-2826), Immunity Shield room(#C-3118), Open Area Site(#C-3119), Nemko(#ELA-214), NMi (EU Competent Body Accreditation) and Industry 
Canada(#IC 3301).  The National Institute for Standards and Technology (NIST) has designated Criterion Technology a Conformity Assessment Body (CAB) 
for Taiwan (BSMI # SL2-IN-E-007R).  
All Criterion Technology instrumentation and accessories used to test products for compliance to the indicated standards are calibrated regularly 


in accordance with ISO 9002, ISO 17025, ANSI/NCSL Z540-I-1994 and are traceable to national standards. 
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EMC QUALIFICATION TEST REPORT 
AccuVote-TSX, D, with AVPM 


 
1.0 EXECUTIVE SUMMARY 
 
1.1 PURPOSE 
 


The purpose of this report is to present EMC test data and demonstrate conformity to the requirements of the 
prescribed standards for Immunity. 
 


1.2 CONFORMITY 
 


The test article was tested to the standards listed in Table I with the indicated conformity status.  All test methods were 
performed in accordance to with the standards listed. 


 
 


TABLE I.  IMMUNITY CONFORMITY SUMMARY  
 


TEST TYPE COMPLIANCE 
STANDARD 


TESTING 
TECHNIQUE 


TEST 
DESCRIPTION 


MINIMUM 
PERFORMANCE 


CRITERIA 


CONFORMITY 
STATUS 


IMMUNITY 


 


VSS 


  


  61000-4-2 Electrostatic Discharge 2 PASSED 


 
 
 
 
 
1.3 EQUIPMENT UNDER TEST (EUT) 
 


EUT NAME: AccuVote-TSX 


EUT MODEL/PART NUMBER(S): D, with AVPM 


EUT SERIAL NUMBER(S): 246992 
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2.0 IMMUNITY STANDARDS 
 
VSS: Voting Systems Standards       
 


2.1 IMMUNITY TEST STANDARDS. 
 


TABLE I.  IMMUNITY TESTS 
 


BASIC 
STANDARDS TESTED ENVIRONMENTAL     


PHENOMENA SPECIFICATIONS/UNITS REQUIRED 
PERFORMANCE 


IEC 61000-4-2  Electrostatic Discharge 
±8,12,15 kV Air 


±4,6,8 kV Contact 


Performance 
Criterion 2  


 
 
 
2.2 PERFORMANCE CRITERIA 
 
3.2.1 Performance Criterion 1 
 


The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
 
3.2.2 Performance Criterion 2 
 


The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption 
so long as normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been 
completed and confirmed to the voter 
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2.3   ELECTROSTATIC DISCHARGE (ESD) 
 


Measurements of immunity against ESD were performed to the requirements of IEC 61000-4-2. 
 


Testing Conditions 
 


Date of Test: April 15, 2009 


Temperature: 19º C 


Relative Humidity:   35 % 


Atmospheric Pressure: 75.2kPa 


Test Voltage: 120 VAC 60 Hz 


Test Operator: LWS 


 
Test Location 


 
Criterion Technology Immunity Area 


 
Test Equipment 


 
Haefely Trench PESD, 1600 


  


 Test Accessories:  See Appendix C for suppoirt equipment details 


 
Test Setup 
 
 Air Contact 


Discharge Type:   


Discharge Voltages: ±8,12,15 kV ±4,6,8 kV 


Discharge Polarity: Positive/Negative  Positive/Negative 


Discharge Factor: ≥1 second ≥1 second 


Discharge Number: ≥10 ≥10 


Discharge Impedance:    330 ohms/150 pF 


Discharge Locations:   Human-Interface Accessible 


   See Photographs APPENDIX A  


 
Test Results of ESD 


 
Test Status: PASSED Performance Criterion 1 


 
Remarks 


 
See: APPENDIX A for EUT Photographs  
 APPENDIX B for Data Sheets 
 APPENDIX D for Test Equipment Calibration Status 
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3.0 APPENDIX A:  EUT PHOTOGRAPHS  
 


 


3.1 ELECTROSTATIC DISCHARGE  
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4.0 APPENDIX B:  DATA SHEETS   
 
4.1 ELECTROSTATIC DISCHARGE (EN61000-4-2, IEC1000-4-2, IEC 801-2) 


TEST  NUMBER: 090119-1394 TEST ARTICLE: AccuVote-TSX 
MODEL NUMBER: D, with AVPM SERIAL NUMBER: 246992 
TEMPERATURE: 19º C HUMIDITY: 44% 
ATMOSPHERIC PRESSURE: 75.2kPa  TEST PERSONNEL: LWS 


TEST RESULTS : Complies (X)  Does Not Comply  (  ) 
EUT OPERATING VOLTAGE: 120 VAC 60 Hz TEST DATE: 4-15-2009 
DISCHARGE VOLTAGES NEEDED Air  (A), A ±8, 12, 15 kV Contact  (C) C ±4, 6, 8kV  


TEST POINT 


DESCRIPTION 


DISCHARGE 


VOLTAGES 
TESTED 


DISCHARGE 


NOTE  


(A,B,or C) 


REQUIRED TEST 
PERFORMANCE 


(1 or 2) * 


ACTUAL TEST 
PERFORMANCE 


(1 or 2) * 


PASS/  
FAIL 


OBSERVED RESPONSE 


OF THE EUT 


Headphone jack shell C ±  4 kV C 2 1 Pass Ops Norm 
       


Memory and power switch access lock A  ±  8  kV B  2 1 Pass Ops Norm 
LEDs (3) A  ±  8  kV A 2 1 Pass Ops Norm 


Modem access lock A  ±  8  kV B  2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  8  kV B  2 1 Pass Ops Norm,discharge on flat


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Ops Norm 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
printer access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  8  kV C 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT Bottom C ±  4 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Front C ±  4 kV C 2 1 Pass Ops Norm 
EUT Right C ±  4 kV C 2 1 Pass Ops Norm 
EUT Left C ±  4 kV C 2 1 Pass Ops Norm 


       
Headphone jack shell C ±  6 kV C 2 1 Pass Ops Norm 


       
LEDs A  ±  12  kV A 2 1 Pass Ops Norm 


Memory and power switch access lock A  ±  12  kV B 2 1 Pass Ops Norm 
Modem access lock A  ±  12  kV A 2 1 Pass Ops Norm 


Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  12  kV B 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  12  kV B 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  12  kV B  2 1 Pass Ops Norm, discharge on 


Mem lock 
Enclosure clam shell seam (8pl) A  ±  12  kV A 2 1 Pass Ops Norm 


Smart card slot (2 pl) A  ±  12  kV B 2 1 Pass Ops Norm 
printer access lock A  ±  12  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  12  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  12  kV B 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  12  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  12  kV C 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  12  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  12  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT Bottom C ±  6 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Front C ±  6 kV C 2 1 Pass Ops Norm 
EUT Right C ±  6 kV C 2 1 Pass Ops Norm 
EUT Left C ±  6 kV C 2 1 Pass Ops Norm 
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Headphone jack shell C ±  8 kV C 2 1 Pass Ops Norm 
       


LEDs (3) A  ±  15  kV A 2 1 Pass Ops Norm 
Memory and power switch access lock A  ±  15  kV B 2 1 Pass Ops Norm 


Modem access lock A  ±  15  kV A 2 1 Pass Ops Norm 
Headphone sound baffles (2) A  ±  15  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  15  kV B 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  15  kV B 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  15  kV B 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  15  kV B 2 1 Pass Ops Norm, discharge on 


Mem lock 
Enclosure clam shell seam (8pl) A  ±  15  kV A 2 1 Pass Ops Norm 


Smart card slot (2 pl) A  ±  15  kV B 2 1 Pass Ops Norm 
printer access lock A  ±  15  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  15  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  15  kV B 2 1 Pass Ops Norm,  printer locks up 


requires op intervention, 
mitigated printer mounting 


w/mylar film 
VIBS keypad switches (12) A  ±  15  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  15  kV C 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  15  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  15  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT Bottom C ±  8 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Front C ±  8 kV C 2 1 Pass Ops Norm 
EUT Right C ±  8 kV C 2 1 Pass Ops Norm 
EUT Left C ±  8 kV C 2 1 Pass Ops Norm 


Headphone jack shell C ±  4 kV C 2 1 Pass Ops Norm 
Memory and power switch access lock A  ±  8  kV B  2 1 Pass Ops Norm 


LEDs (3) A  ±  8  kV A 2 1 Pass Ops Norm 
Modem access lock A  ±  8  kV B  2 1 Pass Ops Norm 


Headphone sound baffles (2) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  8  kV A 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  8  kV A 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  8  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  8  kV B 2 1 Pass Ops Norm,discharge on flat


Enclosure clam shell seam (8pl) A  ±  8  kV A 2 1 Pass Ops Norm 
Smart card slot (2 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
printer access lock A  ±  8  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  8  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad switches (12) A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad openings (2) A  ±  8  kV C 2 1 Pass Ops Norm 


VIBS keypad enclosure seam A  ±  8  kV A 2 1 Pass Ops Norm 
VIBS keypad enclosure scrws A  ±  8  kV A 2 1 Pass Ops Norm 


Horiz Coupling Plane       
EUT Bottom C ±  4 kV C 2 1 Pass Ops Norm 


Vert. Coupling Plane       
EUT Front C ±  4 kV C 2 1 Pass Ops Norm 
EUT Right C ±  4 kV C 2 1 Pass Ops Norm 
EUT Left C ±  4 kV C 2 1 Pass Ops Norm 


       
Headphone jack shell C ±  6 kV C 2 1 Pass Ops Norm 


       
LEDs A  ±  12  kV A 2 1 Pass Ops Norm 


Memory and power switch access lock A  ±  12  kV B 2 1 Pass Ops Norm 
Modem access lock A  ±  12  kV A 2 1 Pass Ops Norm 


Headphone sound baffles (2) A  ±  12  kV A 2 1 Pass Ops Norm 
Display screen corners (4) A  ±  12  kV B 2 1 Pass Ops Norm 
Display screen edges (4) A  ±  12  kV B 2 1 Pass Ops Norm 


Rubber grip seams (6) A  ±  12  kV A 2 1 Pass Ops Norm 
Memory and pwr sw access seams (2) A  ±  12  kV B  2 1 Pass Ops Norm, discharge on 


Mem lock 
Enclosure clam shell seam (8pl) A  ±  12  kV A 2 1 Pass Ops Norm 


Smart card slot (2 pl) A  ±  12  kV B 2 1 Pass Ops Norm 
printer access lock A  ±  12  kV A 2 1 Pass Ops Norm 


Ballot viewing window (4 pl)  A  ±  12  kV A 2 1 Pass Ops Norm 
Printer access hatch (4 pl) A  ±  12  kV B 2 1 Pass Ops Norm 







Sheet 10 of 16                    EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY                   
 090410-1396D FOR PREMIER ELECTION SOLUTIONS  


 


CONFIDENTIAL AND PROPRIETARY 
 


*Performance Criterion 1 
The EUT shall be able to withstand the test without disruption of the normal operation or loss of data. 
*Performance Criterion 2 
The EUT shall be able to withstand the test without damage or loss of data. The equipment may reset or have momentary interruption so long as 
normal operation is resumed without human intervention or loss of data. Loss of data means votes that have been completed and confirmed to the 
voter 
DISCHARGE NOTES: 
A. No Perceived discharge, and no observed response in the EUT 
B. Discharge observed, but no observed response in the EUT. 
C. Discharge 
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5.0 APPENDIX C:  PRODUCT INFORMATION FORM 
 


CRITERION TECHNOLOGY PRODUCT INFORMATION FORM 
 
General Information Date: 4/3/2009 
 
Company Name: Premier Election Solutions   
Company Address: 1200 W. 73rd Street, Suite 350   
                               Vancouver, B. C.   
                               Canada V6P 3G5   
Contacts: 
 Compliance Engineer: iBeta Quality Assurance Phone: 303-627-1110 Email: info@ibeta.com 
 Design Engineer: Premier Election Solutions  Phone: 800-433-8683 Email: info@premierelections.com 
 
Test Description 
De-Bug   Formal (Initial) X Formal (Re-Verification)   
 
Market Information (Check all that Apply) 
USA X  Canada   Euro. Union   Taiwan    Japan   New Zealand   Australia     
Other   
 
Product Information 
Name AccuVote-TSX Model Number D, with AVPM Serial Number 246992  
 
Product Dimensions: 15” height, 14.5” width, 2.75” depth Weight: 10 lbs  
In Stand (folded up): 23.3” height, 20” width, 6.9” depth Weight: 29 lbs  
In Stand (setup non-AVPM): 54.75” height, 28.5” width, 32” depth Weight: 29 lbs  
 
Product Power Source: 
 Battery 
  Type Nickel Metal Hybride  
  Redundant Power Supplies    
 AC Supply 
  Input Voltage Range(s) 
  Phases   Delta   Wye    
  Current   
  Frequency   
  Manufacturer    
  Model Number    
 Topology  
  Linear   Switching Mode   Switching Frequency   
 
Operation Software: 
 Name: Bootloader Version Number: 1.3.10  
 Name: WinCE  Version Number: 410.3.10  
 Name: Ballotstation Version Number: 4.7.4  
 
Operating Modes: (Please Include Cycle Time) 
 The TSX will be configured to continuously vote ballots during testing.  The script will  
pause for 2 seconds  between keypresses, making each ballot take approximately 46 seconds to cast. 
 
Time necessary for EUT to be exercised and able to fully respond: between 2 and 46 seconds . 
 
Operation Pass/Fail Criteria: 
 Results of the Operational Status test.   
  
  
 







Sheet 12 of 16                    EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY                   
 090410-1396D FOR PREMIER ELECTION SOLUTIONS  


 


CONFIDENTIAL AND PROPRIETARY 
 


Immunity Testing 
 
Test Type (Please check all that apply): 
 
     X  VSS – Voting System Standards  
 
  EN 61000-6-2 –Electromagnetic Compatibility- Part 6-2. Generic Standard-Immunity for                               
                                         Industrial Environments   
                                       
  EN 55024 –Information Technology Equipment – Immunity Characteristics - Limits and  
 Methods of Measurement Requirements 
 
  EN 60601-1-2 –Medical Electrical Equipment, Collateral Standard: EMC Requirements and Test 
 
  EN 61326 -Electrical Equipment for Measurement, Control and Laboratory Use –EMC 
 Requirements 
 
 EN 61000-4-2 (ESD) 
 Number of Metallic test points touchable by equipment operator:     
 Number of Non-Metallic test points touchable by equipment operator:     
 Is the product enclosure completely plastic?     
 Is the product enclosure partly plastic?     
 Are there any additional ESD voltages required for testing? If so, list herein: 
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TEST CRITERIA ATTACHMENT 


 
 


IMMUNITY 
During the series of immunity tests the EUT is subjected to a series of potentially interfering signals and environments.  It is 
important that for these tests to be valid, that the EUT be configured at its maximum capability and that the software or 
equipment exercising this EUT have demonstrable output that is easily observed, and preferably transmitted through a cable 
approximately 20 feet in length during the series of tests.   Pass / Fail criteria must be clearly defined and correspond to the 
equipment specifications received by the customer.  
 
Description of the maximum capability configuration: 
 
The TSX unit will be configured in a non-AVPM stand and will have headphones and a VIBS keypad. 
 
Name of revision # of the test software used for the immunity tests: 
 
Bootloader 1.3.10 
Windows CE 410.3.10 
BallotStation 4.7.4 
 
Clearly defined definitive description of the pass / fail criteria: 
 
The TSX will pass the test if the test vote script successfully runs and plays audio throughout testing.  The TSX will fail if there 
is a hardware failure of the TSX or the printer in the TSX stand, if the audio stops playing, or if the script stops executing for 
any reason other than the touch-screen being pressed during the test. 
 
 
 
 







Sheet 14 of 16                    EMC QUALIFICATION TEST REPORT CRITERION TECHNOLOGY                   
 090410-1396D FOR PREMIER ELECTION SOLUTIONS  


 


CONFIDENTIAL AND PROPRIETARY 
 


6.0 APPENDIX D:  TEST EQUIPMENT AND CALIBRATION STATUS 
 


Manufacturer Name/Description Model Number Serial Number Cal. Due Date 


Haefely Trench EFT Tester PEFT Junior 583-333-51 4/10/2009 
Haefely Trench Surge Coupler FP-Surge 32.1 083-925-05 4/10/2009 


Haefely Trench Surge Generator PSURGE 6.1 083-906-07 4/10/2009 


Haefely Trench Interrupter tester Pline 1610 083-970-07 4/10/2009 


Hewlett Packard Quasi Peak Adapter 85650A 2403A07322 4/11/2009 
Califorina Instruments AC Power Source Pacs-1  5001iX-CTS-411 55637/ 72242 4/21/2009 
EMCO Active Loop 6502 2626 6/19/2009 
Amplifier Research E-Field Probe FP2080 20236 7/16/2009 
Veratech Preamp (AMP2) unknown N/A 7/18/2009 
EMCO biconnical antenna 3108 9103-2441 7/22/2009 
Amplifier Research Power Amplifier 150A100A 20183 7/22/2009 
EMCO log periodic antenna 3146 9004-2763 7/23/2009 


Chase  Bilog 30 - 1000 MHz CB6111 1121 7/23/2009 
Rohde/ Schwarz VHF/UHF Receiver ESVS-30 863342014 9/4/2009 
Rohde/ Schwarz LISN ESH2-Z5 828739-001 9/4/2009 
Rohde/ Schwarz HF Receiver ESHS-30 826003/011 9/4/2009 
Tegam Current Probe 925236-1 12588 11/19/2009 
Microwave Technologies Standard Gain Horn & Harmonic Mixer 12A-18 & HP1197OK 19527JE & 2332A01314 11/26/2009 


EMCO Horn 3160-08 1147 11/28/2009 


FCC EM Clamp F2031 309 12/7/2009 


FCC CDN FCC-801-M3-25 9714 12/7/2009 


Amplifier Research Directional Coupler  DC2600 302981 12/7/2009 
Solar Electronics LISN 8012-50-R-24-BNC 892310 12/7/2009 
Haefely Trench Test Mag Mag 100 80162 12/12/2009 
Hewlett Packard Signal Generator HP 8648D 3642000145 1/7/2010 


Hewlett Packard Spectrum Analyzer Display HP 85662A 2403A07322 3/3/2010 
Hewlett Packard Spectrum Analyzer HP 8566B 2421A00527 3/3/2010 
Haefely Trench ESD Gun PESD 1600 H605100 4/3/2010 
 







CRITERION TECHNOLOGY                   EMC QUALIFICATION TEST REPORT Sheet 15 of 16 
 090410-1396D FOR PREMIER ELECTION SOLUTIONS  


 


CONFIDENTIAL AND PROPRIETARY 
  


7.0 APPENDIX E:  TEST DIRECTIVES, STANDARDS AND METHODS 
 
8.1 EUROPEAN DIRECTIVES, STANDARDS AND METHODS 
 


89/336/EEC:  Council Directive of 03 May 1989 on the Approximation of the Laws of the Member States Relating to 
Electromagnetic Compatibility, OJEC No. L 139/19-26, Aug 1993. 


 
BS DD ENV 50204 (CENELEC):  Testing and Measurement Techniques; Radiated Electromagnetic Field from Digital 
Radio Telephones - Immunity Test, 1996. 


 
EN 55011 (CENELEC):  ISM Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55014-1 (CENELEC):  Part 1.  Electromagnetic Compatibility Requirements for Household Appliances, Electric 
Tools and Similar Apparatus - Part 1.  Emission - Product Family Standard, 2006. 


 
EN 55022 (CENELEC):  ITE - Radio-Frequency Equipment Radio Disturbance Characteristics - Limits and Methods of 
Measurement, 2007. 


 
EN 55024 (CENELEC):  ITE - Immunity Characteristics - Limits and Methods of Measurement, 2003. 
 
EN 55103-1: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 1: Emissions, April 1997. 
 
EN 55103-2: Product Family standard for audio, video, audio - visual and entertainment lighting control apparatus for 
professional use. Part 2: Immunity, April 1997. 


 
EN 60601-1-2 (CENELEC):  Medical Electrical Equipment.  Part 1.  General Requirements for Safety - Section 1.2.  
Collateral Standard: Electromagnetic Compatibility - Requirements and Tests, A1:2006. 


 
EN 61000-6-2: EMC- Part 6-2. Generic Standard-Immunity for Industrial Environments, 2005. 


 
EN 61000-6-3: EMC- Part 6-3. Generic Standard-Emissions for residential, commercial and light-industrial 
Environments 2007. 


 
EN61000-6-4 (CENELEC):  EMC - Generic Emission Standard, Part 6-4:  Industrial Environment, 23 October 2001. 


 
EN 61000-3-2 (CENELEC):  EMC - Part 2.  Limits for Harmonic Current Emissions (Equipment Input Current ≤16 A 
per phase), with Amendment 14, 2006. 


 
EN 61000-3-3 (CENELEC):  EMC - Part 3.  Limitation of Voltage Fluctuation and Flicker in Low-Voltage Supply 
Systems for Equipment with Rated Current ≤16 A, 1998, A1:2001, A2:2006. 
 
EN 61000-4-7 (CENELEC): EMC – Part 4-7 Testing and measurement techniques – General guide on harmonics and 
interharmonics measurements and instrumentation, for power supply systems and equipment connected thereto: 2002, 
incorporating corrigenda Nos. 1:2004 and 2:2005. 


 
EN 61000-4-2 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 2.  Electrostatic Discharge 
Immunity Test, with Amendments 1 & 2, 2001. 


 
EN 61000-4-3 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 3.  Radiated, Radio-
Frequency, Electromagnetic Field Immunity, 2006. 


 
EN 61000-4-4 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 4.  Electrical Fast 
Transient/Burst Immunity Test, incorporating corrigendum no. 1: January 2007. 


 
EN 61000-4-5 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques;  Section 5.  Surge Immunity Test, 
2006. 
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EN 61000-4-6 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 6.  Immunity to Conducted 
Disturbances, Induced by Radio-Frequency Fields, 2005. 


 
EN 61000-4-8 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 8.  Power Frequency 
Magnetic Field Immunity Test, 1993 with the incorporation of amendment A1:2001. 


 
EN 61000-4-11 (CENELEC):  EMC - Part 4.  Testing and Measurement Techniques; Section 11.  Voltage Dips, Short 
Interruptions and Voltage Variations Immunity Tests, 2004 


 
EN 61326 (CENELEC):  Electrical Equipment for Measurement, Control and Laboratory Use - EMC Requirements, 
1997, with the incorporation of amendments A1:1998, A2:2001 and A3:2003. 


 
8.2 47 CFR FCC PART 15 RADIO FREQUENCY DEVICES: OCT 2008 
 


Subpart A General. 
 


Subpart B Unintentional Radiators. 
 


Subpart C Intentional Radiators. 
 


Subpart D Unlicensed Personal Communications Service Devices. 
 
8.3 47 CFR FCC PART 22 PUBLIC MOBILE SERVICES: OCT 2008 
 
8.4 47 CFR FCC PART 24 PERSONAL COMMUNICATIONS SERVICES: OCT 2008 
 
8.5 JAPAN 
 


VCCI V-3 
 
8.6 CANADA 
 


ICES-001:  Interference-Causing Equipment Standard - ISM RF Generators, 2006. 
 


ICES-003:  Interference-Causing Equipment Standard - Digital Apparatus, 2004. 
 
8.7 AUSTRALIA/NEW ZEALAND 
 


SAA AS/NZ 3548:  Limits and Methods of Measurement of Radio Disturbance Characteristics of ITE, 1997.  
 
AS/NZS CISPR22 


 
8.8 CHINA 
 


CNS13438, 2006. 
 


 
8.9 VOLUNTARY VOTING SYSTEM STANDARDS 
 


VSS-Volume 1 Version 1.0, 2005 
 


VSS-Volume 11 Version 1.0, 2005 
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7.7  Appendix G: Trusted Build and Validation Tools 
ASSURE


®
 1.2 Voting System  


 
The Premier ASSURE


®
 1.2  voting system is composed of the hardware, software, and documents identified in 


section 3.  
 


iBeta uses a COTS hash program (Maresware) to obtain File Size, MD5 and SHA1 hashes during trusted builds. 
Both algorithms have been validated using the test data from the NIST NSRL website 
(http://www.nsrl.nist.gov/testdata/). This program is widely used in forensic analysis of systems and also used by 
some states to verify their voting software. The MD5 and SHA1 hashes are taken to be consistent with the currently 
distributed NSRL data files which contain the hash resulting from each of those two algorithms. 
 
Listed below are the source code versions reviewed by iBeta (or by SysTest if marked as "Re-use" in accordance 
with the Reuse of prior testing conducted by SysTest Laboratories Letter (PCA Source Code Review) letter) for the 
Final Trusted Builds versions of the Premier ASSURE


®
 1.2  voting system (NIST Handbook 150-22 4.2.3, 4.13.2, 


4.13.4, 5.10.4 VSS vol. 1: 9.6.2.4).  During the Premier Trusted Build process, the reviewed minor version (typically 
of 4  levels) is then released to a major version with 3 levels with the exception of the AutoMARK PVR and PAVR 
that is versioned based on the compile date.  As the Trusted Build process was executed a number of times during 
the test campaign, the Trusted Build sheets within this section contain, in many cases, numerous documentation of 
an application build.  The final Trusted Build was utilized for the full end-to-end regression test in accordance with 
the requirements of the Section 5.6.3.4 of the EAC Testing and Certification Program Manual. 
 


Application Reviewed Minor Version Built Major Version Date Section 


GEMS 1.21.4.2 1.21.5 07/17/09 7.7.1 


AccuVote-OS CC 2.0.14.1 2.0.15 07/14/09 7.7.3 


AccuVote-OS PC 1.96.12.1 1.96.13 07/14/09 7.7.3 


AccuVote-OSX 1.2.4.1 1.2.6 07/17/09 7.7.1 


BallotStation 4.7.7.1 4.7.8 07/17/09 7.7.1 


Key Card Tool 4.7.7.1 4.7.8 07/17/09 7.7.1 


VC Programmer 4.7.7.1 4.7.8 07/17/09 7.7.1 


Voter Card 
Encoder 1.3.2.6 (Re-use) 1.3.3 02/13/09 7.7.7 


ExpressPoll 
CardWriter 1.1.5.3 (Re-use) 1.1.6 02/26/09 7.7.6 


Premier Central 
Scan 2.2.3.1 2.2.5 07/17/09 7.7.1 


Assure Security 
Manager 1.2.3.1 1.2.5 07/17/09 7.7.1 


Shared 
Components 2.2.4.1 2.2.5 07/17/09 7.7.1 


AutoMARK AIMS 1.003.572 1.3.572 07/16/09 7.7.2 


AutoMARK VAT 
PAVR 1.3.3418 1.3.3460 06/22/09 7.7.5 


AutoMARK VAT 
PVR 1.3.3418 1.3.3460 06/22/09 7.7.5 


AutoMARK 
Validater 1.1.1.0  1.1.1.0  06/22/09 7.7.5 


ABasic Report 
Files 2.2.3.4 (Re-use) 2.2.4 02/13/09 7.7.7 


Bootloader 1.3.10.1 1.3.11 06/24/09 7.7.4 


WinCE 300 300.3.4.3 (Re-use) 300.3.5 06/24/09 7.7.4 


WinCE 410 410.3.9.3 (Re-use) 410.3.10 06/24/09 7.7.4 


WinCE 500 500.4.0.5 (Re-use) 500.4.1 06/24/09 7.7.4 


AVPM 3.0.2.11 (Re-use) 3.0.3 02/13/09 7.7.7 


AVValidator 1.0.0.7 (Re-use) 1.0.1 06/24/09 7.7.4 


AVInstall 1.0.1.1 1.0.2 02/13/09 7.7.7 


 
 



http://www.nsrl.nist.gov/testdata/

http://www.eac.gov/program-areas/voting-systems/docs/2-3-09-approval-reuse-of-testing-source-code-final-ibeta_audette/attachment_download/file
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7.7.1 Trusted Build ASSURE 1.2 (July 17, 2009) 
 


Application/ Component Version Language File Signature 


Shared Components 2.2.5 C++ 20090717.tb.assure12.src.hash.txt 


Key Card Tool 4.7.8 C++ 20090717.tb.assure12.src.hash.txt 


VCProgrammer 4.7.8 C++ 20090717.tb.assure12.src.hash.txt 


Ballot station 4.7.8 C++ 20090717.tb.assure12.src.hash.txt 


Security Manager 1.2.5 C++ 20090717.tb.assure12.src.hash.txt 


PCS  2.2.5 C++ 20090717.tb.assure12.src.hash.txt 


GEMS 1.21.5 C++ 20090714.tb.assure12.src.hash.txt 


AccuVote-OSX 1.2.6 C++ 20090717.tb.assure12.src.hash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Chenna Beeram 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


Shared Components 2.2 Build Process, v2.0 
VCProgrammer 4.7 Build Process, v7.0 
Premier Central Scan 2.2 Build Process, v5.0 
GEMS 1.21 Build Process, v6.0 
Assure Security Service 1.2 Build Process, v6.0 
Key Card Tool 4.7 Build Process, v7.0 
Accuvote-OSX  1.2 Build Process, v7.0 
BallotStation 4.7 Build Process, v5.0 


Equipment Used Dell Latitude D830 Laptop 


iBeta COTS used to clean the build 
environment disk (name and version) (5.6.1.1) 


Restored from Trusted Build Image:  
20090408_tb_assure12_postcots.gho 


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 
 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build environment 
is isolated and controlled by iBeta 


Kevin Wilson 


Witness attests to verifying that the source 
code being built is the source code provided by 
iBeta 


Chenna Beeram 


Build Environment Operating System Windows XP w/SP2 
(Dell XP Pro SP2 reinstall CD & Dell Drivers & Utilities 
CD’s 1 , 2) 


Vendor CM Tool and version N/A 


Build tool(s) and version(s) GEMS, AccuVote-OSX, Key Card Tool, 
VCProgrammer, Premier Central Scan,  


Assure Security Manager, ABasic 


Microsoft Visual Studio C++ 2008 
Microsoft Visual Studio Service Pack 1 


AccuVote-OS-PC, AccuVote-OS-CC 


Borland Make 5.2 (make.exe) 
Borland C++ Compiler 5.0 (bcc.exe) 
Borland Turbo Assembler 2.02 (tasm.exe) 
Borland Turbo Link 7.1.30.1 (tlink.exe) 
Borland RTM Loader 1.5 (rtm.exe) 
Borland Librarian 4.0 (tlib.exe) 
Paradigm Locate 5.11 (locate.exe) 


Ballot Station 


Microsoft eMbedded Visual C++ 3.0 
Microsoft eMbedded Visual C++ 4.1 (w/SP 4) 


Voter Card Encoder 


Hi-Tech PICC version 7.86 PIC compiler 
Microsoft nmake 


ExpressPool CardWriter 


Microsoft Visual Studio .NET 2003 
Microsoft Visual Studio .NET 2003 SP1 
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Microsoft eMbedded Visual C++ 4.1 (w/SP4) 
AVPM 


Renesas/Hitachi C compiler (ch38.exe) 
Renesas/Hitachi Librarian (lbg38.exe) 
Renesas/Hitachi Linker (LnkSpawn.exe) 


3
rd


 Party Libraries and Version GEMS 


Rogue Wave Objective Grid 12.0 
ResizableLib library 1.3 
Seagate Crystal Report 8 development files 
ZLIB library 1.2.3 
OpenSSL library 0.9.8g 
Haru Free PDF Library 1.2.2 
Microsoft Speech SDK 5.1 
Microsoft Activesync SDK 4.1 


AccuVote-OSX 


ZLIB library 1.2.3 
JPEG library 6b 
Sqlite library 3.3.6 
OpenSSL library 0.9.8g 
TIFF Library 3.8.0 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Ballot Station 


FMOD 3.75 beta library for Windows CE 
WCECompat compatibility library 1.2 
OpenSSL library 0.9.8g for WinCE 
zlib library 1.2.3 for WinCE 


Key Card Tool 


OpenSSL library 0.9.8g 
VCProgrammer 


ResizableLib library 1.3 
OpenSSL library 0.9.8g 


Premier Central Scan 


PNG reference library 1.2.8 
TIFF Library 3.8.0 
OpenSSL library 0.9.8g 
SQLite 3.3.6 
ZLIB library 1.2.3 
JPEG library 6b 
Griaule Fingerprint SDK 2007 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Assure Security Manager 


OpenSSL library 0.9.8g 
SQLite library 3.3.6 
Griaule Fingerprint SDK 2007 


ABasic 


OpenSSL library 0.9.8g 
                     WINCE300,WINCE410,WINCE500 


ZLIB library 1.2.3  
Windows CE C Runtime Library “Compatibility “ library 1.2 
OpenSSL library 0.9.8g 
Expat XML parser library 2.0.1 
             Shared Components 


Openssl-0.9.8g 
Libtiff-3.8.0 
Zlib-1.2.3 


3
rd


 Party Source Code (COTS) and Version N/A 


3
rd


 Party DLLs, Drivers, etc. and Version(s) as above and below 


Additional file(s) loaded and version(s) GEMS, Key Card Tool, VCProgrammer 


InstallShield 2009 Professional 
InstallShield 2009 Service Pack 2 
InstallShield 2009 Redistributables 


AccuVote-OSX 


BobcatMH_SDK 
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Windows CE 5.0 
Ballot Station 


ACCUVOTETS Platform SDK 
Windows CE 3.0 
AVTSX Platform SDK 
Windows CE 4.1 


AVPM 


Motorola S1 hex to binary image converter and checksum 
utility (s1tobin.exe) 


Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3)  


see Note 1 
backup-p110-20090714.hash.txt 


Record the filename of the build environment 
disk image  –  


see Note 1 
backup-p110-20090714.hash.txt 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Kevin Wilson 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Additional files loaded at time of source code mkinstall.pem from 2/9/2009 delivery 
MakeAVInstall.exe from 2/13/2009 Trusted Build 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


Kevin Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


20090717.tb.assure12.prebuild2.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


prebuild2_20090717_assure12.tb.gho 


Record the Final Build Version – Unique 
Identifier 


See table above 


Certification Application Number (if applicable) DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 1455 MDT 7/17/2009 


Compiler and Version Visual Studio 2008 


Application Name Assure 1.2 


Application Version Order See above table for components built 


Obtain Names and Signatures of all persons 
present during build (record below) 


Kevin Wilson 
Chenna Beeram 


Issue(s) and Resolution(s) The build was started without GEMS earlier on 
7/17/2009 but then GEMS was added on around 2:00 
pm.  The prebuild_20090717_assure12.gho was 
restored and GEMS (7/14 build package) was added 
and the prebuild hash and ghost were taken. 


Document at Completion of the Trusted 
Build: 


 


Record the disk image of the final build (5.7.3) 20090717.tb.assure12.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_20090717_assure12_tb.gho 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


Premier Assure 1.2 20090717 
Installations 7/17/2009 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


20090717.tb.assure12.install.hash.txt 
20090717.tb.assure12.instcd.hash.txt 
(exe2 hash contains hash of “shared components 2.2.5.zip” 
which contains the entire build folders of shared components. 
The exe and install hashes are from the hard drive. The execd 
and instcd are from the actual cd.) 


Record the type of unalterable storage media 
being used for pre-build and post-build archive 


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 
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disk (i.e., CD) –  


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 


Explanation of any significant differences 
observed 


No issues. 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Chenna Beeram 7/17/09 
iBeta:  Kevin Wilson 7/17/09 


 
7.7.2 Trusted Build AIMS (July 16, 2009) 


 


Application/ Component Version Language File Signature 


AutoMARK AIMS 1.3.572 C, C# , VB 20090716.tb.assure12.aims.src.hash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Chenna Beeram 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Equipment Used iBeta #331  iBETA-D44ICE9EE  
Pentium 4 CPU 3.8GHZ  1.0GB ram 


iBeta COTS used to clean the build 
environment disk (name and version) 
(5.6.1.1) 


see Note 1 
 
 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build environment 
is isolated and controlled by iBeta 


Kevin Wilson 


Witness attests to verifying that the source 
code being built is the source code provided by 
iBeta 


Chenna  Beeram 


Build Environment Operating System Windows XP Professional Version 2002 Service Pack 2 


Vendor CM Tool and version Sourcegear Vault 2.0.6 


Build tool(s) and version(s) DELL Reinstallation CD Microsoft® Windows®  XP 
Professional SP 2 
Microsoft Embedded Visual C++ 4.0 w/SP 4. 
Microsoft Visual Studio .NET 2003 w/SP2 
Keil Software μVision2,C compiler Ver. 2.40 
Texas Instruments Code Composer Studio. Ver: 2.0 
Cosmic Compiler V 4.1H 
Borland C 4.02 
Prog08sz Programmer for v 2.05 
Atmel Flip v2.4.6 
Atmel MCU ISP Software V1.0 
Microsoft Access XP/2002 
InstallShield 10.5 
Microsoft Windows CE 5.0 Platform Builder 
AutoIT 3.3.0.0 


3
rd


 Party Libraries and Version None 


3
rd


 Party Source Code (COTS) and Version Windows CE 5.00.20 


3
rd


 Party DLLs, Drivers, etc. and Version(s) 
 


 
 


D2XX USB Drivers 2.04.16 
comctl32.dll  ver : 6.0.2600.0 
cryptopp.dll / Cryptopp .h files rev: 5.2.3 
Microsoft .NET framework rev: 1.0.2268.0 
(Microsoft.WindowsCE.Forms.dll, MSCORLIB.DLL, 
System.Data.Common.dll ) 
Eloquence Speech Engine ver: 6.1.0.0 (chsrom.dll, eci.dll, 
jpnrom.dll, korrom.dll) 
FDTI USB Drivers ver: 1.0.1.3 (FTD2XX.dll, ftdi_d2xx.dll) 


Additional file(s) loaded and version(s) None 
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Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3)  


20090715_ib331_backup_am.hash.txt 


Record the filename of the build environment 
disk image  –  


backup_ib331_20090714am.gho 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Kevin Wilson 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 
see Note 1 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


from zip files located at c:\ 


Method of Build Witness Trusted build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


20090716.tb.assure12.aims.prebuild.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


prebuild_20090716_aims_tb.gho 


Record the Final Build Version – Unique 
Identifier 


AIMS 1.3.572 


Certification Application Number (if applicable) DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 1415 MDT 7/16/2009 


Compiler and Version See: Build tool(s) and version(s) above 


Application Name AutoMark AIMS 
 


Application Version Order AutoMark AIMS: 1.3.572 
 


Obtain Names and Signatures of all persons 
present during build (record below) 


Chenna Beeram 
Kevin Wilson 


Issue(s) and Resolution(s) See notes (none) 


Document at Completion of the Trusted 
Build: 


 


Record the disk image of the final build (5.7.3) 20090716.tb.aims.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_20090716_aims_tb.gho 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


CD:  AutoMARK PAVR Install Disk 2009-0716 
CD:  AutoMARK PVR Install Disk 2009-0716 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


20090716.tb.amark.PAVR.install.hash.txt 
20090716.tb.amark.PVR.install.hash.txt 


Record the type of unalterable storage media 
being used for pre-build and post-build archive 
disk (i.e., CD) –  


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 


Explanation of any significant differences 
observed 


See note below after signatures 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Chenna Beeram 7/16/09 
iBeta:  Kevin Wilson 7/16/09 


 Notes:  Image from backup_ib331_20090716am.gho & backup-ib331-20090714.hash.txt then added ATS Source 
Code.zip, ATS Source Code2.zip, ATS Source Code3.zip. Verified that TB Supplement 2 folders were OK. Removed 
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Aimsgems.dll from PVR and PAVR Output folders and removed aimsgems.mde. Likewise removed the output disk1 
from both PVR and PAVR folders. Then the prebuild image and hashes were taken. 


 


7.7.3 Trusted Build ASSURE 1.2 (July 14, 2009) 
 


Application/ Component Version Language File Signature 


Shared Components 2.2.3.1 C++ 20090714.tb.assure12.src.hash.txt 


GEMS 1.21.4.2 C++ 20090714.tb.assure12.src.hash.txt 


Key Card Tool 4.7.5.1 C++ 20090714.tb.assure12.src.hash.txt 


VCProgrammer 4.7.5.1 C++ 20090714.tb.assure12.src.hash.txt 


PCS 2.2.3,1 C++ 20090714.tb.assure12.src.hash.txt 


ASM 1.2.3.1 C++ 20090714.tb.assure12.src.hash.txt  


BallotStation 4.7.5.1 C++ 20090714.tb.assure12.src.hash.txt 


AccuVote-OS PC 1.96.12.1 C 20090714.tb.assure12.src.hash.txt 


AccuVote-OS CC 2.0.14.1 C 20090714.tb.assure12.src.hash.txt  


AccuVote-OSX 1.2.4.1 C++ 20090714.tb.assure12.src.hash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Chenna Beeram 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


AccuVote-OS Central Count 2.0 Build Process, v3.1 
AccuVote-OS Precinct Count 2.0 Build Process, v4.1 
Shared Components 2.2 Build Process, v2.0 
VCProgrammer 4.7 Build Process, v7.0 
Premier Central Scan 2.2 Build Process, v5.0 
GEMS 1.21 Build Process, v6.0 
Assure Security Service 1.2 Build Process, v6.0 
Key Card Tool 4.7 Build Process, v7.0 
Accuvote-OSX  1.2 Build Process, v7.0 
BallotStation 4.7 Build Process, v5.0 


Equipment Used Dell Latitude D830 Laptop 


iBeta COTS used to clean the build 
environment disk (name and version) (5.6.1.1) 


restored from Trusted Build Image: 
20090409_tb2_assure12_postcots.gho  
see Note 1 


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build environment 
is isolated and controlled by iBeta 


Kevin Wilson 


Witness attests to verifying that the source 
code being built is the source code provided by 
iBeta 


Chenna Beeram 


Build Environment Operating System Windows XP w/SP2 
(Dell XP Pro SP2 reinstall CD & 


 Dell Drivers & Utilities CD’s 1 , 2) 


Vendor CM Tool and version N/A 


Build tool(s) and version(s) GEMS, AccuVote-OSX, Key Card Tool, 
VCProgrammer, Premier Central Scan,  


Assure Security Manager, ABasic 


Microsoft Visual Studio C++ 2008 
Microsoft Visual Studio Service Pack 1 


AccuVote-OS-PC, AccuVote-OS-CC 


Borland Make 5.2 (make.exe) 
Borland C++ Compiler 5.0 (bcc.exe) 
Borland Turbo Assembler 2.02 (tasm.exe) 
Borland Turbo Link 7.1.30.1 (tlink.exe) 
Borland RTM Loader 1.5 (rtm.exe) 
Borland Librarian 4.0 (tlib.exe) 
Paradigm Locate 5.11 (locate.exe) 
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Ballot Station 


Microsoft eMbedded Visual C++ 3.0 
Microsoft eMbedded Visual C++ 4.1 (w/SP 4) 


Voter Card Encoder 


Hi-Tech PICC version 7.86 PIC compiler 
Microsoft nmake 


ExpressPool CardWriter 


Microsoft Visual Studio .NET 2003 
Microsoft Visual Studio .NET 2003 SP1 
Microsoft eMbedded Visual C++ 4.1 (w/SP4) 


AVPM 


Renesas/Hitachi C compiler (ch38.exe) 
Renesas/Hitachi Librarian (lbg38.exe) 
Renesas/Hitachi Linker (LnkSpawn.exe) 


3
rd


 Party Libraries and Version GEMS 


Rogue Wave Objective Grid 12.0 
ResizableLib library 1.3 
Seagate Crystal Report 8 development files 
ZLIB library 1.2.3 
OpenSSL library 0.9.8g 
Haru Free PDF Library 1.2.2 
Microsoft Speech SDK 5.1 
Microsoft Activesync SDK 4.1 


AccuVote-OSX 


ZLIB library 1.2.3 
JPEG library 6b 
Sqlite library 3.3.6 
OpenSSL library 0.9.8g 
TIFF Library 3.8.0 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Ballot Station 


FMOD 3.75 beta library for Windows CE 
WCECompat compatibility library 1.2 
OpenSSL library 0.9.8g for WinCE 
zlib library 1.2.3 for WinCE 


Key Card Tool 


OpenSSL library 0.9.8g 
VCProgrammer 


ResizableLib library 1.3 
OpenSSL library 0.9.8g 


Premier Central Scan 


PNG reference library 1.2.8 
TIFF Library 3.8.0 
OpenSSL library 0.9.8g 
SQLite 3.3.6 
ZLIB library 1.2.3 
JPEG library 6b 
Griaule Fingerprint SDK 2007 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Assure Security Manager 


OpenSSL library 0.9.8g 
SQLite library 3.3.6 
Griaule Fingerprint SDK 2007 


ABasic 


OpenSSL library 0.9.8g 
 
                     WINCE300,WINCE410,WINCE500 


ZLIB library 1.2.3  
Windows CE C Runtime Library “Compatibility “ library 1.2 
OpenSSL library 0.9.8g 
Expat XML parser library 2.0.1 
 
             Shared Components 
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Openssl-0.9.8g 
Libtiff-3.8.0 
Zlib-1.2.3 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) None 


Additional file(s) loaded and version(s) GEMS, Key Card Tool, VCProgrammer 


InstallShield 2009 Professional 
InstallShield 2009 Service Pack 2 
InstallShield 2009 Redistributables 


AccuVote-OSX 


BobcatMH_SDK 
Windows CE 5.0 


Ballot Station 


ACCUVOTETS Platform SDK 
Windows CE 3.0 
AVTSX Platform SDK 
Windows CE 4.1 


AVPM 


Motorola S1 hex to binary image converter and checksum 
utility (s1tobin.exe) 


Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3)  


see Note 1 
backup-p110-20090714am.hash.txt 


Record the filename of the build environment 
disk image  –  


   see Note 1 
20090409_tb2_assure12_postcots.gho 
backup_p110_20090714am.gho 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


restored from ghost 
reghosted and rehashed (note 1) 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Additional files loaded at time of source code mkinstall.pem from 2/9/2009 delivery 
MakeAVInstall.exe from 2/13/2009 Trusted Build 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


Kevin Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


prebuild.20090714.assure1.2.tb.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


prebuild_20090714_assure12.gho 


Record the Final Build Version – Unique 
Identifier 


Assure 1.2 20090714 


Certification Application Number (if applicable) DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 0838 MDT 7/15/2009 


Compiler and Version Visual Studio 2008 


Application Name Assure 1.2 


Application Version Order See above table of components built 


Obtain Names and Signatures of all persons 
present during build (record below) 


Chenna Beeram 
Kevin Wilson 


Issue(s) and Resolution(s) see notes 


Document at Completion of the Trusted 
Build: 


 


Record the disk image of the final build (5.7.3) 20090714.tb.assure12.postbuild.hash.txt 


Record file signature of the final build (5.6.3.1) postbuild_20090714_tb_assure12.gho 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 


CD:  2009-0714-install disk 
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identifier) (5.6.3.2, 5.7.5) 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


CD:  20090214-install disk.hash.txt 


Record the type of unalterable storage media 
being used for pre-build and post-build archive 
disk (i.e., CD) –  


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending EAC Initial Decision 


Explanation of any significant differences 
observed 


See notes below signatures 


Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Chenna Beeram 7/14/09 
iBeta:  Kevin Wilson 7/14/09 


 Notes:  backup-p110-20090714am.hash.txt was taken 7/14/2009 on the system as it was left in anticipation of source code 
from 7/6/2009. That build was halted due to open discrepancies. 20090409.tb2.assure1.2.postcots.hash.txt was compared 
to backup-p110-20090714am.hash.txt and only differences due to the booting of the system were observed. At this time, 
backup_p110_20090714am.gho was taken as a backup for 20090409_tb2_assure12_postcots.gho. 


 


7.7.4 Trusted Build ASSURE 1.2 (June 24, 2009) 
 


Application/ Component Version Language File Signature 


AccuVote-OSX 1.2.4 C++ 20090624.assure1.2.osx.src.hash.txt 


Shared Components 2.2.3 C++ 20090623.assure1.2.src.hash.txt 


BootLoader 1.3.11 C 20090623.assure1.2.src.hash.txt 


Wince300 300.3.5 C 20090623.assure1.2.src.hash.txt 


WinCE410 410.3.10 C 20090623.assure1.2.src.hash.txt 


WinCE500 500.4.1 C 20090623.assure1.2.src.hash.txt 


AVValidator 1.0.1.0 C++ 20090623.assure1.2.src.hash.txt 


AVInstall 1.0.2 C++ 20090623.assure1.2.src.hash.txt 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Paul Holly 


Witness Name (5.6) Kevin Wilson 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


AccuVote-OSX 1.2 Build Process revision 5.0; 
Shared Components 2.2 Build Process revision 1.0; 
Windows CE 3.0 Build Process revision 5.0; 
WinCE 4.10 Build Process revision 5.0; and 
WinCE 5.00 Build Process revision 8.0. 


Equipment Used Dell Latitude D830 Laptop 


iBeta COTS used to clean the build 
environment disk (name and version) (5.6.1.1) 


restored from Trusted Build Image 
20090408_tb_assure12_postcots.gho  


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build environment 
is isolated and controlled by iBeta 


Kevin Wilson 


Witness attests to verifying that the source 
code being built is the source code provided by 
iBeta 


Paul Holly 


Build Environment Operating System Windows XP w/SP2 
(Dell XP Pro SP2 reinstall CD & 


 Dell Drivers & Utilities CD’s 1 , 2) 


Vendor CM Tool and version N/A 


Build tool(s) and version(s) GEMS, AccuVote-OSX, Key Card Tool, 
VCProgrammer, Premier Central Scan,  


Assure Security Manager, ABasic 


Microsoft Visual Studio C++ 2008 
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Microsoft Visual Studio Service Pack 1 
AccuVote-OS-PC, AccuVote-OS-CC 


Borland Make 5.2 (make.exe) 
Borland C++ Compiler 5.0 (bcc.exe) 
Borland Turbo Assembler 2.02 (tasm.exe) 
Borland Turbo Link 7.1.30.1 (tlink.exe) 
Borland RTM Loader 1.5 (rtm.exe) 
Borland Librarian 4.0 (tlib.exe) 
Paradigm Locate 5.11 (locate.exe) 


Ballot Station 


Microsoft eMbedded Visual C++ 3.0 
Microsoft eMbedded Visual C++ 4.1 (w/SP 4) 


Voter Card Encoder 


Hi-Tech PICC version 7.86 PIC compiler 
Microsoft nmake 


ExpressPool CardWriter 


Microsoft Visual Studio .NET 2003 
Microsoft Visual Studio .NET 2003 SP1 
Microsoft eMbedded Visual C++ 4.1 (w/SP4) 


AVPM 


Renesas/Hitachi C compiler (ch38.exe) 
Renesas/Hitachi Librarian (lbg38.exe) 
Renesas/Hitachi Linker (LnkSpawn.exe) 


3
rd


 Party Libraries and Version GEMS 


Rogue Wave Objective Grid 12.0 
ResizableLib library 1.3 
Seagate Crystal Report 8 development files 
ZLIB library 1.2.3 
OpenSSL library 0.9.8g 
Haru Free PDF Library 1.2.2 
Microsoft Speech SDK 5.1 
Microsoft Activesync SDK 4.1 


AccuVote-OSX 


ZLIB library 1.2.3 
JPEG library 6b 
Sqlite library 3.3.6 
OpenSSL library 0.9.8g 
TIFF Library 3.8.0 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Ballot Station 


FMOD 3.75 beta library for Windows CE 
WCECompat compatibility library 1.2 
OpenSSL library 0.9.8g for WinCE 
zlib library 1.2.3 for WinCE 


Key Card Tool 


OpenSSL library 0.9.8g 
VCProgrammer 


ResizableLib library 1.3 
OpenSSL library 0.9.8g 


Premier Central Scan 


PNG reference library 1.2.8 
TIFF Library 3.8.0 
OpenSSL library 0.9.8g 
SQLite 3.3.6 
ZLIB library 1.2.3 
JPEG library 6b 
Griaule Fingerprint SDK 2007 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Assure Security Manager 


OpenSSL library 0.9.8g 
SQLite library 3.3.6 
Griaule Fingerprint SDK 2007 


ABasic 
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OpenSSL library 0.9.8g 
                     WINCE300,WINCE410,WINCE500 


ZLIB library 1.2.3  
Windows CE C Runtime Library “Compatibility “ library 1.2 
OpenSSL library 0.9.8g 
Expat XML parser library 2.0.1 
             Shared Components 


Openssl-0.9.8g 
Libtiff-3.8.0 
Zlib-1.2.3 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) None 


Additional file(s) loaded and version(s) GEMS, Key Card Tool, VCProgrammer 


InstallShield 2009 Professional 
InstallShield 2009 Service Pack 2 
InstallShield 2009 Redistributables 


AccuVote-OSX 


BobcatMH_SDK 
Windows CE 5.0 


Ballot Station 


ACCUVOTETS Platform SDK 
Windows CE 3.0 
AVTSX Platform SDK 
Windows CE 4.1 


AVPM 


Motorola S1 hex to binary image converter and checksum 
utility (s1tobin.exe) 


Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3)  


restored from Trusted Build Image 
20090408_tb_assure12_postcots.hash.txt 


Record the filename of the build environment 
disk image  –  


restored from Trusted Build Image 
20090408_tb_assure12_postcots.gho 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Kevin Wilson 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


Kevin Wilson 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


prebuild.20090624.assure1.2.tb.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


prebuild_20090624_assure12.gho 


Record the Final Build Version – Unique 
Identifier 


Assure 1.2 20090624 


Certification Application Number (if applicable) DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 6/24/2009 5:00 MDT 


Compiler and Version Visual Studio 2008 


Application Name Assure 1.2 


Application Version Order See above table of components built 


Obtain Names and Signatures of all persons 
present during build (record below) 


Kevin Wilson 
Paul Holly 


Issue(s) and Resolution(s) 1. Source code installation included 
c:\temp\mkinstall.pem delivered for 2/9/2009 build, 
C:\windows\system32\MakeAvInstall.exe from 
2/13/2009 build, and output folders from Shared-
libs, shared-plugins, build-tools (6/23/2009 build) 
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2. After a couple of attempts we restored the entire 
folders described in note 1 in order to get OSX to 
build. 


3. Somehow during the above process 
c:\temp\mkinstall.pem disappeared, so it was 
restored and the hash 
mkinstall.20090624.assure1.2.hash.txt was taken. 


4. The error message during the wince300.bat step 
“The system cannot find the path specified WinCE 
SHx SH3 accuvoteets_ide\\WinCE300 
AccuvoteETS Development Environment for Lauren 
Laboe” is normal (Discrepancy #138). 


Document at Completion of the Trusted 
Build: 


 


Record the disk image of the final build (5.7.3) postbuild_20090624_assure12_tb.gho   


Record file signature of the final build (5.6.3.1) postbuild.20090624.assure1.2.tb.hash.txt 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


Premier Assure 1.2 Trusted Builds Installations 20090623 
20090624 Copies 1, 2, 3 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


prebuild-dvd-xof5-tb20090623.hash.txt 
postbuild-dvd-xof3-tb20090623.hash.txt 
where x=1, 2, 3 etc. 


Record the type of unalterable storage media 
being used for pre-build and post-build archive 
disk (i.e., CD) –  


DVD 


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


Prebuild_assure12_TB20090623 vol1-5 
postbuild_20090623_assure12 vol1-3 


Explanation of any significant differences 
observed 


No differences 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Paul Holly 6/24/09 
iBeta:  Kevin Wilson 6/24/09 
 


7.7.5 Trusted Build ASSURE 1.2 AutoMARK Applications (June 22, 2009) 
 


Application/ Component Version Language File Signature 


AutoMARK AIMS 1.3.571 C, C# , VB 20090622.amark.tb.sourcecd.hash 


AutoMARK VAT PAVR 1.3.3460 C++, C, VB 20090622.amark.tb.sourcecd.hash 


AutoMARK VAT PVR 1.3.3460 C++, C, VB 20090622.amark.tb.sourcecd.hash 


AutoMARK Validater 1.1.1.0 C++  20090622.amark.tb.sourcecd.hash 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Paul Holly 


Witness Name (5.6) Lauren Laboe 


Witness Title Trusted Builder 


Vendor Build Document(s) used and version(s) 
 


AutoMARK VAT Software and Firmware Compilation 
Instructions AQS-13-5013-000-A.doc version 12; and 
AutoMARK Premier Addendum to VAT Software and 
Firmware Compilation Instructions version 1. 


Equipment Used iBeta #331  iBETA-D44ICE9EE  
Pentium 4 CPU 3.8GHZ  1.0GB ram 


iBeta COTS used to clean the build 
environment disk (name and version) (5.6.1.1) 


This build was started by restoring from the 
prebuild_20090529_tb_amark.gho ghost file from the 
5/29/09 trusted build. 


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 
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Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build environment 
is isolated and controlled by iBeta 


Lauren Laboe 


Witness attests to verifying that the source 
code being built is the source code provided by 
iBeta 


Paul Holly 


Build Environment Operating System Windows XP Professional Version 2002 Service Pack 2  


Vendor CM Tool and version Sourcegear Vault 2.0.6 


Build tool(s) and version(s) DELL Reinstallation CD Microsoft Windows  XP 
Professional SP 2 
Microsoft Embedded Visual C++ 4.0 w/SP 4. 
Microsoft Visual Studio .NET 2003 w/SP2 
Keil Software μVision2,C compiler Ver. 2.40 
Texas Instruments Code Composer Studio. Ver: 2.0 
Cosmic Compiler V 4.1H 
Borland C 4.02 
Prog08sz Programmer for v 2.05 
Atmel Flip v2.4.6 
Atmel MCU ISP Software V1.0 
Microsoft Access XP/2002 
InstallShield 10.5 
Microsoft Windows CE 5.0 Platform Builder 
AutoIT 3.3.0.0 


3
rd


 Party Libraries and Version None 


3
rd


 Party Source Code (COTS) and Version Windows CE 5.00.20 


3
rd


 Party DLLs, Drivers, etc. and Version(s) D2XX USB Drivers 2.04.16 
comctl32.dll  ver : 6.0.2600.0 
cryptopp.dll / Cryptopp .h files rev: 5.2.3 
Microsoft .NET framework rev: 1.0.2268.0 
(Microsoft.WindowsCE.Forms.dll, MSCORLIB.DLL, 
System.Data.Common.dll ) 
Eloquence Speech Engine ver: 6.1.0.0 (chsrom.dll, eci.dll, 
jpnrom.dll, korrom.dll) 
FDTI USB Drivers ver: 1.0.1.3 (FTD2XX.dll, ftdi_d2xx.dll) 


Additional file(s) loaded and version(s) None 


Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3) –   


20090529.assure1.2.automark.prebuild.hash 


Record the filename of the build environment 
disk image  –  


prebuild_20090529_tb_amark.gho 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Lauren Laboe 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


Lauren Laboe 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


20090622.tb.amark.prebuild.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


20090622_tb_amark_prebuild.gho 


Record the Final Build Version – Unique 
Identifier 


AutoMARK AIMS: 1.3.571 
AutoMARK VAT PAVR: 1.3.3460 
AutoMARK VAT PVR: 1.3.3460 
AutoMARK Validater: 1.1.1 


Certification Application Number (if applicable) DBD0701 


Document during the Trusted Build:  
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Date / Time Build Initiated 6/22/2009 1:15pm MDT 


Compiler and Version See build tools and versions 


Application Name AutoMARK AIMS 
AutoMARK VAT PAVR 
AutoMARK VAT PVR 
AutoMARK Validater 


Application Version Order AutoMARK AIMS: 1.3.571 
AutoMARK VAT PAVR: 1.3.3460 
AutoMARK VAT PVR: 1.3.3460 
AutoMARK Validater: 1.1.1 


Obtain Names and Signatures of all persons 
present during build (record below) 


Paul Holly 
Lauren Laboe 


Issue(s) and Resolution(s) No Issues 


Document at Completion of the Build 
Witness: 


 


Record the disk image of the final build (5.7.3) 20090622_tb_amark_postbuild.gho 


Record file signature of the final build (5.6.3.1) 20090622.tb.amark.postbuild.hash.txt 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD  


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


CD:  AutoMARK PAVR Install Disk 
CD:  AutoMARK PVR Install Disk 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


20090622.tb.amark.PAVR.install.hash.txt 
20090622.tb.amark.PVR.install.hash.txt 


Record the type of unalterable storage media 
being used for pre-build and post-build archive 
disk (i.e., CD) –  


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending the EAC Initial Decision 


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


T2 hard drive and backup final burn to unalterable media 
(DVD) is pending the EAC Initial Decision 


Explanation of any significant differences 
observed 


No differences 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Paul Holly 6/23/09 
iBeta:  Lauren Laboe 6/23/09 
 


7.7.6 Trusted Build ASSURE 1.2 ExpressPoll CardWriter 1.1.6 (February 26, 2009) 
 


Application/ Component Version Language File Signature 


ExpressPoll CardWriter 
Updater  


1.1.6 C# 20090225.expoll.bld.hash 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Paul Holly 


Witness Name (5.6) Lauren Laboe 


Witness Title Trusted Builder 


Vendor Build Document(s) used and 
version(s) 


ExpressPoll CardWriter 1.1 Build Process revision 9.0 


Equipment Used Dell Latitude D830 Laptop 


iBeta COTS used to clean the build 
environment disk (name and version) 
(5.6.1.1) 


Note: this build was conducted in the build environment 
that existed after Assure Trusted Build(2) 


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build 
environment is isolated and controlled by 


Lauren Laboe 
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iBeta 


Witness attests to verifying that the source 
code being built is the source code 
provided by iBeta 


Paul Holly 


Build Environment Operating System Windows XP w/SP2 


Vendor CM Tool and version CVS  Ver.: 1.11.5 


Build tool(s) and version(s) Microsoft Visual Studio C++ 2008 
Microsoft Visual Studio Service Pack 1 


3
rd


 Party Libraries and Version None 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) None 


Additional file(s) loaded and version(s) None 


Record the disk image software version 
being used 


Norton GHOST V:11.0 


Record the filename of the build 
environment file signature  (5.6.1.3) –   


200902.25.tb.assure.1.2.postcots3.hash 


Record the filename of the build 
environment disk image  –  


200902.25_tb_assure_1_2_postcots3.gho 


Verify (by signature) the build environment 
file signature (5.6.1.3) 


Lauren Laboe 


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Verify (by signature) that each file signature 
of the source code loaded matches as 
documented above (5.6.2.1) 


Lauren Laboe 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


200902.25.tb.assure.1.2.prebuild3.hash 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


200902.25_tb_assure_1_2_prebuild3.gho 


Record the Final Build Version – Unique 
Identifier 


ExpressPoll CardWriter Updater 1.1.6 


Certification Application Number (if 
applicable) 


DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 02/25/2009 12:30pm (MST) 


Compiler and Version See build tools and versions 


Application Name ExPollUpdate.exe 


Application Version Order N/A 


Obtain Names and Signatures of all 
persons present during build (record below) 


Paul Holly 
Lauren Laboe 


Issue(s) and Resolution(s) This build was started with the postbuild environment 
from the second build of assure 1.2 with the changes 
identified to COTS made and the code reloaded. 


Document at Completion of the 
Trusted Build: 


 


Record the disk image of the final build 
(5.7.3) 


20090225_tb_assure_1_2_postbuild3.gho 


Record file signature of the final build 
(5.6.3.1) 


20090225.tb.assure.1.2.postbuild3.hash.txt 


Record the type of unalterable storage 
media being used for installation disk(s) 
(i.e., CD) –  (5.6.3.2) 


CD 


Record each piece of media that is part of 
the installation disk (each must have a 
unique identifier) (5.6.3.2, 5.7.5) 


CD:  ExpressPoll Updater Install Disk 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


CD:  20090225.tb.expresspoll.install.hash.txt 


Record the type of unalterable storage 
media being used for pre-build and post-


T3 hard drive and backup final burn to unalterable media 
(DVD) is pending the EAC Initial Decision 
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build archive disk (i.e., CD) –  


Record each piece of media that is part of 
the pre-build and post-build archive disks  
(each must have a unique identifier) 
(5.6.2.4, 5.7.2, 5.7.3) 


T3 hard drive and backup final burn to unalterable media 
(DVD) is pending the EAC Initial Decision 


Explanation of any significant differences 
observed 


No differences 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Paul Holly 2/25/09 
iBeta:  Lauren Laboe 2/25/09 
 


7.7.7 Trusted Build ASSURE 1.2 (February 13, 2009) 
 


Application/ Component Version Language File Signature 


GEMS 1.21.2 C++ 20090212.tb.assure.1.2.tbcode.hash 


AccuVote-OS CC 2.0.13 C 20090212.tb.assure.1.2.tbcode.hash 


AccuVote-OS PC 1.96.11 C 20090212.tb.assure.1.2.tbcode.hash 


AccuVote-OSX 1.2.1 C++ 20090212.tb.assure.1.2.tbcode.hash 


BallotStation 4.7.4 C++ 20090212.tb.assure.1.2.tbcode.hash 


Key Card Tool 4.7.3 C++ 20090212.tb.assure.1.2.tbcode.hash 


VCProgrammer 4.7.3 C++ 20090212.tb.assure.1.2.tbcode.hash 


Voter Card Encoder 1.3.3 C 20090212.tb.assure.1.2.tbcode.hash 


ExpressPoll CardWriter 1.1.6 C++ 20090212.tb.assure.1.2.tbcode.hash 


Premier Central Scan 2.2.1 C++ 20090212.tb.assure.1.2.tbcode.hash 


Assure Security Manager 1.2.1 C++ 20090212.tb.assure.1.2.tbcode.hash 


Shared Components 2.2.1 C++ 20090212.tb.assure.1.2.tbcode.hash 


ABasic Report Files 2.2.4 ABasic 20090212.tb.assure.1.2.tbcode.hash 


BootLoader 1.3.10 C++ 20090212.tb.assure.1.2.tbcode.hash 


WinCE 300 3.5 C++ 20090212.tb.assure.1.2.tbcode.hash 


WinCE 410 3.10 C++ 20090212.tb.assure.1.2.tbcode.hash 


WinCE 500 4.1 C++ 20090212.tb.assure.1.2.tbcode.hash 


AVPM 3.0.3 C 20090212.tb.assure.1.2.tbcode.hash 


AVInstall 1.0.2 C++ 20090212.tb.assure.1.2.tbcode.hash 


 


Document Prior to the Trusted Build:  


Vendor Name Premier Election Solutions 


Vendor Consultant(s) (5.6) Pierre Honeyman 


Witness Name (5.6) Lauren Laboe 


Witness Title Trusted Builder 


Vendor Build Document(s) used and 
version(s) 
 


GEMS 1.21 Build Process revision 4.0; 
AccuVote-OS Central Count 2.0 Build Process revision 
3.1; 
AccuVote-OS Precinct Count 1.96 Build Process  
revision 4.1; 
AccuVote-OSX 1.2 Build Process  revision 3.0; 
BallotStation 4.7 Build Process revision 4.0; 
Key Card Tool 4.7 Build Process revision 5.0; 
VCProgrammer 4.7 Build Process revision 5.1; 
Voter Card Encoder 1.3 Build Process revision 5.1; 
ExpressPoll CardWriter 1.1 Build Process revision 8.0; 
Premier Central Scan 2.2 Build Process revision 2.1; 
Assure Security Service 1.2 Build Process revision 
1.0; 
ABasic 2.2 Build Process revision 7.1; 
Windows CE 3.0 Build Process revision 5.0; 
WinCE 4.10 Build Process revision 5.0; 
WinCE 5.00 Build Process revision 8.0; and 
AccuView Printer Module 3.0 Build Process revision 
3.0. 


Equipment Used Dell Latitude D830 Laptop 
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iBeta COTS used to clean the build 
environment disk (name and version) 
(5.6.1.1) 


Active KillDisk for DOS V:4.1 Build 2380 


iBeta COTS used to generate HASH file 
signatures (name and version) 


Mares Hash Ver. 07.08.10.07.12 


Construct the build environment (EAC 
Program Manual 5.6.1.2) 


 


Verify (by signature) that the build 
environment is isolated and controlled by 
iBeta 


Lauren Laboe 


Witness attests to verifying that the source 
code being built is the source code provided 
by iBeta 


Pierre Honeyman  


Build Environment Operating System Windows XP w/SP2 
(Dell XP Pro SP2 reinstall CD & 


 Dell Drivers & Utilities CD’s 1 , 2) 


Vendor CM Tool and version N/A 


Build tool(s) and version(s) GEMS, AccuVote-OSX, Key Card Tool, 
VCProgrammer, Premier Central Scan,  


Assure Security Manager, ABasic 


Microsoft Visual Studio C++ 2008 
Microsoft Visual Studio Service Pack 1 


AccuVote-OS-PC, AccuVote-OS-CC 


Borland Make 5.2 (make.exe) 
Borland C++ Compiler 5.0 (bcc.exe) 
Borland Turbo Assembler 2.02 (tasm.exe) 
Borland Turbo Link 7.1.30.1 (tlink.exe) 
Borland RTM Loader 1.5 (rtm.exe) 
Borland Librarian 4.0 (tlib.exe) 
Paradigm Locate 5.11 (locate.exe) 


Ballot Station 


Microsoft eMbedded Visual C++ 3.0 
Microsoft eMbedded Visual C++ 4.1 (w/SP 4) 


Voter Card Encoder 


Hi-Tech PICC version 7.86 PIC compiler 
Microsoft nmake 


ExpressPool CardWriter 


Microsoft Visual Studio .NET 2003 
Microsoft Visual Studio .NET 2003 SP1 
Microsoft eMbedded Visual C++ 4.1 (w/SP4) 


AVPM 


Renesas/Hitachi C compiler (ch38.exe) 
Renesas/Hitachi Librarian (lbg38.exe) 
Renesas/Hitachi Linker (LnkSpawn.exe) 


3
rd


 Party Libraries and Version GEMS 


Rogue Wave Objective Grid 12.0 
ResizableLib library 1.3 
Seagate Crystal Report 8 development files 
ZLIB library 1.2.3 
OpenSSL library 0.9.8g 
Haru Free PDF Library 1.2.2 
Microsoft Speech SDK 5.1 
Microsoft Activesync SDK 4.1 


AccuVote-OSX 


ZLIB library 1.2.3 
JPEG library 6b 
Sqlite library 3.3.6 
OpenSSL library 0.9.8g 
TIFF Library 3.8.0 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Ballot Station 


FMOD 3.75 beta library for Windows CE 
WCECompat compatibility library 1.2 
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OpenSSL library 0.9.8g for WinCE 
zlib library 1.2.3 for WinCE 


Key Card Tool 


OpenSSL library 0.9.8g 
VCProgrammer 


ResizableLib library 1.3 
OpenSSL library 0.9.8g 


Premier Central Scan 


PNG reference library 1.2.8 
TIFF Library 3.8.0 
OpenSSL library 0.9.8g 
SQLite 3.3.6 
ZLIB library 1.2.3 
JPEG library 6b 
Griaule Fingerprint SDK 2007 
Doug Lea Memory Allocator 2.8.3 
Windows CE C Runtime Compatibility Library 1.2 


Assure Security Manager 


OpenSSL library 0.9.8g 
SQLite library 3.3.6 
Griaule Fingerprint SDK 2007 


ABasic 


OpenSSL library 0.9.8g 


3
rd


 Party Source Code (COTS) and Version None 


3
rd


 Party DLLs, Drivers, etc. and Version(s) None 


Additional file(s) loaded and version(s) GEMS, Key Card Tool, VCProgrammer 


InstallShield 2009 Professional 
InstallShield 2009 Service Pack 2 
InstallShield 2009 Redistributables 


AccuVote-OSX 


BobcatMH_SDK 
Windows CE 5.0 
AVInstall (Premier) 


Ballot Station 


ACCUVOTETS Platform SDK 
Windows CE 3.0 
AVTSX Platform SDK 
Windows CE 4.1 
AVInstall (Premier) 


AVPM 


Motorola S1 hex to binary image converter and 
checksum utility (s1tobin.exe) 


Record the disk image software version being 
used 


Norton GHOST V:11.0 


Record the filename of the build environment 
file signature  (5.6.1.3) –   


200902.13.tb.assure.1.2.postcots.hash.txt 


Record the filename of the build environment 
disk image  –  


200902.13_tb_assure_1_2_postcots.gho 


Verify (by signature) the build environment file 
signature (5.6.1.3) 


Lauren Laboe   


Loading Source Code (EAC Program 
Manual 5.6.2) 


 


Record the file signature of the source code 
(5.6.2.1) 


see table of source code, above 


Verify (by signature) that each file signature of 
the source code loaded matches as 
documented above (5.6.2.1) 


Lauren Laboe 


Method of Build Witness Trusted Build 


Record the combined source code and pre-
build environment file signature (5.6.2.2) 


200902.13.tb.assure.1.2.prebuild.hash.txt 


Record the combined source code and pre-
build environment disk image (5.6.2.3) 


200902.13_tb_assure_1_2_prebuild.gho 


Record the Final Build Version – Unique 
Identifier 


See table above 
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Certification Application Number (if 
applicable) 


DBD0701 


Document during the Trusted Build:  


Date / Time Build Initiated 02/13/2009 12:00pm (MST) 


Compiler and Version See build tools and versions 


Application Name Assure 1.2 


Application Version Order See above table of components built 


Obtain Names and Signatures of all persons 
present during build (record below) 


Pierre Honeyman 
Lauren Laboe 


Issue(s) and Resolution(s) 1.  PEM files not installed till code installed. 
2.  Components AccuVote-OSX, GEMS Premier 
Central Scan and Assure Security Manager were not 
correctly built due to COTS errors found during the 
build. 


Document at Completion of the Trusted 
Build: 


 


Record the disk image of the final build (5.7.3) 20090214_tb_assure_1_2_postbuild2.gho 


Record file signature of the final build 
(5.6.3.1) 


20090214.tb.assure.1.2.postbuild2.hash.txt 


Record the type of unalterable storage media 
being used for installation disk(s) (i.e., CD) –  
(5.6.3.2) 


CD 


Record each piece of media that is part of the 
installation disk (each must have a unique 
identifier) (5.6.3.2, 5.7.5) 


CD:  20090214-install disks 


Record the file signature of the installation 
disk(s). (5.6.3.3, 5.7.5) (include in below 
archive) 


CD:  20090214-install disk.hash.txt 


Record the type of unalterable storage media 
being used for pre-build and post-build 
archive disk (i.e., CD) –  


T3 hard drive and backup final burn to unalterable 
media (DVD) is pending the EAC Initial Decision 


Record each piece of media that is part of the 
pre-build and post-build archive disks  (each 
must have a unique identifier) (5.6.2.4, 5.7.2, 
5.7.3) 


T3 hard drive and backup final burn to unalterable 
media (DVD) is pending the EAC Initial Decision 


Explanation of any significant differences 
observed 


No differences 


 
Hard copies of the Trusted Build witnesses and builder signatures are on file at iBeta: 
Premier:  Pierre Honeyman 2/13/09 
iBeta:  Lauren Laboe 2/13/09 
 


7.7.8 Premier System Identification Tools 
 
As identified in Section 5.8 and 5.9 of the US Election Assistance Commission Test and Certification Program Manual 


delivery of the System Identification Tools to the EAC is the responsibility of Premier.  Review of the System Identification 
Tools is the responsibility of the EAC.  iBeta reviewed the installation documentation to the requirements of v.2: 2.6.4 (See 
Appendix C) and confirms that Premier provided the following validations tools at the end of the certification test effort:  


 AVValidator 1.0.1:  The AVValidator is the software utility used to verify that the firmware installed on AccuVote-
OSX, AccuVote-TSX, and AccuVote-TS R6 products is certified firmware that has been altered.  The AVValidator 
generates hash codes for files installed on these products. 


 AutoMARK Validater 1.1.1.0:  The AutoMARK Validater is a software utility to obtain the hash values of each 
individual firmware file that is used in the VAT. 


 The following executable files are digitally signed, allowing users to verify that the application was generated by a 
trusted source: 


o The GEMS executable, GEMS.exe; 
o The BallotStation executable, BallotStation.exe; 
o The Key Card Tool executable, Key Card Tool.exe file; 
o The  VCProgrammer executable, VCProgrammer.exe file; 
o The Premier Central Scan executable, TallyHo.exe; and 
o The ASSURE Security Manager executable, usermgr.exe. 
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 ExpressPoll CardWriter 1.1.6 software was compiled by the Independent Testing Authority that tested the software, 
iBeta. To verify that the certified version of CardWriter 1.1.6 is installed, confirm that the creation date of the 
software matches the date that the certified software was compiled, February 13, 2009. 


 
iBeta confirmed that the functionality of the tools was consistent with the operations identified in: 


 AutoMARK Validater 1.1.1.0: Voting System Testing Application Letter.pdf, Date: June 30, 2009 


 AVValidator User’s Guide 1.0.1 or later, Version: 2.0, Date: April 19, 2009 


 GEMS System Administrator’s Guide 1.21.3 or later, Version: 2.0, Date: June 6, 2009 


 BallotStation System Administrator’s Guide 4.7.5 or later, Version: 3.0, Date: June 19, 2009 


 Key Card Tool User’s Guide 4.7.5 or later, Version: 1.0, Date: June 15, 2009 


 VCProgrammer System Administrator's Guide 4.7.5 or later, Version: 1.0, Date: June 15, 2009 


 Premier Central Scan System Administrator’s Guide 2.2.3 or later, Version: 2.0, Date: June 26, 2009 


 ASSURE Security Manager User's Guide 1.2.3 or later, Version: 3.0, Date: June 26, 2009 


 ExpressPoll Administrator's Guide Version 2.0. and 2.1, Version: 5.0, Date: June 18, 2009 
 








3131 South Vaughn Way, Suite 650, Aurora, Colorado, 80014 


 
 


Form-D: VSTL Test Report template 
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Version History 


Ver # Description of Change Author Approved by  Date 


v1.0 Initial  Release  
 


Stephanie Eaton Gail Audette 22 July 2009 


v2.0 Update to the Summary Table to 
include the hash values of the 
TDPs 


Michael Warner Gail Audette 30 July 2009 


v3.0 Inserted EAC Certification #PES-
Assure1.2, updated report version 
and report ID 


Gail Audette Gail Audette 6 August 2009 


 


 


Trademarks 
ASSURE


®
, AccuVote


®
, AccuVote ES


®
, AccuView Printer


®
, BallotStation


®
, ExpressPoll


®
, GEMS


®
, Optical Scan 


Accumulator Adapter
™


, Premier Election Solutions
®
, UAID


®
, and Key Card Tool


™
 are trademarks owned by or 


licensed to Premier Election Solutions.  
 
AutoMARK™ and AIMS™ are trademarks of AutoMARK Technical Systems 
 
PhotoScribe


®
 is a registered  trademark of DRS Data & Research Services plc.  


 
All other trademarks are the exclusive property of their respective owners. 
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 The documents within the TDP are provided separately on a CD to the EAC for escrow. 


TDP Summary SHA1 Hash 


 ASSURE1.2 TDP Rev 18.0 0B7F3BD7995ED3E27018AF5568210A85BCD1AAB3 


 GEMS TDP Rev 3.0 19F60D1AA6268EE8D3E054973B5E17D09CE4133F 


 AccuVote-OS Precinct Count TDP Rev 3.0 ED1B61CDC6996ACA24F0A2375732D953E450D467 


 AccuVote-OS TDP Rev 5.0 08EA819797507DD34DEDD312A6A8072A435950A8 


 AccuVote-OS Central Count TDP Rev 1.0 2447EC69D22B53A7B9CAD58172EC6A14354081C9 


 AccuVote-OSX Software TDP Rev 4.0 CBE56E67C9C3D12162D95A2EFFE17D07E34166C4 


 AccuVote-OSX TDP Rev 8.0 7296496875DF22ACBE7B5A0A207B15C70143A297 


 BallotStation TDP Rev 2.0 5D96E01A0B0FA4783B6553432C1FC305265DE042 


 AccuVote-TS R6 TDP Rev 7.0 57DE937E2E61BB2D2927EF21DBB46ED3C1714576 


 AccuVote-TSX with AVPM TDP Rev 10.0 EFEBBFF23730F8920CDC7453CDBD00DA8500B47A 


 KCT TDP rev 3.0 ABA4B2565E53642634E82C4CB1DC0FAA82606285 


 VCProgrammer TDP Rev 3.0 82E7CC62C499861FA935AC4B3AD2908326D6DE63 


 Voter Card Encoder TDP Rev 3.0 8C400BDBD547FC703C7EF14C95B4A267F463F77A 


 ExpressPoll CardWriter TDP Rev 2.0 E901C52EBA52833C21DCA545A83064C613B2A7BE 


 PCS TDP Rev 2.0 B75DADC5F57C33DF79406CE90F0440B4BC75B4AF 


 ASM TDP rev 3.0 69F42E70C549CE1AEF7038FB2531301A7BFC2182 


 AutoMARK Information Management System TDP, 
7/14/2009 


944EDFC8863B7BF5A9F7A979DABE9278C281F738 


 AutoMARK VAT TDP, 7/14/2009 345BEAE98CA00E38EA786757F04884DB4D8ABE99 
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Table 12 Voting System Technical Data Package Documents  
 


Name Doc Title Revision Doc Date Author 


ABasic 2.2 Build 
Process.pdf 


ABasic 2.2 Build Process 
7.1 08/29/08 


Premier Election 
Solutions 


ABasic 2.2 User's 
Guide.pdf 


AccuBasic 2.2 User's Guide 
1.1 09/11/08 


Premier Election 
Solutions 


ABasic 2.2.4 Reports 
Guide.pdf 


ABasic 2.2.4 Reports Guide 
3.0 07/07/08 


Premier Election 
Solutions 


ABasic 2.2 Build 
Process.pdf 


ABasic 2.2 Build Process 
7.1 08/29/08 


Premier Election 
Solutions 


AccuVote-OS Pollworkers 
Guide.pdf 


AccuVote-OS Pollworker’s Guide 
9.0 03/18/09 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count 1.96 Build 
Process.pdf 


AccuVote-OS Precinct Count 1.96 
Build Process 4.1 08/29/08 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Election Data 
Format 1.0.pdf 


AccuVote-OS Precinct Count 
Election Data Format 1.0 1.2 09/03/08 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.00 
Introduction.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Introduction 


3.0 07/06/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.02 System 
Overview.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Overview 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Functionality Description 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Hardware Specification 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.05 Software 
Design and 
Specification.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Software Design and 
Specification 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.06 System 
Security Specification.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Security Specification 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.07 System 
Test and Verification 
Specification.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Test and Verification 
Specification 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Operations Procedures 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
System Maintenance Procedures 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 AccuVote-OS  Precinct 
Count Technical Data Package 
Personnel Deployment and 
Training 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Configuration Management Plan 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.12 Quality 
Assurance Program.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Quality Assurance Program 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP 2.13 System 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 


3.0 07/06/09 
Premier Election 
Solutions 
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Name Doc Title Revision Doc Date Author 


Change Notes.pdf System Change Notes 


AccuVote-OS Precinct 
Count TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Telecommunications 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix A 
Software 
Specifications.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix A: Software 
Specifications 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix B 
Program Structure and 
Flow.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix B: Program Structure 
and Flow 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix C 
Data Organization and 
Flow.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix C: Data Organization 
and Flow 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix G 
System and Data 
Integrity.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix G: System and Data 
Integrity 


3.0 07/06/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix H 
Performance Metrics.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix H: Performance Metrics 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP Appendix J 
Administrative Test 
Plans.pdf 


FEC 2002 AccuVote-OS Precinct 
Count Technical Data Package 
Appendix J: Administrative Test 
Plans 


1.0 05/05/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count TDP FVSS 2002 
Vendor Testing and TDP 
Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No date 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Users Guide 
1.96.11 or later.pdf 


AccuVote-OS Precinct Count 
User’s Guide 1.96.11 or later 1.0 04/16/09 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Users Guide 
1.96.12 or later.pdf 


AccuVote-OS Precinct Count 
User’s Guide 2.0 07/06/09 


Premier Election 
Solutions 


Configuration 
Management.pdf 


Configuration Management 
7.1 09/02/08 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Download Message 
Format 


AccuVote-OS Precinct Count 
Download Message Format 1.2 09/03/08 


Premier Election 
Solutions 


AccuVote-OS TDP 2.00 
Introduction.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Introduction 


5.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Download Message 
Format 1.0 


AccuVote-OS Precinct Count 
Download Message Format 1.0 1.2 09/03/08 


Premier Election 
Solutions 


AccuVote-OS Precinct 
Count Upload Message 
Format 1.0 


AccuVote-OS Precinct Count 
Upload Message Format 1.0 1.2 09/03/08 


Premier Election 
Solutions 


GEMS AccuVote-OS 
Precinct Count Protocol 
1.0 


GEMS AccuVote-OS Precinct 
Count Protocol 1.0 1.2 09/03/08 


Premier Election 
Solutions 


AccuVote-OS TDP 2.02 
System Overview.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Overview 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.03 
System Functionality 
Description.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Functionality Description 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.04 
System Hardware 


FEC 2002 AccuVote-OS 
Technical Data Package System 


3.0 05/08/09 
Premier Election 
Solutions 
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Specification.pdf Hardware Specification 


AccuVote-OS TDP 2.06 
System Security 
Specification.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Security Specification 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.07 
System Test and 
Verification 
Specification.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Test and Verification Specification 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.08 
System Operations 
Procedures.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Operations Procedures 


1.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.09 
System Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package System 
Maintenance Procedures 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.10 
Personnel Deployment 
and Training 
Requirements.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Personnel Deployment and 
Training Requirements 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Configuration Management Plan 


4.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.12 
Quality Assurance 
Program.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package Quality 
Assurance Program 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.13 
System Change Notes.pdf 


FEC 2002 AccuVote-OS  
Technical Data Package System 
Change Notes 


5.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Telecommunications 


2.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix A Hardware 
Specifications.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Appendix A: Hardware 
Specifications 


2.2 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix D Materials 
Specifications.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Appendix D: Materials 
Specifications 


1.3 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix I System and 
Data Integrity.pdf 


AccuVote-OS  Technical Data 
Package Appendix I: System and 
Data Integrity 


1.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix K Ballot 
Processing.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Appendix K: Ballot Processing 


2.2 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix M Administrative 
Test Plans.pdf 


FEC 2002 AccuVote-OS 
Technical Data Package 
Appendix N: Administrative Test 
Plans 


3.0 05/08/09 
Premier Election 
Solutions 


AccuVote-OS TDP FVSS 
2002 Vendor Testing and 
TDP Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No date 
Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix B Drawings 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix C COTS 
Component Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix E AccuFeed 
Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix F Assembly 
Procedures 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 
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AccuVote-OS TDP 
Appendix G Engineering 
Changes 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix H Bill of 
Materials 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix J Packaging 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix L Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS TDP 
Appendix L Usability 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuFeed Hardware 
Guide.pdf 


AccuFeed Hardware Guide 
7.0 06/11/09 


Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.00 
Introduction.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Introduction 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.02 System 
Overview.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Overview 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002  AccuVote-OS Central 
Count Technical Data Package 
System Functionality Description 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002  AccuVote-OS Central 
Count Technical Data Package 
System Hardware Specification 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.05 Software 
Design and 
Specification.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Software Design and 
Specification 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.06 System 
Security Specification.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Security Specification 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.07 System 
Test and Verification 
Specification.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Test and Verification 
Specification 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Operations Procedures 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Maintenance Procedures 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Personnel Deployment and 
Training Requirements 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002  AccuVote-OS Central 
Count Technical Data Package 
Configuration Management Plan 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.12 Quality 
Assurance Program.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Quality Assurance Program 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.13 System 
Change Notes.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
System Change Notes 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Telecommunications 


1.0 05/04/09 
Premier Election 
Solutions 
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AccuVote-OS Central 
Count TDP Appendix A 
Software 
Specifications.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Appendix A: Software 
Specifications 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix B 
Program Structure and 
Flow.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package  
Appendix B: Program Structure 
and Flow 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix C 
Data Organization and 
Flow.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Appendix C: Data Organization 
and Flow 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix G 
Performance Metrics.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Appendix G: Performance Metrics 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix H 
System and Data 
Integrity.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Appendix H: System and Data 
Integrity 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix J 
Administrative Test 
Plans.pdf 


FEC 2002 AccuVote-OS Central 
Count Technical Data Package 
Appendix J: Administrative Test 
Plans 


1.0 05/04/09 
Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP FVSS 2002 
Vendor Testing and TDP 
Trace.pdf 


Reqluirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No date 
Premier Election 
Solutions 


AccuVote-
OS_Central_Count_Users
_Guide_2.0.13_or_later.pd
f 


AccuVote-OS Central Count 
User’s Guide 


1.1 06/15/09 
Premier Election 
Solutions 


AccuVote-
OS_Hardware_Guide 


AccuVote-OS Hardware Guide 
15.0 04/16/09 


Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix D 
Election Data Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix E 
Software Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix F 
Transmission Protocol 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS Central 
Count TDP Appendix I 
Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OS Central 
Count 2.0 Build 
Process.pdf 


AccuVote-OS Central Count 2.0 
Build Process 3.1 08/29/08 


Premier Election 
Solutions 


AccuVote-OSX Hardware 
Guide.pdf 


AccuVote-OSX Hardware Guide 
4.0 03/09/09 


Premier Election 
Solutions 


AccuVote-OSX 
Pollworker's Guide.pdf 


AccuVote-OSX Pollworker's 
Guide 


5.0 04/19/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.00 
Introduction.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Introduction 


8.0 06/29/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.02 
System Overview.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Overview 


5.0 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.03 
System Functionality 
Description.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Functionality Description 


5.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.04 
System Hardware 


FEC 2002 AccuVote-OSX 
Technical Data Package System 


6.0 06/10/09 
Premier Election 
Solutions 
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Specification.pdf Hardware Specification 


AccuVote-OSX TDP 2.06 
System Security 
Specification.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Security Specification 


4.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.07 
System Test and 
Verification 
Specification.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Test and Verification Specification 


2.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.08 
System Operations 
Procedures.pdf 


FEC 2002 AccuVote-OSX TDP 
System Operations Procedures 5.0 06/29/09 


Premier Election 
Solutions 


AccuVote-OSX TDP 2.09 
System Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Maintenance Procedures 


4.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.10 
Personnel Deployment 
and Training 
Requirements.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Personnel Deployment and 
Training Requirements 


2.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Configuration Management Plan 


5.0 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.12 
Quality Assurance 
Program.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package Quality 
Assurance Program 


6.0 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.13 
System Change Notes.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package System 
Change Notes 


8.0 06/29/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Telecommunications 


3.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix B Hardware 
Specifications.pdf 


AccuVote-OSX TDP Appendix B: 
Hardware Specifications 4.0 06/29/09 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix I System and 
Data Integrity.pdf 


AccuVote-OSX Technical Data 
Package Appendix I: System and 
Data Integrity 


3.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix K Ballot 
Processing.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Appendix K: Ballot Processing 


2.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix M Administrative 
Test Plans.pdf 


FEC 2002 AccuVote-OSX 
Technical Data Package 
Appendix M: Administrative Test 
Plans 


4.1 06/10/09 
Premier Election 
Solutions 


AccuVote-OSX TDP FVSS 
2002 Vendor Testing and 
TDP Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No Date 
Premier Election 
Solutions 


AccuVote-
OSX_1.2.1_System_Admi
nistrators_Guide.pdf 


AccuVote-OSX 1.2.1 System 
Administrator’s Guide 1.0 06/24/08 


Premier Election 
Solutions 


AccuVote-
OSX_1.2.1_Users_Guide.
pdf 


AccuVote-OSX 1.2.1 User’s 
Guide 3.0 02/06/08 


Premier Election 
Solutions 


AccuVote-
OSX_System_Administrat
ors_Guide_1.2.2_or_later.
pdf 


AccuVote-OSX System 
Administrator’s Guide 1.2.2 or 
later Revision 1.0 


1.0 04/18/09 
Premier Election 
Solutions 


AccuVote-
OSX_Users_Guide_1.2.2_
or_later.pdf 


AccuVote-OSX User’s Guide 
1.2.2 or later 1.0 04/25/09 


Premier Election 
Solutions 


Accuvote-OSX Software 
TDP 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP Folder containing docs Various Various Premier Election 
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Appendix A Functional 
Specifications 


Revs Dates Solutions 


AccuVote-OSX TDP 
Appendix D COTS 
Component Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix E Materials 
Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix F Assembly 
Procedures 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix H Bill of 
Materials 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix J Windows CE 
Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix L Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX TDP 
Appendix N Usability 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Windows CE 5.0 Build 
Process.pdf 


Windows CE 5.0 Build Process 
10.0 06/28/09 


Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.00 Introduction.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Introduction 


4.0 07/07/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.02 System 
Overview.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Overview 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Functionality Description 


2.0 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Hardware Specification 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.05 Software Design 
and Specification.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Software Design and 
Specification 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.06 System Security 
Specification.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Security Specification 


2.0 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.07 System Test 
and Verification 
Specifications.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Test and Verification 
Specification 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Operations Procedures 


2.0 06/29/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Maintenance Procedures 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Personnel Deployment and 
Training 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.11 Configuration 
Management Plan.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Configuration Management Plan 


2.0 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.12 Quality 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 


1.1 06/16/09 
Premier Election 
Solutions 
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Assurance Program.pdf Quality Assurance Program 


AccuVote-OSX Software 
TDP 2.13 System Change 
Notes.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
System Change Notes 


4.0 07/07/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Telecommunications 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix A Software 
Specifications.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix A: Software 
Specifications 


3.0 06/29/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix B Program 
Specifications.pdf 


AccuVote-OSX Software 
Technical Data Package 
Appendix B: Program 
Specifications 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix E 
Redundant Storage 
Logic.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix E: Redundant Storage 
Logic 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix H System 
and Data Integrity.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix H: System and Data 
Integrity 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix I 
Performance Metrics.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix I: Performance Metrics 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix K 
Administrative Test 
Plans.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix K: Administrative Test 
Plans 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix L Ballot 
Conversion.pdf 


FEC 2002 AccuVote-OSX 
Software Technical Data Package 
Appendix L: Ballot Processing 


1.1 06/16/09 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP FVSS 2002 Vendor 
Testing and TDP 
Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


4.0 No Date 
Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix C Election 
Data Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix D Smart 
Card Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix F Software 
Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-OSX Software 
TDP Appendix G 
Transmission Protocols 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Appendix J Test Plans Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ABasic 2.2 Build 
Process.pdf 


ABasic 2.2 Build Process 
7.1 08/29/08 


Premier Election 
Solutions 


AccuVote-OSX 1.2 Build 
Process.pdf 


AccuVote-OSX 1.2 Build Process 
7.0 07/01/09 


Premier Election 
Solutions 


ASSURE 1.2 External 
Data Flow.jpg 


Assure 1.2 System Overview 
6.0 No date 


Premier Election 
Solutions 


ASSURE 1.2 Product 
Overview Guide.pdf 


ASSURE 1.2 Product Overview 
Guide 


21.0 07/20/09 
Premier Election 
Solutions 


ASSURE1.2Matrix.xlsx Premier Election Solutions 
ASSURE 1.2 Matrix Rev 21.0 


21.0 07/20/09 
Premier Election 
Solutions 


Premier's Windows Premier's Windows Configuration 10.0 06/15/09 Premier Election 
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Configuration Guide.pdf Guide Solutions 


Premiers Windows 
Security Updates Policy 
and Procedures.pdf 


Premier's Windows Security 
Updates Policy and Procedures 3.0 04/27/09 


Premier Election 
Solutions 


Premiers_Client_Security_
Policy.pdf 


Premier's Client Security Policy 
6.0 06/17/09 


Premier Election 
Solutions 


Shared Components 2.2 
Build Process.pdf 


Shared Components 2.2 Build 
Process 


2.0 07/01/09 
Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix F Surface 
Specification Standard.pdf 


ASSURE 1.2 Technical Data 
Package Appendix F: Surface 
Specification Standard 


2.3 06/12/09 
Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix J File 
Management.pdf 


ASSURE 1.2 Technical Data 
Package Appendix J: File 
Management 


1.6 06/12/09 
Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix P Procurement 
Certification.pdf 


(Misc. Purchase Orders) 
No Rev No date 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix Q System 
Acquisition.pdf 


ASSURE 1.2 Technical Data 
Package Appendix Q: System 
Acquisition 


1.7 06/12/09 
Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix X System 
Initiation.pdf 


ASSURE 1.2 Technical Data 
Package Appendix X: System 
Initiation 


1.1 06/12/09 
Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix Z 
Certificates.pdf 


ASSURE 1.2 Technical Data 
Package Appendix Z: Certificates 2.0 07/07/09 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Introduction.pdf 


ASSURE 1.2 Technical Data 
Package Introduction 


17.0 07/07/09 
Premier Election 
Solutions 


Inputs Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Managing Design and 
Development 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


System Audits Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix 1 COTS 
Communication 
Components 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Shared Components 2.2 
Build Process 


Shared Components Build 
Process 


2.0 
Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix 3 ASSURE 1.2 
ECs 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix A System 
Overview 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix B Software 
Configuration 
Management 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix C Hardware 
Configuration 
Management 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix D Software 
Quality Assurance 
Methodology 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix E Hardware 
Quality Assurance 
Methodology 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 
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ASSURE 1.2 TDP 
Appendix G Bugzilla 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix H C++ Coding 
Style 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix I Documentation 
Standards 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix K SSL Protocol 
Specification 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix L Training 
Programs 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix M Development 
Office Backup Guide 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix N Support 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix O Supplies 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix R AES 
Encryption Specification 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix S Build 
Configuration Guide 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix T Product 
Advisory Notices 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix U ABasic User's 
Guide 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix V SHA1 
Specification 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix W AVValidator 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASSURE 1.2 TDP 
Appendix Y AVInstall Build 
Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Build Configuration 
Guide.pdf 


Build Configuration Guide 
17.0 06/28/09 


Premier Election 
Solutions 


ASM TDP 2.00 
Introduction.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Introduction 


2.0 07/07/09 
Premier Election 
Solutions 


ASM TDP 2.02 System 
Overview.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Overview 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Functionality Description 


2.0 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Hardware Specification 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.05 Software 
Design and 
Specification.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Software Design and 
Specification 


1.1 06/26/09 


Premier Election 
Solutions 


ASM TDP 2.06 System 
Security Specification.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Security Specification 


2.0 06/26/09 
Premier Election 
Solutions 
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ASM TDP 2.07 System 
Test and Verification 
Specification.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Test and Verification 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Operations Procedures 


2.0 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Maintenance Procedures 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Personnel Deployment and 
Training 


1.1 06/26/09 


Premier Election 
Solutions 


ASM TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Configuration Management Plan 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.12 Quality 
Assurance Program.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Quality Assurance Program 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP 2.13 System 
Change Notes.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
System Change Notes 


3.0 07/07/09 
Premier Election 
Solutions 


ASM TDP 2.14 
Telecommunications.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Telecommunications 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP Appendix A 
Software 
Specifications.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Appendix A: Software 
Specifications 


2.0 06/26/09 


Premier Election 
Solutions 


ASM TDP Appendix B 
Program Specifications.pdf 


ASM Technical Data Package 
Appendix B: Program 
Specifications 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP Appendix G 
System and Data 
Integrity.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Appendix G: System and Data 
Integrity 


2.0 06/26/09 


Premier Election 
Solutions 


ASM TDP Appendix H 
Performance Metrics.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Appendix H: Performance Metrics 


1.1 06/26/09 
Premier Election 
Solutions 


ASM TDP Appendix J 
Administrative Test 
Plans.pdf 


FEC 2002 ASSURE Security 
Manager Technical Data Package 
Appendix J: Administrative Test 
Plans 


1.1 06/26/09 


Premier Election 
Solutions 


ASM TDP FVSS 2002 
Vendor Testing and TDP 
Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No Date 
Premier Election 
Solutions 


ASSURE Security Service 
1.2 Build Process.pdf 


ASSURE Security Service 1.2 
Build Procedure 


6.0 07/01/09 
Premier Election 
Solutions 


ASSURE_Security_Manag
er_Users_Guide_1.2.3_or
_later.pdf 


ASSURE Security Manager 
User's Guide 3.0 06/26/09 


Premier Election 
Solutions 


ASM 1.2.1 TDP Appendix 
C Election Data Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASM 1.2.1 TDP Appendix 
D Smart Card Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASM 1.2.1 TDP Appendix 
E Software Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASM 1.2.1 TDP Appendix 
F Interface 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASM 1.2.1 TDP Appendix I 
Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ASM TDP Appendix K 
Hardware Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 
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ASSURE Security Service 
1.2 Build Process.pdf 


ASSURE Security Service 1.2 
Build Process 


5.0 04/06/09 
Premier Election 
Solutions 


ATS PREM Configuration 
Management Policy AQS-
13-2000-004-F.doc 


ATS Configuration Management 
Policy 3.0 12/01/08 


Premier Election 
Solutions 


ATS PREM Corrective 
Action Log AQS-13-5011-
004-R.doc 


Corrective Action Control Log 
2.0 N/A 


Premier Election 
Solutions 


ATS PREM Design 
Review Attendance Form 
AQS-13-2020-005-R.doc 


DESIGN REVIEW ATTENDANCE 
SHEET 2.0 N/A 


Premier Election 
Solutions 


ATS PREM Design 
Review Minutes Form 
AQS-13-2020-004-R.doc 


DESIGN REVIEW MINUTES 
2.0 N/A 


Premier Election 
Solutions 


ATS PREM DocChange 
Order Form AQS-13-2020-
001-F.doc 


ATS DOCUMENT CHANGE 
ORDER 2.0 N/A 


Premier Election 
Solutions 


ATS PREM Document 
Change Control Form 
AQS-13-2020-006-R.doc 


Document Change Control Form 
2.0 N/A 


Premier Election 
Solutions 


ATS PREM Employee 
Training Procedure AQS-
13-5010-012-F.doc 


ATS Employee Training 
Procedure 3.0 12/01/08 


Premier Election 
Solutions 


ATS PREM Engineering 
Change Order Request 
Form AQS-13-2020-002-
F.DOC 


Engineering Change 
Order/Change Request Form 


2.0 N/A 


Premier Election 
Solutions 


ATS PREM Software and 
Hardware Release 
Process AQS-13-2011-
000-R.doc 


ATS Software and Hardware 
Release Process 


4.0 12/01/08 


Premier Election 
Solutions 


ATS PREM System Bug 
Report form online version 
AQS-13-2020-000-F.doc 


System Bug Report Form 
2.0 N/A 


Premier Election 
Solutions 


AutoMARK PREM Ballot 
Scanning and Printing 
Specification AQS-13-
5002-007-S.doc 


AutoMARK Ballot Scanning and 
Printing Specification 


3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Configuration 
Management Plan AQS-
13-5020-000-F.doc 


AutoMARK PREM Configuration 
Management Plan 


4.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM Driver 
API Specification AQS-13-
5000-002-F.doc 


AutoMARK Driver API 
Specification 3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Embedded Database 
Interface Specifications 
AQS-13-5002-005-S.doc 


AutoMARK Embedded Database 
Interface Specification 


4.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM GUI 
Design Specifications 
AQS-13-5001-005-R.doc 


AutoMARK Graphical User 
Interface 4.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM Initial 
Software Installation 
Procedure AQS-13-5012-
008-S.doc 


Initial Software Installation 
Procedure 


2.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Jurisdiction Guide AQS-
20-5061-003-R.pdf 


AutoMARK Jurisdiction Guide 
9.0 07/02/09 


Premier Election 
Solutions 


AutoMARK PREM 
Operating Software 
Design Specifications 
AQS-13-5001-002-R.doc 


AutoMARK Operating Software 
(AMOS) Design Specifications 


3.0 12/01/08 


Premier Election 
Solutions 
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AutoMARK PREM 
Personnel Deployment 
and Training AQS-13-
5000-000-F.rtf 


Personnel Deployment and 
Training Requirements 


3.0 12/01/08 


Premier Election 
Solutions 


Automark PREM 
Programming 
Specifications Details 
AQS-13-5001-011-R.doc 


AutoMARK Programming 
Specifications Details 


3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM QSP 
Master List AQS-13-5010-
008-F.doc 


ATS Quality System Procedures 
(QSP) Master List 3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM Quality 
Systems Audit Schedule 
AQS-13-5020-003-F.doc 


ATS Quality System Master Audit 
Schedule 3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM RAD 
Methodology AQS-13-
5001-010-R.doc 


AutoMARK Rapid Application 
Development Methodology (RAD) 4.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Release Notes AQS-13-
5002-205-R.doc 


AutoMARK PREM VAT Release 
Notes 16.0 07/21/09 


Premier Election 
Solutions 


AutoMARK PREM 
Requirement Trace Matrix 
AQS-13-5000-003-F.doc 


AutoMARK Requirements Trace 
Matrix 4.0 07/21/09 


Premier Election 
Solutions 


AutoMARK PREM 
Software Design Spec 
AQS-13-5001-004-S.doc 


AutoMARK Software Design 
Specifications 3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Software Diagnostics 
Specifications AQS-13-
5000-004-F.doc 


AutoMARK Software Diagnostics 
Specification 


3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM 
Software Standards 
Specification AQS-13-
4000-000-S.doc 


Software Standards Specification 


3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM System 
Change Notes AQS-13-
3010-001-A.doc 


AutoMARKTM System Change 
Notes 85.0 07/21/09 


Premier Election 
Solutions 


AutoMARK PREM System 
Functionality AQS-13-
5001-001-R.doc 


AutoMARK System Functionality 
3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM System 
Introduction AQS-13-5001-
000-R.doc 


AutoMARK System Introduction 
3.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM System 
Security Specification 
AQS-13-5002-001-S.pdf 


AutoMARK SYSTEM SECURITY 
SPECIFICATIONS 4.1 06/23/09 


Premier Election 
Solutions 


AutoMARK PREM 
System_Overview AQS-
13-5002-000-S.doc 


AutoMARK System Overview 
6.0 12/01/08 


Premier Election 
Solutions 


AutoMARK PREM TDP 
TOC.doc 


AutoMark TDP Table of Contents 
N/A 07/21/09 


Premier Election 
Solutions 


AutoMARK System 
Hardware Specification 
AQS-13-5000-001-F.doc 


AutoMARK System Hardware 
Specification 4.0 12/01/08 


Premier Election 
Solutions 


AutoMARK VAT Software 
and Firmware Compilation 
Instructions AQS-13-5013-
000-A.doc 


AutoMARK VAT Software and 
Firmware Compilation Instructions 


2.0 07/13/09 


Premier Election 
Solutions 


AutoMARK_PREM_Poll_
Workers_Guide_AQS-13-
5061-002-R.pdf 


AutoMARK Poll Worker’s Guide 
10.1 07/02/09 


Premier Election 
Solutions 


AutoMARK_PREM_Syste
m_Install_and_Main_Guid


AutoMARK System Installation 
and Maintenance Guide 


8.0 06/24/09 
Premier Election 
Solutions 
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e_AQS-13-5010-001-F.pdf 


AutoMARK_PREM_Voters
_Guide_AQS-13-5061-
001-R.pdf 


AutoMARK Voter’s Guide 
8.0 07/02/09 


Premier Election 
Solutions 


Bug Report PREM hard 
copy AQS-13-2020-003-
R.doc 


Automark Technical Systems 
Integration & Testing Bug Report 2.0 N/A 


Premier Election 
Solutions 


PREM Ballot Image 
Processing Specification 
AQS-13-5002-003-S.doc 


Ballot Image Processing 
Specifications 4.0 12/01/08 


Premier Election 
Solutions 


PREM Software 
Development Environment 
AQS-13-5001-006-R.doc 


AutoMARK Software 
Development 4.0 12/01/08 


Premier Election 
Solutions 


PREM System Security 
Test Cases AQS-13-5030-
005-S.doc 


System Security Test Cases 
3.0 12/01/08 


Premier Election 
Solutions 


PREM System 
SecurityTest Procedures 
AQS-13-5012-000-S.doc 


System Security Test Procedure 
3.0 12/01/08 


Premier Election 
Solutions 


Premier Addendum to  
Software and Firmware 
Compilation Instructions 
AQS-13-5013-001-A.doc 


AutoMARK VAT Software and 
Firmware Compilation Instructions 


2.0 07/14/09 


Premier Election 
Solutions 


AIMS PREM Sect00A 
Cover Page.doc 


AIMS TDP Cover Page 
N/A N/A 


Premier Election 
Solutions 


AIMS PREM Sect00B TDP 
TOC.doc 


AIMS TDP Table of Contents 
N/A 07/21/09 


Premier Election 
Solutions 


AIMS PREM Sect00C 
Requirements Trace 
Matrix AQS-13-5000-203-
R.doc 


AIMS Requirements Trace Matrix 


5.0 07/21/09 


Premier Election 
Solutions 


AIMS PREM Sect00D 
Release Notes AQS-13-
5002-204-R.doc 


AutoMARK Information 
Management System AIMS 
Release Notes 


11.0 07/21/09 
Premier Election 
Solutions 


AIMS PREM Sect01 
System Overview AQS-13-
5002-200-R.doc 


AutoMARK Information 
Management System (AIMS) 
System Overview 


3.0 12/01/08 
Premier Election 
Solutions 


AIMS PREM Sect02 
System Functionality AQS-
13-5001-201-R.doc 


AutoMARK Information 
Management System (AIMS) 
System Functionality 


4.0 12/01/08 
Premier Election 
Solutions 


AIMS PREM Sect03 
System Hardware 
Specification AQS-13-
5000-201-R.doc 


AIMS Hardware Specifications 


3.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect04 
AutoMark Compact FMC 
Specs AQS-13-5001-008-
R.doc 


AIMS Compact Flash Memory 
Card Design Specifications 


3.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect04 
Programming 
Specifications Details 
AQS-13-5001-212-R.doc 


AutoMARK Information 
Management System (AIMS) 
Programming Specifications 
Details 


4.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect04 
Software Design 
Specifications AQS-13-
5001-202-R.doc 


AutoMARK Information 
Management System (AIMS) 
Software Design Specifications 


6.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect05 
System Operations 
Procedures AQS-13-5011-
200-R.doc 


AutoMARK Information 
Management System (AIMS) 
Operations Procedures 


3.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect06 
System Security 


AutoMARK Information 
Management System (AIMS) 


4.1 06/23/09 
Premier Election 
Solutions 







EAC Certification #PES-Assure1.2 


Page 18 of 31         (V)2009-22Jul-001(C) 


Name Doc Title Revision Doc Date Author 


Specification AQS-13-
5002-201-R.doc 


System Security Specifications 


AIMS PREM Sect07 
Quality Assurance Policy 
and  Procedures AQS-13-
5011-000-R.doc 


AIMS Quality Assurance Policy & 
Procedures 


4.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect07 
Quality Assurance Test 
Cases AQS-13-5011-002-
R.doc 


AIMS Quality Assurance Test 
Cases 


4.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect07 
Quality Assurance Test 
Procedures AQS-13-5011-
001-R.doc 


AIMS Quality Assurance Test 
Procedures 


3.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect08 
Configuration 
Management Plan AQS-
13-5020-200-R.doc 


AIMS Configuration Management 
Plan 


3.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM Sect09 
Personnel Deployment 
and Training AQS-13-
5000-005-F.doc 


AIMS Personnel Deployment and 
Training Requirements 


2.0 12/01/08 


Premier Election 
Solutions 


AIMS PREM System 
Change Notes AQS-13-
3010-002-A.doc 


AIMS System Change Notes 
27.0 07/21/09 


Premier Election 
Solutions 


AIMS_PREM_Sect05_Ele
ction_Officials_Guide_AQ
S-13-5001-209-R.pdf 


AutoMARK Information 
Management System Election 
Official’s Guide 


15.0 06/25/09 
Premier Election 
Solutions 


AccuView Printer Module 
Hardware Guide.pdf 


AccuView Printer Module 
Hardware Guide 


7.0 03/09/09 
Premier Election 
Solutions 


AVPM 3.0 Build 
Process.pdf 


AccuView Printer Module 3.0 
Build Process 


3.0 09/04/08 
Premier Election 
Solutions 


FirmwareUpdate.pdf Updating AVPM Firmware 
1.1 11/09/04 


Premier Election 
Solutions 


AVValidator_Users_Guide
_1.0.1_or_later.pdf 


AVValidator User’s Guide 1.0.1 or 
later 


2.0 04/19/09 
Premier Election 
Solutions 


BallotStation TDP 2.00 
Introduction.pdf 


FEC 2002 BallotStation Technical 
Data Package Introduction 


2.0 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.02 
System Overview.pdf 


FEC 2002 BallotStation Technical 
Data Package System Overview 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.03 
System Functionality 
Description.pdf 


FEC 2002 BallotStation Technical 
Data Package System 
Functionality Description 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.04 
System Hardware 
Specification.pdf 


FEC 2002 BallotStation Technical 
Data Package System Hardware 
Specification 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.05 
Software Design and 
Specification.pdf 


FEC 2002 BallotStation Technical 
Data Package Software Design 
and Specification 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.06 
System Security 
Specification.pdf 


FEC 2002 BallotStation Technical 
Data Package System Security 
Specification 


2.0 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.07 
System Test and 
Verification 
Specification.pdf 


FEC 2002 BallotStation Technical 
Data Package System Test and 
Verification Specification 


1.1 06/29/09 


Premier Election 
Solutions 


BallotStation TDP 2.08 
System Operations 
Procedures.pdf 


FEC 2002 BallotStation Technical 
Data Package System Operations 
Procedures 


2.0 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.09 
System Maintenance 
Procedures.pdf 


FEC 2002 BallotStation Technical 
Data Package System 
Maintenance Procedures 


1.1 06/29/09 
Premier Election 
Solutions 
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BallotStation TDP 2.10 
Personnel Deployment 
and Training 
Requirements.pdf 


FEC 2002 BallotStation Technical 
Data Package Personnel 
Deployment and Training 
Requirements 


1.1 06/29/09 


Premier Election 
Solutions 


BallotStation TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 BallotStation Technical 
Data Package Configuration 
Management Plan 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.12 
Quality Assurance 
Program.pdf 


FEC 2002 BallotStation Technical 
Data Package Quality Assurance 
Program 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.13 
System Change Notes.pdf 


FEC 2002 BallotStation Technical 
Data Package System Change 
Notes 


2.0 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 2.14 
Telecommunications.pdf 


FEC 2002 BallotStation Technical 
Data Package 
Telecommunications 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix A Software 
Specifications.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix A: 
Software Specifications 


2.0 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix C Data 
Organization and Flow.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix C: Data 
Organization and Flow 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix F Redundant 
Storage Logic.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix F: 
Redundant Storage Logic 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix I Performance 
Metrics.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix I: 
Performance Metrics 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix J System and 
Data Integrity.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix J: 
System and Data Integrity 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP 
Appendix L Administrative 
Test Plans.pdf 


FEC 2002 BallotStation Technical 
Data Package Appendix L: 
Administrative Test Plans 


1.1 06/29/09 
Premier Election 
Solutions 


BallotStation TDP FVSS 
2002 Vendor Testing and 
TDP Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


4.0 No Date 
Premier Election 
Solutions 


BallotStation_4.7.3_Syste
m_Administrators_Guide.p
df 


BallotStation 4.7.3 System 
Administrator’s Guide 1.0 06/25/08 


Premier Election 
Solutions 


BallotStation_4.7.3_Users
_Guide.pdf 


BallotStation 4.7.3 User’s Guide 
2.0 07/09/08 


Premier Election 
Solutions 


BallotStation_System_Ad
ministrators_Guide_4.7.5_
or_later.pdf 


BallotStation System 
Administrator’s Guide 3.0 06/19/09 


Premier Election 
Solutions 


BallotStation_Users_Guid
e_4.7.5 or_later.pdf 


BallotStation User’s Guide 
3.0 06/19/09 


Premier Election 
Solutions 


OSAA Hardware 
Guide.pdf 


OSAA Hardware Guide 
6.0 04/19/09 


Premier Election 
Solutions 


TSText 4.1.17 Reference 
Guide 


TSText 4.1.17 Reference Guide 
1.0 02/14/08 


Premier Election 
Solutions 


UAID Hardware Guide.pdf UAID Hardware Guide 
3.0 04/19/09 


Premier Election 
Solutions 


BallotStation TDP 
Appendix B Program 
Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


BallotStation TDP 
Appendix D Election Data 
Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


BallotStation TDP 
Appendix E Smart Card 
Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 
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BallotStation TDP 
Appendix G Software Build 
Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


BallotStation TDP 
Appendix H Transmission 
Protocols 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


BallotStation TDP 
Appendix K Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


ABasic 2.2 Build 
Process.pdf 


ABasic 2.2 Build Process 
7.1 08/29/08 


Premier Election 
Solutions 


BallotStation 4.7 Build 
Process.pdf 


BallotStation 4.7 Build Process 
5.0 06/28/09 


Premier Election 
Solutions 


AccuVote-TS R6 
Hardware Guide.pdf 


AccuVote-TS R6 Hardware Guide 
11.0 04/26/09 


Premier Election 
Solutions 


AccuVote-TS R6 
Pollworker's Guide.pdf 


AccuVote-TS R6 Pollworker’s 
Guide 


7.0 06/19/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.00 
Introduction.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Introduction 


7.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.02 
System Overview.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Overview 


3.0 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.03 
System Functionality 
Description.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Functionality Description 


4.1 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.04 
System Hardware 
Specification.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Hardware Specification 


4.0 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.06 
System Security 
Specification.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Security Specification 


4.1 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.07 
System Test and 
Verification 
Specification.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Test and Verification Specification 


2.1 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.08 
System Operations 
Procedures.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Operations Procedures 


4.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.09 
System Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Maintenance Procedures 


3.1 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.10 
Personnel Deployment 
and Training 
Requirements.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Configuration Management Plan 


5.0 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.11 
Configuration 
Management Plan.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Configuration Management Plan 


4.0 05/12/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.12 
Quality Assurance 
Program.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package Quality 
Assurance Program 


5.0 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.13 
System Change Notes.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package System 
Change Notes 


7.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Telecommunications 


2.1 06/11/09 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 
2002 Vendor Testing and 
TDP Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


4.0 No Date 
Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix B Hardware 
Specifications.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Appendix B: Hardware 


3.0 06/29/09 
Premier Election 
Solutions 
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Specifications 


AccuVote-TS R6 TDP 
Appendix E VIBS Keypad 
Specification.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Appendix E: VIBS Keypad 
Specification 


1.3 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix F Materials 
Specifications.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Appendix F: Materials 
Specifications 


1.3 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix J System and 
Data Integrity.pdf 


FEC 2002 AccuVote-TS R6 
Technical Data Package 
Appendix J: System and Data 
Integrity 


4.1 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix O Administrative 
Test Plans.pdf 


AccuVote-TS R6 TDP Appendix 
O: Administrative Test Plans 4.0 06/11/09 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix A Requirements 
Definition 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TS R6 TDP 
Appendix K Windows CE 
Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Hardware docs Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Windows CE 3.0 Build 
Process.pdf 


Windows CE 3.0 Build Process 
7.0 06/28/09 


Premier Election 
Solutions 


AccuVote-TSX Hardware 
Guide.pdf 


AccuVote-TSX Hardware Guide 
15.0 04/19/09 


Premier Election 
Solutions 


AccuVote-TSX 
Pollworker's Guide.pdf 


AccuVote-TSX Pollworker’s Guide 
13.0 06/19/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.00 Introduction.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Introduction 


10.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.02 System 
Overview.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Overview 


7.0 06/12/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Functionality Description 


6.1 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Hardware Specification 


7.0 06/12/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.06 System Security 
Specification.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Security Specification 


5.1 06/12/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.07 System Test 
and Verification 
Specification.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Test and Verification 
Specification 


3.1 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Operations Procedures 


6.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Maintenance Procedures 


6.1 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Personnel Deployment and 
Training 


2.5 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM FEC 2002 AccuVote-TSX with 7.0 06/12/09 Premier Election 
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TDP 2.11 Configuration 
Management Plan.pdf 


AVPM Technical Data Package 
Configuration Management Plan 


Solutions 


AccuVote-TSX with AVPM 
TDP 2.12 Quality 
Assurance Program.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Quality Assurance Program 


7.0 06/12/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.13 System Change 
Notes.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
System Change Notes 


10.0 06/29/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2.14 
Telecommunications.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Telecommunications 


3.1 06/12/09 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP 2002 Vendor Testing 
and TDP Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


4.0 No Date 
Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix B 
Hardware 
Specifications.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Appendix B: Hardware 
Specifications 


7.0 06/29/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix E VIBS 
Keypad Specification.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Appendix E: VIBS Keypad 
Specification 


1.5 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix F Materials 
Specifications.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Appendix F: Materials 
Specifications 


2.2 06/25/08 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix J System 
and Data Integrity.pdf 


FEC 2002 AccuVote-TSX with 
AVPM Technical Data Package 
Appendix J: System and Data 
Integrity 


6.1 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix R 
Administrative Test 
Plans.pdf 


AccuVote-TSX with AVPM TDP 
Appendix R: Administrative Test 
Plans 


5.0 06/12/09 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix A 
Requirements Definition 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix F Materials 
Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix K Windows 
CE Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix L AVPM 
Firmware Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix M AVPM 
Firmware Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix N Power 
Management 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix P Usability 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix S Storage 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


AccuVote-TSX with AVPM 
TDP Appendix T Servicing 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Assembly Instructions and 
Hardware Documentation 


Folder containing docs Various 
Revs 


Various 
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Premier Election 
Solutions 


Windows CE 4.1 Build 
Process.pdf 


Windows CE 4.1 Build Process 
7.0 06/28/09 


Premier Election 
Solutions 
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ExpressPoll Emulator and 
Resource Guide for 
Versions 1.2 to 2.1.pdf 


ExpressPoll Emulator and 
Resource Guide for Versions 1.2 
to 2.1 


4.0 02/19/09 
Premier Election 
Solutions 


ExpressPoll Administrators 
Guide for Version 2.0 and 
2.1.pdf 


ExpressPoll Administrator's Guide 
for Version 2.0. and 2.1 5.0 06/18/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
1.1 Build Process.pdf 


ExpressPoll CardWriter 1.1 Build 
Process 


9.0 02/19/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.00 Introduction.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Introduction 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.02 System 
Overview.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Overview 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.03 System 
Functionality 
Description.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Functionality Description 


2.0 06/26/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.04 System 
Hardware Specification.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Hardware Specification 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.05 Software Design 
and Specification.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package Software 
Design and Specification 


1.1 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.06 System Security 
Specification.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Security Specification 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.07 System Test 
and Verification 
Specification.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Test and Verification Specification 


1.1 06/26/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.08 System 
Operations Procedures.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Operations Procedures 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.09 System 
Maintenance 
Procedures.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Maintenance Procedures 


1.1 06/26/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.10 Personnel 
Deployment and Training 
Requirements.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Personnel Deployment and 
Training 


1.1 06/26/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.11 Configuration 
Management Plan.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Configuration Management Plan 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.12 Quality 
Assurance Program.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package Quality 
Assurance Program 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.13 System Change 
Notes.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package System 
Change Notes 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP 2.14 
Telecommunications.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Telecommunications 


1.1 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP Appendix A Software 
Specifications.pdf 


FEC 2002 ExpressPoll CardWriter 
TDP Appendix A: Software 
Specifications 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP Appendix B Program 
Structure and Flow.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Appendix B: Program Structure 
and Flow 
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Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP Appendix C Data 


FEC 2002 ExpressPoll CardWriter 
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ExpressPoll CardWriter 
TDP Appendix E 
Installation Procedures.pdf 
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Technical Data Package 
Appendix E: Installation 
Procedures 
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Premier Election 
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ExpressPoll CardWriter 
TDP Appendix E 
Performance Metrics.pdf 


FEC 2002 ExpressPoll CardWriter 
Technical Data Package 
Appendix E: Performance Metrics 
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Premier Election 
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ExpressPoll CardWriter 
TDP Appendix F System 
and Data Integrity.pdf 


FEC 2002 ExpressPoll CardWriter 
TDP Appendix F: System and 
Data Integrity 


2.0 06/26/09 
Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP Appendix I 
Administrative Test 
Plans.pdf 


FEC 2002 ExpressPoll CardWriter 
TDP Appendix I: Administrative 
Test Plans 


1.1 06/26/09 


Premier Election 
Solutions 


ExpressPoll CardWriter 
TDP FVSS 2002 Vendor 
Testing and TDP 
Trace.pdf 


Requirements of the FECVSS 
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Technical Data Package 
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2.1.pdf 


ExpressPoll User's Guide for 
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Ballot_Specifications_Guid
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Ballot Specifications Guide 
7.0 06/24/08 


Premier Election 
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Bugzilla_User's_Guide.pdf Bugzilla User’s Guide 
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GEMS 1.20.2 Election 
Administrators Guide.pdf 
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Premier Election 
Solutions 


VCE TDP Appendix I 
Administrative Test 
Plans.pdf 


FEC 2002 Voter Card Encoder 
TDP Appendix I: Administrative 
Test Plans 


1.1 06/15/09 
Premier Election 
Solutions 


VCE TDP FVSS 2002 
Vendor Testing and TDP 
Trace.pdf 


Requirements of the FECVSS 
2002 Trace to Vendor Testing and 
Technical Data Package 


No Rev No Date 
Premier Election 
Solutions 


VCE_Users_Guide_1.3.3_
or_later.pdf 


Voter Card Encoder User’s Guide 
2.0 05/19/09 


Premier Election 
Solutions 


VCE TDP Appendix C 
Smart Card Format 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


VCE TDP Appendix D 
Software Build Process 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


VCE TDP Appendix E 
Hardware Specifications 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


VCE TDP Appendix H 
Test Plans 


Folder containing docs Various 
Revs 


Various 
Dates 


Premier Election 
Solutions 


Voter Card Encoder 1.3 
Build Process.pdf 


Voter Card Encoder 1.3 Build 
Process 


5.1 08/29/08 
Premier Election 
Solutions 
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7.1 Appendix A: Certification Test Requirements 
Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:  


 Accept: met the VSS 2002  requirement 


 Reject: did not meet the VSS 2002 requirement 


 NA: the requirement is not applicable to the voting system type submitted for Certification Testing  


 Pending: VSS 2002  requirements that cannot be completed by the VSTL until after Certification 


 Out of Scope: VSS 2002  requirements which are performed by entities other than the VSTL  
 
Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note.  (Example: If a voting 
system is only a Central Count Scanner, the requirement is marked “NA” and a comment indicates “Not a DRE.") 
 
Optional requirements which apply to the voting system type but are not supported by the Premier ASSURE


®
 1.2  


voting system are not marked "NA".  Instead they are marked “Accept”, with an explanatory comment. The reason 
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements, 
including this optional functionality and confirmed non-support. (Example: If a voting system does not have a 
VVPAT.  The requirements are marked “Accept” and a comment indicates “DRE does not have a VVPAT”.) 
 
The test case trace corresponds to the Test Methods identified in the Appendix H - Amended Test Plan and 
Appendix D - FCA Testing. 


 F= Functional System Level, Accessibility, Maintainability, Accuracy & Reliability (GEN01, 02, 03, 04, PRI 
01 and 02, Volume 01 for AccuVote-TSX Data Accuracy); 


 X = SysTest PCA Document Review, Source Code Review, Data Accuracy Testing, and subcontractor 
Environmental; 


 C = Characteristics; 


 V= Volume 01 and 02; 


 S = Security; 


 T = Telephony & Cryptographic; and 


 E =  Subcontractor Environmental (non-reuse). 
Many functional requirements were exercised in multiple test cases.  These instances are noted in the Function 
Exercised column.  The actually test case or test method might not contain a requirement trace in these instances.  
 
Issues identified during testing are cross-referenced to the Appendix E - Discrepancy Report.  
 
EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification 
testing are noted in the comments 
 


 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


 Vol. 1 Vendor, Voting System & Version Scope Trace  Prior Certification 


  Premier ASSURE 1.2 Full 
2002 
VSS 


  Initial EAC Certification 


2.1 Overall System Capabilities       
2.1.1 Security 


System security is achieved through a combination 
of technical capabilities and sound administrative 
practices. Te ensure security all systems shall: 


     


a. Provide security access controls that limits limit or 
detect access to critical system components to 
guard against loss of system integrity, availability, 
confidentiality, and accountability.  


Accept S GEN01 Discrepancies #10, #11, 
#76, #97, #101,#111, and 
#113 closed. 


b. Provide system functions that are executable only in 
the intended manner and order, and only under the 
intended conditions. 


Accept S GEN02   


c. Use the system's control logic to prevent a system 
function from executing, if any preconditions to the 
function have not been met. 


Accept S GEN02 Discrepancy #12 closed. 


d. Provide safeguards to protect against tampering 
during system repair, or interventions in system 
operations, in response to system failure. 


Accept S GEN01, 
GEN02 


Discrepancies #19, #25, 
#32, and #123 closed. 


e. Provide security provisions that are compatible with Accept S   Discrepancies #5 and #6 
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 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


the procedures and administrative tasks involved in 
equipment preparation, testing, and operation. 


closed. 


f. If access to a system function is to be restricted or 
controlled the system shall incorporate the means of 
implementing this capability. 


Accept  S   Discrepancies #4 and #88 
closed. 


g. Provide documentation of mandatory administrative 
procedures for effective system security. 


Accept S   Discrepancies #26, #30, 
and #31 closed. 


2.2.2 Accuracy  


To ensure vote accuracy, all systems shall: 


        


2.2.2.1 Common Standards to Ensure Vote Accuracy 
To ensure vote accuracy, all systems shall: 


        


a. Records the election contests, candidates, and 
issues exactly as defined by election officials. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


b. Records the appropriate options for casting and 
recording votes. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. Records each vote precisely as indicated by the 
voter and have the ability to produce an accurate 
report of all votes cast. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


RFI 2007-06 


d. Control logic and data processing methods 
incorporation parity and check sums (or equivalent 
error detection and correction methods) to 
demonstrate the system has been designed for 
accuracy. 


Accept S   Discrepancy #32 closed. 


e. The software monitors the overall quality of data 
read-write and transfer quality status, checks the 
number and types of errors that occur in any of the 
relevant operations on data and how they were 
corrected. 


Accept S, T   Discrepancies #3 and #13 
closed. 


2.2.2.2 DRE System Standards 
In additional DRE systems shall: 


        


  As an additional means of ensuring accuracy in 
DRE systems, voting devices record and retain 
redundant copies of the original ballot image. A 
ballot image electronic record of all votes cast by the 
voter, including undervotes. 


Accept S GEN01, 
GEN02, 
GEN03, 
PRI01 


RFI 2007-06 


2.2.3 Error Recovery 


To recover from a non-catastrophic failure of a 
device, or from any error or malfunction that is within 
the operator's ability to correct, the system shall 
provide the following capabilities: 


        


a. Restoration of the device to the operating condition 
existing immediately prior to an error or failure, 
without loss or corruption of voting data previously 
stored in the device 


Accept S GEN01 Discrepancy #116 closed. 


b. Resumption of normal operation following the 
correction of a failure in a memory component, or in 
a data processing component, including the central 
processing unit 


Accept S   Discrepancy #114 closed. 


c. Recovery from any other external condition that 
causes equipment to become inoperable, provided 
that catastrophic electrical or mechanical damage 


Accept S PRI02   
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Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


due to external phenomena has not occurred. 
2.2.4 Integrity 


Integrity measures ensure the physical stability and 
function of the vote recording and counting 
processes. To ensure system integrity, all systems 
shall: 


        


2.2.4.1 Common Standards 
To ensure system integrity, all systems shall: 


        


a. Protect against a single point of failure that would 
prevent further voting at the polling place.  


Accept F All 
General 
and 
Primary 
Test 
Cases 


Equipment redundancy 
meets requirement.  Loss 
of electrical power (single 
point failure) tested 
functionally. 


b. Protects against the interruption of electronic power. Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. Protects against electromagnetic radiation. Accept  X     
d. Protects against the ambient temperature and 


humidity fluctuations. 
Accept  X     


e.  Protects against failure of any data input or storage 
device.  


Accept S   Discrepancies #8, #9, and 
#89 closed. 


f. Protects against any attempt at improper data entry 
or retrieval 


Accept S     


g. Records and reports of any normal or abnormal 
events. 


Accept 


S 


GEN01, 
GEN02, 
GEN03 


Discrepancies #7, #98, 
#99, #102, and #123 
closed. 


h. Maintains a permanent record of original audit data 
that cannot be bypassed or turned off. 


Accept 


S 


All 
General 
and 
Primary 
Test 
Cases 


Discrepancy #142 closed. 


i. Detect and record every event, including the 
occurrence of an error condition that the system 
cannot overcome, and time-dependent or 
programmed events that occur without the 
intervention of the voter or a polling place operator 


Accept S GEN01, 
GEN04, 
PRI02 


Discrepancy #7 closed. 


j. Include built-in measurement, self-test, and 
diagnostic software and hardware for detecting and 
reporting the system's status and degree of 
operability 


Accept S All 
General 
and 
Primary 
Test 
Cases 


Discrepancies #33, #90, 
and #95 not closed. 


2.2.4.2 DRE Systems Standards 
In addition to the common requirements, DRE 
systems shall: 


        


a. Maintain a record of each ballot cast using a 
process and storage location that differs from the 
main vote detection, interpretation, processing, and 
reporting path 


Accept S GEN01   


b. Provide a capability to retrieve ballot images in a 
form readable by humans 


Accept S GEN01   


2.2.5 System Audit 


See the requirement for context of these 
requirements. 


      RFI 2008-12 


2.2.5.2 Operational Requirements         
  Audit records shall be prepared for all phases of 


election operations performed using devices 
Accept F  All 


General 
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 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


controlled by the jurisdiction or its contractors. 
These records rely upon automated audit data 
acquisition and machine-generated reports, with 
manual input of some information. These records 
shall address the ballot preparation and election 
definition phase, system readiness 
tests, and voting and ballot-counting operations. The 
software shall activate the logging and reporting of 
audit data as described below. 


and 
Primary 
Test 
Cases 


2.2.5.2.1 Time, Sequence, and Preservation of Audit Records 
The timing and sequence of audit record entries is 
as important as the data contained in the record. All 
voting systems shall meet the requirements for time, 
sequence and preservation of audit records outlined 
below. 


        


a. Except where noted, systems shall provide the 
capability to create and maintain a real-time audit 
record. This capability records and provides the 
operator or precinct official with continuous updates 
on machine status. This information allows effective 
operator identification of an error condition requiring 
intervention, and contributes to the reconstruction of 
election-related events necessary for recounts or 
litigation. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


b. All systems shall include a real-time clock as part of 
the system‟s hardware. The system shall maintain 
an absolute record of the time and date or a record 
relative to some event whose time and data are 
known and recorded. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. All audit record entries shall include the time-and-
date stamp. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


d.  The audit record shall be active whenever the 
system is in an operating mode. This record shall be 
available at all times, though it need not be 
continually 
visible. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


e. The generation of audit record entries shall not be 
terminated or altered by program control, or by the 
intervention of any person. The physical security 
and 
integrity of the record shall be maintained at all 
times. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


f. Once the system has been activated for any 
function, the system shall preserve the contents of 
the audit record during any interruption of power to 
the system 
until processing and data reporting have been 
completed. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


g. 
 
 
1) 
 
2) 
 
3) 


The system shall be capable of printing a copy of 
the audit record. A separate printer is not required 
for the audit record, and the record may be 
produced on 
the standard system printer if all the following 
conditions are met: 
• The generation of audit trail records does not 
interfere with the production 


Accept F  All 
General 
and 
Primary 
Test 
Cases 
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 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


of output reports 
• The entries can be identified so as to facilitate their 
recognition, 
segregation, and retention 
• The audit record entries are kept physically secure 


2.2.5.2.2 Error messages 
All voting systems shall meet the requirements for 
error messages below. 


        


a. The voting system shall generate, store, and report 
to the user all error messages as they occur.  


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


b. All error messages requiring intervention by an 
operator or precinct official shall be displayed or 
printed clearly in easily understood language text, or 
by 
means of other suitable visual indicators. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. When the voting system uses numerical error codes 
for trained technician maintenance or repair, the text 
corresponding to the code shall be self-contained or 
affixed inside the voting machine. This is intended to 
reduce inappropriate reactions to error conditions, 
and to allow for ready and effective problem 
correction. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


d.  All error messages for which correction impacts 
vote recording or vote processing shall be written in 
a manner that is understandable to an election 
official who possesses training on system use and 
operation, but does not possess technical training 
on system servicing and repair. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


e. The message cue for all voting systems shall clearly 
state the action to be performed in the event that 
voter or operator response is required.  


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


f. Voting system design shall ensure that erroneous 
responses will not lead to irreversible error.  


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


g. Nested error conditions are corrected in a controlled 
sequence such that voting system status shall be 
restored to the initial state existing before the first 
error occurred. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


2.2.5.2.3 Status Messages 
The Standards/Guidelines provide latitude in 
software design so that vendors can consider 
various user processing and reporting needs. The 
jurisdiction may require some status and information 
messages to be displayed and reported in real-time. 
Messages that do not require operator intervention 
may be stored in memory to be recovered after 
ballot processing has been  completed. 


        


  The voting system shall display and report critical 
status messages using clear  indicators or English 


Accept F  All 
General 
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 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


language text. The voting system need not display 
non-critical status messages at the time of 
occurrence. Voting systems may display non-critical  
status messages (i.e., those that do not require 
operator intervention) by means of numerical codes 
for subsequent interpretation and reporting as 
unambiguous text. 


and 
Primary 
Test 
Cases 


  Voting systems shall provide a capability for the 
status messages to become part of the real-time 
audit record. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


  The voting system shall provide a capability for a 
jurisdiction to designate critical status messages. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


2.2.5.3 COTS General Purpose Computer System 
Requirements 
See the standards for the context these 
requirements. Three operating system protections 
are required on all such systems on which election 
software is hosted.  


      RFI 2008-03 
RFI 2008-12 


  Authentication shall be configured on the local 
terminal (display screen and keyboard) and on all 
external connection devices 
(“network cards” and “ports”). This ensures that only 
authorized and identified users affect the system 
while election software is running. 


Accept S   Discrepancy #126 closed. 


  Operating system audit shall be enabled for all 
session openings and closings, for all connection 
openings and closings, for all process executions 
and terminations, and for the alteration or deletion of 
any memory or file object. This ensures the 
accuracy and completeness of election data stored 
on the system. It also ensures the existence of an 
audit record of any person or process altering or 
deleting system data or election data. 


Accept S    Discrepancy #142 closed. 


  The system shall be configured to execute only 
intended and necessary processes during the 
execution of election software. The system shall 
also be configured to halt election software 
processes upon the termination of any critical 
system process (such as system audit) during the 
execution of election software. 


Accept S   Discrepancies #27, #42, 
#48,  and #91 are closed.   
 
 


2.2.6 Election Management System         


  The Election Management System (EMS) is used to 
prepare ballots and programs for use in casting and 
counting votes, and to consolidate, report, and 
display election results. An EMS shall generate and 
maintain a database, or one or more interactive 
databases, that enables election officials or their 
designees to perform the following functions: 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


a. Define of the political subdivision boundaries and 
multiple election districts, as indicated in the system 
documentation. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 
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Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


b. Identify of contests, candidates, and issues. Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. Define of ballot formats and appropriate voting 
options. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


d. Generate ballots and election-specific programs for 
vote recording and vote counting equipment. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


e. Install ballots and election-specific programs. Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


f. Test that ballots and programs have been properly 
prepared and installed. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


g. Accumulate vote totals at multiple reporting levels as 
indicated in the system documentation. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


h. Generate of post-voting reports per Section 2.5. Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


i. Process and produce audit reports of the data 
indicated in Section 4.5. 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


2.2.7  Accessibility         
2.2.7.1 Common Standards  


See the standard for diagrams. The voting system 
meets the following conditions:   


        


a. Where clear floor space only allows forward 
approach to an object, the maximum high forward 
reach allowed shall be 48inches.  The minimum low 
forward reach is 15 inches. 


Accept  C     


b. Where forward reach is over an obstruction with 
knee space below, the maximum level forward reach 
is 25 inches.  When the obstruction is less than 20 
inches deep, the maximum high forward reach is 48 
inches.  When the obstruction projects 20 to 25 
inches, the maximum high forward reach is 44 


Accept  C     
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Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


inches. 
c. The position of any operable control is determined 


with respect to a vertical plane that is 48 inches in 
length, centered on the operable control, and at the 
maximum protrusion of the product within the 48-
inch length. 


Accept  C     


d. Where any operable control is 10 inches or less 
behind the reference plane, have a height that is 
between 15 inches and 54 inches above the floor. 


Accept  C     


e. Where any operable control is more than 10 inches 
and not more than 24 inches behind the reference 
plane, have a height between 15 inches and 46 
inches above the floor. 


Accept  C     


f. Have operable controls that are not more than 24 
inches behind the reference plane. 


Accept  C     


2.2.7.2 DRE Standards for Accessibility 


DRE voting systems shall provide , as part of their 
configuration, the capability to provide access to 
voters with a broad range of disabilities. This 
capability shall: 


        


a. Not require, the voter to bring their own assistive 
technology to a polling place. 


Accept  C     


b Provide Audio information and stimulus that:         
b.1. Communicates to the voter the complete content of 


the ballot. 
Accept  C     


b.2.   Provides instruction to the voter in operation of the 
voting device. 


Accept  C     


b.3. Provides instruction so that the voter has the same 
vote capabilities and options as those provided by 
the system to individuals who are not using audio 
technology 


Accept C   Discrepancy #83 is not 
closed. 


b.4. For a system that supports write-in voting, enables 
the voter to review the voter‟s write-in input, edit that 
input, and confirm that the edits meet the voter‟s 
intent. 


Accept  C   Write-in votes were cast 
and edited.  


b.5. Enables the voter to request repetition of any 
system provided information. 


Accept  C     


b.6. Supports the use of headphones provided by the 
system that may be discarded after each use 


Accept  C     


b.7. Provides the audio signal through an industry 
standard connector for private listening using a 1/8 
inch stereo headphone jack to allow individual 
voters to supply personal headsets 


Accept  C     


b.8. Provides a volume control with an adjustable 
amplification up to a maximum of 105 dB that 
automatically resets to the default for each voter 


Accept  C     


c. Provide, in conformance with FCC Part 68, a 
wireless coupling for assistive devices used by 
people who are hard of hearing when a system 
utilizes a telephone style handset to provide audio 
information 


Accept  C   NA - Voting System does 
not use a telephone style 
handset. 


d. Meet the requirements of ANSI C63.19-2001 
Category 4 to avoid electromagnetic interference 
with assistive hearing devices 


Accept  C   NA - Voting System is not 
a wireless device. 


e. For Electronic Image Displays, permit the voter to:         
e.1. Adjust contrast settings Accept  C     
e.2. Adjust color settings, when color is used Accept  C     
e.3. Adjust the size of the text so that the height of 


capital letters varies over a range of 3 to 6.3 
millimeters 


Accept  C     


f. For a devise with touch screen or contact-sensitive 
controls, provide an input method using 


        







EAC Certification #PES-Assure1.2 


Page 12 of 61         (V)2009-22Jul-001(C) 


 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


mechanically operated controls or keys that shall: 
f.1. Be tactilely discernible without activating the controls 


or keys. 
Accept  C     


f.2. Be operable with one hand and not require tight 
grasping, pinching, or twisting of the wrist. 


Accept  C     


f.3. Require a force less than 5 lbs (22.2 N) to operate. Accept  C   The different models of 
the AccuVote-TSX had no 
effect on the touch 
sensitivity. 


f.4. Provide no key repeat function. Accept  C     
g. For a system that requires a response by a voter in 


a specific period of time, alert the voter before this 
time period has expired and allow the voter 
additional time to indicate that more time is needed 


Accept  C     


h. For a system that provides sound cues as a method 
to alert the voter about a certain condition, such as 
the occurrence of an error, or a confirmation, the 
tone shall be accompanied by a visual cue for users 
who cannot hear the audio prompt 


Accept  C     


i. Provide a secondary means of voter identification or 
authentication when the primary means of doing so 
uses biometric measures that require a voter to 
possess particular biological characteristics 


Accept  C   NA - Biometric 
identification is not 
present on the devices. 


2.2.8 Vote Tabulating Program         
2.2.8.1 Functions  


The vote tabulating program software resident in 
each voting machine, vote count server, or other 
devices shall include all software modules required 
to: 


        


a. Monitor of system status and generating machine-
level audit reports 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


b. Accommodate device control functions performed by 
polling place officials and maintenance personnel 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. Register and accumulating votes Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


d. Accommodate variations in ballot counting logic Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


2.2.8.2 Voting Variation  
The Technical Data Package accompanying the 
system shall specifically identify which of the 
following items can and cannot be supported by the 
voting system, as well as how the voting system can 
implement the items support. 


        


a. Documented support or non-support of closed 
primaries. 


Accept      See Appendix J - Premier 
Implementation Statement 


b. Documented support or non-support of open Accept      See Appendix J - Premier 
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primaries. Implementation Statement 
c. Documented support or non-support of partisan 


offices. 
Accept      See Appendix J - Premier 


Implementation Statement 
d. Documented support or non-support of non-partisan 


offices. 
Accept      See Appendix J - Premier 


Implementation Statement 
e. Documented support or non-support of write-in 


voting. 
Accept      See Appendix J - Premier 


Implementation Statement 
f. Documented support or non-support of primary 


president. 
Accept      See Appendix J - Premier 


Implementation Statement 
g. Documented support or non-support of ballot 


rotation. 
Accept      See Appendix J - Premier 


Implementation Statement 
h. Documented support or non-support of straight party 


voting. 
Accept      See Appendix J - Premier 


Implementation Statement 
i. Documented support or non-support of cross-party 


endorsement 
Accept      See Appendix J - Premier 


Implementation Statement 
j. Documented support or non-support of split 


precincts. 
Accept      See Appendix J - Premier 


Implementation Statement 
k. Documented support or non-support of vote for N of 


M. 
Accept      See Appendix J - Premier 


Implementation Statement 
l. Documented support or non-support of recall issues, 


with options. 
Accept      See Appendix J - Premier 


Implementation Statement 
m. Documented support or non-support of cumulative 


voting. 
Accept      NA - Voting System does 


not support cumulative 
voting. 


n. Documented support or non-support of ranked order 
voting. 


Accept      NA - Voting System does 
not support ranked order 
voting. 


o. Documented support or non-support of provisional 
or challenged ballots. 


Accept      See Appendix J - Premier 
Implementation Statement 


2.2.9 Ballot Counter  


For all voting systems, each device that tabulates 
ballots shall provide a counter that:. 


        


a. Can be set to zero before any ballots are submitted 
for tally 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


GEN01 and GEN02 tested 
RFI 2008-07 


b. Records the number of ballots cast during a 
particular test cycle or election 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


c. Increases the count only by the input of a ballot Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


d. Prevents  or disables the resetting of the counter by 
any person other than authorized persons at 
authorized points 


Accept F  All 
General 
and 
Primary 
Test 
Cases 


  


e. Is visible to designated election officials Accept F  All 
General 
and 
Primary 
Test 
Cases 
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2.2.10 Telecommunications 


For all voting systems that use telecommunications 
for the transmission of data during pre-voting, voting 
or post-voting activities, capabilities shall be 
provided that ensure data are transmitted with no 
alteration or unauthorized disclosure during 
transmission.  Such transmissions shall not violate 
the privacy, secrecy, and integrity demands of the 
Standards.  Section 5 of the Standards describes 
telecommunications standards that apply to, at a 
minimum, the following types of data transmissions: 


        


  Voter Authentication: Coded information that 
confirms the identity of a voter for security purposes 
for a system that transmit votes individually over a 
public network  


Accept     NA - Voting system does 
not transmit votes 
individually. 


  Ballot Definition: Information that describes to voting 
equipment the content and appearance of the 
ballots to be used in an election 


Accept     NA - No ballot definition 
transmitted via 
telecommunications. 


  Vote Transmission to Central Site: For voting 
systems that transmit votes individually over a public 
network, the transmission of a single vote to the 
county (or contractor) for  consolidation with other 
county vote data 


Accept     NA - Voting system does 
not transmit votes 
individually. 


  Vote Count: Information representing the tabulation 
of votes at any one of several levels: polling place, 
precinct, or central count 


Accept T     


  List of Voters: A listing of the individual voters who 
have cast ballots in a specific election 


Accept     NA - Voter lists are not 
transmitted by 
telecommunications. 


2.2.11 Data Retention 


See standard/guideline for context. 
        


  All voting systems shall provide for maintaining the 
integrity of voting and audit data during an election 
and for a period of at least 22 months thereafter. 


Accept  C   Attestation provided by 
Premier. 


2.3 Pre-voting Functions         
2.3.1 Ballot Preparation         
2.3.1.1 General Capabilities         
  All systems shall provide the general capability for 


ballot preparation, ballot formatting and ballot 
production. All systems shall be capable of: 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.1.1.1 Common Standards 
All systems shall be capable of:  


        


a. Enable the automatic formatting of ballots in 
accordance with the requirements for offices, 
candidates, and measures qualified to be placed on 
the ballot for each political subdivision and election 
district. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. 
1) 
2) 
3) 


Collecting and maintaining the following data:  
Offices with labels/instructions 
Candidate names with labels 
Issues or measures with their text 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Supporting the maximum number of potentially 
active voting positions as indicated in the system 
documentation. 


Accept  F All 
General 
and 
Primary 
Test 
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Cases 
d. For a primary election, generating ballots that 


segregate the choices in partisan races by party 
affiliation 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Generating  ballots that contain identifying codes or 
marks uniquely associated with each format. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Ensuring voter response fields, selection buttons, or 
switches properly align with the specific candidate 
names and/or issues printed on the ballot display, 
ballot card or sheet, or separate ballot pages. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.1.1.2 Paper-Based System Standards 
Paper-based voting systems shall also meet the 
following requirements applicable to the technology 
used. 


        


a. Enable voters to make selections by punching a 
hole or by making a mark in areas designated for 
this purpose upon each ballot card or sheet. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. For punchcard systems ensure that the vote 
response fields can be properly aligned with 
punching devices used to record votes. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. For marksense systems, the timing marks align 
properly with the vote response fields. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.1.2 Ballot Formatting  
All voting systems shall provide a capability for:  


        


a. Creation of newly defined elections Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Rapid and error-free definition of elections and their 
associated ballot layouts 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


Discrepancies #64 and 75 
are closed. 


c. Uniform allocation of space and fonts used for each 
office, candidate, and contest such that the voter 
perceives no active voting position to be preferred to 
any other. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Simultaneous display of the maximum number of Accept  F All   
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choices for a single contest as indicated by the 
vendor in the system documentation 


General 
and 
Primary 
Test 
Cases 


e. Retention of previously defined formats for an 
election 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Prevention of unauthorized modification of any ballot 
formats 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


g. Modification by authorized persons of a previously 
defined ballot format for use in a subsequent 
election 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.1.3 Ballot Production 
The voting system shall provide a means of printing 
or other wise generating a ballot display that can be 
installed in all system voting devices for which it is 
intended: All Systems shall provide a capability to 
ensure.  


        


2.3.1.3.1 Common Standards 
The voting system shall provide a means of printing 
or other wise generating a ballot display that can be 
installed in all system voting devices for which it is 
intended: All systems shall provide a capability to 
ensure.  


        


a. The electronic display or printed document on which 
the user views the ballot is capable of rendering an 
image of the ballot in any of the languages required 
by The Voting Rights Act of 1965, as amended 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


RFI 2008-04 


b. The electronic display or printed document where 
the user views the ballot does not show any 
advertising or commercial logos of any kind, whether 
public service, commercial, or political, unless 
specifically provided for in State law. Electronic 
displays do not provide connection through 
hyperlink. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. The ballot conforms to vendor specifications for type 
of paper stock, weight, size, shape, size and 
location of punch or mark field used to record votes, 
folding, bleed through, and ink for printing if paper 
ballot documents or paper displays are part of the 
system 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.1.3.2 paper-based System Standards         
  Vendor documentation for marksense systems shall 


include specifications for ballot materials to ensure 
that vote selections are read from only a single 
ballot at a time, without detection of marks from 
multiple ballots concurrently (e.g., reading of bleed-
through from other ballots) 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.2 Election Programming          
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Process by which election officials or their 
designees use election databases and vendor 
system software to logically define the voter choices 
associated with the contents of the ballots.  All 
systems shall provide for:  


a. Logical definition of the ballot, including the 
definition of the number of allowable choices for 
each office and contest 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Logical definition of political and administrative 
subdivisions, where the list of candidates or contests 
varies between polling places 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Exclusion of any contest on the ballot in which the 
voter is prohibited from casting a ballot because of 
place of residence, or other such administrative or 
geographical criteria 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Ability to select from a range of voting options to 
conform to the laws of the jurisdiction in which the 
system will be used 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Generation of all required master and distributed 
copies of the voting program, in conformance with 
the definition of the ballots for each voting device 
and polling place, and for each tabulating device 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.3.3 Ballot and Program Installation and Control 


All systems shall include the following at the time of 
ballot an program installation: 


        


  All systems provide a means of installing ballots and 
programs on each piece of polling place or central 
count equipment according to the ballot 
requirements of the election and the jurisdiction.  


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


a. A detailed work plan or other documentation  
providing a schedule and steps for the software and 
ballot installation, including a table outlining the key 
dates, events and deliverables. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. A capability for automatically verifying that the 
software has been properly selected and installed in 
the equipment or in programmable memory devices 
and for indicating errors.  


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. A capability for automatically validating that software 
correctly matches the ballot formats that it is 
intended to process, for detecting errors, and for 
immediately notifying an election official of detected 
errors.  


Accept  F All 
General 
and 
Primary 
Test 
Cases 
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2.3.4 Readiness Testing 


Election personnel conduct voting equipment and 
voting system readiness tests prior to the start of an 
election to ensure that the voting system functions 
properly, to confirm that voting equipment has been 
properly integrated, and to obtain equipment status 
reports. All voting systems shall provide the 
capabilities to 


      RFI 2008-07 


2.3.4.1 Common Standards 
All voting systems shall provide the capabilities to: 


        


a. Verify the voting machines or vote recording and 
data processing equipment, precinct count 
equipment, and central count equipment are 
properly prepared for an election, and collect data 
that verifies equipment readiness 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Obtains status and data reports from each set of 
equipment 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Verify the correct installation and interface of all 
system equipment 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Verify that hardware and software function correctly Accept F All 
General 
and 
Primary 
Test 
Cases 


Discrepancies #79, #84, 
#85, #87, #96, #107,#108, 
 #109, #110, #117, 119 
#121,  #122, #124, #125, 
#128, #129, #130, #132, 
#140, #141, #142, #143, 
#144, #145 and #146 are 
closed. 


e. Generate consolidated data reports at the polling 
place and higher jurisdictional levels 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Segregate test data from actual voting data, either 
procedurally or by hardware/software features 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


  Resident test software, external devices, and special 
purpose test software connected to or installed in 
voting devices to simulate operator and voter 
functions used for these tests meeting the following 
standards:  


        


a. These elements are capable of being tested 
separately, and are proven to be reliable verification 
tools prior to their use 


Accept  V, F Volume 01 
and all 
General 
and 
Primary 
Test 
Cases 


Only applicable to the 
Logic and Accuracy Test  
software.  


b. These elements are incapable of altering or 
introducing any residual effect on the intended 


Accept  V, F Volume 01 
and all 


Only applicable to the 
Logic and Accuracy Test  
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operation of the voting device during any 
succeeding test and operational phase. 


General 
and 
Primary 
Test 
Cases 


software.  


2.3.4.2 Paper-Based Systems 
Paper-based systems shall: 


        


a. Supports conversion testing that uses all potential 
ballot positions as active positions 


Accept  F GEN01 Readiness testing used all 
ballot positions. 


b. Supports conversion testing of ballots with active 
position density for systems without pre-designated 
ballot positions 


Accept  F GEN01 Readiness testing used all 
ballot positions. 


2.3.5 Verification at the Polling Place 


All systems shall provide a formal record of the 
following, in any media, upon verification of the 
authenticity of the command source: 


      RFI 2008-07 


a. The election's identification data; Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


b. The identification of all equipment units; Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


c. The identification of the polling place; Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


d. The identification of all ballot formats; Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


e. The contents of each active candidate register by 
office and of each active measure register at all 
storage locations (showing that they contain only 
zeros); 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


f. A list of all ballot fields that can be used to invoke 
special voting options 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


g. Other information needed to confirm the readiness 
of the equipment, and to accommodate 
administrative reporting requirements 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


  To prepare voting devices to accept voted ballots, all 
voting systems shall provide the capability to test 
each device prior to opening to verify that each is 
operating correctly. At a minimum the tests shall 
include. 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


a. Confirmation that there are no hardware or software 
failures. 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


b. Confirmation that the device is ready to be activated 
for accepting votes. 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 


  


  If a precinct count system includes equipment for 
the consolidation of polling place data at one or 
more central counting locations, it shall have means 
to verify the correct extraction of voting data from 
transportable memory devices, or to verify the 


Accept  F GEN03, 
GEN4b, 
PRI01, 
PRI02 
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transmission of secure data over secure 
communication links. 


2.3.6 Verification at Central Location 


Election officials perform verification at the central 
location to ensure that vote counting and vote 
consolidation equipment and software function 
properly before and after an election. Upon 
verification of the authenticity of the command 
source, any system used in a central count 
environment shall provide a printed record of the 
following: 


      RFI 2008-07 


a. The election's identification data Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
GEN04b, 
PRI01 


  


b. The contents of each active candidate register by 
office and of each active measure register at all 
storage locations (showing that they contain only 
zeros); 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
GEN04b, 
PRI01 


  


c. Other information needed to confirm the readiness 
of the equipment, and to accommodate 
administrative reporting requirements. 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
GEN04b, 
PRI01 


  


2.4 Voting Functions  


All systems shall support: 
• Opening the polls; and 
• Casting a ballot. 
Additionally, all DRE systems shall support: 
• Activating the ballot. 
• Augmenting the election counter; and 
• Augmenting the life-cycle counter. 


        


2.4.1. Opening the Polls 


At a minimum , the systems shall provide the 
functional capabilities indicated below. 


      RFI 2008-07 


2.4.1.1 Opening the polling Place (Precinct Count Systems)  
To allow voting devices to be activated for voting, 
the system shall provide: 


        


a. An internal test or diagnostic capability to verify that 
all of the polling place tests specified in 2.3.5 have 
been successfully completed. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Automatic disabling any device that has not been 
tested until it has been tested. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.4.1.2 Paper-Based System Standards         
2.4.1.2.1 All Paper-Based systems 


To facilitate opening the polls, all paper-based 
systems shall include:  


        


a. A means of verifying ballot punching or marking 
devices are prepared and ready to used; 


Accept  F All 
General 
and 
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Primary 
Test 
Cases 


b. A voting booth or similar facility, in which the voter 
may punch or mark the ballot in privacy 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Secure receptacles for holding voted ballots.  Ballot 
boxes. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.4.1.2.2 Precinct Count Paper-Based Systems 
In addition to the above requirements, all paper-
based precinct count equipment shall include a 
means of:  


        


a. Activating the ballot counting device. Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Verifying that the device has been correctly 
activated and is functioning properly 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Identifying device failure and corrective action 
needed. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.4.1.3 DRE System Standards 
To facilitate opening the polls, all DRE systems shall 
include: 


        


a. A security seal, a password, or a data code 
recognition capability to prevent the inadvertent or 
unauthorized actuation of the poll-opening function 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. A means of enforcing the execution of steps in the 
proper sequence if more than one step is required 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. A means of verifying the system has been activated 
correctly 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. A means of identifying  system failure and any 
corrective action needed 


Accept  F All 
General 
and 
Primary 
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Test 
Cases 


2.4.2 Activating the Ballot (DRE Systems) 


To activate the ballot, all DRE systems shall: 


        


a. Enable election officials to control the content of the 
ballot presented to the voter, whether presented in 
printed form or electronic display, such that each 
voter is permitted to record votes only in contests in 
which that voter is authorized to vote 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Allow each eligible voter to cast a ballot Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Prevent a voter  from voting on a ballot to which he 
or she is not entitled 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Prevent a voter from casting more than one ballot in 
the same election 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Activate the casting of a ballot in a general election Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Enable the selection of the ballot that is appropriate 
to the party affiliation declared by the voter in a 
primary election 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


g. Activate all parts of the ballot upon which the voter is 
entitled to vote 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


h. Disable of all parts of the ballot upon which the voter 
is not entitled to vote 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.4.3 Casting a Ballot         
2.4.3.1 Common Standards 


To facilitate casting a ballot, all systems shall: 
        


a. Provide test that is at least 3 millimeters high and 
provide the capability to adjust or magnify the text to 
an apparent size of 6.3 millimeters 


Accept  C, F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


b. Protect the secrecy of the vote such that the system 
cannot reveal any information about how a particular 


Accept  F GEN01, 
GEN03, 
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voter voted, except as otherwise required by 
individual State law 


GEN04b, 
PRI01, 
PRI02 


c. Record the selection and non-selection (undervote) 
of individual vote choices for each contest and ballot 
measure 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


d. Record the voter‟s selection of candidates whose 
names do not appear on the ballot, if permitted 
under State law, and record as many write-in votes 
as the number of candidates the voter is allowed to 
select 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


e. In the event of a failure of the main power supply 
external to the voting system, provide the capability 
for any voter who is voting at the time to complete 
casting a ballot, allow for the successful shutdown of 
the voting system without loss or degradation of the 
voting and audit data, and allow voters to resume 
voting once the voting system has reverted to back-
up power  


Accept  C, F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


Audit logs with power 
interrupt were tested in 
GEN01. 


f. Provide the capability for voters to continue cast 
ballots in the event of a failure of a 
telecommunications connection within the polling 
place or between the polling place and any other 
location 


Accept  C, F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


NA - No 
telecommunications are 
enabled during the voting 
process. 


2.4.3.2 paper-based System Standards         
2.4.3.2.1 All Paper-Based Systems 


All paper-based systems shall:  
        


a. Allow the voter to easily identify the voting field that 
is associated with each candidate or ballot measure 
response 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


b. Allow the voter to mark the ballot to register a vote Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


c. Allow either the voter or the appropriate election 
official is able to place the voted ballot into the ballot 
counting device (precinct count systems) or a 
secure receptacle (central count systems) 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


d. Protect the secrecy of the vote throughout the 
process 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


2.4.3.2.2 Precinct Count Paper-Based Systems 
In addition to the above requirements, all paper-
based precinct count equipment shall include a 
means of:  


        


a. Provide feedback to the voter identifies specific 
contests or ballot issues for which an overvote or 
undervote is detected 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


b. Allow the voter, at the voter‟s choice, to vote a new 
ballot or submit the ballot „as is‟ without correction 


Accept  F GEN01, 
GEN03, 
GEN04b, 
PRI01, 
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PRI02 
c. Allow an authorized election official to turn off the 


capabilities defined in the two prior provisions.  
Accept  F GEN01, 


GEN03, 
GEN04b, 
PRI01, 
PRI02 


  


2.4.3.3 DRE Systems Standards         
a. Prohibit the voter from accessing or viewing any 


information on the display screen that has not been 
authorized by election officials and preprogrammed 
into the voting system (i.e., no potential for display of 
external information or linking to other information 
sources) 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


b. Enable the voter to easily identify the selection 
button or switch, or the active area of the ballot 
display that is associated with each candidate or 
ballot measure response 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


c. Allow the voter to select his or her preferences on 
the ballot in any legal number and combination 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


d. Indicate that a selection has been made or canceled Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


e. Indicate to the voter when no selection, or an 
insufficient number of selections, has been made in 
a contest (e.g. undervotes) 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


f. Prevent the voter from overvoting Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


g. Notify the voter when the selection of candidates 
and measures is completed 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


h. Allowing the voter, before the ballot is cast, to review 
his or her choices and, if the voter desires, to delete 
or change his or her choices before the ballot is cast 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


i. For electronic image displays, prompt the voter to 
confirm the voter's choices before casting his or her 
ballot, signifying to the voter that casting the ballot is 
irrevocable and directing the voter to confirm the 
voter‟s intention to cast the ballot 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


j. Notify the voter after the vote has been stored Accept  F GEN01,   
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successfully that the ballot has been cast GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


k Notify the voter that the ballot has not been cast 
successfully if it is not stored successfully, including 
storage of the ballot image, and provide clear 
instruction as to the steps the voter should take to 
cast his or her ballot should this event occur 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


l. Provides sufficient computational performance to 
provide responses back to each voter entry in no 
more than three seconds 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


m. The votes stored accurately represent the actual 
votes cast 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


n. Preventing modification of the voter‟s vote after the 
ballot is cast 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


o. Provides a capability to retrieve ballot images in a 
form readable by humans (in accordance with the 
requirements of Section 2.2.2.2 and 2.2.4.2) 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


p. Incrementing the proper ballot position registers or 
counters 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


q. Protecting the secrecy of the vote throughout the 
voting process 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


r. Prohibiting access to voted ballots until after the 
close of polls 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


s. Provides the ability for election officials to submit 
test ballots for use in verifying the end-to-end 
integrity of the system 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 
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t. Isolating test ballots such that they are accounted 
for accurately in vote counts and are not reflect in 
official vote counts for specific candidates or 
measures 


Accept  F GEN01, 
GEN02, 
GEN03, 
GEN04a, 
PRI01, 
PRI02 


  


2.5 Post-Voting Functions         
2.5.1 Closing the Polling Place (Precinct Count) 


These standards for closing the polls are specific to 
precinct count systems. The system shall provide 
the means for: 


        


a. Preventing the further casting of ballots once the 
polls has closed 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Provides an internal test that verifies that the 
prescribed closing procedure has been followed, 
and that the device status is normal 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Incorporating a visible indication of system status Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Producing a diagnostic test record that verifies the 
sequence of events, and indicates that the 
extraction of voting data has been activated 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Precluding the unauthorized reopening of the polls 
once the poll closing has been completed for that 
election 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.5.2 Consolidating Vote Data         
  All systems provide a means to consolidate and 


report vote data from all polling places, and 
optionally from other sources such as absentee 
ballots, provisional ballots, and voted ballots 
requiring human review (e.g., write-in votes). 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


Discrepancy #86 closed. 


2.5.3 Producing Reports         
  All systems shall be able to create reports 


summarizing the data on multiple levels. 
Accept  F All 


General 
and 
Primary 
Test 
Cases 


  


2.5.3.1 Common Standards 
All systems shall provide capabilities to: 


        


a. Support of geographic reporting, which requires the 
reporting of all results for each contest at the 
precinct level and additional jurisdictional levels 


Accept  F All 
General 
and 
Primary 
Test 
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Cases 
b. Produce a printed report of the number of ballots 


counted by each tabulator 
Accept  F All 


General 
and 
Primary 
Test 
Cases 


  


c. Produce a printed report for each tabulator of the 
results of each contest that includes the votes cast 
for each selection, the count of undervotes, and the 
count of overvotes 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


RFI 2007-06 


d. Produce a consolidated printed report of the results 
for each contest of all votes cast (including the count 
of ballots from other sources supported by the 
system as specified by the vendor) that includes the 
votes cast for each selection, the count of 
undervotes, and the count of overvotes 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


RFI 2007-06 


e. Be capable of producing a consolidated printed 
report of the combination of overvotes for any 
contest that is selected by an authorized official 
(e.g.; the number of overvotes in a given contest 
combining candidate A and candidate B, combining 
candidate A and candidate C, etc.) 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Produce all system audit information required in 
Section 4.4 in the form of printed reports, or in 
electronic memory for printing centrally 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


g. Prevent data from being altered or destroyed by 
report generation, or by the transmission of results 
over telecommunications lines 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


2.5.3.2 Precinct Count Systems 
In addition, all precinct count voting systems shall: 


        


a. Prevent the printing of reports and the unauthorized 
extraction of data prior to the official close of the 
polling place 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Provide a means to extract information from a 
transportable programmable memory device or data 
storage medium for vote consolidation 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Consolidate the data contained in each unit into a 
single report for the polling place when more than 
one voting machine or precinct tabulator is used 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Prevent data in transportable memory from being 
altered or destroyed by report generation, or by the 
transmission of results over telecommunications 
lines 


Accept  F All 
General 
and 
Primary 
Test 
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Cases 
2.5.4 Broadcasting Results 


Some voting systems offer the capability to make 
unofficial results available to external organizations 
such as the news media, political party officials, and 
others. Although this capability is not required, 
systems that make unofficial results available shall: 


        


a. Provide only aggregated results, and not data from 
individual ballots 


Accept      NA - Voting System does 
not broadcast results 


b. Provide no access path from unofficial electronic 
reports or files to the storage devices for official data 


Accept      NA - Voting System does 
not broadcast results 


c. Clearly indicate on each report or file that the results 
it contains are unofficial 


Accept      NA - Voting System does 
not broadcast results 


2.6 Maintenance, Transpiration and Storage 


All systems shall be designed and manufactured to 
facilitate preventive and corrective maintenance, 
conforming to the hardware standards described in 
Section 3. All vote casting and tally equipment 
designated for storage between elections shall: 
a. Function without degradation in capabilities after 
transit to and from the place of use, as 
demonstrated by meeting the performance 
standards described in Section 3 
b. Function without degradation in capabilities after 
storage between elections, as demonstrated by 
meeting the performance standards described in 
Section 3. 
(See Section 3.2) 


        


  The vendor shall conduct summative usability tests 
on the voting system using individuals 
representative of the general population. The vendor 
shall document the testing performed and report the 
test results using the Common Industry Format. This 
documentation shall be included in the Technical 
Data Package submitted to the EAC for national 
certification. 


      RFI 2007-03 


3 Hardware Standards         


3.2 Performance Requirements 


Performance requirements address a broad range of 
parameters (see below) 


        


3.2.1  Accuracy Requirements   
Voting system accuracy addresses the accuracy of 
data for each of the individual ballot positions that 
could be selected by a voter, including the positions 
that are not selected. For a voting system, accuracy 
is defined as the ability of the system to capture, 
record, store, consolidate and report the specific 
selections and absence of selections, made by the 
voter for each ballot position without error. Required 
accuracy is defined in terms of an error rate that for 
testing purposes represents the maximum number 
of errors allowed while processing a specified 
volume of data. 


      RFI 2007-06 


a. 
1) 
 
2) 


For all paper-based voting systems: 
 Scanning ballot positions on paper ballots to detect 
selections for individual candidates and contests 
 Conversion of selections detected on paper ballots 
into digital data 


Accept  X, F VOL01 AccuVote-TSX was tested 
by iBeta. 


b. 
1) 
2) 


For all DRE voting systems: 
Recording the voter selections of candidates and 
contests into voting data storage 
Recording voter selections of candidates and 


Accept  X, F VOL01 AccuVote-TSX was tested 
by iBeta. 







EAC Certification #PES-Assure1.2 


Page 29 of 61         (V)2009-22Jul-001(C) 


 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 
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contests into ballot image storage independently 
from voting data storage 


c. 
1) 


For precinct-count voting systems (paper-based and 
DRE): 
Consolidation of vote selection data from multiple 
precinct-based voting machines to generate 
jurisdiction-wide vote counts, including storage and 
reporting of the consolidated vote data 


Accept  X, F VOL01 AccuVote-TSX was tested 
by iBeta. 


d. 
1) 


For central-count voting systems (paper-based and 
DRE): 
Consolidation of vote selection data from multiple 
counting devices to generate jurisdiction-wide vote 
counts, including storage and reporting of the 
consolidated vote data 


Accept  X, F VOL01 AccuVote-TSX was tested 
by iBeta. 


  For testing purposes, the acceptable error rate is 
defined using two parameters: the desired error rate 
to be achieved, and the maximum error rate that 
should be accepted by the test process. For each 
processing function indicated above, the voting 
system shall achieve a target error rate of no more 
than one in 10,000,000 ballot positions, with a 
maximum acceptable error rate in the test process 
of one in 500,000 ballot positions. 


Accept  X, F VOL01 AccuVote-TSX was tested 
by iBeta. 


3.2.2 Environmental Requirements 


All voting systems shall be designed to withstand 
the environmental conditions contained in the 
appropriate test procedures of the 
Standards/Guidelines. These procedures will be 
applied to all devices for casting, scanning and 
counting ballots, except those that constitute COTS 
devices that have not been modified in any manner 
to support their use as part of a voting system and 
that have a documented record of performance 
under conditions defined in the 
Standards/Guidelines. 


        


  The Technical Data Package supplied by the vendor 
shall include a statement of all requirements and 
restrictions regarding environmental protection, 
electrical service, recommended auxiliary power, 
telecommunications service, and any other facility or 
resource required for the proper installation and 
operation of the system. 


Accept  X     


3.2.2.1 Shelter Requirements         
  Precinct count systems are designed for storage 


and operation in any enclosed facility ordinarily used 
as a warehouse or polling place, with prominent 
instructions as to any special storage requirements 


Accept  X     


3.2.2.2 Space Requirements         
  The arrangement of the voting system does not 


impede performance of their duties by polling place 
officials, the orderly flow of voters through the polling 
place, or the ability for the voter to vote in private 


Accept  X     


3.2.2.3 Furnishings and Fixtures         
  Any furnishings or fixtures provided as a part of 


voting systems, and any components provided by 
the vendor that are not a part of the system but that 
are used to support its storage, transportation, or 
operation, comply with the design and safety 
requirements of Subsection 3.4.8. 


Accept  X     


3.2.2.4 Electrical Supply 
Components of voting systems that require an 
electrical supply shall meet the following standards:  
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a. Precinct count systems operate with the electrical 
supply ordinarily found in polling places (Nominal 
120 Vac/60Hz/1 phase) 


Accept  X     


b. For components of voting systems that require an 
electrical supply, central count systems operate with 
the electrical supply ordinarily found in central 
tabulation facilities or computer room facilities 
(120vac/60hz/1, 208vac/60hz/3, or 240vac/60hz/2); 


Accept  X     


c. All voting machines shall also be capable of 
operating for a period of at least 2 hours on backup 
power, such that no voting data is lost or corrupted 
nor normal operations interrupted. When backup 
power is exhausted the voting machine shall retain 
the contents of all memories intact.  The backup 
power capability is not required to provide lighting of 
the voting area. 


Accept  X   RFI 2008-02 
Discrepancy #115 closed. 
RFI 2008-06 


3.2.2.5 Electrical Power Disturbance 
Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, shall be 
able to withstand, without disruption of normal 
operation or loss of data: 


      RFI 2008-02 
RFI 2008-06 


a. Surges of 30% dip @10 ms; Accept  X     
b. Surges of 60% dip @100 ms & 1 sec Accept  X     
c. Surges of >95% interrupt @5Sec; Accept  X     
d. Surges of + or - 15% line variations of nominal line 


voltage 
Accept  X     


e. Electric power increases of 7.5% and reductions of 
12.5% of nominal specified power supply for a 
period of up to four hours at each power level. 


Accept  X     


3.2.2.6 Electrical Fast Transient 
Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, shall be 
able to withstand, without disruption of normal 
operation or loss of data, electrical fast transients of: 


      RFI 2008-10 


a.  2 kV AC & DC External Power lines Accept  X     
b.  + or - 1 kV all external wires > 3 m no control Accept  X     
c.   + or - 2 kV all external wires control. Accept  X     
3.2.2.7 Lighting Surge 


Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, shall be 
able to withstand, without disruption of normal 
operation or loss of data, surges of: 


        


a.  + or - 2 kV AC line to line Accept  X     
b.  + or - 2 kV AC line to earth Accept  X     
c.  + or – 0.5 kV DC line to line >10m Accept  X     
d.  + or – 0.5 kV DC line to earth >10m Accept  X     
e.  + or - 1 kV I/O sig/control >30m Accept  X     
3.2.2.8 Electrostatic Disruption         
  The vote scanning and counting equipment for 


paper-based systems, and all DRE equipment, is 
able to withstand ±15 kV air discharge and ±8 kV 
contact discharge without damage or loss of data. 
The equipment may reset or have momentary 
interruption so long as normal operation is resumed 
without human intervention or loss of data. Loss of 
data means votes that have been completed and 
confirmed to the voter. 


Accept  X, E   AccuVote-TSX and 
AccuVote-OSX Ballot Box 
were tested by iBeta 
contracted laboratory. 
Discrepancies #67, #68, 
#69, #70, and #100 
Closed. 


3.2.2.9 Electromagnetic Radiation         
  Vote scanning and counting equipment for paper-


based systems, and all DRE equipment, complies 
with the Rules and Regulations of the Federal 
Communications Commission, Part 15, Class B 


Accept  X     
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requirements for both radiated and conducted 
emissions 


3.2.2.10 Electromagnetic Susceptibility         
  Vote scanning and counting equipment for paper-


based systems, and all DRE equipment, is able to 
withstand an electromagnetic field of 10 V/m 
modulated by a 1 kHz 80% AM modulation over the 
frequency range of 80 MHz to 1000 MHz, without 
disruption of normal operation or loss of data 


Accept  X     


3.2.2.11 Conducted RF Immunity 
Vote scanning and counting equipment for paper-
based systems, and all DRE equipment, shall be 
able to withstand, without disruption of normal 
operation or loss of data, conducted RF energy of: 


        


a. 10V AC & DC power Accept  X     
b. 10V, 20 sig/control >3m. Accept  X     
3.2.2.12 Magnetic Fields Immunity         
  Vote scanning and counting equipment for paper-


based systems, and all DRE equipment, shall be 
able to withstand, without disruption of normal 
operation or loss of data, AC magnetic fields of 30 
A/m at 60 Hz 


Accept  X     


3.2.2.13 Environmental Control – Operating Environment         
  Equipment used for election management activities 


or vote counting (including both precinct and central 
count systems) shall be capable of operation in 
temperatures ranging from 50 to 95 degrees 
Fahrenheit. 


Accept  X     


3.2.2.14 Environmental Control – Transit and Storage 
Equipment used for vote casting or for counting 
votes in a precinct count system, shall meet these 
specific minimum performance standards that 
simulate exposure to physical shock and vibration 
associated with handling and transportation by 
surface and air common carriers, and to 
temperature conditions associated with delivery and 
storage in an uncontrolled warehouse environment: 


        


a. High and low storage temperatures ranging from -4 
to +140 degrees Fahrenheit, equivalent to MIL-STD-
810D, Methods 501.2 and 502.2, Procedure I-
Storage; 


Accept  X     


b. Bench handling equivalent to the procedure of MIL-
STD-810D, Method 516.3, Procedure VI; 


Accept  X     


c. Vibration equivalent to the procedure of MIL-STD-
810D, Method 514.3, Category 1- Basic 
Transportation, Common Carrier 


Accept  X     


d. Uncontrolled humidity equivalent to the procedure of 
MIL-STD-810D, Method 507.2, Procedure I-Natural 
Hot-Humid. 


Accept  X     


3.2.2.15 Data Network Requirements         
  Voting systems may use a local or remote data 


network. If such a network is used, then all 
components of the network shall comply with the 
telecommunications requirements described in 
Section 5 and the Security requirements described 
in Section 6. 


Accept  T     


3.2.3 Election Management System (EMS) 
Requirements 


The Election Management System (EMS) 
requirements address electronic hardware and 
software used to conduct the pre-voting functions 
defined in Section 2 with regard to ballot  


        







EAC Certification #PES-Assure1.2 


Page 32 of 61         (V)2009-22Jul-001(C) 


 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


preparation, election programming, ballot and 
program installation, readiness testing, verification at 
the polling place, and verification at the central 
location. 


3.2.3.1 Recording Requirements 
Voting systems shall accurately record all election 
management data entered by the user, including 
election officials or their designees. 


        


a. Record every entry made by the user; Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Add permissible voter selections correctly to the 
memory components of the device; 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Verify the correctness of detection of the user 
selections and the addition of the selections 
correctly to memory 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Add various forms of data entered directly by the 
election official or designee, such as text, line art, 
logos, and images 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Verify the correctness of detection of data entered 
directly by the user and the addition of the selections 
correctly to memory 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f. Preserve the integrity of election management data 
stored in memory against corruption by stray 
electromagnetic emissions, and internally generated 
spurious electrical signals 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


g.  Log corrected data errors by the system. Accept  F, V All 
General 
and 
Primary 
Test 
Cases and 
Volume 01 


  


3.2.3.2 Memory Stability 
Memory devices used to retain election 
management data shall have demonstrated error-
free data retention for a period of 22 months. 


        


3.2.4 Vote Recording Requirements          
3.2.4.1 Common Standards 


All voting systems shall provide voting booths or 
enclosures for poll site use. Such booths or 
enclosures may be integral to the voting system or 
supplied as components of the voting system, and 
shall: 
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a. Be integral to, or make provisions for installation of 
the voting device; 


Accept  C      


b. Ensure by its structure stability against movement or 
overturning during entry, occupancy, and exit by the 
voter 


Accept  C      


c. Provide privacy for the voter, and be designed in 
such a way as to prevent observation of the ballot by 
any person other than the voter 


Accept  C      


d. Be capable of meeting the accessibility 
requirements of Subsection 3.2 


Accept  C      


3.2.4.2 Paper-based Recording Standards  
The paper-based recording requirements govern: 
• Ballot cards or sheets, and pages or assemblies of 
pages containing ballot field identification data 
• Punching devices  
• Marking devices 
• Frames or fixtures to hold the ballot while it is 
being punched 
• Compartments or booths where voters record 
selections 
• Secure containers for the collection of voted ballots 


        


3.2.4.2.1 Paper Ballot Standards  
Paper ballots used by paper-based voting systems 
shall meet the following standards:  


        


a. Paper ballots used by paper-based voting systems 
shall meet the following standards: Punches or 
marks that identify the unique ballot format, in 
accordance with Section 2.3.1.1.1.c., shall be 
outside the area in which votes are recorded,  so as 
to minimize the likelihood that these punches or 
marks will be mistaken for vote responses and the 
likelihood that recorded votes will 
obliterate these punches or marks 


Accept  X     


b. If printed or punched alignment marks are used to 
locate the vote response fields on the ballot, these 
marks shall be outside the area in which votes are 
recorded, so as to minimize the likelihood that these 
marks will be mistaken for vote responses and the 
likelihood that recorded votes will obliterate these 
marks 


Accept  X     


c. The TDP shall specify the required paper stock, 
size, shape, opacity, color, watermarks, field layout, 
orientation, size and style of printing, size and 
location of punch or mark fields used for vote 
response fields and to identify unique ballot formats, 
placement of alignment marks, ink for printing, and 
folding and bleed-through limitations for preparation 
of ballots that are compatible with the system. 


Accept  X     


3.2.4.2.2 Punching Devices 
Punching devices used by voting systems shall:  


        


a. Be suitable for the type of ballot card specified; Accept      NA - Voting system is not 
a punching device. 


b. Facilitate the clear and accurate recording of each 
vote intended by the voter; 


Accept      NA - Voting system is not 
a punching device. 


c. Be designed to avoid excessive damage to vote 
recorder components 


Accept      NA - Voting system is not 
a punching device. 


d. Incorporate features to ensure that chad (debris) is 
removed, without damage to other parts of the ballot 
card. 


Accept      NA - Voting system is not 
a punching device. 


3.2.4.2.3 Marking Devices  
The Technical Data Package shall specify marking 
devices (such as pens or pencils)  that, if used to 
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make the prescribed form of mark, produce readable 
marked ballots such that the system meets the 
performance requirements for accuracy specified 
previously. These specifications shall identify: 


a. Specific characteristics of marking devices that 
affect readability of marked ballots 


Accept  X     


b.  Performance capabilities with regard to each 
characteristic 


Accept  X     


c. For marking devices manufactured by multiple 
external sources, a listing of sources and model 
numbers that are compatible with the system. 


Accept  X     


3.2.4.1.4 Frames or Fixtures for Punchcard Ballots  
A frame or fixture for punchcard ballot shall: 


        


a. Hold the ballot card securely in the proper location 
and orientation for voting: 


Accept      NA - Not a Punchcard 
ballot 


b.  When contests not directly printed on the ballot card 
or sheet,  incorporate an assembly of ballot label 
pages that identify offices and issues corresponding 
to the proper ballot format for the polling place 
where it is used and are aligned with the voting 
fields assigned to them 


Accept      NA - Not a Punchcard 
ballot 


c. Incorporate a template to preclude perforation of the 
card except in the specified voting fields; a mask to 
allow punches only in fields designated by the 
format of the ballot; and a backing plate for the 
capture and removal of chad.  The requirement may 
be satisfied by equipment of a different design as 
long it achieves the same result as the Standard 
with regard to: 


Accept      NA - Not a Punchcard 
ballot 


1) Positioning the card; Accept      NA - Not a Punchcard 
ballot 


2) Association of ballot label information with 
corresponding punch fields; 


Accept      NA - Not a Punchcard 
ballot 


3) Enable only those voting fields that correspond to 
the format of the ballot; and 


Accept      NA - Not a Punchcard 
ballot 


4) Punching the fields and the positive removal of 
chad. 


Accept      NA - Not a Punchcard 
ballot 


3.2.4.2.5 Frames or Fixtures for Printed Ballots  
A frame or fixture for printed ballot cards is optional.  
If such a device is provided, it shall: 


        


a. A frame or fixture for printed ballot cards is optional.  
If such a device is provided, it shall: 


Accept      NA - No device used. 


a. Be of any size and shape consistent with its 
intended use; 


Accept      NA - No device used. 


b. Position the card properly; Accept      NA - No device used. 
c. Hold the ballot card securely in its proper location 


and orientation for voting 
Accept      NA - No device used. 


d. Comply with the design and construction 
requirements in Subsection 4.3. 


Accept      NA - No device used. 


3.2.4.2.6 Ballot Boxes and Ballot Transfer Boxes 
Ballot boxes and ballot transfer boxes which serve 
as secure containers for the storage and 
transportation of voted ballots, shall: 


        


a. Ballot boxes and ballot transfer boxes which serve 
as secure containers for the storage and 
transportation of voted ballots, shall: 


Accept  C     


a. Be of any size, shape, and weight commensurate 
with their intended use 


Accept  C     


b. Incorporate locks or seals, and specifications in the 
system documentation 


Accept  C     


c. Provide specific points where ballots are inserted, 
with all other points on the box constructed in a 


Accept  C     
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manner that prevents ballot insertion 
d. For precinct count systems, contain separate 


compartments for segregating unread ballots, ballots 
with write-in votes, or irregularities that may require 
special handling or processing. In lieu of 
compartments, conversion processing may mark 
such ballots with an identifying spot or stripe to 
facilitate manual segregation 


Accept  C     


3.2.4.3 DRE Systems Recording Requirements         
3.2.4.3.1 Activity Indicator 


DRE systems shall include an audible or visible 
activity indicator providing the status of each voting 
device. This indicator shall: 


        


a. Indicate whether the device has been activated for 
voting 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Indicate whether the device is in use. Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


3.2.4.3.2 DRE System Vote Recording 
To ensure vote recording accuracy and integrity 
while protecting the anonymity of the voter, all DRE 
systems shall:  


        


a. Contain all mechanical, electromechanical, and 
electronic components; software; and controls 
required to detect and record the activation of 
selections made by the voter in the process of voting 
and casting a ballot 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Incorporate redundant memories to detect and allow 
correction of errors caused by the failure of any of 
the individual memories 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. 
1) 
2) 


Provide at least two processes that record the 
voter‟s selections that: 
• To the extent possible, are isolated from each 
other 
• Designate one process and associated storage 
location as the main vote 
detection, interpretation, processing and reporting 
path 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


  Use a different process to store ballot images, for 
which the method of recording may include any 
appropriate encoding or data compression 
procedure consistent with the regeneration of an 
unequivocal record of the ballot as cast by the voter. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Provide a capability to retrieve ballot images in a 
form readable by humans. 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Ensure that all processing and storage protects the Accept  F All   
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anonymity of the voter. General 
and 
Primary 
Test 
Cases 


3.2.4.3.3 Recording Accuracy 
DRE systems meet the following requirements for 
recording accurately each vote and ballot cast:' 


        


a. Detect every selection made by the voter Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


b. Correctly add permissible selections to the memory 
components of the device 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


c. Verify the correctness of the detection of the voter 
selections and the addition of the selections to 
memory 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. Achieve an error rate not to exceed the requirement 
indicated in Section 3.2.1 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


e. Preserve the integrity of voting data and ballot 
images (for DRE machines) stored in memory for 
the official vote count and audit trail purposes 
against corruption by stray electromagnetic 
emissions, and internally generated spurious 
electrical signals 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


f.  Maintain a log of corrected data Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


3.2.4.3.4 Recording Reliability         
  Recording reliability refers to the ability of the DRE 


system to record votes accurately at its maximum 
rated processing volume for a specified period of 
time. The DRE system shall record votes reliably in 
accordance with the requirements of Subsection 
3.4.3. 


Accept      See Subsection 3.4.3 


3.2.5 Paper-based Conversion Requirements         
3.2.5.1 Ballot Handling         
  Ballot handling consists of a ballot card‟s 


acceptance, movement through the read station and 
transfer into a collection station or receptacle. 


Accept      See below 


3.2.5.1.1 Capacity (Central Count)         
  The capacity to convert the marks on individual 


ballots into signals is uniquely important to central 
count systems. The capacity for a central count 
system shall be documented by the vendor. This 
documentation shall include capacity for individual 


Accept  V Volume 
01, 02a, 
and 02b 
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components that impact the overall capacity. 
3.2.5.1.2 Exception Handling (Central Count) 


This requirement refers to the handling of ballots 
when they are unreadable or some condition is 
detected requiring that the cards be segregated from 
normally processed ballots for human review. In 
response to an unreadable ballot or a write-in vote 
all central count paper-based systems shall central 
count paper-based systems shall: 


        


a. 
b. 
c. 


Outstack the ballot, or 
Stop the ballot reader and display a message 
prompting the election official or 
designee to remove the ballot, or 
Mark the ballot with an identifying mark to facilitate 
its later identification. 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


Specifically tested in 
GEN02 


  Additionally, the system shall a capability that can 
be activated by an authorized election official to 
identify ballots containing overvotes, blank ballots, 
and ballots containing undervotes in a designated 
race.  If enabled, these capabilities shall perform 
one of the above actions in response to the 
indicated condition 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


Specifically tested in 
GEN02 


3.2.5.1.3 Exception Handling (Precinct Count) 
This requirement refers to the handling of ballots for 
precinct count system when they are unreadable or 
when some condition is detected requiring that the 
cards be segregated from normally processed 
ballots for human review. All paper based precinct 
count systems shall: 


        


a. In response to an unreadable or blank ballot, return 
the ballot and provide a 
message prompting the voter to examine the ballot 


Accept  F GEN01    


b. In response to a ballot with a write-in vote, 
segregate the ballot or mark the ballot with an 
identifying mark to facilitate its later identification 


Accept  F GEN01    


c. 
1) 
2) 
3) 
4) 
5) 


In response to a ballot with an overvote the system 
shall: 
• Provide a capability to identify an overvoted ballot 
• Return the ballot 
• Provide an indication prompting the voter to 
examine the ballot 
• Allow the voter to correct the ballot 
• Provide a means for an authorized election official 
to deactivate this capability entirely and by contest 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


d. 
1) 
2) 
3) 
4) 
5) 


In response to a ballot with an undervote, the 
system shall: 
• Provide a capability to identify an undervoted ballot 
• Return the ballot 
• Provide an indication prompting the voter to 
examine the ballot 
• Allow the voter to submit the ballot with the 
undervote 
• Provide a means for an authorized election official 
to deactivate this 
capability 


Accept  F All 
General 
and 
Primary 
Test 
Cases 


  


3.2.5.1.4 Multiple Feed Prevention 
Multiple feed refers to the situation arising when a 
ballot reader attempts to read more than one ballot 
at a time. The requirements govern the ability of a 
ballot reader to prevent multiple feed or to detect 
and provide an alarm indicating multiple feed. 
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a. If multiple feed is detected, the card reader shall halt 
in a manner that permits the operator to remove the 
unread cards causing the error, and reinsert them in 
the card input hopper 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


b. The frequency of multiple feeds with ballots intended 
for use with the system shall not exceed 1 in 10,000 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


3.2.5.2 Ballot Reading Accuracy 
This paper-based system requirement governs the 
conversion of the physical ballot into electronic data. 
Reading accuracy for ballot conversion refers to the 
ability to: 
♦ Recognize vote punches or marks, or the absence 
thereof, for each possible selection on the ballot  
♦ Discriminate between valid punches or marks and 
extraneous perforations, smudges, and folds  
♦ Convert the vote punches or marks, or the 
absence thereof, for each possible selection on the 
ballot into digital signals 
To ensure accuracy, paper-based systems shall: 


        


a. Detect punches or marks that conform to vendor 
specifications with an error rate not exceeding the 
requirement indicated in Section 3.2.1 


Accept  X     


b. Ignore, and not record, extraneous perforations, 
smudges, and folds; 


Accept  X     


c. Reject ballots that meet all vendor specifications at a 
rate not to exceed 2 percent. 


Accept  X     


3.2.6 Tabulation Processing Requirements         
3.2.6.1 Paper-based Processing Requirements          
3.2.6.1.1 Processing Accuracy  


 Processing accuracy refers to the ability of the 
system to receive electronic signals produced by 
punches for punchcard systems and vote marks and 
timing information for marksense systems; perform 
logical and numerical operations upon these data; 
and reproduce the contents of memory when 
required, without error. Specific requirements are 
detailed below: 


        


a. 
 
 


Processing accuracy shall be measured by vote 
selection error rate, the ratio of uncorrected vote 
selection errors to the total number of ballot 
positions that could be recorded across all ballots 
when the system is operated at its nominal or design 
rate of processing 


Accept  X, F Volume 01 TSX Data Accuracy 
testing by iBeta. 


b. The vote selection error rate shall include data that 
denotes ballot style or precinct as well as data 
denoting a vote in a specific contest or ballot 
proposition 


Accept  X, F Volume 01 TSX Data Accuracy 
testing by iBeta. 


c The vote selection error rate shall include all errors 
from any source 


Accept  X, F Volume 01 TSX Data Accuracy 
testing by iBeta. 


d. The vote selection error rate shall not exceed the 
requirement indicated in Subsection 4.1.1 


Accept  X, F Volume 01 TSX Data Accuracy 
testing by iBeta. 


3.2.6.2 DRE System Processing Requirements  
The DRE voting systems processing requirements 
address all mechanical devices, electromechanical 
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devices, electronic devices, and software required to 
process voting data after the polls are closed. 


3.2.6.1.2  Memory Stability 
Paper-based system memory devices, used to 
retain control programs and data, shall have 
demonstrated error-free data retention for a period 
of 22 months under the environmental conditions for 
operation and non-operation (i.e. storage). 


Accept   Premier provided 
attestation. 


3.2.6.2.1 Processing Speed 
DRE voting systems shall meet the following 
requirements for processing speed: 


        


a. Operate at a speed sufficient to respond to any 
operator and voter input without perceptible delay 
(no more than three seconds) 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


b. if the consolidation of polling place data is done 
locally, perform this consolidation in a time not to 
exceed five minutes for each device in the polling 
place 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


3.2.6.2.2 Processing Accuracy 
Processing accuracy is defined as the ability of the 
system to process voting data stored in DRE voting 
devices or in removable memory modules installed 
in such 
devices. Processing includes all operations to 
consolidate voting data after the polls have been 
closed. DRE voting systems shall: 


        


a. Produce reports that are completely consistent, with 
no discrepancy among reports of voting device data 
produced at any level 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


b. Produce consolidated reports containing absentee, 
provisional or other voting data that are similarly 
error-free. Any discrepancy, regardless of source, is 
resolvable to a procedural error, to the  failure of a 
non-memory device or to an external cause 


Accept  F, V All 
General, 
Primary, 
and 
Volume 
Test 
Cases 


  


3.2.6.2.3 Memory Stability         
  DRE system memory devices used to retain control 


programs and data shall have demonstrated error-
free data retention for a period of 22 months. Error-
free retention may be achieved by the use of 
redundant memory elements, provided that the 
capability for conflict resolution or correction among 
elements is included. 


Accept      Premier provided 
attestation. 


3.2.7 Reporting Requirements          
3.2.7.1 Removable Storage Memory         
  All storage media that can be removed from the 


voting system and transported to another location 
for readout and report generation, these media shall 
use devices with demonstrated error-free retention 
for a period of 22 months under the environmental 


Accept      Devices are COTS. 
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conditions for operation and non-operation 
contained in Section 3.2.2.  Examples of removable 
storage media include: programmable read-only 
memory (PROM), random access memory (RAM) 
with battery backup, magnetic media or optical 
media. 


3.2.7.2 Printers 
All printers used to produce reports of the vote count 
shall be capable of producing: 


        


a. Alphanumeric headers Accept  X, F     
b. Election, office and issue labels Accept  X, F     
c. Alphanumeric entries generated as part of the audit 


record. 
Accept  X, F     


3.2.8 Vote Data Management Requirements  


The vote data management requirements for all 
systems address capabilities that manage, process, 
and report voting data after the data has been 
consolidated at the polling place or other 
jurisdictional levels. These capabilities allow the 
system to: 


        


a. Consolidate voting data from polling place data 
memory or transfer devices  


Accept  F     


b. Report polling place summaries; and Accept  F     
c. Process absentee ballots, data entered manually, 


and administrative ballot definition data. 
Accept  F     


  The requirements address all hardware and 
software required to generate output reports in the 
various formats required by the using jurisdiction. 


Accept  F     


3.2.8.1 Data File Management 
All voting systems shall provide the capability to: 


        


a. Integrate voting data files with ballot definition files Accept  F     
b. Verify file compatibility. Accept  F     
c. Edit and update files as required.: Accept  F     
3.2.8.2 All voting systems shall include report generators for 


producing output reports at the device, polling place 
and summary level, with provisions for 
administrative and judicial subdivision as required by 
the using jurisdiction 


Accept F   


3.3 Physical Characteristics         
3.3.1 Size         
  There is no numerical limitation on the size of any 


voting equipment, but the size of each voting 
machine should be compatible with its intended use 
and the location at which the equipment is to be 
used. 


Accept  C    RFI 2007-05 


3.3.2 Weight         
  There is no numerical limitation on the weight of any 


voting equipment, but the weight of each voting 
machine should be compatible with its intended use 
and the location at which the equipment is to be 
used. 


Accept  C     


3.3.3 Transport and Storage of Precinct Systems 


All precinct voting systems shall: 
        


a. Provide a means to safely and easily handle, 
transport, and install voting equipment, such as 
wheels or a handle or handles 


Accept  C     


b. 
1) 
2) 


Be capable of using, or be provided with, a 
protective enclosure rendering the equipment 
capable of withstanding: 
Impact, shock and vibration loads associated with 
surface and air transportation 
Stacking loads associated with storage  


Accept  C     
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3.3.4 Control Constructs  X   RFI 2007-02 
3.3.5 Naming Conventions  X     
3.4 Design, Construction, and Maintenance 


Characteristics 
        


3.4.1 Materials Process and Parts 
The approach to system design is unrestricted, and 
may incorporate any form or variant of technology 
capable of meeting the voting systems requirements 
and standards. Precinct count systems shall be 
designed in accordance with best commercial 
practice for microcomputers, process controllers, 
and their peripheral components. Central count 
voting systems and equipment used in a central 
tabulating environment shall be designed in 
accordance with best commercial and industrial 
practice. All voting systems shall: 


        


a. Be designed and constructed so that the frequency 
of equipment malfunctions and maintenance 
requirements are reduced to the lowest level 
consistent with cost constraints.  


Accept  C     


b. Include, as part of the accompanying TDP, an 
approved parts list 


Accept  C     


c. Exclude parts or components not included in the 
approved parts list. 


Accept  C     


3.4.2 Durability         
  All voting systems shall be designed to withstand 


normal use without deterioration and without 
excessive maintenance cost for a period of ten 
years. 


Accept  C   RFI 2008-05 - Attestation 
provided by Premier 


3.4.3 Reliability         
  The reliability of voting system devices shall be 


measured as Mean Time Between Failure (MTBF) 
for the system submitted for testing. MBTF is 
defined as the value of the ratio of operating time to 
the number of failures which have occurred in the 
specified time interval. A typical system operations 
scenario consists of approximately 45 hours of 
equipment operation, consisting of 30 hours of 
equipment set-up and readiness testing and 15 
hours of elections operations. For the purpose of 
demonstrating compliance with this requirement, a 
failure is defined as any event which results in either 
the: 
a. Loss of one or more functions 
b.  Degradation of performance such that the device 
is unable to perform its intended function for longer 
than 10 seconds 
The MTBF demonstrated during certification testing 
shall be at least 163 hours. 


Accept  X     


3.4.4 Maintainability 


Maintainability represents the ease with which 
maintenance actions can be performed based on 
the design characteristics of equipment and 
software and the processes the vendor and election 
officials have in place for preventing failures and for 
reacting to failures. Maintainability includes the 
ability of equipment and software to self-diagnose 
problems and make non-technical election workers 
aware of a problem. Maintainability addresses all 
scheduled and unscheduled events, which are 
performed to:  
• Determine the operational status of the system or 
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a component; 
• Adjust, align, tune, or service components; 
• Repair or replace a component having a specified 
operating life or replacement interval; 
• Repair or replace a component that exhibits an 
undesirable predetermined physical condition or 
performance degradation;  
• Repair or replace a component that has failed; and  
• Verify the restoration of a component, or the 
system, to operational status. 
Maintainability shall be determined based on the 
presence of specific physical attributes that aid 
system maintenance activities, and the ease with 
which system maintenance tasks can be performed 
by the ITA. Although a more quantitative basis for 
assessing maintainability, such as the mean to 
repair the system is desirable, the qualification of a 
system is conducted before it is approved for sale 
and thus before a broader base of maintenance 
experience can be obtained. 


3.4.4.1 Physical Attributes 
The following physical attributes will be examined to 
assess reliability: 


        


a. Presence of labels and the identification of test 
points 


Accept  C     


b. Provision of built-in test and diagnostic circuitry or 
physical indicators of condition 


Accept  C     


c. Presence of labels and alarms related to failures Accept  C     
d. Presence of features that allow non-technicians to 


perform routine maintenance tasks (such as update 
of the system database) 


Accept  C     


3.4.4.2 Additional Attributes 
The following additional attributes will be examined 
to assess maintainability: 


        


a. Ease of detecting that equipment has failed by a 
non-technician 


Accept  C     


b. Ease of diagnosing problems by a trained technician Accept  C     
c. Low false alarm rates (i.e., indications of problems 


that do not exist) 
Accept  C     


d. Ease of access to components for replacement Accept  C     
e. Ease with which adjustment and alignment can be 


performed 
Accept  C     


f. Ease with which database updates can be 
performed by a non-technician 


Accept  C     


g. Adjust, align, tune or service components Accept  C     
3.4.5 Availability 


The availability of a voting system is defined as the 
probability that the equipment (and supporting 
software) needed to perform designated voting 
functions will respond to 
operational commands and accomplish the function. 
The voting system shall meet the availability 
standard for each of the following voting functions: 


        


a. For all paper-based voting systems: Accept  X     
1 Recording voter selections (such as by ballot 


marking or punch) 
Accept  X     


2 Scanning the punches or marks on paper ballots 
and converting them into digital data 


Accept  X     


b. For all DRE systems, recording and storing voter 
ballot selections 


Accept  X     


c. For precinct count systems (paper-based and DRE), 
consolidation of vote selection data from multiple 


Accept  X     
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precinct based systems to generate jurisdiction-wide 
vote counts, including storage and reporting of the 
consolidated vote data 


d. For central-count systems (paper-based and DRE), 
consolidation of vote selection data from multiple 
counting devices to generate jurisdiction-wide vote 
counts, including storage and reporting of the 
consolidated vote data  


Accept  X     


  System availability is measured as the ratio of the 
time during which the system is operational (up 
time) to the total time period of operation (up time 
plus down time). Inherent availability (Ai) is the 
fraction of time a system is functional, based upon 
Mean Time Between Failure (MTBF) and Mean 
Time To Repair (MTTR), that is: Ai = (MTBF)/(MTBF 
+ MTTR) MTTR is the average time required to 
perform a corrective maintenance task during 
periods of system operation. Corrective 
maintenance task time is active repair time, plus the 
time attributable to other factors that could lead to 
logistic or administrative delays, such as travel 
notification of qualified maintenance personnel and 
travel time for such personnel to arrive at the 
appropriate site. Corrective maintenance may 
consist of substitution of the complete device or one 
of its components, as in the case of precinct count 
and some central count systems, or it may consist of 
on-site repair.  
The voting system shall achieve at least 99 percent 
availability during normal operation for the functions 
indicated above. This standard encompasses for 
each function the combination of all devices and 
components that support the function, including their 
MTTR and MTBF attributes. 


Accept  C   Review of vendor TDP for 
predicted MTTR. 


  Vendors shall specify the typical system 
configuration that is to be used to assess availability, 
and any assumptions made with regard to any 
parameters that impact the MTTR. These factors 
shall include at a minimum: 


Accept  C     


a. Recommended number and locations of spare 
devices or components to be kept on hand for repair 
purposes during periods of system operation 


Accept  C     


b. Recommended number and locations of qualified 
maintenance personnel who need to be available to 
support repair calls during system operation 
Organizational affiliation (i.e., jurisdiction, vendor) of 
qualified maintenance personnel 


Accept  C     


c. Organizational affiliation (i.e., jurisdiction, vendor) of 
qualified maintenance personnel 


Accept  C     


3.4.6 Product Marking 


All voting systems shall: 
        


a. Identify all devices with a permanently affixed 
nameplate or label containing the name of the 
manufacturer or vendor, the name of the device, its 
part or model number, its revision letter, its serial 
number, and if applicable, its power requirements 


Accept  C     


b. Display on each device a separate data plate 
containing a schedule for and list of operations 
required to service or to perform preventive 
maintenance 


Accept  C   Discrepancy #74 closed 


c. Display advisory caution and warning instructions to 
ensure safe operation of the equipment and to avoid 


Accept  C     
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exposure to hazardous electrical voltages and 
moving parts at all locations where operation or 
exposure may occur 


3.4.7 Workmanship 


To help ensure proper workmanship, all 
manufacturers of voting systems shall: 


        


a. Adopt and adhere to practices and procedures to 
ensure their products are free from damage or 
defect that could make them unsatisfactory for their 
intended purpose 


Accept  X     


b. Ensure components provided by external suppliers 
are free from damage or defect that could make 
them unsatisfactory for their intended purpose. 


Accept  X     


3.4.8 Safety 


All voting systems shall meet the following 
requirements for safety: 


      RFI 2008-09 


a. All voting system and their components shall be 
designed to eliminate hazards to personnel or the 
equipment itself. 


Accept  X     


b. Defects in design and construction that can result in 
personal injury or equipment damage must be 
detected and corrected before voting systems and 
components are placed into service. 


Accept  X     


c. Equipment design for personnel safety is equal to or 
better than the appropriate requirements of the 
Occupational Safety and Health Act, Code of 
Federal Regulations, as identified in Title 29, part 
1910 


Accept  X     


3.4.9 Human Engineering- Controls and Displays 


All voting systems and components shall be 
designed and constructed so as to simplify and 
facilitate the functions required , and to eliminate the 
likelihood of erroneous stimuli and responses on the 
part of the voter or operator. All voting systems shall 
meet the following requirements for controls and 
displays: 


        


a. In all systems, controls used by the voter or 
equipment operator shall be  conveniently located, 
shall use designs consistent with their functions, and 
shall be clearly labeled. Instruction plates are 
provided, if necessary to avoid ambiguity or 
incorrect actuation. 


Accept  C     


b. Information or data displays are large enough to be 
readable by voters and operators with no disabilities 
and by voters with disabilities consistent with the 
requirements defined is Section 2.2.7 of the 
Standards. 


Accept  C     


c. Status displays meet the same requirements as data 
displays, and they shall also follow conventional 
industrial practice with respect to color: 


Accept  C     


1 Green, blue, or white displays shall be used for 
indications of normal status; 


Accept  C     


2 Amber indicators shall be used to indicate warnings 
or marginal status; and 


Accept  C     


3 Red indicators shall be used to indicate error 
conditions or equipment states that may result in 
damage or hazard to personnel; and unless the 
equipment is designed to halt under conditions of 
incipient damage or hazard, an audible alarm is also 
be provided. 


Accept  C     


d. Color coding shall be  selected so as to assure 
correct perception by voters and operators with color 


Accept  C     
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blindness; and shall not bet used as the only means 
of conveying information, indicating an action, 
prompting a response, or distinguishing a visual 
element (see  Appendix C for suggested 
references). 


e. The system‟s display does not use flashing or 
blinking text objects, or other elements having a 
flash or blink frequency, greater than 2 Hz and lower 
than 55 Hz 


Accept  C     


4 Software Standards         
4.1.1 Software Sources       RFI 2008-03 
4.2 Source Design and Coding Standards 


The software used by voting systems is selected by 
the vendor and not prescribed by the Standards.  
This sections provides standards for voting system 
software with regard to:  


 Selection of programming languages 


 Software integrity 


 Software modularity and programming; 


 Control constructs; 


 Naming conventions;  


 Coding conventions; and  


 Comment conventions. 


Accept SysTest 
Report & 
Appendix 
B 


 Source code review 
conducted by SysTest 
Labs was approved for 
reuse.  The detail of 
requirements 4.2.1 
through 4.2.7 is found in 
the test results provided 
by SysTest Labs. 


4.3 Data and Document Retention 


All systems shall: 


        


a. Maintain the integrity of voting and audit data during 
an election, and for at least 22 months thereafter, a 
time sufficient to resolve most contested elections 
and support other activities related to the 
reconstruction and investigation of a contested 
election 


Accept     Premier provided 
attestation. 


b. Protect against the failure of any data input or 
storage device at a location controlled by the 
jurisdiction or its contractors, and against any 
attempt at improper data entry or retrieval 


Accept S     


4.4 Audit Record Data         
  Audit trails are essential to ensure the integrity of a 


voting system. Operational requirements for audit 
trails are described in Subsection 2.2.5.2 of the 
Standards.  Audit record data are generated by 
these procedures. The audit record data in the 
following subsections are essential to the complete 
recording of election operations and reporting of the 
vote tally. This list of audit records may not reflect 
the design constructs of some systems. Therefore, 
vendors shall supplement it with information relevant 
to the operation of their specific systems. 


Accept F   Discrepancy  #94 and #95 
closed. 
 
Discrepancy #124 closed. 


4.4.1 Pre-election Audit Records         
  During election definition and ballot preparation, the 


system shall audit the preparation of the baseline 
ballot formats and modifications to them, a 
description of these modifications, and 
corresponding dates. The log shall include: 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


a. The allowable number of selections for an office or 
issue; 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


b. The combinations of voting patterns permitted or 
required by the jurisdiction 


Accept F All 
General 
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and 
Primary 
Test 
Cases 


c. The inclusion or exclusion of offices or issues as the 
result of multiple districting within the polling place 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


d. Any other characteristics that may be peculiar to the 
jurisdiction, the election, or the polling place's 
location 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


e. Manual data maintained by election personnel Accept F All 
General 
and 
Primary 
Test 
Cases 


  


f. Samples of all final ballot formats Accept F All 
General 
and 
Primary 
Test 
Cases 


  


g. Ballot preparation edits listings. Accept F All 
General 
and 
Primary 
Test 
Cases 


  


4.4.2 System Readiness Audit Records 


The following minimum requirements apply to 
system readiness audit records: 


        


a. Prior to the start of ballot counting, a system process 
shall verify hardware and software status and 
generate a readiness audit record. This record shall 
include the identification of the software release, the 
identification of the election to be processed, and 
the results of software and hardware diagnostic 
tests 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


b. In the case of systems used at the polling place, the 
record shall include polling place identification 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


c. The ballot interpretation logic shall test and record 
the correct installation of ballot formats on voting 
devices 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


d. The software shall check and record the status of all 
data paths and memory locations to be used in vote 
recording to protect against contamination of voting 
data  


Accept F All 
General 
and 
Primary 
Test 
Cases 
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e. Upon the conclusion of the tests, the software shall 
provide evidence in the audit record that the test 
data have been expunged 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


f. If required and provided, the ballot reader and 
arithmetic-logic unit shall be evaluated for accuracy, 
and the system shall record the results. It shall allow 
the processing or simulated processing of sufficient 
test ballots to provide a statistical estimate of 
processing accuracy 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


g. 
1) 
2) 
3) 
4) 


For systems that use a public network, provide a 
report of test ballots that includes: 
Number of ballots sent 
When each ballot was sent 
Machine from which each ballot was sent 
specific votes or selections contained in the ballot 


Accept F All 
General 
and 
Primary 
Test 
Cases 


Discrepancy #133 closed. 


4.4.3 In-Process Audit Records 


In-process audit records document system 
operations during diagnostic routines and the 
casting and tallying of ballots. At a minimum, the in-
process audit records shall contain: 


      RFI 2008-07 


a. Machine generated error and exception messages 
to demonstrate successful recovery. Examples 
include, but are not necessarily limited to: 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


1) The source and disposition of system interrupts 
resulting in entry into exception handling routines 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


2) All messages generated by exception handlers Accept F All 
General 
and 
Primary 
Test 
Cases 


  


3) The identification code and number of occurrences 
for each hardware and software error or failure 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


4) Notification of system login or access errors, file 
access errors, and physical violations of security as 
they occur, and a summary record of these events 
after processing 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


5) Other exception events such as power failures, 
failure of critical hardware components, data 
transmission errors or other types of operating 
anomalies 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


b. Critical system status messages other than 
informational messages displayed by the system 
during the course of normal operations. These items 


Accept F All 
General 
and 
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include, but are not limited to: Primary 
Test 
Cases 


1) Diagnostic and status messages upon startup Accept F All 
General 
and 
Primary 
Test 
Cases 


  


2) The “zero totals” check conducted before opening 
the polling place or counting a precinct centrally 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


3) For paper-based systems, the initiation or 
termination of card reader and communications 
equipment operation 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


4) For DRE machines at controlled voting locations, the 
event (and time, if available) of activating and 
casting each ballot (i.e., each voter's transaction as 
an event). This data can be compared with the 
public counter for reconciliation purposes 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


c. Non-critical status messages that are generated by 
the machine's data quality monitor or by software 
and hardware condition monitors 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


d. System generated log of all normal process activity 
and system events that require operator 
intervention, so that each operator access can be 
monitored and access sequence can be constructed 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


4.4.4 Vote Tally Data 


In addition to the audit requirements described 
above, other election-related data is essential for 
reporting results to interested parties, the press, and 
the voting public, and is vital to verifying an accurate 
count. Voting systems shall meet these reporting 
requirements by providing software capable of 
obtaining data concerning various aspects of vote 
counting and producing printed reports. At a 
minimum, vote tally data shall include: 


        


a. Number of ballots cast, using each ballot 
configuration, by tabulator, by precinct, and by 
political subdivision 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


b. Candidate and measure vote totals for each contest, 
by tabulator 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


c. The number of ballots read within each precinct and Accept F All   
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for additional jurisdictional levels, by configuration, 
including separate totals for each party in primary 
elections  


General 
and 
Primary 
Test 
Cases 


d. Separate accumulation of overvotes and undervotes 
for each contest, by tabulator, precinct and for 
additional jurisdictional levels (no overvotes would 
be indicated for DRE voting devices) 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


e. For paper-based systems only, the total number of 
ballots both able to be processed and unable to be 
processed; and if there are multiple card ballots, the 
total number of cards read 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


 For systems that produce an electronic file 
containing vote tally data, the contents of the file 
shall include the same minimum data cited above for 
printed vote tally reports. 


Accept F All 
General 
and 
Primary 
Test 
Cases 


  


4.5 Voter Secrecy on DRE Systems 


All DRE systems shall ensure vote secrecy by: 


     


a. Immediately after the voter chooses to cast his or 
her ballot, record the voter‟s selections in the 
memory to be used for vote counting and audit data 
(including ballot images), and erase the selections 
from the display, memory, and all other storage, 
including all forms of temporary storage 


Accept F, S, V All Test 
Cases 


  


b. Immediately after the voter chooses to cancel his or 
her ballot, erase the selections from the display and 
all other storage, including buffers and other 
temporary storage 


Accept F, S, V All Test 
Cases 


  


5 Telecommunications          
5.2 Design, Construction, and Maintenance 


Requirement 
        


  Design, construction, and maintenance 
requirements for telecommunications represent the 
operational capability of both system hardware and 
software. These capabilities shall be considered 
basic to all data transmissions. 


Accept       


5.2.1 Accuracy         
  The telecommunications components of all voting 


systems shall meet the accuracy requirements of 
3.4.1. 


Accept     See 3.4.1 


5.2.2 Durability         
  The telecommunications components of all voting 


systems shall meet the Durability requirements of 
3.4.2. 


Accept     See 3.4.2 


5.2.3 Reliability         
  The telecommunications components of all voting 


systems shall meet the Reliability requirements of 
3.4.3. 


Accept     See 3.4.3 


5.2.4 Maintainability         
  The telecommunications components of all voting 


systems shall meet the maintainability requirements 
of 3.4.4. 


Accept     See 3.4.4 


5.2.5 Availability         
  The telecommunications components of all voting 


systems shall meet the availability requirements of 
Accept     See 3.4.5 
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3.4.5. 
5.2.6 Integrity 


For WANs using public telecommunications, 
boundary definition and implementation shall meet 
the requirements below. 


        


a. Outside service providers and subscribers of such 
providers shall not be given direct access or control 
of any resource inside the boundary. 


Accept T     


b. Voting system administrators shall not require any 
type of control of resources outside this boundary. 
Typically, an end point of a telecommunications 
circuit will be a subscriber termination on a Digital 
Service Unit/Customer Service Unit although the 
specific technology configuration may vary. 
Regardless of the technology used, the boundary 
point must ensure that everything on the voting 
system side is locally  configured and controlled by 
the election jurisdiction while everything on the 
public network side is controlled by an outside 
service provider. 


Accept T     


c. The system shall be designed and configured such 
that it is not vulnerable to a single point of failure in 
the connection to the public network which could 
cause total loss of voting capabilities at any polling 
place. 


Accept T     


5.2.7 Confirmation 


Confirmation occurs when the system notifies the 
user of the successful or unsuccessful completion of 
the data transmission, where successful completion 
is defined as accurate receipt of the transmitted 
data. To provide confirmation, the 
telecommunications components of a voting system 
shall  


        


d. Notify the user of the successful or unsuccessful 
completion of the data transmission; and  


Accept T     


e.  In the event of unsuccessful transmission, notify the 
user of the action to be taken. 


Accept T     


6 Security Standards         
6.2 Access Controls          
6.2.1 Access Control Policy          
6.2.1.1 General Access Control Policy       RFI 2008-03 
  Although the jurisdiction in which the voting system 


is operated is responsible for determining the 
access policies for each election, the vendor shall 
provide a description of recommended policies for: 


Accept S GEN02, 
GEN03 


Discrepancies #14 and 
#49 closed. 


a. Software access controls; Accept S GEN01, 
GEN02, 
GEN03, 
PRI01 


Discrepancy #34 closed. 


b. Hardware access controls; Accept S   Discrepancies #35 and 
#36 closed. 


c. Communications; Accept S, T   Discrepancies #20 and 
#27 closed. 


d. Effective password management; Accept S GEN01, 
GEN02  


Discrepancies #5, #37, 
#38, and #45 closed. 


e. Protection abilities of a particular operating system; Accept S   Discrepancy #20 closed. 
f. General characteristics of supervisory access 


privileges; 
Accept S   Discrepancies #21, #22, 


#23 closed. 
g. Segregation of duties; and Accept S GEN01, 


GEN02, 
GEN03, 
PRI01 


  







EAC Certification #PES-Assure1.2 


Page 51 of 61         (V)2009-22Jul-001(C) 


 VSS 
 


Certification Test Requirements 
Voting System Standards 2002 


Test 
Result 


Test 
Case 


Function 
Exercised 


Comments & 
References to Issues 


h. Any additional relevant characteristics. Accept S   Discrepancy #112 closed. 
6.2.1.2 Individual Access Privileges 


Voting system vendors shall: 
        


a. Identify each person to whom access is granted, 
and the specific functions and data to which each 
person holds authorized access 


Accept S GEN01 Discrepancy #39 closed. 


b. Specify whether an individual‟s authorization is 
limited to a specific time, time interval or phase of 
the voting or counting operations 


Accept S GEN01 Discrepancy #15 closed. 


c. Permit the voter to cast a ballot expeditiously, but 
preclude voter access to all aspects of the vote 
counting processes 


Accept S GEN02, 
GEN03 


  


6.2.2 Access Control Measures 


Vendors shall provide a detailed description of all 
system access control measures designed to permit 
authorized access to the system and prevent 
unauthorized access, such as: 


        


a. Use of data and user authorization Accept S GEN03, 
PRI01 


Discrepancy #106 closed. 


b. Program unit ownership and other regional 
boundaries 


Accept S     


c. One-end or two-end port protection devices Accept S     
d. Security kernels Accept S   Discrepancies #40 and 


#43 closed. 
e. Computer-generated password keys Accept S   Discrepancy #44 closed. 
f. Special protocols Accept S, T   Discrepancies #23 and 


#45 closed. 
g. Message encryption and Accept S   Discrepancies #41 and 


#46 closed. 
h. Controlled access security. Accept S GEN03, 


PRI01 
  


  Vendors also shall define and provide a detailed 
description of the methods used to prevent 
unauthorized access to the access control 
capabilities of the system itself. 


Accept S GEN03, 
PRI01 


  


6.3 Physical Security Measures         
  A voting system‟s sensitivity to disruption or 


corruption of data depends, in part, on the physical 
location of equipment and data media, and on the 
establishment of secure telecommunications among 
various locations. Most often, the disruption of voting 
and vote counting results from a physical violation of 
one or more areas of the system thought to be 
protected. Therefore, security procedures shall 
address physical threats and the corresponding 
means to defeat them. 


Accept S     


6.3.1 Polling Place Security 


For polling place operations, vendors shall develop 
and provide detailed documentation of measures 
anticipate and counteract vandalism, civil 
disobedience, and similar occurrences. The 
measures shall. 


        


a. Allow the immediate detection of tampering with 
vote casting devices and precinct ballot counters.  


Accept S     


b. Control physical access to a telecommunications 
link if such a link is used 


Accept S     


6.3.2 Central Count Location Security         
 
 
 
a. 
b. 


Vendors shall develop and document in  detailed 
measures to be taken in a central counting 
environment.  These measures shall include 
physical and procedural controls related to the 
Handling of ballot boxes 


Accept S GEN03, 
PRI01 


Discrepancy #50 closed. 
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c. 
d. 


Preparing of ballots for counting 
Counting operations and 
Reporting data 


6.4 Software Security          
6.4.1 Software and Firmware Installation 


The system shall meet the following requirements 
for installation of software, including hardware with 
embedded firmware. 


        


a. If software is resident in the system as firmware, the 
vendor shall require and state in the system 
documentation that every device is to be retested to 
validate each ROM prior to the start of elections 
operations. 


Accept S   Discrepancy #28 closed. 


b. To prevent alteration of executable code, no 
software shall be permanently installed or resident in 
the voting system unless the system documentation 
states that the jurisdiction must provide a secure 
physical and procedural environment for the 
storage, handling, preparation, and transportation of 
the system hardware. 


Accept S     


c. The voting system bootstrap, monitor, and device-
controller software may be resident permanently as 
firmware, provided that this firmware has been 
shown to be inaccessible to activation or control by 
any means other than by the authorized initiation 
and execution of the vote counting program, and its 
associated exception handlers. 


Accept S   Discrepancy #24 closed. 


d. The election-specific programming may be installed 
and resident as firmware, provided that such 
firmware is installed on a component (such as a 
computer chip) other than the component on which 
the operating system resides. 


Accept S   Discrepancy #29 closed. 


6.4.2 Protection Against Malicious Software 


Voting systems shall deploy protection against the 
many forms of threats to which they may be 
exposed such as file and macro viruses, worms, 
Trojan horses, and logic bombs 


        


  Vendors shall develop and document the 
procedures to be followed to ensure that such 
protection is maintained in a current status. 


Accept S GEN03, 
PRI01 


Discrepancies #16, #47, 
and #51 closed. 


6.5 Telecommunications and Data Transmission          
6.5.1 Access Controls         
  Voting systems that use telecommunications to 


communicate between system components and 
locations are subject to the same security 
requirements governing access to any other system 
hardware, software, and data function. 


Accept S   Discrepancies #137 and 
#136 are closed. 


6.5.2 Data Integrity         
  Voting systems that use electrical or optical 


transmission of data shall ensure the receipt of valid 
vote records is verified at the receiving station. This 
should include standard transmission error detection 
and correction methods such as checksums or 
message digest hashes. Verification of correct 
transmission shall occur at the voting system 
application level and ensure that the correct data is 
recorded on all relevant components consolidated 
within the polling place prior to the voter completing 
casting of his or her ballot. 


Accept T     


6.5.3 Data Interception Prevention 


Voting systems that use telecommunications to 
communicate between system 
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components and locations before the polling place is 
officially closed shall: 


a.  Implement an encryption standard currently 
documented and validated for use by an agency of 
the U.S. Federal Government and 


Accept T     


b.  Provide a means to detect the presence of an 
intrusive process, such as an Intrusion Detection 
System. 


Accept T     


6.5.4 Protection Against External Threats         
  Voting systems that use public telecommunications 


networks shall implement protections against 
external threats to which commercial products used 
in the system may be susceptible. 


Accept T     


6.5.4.1 Identification of COTS Products         
 
 
 
 
a. 
b. 
c. 
d. 


Voting systems that use public telecommunications 
networks shall provide system documentation that 
clearly identifies all COTS hardware and software 
products and communications services used in the 
development and/or operation of the voting system, 
including  
operating systems,  
communications routers, 
modem drivers and  
dial-up networking software. 


Accept T   Discrepancy #62 closed. 


  Such documentation shall identify the name, vendor, 
and version used for each 
such component. 


Accept T     


6.5.4.2 Use of Protective Software         
  Voting systems that use public telecommunications 


networks shall use protective software at the 
receiving-end of all communications paths to: 


Accept T     


a. Detect the presence of a threat in a transmission Accept T     
b. Remove the threat from infected files/data Accept T     
c. Prevent against storage of the threat anywhere on 


the receiving device 
Accept T     


d. Provide the capability to confirm that no threats are 
stored in system memory and in connected storage 
media 


Accept T     


e. Provide data to the system audit log indicating the 
detection of a threat and the processing performed 


Accept T     


  Vendors shall use multiple forms of protective 
software as needed to provide capabilities for the full 
range of products used by the voting system. 


Accept T     


6.5.4.3 Monitoring and Responding to External Threats         
  Voting system that use public telecommunications 


networks may become vulnerable, by virtue of their 
system components, to external threats to the 
accuracy and integrity of vote recording, vote 
counting, and vote consolidation and reporting 
processes. Therefore, vendors of such systems 
shall document how they plan to monitor and 
respond to known threats to which their voting 
systems are vulnerable. This documentation shall 
provide a detailed description, including scheduling  
information, of the procedures the vendor will use to: 


Accept T     


a. Monitor threats, such as through the review of 
assessments, advisories, and alerts for COTS 
components issued by the Computer Emergency 
Response Team (CERT), for which a current listing 
can be found at http://www.cert.org, the National 
Infrastructure Protection Center (NIPC), and the 
Federal Computer Incident Response Capability 


Accept T     
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(FedCIRC), for which additional information can be 
found at www.uscert.gov 


b. Evaluate the threats and, if any, proposed 
responses 


Accept T     


c. Develop responsive updates to the system and/or 
corrective procedures 


Accept T     


d. Submit the proposed response to the test labs and 
appropriate states for approval, identifying the exact 
changes and whether or not they are temporary or 
permanent 


Accept T     


e. After implementation of the proposed response is 
approved by the state, assist clients, either directly 
or through detailed written procedures, how to 
update their systems and/or to implement the 
corrective procedures within the timeframe 
established by the state 


Accept T     


f. Address threats emerging too late to correct the 
system by: 


Accept T     


1 Providing prompt, emergency notification to the 
accredited test labs and the affected states and user 
jurisdictions 


Accept T     


2 Assisting client jurisdictions directly or advising them 
through detailed written procedures to disable the 
public telecommunications mode of the system 


Accept T     


3 Modifying the system after the election to address 
the threat, submitting the modified system to an 
accredited test lab and the EAC or state certification 
authority for approval, and assisting client 
jurisdictions directly or advising them through 
detailed written procedures, to update their systems 
and/or to implement the corrective procedures after 
approval 


Accept T     


6.5.5 Shared Operating Environment 


Ballot recording and vote counting can be performed 
in either a dedicated or non-dedicated environment. 
If ballot recording and vote counting operations are 
performed in an environment that is shared with 
other data processing functions, both hardware and 
software features shall be present to protect the 
integrity of vote counting and of vote data. 
Systems that use a shared operating environment 
shall: 


        


a. Use security procedures and logging records to 
control access to system functions 


Accept S   ExpressPoll only is 
considered a Shared 
Operating Environment 


b. Partition or compartmentalize voting system 
functions from other concurrent functions at least 
logically, and preferably physically as well 


Accept S     


c. Control system access by means of passwords, and 
restrict account access to necessary functions only 


Accept S     


d. Have capabilities in place to control the flow of 
information, precluding data leakage through shared 
system resources 


Accept S     


6.5.6 Access to Incomplete Election Returns and 
Interactive Queries 


If the voting system provides access to incomplete 
election returns and interactive inquiries before the 
completion of the official count, the system shall: 


        


a. Be designed to provide external access to 
incomplete election returns (for equipment that 
operates in a central counting environment), only if 
that access for these purposes is authorized by the 


Accept T     
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statutes and regulations of the using agency. This 
requirement applies as well to polling place 
equipment that contains a removable memory 
module or that may be removed in its entirety to a 
central place for the consolidation of polling place 
returns 


b. Design voting system software and its security 
environment such that data accessible to interactive 
queries resides in an external file or database 
created and maintained by the elections software 
under the restrictions applying to any other output 
report: 


Accept T     


1 The output file or database has no provision for 
write-access back to the system. 


Accept T     


2 Persons whose only authorized access is to the file 
or database are denied write-access, both to the file 
or database, and to the system. 


Accept T     


6.6 Security for Transmission of Official Data Over 
Public Communications Networks 


        


6.6.1 General Security Requirements for Systems 
Transmitting Data Over Public Networks 


All systems that transmit data over public 
telecommunications networks shall: 


        


a. Preserve the secrecy of voter ballot selections and 
prevent anyone from violating ballot privacy 


Accept     Only consolidated results 
are transmitted. 
Discrepancy #2 closed. 


b. Employ digital signatures for all communications 
between the vote server and other devices that 
communicate with the server over the network 


Accept T   Discrepancy # 134 closed. 


c. Require that at least two authorized election officials 
activate any critical operation regarding the 
processing of ballots transmitted over a public 
communications network, i.e. the passwords or 
cryptographic keys of at least two employees are 
required to perform processing of vote 


Accept T   Discrepancy # 135 closed. 


6.6.2 Voting Process Security for Casting Individual 
Ballots over a Public Telecommunications 
Network 


        


  Systems designed for transmission of 
telecommunications over public networks shall meet 
security standards that address the security risks 
attendant with the casting of ballots from polling 
places controlled by election officials using voting 
devices configured and installed by election officials 
and/or their vendor or contractor, and using in-
person authentication of individual voters. 


Accept     See below. 


6.6.2.1 Documentation of Mandatory Security Activities 
Vendors of voting systems that cast individual 
ballots over a public telecommunications network 
shall provide detailed descriptions of: 


        


a. All activities mandatory to ensuring effective voting 
system security to be performed in setting up the 
system for operation, including testing of security 
before an election 


Accept     NA - Individual ballots are 
not case over public 
network or transmitted 
prior to poll closure 


b. All activities that should be prohibited during voting 
equipment setup and during the timeframe for voting 
operations, including both the hours when polls are 
open and when polls are closed 


Accept     NA - Individual ballots are 
not case over public 
network or transmitted 
prior to poll closure 


6.6.2.2 Capabilities to Operate During Interruption of 
Telecommunications Capabilities 
These systems shall provide the following 
capabilities to provide resistance to interruptions of 
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telecommunications service that prevent voting 
devices at the polling place from communicating 
with external components via telecommunications: 


a. Detect the occurrence of a telecommunications 
interruption at the polling place and switch to an 
alternative mode of operation that is not dependent 
on the connection between polling place voting 
devices and external system components 


Accept T     


b. Provide an alternate mode of operation that includes 
the functionality of a conventional electronic voting 
system without losing any single vote 


Accept T     


c. Create and preserve an audit trail of every vote cast 
during the period of interrupted communication and 
system operation in conventional electronic  voting 
system mode 


Accept T     


d. Upon reestablishment of communications, transmit 
and process votes accumulated while operating in 
conventional electronic voting system mode with all 
security safeguards in effect 


Accept T     


e. Ensure that all safeguards related to voter 
identification and authentication are not affected by 
the procedures employed by the system to 
counteract potential interruptions of 
telecommunications capabilities 


Accept T     


7 Quality Assurance Requirements          


7.2 General  Requirements  


The voting system vendor is responsible for 
designing and implementing a quality assurance 
program to ensure that the design, workmanship, 
and performance requirements of this standard are 
achieved in all delivered systems and components.  
At a minimum, this program shall: 


        


a. Include procedures for specifying, procuring, 
inspecting, accepting, and controlling parts and raw 
materials of the requisite quality. 


Accept X   


b. Require the documentation of the hardware and 
software development process. 


Accept X   


c.  Identify and enforce all requirements for: Accept X   


c. 1) In-process inspection and testing that the 
manufacturer deems necessary to ensure proper 
fabrication and assembly of hardware. 


Accept X   


c. 2) Installation and operation of software (including 
firmware). 


Accept X   


d. Include the plans and procedures for post-
production environmental screening and acceptance 
testing. 


Accept X   


e. Include a procedure for maintaining all data and 
records required to document and verify the quality 
inspections and tests. 


Accept X   


7.3 Components from Third Parties          


  A vendor who does not manufacture all the 
components of its voting system, but instead 
procures components as standard commercial items 
for assembly and integration into a voting system, 
shall verify that the supplier vendors follow 
documented quality assurance procedures that are 
at least as stringent as those used internally by the 
voting system vendor. 


Accept X   


7.4 Responsibility for Tests 


The manufacturer or vendor shall be responsible for: 


        


a.        Performing all quality assurance tests. Accept X   


b.        Acquiring and documenting test data. Accept X   
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c.        2002: Providing test reports for review by the ITA, 
and to the purchaser upon request. 


Accept X   


7.5 Parts and Materials Special Tests 


In order to ensure that voting system parts and 
materials function properly, vendors shall: 


        


a.        Select parts and materials to be used in voting 
systems and components according to their 
suitability for the intended application. Suitability 
may be determined by similarity of this application to 
existing standard practice, or by means of special 
tests. 


Accept X   


b.        Design special tests, if needed, to evaluate the part 
or material under conditions accurately simulating 
the actual operating environment. 


Accept X   


c.        Maintain the resulting test data as part of the quality 
assurance program documentation. 


Accept X   


7.6 Parts and Materials Special Tests 


The vendor performs conformance inspections to 
ensure the overall quality of the voting system and 
components delivered to the ITA for testing and to 
the jurisdiction for implementation. To meet the 
conformance inspection requirements the vendor or 
manufacturer shall:: 


        


a. Inspect and test each voting system or component 
to verify that it meets all inspection and test 
requirements for the system. 


Accept X   


b. Deliver a record of tests or a certificate of 
satisfactory completion with each system or 
component. 


Accept X   


7.7 Documentation 


Vendors are required to produce documentation to 
support the development and formal testing of voting 
systems. To meet documentation requirements, 
vendors shall provide complete product 
documentation with each voting systems or 
components, as described Volume II, Section 2 for 
the TDP.  This documentation shall: 


    


a. 
 
b. 
 
 
 
 
c 


Be sufficient to serve the needs of the ITA, voters, 
election officials, and maintenance technicians; 
 Be prepared and published in accordance with 
standard industrial practice for information 
technology and electronic and mechanical 
equipment; and 
Consist, at a minimum, of the following: 
1) System overview; 
2) System functionality description; 
3) System hardware specification; 
4) Software design and specifications; 
5) System security specification; 
6) System test and verification specification; 
7) System operations procedures; 


Accept X  Letter of reuse 


8 Configuration Management     


8.1 Scope     


8.1.1 Configuration Management Requirements 


Configuration management addresses a broad set 
of record keeping, audit, and reporting activities that 
contribute to full knowledge and control of a system 
and its components. These activities include: 


    


 ▪ Identifying discrete system components. Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Creating records of a formal baseline and later 
versions of components. 


Accept X  Letter of Reuse PCA 
Document Review 
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 ▪ Controlling changes made to the system and its 
components. 


Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Releasing new versions of the system to ITAs. Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Releasing new versions of the system to 
customers. 


Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Auditing the system, including its documentation, 
against configuration management records. 


Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Controlling interfaces to other systems. Accept X  Letter of Reuse PCA 
Document Review 


 ▪ Identifying tools used to build and maintain the 
system. 


Accept X  Letter of Reuse PCA 
Document Review 


8.1.2 Organization of Configuration Management 
Standards 


        


8.1.3 Application of Configuration Management 
Standards 


Requirements for configuration management apply 
regardless of the specific technologies employed to 
all voting systems subject to the Standards. These 
system components include: 


        


a. Software components. Accept X  Letter of Reuse PCA 
Document Review 


b. Hardware components. Accept X  Letter of Reuse PCA 
Document Review 


c. Communications components. Accept X  Letter of Reuse PCA 
Document Review 


d. Documentation. Accept X  Letter of Reuse PCA 
Document Review 


e. Identification and naming and conventions (including 
changes to these conventions) for software 
programs and data files. 


Accept X  Letter of Reuse PCA 
Document Review 


f. Development and testing artifacts such as test data 
and scripts. 


Accept X  Letter of Reuse PCA 
Document Review 


g. File archiving and data repositories. Accept X  Letter of Reuse PCA 
Document Review 


8.2 Configuration Management Policy 


The vendor shall describe its policies for 
configuration management in the TDP. This 
description shall address the following elements 


        


a. Scope and nature configuration management 
program activities.  


Accept X  Letter of Reuse PCA 
Document Review 


b. Breadth of the application of the vendor‟s policies 
and practices to the voting system. (i.e. extent to 
which policies and practices apply to the total 
system and extent to which polices and practices of 
suppliers apply to particular components, 
subsystems, or other defined system elements. 


Accept X  Letter of Reuse PCA 
Document Review 


8.3 Configuration Identification         


8.3.1 Structuring and Naming Configuration Items 


The vendor shall describe the procedures and 
conventions used to: 


        


a. Classify configuration items into categories and 
subcategories. 


Accept X  Letter of Reuse PCA 
Document Review 


b. Uniquely number or otherwise identify configuration 
items. 


Accept X  Letter of Reuse PCA 
Document Review 


c. Name configuration items. Accept X  Letter of Reuse PCA 
Document Review 


8.3.2 Version Conventions 


When a system component is used to identify 
higher-level system elements, a vendor shall 
describe the conventions used to: 


        


a.  Identify the specific versions of individual Accept X  Letter of Reuse PCA 
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configuration items and sets of items that are used 
by the vendor to identify higher level system 
elements such as subsystems. 


Document Review 


b. Uniquely number or otherwise identify versions. Accept X  Letter of Reuse PCA 
Document Review 


c. Name versions. Accept X  Letter of Reuse PCA 
Document Review 


8.4 Baseline, Promotion and Demotion Procedures 


The vendor shall establish formal procedures and 
conventions for establishing and providing a 
complete description of the procedures and related 
conventions used to: 


        


a.  Establish a particular instance of a component as 
the starting baseline. 


Accept X  Letter of Reuse PCA 
Document Review 


b. Promote subsequent instances of a component to 
baseline status as development progresses through 
to completion of the initial completed version 
released to the ITAs for qualification testing. 


Accept X  Letter of Reuse PCA 
Document Review 


c. Promote subsequent instances of a component to 
baseline status as the component is maintained 
throughout its life cycle until system retirement (i.e., 
the system is no longer sold or maintained by the 
vendor). 


Accept X  Letter of Reuse PCA 
Document Review 


8.5 Configuration Control Procedures 


Configuration control is the process of approving 
and implementing changes to a configuration item to 
prevent unauthorized additions, changes, or 
deletions. The vendor shall establish such 
procedures and related conventions, providing a 
complete description of those procedures used to: 


        


a. Develop and maintain internally developed items. Accept X  Letter of Reuse PCA 
Document Review 


b. Acquire and maintain third-party items. Accept X  Letter of Reuse PCA 
Document Review 


c. Resolve internally identified defects for items 
regardless of their origin. 


Accept X  Letter of Reuse PCA 
Document Review 


d. Resolve externally identified and reported defects 
(i.e., by customers and ITAs). 


Accept X  Letter of Reuse PCA 
Document Review 


8.6 Release Process Procedures 


The release process is the means by which the 
vendor installs, transfers, or migrates the system to 
the ITAs and, eventually, to its customers. The 
vendor shall establish such procedures and related 
conventions, providing a complete description of 
those used to: 


        


a.  Perform a first release of the system to: Accept X  Letter of Reuse PCA 
Document Review 


b. Perform a subsequent maintenance or upgrade 
release of the system, or a particular components, 
to: 


Accept X  Letter of Reuse PCA 
Document Review 


c. Perform the initial delivery and installation of the 
system to a customer, including confirmation that 
the installed version of the system matches exactly 
the certified system version. 


Accept X  Letter of Reuse PCA 
Document Review 


d. Perform a subsequent maintenance or upgrade 
release of the system, or a particular component, to 
a customer, including confirmation that the installed 
version of the system matches exactly the qualified 
system version. 


Accept X  Letter of Reuse PCA 
Document Review 


8.7 Configuration Audits         


8.7.1 Physical Configuration Audit 


The PCA is conducted by the ITA to compare the 
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voting system components submitted for 
qualification to the vendor‟s technical 
documentation. For the PCA, a vendor shall provide: 


a. Identification of all items that are to be a part of the 
software release. 


Accept X  Letter of Reuse PCA 
Document Review 


b. Specification of compiler (or choice of compilers) to 
be used to generate executable programs. 


Accept X  Letter of Reuse PCA 
Document Review 


c. Identification of all hardware that interfaces with the 
software. 


Accept X  Letter of Reuse PCA 
Document Review 


d. Configuration baseline data for all hardware that is 
unique to the system. 


Accept X  Letter of Reuse PCA 
Document Review 


e. Copies of all software documentation intended for 
distribution to users, including program listings, 
specifications, operations manual, voter manual, 
and maintenance manual. 


Accept X  Letter of Reuse PCA 
Document Review 


f. User acceptance test procedures and acceptance 
criteria. 


Accept X  Letter of Reuse PCA 
Document Review 


g. Identification of any changes between the physical 
configuration of the system submitted for the PCA 
and that submitted for the FCA, with a certification 
that any differences do not degrade the functional 
characteristics. 


Accept X  Letter of Reuse PCA 
Document Review 


h.  Complete descriptions of its procedures and related 
conventions used to support this audit by: 


Accept X  Letter of Reuse PCA 
Document Review 


h. 1) Establishing a configuration baseline of the software 
and hardware to be tested. 


Accept X  Letter of Reuse PCA 
Document Review 


h. 2) Confirming whether the system documentation 
matches the corresponding system components. 


Accept X  Letter of Reuse PCA 
Document Review 


8.7.2  Functional Configuration Audits 


The FCA is conducted by the ITA to verify that the 
system performs all the functions described in the 
system documentation. The vendor shall: 


        


a. Completely describe its procedures and related 
conventions used to support this audit for all system 
components. 


Accept X  Letter of Reuse PCA 
Document Review 


b. Provide the following information to support this 
audit: 


Accept X  Letter of Reuse PCA 
Document Review 


b. 1) Copies of all procedures used for module or unit 
testing, integration testing, and system testing. 


Accept X  Letter of Reuse PCA 
Document Review 


b. 2) Copies of all test cases generated for each module 
and integration test, and sample ballot formats or 
other test cases used for system tests. 


Accept X  Letter of Reuse PCA 
Document Review 


b. 3) Records of all tests performed by the procedures 
listed above, including error corrections and retests. 


Accept X  Letter of Reuse PCA 
Document Review 


 In addition to such audits performed by ITAs during 
the system qualification process, elements of this 
audit may also be performed by state election 
organizations during the system certification 
process, and individual jurisdictions during system 
acceptance testing. 


Accept X  Letter of Reuse PCA 
Document Review 


8.8 Configuration Management Resources 
Often, configuration management activities are 
performed with the aid of automated tools. Assuring 
that such tools are available throughout the system 
life cycle, including if the vendor is acquired by or 
merged with another organization, is critical to 
effective configuration management. Vendors may 
choose the specific tools they use to perform the 
record keeping, audit, and reporting activities of the 
configuration management standards. The 
resources documentation standard provided below 
focus on assuring that procedures are in place to 
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record information about the tools to help ensure 
that they, and the data they contain, can be 
transferred effectively and promptly to a third party 
should the need arise. Within this context, a vendor 
is required to develop and provide a complete 
description of the procedures and related practices 
for maintaining information about: 


a. Specific tools used, current version, and operating 
environment specifications. 


Accept X  Letter of Reuse PCA 
Document Review 


b.  Physical location of the tools, including designation 
of computer directories and files. 


Accept X  Letter of Reuse PCA 
Document Review 


c. Procedures and training materials for using the 
tools. 


Accept X  Letter of Reuse PCA 
Document Review 
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7.4 Appendix D: FCA Testing 
The system configuration identified in Section 3 identifies the final configuration of the ASSURE


®
 1.2  voting 


system.  The initial baseline configuration is identified in the Appendix H Amended Test Plan.  Testing was 
conducted using the Trusted Builds.  ASSURE


®
 1.2  submitted any code changes for issues encountered during 


testing.  At that time iBeta completed a Trusted Build and conducted final regression testing.  All changes to the 
system configuration were identified and recorded in the PCA Configuration document.  A cross reference to the 
applicable configuration in the PCA Configuration document was inserted in the test record each time a test case 
was executed. 
 


7.4.1 FCA Functional and System Level Test Cases  
 
Items identified as voting variation in the Premier Implementation Statement (in Appendix J) were tested in five 
General and two Primary end-to-end mock elections.  Detail for the Test Cases is found in the Test Methods in the 
following sections.  All Testing was conducted on the system configurations identified in Section 3.  Only functional 
issues are identified.  While documentation discrepancies may be encountered in testing they do not result in the 
rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


7.4.1.1 General Election 01 
 


Date Test Result Issues Opened Issues Closed Notes 


3/13/2009 
to 
3/23/2009 


Reject #64  Testing was suspended with the delivery of 
updated source code for a number of applications 
under test. 


4/6/2009 
to 


4/21/2009 


Accept  #64 Testing was re-initiated with upgraded Trusted 
Builds and all steps were accepted. 


 


Method Detail Test Method 


Test Case Name GEN01 


Scope - identifies the type of test A general election system level test incorporating validations of the VSS 2002 required 
functionality.  Testing includes validation of measurable performance including 
accuracy, processing rate, and ballot format handling capability of the ASSURE 1.2 
voting system configured with: 
   • AccuVote TSX polling place DRE with AccuView Printer Module (AVPM) with 
barcode. 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader with AVOS 
ballot box. 
   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot box. 
   • Validation of the Key Card Tool used in conjunction with the AccuVote TSX voting 
device. 
   • Validation of the AccuVote Memory Card Adapter (OSAA) used in conjunction with 
the AccuVote OS-PC (SDRAM) and TSX (PCMCIA) voting devices. 
   • Approved and non-approved Paper ballots. 
   • Approved and non-approved marking devices. 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TSX DRE with attached AccuView 
Printer Module (AVPM) with barcode printing, AccuVote OS Precinct Count and 
AccuVote OSX paper ballot readers including the identified voting variations.   


Test Variables:  General Election: 
Election Day voting 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Split precincts 
Vote for 1 
Vote for N of M 
Slate/Group Voting 
Proposition/Question 
Recall A (no options) 
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Method Detail Test Method 


 
Manuals Testing (documents listed below are current in-house versions and testing 


will be conducted on the most recent delivered TDP): 
GEMS: 
   • GEMS 1.21.1 User’s Guide v3.0  
   • GEMS 1.21.1 Reference Guide v3.0 
   • GEMS 1.20.2 Election Administrator’s Guide v2.0 
   • GEMS 1.21.1 System Administrator’s Guide v2.0 
AccuVote OS-PC: 
   •  AccuVote OS Precinct Count 1.96.11 User’s Guide v.1.0 
   •  AccuVote OS Pollworker’s Guide v.8.0 
   •  GEMS AccuVote OS Precinct Count Protocol v1.1 
AccuVote OSX: 
   •  AccuVote OSX 1.2.1 User’s Guide v2.0 
   •  AccuVote OSX Pollworker's Guide v4.0 
AccuVote TSX (BallotStation): 
   •  BallotStation 4.7.3 User’s Guide v2.0 
   •  BallotStation 4.7.3 System Administrator’s Guide v1.0 
   •  AccuVote TSX Pollworker’s Guide v10.0 
   •  AccuView Printer Module Hardware Guide v6.0 
Key Card Tool: 
   • Key Card Tool 4.7.1 User’s Guide v1.0 
AccuVote Memory Card Adapter (OSAA): 
   • OSAA Hardware Guide v5.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 


 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
 • Key Card Tool HW for ballot activation and Smartcards for ballot activation/transfer 
 • AVPM HW for software independent vote validation 
AccuVote OS-PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & election results transfer  
 • AVOSX ballot bin for ballot sorting 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: ASSURE 1.2 


  SW: GEMS 1.21 
  OS: GEMS 1.21 Windows XP Pro SP2 (COTS) 
  HW: COTS Windows PC Server/Workstation 
DRE: AccuVote TSX 


  FW: BallotStation 4.7 
  HW: AccuVote TSX Model D DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base w/printer (Model A) 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model D Low Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 


  FW: AccuVote OSX (1.2) 
  HW: AccuVote OSX Model A optical scanner 
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Method Detail Test Method 


     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Other 


  SW: Key Card Tool (4.7) 
  HW: Smart-Card Terminal ST100/ST120 
  HW: OSAA Model A 
Manuals as per  "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use Supervisory level access cards for AccuVote TS/TSX and AccuVote OSX 
  • Use a Supervisory level access password for AccuVote OS 
 
Test Method Validation: Technical review conducted by G. Audette; Approved  2/5/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Check the voting system to : 
  • Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
  • Validate installation of a witnessed build 
Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 


Documentation of Test Data & Test 
Results 


Test Data: 
  • Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
  • Preserve all tabs for each instance the test is run. 
Test Results:  
  • Enter Accept/Reject on the Test Steps 
  • In Comments enter any deviations, discrepancies, or notable observations 
  • Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
  • An election database can be accurately/securely defined & formatted. 
  • A ballot (candidates & propositions) can be accurately/securely defined & 
generated. 
  • Election media can be accurately/securely programmed & installed  
  • The user manuals are sufficiently detailed for preparation of a General Election 
ballot as per "d. Test Variables" 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
  • Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability 
  • Functions are only executable in the intended manner, order & under intended 
conditions 
  • Prevents execution of functions if preconditions weren't met 
  • Implemented restrictions on controlled functions 
  • Documentation of mandatory administrative procedures. 
COTS:  
  • Authentication is configured on the local terminal & external connection devices, 
  • Operating systems are enabled for all session & connection openings, & closings, 
all process executions & terminations & for the alteration or detection of any memory 
or file object 
  • Configure the system to only execute intended & needed processes during the 
execution election software.  Processes are halted until termination of critical system 
processes (such as audit). 


Readiness Testing and Poll 
Verification 


Voting system is ready for the election:  
  • Status & data reports are generated 
  • The election is correctly installed 
  • The voting system functions correctly 
  • Test data is segregated from voting data, with no residual effect 
The polling place voting system functions properly including a formal record of: 
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Method Detail Test Method 


  • Election, polling place, voting system & ballot format identification 
  • Zero count report 
  • A list of all ballot fields  
  • Other information to confirm readiness & accommodate administrative reporting 
requirements 
Test confirmation that there are: 
  • No hardware/software failures  
  • The device is ready to be activated to accept votes 


Pre- vote: Opening the Polls 
Verification 


Precinct Count: 
  • The system is disabled until the internal test is successfully completed. 
Paper based: 
  • Means to verify ballot marking devices are properly prepared & ready for use 
DRE 
  • Security seal, password, or data code recognition capability preventing inadvertent 
or unauthorized poll opening 
  • Means to enforce the proper sequence of steps to open the polls 
  • Identification of any failures & corrective action 


Voting: Ballot Activation and Casting 
Verifications 


Precinct Count: 
  • Protects secrecy of ballot/vote 
  • Records selection/non-selection for each contest   
  • Increment the ballot counter 
  • Prevent vote modification & access until polls close 
• Report identifying blank voted offices 
Paper based (Absentee & Provisional): 
  • Activating & verifying the ballot counting device is correctly activated & functioning 
  • Identification of any failures & corrective action 
  • Test acceptability of approved (135 g/m2 paper, marked with any standard pen or 
pencil) and non-approved writing devices (bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to colors) 
  • Allow  voter to identify & mark candidates 
  • Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
  • Gives feedback & an opportunity to correct, before the ballot is counted 
(under/overvotes) 
DRE 
  • Means to verify correct activation 
  • Identification of any failures & corrective action 
  • Voter can make selections based on ballot programming & indicate selection/non-
selection (undervotes) & cancellation 
  • Alert overvotes; permit review & change before casting 
  • Alert selection's complete; prompt confirmation as casting is irrevocable 
  • Alert successful/unsuccessful storage of cast ballot; give instruction to resolve 
unsuccessful casting 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped, always available, report of 
normal/abnormal events that can't be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
  • Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
  • Are generated, stored & reported as they occur 
  • Errors requiring intervention by the voter or poll worker clearly display issues & 
action instructions in easily understood text language or with indicators 
  • The text for any numeric codes is contained in the error or affixed to the inside of 
the voting system 
  • Incorrect responses will not lead to irreversible errors.  
  • Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 


Post-vote: Closing the Polls Once the polls are closed the precinct count voting system 
  • Prevents further casting of ballots or reopening of the polls 
  • Internally tests and verifies that the closing procedures has been followed and the 
device status is normal 
  • Visibly displays the status 
  • Produces a test record that verifies the sequence of events and indicates the 
extraction of vote data is activated 
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Method Detail Test Method 


  • Barcodes printed on AVPM 


Post-vote: Central Count Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places, & optionally 
other sources (absentee)  Reports include: 
  • Geographic reports of votes; each contest by precinct & other jurisdictional levels 
  • Printed reports of ballots counted by tabulator, with votes, 
blank/undervotes/overvotes 
  • Report of system audit information printed or in electronic memory 
  • Report identifying overvotes 
  • Report identifying blank voted offices 
  • Prevent data from being altered or destroyed by report generation, transmission 
over telecommunication lines or extraction from portable media 
  • Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
  • Consolidate the votes from multiple voting systems into a single polling place report 
DRE: 
  • Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 
Paper Based:  
  • Test acceptability of approved (135 g/m2 paper ballots with approved standard pen 
or pencil) and non-approved writing devices (bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to colors) 


Post-vote: 
Security 


The central count: 
  • Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality and accountability 
  • Audit logs reflect all events even the events of where non authorized user of a 
function trying to gain access to a specific function of the system 
  • Non authenticated voting machine results cannot be read by GEMS 
  • Functions are only executable in the intended manner, order and under the intended 
conditions 
  • Prevented execution of functions if preconditions were not met 
  • Implemented restrictions on controlled functions 
  • Provided documentation of mandatory administrative procedures. 
  • Operation of vote tally continues when power gets restored, all unsaved data will be 
required to be re-added. 
  • System can not be re-initialized after polls have been closed. 
  • DRE device System Reset does not erase the memory card. 
  • Only valid memory cards are accepted during vote tallying. 
  • Password keys are computer generated and data cannot be read without having 
that key. 
 
COTS systems  
  • Authentication is configured on the local terminal and external connection devices, 
  • Operating systems are enabled for all session and connection openings, and 
closings, all process executions and terminations and for the alteration or detection of 
any memory or file object 
  • Configure the system to only execute the intended and necessary processes during 
the execution of the election software.  Election software process are halted until the 
termination of any critical system process, such as system audit. 


Post-vote: 
System Audit 


The system audit provides a central count time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record.  
 
DRE: barcodes printed on AVPM. 


Expected Results are observed Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another test case. 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
• Any failure against the requirements of the EAC guidelines will mean the failure of the 
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Method Detail Test Method 


system. and shall be reported as such.   
• Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
• The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
• If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
• Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
these issues.  Open items will be identified in the report.  
 
DRE: barcodes printed on AVPM. 


 
 


7.4.1.2 General Election 02 
 


Date Test Result Issues Opened Issues Closed Notes 


4/21/2009 
to 
5/8/2009 


Reject #73, #75, #78, 
#79, #100 


#75, #78, #79, 
#100 


Discrepancy #73 resolution testing was 
conducted in the Regression Test suite (GEN02-
R). 
 


 


Method Detail Test Method 


Test Case Name GEN02 


Scope - identifies the type of test A repeatability general election system level test incorporating validations of the VSS 
2002 required functionality.  Testing includes validation of measurable performance 
including accuracy, processing rate, and ballot format handling capability of the 
ASSURE 1.2 voting system configured with: 
   • AccuVote TSX polling place DRE (AVPM) 
   • AccuVote OS Central Count (CC) central count based paper ballot reader 
   • Validation of the AccuFeed Model A used in conjunction with the AccuVote OS-CC 
voting device 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader with AVOS 
ballot box 
   • AccuVote OSX paper ballot reader 
   • AutoMARK precinct based paper ballot marking device 
   • PhotoScribe PS900 iM2 central count based paper ballot reader 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TSX DRE, AccuVote OS Central 
Count and AccuVote OSX Precinct Count paper ballot readers, AutoMARK paper 
ballot marker and PhotoScribe PS900 iM2 (or PhotoScribe PS960)central count paper 
ballot reader including the identified voting variations.   


Test Variables:  General Election: 
Election Day voting 
Double Sided Ballot 
Straight Party (column oriented) 
   • Cross-party Endorsement 
   • Party Graphics 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Vote for 1 
Vote for N of M 
Slate/Group Voting 
Proposition/Question 
Recall B (options follow :Yes") 
Tally Settings 
   • TS: Non-PA Straight Party 
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Method Detail Test Method 


   • OS: Exclusive, non-Mandatory 
Manuals Testing (documents listed below are current in-house versions and testing 
will be conducted on the most recent delivered TDP): 


GEMS (for Straight Party rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
AccuVote OS-CC Manuals: 
   •  AccuVote OS Central Count 2.0.13 User’s Guide v3.0 
   •  FEC 2002 AccuVote OS Technical Data Package Appendix J: Ballot Processing 
v2.1 
AccuFeed Manuals: 
   • AccuFeed Hardware Guide v5.0 
AutoMARK (AIMS) Manuals: 
   •  AIMS PREM Sect05 Election Officials Guide AQS-13-5001-208-R 
   •  AIMS PREM Sect05 System Operations Procedures AQS-13-5011-200-R 
Premier Central Scan Manuals: 
   •  Premier Central Scan 2.2.1 User’s Guide v1.0 
   •  DRS PhotoScribe PS900 iM2/PS960 Hardware Guide v6.0 
ABasic: 
   •  Abasic 2.2.4 Reports Guide v3.0 
Assure Security Manager 
   •  ASSURE Security Manager User's Guide 1.2.2 or later Revision 2.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 
 
Votes shall be cast and/or read or marked on the: 
AccuVote TSX DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
AccuVote OS-CC central count based optical scanner 


 • TCP port HW (on GEMS server) for transferring data to the Memory Card 
 • AccuFeed ballot feeder 
AccuVote OS-PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & election results transfer 
 • AVOSX ballot bin for ballot sorting 
PhotoScribe PS900 iM2 
AutoMARK ballot marking device. 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2 (Same as GEN01) 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 (Same as GEN01) 


Hardware, Software voting system 
configuration and test location 


EMS: Same as GEN01 
DRE: AccuVote TSX 


  FW: Same as GEN01 
  HW: AccuVote TSX Model C DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model D Low Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OS-CC 


  FW: AccuVote OS-CC (2.0) 
  HW: AccuVote OS-CC Model C Low Profile optical scanner 
     • AccuFeed Model A 
Paper: AccuVote OSX 
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  FW: Same as GEN01 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
Paper: PhotoScribe PS900 iM2 


     • SW: Premier Central Scan (PCS 2.2) 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Key Card Tool SW for Admin/Supervisor Smartcard creation 
Other manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use a Supervisory level access user and password for PCS 
  • Use Supervisory level access cards for AccuVote TSX/OSX 
  • Use a Supervisory level access password for AccuVote OS-PC 
  • Use a Supervisory level access password for AutoMARK 
 
Test Method Validation: Technical review conducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as GEN01 


Documentation of Test Data  &  Test 
Results 


Same as GEN01 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as GEN01 


Pre-vote: 
Ballot Preparation Security 


Same as GEN01 


Readiness Testing and Poll 
Verification 


Same as GEN01 


Pre- vote: Opening the Polls 
Verification 


Same as GEN01 


Voting: Ballot Activation and Casting 
Verifications 


Same as GEN01 (with no Early/Provisional voting) 
  • Make one selection to vote for all candidates of one party in a general election 
  • Verifies one candidate can be endorsed by multiple parties 
  • Cross endorsed candidates in an N of M contest can only receive a single vote 
  • When the voter selects a Yes response to the recall proposal, that voter will be 
allowed to cast a vote for a candidate in the recall linked office. An under/overvote will 
not allow a vote in the second contest to be counted. 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as GEN01 


Post-vote: Closing the Polls Same as GEN01 


Post-vote: Central Count Same as GEN01 


Post-vote: 
Security 


The central count: 
  • Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality and accountability 
  • Functions are only executable in the intended manner, order and under the intended 
conditions 
  • Prevented execution of functions if preconditions were not met 
  • Implemented restrictions on controlled functions 
  • Provided documentation of mandatory administrative procedures. 
  • Data on the Memory Cards are encrypted. 
  • Memory Card can only be consolidated once 
  • Error messages are displayed when trying to consolidating incorrect Memory Cards 
on the PCS. 
  • Memory Cards need to be closed prior to being consolidated. 
  • Interruption of power during consolidation requires consolidation of pervious 
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memory devices. 
  • Audit logs reflect all activities during post vote 
 
COTS systems: Same as GEN01 


Post-vote: 
System Audit 


Same as GEN01 except: 
  • applied to PCS 
  • applied to AutoMARK 


Expected Results are observed Same as GEN01 


Record observations and all 
input/outputs for each election; 


Same as GEN01 


 


7.4.1.3 General Election 03 
Date Test Result Issues Opened Issues Closed Notes 


5/12/2009 
to 
5/18/2009 


Reject #71, #82, #83, 
#84, #85, #98, 
#131, #132 


#71, #82, #84, 
#98, #132 


Discrepancy #85 resolution testing was 
conducted in the Regression Test suite (GEMS-
R85). 
 
Discrepancy #131 has been changed to 
informational. 


 


Method Detail Test Method 


Test Case Name GEN03 


Scope - identifies the type of test A general election system level test incorporating validations of the VSS 2002 required 
functionality.  Testing includes validation of measurable performance including 
accuracy, processing rate, and ballot format handling capability of the ASSURE 1.2 
voting system configured with: 
   • AccuVote TSX polling place DRE (AVPM) 
   • AccuVote TSX polling place DRE (non-AVPM) 
   • AccuVote TS-R6 polling place DRE 
   • Validation of the ExpressPoll 4000 used for Voter Card activation in conjunction 
with the AccuVote TS/TSX voting devices 
   • Validation of the ExpressPoll 5000 used for Voter Card activation in conjunction 
with the AccuVote TS/TSX voting devices 
    • AutoMARK precinct based paper ballot marking device 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TS/TSX DRE's, AccuVote OS/OSX 
Precinct Count paper ballot readers, AutoMARK paper ballot marker and ExpressPoll 
CardWriter including the identified voting variations.   


Test Variables:  General Election: 
Election Day voting 
Single Precinct 
Vote 1 of N 
Vote N of M 
Slate & Group Voting 
Proposition/Question 
Multi-lingual Display: English, Spanish, Chinese (Mandarin) 
Multi-lingual Audio: English, Spanish, Chinese (Mandarin) 
   • import 
   • direct record 
Accessibility (Sip/Puff and/or Paddles) 
Ballot Text Report 
   • Export Rich Text 
   • Import Rich Text 
Manuals Testing: 
ExpressPoll 4000 Manuals: 
   •  ExpressPoll 4000 EZRoster Pollworker's Guide v2.0 
   •  ExpressPoll 4000 EZRoster User's Guide v3.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
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Method Detail Test Method 


Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 


 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
 • Accessibility: UAID Model A, VIBS, Headphones 
AccuVote TS-R6 DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
 • Accessibility: UAID Model A, VIBS, Headphones 
AutoMARK ballot marking device 


     • Accessibility: UAID Model A, VIBS, Headphones 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.7.2. thru 2.2.10, 2.3 thru 2.5.3.2 
HAVA a thru c2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.5 thru 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: Same as GEN01 
DRE: AccuVote TSX 


  FW: BallotStation 4.7 
  HW: AccuVote TSX Model B DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • Non-AVPM base 
     • Accessibility: UAID Model A, VIBS, Headphones 
DRE: AccuVote TSX 


  FW: BallotStation 4.7 
  HW: AccuVote TSX Model D DRE (used for visual only) 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base 
DRE: AccuVote TS-R6 


  FW: BallotStation 4.7 
  HW: AccuVote TS Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • Accessibility: UAID Model A, VIBS, Headphones 
DRE: AutoMARK 


  HW: AutoMARK Model A200 ballot marker 
  HW: AutoMARK Model A300 ballot marker 
     • Accessibility: UAID Model A, VIBS, Headphones 
  SW: AIMS 1.3 
 
Other:  
ExpressPoll 5000 


 FW: CardWriter 1.1 
ExpressPoll 4000 


 FW: CardWriter 1.1 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use Supervisory level access cards for AccuVote TS/TSX and AccuVote OSX 
     • Accessibility: UAID Model A, VIBS, Headphones configuration for AccuVote 
TS/TSX 
  • Use a Supervisory level access password for AutoMARK 
  • Use Supervisory level access cards for ExpressPoll 4000 and ExpressPoll 5000. 
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Method Detail Test Method 


Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as GEN01 


Documentation of Test Data  &  Test 
Results 


Same as GEN01 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as GEN01 


Pre-vote: 
Ballot Preparation Security 


Same as GEN01 


Readiness Testing and Poll 
Verification 


Same as GEN01 with: 
  • Confirmation testing of multi-lingual ballot availability for display and audio 
  • Confirmation testing of Voting Accessibility 
     • UAID switching input device 
     • VIBS input device 
     • COTS headphones 


Pre- vote: Opening the Polls 
Verification 


Same as GEN01 


Voting: Ballot Activation and Casting 
Verifications 


Same as GEN01 (with no Early/Provisional voting) 
  • Multi-lingual audio files and audio ballot using accessibility: 
     • UAID switching input device 
     • VIBS input device 
     • COTS headphones 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as GEN01 
  • Errors requiring intervention by the voter or poll worker are clearly multi-lingual 
audible issues & multi-lingual action instructions in easily understood audible or with 
visual/audible indicators 


Post-vote: Closing the Polls Same as GEN01: 
  • one TSX with no AVPM 


Post-vote: Central Count Same as GEN01 


Post-vote: 
Security 


Same as GEN02 


Post-vote: 
System Audit 


Same as GEN01 except: 
  • applied to PCS 
  • applied to AutoMARK 
  • applied to AccuVote TS-R6 
  • applied to ExpressPoll 5000 
  • applied to ExpressPoll 4000 


Expected Results are observed Same as GEN01 


Record observations and all 
input/outputs for each election; 


Same as GEN01 except: 
  • one TSX with no AVPM 


 


7.4.1.4 General Election 04a 
 


Date Test Result Issues Opened Issues Closed Notes 


5/20/2009 
to 
6/18/2009 


Reject #87, #117, #121, 
#122 


#87, #117, #122 Discrepancy  #121 resolution testing was 
conducted in the Regression Test suite (GEN02-
R).   


 


Method Detail Test Method 


Test Case Name GEN04a 


Scope - identifies the type of test A repeatability general election system level test incorporating validations of the VSS 
2002 required functionality.  Testing includes validation of measurable performance 
including accuracy, processing rate, and ballot format handling capability of the 
ASSURE 1.2 voting system configured with: 
   • AccuVote TS-R6 polling place DRE  
   • AccuVote OS Precinct Count (PC) precinct count based paper ballot reader 
   • AccuVote OS Central Count (CC) central count based paper ballot reader 
   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot box 
   • AutoMARK precinct based paper ballot marking device 
   • PhotoScribe PS900 iM2 central count based paper ballot reader 
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Method Detail Test Method 


Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TSX DRE with attached AccuView 
Printer Module (AVPM), AccuVote OS Precinct Count,  AccuVote OS Central Count, 
AccuVote OSX paper ballot readers, AutoMARK paper ballot marker and PhotoScribe 
PS900 iM2 (or PhotoScribe PS960) including the identified voting variations.   


Test Variables:  General Election: 
Election Day voting 
Multiple Districts (not all rotate) 
Single Split Precinct 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Vote for 1 
Vote for N of M 
District rotation - set during District creation 
Early Voting 
Provisional Voting 
Race Rotations - set in Race Options: 
GEN04a: by precinct  


 
GEN04b: District 


 
Manuals Testing (documents listed below are current in-house versions and testing 


will be conducted on the most recent delivered TDP): 
GEMS (for Rotation rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TS-R6 (Early Voting) DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
AccuVote OS-CC central count based optical scanner 


 • TCP port HW (on GEMS server) for transferring data to the Memory Card 
 • AccuFeed ballot feeder 
AccuVote OS-PC precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & election results transfer 
PhotoScribe PS900 iM2 


Votes shall be marked on the AutoMARK marking device. 
AutoMARK ballot marking device. 


VSS 2002 vol. 1 Same as GEN01 


VSS 2002 vol. 2 Same as GEN01 


Hardware, Software voting system 
configuration and test location 


EMS: Same as GEN01 
DRE: AccuVote TSX 


  FW: Same as GEN01 
  HW: AccuVote TSX Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base w/printer (Model A) 
Paper: AccuVote OS-CC 


  FW: AccuVote OS-CC (2.0) 
  HW: AccuVote OS-CC Model D Low Profile optical scanner 
Paper: AccuVote OS-PC 
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  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model C Low Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 


  FW: Same as GEN01 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: PhotoScribe PS900 iM2 Same as GEN01 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use a Supervisory level access user and password for PCS 
  • Use Supervisory level access cards for AccuVote TSX/OSX/OS-CC 
  • Use a Supervisory level access password for AccuVote OS 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as GEN01 


Documentation of Test Data  &  Test 
Results 


Same as GEN01 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as GEN01 


Pre-vote: 
Ballot Preparation Security 


Same as GEN01 


Readiness Testing and Poll 
Verification 


Same as GEN01 


Pre- vote: Opening the Polls 
Verification 


Same as GEN01 


Voting: Ballot Activation and Casting 
Verifications 


Same as GEN01 (with no Early/Provisional voting) 
  • Districts rotated as set 
  • Ballots rotated as set 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as GEN01 


Post-vote: Closing the Polls Same as GEN01: 
  • no barcodes 


Post-vote: Central Count Same as GEN01 


Post-vote: 
Security 


Same as GEN02 


Post-vote: 
System Audit 


Same as GEN01 except: 
  • applied to PCS 


Expected Results are observed Same as GEN01 


Record observations and all 
input/outputs for each election; 


Same as GEN01 except: 
  • no barcodes 


 
 


7.4.1.5 General Election 04b 
Date Test Result Issues Opened Issues Closed Notes 


4/18/2009 
to 


Accept #111, #114 #111, #114 The two discrepancies were documentation 
defects that were closed by delivery and review 
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5/27/2009 of updated documentation. 


 


Method Detail Test Method 


Test Case Name GEN04b 


Scope - identifies the type of test A repeatability general election system level test incorporating validations of the VSS 
2002 required functionality.  Testing includes validation of measurable performance 
including accuracy, processing rate, and ballot format handling capability of the 
ASSURE 1.2 voting system configured with: 
   • AccuVote TS-R6 polling place DRE  
   • AccuVote OS Precinct Count (PC) precinct count based paper ballot reader 
   • AccuVote OS Central Count (CC) central count based paper ballot reader 
   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot box 
   • AutoMARK precinct based paper ballot marking device 
   • PhotoScribe PS900 iM2 central count based paper ballot reader 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TSX DRE with attached AccuView 
Printer Module (AVPM), AccuVote OS Precinct Count,  AccuVote OS Central Count, 
AccuVote OSX paper ballot readers, AutoMARK paper ballot marker and PhotoScribe 
PS900 iM2 (or PhotoScribe PS960) including the identified voting variations.   


Test Variables:  General Election: 
Election Day voting 
Multiple Districts (not all rotate) 
Single Split Precinct 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Vote for 1 
Vote for N of M 
District rotation - set during District creation 
Early Voting 
Provisional Voting 
Race Rotations - set in Race Options: 
GEN04a: by precinct  


 
GEN04b: District 


 
Manuals Testing (documents listed below are current in-house versions and testing 


will be conducted on the most recent delivered TDP): 
GEMS (for Rotation rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 


 
Votes shall be cast and/or read on the: 
AccuVote TS-R6 (Early Voting) DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
AccuVote OS-CC central count based optical scanner 


 • TCP port HW (on GEMS server) for transferring data to the Memory Card 
 • AccuFeed ballot feeder 
AccuVote OS-PC precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & election results transfer 
PhotoScribe PS900 iM2 


Votes shall be marked on the AutoMARK marking device. 
AutoMARK ballot marking device. 
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VSS 2002 vol. 1 Same as GEN01 


VSS 2002 vol. 2 Same as GEN01 


Hardware, Software voting system 
configuration and test location 


EMS: Same as GEN01 
DRE: AccuVote TSX 


  FW: Same as GEN01 
  HW: AccuVote TSX Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base w/printer (Model A) 
Paper: AccuVote OS-CC 


  FW: AccuVote OS-CC (2.0) 
  HW: AccuVote OS-CC Model D Low Profile optical scanner 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model C Low Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 


  FW: Same as GEN01 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: PhotoScribe PS900 iM2 Same as GEN01 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use a Supervisory level access user and password for PCS 
  • Use Supervisory level access cards for AccuVote TSX/OSX/OS-CC 
  • Use a Supervisory level access password for AccuVote OS 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as GEN01 


Documentation of Test Data  &  Test 
Results 


Same as GEN01 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as GEN01 


Pre-vote: 
Ballot Preparation Security 


Same as GEN01 


Readiness Testing and Poll 
Verification 


Same as GEN01 


Pre- vote: Opening the Polls 
Verification 


Same as GEN01 


Voting: Ballot Activation and Casting 
Verifications 


Same as GEN01 (with no Early/Provisional voting) 
  • Districts rotated as set 
  • Ballots rotated as set 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as GEN01 


Post-vote: Closing the Polls Same as GEN01: 
  • no barcodes 


Post-vote: Central Count Same as GEN01 


Post-vote: Same as GEN02 
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Security 


Post-vote: 
System Audit 


Same as GEN01 except: 
  • applied to PCS 


Expected Results are observed Same as GEN01 


Record observations and all 
input/outputs for each election; 


Same as GEN01 except: 
  • no barcodes 


 
 


7.4.1.6 Primary Election 01 
 


Date Test Result Issues Opened Issues Closed Notes 


4/14/2009 
to 
5/18/2009 


Accept None None  


 


Method Detail Test Method 


Test Case Name PRI01 - Open Primary (Selective) 


Scope - identifies the type of test An open primary election (Selective Primary) system level test incorporating 


validations of the VSS 2002 required functionality.  Testing includes validation of 
measurable performance including accuracy, processing rate, and ballot format 
handling capability of the ASSURE 1.2 voting system configured with: 
   • AccuVote TSX polling place DRE. 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader with AVOS 
ballot box. 
   • AccuVote OS Central Count (CC) based paper ballot reader. 


   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot box. 
   • AutoMARK precinct based paper ballot marking device 
   • PhotoScribe PS960 central count based paper ballot reader 
   • Validation of the ExpressPoll 4000 used for Voter Card activation in conjunction 


with the AccuVote TSX voting device. 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TSX DRE, AccuVote OS-CC/PC, 


AccuVote OSX paper ballot readers and AutoMARK ballot marking device including 
the identified voting variations.   


Test Variables:  Primary Election: 
2 Page Ballot 
Open Primary: 
   • Open primary with private declaration (Selective Primary) 
   • Party selection is first choice (preference, non-mandatory) 
   • list nominees, not delegates 
Single Precinct 
Vote 1 of N 
Vote N of M 
Proposition/Question 
Absentee 
 
Manuals Testing (documents listed below are current in-house versions and testing 


will be conducted on the most recent delivered TDP): 
GEMS (for private selection Open Primary): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
ExpressPoll 4000 Manuals: 
   •  ExpressPoll 4000 EZRoster Pollworker's Guide v2.0 
   •  ExpressPoll 4000 EZRoster User's Guide v3.0 
Premier Central Scan Manuals: 
   •  Premier Central Scan 2.2.1 User’s Guide v1.0 
   •  DRS PhotoScribe PS900 iM2/PS960 Hardware Guide v6.0 


A description of the voting system type Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
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and the operational environment The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
 • Key Card Tool HW for ballot activation and Smartcards for ballot activation/transfer 
AccuVote OS-PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OS-CC central count based optical scanner 
 • TCP port HW (on GEMS server) for transferring data to the Memory Card 
 • AccuFeed ballot feeder 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer  
 • AVOSX ballot bin for ballot sorting 
PhotoScribe PS960 
AutoMARK ballot marking device. 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 


Hardware, Software voting system 
configuration and test location 


EMS: ASSURE 1.2 


  SW: GEMS 1.21 
  OS: GEMS 1.21 Windows XP Pro SP2 (COTS) 
  HW: COTS Windows PC Server/Workstation 
DRE: AccuVote TSX 


  FW: BallotStation 4.7 
  HW: AccuVote TS Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model B High Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OS-CC 


  FW: AccuVote OS-CC (2.0) 
  HW: AccuVote OS-CC Model B High Profile optical scanner 
     • AccuFeed Model A 
Paper: AccuVote OSX 


  FW: AccuVote OSX (1.2) 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: PhotoScribe 960 


     • SW: Premier Central Scan (PCS 2.2) 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other 


  HW: Voter Card Encoder 
  ExpressPoll 5000 (FW: CardWriter 1.1) 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use a Supervisory level access user and password for PCS 
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  • Use Supervisory level access cards for AccuVote TS/OSX/OS-CC 
  • Use a Supervisory level access password for AccuVote OS 
  • Use a Supervisory level access password for AutoMARK 
  • Use Supervisory level access cards for ExpressPoll 4000 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Check the voting system to : 
  • Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
  • Validate installation of a witnessed build 
Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 


Documentation of Test Data  &  Test 
Results 


Test Data: 
  • Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
  • Preserve all tabs for each instance the test is run. 
Test Results:  
  • Enter Accept/Reject on the Test Steps 
  • In Comments enter any deviations, discrepancies, or notable observations 
  • Log discrepancies on the Discrepancy Report and insert the number in the 
Comments 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Ballot Prep: 
  • An election database can be accurately/securely defined & formatted. 
  • A ballot (candidates & propositions) can be accurately/securely defined & 
generated. 
  • Election media can be accurately/securely programmed & installed  
  • The user manuals are sufficiently detailed for preparation of a General Election 
ballot as per "d. Test Variables" 


Pre-vote: 
Ballot Preparation Security 


Ballot Prep: 
  • Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality & accountability 
  • Functions are only executable in the intended manner, order & under intended 
conditions 
  • Prevents execution of functions if preconditions weren't met 
  • Implemented restrictions on controlled functions 
  • Documentation of mandatory administrative procedures. 
COTS:  
  • Authentication is configured on the local terminal & external connection devices, 
  • Operating systems are enabled for all session & connection openings, & closings, 
all process executions & terminations & for the alteration or detection of any memory 
or file object 
  • Configure the system to only execute intended & needed processes during the 
execution election software.  Processes are halted until termination of critical system 
processes (such as audit). 


Readiness Testing and Poll 
Verification 


Voting system is ready for the election:  
  • Status & data reports are generated 
  • The election is correctly installed 
  • The voting system functions correctly 
  • Test data is segregated from voting data, with no residual effect 
The polling place voting system functions properly including a formal record of: 
  • Election, polling place, voting system & ballot format identification 
  • Zero count report 
  • A list of all ballot fields  
  • Other information to confirm readiness & accommodate administrative reporting 
requirements 
Test confirmation that there are: 
  • No hardware/software failures  
  • The device is ready to be activated to accept votes 


Pre- vote: Opening the Polls 
Verification 


Precinct Count: 
  • The system is disabled until the internal test is successfully completed. 
Paper based: 
  • Means to verify ballot marking devices are properly prepared & ready for use 
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  • Activating & verifying the ballot counting device is correctly activated & functioning 
  • Identification of any failures & corrective action 
  • Test acceptability of approved (135 g/m2 paper, marked with any standard pen or 
pencil) and non-approved writing devices (bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to colors) 
DRE 
  • Security seal, password, or data code recognition capability preventing inadvertent 
or unauthorized poll opening 
  • Means to enforce the proper sequence of steps to open the polls 
  • Means to verify correct activation 
  • Identification of any failures & corrective action 


Voting: Ballot Activation and Casting 
Verifications 


2 Page Ballot 
Protects secrecy of ballot/vote 
  • Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based: 
  • Allow  voter to identify & mark candidates 
  • Make one selection to vote for one party in a primary election 
  • Mark 135 g/m2 paper ballots with approved standard pen or pencil 
  • Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
  • Gives feedback & an opportunity to correct, before the ballot is counted 
(blank/under/overvotes) 
DRE: 
  • Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (blanks/undervotes) 
  • Alert overvotes; permit review & change before casting 
  • Alert undervotes; permit review & change before casting 
  • Alert blank voted office; permit review & change before casting 
  • Alert selection's complete; prompt confirmation as casting is irrevocable,  
  • Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
  • Prevent modification of vote & access until the polls close 
  • Increment the ballot counter 
Fleeing voters (cast, canceled): 
  • with selection(s) made 
  • blank ballot 
Absentee Voting 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


The system audit provides a time stamped, always available, report of 
normal/abnormal events that can't be turned off when the system is in operating mode.   
Status message are part of the real time audit record.  
  • Critical status messages requiring operator intervention shall use clear indicators or 
text 
Error messages are: 
  • Are generated, stored & reported as they occur 
  • Errors requiring intervention by the voter or poll worker clearly display issues & 
action instructions in easily understood text language or with indicators 
  • The text for any numeric codes is contained in the error or affixed to the inside of 
the voting system 
  • Incorrect responses will not lead to irreversible errors.  
  • Nested conditions are corrected in the sequence to restore the system to the state 
before the error occurred 


Post-vote: Closing the Polls Once the polls are closed the precinct count voting system 
  • Prevents further casting of ballots or reopening of the polls 
  • Internally tests and verifies that the closing procedures has been followed and the 
device status is normal 
  • Visibly displays the status 
  • Produces a test record that verifies the sequence of events and indicates the 
extraction of vote data is activated 


Post-vote: Central Count Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places, & optionally 
other sources (absentee)  Reports include: 
  • Geographic reports of votes; each contest by precinct & other jurisdictional levels 
  • Printed reports of ballots counted by tabulator, with votes, 
blank/undervotes/overvotes 
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Method Detail Test Method 


  • Report of system audit information printed or in electronic memory 
  • Report identifying overvotes 
  • Report identifying blank voted offices 
  • Prevent data from being altered or destroyed by report generation, transmission 
over telecommunication lines or extraction from portable media 
  • Permit extraction & consolidate votes from programmable memory services or data 
storage medium 
  • Consolidate the votes from multiple voting systems into a single polling place report 
DRE: 
  • Electronic ballot images of votes cast by each voter, extracted from a separate 
process & storage location, is reported in human readable form 
Paper Based:  
  • Test acceptability of approved (135 g/m2 paper ballots with approved standard pen 
or pencil) and non-approved writing devices (bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to colors) 


Post-vote: 
Security 


The central count: 
  • Security access controls limit or detect access to critical systems and the loss of 
system integrity, availability, confidentiality and accountability 
  • Functions are only executable in the intended manner, order and under the intended 
conditions 
  • Prevented execution of functions if preconditions were not met 
  • Implemented restrictions on controlled functions 
  • Provided documentation of mandatory administrative procedures. 
  • Data on the Memory Cards are encrypted. 
  • Memory Card can only be consolidated once 
  • Interruption of power during consolidation requires consolidation of pervious 
memory devices. 
  • Audit logs reflect all activities during post vote 
 
COTS systems: 
  • Authentication is configured on the local terminal and external connection devices, 
  • Operating systems are enabled for all session and connection openings, and 
closings, all process executions and terminations and for the alteration or detection of 
any memory or file object 
  • Configure the system to only execute the intended and necessary processes during 
the execution of the election software.  Election software process are halted until the 
termination of any critical system process, such as system audit. 


Post-vote: 
System Audit 


The system audit provides a central count time stamped, always available, report of 
normal and abnormal events that cannot be turned off when the system is in operating 
mode.  Status message are part of the real time audit record. 


Expected Results are observed Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another TC. 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
• Any failure against the requirements of the EAC guidelines will mean the failure of the 
system. and shall be reported as such.   
• Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
• The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
• If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
• Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
these issues.  Open items will be identified in the report. 
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7.4.1.7 Primary Election 02 
 


Date Test Result Issues Opened Issues Closed Notes 


4/9/2009 
to 
5/5/2009 


Accept None None  


 


Method Detail Test Method 


Test Case Name PRI02 - Closed Primary 


Scope - identifies the type of test A closed primary election system level test incorporating validations of the VSS 2002 


required functionality.  Testing includes validation of measurable performance 
including accuracy, processing rate, and ballot format handling capability of the 
ASSURE 1.2 voting system configured with: 
   • AccuVote TS-R6 polling place DRE. 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader with AVOS 
ballot box. 
   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot box. 
   • AutoMARK precinct based paper ballot marking device 
 
Functional aspects include error recovery, security, and usability of the hardware, 
software and procedures (manuals)  in the pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports Module. 


Test Objective Validation of the ability to accurately and securely create, install, vote, count and report 
the results of a general election on the AccuVote TS-R6 DRE, AccuVote OS-PC, 
AccuVote OSX paper ballot readers and AutoMARK ballot marking device including 
the identified voting variations.   


Test Variables:  Primary Election: 
Closed Primary: 
  * Same as open primary with public declaration 
  * list delegates with nominees 
Split Precincts: 
  * 5 districts 
  * 7 precincts 
Vote 1 of N 
Vote N of M 
Write-In (registered) 
Recall D- options follow either Yes or No 
 
Manuals Testing (documents listed below are current in-house versions and testing 


will be conducted on the most recent delivered TDP): 
GEMS (for Closed Primary rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
VCProgrammer: 
   • VCProgrammer 4.7.2 User’s Guide v1.0 


A description of the voting system type 
and the operational environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include:  
The GEMS 1.21 SW ballot preparation & central count SW installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions required" for specific HW, SW, FW revisions/versions 


 
Votes shall be cast and/or read on the: 
AccuVote TS-R6 DRE running BallotStation 4.7 FW 


 • Ballot & election results archive (internal copy) memory (CF) 
 • Ballot & election results transfer Memory Card (PCMCIA) 
 • Key Card Tool HW for ballot activation and Smartcards for ballot activation/transfer 
AccuVote OS-PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (SDRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & election results transfer  
 • AVOSX ballot bin for ballot sorting 
AutoMARK ballot marking device. 
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Method Detail Test Method 


VSS 2002 vol. 1 Same as PRI01 


VSS 2002 vol. 2 Same as PRI01 


Hardware, Software voting system 
configuration and test location 


EMS: Same as PRI01 
DRE: AccuVote TS-R6 


  FW: BallotStation 4.7 
  HW: AccuVote TS Model B DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96) 
  HW: AccuVote OS-PC Model A Low Profile optical scanner 
     • Memory Card (SDRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 


  FW: Same as PRI01 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites and preparation for 
execution of the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use Supervisory level access cards for AccuVote TS/OSX 
  • Use a Supervisory level access password for AccuVote OS 
  • Use a Supervisory level access password for AutoMARK 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as PRI01 


Documentation of Test Data  &  Test 
Results 


Same as PRI01 


Pre-vote: 
Ballot Preparation procedures 
verifications 


Same as PRI01 


Pre-vote: 
Ballot Preparation Security 


Same as PRI01 


Readiness Testing and Poll 
Verification 


Same as PRI01 


Pre- vote: Opening the Polls 
Verification 


Same as PRI01 


Voting: Ballot Activation and Casting 
Verifications 


Protects secrecy of ballot/vote 
  • Records selection/non-selection for each contest 
  • When the voter selects a Yes or No response to the recall proposal, that voter will 
be allowed to cast a vote for a candidate in the recall linked office. An under/overvote 
will not allow a vote in the second contest to be counted.                                                                                                                                                                                                                                                 
Paper-based: 
  • Allow  voter to identify & mark candidates 
  • Mark 135 g/m2 paper ballots with approved standard pen or pencil 
  • Allow  placement of voted ballots into a precinct ballot counter or secure receptacle 
  • Gives feedback & an opportunity to correct, before the ballot is counted 
(blank/under/overvotes) 
DRE: 
  • Voter can make selections based on ballot programming & indicate selection, 
cancellation, & non-selection (blanks/undervotes) 
  • Alert overvotes; permit review & change before casting 
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Method Detail Test Method 


  • Alert undervotes; permit review & change before casting 
  • Alert blank voted office; permit review & change before casting 
  • Alert selection's complete; prompt confirmation as casting is irrevocable,  
  • Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
  • Prevent modification of vote & access until the polls close 
  • Increment the ballot counter 
Fleeing voters (cast, canceled): 
  • with selection(s) made 
  • blank ballot 
Allows to vote for Registered Write-ins 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Same as PRI01 


Post-vote: Closing the Polls Same as PRI01 


Post-vote: Central Count Same as PRI01 


Post-vote: 
Security 


Same as PRI01: 
  • No PCS 


Post-vote: 
System Audit 


Same as PRI01 


Expected Results are observed Same as PRI01 


Record observations and all 
input/outputs for each election; 


Same as PRI01 


 
 


7.4.1.8 Regression System Level Test Results  
Detail for the Regression Test Cases is found in the Test Methods in the following sections.  All Testing was 
conducted on the system configurations identified in Section 3.  Only functional issues are identified.  While 
documentation discrepancies may be encountered in testing they do not result in the rejection of a functional test. 
Specific software and firmware builds for each test execution are recorded in the PCA Configuration as identified in 
the individual test case document.  All issues are documented in Appendix E- Discrepancy Report 
 
At test completion, 2 full end-to-end functional  test cases (GEN02-R and GEN02-R_v.1)  and 6 system level test 
cases (GEMS-R85, AVOS-PC-R94, VOL1Regression, VOL01b Regression, VOL02b Regression) were executed. 
 
In addition, the additional functionality of the AutoMARK AutoCAST (Rear Eject enabled), which was not originally 
listed with the Premier Application to the EAC, was tested.  At the conclusion of the regression testing, all functional 
defect were resolved. 
 


Date Test Result Issues Opened Issues Closed Notes 


06/30/2009 Accept None #107, #108, #128 VOL1 Regression Test 


06/30/2009 Accept None #129 VOL1b Regression Test 


06/28/2009 
to 
06/30/2009 


Accept None #86 VOL2b Regression Test 


06/25/2009 
to 
06/30/2009 


Accept #141, #142, #143 #73, #78, #91, #95, 
#98, #101, #102, #121 


GEN02-R Regression Test 
Random Results Uploads, iBeta Certificate, 
AVOSX reject dialog display were also tested. 
#141, #142, #143 resolution conducted in 
GEN02-R_v.1 Regression Test. 


07/01/2009 Accept None #85 GEMS-R85 Regression Test 


07/06/2009 Accept None None VAT-RearEject Regression Test 


07/06/2009 Accept None #94 AVOS-PC-R94 Regression Test 


07/21/2009 Accept #146 #141,#142,#143,#145, 
#146 


GEN02-R_v.1 Regression Test: Testing was 
re-initiated with upgraded Trusted Builds and 
all steps were accepted. 


 
 


Method Detail GEN02 Regression  Test Method Discrepancy 85 Test Method Discrepancy 94 Test Method 


Test Case Name GEN02-R GEMS-R85 AVOS-PC-R94 


Scope - identifies An end-to-end regression general General election system level A Functional test case designed to 
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Method Detail GEN02 Regression  Test Method Discrepancy 85 Test Method Discrepancy 94 Test Method 


the type of test election system level regress test 
addressing discrepancies 73, 78, 
91, 95, 98, 101, 102 and 121: 
GEMS 1.21.4: 73, 78 
ASM: Load of the iBeta certificate 
file (ibeta.p12) given by premier. 
PCS 2.2.3: 
AVInstaller 1.0.2: 91 
AVOS-CC 2.0.14: 95 
AIMS 1.3.571: 98, 101, 102 
VCProgrammer 4.7.5: 121 
Key Card Tool 4.7.5: Audit Log 
AVOSX 1.2.4: Maintain reject dialog 
on OSX screen even if the rejected 
ballot is removed. 
of the Assure 1.2 voting system 
configured with: 
 • AccuVote OS Precinct Count, 
Model D, Low Profile with AVOS 
ballot box 
 • AccuVote OS Central Count, 
Model C, Low Profile 
 • AccuVote OSX, Model A 
 • AccuVote TSX, Model C with 
AVPM 
 • DRS Photoscribe PS900 iM2 
 • AutoMARK A300 
Functional aspects include error 
recovery, security, and usability of 
the hardware, software and 
procedures (manuals)  in the pre-
vote, voting, and post-voting 
operations of a voting system, 
logging and the Reports Module.  


regress test addressing the GEMS 
1.21.4 as per discrepancy 85. 
 
This test case will test only the 
@district and @precinct macro 
functionality of the Assure 1.2 
voting system (GEMS) configured 
with: 
 • GEMS 1.21.4 XP Server 
 • Test Case election data: macro-
ibeta 
 
Functional aspects include error 
recovery, usability of the hardware, 
software and procedures 
(manuals) in the pre-vote 
operations of a voting system. 


regression test the AccurVote-OS 
Precinct Count device as per 
discrepancy 94. 
 
This test case will test only device 
audit log events during Supervisor 
Mode login and configured with: 
 • GEMS 1.21.4 XP Server 
 • Test Case election data: simple 
 • AccuVote OS-PC Model D Rev 
8 
 
Functional aspects include error 
recovery, usability of the hardware, 
software and procedures 
(manuals) in the pre-vote, vote and 
post-vote operations of the voting 
device. 


Test Objective Validation of the ability to accurately 
and securely create, install, vote, 
count and report the results of a 
general election on Assure 1.2 
polling place devices (paper & DRE) 
and Central Count scanning 
devices.  


Validation of the ability to 
accurately create a general 
election using Assure 1.2 GEMS 
software in regards to discrepancy 
85. 


Validation of the ability to 
accurately record audit log events 
for Supervisor login in regards to 
discrepancy 94. 


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


Same as GEN02 General Election 
Test Case except election ballot 
layout is column oriented instead of 
row oriented. 


Simple general election consisting 
of 2 districts (one district with 
same Label text as the Tag text) 
with 2 sub-districts each, 4 
precincts with 1 race and 2 
candidates per precinct. Use of 
card headers using the @district 
and @precinct macros are to be 
defined to test discrepancy 85. 


Simple general election consisting 
of 1 district, 1 precinct with 1 race 
and 2 candidates. Use of card as 
many as 4 AccuVote OS 
programmed memory cards with a 
unique password are to be 
defined. 


A description of 
the voting system 
type and the 
operational 
environment 
 
See "g" for 
SW- Software 
FW- Firmware 
HW- Hardware 


Testing of the Premier Election 
Solutions Assure 1.2 voting system 
shall include:  
The GEMS 1.21 SW ballot 
preparation & central count SW 
installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
 
Votes shall be cast and/or read on 
the: 


Testing of the Premier Election 
Solutions Assure 1.2 voting 
system shall include:  
The GEMS 1.21.4 SW ballot 
preparation installed on a 
Windows XP Professional SP3 
OS-PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 


Testing of the Premier Election 
Solutions Assure 1.2 voting 
system shall include:  
The GEMS 1.21.4 SW ballot 
preparation installed on a 
Windows XP Professional SP3 
OS-PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
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Method Detail GEN02 Regression  Test Method Discrepancy 85 Test Method Discrepancy 94 Test Method 


AccuVote TSX Model C DRE 


running BallotStation 4.7 FW 
 • Ballot & election results transfer 
via eithernet 
 • Ballot & election results transfer 
Memory Card (PCMCIA) 
 • VCProgrammer for ballot 
activation and Smartcards for ballot 
activation 
 • AVPM HW for software 
independent vote validation 
AccuVote OS-PC Precinct Count, 


Model D, Low Profile precinct based 
optical scanner 
 • Serial port HW (on GEMS server) 
for transferring data to the 
MemoryCard (SDRAM) 
AccuVote OS-CC Central Count, 


Model C, Low Profile central based 
optical scanner 
 • Serial port HW (on GEMS server) 
for transferring data to the Memory 
Card 
AccuVote OSX Model A precinct 


count optical scanner 
 • Ethernet network HW (on GEMS 
server) for transferring data to the 
Memory Card 
 • Memory Card (PCMCIA)for ballot 
& election results transfer 
DRS Photoscribe Model PS900 


iM2 central based optical scanner 
 • Ballot & election results transfer 
via eithernet 
AutoMARK A300 precinct based 


paper ballot marking device 


VSS 2002 vol. 1 Same as GEN02 V1: 2.3.4.1.d 
Verify that all hardware and 
software function correctly. 


V1:2.1.4.g 
 Record and report the date and 
time of normal and abnormal 
events; 


VSS 2002 vol. 2 Same as GEN02 not tested in this test case not tested in this test case 


Hardware, 
Software voting 
system 
configuration and 
test location 
 
See Volume I 
Section 3 for 
detail of HW, SW 
& FW 
 
Version 
information is 
listed in Tables 4, 
5 & 6 


EMS: Assure 1.2 


  SW: GEMS 1.21.4 
  OS: same as GEN02 
  HW: same as GEN02 
DRE: AccuVote TSX 


  FW: same as GEN02 
  HW: same as GEN02 
Paper: AccuVote OS-PC 


  FW: same as GEN02 
  HW: same as GEN02 
Paper: AccuVote OSX 


  FW: AccuVote OSX (1.2.4) 
  HW: same as GEN02 
Central Count Paper: AccuVote 
OS-CC 


  FW: AccuVote OSX (2.0.14) 
  HW: same as GEN02 
Central Count Paper: DRS 
Photoscribe 


  SW: PCS (2.2.3) 
  HW: same as GEN02 
AutoMARK 


EMS: Assure 1.2 


  SW: GEMS 1.21.4 
  OS: same as GEN02 
  HW: same as GEN02 
 
Other 


  SW: Ballot Printer tool (CutePDF, 
COTS) 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO 
(Lab 25) 


EMS: Assure 1.2 


  SW: GEMS 1.21.4 
  OS:  Windows XP Pro SP2 
  HW:  Dell Dimension 3100 Server 
 
Paper:   


AccuVote OS-PC Model D Rev 8 
(FW: 1.96.12) 
 
Other:   


Digi PortServer II 16 Port 
3Com Office Connect Dual Speed 
16 Port Hub 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO 
(Lab 25) 
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Method Detail GEN02 Regression  Test Method Discrepancy 85 Test Method Discrepancy 94 Test Method 


  FW: PVR (1.3.3460) (test load of 
PAVR 1.3.3460 on an A100) 
  HW: A300 
  SW: AIMS (1.3.571) 
Other 


  SW: VCProgrammer (4.7.5) 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO 
(Lab 25) 


Pre-requisites 
and preparation 
for execution of 
the test case.  


Same as GEN02 Same as GEN01 Same as GEN01 


Getting Started 
Checks 


Same as GEN02 Same as GEN01 Same as GEN01 


Documentation 
of Test Data  &  
Test Results 


Same as GEN02 Same as GEN01 Same as GEN01 


Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Same as GEN02 Same as GEN01 Utilize backup database of: 
simple.gbf. 


Pre-vote: 
Ballot 
Preparation 
Security 


Tested in GEN02 not tested in this test case not tested in this test case 


Readiness 
Testing and Poll 
Verification 


Same as GEN02 not tested in this test case not tested in this test case 


Pre- vote: 
Opening the 
Polls Verification 


Same as GEN02 not tested in this test case not tested in this test case 


Voting:  
Ballot Activation 
and Casting 
Verifications 


Same as GEN02 not tested in this test case not tested in this test case 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & 
Status Indicators 


Same as GEN02 not tested in this test case not tested in this test case 


Post-vote: 
Closing the Polls 


Same as GEN02 not tested in this test case not tested in this test case 


Post-vote: 
Central Count 


Same as GEN02 not tested in this test case not tested in this test case 


Post-vote: 
Security 


Tested in GEN02 not tested in this test case not tested in this test case 


Post-vote: 
System Audit 


Same as GEN02 not tested in this test case not tested in this test case 


Expected Results 
are observed 


Same as GEN02 Same as GEN01 Same as GEN01 


Record 
observations and 
all input/outputs 
for each election; 


Same as GEN02 in regards to 
regress of listed discrepancies for 
this test case. 


Same as GEN01 in regards to 
regress of discrepancy 85 for this 
test case. 


Same as GEN01 in regards to 
regress of discrepancy 94 for this 
test case. 


 
 


Method Detail Volume 1 Regression Test 
Method 


Volume 1b Regression Test 
Method 


Volume 2b Regression Test Method 
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Method Detail Volume 1 Regression Test 
Method 


Volume 1b Regression Test 
Method 


Volume 2b Regression Test Method 


Test Case Name VOL1 Regression VOL1B Regression VOL2B Regression 


Scope - identifies 
the type of test 


A Functional test case designed to 
regression test discrepancies 107, 
108, and 128 utilizing GEMS 1.21.4, 
ASM 1.2.3, and PCS 2.2.3. 


A Functional test case 
designed to regression test 
discrepancy 129 utilizing 
GEMS 1.21.4.  This test case 
will verify whether or not a PDF 
can be generated of all the 
voted ballots (200,000+). 


A Functional test case designed to 
regression test discrepancy 86 utilizing 
GEMS 1.21.4.  This test case will test 
the creation of the Statement of Votes 
Cast (SOVC) report listing all 
combined districts. 


Test Objective Validation of scanning 100 ballots 
(10 ballots per deck) on each of 
three DRS scanners.  Once 
scanned, each deck will be closed, 
committed, and tallied.  One unit will 
have an 11th deck scanned, totals 
rolled back and the deck deleted.  
Once completed, totals will be 
uploaded and the GEMS Election 
Summary Report and Statement of 
Votes Cast Reports will be printed. 


Validation of ballot image 
report generation. 


Validation of the SOVC report 


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


A small cross-section of Volume 1: 
 
10 decks per scanner, 10 ballots 
per deck, 3 scanners = 300 ballots 


A small cross-section of 
Volume 1 


A small cross-section of Volume 2b 


A description of 
the voting system 
type and the 
operational 
environment 
 
See "g" for 
SW- Software 
FW- Firmware 
HW- Hardware 


Testing of the Premier Election 
Solutions Assure 1.2 voting system 
shall include:  
 
The GEMS 1.21.4 SW ballot 
preparation & central count SW 
installed on a Windows XP 
Professional SP2 OS-PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
 
Votes shall be cast and/or read on 
the: 
 
DRS Photoscribe Model PS900 (2) 
and PS960 (1) central based optical 
scanner 


Testing of the Premier Election 
Solutions Assure 1.2 voting 
system shall include:  
 
Report generation of GEMS 
1.21.4 


Testing of the Premier Election 
Solutions Assure 1.2 voting system 
shall include:  
 
Report generation of GEMS 1.21.4 


VSS 2002 vol. 1 Tested in Volume 1 Tested in Volume 1 Tested in Volume 2b 


VSS 2002 vol. 2 Tested in Volume 1 Tested in Volume 1 Tested in Volume 2b 


Hardware, 
Software voting 
system 
configuration and 
test location 
 
See Volume I 
Section 3 for 
detail of HW, SW 
& FW 
 
Version 
information is 
listed in Tables 4, 
5 & 6 


EMS:  Assure 1.2 


 SW:  GEMS 1.21.4 
 OS:  Windows XP Pro SP2 
 HW:  Dell Dimension 3100 Server 
Paper:   


Premier Central Scan Model PS960 
Premier Central Scan PS900 iM2 
Premier Central Scan Model PS960 
FW 2.2.3 
Digi PortServer II 16 Port 
3Com Office Connect Dual Speed 
16 Port Hub 
Test Location: iBeta, Aurora, CO 
(Lab 21) 


EMS:  Assure 1.2 


 SW:  GEMS 1.21.4 
 OS:  Windows XP Pro SP2 
 HW:  Dell Dimension 3100 
Server 


EMS:  Assure 1.2 


 SW:  GEMS 1.21.4 
 OS:  Windows XP Pro SP2 
 HW:  Dell Dimension 3100 Server 
Paper:   


Premier Central Scan Model PS960 
Premier Central Scan PS900 iM2 
Premier Central Scan Model PS960 
FW 2.2.3 
Digi PortServer II 16 Port 
3Com Office Connect Dual Speed 16 
Port Hub 
Test Location: iBeta, Aurora, CO (Lab 
21) 


Pre-requisites 
and preparation 


Complete the prerequisites; 
• Verify the environment & 


Complete the prerequisites; 
• Verify the environment & 


Complete the prerequisites; 
• Verify the environment & installation 
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Method Detail Volume 1 Regression Test 
Method 


Volume 1b Regression Test 
Method 


Volume 2b Regression Test Method 


for execution of 
the test case.  


installation of the witnessed  build 
• Record the testers & date 
• The steps identified here will be 
implemented using the Test Data 
tab 
• Track progress of the steps on the 
appropriate tab 
• Have appropriate manuals 
available for test execution 
 
Log on GEMS server as a local 
user 


installation of the witnessed  
build 
• Record the testers & date 
• The steps identified here will 
be implemented using the Test 
Data tab 
• Track progress of the steps 
on the appropriate tab 
• Have appropriate manuals 
available for test execution 
 
Log on GEMS server as a local 
user 


of the witnessed  build 
• Record the testers & date 
• The steps identified here will be 
implemented using the Test Data tab 
• Track progress of the steps on the 
appropriate tab 
• Have appropriate manuals available 
for test execution 
 
Log on GEMS server as a local user 


Getting Started 
Checks 


Check the voting system to : 
  • Verify the test environment and 
system configuration is documented 
in the PCA Configuration and 
vendor described configuration.  
  • Validate installation of a 
witnessed build 
Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 


Check the voting system to : 
  • Verify the test environment 
and system configuration is 
documented in the PCA 
Configuration and vendor 
described configuration.  
  • Validate installation of a 
witnessed build 
Testers understand that no 
change shall occur to the test 
environment without 
documentation in the test 
record and the authorization of 
the project manager. 


Check the voting system to : 
  • Verify the test environment and 
system configuration is documented in 
the PCA Configuration and vendor 
described configuration.  
  • Validate installation of a witnessed 
build 
Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 


Documentation 
of Test Data  &  
Test Results 


Test Data: 
  • Record all programmed & 
observed election, ballot & vote 
data fields and field contents on the 
corresponding  tabs to provide a 
method to repeat the test 
  • Preserve all tabs for each 
instance the test is run. 
Test Results:  
  • Enter Accept/Reject on the Test 
Steps 
  • In Comments enter any 
deviations, discrepancies, or 
notable observations 
  • Log discrepancies on the 
Discrepancy Report and insert the 
number in the Comments 


Test Data: 
  • Record all programmed & 
observed election, ballot & vote 
data fields and field contents 
on the corresponding  tabs to 
provide a method to repeat the 
test 
  • Preserve all tabs for each 
instance the test is run. 
Test Results:  
  • Enter Accept/Reject on the 
Test Steps 
  • In Comments enter any 
deviations, discrepancies, or 
notable observations 
  • Log discrepancies on the 
Discrepancy Report and insert 
the number in the Comments 


Test Data: 
  • Record all programmed & observed 
election, ballot & vote data fields and 
field contents on the corresponding  
tabs to provide a method to repeat the 
test 
  • Preserve all tabs for each instance 
the test is run. 
Test Results:  
  • Enter Accept/Reject on the Test 
Steps 
  • In Comments enter any deviations, 
discrepancies, or notable observations 
  • Log discrepancies on the 
Discrepancy Report and insert the 
number in the Comments 


Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Utlize final backup database of 
Volume 1 


Utlize final backup database of 
Volume 1 


Utlize final backup database of Volume 
2b 


Pre-vote: 
Ballot 
Preparation 
Security 


Same as Volume 1 N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Readiness 
Testing and Poll 
Verification 


N/A - Testing Central Count only  N/A - Testing report generation 
of existing database only 


Same as Volume 2b 


Pre- vote: 
Opening the 
Polls Verification 


N/A - Testing Central Count only  N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Voting:  
Ballot Activation 


N/A - Testing Central Count only N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 
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Method Detail Volume 1 Regression Test 
Method 


Volume 1b Regression Test 
Method 


Volume 2b Regression Test Method 


and Casting 
Verifications 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & 
Status Indicators 


Same as Volume 1 N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Post-vote: 
Closing the Polls 


N/A - Testing Central Count only N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Post-vote: 
Central Count 


Same as Volume 1 in regard to 
regression of listed discrepancies 
for this test case. 


N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Post-vote: 
Security 


Same as Volume 1 in regard to 
regression of listed discrepancies 
for this test case. 


N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Post-vote: 
System Audit 


Same as Volume 1 N/A - Testing report generation 
of existing database only 


N/A - Testing report generation of 
existing database only 


Expected Results 
are observed 


Same as Volume 1 Same as Volume 1 Same as Volume 2b 


Record 
observations and 
all input/outputs 
for each election; 


Same as Volume 1 in regard to 
regress of discrepancy 107, 108, 
and 128, for this test case. 


Same as Volume 1 in regard to 
regress, of discrepancy 129, 
for this test case. 


Same as Volume 2b in regard to 
regress, of discrepancy 86, for this test 
case. 


 


Method Detail AutoCAST Test Method GEN02 v.1 Regression  Test Method 


Test Case Name VAT-Rear Eject GEN02-R_v.1 


Scope - identifies 
the type of test 


A Functional test case designed to functionally test 
the AutoMARK ballot marking device (FW: 
1.3.571) Rear Eject function 
 
This test case will test only the Rear Eject 
(AutoCast) function of the AutoMARK and 
configured with: 
 • GEMS 1.21.4 XP Server 
 • Test Case election data: GEN02-R_Final_09-
06301455 
 • AutoMARK A300 
 
Functional aspects include error recovery, usability 
of the hardware and software vote operations of 
the voting device. 


An end-to-end general election system level regress 
test addressing discrepancies 141, 142, 143: 
GEMS 1.21.5: 141, 142, 143 
ASM 1.2.4: 143 
PCS 2.2.4: 143 
AIMS 1.3.xxx: 143 
VCProgrammer 4.7.6: 143 
Key Card Tool 4.7.6: Audit Log 
of the Assure 1.2 voting system configured with: 
 • AccuVote OS Precinct Count, Model D, Low Profile 
with AVOS ballot box 
 • AccuVote OS Central Count, Model C, Low Profile 
 • AccuVote OSX, Model A 
 • AccuVote TSX, Model C with AVPM 
 • DRS Photoscribe PS900 iM2 
 • AutoMARK A300 
Functional aspects include error recovery, security, and 
usability of the hardware, software and procedures 
(manuals)  in the pre-vote, voting, and post-voting 
operations of a voting system, logging and the Reports 
Module.  


Test Objective Validation of the ability to eject marked ballot 
through the rear of the device. 


Same as GEN02-R  


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


Same as GEN02-R Same as GEN02-R 


A description of 
the voting system 
type and the 
operational 
environment 
 
See "g" for 


Testing of the Premier Election Solutions Assure 
1.2 voting system shall include:  
The GEMS 1.21.4 SW ballot preparation installed 
on a Windows XP Professional SP3 OS-PC. 
See "g. environmental conditions required" for 
specific HW, SW, FW revisions/versions 


Same as GEN02-R 
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SW- Software 
FW- Firmware 
HW- Hardware 


VSS 2002 vol. 1 V1: 2.3.4.1.d 
Verify that all hardware and software function 
correctly. 


Same as GEN02-R 


VSS 2002 vol. 2 not tested in this test case Same as GEN02-R 


Hardware, 
Software voting 
system 
configuration and 
test location 
 
See Volume I 
Section 3 for 
detail of HW, SW 
& FW 
 
Version 
information is 
listed in Tables 4, 
5 & 6 


EMS: Assure 1.2 


  SW: GEMS 1.21.4 
  OS:  Windows XP Pro SP2 
  HW:  Dell Dimension 3100 Server 
 
Paper:   


AutoMARK A300 (FW: 1.3.3460) 
 
Other:   


Compact Flash card (COTS) 
Compact Flash card reader/writer (COTS) 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


EMS: Assure 1.2 


  SW: GEMS 1.21.5 
  OS: same as GEN02-R 
  HW: same as GEN02-R 
DRE: AccuVote TSX 


  FW: same as GEN02-R 
  HW: same as GEN02-R 
Paper: AccuVote OS-PC 


  FW: AccuVote OS-PC (1.96.12) 
  HW: same as GEN02-R 
Paper: AccuVote OSX 


  FW: same as GEN02-R 
  HW: same as GEN02-R 
Central Count Paper: AccuVote OS-CC 


  FW: same as GEN02-R 
  HW: same as GEN02-R 
Central Count Paper: DRS Photoscribe 


  SW: same as GEN02-R 
  HW: same as GEN02-R 
AutoMARK 


  FW: same as GEN02-R same as GEN02-R 
  HW: A300 
  SW: AIMS (1.3.xxx) 
Other 


  SW: VCProgrammer (4.7.6) 
 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites 
and preparation 
for execution of 
the test case.  


Same as GEN02 Same as GEN02-R 


Getting Started 
Checks 


Same as GEN02 Same as GEN02-R 


Documentation 
of Test Data  &  
Test Results 


Same as GEN02 Same as GEN02-R 


Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Utilize backup database of:  GEN02-R_Final_09-
06301455.gbf. 


Same as GEN02-R 


Pre-vote: 
Ballot 
Preparation 
Security 


not tested in this test case Tested in GEN02 


Readiness 
Testing and Poll 
Verification 


not tested in this test case Same as GEN02-R 


Pre- vote: 
Opening the 
Polls Verification 


not tested in this test case Same as GEN02-R 


Voting:  
Ballot Activation 
and Casting 


not tested in this test case Same as GEN02-R 
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Verifications 


Voting:  
Voting System 
Integrity, System 
Audit, Errors & 
Status Indicators 


Testing the rear ejection function of the AutoMARK 
only (with ballot jam error checking). 


Same as GEN02-R 


Post-vote: 
Closing the Polls 


not tested in this test case Same as GEN02-R 


Post-vote: 
Central Count 


not tested in this test case Same as GEN02-R 


Post-vote: 
Security 


not tested in this test case Tested in GEN02 


Post-vote: 
System Audit 


not tested in this test case Same as GEN02-R 


Expected Results 
are observed 


Same as GEN02 Same as GEN02-R 


Record 
observations and 
all input/outputs 
for each election; 


Same as GEN02 Same as GEN02-R in regards to regress of listed 
discrepancies for this test case. 


 
 


7.4.2 FCA Volume (Volume Stress, Performance and Error Recovery) Testing  
During test case development, test setup or preparation of test data, iBeta encountered limits that were either not 
identified or only identified at the application level in the Appendix A: Practical System Limits of the GEMS 1.21.3 
Election Administrator's Guide document which forced modification of the Test Method as documented in the 
original Test Plan.  Detail for the Test Cases is found in the updated Test Methods in the following sections.  All 
Testing was conducted on the system configurations identified in Section 3.  Only functional issues are identified.  
While documentation discrepancies may be encountered in testing they do not result in the rejection of a functional 
test.   All issues are documented in Appendix E- Discrepancy Report. 
 


7.4.2.1 Volume 1 Test Results 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  Specific 
software and firmware builds for each test execution are recorded in the PCA Configuration as identified in the 
individual test case document. 
 


Date Test Result Issues Opened Issues Closed Notes 


05/19/2009 
to 6/16/09 


Reject #96, #128 #96 Discrepancy #128 was resolution testing was 
conducted in the Regression Test suite (VOL1). 


 
Only functional issues are identified.  While documentation discrepancies may be encountered in testing they do not 
result in the rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


Method Detail Volume 1 Test Method 


Test Case Name Volume, Stress, Performance and Recovery Test 1 with Data Accuracy (AccuVote 
TSX only) - Primary Election 


Scope - identifies the type of test Data Accuracy testing validates the individual ballot positions in terms of a maximum 
error rate while processing a specified volume of data. 
 
Volume testing crosses into several areas of voting system testing and is included in 
the PCA TDP Document Review, the PCA Source Code Review, and in System Level 
Tests. 
 
A review of the vendor documentation will be completed to identify the documented 
limits, assess the historical election data, assess the testing conducted by the vendor, 
and assess the testing conducted by end users (jurisdictions) to establish test 
parameters that reasonably represent the expected limits that the voting system 
components will be subjected to in use. 


Test Objective The objective of the data accuracy test is to validate the ability to reliably capture, 
record, store consolidate and report a predicted total of ballot vote selections and the 
absence of vote selection for a minimum of 1,549,703 ballot positions without error.    







EAC Certification #PES-Assure1.2 


Page 35 of 50         (V)2009-22Jul-001(C) 


Method Detail Volume 1 Test Method 


 
The objective of the Volume tests are to validate the ability to process, store and report 
data using the allowed maximum number of voter groups categories, voter groups per 
voter group category, precincts and ballot styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by each precinct shall reflect the: 
           Maximum number of active voting positions 
           Maximum number of ballot styles 
- Process more than the expected number of ballots/voters per precinct 
- Process more than the expected number of precincts 
- Process the maximum number of Voter Group Categories and Voter Groups per 
Category 
- Process the maximum number of candidates per race 
- Process the maximum number of Precincts 
- Process the maximum number of Card Styles and number of cards cast per machine 
- Process the maximum number of memory cards per Polling Vote Center 
 
Stress: 
- Test the system's response to transient overload conditions. 
        • Polling place devices shall be subjected to ballot processing at the high volume 
rates at which the equipment can be operated. 
        • Central counting systems shall be subjected to similar overloads including 
continuous processing through all readers simultaneously. 
 
Performance 
- Verify accuracy, processing rate, ballot format handling capability, and other 
performance attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from hardware and data errors. 


Test Variables:  Test Variables will be established to test the following: 
- EMS:  Election definition and accumulation of election results 
- Election Day:  OS-PC, OSAA, A100, A200, and A300,  as used on election day 
(traditional vote center). 
- Early voting devices:  TSX, TS-R6, AVPM, and OSX which operate a longer time 
period and a higher volume of precincts and ballots. 
- Absentee/Early voting devices:  PCS and OS-CC which handle a much higher 
volume of precincts and ballots. 


A description of the voting system type 
and the operational environment 


The ASSURE 1.2 GEMS Ballot Preparation includes: 
- ASSURE Security Manager (ASM) 
All testing will be conducted in an office environment to simulate election day, early 
voting, and absentee voting environments.   


VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 
2.2.2 thru 2.2.2.2, 2.2.5, 3.2.1, 3.2.5.2, 3.4.3, and 3.4.5 (TSX Data Accuracy) 


VSS 2002 vol. 2 6.2.3 Volume (maximum number of ballot styles) 
A4.3.5 Volume (maximum and exceeding more than the maximum number of 
precincts) 
A4.3.5 Volume/Stress (Processing, storing and reporting data when overloading the 
number of precincts and ballot styles) 
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down 
and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery 
without loss of data) 
4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3 (TSX Data Accuracy) 


Hardware, Software voting system 
configuration and test location 


The ASSURE 1.2 Voting System consist of the following: 
- GEMS application  
- ASM application 
- AutoMARK AIMS 
- AccuVote OS Models A, B, C, and D with Precinct Count and Central Count software 
- AccuFeed Model A 
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- AccuVote OSX Model A and software 
- AccuVote TS-R6 Models A and B with BallotStation software 
- OSAA Model A 
- AccuVote TSX Models A, B, C, and D with BallotStation software 
- AVPM 
- PhotoScribe PS900iM2 and PS960 with PCS software 
- AutoMARK A100, A200, and A300 with VAT PAVR and PVR application 
 
All testing will be perform by iBeta LLC located at 3131 S. Vaughn Way, Aurora, CO  
80014. 


Pre-requisites and preparation for 
execution of the test case.  


- Ensure customization of the test case template is complete. 
- Validate the automatic vote generation tool for the AccuVote TSX input votes as 
identified in the script.  Record the detail of the validation in the Test Tool Validation 
Log (Premier  tab). 
- Validate the automatic vote generation tool for the PCS input votes as identified in 
the script.  Record the detail of the validation in the Test Tool Validation Log (Premier  
tab). 
Confirm error logs and audit reports are enabled. 
 
Test Method Validation:   Technical review to be conducted  for validation of test 
method as defined in ISO/IEC 17025 clause 5.4.5. -  


Getting Started Checks Check the voting system to : 
- Verify the test environment and system configuration is documented in the PCA 
Configuration and vendor described configuration.  
- Validate installation of the trusted  build 
- Testers understand that no change shall occur to the test environment without 
documentation in the test record and the authorization of the project manager. 
- Initiate an Operational Status Check to confirm the correct function of the voting 
system prior to initiation of Accuracy testing. 
Record the start time. 


Documentation of Test Data  &  Test 
Results 


Test Data: 
- Record all programmed & observed election, ballot & vote data fields and field 
contents on the corresponding  tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the discrepancy number in 
the Comments field of Test Step. 


Volume: Paper-based voting systems 
Processing 


Ballot Prep: 
Scenario 1)  Primary Election Day (values have been adjusted based on historical 
elections and TDP limits review) 
-An election database can be accurately/securely defined & formatted. 
-Ballots (candidates & propositions) can be accurately defined & generated. 
- Check GEMS® reports for election set up 
  
Primary Election with: 
  3 districts:  1 Jurisdiction wide and one divided into 2 sub-districts 
  1000 precincts:  grouped into the 2 sub-districts 
  30 parties - 1 Non-Partisan, 29 endorsement 
  71 races: 
 1-9 Jurisdiction wide with 9 parties and candidates ranging from 1 to 5 
10-29 Non-Partisan (NP), precinct rotation 2 districts, 5 candidates each 
30-39 Questions, NP, yes/no 
40 NP, precinct rotation, jurisdiction wide, 5 candidates  
41-50 NP, no rotation, jurisdiction wide, 2 candidates 
51 NP, no rotation, jurisdiction wide, 20 candidates 
52-71 1 District with 29 parties and 2 candidates 
 
3 Vote Center Categories:  
          - Elections Day with 63 vote centers with 16 precincts per Vote Center for 
AVOS, A300 
          - Absentee with 1 vote center with all precincts for PCSs 
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          - Early Voting with 2 vote centers with all precincts in each for AVOSX, 
AVTS/TSX 
 
Election media on A300 and  AVOS can be installed with 16 precincts from election. 
 
Election media on the PCS, AVOSX, and DREs can be installed with all precincts from 
the election. 
 
- If there are any system errors that cause the EMS ballot preparation applications to 
crash then verify  the applications recover without any loss of data. 


Volume: Errors are from any source while testing the specific processing function and its related 
equipment.  


 Reject:  1 error before counting 26,997 consecutive ballot positions correctly or 2 


errors in any number 


 Accept: 1,549,703 (or more) consecutive ballot positions read correctly.  If there's 


1 error with > 26,997 ballot positions but < 1,549,703,  continue testing another 
1,576,701 consecutive ballot positions; or  3,126,404 with 1 error 


Stress System response to processing more than the expected number of precincts and 
maximum number of ballot styles. 
Maximum limit or capacity is successfully processed without errors for the following: 
- Maximum number of voting positions per Ballot Style 
- Maximum number of Ballot Styles per election 
- Maximum number of Ballot Styles per election day voting component  
- Maximum number of Ballot Styles per Absentee/early voting component  
- Maximum number of Precincts per election 
- Maximum number of Precincts per election day voting component 
- Maximum number of Precincts per Absentee/early voting component 
- Maximum number of Ballots (Cards) per election 
- Maximum number of Ballots (Cards) per election day voting component 
- Maximum number of Ballots (Cards) per Absentee/early voting component 
- Capacity limit of the data storage devices 
 
When importing over the allowed precincts and/or ballot styles into the GEMS errors 
are generated 


Performance System responses to overloading conditions: 
- Maximum rate (limit) of ballot processing for election day voting components 
- Maximum rate (limit) of ballot processing for Absentee/Early Voting components 
- Maximum limit of interconnected voting components simultaneously processing 
ballots 
- Maximum limit of number of voting components downloading results simultaneously 
to GEMS 


Error Recovery No system degradation (ballot format handling capability and processing rates): 
- When importing large amount of data into the GEMS 
- When installing an election onto any device 
- The system will not slow down throughout the testing to the point where it takes 10 
times longer to complete a function 


Readiness Testing and Poll 
Verification 


In the event that functional testing causes error recovery to trigger, the voting system 
gracefully shuts down (no crash) and recovers from errors caused by overloading the 
number of precincts and ballots styles.  
- Ballot format handling capabilities and processing capabilities-graceful shut down 
and recover without loss of data 
- Critical Status Messages 
 
The error recovery requirement is addressed also through the source code review of 
VSS vol 1: 4.2.3.e. 


Pre- vote: Opening the Polls 
Verification 


Voting system is ready for the election:  
- The election is correctly installed (Election ID, polling place name, precincts) 
- Test data (run 2 different precincts to validate the system is ready) is segregated 
from voting data, with no residual effect' 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated to accept votes (no Identification of any failures & 
corrective action) 
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Voting: Ballot Activation and Casting 
Verifications 


Precinct Count/ Paper based: 
- Zero count report (to verify no votes are on the components prior to starting precinct, 
early, and absentee voting) 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Election Day with 17 AVOS-PCs, A100, A200, and A300 casting 15,000 cards on 1 
AVOS-PC and using 20 memory cards in a vote center.  Ballot has 50 card styles, with 
16 precincts.   
 
Early Voting with AVOSX, 4 TS-R6s, and 4TSXs, 2 with AVPMs (data accuracy 
requirement is achieved with 54,000 ballots cast on the TSXs for over 1,549,703 ballot 
positions).  The AVOSX processes 1000 votes on 6000 ballot cards.  The ballot has 
1000 precincts with 10 voter groups per category.  The TS-R6 and TSX will use the 
Logic and Accuracy automation (1 % voted manually). 
 
Absentee Voting with 1 AVOS-CC with AccuFeed and 3 PCS's to process over 1 
million ballot cards.  The number of card styles (50 for AVOS-CC and 6000 PCS) is 
within the ballot design as is the 16 and 1000 precincts respectively.   PCS test will be 
executed using hand marked test decks for the initial scan on 10 units then processed 
from captured images.  
 
Protects secrecy of ballot/vote 
- The AVOS-PC is set to Voting mode. 
- The AVOS (both CC and PC), if there are any system errors that cause the AVOS to 
shut down then the AVOS shall recover without any loss of data. 


Post-vote: Closing the Polls The system audit provides a time stamped, always available, report of 
normal/abnormal events found.  
Error messages are: 
- Are generated, stored & reported as they occur 
- Errors requiring intervention by the voter or poll worker clearly display issues & action 
instructions in easily understood text language or with indicators 
- Incorrect responses will not lead to irreversible errors.  


Post-vote: Central Count Once the polls are closed the voting system, obtain: 
- Printed reports of ballots counted by tabulator 
- Reported votes match predicted votes from tabulator with votes and undervotes. 


Expected Results are observed Vote Consolidation: 
Memory Cards are randomized during upload to GEMS 
GEMS consolidated reports match the predicted votes. 
Reports include: 
- Printed reports of ballots counted by tabulator, with votes and undervotes 
   - Printer Summary Report (containing all precincts) 
   - View and Print Precinct by Precinct Reports 
 
If there are any system errors that cause any component to shut down or crash then 
the component shall recover without any loss of data. 


Record observations and all 
input/outputs for each election; 


Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or 
tested in another TC. 
• Not Applicable (NA): not applicable to test scope 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure of the 
system. and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of 
the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information about 
the rerun test will be preserved in the test case. The cure and results of the retest will 
be noted in the - Discrepancy Report and submitted as an appendix of the Certification 
Report. 
- Operations which do not fail the requirements but could be deemed defects or 
inconsistent with standard software practices or election practices will be logged as 
Informational Issues on the Discrepancy Report.  It is the vendor's option to address 
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Method Detail Volume 1 Test Method 


these issues.  Open items will be identified in the report.  


 
 


7.4.2.2 Volume 2a Test Results 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  Specific 
software and firmware builds for each test execution are recorded in the PCA Configuration as identified in the 
individual test case document.   
 


Date Test Result Issues Opened Issues Closed Notes 


04/27/2009 
to 5/1/09 


Accept None None  


 
Only functional issues are identified.  While documentation discrepancies may be encountered in testing they  do 
not result in the rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


Method Detail Volume 2a  Test Method 


Test Case Name Volume, Stress, Performance, and Recovery Test 2a - General Election 


Scope - identifies the type of test Same as Volume 1 


Test Objective The objective is to validate the ability to process, store and report data using the 
allowed maximum number of voter groups categories, voter groups per voter group 
category, precincts and ballot styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by each precinct shall reflect the: 
 - Maximum number of active voting positions 
- Process more than the expected number of races and the number of candidates per 
race 
- Process more than the expected number of total candidates in an election 
- Process the maximum number of races per precinct 
 
Performance 
- Verify accuracy, processing rate, ballot format handling capability, and other 
performance attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from hardware and data errors. 


Test Variables:  Test Variables will be established to test the following: 
- EMS:  Election definition and accumulation of election results 
- Early and Election Day:  AVOS-PC, AVOS-CC and A300 as used on election day 
(traditional vote center). 


A description of the voting system type 
and the operational environment 


Same as Volume 1 


VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 


VSS 2002 vol. 2 6.2.3 Volume  
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down 
and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery 
without loss of data) 


Hardware, Software voting system 
configuration and test location 


Same as Volume 1 


Pre-requisites and preparation for 
execution of the test case.  


Same as Volume 1 


Getting Started Checks Same as Volume 1 


Documentation of Test Data  &  Test 
Results 


Same as Volume 1 


Volume: Paper-based voting systems 
Processing 


Ballot Prep: 
Scenario 2a)  General Election Day (values have been adjusted based on historical 
elections and TDP limits review) 
-An election database can be accurately/securely defined & formatted. 
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-Ballots (candidates & propositions) can be accurately defined & generated. 
- Check GEMS® reports for election set up 
  
General Election with: 
  15 districts:  1 Jurisdiction wide and one district divided into 14 sub-districts 
  16 precincts:  grouped into the 14 sub-districts 
  10 parties – 1 Non-Partisan (NP), 9 endorsement 
 
250 races on A300 and AVOS: 
1-49 Jurisdiction wide and candidates ranging from 1 to 5 
50-249 NP, no rotation, 2 precincts, 2 candidates each 
250 NP, precinct rotation, jurisdiction wide, 5 candidates 
 
1 Vote Center Category:  
- Early and Election Day 
 
- If there are any system errors that cause the EMS ballot preparation applications to 
crash then verify the applications recover without any loss of data. 


Volume: Not applicable. 


Stress System response to processing more than the expected number of precincts and 
maximum number of ballot styles. 
Maximum limit or capacity is successfully processed without errors for the following: 
- Maximum number of races in an election (AVOS) 
- Maximum number of candidates per election (AVOS) 
- Maximum number of races per precinct  
 
When importing over the allowed precincts and/or ballot styles into the GEMS errors 
are generated 


Performance Not a test attribute. 


Error Recovery Same as Volume 1 


Readiness Testing and Poll 
Verification 


Same as Volume 1 


Pre- vote: Opening the Polls 
Verification 


Same as Volume 1 


Voting: Ballot Activation and Casting 
Verifications 


Same as Volume 1 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Early and Election Day with 1 AVOS-PC, 1 AVOS-CC  and 1 A300 casting 1 ballot 
each with the maximum number of races, candidates, and races per precinct.     
 
Protects secrecy of ballot/vote 
- The AVOS-PC is set to Voting mode. 
- The AVOS (both CC and PC), if there are any system errors that cause the AVOS to 
shut down then the AVOS shall recover without any loss of data. 


Post-vote: Closing the Polls Same as Volume 1 


Post-vote: Central Count Same as Volume 1 


Expected Results are observed Same as Volume 1 


Record observations and all 
input/outputs for each election; 


Same as Volume 1 


 
 


7.4.2.3 Volume 2b Test Results 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case.  Specific 
software and firmware builds for each test execution are recorded in the PCA Configuration as identified in the 
individual test case document.   
 


Date Test Result Issues Opened Issues Closed Notes 


05/12/2009 
to 
5/20/2009 


Reject #86 None Discrepancy #86 resolution testing was 
conducted in the Regression Test suite (VOL2b). 
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Only functional issues are identified.  While documentation discrepancies may be encountered in testing they  do 
not result in the rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


Method Detail Volume 2b Test Method 


Test Case Name Volume, Stress, Performance, and Recovery Test 2b - General Election 


Scope - identifies the type of test Same as Volume 1 


Test Objective The objective is to validate the ability to process, store and report data using the 
allowed maximum number of voter groups categories, voter groups per voter group 
category, precincts and ballot styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by each precinct shall reflect the: 
- Maximum number of active voting positions 
- Process more than the expected number of races and the number of candidates per 
race 
- Process more than the expected number of total candidates in an election 
- Process the maximum number of races per precinct 
 
Performance 
- Verify accuracy, processing rate, ballot format handling capability, and other 
performance attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to recover from hardware and data errors. 


Test Variables:  Test Variables will be established to test the following: 
- EMS:  Election definition and accumulation of election results 
- Early voting devices:  TSX and TS-R6 
- Election Day: OSX 
- Absentee voting devices:  PCS – PhotoScribe i960 


A description of the voting system type 
and the operational environment 


Same as Volume 1 


VSS 2002 vol. 1 2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 


VSS 2002 vol. 2 6.2.3 Volume  
A4.3.5 Performance/Recovery (Ballot format handling capability-graceful shut down 
and recovery without loss of data) 
A4.3.5 Performance/Recovery (Processing rates-graceful shut down and recovery 
without loss of data) 


Hardware, Software voting system 
configuration and test location 


Same as Volume 1 


Pre-requisites and preparation for 
execution of the test case.  


Same as Volume 1 


Getting Started Checks Same as Volume 1 


Documentation of Test Data  &  Test 
Results 


Same as Volume 1 


Volume: Paper-based voting systems 
Processing 


Ballot Prep: 
Scenario 2b)  General Election Day (values have been adjusted based on historical 
elections and TDP limits review) 
-An election database can be accurately/securely defined & formatted. 
-Ballots (candidates & propositions) can be accurately defined & generated. 
- Check GEMS® reports for election set up 
  
General Election with: 
  50 districts:  1 Jurisdiction wide and one district divided into 49 sub-districts 
  1000 precincts:  grouped into the 49 sub-districts 
  1 party - Non-Partisan (NP) only  
 
1000 races on the PCS, AVOSX, and DREs: 
 1-49 Jurisdiction wide, candidates ranging from 1 to 5, no rotation, NP 
50-73 NP , no rotation, 110 candidates each 
74 NP , no rotation, 160 candidates each 
75-999 NP, no rotation, grouped 50 per district total of 49 districts, 2 candidates each 







EAC Certification #PES-Assure1.2 


Page 42 of 50         (V)2009-22Jul-001(C) 


Method Detail Volume 2b Test Method 


1000 NP, precinct rotation, jurisdiction wide, 200 candidates  
 
3 Vote Center Categories:  
          - Election Day with 500 vote centers with 2 precincts per Vote Center for AVOSX 
          - Absentee with 1 vote center with all precincts for PCS 
          - Early Voting with 2 vote centers with all precincts in each for AVTS/TSX 
 
- If there are any system errors that cause the EMS ballot preparation applications to 
crash then verify the applications recover without any loss of data. 


Volume: Not applicable. 


Stress System response to processing more than the expected number of precincts and 
maximum number of ballot styles. 
Maximum limit or capacity is successfully processed without errors for the following: 
- Maximum number of races in an election(DRS and OSX) 
- Maximum number of candidates per election(DRS and OSX) 
- Maximum number of candidates per race (DRE)  
- Maximum number of races per precinct  
 
When importing over the allowed precincts and/or ballot styles into the GEMS errors 
are generated 


Performance Not a test attribute. 


Error Recovery Same as Volume 1 


Readiness Testing and Poll 
Verification 


Same as Volume 1 


Pre- vote: Opening the Polls 
Verification 


Same as Volume 1 


Voting: Ballot Activation and Casting 
Verifications 


Same as Volume 1 


Voting: Voting System Integrity, 
System Audit, Errors & Status 
Indicators 


Election Day with 1 AVOSX, casting 4 ballots each with the maximum number of 
races, candidates, and races per precinct.     
 
Early Voting with 1 TS-R6 and 1 TSX with AVPM to process 4 votes each with the 
maximum number of races, candidates, and races per precinct.     
 
Absentee Voting with 1 PCS to process 4 votes each with the maximum number of 
races, candidates, and races per precinct.     


Post-vote: Closing the Polls Same as Volume 1 


Post-vote: Central Count Same as Volume 1 


Expected Results are observed Same as Volume 1 


Record observations and all 
input/outputs for each election; 


Same as Volume 1 


 


7.4.3 FCA Security Review and Testing 
 


Date Test Result Issues Opened Issues Closed Notes 


1/2/2009 
to 
3/9/2009 


Reject #3 through #52 All but #48 FCA Document Review was conducted prior to 
functional testing.  The majority of the 
discrepancies were documentation concerns and 
the Security Test Case was updated based on 
the Premier responses.  Discrepancy #48 was 
also a Documentation Defect that did not resolve 
until after regression testing was complete. 


 
Only functional issues are identified.  While documentation discrepancies may be encountered in testing they  do 
not result in the rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


Method Detail Security Test 


Test Case Name Security 
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Method Detail Security Test 


Scope - identifies the type of test Security testing crosses into several areas of voting system testing and thus must 
be tested at the integrated system level. System Level Tests are customized for the 
specific voting system to test the security elements incorporated into the pre-vote, 
voting and post voting functions. Further examination is performed in Telephony and 
Cryptographic Tests.  A review of the security documentation addresses  Access 
Controls, Physical Security and Software Security.  
 
The security test generally functions as a gap test for the system and devices where 
access controls, physical security and software security are not covered by the 
functional testing and exercise of the system. 


Test Objective The objective of security testing is to minimize the risk of accidents, inadvertent 
mistakes and errors; protect from intentional manipulation, fraud or malicious 
mischief; 


Test Variables:  
Voting Variations 
(as supported by the voting system) 


In the System Level Functional tests of general and primary elections validate the 
security of the pre-vote, voting, and post voting functions of the voting system by 
test incorporating overflow conditions, boundaries, password configurations, 
negative testing, inputs to exercise errors and status messages, protection of the 
secrecy in the voting process and identification of fraudulent or erroneous changes. 
Including unauthorized changes to system capabilities for:  
- Defining ballot formats, 
- Casting and recording votes,  
- Calculating vote totals consistent with defined ballot formats, 
- Reporting vote totals, 
- Alteration of voting system audit trails, 
- Changing or preventing the recording of a vote, 
- Introducing data not cast by an authorized voter, 
- Changing calculated vote totals,  
- Preventing access to vote data, including individual votes and vote totals, to 
unauthorized individuals, and 
- Preventing access to voter identification data and data for votes cast by the voter 
such that an individual can determine the content of specific votes cast by the voter. 


A description of the voting system 
type and the operational 
environment 


The voting system types and operational environments are the same as General 1, 
2, 3 and 4, and Primary 1 Test Cases. 
 
General 01 will incorporate security testing of the: 
 - GEMS 1.21.2 ballot preparation, access controls, central count, reporting 
 - AVOS-PC(D), AVOSX, AVTS(BA) (early voting), AVTSX(D) with AVPM, Voter 
Access Cards 
 - Voter Card Encoder 
 - Digikey serial/ethernet converter 
 - Key Card Tool Central Admin Card, and Supervisor Card(s) 
  
General 02a  will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - PCS, ASM, Key Card Tool (PCS/ASM related security) 
 - AVOS-CC(A), Automark(A100), PhotoScribe 
 - AIMS 1.3 
 
General 03 will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - ExpressPoll 5000 
 
Primary 01 will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - ExpressPoll 4000 
 
As necessary to test differences in hardware models that are significant to security 
testing, the following models may be tested in the corresponding test case setup. 
 - AVOS-PC - Model C Primary 02, Model D Primary 02 
 - AVOS-CC - Model D Primary 02  
 - AVTS - B Primary 02 
 - AVTSX - A – Primary 02  
 - Automark - A200 General 04, A300 General 03 
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Method Detail Security Test 


VSS 2002 vol. 1 2.2.1, 2.2.4 thru 2.2.5.2.3, 6.2 thru 6.4 


VSS 2002 vol. 2 6.4 thru 6.4.2 


Hardware, Software voting system 
configuration and test location 


Same as the appropriate General or Primary Test Case 


Pre-requisites and preparation for 
execution of the test case.  


 - GEMS, PCS, Key Card Tool, VC Programmer -- Configure Windows 
environments as described in the vendor documentation. Compare the 
configurations of these Windows environments (Server 2003 R2 SP2, XP 
Professional SP3) to determine which one has the least-hardened configuration. 
Perform security testing against each hardened OS. 
 - All vendor security-related discrepancies are closed 
 - Configure other systems as described in the vendor documentation.  
 - Document the system under test. 
 - Document the devices and device configurations under test. 
 
Test Method Validation: Technical review conducted by G. Audette; Approved  
3/2/09 for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as the General or Primary test associated with each configuration.  


Documentation of Test Data  &  Test 
Results 


Same as General or Primary test case. Record security information in the Security 
test case. 


Authorization  - Authorization privileges are not allowed to be exceeded and Administrator or 
Supervisor privileges are required to modify such authorization (v1:6.2.1) 
 
 - In Windows, access control limits user access to election-sensitive data such as 
voter PII, vote counts or reports. 
 
 - Voters are only allowed to vote and cast a single ballot. 
 - Fraudulent or unauthorized ballots are not counted 
 
 - Voting equipment access is limited to the appropriate role. Keys, passwords or 
tokens limit access to critical system functions. (v1:6.2.1) 
    - Opening the polls, 
    - Closing the polls 
    - Authorizing voter access 


Access  - Physical or logical access controls on voting equipment prevent unauthorized 
access. (v1:6.3.1.a) 
   - ports access is controlled  
   - validation of vendor supplied tamper-resistant seals 
   - access to critical system components such as the audit log are protected 
(v1:6.2.2) 
 
 - Physical or logical access controls on ballot preparation, vote counting and 
reporting equipment (v1:6.2, v1:2.2.4.1.f, v1:6.5.5.c ) 
   - test password and/or token access 
   - test additional 3-factor authentication techniques 
   - port access is controlled  
   - default passwords are changeable after initial login 
   - minimal password strength constraints are imposed by the vendor or settable by 
the jurisdiction 
   - audit logs cannot be modified 
 
 - Computer-generated password keys are unpredictable and random (v1:6.2.2.e) 
 
 - Access controls limit the capability of non-authorized users to install and run non-
authorized software. (v1:2.2.5.3) 
 
 - Interactive queries have no write-back access to any GEMS database (v1:6.5.6) 
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Integrity  - Failure of a critical component such as the audit log halts further processing 
(v1:2.2.5.3) 
 - Checksums, CRCs or better integrity checks are utilized on transmitted data 
(v1:2.2.2.1.d) 
- Pre-conditions are verified prior to execution of critical processes or functions. 
(v1:2.2.1.d) 
 - Cast ballots and vote counts are protected from tampering (v1:6.3.1.a) 
 - Protection of systems against threats such as viruses, worms, trojan horses and 
logic bombs. (v1:6.4.2) 
 - Transmission of data ensures the receipt of valid vote records at the receiving 
station (v1:6.5.2) 
 
 - Unauthorized attempts to boot to an alternate device (v1:2.2.1, v1:2.2.5.3, 
v1:6.4.2) 
     - which could allow unauthorized access to audit and system logs in an 
undetectable manner 
     - as well as installation of unauthorized software 
 
 - Modification of the system and application audit log is prevented. (v1:2.2.1) 


Availability  - Recover from non-catastrophic failure of a device (v1:2.2.3) 


Confidentiality  - Tested under access control and authorization 
- Verify through source code review after the voter chooses to cancel, print or cast 
the ballot erase the selections from the display and all other storage 


System Log  - Verification of System Log Activity is performed to ensure: 
    - Error activity provided by the system is complete (v1:2.2.4.1.f, v1:4.4.3) 


Software Security  - Software security validation ensures that the election specific programming is 
inaccessible to unauthorized activation or control (v1:6.4.1.c) 
 - Verification that separation of operating system firmware and election specific 
programming (v1:6.4.1.d) 


Documentation  - All vendor documentation is reviewed to validate vendor access control policies 
pertaining to 
   - General, software and hardware access controls 
   - Communications 
   - Effective Password management 
   - Protection abilities of a particular operating system 
   - General characteristics of supervisory access privileges 
   - Segregation of duties 
   - Vendor’s access privileges 
   - Access control measures 
   - Physical security measures 
   - Polling place security 
   - Central count location security 
   - Software security 
   - Software and firmware installation 
   - Protection against malicious software 
   - Telecommunications and data transmission 
   - Data integrity 
   - Data interception prevention 
   - Protection against external threats 
   - Use of protective software 
   - Monitoring and responding to external threats 
   - Shared operating environment 
   - Access to incomplete election returns and interactive queries 
   - Security for transmission of official data over public communications networks 
   - General security requirements for systems transmitting data over public networks 
   - Voting process security for casting individual ballots over a public 
telecommunications networks 
   - Documentation of mandatory security activities 
   - Any other relevant characteristics 
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Expected Results are observed Security Review Criteria: 
- Accept meets the guideline 
- Reject does not meet the guideline 
- NA the guideline does not apply 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the Security Review Test Case. 


 
 


7.4.4 Telephony and Cryptographic Review and Testing 
 
Testing was conducted on the system configuration identified in the PCA Configuration and Test Case. 
 


Date Test Result Issues Opened Issues Closed Notes 


6/8/2009 - 
6/30/2009 


Reject #133 to #137  #134, #135, #137  


6/31/2009-
7/6/2009 


Accept  #133  


Only functional issues are identified.  While documentation discrepancies may be encountered in testing they do not 
result in the rejection of a functional test.   All issues are documented in Appendix E- Discrepancy Report. 
 


Method Detail Telephony & Cryptographic 


Test Case Name Telephony & Cryptographic 


Scope - identifies the type of test Telephony and Cryptographic testing validates/verifies that transferring of data through 
any means of telephony is correct and secured. As applicable is also tests any 
wireless data transport.  This test includes the telecom capabilities of  GEMS, AVTS, 
AVTSX, AVOS-PC, and AVOSX to transmit ballot definition files, accumulated vote 
counts, scanned ballot votes, and voter information through a dial-up modem as well 
as a LAN-wired connection.  
 
The target systems and devices are tested in their broadest sense. For example the 
GEMS/AVOS-PC, the data transport is limited to a RS-232 type connection. However 
because this connection may occur via modem/POTS telecommunications, it is tested 
in the Telephony test case in the latter configuration. 
The telecommunications capabilities of the devices are 
• AVOS-PC -- RS-232/modem 
• AVOSX -- modem/RAS/IP 
• AVTS -- modem/RAS/IP 
• AVTSX -- modem/RAS/IP 
• Regional-GEMS – Host-GEMS – modem/RAS/IP 


Test Objective The object of the Telephony and Cryptographic testing is to validate the VSS 
additional security and cryptographic requirements due to the transmission of results 
via  telecommunications. The overall objective is to confirm the security of election 
results and ASSURE 1.2 data are not compromised due to transmission via the public 
networks. 


Test Variables:  
Voting Variations 
(as supported by the voting 
system) 


Premier ASSURE 1.2 has two modes of public telephony capability built in. Both 
modes use a modem for POTS to digital conversion. In most cases a full IP protocol 
stack is constructed across the public connection. In other cases, only a bidirectional 
serial communication occurs over the public portion of the network, and that 
connection is converted to IP in the central count location. For those systems tests will 
be conducted that shall include: 
Injection of delays 
Dropping and reordering packets 
Modified packets 
Duplicate transmissions 
Transmission interruption 
Telephone outages 
Cryptographic approved software 
Symmetric encryption 
Digital signature 
Verification of the installation of COTS software to mitigate security threats and that 
the COTS software has the capability to mitigate the specific security threats 
described in the VSS including integrity of data, confirmation of data received, 
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detecting any threats, removing the threats, prevention of storing the threats, finding 
any existing threats and logging any threats processed. 


A description of the voting system 
type and the operational 
environment 


The voting system types and operational environments are the same as General 1, 2, 
3 and 4, and Primary 1 Test Cases. 
 
The apparatus is the same as defined in the Security Test Method with the following 
exceptions 
 
General 01, General 03, Primary 01 
 - includes a RAS in the central count location 
 - includes an extra computer connected to the central count location housing Nessus,  
WireShark, and  iBeta network analysis tools.  
 - and real or simulated telephone lines in precinct locations 
 
Primary 02 
 - AVOS-PC ballot definitions are downloaded by modem 
 - AVOSX ballot definitions are downloaded by modem 
 - AVTSX ballot definitions are downloaded by modem 
 - AVOS-PC vote counts are collected by modem 
 - AVOSX vote counts are collected by modem 
 - AVTSX vote counts are collected by modem 
 - AVTS ballot definitions are downloaded by modem 
 - AVTS vote counts are collected by modem 


VSS 2002 vol. 1 2.2.10, 5.1 thru 5.2.7, 6.2 thru 6.2.2, 6.5 thru 6.6.2.2 


VSS 2002 vol. 2 6.3 thru 6.4.2 


Hardware, Software voting system 
configuration and test location 


Same as the appropriate General of Primary Test Case 
Some tests may involve real or simulated connections to public telecommunications 
equipment. 


Pre-requisites and preparation for 
execution of the test case.  


 - GEMS, PCS, Key Card Tool, VC Programmer -- Configure Windows environments 
as described in the vendor documentation. Compare the configurations of these 
Windows environments (Server 2003 R2 SP2, XP Professional SP3) to determine 
which one has the least-hardened configuration. Perform security testing against each  
OS (as applicable to telephony security when not performed in the Security test case) 
least hardened OS. 
 - All vendor security-related discrepancies are closed 
 - Configure other systems as described in the vendor documentation.  
 - Document the system under test. 
 - Document the devices and device configurations under test. 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/12/09 
for validation of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Same as the General or Primary test associated with each configuration.  Perform all 
readiness testing over public telecommunications links as configured prior to start of 
testing.  Binary images and hashes are taken prior to any connection to public 
networks. 


Documentation of Test Data  &  
Test Results 


Same as General or Primary test case, but record security related information in the 
Telephony test case. 


Authorization  - attempts to bypass security protection systems as a non-administrator to lower the 
effective security of data transmitted over public networks. Attempt to spoof, tamper 
with keys or key material, break non-repudiation subsystems,  turn off encryption 
systems, deny service, deny service from specific precincts, install/replace certificates 
with compromised private keys (v1:6.6.2.1) 
 
 - At least two election officials activate any processing of DRE ballots that are 
transmitted over the public network (v1:6.6.1.c) 


Access  - Cryptographic key and hashes have sufficient cryptographic strengths (v1:6.5.2, 
6.5.3, 6.6.1.a) (SP800-57 or equivalent best practice documentation) 
 - DRE transmitted data is protected with a digital signature (v1:6.6.1.b) 
 - Dial-in systems are accessible only after authentication (v1:2.2.1.a) 
 - distributed keys are protected (v1:2.2.1.a, v1:6.2.2) (SP800-57 or equivalent best 
practice documentation) 
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Method Detail Telephony & Cryptographic 


Integrity  - Systems detect and remove threats at the receiving end of a public network. 
 - Duplicate, modified or corrupted ballot definition records, vote count records, and as 
applicable vote records are rejected and the sender is informed and guided in 
handling the situation. 
 - Duplicates of packets in transmissions do not alter ballot definition or vote counts. 
 - All vote data transmitted over public networks is protected by a digital signature. 
(v1:6.6.1.b) 
 - All data transmitted over public networks is protected from modifications and errors 
at the application level (v1:6.5.2) 
 - All vote counts summaries of data transmitted over simulated or real public networks 
are correct at the receiving station 


Availability  - Failure of transmission capabilities for ballot definition files or vote count records 
does not cause a total loss of voting capabilities at the polling place. 
 - Users are notified of successful or failed transmissions, and when unsuccessful, the 
user is provided with an action to perform. 


Confidentiality  - Systems that transmit votes or vote counts prior to the close of polls utilize an 
encryption technique approved by the federal government (v1:6.5.3). 


System Log  - Transmission errors, and intrusion rejections are logged 


Software Security  - Systems that transmit votes over public networks are protected with an IDS system. 
(v1:6.5.3) 


Documentation  - All vendor documentation is reviewed to validate vendor access control policies 
pertaining to 
   - Communications 
   - Effective Password management 
   - Protection abilities of a particular operating system 
   - Telecommunications and data transmission 
   - Data integrity 
   - Data interception prevention 
   - Protection against external threats 
   - Use of protective software 
   - Monitoring and responding to external threats 
   - Shared operating environment 
   - Access to incomplete election returns and interactive queries 
   - Security for transmission of official data over public communications networks 
   - General security requirements for systems transmitting data over public networks 
   - Voting process security for casting individual ballots over a public 
telecommunications networks 
   - Documentation of mandatory security activities 
   - Capabilities to operate during interruption of telecommunications capabilities 
   - Public and jurisdictional control boundaries are documented 
   - Any other relevant characteristics 


Expected Results are observed Security Review Criteria: 
- Accept meets the guideline 
- Reject does not meet the guideline 
- NA the guideline does not apply 


Record observations and all 
input/outputs for each election; 


All inputs, outputs, observations, deviations and any other information impacting the 
integrity of the test results will be recorded in the Telephony & Cryptographic Test 
Case. 
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7.4.5 FCA Reuse and Environmental Testing  
 The majority of the testing was performed by SysTest and their subcontractors.  Premier petitioned the EAC for 


reuse.  The terms of the reuse are identified in the EAC January 16, 2009 letter: Reuse of prior testing conducted 
by SysTest Laboratories Letter (PCA Document Review and Environmental Hardware Testing) and the results of 
the hardware environmental testing by SysTest and their subcontractors are contained in the Premier Election 
Solutions Assure 1.2 Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-01).   


 
 iBeta reviewed the submitted reports. The following sections trace the test requirement to the applicable test 


report(s) (number) and the specific hardware (alpha) for each of the ASSURE® 1.2 voting devices.  In the review 
iBeta noted several identified information that required greater detail or clarification.  These are listed in Appendix 
E- Discrepancy Report.   All Criterion Technology, Inc. test reports are provided as attachments to this Appendix.  
To view, selection Attachments in the View menu in Adobe. 


 


Date Test Result Issues Opened Issues Closed Notes 


4/21/2009 Reject 67   Criterion Report s 090410-1393, 090410-1394 


 Reject 68  
Criterion Report s 090410-1393, 090410-1394, 
090410-1395C, 090410-1396D 


 Reject 69  Criterion Report  090410-1396D 


 Reject 70  Criterion Report  090410-1393 


6/2/2009 Accept   67, 68, 69, 70 EC#AD586 submitted 


 


7.4.5.1 Environmental Hardware Test Report & Tested Configuration Matrix 
 
 Environmental testing of the AccuVote OSX is submitted in a separate Criterion Technologies' report. Anomalies 


reported by Criterion are contained in their report and are documented in Appendix E.   
 


Method Detail Environmental Test Method 


Test Case Name Environmental Test 


Scope - identifies the 
type of test 


Execution and provision of test results identified in the VSS 2002 hardware operating and non-


operating environmental tests.  This set of hardware environmental test cases is outside the scope of 
iBeta's VSTL accreditation.  It is  performed by: 
Criterion Laboratories 
iBeta coordinates and oversees subcontractor testing.  iBeta shall review the test records, results and 
reports to confirm testing was performed under an appropriate mode as a voting system and to 
determine acceptance or rejection of some or all testing. 


Test Objective Validation of the polling place hardware to meet the Operating Environmental test standards of the EAC 
VSS. 


Test Variables Tests shall be conducted incompliance with the identified standard: 
 
Electrostatic disruption -  IEC 61000-4-2 (1995-01). 


A description of the 
voting system type and 
the operational 
environment 


TSX Model A (Sharp DG11 LCD, Media Q graphics chip, without AVPM upgrade) 
TSX Model A (Sharp DG11 LCD, Media Q graphics chip, with AVPM upgrade) 
TSX Model C (Sharp LGN2 LCD, Media Q graphics chip) 
TSX Model D (Sharp LGN2A LCD, Silicon Motion graphics chip) 
TSX Base with AVPM Module 
TSX Base without AVPM Module 
VIBS Keypad 
OSX Ballot Box, Rev 5 


VSS 2002 vol. 1 3.2.2 thru 3.2.2.14, 3.4.8, Interpretation 2007-05 


VSS 2002 vol. 2 4.6.1.5 thru 4.7.1 & 4.8 


Hardware, Software 
voting system 
configuration and test 
location 


Test Location:  Criterion Labs, Rollinsville CO  
• iBeta provides the test labs with the environmental hardware test case outlining methods, instructions 
to document the configuration, test environment, lab accreditations, tester qualifications, and 
operational status check performance. 
• iBeta personnel execute the operational status checks and operate the equipment as a voting system 
during the EMI/EMC test execution.   


Pre-requisites and 
preparation for 
execution of the test 
case.  


Complete the prerequisites; 
- Validation and documentation  of the subcontractor  test labs'  A2LA or NVLAP accreditation in the 
specific test method identified in the Test Variables 
- Record the testers & date 
- System has been set up as identified in the user manual 
- Gather any necessary materials or manuals.  
- Ensure customization of the test case template is complete 



http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file

http://www.eac.gov/program-areas/voting-systems/docs/1-16-09-approval-reuse-of-testing-final.pdf/attachment_download/file

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf

http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf
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Method Detail Environmental Test Method 


The iBeta approved Operational Status Check script is provided that includes: 
- Checking the operation of all buttons, switches and lights 
- Opening the polls & running a zero totals report 
- Checking appropriate error conditions for correct prompts or responses. (Error conditions will depend 
upon the type of equipment being tested.) 
- Accessibility features are operational. 
- Power off and on with no loss of function. 
- Close the polls and print all reports. (Totals & Audit Logs) 
 
Test Method Validation: Technical review onducted by G. Audette; Approved  2/11/09 for validation of 
test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA Configuration and 
matches the  vendor described configuration.  
- Validate installation of the Trusted Build 
- Testers understand that no change shall occur to the test environment without documentation in the 
test record and the authorization of the project manager. 
- Confirm the tester understands the recording requirements of the iBeta test case. 
- Operational status check procedures are available and successfully run.  
- An automated script to loop system operation for use during the EMC operational tests exercises all 
necessary functionality. 


Documentation of Test 
Data  &  Test Results 


Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Standard 
Environmental Tests 


Follow test method in the identified standard and Interpretation 2007-05 


Expected Results are 
observed 


Review the test result against the expected result:  
• Pass: meets the requirements 
• Fail: does not meet the requirements; document the failure in the comments and in the PCA/FCA 
Discrepancy Sheet 
• Not Testable (NT): not testable; provide a reason in the comments 


Record observations 
and all input/outputs for 
each election; 


All test results will be recorded in the test case.  
- Any failure against the requirements will mean the failure of the system and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of the Certification 
Report. 
- If cures are submitted the applicable test will be rerun. Complete information about the rerun test will 
be preserved in the test case. The cure and results of the retest will be noted in the - Discrepancy 
Report and submitted as an appendix of the Certification Report. 
- Operations which do not fail the requirements but could be deemed defects or inconsistent with 
standard software practices or election practices will be logged as Informational Issues on the 
Discrepancy Report.  It is the vendor's option to address these issues.  Open items will be identified in 
the report.  


 
 
 


 








3131 South Vaughn Way, Suite 650, Aurora, Colorado, 80014 
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7.5 Discrepancy Report  
 
 This report incorporates open discrepancies in the scope of ASSURE 1.2 that were transferred from SysTest at the time of their suspension.  The SysTest 
discrepancy number is reflected in the description.  Issues encountered by iBeta during testing are contained in the report.  The handling of discrepancies closed 
by SysTest are reported in the Premier Election Solutions Assure 1.2 Voting System Certification Test Report (Report Number 06-V-DB-058-CTR-01). 
 


# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


1 12/19/0
8 


C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


FEC 2002 
PCS 2.2.1 
Technical 
Data Package 
System 
Maintenance 
Procedures 
v1.0 
 
DRS 
PhotoScribe 
PS900 
iM2/PS960 
Hardware 
Guide v6.0 


The Hardware Guide listed 
(referenced by the System 
Maintenance Procedures listed)  
does not address parts by size, 
manufacturer's designation or 
individual quantities needed. 


v.2: 2.9.4.1 Common Standards-  
The vendor shall provide a complete 
list of approved parts and materials 
needed for maintenance. This list 
shall contain sufficient descriptive 
information to identify all parts by: 
b. Size; d. Manufacturer's 
designation; e. Individual quantities 
needed; 


[2009-01-23] TT: See section 6, 
Maintenance, in the DRS PS900 
iM2/PS960 Hardware Guide, Rev 
7.0. Additional  descriptive 
information has been provided to 
allow users to easily identify  
supplies and parts needed to 
perform maintenance of DRS 
scanners. Note that DRS 
maintenance parts are available 
from Premier on a  kit basis. Since 
the kit is clearly named ("PS900 1 
Million Ballot (form)  Kit") and 
described, we do not feel that 
items within the kit need to be 
identified by size or manufacturer's 
designation. 


Accepted: GA 
5/8/2009:  Review 
of Revision 7 was 
completed and 
verified to address 
the discrepancy. 


2 12/31/0
8 


K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Assure/GEMS
/AIMS/Autom
ark TDP 


Reference is made to an “Automark 
Technical Systems VPN” in 
“AutoMARK PREM Ballot Scanning 
and Printing Specification AQS-13-
5002-007-S.doc” (Rev. 4) and 
“AutoMARK PREM Embedded 
Database Interface Specifications 
AQS-13-5002-005-S.doc” (Rev. 4). 
We can find no other references to a 
VPN in the documentation. The 
usage of a VPN must be fully 
described in the documentation in 
order that we assess the applicability 
and security testing of these two 
sections in particular and possibly 
other sections related to 
telecommunications and data 
transmission over public networks. 
The appearance of the word VPN in 
the AutoMARK documentation 
conflicts with the "N/A" that appears 
in numerous subsections of section 
6.5 and 6.6 of the documents "AIMS 
PREM Sect00C Requirements Trace 
Matrix AQS-13-5000-203-R.doc" and 
"AutoMARK PREM Requirement 


VSS Volume 1 Section 6.6.1 All 
systems that transmit data over 
public telecommunications networks 
shall: ... 
and Section 6.6.2 Systems designed 
for transmission of 
telecommunications over public 
networks shall meet security 
standards that address the security 
risks attendant with the casting of 
ballots from poll sites controlled by 
election officials using voting devices 
configured and installed by election 
officials and/or their vendor or 
contractor, and using in-person 
authentication of individual voters. 


[2009-01-27] SB:  The reference to 
VPN in both documents is 
describing the internal company 
procedure used to transfer and 
keep source code private.  This 
VPN reference is in no way part of 
the AutoMARK functionality.  It 
states:  "  C. Privacy:  The 
embedded database source code 
is not transferred over the internet 
except through the Automark 
Technical Systems VPN."   


Accepted: GA  
5/18/2009:  Review 
of TDP and 
equipment as well 
as operational 
manuals confirms 
that the VPN is 
only used for 
development and 
not implementation. 



http://www.eac.gov/files/voting_systems/Premier%20Assure%201.2%20Certification%20Test%20Report%20Rev01.pdf





EAC Certification #PES-Assure1.2 


Page 5 of 59         (V)2009-22Jul-001(C) 


# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


Trace Matrix AQS-13-5000-003-
F.doc"  


3 1/9/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Security 
Review - 
ExpressPoll 
(appears in 
I:2.2.2.1.e, 
because that 
is where it 
was 
observed)  


ExpressPoll, EZRoster 
"ExpressPoll CardWriter 1.1.6 TDP 
Appendix A Software 
Specifications.pdf Rev 1.1" states 
that the C# application, 
ExPollCardWriter, and the C++ 
application, PcmCardDll, are 
"console" applications running on 
Windows CE (source code review 
concurs). The documents 
"ExpressPoll 2000 EZRoster System 
Administrators Guide Revision 
4.0.pdf" Rev 4.0 and "ExpressPoll 
4000 EZRoster Pollworkers Guide 
Revision 2.0.pdf" Rev. 2.0 show a 
user interface. We cannot find the 
source code to this user interface 
application and also cannot find a 
reference to it in "ASSURE1 
2MatrixRev4 0Nov1708.xls" (Matrix) 
We do not have any source code for 
a user interface application that 
looks like EZRoster nor do we have 
anything labelled EZRoster, ExPoll 
or ExPollLauncher. The latter two 
are referred to in a documents 
delivered to Systest on 3/23/2007: 
"ExpressPoll EZRoster 1.0 Build 
Process Revision 2.0.pdf" and 
"ExpressPoll EZRoster 2.0 Build 
Process Revision 1.0.pdf" However 
we are not sure if these two 
documents are a part of the current 
TDP because they do not appear in 
the Matrix spreadsheet. All three 
devices, 5000, 4000, and 2000 are 
included in the Premier application 
as COTS.  The user interface figures 
in the documentation shows such 
words as "Diebold Election 
Systems", "Manage Polls,", "Ballots."  
Please clarify. Furthermore, the 
document "ExpressPoll CardWriter 
1.1.6 TDP Appendix F Installation 
Procedures.pdf" states that there is 
both a Boot Rev 4.7 and CE OS 
2.56. We do not have the 
configuration or source files for 
either one of these. 


I: 9.4.1.3 The software qualification 
tests encompass a number of 
interrelated examinations, involving 
assessment of application source 
code for its compliance with the 
requirements spelled out in Volume I, 
Section 4 


[2009-02-24] NF:  Volume I, 
Subsection 9.4.1.3, Focus of 
Software Evaluation of the 2002 
FEC requirements involves the 
assessment of application source 
code for its compliance with the 
requirements spelled out in 
Volume I, Section 4 as well as 
functional testing to verify the 
proper performance of all system 
functions controlled by the 
software. These requirements do 
not address the composition of 
product documentation used to 
support the certification 
submission for the ExpressPoll 
CardWriter. As it stands, the 
product documentation submitted 
in support of the ExpressPoll 
CardWriter certification effort 
describes both the functionality of 
the ExpressPoll CardWriter as well 
as the EZRoster application - any 
material referenced in this 
documentation will be sufficient to 
demonstrate compliance with the 
relevant FEC requirements for the 
ExpressPoll CardWriter software. 
 
The ExpressPoll EZRoster 1.0 
Build Process Revision 2.0 and 
ExpressPoll EZRoster 2.0 Build 
Process Revision 1.0 are no 
longer applicable, and have been 
superseded by ExpressPoll 
CardWriter 1.1 Build Process 
Revision 9.0. 


Accepted: GA  
5/18/2009:  
EZRoster is not 
part of the Premier 
application to the 
EAC (and 
ExpressPoll 2000 
has been 
removed).   


4 1/28/09 K. Docum Clos ASM - TDP A) No procedure whereby I: 2.2.1.f - If access to a system [2009-02-03] NF:  A) The issuer Rejected:  KGW 
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# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


Wilson entatio
n 
Defect 


ed jurisdictional level certificates are 
created and signed by the root 
certificate. ASM 1.2.1 TDP Appendix 
B Program Specifications.pdf 
contains a Use case entitled "Issue 
new certificates." However 
ASSURE_Security_Manager_1.2_U
sers_Guide.pdf contains no such 
use case. (Nor can it be found in the 
application). Without this procedure 
the jurisdiction cannot generate its 
own certificates, the private key of 
which it owns. 
B) Related but also applicable to 
6.2.1.f 
The test application submitted by 
Premier has a "Premier Root 
Certificate Authority" which is signing 
other certificates to provide trust 
chains. Cannot find any 
documentation of Premier's internal 
security policy relating to the 
physical protection of this root 
certificate's private key, separation 
of duties in terms of its usage, or 
methods to notify the EAC or 
jurisdictions if the private key is 
compromised. 
The security trade-offs associated 
with the usage of the "Premier Root 
Certificate Authority" are not 
discussed in the vendor 
documentation. The design of the 
system requires that the jurisdiction 
install this root certificate as trusted, 
and thus the procedures associated 
with its security are appropriate to 
the EAC and the jurisdictions. 
 
Rejected: 5/27/2009 KGW -- The 
Premier Root Certificate Authority 
certificate must be associated with a 
"private" key. What internal controls 
does Premier enforce to prevent this 
"private" key from (for example) 
being posted to the internet. 


function is to be restricted or 
controlled, the system shall 
incorporate a means of implementing 
this capability. 
I:6.2.1.1.f  - General characteristics 
of supervisory access privileges; 
 
KGW 5/27/2009 added -- V1: 
6.2.1.2.a. Identify each person to 
whom access is granted, and the 
specific functions and data to which 
each person holds authorized access 
V1: 6.2.2.a Vendors shall provide a 
detailed description of all system 
access control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access. Examples of such measures 
include: 
a. Use of data and user authorization 


certificate provided by Premier 
Election Solutions is created and 
signed by Premier - this certificate 
must currently be imported into 
ASM, and it is provided in signed 
form to the client jurisdiction.  
 
A certificate is automatically issued 
by the ASSURE Security Service 
for every user that is created, as 
documented in the section 
Certificates in section 3.3, The 
ASM namespace interface in the 
ASSURE_Security_Manager_User
s_Guide_1.2.2_or_later_Rev_2.0. 
User certificate issuance 
functionality is documented in 
section CIssueCertProgressDlg 
in ASM 1.2.1 TDP Appendix B: 
Program Specifications. 
 
No requirement exists in the 2002 
FEC voting system standards to 
discuss security trade-offs 
associated with the usage of 
particular root certificates in 
vendor documentation. 
 
[2009-07-07] SL:  Premier is ISO 
9001 certified and we adhere to 
our internal procedures for 
protection of the private key. 


5/27/2009 
 
Accepted:  GA 
7/7/2009:  iBeta 
has received 
confirmation of 
Premier's ISO 9001 
certification and 
has witnessed the 
process of 
obtaining and 
protecting the 
private key as part 
of the Trusted 
Build.   


5 1/28/09 S. 
Jakileti 


Docum
entatio
n 
Defect 


Clos
ed 


AutoMARK 
PREM 
System 
Security 
Specification 
AQS-13-


No referred section 5  in" AutoMARK 
PREM System Security Specification 
AQS-13-5002-001-S",No 
documentation for mandatory 
administrative procedures  (Vol 1 
Sec 2.2.2.1  is complete, Vol 1  sec 


Vol 1 :2.2.1e:Provide security 
provisions that are compatible with 
the procedure and administrative 
tasks involved in equipment 
preparation, testing, and operation. 
Vol 1 :2.2.1g:Provide documentation 


[2009-5-19] PH: 
2.2.1.e :  
2.2.1.g:   Trace Matrix points to 
document System Security Test 
Procedures AQS-13-5012-000-S 
and test location System Security 


Rejected: GA 
5/25/2009 
 
Partial Acceptance: 
GA 6/18/2009:  
Review of the 
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# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


5002-001-S 2.2.3 is incomplete, Vol 1  Sec 
6.2.1.1 is incomplete), and no 
documentation is provided for 
effective password management. 
 
Rejected: GA 5/25/09:  The 
requirements are for documentation 
of procedures and Test 
Procedures/Cases do not meet this 
requirement. 


of mandatory administrative 
procedures for effective system 
security. 
Vol 1 :2.2.3a:Restoration of the 
device to the operating condition 
existing immediately prior to the error 
or failure, without loss or corruption 
of voting data previously stored in the 
device; 
Vol 1 :2.2.3b:Resumption of normal 
operation following the corrections of 
a failure in a memory component, or 
in a data processing component, 
including the central processing unit;  
Vol 1 :6.2.1d:Effective password 
management; 


Test Case AQS-13-5030-005-S.  
 
2.2.3.a:  Trace matrix points to 
Operations and Diagnostic Log 
Specs AQS-13-5002-004-S and 
test case location Operation Log 
Test Cases AQS-13-5032-005-S 
 
2.2.3.b: Trace matrix points to 
System level test cases AQS-13-
5030-000-F  
 
6.2.1.d:  Trace Matrix points to 
System Security Specification 
AQS-13-5002-001-S  in section 
2.B and 2.C 
 
[2009-6-02] PH: 
2.2.1.e: 
2.2.1.g:  Added Section 2.C.2.1 to 
AutoMARK PREM System 
Security Specification AQS-13-
5002-001-S.doc 
2.2.3.a: 
2.2.3.b: Added Section 2.E to the 
above document. 
6.2.1. Added section 2.B.1.c to the 
above document. 


AutoMARK System 
Security 
Specifications 
Revision 4 dated 
6/01/09 addressed 
the Vol1: 2.2.1g, 
2.2.3a, and 2.2.3b 
portion of the 
discrepancy; 
however, 
requirements 
2.2.1e, and 6.2.1d 
are still pending 
response from 
Premier.  
 
Accepted: GA 
6/30/09:  Review of 
the AutoMARK 
TDP received on 
6/29/09 verified 
compliance with 
the requirement. 


6 1/28/09 S. 
Jakileti 


Docum
entatio
n 
Defect 


Clos
ed 


AccuVote-
TSX with 
AVPM TDP 
Appendix D: 
COTS 
Component 
Specifications 


Not finding referenced document 
"AccuVote-TSX with AVPM TDP 
Appendix D: COTS Component 
Specifications" in 08062008 delivery 


vol 1 2.2.4.1e: Protect against the 
failure of any data input or storage 
device; 


[2009-02-02] NF:  This 
documentation should have been 
included with the AccuVote-TSX 
with AVPM TDP delivery.  This 
appendix will be sent to the VSTL. 


Accepted: GA 
5/18/09: This 
document was 
delivered as part of 
the TDP on 
5/18/09. 


7 1/28/09 S. 
Jakileti 


Docum
entatio
n 
Defect 


Clos
ed 


AccuVote-OS 
Central Count 
TDP 


Documented as recording normal 
and abnormal events as out of 
scope and address by the controlling 
application (when no connection to 
the host has been established, 
where the events are logged)  


vol1 2.2.4.1g:Record and report the 
date and time of normal and 
abnormal events; 
vol1 2.2.4.1i: Detect and record every 
event, including the occurrence of an 
error condition that the system 
cannot overcome, and time-
dependent or programmed events 
that occur without the intervention of 
the voter or a polling place operator;  


[2009-02-03] NF:  The AccuVote-
OS device acts as a dumb 
scanner, and represents one 
component of the Central Count 
system. The AccuVote-OS  
scanner is controlled by either 
GEMS or PCS, applications which 
provide system logic, and amongst 
others, audit functionality. 


Accepted: KGW 
5/27/2009 as per 
vendor response 


8 1/28/09 S. 
Jakileti 


Docum
entatio
n 
Defect 


Clos
ed 


AccuVote-OS 
Precinct 
Count TDP 


No protection procedures are 
provided against the failure of any 
data input or storage device 
(documented in the AVOS TDP as 
out of scope, but the data is stored 
on the memory card) 


vol1 2.2.4.1e: Protect against the 
failure of any data input or storage 
device; 


[2009-02-03] NF:  This information 
is provided in section 2.3.2.4.1, 
Common Standards (e) in 
AccuVote-OS TDP 2.03 System 
Functionality Description in the 
AccuVote-OS TDP. 


Accepted: GA 
5/18/2009:  Review 
of documentation 
determined that the 
memory card is 
addressed. 


9 1/28/09 S. Docum Clos Security No protection procedures are vol1 2.2.4.1e: Protect against the [2009-02-03] NF:  This information Accepted: GA 
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Jakileti entatio
n 
Defect 


ed review-
AccuVote-
AVOSX TDP 


provided against the failure of any 
data input or storage device 
(documented in the AVOSX  TDP as 
out of scope, but the data is stored 
on the memory card) 


failure of any data input or storage 
device; 


is provided in section 2.3.2.4.1, 
Common Standards (e) in 
AccuVote-OSX TDP 2.03 System 
Functionality Description in the 
AccuVote-OSX TDP. 


5/18/2009:  Review 
of documentation 
determined that the 
memory card is 
addressed. 


1
0 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Premiers 
Client 
Security 
Policy.pdf Rev 
3.0 


Premiers Client Security Policy.pdf 
Rev 3.0 -- Document does not 
contain a description in sufficient 
detail to allow an unskilled user to 
set the password history (2.3.1) or 
password aging (2.3.2) requirements 
in the COTS OS. 
 
Doc P: Document does not contain a 
description in sufficient detail to 
allow an unskilled user to set the 
audit log security policies of a COTS 
OS. 


v1: 2.1.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


  Accepted: KGW 
3/24/2009: 
Windows 
Configuration 
Guide Rev 6 
(delivered on 
03/04/09) contains 
this information and 
closes out the 
discrepancy prior to 
a formal response 
from the vendor. 


1
1 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Premiers 
Client 
Security 
Policy.pdf Rev 
3.0 


Premiers Client Security Policy.pdf 
Rev 3.0 -- Document contradicts 
itself. In section 3.1.1 it recommends 
that passwords should not be shared 
among users. But in section 3.4.2 it 
recommends that only a single 
administrator account exist. If the 
single administrator does not share 
the password then in the event that 
the single administrator is 
unavailable the system might 
become inaccessible. 3.1.1 is 
correct, all users must be individually 
audited for their actions. 


v1: 2.1.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


[2009-02-03] NF:  The statement 
in section 3.4.2, Administrative 
account privileges 'The number of 
privileged accounts should be kept 
to an absolute minimum - 
preferably, one single account.' 
has been revised in 
Premiers_Client_Security_Policy_
Rev_4.0. 


Accepted: GA 
5/22/2009:  Based 
on review of the 
updated document,  
this discrepancy is 
closed. 


1
2 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er TDP 


VCProgrammer - Neither 
"VCProgrammer User's Guide 
Revision 1.0" nor "VCProgrammer 
4.7.2 System Administrator's Guide 
Revision 1.0" describe the activity 
which the document VCProgrammer 
4.7.2 Technical Data Package 
Appendix G: System and Data 
Integrity Revision 1 refers to in 
section 5.3 (bullet item 5). When 
does the described activity occur? 


v1: 2.2.1.c Use the system's control 
logic to prevent a system function 
from executing if any preconditions to 
the function have not been met. 


[2009-02-03] NF:  The reference to 
the Central Administrator card has 
been removed from section 5.3, 
VCProgrammer in VCProgrammer 
4.7.2 TDP Appendix G: System 
and Data Integrity. This change 
will be reflected in the 
VCProgrammer 4.7.2 TDP 
Revision 2.0. 
 
 


Accepted: KM 
6/2/2009: FEC 
2002 
VCProgrammer 
TDP Appendix F: 
System and Data 
Integrity, version 
1.0 (May 15, 2009) 
has had the 
reference removed. 


1
3 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er TDP 


VCProgrammer --  Documentation 
does not address parity or 
checksums protecting Configuration 
files accepted from the Voter Card 
Data File accepted from the external 
voter registration system. 


v1:2.1.2.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality status, 
checking the number and types of 
errors that occur in any of the 
relevant operations on data and how 
they were corrected. 


[2009-02-03] NF:  The relevant 
text in section 4, Data Quality 
Assessment has been amended in 
VCProgrammer 4.7.2 TDP 
Appendix G:  System and Data 
Integrity, as well as the smart card 
format document provided in 
VCProgrammer 4.7.2 TDP 
Appendix D:  Smart Card Format. 


Accepted: KM 
6/2/2009:  The 
manual has been 
updated to state 
that CRCs are 
used to protect the 
files.  Source code 
review by Lauren 
Laboe confirmed 
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Error messages listed 
inVCProgrammer_Users_Guide_4.
7.4_or_later_Rev_1.0have also 
been updated 


that this is the 
case. 


1
4 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er TDP 


VCProgrammer -- Documentation 
does not describe the authentication 
of the file or system inputing the file 
"Voter Registration File" The system 
inputting this information is outside 
the boundary of the Assure 1.2 
certified system, but this external 
system apparently has access to the 
VCProgrammer computer with the 
ability to at least place the file onto 
the system at an appropriate time. 
This placement appears to occur 
dynamically at the time of the voter 
obtaining a vote access card over a 
network connection. 
 
Rejected: 5/22/09 GA:  v1: 6.2 "The 
access controls contained in this 
section of the Standards are limited 
to those controls required of system 
vendors."  As the VCProgrammer is 
a shared environment with the voter 
registration system (not part of the 
certification), the network connection 
to that shared environments impact 
on the access control policy and 
must be addressed in the TDP. 


v1: 6.2.1 The vendor shall specify the 
general features and capabilities of 
the access control policy 
recommended to provide effective 
voting system security. 


Premier - iBeta response on 
5/22/09 
[Nel, 2009-06-10] VCProgrammer 
TDP Revision 2.0 as well as 
VCProgrammer 4.7.4 or later 
User's Guide Revision 2.0 must be 
delivered.[TT 2009-06-15] Added 
notes regarding use of 
VCProgrammer on a LAN. See 
section 3, Installing 
VCProgrammer in the 
VCProgrammer User‟s Guide  
4.7.5 or later Rev 2.0. Added anti-
virus software recommendation to 
Premier‟s Windows Configuration 
Guide Rev 10.0. 


Rejected: GA 
5/22/2009 
 
Accepted: GA 
6/18/09:  Review of 
the VCProgrammer 
System 
Adminstrator's 
Guide 4.7.5 or later  
Revision 1.0 dated 
June 15, 2009, 
Section 3.0 verifies 
that the TDP 
addresses the 
installition of 
VCProgrammer on 
a LAN and 
Premier's Windows 
Configuration 
Guide Revision 10 
dated Jun 15, 2009 
Section 3.2.1 
verifies that the 
TDP addresses the 
recommendation 
for anti-virus 
software. 


1
5 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.21.1 
Election 
Administrator‟
s Guide Rev 
2.0 


The first paragraph of section 12.3 
states that each task falls within 
corresponding personnel categories 
and lifecycle component. However 
the document does not tie each task 
with any particular personnel 
category or lifecycle component. It 
likewise does not address how the 
personnel categories in section 12.1 
overlap or intersect with the roles 
imposed by the Key Card Tool. (see 
also 6.2.1.1.f) This is important 
information from a security policy 
perspective (Premier Client Security 
Policy document reference) 


v1: 6.2.1.2.b Specify whether an 
individual‟s authorization is limited to 
a specific time, time interval or phase 
of the voting or counting operations 


[2009-02-03] NF:  The 
requirements upon which this 
discrepancy has been raised have 
no bearing on the discrepancy. In 
fact, the discrepancy should be 
based on Volume I, Subsection 
6.2.1.2, Individual Access 
Privileges (a), and optionally 
Volume II, Subsection 2.8.1, 
Introduction. 
 
The response to section 2.6.1.2, 
Individual Access Privileges in Key 
Card Tool 4.7.2 TDP 2.06 System 
Security Specification in fact states 
'the recommended functions and 
data to which each personnel 
category holds authorized access 
are detailed in section 12.4, 
Personnel category/election task 
assignment in the ...' GEMS 


Accepted: KM 
6/10/2009:  
GEMS_Election_A
dministrators_Guid
e_1.21.3_or_ 
later_Rev_2.0 has 
a table relating 
personnel 
categories with 
tasks which also 
shows overlap. 
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Election Administrator's Guide, 
which does in fact tie each task 
with ... particular personnel 
category or lifecycle components. 
 
That said, the 
GEMS_Election_Administrators_G
uide_1.21.3_or_later_Rev_1.0 has 
been amended to include specific 
products to which each task listed 
in section 12.4, Personnel 
category/election task assignment 
is applicable to. 


1
6 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er 4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


VCProgrammer --As this device may 
be connected to an untrusted 
networked device (Voter 
Registration System) it must be 
protected by security kernals such 
as antivirus software and firewalls. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


[2009-02-17] NF: The 
implementation of firewalls in 
ASSURE 1.2 PC configurations is 
documented in section 6.2, 
Windows Firewall in 
Premiers_Windows_Configuration
_Guide_Rev_8.0. Section 2.6.8.2, 
Protection Against Malicious 
Software in VCProgrammer 4.7.2 
TDP 2.06 System Security 
Specification has been amended 
accordingly. 


Accepted: KM 
6/3/2009:   
The Premier 
Windows 
Configuration 
Guide Revision 8 
stipulates that a 
firewall must be 
used in section 6.2. 


1
7 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er 4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


VCProgrammer, Assure Security 
Manager, Key Card Tool, PCS 
Workstation, GEMS -- 
Documentation does not cover the 
required antivirus, firewall or other 
software and/or security kernels 
used to protect the system.  
Consequently it does not provide 
any published standards used to 
accept this software. In regards to 
statements made regarding the 
usage of the "Microsoft Malicious 
Software Removal Tool," Microsoft 
documentation 
(http://support.microsoft.com/kb/890
830) states: "The Microsoft Malicious 
Software Removal Tool does not 
replace an antivirus product" so this 
tool (standing alone) does not meet 
the "proven commercial security 
software requirement." 
 
Rejected: 6/1/2009 KM: In Process.  
The issue of anti-virus software is 
not addressed in the specified 
document, nor is it addressed in the 
referenced documents.  


v2: 6.4 The ITA may meet these 
testing requirements by confirming 
proper implementation of proven 
commercial security software.  In this 
case, the vendor must provide the 
published standards and methods 
used by the US Government to test 
and accept this software, or it may 
provide references to free, publicly 
available publications of these 
standards and methods, such as 
government web sites. 


[2009-02-17] NF:  
The implementation of firewalls in 
ASSURE 1.2 PC configurations is 
documented in section 6.2, 
Windows Firewall in 
Premiers_Windows_Configuration
_Guide_Rev_8.0. Section 2.6.8.2, 
Protection Against Malicious 
Software in VCProgrammer 4.7.2 
TDP 2.06 System Security 
Specification has been amended 
accordingly. 
 
References to free, publicly 
available publications of standards 
and methods employed by Premier 
in securing election data are 
included in ASSURE 1.2 TDP 
Appendix K:  SSL Protocol 
Specification, ASSURE 1.2 TDP 
Appendix R:  AES Encryption 
Specification, and ASSURE 1.2 
TDP Appendix V:  SHA1 
Specification. 


Rejected: KM 
6/1/2009 
 
Accepted: GA 
6/18/09:  Review of 
the VCProgrammer 
TDP 2.06 System 
Security 
Specification 
Revision 2.0 dated 
June 16, 2009, 
Section 2.6.8.2 
verifies that the 
TDP references the 
anti-virus software 
installation 
recommendation in 
the Premier's 
Windows 
Configuration 
Guide Revision 10 
dated Jun 15, 2009 
which in turn in 
Section 3.2.1 
verifies that the 
TDP addresses the 
recommendation 
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VCProgrammer TDP 2.06 System 
Security Specification.pdf, Rev 1.0.  
May 15, 2009. 


for anti-virus 
software. 


1
8 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCProgramm
er, Assure 
Security 
Manager, Key 
Card Tool, 
PCS 
Workstation, 
GEMS (all PC 
based 
devices) TDP 


VCProgrammer, -- Approved VSTL 
test plan Rev. 9 calls for a rootkit 
scanning mechanism. The only 
documentation found is the 
AVValidator documentation, which 
describes a System Identification 
Tool relevant to section 5.8 of the 
Program Manual, but this tool does 
not address the VCProgrammer, 
Assure Security Manager, Key Card 
Tool, PCS Workstation or GEMS 
host computer systems. iBeta will 
not attempt to introduce a rootkit. 
Rootkits are notoriously difficult to 
remove without re-installation of the 
operating system and generally 
might contain security vulnerabilities 
themselves that increase the risk to 
the system even though the rootkit 
itself might be benign. In its place, 
iBeta is creating a documentation 
discrepancy against rootkit 
vulnerable operating systems for 
Premier to document the usage of it 
for the VCProgrammer etc. 
 
Rejected: 5/21/09  KGW:  Neither 
Premier‟s Windows® Configuration 
Guide Rev 8.0 nor Premier's Client 
Security Policy Rev 4.0 direct the 
installation of the "Microsoft 
Windows Malicious software 
removal tool". Reference to it to 
meet security access control 
requirements appear in ASM 1.2.1 
Technical Data Package Appendix 
G: System and Data Integrity, Key 
Card Tool 4.7.2 Technical Data 
Package System Security 
Specification, GEMS 1.21.1 
Technical Data Package Appendix 
H: System and Data Integrity. The 
language in these is similar to the 
GEMS Appendix H document which 
states that "Microsoft Windows 
Malicious Software Removal Tool 
installed on GEMS servers" as if the 
installation is already completed. Yet 
it was not present. 


v2:6.4 At its discretion, the ITA may 
conduct or simulate attacks on the 
system to confirm the effectiveness 
of the system's security capabilities, 
employing test procedures approved 
the  NASED Voting Systems Board. 


[2009-02-23] NF:  The stated 
requirements of Volume II, 
Subsection 6.4, Security Testing of 
the 2002 FEC standards have 
neither any bearing on vendor 
system validation documentation 
nor on testing tools employed, 
such as the rootkit scanning 
mechanism referenced. 
 
[2009-06-01] NF:  References to 
the Windows Malicious software 
removal tool have been removed 
from the stated TDPs. 


Rejected: KGW 
5/21/2009 
 
Accepted: DEV 
06/19/2009:  
Verified the 
removed reference 
to the Microsoft 
Windows Malicious 
Software Removal 
Tool in the 
Premier‟s 
Windows® 
Configuration 
Guide Revision 
10.0 June 15, 2009 
and Premier's 
Client Security 
Policy Revision 5.0 
June 5, 2009.  
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1
9 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


Neither Premier‟s Windows® 
Configuration Guide Rev 8.0 nor 
Premier's Client Security Policy Rev 
4.0 direct the installation of the 
"Microsoft Windows Malicious 
software removal tool". Reference to 
it to meet security access control 
requirements appear in ASM 1.2.1 
Technical Data Package Appendix 
G: System and Data Integrity, Key 
Card Tool 4.7.2 Technical Data 
Package System Security 
Specification, GEMS 1.21.1 
Technical Data Package Appendix 
H: System and Data Integrity. The 
language in these is similar to the 
GEMS Appendix H document which 
states that "Microsoft Windows 
Malicious Software Removal Tool 
installed on GEMS servers" as if the 
installation is already completed. Yet 
it was not present. 


v1: 2.2.1d Provide safeguards to 
protect against tampering during 
system repair, or interventions in 
system operations, in response to 
system failure. 


[2009-02-04] NF:  Physical repair 
is not applicable to the Voter Card 
Encoder, as the device is COTS, 
hence requirement is addressed in 
terms of electronic and 
administrative tools used to 
provide security. Protection 
against tampering during 
intervention in system operation in 
response to system failure is 
assured by the referenced security 
features described in section 4, 
Security Monitoring and Control in 
Voter Card Encoder 1.3.3 TDP 
Appendix G:  System and Data 
Integrity, which remain applicable 
from the occurrence of any of the 
error conditions documented in 
Appendix E:  Troubleshooting in 
the Voter Card Encoder 1.3.3 or 
later Rev 1.0 through to their 
resolution. 


Accepted GA 
5/20/2009:  Voter 
Card Encoder 1.3.3 
or later Rev 1.0 
Appendix F: 
Troubleshooting 
does not direct the 
user to perform any 
system repair and 
the response to a 
system failure is to 
use another unit 
and/or notify the 
election office.  
Section 7 
Maintenance lists 
the only 
maintenance 
procedure as 
replacing the 
batteries.   Based 
on this 
documentation 
review,  this 
discrepancy is 
closed. 


2
0 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


VCEncoder - Documentation states 
that communications is not 
applicable, but the device contains a 
serial port and as such security must 
be addressed. It also communicates 
with a smart card and 
communication needs to be 
addressed. 
 
Rejected: KGW 5/27/2009 The 
device contains a serial port which is 
a communications portal. Vendor 
response that this portal is used for 
firmware updates. Therefore it must 
have either a policy or complete 
justification as to why it does not 
need a policy because it is "inactive 
at all other times" whatever that 
might mean. Please elucidate in 
documentation. 
 
Rejected: DEV 06/19/2009:  The 
FEC 2002 Voter Card Encoder TDP 
System Security Specifications 
Revision 2.0 June 15, 2009 still does 
not contain justification as to why the 


v1: 6.2.1.1c Communications [2009-02-23] NF:  The 
requirements of Volume I, 
Subsection 6.2.1.1, General 
Access Control Policy - note 
section reference discrepancy - 
point to policy requirements. As 
such, administrative policies 
pertaining to communications are 
of issue, not functional aspects of 
communication between the Voter 
Card Encoder application and the 
smart card. 
 
The Voter Card Encoder serial port 
is used for firmware updates but is 
inactive at all other times. The 
Voter Card Encoder smart card 
reader is designed to only 
recognize validly formatted smart 
cards, encoded with the same 
smart card key as the Voter Card 
Encoder. 
 


Revised section 7.2.2, Equipment 
security in Premier‟s Client 
Security Policy, rev 6.0 


Rejected: KGW 
5/27/2009 
 
Rejected: DEV 
06/19/2009 
 
Accepted: GA 
6/29/2009:  Based 
on review of 
sections 2.6.1.1, 
2.6.2, and 2.6.4 of 
Voter Card 
Encoder System 
Security 
Specification 
Revision 3.0 dated 
June 26, 2009 
closes this 
discrepancy.  The 
TDP added a 
tamper proof seal 
on the serial port.  
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Voter Card Encoder serial port is 
inactive at all other times besides 
firmware updates. 


Added:  
"To prevent unauthorized access 
to the firmware on the Voter Card 
Encoder, ensure that a tamper 
proof seal is applied over each 
Voter Card Encoder's serial port."   
 


2
1 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


VCEncoder -- Unable to find the 
document "Appendix C: Installing the 
Firmware in the Voter Card Encoder 
User's Guide" referred to in "VCE 
1.3.3 TDP Appendix A Software 
Specifications.pdf" 


v1: 6.2.1.1.e Protection abilities of a 
particular operating system; 


[2009-02-05] NF:  Appendix C: 
Installing the Firmware is definitely 
present in the Voter Card Encoder 
1.3.3 or later Rev 1.0. 


Accepted: GA 
5/20/2009:  Voter 
Card Encoder 1.3.3 
or later Rev 1.0 
Appendix C: 
Installing the 
Firmware was 
received.  Based 
on this 
documentation 
review,  this 
discrepancy is 
closed. 


2
2 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


VCEncoder -- Unable to find the 
information appropriate to make a 
determination that an off-the-shelf 
COTS Spyrus PAR 2 cannot be 
used to program smart cards to 
allow unregistered ballots to be cast 
or that (6.4.1.c) no Spyrus firmware 
is operational in the absence of the 
Premier code. 


v1: 6.2.1.1.f General characteristics 
of supervisory access privileges; 
v2: 2.6.2 Access Control Measure 
The Vendor shall provide a detailed 
description of all system acccess 
control measures and mandatory 
procedures designed to permit 
access to system states in 
accordance with the access policy, 
and to prevent all other types of 
access to meet the specific 
reuirement of Volume I, Section 
6.2.2. 


[2009-02-24] NF:  The 
requirements of Volume I, 
Subsection 6.2.1.1, General 
Access Control Policy - note 
section reference discrepancy - 
point to policy requirements, not 
functional requirements. 


Accepted GA 
5/20/2009:  Voter 
Card Encoder 1.3.3 
or later Rev 1.0 
Appendix C: 
Installing the 
Firmware was 
received and the 
access to this 
environment is 
stated to be 
restricted to 
authorized 
personnel but the 
documentation 
does not state that 
this is protected 
against.  As a 
result, this will be 
tested in the 
Security Test Case 
and is closed as a 
documentation 
discrepancy. 


2
3 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


VCEncoder -- Cannot find a 
description of the protocol used to 
program ballots or the protocol used 
to download new firmware. "VCE 
1.3.3 TDP 2.06 System Security 
Specification.pdf" states that 
"Special Protocols" is N/A. 
 


v1: 6.2.1.1.f General characteristics 
of supervisory access privileges; 
v2: 2.6.2 Access Control Measure 
The Vendor shall provide a detailed 
description of all system access 
control measures and mandatory 
procedures designed to permit 
access to system states in 


[2009-02-24] NF:  FEC 2002 
Volume I, Subsection 6.2.2, 
Access Control Measures 
mandates the provision of 
examples, rather than exhaustive 
responses to every item listed, 
hence a targeted response should 
not have to be provided. The 


Accepted:  GA 
6/18/2009:  Review 
of Voter Card 
Encoder TDP 
System Security 
Specification 
Revision 2.0 dated 
June 15, 2009 
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5/20/09 GA: The TDP referenced 
states that special protocols are not 
applicable to the Voter Card 
Encoder since it is not used to 
communicate with an external 
electronic device.  The COTS 
Spyrus PAR 2 loads firmware 
through the COM1 port of an IBM 
compatible host computer  (external 
electronic device). 


accordance with the access policy, 
and to prevent all other types of 
access to meet the specific 
requirement of Volume I, Section 
6.2.2. 


response to this requirement as 
provided in section 2.6.2, Access 
Control Measures in VCE 1.3.3 
TDP 2.06 System Security 
Specification already provides 
examples of measures used to 
control access to the Voter Card 
Encoder application and data. 
[Nel, 2009-06-02] Section 2.6.2, 
Access Control Measures (f) in 
VCE TDP 2.06 System Security 
Specification has been amended 
to state 'A COTS protocol is used 
by the Spyrus PAR 2 for the 
purpose of loading firmware from 
an external electronic device onto 
the Voter Card Encoder.' 


verified that the 
protocol is not 
listed within this 
TDP.  


2
4 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


VCEncoder 
TDP 


VCEncoder -- "VCE 1.3.3 TDP 2.06 
System Security Specification.pdf" 
does not address this requirement 


v1: 6.4.1.c The election-specific 
programming may be installed and 
resident as firmware, provided that 
such firmware is installed on a 
component (such as computer chip) 
other than the component on which 
the operating system resides; and 


[2009-02-04] NF:  The Voter Card 
Encoder firmware -  which 
incorporates device control 
functionality - is resident in flash 
storage, whereas election-specific 
programming is stored in the 
EPROM firmware.  


Accepted: GA 
5/20/2009:  The 
TDP states, in 
Voter Card 
Encoder 1.3.3 or 
later Rev 1.0 
Appendix C: 
Installing the 
Firmware that only 
the firmware is 
uploaded to the 
Voter Card 
Encoder unit.  
Although not 
specifically stated 
in the TDP, the 
Vendor Response 
is accurate and 
satisfies this 
requirement. 


2
5 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ExpressPoll 
TDP 


ExpressPoll - Documentation does 
not address 2.2.1.d which would 
include the possibility that the device 
contains PII of voters at the time of 
failure.   
 
Rejected: 6/1/09 GA:  Concern is 
protecting the privacy of the voter 
per HAVA 301A which is within the 
safeguards of the VSS requirement 
cited. 
 
Rejected: 6/3/09 KGW -- 
documentation does not address the 
privacy of voter PI that might reside 


2.2.1.d Provide safeguards to protect 
against tampering during system 
repair, or interventions in system 
operations, in response to system 
failure. 


[2009-06-02] NF: Management of 
the integrity of voter registration 
system data is outside the scope 
of the ExpressPoll CardWriter 
TDP. 


Rejected: GA 
6/1/2009 
 
Rejected: KGW 
6/3/2009 
 
Accepted: GA 
6/26/2009:  With 
the closure of #104 
per the EAC 
instruction to not 
use the 
ExpressPoll 
Updater.cab, this 
discrepancy is also 
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on the ExpressPoll in case of a 
system failure. Once such data is 
loaded onto a certified device it 
becomes the responsibility of 
Premier to protect. Therefore 
documentation must address this 
point.  


closed. 


2
6 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Premiers 
Client 
Security 
Policy.pdf Rev 
3.0 


Premier Client Security Document - 
Document does not use the word 
"mandatory" for any administrative 
procedures relating to effective 
system security but instead uses the 
word "should" which is not the same 
intent as the requirement 
"mandatory" 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


[2009-02-04] NF:  All Premier 
Election Solutions product and 
TDP documentation has been 
amended to mandate 
administrative procedures relating 
to effective system security. 


Accepted: KM 
6/1/2009 KM:  
The statement that 
certified systems 
must follow the 
best practices 
explained in the 
configuration 
guides is sufficient.  
Premiers Client 
Security Policy.pdf.  
Rev 4.0. 


2
7 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ExpressPoll 
CardWriter 
1.1.6 TDP 
2.06 System 
Security 
Specification.
pdf 


Document states that 
Communications is N/A which is 
incorrect. The ExpressPoll units 
contain USB ports, and Ethernet 
ports, so communications over these 
ports must be described. 
 
Rejected: 6/3/09 KGW: The policy 
recommended for communications 
over these ports must be described. 
N/A is still unacceptable. 


v1: 2.6.2 Access Control Measures 
that refers to v1: 6.2.1.1.c 
Communications 


[2009-02-23] NF:  The 
requirements of Volume I, 
Subsection 6.2.1.1, General 
Access Control Policy - note 
section reference discrepancy - 
point to policy requirements, not 
functional requirements. Hence 
discussion of communication over 
ExpressPoll ports is not 
appropriate here. 


Rejected: KGW 
6/3/2009 
 
Accepted: GA 
6/29/2009:  Review 
of Express Poll 
CardWriter TDP 
2.06 System 
Security 
Specification 
Revision 2.0 dated 
June 26, 2009 
confirmed that the 
communications is 
no longer N/A and 
the reference to the 
Premier Network 
Security Guide for 
the ports (Section 
2.6.1.1) and the 
protocol for 
communicating 
with the smart 
cards (Section 
2.6.2) addresses 
the requirement. 


2
8 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ExpressPoll 
CardWriter 
1.1.6 TDP 
Appendix F 
Installation 
Procedures.p
df Rev 1.0 


The requirement is to validate the 
ROM. The document does not 
describe validating the ROM. It only 
validates functionality or a version 
number. AVValidator does not 
currently address these devices 
(4000 or 5000).   


v1: 6.4.1.a If software is resident in 
the system as firmware, the vendor 
shall require and state in the system 
documentation that every device is to 
be retested to validate each ROM 
prior to the start of elections 
operations; 


[2009-02-05] NF:  This 
requirement is not actually 
applicable to the ExpressPoll 
CardWriter, since it is not 
technically firmware, resident on a 
ROM on the ExpressPoll. 
[2009-06-02] NF:  The ExpressPoll 


Rejected: GA 
5/22/2009 
 
Accepted: KM 
6/4/2009:   
Section 5.7 of the 
ExpressPoll 
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Rejected: 5/22/09 GA:  Section 1.4 
states the the  "The Firmware will be 
the last number listed under ROM 
version." and in Section 2.3 "The OS 
rev is diplayed as the Rom Version." 
No other validation is documented. 


CardWriter software is not loaded 
on the referenced ROM. 
Nonetheless, references in the 
TDP to ExpressPoll CardWriter 
TDP Appendix E:  Installation 
Procedures have been replaced 
with section 5.7, Installing a New 
Version in ExpressPoll 
Administrators Guide for Version 
2.0 and 2.1. ExpressPoll 
CardWriter TDP Appendix E:  
Installation Procedures has been 
removed from TDP. 


Administrator's 
Guide Version 2.0 
and 2.1 references 
software instead of 
firmware. 


2
9 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ExpressPoll 
CardWriter 
1.1.6 TDP 
2.06 System 
Security 
Specification.
pdf Rev 2.0 


Updated 5/22/09 GA: Requirements 
which are for all voting system 
components are not addressed in 
the TDP per the v2: 2.64 
requirements that require meeting 
the specific requirements of Volume 
I, Section 6.4. 
 
Rejected: 6/3/09 KGW - Taken 
individually, each item appears to 
satisfy the requirement. As a whole 
the information is contradictory and 
possibly incorrect. As we have come 
to understand it, the ExpressPoll 
firmware is upgradeable through 
loading the appropriate CF and a 
Supervisor or Administrator Smart 
Card (with PIN). That does not 
qualify as "permanently resident" 
The TDP at 6.4.1.a states that the 
software is not on a ROM but then 
that assertion  is contradicted in 
6.4.1.c by stating that the firmware is 
permanently resident (which implies 
ROM).  
 
We now understand that installation 
of the firmware does not include the 
OS and/or the bootloader. Please 
direct us to the documentation which 
supports the concept that COTS OS 
and bootloader are "permanently 
resident" if that is the case (ref vol 
2:2.2.1.5 the information of which 
was also not found in sufficient detail 
to meet the documentation 
requirements in "ExpressPoll 
CardWriter Technical Data Package 
System Overview" Rev May 19, 


v1: 6.4.1.c The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown to 
be inaccessible to activation or 
control by any means other than by 
the authorized initiation and 
execution of the vote-counting 
program, and its associated 
exception handlers; 
and 
v1: 6.4.1.d The election-specific 
programming may be installed and 
resident as firmware, provided that 
such firmware is installed on a 
component (such as computer chip) 
other than the component on which 
the operating system resides; and 
and 
v1: 6.4.1.e After initiation of election 
day testing, no source code or 
compilers or assemblers shall be 
resident or accessible. 


2009-02-05] NF: With respect to 
c), system bootstrap and monitor 
functionality is provided by the 
COTS ExpressPoll bootloader.  
Device control functionality lies in 
the domain of the Windows CE 
operating system. The ExpressPoll 
CardWriter is not used for vote 
counting purposes. 
The existing responses to d) and 
e) are valid. 
 
[2009-06-02] NF: The responses 
previously provided satisfy the 
referenced requirements.   


Rejected: KGW 
6/3/2009 
 
Accepted: GA 
6/29/2009:  Review 
of Express Poll 
CardWriter TDP 
2.06 System 
Security 
Specification 
Revision 2.0 dated 
June 26, 2009 
confirmed that the 
bootstrap and 
monitor 
functionality is 
documented in 
Section 2.6.4. 
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2009) 


3
0 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 2.03 
System 
Functionality 
Description.pd
f 


ASM 1.2.1 TDP 2.03 System 
Functionality Description.pdf section 
2.3.2.1.5 contains all "should 
perform" procedures not mandatory 
procedures per the VSS 
requirement. 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


[2009-02-04] NF:  All Premier 
Election Solutions product and 
TDP documentation has been 
amended to mandate 
administrative procedures relating 
to effective system security. 


Accepted: KM 
6/1/2009: 
Section 2.3.2.1.5 
has been updated 
to state that the 
best practices 
listed in the Client 
Security Policy 
guide are 
mandatory.  ASM 
TDP 2.03 System 
Functionality 
Description.pdf.  
Rev 1.0.  May 19, 
2009. 


3
1 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 
Appendix G 
System and 
Data 
Integrity.pdf 


Document does not state what files, 
folders, and databases the ASM 
subsystem and/or PCS require for 
jurisdictions to archive or backup 
from an election. 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


[2009-02-06]  NF:  A procedure for 
backing up and restoring the PCS 
workspace is provided in section 
11, Creating and Restoring a 
Backup Workspace in the 
PCS_Users_Guide_2.2.2_or_later
_Rev_2.0. A procedure for backing 
up and restoring the ASS 
database is provided in section 6, 
Creating and Restoring a Backup 
in the 
ASSURE_Security_Manager_User
s_Guide_1.2.2_or_later_Rev_2.0. 


Accepted: GA 
5/22/2009:  Section 
11 of the Premier 
Central Scan 
User's Guide 2.2.2 
or later revision 1.0 
and Section 6 of 
the ASSURE 
Security Manager 
User's Guide 1.2.2 
or later revision 2.0 
were reviewed and 
this discrepancy is 
closed. 


3
2 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 
Appendix G 
System and 
Data 
Integrity.pdf 
revision 1.0 


Section 5.4 refers to integrity 
supported by OpenGroup DCOM. 
However the build document 
"ASSURE Security Service 1.2 Build 
Process Revision 1.0.pdf" does not 
include any such COTS subsystem. 
If system utilizes Microsoft DCOM 
then Microsoft references are 
required to support any integrity, 
confidentiality or authenticity claims. 
 
Rejected: 5/25/09 GA:  It is 
understood that the Windows DCOM 
layer performs data validation.  The 
requirement is that whatever is 
utilized contains control logic and 
data processing methods 
incorporating parity and check-sums 
(...see requirement).  The referenced 
document for this requirement within 
the Premier TDP is an Open Group 
Remote Procedure Call written in 


v1: 2.2.1.d Include control logic and 
data processing methods 
incorporating parity and check-sums 
(or equivalent error detection and 
correction methods) to demonstrate 
that the system has been designed 
for accuracy, and 


[2009-02-06] NF:  DCOM is a 
feature of Windows, for which no 
special reference is necessary in 
the build process document, as it 
is not used to performed the build, 
nor needs to be explicitly installed 
as part of the product.  
[2009-06-04] NF: Section 
2.3.2.2.1, Common Standards in 
ASM TDP 2.03 System 
Functionality Description has been 
redacted to indicate that evidence 
of control logic incorporating parity 
or check-sums to demonstrate that 
the system has been designed for 
accuracy is provided in the section 
Identifying the caller: 
Authentication in the web link 
describing DCOM, 
msdn.microsoft.com/en-
us/library/ms809311.aspx#dcomar
ch_secdis 


Rejected: GA 
5/25/2009 
 
Accepted: GA 
6/19/2009:  Based 
on review of ASM 
TDP 2.03 System 
Functionality 
Description 
Revision 2 dated 
June 26, 2009, in 
Sections 2.3.2.2.1 
and 2.3.2.4.1, the 
reference to the 
broken link is 
removed and 
replaced with 
information that 
addresses the 
requirements. 
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1997  and does not demonstrate that 
the system has been designed for 
accuracy.   


3
3 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 2.03 
System 
Functionality 
Description.pd
f revision 1.0 


ASM 1.2.1 TDP 2.03 System 
Functionality Description.pdf states 
that this requirement is N/A. It is the 
responsibility of the software to 
determine the degree of operability 
of the hardware upon which it relies 
for functionality and may include 
1) ability to verify operability of the 
write/read audit log file 
2) ability to verify operability of 
DCOM and/or other systems 
communications 
3) ability to verify operability of a 
biometric security device 
 
Rejected:  5/25/09 GA:  If this is not 
N/A then the TDP should reflect the 
correct reference. 


v1: 2.2.4.1.j Include built-in 
measurement, self-test, and 
diagnostic software and hardware for 
detecting and reporting the system's 
status and degree of operability. 


[2009-02-06]  NF:  Self-test and 
diagnostic functionality for the 
purpose of detecting and reporting 
the system's status and degree of 
operability is achieved by 
executing an acceptance test upon 
receipt of the software from 
Premier Election Solutions.  This 
acceptance test is documented in 
section 7, Acceptance Test in the 
ASM User's Guide. 
 
[2009-06-01] NF:  Section 
2.3.2.4.1, Common Standards in 
ASM TDP 2.03 System 
Functionality Description has been 
amended to state that verification 
of ASM functionality following 
product receipt is performed 
procedurally with the execution of 
the acceptance test documented in 
section 7, Acceptance Test in the 
ASM User's Guide.  Verification of 
auditing, transmission, and 
fingerprint scanner functionality is 
addressed, either explicitly or 
implicitly, in the referenced 
acceptance test. 


Rejected:  GA 
5/25/2009 
 
Accepted: GA 
6/19/2009:  Based 
on review of ASM 
TDP 2.03 System 
Functionality 
Description 
Revision 2 dated 
June 26, 2009, in 
Sections 2.3.2.2.1 
and 2.3.2.4.1, the 
information that 
addresses the 
requirement is 
provided in place of 
the N/A. 


3
4 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 
Appendix A 
Software 
Specifications
.pdf revision 
1.0 


ASM 1.2.1 TDP Appendix A 
Software Specifications.pdf states 
that the ASM software runs on 
"Windows NT." What versions of NT 
are supported? Other documents 
imply the possibility that it can run on 
XP, Windows Server 2000, Windows 
Server 2003. (also 6.2.1.b)   The 
EAC Application is only for Windows 
XP. 


v1:6.2.1.a Software Access Controls [2009-02-25] NF:  Reference to 
Windows NT has been removed 
from ASM 1.2.1 TDP Appendix A:  
Software Specifications. 
References to the operating 
system supporting ASM have been 
brought into consistency with the 
sanctioned operating systems 
listed in the ASSURE 1.2 Matrix 
(ie. Windows XP). 


Accepted:  KM 
6/3/2009:  
The ASM TDP 
Appendix A: 
Software 
Specifications 
Revision 1 (May 
20, 2009) 
document only lists 
Windows XP for 
operating systems 
that ASM runs on. 


3
5 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Premier's 
Windows 
Configuration 
Guide Rev 
4.0Draft.pdf 


Premier's Windows Configuration 
Guide Rev 4.0Draft.pdf does not 
delineate what systems need to 
have the configuration performed on 
them and this document is not 
addressed in all Windows platform 
software security documentation. 


v1:6.2.1.1.b Hardware access 
controls 


[2009-02-23] NF: Section 1.1, 
Scope of the 
Premiers_Windows_Configuration
_Guide_Rev_8.0 has been 
amended to state that the 
document 'is recommended by 
Premier Election Solutions for use 
with all of Premier's non-


Accepted: GA 
5/25/2009:  Based 
on review of the 
delivered Revision 
8.0 of the Premier's 
Windows 
Configuration 
Guide, this 
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embedded software applications'. discrepancy is 
closed. 


3
6 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 2.04 
System 
Hardware 
Specification.
pdf 
revision1.0 


ASM 1.2.1 TDP 2.04 System 
Hardware Specification.pdf does not 
address the fingerprint scanners that 
are compatible with ASM or their 
interoperability.   
5/25/09 GA:  The requirement is that 
the vendor shall provide a 
description of recommended policies 
for hardware access controls.  The 
fingerprint scanners are not 
addressed (compability or 
interoperability) with the ASM in the 
hardware specification.  
 
Rejected: 6/4/2009 KM: Section 7 of 
Premier's Client Security Policy 
(Revision 4.0, April 20, 2009) 
describes physical security of 
sensitive hardware based on storing 
the equipment in secure rooms and 
logging all access to the storage 
rooms.  It does not address 
fingerprint scanners or 
interoperability with ASM. 


v1:6.2.1.1.b Hardware access 
controls 


[[2009-06-02] NF:  Section 7, 
Physical Security Practices in 
Premier's Client Security Policy, 
referenced in section 2.6.1.1, 
General Access Control Policy (b) 
in ASM TDP 2.06 System Security 
Specification, does in fact describe 
hardware access control policy 
applicable to ASSURE 1.2 voting 
devices as well as ancillary voting 
equipment, such as the ASM 
fingerprint scanner. 
 
Section 7, Compatibility in ASM 
TDP Appendix A: Software 
Specifications has been amended 
to include a statement to the effect 
that the fingerprint scanner 
employed by ASM is compatible 
with the Windows environment in 
which ASM operates as well as the 
USB port specifications of the 
ASM server. 
 
Access control functionality 
provided by the fingerprint scanner 
itself is documented in section 
3.3.6, Adding fingerprint scans to 
users in the ASM User's Guide. 


Rejected: KM 
6/4/2009 
 
Accepted: DEV 
06/22/2009:  
Verified section 
3.3.6 of the 
ASSURE Security 
Manager User's 
Guide 1.2.3 or 
later, sections 4.2 
and 5.1 of the FEC 
2002 ASSURE 
Security Manager 
Technical Data 
PackageSystem 
Security 
Specification 
Revision 1.0 and 
the reference made 
to ASM Appendix K 
Hardware 
Specifications all 
contained 
information in 
regard to the 
fingerprint scanner. 


3
7 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 2.04 
System 
Hardware 
Specification.
pdf 
revision1.0 


ASM 1.2.1 TDP 2.04 System 
Hardware Specification.pdf (as in 
6.2.1.a) No hardware or COTS 
platform is specified. Running this 
software on a peer-to-peer network 
creates security problems not 
addressed in vendor documentation. 
See 
http://support.microsoft.com/kb/2666
25. (Authentication of DCOM 
utilizing a peer-to-peer network). 
 
Rejected: 6/3/09 KGW -- I have 
since discovered that the above 
concern is handled by the password 
of the ASSURE_USER. Please 
document how the jurisdiction sets 
this password and/or refer to that 
documentation in this section. 


v1: 6.2.1.1.d  Effective password 
management; 


[2009-02-24] NF:  The 
requirements of Volume I, 
Subsection 6.2.1.1, General 
Access Control Policy (d) - note 
section reference discrepancy - 
point to password management 
policy requirements, and not to 
hardware documentation 
requirements or network 
configuration requirements. [2009-
06-15] TT: Added instructions on 
how to set the password for the 
ASSURE 1.2 User in the ASSURE 
Security Manager User‟s Guide 
1.2.3 or later Rev 4.0.  


Rejected: KGW 
6/3/2009 
 
Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 


3
8 


1/28/09 K. 
Wilson 


Docum
entatio


Clos
ed 


ASSURE_Sec
urity_Manager


ASSURE_Security_Manager_1.2_U
sers_Guide.pdf has the supervisor 


v1: 6.2.1.1.d  Effective password 
management; 


[2009-02-24] NF:  The 
requirements of Volume I, 


Accepted GA 
5/25/2009:  
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n 
Defect 


_1.2_Users_
Guide.pdf  


creating a new user  with a 
password (3.3.5.10). Cannot find 
here or in 
PCS_2.2.1_Users_Guide_Rev_1.0.p
df any way for the new user to 
change their password. Unless there 
is biometric enrollment, the 
supervisor can impersonate any 
other user on the system.   


Subsection 6.2.1.1, General 
Access Control Policy (d) - note 
section reference discrepancy - 
point to password management 
policy requirements, and not to 
password management 
requirements. 


Premier Central 
Scan User's Guild 
2.2.2 or later 
revision 1.0 
contains added 
section 4.7, 
Change my 
password.    Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 


3
9 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Assure 
Security 
Manager TDP 


Unable to find any reference to what 
fingerprint scanner/readers are 
compatible with ASM and PCS.   
 
Rejected: 5/25/09 GA:  COTS must 
be specified in the TDP. 
 
Rejected: 6/4/2009 KM:  Section 5/2 
of ASSURE Security Manager TDP 
Appendix G: System and Data 
Integrity states that a fingerprint can 
may be required for logon, but it 
does not specify a brand or model of 
COTS fingerprint reading device that 
can be used 


v1: 6.2.1.2.a Identify each person to 
whom access is granted, and the 
specific functions and data to which 
each person holds authorized access 
v1:  9.3 The hardware submitted for 
qualification testing shall be 
equivalent, in form and function, to 
the actual production versions of the 
hardware units or the COTS 
hardware specified for use in the 
TDP. 


[2009-02-25] NF:  The stated 
requirement does not call for the 
documentation of ancillary 
hardware components used in 
tandem with the applications in 
question. 
 
[2009-06-01] NF:  Specifications 
for  the fingerprint reader (or 
equivalent) supported by ASM are 
provided in the folder Fingerprint 
reader in ASM TDP Appendix K:  
Hardware Specifications.  
 
[2009-06-01] NF:  Section 2.6.2, 
Access Control Measures (d) in 
ASM TDP 2.06 System Security 
Specification has been amended 
to indicate that ASS/ASM security 
kernels are documented in section 
5, Security Monitoring and Control 
in ASM TDP Appendix G:  System 
and Data Integrity.  Section 5, 
Security Monitoring and Control in 
ASM TDP Appendix G:  System 
and Data Integrity does not 
discuss SSL functionality, since it 
is not used by ASM to transmit to 
PCS workstations, rather, DCOM 
is, for which a description of 
authentication and encryption 
functionality is referenced section 
5.6, Transmission. The securing of 
smart cards as well as the manner 
in which smart cards enhance 
application security are in fact 
applicable, and are documented in 
section 5.5, Security tokens. 
Default fingerprint reader FRR and 
FAR ratios are documented in 


Rejected: GA 
5/25/2009 
 
Rejected: 6/4/2009 
KM 
 
Accepted: SS 
06/15/2009: 
The reference to 
what fingerprint 
scanners/readers 
are compatible with 
ASM and PCS is 
now included in 
ASSURE Security 
Manager User's 
Guide 1.2.3 or later 
Revision 1.0 June 
15, 2009 
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Appendix B: Fingerprint Reader 
FRR and FAR ratios in the ASM 
User's Guide. 


4
0 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ASM 1.2.1 
TDP 2.06 
System 
Security 
Specification.
pdf 


ASM 1.2.1 TDP 2.06 System 
Security Specification.pdf states that 
this requirementis N/A. In fact the 
documentation needs to address 
such things as 
a) underlying security kernels 
associated with the SSL claimed to 
be in operation between the 
workstations and ASM (is this 
OpenSSL, Windows or some other 
kernel?) 
b) security kernels associated with 
the smart card security.  
c) this would be a good place to 
address the biometric security kernel 
which would include its default or not 
default operational settings and such 
things as the FRR and FAR and/or if 
this is under jurisdictional control 
somewhere. 
 
5/27/2009 KGW  V1: 6.2.2 "Vendors 
shall provide a detailed description 
of all system access control 
measures." Smart cards not used in 
ASM. Otherwise please use this 
section or some other appropriate 
section to address a) and c)  


v1: 6.2.1.2.d Security Kernels [2009-02-25] NF:  FEC 2002 
Volume I, Subsection 6.2.2, 
Access Control Measures - note 
corrected section reference - 
mandates the provision of 
examples, rather than exhaustive 
responses to every item listed, 
hence a targeted response should 
not have to be provided. The 
response to this requirement as 
provided in section 2.6.2, Access 
Control Measures in ASM 
1.2.1TDP 2.06 System Security 
Specification already provides 
examples of measures used to 
control access to the ASM 
application and data. 
 
[2009-06-01] NF:  Section 2.6.2, 
Access Control Measures (d) in 
ASM TDP 2.06 System Security 
Specification has been amended 
to indicate that ASS/ASM security 
kernels are documented in section 
5, Security Monitoring and Control 
in ASM TDP Appendix G:  System 
and Data Integrity.  Section 5, 
Security Monitoring and Control in 
ASM TDP Appendix G:  System 
and Data Integrity does not 
discuss SSL functionality, since it 
is not used by ASM to transmit to 
PCS workstations, rather, DCOM 
is, for which a description of 
authentication and encryption 
functionality is referenced section 
5.6, Transmission. The securing of 
smart cards as well as the manner 
in which smart cards enhance 
application security are in fact 
applicable, and are documented in 
section 5.5, Security tokens. 
Default fingerprint reader FRR and 
FAR ratios are documented in 
Appendix B: Fingerprint Reader 
FRR and FAR ratios in the ASM 
User's Guide. 


Rejected KGW 
5/20/2009 
 
Accepted: KGW 
6/3/2009: 
Documented as 
described 


4
1 


1/28/09 K. 
Wilson 


Docum
entatio


Clos
ed 


ASM 1.2.1 
TDP 2.06 


ASM 1.2.1 TDP 2.06 System 
Security Specification.pdf states that 


v1: 6.2.1.2.g Message encryption 
and 


[2009-02-25] NF:  The DCOM tool 
used to perform remote object 


Rejected:  GA 
5/25/2009 
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n 
Defect 


System 
Security 
Specification.
pdf revision 
1.0 


encryption is used but provides no 
details. 
 
5/25/09 GA:  The details provided in 
the response to this discrepancy are 
not included in the TDP. 


communication between ASS/ASM 
and client applications utilizes 
authentication and encryption in 
the manner described in the web 
link msdn.microsoft.com/en-
us/library/ms809311.aspx#dcomar
ch_secdis. 
 
[2009-06-01] NF:  The previously 
stated reference is in fact included 
in section 2.6.2, Access Control 
Measures (g) in ASM TDP 2.06 
System Security Specification.  


 
Accepted: KM 
6/4/2009    
The web link to the 
encryption 
information is 
included in 2.6.2.g 
of the ASM TDP 
System Security 
Specification 
Revision 1.0, May 
19, 2009. 


4
2 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.03 System 
Functionality 
Description.pd
f 


Key Card Tool 4.7.2 TDP 2.03 
System Functionality Description.pdf 
refers to Premiers Windows 
Configuration Guide which in turn is 
not clear or specific about allowing 
or not allowing Key Card Tool to be 
connected to a network. Use of the 
wording "not intended to be used on 
a network" is not mandatory. As 
there does not appear to be a Key 
Card Tool Administrators guide, this 
information might appear in the 
Users Guide but cannot be found 
there either. (also pertinent to 
I:6.5.4.2 where it does not appear 
specifically in Premier's Client 
Security Policy or Gems 1.21.1 
Election Administrator Guide Rev 
2.0, and these are referred to in Key 
Card Tool 4.7.2 TDP 2.06 System 
Security Specification.pdf section 
2.6.6) 


v1: 2.2.5.3 COTS General Purpose 
Computer System Requirements 


[2009-02-17] NF:  Key Card Tool is 
a stand-alone application.  
Wording to this effect has been 
introduced to section 2.3.2.5.3, 
COTS General Purpose Computer 
System Requirements in Key Card 
Tool 4.7.2 TDP 2.03 System 
Functionality Description. 


Accepted: GA  
5/25/2009:  Based 
on review of the 
delivered Key Card 
Tool System 
Functionality 
Description 
Revision 1.0, this 
discrepancy is 
closed. 


4
3 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


Utilization of the smart cards is a 
security kernel and the security of 
the entire operation depends on the 
security within the smart card. 
 
Rejected: 5/27/2009 KGW -- V1: 
6.2.2 "Vendors shall provide a 
detailed description of all system 
access control measures." since the 
vendor is reluctant to document the 
security of the smart cards, we will 
endeavor to prove they are secure. 
Not withstanding that, this is still a 
documentation discrepancy while we 
proceed with testing. 


v1: 6.2.2.d Security kernels [2009-02-25] NF:  FEC 2002 
Volume I, Subsection 6.2.2, 
Access Control Measures 
mandates the provision of 
examples, rather than exhaustive 
responses to every item listed, 
hence a targeted response should 
not have to be provided. The 
response to this requirement as 
provided in section 2.6.2, Access 
Control Measures in Key Card 
Tool 4.7.2 TDP 2.06 System 
Security Specification already 
provides examples of measures 
used to control access to the Key 
Card Tool application and data. 
 


Rejected: KGW  
5/27/2009: 
 
Accepted: KGS 
6/3/2009: 
Documented as 
described. 
Additional security 
testing added to 
Key Card Tool tab 
of the Security Test 
Case. 
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[2009-06-01] NF:  The securing of 
smart cards as well as the manner 
in which smart cards enhance 
application security are 
documented in section 5.5, 
Security tokens ASM TDP 
Appendix G:  System and Data 
Integrity.  


4
4 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


Key Card Tool 4.7.2 TDP 2.06 
System Security Specification.pdf 
states requirement is N/A. Computer 
Generated Password key generation 
is one of  the purposes of Key Card 
Tool. Document and include any 
mitigation of known vulnerabilities. 
 
Rejected: 5/27/2009 KGW -- 6.2.2 
"Vendors shall provide a detailed 
description of all system access 
control measures designed to permit 
authorized access to the system and 
prevent unauthorized access" I  do 
not find a "detailed description" What 
devices/systems utilize the key 
cards generated by Key Card Tool? 


v1: 6.2.2.e Computer-generated 
password keys 


[2009-03-11] NF: Section 2.6.2, 
Access Control Measures (e) in 
Key Card Tool 4.7.2 TDP 2.06 
System Security Specification has 
been amended to state that the 
Key Card Tool application is used 
to automatically generated the 
smart card and data keys. 
 
[2009-06-01] NF:  Section 2.6.2, 
Access Control Measures (e) in 
Key Card Tool TDP 2.06 System 
Security Specification has been 
amended to describe the 
management of the integrity of Key 
Card Tool generated password 
keys as well as the manner in 
which these keys are used to 
secure ASSURE 1.2 smart card-
driven products. 


Rejected: KGW 
5/27/2009 
 
Accepted: KGW 
6/3/2009:  
Sufficiently 
documented and 
any discrepancies 
are incorporated 
into #46. 


4
5 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


Key Card Tool 4.7.2 TDP 2.06 
System Security Specification.pdf 
states that special protocols are not 
used. At least one special protocol 
being used for access control is the 
ISO7816 smart card 
communications protocol. 
 
Rejected: 5/27/2009 KGW -- 6.2.2 
"Vendors shall provide a detailed 
description of all system access 
control measures designed to permit 
authorized access to the system and 
prevent unauthorized access" 
Examples of "all" are provided to 
clarify the requirement, not to limit 
the "all" The statement in the TDP 
that Key Card Tool "not used to 
communicate" is incorrect. The Key 
Card Tool generates cards which 
are used to communicate keys (by 
physical transport) throughout the 
system of utilizing devices.  


v1: 6.2.2.f Special protocols [Nel, 2009-02-25] FEC 2002 
Volume I, Subsection 6.2.2, 
Access Control Measures 
mandates the provision of 
examples, rather than exhaustive 
responses to every item listed, 
hence a targeted response should 
not have to be provided. The 
response to this requirement as 
provided in section 2.6.2, Access 
Control Measures in Key Card 
Tool 4.7.2 TDP 2.06 System 
Security Specification already 
provides examples of measures 
used to control access to the Key 
Card Tool application and data. 


Rejected: KGW 
5/27/2009 
 
Accepted: GA 
6/18/2009:  Review 
of Section 2.6.2 of 
the Key Card Tool 
TDP System 
Security 
Specification 
Revision 2.0 dated 
17 June 2009 
verifies that the 
special protocol is 
provided within the 
TDP. 
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4
6 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


Key Card Tool 4.7.2 TDP 2.06 
System Security Specification.pdf 
states that message encryption is 
N/A. Key Card Tool generates a key. 
What is this key used for if not 
encryption? If it is not encryption it is 
some other access control protocol 
that needs to be documented since 
the section header states "all system 
access control measures ... such 
as." Other protocols that this 
reviewer found by easily traversing 
some of the code includes AES, 
Diffie-Hellman, MD5, HMAC-MD5, 
DES, SHA1, and RSA (signatures 
and key exchange). 
 
Rejected: 5/27/2009 KGW -- 6.2.2 
"Vendors shall provide a detailed 
description of all system access 
control measures designed to permit 
authorized access to the system and 
prevent unauthorized access" 
Examples of "all" are provided to 
clarify the requirement, not to limit it. 
Still missing references to what 
devices Key Card Tool generates 
keys for and references to how 
these keys are used. Where if not 
here is the bit-strength and 
encryption algorithm documented? 
Where if not here is the entropy of 
the random-number key generation 
documented? 
 
Rejected: 6/3/2009 KGW -- Key 
Card Tool 4.7.2 User‟s Guide 
section 2 does not provide the 
following information: 
a) What file(s) on the Voter Access 
Card, Supervisor Card and Central 
Administrator card are encrypted 
with the key generated by Key Card 
Tool 
b) section 2.2.2 states that "data 
keys are used ... to digitally sign 
election data" We understand the 
Key Card Tool generates a 
symmetric encryption key. Does it 
also generate public/private key 
pairs for digital signature 
generation? 


v1: 6.2.2.g Message encryption and [2009-02-24] NF:  FEC 2002 
Volume I, Subsection 6.2.2, 
Access Control Measures 
mandates the provision of 
examples, rather than exhaustive 
responses to every item listed, 
hence a targeted response should 
not have to be provided. The 
response to this requirement as 
provided in section 2.6.2, Access 
Control Measures in Key Card 
Tool 4.7.2 TDP 2.06 System 
Security Specification already 
provides examples of measures 
used to control access to the Key 
Card Tool application and data. 
 
[2009-06-02] NF:  The devices that 
Key Card Tool generates keys for 
and references to how these keys 
are used are documented in 
section 2, Concepts in the Key 
Card Tool User‟s Guide (this 
reference is included in section 
2.6.2, Access Control Measures 
(e) in ASM TDP 2.06 System 
Security Specification). 


Rejected KGW 
5/27/2009 
 
Rejected KGW 
6/3/2009 
 
Accepted: SJ  
6/26/2009: 
Updated Key Card 
Tool 
documentation 
referencing 
AVOSX,TSX and 
TS (Encryption 
algorithm is 
documented). 
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c) section 2.2.2 "Data keys are used 
to encrypt election results" What 
electrically transmitted file(s) are 
encrypted utilizing this key, 
especially any files that can be 
transmitted by telephony. If this is 
the case, please explain how GEMS 
has access to this key since it does 
not seem to require a smart-card 
reader connection. Or does this 
statement only refer to the election 
results residing on the memory 
cards of the TS-R6, TSX, and OSX? 
In that case please list those file or 
file types so encrypted. 
d) this section does not document 
the algorithm or bit-strength of the 
key. Did not find that information in 
the "FEC 2002 Key Card Tool 
Technical Data Package System 
Security Specification" dated May 
2009 


4
7 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 TDP 
2.06 System 
Security 
Specification.
pdf 


Key Card Tool 4.7.2 TDP 2.06 
System Security Specification.pdf 
does not address this requirement. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


[2009-02-23] NF:  The specified 
requirement is addressed in 
section 2.6.8.2, Protection Against 
Malicious Software in Key Card 
Tool 4.7.2 TDP 2.06 System 
Security Specification. 


Accepted: KGW 
5/27/2009 Closed 


4
8 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


PCS TDP PCS 2.2.1 TDP 2.03 System 
Functionality Description.pdf states 
the OS is "NT or equivalent." 
Specific operating systems, version 
and service packs must be declared 
as part of the tested system. Also 
cannot find this information in PCS 
2.2.1 TDP 2.08 System Operations 
Procedures.pdf or PCS 2.2.1 TDP 
2.04 System Hardware 
Specification.pdf 


v1: 2.2.5.3 COTS General Purpose 
Computer System Requirements 


[2009-02-17] NF:  Section 
2.3.2.5.3, COTS General Purpose 
Computer System Requirements 
in PCS 2.2.1 TDP 2.03 System 
Functionality Description has been 
amended to state that PCS runs 
on the Windows XP operating 
system. 


Accepted: GA 
7/6/2009:  Review 
of the PCS 2.2.1 
TDP 2.03 System 
Functionality 
Description 
Revision 1.0 dated 
21 May 2009 
validates that the 
references to the 
NT Operating 
System are 
deleted. 


4
9 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


PCS TDP Unable to find any documentation 
stating a "description of 
recommended policies for" access 
control of PCS roles/duties such as 
Administrator, Supervisor, Security 
Administrator, Scanner technician, 


v1:6.2.1 Although the jurisdiction in 
which the voting system is operated 
is responsible for determining the 
access policies for each election, the 
vendor shall provide a description of 
recommended policies for a) 


[2009-02-23] NF: Software access 
control policy relevant to the use of 
the PCS application, expressed in 
terms of the roles involved in the 
use of the application, the duties 
associated with these roles, and 


Accepted: GA 
5/25/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 
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Adjudicator. Software access controls etc. the qualifications associated with 
each role is documented in section 
12, Election Personnel in the 
GEMS_Election_Administrators_G
uide_1.21.3_or_later_Rev_1.0. 


5
0 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


PCS 2.2.1 
TDP 2.06 
System 
Security 
Specifications
.pdf  


PCS 2.2.1 TDP 2.06 System 
Security Specifications.pdf does not 
address this set of requirements. 
Since PCS is specifically designed 
to handle ballots, ballot counting, 
counting operations and reporting 
data in a central count location, 
these requirements must be 
addressed. 


v1: 6.3.2 Vendors shall develop and 
document in  detailed measures to 
be taken in a central counting 
environment.  These measures shall 
include physical and procedural 
controls related to the 
Handling of ballot boxes 
Preparing of ballots for counting 
Counting operations and 
Reporting data 


[Nel, 2009-02-25] Section 2.6.7.2, 
Central Count Location Security in 
PCS 2.2.1 TDP 2.06 System 
Security Specifications now 
includes a reference to section 8, 
Absentee Ballot Processing in the 
GEMS_Election_Administrators_G
uide_1.21.3_or_later_Rev_1.0, 
which provides the required 
information. 


Accepted: KM 
6/12/2009 KM:  
The reference to 
the GEMS 
document is now 
provided in the 
PCS TDP 2.06. 


5
1 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.21.1 
TDP 2.06 
System 
Security 
Specifications
.pdf 


GEMS 1.21.1 TDP 2.06 System 
Security Specifications.pdf does not 
address I:6.4.2. System utilizes 
public telecommunications systems 
so this requirement is applicable. 
 
Rejected: 5/25/09 GA:  The 
references in the GEMS 1.21.1 TDP 
2.06 System Security Specifications 
address initial system configuration 
and not the procedure to be followed 
to ensure that such protections is 
maintained. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


[2009-02-17] NF:  A response has 
in fact been provided to this 
requirement in section 2.6.8.2,  
Protection Against Malicious 
Software in GEMS 1.21.1 TDP 
2.06 System Security 
Specifications. 
 
[2009-06-01] NF:  Sections 7, 
Physical Security Practices and 8, 
Network Security Practice in 
Premier‟s Client Security Policy 
referenced in section 2.6.8.2,  
Protection Against Malicious 
Software in GEMS TDP 2.06 
System Security Specifications do 
in fact represent security policy to 
remain in effect throughout the 
election process, and not just at 
the point of initial system 
configuration. Section 2.6.8.2,  
Protection Against Malicious 
Software in GEMS TDP 2.06 
System Security Specifications 
has been amended to include a 
description of the manner in which 
the relevant security policy, 
procedures, and functionality are 
maintained current by way of 
reference to section 2.6.5.4.3, 
Monitoring and Responding to 
External Threats in the same 
document. 


Rejected: GA 
5/25/2009 
 
Accepted: DEV 
06/19/2009:  
Verified the 
addition of section 
3.2.1 of Premiers 
Windows 
Configuration 
Guide Rev 10.0 
and FEC 2002 
GEMS Technical 
Data Package 
System Security 
Specification 
Revision 2.0 June 
17, 2009 sections 
2.6.5 and 2.6.5.4.3.  


5
2 


1/28/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS TDP Unable to find where II:6.4.2.a-g are 
addressed for GEMS and/or voting 
devices that utilize 
telecommunications 


v1: 6.4.2.a Identification of new 
threats and their impact 


[Nel, 2009-02-17] The 
requirements specified in Volume 
II, Subsection 6.4.2, Data 
Interception and Disruption are 


Accepted: GA 
5/25/2009:  
Documentation 
referenced in the 
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addressed in section 2.6.5.4.3, 
Monitoring and Responding to 
External Threats in GEMS 1.21.1 
TDP 2.06 System Security 
Specifications. 
 
Note that the wrong volume of the 
2002 FEC is referenced - volume I 
as opposed to volume II. 


vendor response is 
sufficient and this 
discrepancy is 
closed. 


5
3 


8/22/08 SysTe
st (#22 


on 
Discre
pancy 
Report 
Ballot 


Station 
Rev 


08.xls)  


Docum
entatio
n 
Defect 


Clos
ed 


BallotStation 
4.7.3 System 
Administrators 
Guide, Rev 
1.0, 06/25/08 
 
BallotStation 
4.7.3 Users 
Guide, Rev 
2.0, 07/09/08 


The documentation does not have 
any reference to the error message 
when a memory card has reached 
its maximum capacity for data 
storage, for the Ballot Station 
application. 
The discrepancy remains open 
because the vendor's error 
messages still do not address. 


VSS Vol.2; 2.8.5.b 
 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
 
b. Provides procedures that clearly 
enable the operator to access the 
control flow of system functions (as 
evidenced by system 


Discrepancy resolved in 
BallotStation User's Guide Rev. 
3.0, Appendix F:  Error and Failure 
Recovery. 


Accepted: GA 
3/18/2009:  Review 
of document 
referenced. 


5
4 


8/22/08 SysTe
st (#12 


on 
Discre
pancy 
Report 
PCS 


Rev 04 
Premie


r 
02090
8.xls) 


Docum
entatio
n 
Defect 


Clos
ed 


PCS 2.2.1 
Users Guide, 
Rev 1.0, 
06/23/08 
 
PCS 2.2.1 
System 
Administrators 
Guide, Rev 
1.0, 06/24/08 


The documentation does not specify 
when and/or how the message that 
discribes an 'out-of-date' workspace 
will appear, or how its generated in 
the PCS application. 


VSS Vol.2; 2.8.5.b 
 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
 
b. Provides procedures that clearly 
enable the operator to access the 
control flow of system functions (as 
evidenced by system 


See section 5.1, Workspace 
screen in the PCS 2.2.1 User‟s 
Guide Revision 2.0.  
 
The lower frame of the PCS 
interface reports the status of the 
scanner(s), displays information 
relating to the active workspace, 
and reports the status of decks 
processed for 


Accepted: GA 
3/18/2009:  Review 
of document 
referenced. 


5
5 


1/30/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


TS R6 TDP While there are no specific 
requirements for wireless 
transmissions in the VSS, such 
transmission is covered by other 
telecommunications requirements as 
stated in I:5.1.1. The TSX units have 
IrDA ports, and there needs to be 
documentation covering these 
transmissions. 
 
Rejected: 5/25/09 GA:  Updated to 
reflect TS R6 not TSX.  Review of 
the Window CE 3.0 Build Process 
revision 5.0 lists the WinCE 3.0 
operating system software that is 
compiled and linked and the Build 
Configuration Guide revision 15 
Section 3.2 but on the MSDN site, 
the Windows CE 3.0 enhancements 
include support drivers for IrDA and 


vol2:2.4 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the system, 
including specifications of hardware 
used to support the 
telecommunications capabilities of 
the system, if applicable. 


[2009-03-17] NF:  The AccuVote-
TSX does not have an IrDA port, 
but the AccuVote-TS R6 does.  
BallotStation does not make any 
use of the IrDA port. No drivers are 
installed in Windows CE 3.0 to 
support the use of the IrDa port. 
 
[2009-06-02] NF:  The wireless 
drivers referenced are not included 
in the applicable Windows CE 3.0 
build. 
[2009-06-09, Tab] The AccuVote-
TS R6 does not use the Infrared 
driver.  See the 
“AccuVoteTS/_PUBLIC/ACCUVOT
ETS_IDE/WINCE300/Oak/Misc/ce
sysgen.bat” file line 57 “REM ***** 
not used -> set 
CE_MODULES=%CE_MODULES


Rejected: GA 
5/25/2009 
 
Accepted: KM 
6/12/2009: The 
“AccuVoteTS/_PU
BLIC/ACCUVOTET
S_IDE/WINCE300/
Oak/Misc/cesysgen
.bat” command to 
include the IR 
driver has been 
marked as a 
comment, so the 
driver file is not 
copied into WinCE 
during the build 
process. 
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the IrDA protocol. % ircomm irdastk” 


5
6 


1/30/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Assure 1.2 
TDP 


The TDP does not contain a detailed 
overview of communications related 
to telecommunications and the use 
of public networks to address this 
VSS requirement. In so far as any 
networking capability might relate to 
a telecommunications capability, a 
detailed overview of all networking in 
its broadest sense needs to be 
submitted for certification. 
 
Rejected: 5/27/2009 KGW -- V2: 
2.2"In the system overview, the 
vendor shall provide information that 
enables the test authority to identify 
the functional and physical 
components of the system, how the 
components are structured, and the 
interfaces between them" Then in 
V2:2.4 "The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the 
system, including specifications of 
hardware used to support the 
telecommunications capabilities of 
the system" Where is the system 
overview that contains this 
information? Perhaps I missed it. 
Vendor review of the IBeta 
telecommunications diagram will 
help close this discrepancy as it will 
show that at least we understand the 
system. 


vol2:2.4 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the system, 
including specifications of hardware 
used to support the 
telecommunications capabilities of 
the system, if applicable. 


[2009-03-04] NF: The discrepancy 
reported requests a detailed 
overview of telecommunications 
functionality and public network 
use, but this is not what the 
referenced requirement states. 
COTS telecommunications used 
by ASSURE 1.2 products are 
documented in ASSURE 1.2 TDP 
Appendix 1: COTS 
Communication Components in 
the ASSURE 1.2 TDP Documents. 
Detailed specifications of the 
hardware components of ASSURE 
1.2 voting devices, including 
specifications of hardware used to 
support the telecommunications 
capabilities of the system are 
provided in the following TDPs: 
AccuVote-OS: AccuVote-OS TDP 
Appendix A: Hardware 
Specifications, AccuVote-OS TDP 
Appendix B: Drawings, AccuVote-
OS TDP Appendix C: COTS 
Component Specifications, 
AccuVote-OS TDP Appendix E: 
AccuFeed Specifications 
AccuVote-OSX: AccuVote-OSX 
TDP Appendix B: Hardware 
Specifications, AccuVote-OSX 
TDP Appendix C: Drawings, 
AccuVote-OSX TDP Appendix D: 
COTS Component Specifications 
AccuVote-TS R6: AccuVote-TS R6 
TDP Appendix B: Hardware 
Specifications, AccuVote-TS R6 
TDP Appendix C: Drawings, 
AccuVote-TS R6 TDP Appendix D: 
COTS Component Specifications, 
AccuVote-TS R6 TDP Appendix E: 
VIBS Keypad Specification 
AccuVote-TSX: AccuVote-TSX 
with AVPM TDP Appendix B: 
Hardware Specifications, 
AccuVote-TSX with AVPM TDP 
Appendix C: Drawings, AccuVote-
TSX with AVPM TDP Appendix D: 
COTS Component Specifications, 
AccuVote-TSX with AVPM TDP 
Appendix E: VIBS Keypad 
Specification. 


Rejected: KGW 
5/27/2009 
 
Accepted: GA 
7/6/2009:  Based 
on Premier's 
response that the 
diagram that iBeta 
created from the 
Premier TDP does 
represent the 
voting system 
telecommunication
s and use of public 
networks, this 
verifies that the 
TDP meets the 
TDP requirements 
to allow the VSTL 
to adequately test 
the voting system 
and this 
discrepancy is 
closed. 
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[2009-06-11] NF:  The diagram 
does provide an appropriate 
representation of the ASSURE 1.2 
system. 


5
7 


1/30/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


OS-PC 
AccuVote-OS 
Precinct 
Count 1.96.11 
TDP 2.14 
Telecommuni
cations.pdf 
OSx: 
AccuVote-
OSX 1.2.1 
TDP 2.14 
Telecommuni
cations.pdf 
TS, TSx: 
BallotStation 
4.7.3 TDP 
2.14 
Telecommuni
cations.pdf, 
AccuVote-
TSX with 
AVPM TDP 
2.14 
Telecommuni
cations.pdf 


Numerous documents claim that the 
system does not utilize a WAN. 
OS-PC AccuVote-OS Precinct Count 
1.96.11 TDP 2.14 
Telecommunications.pdf 
OSx: AccuVote-OSX 1.2.1 TDP 2.14 
Telecommunications.pdf 
TS, TSx: BallotStation 4.7.3 TDP 
2.14 Telecommunications.pdf, 
AccuVote-TSX with AVPM TDP 2.14 
Telecommunications.pdf 
 
Vendor needs to provide further 
explanations as to why the use of a 
modem to transport information over 
public telephone systems is not 
within the given definition within the 
VSS requirement. 


vol1:5.1 A wide area network (WAN) 
public telecommunications 
component consists of the hardware 
and software to transport information, 
over shared, public (i.e., commercial 
or governmental) circuitry, or among 
private systems. ... vol1:5.2.6 For 
WANs using public 
telecommunications, boundary 
definition and implementation shall 
meet the following requirements. [a) 
... b) ..., c) ....] 


[2009-06-10] TI: TDP's have been 
updated to correctly include 
information about the WAN usage. 


Accepted: SS 
06/16/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 


5
8 


2/23/09 S. 
Jakileti 


Docum
entatio
n 
Defect 


Clos
ed 


AccuView 
Printer 
Module 3.0 
Build Process 
Configuration 
Guide Rev 16 


A number of COTS programs listed 
in the documentation can no longer 
be acquired directly from the 
manufacturers.  


v2; 2.5.3 :The vendor shall also 
include a certification that procured 
software items were obtained directly 
from the manufacturer or a licensed 
dealer or distributor. 


Certification of Procured Software 
Letter provided on 26 February 
2009. 


Accepted: GA 
2/27/2009: Receipt 
and review of letter 
confirmed the 
applications are 
COTS. 


5
9 


2/23/09 L. 
Laboe 


Docum
entatio
n 
Defect 


Clos
ed 


Windows CE 
4.10 Build 
Process 
Revision 5.0 
September 
30, 2008 


AVValidator.XML file is not being 
loaded as part of the build and 
installation process in the 
WinCE4.10 Build Process. 


v2; 2.6.4: The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation  


[2009-05-25] WL:  Revised 
description in Windows CE 3.0 
Build Process Revision 6.0 Sec. 3, 
Windows CE 4.1 Build Process 
Revision 6.0 Sec.3, Windows CE 
5.0 Build Process Revision 9.0 
Sec. 3. 
 
[2009-06-10] NF: The Windows 
CE 4.1 build process has been 
updated to include 
AVValidator.xml as build output. 
This build process is reflected in 
AccuVote-TSX with AVPM TDP 
Appendix K:  Windows CE Build 
Process in the updated 


Accepted: DEV 
06/19/2008: 
Verified Section 3 
of AccuVote-TSX 
with AVPM 
Appendix K (Rev 
6.0 there is not a 
Rev 9.0) states 
AVValidator.XML is 
loaded as part of 
the build WinCE 
build process.  
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AccuVoteTSX with AVPM TDP. 


6
0 


2/23/09 L. 
Laboe 


Docum
entatio
n 
Defect 


Clos
ed 


Windows CE 
4.10 Build 
Process 
Revision 5.0 
September 
30, 2008 
Windows CE 
3.0 Build 
Process 
Revision 5.0 
September 
30, 2008 
WinCE 5.0 
Build Process 
Revision 8.0 
September 
30, 2008 


No mention where to place the 
makeavinstall.exe file.  During the 
trusted build, iBeta placed this in the 
release directory per witness 
instruction. 


v2; 2.6.4: The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation  


[2009-05-06] WL:  The path to 
copied to is listed in Windows CE 
3.0 Build Process Revision 5.0 
Sec. 3, Windows CE 4.1 Build 
Process Revision 5.0 Sec. 3, 
Windows CE 5.0 Build Process 
Revision 8.0 Sec. 3. 


Accepted: DEV 
06/19/2008: 
Verified Section 3 
of AccuVote-TSX 
with AVPM 
Appendix K (Rev 
6.0 there is not a 
Rev 8.0) states 
copy the cited file 
into the 
C:\WINDOWS\syst
em32\ folder. 


6
1 


3/18/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


AutoMARK 
Premier VAT 
Software and 
Firmware 
Compilation 
Instructions 
Rev 9 


The document does not contain a 
procedure to upgrade the PEB 
firmware on the A100 model, but the 
A100 model is included in the 
Premier application. 


v1: 4.1.1  the vendors shall submit to 
the ITA, in the TDP, a record of all 
user selections made during software 
installation.  


[2009-05-19] PH: Procedure 
added to rev. 12 of the AutoMARK 
VAT Software and Firmware 
Compilation Instructions AQS-13-
5013-000-A.doc dated 5/8/2009.  
This document was checked in 
during the trusted build.  Section 
added: 4.8.e 


Accepted: GA 
5/25/2009: Receipt, 
review, and use of 
the updated 
documentation 
closes this 
discrepancy. 


6
2 


3/18/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


TDP - AVOS 
Documentatio
n 


No documentation for the COTS 
modem used in AVOS-PC Model A. 
Found corresponding modem for 
Model C in 
Multitech_EmbeddedDataModems.p
df. 


v1: 6.5.4.1.c Voting systems that use 
public telecommunications networks 
shall provide system documentation 
that clearly identifies all COTS 
hardware and software products and 
communications services used in the 
development and/or operation of the 
voting system, including ... modems 


[2009-05-19]  NF: A specification 
sheet for the AccuVote-OS model 
A modem is now provided in the 
folder Models A & B in the folder 
Modem in AccuVote-OS TDP 
Appendix C: COTS Component 
Specifications in AccuVote-OS 
TDP Revision 5.0. 


Accepted: GA 
5/25/2009: Receipt 
and review of the 
updated 
documentation 
closes this 
discrepancy. 


6
3 


4/21/09 C.Cvet
ezar 


Inform
ational 


Clos
ed 


GEMS 1.21.1 
Reference 
Guide Rev 
3.0, Section 
2.3. List view 
tabs 
GEMS-
>Default 
Precincts-
>Report 
Precinct 
GEMS-
>Individual 
Precinct-
>Vote Center 
GEMS-
>Individual 
Race->Vote 


Header discrepancies between 
GEMS 1.21.2 software and 
documentation:  
a) ICON = Default precincts, TAB = 
Report Precinct:  documentation 
shows Method in FIELD LABEL 
whereas the software displays 
Catagory for this heading. 
b) ICON = Individual Precinct, TAB = 
Vote Center: documentation shows 
MCVers in FIELD LABEL whereas 
the software displays MC Ver for this 
heading. 
b) ICON = Individual Race, TAB = 
Vote Center: documentation shows 
MCVers in FIELD LABEL whereas 
the software displays MC Ver for this 
heading.   


[20-05-09] TT: Informational 
deficiency addressed in  GEMS 
Reference Guide 1.21.3 or later 
Rev 2.0. 


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 
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Center 


6
4 


4/21/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS 1.21.2 
text editing 
fonts (Setup-
>Voter 
Groups…, 
Setup->Race 
Options…,etc.
) 


Default font presented in drop-
downs for font editing is "Arial 
Narrow". If this font does not exist on 
the system, no warnings are given 
and some font (Arial) was 
automatically chosen instead. 


2.3.1.2b: All systems shall provide a 
capability for: b. Rapid and error-free 
definition of elections and their 
associated ballot layouts; 


[2009-05-06] SL: This is a 
standard Windows's behavior. 
Obviously, at one time, the font 
was there. If the font is no longer 
available, font substitution will take 
place.  Microsoft's Wordpad does 
exactly the same thing.  Font 
substitution does not constitute an 
error in ballot layouts.  


Accepted: CAC 
5/25/2009:   
Vendor response is 
sufficient and this 
discrepancy is 
closed. 


6
5 


4/21/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.21.1 
User's Guide 
Revision 3.0, 
Section 3.8.2. 
Margins 


Document does not have any 
reference that explains the "Force 
Re-Layout" check box. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-05-20] TT: Added Force Re-
Layout option description in 
section 3.8.2, Margins, in the 
GEMS User Guide 1.21.3 or later 
Rev 3.0. 


Accepted: KM 
6/10/2009: 
GEMS_Users_Gui
de_1.21.3_or_later
_Rev_3.0 has been 
updated with 
information about 
"Force Re-Layout." 


6
6 


4/21/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


PCS_2.2.1_U
sers_Guide_R
ev_1.0, 
Section 3.9.7. 
Rules Profile 


Document does not have any 
reference that explains the Load 
Profile, Save Profile and Reset 
buttons in any detail. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-05-20] TT: Revised 
description in section 3.9.7 Rules 
Profile in the PCS User's Guide 
2.2.2 or later Rev 3.0. 


Accepted: KM 
6/10/2009:  
PCS_Users_Guide
_2.2.2_or_later_Re
v_3.0, section 
3.9.7, has been 
updated with 
descriptions of the 
Load Profile, Save 
Profile and Reset 
buttons. 


6
7 


4/21/09 K. 
Mathis 


Functio
nal 
Defect 


Clos
ed 


TSX Model A 
Affects both 
models 
(AVPM and 
non-AVPM) 


With + or - 4Kv contact on the 
headphone jack during ESD testing 
caused the TSX to stop playing 
sound and lock up after the voter 
chooses to cast their ballot.  The 
ballot was not cast before the unit 
hangs. 


IEC 61000-4-2 (1995-01) and vol.1 
sect. VSS 3.2.2.8./VVSG 4.1.2.8  
Verify vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 
to withstand ±15 kV air discharge 
and ±8 kV contact discharge without 
damage or loss of data. 


[2009-05-19] KL: After reviewing 
the problem, EC#AD586 was 
issued to introduce a TSX model A 
& B model upgrade kit.  This kit 
includes 3 varistors and a copper 
grounding pad that are added to 
the motherboard.   Subsequent 
testing by iBeta demonstrated the 
fix was effective. 


Accepted: KM 
6/2/2009: This 
issue is addressed 
by EC#AD586. 


6
8 


4/21/09 K. 
Mathis 


Functio
nal 
Defect 


Clos
ed 


TSX Models 
A, C, and D 


Contacting the top seam of the TSX 
tablet with -15Kv Air during ESD 
testing will disable the TSX 
motherboard. 


IEC 61000-4-2 (1995-01) and vol.1 
sect. VSS 3.2.2.8./VVSG 4.1.2.8  
Verify vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 
to withstand ±15 kV air discharge 
and ±8 kV contact discharge without 
damage or loss of data. 


[2009-05-19] KL: After reviewing 
the problem, EC#AD586 was 
issued to revise the TSX upgrade 
kits.  The change to the kit is 
replacing the inverter insulator with 
a longer version that covers the 
length of the motherboard..  
Subsequent testing by iBeta 
demonstrated the fix was effective.  


Accepted: KM 
6/2/2009: This 
issue is addressed 
by EC#AD586. 


6
9 


4/21/09 K. 
Mathis 


Functio
nal 
Defect 


Clos
ed 


AVPM TSX 
Stand 


Contacting the right side of the 
AVPM housing (near the internal 
metal bracket) with -15Kv Air during 
ESD testing disrupted the 
communications between the TSX 


IEC 61000-4-2 (1995-01) and vol.1 
sect. VSS 3.2.2.8./VVSG 4.1.2.8  
Verify vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 


[2009-05-19] KL: After reviewing 
the problem, EC#AD586 was 
issued to revise the TSX upgrade 
kits.  The kit adds a longer screw 
to replace the one mounting the 


Accepted: KM 
6/2/2009: This 
issue is addressed 
by EC#AD586. 







EAC Certification #PES-Assure1.2 


Page 32 of 59         (V)2009-22Jul-001(C) 


# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


and the AVPM printer.  
 
Contacting the Horizontal Coupling 
Plane with + or -8Kv during ESD 
testing disrupted communications 
between the TSX and the AVPM 
printer. This error cannot be 
recovered without rebooting the 
TSX.  


to withstand ±15 kV air discharge 
and ±8 kV contact discharge without 
damage or loss of data. 


leg clip.  This longer screw 
grounds the leg assembly to the 
power supply housing.   
Subsequent testing by iBeta 
demonstrated the fix was effective.  


7
0 


4/21/09 K. 
Mathis 


Functio
nal 
Defect 


Clos
ed 


VIBS Keypad Contacting the VIBS keypad during 
ESD testing with + or -15Kv air near 
any of the buttons disables the 
circuit board in the keypad. 


IEC 61000-4-2 (1995-01) and vol.1 
sect. VSS 3.2.2.8./VVSG 4.1.2.8  
Verify vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 
to withstand ±15 kV air discharge 
and ±8 kV contact discharge without 
damage or loss of data. 


[2009-05-19]  KL: After reviewing 
the problem,  EC#AD586 was 
issued to introduce a VIBS keypad 
upgrade kit.  The kit includes two 
insulators, one between the circuit 
card and elastomer pad and the 
other along the top edge of the 
circuit card.  Subsequent testing 
by iBeta demonstrated the fix was 
effective.  


Accepted: KM 
6/2/2009: This 
issue is addressed 
by EC#AD586. 


7
1 


4/21/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.21.1 
User's Guide 
Revision 3.0, 
Section 7.2. 
Importing 
audio 


Document does not have any 
reference that explains: 
a) Format button 
b) Default button 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[20-05-09] TT: Revised description 
in section 7.2 Importing Audio in 
the GEMS User's Guide 1.21.3 or 
later Rev 3.0. 


Accepted: KM 
6/11/2009: 
GEMS_Reference_
Guide_1.21.3_or_l
ater_Rev_2.0 
contains 
information on the 
Format and Default 
buttons. 


7
2 


4/21/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.21.1 
User's Guide 
Revision 3.0, 
Section 7.1. 
Recording 
audio 


Document does not have any 
reference that explains the TTS 
button. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


  Accepted: GA 
5/25/2009:  Closed 
as a duplicate of 
Discrepancy #80. 


7
3 


4/23/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS-
>Generate 
Ballots 


1) Spreadsheet: GEN02 System 
Test Case Assure 1.2.xls 
Database: 
GEN02_PaperColorError9-
04240913.gbf 
Error Screenshot: Util.h error 
GEMS.jpg provided to Premier via 
email on 5/8/09. 
 
In Race Options, setting the Group 
candidates by Vgroup on races in 
this database and then Generate 
Ballots causes the error as shown in 
the enclosed screenshot resulting in 
the ballots not being generated. 
 
In this case the Group candidates by 
Vgroup was checked for the 


1) v2: 5.4.2p: … All messages shall 
be self-explanatory and shall not 
require the operator to perform any 
look-up to interpret them, except for 
error messages that require 
resolution by a trained technician. 
 
2) v2:2.5.6.2d: The vendor shall 
describe the software's capabilities or 
methods for detecting or handling: ... 
Error logging for audit record 
generation;  


[25-05-09] TT: Revised description 
in Appendix D, Error Messages in 
the GEMS Reference Guide 1.21.3 
or later Rev 2.0. 
 
[2009-06-10] RP: BUG#10142 to 
be fixed in GEMS 1.21.3.1 


Accepted: CAC 
06/30/2009: Closed 
- Validated during 
GEN02-R 
regression testing 
of GEMS 1.21.4 
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following races: 
President 
Straight Party 
Election Judges 
Prop 18 (which I did not mean to set 
but did anyway) 
State Assembly District 1 
State Assembly District 2 
 
If no error was present, the tester 
would then start setting Group 
candidates by Vgroup  in other 
partisan races. 
 
2) GEMS Audit Log does NOT log 
this error 


7
4 


4/18/09 J. 
Patters
on 


Functio
nal 
Defect 


Clos
ed 


All equipment 
tested 


None of the equipment supplied for 
testing contain a service data plate. 
No service or preventative 
maintenance schedule or list of 
operation was  found on or in the 
unit.   
 
6/23/09 GA: The Service Label 
provided in an email for the AVOSX 
provides the data plate required data 
per the requirement.  An EC for all 
the equipment is required. 


3.4.6 b Each device shall display a 
separate data plate containing a 
schedule for and list of operations 
required to service or to perform 
preventive maintenance 


[2009-06-24]  KRL:  Engineering 
change AD813 will release the 
service labels for the AccuFeed, 
AVTS, AVTSX, AVOS, AVOS 
Ballot Box, AVOSX and AVOSX 
Ballot box.  These labels will be 
added to the field upgrade kits 
initially released under EC#A2322. 


Accepted: JP 
6/30/2009: 
EC#AD813 
Includes the 
remaining 
equipment, and the 
Service Label does 
provide the 
information 
required. 


7
5 


5/9/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


Election race 
display on the 
AutoMARK 
300 running 
PVR/PAVR 
3342. 


In GEN02 test execution (straight 
party, General Election), 4 voter 
groups were assigned to the Straight 
Party race (REP, DEM, PRO, KN).  
This election also had cross-
endorsed candidates for State 
Election Judges and State 
Assembly.  When SP REP is 
selected, both State Election Judges 
and State Assembly races are 
presented to the voter; however, 
when either DEM, PRO or KN is 
selected for SP, only the State 
Assembly race is presented to the 
voter. 
 
Supporting files: on CF card 
(election data for AutoMARK). 


2.3.1.2 b 
Ballot formatting is the process by 
which election officials or their 
designees use election databases…. 
All systems shall provide a capability 
for:  rapid and error-free definition of 
elections and their associated ballot 
layouts. 


  


Accepted:  CAC 
05/20/2009: It was 
determined that 
tester error in 
linking the State 
Election Judges to 
Republican instead 
of <NP> was the 
cause of this error. 


7
6 


5/9/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Ballot marking 
on the 
AutoMARK 
300 running 
PVR/PAVR 
3342. 


In GEN02 test execution (straight 
party, General Election), voter 24 
voted blank straight party race, 
President - KN, State Election 
Judges: Hansen (KN), Labonte (KN), 
Gordon (REP).  Summay of 


V1: 2.2.1.a 
To ensure vote accuracy, all systems 
shall: 
a. Record the election contests, 
candidates, and issues exactly as 
defined by election officials; 


[2009-05-20] TT: See Appendix B, 
AutoMARK VAT Considerations in 
the GEMS User's Guide 1.21.3 or 
later Rev 3.0.  This appendix 
describes considerations that must 
be observed when defining ballots 


Rejected: DEV 
05/11/2009 
 
Accepted: CAC 
6/01/2009:   
Vender's response 
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Selections display was correct; 
however, ballot marked State 
Election Judges: Yackie (PRO), 
Smith (PRO) and a Write-In. 
 
Supporting files on SharePoint 
GEN02 Discrepancy screenshots:  
AutoMARK Summary of Selections 
1of4.JPG through AutoMARK 
Summary of Selections 4of4.JPG. 
Other supporting files: on CF card 
(election data for AutoMARK). 
 
Rejected: 05/11/09 DEV - Discussed 
issue with client and it was 
determined the failure was due to 
the write-ins being placed at the 
beginning of the races.  AIMS only 
recognizes write-ins if they are listed 
at the end.  Verified the AutoMARK 
PREM Poll Workers Guide, dated 
02/11/08 provides examples of 
different races/candidates, but does 
state the write-ins must be located at 
the end of the race in order for 
correct ballot marking. 


for use on AutoMARK VAT 
devices. It includes a note that 
states that write-in candidate 
names must be placed at the very 
end of the race's candidate list. 


accepted; GEMS 
User's Guide, 
Appendix B states 
that the write-in 
candidate names 
must appear at the 
very end of the 
candidate list. 


7
7 


5/9/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Assure 
Security 
Manager/Serv
ice logins. 


The first login screen for ASM must 
be ASSURE_USER; this is not 
documented in the TDP. 
The second login screen for ASS is 
not documented in the TDP. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-05-20]  TT:  Reviewer is 
incorrect.  First login for ASM is 
not performed by 
ASSURE_USER. There is no   first 
or 'second login screen for ASS'. 
ASM login procedures are 
correctly documented in the 
ASSURE Security Manager Users 
Guide 1.2.2_or_later_Rev_2.0. 


Accepted: CAC 
5/25/2009:   
Vendor response is 
sufficient and this 
discrepancy is 
closed due to tester 
error. 


7
8 


5/9/09 C.Cvet
ezar 


Functio
nal 
Defect 
or 
Docum
entatio
n 
Defect 


Clos
ed 


AccuVote-OS 
Precinct 
Count User‟s 
Guide 1.96.11 
or later: 7.3. 
Counting test 
ballots: 6. 
RECIRCULAT
E BALLOTS? 


Selecting YES to RECIRCULATE 
BALLOTS? Prompt only returns the 
inserted ballot.  TDP documentation 
does not address this mode. 
 
Rejected: 06-01-09 CAC: TDP 
documentation only address the NO 
selection to RECIRCULATE 
BALLOTS? question not the YES.  
Without documentation as an 
expected result, the requirement is 
not met.   
 
Rejected: 06-09-09 KM:  The 
documentation does not provide 
information for the user as to what 
pressing "YES" does - where is it 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-06-19]  TT:  Pressing YES 
to the Re-circulate ballots? prompt 
is documented in  section 14.11.4, 
Re-circulating ballots, in the 
AccuVote-OS Precinct Count 
User's Guide 1.96.11 or later, Rev 
1.0. The referenced document has 
been delivered.  


Rejected: CAC 
06/01/2009 
 
Rejected: KM 
06/09/2009 
 
Accepted: CAC 
06/24/2009:   
AccuVote-OS 
Precinct Count 
User‟s Guide 
1.96.11 or later 
v1.0 is sufficient 
and this 
discrepancy is 
closed. 







EAC Certification #PES-Assure1.2 


Page 35 of 59         (V)2009-22Jul-001(C) 


# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


documented that pressing yes for 
"Recirculate ballots" does.  The 
Premier response is that it does 
what it is expected to do but the 
documentation does not support that 
response.  


7
9 


5/9/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


BallotStaion 
4.7.5, 
AccuVote 
TSX: Cast 
Ballot 
confirmation 


On the TSX running BallotStation 
4.7.5 the Cast Ballot confirmation 
screen displays the correct precinct 
and increments the vote count; 
however, the screen always displays 
POLPARTY no matter what voter 
group was chosen in straight party 
race.  The AVPM printout also 
shows the same information. 
 
Related: the 4th vote displayed 
POLPARTY 3 on the screen but the 
AVPM printout displayed 
POLPARTY 4. 
 
Supporting files on SharePoint 
GEN02 Discrepancy screenshots: 
BallotStation4.7.5 - POLPARTY 1 of 
2.JPG and BallotStation4.7.5 - 
POLPARTY 2 of 2.JPG 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-05-25] IG: 
GEN02_ElectionInstallASM_09050
51406.gbf‟ database for that issue 
is not correctly defined. The „State 
Election Judges‟ race is assigned 
to „Republican‟ voter group (see 
Race Options> 
 
Voter Group 1). This is the way to 
define Primary election, not a 
General election. If you assign NP 
as a „Voter Group 1‟ for that race, 
the confirmation screen in BS 
won‟t show any party references. 


Accepted: CAC 
5/25/2009:   
Vendor response is 
sufficient and this 
discrepancy is 
closed. 


8
0 


5/19/09 D. 
Valdez 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS User‟s 
Guide 1.21.3 
or later, 
Revision 2.0, 
April 16, 
2009; GEMS 
Reference 
Guide 1.21.3 
or later, 
Revision 1.0, 
April 20, 2009 


The TDP documentation does not 
discuss the "Text to Speech" option 
available in GEMS. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-05-25] TT: Revised 
description in section 7.1 
Recording Audio in the GEMS 
User's Guide 1.21.3 or later Rev 
3.0. 


Accepted: KM 
6/11/2009:   
GEMS_Reference_
Guide_1.21.3_or_l
ater_Rev_2.0 tells 
the user to look in 
their Windows 
documentation for 
information on 
Microsoft's TTS 
feature. 


8
1 


5/19/09 D. 
Valdez 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS User‟s 
Guide 1.21.3 
or later, 
Revision 2.0, 
April 16, 
2009; GEMS 
Reference 
Guide 1.21.3 
or later, 
Revision 1.0, 
April 20, 2010 


The TDP documentation does not 
mention that the audio option is not 
selectable for write-in candidates. 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 
serve the needs of the ITA… 


[2009-05-25] TT: Revised 
description in section 7, Audio in 
the GEMS User's Guide 1.21.3 or 
later Rev 3.0. 


Accepted: KM 
6/11/2009:   
GEMS_Reference_
Guide_1.21.3_or_l
ater_Rev_2.0 tells 
the header for 
section 7 makes 
note that no audio 
need be recorded 
for write-in 
candidates. 


8
2 


5/19/09 D. 
Valdez 


Docum
entatio
n 
Defect 


Clos
ed 


AutoMARK 
PREM Poll 
Worker‟s 
Guide 


GEMS was coded with a ballot 
containing both English and 
Chinese.  The dual language ballot 
did not appear on the VAT.  Only the 


v1: 7.7a: Vendors are required to 
produce documentation to support 
the development and formal testing 
of voting systems…a. Be sufficient to 


[2009-05-25] IG: It works as 
expected. The behavior is the 
same as in Ballot Station. When 
you select the Language under the 


Accepted: CAC 
5/26/2009:   
Vendor response is 
sufficient and this 
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Revision 6 
February 11, 
2008; AIMS 
PREM Sect05 
Election 
Officials 
Guide Rev 12 
February 21, 
2008 


language selected appeared.  The 
TDP documentation does not state 
whether or not dual language ballots 
are supported.  


serve the needs of the ITA… „Language Selection‟ screen, the 
upcoming ballot is getting 
displayed in corresponding 
language. 
 
There is no way to present a ballot 
in multi languages in the same 
time  


discrepancy is 
closed. 


8
3 


5/19/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


BallotStation 
(TSX and R6) 


During GEN03 testing, a Chinese 
ballot was left on the screen for 
approximately 10 minutes (s/b 2.5 
minutes) and the ballot time-out 
prompts never appeared and the 
ballot(s) could not be cancelled.  A 
hard re-boot had to be performed to 
turn the units off since the Voter 
Access Card could not be removed. 
 
Rejected: 05-25-2009 CAC: We are 
using VIBS.  non-VIBS ballot time-
out does work fine. 
BallotStation Users Guide states: 
5.3. Ballot time-out and ballot 
cancellations  
In Election Mode each ballot display 
screen pauses for 150 seconds, to 
allow the voter to make his or her 
selections. If the voter does not 
provide input of any kind for 150 
seconds, a warning prompt alerts 
the voter that unless the voter 
touches the "Resume" button within 
30 seconds, the ballot will be 
cancelled. The warning prompt is 
followed by a countdown message 
appears along with a large, obvious 
"Resume" button at the bottom of the 
display. If the voter touches the 
Resume button, he or she is 
returned to the ballot. If the Resume 
button is not touched, the ballot is 
cancelled. If the ballot is cancelled, 
the voter is prompted to remove the 
voter access card and seek the 
assistance of a pollworker.  
 
Rejected: 06-01-2009 CAC: 
In this section, there is no distinction 
between VIBS 
and non-VIBS mode.  Since GEN03 
is an audio election, we use VIBS (or 


V1: 2.2.7.2.3):b 3) Provides 
instruction so that the voter has the 
same vote capabilities and options as 
those provided by the system to 
individuals who are not using audio 
technology; 
V1: 2.2.7.2.3):g. For a system that 
requires a response by a voter in a 
specific period of time, alert the voter 
before this time period has expired 
and allow the voter additional time to 
indicate that more time is needed;  
HAVA 2002: 301.3.a: ...in a manner 
that provides the same opportunity 
for access and participation 
(including privacy and independence) 
as for other voters; 
 


[2009-05-25] IG: Please make 
sure you are using the „Ballot 
Time-Out‟ feature in Election Mode 
and non-VIBS ballot ONLY. 
It is not supported under the Pre-
Election Mode and VIBS ballot(s). 
 
[2009-05-29] TT:  Discrepancy is 
invalid; feature works as expected 
for visual ballots. Added 
description of how to cancel an 
Audio Ballot (Hidden or non-
Hidden) to the BallotStation Users 
Guide 4.7.5 or later Rev 2.0, and 
to the AccuVote-TSX Pollworkers 
Guide Rev 12.0.  
 
[2009-06-19] TT:  The reviewer is 
correct. The unit does not time out 
after 150 seconds of inactivity is 
detected when voting a Hidden or 
non-Hidden Audio ballot. If a voter 
voting a Hidden or non-Hidden 
Audio ballot flees or leaves, the 
ballot must be cancelled by a 
pollworker.  To clarify the expected 
behavior, I have added the 
previous two lines of text to the 
BallotStation User‟s Guide  4.7.5 
or later  Rev 3.0, to the AccuVote-
TS R6 Pollworker's Guide Rev. 7.0 
and to the AccuVote-
TSX_Pollworkers_Guide_Rev_12.
0.  Note to reviewer: a ballot 
encoded with 'Audio' can be voted 
on an AccuVote-TS unit installed 
with VIBS hardware or UAID 
hardware.  The Hidden option is 
only used when encoding and 
Audio ballot for use on an 
AccuVote-TS unit installed with 
VIBS hardware when the voter 
does not want the visual ballot to 


Rejected: CAC 
05/25/2009 
 
Rejected: CAC 
06/1/2009 
 
Rejected: CAC 
06/2/2009 
 
Accepted: DEV 
07/02/2009:  
Retried the 
cancellation 
procedures and 
was able to get 
both the TSX and 
TS R6 ballots to 
cancel.  Using the 
force gauge at 
close to 5 Newtons, 
and pressing the 
button for more 
than 10 seconds 
cancelled the ballot  
Normal touch-
screen functions do 
not even register 
on the force gauge 
but the force 
required is within 
the vol 1. Section 
2.2.7.2.f.3 
requirement. 
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Audio mode) constantly.  Basically, a 
non-VIBS user gets a ballot cancel 
timeout but a VIBS user does not.  
What happens with "fleeing voter" for 
a VIBS user?  Reboot BallotStation 
is the only way I know to get the 
ballot to "cancel". 
 
Rejected: 06-02-2009 CAC: 
The UAID connected to BallotStation 
WITH display on also does not 
timeout. 
   
Rejected: 6/11/2009 KM: 
The updated documentation does 
not address the issue of the voting 
session not timing out after 180 
seconds. SS 6/17/2009:  Based on 
review of the the BallotStation User's 
Guid 4.7.5 or later Revision 2.0 
dated May 25, 2009 and AccuVote-
TSX Pollworker's Guide Revision 
12.0 dated May 25, 2009, the ballot 
cancel is addressed; however, the 
documentatino does not address the 
issue of the voting session not timing 
out. 
 
Rejected: DEV 06/22/2009:  Verified 
in Section 8.4.1 of the AccuVote-TS 
R6 Pollworker‟s Guide Revision 7.0 
states, "  The unit does not time out 
after 150 seconds of inactivity is 
detected when voting a Hidden or 
non-Hidden Audio ballot. If a voter 
voting a Hidden or non-Hidden 
Audio ballot leaves or flees while 
voting, the ballot must be manually 
cancelled by a pollworker.  However, 
the 'manual' cancellation of the 
audio ballot did not work either.  The 
page button was held down for 10 
seconds and the cancellation screen 
did not appear  We then held the 
page button down for 30 seconds 
and the cancellation screen still did 
not appear.   


be displayed.                  


8
4 


5/19/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


AutoMARK 
VAT 


The magnify and high contrast 
settings can only be selected by 
touching the screen.  These settings 
cannot be accessed using a 
accessibility device and/or the 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-05-27] PH: I have not been 
able to recreate this problem.  I 
loaded the 1.3.3418 build and was 
able to access zoom and high 
contrast by using a 2-switch 


Accepted: CAC 
5/28/2009:   
Retested and 
verified.  Attributed 
to tester error. 
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forward/back/next buttons on the 
VAT. 


paddle. 
 
It‟s true that this functionality 
cannot be accessed using the 
keypad, but that is working as 
designed.   


8
5 


5/19/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS 
1.21.1Referen
ce Guide; 
6.1.10. 
@district 


During FCA execution of GEN03, 
the @district macro function yielded 
@error results instead of the 
specified district.  Simple election 
sent by Premier worked fine.  The 
GEN03 database is available for 
investigation. 
 
Rejected: 05-22-2009 CAC: 
Investigating further, if the district 
Label and Tag contain different  text 
upon creation then this function 
works properly; however, if the 
district Label and Tag contain the 
same text upon creation then the 
function gives @error... .  If different 
text was used AFTER this creation 
then the error still exists.  Nothing in 
the TDP dictates setting Label and 
Tag text. 
 
Rejected: 06-15-2009 CAC: using 
macro-ibeta.dbf for testing instead of 
GEN03 due to its simplicity of giving 
the error. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-15]  TT: Noted error that 
occurs when an @district macro is 
used on a ballot generated for a 
district that is not within the parent 
district specified by the macro. See 
section 6.1.10, @district in the 
GEMS Reference Guide 1.21.3 or 
later Rev 3.0. 


Rejected: CAC 
05/22/2009 
 
Rejected: CAC 
06/15/2009 
 
Accepted: CAC 
07/01/2009:  
Validated during 
GEMS-R85 
regression testing; 
@district and 
@precinct macros 
function as stated 
in the GEMS 
Reference Guide 
1.21.3 or later 
sections 6.1.10 - 
6.1.11, dated June 
26, 2009. 


8
6 


5/22/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


GEMS 1.21.3, 
Volume Test 
VOL02b, 
Step20 -
>SOVC 


The supplied machine failed to have 
enough memory to run jurisdiction 
wide SOVC.  All districts had to be 
printed separately, and no overall 
view was available. 


V1: 2.5.2  All systems shall provide a 
means to consolidate vote data from 
all polling places, 
v2:  6.2.3  For all systems, the total 
number of ballots to be processed by 
each precinct counting device during 
these tests shall reflect the maximum 
number of active voting positions and 
the maximum number of ballot styles 
that the TDP claims the system can 
support. 


[2009-06-10] RP:  BUG#10146; 
fixed in GEMS 1.21.3.1 


Accepted: 
DEV/CAC 
07/01/2009: 
Validated during 
VOL2b regression 
testing that 
jurisdiction wide 
SOVC was able to 
print. 


8
7 


5/22/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


Premier 
Central Scan 
PhotoScribe 
900 iM2, OCS 
version 2.2.2, 
GEN04a, 
Step 22 


The DRS is only reading one ballot 
at a time, after which the following 
message is received, "Crash in main 
transport."  Attempted to read five 
more ballots, one at a time, and the 
same message was received with an 
additional message stating, "Sheet 
Lost in Hopper 1."  PCS was 
shutdown and restarted and the 
DRS displayed read, "Purge failed in 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-03] TT:  Addressing the 
'Additional information' section of 
the issue: How to calibrate the 
doubles detector is documented in 
section 3.4.1 of the PhotoScribe 
PS900 iM2/PS960 Hardware 
Guide Rev 7.0. (The value is not 
„entered‟; the user is to use the 
Calibration Wizard and feed an 
election ballot through the 


Accepted: CAC 
5/28/2009: 
Observed 
resolution from 
Irene (IS).  DRS 
scanner functions 
properly. 
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SheetinAcceptDet."  Attempted to 
read additional ballots and received 
a message stating, "Separator Motor 
Faulty."  None of the ballots scanned 
were read.    
 
Additional information:   When other 
DRS units were maintenanced, iBeta 
was told the doubles detector should 
be set between 230 and 240.  The 
doubles detector levels are 646-693, 
but no instructions were provided on 
how to adjust them. 


scanner.) I suspect the person 
who wrote  the discrepancy was 
actually referring to the Sheet 
Separator Gap Size, which is a 
space that can be adjusted using 
the Pad Adjustment software. The 
gap setting is unique, and must be 
defined for each scanner. 
Instructions for setting the gap size 
are provided in section 3.4.3 in the 
same document. 
 
[2009-06-10] TI:  With respect to 
the incorrect double detect values, 
Irene reported that iBeta tester 
was looking at the wrong number. 
 
[2009-06-11] IS:  Checked the 
rules for the Scanner in PCS and it 
was missing some of the rules and 
some were in red.I went to 
Calibration and the Image Head 
calibration box was missing. . I 
deleted the scanner from PCS, 
then re-started the DRS, verified 
the option view keys were 
enabled, then did the automatic 
calibration on image heads.  
 
The "Crash in main transport" 
means that the ballot did not know 
which bin to go to, so it stops 
there. (indication of rules profile 
errors). If ballot pulled out of 
hopper area instead of 'purged' 
you will get the "Sheet lost in 
Hopper 1" message and the 
"Purge failed in heetinAcceptDet". 
In order to completely clear out the 
path and messages, you need to 
"purge" using the green button 
several times. 


8
8 


5/26/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Key Card Tool 
4.7.2 User's 
Guide 
Revision 1.0 
 
VCProgramm
er 4.7.2 
User's Guide 
Revision 1.0 


Section 1.0 and 8.1 refer to the Key 
Card Tool's PC but do not specify 
the system configuration.  When Key 
Card Tool is run on a PC that does 
not have a serial port, with a USB-to-
Serial device connected, the 
converter device chose COM3 as 
the port number. Key Card Tool 
could not run because it only shows 
COM1 and COM2 in the dropdown 


V1: 2.2.1.f If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of implementing 
this capability. 


[2009-06-05] TT:  COM port 
options are fixed (hard coded) in 
VCP and KCT. KCT supports 
COM1 and COM2 only; VCP 
supports COM1 to COM4 ports 
only. This information will be 
provided in the VCProgrammer 
User's Guide 4.7.4 Rev 2.0 and 
Key Card Tool User's Guide 4.7.4 
or later Rev 2.0. 


Accepted: DEV 
06/19/2009: 
Verified Key Card 
Tool User‟s Guide 
4.7.5 or later states 
Key Card Tool 
supports the use of 
COM1 or COM2 
ports only and 
VCProgrammer 
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and in automatic detect mode still 
fails to find either the COM3 port or 
the card reader device.  
 
Similarly, on VCProgrammer, the 
device chooses COM5 and only 
COM1 through COM4 in the 
dropdown. 


 
[2009-06-10] TI: The PowerEdge 
severs supplied have at least one 
serial port on board and those are 
the ports that should have been 
used not a USB to serial port 
adapter.  All systems supplied by 
Premier for use with KeyCardTool 
or VCProgrammer have the 
appropriate serial ports installed. 


User‟s Guide 4.7.5 
or later states 
COM1 to COM4 
serial ports only.  


8
9 


5/26/09 L. 
Laboe 


Docum
entatio
n 
Defect 


Clos
ed 


OSX source 
code to 
protect 
against the 
failure of the 
PCMCIA data 
files. 


The AccuVote-OSX 1.2.1 TDP 
documents as out of scope and 
review of the OSX code confirms 
that the OSX application does not do 
any checking in the code itself of any 
checksum or CRC of the data on the 
PCMCIA card.  How does the OSX 
protect against the failure of the 
PCMCIA storage device? 
 
06-11-2009 K.Wilson/CAC - request 
documentation stating that the 
lower-level errors from SQLite are 
obtained by the application-level 
error handler. 


V1: 2.1.4.e Protect against the failure 
of any data input or storage device. 


[2009-06-10] RP: Verification of 
the integrity of the database files 
used by the OSX is a function of 
the COTS SQLite database library, 
not an application-level function. If 
the integrity of the database is 
compromised, corresponding 
errors are returned by the SQLite 
library and eventually turned into 
application-level _com_error 
exceptions. 
 
[Nel, 2009-06-18] NF: The 
preceding text has been provided 
as response to section 2.3.2.4.1, 
Common Standards in AccuVote-
OSX Software TDP 2.03 System 
Functionality Description. 


Accepted: GA 
6/29/2009:  Based 
on review of 
section 2.3.2.4.1e 
of AccuVote-OSX 
Software TDP 
System 
Functionality 
Description 
Revision 2.0 dated 
June 16, 2009 
closes this 
discrepancy. The 
explanation 
provided in the 
discrepancy 
response has been 
added to the TDP.  


9
0 


5/25/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Security Test 
Case 
execution of 
requirement 
v1:  2.2.4.1.j 
on the AVTS 
tab. 


The requirement for reporting the 
system status is interpretted to be 
that the audit log contains the 
version of BallotStation.  No version 
information appears in the Machine 
audit log. A SHA appears but this is 
the SHA of the ABasic Report file. 
This SHA did not change between 
version 4.7.4 and 4.7.5 so it does 
not necessarily correlate to the 
BallotStation version installed. 


V1: 2.2.4.1.j. Include built-in 
measurement, self-test, and 
diagnostic software and hardware for 
detecting and reporting the system's 
status and degree of operability 


 [2009-06-06]  IG: Incorrect. BS 
version is  presented under the 
„Machine‟ portion of Audit Log (as 
„Release: 4.7.5‟). 


Accepted: CAC 
06/11/2009 
Verified audit 
printout contains 
B.S. version under 
Machine of Audit 
Log. 


9
1 


5/26/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Security Test 
Case 
execution of 
requirement 
v1:  2.2.5.3 on 
the AVTS tab. 


No audit log of unsuccessful 
attempts to authenticate with the 
supervisor card during firmware 
upgrade. Also observed during this 
test: The paper tape contains 
information about the upgrade, but 
contains no date and time (which in 
the case of a field upgrade, the 
system probably knows). The 
system audit log contains no events 
relating to firmware upgrade or the 
version number before and after 
installation. 


V1: 2.2.5.3 para 5 ... the system shall 
be configured to execute only 
intended and necessary processes 
during the execution of election 
software. 
V1: 2.2.4.1.g:  Record and report the 
data and time of normal and 
abnormal events; 


[2009-06-10] TI: Will be fixed in 
AVInstaller 
 
[2009-06-22] WL:  Fixed in 
AVInstaller 1.0.1.1, which will be 
included in BootLoader 1.3.11. 


Accepted: CAC 
06/26/2009:  
Retested installing 
all firmware and 
verified with trusted 
builds (BootLoader 
1.3.11 & 
AVInstaller 1.0.2, 
AVValidator 1.0.1) 
that date/time and 
versions are 
printed on the 
paper tape of 
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firmware installs 
(WinCE, 
AVInstaller, 
AVValidator and 
BallotStation). 


9
2 


5/28/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Source Code 
- 
CardElement.
cpp and 
SOCV.cpp 


Source code has references to the 
GEMS macros @precinct and 
@race but the TDP only has a 
reference to @district macro. 


v2:2.4.2:  The vendor shall provide 
sufficient data, or references to data, 
to identify unequivocally the details of 
the system configuration submitted 
for qualification testing. 


[2009-06-03] TT: See section 
6.1.11, @precinct in the GEMS 
Reference Guide 1.21.3 or later 
Rev 2.0. 


Accepted: KM 
6/11/2009:   
GEMS_Reference_
Guide_1.21.3_or_l
ater_Rev_2.0 has 
references for 
@race and 
@precinct. 


9
3 


6/1/09 G.Aud
ette 


Docum
entatio
n 
Defect 


Clos
ed 


BallotStation 
Administrator'
s Guide 4.7.5 
or later, 
Revision 1.0 


When attempting to updated the TS-
R6 with the 4.7.5 Trusted Build, 
three machines would not install the 
update.  It was later learned that the 
machines running on battery power 
at less than 50% would not upgrade 
but once plugged into the wall outlet, 
the updated application could be 
loaded. 
 
6/11/2009 KM: In Process.  The 
BallotStation_System_Administrator
s_Guide_4.7.5_or_later_Rev_2.0 
makes no reference to battery 
charge levels required to perform the 
upgrade. 


v2: 2.4.1.e: ..and any additional 
facilities or resources required to 
install and operate the system. 


[2009-06-19 ] TT:  Revised 
document.  Added note that 
AccuVote-TS units cannot be 
upgraded while running on battery 
power. See the BallotStation 
System Administrator's Guide Rev 
3.0  


Accepted: DEV 
06/22/2009:  
Verified 
BallotStation 
System 
Administrator‟s 
Guide 4.7.5 or later 
Revision 3.0 June 
19, 2009 states, 
"Note: Ensure the 
unit is plugged in to 
a power source. 
The AccuVote-TS 
unit's firmware 
cannot be 
upgraded while the 
unit is running on 
battery power." 


9
4 


5/28/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Security Test 
AVOS  


AVOS-PC supervisor logon is not 
recorded in the audit log. Failed 
supervisor logon also not recorded. 
Once logged on, supervisor re-open 
polls is logged (as "count restarted"). 
 
Rejected: 6/30/09 GA:  The VSTL 
interprets successful and 
unsuccessful login  attempts as 
security events.   We understand 
Premier's position  that this is a 
"non-event" as it does not affect data 
and  recommend  referral to the EAC 
for determination of whether  logging 
in as an Supervisor on the AVOS-
PC  is or is not an "event". 


V1:2.1.4.g Record and report the 
date and time of normal and 
abnormal events; 


[2009-06-29] TRI:  All events that 
affect data are logged.  Entering 
supervisor mode is not logged 
since it in of itself does not affect 
data. However events within 
supervisor mode that affect data 
are logged. 


Rejected: GA 
6/30/2009 
 
Accepted: CAC 
07/06/2009 - 
Validated during 
AVOS-PC-R94 
regression testing 
of AVOS-PC 
1.96.12; trusted 
build with this code 
change resolved 
the issue. 


9
5 


6/1/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Security Test 
AVOS (CC 
Version 
2.0.13) 


Version of AVOS-CC does not 
appear in GEMS log or in paper tape 
of AVOS-CC. 


V1:2.1.4.jInclude built-in 
measurement, self-test, and 
diagnostic software and hardware for 
detecting and reporting the system's 
status and degree of operability. 


[2009-06-10] TI: Will be fixed in 
AVCC. 


Accepted: CAC 
06/30/09:  
Validated during 
GEN02-R 
regression testing 
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of AVOS-CC 
2.0.14. 


9
6 


6/1/09 S. 
Sivixay 


Functio
nal 
Defect 


Clos
ed 


VOL01 Test 
Case TS-R6 
BS 4.7.5 and 
GEMS 1.21.1 
Election 
Administrator'
s Guide 
Revision 1.0, 
Appendix A 


While running the Logic and 
Accuracy test on two TS-R6 units a 
message was received stating "The 
following error has been detected: 
Out of Storage space".  The volume 
test case contained 1000 precincts 
and the TS-R6 unit is showing Main 
Storage: 106 MB (87% free), Back 
up Storage: 3 MB (40% free) in the 
system information field. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 
v2: 4.3.5:  Volume tests: These tests 
investigate the system's response to 
processing more than the expected 
number of ballots/voters per precinct, 
to processing more than the 
expected number of precincts, or to 
any other similar conditions that tend 
to overload the system's capacity to 
process, store, and report data. 


[2009-06-06] TI:  System 
responded correctly and informed 
the user it was out of storage 
space. 


Accepted: GA 
6/18/2009:  System 
limit was exceeded 
and informed the 
user with an error 
message - closed. 


9
7 


6/2/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS User's 
Guide 1.21.3 
or later 
Revision 1.0 
section 3.4.1 


Document does not address the 
"Administrator" checkbox when 
adding a new user.  The TDP also 
does not address the privilege 
difference for the admin vs. the non-
admin user. 


V1: 2.2.1.: System security is 
achieved through a combination of 
technical capabilities and sound 
administrative practices.  To ensure 
security, all systems shall: … b) 
Provide system functions that are 
executable only in the intended 
manner and order, and only under 
the intended conditions 


[2009-06-03] TT:  See section 3.4, 
Users, in the GEMS User's Guide 
1.21.3 or later Rev 2.0. 
Revised to describe functionality of 
Administrator checkbox. 


Accepted: KM 
6/11/2009: The 
GEMS_Users_Gui
de_1.21.3 
_or_later_Rev_3.0 
explains the admin 
checkbox and the 
special features the 
admin user has. 


9
8 


6/2/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


AIMS 
(1.3.552)-
>Tools->Set 
Password… 
AIMS 
(1.3.552)-
>Tools->Audit 
Log 
AIMS 
(1.3.552)-
>Export-
>Election to 
Flash Card 


Failed attempt to change election 
password was not logged in the 
audit log.   Note: Successful attempt 
to change election password was 
logged. 
Attempts were: 
1) Export to empty CF card. 
2) Export to non-empty CF card. 
3) Export to/from storage folder. 
 
Election data validations were 
logged; however, there was no clear 
log entry of the Export or Export 
errors themselves. 


V1:2.2.4.1g: Record and report the 
date and time of normal and 
abnormal events; 


[2009-06-19] SL: Will be fixed in 
AIMS or VAT. 


Accepted: CAC 
06/24/2009: Same 
as #101 below 


9
9 


6/2/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


AutoMARK-
>Test Mode-
>System 
Mainenance 
<password> 
Operations 
Log 


There is no entry in the Operations 
Log that indicates an invalid 
password was entered when an 
attempt was made to enter System 
Maintenance. 


V1:2.2.4.1g: Record and report the 
date and time of normal and 
abnormal events; 


[2009-06-06] IG: Incorrect.  
Confirmed that invalid password 
login is logged in the Operations 
Log. 


Accepted: 
CAC/DEV 
06/11/2009: 
Verified that the 
incorrect password 
login attempt was 
entered in the 
Operations Log. 


1
0
0 


6/3/09 K. 
Mathis 


Docum
entatio
n 
Defect 


Clos
ed 


AccuVote-OS 
AccuFeed 
Hardware 
Guide 
Revision 6.0 


After processing 2800 ballots, the 
AVOS failed with error 
"IRS19:D68F:0014, Call For Service" 
which indicates that there was a 
static shock (signal conditioner was 
placed in-line with the power supply 
to verify that the error was not 


IEC 61000-4-2 (1995-01) and vol.1 
sect. VSS 3.2.2.8./VVSG 4.1.2.8  
Verify vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 
to withstand ±15 kV air discharge 
and ±8 kV contact discharge without 


[2009-06-15] TT: Added 
requirement to place the 
AccuVote-OS unit installed with 
the AccuFeed on an antistatic mat  
to avoid building up a static charge 
that could disable the unit. See 
section 3, Installing and AccuFeed 


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP and 
running with a mat 
for the remainder of 
the test without 
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caused by a power surge).  The 
static build up and error was 
repeated.  The AccuFeed manual 
does not specify that the unit must 
be placed on a grounded surface to 
avoid building up a static charge that 
will disable the AVOS-CC and cause 
the loss of accounting of all ballots 
that have been scanned since the 
last time the deck was committed. 


damage or loss of data. The 
equipment may reset or have 
momentary interruption so long as 
normal operation is resumed without 
human intervention or loss of data. 
 
IEC 61000-4-11 (1994-06) and vol.1 
sect. VSS 3.2.2.5./VVSG4.1.2.5  
Vote scanning and counting 
equipment for paper-based systems, 
and all DRE equipment, shall be able 
to withstand, without disruption of 
normal operation or loss of data: 
a. Surges of 30% dip @10 ms; 
b. Surges of 60% dip @100 ms & 1 
sec 
c. Surges of >95% interrupt @5 sec;  
d. Surges of +15% line variations of 
nominal line voltage; and 
e. Electric power increases of 7.5% 
and reductions of 12.5% of nominal 
specified power supply for a period of 
up to four hours at each power level 


in the AccuFeed Hardware Guide 
Rev 7.0. 


encountering the 
same problem, 
 this discrepancy is 
closed. 


1
0
1 


6/5/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


Security Test, 
VAT/AIMS 


During the Security test in the AIMS 
portion, per the test step the attempt 
to delete an election or change the 
password and then verify that this 
event was logged failed. The failed 
attempt to change election password 
was not logged.  A successful 
attempt to change election password 
was logged. 


V1:2.2.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


[2009-06-19] SL: Will be fixed in 
AIMS or VAT. 


Accepted: CAC 
06/30/2009: 
Validated during 
GEN02-R 
regression testing 
of AIMS 1.3.571 
with PVR 1.3.3460. 


1
0
2 


6/5/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


Security Test, 
VAT/AIMS 


During the Security test, an attempt 
to change the date through system 
maintenance menu with invalid 
password was attempted pre the test 
step.  The expected result was that 
the date change was not possible 
and there is an entry in the log of the 
invalid password.  The actual result 
was that there is no entry in the 
Operations Log that indicates an 
invalid password was entered. 


V1:2.2.4.1.g Record and report the 
date and time of normal and 
abnormal events; 


[2009-06-19] SL: Will be fixed in 
AIMS or VAT. 


Accepted: CAC 
06/30/2009:  
Validated during 
GEN02-R 
regression testing 
of AIMS 1.3.571 
with PVR 1.3.3460. 


1
0
3 


6/5/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Security Test, 
ExpressPoll 
tab, test 
preparation 


After installing ExpPollUpdate.exe 
and ExpPollCardWriter.exe onto 
both the ExpressPoll 4000 and 
ExpressPoll 5000, there was no 
indication from the user interface 
that the appropriate firmware was 
installed. Likewise no version was 
displayed when the device was 
restarted.  We are otherwise unable 


v2:2.6.4 The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 


[2009-06-18] TT: Added 
instructions for confirming the build 
date of  CardWriter 1.1.6. See 
section 5.7.2, in the ExpressPoll 
Administrators Guide for Version 
2.0 and 2.1 Revision 5.0 


Rejected:  CAC 
6/10/2009 
 
Accepted:  CAC 
07/01/2009:  
Validated 
instructions 
documented in  
ExpressPoll 
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to determine if the installation was 
successful.  
 
Rejected: [06-10-2009 CAC] Now 
able to verify CardWriter software 
install with undocumented procedure 
that allows us to view the installed 
files in the IPCM folder. 


information shall address software 
installation for all system 
components. 
also v1:8.1.1 Configuration 
management addresses a broad set 
of record keeping ...These activities 
include ... • Identifying discrete 
system components and V1:6.4.1.a 
a. If software is resident in the 
system as firmware, the vendor shall 
require and state in the system 
documentation that every device is to 
be retested to validate each ROM 
prior to the start of elections 
operations; 


Administrators 
Guide for Version 
2.0 and 2.1 
Revision 5.0, 
section 5.7.2, dated 
June 18, 2009 
confirms build date 
of CardWriter 1.1.6. 


1
0
4 


6/5/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


ExpressPoll 
Administrator'
s Guide 
Version 2.0. 
and 2.1 
Revision 3.0 
February 8, 
2008 sec 5.7 


The "ExpressPoll Update.cab" 
referred to in section 5.7 step 4 was 
not created as part of the 
ExpressPollCardWriter 1.1 Build 
Process Version 9.0 February 23, 
2009. 


v2:2.6.4 The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 
information shall address software 
installation for all system 
components. 


EAC Response:  The EAC issued 
a decision letter on 6/19/09.  That 
direction is to use the Premier 
instructions to create the XML files 
to run the ExpressPoll Cardwriter 
testing without the ExpressPoll 
Update.cab. 


Accepted: GA  
6/26/2009:  Based 
on the EAC 
direction, iBeta will 
test the 
ExpressPoll 
CardWriter without 
the ExpressPoll 
Update.cab as part 
of the regression 
test suite.  This 
discrepancy is 
closed. 


1
0
5 


6/8/09 D. 
Valdez 


Docum
entatio
n 
Defect 


Clos
ed 


ASSURE 
Security 
Manager 
User's Guide 
1.2.2 or later, 
Revision 2.0, 
April 20, 2009 


The Modify Person dialog box – 
Image tab, section 3.3.5, does not 
specify image type(s) (gif, tif, spg), 
any size limitations, or croppings. 


V2:  2.8.4. 
a. Provides a detailed description of 
all input, output, control, and display 
features accessible to the operator or 
voter. 


[2009-06-15] TT: Added list of 
supported image file formats to 
ASM User‟s Guide 1.2.3 or later 
Rev 1.0. Document to be 
delivered. 


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
closed. 


1
0
6 


6/3/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


GEMS 1.20.2 
Election 
Administrator‟
s Guide REv 
3.0, GEMS 
1.21.1 User‟s 
Guide Rev. 3 


Documentation nor the software 
instructs users to change passwords 
after initial login. 
 
Rejected: [06-09-2009 CAC] When a 
GEMS administrator creates a new 
user, the user is not instructed by 
documentation nor the software to 
change their password after initial 
login. 


v1:6.2.2 Vendors shall provide a 
detailed description of all system 
access control measures designed to 
permit authorized access to the 
system and prevent unauthorized 
access, such as: a) use of data and 
user authorization 


[2009-06-15] TT: Added 
requirement to change user 
passwords at first login. See 
section 3.4, Users, in the GEMS 
User‟s Guide 1.21.3 or later Rev 
4.0. Document to be delivered. 


Rejected: CAC 
6/0/2009. 
 
Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP a 
note has been 
added informing All 
users must change 
their passwords 
after initial login.   
User‟s Guide 
1.21.3 or later Rev 
4.0, this 
discrepancy is 
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closed. 


1
0
7 


6/8/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


PCS - Deck 
Status 
Change - 
Tally 


When scanning ballots; the operator 
can close and commit decks, but 
only the first of ten decks is tallying 
on the PS-960 and only the first nine 
of ten desks are tallying on the PS-
900.  
 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-10] SL: fixed in PCS 
2.2.2.1 


Accepted: DEV 
06/30/2009:  
Retested in Volume 
1 Regression by 
running 10 decks 
with 10 ballots in 
each deck on three 
different units, on 
PCS version 2.2.3 
and all 30 decks, 
closed, committed, 
and tallied.  PCS is 
working as 
designed/document
ed. 


1
0
8 


6/8/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


PCS - Deck 
Status 
Change - 
Rollback 
Totals 


On the PS-960; the status of a deck 
does not change after the Rollback 
Totals option has been selected, 
thus not allowing the deck to be 
deleted. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-10] SL: fixed in PCS 
2.2.2.1 


Accepted: DEV 
06/30/2009:  Added 
an 11th deck, to 
the test run in 
discrepancy #107.  
This deck was 
closed, committed, 
and tallied.  Once 
tallied, the totals 
were "rolled back" 
and the status 
change to closed.  
Once closed the 
deck was deleted.  
PCS is working as 
designed/document
ed. 


1
0
9 


6/8/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


PCS -> 
GEMS -  
Uploading 
Runs 


PCS 2.2.2 or later Users Guide, 
section 8.2 states: 'Results of 
different runs uploaded for the same 
central count vote center will be 
merged in GEMS. 
When attempting to get 2 runs from 
a single vote center to upload and 
merge, the second run is overwriting 
the first. 
This is being seen on 3 separate 
DRSs, 2 PS-900 and 1 PS-960, and 
is reproducible on all machines. 
 
Reproduction Process: 
1.  Load GEMS with a backup of the 
election 
2.  Start AVServer 
2.  Start Central Scan software 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-09] IG: Invalid.  
Confirmed by performing steps 
specified in that discrepancy. It 
works fine as expected.  Uploaded 
results from a different Run 
overwrite a previously uploaded 
results. 
 
[2009-06-10] SL: It works as 
expected.  Results for all runs are 
merged in GEMS unless the runs 
have results for the same 
counterbatch. In this case, 
counterbatch results will be 
overridden.  This exception will be 
added to the user documentation.  
 
[2009-06-15] TT:  Revised PCS 


Accepted: DEV 
06/19/2009:  
Verified the 
addition of the cited 
notation section 2.2 
of the Premier 
Central Scan 
System 
Administrator‟s 
Guide 
2.2.3 or later and 
section 3.6 of the 
Premier Central 
Scan User‟s Guide 
2.2.3 or later. 
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4.  Load the workspace 
3.  Create and select a new run - 
Run 4 
4.  Scan a deck of 100 ballots 
5.  Close and commit the deck 
6.  Create and select a new run - 
Run5 
7.  Scan the same deck of 100 
ballots 
8.  Close and commit the deck 
9.  Close both Runs 
10. Upload Run 4 
11. Check the totals - will increase 
by 100 
12. Upload Run 5 
13. Check the totals - number stays 
the same 


User‟s Guide 2.2.3 and later Rev 
1.0, and PCS System Admin 
Guide 2.2.3 and later Rev 1.0 to 
indicate results for an uploaded 
counter batch will be overwritten if 
new results for the counter batch 
are uploaded. 


1
1
0 


6/5/09 D. 
Valdez 


Docum
entatio
n 
Defect 


Clos
ed 


ASSURE 
Security 
Manager 
(ASM), 
version 1.2.2 


The ASM User's Guide states, "ASM 
and PCS support the DigitalPersona 
U.are.U® 4000B fingerprint reader;" 
however, we were only provided with 
the DigitalPersona U.are.U® 4500 
fingerprint reader.   
 
Windows recognizes the 4500; but 
ASM does not.  Under the modify 
person window, fingerprint tab the 
finger to scan selection is made, 
enroll button selected, and it states 
to attach a fingerprint scanner. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-09-11] IG: The 
corresponding drivers for 
fingerprint device supposed to be 
installed on ASM machine. ASM 
User's Guide is updated in this 
regard. 
 
[2009-06-15] TT:  Noted support 
for DigitalPersona 4500 fingerprint 
reader in  ASSURE Security 
Manager Users Guide 1.2.3 or 
later Rev 1.0 and PCS User‟s 
Guide 2.2.3 and later Rev 1.0, and 
to PCS System Admin Guide 2.2.3 
and later Rev 1.0. Also noted 
required driver, and that this driver 
can be obtained from Premier.            


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP 
document now 
mentioned the 
drivers needed and 
how to obtain them 
if needed, this 
discrepancy is 
closed. 


1
1
1 


6/8/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


ASM-
>localhost-
>Applications-
>Central 
Scan-
>Privileges 


After ASM connect to localhost, 
logged into localhost as Adjudicator 
(adjudicator!1).  This user had the 
ability to select localhost-
>Applications->Central Scan-
>Privileges and freely add itself to 
any of the privileges listed (such as 
Delete Decks->Access Control-
>Add).  
Note: Accepted that this user was 
unable to access People properties 
or add Roles or Role privileges. 
 
Rejected: 06-11-2009 DEV: 
The Adjudicator user had the 
following privileges: 
Application login; Change (assume) 
workspace ownership; Commit 


v1:2.2.1.a. Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability 


  


Rejected: DEV 
06/11/2009 
 
Accepted: 
CAC/DEV 
6/12/2009: 
Adjudicator had 
edit rights on the 
Central Scan 
application itself; 
once that privilege 
was removed, 
Adjudicator could 
not access the 
People properties. 
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decks; Adjudicate marks;  
Adjudicate ballots; and Upload 
results.  The Adjudicator user also 
had “Edit” capabilities under access 
control. 


1
1
2 


6/8/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


ASM TDP TDP does not address Failure 
Acceptance Rate (FAR) nor Failure 
Rejection Rate (FRR) for the 
fingerprint system. 


v1:6.2.1. General Access Control 
Policy, Although the jurisdiction in 
which the voting system is operated 
is responsible for determining the 
access policies for each election, the 
vendor shall provide a description of 
recommended policies for: 
h. Any additional relevant 
characteristics. 


[2009-06-11] NF:  Section 2.6.1.1, 
General Access Control Policy (h) 
in ASM TDP 2.06 System Security 
Specification has been amended 
to include a reference to Appendix 
B: Fingerprint Reader FRR and 
FAR ratios in the ASM User‟s 
Guide. 


Accepted: GA 
6/30/2009:  Based 
on review of the 
updated TDP, this 
discrepancy is 
resolved. 


1
1
3 


6/9/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Pending 
document 
review to find 
this 
vulnerability 
documented. 
Found in 
Security 
Review Test 
tab AVOS 
1:2.2.1.d 


The Premier Wire seals 
manufactured by E.J. Brooks have a 
problem in that if they are not 
applied snuggly then the wire can be 
cut and reinserted without leaving 
any obvious evidence that the wire 
was cut (disassembling the device 
would show the cut wire and one 
might also see the multiple frayed 
wire ends inside the device) 


v1:2.2.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


[2009-06-17] TT:  Added 
instructions to ensure that are wire 
seals are properly applied and 
tightly secured. See section 4, 
Voting equipment, in Premier‟s 
Client Security Policy document 
Rev 6.0.  


Accepted: DEV 
06/22/2009:  
Verified in 
Premier's Client 
Security Policy, 
Section 9.1 the 
addition of the 
statement, " Ensure 
that all wire seals 
are properly 
applied and tightly 
secured."  We also 
attached a seal as 
tight as possible 
and verified the 
seal could not be 
re-attached thus 
leaving evidence 
the seal/unit had 
been tampered 
with. 


1
1
4 


6/9/09 D. 
Valdez 


Functio
nal 
Defect 


Clos
ed 


Premier 
Central Scan 
(PCS 2.2.2), 
Scanning 
Decks 
(Security test 
case, 
GEN04b 
database) 


The test case was executed as 
written and is as follows: 
 
Need 4 decks, all different by at 
least one ballot. 
Scan the first Deck (A)>Close 
Central Count Server>Restart 
Central Count Server>Scan 2 more 
decks (B,C)>Scan a 4th deck 
(D)>unplug the DRS computer in the 
middle of this deck.  Repower the 
DRS and delete the deck>Rescan 
the deck (D,2).  Verify the tally. 
Verify the audit log shows that Deck 
D was deleted.   
 
When the DRS unit was powered an 


V1:2.1.3.b 
Resumption of normal operation 
following the corrections of a failure 
in a memory component, or in a data 
processing component, including the 
central processing unit; 


[2009-06-17] TT:  See section 3.1, 
Configuring connections, in the 
PhotoScribe_PS900_iM2_PS960_
Hardware_Guide_Rev_8.0. 
Instructed users to use an UPS 
device.  See section 3.2, Powering 
the unit on and off, in the same 
document. Instructed users not to 
power off the scanner while 
uploading/downloading to GEMS, 
or while processing ballots for a 
workspace.  Added the same 
information to Section 4, General 
PCS Operating Procedures, to the 
PCS User‟s Guide 2.2.3 or later 
Rev 2.0. 


Accepted: DEV 
06/19/2009:  
Verified the DRS 
PhotoScribe PS900 
iM2/PS960 
Revision 8.0 June 
16, 2009 Hardware 
Guide  and Premier 
Central Scan 
User‟s Guide 2.2.3 
or later state to 
plug the scanner 
into an 
Uninterruptable 
Power Supply 
(UPS) device and 
not turn the unit 
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error message was received 
(screenshot available).  We clicked 
OK on the error, the Workspace 
loaded and we were able to activate 
the Workspace; but none of the 
three scanned decks appeared.  A 
new run was created and the steps 
were followed again, but this time we 
committed each scanned deck 
(three total).  When the DRS unit 
was powered on, the same error 
was received, we clicked OK on the 
error, the workspace loaded, the 
error was received again, but we 
were unable to activate the 
Workspace.  All scanned decks were 
lost.  


on/off while 
downloading or 
uploading to GEMS 
or a loss of data 
will occur. 


1
1
5 


6/11/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


DRS 
PhotoScribe 
PS900/960 


There is no battery backup (up to 5 
minutes) on the DRS PhotoScribe 
PS900 & PS960 scanners. 
 
DEV 06/19/2009:  The DRS 
PhotoScribe 
PS900 iM2/PS960 Revision 8.0 
June 16, 2009 Hardware Guide  and 
Premier Central Scan User‟s Guide 
2.2.3 or later state to plug the 
scanner into an Uninterruptable 
Power Supply (UPS) device; 
however, does not mention the UPS 
must power the scanner for five 
minutes. 


v1: 3.2.2.4c All voting machines shall 
also be capable of operating for a 
period of at least 2 hours on backup 
power, such that no voting data is 
lost or corrupted nor normal 
operations interrupted. When backup 
power is exhausted the voting 
machine shall retain the contents of 
all memories intact. 
v1: 3.2.2.5 Vote scanning and 
counting equipment for paper-based 
systems, and all DRE equipment, 
shall be able to withstand, without 
disruption of normal operation or loss 
of data: 
a. Surges of 30% dip @10 ms; 
b. Surges of 60% dip @100 ms & 1 
sec 
c. Surges of >95% interrupt @5 sec; 
d. Surges of +15% line variations of 
nominal line voltage; and 
e. Electric power increases of 7.5% 
and reductions of 12.5% of nominal 
specified power supply for a period of 
up to four hours at each power level. 
RFI 2008-06 Central Count Battery 
Back-up 
2009-06-15 C.Cvetezar: As per EAC 
Decision on Request for 
Interpretation 2008-06 (Battery Back 
Up for Central Count): 
The graceful shutdown shall meet the 
following requirements: 
1. All ballots shall reside in either the 
input or output hopper with no ballots 


[2009-06-29] TT:  See section 3.1, 
Configuring connections, in the 
PhotoScribe_PS900_iM2_PS960_
Hardware_Guide_Rev_9.0. 
Instructed users to use an UPS 
device capable of providing a 
minimum of 5 minutes of 
uninterrupted power in the event of 
power failure. Added the same 
information to Section 4, General 
PCS Operating Procedures, to the 
PCS User‟s Guide 2.2.3 or later 
Rev 3.0. 


Accepted: GA 
6/30/2009:  Section 
3.0 of Revision 9.0 
of the PhotoScribe 
Hardware Guide 
dated 25 June 
2009 and Section 
4.0 of Revision 3.0 
of the PCS User's 
Guide dated 25 
June 2009 contains 
the 5 minute 
requirement per 
RFI 2008-06. 
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in process at the end of the shutdown 
process. 
2. All ballots in the output hopper 
shall be fully read and saved. 
3. A report, including the final state of 
all ballots, timestamps and of the 
final state of the unit, shall be printed 
or saved in a file. The report shall be 
part of the permanent election record 
and shall be available when power is 
restored to the system. 
4. The system shall be capable of 
resuming operation from the point it 
stopped once power is restored. 


1
1
6 


6/11/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


PCS-
>workspace-
>download 


Powering off the PC running PCS 
software during a workspace 
download corrupted the workspace 
and did not recover upon power up. 
The workspace is unusable. 


V1:2.2.3 
a. Restoration of the device to the 
operating condition existing 
immediately prior to the error or 
failure, without loss or corruption of 
voting data previously stored in the 
device; 
b. Resumption of normal operation 
following the corrections of a failure 
in a memory component, or in a data 
processing component, including the 
central processing unit; 


[2009-06-17] TT:  See section 3.1, 
Configuring connections, in the 
PhotoScribe_PS900_iM2_PS960_
Hardware_Guide_Rev_8.0. 
Instructed users to use an UPS 
device.  See section 3.2, Powering 
the unit on and off, in the same 
document. Instructed users not to 
power off the scanner while 
uploading/downloading to GEMS, 
or while processing ballots for a 
workspace.  Added the same 
information to Section 4, General 
PCS Operating Procedures, to the 
PCS User‟s Guide 2.2.3 or later 
Rev 2.0. 


Accepted: DEV 
06/19/2009:  
Verified the DRS 
PhotoScribe PS900 
iM2/PS960 
Revision 8.0 June 
16, 2009 Hardware 
Guide  and Premier 
Central Scan 
User‟s Guide 2.2.3 
or later state to 
plug the scanner 
into an 
Uninterruptable 
Power Supply 
(UPS) device and 
not turn the unit 
on/off while 
downloading or 
uploading to GEMS 
or a loss of data 
will occur. 


1
1
7 


6/11/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 
or 
Functio
nal 
Defect 


Clos
ed 


Premier 
Central Scan 
User‟s Guide 
2.2.2 or later 
Revision 3.0, 
section 3.8. 
Defining 
Scanners, 3. 
If a scanner is 
connected to 
a workstation 
using a COM 
port, enter the 
name of the 
port in the 
Startup 


Adding a network scanner (using IP 
address) is not addressed in the 
Premier Central Scan TDP. 
 
Unable to add a DRS Photoscribe 
scanner to PCS that is running on a 
PC server (XP) connected to a 
network hub. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


  


Accepted: DEV 
6/18/2009:  
Discrepancy has 
been closed as an 
invalid test/test 
case error. 
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parameters 
field. For 
example, 
enter COM1: 


1
1
8 


6/11/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


FEC 2002 
VCProgramm
er Technical 
Data Package 
Appendix F: 
System and 
Data Integrity, 
5.1 Activation 
Code 


VCProgrammer does not require an 
activation code during installation or 
initial software launch. 


v1: 4.1.1  the vendors shall submit to 
the ITA, in the TDP, a record of all 
user selections made during software 
installation.  
v2:2.6.4 The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation to meet the specific 
requirements of Volume I, Section 
6.4 of the Standards. This 
information shall address software 
installation for all system 
components. 


[2009-06-15] NF:  Section 5.1, 
Activation code has been removed 
from VCProgrammer TDP 
Appendix F: System and Data 
Integrity. 


Accepted: GA 
6/29/2009:  Based 
on review of 
VCProgrammer 
Appendix F: 
System and Data 
Integrity Revision 2 
dated June 16, 
2009, this 
discrepancy is 
closed. 


1
1
9 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 
or 
Functio
nal 
Defect 


Clos
ed 


 ASSURE 
Security 
Manager 
User's Guide 
1.2.2 or later, 
. 


Section 3.3.5: Adding images to 
users, The image that is associated 
with a PCS user (and the user's 
application privileges) will be 
displayed in a tool-tip when the 
mouse is rolled over the user icon in 
the PCS application interface 
1) The Tool-Tip image would not 
display in PCS when mouse-over 
the user icon. 
2) The document does not address 
image properties such as size and 
cropping as the image that was used 
got cropped automatically. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 
V2: 2.8.5.b 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
b. Provides procedures that clearly 
enable the operator to access the 
control flow of system functions (as 
evidenced by system... 


[2009-06-17] IG: 
1. Tool-Tip image appears 
properly fine in PCS when mouse 
pointer is located over the user 
icon.   
 
[2009-06-17] TT:  Added list of 
supported image file formats to 
ASM User‟s Guide 1.2.3 or later 
Rev 1.0.  Document delivered. 


Accepted: CAC 
06/30/2009:  
Validated during 
GEN02-R 
regression testing 
of PCS 2.2.3 with 
ASM 1.2.3. 


1
2
0 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Premier 
Central Scan - 
initial launch 


Upon initial launch of PCS, Windows 
prompted for a validation of a user 
run the application.  
ASSURE_USER with password had 
to be selected before application 
would run.  This is not addressed in 
any documentation in the TDP. 
Screenshot: PCS login.jpg 


V2: 2.8.5.b 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
a. Provides a detailed description of 
procedures required to initiate, 
control, and verify proper system 
operation; 


[2009-06-18]  TT:  Instructions on 
how to change the password for 
the ASSURE_User are included in 
the 
ASSURE_Security_Manager_User
s_Guide_1.2.3_or_later_Rev_1.0; 
instructions on how to 
subsequently change it are 
provided in 
ASSURE_Security_Manager_User
s_Guide_1.2.3_or_later_Rev_2.0. 


Accepted: CAC  
06/30/2009:  
Validated 
document 
ASSURE_Security
_Manager_Users_
Guide_1.2.3_or_lat
er_Rev_1.0. 


1
2
1 


6/12/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


VCProgramm
er - launch 


Upon launch of VCProgrammer the 
following error is displayed: 
"Exception: Failed to query registry 
entry InstallPath".  Upon selecting 
OK the application runs properly. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-18] IG: The problem is 
fixed in the next VCP release. 


Accepted: CAC 
06/26/2009: 
Retested and 
verified trusted 
build 4.7.5 has no 
such error display 
upon launch. 
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1
2
2 


6/12/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


VCProgramm
er - Card 
Status 


Observing the Card Status line, 
some status text is incompletely 
displayed such as a Card Status of: 
"Card Precinct … created - Please".  
It is not known what the "Please" is 
in reference to. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


  


Accepted: CAC 
06/16/2009: 
Expanding or 
maximizing the 
Voter Card Entry 
screen displays the 
status line in 
totality. 


1
2
3 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Key Card Tool 
- Audit Log 


During security testing, trying to 
verify that Key Card Tool 
documentation contains instructions 
to safeguard the Key Card Tool log 
file(s) in the event of a system failure 
(when possible), there is no audit log 
with KCT. 


v1:2.2.1.d. Provide safeguards to 
protect against tampering during 
system repair, or interventions in 
system operations, in response to 
system failure. 


[2009-06-15] TT: The Audit Log is 
documented in the Key Card Tool 
User‟s Guide 4.7.5 or later Rev 
1.0.  


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP the 
audit log has now 
been included in 
the document, this 
discrepancy is 
closed. 


1
2
4 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 
or 
Functio
nal 
Defect 


Clos
ed 


Assure 
Security 
Manager - 
People-
>Fingerprint 


When using the DigitalPersona 
U.are.U® 4500 fingerprint reader 
along with the 4000B drivers, the 
fingerprint reader must be 
disconnected and reconnected for 
each scan as the reader does not 
function after the first one.  The TDP 
does not address this functional 
usage of the scanner. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-17] IG:  
It is not required to re-connect 
fingerprint for a second attempt. 
The finger should be scanned two 
or more times to be identified by 
Fingerprint reader. 


Accepted: DEV 
06/22/2009:  
Retested and found 
the scanner is 
more sensitive after 
the 'touch pad' area 
was wiped down 
and did not have to 
be reconnected 
after each use.  
Finger was 
scanned up to 10  
consecutive times 
and never had to 
be disconnected.  
Vendor response is 
correct in that 
finger did have to 
be placed 
numerous times for 
the fingerprint to be 
recognized. 


1
2
5 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 
or 
Functio
nal 
Defect 


Clos
ed 


Premier 
Central Scan - 
login (with 
fingerprint 
authentication
) 


When using the DigitalPersona 
U.are.U® 4500 fingerprint reader 
along with the 4000B drivers, the 
fingerprint reader must be 
disconnected and reconnected for 
each scan that is in error (verifying 
fingerprint) as the reader does not 
function after the first one. The PCS 
application must also be shutdown 
and restarted for the reader to 
function again.  The TDP does not 
address this functional usage of the 
scanner. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-17] IG:   
It is not required to re-connect 
fingerprint for a second attempt. 
The finger should be scanned two 
or more times to be identified by 
Fingerprint reader. 


Accepted: DEV 
06/22/2009:  
Retested and found 
the scanner is 
more sensitive after 
the 'touch pad' area 
was wiped down 
and did not have to 
be reconnected 
after each use and 
PCS did not have 
to restarted.  Finger 
was scanned up to 
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10  consecutive 
times and never 
had to be 
disconnected.  
Vendor response is 
correct in that 
finger did have to 
be placed 
numerous times for 
the fingerprint to be 
recognized. 


1
2
6 


6/12/09 C.Cvet
ezar 


Docum
entatio
n 
Defect 


Clos
ed 


Voter Card 
Encoder - 
Firmware 
Installation 


During security testing, installing 
firmware for the VCE required the 
vendor to provide the "downldr.exe" 
file.  This COTS file needs to be 
documented by the vendor indicating 
its authentication was provided from 
the COTS vendor (Spyrus). 


v1: 2.2.5.3 COTS General Purpose 
Computer System Requirements 


[2009-06-24] SL: Certification for 
procured software: downldr.exe 
was authenticated and 
documented.    


Accepted: GA 
6/26/2009:  A letter 
from Premier 
attesting to the 
procurement of 
downldr.exe was 
received and 
reviewed. 


1
2
7 


6/12/09 S.Eato
n 


Docum
entatio
n 
Defect 


Clos
ed 


AccuVote OS 
Central Count 
User's Guide 
2.0.13 or later 
Revision 1.0 
or 4.0 (on the 
revision 
history) 


The revision number on the front 
page of the document and in the 
revision history do not match. 


v1: 8.3.2  Versioning Conventions [2009-06-15] TT:  Revised revision 
number in document History table 
to match revision number on 
cover. See the AccuVote-OS 
Central Count User‟s Guide 2.0.13 
or later Rev 1.1. 


Accepted: SS 
6/17/2009:  Based 
on review of the 
updated TDP 
revision number is 
now matching with 
cover page, this 
discrepancy is 
closed. 


1
2
8 


6/12/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


GEMS -> 
SOVC - Print 
limitations 


GEMS Reference Guide 10.12 
states: "By default, the All radio 
button is selected, indicating that the 
entire report will be printed." 
 
When the All radio button is 
selected, and the report is more than 
10,000 pages, GEMS will only send 
9,999 pages to the printer. 
 
Workaround: Selecting a Print 
Range that is equal to the pages in 
the report sends the entire report to 
the printer. 
i.e.: The VOL01 SOVC is 24,300 
pages. Selecting All sends pages 1-
9,999 to the printer. Selecting a 
Page Range of 1-24,300 sends all 
pages to the printer. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-18] WL:  Fixed in GEMS 
1.21.3.3 


Accepted: DEV 
06/30/2009:  
Generated the 
Statement of Votes 
Cast in Volume 1 
Regression test 
case, using GEMS 
version 1.21.4 and 
all 24,300 pages of 
the report were 
immediately 
available for 
preview with the 
default radio button 
selected.  We no 
longer had to use a 
print range. 


1
2
9 


6/12/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


GEMS -> 
View Ballots -
> Export 
limitations 


While attempting to export ballots to 
a PDF the system returns an error 
stating that  
 
There are no limits to ballot 


VII: 6.2.1 
 ITAs shall design and perform 
procedures that test the voting 
system capabilities for the system as 
a whole. These procedures follow the 


[2009-06-09] WL: Fixed in GEMS 
1.21.3.3 


Accepted: DEV 
06/30/2009:  
Tested in Volume 
1b Regression test 
case and the ballot 
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exportation discussed in either the 
User's Guide or the Reference 
Guide. 


testing of the systems hardware and 
software, and address voting system 
requirements defined in Volume I, 
Sections 2, 5, 6 and 8.  These 
procedures shall also address the 
requirements for testing system 
functionality provided in Volume II, 
Section 3. 


image report took 
approximately 3.5 
hours to generate 
and generated with 
19 different files.  
Each file has 8191 
(the limitation 
number reached in 
the original 
discrepancy) ballot 
images.  After the 
8191st ballot 
images, the new 
files begins with the 
8192nd image and 
all the ballot 
images are now 
viewable. 


1
3
0 


6/12/09 J.Patte
rson 


Functio
nal 
Defect 


Clos
ed 


GEMS -> 
SOVC - 
Preview 
limitations 


When attempting to preview a large 
report, the preview generated will 
contain a fraction of the pages that 
are contained in the full report. 
i.e.: The SOVC has a total of 24,300 
pages.  When the preview function is 
used, a message is displayed stating 
that the report will be 24,300 pages, 
but the preview generated contains 
243 pages. 
 
There are no limits or  discussed in 
either the User's Guide or the 
Reference Guide. 
 
Rejected (2009-06-17 JP) I checked 
on this and the preview is only 
generating 243 pages.  No matter 
how I try to navigate it, there are 
only those pages showing. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-16] IG: In order to 
preview the entire SOVC report, 
you need to use horizontal and 
vertical arrow buttons.  
By using horizontal arrow buttons, 
you are navigating from race to 
race. 
By using vertical arrow buttons, 
you are previewing all precincts 
under the specific race.  
 
[2009-06-18] IG: 
It works as expected. 


Rejected: JP 
6/17/2009 
 
Accepted: JP 
6/29/2009 
Tested on GEMS 
1.21.4.0 - all pages 
are displayed in the 
preview as 
expected. 


1
3
1 


6/16/09 D. 
Valdez 


Inform
ational 


Clos
ed 


TS R6 audio The TS R6 audio quality is poor.  
The instructions/contests/candidates 
are difficult to hear over the static.  
Brand new headphones were used 
on two different TS R6 units and the 
sound quality was the same.  The 
new headphones were used on the 
TSX and the sound quality is fine. 
(The TS-R6 is no longer in 
production.)   


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 
 
V1:2.7.2 
d. Meet the requirements of ANSI 
C63.19-2001 Category 4 to avoid 
electromagnetic interference with 
assistive hearing devices; 
 
HAVA: 301.a.3 
Accessibility for individuals with 
disabilities.--The voting system shall-
- a. be accessible for individuals with 


[2009-06-26] TI:  There is nothing 
in the standards that specify audio 
quality such as Total Harmonic 
Distortion or Signal to Noise 
Ratio.  This product has been 
tested and passed by multiple 
certified labs as well as multiple 
state certification bodies without 
any issue being raised about the 
audio quality. 


Accepted: GA 
7/6/2009:  iBeta 
agrees that there is 
no requirement in 
the VSS or HAVA 
for audio quality.  
This discrepancy 
has been modified 
to be an 
'Information' defect 
type. 
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disabilities, including nonvisual 
accessibility for the blind and visually 
impaired, in a manner that provides 
the same opportunity for access and 
participation (including privacy and 
independence) as for other voters; 


1
3
2 


6/16/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


AutoMARK 
PVR/PAVR 
1.3.3418 


Party graphics do not appear on the 
display when programmed and 
exported from GEMS.  Charles has 
the GEN03 database and 
AutoMARK support files. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-18] IG: Graphics are not 
specified to be included in the  
Rich Text export file. Graphics, if 
used, must be manually assigned 
in AIMS.  See section 12.2.1, and 
section 7.1.3.12 in the 
AIMS_PREM_Sect05_Election_Of
ficials_Guide_AQS-13-5001-209-R 
document.  


Accepted: DEV 
06/22/2009:  
Verified the steps 
provided in section 
12.2 of the AIMS 
Election Officials 
Guide AQS-13-
5001-209-R 
Information 
Management 
System Election 
Official‟s Guide to 
be accurate and 
viewed added party 
graphics. 


1
3
3 


6/19/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Telephony 
and 
Cryptographic 
Test Case 
step 23 


The AVServer log does not contain 
the machine serial number when test 
results were uploaded via modem 
for the OSX or OS-PC devices. The 
IP address (OSX) is insufficient to 
meet this requirement because the 
IP address might be reused as 
different devices phone in to the 
RRAS. 


V1:4.4.2.g. For systems that use a 
public network, provide a report of 
test ballots that includes: 
1) Number of ballots sent; 
2) When each ballot was sent; 
3) Machine from which each ballot 
was sent; and 
4) Specific votes or selections 
contained in the ballot. 


[2009-06-26] TI: The audit records 
include the Machine Id that the 
results came from. The standards 
do not stipulate the machine serial 
number. 


Accepted: KGW 
7/2/2009: Verified 
that the Machine ID 
which corresponds 
to a memory card 
id appears in the 
report. 


1
3
4 


6/19/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Telephony 
and 
Cryptographic 
Test Case 
step 28 


AVOS-PC does not encrypt, or 
digitally sign votes/vote counts that 
are transmitted by modem. 


V1:6.6.1.b All systems that transmit 
data over public telecommunications 
networks shall ... b. Employ digital 
signature for all  communications 
between the vote server and other 
devices that communicate with the 
server over the network; and 


[2009-06-22] TI:  Section 6.6.1 is a 
subsection of 6.6.which states: 
“DRE systems that transmit data 
over public telecommunications 
networks face security risks that 
are not present in other DRE 
systems. This section describes 
standards applicable to DRE  


Accepted: GA 
6/26/2009:  This 
requirement is also 
for official data.  
Based on review of 
the VSS 2002 and 
the vendor 
response, this 
discrepancy is 
closed. 


1
3
5 


6/19/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Telephony 
and 
Cryptographic 
Test Case 
step 30 


 Although GEMS must be in Start 
mode to upload vote counts 
(requiring the authentication of a 
Central Count worker) from the OS-
PC and OSX, these two devices 
require only a Vote Ender Card to 
transmit votes by modem. 


V1:6.6.1.c All systems that transmit 
data over public telecommunications 
networks shall ... Require that at 
least two authorized election officials 
activate any critical operation 
regarding the processing of ballots 
transmitted over a public 
communications network takes place, 
i.e. the passwords or cryptographic 
keys of at least two employees are 
required to perform processing of 


[2009-06-22] TI:  Section 6.6.1 is a 
subsection of 6.6.which states: 
“DRE systems that transmit data 
over public telecommunications 
networks face security risks that 
are not present in other DRE 
systems. This section describes 
standards applicable to DRE  
systems that use public 
telecommunications networks.”  
The AVOS-PC is NOT a DRE 


Accepted: GA 
6/26/2009:  This 
requirement is also 
for official data.  
Based on review of 
the VSS 2002 and 
the vendor 
response, this 
discrepancy is 
closed. 
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votes system. 


1
3
6 


6/19/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Telephony 
and 
Cryptographic 
Test Case 
step 28a 


The "random number" used by 
AVOS-PC to generate the challenge 
authentication material is not 
random. It therefore provides no 
access control to data in transit over 
public communications networks. 
 
6/26/09 KGW:  Modified to 
documentation discrepancy as the 
use of the 'random number' prevents 
a replay attack but not a man-in-the-
middle attack. 
 
7/2/2009 KGW: Section 7.2 of the 
System and Data Integrity Rev 2, 
Jun 30, 2009 contains statements 
that the transmission is secured by 
generation of a "public key" from a 
random number.  (ref System 
Functionality Description sec 
2.3.2.1.1 Rev 1 May 2009 which 
references the above section 7.2). 
No such access control is provided 
by a sequence of non-random 
numbers. (The documentation 
already states that telephone 
transmissions must only be after the 
close of the polls and should always 
be for unofficial results). In light of 
the closure of #137, the AVOS-PC 
documentation must state AVOS-PC 
transmission is not protected from 
unauthorized access or modification 
except by the assumption that a 
point-to-point dialed telephone 
transmission is reasonably secure. 


V1:6.5.1 Voting systems that use 
telecommunications to communicate 
between system components and 
locations are subject to the same 
security requirements governing 
access to any other system 
hardware, software, and data 
function. 


[2009-06-22] TI:  The 'random 
number' is not used to provide 
access control.  Knowing the 
'random number' does not provide 
access to any system hardware, 
software, or data functions. 


Rejected: KGW  
6/26/2009  
 
Rejected: KGW 
7/2/2009 
 
Accepted: GA 
7/8/2009:  
Validated that the 
AccuVote-OS 
Precinct Count 
User's Guild 
1.96.12 or later 
Revision 2.0 dated 
6 July 2009 states 
in Section 9.2 that 
the connection is 
reasonably secure 
and does not 
depend on the 
random number for 
security. 


1
3
7 


6/19/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Telephony 
and 
Cryptographic 
Test Case 
step 28a 


Even though a 16 bit mutual 
challenge is performed, the 
remainder of the data is unprotected. 
The authentication prevents a replay 
attack (in theory, within an entropy of 
16 bits and discrepancy #136) but 
has no effect on a man-in-the-middle 
attack. 
 
6/26/09 KGW:  The man-in-the-
middle attack is traced to v1: 6.5.1 
because if an attack is successful, 
there is no access control.   
 
6/30/09 GA:  v1: 6.5.1 states that 


V1:6.5.1 Voting systems that use 
telecommunications to communicate 
between system components and 
locations are subject to the same 
security requirements governing 
access to any other system 
hardware, software, and data 
function. 
 
V1: 6.2:  (emphasis added) Access 
controls provide reasonable 
assurance that system resources 
such as data files, application 
programs, and computer-related 
facilities and equipment are protected 


[2009-06-29] TI:  As stated above, 
man-in-the-middle attacks are 
covered in section 6.5.3 of the 
standards and only refer to 
telecommunications before the 
polls close.  Furthermore, the 
telecommunications features on 
the AccuVote-OS are dial-out only 
communications and therefore do 
not provide any additional access 
to the system hardware, software, 
or data on the system. Therefore 
the access controls for the system 
are the same with or without 
telecommunications.  


Rejected:  KGW 
6/26/2009 
 
Rejected:  GA 
6/30/2009 
 
Accepted: GA 
6/30/2009:  Agree, 
based on review of 
the architecture 
and TDP, that 
reasonable 
assurance is 
provided and the 
system meets the 
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voting systems that use 
telecommunications are subject to 
the same security requirements 
governing access and in v1: 6.2, the 
unauthorized operations include 
abstraction of raw or processed 
voting data in any form other than a 
standard output report by an 
authorized operator.  A man-in-the-
middle attack would allow for 
abstraction of raw or unprocessed 
voting data from the transmission by 
the AVOS-PC. 


from unauthorized operation, 
modification, disclosure, loss, or 
impairment.  Unauthorized 
operations include modification of 
compiled or interpreted code, run-
time alteration of flow control logic or 
of data, and abstraction of raw or 
processed voting data in any form 
other than a standard output report 
by an authorized operator. 


 
[2009-06-30] TI:  As stated above, 
man-in-the-middle attacks are 
covered in section 6.5.3 of the 
standards and only refer to 
telecommunications before the 
polls close.  Furthermore, the 
telecommunications features on 
the AccuVote-OS are dial-out only 
communications and therefore do 
not provide any additional access 
to the system hardware, software, 
or data on the system. Therefore 
the access controls for the system 
are the same with or without 
telecommunications.  
Also the telecommunication is 
point to point from the internal 
modem of the AccuVote-OS to the 
modems at the election central, 
and is not a packet-switched 
network protocol. Therefore 
traditional man-in-the-middle 
attack vectors do not apply on this 
point-to-point communications and 
so this provides for a reasonable 
assurance of access control is 
maintained. 


requirement. 


1
3
8 


6/26/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Development 
Administration 
Build 
Configuration 
Guide Rev 
16.0 
(2/10/2009) 


Section 3.5 of Development 
Administration Build Configuration 
Guide Rev 16.0 (2/10/2009) refers to 
installation of mkinstall.pem as a 
part of the configuration. 
mkinstall.pem is not a COTS file and 
therefore can not be installed prior to 
the source code installation during 
the build process. Its appearance in 
this location of the documentation is 
therefore incorrect and/or 
misleading. 


V1:8.8 Within this context, a vendor 
is required to develop and provide a 
complete description of the 
procedures and related practices for 
maintaining information about: 
... b. Physical location of the tools, 
including designation of computer 
directories and files; and 


[2009-06-29] WL: Updated Build 
Configuration Guide Revision 17.0. 


Accepted: GA 
7/1/2009:  Based 
on review of the 
updated document, 
this discrepancy is 
closed. 


1
3
9 


6/26/09 K. 
Wilson 


Docum
entatio
n 
Defect 


Clos
ed 


Windows CE 
3.0 Build 
Process Rev 
6.0 
(5/25/2009) 


Following the step on pg 3-1 to 
execute wince300.bat, the error 
message "The system cannot find 
the path specified WinCE SHx SH3 
accuvoteets_ide\\WinCE300 
AccuvoteETS Development 
Environment for Lauren Laboe" 
appeared. This error looked fatal to 
both the iBeta builder and the 
Premier witness. We found out it is 
normal but had to wait to continue 
the build. 


v1:9.6.2.4 The ITA responsible for 
testing voting system software, 
telecommunications, and integrated 
system operation (i.e., system wide 
testing) shall witness the final system 
build, encompassing hardware, 
software and communications, and 
the version of associated records and 
documentation 


[2009-06-29] WL: Updated 
Windows CE 3.0 Build Process 
Revision 7.0. 


Accepted: GA 
6/30/2009:  Review 
of Section 3. of the 
Windows CD 3.0 
Build Process 
Revision 7.0 dated 
28 June 2009 
addresses this 
error message and 
closes the 
discrepancy. 
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1
4
0 


6/30/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


VCProgramm
er->Create 
Card 


During GEN02-R testing, using VCP 
4.7.5, creating voter cards for District 
D1 (pct 10 or 11):  When the voter 
card is inserted into a TSX running 
BallotStation 4.7.5 (of the same 
election) the following message 
appears: 
  
"Multiple ballots were found for the 
current voter - please see 
pollworker." 
  
Screenshot, voter card data and 
election database are available 
(GEN02-R VCP card create error). 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-06-30] TT: The 
VCProgrammer only supports one 
counter group.  The database you 
are trying to use has more than 
one counter group.   This 
restriction is documented in our 
user guide. 


Accepted: CAC 
7/01/2009:   
Accept. Review of 
Section 3. of 
VCProgrammer 
System 
Administrator‟s 
Guider 4.7.5 or 
later Rev 1.0, 
Section 2.1 dated 
15 June 2009 
addresses this 
error message and 
closes the 
discrepancy. 


1
4
1 


6/30/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS-
>Generate 
Ballots 


Using the database "GEN02-R - 
BallotLayoutPref - error.gbf" gives a 
GEMS application error of: "Error at 
.\BallotLayoutPref.cpp Line 439 
Revision Jun 23 2009".  Note: 
Setting the ballot size other than 11 
inch in  Elections->Ballot Options 
allows ballot generation.  Support 
files: BallotLayoutPref-error-800.jpg 
and GEN02-R - BallotLayoutPref - 
error.gbf. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-07-20] DL:  Bug 10183. 
Fixed in GEMS 1.21.5 


 Accepted: CAC 
07/21/2009: Closed 
- Validated during 
GEN02-R_v.1 
regression testing 
of GEMS 1.21.5 


1
4
2 


6/30/09 K.Wils
on/CA
C 


Functio
nal 
Defect 


Clos
ed 


Security Test As system admin, logged in and  
disabled system Event Log, 
rebooted, system Event Log was not 
running; GEMS, ASM , AIMS, and 
VCProgrammer ran fine. 


V1:2.2.5.3 The system shall also be 
configured to halt election software 
processes upon the termination of 
any critical system process (such as 
system audit) during the execution of 
election software. 


[[2009-07-21]  SL:  Fixed in GEMS 
1.21.5, PCS, PCS 2.2.4, ASM 
1.2.4,  KCT 4.7.7 and VCP 4.7.7. 


 


 Accepted: CAC 
07/21/2009: Closed 
- Validated during 
GEN02-R_v.1 
regression testing 
of GEMS 1.21.5, 
ASM 1.2.5, AIMS 
1.3.572, VCP 4.7.8, 
KCT 4.7.8, PCS 
2.2.5 


1
4
3 


6/30/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS->View 
Ballots-
>Central 
Count; Export 
button 


During GEN02-R testing, using 
GEMS 1.21.4 and GEN02-
R_Final_09-06301455.gbf, setting 
the format to PDF and Entries Per 
File to No Limit, an application error 
"util.h Line 1015" appears.  Setting 
the Entries Per File to Maximum 1 
does not get this error.  Support 
files: GEN02-R_Final_09-
06301455.gbf and GEN02-R 
BallotImage - CC util.h error.jpg. 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-07-20] WL:  Bug 10090. 
Fixed in GEMS 1.21.5  


 Accepted: CAC 
07/21/2009: Closed 
- Validated during 
GEN02-R_v.1 
regression testing 
of GEMS 1.21.5 


1
4
4 


7/14/09 K. 
Wilson 


Functio
nal 
Defect 


Clos
ed 


Key Card Tool 
4.7.5.1 and 
BallotStation 
4.7.5.1 


During the source code review of the 
updated code, the modification to  
use expired certificates must be 
logged. CBufferedSocket is used in 
both KCT, and Ballot Station and is 


V1: 2.2.4.1.i 
Detect and record every event, 
including the occurrence of an error 
condition that the system cannot 
overcome, and time-dependent or 


[2009-07-10] TI email: The 
decision to ignore the date on the 
certificates is a policy and design 
decision and does not contradict 
any requirements of the standards 


Accepted GA 
7/14/2009:  There 
is not a VSS 
requirement that 
specifically requires 
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used to transmit vote counts over 
public telecommunications networks.   


programmed events that occur 
without the intervention of the voter 
or a polling place operator 


therefore ignoring the date on a 
certificate is not an error.  This 
policy is documented in our user 
documentation.  
 


that the dates on 
certificates be valid 
and it is understood 
that expiration 
dates are a 
concern to 
jurisdictions, as 
such, this defect is 
closed and 
disclosed as part of 
this Test Report. 


1
4
5 


7/17/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


PCS-
>Navigate-
>GEMS 
Counter Batch 
Totals->Start 
Poster-
>Upload Now! 


During GEN02-R_v.1 regression 
testing, PCS failed to upload 
(Poster) results to GEMS: 
Down a Workspace (Central Count 
D4); 
Create a Run; 
Read in 4 ballots; 
Close/Tally/Commit the deck; 
Start Poster; 
Upload Now!; 
 
AVServer Audit Log event: SSL 
accept error: error:140890C7:SSL 
routines:SSL3_GET_CLIENT_CERT
IFICATE:... 
PCS Audit Log event: Failed to 
retrieve the counter batch status list 
from the remote host [Remote 
request execution failed 
[TallyHo.socket.1: 0x80040209 SSL 
handshaking failed [winsock: 
0x00002746 Connection reset by 
peer]]] 
 
Support files: 
GEN02-R_ElectionCreate_09-
07160825.gbf 
PCS - Audit Log Report bef Post.jpg 
AVServerLog - PCS_09-
07161204.pdf (pages 2 and 3) 


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-07-20] IG:  Bug: 10210. 
Fixed in PCS 2.2.5. 


 Accepted: CAC 
07/21/2009: Closed 
- Validated during 
GEN02-R_v.1 
regression testing 
of GEMS 1.21.5, 
ASM 1.2.5, PCS 
2.2.5 


1
4
6 


7/17/09 C.Cvet
ezar 


Functio
nal 
Defect 


Clos
ed 


GEMS->View 
Ballots 


During GEN02-R_v.1 regression 
testing and using the VOL01-
Reg.gbf database: 
GEMS->View Ballots 
Select Central Count in the 
dropdown 
Export button 
Vote Center ID Range: All 
  
When entering "1" for the Entries Per 
File: Maximum, no file is exported.  


V1: 2.3.4.1.d 
Verify that all hardware and software 
function correctly. 


[2009-07-20] TT:  The number of 
ballot records specified must be 
greater than or equal to the 
number of ballot records per vote 
center/MID combination. No ballot 
records will be printed for voter 
center/MID combinations with 
fewer ballots than the specified 
value. See section 12.1, View 
Ballots in the GEMS 1.21.3 or later 
User‟s Guide Rev 5.0  Clarified 


Rejected:  CAC 
07/21/2009 
 
Accepted: CAC 
07/21/2009: Closed 
- Validated during 
GEN02-R_v.1 
regression testing 
of GEMS 1.21.5 
and accept vendor 
response. 







EAC Certification #PES-Assure1.2 


Page 59 of 59         (V)2009-22Jul-001(C) 


# Date Tester Type Status Location Issue Description Requirement Premier Response Validation 


As per GEMS User‟s Guide 1.21.3 
or later, v4.0 dated June 15, 2009, 
section 12.1,  it is supposed to 
produce PDF files of all ballot 
records with a maximum number of 
voted ballot entries per file of one.  
There is no file output. 
 
 When entering "0" for the Entries 
Per File: Maximum, a warning 
message displays to enter an integer 
between 1 and 2147483647.  When 
I try to enter 2147483647, the text 
box does not allow the last digit "7" 
(only allowed 214748364 to be 
entered). 


2009-07-21 CAC:  During regression 
testing, setting the Maximum Entries 
Per File to several different values, it 
is easy to get an exported PDF file 
that errors in Adobe Reader that the 
file has no pages (VC 60 - Vote 
Center for Test - FILE 1.pdf). 
An example is a database that was 
used, Central Count, Export, Format: 
PDF, Maximum Entries Per File set 
to 1000, Vote Center Id Range: All  
Id 50, MID 503 has Count of 100, 
1303 to ... has  Count of 15000 (or 
more), 
Id 60, MID 8 has Count of 2000, 11 
to ... has Count of 1000 or less. 
I expected MID 11, 12, 13 of Id 60 to 
have entries but I get only the MID 
503 of Id 50. 
Also setting the Maximum Entries 
Per File set to 1001 gives the same 
output files. 
Support Files: 
VOL01-Reg.gbf (backup password: 
premier, database user: admin, 
password: premiere) 
BallotImageExport.jpg 
VC 50 - Absentee - FILE 1.pdf 
VC 60 - Vote Center for Test - FILE 
1.pdf 
Adobe Error.jpg 
Please explain in detail and 
examples on the function of the 
Maximum Entries Per File setting. 


“Maximum” value. 
 
[2009-07-20]  WL:  The text box 
allows only 9 digits to be entered. 
 
[2009-07-21] WL: 2147483647 is 
0x7FFFFFFF in HEX, which is the 
internal limit of the value it can 
holds.   For each vote center, it 
goes through each batch of ballots 
based on the MID order.  Since the 
number 2000 in (ID 60, MID 8) 
already exceeds your defined limit 
1000, it stops right there.  You will 
need to set the limit to 5000 (2000 
+ 2000 + 1000) or higher to start 
seeing the ballots in (ID 60, MID 
11). 
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1. Introduction 
This Test Plan identifies iBeta Quality Assurance’s (iBeta) approach to US Election Assistance 
Certification (EAC) Voting System Test Lab (VSTL) Certification Testing of the Premier Election 
Solutions (Premier) ASSURE


®
 1.2 voting system to the Federal Election Commission Voting System 


Standards 2002 (VSS 2002).  The purpose of this plan is to document the scope and detail of the 
requirements of certification testing tailored to the design and complexity of software being tested and 
the type of voting system hardware.  The Premier ASSURE


®
 1.2 test effort is an initial EAC Certification 


and not a modification from a previously certified effort.  It incorporates an Election Management 
System and the following voting devices.  


 The Global Election Management System (GEMS®) for ballot preparation and central count 


functions; 


 The AccuVote® TSX  touch screen Direct Recording Electronic (DRE) video and audio voter 
editable ballot devices with a Voter Verified Paper Audit Trail (VVPAT) with accessible ballot 
inputs for voters with manual dexterity limitations (Models A, B, C, and D); 


 The AccuVote® TS-R6 touch screen DRE video and audio voter editable ballot devices with 
accessible ballot inputs for voters with manual dexterity limitations (Models A and B); 


 The AccuVote® OS (Models A, B, C, and D) and AccuVote® OSX (Models A) precinct count 
optical scanners;  


 The AccuVote® OS (Models A, B, C, and D) optical scanners installed with Central Count 
firmware;  


 The AutoMARK
TM


 Voter Assist Terminal (Models A100, A200, and A300) and  


 The Premier Central Scan (PCS) central count optical scanners. 
 


Detailed definitions of the hardware and software associated with the Premier ASSURE
®
 1.2 are 


contained in section 1.4 Terms and Definitions and section 3 Materials Required for Testing. 
 
In addition, this Test Plan is accompanied by the completed and corresponding EAC Certification 
Program Requirements Matrix (V.5.2). 
 
Non-core hardware environmental testing is outside iBeta’s test accreditation scope as a VSTL. Non-
core hardware environmental assessments and testing are subcontracted to A2LA or NVLAP accredited 
laboratories as dictated in NIST Handbook 150-22. iBeta will verify that each and every environmental 
test lab retains current qualifications that they are accredited to perform the applicable VSS 2002 
identified environmental test methods.  The accredited test methods are traced to the applicable VSS 
2002 requirement for: 


Accredited Test Method VSS 2002 Vol.2 Requirement 
MIL-Std 810 M 516 Transportation Shock 4.6.2 Bench Handling Test  


MIL-Std 810 M 514 Road Transport (Bounce- Loose Cargo) 4.6.3 Vibration Test 


MIL-Std 810 M 502 Low Temperature 4.6.4 Low Temperature Test  
4.7.1 Temperature & Power Variation Test 


MIL-Std 810 M 501 High Temperature 4.6.5 High Temperature Test  
4.7.1 Temperature & Power Variation Test 


MIL-Std 810 M 507 Humidity (Temperature /Humidity) 4.6.6 Humidity Test 


 


Accredited Test Method VSS 2002 Vol.2 Requirement 
EN 61000-4-11 Testing and Measurement Techniques-
Section 11: Voltage Dips, Short Interruptions and Voltage 
Variations Immunity Test  


4.8.1 Power Disturbance Disruption 


FCC Class B Requirements  per ANSI C63.4 4.8.2 Electromagnetic Radiation 


EN 61000-4-2 Electrostatic Discharge Susceptibility 4.8.3 Electrostatic Disruption  


EN 61000-4-3 Radiated Susceptibility, 80 MHz to 1 GHz, 
Electric Field 


4.8.4 Electromagnetic Susceptibility 


EN 61000-4-4 Conducted Susceptibility, Electrical 
Fast/Burst Transients, Signal and Power lines and Cables 


4.8.5 Electrical Fast Transient Protection  


EN 61000-4-5 Testing and Measurement Techniques-
Section 5: Surge Immunity Test 


4.8.6 Lightning Surge Protection 


EN 61000-4-6 Conducted Susceptibility, Common Mode 
Cable Injection, 150 kHz to 80 MHz 


4.8.7 Conducted RF Immunity 


EN 61000-4-8 Testing and Measurement Techniques- 4.8.8 Magnetic Fields Immunity 
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Accredited Test Method VSS 2002 Vol.2 Requirement 
Section 18: Power Frequency Magnetic Field Immunity Test 


 
A Physical Configuration Audit (PCA) of the Premier ASSURE


® 
voting system shall include a review of 


the documentation and source code submitted in the Technical Data Package (TDP) to the 
requirements of the VSS 2002 in accordance with the guidance provided by the EAC in the reference 20 
November 2008 Letter.  
 
A Functional Configuration Audit (FCA) of the Premier ASSURE


®
 voting system shall include a review of 


the testing performed by Premier to: 


 The requirements of VSS 2002; 


 The ASSURE
®
 voting system specifications of the Premier TDP; and 


 The voting system requirements of section 301 of the Help American Vote Act (HAVA). 
The FCA also includes identification of the scope of testing, a test plan, customization of test cases, 
system configuration management, test execution, and analysis of the test results 
 
This test plan contains: 


 The voting system and the scope of certification testing; 


 The pre-certification test approach and methods; 


 The certification test hardware, software, references and other materials for testing; 


 The certification test approach and methods; 


 The certification test tasks and prerequisite tasks; and 


 The certification resource requirements. 
 
As identified in the VSS2002 vol.1 section 4.1.2, software is excluded if it: 


 Provides no support of voting system capabilities; 


 Cannot function while voting system functionality is enabled; and 


 Procedures are provided that confirm software has been removed, disconnected or switched.  
 
The following functions are excluded from the ASSURE


®
 1.2 voting system and therefore not tested in 


this certification effort: 
 


 Cumulative Voting;  


 Ranked Order Voting;  


 Use of Wireless Communications: There is no use of wireless communications; and  


 Shared Operating Environment: ASSURE
®
 1.2 does not share an environment with other data 


processing functions except for the ExpressPoll 4000 and 5000 that share their environments 
with voter registration applications. 


.  
In addition, the submitted voting system does not have components that are used external to the voting 
functions.   


 
1.1 Internal Documentation 
The documents identified below are iBeta internal documents used in certification testing  


Table 1 Internal Documents 


Version # Title Abbreviation Date Author (Org.) 


v1.0 Voting Certification 
Master Services 
Agreement 


MSA contract  October 29, 
2008 


iBeta Quality 
Assurance 


 Statement of Work 02 SOW 02 November 14, 
2008 


iBeta Quality 
Assurance 


 Statement of Work 03 SOW 03 January 14, 
2009 


iBeta Quality 
Assurance 


 Statement of Work 04 SOW 04  iBeta Quality 
Assurance 


 Premier PCA Source  January 23, iBeta Quality 
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Version # Title Abbreviation Date Author (Org.) 


Code Review Letter - 
Final 


2009 Assurance 


 Premier Environmental 
Test Review Letter 


 January 8, 
2009 
 


iBeta Quality 
Assurance 


 Premier PCA Document 
Review Letter 


 January 7, 
2009 


iBeta Quality 
Assurance 


 Premier Data Accuracy 
Test Review Letter 


 February 5, 
2009 


iBeta Quality 
Assurance 


v2.0 Trusted Build Procedure  January 23, 
2009 


iBeta Quality 
Assurance 


 


1.2 External Documentation 
The documents identified below are external resources used in certification testing. 


Table 2 External Documents 


Version # Title Abbreviation Date Author (Org.) 


 Help America Vote Act HAVA October 29, 
2002 


107
th
 Congress 


NIST 
Handbook 150 
2006 Edition  


NVLAP Voting System 
Testing 


NIST 150 February 
2006 


National Voluntary Lab 
Accreditation Program 


NIST 
Handbook 
150-22 


NVLAP Voting System 
Testing 


NIST 150-22 October 2007 National Voluntary Lab 
Accreditation Program 


 Federal Election 
Commission Voting 
System Standards 


VSS April 2002 Federal Election 
Commission 


 EAC Decision on Request 
for Interpretation - Keypad 


Interpretation 
2007-01 


May 23, 2007 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation - Single 
Character 


Interpretation 
2007-02 


May 14, 2007 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2007-04, 
2005 VVSG Vol. 1 
Section 3.1.3 


Interpretation 
2007-04 


October 29, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2007-05, 
2005 VVSG Vol. 1 
Section 4.2.1 (Testing 
Focus and Applicability) 


Interpretation 
2007-05 


November 6, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2007-06, 
2005 VVSG Vol. 1 
Section 4.1.1, 2.1.2c &f, 
2.3.3.3o and 2.4.3c&d. 
(Recording and reporting 
undervotes) 


Interpretation 
2007-06 


November 7, 
2007 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-01, 
2002 VSS Vol. II, Section 
4.7.1 & Appendix C 
2005 VVSG Vol. II, 
Section 4.7.1 & Appendix 
C 


Interpretation 
2008-01 


February 6, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request Interpretation February 19, Election Assistance 
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Version # Title Abbreviation Date Author (Org.) 


for Interpretation 2008-02, 
Battery Backup for Optical 
Scan Voting machines 


2008-02 2008 Commission 


 EAC Decision on Request 
for Interpretation 2008-04, 
Ballot Production - 
Alternative languages 


Interpretation 
2008-04 


May 19, 2008 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-05, 
Durability 


Interpretation 
2008-05 


May 19, 2008 Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-06 
Battery Back Up for 
Central Count 


Interpretation 
2008-06 


August 29, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-07 
Zero Report 


Interpretation 
2008-07 


August 27, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-08, 
Automatic Bar Code 
Reader 


Interpretation 
2008-08 


August 1, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-09, 
Safety (NRTL) 


Interpretation 
2008-09 


August 25, 
2008 


Election Assistance 
Commission 


 EAC Decision on Request 
for Interpretation 2008-10 
Electrical Fast Transient 
(EFT) 


Interpretation 
2008-10 


August 26, 
2008 


Election Assistance 
Commission 


 NOC 07-05: Voting 
System Test Laboratory 
(VSTL) responsibilities in 
the management and 
oversight of third party 
testing. 


NOC 07-05 September 7, 
2007 


Election Assistance 
Commission 


 NOC 08-001: Validity of 
Prior Non-core Hardware 
Environmental and EMC 
Testing 


NOC 08-001 March 26, 
2008 


Election Assistance 
Commission 


 NOC 08-002: EAC Mark 
of Certification Final 


NOC 08-002 May 16, 2008 Election Assistance 
Commission 


 NOC 08-003:  
Conformance Testing 
Requirements 


NOC 08-003 July 30, 2008 Election Assistance 
Commission 


 Voting System Testing 
and Certification Program 
Manual 


 January 1, 
2007 


Election Assistance 
Commission 


 Voting System Test 
Laboratory Program 
Manual 


 July 21, 2008 Election Assistance 
Commission 


 Letter to Premier on reuse 
of testing - final 


 November 
20, 2008 


Election Assistance 
Commission 


 Approval Reuse of 
Testing FINAL Letter 


 January 16, 
2009 


Election Assistance 
Commission 


 Approval Reuse of 
Testing source code 
FINAL 


 February 3, 
2009 


Election Assistance 
Commission 
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Version # Title Abbreviation Date Author (Org.) 


 Approval Reuse of 
Testing - Data Accuracy 
FINAL 


 February 10, 
2009 


Election Assistance 
Commission 


V.5.2 Certification Program 
Requirements Matrix 


 25 August 
2008 


Election Assistance 
Commission 


 


1.3 Technical Data Package Documents 
The Technical Data Package Documents submitted for this certification test effort are listed in Appendix 
A. 
 


1.4 Terms and Definitions 
The Terms and Definitions identified below are used in this test report. 
 


Table 3 Terms and Definitions 
 


Term Abbreviation Definition 


AccuView Printer Module AVPM Premier VVPAT designed to allow voters to 
print and review their selections in each 
race while voting their ballot on the 
AccuVote TS unit. 


AccuBasic ABasic Programming language designed to define 
ABasic reports. 
ABasic report files are used to format the 
content of reports and memory card labels 
that can be printed on AccuVote OSX, 
AccuVote OS Precinct Count and 
BallotStation units. 


AccuFeed  Device that provides automated multi-sheet 
feeding capability 


AccuVote® Optical Scan AVOS, OS, 
AVOSX, and OSX 


Mark-sense and scan image paper-ballot 
voting devices. 


AccuVote® OS 
 


AVOS AccuVote OS (optical scan) mark-sense 
ballot scanner.  
 
May be installed with either AccuVote OS 
Precinct Count or AccuVote OS Central 
Count firmware.  


AccuVote® OSX AVOSX AccuVote OSX image-scan ballot scanner.  
 
The AccuVote OSX unit is pre-installed with 
custom AccuVote OSX software running on 
the Windows CE operating system. 


AccuVote® TS AccuVote TS Generic term used to refer to Premier's 
DRE (Direct Recording Electronic) touch 
screen voting devices, the AccuVote® TS- 
R6 and the AccuVote® TSX. 


ASSURE
®
 Security Manager ASM Software application that provides an 


interface to the ASSURE Security Service.  
The ASSURE Security Manager is used to 
define and dynamically control application 
users, user rights and other security 
features from a central location.  Premier 
Central Scan (PCS) requires the use of 
ASM. 
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Term Abbreviation Definition 


BallotStation  Dedicated software application used in 
conjunction with the AccuVote TS voting 
devices to display ballots, record votes, 
count and tally votes and make a report of 
election results. 


Direction Recording 
Electronic 


DRE Touch screen voting device 


Escrow Agency  EAC identified repository that retains the 
file signature of the trusted build 


ExpressPoll® Card Writer  Precinct Election Management and card 
activator 


Global Election Management 
System 


GEMS® Name of Premier Election Solutions' 
Election Management System (EMS) 
software 


Help America Vote Act HAVA Legislation enacted in 2002 which includes 
creation of the EAC, federal voting 
standards and accreditation of test labs 


Key Card Tool KCT PC-based software application designed to 
enhance the security provided by the 
AccuVote TS units. 


Premier Central Scan PCS A software application designed for high-
speed, AccuVote OS batch-ballot 
processing. 


Optical Scan Accumulator 
Adapter


TM
 


OSAA Hardware adapter that allows the memory 
card from an AccuVote OS unit to be used 
with the AccuVote TS-R6 or the AccuVote 
TSX 


Plain Old Telephone Service POTS Terminology used to refer to analog voice-
quality telephone service used by some 
types of telecommunications. The 
abbreviation is used especially to 
distinguish it from any digital telephone 
system. 


Political Subdivisions PSD A geopolitical unit whose voters vote for 
one or more offices. One or more precincts 
(or parts of precincts) are included in a 
PSD. 


Post-election logic and 
accuracy testing 


Post-LAT Post-LAT mode is used after the election to 
confirm the vote recording accuracy results 
match Pre-election LAT results.  Vote 
simulation can be used in Post-LAT mode.  
Post-LAT mode votes cannot be intermixed 
or accumulated with Official Mode results. 


Pre-election logic and 
accuracy testing 


Pre- LAT Pre-LAT mode is used for validating 
accurate vote recording accuracy prior to 
an election.  Vote simulation can be used in 
Pre-LAT mode.  Pre-LAT mode votes 
cannot be intermixed or accumulated with 
Official Mode results. 
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Term Abbreviation Definition 


Primary – Closed  Voters must declare a party affiliation in 
order to vote in the primary.   


The voter declares their party affiliation to 
the election official and receives a ballot 
containing only those party-specific 
contests, along with non-party-specific 
contests presented at the same election. 


 Unaffiliated voters are permitted to vote 
only on non-party-specific contests. 


Primary – Open (Selective or 
Pick-A-Party) 


 Voters do not have to declare a party 
affiliation in order to vote in the primary.   
 
Depending on state law, the voter can 
declare their party preference to the 
election official or make their choice of 
party within the privacy of the voting booth.   
 
The voter receives a ballot containing only 
those party-specific contests, along with 
non-party-specific contests presented at 
the same election. 
 
Unaffiliated voters are permitted to vote 
only on non-party-specific contests.   


Primary – Open   Voters do not have to declare a party 
affiliation in order to vote in the primary.   
 
A primary election (aka Top Two) that 
allows voters to choose among all 
candidates running for each office.  
Candidates from all parties are listed under 
the same contest. 


Sip & Puff device Sip & Puff A DRE ballot navigation and vote selection 
assistive device, used by individuals with 
dexterity challenges or limitations on the 
use of their hands 


Smart Card  Card issued by the poll worker to be used 
as a key to access the ballot on the DRE 
voting machines for voting purposes. 


Technical Data Package TDP  The documentation and code related to the 
voting system, submitted by the 
manufacturer for review by the VSTL. 


U.S. Election Assistance 
Commission 


EAC U.S. agency established by the Help 
America Vote Act of 2002 to administer 
Federal elections. 


Universal ADA Interface 
Device 


UAID
TM


 Hardware Interface Device that offers 
voters with accessibility issues the 
opportunity to vote on an unassisted basis 


Visually Impaired Ballot 
Station 


VIBS The Visually Impaired Ballot Station feature 
of the AccuVote TS, used by visually 
impaired voters. 
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Term Abbreviation Definition 


Voter Assist Terminal VAT Used to mark the ballot selections of voters 
who are visually impaired, have a disability, 
or who are more comfortable using an 
alternative language. 


Voter Card Encoder VCE Device used to create voter access cards 
to be used for voting on an AccuVote TS 
unit. 


Voter Card Programmer VCProgrammer Program used to create voter access cards; 
may either run on stand-along basis, or 
interface with the jurisdiction's voting 
registration system. 


Voluntary Voting System 
Guidelines 


VVSG Federal voting system test standard 
revision stipulated by HAVA. 


Voter Access Card  Card issued by the poll worker to be used 
as a key to access a ballot on a DRE voting 
machines for voting purposes. 


Voting System Standards VSS Federal voting system test standards, 
predecessor of the VVSG. 


Voting System Test Lab VSTL Lab accredited by the EAC to perform 
certification testing of voting systems. 


Voting Variations  Significant variations among state election 
laws incorporating permissible ballot 
content, voting options and associated 
ballot counting logic  


Voter Verified Paper Audit 
Trail 


VVPAT  A software independent printed record of 
the electronic DRE ballot cast which is to 
be confirmed by the voter as an accurate 
report of their vote 
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2.  Pre-certification Tests 
2.1  Pre-certification Test Activity 
A review of the test documentation provided by Premier was performed to assess the scope of testing 
and conformance with the VSS 2002 vol. 1 sect. 2, 3, 4.4, 4.5, 5 and 6 Functional, Usability, 
Accessibility, Hardware, Software, Telecommunication and Security requirements. 
 
The VSS 2002 vol.1 sect. 4.2 source code review criteria were customized to reflect the applicable 
programming languages (C, C#, C++, VB.Net, ABasic, VBA and Assembly languages - 8051, Z80, and 
DSP) and the Premier software coding standards and are provided as a Confidential Appendix A to this 
Test Plan.  This customization included confirmation that the manufacturer specific coding standards 
were accepted best practices as documented by an industry recognized source. Due to the transfer of 
the certification test effort from another VSTL to iBeta, the documentation of a review and audit of the 
previous VSTL work product (as directed in the referenced EAC letter of 20 November 2008 and 
identified in Appendix J) is provided within an Appendix C.  
 
An assessment of the hardware was initiated to determine the scope of environmental testing.  As with 
the source code review, the documentation of the review and audit of the previous VSTL environmental 
testing was conducted and is provided as Appendix D to this Test Plan. 
 
Premier provides a separate Technical Data Package for each component.  These unique TDPs follow 
a consistent format addressing the requirements of the VSS 2002 vol.2 sect.  2.  Similar to the 
preceding tasks, the documentation of the review and audit of the previous VSTL's PCA TDP 
Documentation Review is provided as Appendix E to this Test Plan.   
 
Review of Premier's Quality Assurance and Configuration Management documentation is part of the 
PCA Document Review.  In addition to the build and installation process, iBeta observes the delivered 
materials, documents, hardware and software to confirm that Premier is consistent with their internal 
quality procedures and configuration management.  The VSS tasks the VSTL with this observation 
during testing.  Any inconsistencies identified by iBeta shall be noted on the discrepancy report as 
informational.  iBeta shall deem that Premier follows their policies if no inconsistencies are identified 
during the test effort.  It is additionally noted that Premier maintains a regional ISO 9001:2000 
certification program. 
 
In accordance with VSS 2002 vol. 1 sect. 1.5, iBeta reviewed the body of knowledge deposited in the 
EAC's Voting System Reports Clearinghouse for impact to the Security Test Method submitted herein.  
Since EAC's approval of this Test Plan, no reports have been posted that would have affected the  test 
plan further. 
 
The results of the California Top-to-Bottom Review of the Premier system  concluded that the 
vulnerabilities within the system depend almost entirely on the effectiveness of the election procedures.  
The VSS 2002 vol. 1 sect. 2.2.1 states that "System security is achieved through a combination of 
technical capabilities and sound administrative practices".  This testing is conducted as part of the FCA 
Security Review and no additional testing was determined as a result of review. 
 
 Review of the Kentucky, Ohio, and Connecticut Reports resulted in no modifications to the Test Method 
as part of this Test Plan but did update the Security Test Case to verify that the Connecticut 
recommended tamper-resistant seals were incorporated into the Premier TDP.  The review of the 3 
March 2009 California Secretary of State report was also reviewed as well as the Premier Product 
Advisory Notices. 
 


2.2  Pre-certification Test Results 
A review of the test documentation provided by Premier was found to incorporate testing of the voting 
system to the requirements of the VSS 2002 and the ASSURE


®
 1.2 voting system requirements.  In 


accordance with the Conformance Testing Requirements, the Telephony and Cryptographic Test 
Method (Section 7.5) contains the introduction of errors (out of order packets, duplication, and dropped 
packets, as examples) that will validate the voting system responses and reporting. 
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Customization of source code review criteria for the language and manufacture coding standards was 
completed.  Documentation by an industry recognized source of applicable manufacturer specific coding 
standards was confirmed. The customized criteria were incorporated into the source code review 
sheets, where the acceptance or rejection of each reviewed module will be captured.  In addition, during 
the 5.7% source code review, areas of focus within the vote cast and recording logic were reviewed in 
accordance with the iBeta Source Code Review Procedure and the EAC 20 November 2008 referenced 
letter.  As this was a limited review, the items identified were provided to the EAC along with the iBeta 
assessment and recommendation (letter provided in Appendix C).  The corresponding EAC letter 
approving the source code review re-use is provided as Appendix F.   
 
In addition to the 5.7% review, iBeta incorporated the 162 open discrepancies remaining from the 
previous VSTL source code review and conducted the review of updated source code.  All source code 
review discrepancies are closed and iBeta has performed a Trusted Build in accordance with the EAC 
Voting System Testing and Certification Program Manual Sections 5.5 and 5.6. 
 
Similar to the Source Code Review reuse, the environmental hardware testing, iBeta completed the 
audit of the environmental testing and results reports submitted to the EAC.  The documentation of that 
review as well as the results are provided in Appendix D and the corresponding EAC letter approving 
the results re-use is provided as Appendix G. 
 
iBeta conducted a sampling review of the PCA TDP Documentation Review performed to assess 
compliance with the requirements of VSS 2002 vol. 2 sect.2 to assess the full review conducted and 
documented by the previous VSTL.  iBeta has found the sampling of the submitted TDP documents to 
be generally consistent and contained the overall VSS 2002 required content.  Results of the PCA TDP 
Documentation Review as well as the recommendation for re-use of the previous VSTL analysis are 
provided as Appendix E and the corresponding EAC letter directing re-use is provided as Appendix G.   
 
The open PCA and FCA discrepancies from the previous VSTL test effort were incorporated into the 
iBeta discrepancy list provided as Appendix B (note that only the non-closed discrepancies are being 
reported within this Test Plan).   Resolutions submitted by Premier and the validations by iBeta are 
documented in the PCA and FCA Discrepancy Report.  This report will be included as an appendix in 
the final VSTL Certification Test Report.  The remaining 60 document defects, listed in Appendix B, 
must be resolved and validated prior to the completion of certification testing. Also note that the 
discrepancy list includes the trusted build FCA discrepancies. 
 
Informational issues are items noted during testing or review for items that do not contravene the 
standard.  They may include cosmetic issues, typos, functional bugs, format errors, or concerns which 
impact use of the voting system.  They are identified for the purpose of disclosure to the manufacturer, 
EAC, election officials and the public.  It is the manufacturer’s option to address them.  They will also be 
included in the appendix of the final report.  
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3.  Materials Required for Testing  
The System Identification stipulates the following materials are required for testing of the ASSURE


®
 1.2 


voting system. 
 


3.1  Voting System Software 
The software listed in Table 4 is the baseline documented configuration of the ASSURE


®
 1.2 voting 


system. 
 


Table 4 Voting System Software 


Application  Manufacturer Version Description (identify COTS) 


EMS Related Software    Ballot preparation/Central 
Count 


GEMS® Premier Election 
Solutions 


1.21.2 DRE ballot preparation, optical 
scanner programming & 
central count EMS software 


ASSURE
®
 Security 


Manager 
Premier Election 
Solutions 


1.2.1 Software application that 
provides an interface to the 
ASSURE Security Service. 
The ASSURE Security 
Manager is used to define and 
dynamically control application 
users, users rights and other 
security features from a 
central location. Premier 
Central Scan requires the use 
of ASM/ASS. 


ABasic Report Files Premier Election 
Solutions 


2.2.4 ABasic report files are used to 
format the content of reports 
and memory card labels that 
can be printed on AccuVote 
OSX, AccuVote OS Precinct 
Count and BallotStation units. 


AutoMARK
TM


 AIMS  AutoMARK 1.3 (P) (Build 
1.3.552) 


Software that prepares the 
ballots and the election 
database to be used by the 
VAT 


Key Card Tool Premier Election 
Solutions 


4.7.3 PC-based software application 
that allows the user to create a 
smart card encoded with user-
defined security codes or keys 


Polling Place Voting 
Software 


   


AccuVote-OS Precinct 
Count 


Premier Election 
Solutions 


1.96.11 Precinct Count ballot counting 
firmware installed on an 
AccuVote OS ballot scanner. 


AccuVote-OSX Premier Election 
Solutions 


1.2.1 Optical-scan voting device 
application for paper ballots 


BallotStation
TM


 Premier Election 
Solutions 


4.7.4 Software application used in 
conjunction with the AccuVote 
TS touch screen voting 
devices 


VCProgrammer Premier Election 
Solutions 


4.7.3 Application to encode voter 
access cards with or without 
input from a voter registration 
system 


Voter Card Encoder Premier Election 1.3.3 Application to encode voter 
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Application  Manufacturer Version Description (identify COTS) 


Solutions access cards for the purpose 
of activating ballots on the 
AccuVote TSX and AccuVote  
TS-R6 in an election 


ExpressPoll® Card Writer Premier Election 
Solutions 


1.1.6 Application to encode voter 
access cards for the purpose 
of activating ballots on the 
AccuVote TSX and AccuVote 
TS-R6 in an election 


AVPM Premier Election 
Solutions 


3.0.3 Firmware for the AVPM printer 


WinCE 300 Premier Election 
Solutions 


3.5 Operating System for 
AccuVote® TS-R6 Models A 
and B 


WinCE 410 Premier Election 
Solutions 


3.10 Operating System for 
AccuVote® TSX Models A, B, 
C, and D 


WinCE 500 Premier Election 
Solutions 


4.1 Operating System for 
AccuVote® OSX Model A 


BootLoader Premier Election 
Solutions 


1.3.10 Application that boots the 
hardware for the AccuVote® 
TS-R6, AccuVote® TSX, and 
AccuVote® OSX  


WinCE AutoMARK 5.00.17 AutoMARK VAT Operating 
System 


AutoMARK
TM


 VAT PAVR AutoMARK 1.3 PAVR (Build 
1.3.3342) 


Firmware for the AutoMARK 
VAT that supports audio only 


AutoMARK
TM


 VAT PVR AutoMARK 1.3 PVR (Build 
1.3.3342) 


Firmware for the AutoMARK 
VAT that supports audio and 
visual 


Central Count Voting 
Software 


   


Premier Central Scan Premier Election 
Solutions 


2.2.1 Central Count ballot counting 
software application 


AccuVote® OS Central 
Count 


Premier Election 
Solutions 


2.0.13 Central Count ballot counting 
firmware installed on an 
AccuVote OS ballot scanner 


 


 3.2  Voting System Hardware and Equipment 
The equipment listed in Table 5 is the documented configuration of the Premier ASSURE


®
 1.2 voting 


system as planned to be executed during the test campaign.  The final hardware test configuration will 
be documented in the Test Report.   
 


Table 5 Voting System Hardware and other Equipment 
 


Hardware or Equipment Manufacturer Version/Serial 
Number 


Description (identify COTS) 


Election Management 
System (GEMS® - Ballot 
Preparation and Central 
Count) 


  Ballot preparation & Central 
Count 


AccuVote OS-CC Model A Premier Election Solutions 80787 Central Count ballot scanner or 
Central Count tabulator 


AccuVote OS-CC Model C  Premier Election Solutions 35265 Central Count Optical Scanner 


AccuFeed Ballot Feeder Model 
A 


Premier Election Solutions 50649 Central Count ballot feeder for the 
AccuVote® OS-CC 
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Hardware or Equipment Manufacturer Version/Serial 
Number 


Description (identify COTS) 


Premier Central Scan PS900 
iM2 


DRS PS900-2206 Central Count ballot scanner 
(COTS) 


Premier Central Scan PS960 DRS 900-2541-25 Central Count ballot scanner 
(COTS) 


Model DCSM Dell 89KSLB1 ASM COTS Server 


PowerEdge 2900 Dell CN-0DC391-71070-
661-0751 


 


GEMS® and AIMS COTS Server 


and also includes Key Card 
Tool and VCProgrammer 


AccuVote®  TSX and  
TS-R6 


  DREs & associated hardware 


AccuVote® TSX 
Model A  


Premier Election Solutions 205176 Stand-alone touch screen 
DRE polling place voting 
device that incorporates a 
color LCD integral touch 
screen, integrated (voter) 
privacy flaps, internal memory 
for storing ballot data and 
voting records, removable 
results cartridge, and 
protective & public counters. 


AccuVote® TSX Model A (non-
AVPM) 


Premier Election Solutions 201946 Polling Place DRE (see above) 


AccuVote® TSX Model A 
(AVPM) 


Premier Election Solutions 203549 Polling Place DRE (see above) 


 AccuVote® TSX Model B Premier Election Solutions 225205 Polling Place DRE (see above) 


AccuVote® TSX Model C Premier Election Solutions 278293 Polling Place DRE (see above) 


AccuVote® TSX Model C  Premier Election Solutions 264782 Polling Place DRE (see above) 


 AccuVote® TSX Model D 
AVPM 


Premier Election Solutions 283028 Polling Place DRE (see above) 


AccuVote® TSX Model D Premier Election Solutions 286361 Polling Place DRE (see above) 


AVPM Premier Election Solutions NA TSX Stand Accessory 


AVPM Base Premier Election Solutions None AccuVote TSX base 


Non-AVPM Base Premier Election Solutions None AccuVote TSX base 


AutoMARK A100 AutoMARK AM0105430016 Polling Place Voter Assistance 
Device 
(auto ballot marking) 


AutoMARK A200 AutoMARK AM0206471989 Polling Place Voter Assistance 
Device 
(auto ballot marking) 


AutoMARK A300 AutoMARK AM0307420109 Polling Place Voter Assistance 
Device 
(auto ballot marking) 


AutoCast AutoMARK None Part added to the AutoMARK 
Voter Assistance Device enabling 
physical rear ejection of the 
ballot(s) 


 AccuVote TS-R6 Model A Premier Election Solutions 102071 Polling Place or Early Voting DRE 


 AccuVote® TS-R6 Model B Premier Election Solutions 133847 Polling Place or Early Voting DRE 


 AccuVote TS-R6 Model B Premier Election Solutions 160495 Polling Place or Early Voting DRE 


Precinct Count   Mark-sense, optical scanners 
& associated hardware 


AccuVote OS 
Model A 


Premier Election Solutions 34360 Polling Place Optical Scanner 


AccuVote OS 
Model B 


Premier Election Solutions 33844 Polling Place Optical Scanner 


AccuVote OS 
Model C 


Premier Election Solutions 35100 Polling Place Optical Scanner 
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Hardware or Equipment Manufacturer Version/Serial 
Number 


Description (identify COTS) 


AccuVote OS  
Model D  


Premier Election Solutions 42889 Polling Place Optical Scanner 


AccuVote OS 
Model D 


Premier Election Solutions 41407 Polling Place Optical Scanner 


AccuVote OS 
Model D 


Premier Election Solutions 42885 Polling Place Optical Scanner 


AccuVote OS Ballot Box Unit Premier Election Solutions Model 33824 Polling place ballot bin for  
AccuVote-OS 


AccuVote OSX 
Model A 


Premier Election Solutions 000038 Polling Place Paper Scanner 


AccuVote OSX 
Model A 


Premier Election Solutions 000435 Polling Place Paper Scanner 


AccuVote OSX Ballot Box Unit 
 


Premier Election Solutions 01577 Ballot Box for AccuVote OSX 
Ballot Scanner 


AccuVote OSX Ballot Box Unit 
 


Premier Election Solutions 01574 Ballot Box for AccuVote OSX 
Ballot Scanner 


AccuVote OSX Ballot Box Unit 
 


Premier Election Solutions 01583 Ballot Box for AccuVote OSX 
Ballot Scanner 


Other Hardware    
Optical Scan Accumulator 
Adapter 
(OSAA) 


Premier Election Solutions None Allows results from AccuVote OS 
memory cards to be accumulated 
on AccuVote-TS-R6 and 
AccuVote-TSX devices 


Visually Impaired Ballot Station 
(VIBS) 


Various None A voter assistance accessory that 
can be used with AccuVote TS-
R6 and AccuVote TSX (touch 
screen voting terminals) 


Universal ADA Interface 
Device (UAID) with ADA switch 
kit 


Various 
 


None A voter assistance accessory that 
can be used with AccuVote TS-
R6 and AccuVote TSX (touch 
screen voting terminals) 


Privacy Filter 3M None Fits on top of the touch screen 
and restricts the side viewing of 
the display 


ExpressPoll 4000 
 


ADVANTECH AD2K0576739C Polling Place Voter Card Creation 
(COTS) 


ExpressPoll 5000 ADVANTECH EPS68Z0M001156 Polling Place Voter Card Creation 
(COTS) 


Voter Card Encoder SPYRUS(tm) P300116131 
 


Polling Place Voter Card Creation 
(COTS) 


Voter Card Encoder SPYRUS(tm) P300116603 
 


Polling Place Voter Card Creation 
(COTS) 


ST-100 SecureTech  Smart Card Reader (COTS) 


ST-120 SecureTech  Smart Card Reader (COTS) 


 
 
 The configuration of the voting devices for the General and Primary functional test cases is provided 


below in Table 6.  
 
 


Table 6 Premier ASSURE
®
 1.2 Voting Device Hardware Configuration for General and Primary Test 


Cases 
 


HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
  Split 


Precincts: 
  * 2 districts 
     * 2 sub-
districts 
  * 1 


Straight Party 
  * Party column 
oriented w/races 
in 1st column 
  * Cross-over if 
no declared 


Multi-lingual 
Audio 
   * import 
   * direct record 
Accessibility 
(Sip/Puff) 


Split Precinct 
Vote 1 of N 
Vote N of M 
District 
rotation (set 
during District 


Open Primary: 
   • Open primary 
with private 
declaration 
(Selective 
Primary) 


Closed 
Primary: 
  * Same as 
open primary 
with public 
declaration 
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HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
Proposition 
District 
  * 2 precincts 
     * 3 splits 
per precinct 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Proposition/ 
Question 
Recall A - 
single Yes/No 


candidate 
Tally Settings 
  * TS: Non-PA 
Straight Party 
  * OS: Exclusive, 
Non-mandatory 
X-Party Endorse 
Non-Split 
Precincts: 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Recall B - options 
follow 'Yes' 


Single Precinct 
Vote 1 of N 
Vote N of M 
Slate & Group 
Voting 
Proposition/Qu
estion 
Ballot Text 
Report 
  * Export Rich 
Text 
  * Import Rich 
Text 


creation) 
Early Voting 
Provisional 
 
Repeatability 
Race 
Rotations (set 
in Race 
Options): 
GEN04a: by 
precinct  
 
GEN04b: 
District  


   • Party 
selection is first 
choice 
(preference, non-
mandatory) 
   • list nominees, 
not delegates 
2 Page Ballot 
Single Precinct 
Vote 1 of N 
Vote N of M 
Proposition/Qu
estion 
Absentee 


  * list delegates 
with nominees 
Split Precincts: 
  * 5 districts 
  * 7 precincts 
Vote 1 of N 
Vote N of M 
Write-In 
(registered) 
Recall D- 
options follow 
either Yes or No 


GEMS X X X X X X 


BallotStation  X X X  X  X X 


Premier Central 
Scan (PCS) 


  X   X X   


Key Card Tool X X   X   X 


VCProgrammer            X 


Assure Security 
Manager (ASM) 


  X   X X   


AIMS   X X X X X 


ABasic  X           


Voter Card 
Encoder  (VCE) 


        X   


AccuVote OS PC              


Model A, Low 
Profile 


          X 


Model A, High 
Profile 


            


Model B, Low 
Profile 


            


Model B, High 
Profile 


        X   


Model C, Low 
Profile 


      X     


Model C, High 
Profile 


  X         


Model D, Low 
Profile 


X           


Ballot Box for 
AccuVote-OS 


X X         


AccuVote OS CC              


Model A, Low 
Profile 


  X         


Model A, High 
Profile 


            


Model B, Low 
Profile 


            


Model B, High 
Profile 


            


Model C, Low 
Profile 


        X   


Model C, High 
Profile 


            


Model D, Low 
Profile 


      X     


AccuFeed Model 
A 


  X         


AccuVote OSX              


Model A X X   X X X 


Ballot Box for 
AccuVote-OSX 


X X   X X X 


AccuVote TSR6              


Model A     X    X   


Model B       X   X 


VIBS (keypad)     X       
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HW / SW GEN01 GEN02 GEN03 GEN04a-b PRI01 PRI02 
Headphones     X       


AccuVote TSX              


Model A X (Early 
voting) 


          


Model B     X       


Model C   X         


Model D         X   


AccuVote TSX 
Base (AVPM) 


X (w/barcode)       X   


AccuVote TSX 
Base (Non-AVPM) 


  X X       


AVPM Model A X          


OSAA Model A X           


UAID Model A     X       


VIBS (keypad)     X       


Headphones     X       


AutoMARK             


A100   X         


A200       X     


A300     X   X X 


Headphones     X       


UAID Model A     X       


PhotoScribe              


PS900 iM2   X   X     


PS960         X   


ExpressPoll             


4000        X   


5000     X       


 
 
 


3.3  Testing Software, Hardware and Materials 
The software, hardware and materials listed in Table 7 are needed to support testing and in test 
simulations of elections using products in the Premier ASSURE


®
 1.2 voting system. 


 
Table 7 Testing Software, Hardware and Materials  


 


Software, Hardware or Material Description Description of use in testing 


Multiple desktop and laptop PCs A variety of PCs running 
Microsoft operating systems 


Supplied by iBeta: Preparation, 
management and recording of test 
plans, test cases, reviews and results 


Repository servers Separate servers for storage of 
test documents and source 
code, running industry 
standards operating systems, 
security and back up utilities 


Supplied by iBeta: Documents are 
maintained on a secure network 
server. Source code is maintained on 
a separate data disk on a restricted 
server  


Microsoft Office Professional 
Enterprise Edition 2003 


Excel, Word and Visio software 
and document templates 


Supplied by iBeta: The software used 
to create and record test plans, test 
cases, reviews and results 


SharePoint Portal Server 2003 TDP and test documentation 
repository 


Supplied by iBeta: TDP and test 
documentation repository and 
configuration management tool  


Other standard business 
application software 


Internet browsers, PDF viewers 
email 


Supplied by iBeta: Industry standard 
tools to support testing, business and 
project implementation 


Center 325 Mini Sound Level Meter IEC 651 Type 2 handheld 
sound level meter 


Supplied by iBeta: Measure decibel 
level 


Wagner Force Dial
TM


  FDK/FDN Series Push Pull 
Force Gage 


Supplied by iBeta: Measure force level 


Visual Studio 2003 v.7.1.3808 Build and source code review Supplied by iBeta: View source code 
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Software, Hardware or Material Description Description of use in testing 


(Microsoft) Integrated Development 
Environment 


review  


RSM v.7.40 
(M Squared Technologies) 


C, C++, Java & C# static 
analysis tool 


Supplied by iBeta: identify line counts 
and cyclomatic complexity 


Beyond Compare 2 v.2.5.1 
(Scooter Software) 


Comparison utility Supplied by iBeta: used to compare 
file/folder differences 


WinDiff 5.1 (Microsoft) Comparison utility Supplied by iBeta: used to compare 
file/folder differences 


Hash.exe v.7.08.10.07.12 
(Maresware) 


Hash creation utility Supplied by iBeta: used to generate 
hash signatures for Trusted Builds 


NistNet -- version 2.0.12.c Packet switching and network 
packet analysis tool 


NIST tool used in testing Public 
Telecommunications Networking 


Nessus v. 3.2.0 Network port scanner and 
vulnerability testing tool 


Supplied by iBeta: used to scan ports 
of Public Telecommunications 
Networking for vulnerabilities 


WireShark v. 1.0 (Formerly 
Ethereal v. 0.99.0) 


An open source network packet 
capture and analysis tool 


Supplied by iBeta: used to capture 
packets for later analysis of 
cryptography 


LANForge CT970-16 Network-related testing and 
simulation tool 


Supplied by iBeta:  (FIRE) used to 
generate Public Telecommunications 
signals and (ICE) used to insert 
duplicate and reordered packets to 
test the receiving software 


BartPE ghost32.exe (916 CD) OS to boot to for ghosting Disk image backups for testing 
repeatability. 


Norton Symantec Ghost v.11 Tool to create and restore ghost 
images 


Disk image backups for testing 
repeatability and for Trusted Build 
submission to the NSRL 


 
 


3.4  Deliverable Materials 
Premier delivered separate Technical Data Packages for each product. The documents are listed in 
Appendix A - TDP Documents.  The documents listed are delivered as part of the Premier ASSURE


®
 


1.2  voting system.  
 
The materials listed in Table 8 are to be delivered as part of the ASSURE


®
 1.2 voting system (see 


Tables 4 and 5 for hardware, software, and firmware versions). 
 


Table 8 System Materials 


Material Material Description Use in the Voting System 


AccuVote® OS PC Mark sense-based ballot scanning 
device used in a polling place 


AccuVote OS ballot scanner 
used in a polling place 


AccuVote® OS CC Mark sense-based ballot counting 
device used in a central count 
environment 


AccuVote OS ballot scanner 
used in a central count 
environment 


AccuFeed Ballot feeder used in conjunction with 
AccuVote-OS CC or the AccuVote-OS 
PC 


Ballot processing device that 
mates with the AccuVote OS, 
and can be used when 
counting large volumes of bulk 
AccuVote OS ballots. 


AccuVote® OSX Image based ballot scanning device 
used in a polling place 


AccuVote OS ballot scanner 
used in a polling place 


AccuVote® TS-R6 DRE (Touch Screen) voting hardware A Direct Recording Electronic 
(DRE) voting device that, 
when installed with 
BallotStation firmware, is 
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Material Material Description Use in the Voting System 


capable of counting, tallying, 
reporting and uploading the 
results of voted 
ballots. 


AccuVote® TSX (AVPM 
compatible) 


DRE (Touch Screen) voting hardware A Direct Recording Electronic 
(DRE) voting device 
compatible with AVPM 
(VVPAT) that, when installed 
with 
BallotStation firmware, is 
capable of counting, tallying, 
reporting and uploading the 
results of voted 
ballots. 


AccuView Printer Module (AVPM) VVPAT for AccuVote TSX A voter verifiable report printer 
(VVPAT) used on the 
AccuVote TSX AVPM 
compatible touch 
screen voting devices. 


AccuVote® TSX (non-AVPM 
compatible) 


DRE (Touch Screen) voting hardware A Direct Recording Electronic 
(DRE) voting device that, 
when installed with 
BallotStation firmware, is 
capable of counting, tallying, 
reporting and uploading the 
results of voted 
ballots. 


ASSURE Security Manager Security Management application Software application that 
provides an interface to the 
ASSURE Security Service. 
The ASSURE Security 
Manager is used to define and 
dynamically control application 
users, users rights and other 
security features from a central 
location. Premier Central Scan 
requires the use of ASM/ASS 


Visually Impaired BallotStation 
(VIBS) 


Voter assistance keypad device with 
headphone input 


A voter assistance accessory 
that can be used with the 
AccuVote TS-R6 and 
AccuVote TSX (touch 
screen voting terminals) 


AutoMARKTM Voter assistance ballot marking device Voter Assist Terminal (VAT) 


Universal American Disabilities 
Association Interface Device 
(UAID) 


Voter assistance switching (Sip/Puff) 
device 


A voter assistance accessory 
device used in conjunction 
with the AccuVote TS-R6 and 
TSX 


DRS PhotoScribe PS900 
iM2/PS960 


Central Count ballot scanning device COTS Central Count image-
based, AccuVote OS ballot 
scanner workstation 


ExpressPoll®  4000/5000 Voter registration management device Voter access card encoder 


Voter Card Encoder (VCE) Voter access card creation A device designed to encode 
voter access cards for the 
purpose of activating 
ballots on AccuVote TSX and 
AccuVote TS-R6 units 
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Material Material Description Use in the Voting System 


VCProgrammer  Voter access card programming 
software 


Program used to create voter 
access cards; may either run 
on stand-along basis, or 
interface with the jurisdiction's 
voting registration system 


Smart Card Terminal (ST-100/120) Smartcards activation read/write 
hardware 


COTS device reading smart 
cards 


Memory Card COTS ATA/PCMCIA Flash Memory 
 


External/Detachable memory 
device used on AccuVote OSX 
and AccuVote TS/TSX for 
installing election data and 
capturing election ballot results 
and audit logs 


Memory Card COTS SRAM memory card External/Detachable memory 
device used on AccuVote OS 
for installing election data and 
capturing election ballot results 
and audit logs 


Premier Central Scan (PCS) Central Count application software A high-speed, batch-ballot 
counting application used to 
control the 
scanning and processing of 
AccuVote OS ballots in a 
central count environment 


Key Card Tool Smartcard creation software PC-based software application 
designed to enhance the 
security provided by the 
AccuVote TS units 


Global Election Management 
System (GEMS®) 


Election management application 
software 


A comprehensive application 
software tool in 
composing an election, from 
the point of defining election 
configuration parameters, 
jurisdictional 
information, race and 
candidate ballot content and 
creating ballot artwork, through 
to the programming of 
all voting device memory cards 
with election and ballot 
information, receiving election 
results from 
uploaded memory cards, and 
issuing election results reports 


Smart Card COTS data card Central count and polling place 
card to provide administration 
security and supervisory 
access to AccuVote 
voting/counting devices. 


Optical Scan Accumulator Adapter 
(OSAA) 


Polling place administration  Allows results on a memory 
card from an AccuVote OS 
unit to be accumulated on 
either AccuVote TS-R6 or the 
AccuVote TSX 
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3.5  Proprietary Data 
All software, hardware, documentation and materials shall be considered by iBeta as proprietary to 
Premier.  None of the elements submitted for certification testing may be used outside the scope of 
testing. No release or disclosure may occur without the written authorization of Premier.  Authorization 
for release to the EAC is contained in the MSA contract. 
 
No information submitted to the EAC within this test plan has been identified by Premier as subject to 
restriction on use, release or disclosure. 
 
iBeta has provided internal process documentation to the EAC to assist in the review of their test plan. 
This information includes programming language specific review criteria in Appendix C and the 
complete iBeta letters to the EAC documenting the review and assessment of the previous VSTL test 
efforts in Appendices C, D, E, and H.  These documents are tendered in separate electronic files and 
identified as confidential and protected from release as a trade secret because they are a description of 
how the process is performed and the end result of substantial effort.   This information is explicitly 
prohibited from release by the FOIA and the Trade Secrets Act (18 U.S.C. §1905). 
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4.  Test Specifications 
 Certification testing of ASSURE


®
 1.2 is to the configuration submitted in the EAC application #DBD0701 


to the requirements of the VSS 2002.  To ensure that ASSURE
®
 1.2 conforms to the requirements of the 


VSS 2002 and EAC Testing and Certification Program Manual, in addition to a validation of test 
coverage, iBeta has traced the test plan to the ASSURE


®
 1.2 EAC Requirements Matrix.   The test 


methods in Section 7 of this test plan identify how testing to the VSS 2002 will be implemented and the 
organizations responsible for the testing.  This implementation is then documented in a corresponding 
test case.    


 
Testing for conformance to the VSS 2002 shall be conducted as identified below.  The test methods for 
the system level (functional, integration, security, volume, telephony and cryptographic), environmental, 
accuracy (accuracy, reliability, and availability), characteristics (recovery, usability, accessibility, and 
maintainability), and volume (stress and recovery) test cases are contained in Section 7.  A test case 
shall be provided for each test method.  Documentation of all test iterations shall be maintained with a 
separate record of the configuration and results of each test execution. 
 


4.1  Hardware Configuration and Design 
The baseline hardware configuration of the ASSURE


®
 1.2 voting system submitted for testing is 


identified in Table 5.  It is recorded in the PCA Configuration document.  If during testing there is any 
change to the configuration of the system, the complete voting system configuration will be recorded on 
a new tab.  The new tab will reflect the date upon which the new configuration was documented.  All test 
cases identified in Tables 10 and 11 will include verification and documentation of the test environment 
against the applicable PCA Configuration tab. 
 


4.2  Software System Functions 
Testing of the software system functions defined in the VSS 2002 include: 


 Identification of the functional test scope based upon the PCA TDP Document Review (Vol. 2, 
Sect. 2) and FCA review of the ASSURE


®
 1.2 voting system testing (Vol.2 Appendix A.2) 


 PCA TDP Source Code Review of all new or changed code (Vol.2 Sect. 5.4)  


 Complete the trusted build of the reviewed code for the baseline version of the system intended 
to be sold by the vendor and delivered to the jurisdiction. (Vol.2. Sect. 6.2) 


 Development of a Certification Test Plan and Test Cases (Vol. 2, Appendix A.) 


 Execution of Functional/System Integration Test Cases: General 1 thru General 4,Primary 1 
thru Primary 2, and Accuracy DRE.  (Vol. 2, Sect. 6) 


 Testing of the performance and sequence of system hardware and software functions identified 
in System Operations, Maintenance and Diagnostic Testing Manuals: General 1 thru General 4, 
Primary 1 thru Primary 2, Accuracy DRE, Characteristics (AccuVote TS-R6, TSX, OS, OSX, 
and AutoMARK VAT) (Vol. 2. Sec. 6.8)  


 Verification of COTs software and completion of a trusted build by iBeta with the source code 
provided by SysTest Labs and any changes to source code resulting from testing.  iBeta shall  
construct  the build and record the  file signature of the build environment and final build.  The 
process follows.  All section 5.7 of the Certification Program Manual specified deliverables shall 
be provided to the EAC stipulated escrow agency upon certification.  iBeta staff shall follow the 
steps outlined in the iBeta Trusted Build Procedure to ensure compliance with the section 5.6 of 
the Certification Program Manual. 


 


 
4.3  Test Case Design 


4.3.1 Hardware Qualitative Examination Design 
iBeta conducted a review of all submitted testing of the Premier ASSURE


®
 1.2 voting system.  The 


review was conducted in accordance with vol.2 Appendix A.4.3.1 of the VSS 2002 and Section 301 of 
HAVA.  As a result of this review it was determined that iBeta will conduct testing to determine the 
quality of the hardware design.  This will be assessed in the Characteristic (Usability, Accessibility and 
Maintenance) and Security Test Cases. iBeta will also conduct tests to determine the quality of the 
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overall voting capabilities, pre-voting, voting and post voting functions of the Premier ASSURE
®
 1.2 


voting system.   These will be assessed in the General 1 through 4, Primary 1 through 2 Functional 
System Level Test Cases and the Accuracy Test Cases.  
 
An examination of the Premier ASSURE


® 
1.2 voting system was conducted to confirm that it contains 


only COTS electronic dexterity equipment.  As a result of this review it was determined that the voting 
system will be examined for all functionality listed within the VSS 2002. 
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4.3.2  Hardware Environmental Test Case Design 


For the hardware environmental test case design, iBeta completed a full review of each component of the Premier voting system submitted for 
certification testing against the environmental testing conducted by the previous VSTL.   The results of the analysis (see Appendix D for the full 
results) are identified in Table 9.   
 
Similarly, the Data Accuracy Testing by the previous VSTL was reviewed and documented (see Appendix H) with the corresponding EAC 
response letter provided as Appendix I.   
 


Table 9 Environmental Hardware Test Matrix 


 MIL-STD 810D FCC        OSHA  


Equipment Summary of Testing 
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AccuVote® TSX 
Model A non-AVPM 


Per Appendix G, only ESD 
will be executed. Per 
Appendix I, Data Accuracy 
test results will be reused. 


                


AccuVote® TSX 
Model A with AVPM 


Per Appendix G, only ESD 
will be executed. Per 
Appendix I, Data Accuracy 
testing will be executed. 


                


AccuVote® TSX 
Model B 


Per Appendix I, Data 
Accuracy testing will be 
executed. 


                


AccuVote® TSX 
Model C 


Per Appendix G, only ESD 
will be executed. Per 
Appendix I, Data Accuracy 
testing will be executed. 


                


AccuVote® TSX 
Model D 


Per Appendix G, only ESD 
will be executed. Per 
Appendix I, Data Accuracy 
testing will be executed. 


                


Optical Scan 
Accumulator 
Adapter(OSAA) 
  


NOTE 1:  Per Appendix G, all 
previous environmental test 
results will be reused. Per 
Appendix I, Data Accuracy 
test results will be reused. 
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 MIL-STD 810D FCC        OSHA  


Equipment Summary of Testing 
Required 
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AutoMARK VAT 
A100, A200, and 
A300 


See NOTE 1 above. 
 


                


AccuVote® TS-R6 
Model A and B 


See NOTE 1 above.                 


AccuVote® OS 
Model A, B, C, and 
D and Ballot Box 


See NOTE 1 above.                 


AccuVote® OSX 
Model A 


See NOTE 1 above.                 


AccuVote® OSX 
Ballot Box 


Per Appendix G, only ESD 
will be executed. 
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4.3.3  Software Module Test Case Design and Data 


Based upon the FCA Document Review of the Premier tests the iBeta standard test cases were 
customized to cover the applicable requirements of the VSS 2002. 
 
These test cases cover the scope of Security, Accuracy, Integrity, System Audit, Error Recovery, 
Accessibility, Vote Tabulation, Ballot Counter, Telecommunications, Data Retention, and Reporting. The 
Pre and Post vote testing scope will include Ballot Preparation, Ballot Formatting, Ballot Production, 
Election Programming, Ballot and Program Installation and Control, Readiness Testing, Activating the 
Ballot (DRE Systems), DRE Standards for Accessibility, Casting Ballots, Consolidating Vote data, Vote 
tabulation and Reporting. Testing on Voting variables for the EMS will include Closed and Open 
Primary, Non-partisan Offices, Write-In Voting, Primary Presidential Delegation Nominations, Ballot 
Rotation, Straight Party Voting, Cross-Party Endorsement, Vote N of M, Recall Issues, with options, 
Provisional/Challenged Ballots, Overvotes, Undervotes, Blank Ballots, and Display/Printing of Multi-
Lingual Ballots. 
 
The customized test cases include the identification of the flow control parameters between the 
applications, user interfaces, and hardware interfaces with the capture of entry and exit data (see Table 
10, Table 11 and Section 7.0 - Test Methods). 


4.3.4  Software Functional Test Case Design 
A review of the Premier functional test cases against the 2002 Voting System Standards and the 
ASSURE


®
 1.2 voting system functional requirements has been performed.  Tests covering system 


functional requirements are incorporated into a standard set of system level integration test cases.  
These test cases identify Accept/Reject performance criteria for certification based upon the VSS 2002 
and the ASSURE


®
 1.2 voting system software and hardware specifications 


 
The Premier ASSURE


®
 1.2 voting system functions and the iBeta Test Cases are identified in Table 10.  


Greater description of each Test Case is found in the Test Methods (see Section 7.0.)  Detailed test 
steps and test data are found in the separate individual Test Case documents in accordance with the 
requirement of the EAC Laboratory Accreditation Program Manual Section 2.10.2 and shall be 
developed after approval of this Test Plan. 
 


Table 10 System Function and Test Cases 


System Function Test Case 


a. Ballot Preparation Subsystem  


1) Creation of Election Database: select election type, state and 
election parameters; set and assign user, roles and workstation; 
set tally types, precincts, voting location, voting machines and 
assignments; and Create offices and contests.  


2) Setting up an election; assign candidates to offices and contests 
3) Setting up a ballot; generate layouts and ballot styles; export 


paper ballot styles; generate and edit header masks; and view 
ballots for proofing. 


4) Program memory cards, download election data to voting 
systems; perform Pre-Lat testing and verification.  


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy 


b. Test operations performed prior to , during and after processing of 
ballots, including:  


 


1) Logic Test: Interpretation of Ballot Styles & recognition of 
precincts; displaying ballot styles correctly by election type, 
precinct, precinct splits and party. 


General 1, 2, 3 & 4 
Primary 1 & 2 


2) Accuracy Tests: Clearly identifiable voting fields associated with 
candidates and measures; paper ballot reading accuracy on 
optical scanners and mark-sense; correctly mark and scan paper 
ballot; and correctly voted and recorded votes on DRE and with 
audio.  


General 1, 2, 3 & 4 
Primary 1 & 2  
Accuracy (TSX only) 


3) Status Tests: Initialize voting systems and card activators; General 1, 2, 3 & 4 
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System Function Test Case 


confirm operational status of system and Ready mode; and 
check buttons, touch-panel ,scanner, display, and ballot. 


Primary 1 & 2 
Accuracy 


4) Report Generation:  Produce, view and print voting system 
(DREs and Scanners) reports; and produce consolidated central 
count reports. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


5) Report Generation: Produce, view and print Voting system 
(DREs and Scanners)  and central count (GEMS®) audit data 
reports. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


c. Procedures applicable to equipment used in a Polling Place for:  


1) Opening the polls; print zero proof report; and activate for 
accepting ballots; display, vote and cast ballots. 


General 1, 2, 3 & 4 
Primary 1& 2 
Security 
Accuracy (TSX only) 


2) Monitoring equipment status ready and non-ready modes; and 
voting booths provide privacy. 


General 1, 2, 3 & 4 
Primary 1& 2 
Accuracy (TSX only) 
Characteristics 


3) Equipment response to commands; confirm voting enabled; 
fleeing voter enabled; audio and visual ballots activated; write-
ins, review of votes, casting the ballot; activation of authorized 
ballot content (election information, election type, precinct, party, 
supported variations); usable and accessible generation/display 
of all voter facing messages and notifications.  


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 
Characteristics 


4) Generating real-time audit messages for election installation, 
equipment status, opening/closing polls, vote activations, poll 
worker interference, power fault and recovery; and report 
processing. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy (TSX only) 
Characteristics 


5) Polls are closed; Ballot activation is disabled; visible indication of 
system status.  


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy (TSX only) 


6) Generating election data reports; Vote consolidation via the 
PCMCIA or SRAM memory cards or through Ethernet at the 
central count location; and Post-Lat testing and verification. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


7) Transfer ballot count to central counting location. General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy (TSX only) 


8) Electronic network transmission from AccuVote OS-PC, 
AccuVote TS-R6, AccuVote TSX, and AccuVote OSX via 
modem. 


Telephony and Cryptography 
 


d. Procedures applicable to equipment used in Central Count  


1) Read in PCMCIA or SRAM memory cards for >1 precinct to 
GEMS® for tallying. 


General 1, 2, & 4 
Primary 2 
Security 
Accuracy (TSX only) 


2) Monitoring equipment status for ready and non-ready mode. 
PCMCIA memory cards are correctly connected to GEMS® and 
are ready to process results. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


3) Equipment response to commands; GEMS® reads votes from 
PCMCIA or SRAM memory cards or through Ethernet; faulty 
cards (already read cards and tampered cards) rejected.  


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy (TSX only) 


4) Integration with peripherals equipment or other data processing 
systems. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
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System Function Test Case 


Accuracy (TSX only) 


5) Generating real-time audit messages: election installation, 
memory card creation, equipment status checks, power recovery, 
report processing; and result  tally status.  


General 1, 2, 3 & 4 
Primary 1 & 2 
Security 
Accuracy (TSX only) 


6) Generating precinct-level election data reports: view and print 
reports with partial and complete precinct votes. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


7) Generating summary election data reports: view and print zero 
proof reports; and view and print vote summary reports with 
partial and complete votes. 


General 1, 2, 3 & 4 
Primary 1 & 2 
Accuracy (TSX only) 


 


4.3.5  System Level Test Case Design 
System Level Test Cases will be prepared to assess the response of the hardware and software to a 
range of conditions.  Greater description of each Test Case is found in the Test Methods (see Section 
7.0).  Detailed test steps and test data are found in the separate individual Test Case documents. 
 
As detailed in Section 7.4, iBeta reviewed the system limits documentation with the delivered Premier 
TDP and identified: 


 Volume conditions to determine that the voting system could successfully prepare and process 
elections to the maximum capacity without errors for the election criteria listed in the Table 11 a. 
Volume Tests. 


 Stress conditions to verify that the voting system provides an appropriate response to an 
overloading condition exceeding the maximum capacity for the election criteria listed in Table 11 
b. Stress Tests.  


 Error recovery conditions using a three part approach.  First, the 5.7% Source Code Review 
verified the error response and recovery within the sample of code examined.  The results were 
reported to the EAC for consideration in their determination of reuse of the SysTest Labs 
Source Code Review (see section 2.1.3 and Table 11 g. Recovery Tests).  The second part of 
the approach was to force hardware errors for power recovery (see Table 11 g. Recovery 
Tests).  The third part was the incorporation of error responses into the Volume and Stress 
testing such that error recovery would confirm that in exceeding a limit the voting system was 
able to recovery without losing vote data (see Table 11 g. Recovery Tests) 
 


Security testing also incorporated source code and document reviews as identified by iBeta’s security 
review.  The security documentation review was conducted in accordance with vol. 2 Section 6.4 and 
documented in the FCA Security Review. Functionality to meet the requirements of vol. 1 section 6 
incorporated secrecy, integrity, system audit, error recovery or access to the voting system.  Based 
upon this review specific security tests, source code and/or document reviews were defined. The tests 
or reviews to validate the security of ASSURE


®
 1.2 were recorded in the FCA Security Review and used 


to prepare the Security Test Method. 
 
Detailed information for the tests identified in Table 11 is included in the corresponding Test Method 
contained in Section 4.  All of these test cases or reviews identify Accept/Reject performance criteria for 
certification based upon the VSS 2002 and the ASSURE


®
 1.2 voting system software, hardware, 


security and specifications.   
 


Table 11 System- Level Test Cases 


 Test Cases 


a. Volume Test  


Using the Premier defined system limitations, confirm that the voting 
system limit exceed the documented practical system limits when those 
limits are combined in a worse case scenario in a Primary and General 
Election.   
 


Data Accuracy and Volume 
Test Case 
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 Test Cases 


Using the those defined system limits, verify that the maximum capacity 
is successfully prepared and processed without errors for: 


 Total number of ballots processed by each precinct shall reflect 
the maximum number of active voting positions and card styles 


 Process more than the expected number of card/voters per 
precinct 


 Process more than the expected number of precincts 


 Process the maximum number of Voter Group Categories and 
Voter Groups per Category 


 Process the maximum number of Precincts 


 Process the maximum number of Card Styles and number of 
cards cast per machine 


 Process the maximum number of memory cards per Polling 
Vote Center 


 Process more than the expected number of races and the 
number of candidates per race 


 Process more than the expected number of total candidates in 
an election 


 Process the maximum number of races per precinct 
 


Verify that during the expected hours of operation audit entries are  
successfully recorded  without errors. 
 
During the Volume Test Case execution, a Data Accuracy Test to a 
minimum of 1,549,703 ballot positions will be exercised to confirm that 
this volume is handled by the voting system.  AccuVote® TSX with 
AVPM: 


 4 units of DRE, running 13,500 ballots per unit (Total 54,000); 


 Total predicted volume of over 1,549,703 ballot positions; and 


 Voter selections are recorded, reported and available for 
consolidation; errors are correctly reported. 


b. Stress Test   


Stresses for hardware-generated interrupts were initiated in the 
Environmental - Electrical Testing. Successful completion of the post 
electrical test Operational Status Checks provides validation (see 
Appendix E for hardware testing reuse).  
 
AccuVote® OS-PC, AccuVote® OSX, and PCS shall include 
processing of ballots at the equipment's maximum rate with an 
overvoted ballot injecting a hardware wait state and a mutilated ballot 
injecting a hardware interrupt. Accurate vote recording and reporting 
provides validation. 
 
AccuVote® TSX and AccuVote® TS-R6 shall include processing of a 
voting session with a hardware interrupt.  Appropriate error handling 
and voting recording provides validation when a VVPAT reaches the 
end of the role on the TSX.  


 
Using the Premier defined system limits, verify that the voting system 
provides an appropriate response to an overloading conditions: 


 Maximum rate (limit) of ballot processing for election day voting 
components 


 Maximum rate (limit) of ballot processing for Absentee/Early 
Voting components 


 Maximum limit of interconnected voting components 
simultaneously processing ballots 


Post Environmental 
Electrical Testing 
Operational Status Checks 
(reuse in Appendices D and 
G) and Environmental Test 
Case  
 
Volume Test Case  
 
 
 
Volume Test Case with TSX 
Data Accuracy 
General 1 Test Case 
 
 
Volume Test Case 
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 Test Cases 


 Maximum limit of number of voting components downloading 
results simultaneously to GEMS 


 
Stress scenarios exceeding the maximum limitations will be executed 
to confirm any applicable error handling.  If error messages are 
generated they are:  


 Stored and reported as they occur 


 Errors requiring intervention clearly display issues and action 
instructions or with indicators 


 Incorrect responses will not lead to irreversible errors. 
 
If error messages are not generated:  


 The system processes without error; or  


 If there are any system errors then the system shall recover 
without any loss of data. 


c. Usability Tests:  


In the system level test cases election databases, DRE and paper 
ballots will be prepared, installed, voted and reported exercising the 
input controls, error content, and audit message content of the voting 
system.  


 A review will assess the content and clarity of instructions and 
processes. 


General 1 through 4 
Primary 1 through 2 
 


d. Accessibility Tests:  


Audio and visual ballots will be programmed in the default language 
(English), a secondary language using a Western European font 
(Spanish), an ideographic languages (Chinese) and non-written audio 
ballot. Votes will be cast to confirm: 


 All ballot and instructions can be printed or displayed in 
supported languages; 


 DRE ballots, instructions and voting system controls can be 
accessed visually, orally or with non-manual dexterity aids in all 
supported languages; and  


 DRE ballots and instructions can be accessed visually, orally, 
and with non-manual controls adjusting screen contrast, ballot 
display settings (colors & text), and audio ballot controls within 
the ranges identified in the VSS 2002; 


 DRE voter sound cues and alerts are accompanied by visual 
cues; and  


 Precinct voting systems physical measurements of the voting 
systems will comply with Vol.1 Sect. 2.2.7.1 a through f. 


General 3 and 
Characteristics 
 
Removed General 2, 4 and 
Primary 2 


e. Security Tests:  


A PCA Security Document Review of each Voting System shall be 
executed to verify a means of implementing the following capabilities: 


 Software/hardware access controls 


 Effective password management 


 Segregation of duties 


 Individual Access Privileges 


 Controlled System functions 


 Safeguards to protect against tampering during system repair 
or interventions in system operations 


During System Function testing steps will be incorporated into the pre-
vote, vote, and post-vote election phases. These steps shall test: 


 Security access controls that limit or detect access to critical 
system components (ballot preparation, opening/closing of 
polls, voter card activation, ballot activation, tallying of results, 
reading/transfer data, audit functions); 


General 1, 2, 3 & 4 Test 
Cases 
 
PCA Document Review: 
Security Specifications 
 
Source Code Review 
 
Security Test Case 
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 Test Cases 


 System functions are executable only if the defined function 
predecessors are met; and 


 Restoration of device to operating condition existing 
immediately prior to an error or non-catastrophic failure (power 
failure, memory device failure, voter card error). See recovery 
test section g of this table for more recovery testing. 


 
Security specific test cases shall include: 


 Attempts to bypass or defeat voting system security including: 
changing vote data, copying voter cards, ability to bypass user 
passwords, modifying data in audit logs, and accessing 
controlled functions without appropriate validation; 


 Voter denial of service attacks introduced via the voter card or 
results cartridges and memory cards. 


 Attempts to circumvent physical security devices, without 
detection, including, destructible seals and system components 
locks for cartridge and memory card slots, polls switches, 
keypads, and hardware components; and 


 Poll workers, voters, and operators as threat agents to access 
the ability of the voting system to resist or detect attacks, log 
and/or report attempts. 


After defining language specific review criteria, a software source code 
review will be executed to confirm that: 


 Audit logs report the date and time of normal and abnormal 
events; 


 Data processing methods are verified through the use of 
check-sums; 


 Modules have single entry/exit point; 


 There are no voter counter overflow; 


 There are no self modifying code; 


 Messages are encrypted (as required); 


 There is separate and redundant ballot image, vote and audit 
recording; 


 There are no hard-coded passwords; and 


 Voting systems halt execution at the loss of critical systems. 


f. Performance Tests:  


During the system level and accuracy testing election databases will be 
programmed for the functions identified in Table 11. ASSURE


®
 1.2 will 


be used to create the test election databases. These will include: 


 One or more DRE and one or more scanner;  


 Specific voting variations that are supported by the hardware 
and state specific election databases; and 


 Election setup and management reports. 
The voting equipment shall be programmed to verify:  


 Ballot instructions, formats, errors and status are presented to 
the appropriate voter (geographic, party, visual, audio, English, 
and/or multi-lingual); 


 Ballots can be viewed, voted, reviewed, cancelled, and votes 
modified prior to casting; 


 Ballots can be cast in all voting modes (visual, audio, non-
manual, English, and/or multi-lingual); 


 Votes can be accurately recorded and reported; 


 DRE optional/ required Voter Verified Paper Audit Trails can be 
viewed,  modified, cancelled and cast; and 


 Optional/ required activation, accumulation, and transmission 
of votes. 


General 1 through 4 
Primary 1 through 2 
Volume Test Cases 
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 Test Cases 


Election results shall be centrally compiled to verify:  


 Accurate reporting at the required election, precinct and party 
level; and 


 Accurate reporting of optional Election Day and Post Election 
management reports. 


g. Recovery Tests:  


Test will be conducted to determine that  the AccuVote® TSX, 
AccuVote® TS-R6, AccuVote® OS, and AccuVote® OSX are able to: 


 Recover from power or other system failure, without loss of 
vote data; and  


 Be supported on back up power for a minimum of two hours. 
 
Consistency assessment of Source Code to confirm that the single exit 
point is the point where control is returned.  At that point, the data that 
is expected as output is appropriately set. The exception for the exit 
point is where a problem is so severe that execution cannot be 
resumed.  In this case, the design explicitly protects all recorded votes 
and audit log information and implements formal exception handlers 
provided by the language. 
 
If during Volume and Stress testing there are system errors that cause 
a crash the system shall recover without any loss of data 


Characteristics Test Case 
Security Test Case 
 
 
 
 
 
 
 
iBeta 3% Source Code 
Review Assessment Source 
code review- v.1: 4.2.3.e 
(Appendices C and F) 
 
 
 
 
Volume Test Cases 1 and 2 
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5.  Test Data 
 


5.1  Test Data Recording 
The results of testing and review to the Premier ASSURE


®
 1.2 voting system to the VSS 2002 are 


recorded in the test case and review forms prepared by iBeta.  Environmental test data will be recorded 
in the manner appropriate to the test equipment with output reports detailing the results and analysis. 
Electronic copies of all testing and reviews will be maintained.  
 


5.2  Test Data Criteria 
The results of the voting system tests and reviews shall be evaluated against the documentation of the 
ASSURE


®
 1.2 voting system TDP and the requirements of the VSS 2002.   The ASSURE


®
 1.2 voting 


system shall be evaluated for its performance against the standard and the expected results identified in 
each test case. 
 


5.3  Test Data Reduction 
Test data will be processed manually. 
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6.  Test Procedures and Conditions 
 


6.1  Facility Requirements 
All software testing and review will be performed at iBeta laboratory in Aurora, Colorado.  
 
All Premier documentation, test documentation and results will be maintained in the Premier ASSURE


®
 


1.2 voting system project folder on the SharePoint server in Voting. Only project assigned test 
personnel will have access to the Premier repository. Premier source code will be maintained on a 
separate server. Only project assigned test personnel will have access to the source code repository.  
Repositories are backed up daily using industry standard utilities. 
 


6.2  Test Set-up 
As part of the PCA, the Premier ASSURE


®
 1.2 voting system test platform will be set-up in the manner 


identified in the system configuration identified in each component Configuration Management Plan 
(Premier has delivered a CM Plan within each TDP for each product).  The test platform will be 
documented.  Installation of the trusted build will be observed and documented.  An inventory of any 
accessories or preloaded applications will be documented. 
 


6.3  Test Sequence 
There is no prescribed sequence for the testing of the voting system.  The only sequence requirement is 
that predecessor tasks are completed prior to initiation of a task.  


 
Table 12 –Sequence of Certification Test Tasks 


Certification Test Task Predecessor Task Test Personnel 


Identify scope of project for contract 
negotiation 


Determination of voting system status 
(new or changed) 


Gail Audette 


Set up Project and Repositories Contract Authority Gail Audette  
Carolyn Coggins 


Reporting of Discrepancies Commencement of the project All 


PCA TDP Document Review Project repository and TDP Documents 
received 


Charles Cvetezar 
Ken Mathis 


PCA TDP Source Code Review Project repository and TDP Documents & 
Source Code received 


Lauren Laboe 
Sri Jakileti 
Kevin Wilson 
David Mulderink 


FCA Testing Review and Test Scope/ 
Requirements Identified 


TDP Test Documents received Ken Mathis 
Gail Audette 


Certification Test Plan Preliminary PCA TDP Document Review 
& FCA Testing Review  


All 


Test Readiness Review Test Method development, Trusted Build, 
and Hardware Configuration 


All 


Test Method Validation Completion of Test Methods  


FCA Test Case preparation TDP Documentation received, FCA 
Testing Review, Identification of Test 
Scope and Requirements 


Charles Cvetezar 
Sri Jakileti 
Ken Mathis 
Jeromey Patterson 
Kevin Wilson 
Gail Audette 
Carolyn Coggins 


Test Method Validation Completion of Test Methods Gail Audette  
Charles Cvetezar  
Kevin Wilson 


Test Tool Validation  Identification of tools; verify validations 
performed on earlier projects for standard 
tools 


Ken Mathis 
Jeromey Patterson 


PCA System Configuration TDP Documentation, hardware and All 
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Certification Test Task Predecessor Task Test Personnel 


software received 


Trusted Build PCA Source Code Review Kevin Wilson 
Lauren Laboe 
Sri Jakileti 


Installation of Trusted Build Review and validation of the installation 
procedure including user selections and 
configuration changes 


Lauren Laboe 
Gail Audette 
Kevin Wilson 


FCA Environmental Hardware Test 
Case Execution 


FCA Test Case preparation & PCA 
System Configuration 


Ken Mathis 
Gail Audette 


FCA Accuracy Test Case FCA Test Case preparation & PCA 
System Configuration 


Carolyn Coggins 
Gail Audette 


FCA Functional/System Level Test 
Case Execution 


FCA Test Case preparation & PCA 
System Configuration 


All 


FCA Characteristics Test Case 
Execution 


FCA Test Case preparation & PCA 
System Configuration 


Jeromey Patterson 


FCA Security Review & Testing FCA Test Case preparation & PCA 
System Configuration 


Kevin Wilson 
Sri Jakileti 


FCA Telephony and Cryptography 
Review and Test Case 


FCA Test Case preparation & PCA 
System Configuration 


Kevin Wilson 
Sri Jakileti 


Recovery/Error Handling Analysis FCA Test Case preparation Lauren Laboe 


Volume, Stress and Recovery Test 
Case Execution 


FCA Test Case preparation & PCA 
System Configuration 


Charles Cvetezar 
Gail Audette 
Ken Mathis 


Regression Testing of Discrepancy 
Fixes 


Receipt of applicable fix or response from 
Premier and PCA Witness Build of 
reviewed code, if applicable 


All 


VSTL Certification Report  Successfully complete all FCA and PCA 
tasks 


All 


Document receipt of the System 
Identification Tools from the 
manufacturer 


Receipt of the System Identification Tools 
from the manufacturer 


TBD  


Deliver the Certification Report for EAC 
Review 


Completion of VSTL Certification Report Gail Audette 


Deposit Trusted Build and 
acknowledge delivery  


Initial decision from the EAC and 
manufacturer letter 


Gail Audette 


Re-issue the Certification Report with 
the EAC Certification Number 


Acceptance of the Certification Report by 
the EAC 


Gail Audette 


 
 


6.4  Test Operations Procedures 
Test cases and review criteria are contained in separate documents.  They are provided to the iBeta 
test staff and Environmental Hardware Subcontractor with step-by-step procedures for each test case or 
review conducted.  Test and review instructions identify the methods for test or review controls.  Results 
are recorded for each test or review step. Possible results include: 


 Accept: the expected result of the test case is observed; an element of the voting system 
meets the VSS 2002  


 Reject: the expected result of the test case is not observed; an element of the voting system did 
not meet the VSS 2002  


 Not Applicable (NA):  test or review steps that are not applicable to the scope of the current 
Certification are marked NA. 


 Not Testable (NT): rejection of a previous test step prevents execution of this and subsequent 
test steps. 


Reject, Not Applicable and Not Testable results are marked with an explanatory note.  The note for 
rejected results contains the discrepancy number. 
 
Issues identified in testing or reviews are logged on the Discrepancy Report.  Issue types include: 
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 Document Defects: a documentation element of the voting system did not meet the VSS 2002.   
Resolution of the defect is required for certification.  


 Functional Defects: a hardware or software element of the voting system did not meet the VSS 
2002.  Resolution of the defect is required for certification. 


 Informational: an element of the voting system which meets the VSS 2002 but may be 
significant to either the vendor or the jurisdiction.  Resolution of Informational issues is optional. 
Unresolved issues are disclosed in the certification report. 


 
Test steps are numbered and a tabulation of the test results is reported in the test case.  Test operation 
personnel and their assignments are identified in Table 12. 
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7.  Test Methods 
 


7.1  System Level Test Cases 
The TDP documents utilized to create the following test methods are the most recent delivered as identified in Appendix A.  The receipt and 
review of all TDP documents after the submittal of this test plan for approval will be recorded in the Test Method and in a Test Plan update.  


7.1.1  General Elections 
Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Test Case Name GEN01 GEN02 GEN03 GEN04a-b 


Scope - 
identifies the 
type of test 


A general election system level test 
incorporating validations of the VSS 2002 
required functionality.  Testing includes 
validation of measurable performance 
including accuracy, processing rate, and 
ballot format handling capability of the 
ASSURE 1.2 voting system configured with: 
   • AccuVote TSX polling place DRE with 
AccuView Printer Module (VVPAT) with 
barcode. 
   • AccuVote OS Precinct Count (PC) 
precinct based paper ballot reader with 
AVOS ballot box. 
   • AccuVote OSX precinct based paper 
ballot reader with AVOSX ballot box. 
   • Validation of the Key Card Tool used in 
conjunction with the AccuVote TSX voting 
device. 
   • Validation of the AccuVote Memory 
Card Adapter (OSAA) used in conjunction 
with the AccuVote OS PC and TSX voting 
devices. 
   • Approved and non-approved Paper 
ballots. 
   • Approved and non-approved marking 
devices. 
Functional aspects include error recovery, 
security, and usability of the hardware, 
software and procedures (manuals)  in the 
pre-vote, voting, and post-voting operations 
of a voting system, logging and the Reports 
Module.  


A repeatability general election system 
level test incorporating validations of 
the VSS 2002 required functionality.  
Testing includes validation of 
measurable performance including 
accuracy, processing rate, and ballot 
format handling capability of the 
ASSURE 1.2 voting system configured 
with: 
   • AccuVote TSX polling place DRE 
(non-AVPM) 
   • Validation of the ExpressPoll 4000 
used for Voter Card activation in 
conjunction with the AccuVote TS/TSX 
voting devices 
   • Validation of the ExpressPoll 5000 
used for Voter Card activation in 
conjunction with the AccuVote TS/TSX 
voting devices 
   • AccuVote OS Central Count (CC) 
central count based paper ballot reader 
   • Validation of the AccuFeed Model A 
used in conjunction with the AccuVote 
OS CC voting device 
   • AccuVote OS precinct based paper 
ballot reader with AVOS ballot box 
   • AccuVote OSX paper ballot reader 
   • AutoMARK precinct based paper 
ballot marking device 
   • PhotoScribe PS900 iM2 central 
count based paper ballot reader 
   • Key Card Tool 
   •ABasic Report Files 
  Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals)  in the pre-vote, voting, and 
post-voting operations of a voting 
system, logging and the Reports 
Module.  


A general election system level test 
incorporating validations of the VSS 
2002 required functionality.  Testing 
includes validation of measurable 
performance including accuracy, 
processing rate, and ballot format 
handling capability of the ASSURE 1.2 
voting system configured with: 
   • AccuVote TSX polling place DRE 
(non-AVPM) 
   • AccuVote TS- R6 polling place DRE 
   • AutoMARK precinct based paper 
ballot marking device 
Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals)  in the pre-vote, voting, and 
post-voting operations of a voting 
system, logging and the Reports Module.  


A repeatability general election system 
level test incorporating validations of the 
VSS 2002 required functionality.  
Testing includes validation of 
measurable performance including 
accuracy, processing rate, and ballot 
format handling capability of the 
ASSURE 1.2 voting system configured 
with: 
   • AccuVote TS-R6 polling place DRE  
   • AccuVote-OS Precinct Count (PC) 
precinct count based paper ballot 
reader 
   • AccuVote OS Central Count (CC) 
central count based paper ballot reader 
   • AccuVote OSX precinct based paper 
ballot reader with AVOSX ballot box 
   • AutoMARK precinct based paper 
ballot marking device 
   • PhotoScribe PS900 iM2 central 
count based paper ballot reader 
Functional aspects include error 
recovery, security, and usability of the 
hardware, software and procedures 
(manuals)  in the pre-vote, voting, and 
post-voting operations of a voting 
system, logging and the Reports 
Module.  







 


      Page 42 of 104 
 


Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Test Objective Validation of the ability to accurately and 
securely create, install, vote, count and 
report the results of a general election on 
the AccuVote TSX DRE with attached 
AccuView Printer Module (AVPM) with 
barcode printing, AccuVote OS Precinct 
Count and AccuVote OSX paper ballot 
readers including the identified voting 
variations.   


Validation of the ability to accurately 
and securely create, install, vote, count 
and report the results of a general 
election on the AccuVote TSX DRE, 
AccuVote OS Central Count, and 
AccuVote OSX Precinct Count paper 
ballot readers, AutoMARK paper ballot 
marker, and PhotoScribe PS900 iM2 (or 
PhotoScribe PS960) central count 
paper ballot reader including the 
identified voting variations.   


Validation of the ability to accurately and 
securely create, install, vote, count and 
report the results of a general election on 
the AccuVote TS/TSX DRE's, AccuVote 
OS/OSX Precinct Count paper ballot 
readers, AutoMARK paper ballot marker 
including the identified voting variations. 
(Removed ExpressPoll)  


Validation of the ability to accurately 
and securely create, install, vote, count 
and report the results of a general 
election on the AccuVote TSX DRE with 
attached AccuView Printer Module 
(AVPM), AccuVote OS Precinct Count,  
AccuVote OS Central Count, AccuVote 
OSX paper ballot readers, AutoMARK 
paper ballot marker and PhotoScribe 
PS900 iM2 (or PhotoScribe PS960) 
including the identified voting variations.   
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Test Variables:  
Voting 
Variations 
(as supported 
by the voting 
system) 


General Election: 
Election Day voting 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Split precincts 
Vote for 1 
Vote for N of M 
Slate/Group Voting 
Proposition/Question 
Recall A (no options) 
 
Manuals Testing (documents listed below 
are current in-house versions and testing 
will be conducted on the most recent 
delivered TDP): 
GEMS: 
   • GEMS 1.21.1 User’s Guide v3.0  
   • GEMS 1.21.1 Reference Guide v3.0 
   • GEMS 1.20.2 Election Administrator’s 
Guide v2.0 
   • GEMS 1.21.1 System Administrator’s 
Guide v2.0 
AccuVote OS PC: 
   •  AccuVote OS Precinct Count 1.96.11 
User’s Guide v.1.0 
   •  AccuVote OS Pollworker’s Guide v.8.0 
   •  GEMS AccuVote OS Precinct Count 
Protocol v1.1 
AccuVote OSX: 
   •  AccuVote OSX 1.2.1 User’s Guide v2.0 
   •  AccuVote OSX Pollworker's Guide v4.0 
AccuVote TSX (BallotStation): 
   •  BallotStation 4.7.3 User’s Guide v2.0 
   •  BallotStation 4.7.3 System 
Administrator’s Guide v1.0 
   •  AccuVote TSX Pollworker’s Guide 
v10.0 
   •  AccuView Printer Module Hardware 
Guide v6.0 
Key Card Tool: 
   • Key Card Tool 4.7.1 User’s Guide v1.0 
AccuVote Memory Card Adapter (OSAA): 
   • OSAA Hardware Guide v5.0 


General Election: 
Election Day voting 
Straight Party (column oriented) 
Cross-party Endorsement 
Party Graphics 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Vote for 1 
Vote for N of M 
Slate/Group Voting 
Proposition/Question 
Recall B (options follow :Yes) 
Tally Settings 
   • TS: Non-PA Straight Party 
   • OS: Exclusive, non-Mandatory 
Manuals Testing (documents listed 
below are current in-house versions 
and testing will be conducted on the 
most recent delivered TDP): 
GEMS (for Straight Party rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
AccuVote OS CC Manuals: 
   •  AccuVote OS Central Count 2.0.13 
User’s Guide v3.0 
   •  FEC 2002 AccuVote OS Technical 
Data Package Appendix J: Ballot 
Processing v2.1 
AccuFeed Manuals: 
   • AccuFeed Hardware Guide v5.0 
AutoMARK (AIMS) Manuals: 
   •  AIMS PREM Sect05 Election 
Officials Guide AQS-13-5001-208-R 
   •  AIMS PREM Sect05 System 
Operations Procedures AQS-13-5011-
200-R 
Pollworker's Guide v2.0 
Premier Central Scan Manuals: 
   •  Premier Central Scan 2.2.1 User’s 
Guide v1.0 
   •  DRS PhotoScribe PS900 
iM2/PS960 Hardware Guide v6.0 


General Election: 
Election Day voting 
Single Precinct 
Vote 1 of N 
Vote N of M 
Slate & Group Voting 
Proposition/Question 
Multi-lingual 
Audio 
   • import 
   • direct record 
Accessibility (Switches and/or Sip/Puff) 
Ballot Text Report 
   • Export Rich Text 
   • Import Rich Text 


General Election: 
Election Day voting 
Multiple Districts (not all rotate) 
Single Split Precinct 
Partisan/non-partisan offices 
Write-in votes (free for all) 
Vote for 1 
Vote for N of M 
Provisional Voting (GEN04a only) 
Race Rotations - set in Race Options: 
GEN04a: by precinct  
 
GEN04b: District (set during District 
creation) 
 
Manuals Testing (documents listed 
below are current in-house versions and 
testing will be conducted on the most 
recent delivered TDP): 
GEMS (for Rotation rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


A description 
of the voting 
system type 
and the 
operational 
environment 
 
 


Testing of the Premier Election Solutions 
ASSURE 1.2 voting system shall include:  
The GEMS 1.21.3 SW ballot preparation & 
central count SW installed on a Windows 
XP Professional SP2 OS PC. 
See "g. environmental conditions required" 
for specific HW, SW, FW revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running BallotStation 
4.7 FW 
 • Ballot & election results ( copy of internal) 
memory)  (CF card) 
 • Ballot & election results transfer Memory 
Card (ATA/PCMCIA) 
 • Key Card Tool HW for ballot activation 
and Smartcards for ballot activation/transfer 
 • AVPM HW for software independent vote 
validation 
AccuVote OS PC precinct based optical 
scanner 
 • Serial port HW (on GEMS server) for 
transferring data to the Memory Card 
 • Memory Card (SRAM) for ballot & 
election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical 
scanner 
 • Ethernet network HW (on GEMS server) 
for transferring data to the Memory Card 
 • Memory Card (PCMCIA) for ballot & 
election results transfer  
 • AVOSX ballot bin for ballot sorting 


Testing of the Premier Election 
Solutions ASSURE 1.2 voting system 
shall include:  
The GEMS 1.21.3 SW ballot 
preparation & central count SW 
installed on a Windows XP Professional 
SP2 OS PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running 
BallotStation 4.7 FW 
 • Ballot & election results ( copy of 
internal) memory)  (CF card) 
 • Ballot & election results transfer 
Memory Card (ATA/PCMCIA) 
AccuVote OS CC central count based 
optical scanner 
 • TCP port HW (on GEMS server) for 
transferring data to the Memory Card 
  • AccuFeed ballot feeder 
AccuVote-OS PC precinct based 
optical scanner 
 • Serial port HW (on GEMS server) for 
transferring data to the Memory Card 
 • Memory Card (SRAM) for ballot & 
election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical 
scanner 
 • Ethernet network HW (on GEMS 
server) for transferring data to the 
Memory Card 
 • Memory Card (PCMCIA) for ballot & 
election results transfer 
 • AVOSX ballot bin for ballot sorting 
PhotoScribe PS900 iM2 
AutoMARK ballot marking device. 


Testing of the Premier Election Solutions 
ASSURE 1.2 voting system shall include:  
The GEMS 1.21.3 SW ballot preparation 
& central count SW installed on a 
Windows XP Professional SP2 OS PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running 
BallotStation 4.7 FW 
 • Ballot & election results ( copy of 
internal) memory)  (CF card) 
 • Ballot & election results transfer 
Memory Card (ATA/PCMCIA) 
 • Accessibility: UAID Model A, VIBS, 
Headphones 
AccuVote TS-R6 DRE running 
BallotStation 4.7 FW 
 • Ballot & election results ( copy of 
internal) memory)  (CF card) 
 • Ballot & election results transfer 
Memory Card (PCMCIA) 
 • Accessibility: UAID Model A, VIBS, 
Headphones 
AutoMARK ballot marking device 
     • Accessibility: UAID Model A, VIBS, 
Headphones 


Testing of the Premier Election 
Solutions ASSURE 1.2 voting system 
shall include:  
The GEMS 1.21.3 SW ballot 
preparation & central count SW 
installed on a Windows XP Professional 
SP2 OS PC. 
See "g. environmental conditions 
required" for specific HW, SW, FW 
revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TS-R6 (Early Voting) DRE 
running BallotStation 4.7 FW 
 • Ballot & election results ( copy of 
internal) memory)  (CF card) 
• Ballot & election results transfer 
Memory Card (ATA/PCMCIA) 
AccuVote-OS CC central count based 
optical scanner 
 • TCP port HW (on GEMS server) for 
transferring data to the Memory Card 
 • AccuFeed ballot feeder 
AccuVote-OS PC precinct count optical 
scanner 
 • Ethernet network HW (on GEMS 
server) for transferring data to GEMS 
• Memory Card (SRAM) for ballot & 
election results transfer 
AccuVote OSX precinct count optical 
scanner 
 • Ethernet network HW (on GEMS 
server) for transferring data to the 
Memory Card 
 • Memory Card (SRAM) for ballot & 
election results transfer 
PhotoScribe PS900 iM2 
Votes shall be marked on the 
AutoMARK marking device. 
AutoMARK ballot marking device. 
 


VSS 2002 vol. 
1 


2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 
2.3.5, 2.4 thru 2.5.3.2 


Same as GEN01 2.2.1 thru 2.2.6, 2.2.7.2. thru 2.2.10, 2.3 
thru 2.5.3.2 
HAVA a thru c2 


Same as GEN01 
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


VSS 2002 vol. 
2 


6.2 thru 6.4.1, 6.6, 6.7 Same as GEN01 6.2 thru 6.4.1, 6.5 thru 6.7 Same as GEN01 


Hardware, 
Software 
voting system 
configuration 
and test 
location 
 
See Volume I 
Section 3 for 
detail of HW, 
SW & FW 
 
Version 
information is 
listed in Tables 
4, 5 & 6 


EMS: ASSURE 1.2 
  SW: GEMS 1.21.3  
  OS: GEMS 1.21.3  Windows XP Pro SP2 
(COTS) 
  HW: COTS Windows PC 
Server/Workstation 
DRE: AccuVote TSX 
  FW: BallotStation 4.7 
  HW: AccuVote-TSX Model D DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • AVPM base w/printer (Model A) 
Paper: AccuVote OS PC 
  FW: AccuVote-OS PC (1.96) 
  HW: AccuVote-OS PC Model D Low 
Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 
  FW: AccuVote OSX (1.2) 
  HW: AccuVote OSX Model A optical 
scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Other 
  SW: Key Card Tool (4.7) 
  HW: Smart-Card Terminal ST100/ST120 
  HW: OSAA Model A 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


EMS: Same as GEN01 
DRE: AccuVote TSX 
  FW: Same as GEN01 
  HW: AccuVote-TSX Model C DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • Non-AVPM base 
Paper: AccuVote OS PC 
  FW: AccuVote OS PC (1.96) 
  HW: AccuVote OS PC Model D Low 
Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OS CC 
  FW: AccuVote OS CC (2.0) 
  HW: AccuVote OS CC Model A High 
Profile optical scanner 
          • AccuFeed Model A 
Paper: AccuVote OSX 
  FW: Same as GEN01 
  HW: AccuVote OSX Model A optical 
scanner 
     • Memory Card (PCMCIA) 
Paper: PhotoScribe PS900 iM2 
     • SW: Premier Central Scan (PCS 
2.2) 
DRE: AutoMARK 
  HW: AutoMARK Model A300 ballot 
marker 
  SW: AIMS 1.3 
 
Other: ExpressPoll 5000 
 FW: CardWriter 1.1 
ExpressPoll 4000 
 FW: CardWriter 1.1 
Other manuals as per "d. Test 
Variables" 
Test Location: iBeta, Aurora, CO (Lab 
25) 


EMS: Same as GEN01 
DRE: AccuVote TSX 
  FW: BallotStation 4.7 
  HW: AccuVote TSX Model B DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • Non-AVPM base 
     • Accessibility: UAID Model A, VIBS, 
Headphones 
DRE: AccuVote TS-R6 
  FW: BallotStation 4.7 
  HW: AccuVote TS Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • Accessibility: UAID Model A, VIBS, 
Headphones 
DRE: AutoMARK 
  HW: AutoMARK Model A200 ballot 
marker 
  HW: AutoMARK Model A300 ballot 
marker 
     • Accessibility: UAID Model A, VIBS, 
Headphones 
  SW: AIMS 1.3 
Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 
25) 


EMS: Same as GEN01 
Removed AccuVote TSX 
Paper: AccuVote OS CC 
  FW: AccuVote OS CC (2.0) 
  HW: AccuVote OS CC Model A High 
Profile optical scanner 
    Paper: AccuVote OS PC 
  FW: AccuVote OS PC (1.96) 
  HW: AccuVote OS PC Model D Low 
Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 
  FW: Same as GEN01 
  HW: AccuVote OSX Model A optical 
scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: PhotoScribe PS900 iM2 Same 
as GEN01 
DRE: AutoMARK 
  HW: AutoMARK Model A300 ballot 
marker 
  SW: AIMS 1.3 
Other manuals as per "d. Test 
Variables" 
Test Location: iBeta, Aurora, CO (Lab 
25) 
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Pre-requisites 
and 
preparation for 
execution of 
the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in 
the user manual(s) 
  • Gather any necessary materials or 
manuals.  
  • Ensure customization of the test case 
template is complete 
  • Use a Supervisory level access user and 
password for GEMS 
  • Use Supervisory level access cards for 
AccuVote TS/TSX and AccuVote OSX 
  • Use a Supervisory level access 
password for AccuVote OS 
 
Test Method Validation:   Technical review 
conducted by G. Audette; Approved  2/5/09.  
for  validation of test method as defined in 
ISO/IEC 17025 clause 5.4.5. 


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified 
in the user manual(s) 
  • Gather any necessary materials or 
manuals.  
  • Ensure customization of the test 
case template is complete 
  • Use a Supervisory level access user 
and password for GEMS 
  • Use a Supervisory level access user 
and password for PCS 
  • Use Supervisory level access cards 
for AccuVote TSX/OSX 
  • Use Supervisory level access cards 
for ExpressPoll 4000 and ExpressPoll 
5000 
  • Use a Supervisory level access 
password for AccuVote OS 
  • Use a Supervisory level access 
password for AutoMARK 
 
Test Method Validation:   Technical 
review conducted by G. Audette; 
Approved  2/11/09.  for  validation of 
test method as defined in ISO/IEC 
17025 clause 5.4.5. 


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified 
in the user manual(s) 
  • Gather any necessary materials or 
manuals.  
  • Ensure customization of the test case 
template is complete 
  • Use a Supervisory level access user 
and password for GEMS 
  • Use Supervisory level access cards 
for AccuVote TS/TSX and AccuVote 
OSX 
     • Accessibility: UAID Model A, VIBS, 
Headphones configuration for AccuVote 
TS/TSX 
  • Use a Supervisory level access 
password for AutoMARK 
 
Test Method Validation:   Technical 
review conducted by G. Audette; 
Approved  2/11/09.  for  validation of test 
method as defined in ISO/IEC 17025 
clause 5.4.5. 


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified 
in the user manual(s) 
  • Gather any necessary materials or 
manuals.  
  • Ensure customization of the test 
case template is complete 
  • Use a Supervisory level access user 
and password for GEMS 
  • Use a Supervisory level access user 
and password for PCS 
  • Use Supervisory level access cards 
for AccuVote/OSX/OS CC 
  • Use a Supervisory level access 
password for AccuVote OS 
 
Test Method Validation:   Technical 
review conducted by G. Audette; 
Approved  2/11/09.  for  validation of 
test method as defined in ISO/IEC 
17025 clause 5.4.5. 


Getting Started 
Checks 


Check the voting system to : 
  • Verify the test environment and system 
configuration is documented in the PCA 
Configuration and vendor described 
configuration.  
  • Validate installation of a witnessed build 
Testers understand that no change shall 
occur to the test environment without 
documentation in the test record and the 
authorization of the project manager. 


Same as GEN01 Same as GEN01 Same as GEN01 


Documentation 
of Test Data  &  
Test Results 


Test Data: 
  • Record all programmed & observed 
election, ballot & vote data fields and field 
contents on the corresponding  tabs to 
provide a method to repeat the test 
  • Preserve all tabs for each instance the 
test is run. 
Test Results:  
  • Enter Accept/Reject on the Test Steps 
  • In Comments enter any deviations, 
discrepancies, or notable observations 
  • Log discrepancies on the Discrepancy 
Report and insert the number in the 
Comments 


Same as GEN01 Same as GEN01 Same as GEN01 
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Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Ballot Prep: 
  • An election database can be 
accurately/securely defined & formatted. 
  • A ballot (candidates & propositions) can 
be accurately/securely defined & 
generated. 
  • Election media can be 
accurately/securely programmed & installed  
  • The user manuals are sufficiently 
detailed for preparation of a General 
Election ballot as per "d. Test Variables" 


Same as GEN01 Same as GEN01 Same as GEN01 


Pre-vote: 
Ballot 
Preparation 
Security 


Ballot Prep: 
  • Security access controls limit or detect 
access to critical systems and the loss of 
system integrity, availability, confidentiality 
& accountability 
  • Functions are only executable in the 
intended manner, order & under intended 
conditions 
  • Prevents execution of functions if 
preconditions weren't met 
  • Implemented restrictions on controlled 
functions 
  • Documentation of mandatory 
administrative procedures. 
COTS:  
  • Authentication is configured on the local 
terminal & external connection devices, 
  • Operating systems are enabled for all 
session & connection openings, & closings, 
all process executions & terminations & for 
the alteration or detection of any memory or 
file object 
  • Configure the system to only execute 
intended & needed processes during the 
execution election software.  Processes are 
halted until termination of critical system 
processes (such as audit). 


Same as GEN01 Same as GEN01 Same as GEN01 
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Readiness 
Testing and 
Poll 
Verification 


Voting system is ready for the election:  
  • Status & data reports are generated 
  • The election is correctly installed 
  • The voting system functions correctly 
  • Test data is segregated from voting data, 
with no residual effect 
The polling place voting system functions 
properly including a formal record of: 
  • Election, polling place, voting system & 
ballot format identification 
  • Zero count report 
  • A list of all ballot fields  
  • Other information to confirm readiness & 
accommodate administrative reporting 
requirements 
Test confirmation that there are: 
  • No hardware/software failures  
  • The device is ready to be activated to 
accept votes 


Same as GEN01 Same as GEN01 with: 
  • Confirmation testing of multi-lingual 
ballot availability for display and audio 
  • Confirmation testing of Voting 
Accessibility 
     • UAID switching input device 
     • VIBS input device 
     • COTS headphones 


Same as GEN01 


Pre- vote: 
Opening the 
Polls 
Verification 


Precinct Count: 
  • The system is disabled until the internal 
test is successfully completed. 
Paper based: 
  • Means to verify ballot marking devices 
are properly prepared & ready for use 
  • Activating & verifying the ballot counting 
device is correctly activated & functioning 
  • Identification of any failures & corrective 
action 
  • Test acceptability of approved (135 g/m2 
paper, marked with any standard pen or 
pencil) and non-approved writing devices 
(bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to 
colors) 
DRE 
  • Security seal, password, or data code 
recognition capability preventing 
inadvertent or unauthorized poll opening 
  • Means to enforce the proper sequence 
of steps to open the polls 
  • Means to verify correct activation 
  • Identification of any failures & corrective 
action 


Same as GEN01 Same as GEN01 Same as GEN01 
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Voting:  
Ballot 
Activation and 
Casting 
Verifications 


Protects secrecy of ballot/vote 
  • Records selection/non-selection for each 
contest                                                                                                                                                                                                                                                    
Paper-based: 
  • Allow  voter to identify & mark 
candidates 
  • Mark 135 g/m2 paper ballots with 
approved standard pen or pencil 
  • Allow  placement of voted ballots into a 
precinct ballot counter or secure receptacle 
  • Gives feedback & an opportunity to 
correct, before the ballot is counted 
(blank/under/overvotes) 
DRE: 
  • Voter can make selections based on 
ballot programming & indicate selection, 
cancellation, & non-selection 
(blanks/undervotes) 
  • Alert overvotes; permit review & change 
before casting 
  • Alert undervotes; permit review & 
change before casting 
  • Alert blank voted office; permit review & 
change before casting 
  • Alert selection's complete; prompt 
confirmation as casting is irrevocable,  
  • Alert successful/unsuccessful storage of 
cast ballot; give instruction  
to resolve unsuccessful casting 
  • Prevent modification of vote & access 
until the polls close 
  • Increment the ballot counter 
Fleeing voters (cast, canceled): 
  • with selection(s) made 
  • blank ballot 
Cast votes in Early Voting mode 
Provisional Voting 


Same as GEN01 (with no 
Early/Provisional voting) 
  • Make one selection to vote for all 
candidates of one party in a general 
election 
  • Verifies one candidate can be 
endorsed by multiple parties 
  • Cross endorsed candidates in an N 
of M contest can only receive a single 
vote 
  • When the voter selects a Yes 
response to the recall proposal, that 
voter will be allowed to cast a vote for a 
candidate in the recall linked office. An 
under/overvote will not allow a vote in 
the second contest to be counted. 


Same as GEN01 (with no 
Early/Provisional voting) 
  • Multi-lingual audio files and audio 
ballot using accessibility: 
     • UAID switching input device 
     • VIBS input device 
     • COTS headphones 


Same as GEN01 (with no 
Early/Provisional voting in GEN04a 
only) 
  • Districts rotated as set 
  • Ballots rotated as set 
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Voting:  
Voting System 
Integrity, 
System Audit, 
Errors & Status 
Indicators 


The system audit provides a time stamped, 
always available, report of normal/abnormal 
events that can't be turned off when the 
system is in operating mode.   
Status message are part of the real time 
audit record.  
  • Critical status messages requiring 
operator intervention shall use clear 
indicators or text 
Error messages are: 
  • Are generated, stored & reported as they 
occur 
  • Errors requiring intervention by the voter 
or poll worker clearly display issues & 
action instructions in easily understood text 
language or with indicators 
  • The text for any numeric codes is 
contained in the error or affixed to the 
inside of the voting system 
  • Incorrect responses will not lead to 
irreversible errors.  
  • Nested conditions are corrected in the 
sequence to restore the system to the state 
before the error occurred 


Same as GEN01 Same as GEN01 
  • Errors requiring intervention by the 
voter or poll worker are clearly multi-
lingual audible issues & multi-lingual 
action instructions are easily understood 
and audible or with visual/audible 
indicators 


Same as GEN01 


Post-vote: 
Closing the 
Polls 


Once the polls are closed the precinct count 
voting system 
  • Prevents further casting of ballots or 
reopening of the polls 
  • Internally tests and verifies that the 
closing procedures has been followed and 
the device status is normal 
  • Visibly displays the status 
  • Produces a test record that verifies the 
sequence of events and indicates the 
extraction of vote data is activated 
  • Barcodes printed on AVPM 


Same as GEN01: 
  • no AVPM 


Same as GEN02: 
 


Same as GEN01: 
  • no barcodes 
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Method Detail General Election Test Method 01 General Election Test Method 02 General Election Test Method 03 General Election Test Method 04 


Post-vote: 
Central Count 


Vote Consolidation: 
Consolidated reported votes match 
predicted votes from polling places, & 
optionally other sources (absentee)  
Reports include: 
  • Geographic reports of votes; each 
contest by precinct & other jurisdictional 
levels 
  • Printed reports of ballots counted by 
tabulator, with votes, 
blank/undervotes/overvotes 
  • Report of system audit information 
printed or in electronic memory 
  • Report identifying overvotes 
  • Report identifying blank voted offices 
  • Prevent data from being altered or 
destroyed by report generation, 
transmission over telecommunication lines 
or extraction from portable media 
  • Permit extraction & consolidate votes 
from programmable memory services or 
data storage medium 
  • Consolidate the votes from multiple 
voting systems into a single polling place 
report 
DRE: 
  • Electronic ballot images of votes cast by 
each voter, extracted from a separate 
process & storage location, is reported in 
human readable form 
Paper Based:  
  • Test acceptability of approved (135 g/m2 
paper ballots with approved standard pen 
or pencil) and non-approved writing devices 
(bleed-through, red, orange, or yellow inks 
which are highly reflective or transparent to 
colors) 


Same as GEN01 Same as GEN01 Same as GEN01 
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Post-vote: 
Security 


The central count: 
  • Security access controls limit or detect 
access to critical systems and the loss of 
system integrity, availability, confidentiality 
and accountability 
  • Audit logs reflect all events even the 
events of where non authorized user of a 
function trying to gain access to a specific 
function of the system 
  • Non authenticated voting machine 
results cannot be read by GEMS 
  • Functions are only executable in the 
intended manner, order and under the 
intended conditions 
  • Prevented execution of functions if 
preconditions were not met 
  • Implemented restrictions on controlled 
functions 
  • Provided documentation of mandatory 
administrative procedures. 
  • Operation of vote tally continues when 
power gets restored, all unsaved data will 
be required to be re-added. 
  • System cannot be re-initialized after polls 
have been closed. 
  • DRE device System Reset does not 
erase the memory card. 
  • Only valid memory cards are accepted 
during vote tallying. 
  • Password keys are computer generated 
and data cannot be read without having that 
key. 
 
COTS systems  
  • Authentication is configured on the local 
terminal and external connection devices, 
  • Operating systems are enabled for all 
session and connection openings, and 
closings, all process executions and 
terminations and for the alteration or 
detection of any memory or file object 
  • Configure the system to only execute the 
intended and necessary processes during 
the execution of the election software.  
Election software process are halted until 
the termination of any critical system 
process, such as system audit. 


The central count: 
  • Security access controls limit or 
detect access to critical systems and 
the loss of system integrity, availability, 
confidentiality and accountability 
  • Functions are only executable in the 
intended manner, order and under the 
intended conditions 
  • Prevented execution of functions if 
preconditions were not met 
  • Implemented restrictions on 
controlled functions 
  • Provided documentation of 
mandatory administrative procedures. 
  • Data on the Memory Cards are 
encrypted. 
  • Memory Card can only be 
consolidated once 
  • Error messages are displayed when 
trying to consolidating incorrect Memory 
Cards on the PCS. 
  • Memory Cards need to be closed 
prior to being consolidated. 
  • Interruption of power during 
consolidation requires consolidation of 
pervious memory devices. 
  • Audit logs reflect all activities during 
post vote 
 
COTS systems: Same as GEN01  


Same as GEN02 Same as GEN02 
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Post-vote: 
System Audit 


The system audit provides a central count 
time stamped, always available, report of 
normal and abnormal events that cannot be 
turned off when the system is in operating 
mode.  Status message are part of the real 
time audit record.  
 
DRE: barcodes printed on AVPM. 


Same as GEN01 except: 
  • applied to PCS 
  • applied to AutoMARK 
  • no AVPM 


Same as GEN01 except: 
  • applied to PCS 
  • applied to AutoMARK 
  • applied to AccuVote TS-R6 
Removed ExpressPoll 
 


Same as GEN01 except: 
  • applied to PCS 


Expected 
Results are 
observed 


Review the test result against the expected 
result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test 
case is not observed 
• Not Testable (NT): rejection of a previous 
test step prevents execution of this step, or 
tested in another TC. 
• Not Applicable (NA): not applicable to test 
scope 


Same as GEN01 Same as GEN01 Same as GEN01 


Record 
observations 
and all 
input/outputs 
for each 
election; 


All inputs, outputs, observations, deviations 
and any other information impacting the 
integrity of the test results will be recorded 
in the test case.  
• Any failure against the requirements of the 
EAC guidelines will mean the failure of the 
system. and shall be reported as such.   
• Failures will be reported to the vendor as 
Defect Issues in the Discrepancy Report.  
• The vendor shall have the opportunity to 
cure all discrepancies prior to issuance of 
the Certification Report. 
• If cures are submitted the applicable test 
will be rerun. Complete information about 
the rerun test will be preserved in the test 
case. The cure and results of the retest will 
be noted in the - Discrepancy Report and 
submitted as an appendix of the 
Certification Report. 
• Operations which do not fail the 
requirements but could be deemed defects 
or inconsistent with standard software 
practices or election practices will be 
logged as Informational Issues on the 
Discrepancy Report.  It is the vendor's 
option to address these issues.  Open items 
will be identified in the report.  
 
DRE: barcodes printed on AVPM. 


Same as GEN01 except: 
  • no AVPM 


Same as GEN01 except: 
  • no AVPM 


Same as GEN01 except: 
  • no barcodes 
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7.1.2  Primary Elections 
 


Method Detail Primary Election 01 Primary Election 02 


Test Case 
Name 


PRI01 - Open Primary (Selective) PRI02 - Closed Primary 


Scope - 
identifies the 
type of test 


An open primary election (Selective Primary) system level test 


incorporating validations of the VSS 2002 required functionality.  Testing 
includes validation of measurable performance including accuracy, 
processing rate, and ballot format handling capability of the ASSURE 1.2 
voting system configured with: 
   • AccuVote TSX polling place DRE. 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader 
with AVOS ballot box. 
   • AccuVote OS Central Count (CC) based paper ballot reader. 


   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot 
box. 
   • AutoMARK precinct based paper ballot marking device 
   • PhotoScribe PS960 central count based paper ballot reader 


    
Functional aspects include error recovery, security, and usability of the 
hardware, software and procedures (manuals)  in the pre-vote, voting, and 
post-voting operations of a voting system, logging and the Reports Module.  


A closed primary election system level test incorporating validations of 


the VSS 2002 required functionality.  Testing includes validation of 
measurable performance including accuracy, processing rate, and ballot 
format handling capability of the ASSURE 1.2 voting system configured 
with: 
   • AccuVote TS-R6 polling place DRE. 
   • AccuVote OS Precinct Count (PC) precinct based paper ballot reader 
with AVOS ballot box. 
   • AccuVote OSX precinct based paper ballot reader with AVOSX ballot 
box. 
   • AutoMARK precinct based paper ballot marking device 
 
Functional aspects include error recovery, security, and usability of the 
hardware, software and procedures (manuals)  in the pre-vote, voting, 
and post-voting operations of a voting system, logging and the Reports 
Module.  


Test Objective Validation of the ability to accurately and securely create, install, vote, count 
and report the results of a general election on the AccuVote TSX DRE, 
AccuVote OS CC/PC, AccuVote OSX paper ballot readers and AutoMARK 


ballot marking device including the identified voting variations.   


Validation of the ability to accurately and securely create, install, vote, 
count and report the results of a general election on the AccuVote TS-R6 
DRE, AccuVote OS PC, AccuVote OSX paper ballot readers and 
AutoMARK ballot marking device including the identified voting variations.   


Test Variables:  
Voting 
Variations 
(as supported 
by the voting 
system) 


Primary Election: 
2 Page Ballot 
Open Primary: 
   • Open primary with private declaration (Selective Primary) 
   • Party selection is first choice (preference, non-mandatory) 
   • list nominees, not delegates 
Single Precinct 
Vote 1 of N 
Vote N of M 
Proposition/Question 
Absentee 
 
Manuals Testing (documents listed below are current in-house versions 


and testing will be conducted on the most recent delivered TDP): 
GEMS (for private selection Open Primary): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 


Primary Election: 
Closed Primary: 
  * Same as open primary with public declaration 
  * list delegates with nominees 
Split Precincts: 
  * 5 districts 
  * 7 precincts 
Vote 1 of N 
Vote N of M 
Write-In (registered) 
Recall D- options follow either Yes or No 
 
Manuals Testing (documents listed below are current in-house versions 


and testing will be conducted on the most recent delivered TDP): 
GEMS (for Closed Primary rules): 
   • GEMS 1.21.1 User’s Guide v3.0 
   • GEMS 1.21.1 Reference Guide v3.0 
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Method Detail Primary Election 01 Primary Election 02 


Premier Central Scan Manuals: 
   •  Premier Central Scan 2.2.1 User’s Guide v1.0 
   •  DRS PhotoScribe PS900 iM2/PS960 Hardware Guide v6.0 


VCProgrammer: 
   • VCProgrammer 4.7.2 User’s Guide v1.0 


A description of 
the voting 
system type and 
the operational 
environment 
 
 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall 
include:  
The GEMS 1.21.3 SW ballot preparation & central count SW installed on a 
Windows XP Professional SP2 OS PC. 
 
Votes shall be cast and/or read on the: 
AccuVote TSX DRE running BallotStation 4.7 FW 


 • Ballot & election results ( copy of internal) memory)  (CF card) 
 • Ballot & election results transfer Memory Card (ATA/PCMCIA) 
 • Key Card Tool HW for ballot activation and Smartcards for ballot 
activation/transfer 
AccuVote OS PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory 
Card 
 • Memory Card (SRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote-OS CC central count based optical scanner 
 • TCP port HW (on GEMS server) for transferring data to the Memory Card 
 • Memory Card for ballot & election results transfer 
 • AccuFeed ballot feeder 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data GEMS 
• AVOSX ballot bin for ballot sorting 
PhotoScribe PS960 
AutoMARK ballot marking device. 


Testing of the Premier Election Solutions ASSURE 1.2 voting system 
shall include:  
The GEMS 1.21.3 SW ballot preparation & central count SW installed on a 
Windows XP Professional SP2 OS PC. 
See "g. environmental conditions required" for specific HW, SW, FW 


revisions/versions 
 
Votes shall be cast and/or read on the: 
AccuVote TS-R6 DRE running BallotStation 4.7 FW 


 • Ballot & election results ( copy of internal) memory)  (CF card) 
 • Ballot & election results transfer Memory Card (ATA/PCMCIA) 
 • Key Card Tool HW for ballot activation and Smartcards for ballot 
activation/transfer 
AccuVote OS PC precinct based optical scanner 


 • Serial port HW (on GEMS server) for transferring data to the Memory 
Card 
 • Memory Card (SRAM) for ballot & election results transfer 
 • AVOS ballot bin for ballot sorting 
AccuVote OSX precinct count optical scanner 


 • Ethernet network HW (on GEMS server) for transferring data to the 
Memory Card 
 • Memory Card for ballot & election results transfer  
 • AVOSX ballot bin for ballot sorting 
AutoMARK ballot marking device. 


VSS 2002 vol. 1 2.2.1 thru 2.2.6, 2.2.8 thru 2.2.10, 2.3 thru 2.3.5, 2.4 thru 2.5.3.2 Same as PRI01 


VSS 2002 vol. 2 6.2 thru 6.4.1, 6.6, 6.7 Same as PRI01 


Hardware, 
Software voting 
system 
configuration 
and test location 
 
See Section 3 
for detail of HW, 
SW & FW 
 
Version 
information is 
listed in Tables 
3, 4 & 5 


EMS: ASSURE 1.2 


  SW: GEMS 1.21.3  
  OS: GEMS 1.21.3 Windows XP Pro SP2 (COTS) 
  HW: COTS Windows PC Server/Workstation 
DRE: AccuVote TSX 


  FW: BallotStation 4.7 
  HW: AccuVote-TS Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
Paper: AccuVote OS PC 


  FW: AccuVote OS PC (1.96) 
  HW: AccuVote OS PC Model B High Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OS CC 


  FW: AccuVote OS CC (2.0) 


EMS: Same as PRI01 
DRE: AccuVote TS-R6 


  FW: BallotStation 4.7 
  HW: AccuVote TS Model B DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
Paper: AccuVote OS PC 


  FW: AccuVote OS PC (1.96) 
  HW: AccuVote OS PC Model A Low Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 


  FW: Same as PRI01 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
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  HW: AccuVote OS CC Model B High Profile optical scanner 
          • AccuFeed Model A 
Paper: AccuVote OSX 


  FW: AccuVote OSX (1.2) 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: PhotoScribe 960 


     • SW: Premier Central Scan (PCS 2.2) 
DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other 


  HW: Voter Card Encoder 
  Manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


DRE: AutoMARK 


  HW: AutoMARK Model A300 ballot marker 
  SW: AIMS 1.3 
Other manuals as per "d. Test Variables" 
Test Location: iBeta, Aurora, CO (Lab 25) 


Pre-requisites 
and preparation 
for execution of 
the test case.  


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use a Supervisory level access user and password for PCS 
  • Use Supervisory level access cards for AccuVote TS/OSX/OS CC 
  • Use a Supervisory level access password for AccuVote OS 
  • Use a Supervisory level access password for AutoMARK 
 
Test Method Validation:   Technical review conducted by G. Audette; 
Approved  2/11/09.  for  validation of test method as defined in ISO/IEC 
17025 clause 5.4.5. 


Complete the prerequisites; 
  • Record the testers & date 
  • System has been set up as identified in the user manual(s) 
  • Gather any necessary materials or manuals.  
  • Ensure customization of the test case template is complete 
  • Use a Supervisory level access user and password for GEMS 
  • Use Supervisory level access cards for AccuVote-TS/OSX 
  • Use a Supervisory level access password for AccuVote OS 
  • Use a Supervisory level access password for AutoMARK 
 
Test Method Validation:   Technical review conducted by G. Audette; 
Approved  2/11/09.  for  validation of test method as defined in ISO/IEC 
17025 clause 5.4.5. 


Getting Started 
Checks 


Check the voting system to : 
  • Verify the test environment and system configuration is documented in 
the PCA Configuration and vendor described configuration.  
  • Validate installation of a witnessed build 
Testers understand that no change shall occur to the test environment 
without documentation in the test record and the authorization of the project 
manager. 


Same as PRI01 


Documentation 
of Test Data  &  
Test Results 


Test Data: 
  • Record all programmed & observed election, ballot & vote data fields and 
field contents on the corresponding  tabs to provide a method to repeat the 
test 
  • Preserve all tabs for each instance the test is run. 
Test Results:  
  • Enter Accept/Reject on the Test Steps 
  • In Comments enter any deviations, discrepancies, or notable 
observations 


Same as PRI01 
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  • Log discrepancies on the Discrepancy Report and insert the number in 
the Comments 


Pre-vote: 
Ballot 
Preparation 
procedures 
verifications 


Ballot Prep: 
  • An election database can be accurately/securely defined & formatted. 
  • A ballot (candidates & propositions) can be accurately/securely defined & 
generated. 
  • Election media can be accurately/securely programmed & installed  
  • The user manuals are sufficiently detailed for preparation of a General 
Election ballot as per "d. Test Variables" 


Same as PRI01 


Pre-vote: 
Ballot 
Preparation 
Security 


Ballot Prep: 
  • Security access controls limit or detect access to critical systems and the 
loss of system integrity, availability, confidentiality & accountability 
  • Functions are only executable in the intended manner, order & under 
intended conditions 
  • Prevents execution of functions if preconditions weren't met 
  • Implemented restrictions on controlled functions 
  • Documentation of mandatory administrative procedures. 
COTS:  
  • Authentication is configured on the local terminal & external connection 
devices, 
  • Operating systems are enabled for all session & connection openings, & 
closings, all process executions & terminations & for the alteration or 
detection of any memory or file object 
  • Configure the system to only execute intended & needed processes 
during the execution election software.  Processes are halted until 
termination of critical system processes (such as audit). 


Same as PRI01 


Readiness 
Testing and Poll 
Verification 


Voting system is ready for the election:  
  • Status & data reports are generated 
  • The election is correctly installed 
  • The voting system functions correctly 
  • Test data is segregated from voting data, with no residual effect 
The polling place voting system functions properly including a formal record 
of: 
  • Election, polling place, voting system & ballot format identification 
  • Zero count report 
  • A list of all ballot fields  
  • Other information to confirm readiness & accommodate administrative 
reporting requirements 
Test confirmation that there are: 
  • No hardware/software failures  
  • The device is ready to be activated to accept votes 


Same as PRI01 


Pre- vote: 
Opening the 
Polls 
Verification 


Precinct Count: 
  • The system is disabled until the internal test is successfully completed. 
Paper based: 
  • Means to verify ballot marking devices are properly prepared & ready for 
use 


Same as PRI01 
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  • Activating & verifying the ballot counting device is correctly activated & 
functioning 
  • Identification of any failures & corrective action 
  • Test acceptability of approved (135 g/m2 paper, marked with any 
standard pen or pencil) and non-approved writing devices (bleed-through, 
red, orange, or yellow inks which are highly reflective or transparent to 
colors) 
DRE 
  • Security seal, password, or data code recognition capability preventing 
inadvertent or unauthorized poll opening 
  • Means to enforce the proper sequence of steps to open the polls 
  • Means to verify correct activation 
  • Identification of any failures & corrective action 


Voting:  
Ballot Activation 
and Casting 
Verifications 


2 Page Ballot 
Protects secrecy of ballot/vote 
  • Records selection/non-selection for each contest                                                                                                                                                                                                                                                    
Paper-based: 
  • Allow  voter to identify & mark candidates 
  • Make one selection to vote for one party in a primary election 
  • Mark 135 g/m2 paper ballots with approved standard pen or pencil 
  • Allow  placement of voted ballots into a precinct ballot counter or secure 
receptacle 
  • Gives feedback & an opportunity to correct, before the ballot is counted 
(blank/under/overvotes) 
DRE: 
  • Voter can make selections based on ballot programming & indicate 
selection, cancellation, & non-selection (blanks/undervotes) 
  • Alert overvotes; permit review & change before casting 
  • Alert undervotes; permit review & change before casting 
  • Alert blank voted office; permit review & change before casting 
  • Alert selection's complete; prompt confirmation as casting is irrevocable,  
  • Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
  • Prevent modification of vote & access until the polls close 
  • Increment the ballot counter 
Fleeing voters (cast, canceled): 
  • with selection(s) made 
  • blank ballot 
Absentee Voting 


Protects secrecy of ballot/vote 
  • Records selection/non-selection for each contest 
  • When the voter selects a Yes or No response to the recall proposal, 
that voter will be allowed to cast a vote for a candidate in the recall linked 
office. An under/overvote will not allow a vote in the second contest to be 
counted.                                                                                                                                                                                                                                                 
Paper-based: 
  • Allow  voter to identify & mark candidates 
  • Mark 135 g/m2 paper ballots with approved standard pen or pencil 
  • Allow  placement of voted ballots into a precinct ballot counter or 
secure receptacle 
  • Gives feedback & an opportunity to correct, before the ballot is counted 
(blank/under/overvotes) 
DRE: 
  • Voter can make selections based on ballot programming & indicate 
selection, cancellation, & non-selection (blanks/undervotes) 
  • Alert overvotes; permit review & change before casting 
  • Alert undervotes; permit review & change before casting 
  • Alert blank voted office; permit review & change before casting 
  • Alert selection's complete; prompt confirmation as casting is 
irrevocable,  
  • Alert successful/unsuccessful storage of cast ballot; give instruction  
to resolve unsuccessful casting 
  • Prevent modification of vote & access until the polls close 
  • Increment the ballot counter 
Fleeing voters (cast, canceled): 
  • with selection(s) made 
  • blank ballot 
Allows to vote for Registered Write-ins 


Voting:  
Voting System 
Integrity, 
System Audit, 


The system audit provides a time stamped, always available, report of 
normal/abnormal events that can't be turned off when the system is in 
operating mode.   
Status message are part of the real time audit record.  


Same as PRI01 
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Errors & Status 
Indicators 


  • Critical status messages requiring operator intervention shall use clear 
indicators or text 
Error messages are: 
  • Are generated, stored & reported as they occur 
  • Errors requiring intervention by the voter or poll worker clearly display 
issues & action instructions in easily understood text language or with 
indicators 
  • The text for any numeric codes is contained in the error or affixed to the 
inside of the voting system 
  • Incorrect responses will not lead to irreversible errors.  
  • Nested conditions are corrected in the sequence to restore the system to 
the state before the error occurred 


Post-vote: 
Closing the 
Polls 


Once the polls are closed the precinct count voting system 
  • Prevents further casting of ballots or reopening of the polls 
  • Internally tests and verifies that the closing procedures has been followed 
and the device status is normal 
  • Visibly displays the status 
  • Produces a test record that verifies the sequence of events and indicates 
the extraction of vote data is activated 


Same as PRI01 


Post-vote: 
Central Count 


Vote Consolidation: 
Consolidated reported votes match predicted votes from polling places, & 
optionally other sources (absentee)  Reports include: 
  • Geographic reports of votes; each contest by precinct & other 
jurisdictional levels 
  • Printed reports of ballots counted by tabulator, with votes, 
blank/undervotes/overvotes 
  • Report of system audit information printed or in electronic memory 
  • Report identifying overvotes 
  • Report identifying blank voted offices 
  • Prevent data from being altered or destroyed by report generation, 
transmission over telecommunication lines or extraction from portable media 
  • Permit extraction & consolidate votes from programmable memory 
services or data storage medium 
  • Consolidate the votes from multiple voting systems into a single polling 
place report 
DRE: 
  • Electronic ballot images of votes cast by each voter, extracted from a 
separate process & storage location, is reported in human readable form 
Paper Based:  
  • Test acceptability of approved (135 g/m2 paper ballots with approved 
standard pen or pencil) and non-approved writing devices (bleed-through, 
red, orange, or yellow inks which are highly reflective or transparent to 
colors) 


Same as PRI01 


Post-vote: 
Security 


The central count: 
  • Security access controls limit or detect access to critical systems and the 
loss of system integrity, availability, confidentiality and accountability 


Same as PRI01: 
  • No PCS 
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  • Functions are only executable in the intended manner, order and under 
the intended conditions 
  • Prevented execution of functions if preconditions were not met 
  • Implemented restrictions on controlled functions 
  • Provided documentation of mandatory administrative procedures. 
  • Data on the Memory Cards are encrypted. 
  • Memory Card can only be consolidated once 
  • Interruption of power during consolidation requires consolidation of 
pervious memory devices. 
  • Audit logs reflect all activities during post vote 
 
COTS systems: 
  • Authentication is configured on the local terminal and external connection 
devices, 
  • Operating systems are enabled for all session and connection openings, 
and closings, all process executions and terminations and for the alteration 
or detection of any memory or file object 
  • Configure the system to only execute the intended and necessary 
processes during the execution of the election software.  Election software 
process are halted until the termination of any critical system process, such 
as system audit. 


Post-vote: 
System Audit 


The system audit provides a central count time stamped, always available, 
report of normal and abnormal events that cannot be turned off when the 
system is in operating mode.  Status message are part of the real time audit 
record.  


Same as PRI01 


Expected 
Results are 
observed 


Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of 
this step, or tested in another TC. 
• Not Applicable (NA): not applicable to test scope 


Same as PRI01 


Record 
observations 
and all 
input/outputs for 
each election; 


All inputs, outputs, observations, deviations and any other information 
impacting the integrity of the test results will be recorded in the test case.  
• Any failure against the requirements of the EAC guidelines will mean the 
failure of the system. and shall be reported as such.   
• Failures will be reported to the vendor as Defect Issues in the Discrepancy 
Report.  
• The vendor shall have the opportunity to cure all discrepancies prior to 
issuance of the Certification Report. 
• If cures are submitted the applicable test will be rerun. Complete 
information about the rerun test will be preserved in the test case. The cure 
and results of the retest will be noted in the - Discrepancy Report and 
submitted as an appendix of the Certification Report. 
• Operations which do not fail the requirements but could be deemed 
defects or inconsistent with standard software practices or election practices 
will be logged as Informational Issues on the Discrepancy Report.  It is the 


Same as PRI01 
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vendor's option to address these issues.  Open items will be identified in the 
report.  
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7.2  Environmental Test Method  
Method Detail Environmental Test Method 


Test Case Name Environmental Test 


Scope - identifies the 
type of test 


Execution and provision of test results identified in the VSS 2002 hardware operating and non-
operating environmental tests.  This set of hardware environmental test cases is outside the scope of 
iBeta's VSTL accreditation.  It is  performed by: 
Criterion Laboratories 
iBeta coordinates and oversees subcontractor testing.  iBeta shall review the test records, results and 
reports to confirm testing was performed under an appropriate mode as a voting system and to 
determine acceptance or rejection of some or all testing. 


Test Objective Validation of the polling place hardware to meet the Operating Environmental test standards of the EAC 
VSS. 


Test Variables Tests shall be conducted incompliance with the identified standard: 
 
Electrostatic disruption -  IEC 61000-4-2 (1995-01). 


A description of the 
voting system type and 
the operational 
environment 


TSX Model A (Sharp DG11 LCD, Media Q graphics chip, without AVPM upgrade) 
TSX Model A (Sharp DG11 LCD, Media Q graphics chip, with AVPM upgrade) 
TSX Model C (Sharp LGN2 LCD, Media Q graphics chip) 
TSX Model D (Sharp LGN2A LCD, Silicon Motion graphics chip) 
TSX Base with AVPM Module 
TSX Base without AVPM Module 
VIBS Keypad 
OSX Ballot Box, Rev 5 


VSS 2002 vol. 1 3.2.2 thru 3.2.2.14, 3.4.8, Interpretation 2007-05 


VSS 2002 vol. 2 4.6.1.5 thru 4.7.1 & 4.8 


Hardware, Software 
voting system 
configuration and test 
location 


Test Location:  Criterion Labs, Rollinsville CO  
• iBeta provides the test labs with the environmental hardware test case outlining methods, instructions 
to document the configuration, test environment, lab accreditations, tester qualifications, and 
operational status check performance. 
• iBeta personnel execute the operational status checks and operate the equipment as a voting system 
during the EMI/EMC test execution.   


Pre-requisites and 
preparation for 
execution of the test 
case.  


Complete the prerequisites; 
- Validation and documentation  of the subcontractor  test labs'  A2LA or NVLAP accreditation in the 
specific test method identified in the Test Variables 
- Record the testers & date 
- System has been set up as identified in the user manual 
- Gather any necessary materials or manuals.  
- Ensure customization of the test case template is complete 
The iBeta approved Operational Status Check script is provided that includes: 
- Checking the operation of all buttons, switches and lights 
- Opening the polls & running a zero totals report 
- Checking appropriate error conditions for correct prompts or responses. (Error conditions will depend 
upon the type of equipment being tested.) 
- Accessibility features are operational. 
- Power off and on with no loss of function. 
- Close the polls and print all reports. (Totals & Audit Logs) 
 
Test Method Validation:   Technical review conducted by G. Audette; Approved  2/11/09.  for  validation 
of test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started Checks Check the voting system to:  
- Verify the test environment and system configuration is documented in the PCA Configuration and 
matches the  vendor described configuration.  
- Validate installation of the Trusted Build 
- Testers understand that no change shall occur to the test environment without documentation in the 
test record and the authorization of the project manager 
- Confirm the tester understands the recording requirements of the iBeta test case 
- Operational status check procedures are available and successfully run 
- An automated script to loop system operation for use during the EMC operational tests exercises all 
necessary functionality. 


Documentation of Test 
Data  &  Test Results 


Test Results:  
- Enter Accept/Reject on the Test Steps 
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- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Standard 
Environmental Tests 


Follow test method in the identified standard and Interpretation 2007-05 


Expected Results are 
observed 


Review the test result against the expected result:  
• Pass: meets the requirements 
• Fail: does not meet the requirements; document the failure in the comments and in the PCA/FCA 
Discrepancy Sheet 
• Not Testable (NT): not testable; provide a reason in the comments 


Record observations 
and all input/outputs for 
each election; 


All test results will be recorded in the test case 
- Any failure against the requirements will mean the failure of the system and shall be reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of the Certification 
Report 
- If cures are submitted the applicable test will be rerun. Complete information about the rerun test will 
be preserved in the test case. The cure and results of the retest will be noted in the - Discrepancy 
Report and submitted as an appendix of the Certification Report 
- Operations which do not fail the requirements but could be deemed defects or inconsistent with 
standard software practices or election practices will be logged as Informational Issues on the 
Discrepancy Report.  It is the vendor's option to address these issues.  Open items will be identified in 
the report  


 


7.3  Characteristics (Recovery, Accessibility, Usability & 
Maintainability) Test Method 


Method  Detail Characteristics 


Test Case Name Characteristics (Recovery, Accessibility, Usability & Maintainability) 


Scope - identifies 
the type of test 


Accessibility, usability and maintainability are characteristics of voting systems.   


 Accessible approach is applicable to DREs, Precinct Count Optical Scanners, and Electronic Ballot 
Markers (EBMs) 


 Audio and non-manual vote input methods are applicable to DREs 


 Maintainability is applicable to all voting systems 
 
These characteristics are performed as a single combined functional test.    Validation of the integration of 
security and accuracy functions of the usability and accessibility features are tested in the system level tests.  


Test Objective The objective of characteristics testing is to verify the accessibility, usability and maintainability requirements 
of the guidelines and HAVA are met. 


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


 An audio/visual straight party ballot with multi-lingual capabilities will be used.  


 One contest shall have a write-in vote 


 One contest shall have more candidates or text than can be displayed on the screen  


 Visual access to the ballot display/controls shall be restricted 


 The time out feature on the TSX and TS-R6 will be included in the ballot (vol 1 2.2.7.1.g)   


A description of 
the voting system 
type and the 
operational 
environment 


Testing of the Premier Election Solutions ASSURE 1.2 voting system shall include: 
Same as GEN01 for the AccuVote TS-R6, AccuVote-TSX, AccuVote OS, AccuVote OSX, and Premier 
Central Scan using PhotoScribe PS900 iM2 
English and multilingual votes (visual, audio and paper ballots) cast with audio and non-manual inputs: 
 
Audio, non-manual input, and visual ballots  Accessibility & Maintenance 


 DRE: AccuVote TS-R6 


 DRE: AccuVote TSX  


 EBM:  AutoMARK 
Facility Accessibility only & Maintenance 


 Paper: AccuVote OS 


 Paper: AccuVote OSX 
Maintenance only 


 Paper: Premier Central Scan using PhotoScribe PS900 iM2  


VSS 2002 vol. 1 2.2.7.1.a thru g, 2.2.7.2.a thru i, 2.4.3.1.a & e,  2.2.5.2.1 f.& g, 3.3.1, 3.3.2, 3.3.3, 3.4.1 thru 3.4.2, 3.4.4.1 a 
thru d, 3.4.4.2, 3.4.5 a thru d, 3.4.6 a thru c, 3.4.9.a thru e 
HAVA 301a.3 & 4 


VSS 2002 vol. 2 4.7.2,  6.5,  6.7 


Hardware, DRE: AccuVote TSX 
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Software voting 
system 
configuration and 
test location 


  HW: AccuVote TSX Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • UAID (Model A) 
     • AVPM base w/printer (Model A) 
DRE: AccuVote TSX 
  HW: AccuVote TSX Model B DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • UAID (Model A) 
     • AVPM base w/printer (Model A) 
DRE: AccuVote TSX 
  HW: AccuVote TSX Model D DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • UAID (Model A) 
     • AVPM base w/printer (Model A) 
DRE: AccuVote TS-R6 
  HW: AccuVote TS Model A DRE 
     • Memory Card (PCMCIA) 
     • Smartcards 
     • UAID (Model A) 
EBM:  AutoMARK 
  HW:  AutoMARK Model A300 
Paper: AccuVote OS PC 
  HW: AccuVote OS PC Model D Low Profile optical scanner 
     • Memory Card (SRAM) 
     • AVOS ballot box 
Paper: AccuVote OSX 
  HW: AccuVote OSX Model A optical scanner 
     • Memory Card (PCMCIA) 
     • AVOSX ballot box 
Paper: Premier Central Scan using PhotoScribe PS900 iM2  


Pre-requisites 
and preparation 
for execution of 
the test case.  


A test election is prepared and installed on the polling place device 
- During installation of the election confirm the  operational readiness of the voting system.  
- System has been set up as identified in the user manual 
- Record the testers & date 
- Gather any necessary materials or manuals.  
- Ensure customization of the test case template is complete 
 
Test Method Validation:   Technical review conducted by G. Audette; Approved  2/20/09.  for  validation of 
test method as defined in ISO/IEC 17025 clause 5.4.5. 


Getting Started 
Checks 


Check the voting system to : 
- Verify the test environment and system configuration is documented in the PCA Configuration and matches 
the vendor described configuration  
- Validate installation of the witnessed  build 
- Testers understand that no change shall occur to the test environment without documentation in the test 
record and the authorization of the project manager 


Documentation of 
Test Data  &  
Test Results 


Test Data: 
- Record all programmed & observed election &  ballot data fields and field contents on the corresponding  
tabs to provide a method to repeat the test 
- Preserve all tabs for each instance the test is run. 
Test Results:  
- Enter Accept/Reject on the Test Steps 
- In Comments enter any deviations, discrepancies, or notable observations 
- Log discrepancies on the Discrepancy Report and insert the number in the Comments 


Polling Place 
Hardware & 
Recovery 


Validations of operations in the voting mode: 
- Adjust or magnify the font  
- Power supply interruption without corruption of data 
- Power supply interruption provide the voter the capability  to complete casting a ballot, allow for graceful 
shutdown without loss or degradation of the voting and audit data 
- Permit  additional  voting session after a voting system has reverted to backup power without loss or 
degradation of the voting and audit data 
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- Telecommunications interruption without corruption of data 
- Three second response time  


Accessibility- 
Common 
Standards 


The voting station provides 


 Forward reach w/ no obstruction: max high reach 48 in, min low reach 15 in. 


 Forward reach over an obstruction with knee space below; maximum level forward reach: 25 in.  


 Forward reach w/ obstruction >20 inches deep: max high forward: 48 in; obstructions >20 and <25 
inches: 44 in. 


 Position of operable control is determined with respect to a vertical plan 48 in. in length, centered on the 
operable control, and at the maximum protrusion of the product within the 48 in. length. 


 Where any operable controls = or > 10 in. behind the reference plane, height is > 15 and <54 from the 
floor. 


 Where any operable control is >10 in. and < 24 in. behind the reference plane, height is >15 and <46 in. 
from the floor.  


 Operable controls are not >24 in. behind the reference plane. 


DRE Standards  DRE voting systems shall provide the capability to provide access to voters with a broad range of disabilities.  
- Voters are not required to bring their own assistive technology to a polling place 


DRE Standards - 
Audio information 
and stimulus 


Audio information: 


 Provides complete content of the ballot is communicated to the voter 


 Provides instruction to the voter in operation of the voting device 


 Provides instruction so that the voter has the same vote capabilities and options as those provided by the 
system to individuals who are not using audio technology 


 Enable the voter to review the voter's write-in input, edit that input and confirm that the edits meet the 
voter's intent 


 Enable the voter to request repetition of any information provided by the system 


 Supports the use of headphones that may be discarded after each use 


 Provide the audio signal through an industry standard connector for private listening using a 1/8 inch 
stereo headphone jack and support personal headsets 


 Provide a volume control with and adjustable amplification up to a maximum of 105dB 


 Volume automatically resets to the default for each voter 


DRE Accessibility 
- Telephone 
handset 


No telephone style handset is use to provide audio information to the voter 


DRE 
Accessibility- 
Wireless 


No wireless device is used to provide audio information to the voter 


DRE 
Accessibility- 
Electronic image 
displays 


Voters are permitted to:  


 Adjust the contrast settings 


 Adjust color settings, when color is used 


 Adjust the size of the text so that the height of the capital letters varies over a range of 3 to 6.3 
millimeters 


DRE 
Accessibility- 
Touch-screen or 
contact sensitive 
controls 


The input method uses mechanically operated controls or keys:  


 Tactilely discernible without activating the controls or keys 


 Operable  with one hand and not require tight grasping, pinching or twisting of the wrist 


 Require a force <5 lbs (22.2N) to operate 


 Provide no repeat function 


DRE 
Accessibility- 
Response time 


If the system is set to require a response by a voter in a specific period of time alert the voter before this time 
period expires and allow the voter additional time to indicate that more time is needed 


DRE 
Accessibility- 
Biometric 
measures 


If the system uses biometric measures for primary voter authentication, verify there is a secondary means of 
voter identification.  This is not applicable for ASSURE


®
 1.2 


Physical 
Characteristics 


Physical Characteristics  


 The size of each voting machine is compatible with its intended use and the location at which the 
equipment is to be used 


 Physical Characteristics 


 The weight of each voting machine should be compatible with its intended use and the location at which 
the equipment is to be used 


Transport, 
Storage, 


Transport & Storage of Precinct Systems 
- A means to safely handle, transport, and install voting equipment is provided. 
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Materials, & 
Durability 


- The voting system provides a protective enclosure to withstand: impact, shock and vibration loads 
associated with surface and air transportation; stacking loads associated with storage  
Durability 
- The voting system is designed to withstand normal use without deterioration and without excessive 
maintenance cost for a period of ten years. 
Materials  
-The voting system  is designed and constructed so that the frequency of equipment malfunctions and 
maintenance requirements are reduced to the lowest level consistent with cost constraints. 
- TDP includes an approved parts lists 


Maintainability Maintainability-  
The voting system and maintenance documentation include the: 
- Presence of labels and the identification of test points 
- Provision of built-in test and diagnostic circuitry or physical indicators of condition 
- Presence of labels and alarms related to failures 
- Presence of features that allow non-technicians to perform routine maintenance tasks (such as update of 
the system database) 
An assessment of the system maintenance attributes to confirm maintainability at an acceptable level for: 
- Ease of detecting that equipment has failed by a non-technician 
- Low false alarm rates (i.e., indications of problems that do not exist) 
- Ease of access to components for replacement 
- Ease with which adjustment and alignment can be performed 
- Ease with which database updates can be performed by a non-technician 
- Adjust, align, tune or service components 


Availability Availability- 
The vendor specifies the typical system configuration to be used to assess availability, and any assumptions 
made with regard to any parameters that impact the MTTR. The factors include at a minimum: 
- Recommended number and locations of spare devices or components to be kept on hand for repair 
purposes during periods of system operation 
- Recommended number and locations of qualified maintenance personnel who need to be available to 
support repair calls during system operation 
- Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel 


Human 
Engineering - 
Controls and 
Displays 


Controls and displays: Controls and displays: 


 Controls used by the voter or equipment operator are conveniently located 


 Control designs are consistent with their functions 


 Instruction plates are provided as needed to avoid ambiguity or incorrect  actuation  


 Displays are large enough to be readable by voters and operators without disabilities 


 Displays are consistent with the DRE Accessibility requirements (above) 


 Status displays meet the same requirements as data displays 


 Green, blue or white are used to indicate normal status 


 Amber is used to indicate warnings or marginal status 


 Red is used to indicate error conditions, equipment states that may result in damage, or hazards to 
personnel 


 Equipment that is not designed to halt under conditions of damage or hazard provide an audible alarm 


 Color coding shall be selected to ASSURE correct perception by voter and operators with color blindness 


 Color shall not be the only means to convey information, indicate an action, prompt a response or 
distinguish a visual element 


 Systems display shall not use flashing  or blinking text objects or other elements having a flash or blink 
frequency >2Hz and < 55Hz 


Expected Results 
are observed 


Review the test result against the expected result:  
• Accept: the expected result is observed 
• Reject: the expected result of the test case is not observed 
• Not Testable (NT): rejection of a previous test step prevents execution of this step, or tested in another TC. 
• Not Applicable (NA): not applicable to test scope 


Record 
observations and 
all input/outputs 
for each election; 


All inputs, outputs, observations, deviations and any other information impacting the integrity of the test 
results will be recorded in the test case.  
- Any failure against the requirements of the EAC guidelines will mean the failure of the system. and shall be 
reported as such.   
- Failures will be reported to the vendor as Defect Issues in the Discrepancy Report.  
- The vendor shall have the opportunity to cure all discrepancies prior to issuance of the Certification Report. 
- If cures are submitted the applicable test will be rerun. Complete information about the rerun test will be 
preserved in the test case. The cure and results of the retest will be noted in the Discrepancy Report and 
submitted as an appendix of the Certification Report. 
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- Operations which do not fail the requirements but could be deemed defects or inconsistent with standard 
software practices or election practices will be logged as Informational Issues on the Discrepancy Report.  It 
is the vendor's option to address these issues.  Open items will be identified in the report.  


 
 


7.4  Volume (Volume, Stress, Performance and Error Recovery) Test 
Methods with TSX Data Accuracy 


 
During test case design of the following Volume Test Methods, iBeta reviewed the system limitations 
provided in the TDP (specifically Appendix A: Practical System Limits of the GEMS 1.21.1 Election 
Administrator's Guide) which established the volume test parameters in accordance with the VSS 
Volume II Section 8.4.3.5 to processing more than the expected number of ballots/voters per precinct, to 
processing more than the expected number of precincts, or to any other similar conditions that tend to 
overload the system's capacity to process, store, and report data.   The stress aspect of the test design, 
per the VSS, was to process ballots at high volume rates.  For verification of the performance 
requirement, the processing rate, ballot format handling capability and the other aspects documented 
within the Vendor TDP was reviewed and incorporated into the Test Methods below.  For error recovery, 
the testing was designed to verify the ability of the voting system to recover from hardware errors 
generated as a result of this  Volume, Stress, and Performance testing and for the verification of the 
ability of the voting system to recover from data errors, iBeta relied on the source code review to the 
requirements of the VSS Volume I Section 4.2.3e (see Appendix C for the review criteria associated 
with those requirements).   
 
With more than 9 practical system limits that could be applied to each of the vote counting or recording 
piece of equipment, the number of combinations if the limits were tested individually or in all 
combinations would create 9 factorial test cases but the largest volume, stress, and load on the voting 
system would be imposed if all individual limits were being achieved during a single test.   As the 
Premier voting system Election Management System unified architecture supports and allows the 
testing of the limits in combination, this initial approach of attempting to test all limits in combination was 
considered viable. 
 
During the initial test method design with this approach to test all of the practical system limits in 
combination; however, it was determined that the limits could not all be combined in a single election as 
some limits are mutually exclusive.  As an example, the limit of card styles is 6000 but the limit of cards 
that can be cast per some voting machines is 2,000.  As a result, the test case design was split to 
encompass two test cases - a Primary and General Election.  It was determined to test the most volume 
within the Primary Election because, even though General Elections cast more votes than Primary 
Elections, Primary Elections contain more ballot styles.  Both elections would be executed with 
absentee ballots at central count, early vote centers, and election day vote centers.  The details for each 
election within the Test Methods is delineated below. 
 


Method  
Detail 


Volume Test Method 01 with TSX 
Data Accuracy 


Volume 02a Test Method Volume 02b Test Method 


Test Case 
Name 


Volume, Stress, Performance and 
Recovery Test 1 with Data Accuracy 
(AccuVote-TSX only) - Primary 
Election 


Volume, Stress, Performance, 
and Recovery Test 2a - General 
Election 


Volume, Stress, Performance, and 
Recovery Test 2b - General Election 


Scope - 
identifies the 
type of test 


Data Accuracy testing validates the 
individual ballot positions in terms of a 
maximum error rate while processing 
a specified volume of data. 
 
Volume testing crosses into several 
areas of voting system testing and is 
included in the PCA TDP Document 
Review, the PCA Source Code 
Review, and in System Level Tests. 
 


Same as Test 1 Same as Test 1 
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Volume Test Method 01 with TSX 
Data Accuracy 


Volume 02a Test Method Volume 02b Test Method 


A review of the vendor documentation 
will be completed to identify the 
documented limits, assess the 
historical election data, assess the 
testing conducted by the vendor, and 
assess the testing conducted by end 
users (jurisdictions) to establish test 
parameters that reasonably represent 
the expected limits that the voting 
system components will be subjected 
to in use. 


Test Objective The objective of the data accuracy 
test is to validate the ability to reliably 
capture, record, store consolidate and 
report a predicted total of ballot vote 
selections and the absence of vote 
selection for a minimum of 1,549,703 
ballot positions without error.    
 
The objective of the Volume tests are 
to validate the ability to process, store 
and report data using the allowed 
maximum number of voter groups 
categories, voter groups per voter 
group category, precincts and ballot 
styles (cards) within an election.  
 
Volume:   
- Total number of ballots processed by 
each precinct shall reflect the: 
           Maximum number of active 
voting positions 
           Maximum number of ballot 
styles 
- Process more than the expected 
number of ballots/voters per precinct 
- Process more than the expected 
number of precincts 
- Process the maximum number of 
Voter Group Categories and Voter 
Groups per Category 
- Process the maximum number of 
candidates per race 
- Process the maximum number of 
Precincts 
- Process the maximum number of 
Card Styles and number of cards cast 
per machine 
- Process the maximum number of 
memory cards per Polling Vote Center 
 
Stress: 
- Test the system's response to 
transient overload conditions. 
        • Polling place devices shall be 
subjected to ballot processing at the 
high volume rates at which the 
equipment can be operated. 
        • Central counting systems shall 
be subjected to similar overloads 
including continuous processing 
through all readers simultaneously. 


The objective is to validate the 
ability to process, store and 
report data using the allowed 
maximum number of voter 
groups categories, voter groups 
per voter group category, 
precincts and ballot styles (cards) 
within an election.  
 
Volume:   
- Total number of ballots 
processed by each precinct shall 
reflect the: 
 - Maximum number of active 
voting positions 
- Process more than the 
expected number of races and 
the number of candidates per 
race 
- Process more than the 
expected number of total 
candidates in an election 
- Process the maximum number 
of races per precinct 
 
Performance 
- Verify accuracy, processing 
rate, ballot format handling 
capability, and other performance 
attributes claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system 
to recover from hardware and 
data errors. 


The objective is to validate the 
ability to process, store and report 
data using the allowed maximum 
number of voter groups categories, 
voter groups per voter group 
category, precincts and ballot styles 
(cards) within an election.  
 
Volume:   
- Total number of ballots processed 
by each precinct shall reflect the: 
- Maximum number of active voting 
positions 
- Process more than the expected 
number of races and the number of 
candidates per race 
- Process more than the expected 
number of total candidates in an 
election 
- Process the maximum number of 
races per precinct 
 
Performance 
- Verify accuracy, processing rate, 
ballot format handling capability, 
and other performance attributes 
claimed by the vendor 
 
Error Recovery 
- Verify the ability of the system to 
recover from hardware and data 
errors. 
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Performance 
- Verify accuracy, processing rate, 
ballot format handling capability, and 
other performance attributes claimed 
by the vendor 
 
Error Recovery 
- Verify the ability of the system to 
recover from hardware and data 
errors. 


Test Variables:  
Volume 
Stress 
Performance 
Recovery 


Test Variables will be established to 
test the following: 
- EMS:  Election definition and 
accumulation of election results 
- Election Day:  OS-PC, OSAA, A100, 
A200, and A300,  as used on election 
day (traditional vote center). 
- Early voting devices:  TSX, TS-R6, 
AVPM, and OSX which operate a 
longer time period and a higher 
volume of precincts and ballots. 
- Absentee/Early voting devices:  PCS 
and OS-CC which handle a much 
higher volume of precincts and ballots. 


Test Variables will be established 
to test the following: 
- EMS:  Election definition and 
accumulation of election results 
- Early and Election Day:  AVOS-
PC, AVOS-CC and A300 as used 
on election day (traditional vote 
center). 
 
 


Test Variables will be established to 
test the following: 
- EMS:  Election definition and 
accumulation of election results 
- Early voting devices:  TSX and TS-
R6 
- Election Day: OSX 
- Absentee voting devices:  PCS – 
PhotoScribe i960 


A description 
of the voting 
system type 
and the 
operational 
environment 


The ASSURE 1.2 GEMS Ballot 
Preparation includes: 
- ASSURE Security Manager (ASM) 
All testing will be conducted in an 
office environment to simulate election 
day, early voting, and absentee voting 
environments.   


Same as Test 1 Same as Test 1 


VSS 2002 vol. 
1 


2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 
2.2.2 thru 2.2.2.2, 2.2.5, 3.2.1, 3.2.5.2, 
3.4.3, and 3.4.5 (TSX Data Accuracy) 


2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 


2.2.5.2.2 Audit/Error messages 
2.2.3.2.3 Audit/Status messages 
2.2.3 Error Recovery 


VSS 2002 vol. 
2 


6.2.3 Volume (maximum number of 
ballot styles) 
A4.3.5 Volume (maximum and 
exceeding more than the maximum 
number of precincts) 
A4.3.5 Volume/Stress (Processing, 
storing and reporting data when 
overloading the number of precincts 
and ballot styles) 
A4.3.5 Performance/Recovery (Ballot 
format handling capability-graceful 
shut down and recovery without loss 
of data) 
A4.3.5 Performance/Recovery 
(Processing rates-graceful shut down 
and recovery without loss of data) 
4.7.1.1, 4.7.3 thru 4.7.4.d.i, 6.1, 6.2.3 
(TSX Data Accuracy) 


6.2.3 Volume  
A4.3.5 Performance/Recovery 
(Ballot format handling capability-
graceful shut down and recovery 
without loss of data) 
A4.3.5 Performance/Recovery 
(Processing rates-graceful shut 
down and recovery without loss 
of data) 


6.2.3 Volume  
A4.3.5 Performance/Recovery 
(Ballot format handling capability-
graceful shut down and recovery 
without loss of data) 
A4.3.5 Performance/Recovery 
(Processing rates-graceful shut 
down and recovery without loss of 
data) 


Hardware, 
Software 
voting system 
configuration 
and test 
location 


The ASSURE 1.2 Voting System 
consist of the following: 
- GEMS application  
- ASM application 
- AutoMARK AIMS 
- AccuVote-OS Models A, B, C, and D 
with Precinct Count and Central Count 


Same as Test 1 Same as Test 1 
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Volume Test Method 01 with TSX 
Data Accuracy 


Volume 02a Test Method Volume 02b Test Method 


software 
- AccuFeed Model A 
- AccuVote-OSX Model A and 
software 
- AccuVote-TS R6 Models A and B 
with BallotStation software 
- OSAA Model A 
- AccuVote-TSX Models A, B, C, and 
D with BallotStation software 
- AVPM 
- PhotoScribe PS900iM2 and PS960 
with PCS software 
- AutoMARK A100, A200, and A300 
with VAT PAVR and PVR application 
 
All testing will be perform by iBeta 
LLC located at 3131 S. Vaughn Way, 
Aurora, CO  80014. 


Pre-requisites 
and 
preparation for 
execution of 
the test case.  


- Ensure customization of the test 
case template is complete. 
- Validate the automatic vote 
generation tool for the AccuVote-TSX 
input votes as identified in the script.  
Record the detail of the validation in 
the Test Tool Validation Log (Premier  
tab). 
- Validate the automatic vote 
generation tool for the PCS input 
votes as identified in the script.  
Record the detail of the validation in 
the Test Tool Validation Log (Premier  
tab). 
Confirm error logs and audit reports 
are enabled. 
 
Test Method Validation:   Technical 
review to be conducted  for  validation 
of test method as defined in ISO/IEC 
17025 clause 5.4.5. -  


Same as Test 1 Same as Test 1 


Getting Started 
Checks 


Check the voting system to : 
- Verify the test environment and 
system configuration is documented in 
the PCA Configuration and vendor 
described configuration.  
- Validate installation of the trusted  
build 
- Testers understand that no change 
shall occur to the test environment 
without documentation in the test 
record and the authorization of the 
project manager. 
- Initiate an Operational Status Check 
to confirm the correct function of the 
voting system prior to initiation of 
Accuracy testing. 
Record the start time. 


Same as Test 1 Same as Test 1 


Documentation 
of Test Data  &  
Test Results 


Test Data: 
- Record all programmed & observed 
election, ballot & vote data fields and 
field contents on the corresponding  
tabs to provide a method to repeat the 
test 


Same as Test 1 Same as Test 1 
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- Preserve all tabs for each instance 
the test is run. 
Test Results:  
- Enter Accept/Reject on the Test 
Steps 
- In Comments enter any deviations, 
discrepancies, or notable observations 
- Log discrepancies on the 
Discrepancy Report and insert the 
discrepancy number in the Comments 
field of Test Step. 


Volume: 
Voting 
Systems 
Processing 


Ballot Prep: 
Scenario 1)  Primary Election Day 
(values have been adjusted based on 
historical elections and TDP limits 
review) 
-An election database can be 
accurately/securely defined & 
formatted. 
-Ballots (candidates & propositions) 
can be accurately defined & 
generated. 
- Check GEMS® reports for election 
set up 
  
Primary Election with: 
  3 districts:  1 Jurisdiction wide and 
one divided into 2 sub-districts 
  1000 precincts:  grouped into the 2 
sub-districts 
  30 parties - 1 Non-Partisan, 29 
endorsement 
  71 races: 
 1-9 Jurisdiction wide with 9 parties 
and candidates ranging from 1 to 5 
10-29 Non-Partisan (NP), precinct 
rotation 2 districts, 5 candidates each 
30-39 Questions, NP, yes/no 
40 NP, precinct rotation, jurisdiction 
wide, 5 candidates  
41-50 NP, no rotation, jurisdiction 
wide, 2 candidates 
51 NP, no rotation, jurisdiction wide, 
20 candidates 
52-71 1 District with 29 parties and 2 
candidates 
 
3 Vote Center Categories:  
          - Elections Day with 63 vote 
centers with 16 precincts per Vote 
Center for AVOS, A300 
          - Absentee with 1 vote center 
with all precincts for PCSs 
          - Early Voting with 2 vote 
centers with all precincts in each for 
AVOSX, AVTS/TSX 
 
Election media on A300 and  AVOS 
can be installed with 16 precincts from 
election. 
 
Election media on the PCS, AVOSX, 


Ballot Prep: 
Scenario 2a)  General Election 
Day (values have been adjusted 
based on historical elections and 
TDP limits review) 
-An election database can be 
accurately/securely defined & 
formatted. 
-Ballots (candidates & 
propositions) can be accurately 
defined & generated. 
- Check GEMS® reports for 
election set up 
  
General Election with: 
  15 districts:  1 Jurisdiction wide 
and one district divided into 14 
sub-districts 
  16 precincts:  grouped into the 
14 sub-districts 
  10 parties – 1 Non-Partisan 
(NP), 9 endorsement 
 
250 races on A300 and AVOS: 
1-49 Jurisdiction wide and 
candidates ranging from 1 to 5 
50-249 NP, no rotation, 2 
precincts, 2 candidates each 
250 NP, precinct rotation, 
jurisdiction wide, 5 candidates 
 
1 Vote Center Category:  
- Early and Election Day 
 
- If there are any system errors 
that cause the EMS ballot 
preparation applications to crash 
then verify the applications 
recover without any loss of data. 


Ballot Prep: 
Scenario 2b)  General Election Day 
(values have been adjusted based 
on historical elections and TDP 
limits review) 
-An election database can be 
accurately/securely defined & 
formatted. 
-Ballots (candidates & propositions) 
can be accurately defined & 
generated. 
- Check GEMS® reports for election 
set up 
  
General Election with: 
  50 districts:  1 Jurisdiction wide 
and one district divided into 49 sub-
districts 
  1000 precincts:  grouped into the 
49 sub-districts 
  1 party - Non-Partisan (NP) only  
 
 
1000 races on the PCS, AVOSX, 
and DREs: 
 1-49 Jurisdiction wide, candidates 
ranging from 1 to 5, no rotation, NP 
50-73 NP , no rotation, 110 
candidates each 
74 NP , no rotation, 160 candidates 
each 
75-999 NP, no rotation, grouped 50 
per district total of 49 districts, 2 
candidates each 
1000 NP, precinct rotation, 
jurisdiction wide, 200 candidates  
 
3 Vote Center Categories:  
          - Election Day with 500 vote 
centers with 2 precincts per Vote 
Center for AVOSX 
          - Absentee with 1 vote center 
with all precincts for PCS 
          - Early Voting with 2 vote 
centers with all precincts in each for 
AVTS/TSX 
 
- If there are any system errors that 
cause the EMS ballot preparation 
applications to crash then verify the 
applications recover without any 
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and DREs can be installed with all 
precincts from the election. 
 
- If there are any system errors that 
cause the EMS ballot preparation 
applications to crash then verify  the 
applications recover without any loss 
of data. 


loss of data. 


Accuracy: 
Error Rate 


Errors are from any source while 
testing the specific processing 
function and its related equipment.  


 Reject:  1 error before counting 


26,997 consecutive ballot 
positions correctly or 2 errors in 
any number 


 Accept: 1,549,703 (or more) 


consecutive ballot positions read 
correctly.  If there's 1 error with > 
26,997 ballot positions but < 
1,549,703,  continue testing 
another 1,576,701 consecutive 
ballot positions; or  3,126,404 
with 1 error 


Not applicable. Not applicable. 


Volume System response to processing more 
than the expected number of precincts 
and maximum number of ballot styles. 
Maximum limit or capacity is 
successfully processed without errors 
for the following: 
- Maximum number of voting positions 
per Ballot Style 
- Maximum number of Ballot Styles 
per election 
- Maximum number of Ballot Styles 
per election day voting component  
- Maximum number of Ballot Styles 
per Absentee/early voting component  
- Maximum number of Precincts per 
election 
- Maximum number of Precincts per 
election day voting component 
- Maximum number of Precincts per 
Absentee/early voting component 
- Maximum number of Ballots (Cards) 
per election 
- Maximum number of Ballots (Cards) 
per election day voting component 
- Maximum number of Ballots (Cards) 
per Absentee/early voting component 
- Capacity limit of the data storage 
devices 
 
When importing over the allowed 
precincts and/or ballot styles into the 
GEMS errors are generated 


System response to processing 
more than the expected number 
of precincts and maximum 
number of ballot styles. 
Maximum limit or capacity is 
successfully processed without 
errors for the following: 
- Maximum number of races in an 
election(AVOS) 
- Maximum number of candidates 
per election(AVOS) 
- Maximum number of races per 
precinct  
 
When importing over the allowed 
precincts and/or ballot styles into 
the GEMS errors are generated 


System response to processing 
more than the expected number of 
precincts and maximum number of 
ballot styles. 
Maximum limit or capacity is 
successfully processed without 
errors for the following: 
- Maximum number of races in an 
election(DRS and OSX) 
- Maximum number of candidates 
per election(DRS and OSX) 
- Maximum number of candidates 
per race (DRE)  
- Maximum number of races per 
precinct  
 
When importing over the allowed 
precincts and/or ballot styles into 
the GEMS errors are generated 


Stress System responses to overloading 
conditions: 
- Maximum rate (limit) of ballot 
processing for election day voting 
components 
- Maximum rate (limit) of ballot 
processing for Absentee/Early Voting 


Not a test attribute. Not a test attribute. 
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components 
- Maximum limit of interconnected 
voting components simultaneously 
processing ballots 
- Maximum limit of number of voting 
components downloading results 
simultaneously to GEMS 


Performance No system degradation (ballot format 
handling capability and processing 
rates): 
- When importing large amount of data 
into the GEMS 
- When installing an election onto any 
device 
- The system will not slow down 
throughout the testing to the point 
where it takes 10 times longer to 
complete a function 


Same as Test 1 Same as Test 1 


Error Recovery In the event that functional testing 
causes error recovery to trigger, the 
voting system gracefully shuts down 
(no crash) and recovers from errors 
caused by overloading the number of 
precincts and ballots styles.  
- Ballot format handling capabilities 
and processing capabilities-graceful 
shut down and recover without loss of 
data 
- Critical Status Messages 
 
The error recovery requirement is 
addressed also through the source 
code review of VSS vol 1: 4.2.3.e. 


Same as Test 1 Same as Test 1 


Readiness 
Testing and 
Poll 
Verification 


Voting system is ready for the 
election:  
- The election is correctly installed 
(Election ID, polling place name, 
precincts) 
- Test data (run 2 different precincts to 
validate the system is ready) is 
segregated from voting data, with no 
residual effect' 
Test confirmation that there are: 
- No hardware/software failures  
- The device is ready to be activated 
to accept votes (no Identification of 
any failures & corrective action) 


Same as Test 1 Same as Test 1 


Pre- vote: 
Opening the 
Polls 
Verification 


Precinct Count/ Paper based: 
- Zero count report (to verify no votes 
are on the components prior to 
starting precinct, early, and absentee 
voting) 


Same as Test 1 Same as Test 1 


Voting:  
Ballot 
Activation and 
Casting 
Verifications 


Election Day with 17 AVOS PCs, 
A100, A200, and A300 casting 15,000 
cards on 1 AVOS-PC and using 20 
memory cards in a vote center.  Ballot 
has 50 card styles, with 16 precincts.   
 
Early Voting with AVOSX, 4 TS-R6s, 
and 4TSXs, 2 with AVPMs (data 
accuracy requirement is achieved with 
54,000 ballots cast on the TSXs for 


Early and Election Day with 1 
AVOS PC, 1 AVOS CC  and 1 
A300 casting 1 ballot each with 
the maximum number of races, 
candidates, and races per 
precinct.     
 
Protects secrecy of ballot/vote 
- The AVOS-PC is set to Voting 
mode. 


Election Day with 1 AVOSX, casting 
4 ballots each with the maximum 
number of races, candidates, and 
races per precinct.     
 
Early Voting with 1 TS-R6 and 1 
TSX with AVPM to process 4 votes 
each with the maximum number of 
races, candidates, and races per 
precinct.     
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over 1,549,703 ballot positions).  The 
AVOSX processes 1000 votes on 
6000 ballot cards.  The ballot has 
1000 precincts with 10 voter groups 
per category.  The TS-R6 and TSX 
will use the Logic and Accuracy 
automation (1 % voted manually). 
 
Absentee Voting with 1 AVOS-CC 
with AccuFeed and 3 PCS's to 
process over 1 million ballot cards.  
The number of card styles (50 for 
AVOS-CC and 6000 PCS) is within 
the ballot design as is the 16 and 
1000 precincts respectively.   PCS 
test will be executed using hand 
marked test decks for the initial scan 
on 10 units then processed from 
captured images.  
 
Protects secrecy of ballot/vote 
- The AVOS-PC is set to Voting mode. 
- The AVOS (both CC and PC), if 
there are any system errors that 
cause the AVOS to shut down then 
the AVOS shall recover without any 
loss of data. 


- The AVOS (both CC and PC), if 
there are any system errors that 
cause the AVOS to shut down 
then the AVOS shall recover 
without any loss of data. 


 
Absentee Voting with 1 PCS to 
process 4 votes each with the 
maximum number of races, 
candidates, and races per precinct.     
 
 


Voting:  
Voting System 
Integrity, 
System Audit, 
Errors & 
Status 
Indicators 


The system audit provides a time 
stamped, always available, report of 
normal/abnormal events found.  
Error messages are: 
- Are generated, stored & reported as 
they occur 
- Errors requiring intervention by the 
voter or poll worker clearly display 
issues & action instructions in easily 
understood text language or with 
indicators 
- Incorrect responses will not lead to 
irreversible errors.  


Same as Test 1 Same as Test 1 


Post-vote: 
Closing the 
Polls 


Once the polls are closed the voting 
system, obtain: 
- Printed reports of ballots counted by 
tabulator 
- Reported votes match predicted 
votes from tabulator with votes and 
undervotes. 


Same as Test 1 Same as Test 1 


Post-vote: 
Central Count 


Vote Consolidation: 
Memory Cards are randomized during 
upload to GEMS 
GEMS consolidated reports match the 
predicted votes. 
Reports include: 
- Printed reports of ballots counted by 
tabulator, with votes and undervotes 
   - Printer Summary Report 
(containing all precincts) 
   - View and Print Precinct by Precinct 
Reports 
 
If there are any system errors that 
cause any component to shut down or 


Same as Test 1 Same as Test 1 
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Method  
Detail 


Volume Test Method 01 with TSX 
Data Accuracy 


Volume 02a Test Method Volume 02b Test Method 


crash then the component shall 
recover without any loss of data. 
 


Expected 
Results are 
observed 


Review the test result against the 
expected result:  
• Accept: the expected result is 
observed 
• Reject: the expected result of the 
test case is not observed 
• Not Testable (NT): rejection of a 
previous test step prevents execution 
of this step, or tested in another TC. 
• Not Applicable (NA): not applicable 
to test scope 


Same as Test 1 Same as Test 1 


Record 
observations 
and all 
input/outputs 
for each 
election; 


All inputs, outputs, observations, 
deviations and any other information 
impacting the integrity of the test 
results will be recorded in the test 
case.  
- Any failure against the requirements 
of the EAC guidelines will mean the 
failure of the system. and shall be 
reported as such.   
- Failures will be reported to the 
vendor as Defect Issues in the 
Discrepancy Report.  
- The vendor shall have the 
opportunity to cure all discrepancies 
prior to issuance of the Certification 
Report. 
- If cures are submitted the applicable 
test will be rerun. Complete 
information about the rerun test will be 
preserved in the test case. The cure 
and results of the retest will be noted 
in the - Discrepancy Report and 
submitted as an appendix of the 
Certification Report. 
- Operations which do not fail the 
requirements but could be deemed 
defects or inconsistent with standard 
software practices or election 
practices will be logged as 
Informational Issues on the 
Discrepancy Report.  It is the vendor's 
option to address these issues.  Open 
items will be identified in the report.  


Same as Test 1 Same as Test 1 
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7.5  Security and Telephony/Cryptographic Test Methods 
 
Method Detail Security Test Telephony & Cryptographic 


Test Case Name Security Telephony & Cryptographic 


Scope - identifies 
the type of test 


Security testing crosses into several areas of voting system 
testing and thus must be tested at the integrated system 
level. System Level Tests are customized for the specific 
voting system to test the security elements incorporated into 
the pre-vote, voting and post voting functions. Further 
examination is performed in Telephony and Cryptographic 
Tests.  A review of the security documentation addresses  
Access Controls, Physical Security and Software Security.  
 
The security test generally functions as a gap test for the 
system and devices where access controls, physical security 
and software security are not covered by the functional 
testing and exercise of the system. 


Telephony and Cryptographic testing validates/verifies that transferring of 
data through any means of telephony is correct and secured. As applicable 
is also tests any wireless data transport.  This test includes the telecom 
capabilities of  GEMS, AVTS, AVTSX, AVOS-PC, and AVOSX to transmit 
ballot definition files, accumulated vote counts, scanned ballot votes, and 
voter information through a dial-up modem as well as a LAN-wired 
connection.  
 
The target systems and devices are tested in their broadest sense. For 
example the GEMS/AVOS-PC, the data transport is limited to a RS-232 
type connection. However because this connection may occur via 
modem/POTS telecommunications, it is tested in the Telephony test case in 
the latter configuration. 
The telecommunications capabilities of the devices are 
• AVOS-PC -- RS-232/modem 
• AVOSX -- modem/RAS/IP 
• AVTS -- modem/RAS/IP 
• AVTSX -- modem/RAS/IP 
• Regional-GEMS – Host-GEMS – modem/RAS/IP 


Test Objective The objective of security testing is to minimize the risk of 
accidents, inadvertent mistakes and errors; protect from 
intentional manipulation, fraud or malicious mischief; 


The object of the Telephony and Cryptographic testing is to validate the 
VSS additional security and cryptographic requirements due to the 
transmission of results via  telecommunications. The overall objective is to 
confirm the security of election results and ASSURE 1.2 data are not 
compromised due to transmission via the public networks. 
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Method Detail Security Test Telephony & Cryptographic 


Test Variables:  
Voting Variations 
(as supported by 
the voting 
system) 


In the System Level Functional tests of general and primary 
elections validate the security of the pre-vote, voting, and 
post voting functions of the voting system by test 
incorporating overflow conditions, boundaries, password 
configurations, negative testing, inputs to exercise errors and 
status messages, protection of the secrecy in the voting 
process and identification of fraudulent or erroneous 
changes. Including unauthorized changes to system 
capabilities for:  
- Defining ballot formats, 
- Casting and recording votes,  
- Calculating vote totals consistent with defined ballot 
formats, 
- Reporting vote totals, 
- Alteration of voting system audit trails, 
- Changing or preventing the recording of a vote, 
- Introducing data not cast by an authorized voter, 
- Changing calculated vote totals,  
- Preventing access to vote data, including individual votes 
and vote totals, to unauthorized individuals, and 
- Preventing access to voter identification data and data for 
votes cast by the voter such that an individual can determine 
the content of specific votes cast by the voter. 


Premier ASSURE 1.2 has two modes of public telephony capability built in. 
Both modes use a modem for POTS to digital conversion. In most cases a 
full IP protocol stack is constructed across the public connection. In other 
cases, only a bidirectional serial communication occurs over the public 
portion of the network, and that connection is converted to IP in the central 
count location. For those systems tests will be conducted that shall include: 
Injection of delays 
Dropping and reordering packets 
Modified packets 
Duplicate transmissions 
Transmission interruption 
Telephone outages 
Cryptographic approved software 
Symmetric encryption 
Digital signature 
Verification of the installation of COTS software to mitigate security threats 
and that the COTS software has the capability to mitigate the specific 
security threats described in the VSS including integrity of data, 
confirmation of data received, detecting any threats, removing the threats, 
prevention of storing the threats, finding any existing threats and logging 
any threats processed. 
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Method Detail Security Test Telephony & Cryptographic 


A description of 
the voting 
system type and 
the operational 
environment 


The voting system types and operational environments are 
the same as General 1, 2, 3 and 4, and Primary 1 Test 
Cases. 
 
General 01 will incorporate security testing of the: 
 - GEMS 1.21.2 ballot preparation, access controls, central 
count, reporting 
 - AVOS-PC(D), AVOSX, AVTS(BA) (early voting), 
AVTSX(D) with AVPM, Voter Access Cards 
 - Voter Card Encoder 
 - Digikey serial/Ethernet converter 
 - Key Card Tool Central Admin Card, and Supervisor 
Card(s) 
  
General 02a  will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - PCS, ASM, Key Card Tool (PCS/ASM related security) 
 - AVOS-CC(A), AutoMARK (A100), PhotoScribe 
 - AIMS 1.3 
 
General 03 will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - ExpressPoll 5000 
 
Primary 01 will incorporate security testing of the: 
 - GEMS 1.21.2 as needed 
 - ExpressPoll 4000 
 
As necessary to test differences in hardware models that are 
significant to security testing, the following models may be 
tested in the corresponding test case setup. 
 - AVOS-PC - C Primary 02, D General 02a, B Primary 01, A 
Primary 02 
 - AVOS-CC - D Primary 02,  
 - AVTS - B Primary 02 
 - AVTSX - A – Primary 02 C General 02, B - General 03, A - 
General 04 
 - AutoMARK - A200 General 04, A300 General 03 


The voting system types and operational environments are the same as 
General 1, 2, 3 and 4, and Primary 1 Test Cases. 
 
The apparatus is the same as defined in the Security Test Method with the 
following exceptions 
 
General 01, General 03, Primary 01 
 - includes a RAS in the central count location 
 - includes an extra computer connected to the central count location 
housing Nessus,  WireShark, and  iBeta network analysis tools.  
 - and real or simulated telephone lines in precinct locations 
 
Primary 02 
 - AVOS-PC ballot definitions are downloaded by modem 
 - AVOSX ballot definitions are downloaded by modem 
 - AVTSX ballot definitions are downloaded by modem 
 - AVOS-PC vote counts are collected by modem 
 - AVOSX vote counts are collected by modem 
 - AVTSX vote counts are collected by modem 
General 03 
 - AVTS ballot definitions are downloaded by modem 
 - AVTS vote counts are collected by modem 


VSS 2002 vol. 1 2.2.1, 2.2.4 thru 2.2.5.2.3, 6.2 thru 6.4 2.2.10, 5.1 thru 5.2.7, 6.2 thru 6.2.2, 6.5 thru 6.6.2.2 


VSS 2002 vol. 2 6.4 thru 6.4.2 6.3 thru 6.4.2 


Hardware, 
Software voting 
system 
configuration and 
test location 


Same as the appropriate General or Primary Test Case Same as the appropriate General of Primary Test Case 
Some tests may involve real or simulated connections to public 
telecommunications equipment. 
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Method Detail Security Test Telephony & Cryptographic 


Pre-requisites 
and preparation 
for execution of 
the test case.  


 - GEMS, PCS, Key Card Tool, VC Programmer -- Configure 
Windows environments as described in the vendor 
documentation. Compare the configurations of these 
Windows environments (Server 2003 R2 SP2, XP 
Professional SP3) to determine which one has the least-
hardened configuration. Perform security testing against 
each hardened OS. 
 - All vendor security-related discrepancies are closed 
 - Configure other systems as described in the vendor 
documentation.  
 - Document the system under test. 
 - Document the devices and device configurations under 
test. 
 
Test Method Validation:   Technical review conducted by G. 
Audette; Approved  3/2/09.  for  validation of test method as 
defined in ISO/IEC 17025 clause 5.4.5. 


 - GEMS, PCS, Key Card Tool, VC Programmer -- Configure Windows 
environments as described in the vendor documentation. Compare the 
configurations of these Windows environments (Server 2003 R2 SP2, XP 
Professional SP3) to determine which one has the least-hardened 
configuration. Perform security testing against each  OS (as applicable to 
telephony security when not performed in the Security test case) least 
hardened OS. 
 - All vendor security-related discrepancies are closed 
 - Configure other systems as described in the vendor documentation.  
 - Document the system under test. 
 - Document the devices and device configurations under test. 
 
Test Method Validation:   Technical review conducted by G. Audette; 
Approved  2/12/09.  for  validation of test method as defined in ISO/IEC 
17025 clause 5.4.5. 


Getting Started 
Checks 


Same as the General or Primary test associated with each 
configuration.  


Same as the General or Primary test associated with each configuration.  
Perform all readiness testing over public telecommunications links as 
configured prior to start of testing.  Binary images and hashes are taken 
prior to any connection to public networks. 


Documentation 
of Test Data  &  
Test Results 


Same as General or Primary test case. Record security 
information in the Security test case. 


Same as General or Primary test case, but record security related 
information in the Telephony test case. 


Authorization  - Authorization privileges are not allowed to be exceeded 
and Administrator or Supervisor privileges are required to 
modify such authorization (v1:6.2.1) 
 
 - In Windows, access control limits user access to election-
sensitive data such as voter PII, vote counts or reports. 
 
 - Voters are only allowed to vote and cast a single ballot. 
 - Fraudulent or unauthorized ballots are not counted 
 
 - Voting equipment access is limited to the appropriate role. 
Keys, passwords or tokens limit access to critical system 
functions. (v1:6.2.1) 
    - Opening the polls, 
    - Closing the polls 
    - Authorizing voter access 


 - attempts to bypass security protection systems as a non-administrator to 
lower the effective security of data transmitted over public networks. 
Attempt to spoof, tamper with keys or key material, break non-repudiation 
subsystems,  turn off encryption systems, deny service, deny service from 
specific precincts, install/replace certificates with compromised private keys, 
add/modify CRL's to deny service (potentially from specific precincts) 
(v1:6.6.2.1) 
 
 - At least two election officials activate any processing of DRE ballots that 
are transmitted over the public network (v1:6.6.1.c) 
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Method Detail Security Test Telephony & Cryptographic 


Access  - Physical or logical access controls on voting equipment 
prevent unauthorized access. (v1:6.3.1.a) 
   - ports access is controlled  
   - validation of vendor supplied tamper-resistant seals 
   - access to critical system components such as the audit 
log are protected (v1:6.2.2) 
 
 - Physical or logical access controls on ballot preparation, 
vote counting and reporting equipment (v1:6.2, v1:2.2.4.1.f, 
v1:6.5.5.c ) 
   - test password and/or token access 
   - test additional 3-factor authentication techniques 
   - port access is controlled  
   - default passwords are changeable after initial login 
   - minimal password strength constraints are imposed by 
the vendor or settable by the jurisdiction 
   - audit logs cannot be modified 
 
 - Computer-generated password keys are unpredictable and 
random (v1:6.2.2.e) 
 
 - Access controls limit the capability of non-authorized users 
to install and run non-authorized software. (v1:2.2.5.3) 
 
 - Interactive queries have no write-back access to any 
GEMS database (v1:6.5.6) 


 - Cryptographic key and hashes have sufficient cryptographic strengths 
(v1:6.5.2, 6.5.3, 6.6.1.a) (SP800-57 or equivalent best practice 
documentation) 
 - DRE transmitted data is protected with a digital signature (v1:6.6.1.b) 
 - Dial-in systems are accessible only after authentication (v1:2.2.1.a) 
 - distributed keys are protected (v1:2.2.1.a, v1:6.2.2) (SP800-57 or 
equivalent best practice documentation) 
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Method Detail Security Test Telephony & Cryptographic 


Integrity  - Failure of a critical component such as the audit log halts 
further processing (v1:2.2.5.3) 
 
 - Checksums, CRCs or better integrity checks are utilized on 
transmitted data (v1:2.2.2.1.d) 
 
- Pre-conditions are verified prior to execution of critical 
processes or functions. (v1:2.2.1.d) 
 
 - Cast ballots and vote counts are protected from tampering 
(v1:6.3.1.a) 
 
 - Protection of systems against threats such as viruses, 
worms, trojan horses and logic bombs. (v1:6.4.2) 
 
 - Transmission of data ensures the receipt of valid vote 
records at the receiving station (v1:6.5.2) 
 
 - Unauthorized attempts to boot to an alternate device 
(v1:2.2.1, v1:2.2.5.3, v1:6.4.2) 
     - which could allow unauthorized access to audit and 
system logs in an undetectable manner 
     - as well as installation of unauthorized software 
 
 - Modification of the system and application audit log is 
prevented. (v1:2.2.1) 


 - Systems detect and remove threats at the receiving end of a public 
network. 
 - Duplicate, modified or corrupted ballot definition records, vote count 
records, and as applicable vote records are rejected and the sender is 
informed and guided in handling the situation. 
 - Duplicates of packets in transmissions do not alter ballot definition or vote 
counts. 
 - All vote data transmitted over public networks is protected by a digital 
signature. (v1:6.6.1.b) 
 - All data transmitted over public networks is protected from modifications 
and errors at the application level (v1:6.5.2) 
 - All vote counts summaries of data transmitted over simulated or real 
public networks are correct at the receiving station 


Availability  - Recover from non-catastrophic failure of a device 
(v1:2.2.3) 
 
 -  


 - Failure of transmission capabilities for ballot definition files or vote count 
records does not cause a total loss of voting capabilities at the polling place. 
 - Users are notified of successful or failed transmissions, and when 
unsuccessful, the user is provided with an action to perform. 


Confidentiality  - Tested under access control and authorization 
- Verify through source code review after the voter chooses 
to cancel, print or cast the ballot erase the selections from 
the display and all other storage 


 - Systems that transmit votes or vote counts prior to the close of polls 
utilize an encryption technique approved by the federal government 
(v1:6.5.3). 
- Verify through source code review after the voter chooses to cancel, print 
or cast the ballot erase the selections from the display and all other storage 


System Log  - Verification of System Log Activity is performed to ensure: 
    - Error activity provided by the system is complete 
(v1:2.2.4.1.f, v1:4.4.3) 


 - Transmission errors, and intrusion rejections are logged 


Software 
Security 


 - Software security validation ensures that the election 
specific programming is inaccessible to unauthorized 
activation or control (v1:6.4.1.c) 
 - Verification that separation of operating system firmware 
and election specific programming (v1:6.4.1.d) 


 - Systems that transmit votes over public networks are protected with an 
IDS system. (v1:6.5.3) 
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Method Detail Security Test Telephony & Cryptographic 


Documentation  - All vendor documentation is reviewed to validate vendor 
access control policies pertaining to 
   - General, software and hardware access controls 
   - Communications 
   - Effective Password management 
   - Protection abilities of a particular operating system 
   - General characteristics of supervisory access privileges 
   - Segregation of duties 
   - Vendor’s access privileges 
   - Access control measures 
   - Physical security measures 
   - Polling place security 
   - Central count location security 
   - Software security 
   - Software and firmware installation 
   - Protection against malicious software 
   - Telecommunications and data transmission 
   - Data integrity 
   - Data interception prevention 
   - Protection against external threats 
   - Use of protective software 
   - Monitoring and responding to external threats 
   - Shared operating environment 
   - Access to incomplete election returns and interactive 
queries 
   - Security for transmission of official data over public 
communications networks 
   - General security requirements for systems transmitting 
data over public networks 
   - Voting process security for casting individual ballots over 
a public telecommunications networks 
   - Documentation of mandatory security activities 
   - Any other relevant characteristics 


 - All vendor documentation is reviewed to validate vendor access control 
policies pertaining to 
   - Communications 
   - Effective Password management 
   - Protection abilities of a particular operating system 
   - Telecommunications and data transmission 
   - Data integrity 
   - Data interception prevention 
   - Protection against external threats 
   - Use of protective software 
   - Monitoring and responding to external threats 
   - Shared operating environment 
   - Access to incomplete election returns and interactive queries 
   - Security for transmission of official data over public communications 
networks 
   - General security requirements for systems transmitting data over public 
networks 
   - Voting process security for casting individual ballots over a public 
telecommunications networks 
   - Documentation of mandatory security activities 
   - Capabilities to operate during interruption of telecommunications 
capabilities 
   - Public and jurisdictional control boundaries are documented 
   - Any other relevant characteristics 


Expected 
Results are 
observed 


Security Review Criteria: 
- Accept meets the guideline 
- Reject does not meet the guideline 
- NA the guideline does not apply 


Security Review Criteria: 
- Accept meets the guideline 
- Reject does not meet the guideline 
- NA the guideline does not apply 


Record 
observations and 
all input/outputs 
for each election; 


All inputs, outputs, observations, deviations and any other 
information impacting the integrity of the test results will be 
recorded in the Security Review Test Case. 
 
A separate statement will be prepared addressing the results 
from the security perspective.  It will provide the results of the 
testing and review required in vol. 1 section 7.  


All inputs, outputs, observations, deviations and any other information 
impacting the integrity of the test results will be recorded in the Telephony & 
Cryptographic Test Case. 
 
A separate statement will be prepared addressing the results from the 
security perspective.  It will provide the results of the testing and review 
required in vol. 1 section 7.  
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8.  Appendix  A - TDP Documents 
Premier delivered a separate TDP for each product.  The documents listed are delivered as part of the 
Premier ASSURE


®
 1.2  voting system and are the version numbers and dates of the documents used to 


complete this Test Plan.  
 


Table A-1 Premier ASSURE
®
 1.2 Technical Data Package Documents 


Document Title Version  Date Author 


ABasic TDP    


ABasic 2.2 Build Process 6.0 02/12/08 Premier Election Solutions 


ABasic 2.2 Build Process 7.1 08/29/08 Premier Election Solutions 


AccuBasic 2.2 User's Guide 1.1 09/11/08 Premier Election Solutions 


ABasic 2.2.4 Reports Guide 3.0 07/07/08 Premier Election Solutions 


AccuVote OS PC TDP    


AccuVote-OS Pollworker’s Guide 8.0 09/29/07 Premier Election Solutions 


AccuVote-OS Precinct Count 1.96 Build Process 4.0 02/12/08 Premier Election Solutions 


AccuVote-OS Precinct Count 1.96 Build Process 4.1 08/29/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Introduction 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Overview 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Functionality 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Hardware Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Software Design and Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Security Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Test and Verification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Operations Procedures 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Maintenance 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Personnel Deployment and Training Requirements 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Configuration Management 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Quality Assurance Program 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
System Change Notes 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Telecommunications 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Appendix A: Software Specifications 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Appendix B: Program Structure and Flow 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Appendix C: Data Organization and Flow 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Appendix G: System and Data Integrity 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96.11 TDP 
Appendix H: Performance Metrics 


1.0 07/08/08 Premier Election Solutions 


AccuVote-OS Precinct Count 1.96.11 User’s Guide 1.0 07/07/08 Premier Election Solutions 


AccuVote-OS Precinct Count Download Message Format 
1.0 


1.1 08/20/07 Premier Election Solutions 


AccuVote-OS Precinct Count Election Data Format 1.0 1.1 08/20/07 Premier Election Solutions 


AccuVote-OS Precinct Count Upload Message Format 1.0 1.1 08/20/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Introduction 4.0 02/16/08 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Overview 2.1 10/04/07 Premier Election Solutions 
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FEC 2002 AccuVote-OS TDP System Functionality 
Description 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Hardware 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Security 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Test and Verification 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Maintenance 
Procedures 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Personnel Deployment and 
Training Requirements 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Configuration Management 
Plan 


3.0 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Quality Assurance Program 2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Change Notes 4.0 02/16/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96 TDP 
Telecommunications 


1.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix A: Hardware 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote- OS TDP Appendix D: Materials 
Specifications 


1.2 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix J: Ballot Processing 2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix L: Administrative 
Test Plans 


2.1 10/04/07 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP N/A N/A Premier Election Solutions 


Configuration Management 7.1 09/02/08 Premier Election Solutions 


GEMS AccuVote-OS Precinct Count Protocol 1.0 1.1 08/20/07 Premier Election Solutions 


AccuVote OS CC TDP    


AccuFeed Hardware Guide 5.0 09/29/07 Premier Election Solutions 


AccuVote-OS Central Count 2.0 Build Process 3.1 08/29/08 Premier Election Solutions 


AccuVote-OS Central Count 2.0.13 User’s Guide 3.0 11/19/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Introduction 4.0 02/16/08 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Overview 2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Functionality 
Description 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Hardware 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Security 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Test and Verification 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Maintenance 
Procedures 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Personnel Deployment and 
Training Requirements 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Configuration Management 
Plan 


3.0 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Quality Assurance Program 2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP System Change Notes 4.0 02/16/08 Premier Election Solutions 


FEC 2002 AccuVote-OS Precinct Count 1.96 TDP 
Telecommunications 


1.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix A: Hardware 
Specifications 


2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote- OS TDP Appendix D: Materials 
Specifications 


1.2 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix J: Ballot Processing 2.1 10/04/07 Premier Election Solutions 


FEC 2002 AccuVote-OS TDP Appendix L: Administrative 
Test Plans 


2.1 10/04/07 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP N/A N/A Premier Election Solutions 


AccuVote-OS Hardware Guide 14.0 06/10/08 Premier Election Solutions 


AccuVote OSX TDP    


AccuVote-OSX 1.2 Build Process 3.0 09/26/08 Premier Election Solutions 
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FEC 2002 AccuVote-OSX 1.2.1 TDP Introduction 2.0 09/26/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Overview 1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Functionality 
Description 


2.0 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Hardware 
Specification 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Software Design and 
Specification 


2.0 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Security 
Specification 


2.0 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Test and 
Verification Specification 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Operations 
Procedures 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Maintenance 
Procedures 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Personnel Deployment 
and Training 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Configuration 
Management Plan 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Quality Assurance 
Program 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP System Change Notes 2.0 09/26/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Telecommunications 1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Appendix A: Software 
Specifications 


2.0 09/26/08 Premier Election Solutions 


AccuVote-OSX 1.2.1 TDP Appendix B: Program 
Specifications 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Appendix E: 
Redundant Storage Logic 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Appendix H: System 
and Data Integrity 


2.0 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Appendix I: 
Performance Metrics 


1.1 09/25/08 Premier Election Solutions 


FEC 2002 AccuVote-OSX 1.2.1 TDP Appendix K: 
Administrative Test Plans 


2.0 09/25/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP N/A N/A Premier Election Solutions 


AccuVote-OSX Election Data Format 1.0 1.1 09/03/08 Premier Election Solutions 


AccuVote-OSX Hardware Guide 3.0 02/12/08 Premier Election Solutions 


AccuVote-OSX Pollworker's Guide 4.0 02/14/08 Premier Election Solutions 


AccuVote-OSX 1.2.1 System Administrator’s Guide 1.0 06/24/08 Premier Election Solutions 


AccuVote-OSX 1.2.1 User’s Guide 3.0 02/06/08 Premier Election Solutions 


Windows CE 5.0 Build Process 8.0 09/30/08 Premier Election Solutions 


ASSURE 1.2 TDP    


Assure 1.2 System Overview 6.0 No date Premier Election Solutions 


ASSURE 1.2 Product Overview Guide 9.0 07/09/08 Premier Election Solutions 


ASSURE 1.2 TDP Appendix F: Surface Specification 
Standard 


2.2 10/02/08 Premier Election Solutions 


ASSURE 1.2 TDP Appendix J: File Management 1.5 10/02/08 Premier Election Solutions 


ASSURE 1.2 TDP Appendix J: File Management 1.5 10/02/08 Premier Election Solutions 


ASSURE 1.2 TDP Appendix Q: System Acquisition 1.6 10/02/08 Premier Election Solutions 


ASSURE 1.2 TDP Appendix X: System Initiation 1.0 10/02/08 Premier Election Solutions 


ASSURE 1.2 TDP Introduction 12.0 10/02/08 Premier Election Solutions 


Premier Election Solutions ASSURE™ 1.2 Matrix Rev 4.0 4.0 02/10/09 Premier Election Solutions 


Course List 2.2 None Premier Election Solutions 


Diebold Election Systems- Help Desk Charter 1.0 10/05/04 Premier Election Solutions 


Help Desk BridgeTrak Quick Reference None None Premier Election Solutions 


Help Desk - Business Work Flow None None Premier Election Solutions 


Premier's Client Security Policy 3.0 06/18/08 Premier Election Solutions 


Premier’s Windows Configuration Guide 4.0 09/10/08 Premier Election Solutions 


Premier's Windows® Security Updates Policy and 
Procedures 


2.0 06/13/08 Premier Election Solutions 


QEPB0001 Certification Process 1.0 N/A Premier Election Solutions 
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QMIMM002 EC Flow for Manufacturing 1.1 05/19/04 Premier Election Solutions 


Product and Project Management 1.0 N/A Premier Election Solutions 


QSI0A019 Supplier Part Approval Process S/PAP 2.2 12/18/03 Premier Election Solutions 


“Conformance-of-Ten” Part Evaluation 1.0 08/06/02 Premier Election Solutions 


QSM00001 Quality Systems Manual 15.0 08/01/03 Premier Election Solutions 


QSP00001 Management Responsibilities 7.1 08/04/09 Premier Election Solutions 


QSP00023 Development & Manufacturing Standards 6.0 01/30/03 Premier Election Solutions 


Product Appearance Standard 6.0 N/A Premier Election Solutions 


Quality Assurance Methodology 3.1 09/02/08 Premier Election Solutions 


The SSL Protocol 3.0 09/02/04 Premier Election Solutions 


Assure Security Manager TDP    


FEC 2002 ASM 1.2.1 TDP Introduction 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Overview 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Functionality Description 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Hardware Specification 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Software Design and 
Specification 


1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Security Specification 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Test and Verification 
Specification 


1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Operations Procedures 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Maintenance Procedures 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Personnel Deployment and 
Training Requirements 


1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Configuration Management Plan 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Quality Assurance Program 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP System Change Notes 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Telecommunications 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Appendix A: Software 
Specifications 


1.0 06/23/08 Premier Election Solutions 


ASM 1.2.1 TDP Appendix B: Program Specifications 1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Appendix G: System and Data 
Integrity 


1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Appendix H: Performance 
Metrics 


1.0 06/23/08 Premier Election Solutions 


FEC 2002 ASM 1.2.1 TDP Appendix J: Administrative Test 
Plans 


1.0 06/23/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 


ASSURE Security Manager Election Data Format 1.0 1.0 10/10/07 Premier Election Solutions 


ASSURE Security Manager Smart Card Format 1.0 1.0 10/10/07 Premier Election Solutions 


ASSURE Security Service 1.2 Build Procedure 2.1 08/29/08 Premier Election Solutions 


ASSURE Security Manager 1.2.1 User's Guide 1.0 06/23/08 Premier Election Solutions 


AutoMARK VAT TDP    


ATS Configuration Management Policy 3.0 12/01/08 Automark Technical 
Systems, Inc. 


Corrective Action Control Log 2.0 N/A Automark Technical 
Systems 


DESIGN REVIEW ATTENDANCE SHEET 2.0 N/A Automark Technical 
Systems 


DESIGN REVIEW MINUTES 2.0 N/A Automark Technical 
Systems 


ATS DOCUMENT CHANGE ORDER 2.0 N/A Automark Technical 
Systems 


Document Change Control Form 2.0 N/A Automark Technical 
Systems 


ATS Employee Training Procedure 3.0 12/01/08 Automark Technical 
Systems 


Engineering Change Order/Change Request Form 2.0 N/A Automark Technical 
Systems 


ATS Software and Hardware Release Process 4.0 12/01/08 Automark Technical 
Systems 


System Bug Report Form 2.0 N/A Automark Technical 
Systems 
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AutoMARK™ Ballot Scanning and Printing Specification 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK PREM Configuration Management Plan 4.0 12/01/08 Automark Technical 
Systems 


AutoMARK Driver API Specification 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK™ Embedded Database Interface Specification 4.0 12/01/08 Automark Technical 
Systems 


AutoMARK Graphical User Interface 4.0 12/01/08 Automark Technical 
Systems 


Initial Software Installation Procedure 2.0 12/01/08 Automark Technical 
Systems 


AutoMARK Operating Software (AMOS) Design 
Specifications 


3.0 12/01/08 Automark Technical 
Systems 


Personnel Deployment and Training Requirements 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK PREM Poll Workers Guide 7.0 02/09/08 Automark Technical 
Systems 


AutoMARK Programming Specifications Details 3.0 12/01/08 Automark Technical 
Systems 


ATS Quality System Procedures (QSP) Master List 3.0 12/01/08 Automark Technical 
Systems 


ATS Quality System Master Audit Schedule 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Rapid Application Development Methodology 
(RAD) 


4.0 12/01/08 Automark Technical 
Systems 


AutoMARK PREM VAT Release Notes 13.0 12/01/08 Automark Technical 
Systems 


AutoMARKTM Requirements Trace Matrix 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Software Design Specifications 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Software Diagnostics Specification 3.0 12/01/08 Automark Technical 
Systems 


Software Standards Specification 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK System Change Notes 72.0 12/01/08 Automark Technical 
Systems 


AutoMARK System Functionality 3.0 12/01/08 Automark Technical 
Systems 


AutoMark System Installation and Maintenance Guide 7.0 02/12/08 Automark Technical 
Systems 


AutoMARK System Introduction 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK System Security Specifications 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK System Overview 6.0 12/01/08 Automark Technical 
Systems 


AutoMark TDP Table of Contents N/A 12/01/08 Automark Technical 
Systems 


AutoMark Voter's Guide 6.0 02/09/08 Automark Technical 
Systems 


AutoMARK System Hardware Specification 4.0 12/01/08 Automark Technical 
Systems 


AutoMARK VAT Software and Firmware Compilation 
Instructions 


9.0 02/03/09 Automark Technical 
Systems 


Automark Technical Systems Integration & Testing Bug 
Report 


2.0 N/A Automark Technical 
Systems 


Ballot Image Processing Specifications 4.0 12/01/08 Automark Technical 
Systems 


AutoMARK Software Development 4.0 12/01/08 Automark Technical 
Systems 


System Security Test Cases 3.0 12/01/08 Automark Technical 
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Systems 


System Security Test Procedure 3.0 12/01/08 Automark Technical 
Systems 


AIMS TDP    


AIMS TDP Cover Page N/A N/A Automark Technical 
Systems 


AIMS TDP Table of Contents N/A 12/01/08 Automark Technical 
Systems 


AIMS Requirements Trace Matrix 4.0 12/01/08 Automark Technical 
Systems 


AIMS Release Notes 8.0 12/01/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
System Overview 


3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
System Functionality 


4.0 12/01/08 Automark Technical 
Systems 


AIMS Hardware Specifications 3.0 12/01/08 Automark Technical 
Systems 


AIMS Compact Flash Memory Card Design Specifications 3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
Programming Specifications Details 


4.0 12/01/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
Software Design Specifications 


6.0 12/01/08 Automark Technical 
Systems 


AIMS Election Official's Guide 12.0 02/21/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
Operations Procedures 


3.0 12/01/08 Automark Technical 
Systems 


AutoMARK Information Management System (AIMS) 
System Security Specifications 


3.0 12/01/08 Automark Technical 
Systems 


AIMS Quality Assurance Policy & Procedures 4.0 12/01/08 Automark Technical 
Systems 


AIMS Quality Assurance Test Cases 4.0 12/01/08 Automark Technical 
Systems 


AIMS Quality Assurance Test Procedures 3.0 12/01/08 Automark Technical 
Systems 


AIMS Configuration Management Plan 3.0 12/01/08 Automark Technical 
Systems 


AIMS Personnel Deployment and Training Requirements 2.0 12/01/08 Automark Technical 
Systems 


AIMS System Change Notes 25.0 12/01/08 Automark Technical 
Systems 


AVPM TDP    


AccuView Printer Module Hardware Guide 6.0 02/11/08 Premier Election Solutions 


AccuView Printer Module 3.0 Build Process 3.0 09/04/08 Premier Election Solutions 


Updating AVPM Firmware 1.1 11/09/04 Premier Election Solutions 


BallotStation TDP    


AV-OS to AV-TS Accumulation Product Specification 0.1 04/01/04 Premier Election Solutions 


Ballot Station 4.7.3 TDP Appendix B: Program 
Specifications 


1.1 09/26/08 Premier Election Solutions 


Ballot Station Election Data Format 4.7 1.1 09/03/08 Premier Election Solutions 


Ballot Station Smart Card Format 1.0 1.1 08/20/07 Premier Election Solutions 


Ballot Station Smart Card Format 1.0 2.1 09/03/08 Premier Election Solutions 


BallotStation 4.7 Build Process 4.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Introduction 2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Overview 1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Functionality 
Description 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Hardware 
Specification 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Software Design and 
Specification 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Security 2.0 09/26/08 Premier Election Solutions 
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Specification 


FEC 2002 BallotStation 4.7.3 TDP System Test and 
Verification Specification 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Operations 
Procedures 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Maintenance 
Procedures 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Personnel Deployment 
and Training Requirements 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Configuration 
Management Plan 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Quality Assurance 
Program 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP System Change Notes 2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Telecommunications 1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix A: Software 
Specifications 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix C: Data 
Organization and Flow 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix F: Redundant 
Storage Logic 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix I: Performance 
Metrics 


1.1 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix J: System and 
Data Integrity 


2.0 09/26/08 Premier Election Solutions 


FEC 2002 BallotStation 4.7.3 TDP Appendix L: 
Administrative Test Plans 


2.0 09/26/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP N/A N/A Premier Election Solutions 


BallotStation 4.7.3 System Administrator’s Guide 1.0 06/25/08 Premier Election Solutions 


BallotStation 4.7.3 User’s Guide 2.0 07/09/08 Premier Election Solutions 


GEMS AVServer BallotStation Download Message Format 
1.0 


2.0 09/24/08 Premier Election Solutions 


GEMS AVServer BallotStation Upload Message Format 1.0 2.0 09/17/08 Premier Election Solutions 


GEMS AVServer BallotStation Protocol 1.0 3.0 09/17/08 Premier Election Solutions 


OSAA Hardware Guide 5.0 01/30/08 Premier Election Solutions 


UAID Hardware Guide 2.1 08/22/07 Premier Election Solutions 


Windows CE 3.0 Build Process 5.0 09/30/08 Premier Election Solutions 


Windows CE 4.1 Build Process 5.0 09/30/08 Premier Election Solutions 


ExpressPoll TDP    


Express Poll Administrator’s Guide 1.2.0 03/05/07 Premier Election Solutions 


Emulator and Resource Guide 2.0 01/18/07 Premier Election Solutions 


Express Poll User’s Guide 2.0 01/19/07 Premier Election Solutions 


ExpressPoll 4000 EZRoster User's Guide 3.0 02/08/08 Premier Election Solutions 


ExpressPoll 4000 EZRoster Pollworker's Guide 2.0 02/08/08 Premier Election Solutions 


ExpressPoll 4000 EZRoster System Administrator's Guide 4.0 02/08/08 Premier Election Solutions 


ExpressPoll 4000 EZRoster User's Guide 3.0 02/08/08 Premier Election Solutions 


ExpressPoll Administrator's Guide for Version 2.0. and 2.1 3.0 02/08/08 Premier Election Solutions 


ExpressPoll CardWriter 1.1 Build Process 9.0 02/19/09 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Introduction 3.0 02/19/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Overview 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Functionality Description 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Hardware Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Software 
Design and Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Security Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System Test 
and Verification 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Operations Procedures 


1.1 01/31/08 Premier Election Solutions 
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FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Maintenance Procedures 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Personnel 
Deployment and Training 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Configuration 
Management Plan 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Quality 
Assurance Program 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP System 
Change Notes 


3.0 02/19/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP 
Telecommunications 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix A: 
Software Specifications 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix B: 
Program Structure and 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix C: 
Data Organization and 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix F: 
Installation Procedures 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix G: 
Performance Metrics 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix H: 
System and Data Integrity 


1.0 10/11/07 Premier Election Solutions 


FEC 2002 ExpressPoll CardWriter 1.1.6 TDP Appendix K: 
Administrative Test Plans 


1.0 10/11/07 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 


ExpressPoll Emulator and Resource Guide for Versions 1.2 
to 2.1 


3.0 02/08/08 Premier Election Solutions 


ExpressPoll User's Guide for Versions 2.0 and 2.1 3.0 02/08/08 Premier Election Solutions 


GEMS® TDP    


Ballot Specifications Guide 7.0 06/24/08 Premier Election Solutions 


GEMS 1.20 Results Server File Format 1.1 2.1 08/21/07 Premier Election Solutions 


GEMS 1.20.2 Election Administrator’s Guide 3.0 02/08/08 Premier Election Solutions 


GEMS 1.21 Build Process 4.0 02/06/09 Premier Election Solutions 


GEMS 1.21.1 Election Administrator’s Guide 2.0 10/01/08 Premier Election Solutions 


GEMS 1.21.1 Reference Guide 3.0 07/09/08 Premier Election Solutions 


GEMS 1.21.1 User’s Guide 3.0 07/09/08 Premier Election Solutions 


GEMS AccuVote-OS Central Count Protocol 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS AccuVote-OS Precinct Count Protocol 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS Audio Import Format 1.0 2.1 08/21/07 Premier Election Solutions 


GEMS AVServer Ballot Station Download Message Format 
1.0 


1.1 08/20/07 Premier Election Solutions 


GEMS AVServer Ballot Station Protocol 1.0 2.1 08/20/07 Premier Election Solutions 


GEMS AVServer Ballot Station Upload Message Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS AVServer CTS Download Message Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS AVServer Download Message Format 2.0 1.0 11/21/07 Premier Election Solutions 


GEMS AVServer Vote Center List Message Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS AVServer Vote Center Queue Message Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS BCWin Results Export Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS California Results Export Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS Card Data Export Format 1.1 1.1 08/20/07 Premier Election Solutions 


GEMS Comma Delimited Export Format 1.0 1.0 12/06/07 Premier Election Solutions 


GEMS Delaware Import Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS Delaware Results Export Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS DIMS Results Export Format 1.0 1.1 08/20/07 Premier Election Solutions 


GEMS Election Database Format 1.21 1.0 02/01/08 Premier Election Solutions 


GEMS Florida Results Export Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS L.A. Import Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS Michigan Results Export Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS Minnesota Results Export Format 1.0 1.1 08/21/08 Premier Election Solutions 


GEMS Mississippi Results Export Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS Ohio Results Export Format 1.0 1.1 08/21/08 Premier Election Solutions 
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GEMS Region Server Upload Message Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS Region Server Upload Message Format 2.0 1.1 08/21/07 Premier Election Solutions 


GEMS Standard Import Format 1.5 5.1 08/21/07 Premier Election Solutions 


GEMS Standard Results Export Format 1.0 3.1 08/21/07 Premier Election Solutions 


GEMS Voter Card Data Export Format 2.1 3.0 08/21/07 Premier Election Solutions 


GEMS Voter Card Data Export Format 2.2 2.0 08/21/07 Premier Election Solutions 


GEMS Voter Registration Import Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS Wisconsin Results Export Format 1.0 1.1 08/21/07 Premier Election Solutions 


GEMS 1.21.1 System Administrator’s Guide 2.0 06/24/08 Premier Election Solutions 


GEMS RTF Export-Import Format 1.0 3.0 05/05/08 Premier Election Solutions 


GEMS Voted Ballots Results Export Format 1.0 1.0 05/13/08 Premier Election Solutions 


Key Card Tool TDP    


Ballot Station Smart Card Format 1.0 1.1 08/20/07 Premier Election Solutions 


Key Card Tool 4.7 Build Process 3.0 11/07/07 Premier Election Solutions 


Key Card Tool 4.7 Build Process 5.0 09/04/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Introduction 1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Overview 1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Functionality 
Description 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Hardware 
Specification 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Software Design and 
Specification 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Security 
Specification 


1.0 70/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Test and 
Verification Specification 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Operations 
Procedures 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Maintenance 
Procedures 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Personnel Deployment 
and Training 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Configuration 
Management Plan 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Quality Assurance 
Program 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP System Change Notes 1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Telecommunications 1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Appendix A: Software 
Specifications 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Appendix B: Program 
Structure and Flow 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Appendix E: System 
and Data Integrity 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Appendix F: 
Performance Metrics 


1.0 07/07/08 Premier Election Solutions 


FEC 2002 Key Card Tool 4.7.2 TDP Appendix H: 
Administrative Test Plans 


1.0 07/07/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 


Key Card Tool 4.7.1 User’s Guide 1.0 07/07/08 Premier Election Solutions 


Key Card Tool Test Specifications 1.0 07/07/08 Premier Election Solutions 


Premier Central Scan (PCS) TDP    


FEC 2002 PCS 2.2.1 TDP Introduction 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Overview 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Functionality Description 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Hardware Specification 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Software Design and 
Specification 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Security Specification 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Test and Verification 
Specification 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Operations Procedures 1.0 06/24/08 Premier Election Solutions 
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FEC 2002 PCS 2.2.1 TDP System Maintenance Procedures 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Personnel Deployment and 
Training Requirements 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Personnel Deployment and 
Training Requirements 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Quality Assurance Program 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP System Change Notes 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Telecommunications 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Appendix A: Software 
Specifications 


1.0 06/24/08 Premier Election Solutions 


2002 FEC PCS 2.2.1 TDP Appendix B: Program 
Specifications 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Appendix G: System and Data 
Integrity 


1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Appendix I: Performance Metrics 1.0 06/24/08 Premier Election Solutions 


FEC 2002 PCS 2.2.1 TDP Appendix K: Administrative Test 
Plans 


1.0 06/24/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 


Premier Central Scan Election Data Format 3.0 2.0 02/01/08 Premier Election Solutions 


Premier Central Scan 2.2.1 System Administrator’s Guide 1.0 06/24/08 Premier Election Solutions 


Premier Central Scan 2.2.1 User’s Guide 1.0 06/25/08 Premier Election Solutions 


DRS PhotoScribe PS900 iM2/PS960 Hardware Guide 7.0 02/09/09 Premier Election Solutions 


Premier Central Scan 2.2 Build Process 2.1 08/29/08 Premier Election Solutions 


VCProgrammer TDP    


VCProgrammer 4.7 Build Process 5.1 08/29/08 Premier Election Solutions 


VCProgrammer 4.7.2 System Administrator's Guide 1.0 07/09/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Introduction 1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Overview 1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Functionality 
Description 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Hardware 
Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Software Design and 
Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Security 
Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Test and 
Verification Specification 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Operations 
Procedures 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Maintenance 
Procedures 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Personnel 
Deployment and Training 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Configuration 
Management Plan 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Quality Assurance 
Program 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP System Change Notes 1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Telecommunications 1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix A: Software 
Specifications 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix B: Program 
Structure and Flow 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix C: Data 
Organization and Flow 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix G: System 
and Data Integrity 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix H: 
Performance Metrics 


1.0 07/08/08 Premier Election Solutions 


FEC 2002 VCProgrammer 4.7.2 TDP Appendix J: 
Administrative Test Plans 


1.0 07/08/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 
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VCProgrammer 4.7.2 User’s Guide 1.0 07/07/08 Premier Election Solutions 


VCProgrammer Voter Data Import Format 1.0 Revision 2.0 2.0 7/9/2008 Premier Election Solutions 


VCProgrammer Voter Data Import Format 2.0 1.0 09/14/07 Premier Election Solutions 


Voter Card Encoder TDP    


FEC 2002 Voter Card Encoder 1.3.3 TDP Introduction 3.0 02/19/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System Overview 1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System 
Functionality Description 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System Hardware 
Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Software Design 
and Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System Security 
Specification 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System Test and 
Verification Specification 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System 
Operations Procedures 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System 
Maintenance Procedures 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Personnel 
Deployment and Training 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Configuration 
Management Plan 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Quality Assurance 
Program 


2.0 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP System Change 
Notes 


3.0 02/19/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP 
Telecommunications 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix A: 
Software Specifications 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix B: 
Program Structure and Flow 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix C: Data 
Organization and Flow 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix G: 
System and Data Integrity 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix H: 
Performance Metrics 


1.1 01/31/08 Premier Election Solutions 


FEC 2002 Voter Card Encoder 1.3.3 TDP Appendix J: 
Administrative Test Plans 


2.0 01/31/08 Premier Election Solutions 


FECVSS 2002 Trace to Vendor Testing and TDP None None Premier Election Solutions 


Voter Card Encoder 1.3.3 User’s Guide 5.0 02/12/08 Premier Election Solutions 


Voter Card Encoder Build Process 5.1 08/29/08 Premier Election Solutions 
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9.  Appendix  B - PCA and FCA Discrepancies 
 


Table B-1  PCA and FCA Discrepancies 
 


# Type Location Issue Description Guideline 


1 Doc Disc FEC 2002 PCS 
2.2.1 Technical 
Data Package 
System 
Maintenance 
Procedures v1.0 
 
DRS 
PhotoScribe 
PS900 
iM2/PS960 
Hardware Guide 
v6.0 


The Hardware Guide listed (referenced by the System 
Maintenance Procedures listed)  does not address parts 
by size, manufacturer's designation or individual 
quantities needed. 


v.2: 2.9.4.1 Common Standards-  
The vendor shall provide a complete 
list of approved parts and materials 
needed for maintenance. This list 
shall contain sufficient descriptive 
information to identify all parts by: 
b. Size; d. Manufacturer's 
designation; e. Individual quantities 
needed; 


2 Doc Disc ASSURE/GEMS/
AIMS/Automark 
TDP 


Reference is made to an “Automark Technical Systems 
VPN” in “AutoMARK PREM Ballot Scanning and Printing 
Specification AQS-13-5002-007-S.doc” (Rev. 4) and 
“AutoMARK PREM Embedded Database Interface 
Specifications AQS-13-5002-005-S.doc” (Rev. 4). We can 
find no other references to a VPN in the documentation. 
The usage of a VPN must be fully described in the 
documentation in order that we assess the applicability 
and security testing of these two sections in particular and 
possibly other sections related to telecommunications and 
data transmission over public networks. The appearance 
of the word VPN in the Automark documentation conflicts 
with the "N/A" that appears in numerous subsections of 
section 6.5 and 6.6 of the documents "AIMS PREM 
Sect00C Requirements Trace Matrix AQS-13-5000-203-
R.doc" and "AutoMARK PREM Requirement Trace Matrix 
AQS-13-5000-003-F.doc"  


VSS Volume 1 Section 6.6.1 All 
systems that transmit data over 
public telecommunications networks 
shall: ... 
and Section 6.6.2 Systems designed 
for transmission of 
telecommunications over public 
networks shall meet security 
standards that address the security 
risks attendant with the casting of 
ballots from poll sites controlled by 
election officials using voting devices 
configured and installed by election 
officials and/or their vendor or 
contractor, and using in-person 
authentication of individual voters. 


3 Doc Disc Security Review 
- ExpressPoll 
(appears in 
I:2.2.2.1.e, 
because that is 
where it was 
observed)  


ExpressPoll, EZRoster 
"ExpressPoll CardWriter 1.1.6 TDP Appendix A Software 
Specifications.pdf Rev 1.1" states that the C# application, 
ExPollCardWriter, and the C++ application, PcmCardDll, 
are "console" applications running on Windows CE (Our 
code review concurs). The documents "ExpressPoll 2000 
EZRoster System Administrators Guide Revision 4.0.pdf" 
Rev 4.0 and "ExpressPoll 4000 EZRoster Pollworkers 
Guide Revision 2.0.pdf" Rev. 2.0 show a user interface. 
We cannot find the source code to this user interface 
application and also cannot find a reference to it in 
"ASSURE1 2MatrixRev4 0Nov1708.xls" (Matrix).  We do 
not have any source code for a user interface application 
that looks like EZRoster nor do we have anything labeled 
EZRoster, ExPoll or ExPollLauncher. The latter two are 
referred to in a documents delivered to Systest on 
3/23/2007: "ExpressPoll EZRoster 1.0 Build Process 
Revision 2.0.pdf" and "ExpressPoll EZRoster 2.0 Build 
Process Revision 1.0.pdf" However we are not sure if 
these two documents are a part of the current TDP 
because they do not appear in the Matrix spreadsheet. All 
three devices, 5000, 4000, 2000 are included in the 
Systest test plan but marked "(COTS)." The user 
interface figures in the documentation shows such words 
as "Diebold Election Systems", "Manage Polls,", "Ballots." 
Please clarify. Furthermore, the document "ExpressPoll 
CardWriter 1.1.6 TDP Appendix F Installation 
Procedures.pdf" states that there is both a Boot Rev 4.7 
and CE OS 2.56. We do not have the configuration or 
source files for either one of these. 


I: 9.4.1.3 The software qualification 
tests encompass a number of 
interrelated examinations, involving 
assessment of application source 
code for its compliance with the 
requirements spelled out in Volume I, 
Section 4 


4 Doc Disc ASM - TDP A) No procedure whereby jurisdictional level certificates 
are created and signed by the root certificate. ASM 1.2.1 
TDP Appendix B Program Specifications.pdf contains a 
Use case entitled "Issue new certificates." However 


I: 2.2.1.f - If access to a system 
function is to be restricted or 
controlled, the system shall 
incorporate a means of implementing 
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# Type Location Issue Description Guideline 


ASSURE_Security_Manager_1.2_Users_Guide.pdf 
contains no such use case. (Nor can it be found in the 
application). Without this procedure the jurisdiction cannot 
generate its own certificates, the private key of which it 
owns. 
B) Related but also applicable to 6.2.1.f 
The test application submitted by Premier has a "Premier 
Root Certificate Authority" which is signing other 
certificates to provide trust chains. Cannot find any 
documentation of Premier's internal security policy 
relating to the physical protection of this root certificate's 
private key, separation of duties in terms of its usage, or 
methods to notify the EAC or jurisdictions if the private 
key is compromised. 
The security trade-offs associated with the usage of the 
"Premier Root Certificate Authority" are not discussed in 
the vendor documentation. The design of the system 
requires that the jurisdiction install this root certificate as 
trusted, and thus the procedures associated with its 
security are appropriate to the EAC and the jurisdictions. 


this capability. 
I:6.2.1.f  - General characteristics of 
supervisory access privileges; 


5 Doc Disc AutoMARK 
PREM System 
Security 
Specification 
AQS-13-5002-
001-S 


No referred section 5  in" AutoMARK PREM System 
Security Specification AQS-13-5002-001-S",No 
documentation for mandatory administrative procedures 
(Vol 1 Sec 2.2.2.1  is complete, Vol 1  sec 2.2.3 is 
incomplete, Vol 1  Sec 6.2.1.1 is in complete), and no 
documentation is provided for effective password 
management. 


Vol 1 :2.2.1e:Provide security 
provisions that are compatible with 
the procedure and administrative 
tasks involved in equipment 
preparation, testing, and operation. 
Vol 1 :2.2.1g:Provide documentation 
of mandatory administrative 
procedures for effective system 
security. 
Vol 1 :2.2.3a:Restoration of the 
device to the operating condition 
existing immediately prior to the error 
or failure, without loss or corruption 
of voting data previously stored in the 
device; 
Vol 1 :2.2.3b:Resumption of normal 
operation following the corrections of 
a failure in a memory component, or 
in a data processing component, 
including the central processing unit;  
Vol 1 :6.2.1d:Effective password 
management; 


6 Doc Disc AccuVote-TSX 
with AVPM TDP 
Appendix D: 
COTS 
Component 
Specifications 


Not finding referenced document "AccuVote-TSX with 
AVPM TDP Appendix D: COTS Component 
Specifications" in 08062008 delivery 


Vol 1 2.2.4.1e: Protect against the 
failure of any data input or storage 
device; 


7 Doc Disc AccuVote-OS 
Central Count 
TDP 


Documented as recording normal and abnormal events 
as out of scope and address by the controlling 
application(when no connection to the host has been 
established, where the events are logged) 


vol1 2.2.4.1g:Record and report the 
date and time of normal and 
abnormal events; 
vol1 2.2.4.1i: Detect and record every 
event, including the occurrence of an 
error condition that the system 
cannot overcome, and time-
dependent or programmed events 
that occur without the intervention of 
the voter or a polling place operator;  


8 Doc Disc AccuVote-OS 
Precinct Count 
TDP 


No protection procedures are provided against the failure 
of any data input or storage device(Documented as out of 
scope, but storing the data on the memory card) 


vol1 2.2.4.1e: Protect against the 
failure of any data input or storage 
device; 


9 Doc Disc Security review-
AccuVote-
AVOSX TDP 


No procedures are provided for protection against the 
failure of any input data or storage device(Documented 
as out of scope, but storing the data on the memory 
card). 


vol1 2.2.4.1e: Protect against the 
failure of any data input or storage 
device; 


10 Doc Disc Premiers Client 
Security 
Policy.pdf Rev 
3.0 


Premiers Client Security Policy.pdf Rev 3.0 -- Document 
does not contain a description in sufficient detail to allow 
an unskilled user to set the password history (2.3.1) or 
password aging (2.3.2) requirements in the COTS OS. 
Reject: Doc P: Document does not contain a description 


v1: 2.1.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
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# Type Location Issue Description Guideline 


in sufficient detail to allow an unskilled user to set the 
audit log security policies of a COTS OS. 


accountability. 


11 Doc Disc Premiers Client 
Security 
Policy.pdf Rev 
3.0 


Premiers Client Security Policy.pdf Rev 3.0 -- Document 
contradicts itself. In section 3.1.1 it recommends that 
passwords should not be shared among users. But in 
section 3.4.2 it recommends that only a single 
administrator account exist. If the single administrator 
does not share the password then in the event that the 
single administrator is unavailable the system might 
become inaccessible. 3.1.1 is correct, all users must be 
individually audited for their actions. 


v1: 2.1.1.a Provide security access 
controls that limit or detect access to 
critical system components to guard 
against loss of system integrity, 
availability, confidentiality, and 
accountability. 


12 Doc Disc VCProgrammer 
TDP 


VCProgrammer - Neither "VCProgrammer User's Guide 
Revision 1.0" nor "VCProgrammer 4.7.2 System 
Administrator's Guide Revision 1.0" describe the activity 
which the document VCProgrammer 4.7.2 Technical Data 
Package Appendix G: System and Data Integrity Revision 
1 refers to in section 5.3 (bullet item 5). When does the 
described activity occur? 


v1: 2.2.1.c Use the system's control 
logic to prevent a system function 
from executing if any preconditions to 
the function have not been met. 


13 Doc Disc VCProgrammer 
TDP 


VCProgrammer --  Documentation does not address 
parity or checksums protecting Configuration files 
accepted from the Voter Card Data File accepted from 
the external voter registration system. 


v1:2.1.2.e Provide software that 
monitors the overall quality of data 
read-write and transfer quality status, 
checking the number and types of 
errors that occur in any of the 
relevant operations on data and how 
they were corrected. 


14 Doc Disc VCProgrammer 
TDP 


VCProgrammer -- Documentation does not describe the 
authentication of the file or system inputting the file "Voter 
Registration File" The system inputting this information is 
outside the boundary of the ASSURE 1.2 certified 
system, but this external system apparently has access to 
the VCProgrammer computer with the ability to at least 
place the file onto the system at an appropriate time. This 
placement appears to occur dynamically at the time of the 
voter obtaining a vote access card over a network 
connection. 


v1: 6.2.1 The vendor shall specify the 
general features and capabilities of 
the access control policy 
recommended to provide effective 
voting system security. 


15 Doc Disc GEMS 1.21.1 
Election 
Administrator’s 
Guide 


The first paragraph of section 12.3 states that each task 
falls within corresponding personnel categories and 
lifecycle component. However the document does not tie 
each task with any particular personnel category or 
lifecycle component. It likewise does not address how the 
personnel categories in section 12.1 overlap or intersect 
with the roles imposed by the Key Card Tool. (see also 
6.2.1.f) This is important information from a security policy 
perspective (Premier Client Security Policy document 
reference) 


v1: 6.2.1.2.b Specify whether an 
individual’s authorization is limited to 
a specific time, time interval or phase 
of the voting or counting operations 


16 Doc Disc VCProgrammer 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


VCProgrammer --As this device may be connected to an 
untrusted networked device (Voter Registration System) it 
must be protected by security kernels such as antivirus 
software and firewalls. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


17 Doc Disc VCProgrammer 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


VCProgrammer, ASSURE Security Manager, Key Card 
Tool, PCS Workstation, GEMS -- Documentation does 
not cover the required antivirus, firewall or other software 
and/or security kernels used to protect the system.  
Consequently it does not provide any published 
standards used to accept this software. In regards to 
statements made regarding the usage of the "Microsoft 
Malicious Software Removal Tool," Microsoft 
documentation (http://support.microsoft.com/kb/890830) 
states: "The Microsoft Malicious Software Removal Tool 
does not replace an antivirus product" so this tool 
(standing alone) does not meet the "proven commercial 
security software requirement." 


v2: 6.4 The ITA may meet these 
testing requirements by confirming 
proper implementation of proven 
commercial security software.  In this 
case, the vendor must provide the 
published standards and methods 
used by the US Government to test 
and accept this software, or it may 
provide references to free, publicly 
available publications of these 
standards and methods, such as 
government web sites. 


18 Doc Disc VCProgrammer, 
ASSURE 


VCProgrammer -- The only documentation found is the 
AVValidator documentation, which describes a System 


v2:6.4 At its discretion, the ITA may 
conduct or simulate attacks on the 
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Security 
Manager, Key 
Card Tool, PCS 
Workstation, 
GEMS (all PC 
based devices) 
TDP 


Identification Tool relevant to section 5.8 of the Program 
Manual, but this tool does not address the 
VCProgrammer, ASSURE Security Manager, Key Card 
Tool, PCS Workstation or GEMS host computer systems.  


system to confirm the effectiveness 
of the system's security capabilities, 
employing test procedures approved 
the  NASED Voting Systems Board. 


19 Doc Disc VCEncoder TDP VCEncoder -- Documentation does not address 
tampering during system repair, or interventions in 
system operations in response to system failure per the 
VSS Requirements.  


v1: 2.2.1d Provide safeguards to 
protect against tampering during 
system repair, or interventions in 
system operations, in response to 
system failure. 


20 Doc Disc VCEncoder TDP VCEncoder - Documentation states that communications 
is not applicable, but the device contains a serial port and 
as such security must be addressed. It also 
communicates with a smart card and communication 
needs to be addressed. 


v1: 6.2.1.c Communications 


21 Doc Disc VCEncoder TDP VCEncoder -- Unable to find the document "Appendix C: 
Installing the Firmware in the Voter Card Encoder User's 
Guide" referred to in "VCE 1.3.3 TDP Appendix A 
Software Specifications.pdf" 


v1: 6.2.1.e Protection abilities of a 
particular operating system; 


22 Doc Disc VCEncoder TDP VCEncoder -- Unable to find the information appropriate 
to make a determination that an off-the-shelf COTS 
Spyrus PAR 2 cannot be used to program smart cards to 
allow unregistered ballots to be cast or that (6.4.1.c) no 
Spyrus firmware is operational in the absence of the 
Premier code. 


v1: 6.2.1.f General characteristics of 
supervisory access privileges; 


23 Doc Disc VCEncoder TDP VCEncoder -- Cannot find a description of the protocol 
used to program ballots or the protocol used to download 
new firmware. "VCE 1.3.3 TDP 2.06 System Security 
Specification.pdf" states that "Special Protocols" is N/A. 


v1: 6.2.2.f Special protocols 


24 Doc Disc VCEncoder TDP VCEncoder -- "VCE 1.3.3 TDP 2.06 System Security 
Specification.pdf" does not address this requirement 


v1: 6.4.1.c The election-specific 
programming may be installed and 
resident as firmware, provided that 
such firmware is installed on a 
component (such as computer chip) 
other than the component on which 
the operating system resides; and 


25 Doc Disc ExpressPoll TDP ExpressPoll - Documentation does not address 2.2.1.d 
which would include the possibility that the device 
contains PoII of voters at the time of failure. 


2.2.1.d Provide safeguards to protect 
against tampering during system 
repair, or interventions in system 
operations, in response to system 
failure. 


26 Doc Disc Premiers Client 
Security 
Policy.pdf Rev 
3.0 


Premier Client Security Document - Document does not 
use the word "mandatory" for any administrative 
procedures relating to effective system security but 
instead uses the word "should" which is not the same 
intent as the requirement "mandatory" 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


27 Doc Disc ExpressPoll 
CardWriter 1.1.6 
TDP 2.06 
System Security 
Specification.pdf 


Document states that Communications is N/A which is 
incorrect. The ExpressPoll units contain USB ports, and 
Ethernet ports, so communications over these ports must 
be described. 


v1: 6.2.1.c Communications 


28 Doc Disc ExpressPoll 
CardWriter 1.1.6 
TDP Appendix F 
Installation 
Procedures.pdf 


The requirement is to validate the ROM. The document 
does not describe validating the ROM. It only validates 
functionality or a version number. AVValidator does not 
currently address these devices (4000 or 5000) 


v1: 6.4.1.a If software is resident in 
the system as firmware, the vendor 
shall require and state in the system 
documentation that every device is to 
be retested to validate each ROM 
prior to the start of elections 
operations; 


29 Doc Disc ExpressPoll 
CardWriter 1.1.6 
TDP 2.06 
System Security 
Specification.pdf 


Requirement not addressed. v1: 6.4.1.c The system bootstrap, 
monitor, and device-controller 
software may be resident 
permanently as firmware, provided 
that this firmware has been shown to 
be inaccessible to activation or 
control by any means other than by 
the authorized initiation and 
execution of the vote-counting 
program, and its associated 
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exception handlers; 
and 
v1: 6.4.1.d The election-specific 
programming may be installed and 
resident as firmware, provided that 
such firmware is installed on a 
component (such as computer chip) 
other than the component on which 
the operating system resides; and 
and 
v1: 6.4.1.e After initiation of election 
day testing, no source code or 
compilers or assemblers shall be 
resident or accessible. 


30 Doc Disc ASM 1.2.1 TDP 
2.03 System 
Functionality 
Description.pdf 


ASM 1.2.1 TDP 2.03 System Functionality Description.pdf 
section 2.3.2.1.5 contains all "should perform" procedures 
not mandatory procedures per the VSS requirement. 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


31 Doc Disc ASM 1.2.1 TDP 
Appendix G 
System and 
Data Integrity.pdf 


 Document does not state what files, folders, and 
databases the ASM subsystem and/or PCS require for 
jurisdictions to archive or backup from an election. 


v1: 2.2.1.g Provide documentation of 
mandatory administrative procedures 
for effective system security. 


32 Doc Disc ASM 1.2.1 TDP 
Appendix G 
System and 
Data Integrity.pdf 


Section 5.4 refers to integrity supported by OpenGroup 
DCOM. However the build document "ASSURE Security 
Service 1.2 Build Process Revision 1.0.pdf" does not 
include any such COTS subsystem. If system utilizes 
Microsoft DCOM then Microsoft references are required 
to support any integrity, confidentiality or authenticity 
claims. 


v1: 2.2.1.d Include control logic and 
data processing methods 
incorporating parity and check-sums 
(or equivalent error detection and 
correction methods) to demonstrate 
that the system has been designed 
for accuracy, and 


33 Doc Disc ASM 1.2.1 TDP 
2.03 System 
Functionality 
Description.pdf  


ASM 1.2.1 TDP 2.03 System Functionality Description.pdf 
states that this requirement is N/A. It is the responsibility 
of the software to determine the degree of operability of 
the hardware upon which it relies for functionality and 
may include 
1) ability to verify operability of the write/read audit log file 
2) ability to verify operability of DCOM and/or other 
systems communications 
3) ability to verify operability of a biometric security device 


v1: 2.2.4.1.j Include built-in 
measurement, self-test, and 
diagnostic software and hardware for 
detecting and reporting the system's 
status and degree of operability. 


34 Doc Disc ASM 1.2.1 TDP 
Appendix A 
Software 
Specifications.pd
f 


ASM 1.2.1 TDP Appendix A Software Specifications.pdf 
states that the ASM software runs on "Windows NT." 
What versions of NT are supported? Other documents 
imply the possibility that it can run on XP, Windows 
Server 2000, Windows Server 2003. (also 6.2.1.b)   The 
EAC Application is only for Windows XP. 


v1:6.2.1.a Software Access Controls 


35 Doc Disc Premier's 
Windows 
Configuration 
Guide Rev 
4.0Draft.pdf 


Premier's Windows Configuration Guide Rev 4.0Draft.pdf 
does not delineate what systems need to have the 
configuration performed on them and this document is not 
addressed in all Windows platform software security 
documentation. 


v1:6.2.1.b Hardware access controls 


36 Doc Disc ASM 1.2.1 TDP 
2.04 System 
Hardware 
Specification.pdf 


ASM 1.2.1 TDP 2.04 System Hardware Specification.pdf 
does not address the fingerprint scanners that are 
compatible with ASM or their interoperability.  


v1:6.2.1.b Hardware access controls 


37 Doc Disc ASM 1.2.1 TDP 
2.04 System 
Hardware 
Specification.pdf 


ASM 1.2.1 TDP 2.04 System Hardware Specification.pdf 
(as in 6.2.1.a) No hardware or COTS platform is 
specified. Running this software on a peer-to-peer 
network creates security problems not addressed in 
vendor documentation. See 
http://support.microsoft.com/kb/266625. (Authentication of 
DCOM utilizing a peer-to-peer network). 


v1: 6.2.1.d  Effective password 
management; 


38 Doc Disc ASSURE_Securi
ty_Manager_1.2
_Users_Guide.p
df  


ASSURE_Security_Manager_1.2_Users_Guide.pdf has 
the supervisor creating a new user  with a password 
(3.3.5.10). Cannot find here or in 
PCS_2.2.1_Users_Guide_Rev_1.0.pdf any way for the 
new user to change their password. Unless there is 
biometric enrollment, the supervisor can impersonate any 
other user on the system. 


v1: 6.2.1.d  Effective password 
management; 
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39 Doc Disc ASSURE 
Security 
Manager TDP 


Unable to find any reference to what fingerprint 
scanner/readers are compatible with ASM and PCS. 


v1: 6.2.1.2.a Identify each person to 
whom access is granted, and the 
specific functions and data to which 
each person holds authorized access 


40 Doc Disc ASM 1.2.1 TDP 
2.06 System 
Security 
Specification.pdf 


ASM 1.2.1 TDP 2.06 System Security Specification.pdf 
states that this requirement is N/A. In fact the 
documentation needs to address such things as 
a) underlying security kernels associated with the SSL 
claimed to be in operation between the workstations and 
ASM (is this OpenSSL, Windows or some other kernel?) 
b) security kernels associated with the smart card 
security.  
c) this would be a good place to address the biometric 
security kernel which would include its default or not 
default operational settings and such things as the FRR 
and FAR and/or if this is under jurisdictional control 
somewhere. 


v1: 6.2.1.2.d Security Kernels 


41 Doc Disc ASM 1.2.1 TDP 
2.06 System 
Security 
Specification.pdf 


ASM 1.2.1 TDP 2.06 System Security Specification.pdf 
states that encryption is used but provides no details. 


v1: 6.2.1.2.g Message encryption 
and 


42 Doc Disc Key Card Tool 
4.7.2 TDP 2.03 
System 
Functionality 
Description.pdf 


Key Card Tool 4.7.2 TDP 2.03 System Functionality 
Description.pdf refers to Premiers Windows Configuration 
Guide which in turn is not clear or specific about allowing 
or not allowing Key Card Tool to be connected to a 
network. Use of the wording "not intended to be used on 
a network" is not mandatory. As there does not appear to 
be a Key Card Tool Administrators guide, this information 
might appear in the Users Guide but cannot be found 
there either. (also pertinent to I:6.5.4.2 where it does not 
appear specifically in Premier's Client Security Policy or 
Gems 1.21.1 Election Administrator Guide Rev 2.0, and 
these are referred to in Key Card Tool 4.7.2 TDP 2.06 
System Security Specification.pdf section 2.6.6) 


v1: 2.2.5.3 COTS General Purpose 
Computer System Requirements 


43 Doc Disc Key Card Tool 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


Utilization of the smart cards is a security kernel and the 
security of the entire operation depends on the security 
within the smart card. 


v1: 6.2.2.d Security kernels 


44 Doc Disc Key Card Tool 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


Key Card Tool 4.7.2 TDP 2.06 System Security 
Specification.pdf states requirement is N/A. Computer 
Generated Password key generation is one of  the 
purposes of Key Card Tool. Document and include any 
mitigation of known vulnerabilities. 


v1: 6.2.2.e Computer-generated 
password keys 


45 Doc Disc Key Card Tool 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


Key Card Tool 4.7.2 TDP 2.06 System Security 
Specification.pdf states that special protocols are not 
used. At least one special protocol being used for access 
control is the ISO7816 smart card communications 
protocol. 


v1: 6.2.2.f Special protocols 


46 Doc Disc Key Card Tool 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


Key Card Tool 4.7.2 TDP 2.06 System Security 
Specification.pdf states that message encryption is N/A. 
Key Card Tool generates a key. What is this key used for 
if not encryption? If it is not encryption it is some other 
access control protocol that needs to be documented 
since the section header states "all system access control 
measures ... such as."  


v1: 6.2.2.g Message encryption and 


47 Doc Disc Key Card Tool 
4.7.2 TDP 2.06 
System Security 
Specification.pdf 


Key Card Tool 4.7.2 TDP 2.06 System Security 
Specification.pdf does not address this requirement. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


48 Doc Disc PCS TDP PCS 2.2.1 TDP 2.03 System Functionality Description.pdf 
states the OS is "NT or equivalent." Specific operating 
systems, version and service packs must be declared as 
part of the system. Also cannot find this information in 
PCS 2.2.1 TDP 2.08 System Operations Procedures.pdf 


v1: 2.2.5.3 COTS General Purpose 
Computer System Requirements 
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or PCS 2.2.1 TDP 2.04 System Hardware 
Specification.pdf 


49 Doc Disc PCS TDP Unable to find any documentation stating a "description of 
recommended policies for" access control of PCS 
roles/duties such as Administrator, Supervisor, Security 
Administrator, Scanner technician, Adjudicator. 


v1:6.2.1 Although the jurisdiction in 
which the voting system is operated 
is responsible for determining the 
access policies for each election, the 
vendor shall provide a description of 
recommended policies for a) 
Software access controls etc. 


50 Doc Disc PCS 2.2.1 TDP 
2.06 System 
Security 
Specifications.pd
f  


PCS 2.2.1 TDP 2.06 System Security Specifications.pdf 
does not address this set of requirements. Since PCS is 
specifically designed to handle ballots, ballot counting, 
counting operations and reporting data in a central count 
location, these requirements must be addressed. 


v1: 6.3.2 Vendors shall develop and 
document in  detailed measures to 
be taken in a central counting 
environment.  These measures shall 
include physical and procedural 
controls related to the 
Handling of ballot boxes 
Preparing of ballots for counting 
Counting operations and 
Reporting data 


51 Doc Disc GEMS 1.21.1 
TDP 2.06 
System Security 
Specifications.pd
f 


GEMS 1.21.1 TDP 2.06 System Security 
Specifications.pdf does not address I:6.4.2. System 
utilizes public telecommunications systems so this 
requirement is applicable. 


v1: 6.4.2 Voting systems shall deploy 
protection against the many forms of 
threats to which they may be 
exposed such as file and macro 
viruses, worms, Trojan horses, and 
logic bombs.  Vendors shall develop 
and document the procedures to be 
followed to ensure that such 
protection is maintained in a current 
status. 


52 Doc Disc GEMS TDP Unable to find where II:6.4.2.a-g are addressed for GEMS 
and/or voting devices that utilize telecommunications 


v1: 6.4.2.a Identification of new 
threats and their impact 


53 Doc Disc BallotStation 
4.7.3 System 
Administrators 
Guide, Rev 1.0, 
06/25/08 
 
BallotStation 
4.7.3 Users 
Guide, Rev 2.0, 
07/09/08 


The documentation does not have any reference to the 
error message when a memory card has reached its 
maximum capacity for data storage, for the Ballot Station 
application. 
The discrepancy remains open because the vendor's 
error messages still do not address the concern. 


VSS Vol.2; 2.8.5.b 
 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
 
b. Provides procedures that clearly 
enable the operator to access the 
control flow of system functions (as 
evidenced by system 


54 Doc Disc PCS 2.2.1 Users 
Guide, Rev 1.0, 
06/23/08 
 
PCS 2.2.1 
System 
Administrators 
Guide, Rev 1.0, 
06/24/08 


The documentation does not specify when and/or how the 
message that describes an 'out-of-date' workspace will 
appear, or how its generated in the PCS application. 


VSS Vol.2; 2.8.5.b 
 
The vendor shall provide 
documentation of system operating 
procedures that meet the following 
requirements: 
 
b. Provides procedures that clearly 
enable the operator to access the 
control flow of system functions (as 
evidenced by system 


55 Doc Disc TSX TDP While there are no specific requirements for wireless 
transmissions in the VSS, such transmission is covered 
by other telecommunications requirements as stated in 
I:5.1.1. The TSX units have IrDA ports, and there needs 
to be documentation covering these transmissions. 


vol2:2.4 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the system, 
including specifications of hardware 
used to support the 
telecommunications capabilities of 
the system, if applicable. 


56 Doc Disc ASSURE 1.2 
TDP 


The TDP does not contain a detailed overview of 
communications related to telecommunications and the 
use of public networks to address this VSS requirement. 
In so far as any networking capability might relate to a 
telecommunications capability, a detailed overview of all 
networking in its broadest sense needs to be submitted 
for certification. 


vol2:2.4 The vendor shall expand on 
the system overview by providing 
detailed specifications of the 
hardware components of the system, 
including specifications of hardware 
used to support the 
telecommunications capabilities of 
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the system, if applicable. 


57 Doc Disc OS-PC 
AccuVote-OS 
Precinct Count 
1.96.11 TDP 
2.14 
Telecommunicati
ons.pdf 
OSx: AccuVote-
OSX 1.2.1 TDP 
2.14 
Telecommunicati
ons.pdf 
TS, TSx: 
BallotStation 
4.7.3 TDP 2.14 
Telecommunicati
ons.pdf, 
AccuVote-TSX 
with AVPM TDP 
2.14 
Telecommunicati
ons.pdf 


Numerous documents claim that the system does not 
utilize a WAN. 
OS-PC AccuVote-OS Precinct Count 1.96.11 TDP 2.14 
Telecommunications.pdf 
OSx: AccuVote-OSX 1.2.1 TDP 2.14 
Telecommunications.pdf 
TS, TSx: BallotStation 4.7.3 TDP 2.14 
Telecommunications.pdf, AccuVote-TSX with AVPM TDP 
2.14 Telecommunications.pdf 
 
Vendor needs to provide further explanations as to why 
the use of a modem to transport information over public 
telephone systems is not within the given definition within 
the VSS requirement. 


vol1:5.1 A wide area network (WAN) 
public telecommunications 
component consists of the hardware 
and software to transport information, 
over shared, public (i.e., commercial 
or governmental) circuitry, or among 
private systems. ... vol1:5.2.6 For 
WANs using public 
telecommunications, boundary 
definition and implementation shall 
meet the following requirements. [a) 
... b) ..., c) ....] 


58 Doc Disc AccuView Printer 
Module 3.0 Build 
Process 
Build 
Configuration 
Guide Rev 16 


A number of COTS programs listed in the documentation 
can no longer be acquired directly from the 
manufacturers.  


v2; 2.5.3 :The vendor shall also 
include a certification that procured 
software items were obtained directly 
from the manufacturer or a licensed 
dealer or distributor. 


59 Doc Disc Windows CE 
4.10 Build 
Process 
Revision 5.0 
September 30, 
2008 


AVValidator.XML file is not being loaded as part of the 
build and installation process in the WinCE4.10 Build 
Process. 


v2; 2.6.4: The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation  


60 Doc Disc Windows CE 
4.10 Build 
Process 
Revision 5.0 
September 30, 
2008 
Windows CE 3.0 
Build Process 
Revision 5.0 
September 30, 
2008 
WinCE 5.0 Build 
Process 
Revision 8.0 
September 30, 
2008 


No mention in the documentation where to place the 
makeavinstall.exe file.  During the trusted build, iBeta 
placed this in the release directory per witness instruction. 


v2; 2.6.4: The vendor shall provide a 
detailed description of the system 
capabilities and mandatory 
procedures for purchasing 
jurisdictions to ensure secure 
software (including firmware) 
installation  
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10. Appendix  C - Source Code Review  
 


 The Appendix C, delivered separately, contains the iBeta proprietary source code review criteria for the 
Premier coding languages: 


 
  8051 Assembler Review Criteria v2.0 
  ABasic Review Criterion Version 2.0 
  C and C++ Review Criteria Version 5.0 
  C# Review Criteria v4.0 
  VB.Net Review Criteria Version 3.0 
  Visual Basic Review Criteria v3.0 
  Z80 Assembler Review Criteria Version 2.0 
 
   This appendix also contains the iBeta letter to the EAC with the full results of the documented source 


code review. 
 
  


11. Appendix  D - Environmental Test Review  
 


 The Appendix D, delivered separately, contains the iBeta letter to the EAC with the full results of the 
documented environmental test review. 
 
 
 


12. Appendix  E - PCA TDP Document Review  
 


 The Appendix E, delivered separately, contains the iBeta letter to the EAC with the full results of the 
PCA TDP document review. 


 
 
 


13. Appendix  F - EAC Letter on Source Code Review  
 


 http://www.eac.gov/program-areas/voting-systems/voting-system-certification/correspondence  -- EAC 
letter to iBeta Quality Manager on reuse of testing 


 
 
 


14. Appendix  G - EAC Letter on Environmental and PCA 
TDP  


 
 http://www.eac.gov/program-areas/voting-systems/voting-system-certification/correspondence  -- EAC 


letter to iBeta on reuse of prior testing







 


      Page 103 of 104 
 


15. Appendix  H - Data Accuracy Review 
 


 The Appendix H, delivered separately, contains the iBeta letter to the EAC with the full results of the 
data accuracy testing review. 


 
 


16. Appendix  I - EAC Letter on Data Accuracy Test Results 
Reuse  


  
 


http://www.eac.gov/program-areas/voting-systems/voting-system-certification/correspondence  -- EAC 
letter to iBeta on reuse of prior testing conducted by SysTest Laboratories 
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17. Appendix  J - EAC Reuse of Testing Review Process 
 


The information in this appendix is provided by the EAC to outline their process for reuse.  
 
Due to the suspension of accreditation of a VSTL this project was moved from that VSTL to iBeta as requested 
by Premier and approved by the EAC.  This very unusual circumstance required that a transition plan be 
developed for the orderly transition of the project.  A number of factors impacted the development of this 
transition plan.   
  
The overriding consideration had to be that the quality of the evaluation meet the EAC’s standards for 
excellence and that any decision to certify the system be clearly based on rigorous and thorough testing.  If 
other legitimate concerns could also be met then every attempt was made to do so.  Among those 
considerations was the timely evaluation of the system, avoiding duplicative testing that provided little real value 
and supporting the needs of election officials for improvements and upgrades. 
  
In developing a transition plan, a number of factors were taken into consideration: 
 


1. The quality of testing already performed was evaluated. In some cases iBeta was directed to review or 
audit that testing.  Another factor was the probability that testing to be performed by iBeta would identify 
any system issues that may have been missed in prior testing.  In some cases iBeta was directed to 
modify the testing it would do to provide additional checks and redundancy in areas of particular 
concern.   


 
2. Prior versions of this system are in wide use.  In addition individual states and other organizations have 


conducted their own, independent evaluation of either this exact system or very similar prior versions.  
This provides a significant body of information from both experience in actual elections and testing 
performed for other purposes.   


 
All these sources of information were used in developing the transition plan.  A risk assessment was made and 
a transition plan approved. This plan allowed for reuse of some testing, reuse of some testing after an audit and 
recommendation by iBeta, and requirements for further testing or correlated testing by iBeta.  The results of this 
evaluation were communicated to Premier and iBeta in a November 20, 2008 letter and follow up letters 
regarding reuse of testing.  In those communications the following was approved: 
 


 All hardware testing conducted by SysTest sub-contractors APT Labs Inc., Compliance Integrity 
Services, and Percept Technology Labs is accepted and may be reused.  This decision was reached 
after a careful review by the EAC of the audit conducted by SysTest of these laboratories and a review 
of the testing conducted. 


 iBeta will conduct an audit of the Technical Data Package (TDP) submitted to and reviewed by SysTest 
and make a recommendation to the EAC regarding the need to conduct a full review of the TDP.  The 
EAC will then make a determination on the reuse of the TDP review conducted by SysTest. 


 iBeta will conduct a 3% review of the Premier Assure source code.  This review will focus on important 
functional sections of the code in order to determine the depth and focus of source review conducted by 
SysTest.  iBeta will then make a recommendation to the EAC regarding the reuse of the source code 
review conducted by SysTest.  The EAC will then issue a decision regarding the reuse of the source 
code review conducted by SysTest. 


 All other testing conducted by SysTest will not be allowed to be reused by iBeta as it tests the Premier 
Assure 1.2 system with the exception of the Accuracy Test results after a review by iBeta.  iBeta will 
then make a recommendation to the EAC regarding the reuse of those test results and the EAC will 
make a decision based on that recommendation.   


 The EAC will provide direction on the Volume and Stress test discussions conducted with the 
manufacturers and SysTest for test case development. 


 





